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rNABA 1

AHHoTaums

Angie Ingress Controller (ANIC) — npusiozkeHue, KOTOpOe 3aIlyCKaeTCsd B KJIACTEPE U YIPABJISIET
6aIAHCUPOBIIMKOM HAIPY3KH.

ANIC wucnonssyer B cpoeit pabore Angie PRO — 3dpexkTuBHbIil, MOIIHBIA M MACIITAOUPYEMBI
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Buecén B Eunbiii peecTp pocCUACKUX IPOrpaMM JJIsl 3JIEKTPOHHBIX BHITUCIATETEHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwue cBepgeHus

Angie Ingress Controller (ANIC) - aro pemenue g yipasienus TpadbUKOM KOHTEHAHEPUZUPOBAHHBIX
npuwiroxkenuit B8 Kubernetes.

ANIC pasBeprbiBaeTcst U paboraer B Kjacrepe, YIpapids QyHKIHUIMA Ingress ¢ BO3MOXKHOCTBHIO
HaCTPOKHK paBui 00paborku Tpaduka. IIpoaykr 6asupyercs Ha Angie PRO, 4rTo mossoJisier crpouTh
Ge301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOIUTE/IbHBIE OKPYZKEHISI, UCIIOJIb3Ysl POCCUICKOE PerteHne
¢ TpodeCCHOHAIBHBIMI CEPBUCAMY MUTDAINN U TEXHUIECKON MMO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonpayer mupokuit nabop dyuknumit Ingress:

o Banancuposka naepysku TCP, UDP, TLS, HTTP, gRPC'": T'ubkoe pacupeenenne Tpaduka u ero
ILJIABHOT'O MEPEHOCA IPU OOHOBJICHUAX TIPUJIOKEHU

o Tepmunuposanue ceccuti TLS: TlomTBep:KmeHusl MOIIUHHOCTH CEPBUCOB M 3aIlUTLI OHJIANH-
TPaH3aKIUi

o Hacmpotixu 2ubkozo ao2uposarus: Y IPABIEHIE COBPEMEHHBIMY JTUHAMUYECKIME ITPUIOKEHUSIMA

o Pacwupennas mapwpymusdayus mpagpura: Paznenenne Tpaduka u paciupeHHas Mapuipy TH3aIHs
Ha OCHOBE COJEPKUMOTO

o Ozpanunernue nocmynarousezo mpadura: [1o pazauaHbIM KPUTEPHUAM JIJIsT 3AIMMTATHI TPUJIOXKEHUIA OT

DDoS



https://wbsrv.ru/angie-pro/
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o Modugurayus omsemos na 3anpocv,: Ha yposre 6ajancuposiuka HTTP

1.1. O6wwme ceepeHunsn 2
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FABA 2

VYcTaHoBKa

2.1 Moppep>xnBaemble ANCTPUOYTUBDI

Hasganune Bepcun ApxuTekTypbl

Alpine Linux 3.17 x86 64, ARM64
Debian 11 “Bullseye” x86_ 64, ARM64
ALT Linux 10 x86_ 64, ARM64

2.2 YctaHoBka B K8S

2.2.1 lNpepgBapuTenbHble TpeboBaHUs

Heobxomum moctyn k Docker-obpasy B Hatem pernosuTopuu:

[a.nic .docker.angie.software/

it Tekymeit Bepcuu JIOCTYIHBI CJIEIYOIIne 00pa3bL:

anic.docker.angie.software/anic:0.5.0-alpine
anic.docker.angie.software/anic:0.5.0-debian
anic.docker.angie.software/anic:0.5.0-altlinux

3a mocTymom obpamaiirech Ha infoQwhsrv.ru.
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2.2.2 Hactpoiika RBAC

1. Cozpaiire mpocTpaHCTBO UMEH U cepBUCHBIN akkayHT jjist ANIC:

($ kubectl apply -f - <<EOF
apiVersion: vl
kind: Namespace
metadata:
name: angie-ingress
apiVersion: vl
kind: ServiceAccount
metadata:
name: angie-ingress
namespace: angie-ingress
EQF

.

2. Cozpnaiite ClusterRole u ClusterRoleBinding:

Mpumep

$ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
rules:
- apiGroups:
- discovery.k8s.1io
resources:
- endpointslices
verbs:
- get
- list
- watch
- apiGroups:
resources:
- services
verbs:
- get
- list
- watch
- apiGroups:
_ nn
resources:
- secrets
verbs:
- get
- list
- watch
- apiGroups:
resources:
- configmaps
verbs:
- get

2.2. YcraHoska B K8S
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- list
- watch
- update
- create
- apiGroups:
_ nn
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
_
resources:
- namespaces
verbs:
- get
- list
- watch
- apiGroups:
_ nn
resources:
- events
verbs:
- create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers

2.2. YcraHoska B K8S
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- virtualserverroutes

- globalconfigurations

- transportservers

- policies

verbs:

- list

- watch

- get

apiGroups:

- k8s.angie.software
resources:

- virtualservers/status
virtualserverroutes/status
policies/status
transportservers/status
dnsendpoints/status

verbs:
- update
apiGroups:
- networking.k8s.io
resources:
- ingressclasses
verbs:
- get
apiGroups:

- cis.f5.com
resources:

- ingresslinks
verbs:

- list

- watch

- get
apiGroups:

- cert-manager.io
resources:

- certificates
verbs:

- list

- watch

- get
update

- create

- delete
apiGroups:

resources:
- dnsendpoints
verbs:
- list
- watch
- get
update
- create
- delete
apiGroups:
- externaldns.angie.software
resources:

- externaldns.angie.software

2.2. YcraHoska B K8S
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- dnsendpoints/status
verbs:
- update
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
subjects:
- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress
roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io
EOF

2.2.3 Co3spaHune pecypcos

3.

Hobasbre TLS-ceprudukar B HACTPOWKH:

$ kubectl apply -f - <<EOF

apiVersion: vl

kind: Secret

metadata:

name: default-server-secret

namespace: angie-ingress

type: kubernetes.io/tls

data:

tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EQF

Jlobasbre ConfigMap ¢ nacrpoiikamu gy Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config
namespace: angie-ingress
data:

EOF

Coznaitte IngressClass:

$ kubectl apply -f - <<EOF
apiVersion: networking.k8s.io/v1
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

2.2,

Ycranoska 8 K8S 7
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. Cosnaiire mosib3oBaresbckue pecypebl VirtualServer, VirtualServerRoute, TransportServer
u Policy:

Mpumep Virtual Server

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:
- vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp
name: Age

type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.

type: object

properties:

apiVersion:
description: 'APIVersion defines the versioned schema of this,

—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md

2.2. YcrtaHoBka B K8S 8
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—#resources'

type: string
kind:

description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'

type: string
metadata:

type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer
—resource.
type: object
properties:

dos:

type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a

—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specificy

—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string

2.2. YcraHoska B K8S
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policies:
type: array
items:
description: PolicyReference references a policy by name and,
—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the;
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP,
—Header with an optional Always field to use with the add_header directive.
type: object
properties:

2.2. YcrtaHoBka B K8S 10
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always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in any
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an,
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:
description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.

2.2. YcrtaHoBka B K8S 11
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type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

2.2. YcrtaHoBka B K8S 12
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—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return in
—an Action.
type: object
properties:
body:
type: string

2.2. YcrtaHoBka B K8S 13
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code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a
—MatchRule.
type: object
properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

2.2. YcrtaHoBka B K8S 14
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description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header,
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:

2.2,

YcraHoBka B K8S 15
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type: string
policies:
type: array
items:
description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in anj
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
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description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—~in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
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type: object
properties:
cluster-issuer:
type: string
common-name :
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
type: object

properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:
type: string
upstreams:
type: array
items:

description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for,

2.2,

YcraHoBka B K8S 18




12850

000 «Beb-Cepeep», ON'PH 1227700436578, NHH 9704151517

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Angie Ingress Controller, sepcus 0.5.0

—for an Upstream.

—active Upstream HealthChecks.

type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean

keepalive:

type: integer

1b-method:

type: string

max-conns:
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—for an Upstream.

—.session persistence.

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration,

type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for

type: object

properties:

domain:

type: string
enable:

type: boolean
expires:

type: string
httpOnly:

type: boolean
name:

type: string
path:

type: string
secure:

type: boolean

slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for,
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—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for thej
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}

EQF

Mpumep VirtualServerRoute

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelist
plural: virtualserverroutes
shortNames:
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- VST
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- JjsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vl
schema:
openAPIV3Schema:
description: VirtualServerRoute defines the VirtualServerRoute,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of the,
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
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type: string
subroutes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the,
—~request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP,
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
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ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in any
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:
description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
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properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in anj
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
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type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—1in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return in
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a
—MatchRule.
type: object
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properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header
—directive.
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type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
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namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in ang
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
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—in an Action.

—an Action.

—Configuration

hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:

description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj

type: object
properties:
body:
type:
code:
type:
type:
type:

string
integer

string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
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—for an Upstream.

client-max-body-size:

type: string

connect-timeout:

type: string

fail-timeout:

type: string

healthCheck:

description: HealthCheck defines the parameters for,

—active Upstream HealthChecks.

type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration,

type: object
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—for an Upstream.

—session persistence.

properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration,

type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,

type: object

properties:

domain:

type: string
enable:

type: boolean
expires:

type: string
httpOnly:

type: boolean
name:

type: string
path:

type: string
secure:

type: boolean
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slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
B8
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the
—VirtualServerRoute resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF
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Mpumep TransportServer

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .status.reason
name: Reason
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
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type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object
properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for ang
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
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items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for,
—active Upstream HealthChecks.
type: object
properties:
enable:
type: boolean
fails:
type: integer
interval:
type: string
jitter:
type: string
match:
description: Match defines the parameters of aj
—custom health check.
type: object
properties:
expect:
type: string
send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
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served: true
storage: true
subresources:
status: {}

EQF

Mpumep Policy

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST|
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
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type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based ony
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authentication
—configuration policy status: preview'
type: object
properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
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type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
oidc:
description: OIDC defines an Open ID Connect policy.
type: object

properties:
clientID:
type: string
clientSecret:
type: string
authEndpoint:
type: string
jwksURI:
type: string
tokenEndpoint:
type: string
scope:
type: string
accessTokenEnable:
type: boolean
rateLimit:

description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
status:
description: PolicyStatus is the status of the policy resource
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type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
- name: vlalphal
schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The,
—spec includes multiple fields, where each field represents a different policy.,
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based ony
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
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properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
ss1Name:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
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storage: false
EOF

7. Eciu HykHO ucnoJib3oBaTh OajancupoBimk Harpysku it TCP- u UDP-coenunenuii, no6aBbre

GlobalConfiguration:

Mpumep

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
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type: array
items:
description: Listener defines a listener.
type: object
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true
EOF

2.2.4 PasBeptbiBaHue ANIC

8. Ilomumep:kuBarorcst ABa BapuaHTa ucrnoiab3oBanns ANIC:

e Deployment: HUCHONB3YHATE STOT TUI Pa3BEPTHIBAHUSA, €CJIU IIAHUPYETE TUHAMUYECKU H3MEHSThH
kosmaectBo perink ANIC.

Mpumep Deployment

($ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: Deployment
metadata:
name: angie-ingress
namespace: angie-ingress
spec:
replicas: 1
selector:
matchlLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus. 10/scrape: "true"
#prometheus. 1o/port: "9113"
#prometheus. 10/scheme: http
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "O"
# volumes:

# - nmame: angie-etc
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# emptyDir: {}

# - name: angie-cache

# emptyDir: {}

# - name: angie-1lib

# emptyDir: {}

# - name: angte-log

# emptyDir: {}

FHOoRH R R R W™ W™ R W

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress

ports:

- name: http
containerPort: 80

- name: https

containerPort: 443
- name: readiness-port
containerPort: 8081
- name: prometheus
containerPort: 9113
readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1

resources:
requests:
cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:

allowPrivilegeEscalation: false
runAsUser: 101 #angie
runAsNonRoot: true
capabilities:
drop:
- ALL
volumeMounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1ib
- mountPath: /var/log/angie
name: angie-1log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
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args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -enable-cert-manager
#- -enable-external-dns
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=$(POD_NAMESPACE)/angie-configuration
EOF

e DaemonSet: UCHOJIB3Y#TE 9TOT THUI, ecyu anupyere passeprbiBarh ANIC Ha Kaxk0M y3ie Kia-

CTepa NI IIOJIMHOXKECTBE y3JI0B.

Mpumep DaemonSet

($ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:

name: angie-ingress

namespace: angie-ingress
spec:

selector:

matchlLabels:

app: angie-ingress

template:
metadata:

labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress

spec:

serviceAccountName: angie-ingress

automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: '"net.ipv4.ip_unprivileged_port_start"
value: "0"

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus
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EOF

containerPort: 9113
readinessProbe:
httpGet:

path: /angie-ready

port: readiness-port
periodSeconds: 1

resources:
requests:
cpu: "100m"
memory: "128Mi"
env:
- name: POD_NAMESPACE
valueFrom:

fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=$ (POD_NAMESPACE)/angie-configuration
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FABA 3

VcTaHoBKa ¢ nomotubto Helm

3.1 BctynneHne

Ora mmarpamma mnpomssoauT passeprbiBanne Angie Ingress Controller (ANIC) B kiacrepe
Kubernetes.

3.2 lNpepBaputenbHble TpeboBaHUs

O IIpumeuannue

Best jokyMenTaimst 1oJzKHA UCIIOJIB30BATHCST TOJBKO € ToceaHeil crabuibaoil Bepcueit ANIC.

Kubernetes 1.22-+
Helm 3.0+

e Ckauaiire 06pa3z ANIC u nepenecure ero B CBOM JIMUHBIA peecTp.

e Oo6nosute 1oJie controller.image.repository daiia values.yaml COOTBETCTBEHHO.

3.3 lNonb3oBaTenbckue onpeneneHnst pecypcos

ITo ymourganuio miust ANIC rpebyercsi HECKOJIBKO HOJIb30BATEIbCKUX onpesesennit pecypcos (CRD),
ycTaHoBJaeHHbIX B Kjaactepe. Kimenr Helm ycramoBur aTm ompenenenusi. Ecim oHn He yCTAHOBJIEHBI,
nosibl ANIC He 6yiyT TOTOBHL.
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3.3.1 CkauuBaHue gmnarpamMmmbl
Veranosuthb guarpaMmbl it ANIC MOXKHO U3 HaIero perno3uTopus. 3a J0CTynoM obparnairech Ha
infoQwbsrv.ru.

Ecnu BBI He ucnonbp3yere MOIB30BATEILCKUE PECYPCHI, JIJIT KOTOPBIX TPEOYIOTCS 3TU OIPEIesIeHUsT
(aTo coorBeTcTBYET mapaMmerpy controller.enableCustomResources, ycTaHOBIeHHOMY Kak false),
YCTAHOBKY OIIPEIEICHUANl MOXKHO IIPOILYCTUTh, YKa3aB --skip-crds B Komanze helm install.

3.3.2 OGHoBNeHMe onpegeneHnii

Yr066I OOHOBUTH OIpEIE/IEHNs, CKadaiiTe NCXOAHbIE (hailbl AuarpaMMbl, Kak OIMCAHO B Pa3jielie
Cravusanue duazpammot, a 3aTeM 3aITyCTUTE:

[kubectl apply -f crds/ }

© IIpumeuannue

BosMoxKHO cireftytoriee Ipeaynpe/ieHne, KOTopoe MOXKHO UI'HOPUPOBATH:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

(Mlpepynpexnernne: kubectl apply crnemyeT HCHONB30BATh LA pecypca,
CO3TAHHOTO C moMomplo kubectl create --save-config mmm kubectl apply).

3.3.3 VYaaneHue onpegenexHnii

Yro0bl yIaJIMTh OIpejesieHns, CKadaiiTe HCXOIHbIe (Dailyibl auarpaMMbl, KaK OIIMCAHO B pa3jielie
Cravusanue duazpammol, & 3aTeM 3aILyCTUTE:

[kubectl delete -f crds/ ]

O IIpumeuannue

DTa KOMaHJa yJAJIAT BCE COOTBETCTBYIOIINE TOJIb30BATEIHLCKIE PECYPChl B BAIIEM KJIACTEPE BO
BCEX IIPOCTPAHCTBAX MMEH. ¥Y0eIUTeCch, 9TO B KJIACTEPE HET II0JIb30BATEIBCKUX PECYyPCOB, KOTODBIE
BBl XOTUTE COXPAHUTH, U He 3amyInenb! apyrue Boimycku ANIC.

3.4 VYnpaBneHue gmarpamMmmoii C NOMOLLbIO peecTpa

3.4.1 YcTaHoBka gmnarpamMmmbl

Yrobbl yCraHOBUTH AUMarpaMMy ¢ Ha3BaHHEM BBILYCKa my-release (my-release - 910 Ha3BaHNE, KO-
TOpOe BbI BBIOMpaeTe caMu, myregistry.host.ru/angie-ingress - HeOGXOAUMO U3MEHATH HA MYTh B JIMTHOM
peecrpe):

helm repo add anic https://git.angie.software/api/packages/web-server/helm

helm install my-release anic/anic --set controller.image.repository=myregistry.host.
—ru/angie-ingress

D10 TpUBENET K yCTaHOBKe nocjenueil morpaunynoit Bepcun ANIC u3 peectpa KoHTeiHEPOB.
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3.4.2 O6HoBNeHNe anarpaMmmbl

Helm ne obHOBIISIET ONIpeiesieHnst BO BpeMsi OOHOBJIEHHS BBITYCKa. [Ipexk e 4eM OOHOB/IATD BBIILYCK,
03HAKOMBTECH ¢ pazzuesom Obrosaenue onpedeserul.

YT00bI 06HOBUTH BBIINYCK my-release:

[helm upgrade my-release anic/anic -version 0.5.0

3.4.3 YpaneHve guarpamMmmbi

Yro0bI yaauTh BBIIYCK my-release:

[helm uninstall my-release

Komanzga ynanser Bce kommonentsl Kubernetes, cBsi3aHHbIE ¢ BBIITYCKOM, U CaM BBIITYCK.

ViiajieHne BbIIIyCKa He IIPUBOJIUT K YIAJIEHUIO OllpejiesieHril. IToOb! yIaauTh OIPeIe/IEHUsI, CM. Pa3-
nent Yoasewue onpedeneHudl.

3.5 KoHdurypaunsa

B crenyromeit Tabiuie nepedncienbl HacTpanBaeMble TapaMeTpbl puarpaMMbl Ingress Controller u
UX 3HAYEHUSI 110 YMOJTIAHUIO.

myregistry.host.ru/angie-

Mapa- Onucanne Mo
meTp yMOJI-
YaHuio
controlle: imst Habopa jieMoHOB uiu passeprbiBanust ANIC. Cozna-
ercs
aBTO-
MaTH-
YeCKH
controller Tun ycranosku ANIC - deployment min daemonset (passepreiBanne win Hagop — deployment
JIEMOHOB)..
controller Tlo3Bosisier ycTaHABJIMBATD GHHOMAUUY JIUIS PA3BEPTHIBAHMS WM Habopa jemo- {}
HOB.
controlle; PasseproiBaer ANIC mist Angie PRO. false
controlle; Bpemst oxkumannst B MUJUTHCEKYH1aX, B Tedenne koroporo ANIC 6yner oxxumars 60000
YCIIEIIHOM nepe3arpy3ku Angie mocjie M3MEHEHUsT UJIM IIPU HAYAJIHBHOM 3aITyCKe.
controlle: Tlozonsier mogam ANIC ucmonb30BaTh ceTeBoe TPOCTPAHCTBO UMEH XOCTA. false
controlle: TTomuruka DNS msa nmomos ANIC. ClusterFirst
controlle: Brintouaer ornaaxy s Angie. Tpebyercs 3amarh 3uadenne error-log-level: debug — false
B ConfigMap 1epes controller.config.entries.
controlle: YpoBenb Bejienns xxypaaaa ANIC. 1
controlle: Haitmzkect obpaza ANIC. Her
controlle; Penosuropuii o6pazos ANIC.
ingress
controlle; Ter obpaza ANIC. 0.1.2
controlle: Tlosmtuka ckaunBanusi oopasza ANIC. IfNotPresent
controlle: 2XKuznennntit nuka mogos ANIC. {}
controlle: VImsa nonszoBaressekoit ConfigMap, ucnosnbsyemoit ANIC. Ecin umsa 3ay1au0, o «»

KOHMUTYpAIUs 10 YMOTIAHAIO UTHOPUPYETCH.

NPOAOIKAETCS Ha CreaytoLeli cTpaHmue

3.5. Kondwmrypauus
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

Mapa-
MeTp

Onucaxne

Mo
yMoJI-
YaHUKO

controlle:

controlle:
controlle:
controlle:

controlle:

controlle:

controlle:

controlle:

controlle:

controlle:

controlle:
controlle:
controlle:

Nmsa ConfigMap, ucnosszyemoir ANIC.

Annorarmu k ConfigMap B ANIC.

Samucu B ConfigMap 1yt HacTpoiiku Koudwuryparun Angie.

CHucok MoJb30BATEIBCKAX [TOPTOB, KOTOPBIE JOJKHBI OBITH JOCTYIHBI B IIOJE
ANIC. Crenyer obpranomy cunaTakcucy yaml Kubernetes st KoHTeHEpHBIX
IIOPTOB.

Ceprudurar TLS B komuposke base64 mis cepsepa HT'TPS no ymosmraanmro.

O IIpumeuannue

Pekomenpyercs ykazaThb cBOW COOGCTBEHHBIN cepTudUKAT. AJIBTEPHATHBHOE
PpeIlleHue: MOJTHBIH TPOITYCK CEKPeTa cepBepa 10 YMOJIAHUIO IIPUBEJIET K TOMY,
aro Angie Gyzer 110 yMOJIMaHUO OTKJIOHATh TLS-IOAK/IFOYeHsT K CEpBEPY.

Koirou TLS B xomuposke base64 mist cepsepa HTTPS mo ymomuanuto.

(i ) IIpumeuanue

Pekomenyercs ykasaTh CBOIt COOCTBEHHBIN KJIIOY. AJBTePHATHBHOE pelile-
HUe: ITOJTHBIH IIPOITYCK CeKpeTa cepBepa M0 YMOTYAHHUIO IPUBEJET K TOMY, ITO
Angie 6yner no ymomganuio oTKIOHSTh TLS-nonkII0OUeHnst K cepsepy.

Cekper ¢ ceprudpurarom TLS u kmouom s cepepa HTTPS no ymon-
YaHWO. 3HAYEeHUEe JIOJKHO COOTBETCTBOBATEL CJeyiomeMy (dopMary: <npo-
cmpancmso umen>/<ums>. Vlcmosb3yercs B KadecTBe AJbTePHATHBBI yKa3a-
HUIO cepTU(UKaTa U KJYa C IOMOIIBIO rapaMerpoB controller.default TLS. cert
u controller.default TLS. key.

O IIpumeuannue

AJtbrepHATHBHOE peIeHre: MOJHBI MPOIYCK CeKpeTa cepBepa 0 yMOoJIda-
HUIO IPHUBEIET K TOMY, 4TO Angie Oyjier 110 yMOJYAHHUIO OTKJIOHSTH TLS-
[TOJIKJIFOYEHUsT K CEPBEpY.

Ceprudurar TLS B komupoBke base64 st Kaxkjaoro ysja Ingress wuim
VirtualServer, y koroporo Bkirouen TLS, Ho He ykasan cekper. Eciu mapamerp
He 3aJ1aH, Angie pepBer 00y MONBITKY yCTaHOBUTH T LS-coequnenue st Ta-
kux y3yioB Ingress mian VirtualServer.

Kuroa TLS B komuposke base64 jyrst kaxkgoro y3ia Ingress mim VirtualServer, y
kotoporo BkJoueH TLS, Ho He yka3aH cekper. Eciu nmapamerp He 3aman, Angie
IIpepBeT JIOYIO MONBITKY ycTaHOBUTH TLS-coemunenune st Takux y37108 Ingress
win VirtualServer.

Cekper c¢ ceprudurarom TLS m kmrouoM mis Kaxkaoro yana Ingress mim
VirtualServer, y koroporo Briouen TLS, Ho He ykazaH cekper. 3HAYEHHE JTOJIK-
HO COOTBETCTBOBATH CJeiyomeMy GopMaTy: <npocmpaHCmeo UMer >/ <uUms>.
HWcnonb3yercs: B KauecTBe albT€PHATHBBI YKA3AHUIO CEPTU(DUKATA U KJH0Ya C I10-
MOIIBIO TTapameTpoB controller.wildcard TLS.cert u controller.wildcard TLS.key.
CestekTop y3J10B Jijist HazHaderns mogos ANIC.

Ilepuon mraBHOrO 3aBepiierns: paboTer moga ANIC.

Homycku mogos ANIC.

Cosma-
erca
aBTO-
MaTH-
qeCKU

{}
l

Her

Her

Her

Her
Her
Her

{}
30
l

NPOAO/IKAETCS Ha Crefytoleli cTpaHuLe
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHUo
controlle: Ilpussizka mogos ANIC. {}
controlle; Orpannuenus Ha pacupocrpanenue TomoJornu mogos ANIC. {}

controller JIOOHATEIbHBIE TIEPEMEHHBIE OKPYYKEHHUsI, KOTOPBIE JIOJKHBI OBITH yCTAaHOBJE- ||
bl Ha mogax ANIC.

controlle: Toma mmomos ANIC. (l

controlle: Toukn mopxsogenns Tomos monos ANIC. [l

controlle: 3uaenue initContainers st momos ANIC. [l

controlle; JlomonHATEIbHBIE KOHTEHHEpPHI (HAmpuMep, caifiakap) mis momoB Ingress ||

Controller.
controlle: Pecypcor nogos ANIC. requests:
cpu=100m,memory=128)}
controlle; Kommgecrso pernk passeproiBanus ANIC. 1

controlles Kiacc ANIC. osmxen 6biTh pasBepuyT pecypc IngressClass ¢ umenem, Toxae- —angie
CTBEHHBIM 3TOMY KJtaccy. B nmporusaoMm ciryuae ANIC ne 3amycrurcs. ANIC o6pa-
6aTBIBAET TOJBKO T€ PECYPChI, KOTOPhIE IPUHAJIEXKAT €ro KJIACCY, T. €. UX PECYPC
noJist «ingressClassName» toxectsen kiaccy. ANIC obpabarsiBaer Bce pecypehbl
VirtualServer, VirtualServerRoute u TransportServer, koTropbie He UMEIOT OIS
«ingressClassName», Bo Bcex Bepcusix Kubernetes.

controlle: Hoebim Ingress 6e3 ykazansuoro mosis «ingressClassNames Oyner IpucBoeH Kjacc, false
yKazaHHBIN B controller.ingressClass.

controlle: Pa3neneHHbIl 3alTHIMU CIUCOK IMPOCTPAHCTB HUMEH, 3a PECypPCAMU KOTODPBIX — «»
nomxken cieautb ANIC. Tlo ymomuanuio ANIC orcsieskuBaer Bce MpOCTPAHCTBA
uMeH. Bzanmouckouaromue ¢ controller.watchNamespaceLabel. O6parure BHU-
MaHWe, 9TO IPHU HACTPOWKE HECKOJIBKUX POCTPAHCTB UMEH C HCIOJb30BAHUEM
ommuu Helm cli —set cTrpoka j10/2KHa ObITH 3aKJ/IFOUeHa B JIBOMHBIE KABBIYKH, &
3allsThle SKPAHUPOBAHBI C IIOMOIIBIO OOPATHON KOCOH YepThl - HAIpUMep, —set
controller.watchNamespace=»default,anics.

controlle; Hacrpausaer B ANIC mpocMOTp TOIBKO IPOCTPAHCTB uMeH ¢ MeTkoit foo=bar. [To  «»
ymosrdannio ANIC orcireskuBaeT Bce IpOCTPAHCTBA UMEH. B3anMOUCKITIOYAIOIIAST
¢ controller.watchNamespace HACTpOIKA.

controlle: Pa3neneHHbBINl 3allsITBIMA CIOUCOK IIPOCTPAHCTB HMEH, 33 KOTOpbIME Ingress — «»
Controller momken cieauTb B MOWCKaX pecypcoB tuma Secret. Ecam sror
napamerp He wHacrpoen, ANIC orciaexxuBaeT OJHH W Te K€ MPOCTPAH-
CTBa MMEH B IOWCKax Bcex pecypcoB. Cm. takxke controller.watchNamespace
u controller.watchNamespaceLabel. O6parure BHUMAaHWE, YTO IIPH HACTPOIi-
K€ HECKOJIbKUX IIPOCTPAHCTB WMEH C WuCIoJb3oBaHueM omnnuu Helm cli
—-set CTpOKa JIOJKHA OBITh 3aK/I0YeHa B JIBONHBIE KABBIYKHU, a 3alls-
Thble SKPAaHUPOBAHLI C TOMOIILIO OOpaATHONW KOCOW YepThl - Hampumep, —set
controller.watchSecretNamespace=» default,angie-ingresss.

controlle: BKIio1aeT moIb30BaTEIHLCKIE PECYPCHI. true

controlles Bkmogaer mepenady maHHBIX 1o nporokoiay TLS ma mopry 443. Tpebyercs false
controller.enable CustomResources.

controlle: Brirrogaer aBrOMaTmuyeckoe ympasieHue ceprudukatavmu xH09 nnas pecypcor  false
BUPTYaJIbHOIO CepBepa ¢ IOMOINbI0 cert-manager (cert-manager.io). TpebGyercs
controller.enable CustomResources.

controlle: Briitouaer unterpamuio ¢ External DNS st HacTpoiiku obiegocTynHbIX 3amnu- — false
ceit DNS y pecypcos VirtualServer ¢ ucnosszopanuem External DNS. Tpebyercs
controller.enable CustomResources.

controlles Cozmaer  mosb3oBarenabckuit  pecypc  GlobalConfiguration.  Tpebyercsa false
controller.enable CustomResources.

controller Cuenndukarmst GlobalConfiguration nyst onpeesenust mapamerpos rimobasnbroit  {}
konpuryparuu ANIC.

NPOAO/IKAETCSA Ha Clefytolleli CTpaHuLe
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuio
controlle; Bkmowgaer mosib3oBaresbckue GparMeHThl KoHdurypamun Angie B pecypcax  false
Ingress, VirtualServer, VirtualServerRoute u TransportServer.
controlle: Jlobasisier Mecronosioxkenue «/angie-health» na cepsep mo ymosrganuio. Mecro-  false
oJIo’KeHne oTBedaer KoJoM craryca 200 Ha J1000ii 3ampoc. DTO IOTIE3HO st
BHemHeil nposepku paborocunocobnoctu ANIC.
controller 3amaer URI mecrorosnokenusi cocTosiHus pabOTOCIIOCOGHOCTH Ha CepBepe 10  «/angie-
ymosraanuio. Tpebyercs controller. HealthStatus. healths
controlle: Britouaer B Angie API. true
controlle: 3ajaer nopt, Ha, KoTopoM joctyned Angie APIL. 8080
controlle; lobasnsier 6sioku IP wmu CIDR B cnmcok paspemennbix st Angie APL 127.0.0.1,:1
Heckompko [P uim CIDR pazmensrorcs 3amsaTbivu.
controlle; Kiacc npuopurera momos ANIC. Her
controlle: Cosmaer cepBuc it npefocraBieHust gocryna K mogam ANIC. true
controlle: Tum cepBuca, KOTopsblii HeobxoauMo co3aarh st ANIC. LoadBalancer
controlle: Buemmnsis mosmruka Tpaduka cepsuca. 3uadenue Local coxpansier ncxonunrit IP-  Local
aJIpec KJIMeHTa.
controlle: Annoramun cepsuca ANIC. {}
controlle; DKCTpa-METKH CEPBHUCA. {}
controlle: Craruaeckuit IP-asmpec JITIST 0aJIAHCHPOBIITNKA, Harpy3KH. Mg «»
controller.service.type HOMKHO OBITH ycTaHOBJIEHO 3HadeHue LoadBalancer.
TTocTaBmuk 00JIAYHBIX YCIIYT JOJZKEH MTOJIEPKUBATH 3Ty (DYHKITHIO.
controlle: Crmcox Bremuux [P-anpecos qyst cepsuca ANIC. [l
controller Iuanazonsr IP-anpecos (CIDR), koTropsiM pasperiier JocTyl K GajaHCUpOBIH- |
Ky Harpy3ku. st controller.service.type MOMKHO OBITH YCTAHOBJIEHO 3HAYMEHUE
LoadBalancer. TlocTaBimk 06JIAMHBIX YCJIYT JOMKEH MOJJEPKUBATE Ty (DyHK-
IHUIO.
controlle: imst cepBuca. Cozna-
ercs
aBTO-
MaTu-
YECKH
controller CIncoK IIOJIB30BATELCKUX IMOPTOB, KOTODBIE OyJAyT JIOCTYIHBI 4Yepe3 cepBuc ||
ANIC. Crenyer obbranomy cuarakcucy yaml Kubernetes st mopTos cepBuca.
controlles Brmogaer HTTP-niopt mist cepsuca ANIC. true
controlles HTTP-iopt cepsuca ANIC. 80
controlle: Tlosp3oBarenbckuit NodePort mns HTTP-uopra. s controller.service.type — «»
JIOJIZKHO OBITH ycTaHoBjieHO 3HaueHue NodePort.
controlle: Ilenesoe 3uauenue HTTP-opra cepsuca ANIC. 80
controlle: Brmowaer mopr HTTPS s cepsuca ANIC. true
controlles HTTPS-opt cepsuca ANIC. 443
controlle: Tlosp3zoBarenbckuii NodePort mist HTTPS-opra. st controller.service.type — «»
JIOJIZKHO OBITH ycTaHoBJieHO 3HaueHue NodePort.
controlle: Ienesoit mopr HTTPS-mopra cepsuca ANIC. 443
controlle: Annoranuu y4ernoii 3anucu cepsuca ANIC. {}
controlle; Vmsa ydaernoit 3amucu cepsuca nojoB ANIC. Ucnomssyercs gt RBAC. Coszna-
ercs
aBTO-
MaTH-
YeCKH
controlle: VImsa cekpernoro daiira, cofepkaliero yuetaole ganabie peectpa Docker. Cekper  «»

JOJI2KEH HaXOJIUTHCA B TOM 2K€ IIPOCTPaHCTBE UMEH, YTO U BBIITYCK Helm.

NPOAOJIKAETCS Ha CredytoLeli CTpaHuLe
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle: imsa serviceMonitor. Cosma-
ercs
aBTO-
MaTH-
9eCKU
controlle: Cosmaer noJib3oBaTenbeckuit pecype ServiceMonitor. false
controlle: Metku o6bekToB Kubernetes mis mpumenennst Kk 00bekTy serviceMonitor. <>
controlle: Habop MeTOK, MO3BOJISIONINX BLIOMPATH KOHEYHbIE TOYKHU It serviceMonitor. «»
controlle: CrimcoK KOHEYHBIX TOYEK, Pa3peIeHHBIX B cocTaBe 3Toro serviceMonitor. «»

controlle: JlobaBnsier B moJie ajgpeca B craryce pecypcoB Ingress Buemnuit agpec Ingress —true
Controller. Hy»xno Tak:ke yka3aTh HCTOYHUK BHENIHEIO aJjpeca tUepe3 BHEI-
HIOIO CIIyKOy depes controller.reportIngressStatus. ExternalService, mubo depes
controller.reportIngressStatus.ingressLink, nubo depe3 3amuch external-status-
address B ConfigMap uepes controller.config.entries.

(i ) IIpumeuanue

Suauenue controller.config.entries.external-status-address umveer mpuopuTET
HaJT OCTAJbHBIMU.

controlles YkaspiBaer wumsi cepuca ¢ tunoMm LoadBalancer, depe3 xoropsrii Ingress Coszma-
Controller 6ymaer mocryieH n3BHe. BHemHUN ajpec cepBUCa UCIOIB3YETCs Il €TCs
OTYeTOB O cocrostHun pecypcoB Ingress, VirtualServer m VirtualServerRoute. asro-
Suauenne controller.reportIngressStatus.enable mOKHO OBITH 3aJaHO KakK frue. MaTH-
SHadyeHNEe 10 YMOJIYAHWIO CO3/IAeTCd ABTOMATHYECKA W BKJIIOYAETCS, KOTJA  YEeCKU
controller.service.create nMmeer 3HaveHue true, a controller.service.type - 3Hade-
une LoadBalancer.

controlle: Yka3piBaeT uMs pecypca IngressLink, KoTopblit mpegocTaB/IseT JOCTYIl K MOjaM  «»
ANIC ugepes cucremy BIG-IP. IP-anpec cucremsr BIG-IP ucnonbsyercst jjist orde-
TOB 0 cocTosiHIE pecypcoB Ingress, VirtualServer u VirtualServerRoute. 3nauenue
controller.reportIngressStatus.enable moMXKHO OBITH 387JaHO KaK true.

controlle: Brmiovaer BBIOOp Jmaepa, d9YTOOBI u30eXKaTh CUTYAIldH, KOTIa HECKOJbKO true
PEIUITMK KOHTPOJIJIEPa COODIIAIOT O COCTOSHAU pecypcoB Ingress. 3unadeHue
controller.reportIngressStatus.enable 10MXKHO OBITH 38J]aHO KaK true.

controlle: YkaseiBaer mmsi ConfigMap B ToM ke mnpocrpaHcTBe wuMeH, 49ro u KoH- Cozma-
TPOJLIED, KOTOPOE WCIIOJIb3yeTCs JiJisi OJOKUPOBKU BBIOOpa JUjepa. 3HAUYEHUE — eTCs
controller.reportIngressStatus.enableLeaderElection momxno ObITh 3a7aHO KakK  aBTO-

true. MaTH-

YeCKU
controlle: AuHOTaIMM K KOHMDUTYPAIMOHHON KapTe BHIOOPOB JIUIAEpa. {}
controlle: Aunoramuu noma ANIC. {}
controlle: Jlomomanrenbusle sxcTpa-Merku mist nona ANIC. {}

controller Briniouaer KOHEUHYIO TOYKY IOTOBHOCTH «/angie-readys. Koneunas touka Bo3-  true
BpAaIlaeT Ko/J[ yCIEITHOTO 3aBepIiennst, ecan Angie 3arpy3ui BCio KOH(MUTYPATHIO
[ocJie 3aIlycKa. DTUM TaKKe HaCTPAMBAETCsl IIPOBEPKa I'OTOBHOCTHU JJIsl IIOJOB
ANIC, koropast UCTIOIB3YET KOHEYHYIO TOUYKY TOTOBHOCTH.
controlles HT'TP-iopT 77151 KOHEYHO# TOYKHA TOTOBHOCTH. 8081
controlles Yucyo cexyns, ¢ 3amycka noga ANIC g0 uaunmupoBaHus TpoBepKu roroBHOCTH. ()
controlle: Britouaer  c¢bop  MeTpUK  3aJep:KKU  JJIisd  ancrpumoB.  I'pebyercs  false
prometheus. create.
controller 3ajaeT MUHUMAJIBHOE KOJIUIECTBO CEKYH/I, B T€YeHNe KOTOPBIX BHOBb CO3aHHbIN 0
TIOJT, IOJI?KEH MIPUUTH B TOTOBOE COCTOsiHME 6e3 cO0st KAKOro-1nb0 U3 KOHTEHHEPOB,
9TOOBI CYUTATHCS JIOCTYIHBIM; JOKYMEHTAIIMIO CM. 3/1eCh.

NPOAOIKAETCS Ha CreaytoLeli cTpaHuue
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapa- Onncaxne Mo
MeTp yMoJI-
YaHuto
controlle; Bkmouaer HorizontalPod Autoscaling. false
controller Aunoranmu HorizontalPod Autoscaler gyist ANIC. {}
controlle: MuanMasibHOE uncio periuk st HPA. 1
controlle: MakcumasibHOoe dnciio peruk jjist HPA. 3
controlle: Ilenesoit mponent 3arpy3ku [1I1. 50
controlle: IleneBoit MPOIEHT UCITOTHL30BAHUS TTAMSITH. 50
controlle: Brmowaaer PodDisruptionBudget. false
controlle: Aunoramuu K 6romxery c6oes moma ANIC. {}
controlle: Kosmaecreo nogos ANIC, KoTopble JI0JKHBI OBITH JIOCTYIHBI. B3anMouckiroda- 0
romas ¢ «maxUnavailable» mHacTpoiika.
controlle: KommaecrBo mojos ANIC, KoTopsre MOryT OBITH HeOCTYNHBL. B3anmonckimioua- 0
omas ¢ «<minAvailable» macrpoiika.
controller 3amaeT CTPATETHIO 3aMEHBI CTAPBIX MOJIOB HOBBIME. JIOKyMeHTanus 1mo crparerna 4
O6HOBJI€HHH pPa3BepPThIBaHUA U CTPpaTernunu O6HOBJI€HI/IH Ha60pa JIEMOHOB
controlle: B siBHOIT dopme oTkitouaer mpocymmBarean IPV6 nys y3ios, kotopsie He mon-  false
nepxusatoT crek IPV6.
controlle: HacrpanBaer kopHEByIO (haIOBYIO CHCTEMY KaK JOCTYIIHYIO TOJBKO I/ uTeHusi false
" 106ABJISIET TOMA, JIJIsl BPEMEHHBIX JTAHHBIX.
rbac.crea HacrpanBaer RBAC. true
promethe Ilybaukyer merpuku Angie B ¢popmare Prometheus. true
promethe HacrpamBaeT mopr Jijisi MOy 9YeHUsT METPUK. 9113
promethe HacrpauBaer cxemy HTTP, ucronb3yemyro jijist moaKI/IFOYeHniT K KOHEYHOM Touke  http
Prometheus.
promethe ITlpocrpancrso nmen mwim ums TLS-cekpera Kubernetes. Eciu cekper ykazan, «»

OH HCIIOJIb3YEeTCsl JIJIs 3alllUThl KOHEYHOU TOYKM Prometheus ¢ momompio TLS-
COeJINHEHUA.

3.5. Kondwmrypauus
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rnABA 4

AprymeHTbl KOMaHAHOW| CTPOKU

ANIC monepkuBaer psiji apryMeHTOB KOMaHIHONU cTpoKu. Crocod yKazaHus 9TUX apryMEHTOB 3a-
BHICUT OT TOTO, KakK BbI ycranapiusaere ANIC:

e Eciu BbI ucnosbsyere manugecmor Kubernetes (Deployment miam DaemonSet) juist ycraHOBKE
ANIC, usmenuTe 311 MaHUQPECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apI'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 110 YCTAHOBKE C MaHUDECTaMM.

e Ecyu Bol ucnosibdyere Helm miist ycranosku ANIC, usmennre mapamerpsl juarpammbl Helm, co-
OTBETCTBYIOIINE apryMEHTaM KOMAaHJHOW cTpoKHu. CM. HOKYMEHTAIUIO TIO YCMAHOGKE ¢ NOMOULLIO
Helm.

Huxke nepevnc/IeHbl JOCTYIIHbIEC apTyMEHThI KOMaH,HHOfI CTPOKH:

4.1 -enable-snippets

Brutouaer nosb3oBaTesnbckue dpparmentsl Kondurypanun Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

IIo ymomuanmro false.

4.2 -default-server-tls-secret <cTpoka>

Cekper ¢ ceprudpurarom TLS un kmrouom s TLS-repMuHupOoBanust Ha cepBepe M0 YMOJTIAHUIO.

o Ecin 3HaveHne He 3aaHO, UCHOJB3YIOTCA cepTU(UKAT U KJod B daile /etc/angie/secrets/
default.

e FEcmu /etc/angie/secrets/default me cymecrsyer, ANIC macrpour B Angie orknonenne TLS-
ITOJIKJIIOYEHNI K CEpBepPy MO YMOJIIAHUIO.

e Ecymm cekper ycranossied, no ANIC me moxker nosryants ero u3 API Kubernetes, wim ke ne ycra-
nosisieH, u ANIC ne ynaercs npountars daitn /etc/angie/secrets/default, To ANIC ne 3amy-
CTUTCS.

®Popmar: <HIPOCTPAHCTBO HMeH>/<uMs>
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4.3 -wildcard-tls-secret <cTpoka>

Cekper ¢ ceprudukarom TLS u xiouom jyst TLS-repmunnpoBanmst Kaxkaoro yaiaa Ingress min
VirtualServer, jyist Koroporo BrjoueHo TLS-TepMuHUpOBaHUe, HO CEKPET HE yKa3aH.

e Ecyin apryMmenT He 3aJaH, 11 Takux y3J0B Ingress u VirtualServer Angie npepset JIloOyIO TIOIBITKY
ycranoButh TLS-coemunaenne.

e Ecymm apryment 3azan, HoO ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AIyCTUTCSI.

QopmMmaT: <IPpOCTPaHCTBO HMeH>/<uMI>

4.4 -enable-custom-resources

BkirouaeT mosib3oBaTeibCcKue pecypchI.

IIo ymomaanuio true.

4.5 -enable-leader-election

TlosBonsieT BRIOMpATH JHAEpa, YTOOBI N30EKATH CUTYAITUH, KOT/Ia HECKOJBHKO PEILTHK KOHTPOJIEPa
coobmarT o craryce pecypcos Ingress, VirtualServer u VirtualServerRoute; coobiars o craryce byjer
TOJIbKO OJiHa perumka. 1lo ymomdanuio true.

Cwm. daar -report-ingress-status.

4.6 -enable-tls-passthrough
Bkirouaer ckBo3Hyto nepenady maHHBIX 0 mpoTokosy TLS ma mopty 443.
Tpedyer mamuaus -enable-custom-resources.
4.7 -tls-passthrough-port <int>
3ajaeT mopT Jis CKBO3HOM Iepefiadn gaHHbiX 10 nporokoiay TLS. ®@opmar: [1024 - 65535] (mo

yMOTUaHuIo 443)

Tpebyer BrtounTh -enable-custom-resources.

4.8 -enable-cert-manager

Brurrouaer aBromarudeckoe ypasienune ceprudukaramu x509 s pecypeos VirtualServer ¢ momo-
mpio cert-manager (cert-manager.io).

Tpebyer -enable-custom-resources.

4.3. -wildcard-tls-secret <cTpoxa> 56
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4.9 -enable-external-dns

Brutrouaer unrerparuio ¢ External DNS st macrpoiiku obmiegoctynabix 3amuceit DNS y pecypcos
VirtualServer ¢ ucnonb3zoBannem External DNS.

Tpebyer wamuuus -enable-custom-resources.

4.10 -enable-oidc

Brutouaer dyukmnmio ayrenrudukanun mo OpenlD Connect B pecypcax Policy.

Ilo ymomianuio false.

4.11 -enable-jwt

Bxirouaer dynkmuo ayrerruduxannun JWT B pecypcax Policy.

Ilo ymomaanuio false.

4.12 -external-service <cTpoka>

VkasbiBaeT uMsi cepuca ¢ Turiom LoadBalancer, uepes koropstit ojsr ANIC nesatorcst 10CTyITHBIMEA
n3BHe. BHermHmit ajipec cepBuca UCHOJIB3YETCs /It OTYETOB O COCTOsTHUM pecypcoB Ingress, VirtualServer
n VirtualServerRoute.

Tonbko st pecypcos Ingress: Tpebyer Hamwdus -report-ingress-status.

4.13 -ingresslink <cTpoka>

VkaswiBaeT ums pecypca IngressLink, yepes koropsrii ipeocrassiercs goctyn K mogam ANIC gepes
cucremy BIG-TP. IP-anpec cucrembr BIG-IP ucmons3yercs mjs oraeroB o cocrosiuuu pecypcos Ingress,
VirtualServer u VirtualServerRoute.

Tonbko st pecypcos Ingress: Tpebyer Hammdus -report-ingress-status.

4.14 -global-configuration <ctpoxa>

Pecypc GlobalConfiguration jyist riobasibuoit nacrpoiiku ANIC.
PopmMaT:<IpPOCTPAHCTBO UMEH>/<uMs>

Tpebyer mamuaus -enable-custom-resources.

4.9. -enable-external-dns 57
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4.15 -health-status

JobGasiisier mecronosioxkenue «/angie-health» k cepsepy 110 ymosrganuio. Mecrorosiozkenue oTBedaer
kozoM cratyca 200 Ha 11000t 3armpoc.

DTO I0JIE3HO IS BHeIHel npoBepku paborocnocodbroctu ANIC.

4.16 -health-status-uri <ctpoxa>

Sagaer URI mecronosioxkenust mpoBepKru pabOTOCIIOCOOHOCTH Ha CepBepe 1o yMmoJdaHuio. Tpebyer
Hanuausa -health-status.

IIo ymomuanuio /angie-health.

4.17 -ingress-class <cTpoxa>

Kmace ANIC.

JoskeH O6bITH pasBepHyT cooTBeTCcTBYIONMI pecypc IngressClass ¢ mmeHeMm, paBHBIM KJjaccy. B mpo-
tuBHOM ciiydae ANIC wme zamycrurcs. ANIC obpabarbiBaeT TOJIBKO T€ PeCyPChl, KOTOPbIE ITPUHAJIJIEIKAT
€ro KJIaccy, T. €. IMEIOT pecypc nossa ingressClassName, paBHBI KJaccy.

ANIC obpabaTbiBaeT Bce pecypehbl, y KOTOPBIX HeT 1moJisi ingressClassName.

IIo ymomuanuio angie.

4.18 -ingress-template-path <cTtpoxa>

Iyt k mabaony xkouduryparuu Ingress Angie jist pecypca Ingress. Tlo ymomganuto jyist Angie
HACIIOIb3yeTCA angie.ingress.tmpl.

4.19 -leader-election-lock-name <ctpoxka>
VYKa3bIBaeT B TOM K€ IPOCTPAaHCTBE UMEH, I'/le HaXOJAUTCA KOHTPOJIJIED, UM ConﬁgMap, HCIIOJIB3Y-

eMoe J1jisi OJIOKMPOBKHU IIPU BBIOOPE JILIEPA.

Tpebyer manuaus -enable-leader-election.

4.20 -main-template-path <ctpoka>

IIyTe ¥ ocHOBHOMY mIabJioHy KoHurypamuu Angie.

o Ilo ymomrganuto nug Angie ucnosb3yercsa angie.ingress. tmpl.

4.15. -health-status 58
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4.21 -angie-configmaps <cTtpoxa>
Pecypc ConfigMap mist mactpoiiku koudurypamnun Angie. Ecim ConfigMap zagan, no ANIC ne

MoxkeT nosiyunth ero u3 API Kubernetes, o ANIC ne 3amycrurcs.

QopmaT: <HIpOCTPaHCTBO HUMEH>/<uMs>

4.22 -angie-debug

Brutouaer ommagky mist Angie. Ucnmonbsyer 6unapauk angie-debug. Tpebyercs error-log-level:
debug* B ConfigMap.

4.23 -angie-reload-timeout <3navenue>
Bpems oxupanus B MujummceKyuaax, B redenue koroporo ANIC Gyner okujarh yCIenHon nepesa-

rpy3ku Angie 1ocjie U3MeHeHUsT KOHMUTYPAIIUT WA TIPU HAYAJIHLHOM 3aIyCKe.

Suadenue no ymoraanuio - 60000.

4.24 -angie-status

Brimouaer Angie stub _status.

IIo ymomaanuio true.

4.25 -angie-status-allow-cidrs <cTpoxa>

Hobasnsier 610ku IP/CIDR B cucok paspemenuii myist Angie stub_status.

Heckomnpko IP wmmn CIDR paspensorest 3anarbivu. (ITo ymomganuo 127.0.0.1,::1)

4.26 -angie-status-port <int>

3amaer mopt, HA KOTOpoM jocrynen Angie stub _status.

Dopmar: [1024 - 65535] (mo ymosrganuio 8080)

4.27 -angie-status-prometheus <bool>

Brumrowaer nin orkiodaer Beimady craructukn Angie B hopmare Prometheus.

Dopmar: false win true (0 ymMOIYaHUIO true)

4.21. -angie-configmaps <cTpoka> 59
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4.28 -angie-status-prometheus-path <cTpoxa>

TlosBossteT MEHATH Iy Th JJIs IyOuKanuu craructuku Angie B dpopmare Prometheus.

Ilo ymosruanuto ucrosb3yercst /p8s.

4.29 -angie-status-prometheus-port <int>

3asaer opT, HA KOTOPOM JIOCTYIIHA craTucTtuka Angie B ¢hopmare Prometheus.

Dopmar: [1024 - 65535] (o ymosrganuio 8083)

4.30 -angie-status-prometheus-allow-cidrs

Hobasasier 6moku IP/CIDR B crmcok paspemenntt must crarncrukn Angie B dhopmare Prometheus.

Heckomnpko IP mwim CIDR paspessiorest 3anstbivu. (ITo ymonganuio 127.0.0.1,::1)

4.31 -proxy <cTpokra>
3ajiaeT uCIoJb30BaHue MpoKcH-cepsepa st mojakaodenuss Kk API Kubernetes, 3amyckaemoro ko-

mamoit «<kubect] proxy». ToslbKO B IeJdgX T€CTUPOBAHUSI.

ANIC ne zamyckaer Angie u He 3anuChIBaeT Ha JINCK HUKAKHE CreHEPUPOBaHHBIE (aiiabl KOHDUry-
parmu Angie.

4.32 -report-ingress-status
ObHOBJIsIET TTOJIE aj[peca B cTaTyce pecypcos Ingress.

Tpebyerca dnar -external-service mmm -ingresslink, nmbo kiao4d external-status-address B
ConfigMap.

4.33 -transportserver-template-path <ctpoxa>

IIyre k mabsiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o Ilo ymomuannuio qua Angie ucnosp3yercaangie . transportserver. tmpl.

4.34 -v <3HaueHmEe>

ypOBeHb JeTaJIu3alu 3alliCHu JIOT'OB. 3nagenne 1o YMO/JI9aHUIO — 1, Opu 3TOM 3HAYEHHUU 3allUCbhI-
BaeTCd MUHAMAJILHOE KOJMYECTBO JIOTOB. 3HAaUYeHne 3 IIOJIEe3HO JJId yCTpaHeHnd HelloJIaJI0K.

4.28. -angie-status-prometheus-path <cTpoxka> 60
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4.35 -version

BoiBoguT Bepcuio, Xa1r git-koMMuTa U 1aTy COOPKH, 3aTeM 3aBepiiaeT paboTy.

4.36 -virtualserver-template-path <ctpoka>

IIyTe k mabsony koudurypanuu VirtualServer Angie jyist pecypca VirtualServer.

e [lo ymomaanuio qust Angie ncnonp3yercst angie.ingress. tmpl.

4.37 -vmodule <3mauenme>

Pazemennpiit 3anaThiMu CIIICOK TapaMeTpoB pattern=N g Begenus KypHasa ¢ PUIbTparuei
daitios.

4.38 -watch-namespace <cTtpoxa>

PaBAeﬂeHHI)IfI 3allATBIMU CIIMCOK IPOCTPAaHCTB UMEH, 3a PECypCaMi KOTOPBIX JTOJIZKEH CJIEINTh ANIC
ITo ymomganuio ANIC orciieskuBaer Bce mpocTpaHcTBa nMeH. Henb3st UCrosib30BaTh BMecTe ¢ «watch-
namespace-label».

4.39 -watch-namespace-label <ctpoxa>

Hacrpausaer 8 ANIC npocmoTp ToiBKO mpocTpaHcTB mMeH ¢ MeTkoil foo=bar. Ilo ymosraanuio
ANIC otrcnexkuBaer Bce MpOCTpaHCTBa MMeH. Henb3st mcmosib3oBaTh BMecTe ¢ «watch-namespaces.

4.40 -watch-secret-namespace <ctpoka>

Passieniennbliii 3asIThIMI CIIUCOK IPOCTPAHCTB MMeH, 3a KoTopbiMu ANIC jo/12KeH ciieinTh Ha pei-
MeT Hajm4uus ceKperos. Ecu aror mapamerp He nacrpoer, ANIC oTciieskuBaeT OJlHU U Te ¥Ke TPOCTPaH-
cTBa UMeH s Beex pecypcoB. CM. Takxke «watch-namespaces u «watch-namespace-labels.

4.41 -enable-prometheus-metrics

[TosBossier mybsimkoBarh MeTpuku Angie B popmare Prometheus.

4.42 -prometheus-metrics-listen-port <int>

3ajiaer 1opT, Ha KOTOPOM ITyOJIMKYIOTCs MeTpuku Prometheus.

Dopmar: [1024 - 65535] (mo ymosrganuo 9113)

4.35. -version 61
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4.43 -prometheus-tls-secret <cTpoxa>

Cekper ¢ ceprudukarom TLS u kimogom gus TLS-repMuHUpOBaHWST KOHEYHOW TOYKH METPUK
Prometheus.

e Eciyim aprymenT He 3ajiaH, KoHedHasi Touka Prometheus we 6yrer ucnonb3osars TLS-coenunenue.

e Eciu apryment 3agan, Ho ANIC #e moxker mosyunth cekper u3 API Kubernetes, o ANIC ne
3AILyCTHTCS.

4.44 -enable-service-insight

IIy6aukyer koneunyto Touky Service Insight mms ANIC.

4.45 -service-insight-listen-port <int>

3amaer opT, HA KOTOpPOM IybsmKyercs Service Insight.

Dopmar: [1024 - 65535] (o ymosrganuio 9114)

4.46 -service-insight-tls-secret <cTpoxa>

Cekper ¢ ceprudpurarom TLS u kmouom st TLS-repMuHMpOBaHUS KOHEYHONW TOUYKH Service
Insight.

o Ecymm apryment He 3ajaH, KonedHast Touka Service Insight we 6yer ncnosbzoBars TLS-coeunenue.

e Ecim apryment 3ayan, Ho ANIC #e moxker nosyunth cexkper u3 API Kubernetes, to ANIC ne
BAILYCTUTCS.

®Popmar: <HIPOCTPAHCTBO HMeH>/<uMs>

4.47 -ready-status

Bkirouaer koneunyio Touky rorosuoctu /angie-ready. Konednas Touka BO3BpaIaeT KoJ ycliexa,
Koryia Angie 3arpy3us BCIO KOH(MUTYDAIHIIO TOCTIE 3aIyCKa.

IIo ymomaanmio true.

4.48 -ready-status-port

HTTP-niopT 7j1s1 KOHEYHOW TOYKH F'OTOBHOCTH.

Dopmar: [1024 - 65535] (mo ymosrganuio 8081)

4.43. -prometheus-tls-secret <cTpoxka> 62
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4.49 -disable-ipv6b

fABHo orkovaeT npocayiusaTesn [PV6 mis y3moB, koTopbie He moiiepKuBaior crek [PV6.

TIo ymomuanuio false.

4.49. -disable-ipv6 63
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