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rNABA 1

AHHoTaums

Hacrostmuit JokyMeHT COMEpKUT MOMAroBy0 HHCTPYKIMIO 1Mo pazsepThiBannio Angie PRO. Angie PRO
— 3¢ DEeKTUBHBIN, MOIIHBIM 1 MaCIITAOUPyeMbIit BeO-cepBep.
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FABA 2

Obuyme ceepeHus

Angie PRO — enunCcTBeHHBIH KOMMepUYecKuii BeG-cepBep, pa3paboTKa KOTOPOro JIoKam30oBaHa B Poccun.

Beb-cepBep — 310 KJ1acc mporpaMMHOTO 00eCIedeHns, IPEIOCTABIISIONIEr0 JTOCTYI K CETEBBIM PeCcyp-
cam 110 uporokoiry HTTP koneunbiMm mosib3oBaresisiM. Angie PRO, Hanpumep, MOXKeT UCIIOJIb30BATHCS
JIsi paboOThl MHTEPHET-CAMTOB, MOOMJILHBIX IPUJIOKEHU, KHOCKOB CaMOODCTyKUBAHUS B METPOIOJIM-

TeHe,

MYJIbTUMEIMITHBIX CHUCTEM B TO€3/IaX JAJIbHEro cienoBanusd. KaxKiaplit pas, KOrja Mmojab30BaTe/lb

OTKPBIBAET CANT, MOOMIFHOE TIPUJIOKEHNE, MOJIb3YeTCsT KHOCKOM CAMOOOC/IY2KUBAHUS B METPOIIOJINTEHE,

WK JTazKe MYJIbTUMEIUIHOM cucTeMoii B moese «Carcany, 3a1poc moJib30BaTe sl MOXKeT ObIThL 00paboran

Angie PRO.
Angie PRO — sr0:

Beb-cepBep obiniero Hasnavenusi. Hammcan na sizbike C.

Bamnancuposiiuk L4-L7. ITo3sosser bamancupoBarh HArpy3Ky MKy CEpBEpAMHU KaK IO ITPO-
rokosam TCP/UDP, tak u mo HTTP.

IIpokcupyromiuit u ksmmpyommii cepBep. [lo3osisier yckopsiTb paboTy BeG-CEPBHUCOB C II0-
MOIIIHIO THOKOTO MEXaHU3Ma KIMIMPOBAHUS.

HoctytieH o Bce nonysisipabie miatdopmbi. Cobupaercs u tecrupyercs oyt Alpine, Debian,
Oracle, RED OS, Rocky, Ubuntu.

HpOI/IBBOAI/ITeJII)HOCTI). O,HI/IH N3 CaMbIX IIPOU3BOJIUTE/IbHBIX Be6—cepBep0B B MUpeE.

ITouemy Angie PRO:

Cosmectumocts ¢ NGINX OSS. Angie PRO nonnocThio coBmectnm ¢ Nginx, Takum ob6pazom
JII000# CyIecTByOMMi mob30BaTEb NEINX MOXKET 0e3 CephE3HBIX 3aTPaT U MPOCTOsT CEPBUCOB
nepeiitu Ha Angie PRO.

Pacmupennasi craTucTuka u MOHUTOPUHT B peajibHOM Bpemenu. Angie PRO umeer Bo3-
MOYKHOCTD TIOJTHOTO MOHUTOPUHTA HArPY3KHU CEPBEPA B PEXKMMe PeaJTbHOIO BPEMEHH, UYTO O3BOJISET
JMHAMAYECKHU yIIPABIATH KOHMDUTYPAIUsIMHA 110 TPOMUIIIO HAIPY3KU U COOJIIONATD MOJHYO JTOCTYII-
HOCTb CEpPBHCA.

JdunnamMmudyeckasi KOH(pUrypamnusi rpyIil NPOKCUPYEMbBIX CepBepPOB. B0O3MOXKHOCTL yIIpaBs-
JISITh HACTPONKAMU T'PYIII MPOKCUPYEMBIX cepBepoB ¢ momotbio yaoororo REST unrepdeiica Ge3
OCTAHOBKU CEPBHCA.

VYaajsieHue 3J1eMEeHTOB K3Ia. BO3MOXHOCTE yjlajleHusl 9JIEMEHTOB Kelta depe3 yipooHoe API 6e3
OCTaHOBKH CEPBHCA.
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e AKTHBHaAsI MPOBEPKA COCTOsSIHUSI MPOKCUPYEMBIX cepBepoB. IIpoBepka Ha «KHUBy4YeCTb» U
IIPOKCUPOBAHUE TOJILKO Ha T€ TPYIIIHI TPOKCUPYEMbBIX CEPBEPOB, KOTOPhIE OTBEYAIOT TI0 33 ITAHHOMY
aJTOPUTMY.

e /TuHaMuYecKoe XPaHUINIIE KJIIOY-3HAYEeHUe». J[nHaMmdyecKoe yIIpaBJIeHHE TePEMEHHBIMU

kouduryparun Angie PRO wepes HTTP API.
o /Tunammueckoe obHoBsienHue DNS.
e IIpokcupoBaHue c MPUBSI3KOU ceccHii.

e Penosuropuii ¢ quanamudeckumu cropouanMu moayiasamu. Angie PRO nomepxuBaer 60J1b-
mrHCTBO cropoHHuX Mojyseir NGINX u gaét BosaMoKHOCTE 6e3 TpobJieM yeTaHABINBATE UX, IIPEJIO-
CTaBJIsAs TAPAHTUIO UX PabOTOCIIOCOOHOCTH U IIOJIJIEPIKKY.

e CuHxpoHU3alUs 30H pas3jeligeMoii naMaTh. BO3MOXKHOCTH HCIOJIL30BATh 30HBI KeIla,
limit _req m t.1. B kiactepe Angie PRO.

e CokpbITHE UM IIEPCOHAJIbHBIN OpPEHJUHT MMEHH cepBepa B 3aroJioBKax oTBeTa. Bos-
MOXKHOCTb U3MEHUTh WJIM CKPBITH Ha3BaHUE U BEPCHUIO BeO-cepBepa OT I0JIb30BaTesel.

Ilepedenb MHOCTPAHHOIO MPOrPAMMHOIO ODECIIEYEHUsI, UMEIOIIEr0 CXOJACTBO (PYHKIIMOHAJIBHBIX XapaK-
TEpUCTUK ¢ mporpaMMubiM obecriedenuneM Angie PRO: Nginx, Nginx Plus, Apache, Envoy, npoayxTsi,
ucnoas3ytomue pemteans NGINX (OpenResty, Tengine, Cloudflare), obsaunbie pemenus dunekca.
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FABA 3

[TakeTHast yctanoeka Angie PRO

YT00BI OIYYUTH JAOCTYI K PEMO3UTOPHIO MAKETOB, CJIEIYeT 3aK/IIOYNTh KOHTPAKT W IPUOOPECTHU JINIIEH-
auio. [lo Bompocam uren3nii, KOHTPAKTOB M KACTOMHBIX COOPOK OOpaIaiTech:

e info@wbsrv.ru
e https://whsrv.ru,
e 7965 312-44-76

3aremM HACTPOTE PENO3UTOPUil JjIsi TAKETHOIO MEHEPKEPa CBOETO JIUCTPUOYTUBA, YTOOBI YCTAHOBUTH U
obuoByissTh Angie PRO u Hy:kHbIe BaM dunamuveckue modyau. Hakoren, ycranoBure (aiin JuUueH3UU U
CHUMUTE OTPAHUYCHUSI.

3.1 OwucTtpubyTtmnssbl

Hassanune Bepcun ApxuTekTypbl
AlmaLinux 9,8 x86-64, arm64
Alpine 3.20, 3.19, 3.18, 3.17 x86-64, arm64

Aavm 10 8 x86-64, arm64 x86-64
Astra SE 4.7 1.8, 1.7 arm64 x86-64
CentOS 9 x86-64, arm64
Debian 12, 11 x86-64, arm64
FreeBSD 14, 13 x86-64, arm64
MCBCgepa 9 x86-64

openSUSE 15 x86-64, arm64

Oracle Linuz 9,8 x86-64, arm64

PEJI OC 87 x86-64 x86-64, arm64
Rocky Linuz 9,8 x86-64, arm64
POCA Xpom 12 @pemr 12 x86-64, arm64 x86-64
Ubuntu 24.04, 22.04, 20.04 x86-64, arm64
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3.1.1 Alma, CentOS, MCBCdepa, Oracle, PEZ OC, Rocky, POCA

1. Cosuaiire karagor /etc/ssl/angie/:

{$ sudo mkdir -p /etc/ssl/angie/

2. Ilepenecure mosydennbie ¢ guieH3ueil daiibr:

Tun daiina NcxopHoe nms Kyza nomectuts
Cepruduxar angie-repo.crt /etc/ssl/angie/angie-repo.crt
SaKpBITHI KITIOT angie-repo.key /etc/ssl/angie/angie-repo.key

© Ionckaska

Ecim y Bac mer »stmx QailyloB, HO €CTb JIMIEH3Ws, HAIWIIATEe B IIONJIEPKKY:
support@angie.software.

3. Yro6bl MOAKIIOUATE PEro3uTopuii, cozaiire daitn /etc/yum.repos.d/angie.repo ¢ TAKUM COIEPKU-
MBIM:

Alma

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/almalinux/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

CentOS

([angie—pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/centos/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

MCBCdepa

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/msvsphere/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

Oracle

[angie-pro]
name=Angie PRO repo

3.1. OuctpubyTuesl 5
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baseurl=https://download.angie.software/angie-pro/oracle/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

PE/I OC

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/redos/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

Rocky

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/rocky/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

POCA Xpowm

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/rosa-chrome/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

POCA Dpem

[angie-pro]

name=Angie PRO repo
baseurl=https://download.angie.software/angie-pro/rosa/$releasever/
sslclientcert=/etc/ssl/angie/angie-repo.crt
sslclientkey=/etc/ssl/angie/angie-repo.key

gpgcheck=1

enabled=1

gpgkey=https://angie.software/keys/angie-signing.gpg.asc

4. Ycranosure maker Angie PRO:

[$ sudo yum install -y angie-pro ]

5. (Heobazamenvro) YCTaHOBHTE HAKETHI HEOOXOJAMMBIX BaM JONONHEHUL:

[$ sudo yum install -y <WMS TAKETA> ]

3.1. OuctpubyTuesl 6
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6. Samycrure CepBUC:

[$ sudo systemctl start angie }

7. Urobnr aBroMarmdecku 3aiyckarh Angie PRO mocsie nepesarpysku cepsepa:

[$ sudo systemctl enable angie }

3.1.2 Alpine

1. Ilepenecure moTydIeHHBIE C JUTIEH3WEH (DAKIbI:

Twn daiina NexopHoe nms Kyza nomectuts
Ceprudurar angie-repo.crt /etc/apk/cert.pem
SaKpBITHI K01 angie-repo.key /etc/apk/cert . key

Q ITomckazka

Ecm y Bac Her »stmx dailyioB, HO €CTb JIMIEH3Ws, HAIUIIATE B [TOIJEPKKY:
support@angie.software.

2. YcraHoBUTE BCIIOMOTaTEIHLHBIE TTAKETHI JIsl TojKIoueHus periosutopuss Angie PRO:

$ sudo apk update
$ sudo apk add curl ca-certificates

3. CkaugaiiTe OTKPBITHIH K04 perosuTopust Angie PRO 11 mpoBepKu MOJIMHHOCTHU [TAKETOB:

$ sudo curl -o /etc/apk/keys/angie-signing.rsa \
https://angie.software/keys/angie-signing.rsa

4. Tonxmrounre pernosuropuit Angie PRO:

$ echo "https://download.angie.software/angie-pro/alpine/v$(egrep -o \
"[0-9]+\.[0-9]+' /etc/alpine-release)/main" \
| sudo tee -a /etc/apk/repositories > /dev/null

5. OGHOBUTE WHJIEKCHI PEIIO3UTOPUEB:

[$ sudo apk update ]

6. Ycranosure maker Angie PRO:

[$ sudo apk add angie-pro ]

7. (Heobsasamenvro) YCTaHOBATE MAKETHI HEOOXOMUMBIX BaM 00NOAHEHU:

[$ sudo apk add <MMf TAKETA> }

8. Bamycrure cepsuc:

[$ sudo service angie start }

9. Yrobwr aBromMaTvecku 3amyckarb Angie PRO mocie nepesarpysku cepsepa:

3.1. OuctpubyTuesl 7
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[$ sudo rc-update add angie ]

3.1.3 Anbt

1. Cozpaitre katajor /etc/ssl/angie/:

[$ sudo mkdir -p /etc/ssl/angie/ ]

2. Ilepenecure 1ojiydeHHbIe C JUleH3UeH dailiibr:

Twun chaiina NexopHoe nms Kyza nomectutb
CepTuduxar angie-repo.crt /etc/ssl/angie/angie-repo.crt
SaKpBITHII KIIIOY angie-repo.key /etc/ssl/angie/angie-repo.key

O TTonckaska

Ecm y Bac wmer »stmx daitsioB, HO €CTb JIMIEH3Ws, HAIUIIATE B [OMIJIEPKKY:
support@angie.software.

3. Ckauaiite oTKpbITHII Kit0d perosutopusti Angie PRO 115 npoBepKu MOAIMHHOCTY TTAKETOB:

N

r$ curl -o ~/angie-signing.gpg https://angie.software/keys/angie-signing.gpg && \
sudo gpg --no-default-keyring --keyring /usr/lib/alt-gpgkeys/pubring.gpg -
—-import ~/angie-signing.gpg

. J

4. CoxpaHuUTe CUTHATYDY KIIIOYA:

($ echo 'simple-key "angie-pro" {
Fingerprint "EBSEAF3D4EF1B1ECF34865A2617ABO78CB849A76" ;
Name "Angie PRO (Signing Key) <devops@tech.wbsrv.ru>";
}' | sudo tee /etc/apt/vendors.list.d/angie.list > /dev/null

5. TomximounTe permosuropuit Angie PRO:

Aser 10

$ echo "rpm [angie-pro] https://download.angie.software/angie-pro/altlinux/10/
—$(uname -m) main" \
| sudo tee /etc/apt/sources.list.d/angie.list > /dev/null

. J

Ansr CII 10

$ echo "rpm [angie-pro] https://download.angie.software/angie-pro/altlinux-sp/10/
< $(uname -m) main" \
| sudo tee /etc/apt/sources.list.d/angie.list > /dev/null

Agner CII 8

$ echo "rpm [angie-pro] https://download.angie.software/angie-pro/altlinux-sp/8/
—$(uname -m) main" \
| sudo tee /etc/apt/sources.list.d/angie.list > /dev/null

6. Cosmaiire daitr kordurypanun apt pernosuropusi Angie PRO B /etc/apt/apt.conf.d:

3.1. OuctpubyTuesl 8
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$ ( echo 'Acquire::https::Verify-Peer "true";';
echo 'Acquire::https::Verify-Host "true";';

echo 'Acquire: :https::SslCert "/etc/ssl/angie/angie-repo.crt";';
echo 'Acquire: :https::SslKey "/etc/ssl/angie/angie-repo.key";"';
) | sudo tee -a /etc/apt/apt.conf >/dev/null

7. OGHOBUTE UHJIEKCHI PEITO3UTOPHUEB:

[$ sudo apt-get update

8. Ycranosure maker Angie PRO:

[$ sudo apt-get install -y angie-pro

9. (Heobasamenavro) YcTaHOBATE IAKETHI HEOOXOIUMBIX BaM 00NOAHEHU:

£$ sudo apt-get install -y <VMs TAKETA> }

10. Bamycrutre cepsuc:

[$ sudo systemctl start angie J

11. Yrob6sr aBromarudecku 3amyckarb Angie PRO mocie nepesarpysku cepsepa:

{$ sudo systemctl enable angie J

3.1.4 Astra SE

1. Cospaiire karagor /etc/ssl/angie/:

{$ sudo mkdir -p /etc/ssl/angie/ J

2. Ilepenecure mnojiydeHHble C JUleH3UeH Mailiibr:

Twn chaiina NcxopHoe nms Kyaa nomectntb
Ceprudurar angie-repo.crt /etc/ssl/angie/angie-repo.crt
3aKpBITHIA KJII0Y angie-repo.key /etc/ssl/angie/angie-repo.key

©Q Ionckaska

Ecmm y Bac #Her »Tux ailsloB, HO €CTh JIAIECH3WS, HANUIINTE B TOIIEPKKY:
support@angie.software.

OrpanudbTe JOCTYI K KaTajory u gaiiaam:

[$ sudo chown -R _apt:nogroup /etc/ssl/angie/ ]

3. YcraHOBATE BCHOMOIATEJIbHBIE ITaKEThI JJIA TIOJAKJIIOYEHU A PEIIO3UTOPUA Angie PRO:

$ sudo apt-get update
$ sudo apt-get install -y apt-transport-https lsb-release \
ca-certificates curl gnupg?2

4. CkavaiiTe OTKPBITHIH K04 perosuropust Angie PRO 1y1s1 mpoBepKu MoJIJIMHHOCTH MAKETOR:

3.1. OuctpubyTuesl 9
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($ sudo curl -o /etc/apt/trusted.gpg.d/angie-signing.gpg \
https://angie.software/keys/angie-signing.gpg

. J

5. Honkrounte perosuropuit Angie PRO:

$ echo "deb https://download.angie.software/angie-pro/astra-se/$(egrep -o \
'[0-9]+\.[0-9]+' /etc/astra_version) unstable main" \
| sudo tee /etc/apt/sources.list.d/angie.list > /dev/null

6. Yrobbl HacTpouTh penosuropuii, cozmaiite daitn /etc/apt/apt.conf.d/90download-angie ¢ rakum

COLIePZKUMBIM:

Acquire: :https::download.angie.software: :Verify-Peer "true";

Acquire: :https::download.angie.software: :Verify-Host "true";

Acquire: :https: :download.angie.software: :SslCert "/etc/ssl/angie/angie-repo.
—crt";

Acquire: :https: :download.angie.software: :SslKey "/etc/ssl/angie/angie-repo.
—key";

7. O6GHOBUTE WHIIEKCHI PEIIO3UTOPUEB:

[$ sudo apt-get update }

8. (Heobszameavno) Ilpu pabore B pexxume 3aMKHYTO# iporpammuoii cpenst (3I1C) ycranosure mna-
KeT C KJII0YOM JIJIs TPOBEPKHU MOJJIMHHOCTH UCIOHsIeMbIX (daitios Angie PRO:

£$ sudo apt-get install -y angie-digsig-key }

Oo6nosure 3IIC:

[$ sudo update-initramfs -uk all J

3arem mepe3arpy3uTe cepBep:

{$ sudo shutdown -r now J

9. Ycranosure maker Angie PRO:

[$ sudo apt-get install -y angie-pro ]

10. (Heobsasamenvro) YcTaHOBUTE ITAKETHI HEOOXOIUMBIX BaM JONOAHEHUL:

[$ sudo apt-get install -y <UMS ITAKETA> ]

3.1.5 Debian, Ubuntu

1. Cosnaiire KaTasor /etc/ssl/angie/:

[$ sudo mkdir -p /etc/ssl/angie/ ]

2. Ilepenecute mosy4eHHble C JguleH3ueH dailibr:

Twun caiina NexopHoe nms Kyza nomectutb
Cepruduxar angie-repo.crt /etc/ssl/angie/angie-repo.crt
SaKpPBITHIN KJIIOY angie-repo.key /etc/ssl/angie/angie-repo.key
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Q ITomckazka

Ecm y Bac wHer »stmx daitioB, HO €CTb JIMIEH3Ws, HAIUIIATE B [OOIJIEPKKY:
support@angie.software.

OrpanuvbTe JIOCTYI K KaTajgory u daiiaam:

[$ sudo chown -R _apt:nogroup /etc/ssl/angie/ }

3. YcraHoBuTE BCIOMOTaTEIbHbBIE TAKETHI JJIsT TOJKIIoUeHust periosuTopust Angie PRO:

$ sudo apt-get update
$ sudo apt-get install -y apt-transport-https lsb-release \
ca-certificates curl gnupg?2

& J

4. CkaugaiiTe OTKpBITHIA K04 penosutopusi Angie PRO 11s npoBepku MO IMHHOCTY TTAKETOB:

r$ sudo curl -o /etc/apt/trusted.gpg.d/angie-signing.gpg \
https://angie.software/keys/angie-signing.gpg

C J

5. Honksrounte penosuropuii Angie PRO:

$ echo "deb https://download.angie.software/angie-pro/$(. /etc/os-release &&,
—echo "$ID/$VERSION_ID $VERSION_CODENAME") main" \
| sudo tee /etc/apt/sources.list.d/angie.list > /dev/null

6. Yrobbl HacTpouTh penosuropuii, cozmaiite daitn /etc/apt/apt.conf.d/90download-angie ¢ Takum

COIePZKUMBIM:

Acquire: :https::download.angie.software: :Verify-Peer "true";

Acquire: :https::download.angie.software: :Verify-Host "true";

Acquire: :https: :download.angie.software: :SslCert "/etc/ssl/angie/angie-repo.
—crt";

Acquire: :https: :download.angie.software: :SslKey "/etc/ssl/angie/angie-repo.
—key";

. J

7. OGHOBUTE WHJIEKCHI PEIIO3UTOPUEB:

{$ sudo apt-get update J

8. Ycranosure naker Angie PRO:

[$ sudo apt-get install -y angie-pro }

9. (Heobasamenvro) YcTaHOBUTE IAKEThI HEOOXOIMMBIX BaM 00M0AHEHU:

[$ sudo apt-get install -y <UMS ITAKETA> }

3.1. AOunctpmbyTtues 11
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3.1.6 FreeBSD

1. Yrobsr nopkiounTsh penosuropuit Angie PRO, cosnaiite karaoru:

[$ sudo mkdir -p /usr/local/etc/pkg/angie/ /usr/local/etc/pkg/repos/ J

2. YT0o0bl HACTPOUTH PENO3UTOpHil, cozmaiire daiin /usr/local/etc/pkg/repos/angie.conf ¢ Takum co-
JIeP>KUMbIM:

angie: {

url: "https://download.angie.software/angie-pro/freebsd/¢{ VERSION_MAJOR/}/
—{ARCH}",

signature_type: "pubkey",

pubkey: "/usr/local/etc/pkg/angie/angie-signing.rsa",

enabled: yes

3

. J

3. CkagaiiTe OTKPBITHIH K04 perosuropust Angie PRO 1151 mpoBepKu Mo IJIMHHOCTH TAKETOB:

$ sudo curl -o /usr/local/etc/pkg/angie/angie-signing.rsa \
https://angie.software/keys/angie-signing.rsa

4. Tlepenecure mosrydeHHble C JgueH3ueil dhaiibr:

Tun daiina NcxogHoe nmsi Kyza nomectuts

Cepruduxar angie-repo.crt /usr/local/etc/pkg/angie/angie-repo.
crt

SaKpBITHI KITI0Y angie-repo.key /usr/local/etc/pkg/angie/angie-repo.
key

© Ionckaska

Ecm y Bac wHer »stmx ailyioB, HO €CTb JIMIEH3Ws, HAIUIIATE B [OIJIEPKKY:
support@angie.software.

5. JlobaBbTe cepTuduKaT U KJIIOY B KOH(MUTYPAITHIO TAKETHOTO MEHeKepa:

$ echo '
PKG_ENV: {
SSL_CLIENT_CERT_FILE: "/usr/local/etc/pkg/angie/angie-repo.crt",
SSL_CLIENT_KEY_FILE: "/usr/local/etc/pkg/angie/angie-repo.key"
}' | sudo tee -a /usr/local/etc/pkg.conf > /dev/null

6. O6HOBHUTE UHIEKCHI PEIIO3UTOPHUER:

£$ sudo pkg update }

7. Ycranosute naker Angie PRO:

[$ sudo pkg install -y angie-pro J

8. (Heobszameavho) YCTaHOBUTE MAKEThI HEOOXOAMMBIX BaM J0NOAHEHU:

[$ sudo pkg install -y <UMA NAKETA> }

9. Bamycrure cepBuC:
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[$ sudo service angie start ]

10. Yrobsr aBromarndecku 3amyckarb Angie PRO nociie nmepesarpysku cepsepa:

[$ sudo sysrc angie_enable=YES ]

3.1.7 openSUSE

1. Cozmaiite karasor /etc/ssl/angie/:

[$ sudo mkdir -p /etc/ssl/angie/ ]

2. Ilepenecure mosydeHHbIE C JUTieH3MEH Dafb:

Twun daiina NexopHoe nms Kyza nomectuts
Ceprudurar angie-repo.crt /etc/ssl/angie/angie-repo.crt
SaKpPBITHIN K0T angie-repo.key /etc/ssl/angie/angie-repo.key

1 cobepure u3 Hux cBA3KYy /etc/ssl/angie/angie-repo-bundle.crt:

$ cat /etc/ssl/angie/angie-repo.crt /etc/ssl/angie/angie-repo.key | \
sudo tee -a /etc/ssl/angie/angie-repo-bundle.crt > /dev/null

O TMonckaska

Ecm y Bac wmer »stmx daitioB, HO €CTb JIMIEH3Ws, HAIUIIATE B [TOIJIEPKKY:
support@angie.software.

3. YT00bl IOJKIIOUNTH PENO3UTOpHH, coznaiite daiin /etc/zypp/repos.d/angie.repo ¢ TakuM cojep-
KUMBIM:

([angie—pro]
enabled=1
autorefresh=1
baseurl=https://download.angie.software/angie-pro/opensuse/$releasever_major?ssl_
—clientcert=/etc/ssl/angie/angie-repo-bundle.crt&ssl_verify=peer
gpgcheck=1
gpgkey=https://angie.software/keys/angie-signing.gpg.asc
.

4. OGHOBUTE MHIEKCHI PEITO3UTOPUEB:

[$ sudo zypper refresh }

5. Ycranosure maker Angie PRO:

[$ sudo zypper install -y angie-pro ]

6. (Heobasameavhno) YcTaHOBUTE NAKETHI HEOOXOMUMBIX BaM 00N0AHEHU:

[$ sudo zypper install -y <WMA ITAKETA> }

7. 3amycrure cepBuC:

[$ sudo systemctl start angie }

3.1. OuctpubyTuesl 13
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8. Urobnl aBromarnyecku 3amyckarb Angie PRO mociie nepesarpysku cepeepa:

[$ sudo systemctl enable angie }

3.2 [JononHeHus

ITomumo IT1aKeTOB, 066CIIeLII/IBaIOHH/IX OCHOBHYIO (byHKI_[I/IOHa..J'[I)HOCTI)7 MBI TaKXKe Hy6.HI/IKyeM HECKOJIBKO
JIOIIOJIHUTEJIbHBIX ITaKETOB, KaK HAaIlIUuX CO6CTB€HHBIX7 TaK 1 U3 OTO6paHHbIX HaMMU CTOPOHHUX UCTOYHUKOB.

3.2.1 Beb-nanenb Console Light
Console Light — aro obsieruennasi Beb-maness mouuropuara Angie PRO, nmybimkyemasi B HAIIUX perro-

3UTOPUSIX B BHJIE ITaKeTa angie-pro-console-light. YcraHaB/mBaeTCss OH Tak Ke, KakK M IIaKeT angie
B MHCTPYKIUAX BBIIIe; THCTPYKITUHU 110 HACTPOIKe CM. B pa3jese monitoring.

3.2.2 [dunHamwnyeckne moaynm

Yrobs! pacmupuTh 6a30Byi0 dyHKIMoHAILHOCTH Angie PRO, MoXKHO 106aB/IATh pa3sHOOOpA3HbIE JUHA-
Mudeckre Moayd. T1oJiyauTh MX MOXKHO B BHJIE NOTOBBIX MAKETOB U3 HAIETNO PEIIO3UTOPUSL:

angie-pro-module-image-filter Iobapnster mpeobpasoBanus uzobpaxkenuii B dopmarax JPEG,
GIF, PNG u WebP.

angie-pro-module-njs: JS  TozBossiorT uco/b30BaTh 36K njs (IoaMHOXKECTBO JavaScript) B

(HTTP), JS (norokosbiit) koudurypamun Angie PRO coorBercTBeHHO B KOHTEKCTaxX http u
stream.

angie-pro-module-perl TTo3BossieT caTh 0O6pabOTINKM location u mepeMeHHbIX Ha Perl,
a Takke BbI3bBaThL Perl n3 SSI.

angie-pro-module-xslt Hobasnser duabrp, npeobpasyroomuiit XML-oTrBer ¢ momoibio

XSLT-1mab610H0B.

Mg Takzke co61/1paeM u Hy6J’II/IKyeM B HallleM PENO3UTOPUUN MAaKEThI CJICAYIONUX CTOPOHHUX Mogyneﬁ:

3.2. OononHeHus 14
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angie-pro-module-auth-jwt
angie-pro-module-auth-ldap

angie-pro-module-auth-spnego
angie-pro-module-brotli
angie-pro-module-cache-purge

angie-pro-module-dav-ext
angie-pro-module-dynamic-
limit-req
angie-pro-module-echo
angie-pro-module-enhanced-
memcached
angie-pro-module-eval
angie-pro-module-geoip2:
http geoip2, stream geoip2
angie-pro-module-headers-more
angie-pro-module-keyval
angie-pro-module-lua:

http lua module,

stream lua_module
angie-pro-module-modsecurity

angie-pro-module-ndk
angie-pro-module-otel

angie-pro-module-opentracing

angie-pro-module-postgres

angie-pro-module-redis2
angie-pro-module-rtmp

angie-pro-module-set-misc
angie-pro-module-subs

angie-pro-module-testcookie

angie-pro-module-upload

angie-pro-module-vod
angie-pro-module-vts: module-
vts, module-sts, module-stream-
sts

Hob6asnsier JWT-ayTeHTrdhUKAINIO KIXEHTOB.

Hobasasier nomuep:kky LDAP-ayrenTudukanum ¢ HECKOJbKUMU
CepBEpaMH.

Hobasasier momuep:kky SPNEGO n GSSAPI.

Jlobasnsier cTarudeckoe u quHammdeckoe Brotli-cxkaTme oTBeTOB.
ITozBossiter ounmmars comepkumoe kamieit FastCGI, nmpokeu, SCGI
u uWSGI.

Paciupsier  mompepxkky WebDAV  merogamu  PROPFIND  wu
OPTIONS.

Cotykut Jy1s1 quHaMuIeckoit 6aokupoBku [P-ampecos u ee mepuo-
JITIECKOTO CHSITHSI.

IlozBosisier BBI3BIBATHL echo, sleep, time, exec um Jpyrue mesLI-
KOMAaHIbI B (hailjle KOH(PUTYPAIIAN.

Pacmupsier BoamoxkaOCTH BeTpoerHOro Momysist Memcached.

ITo3BosIsIET COXPAHATH B [IEPEMEHHBIX T€JIa OTBETOB Ha IIOJ3AIIPOCHI.
JlobasisieT oMCK 1Mo TeogaHHbIM B 6asax MaxMind GeolP2.

[To3BosisteT ycTaHaB/IMBaTh U OYUINATH 3aN0OJIOBKH 3aIIPOCOB U OT-
BETOB.

ITo3BosIsteT MCIOJIB30BATH IIEDEMEHHbIE CO 3HAYEHMSIMU U3 IIap
«KJIIOY-3HAYECHUE.

[TozBostsitoT ncmob30BaTh s13bIK Lua B KoHburyparuu Angie PRO
COOTBETCTBEHHO B KOHTEeKCTax http u stream.

JlobaBJisieT KOHHEKTOD JIJIsl UCIOJIb30BaHus mpasmit ModSecurity.

(i ) IIpumeuanue

Ilaker HyK1aeTcs B JIOMOJTHUTEIHLHON HACTPOIKE.

Io6asnser Nginx Development Kit (NDK) mis pazpaboTku HOBbIX

MOYJIEHt.
[TosBosister  OTHPABIATH  JAHHBIE  TEJEMETPUH  COOPIIUKY
OpenTelemetry.

Hobasnsier pacupenenerryo OpenTracing-TpaccupoBKy 3a1pocoB
B Angie PRO; comep:kuT njiaruHbl Jijist 3KCIIOPTa, JIAHHBIX B Zipkin
u DataDog.
Bkiouaer
PostgreSQL.
Bxuiowaer nmojnepxkky Redis 2.0 g HTTP-ancrpumos.
Bxunowaer nmogiepxkky RTMP njist crpuMuHra n TpaHCASIIANA BAIEO
10 3aIpocy.

JlobaBisieT pas/ndHble JUPEKTUBDI sel  Trr B MOy/Ib Rewrite.
ITozBossiet 3amensaTs ctpoku B Tesie HTTP-orBeTa mo perynspabiM
BBIPAKEHUSIM.

ITomoraer 6oporbest ¢ GoTaMu PHU MTOMOIIH MEXaHU3Ma «BBI30B-
oTBeT» Ha ocHoBe cookie.

JoGasmsier komupoBky multipart/form-data (RFC 1867) mis or-
npaBku (HaIoB CO CTOPOHBI KJIUEHTA, BKIOYAT BOSMOXKHOCTD BO3-
OOHOBJIEHUSI.

ITozBossier nepenakobbiBarh MP4-daiiibr st crpumuara mo HLS,
HDS, MSS u DASH.

Bkirouaer Tpu mepevdnciieHHBIX MOJYJIS JIJIsi OTCJIEXKABAHUS TPa-
duka.

HEIIOCPE/ICTBEHHYIO  IOMJIEPXKKY  0a3  JAHHBIX

© IIpumeuanue

CooreercTByfotnue uM Gaiibl MAOJIOHOB YCTAHABIHBAIOTCS CIO-
A

3.2. JdononHeHus

/usr/share/angie-pro-module-vts/status.compress.html
/usr/share/angie-pro-module-vts/status.template.html
/usr/share/angie-pro-module-vts/stream/status.
—.compress.html



https://github.com/kjdev/nginx-auth-jwt
https://github.com/kvspb/nginx-auth-ldap
https://github.com/stnoonan/spnego-http-auth-nginx-module
https://github.com/google/ngx_brotli
https://github.com/nginx-modules/ngx_cache_purge
https://github.com/arut/nginx-dav-ext-module
https://github.com/limithit/ngx_dynamic_limit_req_module
https://github.com/limithit/ngx_dynamic_limit_req_module
https://github.com/openresty/echo-nginx-module
https://github.com/bpaquet/ngx_http_enhanced_memcached_module
https://github.com/bpaquet/ngx_http_enhanced_memcached_module
https://github.com/openresty/nginx-eval-module
https://github.com/leev/ngx_http_geoip2_module
https://github.com/leev/ngx_http_geoip2_module/blob/master/ngx_stream_geoip2_module.c
https://github.com/openresty/headers-more-nginx-module/
https://github.com/kjdev/nginx-keyval
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/stream-lua-nginx-module
https://github.com/owasp-modsecurity/ModSecurity-nginx
https://github.com/vision5/ngx_devel_kit
https://github.com/nginxinc/nginx-otel
https://github.com/opentracing-contrib/nginx-opentracing
https://github.com/FRiCKLE/ngx_postgres
https://github.com/openresty/redis2-nginx-module
https://github.com/arut/nginx-rtmp-module
https://github.com/openresty/set-misc-nginx-module
https://github.com/yaoweibin/ngx_http_substitutions_filter_module
https://github.com/kyprizel/testcookie-nginx-module/
https://github.com/fdintino/nginx-upload-module
https://github.com/kaltura/nginx-vod-module
https://github.com/vozlt/nginx-module-vts
https://github.com/vozlt/nginx-module-vts
https://github.com/vozlt/nginx-module-sts
https://github.com/vozlt/nginx-module-stream-sts
https://github.com/vozlt/nginx-module-stream-sts
https://github.com/evanmiller/mod_zip
https://github.com/tokers/zstd-nginx-module

*BGG' 000 «Beb-Cepsep», OMPH 1227700436578, MHH 9704151517
cepeep yn. JleBa Tosctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
PykoBogcteo no ycraHoske, sepcus 1.7.0

Yrobbl IPUMEHUTH YCTAHOBJIEHHBIH MOIYJIb B KOH(MUIYDAIMU, 3arpy3UTe ero C IIOMOIIbIO JIUPEKTHBBI
load _module.

3.3 ®aiin nnueHsnn

Yrobsr HacTpouTs Juten3uio miist Angie PRO:

1. Coxpanwute daiin munen3un kak /etc/angie/license.pem, IPUCBOUB €My Te ¥Ke IIPaBa, ITO U JIJIst
KJINEHTCKUX CEPTU(PUKATOB.

2. Ybemurech, 9TO JIUIEH3US AEfICTBUTEIHHA; B IPOTUBHOM CJIydae YTOIHUTE IMOAPOOHOCTH:

($ sudo angie -t
angie: Valid license found:
angie: - owner: CN=Angie Client License
angie: - period: Jul 8 21:00:00 2024 GMT .. Jul 17 20:59:59 2024 GMT
angie:
angie: Limitations:
angie: - worker_processes_limit: 8
angie: - worker_connections_limit: O

3. Curesiure 3a KOHCOJIBIO U JIOTAMU JIJIsl BBISIBJIEHUS JIIOOBIX [IpoOJsieM ¢ Jnriersueii. Eciau junensus
nucrekaer B mporecce paborel, Angie PRO mepuomudecku BbIIAET COOTBETCTBYIOIINE IIPEIyTIpe-
»kjieHusi. Kpome Toro, mpu mepe3arpyske MosiBUTCs cooOIeHre 00 ommbKax KOH(UIYypalluu, eCJi,
HAIIPUMED, MIPEBBINIEHO KOJUYIECTBO PAbOUINX MIPOIECCOB, YKA3AHHBIX B YCJIOBUSX JINIIEH3UN.

4. Namenure daitn /etc/angie/angie. conf; mocje yCTAHOBKH /B IapaMeTpa B HEM OI'DAHUYIABAIOT
paborty:

worker_connections 256;

SR

worker_processes 1; }

Coxpanus Gailsr JTUIMEH3UN, U3MEHUTE UX COTJIACHO YCJIOBUSIM BAIlel JIMIEH3UH, HAIPUMED:

worker_processes 8;
worker_connections 65535;

3.3. ®aiin nnueHsun 16
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rnABA 4

I'IpaBa Ha NHTENNEKTYAJIbHYHO CcobCTBEHHOCTL

Jlokymenranust Ha mporpaMMubiii mpoaykT Angie PRO saBisiercs mHTENIEKTYaTbHOW COOCTBEHHOCTHIO
00O «Beb6-CepBep», HOKyMeHTAllUsl CO3JaHA B pe3ysbrare u3MeHeHus (mepepaboTKu) JOKYMEHTAIU
HA TPOrpaMMHBIH TPoAyKT Angie.
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