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rNABA 1

AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwwme cBepeHus
Angie Ingress Controller (ANIC) - aro perenne st ynpasiieHusi TpadbUKOM KOHTEHHEPU3NPOBAHHBIX
nputoxkenuit B Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJlacTepe, yrnpapjds (QyHKIMaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku tpaBmii 0bpaborku Tpaduka. I[Ipogykr 6asupyercs na Angie PRO, uro mozsosisier crponth
Ge301acHble MaCIITAbUPyeMbIe BBICOKOIIPOU3BOIUTEIbHbBIE OKPYKEHUS, UCIIOJIb3Ysl POCCUNCKOE PeIlleHue
¢ IpodeCCUOHAIBHBIMIA CEPBUCAMY MUTDAIMH U TEXHUYIECKOH MO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit Habop dyuxnumit Ingress:

o Banancuposka naepysku TCP, UDP, TLS, HTTP, gRPC'": T'ubkoe pacupejesnenne Tpaduka u ero
[JIABHOTO TIEPEHOCA TIPU OOHOBJIEHUAX MTPUJIOKEHMI

o Tepmunuposanue ceccuti TLS: TlogrBepskKaeHust MOAJIUHHOCTA CEPBUCOB M 3aIlUTHI OHJIANH-
TpaH3aKIUNi

o Hacmpotixu 2ubko20 a02uposarus: Y IPABICHIE COBPEMEHHBIMY JTNHAMUYIECKIME IIPUIOXKEHUSIMA

e Pacwupennan mapupymusayus mpaguka: Paznenenne Tpaduka u paciinpeHnas MapIiipy TH3aIHst
Ha OCHOBE COJEPKUMOI'0

e Oezpanunenue nocmynatowezo mpadura: 110 pasaMIHbIM KPUTEPUAM I8 3AIIUTHl TPUIOKEHIH OT
DDoS

o Modugpuxayus omeemos Ha sanpocov,: Ha yposue 6astancuposmuka HTTP



https://angie.software/angie/pro/
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1.2 CucrtemHble TpeboBaHus

Cuucok nojaepxkuaeMbix OC u apxurekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
ALT Linux 10 x86_ 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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FABA 2

VYcTaHoBKa

B arom pazgene onucannr mocrymnabie crocodsr yeranosku ANIC, a Takke murparus ¢ Ingress-NGINX
Controller na ANIC.

Vemanoska ¢ nomouyvro Helm
Hoaywenue auueHsuu
Yemanrosxa u nacmpotixa oas Hndexc. Obaaxa

Muepavyus ¢ Ingress-NGINX Controller na ANIC

2.1 Ycranoska c nomowbio Helm

Angie Ingress Controller (ANIC) passopauuBaercs B kinacrepe Kubernetes ¢ momorpio Helm.
IIporpammHubie TpebOBaHMS:

e Kubernetes 1.22+

e Helm 3.0+

Tlognep:xuBaemMble TUCTPUOYTUBDIL:

Haszganune Bepcun ApxuTekTypbl

Alpine Linux 3.21 x86_ 64, ARM64
Debian 11 "Bullseye" x86_ 64, ARM64
ALT Linux 10 x86_ 64, ARM64

2.1.1 lNonyyenune pgocrtyna k oopasy ANIC

1. Asropusyiitec B Docker Registry, urobsl nosyunts gocryn K obpasy ANIC:

[$ docker login -u=<login> -p=<password> anic.docker.angie.software }

Tlocne ycmermmoi#t aBropmsarun wHMOPMAIUI O J0CTyle OyaeT coxpamena B ¢aitme ~/.docker/
config. json.

2. Cozpaiite cekper myist Kubernetes, ucionbsyst daitn Docker-kouduryparmmn:
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$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$HOME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIIOIB30BATHCS JJIs JOCTyIIa K IpuBaTHLIM obpasaMm B Kubernetes.

2.1.2 CkauuBaHue obpaza ANIC

Cxkauaiite o6pa3z ANIC u mepenecure ero B CBO¥ JUIHBIA PEITO3UTOPHIA, JJIT ITOTO:

1. 3arpysure obpasz ANIC:

[$ docker pull anic.docker.angie.software/anic:latest }

2. IlepeumenyiiTe obpa3:

F docker tag anic.docker.angie.software/anic:latest <Bam_pemosuTopuii>/<obpas_ }
—anic>

3. OTnpaBbTe IepernMeHOBaHHbBIN 00pa3 B CBOI PEIIO3UTOPUIL:

[$ docker push <Bam_pemnosuTopuii>/<obpas_anic> }

4. B daiise values.yaml obHoBuTe mojie controller.image.repository COOTBETCTBEHHO.

2.1.3 lNMoakntoveHne nuueH3uu

Tloakmounre nunensuto st ANIC, cirenyst unempyruyuu.

2.1.4 Tlony4yenune n Hactpoiika Helm-yapra
1. Ckionupyiite Helm-yapr u3z penosuropus Angie Software.

JlocTyIl K perno3uTopuio MOXKHO TIOJIyIUTh, oOpaTusiuck Ha infoQwbsrv.ru.

[$ git clone https://git.angie.software/web-server/anic-helm-charts.git J

2. Orpenmakrupyiite daiin values.yaml, yka3aB UMs CEKPETa, CO3/IAHHOIO JJIsI JOCTYyIIa K o0pa3aMm:

[imagePullSecretName : "regcred" ]

3. Cobepute u ycranosure Helm-uapr:

[$ helm install <uma_penmsa> <OyTb_Jzo_dapTa> ]

Helm crenepupyer manudecrsi Kubernetes Ha ocHope miabsoHoB (templates/) u 3HaveHnit
(values.yaml), a 3aTeM yCTaHOBUT MX B KJaCTEpe.

© IIpumeuannue

Io ymomuanuio mius ANIC tpebyerca neckosnbko CRD (omnpezesnenuii moib30BaTebCcKuX pe-
CypCOB), YCTAHOBJIEHHBIX B Kiacrepe. Helm ycranasiuBaer ux aBromarudecku. Ecuu e ycra-
uHoeuTh CRD, moger ANIC me 6ymyTt roroser (Ready). Ecim BbI He ncmosb3yere MOIB30BATENb-
CKHe pecypebl, jiuist KoTopbix Tpebytoress CRD (uro coorsercTByer mapamerpy controller.
enableCustomResources, ycranosiennoMy kak false), ycranosky CRD MOXKHO IpOILyCTUTD,
yKasaB B KomaH/e helm install mapamerp --skip-crds.
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2.1.5 O6Hosnenune CRD

Yrobwr o6noBUTE CRD, ckagaiite ucxoaubie daityibl Helm-gapra, a 3areM BBIIOTHUTE KOMAHILY:

[$ kubectl apply -f crds/

O IIpumeuannue

MozkeT HOSBUTHCSA CJIEAYIONIEe IPEyIPEXKIEHIE, HO €I0 MOYKHO IIPOUTHOPUPOBATH:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

2.1.6 Ypanenne CRD

Yro6wl ymaaute CRD, ckagaiite ncxomubie daitior Helm-gapra, a 3aTeM BBITOTHUTE KOMAHILY:

[$ kubectl delete -f crds/

© IIpumeuannue

DTa KOMaHa yraauT Bce coorBercTBylomue CRD B Bamem Kiiactepe BO BCeX IPOCTPAHCTBAX MMEH.
Vb6emqurech, 9TO B KJIacTEpPE HET I0JIb30BATEIbCKAX PECYPCOB, KOTOPHIE BBl XOTUTE COXPAHUTH, W HE
zamyteHsl apyrue sx3eMisipel ANIC.

2.1.7 KoHdurypauyus

Huzxe nepeunciiensr HacTpanBaembie napaMerpbl Helm-gapra Ingress Controller u ux 3nadeHust o ymoJ-
YAHUIO.

2.1.7.1 controller.name

Nms daemonset unu deployment ANIC.

Ilo YMOJ/JIT9aHUIO: CO3TaCTCA aBTOMAaTUICCKHN

2.1.7.2 controller.kind
Tun ycranoku ANIC - deployment uiau daemonset.

ITo ymosrganuio: deployment

2.1.7.3 controller.annotations
IlosBossieT ycranaBiuBaTh amEoTanuu i deployment mwin daemonset.

ITo ymomuanuro: {}

2.1.7.4 controller.angiePro
Paszsepreiaer ANIC myis Angie PRO.

ITo ymouraanuio: false

2.1.7.5 controller.angieDashboard.enable

Brurouaer Angie Dashboard (status endpoint s nosnydenus undopmanuu o cocrosuuu Angie). Coor-
BETCTBYeT apryMeHTy KOMAaHJIHOU CTPOKH -angie-dashboard.

Tlo ymosruanwuio: false
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2.1.7.6 controller.angieDashboard.port

Bamaer mopr s Angie Dashboard. CooTBeTcTByeT — apryMeHTy — KOMaHJIHON  CTPOKH
-angie-dashboard-port.

IIo ymomuanuro: 8082

2.1.7.7 controller.angieDashboard.allowCidrs

Hob6asnsier 6ioku IP/CIDR B cuucok paspertennbix aig Angie Dashboard. CoorsercrByer aprymenty
KOMAHJHOM cTpoku -angie-dashboard-allow-cidrs. Heckonbko IP wim CIDR pasnmesnsitorcst 3ansToi-
M.

Ilo ymomaanuio: 127.0.0.1,::1

2.1.7.8 controller.angieStatusPrometheus.enable

Brutowaer Bbimaudy crarmctnkn Angie B dhopmarte Prometheus. CooTBeTcTBYeT apryMeHTy KOMAHITHOM
CTPOKN -angie-status-prometheus.

Ilo ymomaanuio: true

2.1.7.9 controller.angieStatusPrometheus.port

3asaer mOpT, Ha KOTOPOM MOCTymHa craructuka Angie B dopmare Prometheus. @opmar: [1024 -
65535]. CoorBeTcTByeT apryMeHTy KOMaHIHOW CTPOKM -angie-status-prometheus-port.

IIo ymomuanuro: 8083

2.1.7.10 controller.angieStatusPrometheus.allowCidrs

Hob6asnsier 610ku IP/CIDR B cuucok paspemenuii st craructuku Angie B hopmare Prometheus. Co-
OTBETCTBYET apryMeHTy KOMAaHIHOW CTPOKH -angie-status-prometheus-allow-cidrs. Heckonpko IP
win CIDR pasznensrorcst 3ansirbiMu.

Ilo ymomaanuio: 127.0.0.1,::1

2.1.7.11 controller.angieStatusPrometheus.path

TlosBossieT MeHATH TMyTh M1 mMyOaukamuu cratuctukn Angie B dopmare Prometheus. CoorBercTByer
apryMeHTy KOMaHJHON CTPOKHN -angie-status-prometheus-path.

ITo ymomuanmio: /p8s

2.1.7.12 controller.angieStatusPrometheus.service.create
Cozmaer cepsuc ClusterIP mis npejocrasiienust MeTpuk BeO-cepBepa Angie.

Tlo ymomuanwuio: false

2.1.7.13 controller.angieStatusPrometheus.service.labels
Samaer Jeitbnl qyst cepsuca, ClusterIP.

ITo ymosruanuio: service: "anic-webserver-metrics"

2.1.7.14 controller.angieStatusPrometheus.serviceMonitor.create
Coznaer ServiceMonitor mjist merpuk BeO-cepBepa Angie.

ITo ymourqanuio: false
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2.1.7.15 controller.angieStatusPrometheus.serviceMonitor.labels
3amaer J1eibabI A1 cepBuca ServiceMonitor.

Ilo ymosraanuro: Her

2.1.7.16 controller.reloadTimeout

Bpems oxkuianus B MusincekyHax, B redenue Koroporo ANIC 6yer oxKujars yCIEHON mepe3arpy3Ku
Angie mocie U3MEHEHUsI WJIA TIPU HAYAJIHLHOM 3aIIyCKe.

Ilo ymosraanuro: 60000

2.1.7.17 controller.hostNetwork
TTozBossiter mogam ANIC wmcriosib30BaTh ceTeBoe IIPOCTPAHCTBO UMEH XOCTa.

ITo ymourqanuio: false

2.1.7.18 controller.dnsPolicy
TTosmruka DNS s momos ANIC.

ITo ymouraanuio: ClusterFirst

2.1.7.19 controller.debug

Brutrouaer omnmagxky qgs Angie. Tpebyercs 3amarh 3Hadenune error-log-level: debug B ConfigMap
gepe3 controller.config.entries.

ITo ymouraanuio: false

2.1.7.20 controller.loglLevel
VYposensb Besenust Kypuaia ANIC.

Ilo ymomaanuio: 1

2.1.7.21 controller.image.digest
Haiimxect obpasza ANIC.

Ilo ymosmraanmro: Her

2.1.7.22 controller.image.repository
Penosuropuit obpazos ANIC.

Io ymosuanuio: myregistry.host.ru/angie-ingress

2.1.7.23 controller.image.tag
Ter obpasza ANIC.

IIo ymomuanmio:

2.1.7.24 controller.image.pullPolicy
Tlonmuruka ckaunBanus obpasza ANIC.

ITo ymouraanuio: IfNotPresent
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2.1.7.25 controller.lifecycle
2Kuznennsnit nuki nogos ANIC.

ITo ymomaanuio: {}

2.1.7.26 controller.customConfigMap

Wwmst mosezoBaresibekoit ConfigMap, uctionbayemoit ANIC. Eciin umst 3a/1aH0, TO KOH(MUTY pALKS TI0 Y MOJI-
YaHUIO UTHOPUPYETCH.

ITo ymosruanuio: ""

2.1.7.27 controller.config.name
Nwms ConfigMap, ucnosibzyemoit ANIC.

IIo YMO/IT9aHUIO: CO3Ja€TCAd aBTOMATUICCKU

2.1.7.28 controller.config.annotations
Annoranuu k ConfigMap 8 ANIC.

Io ymomuanmro: {}

2.1.7.29 controller.config.entries
Bamucu B ConfigMap 1yt HacTpoiiku Kouduryparun Angie.

Io ymomuanmio: {}

2.1.7.30 controller.customPorts

Crmcok moJIb30BaTEILCKIX TIOPTOB, KOTOPBIE JOJKHBI ObITH jocTynibl B oge ANIC. Cremyer obbranomy
cunrakcucy yaml Kubernetes st KoHTeliHEPHBIX TOPTOB.

ITo ymomaanmio: ||

2.1.7.31 controller.defaultTLS.cert

Ceprudurar TLS B koquposke Base64 mis cepsepa HT'TPS no ymomruanuro.

(5 ) IIpumeuanue

Pekomenyercs ykaszarh cBoit coOCTBEeHHBIN cepTuduKar. AJBTEPHATUBHOE PEINIeHIe: TOTHBIA TPO-
IYCK CeKpeTa cepBepa I10 yMOJIYaHUIO [IPUBEIET K TOMY, YTO Angie Oyier 1o yMOJIYaHUIO OTKJIOHSTH
TLS-monk/II09eHnst K cepBepy.

Ilo ymosmaanuro: Her

2.1.7.32 controller.defaultTLS.key

Kirou TLS B komuposke Base64 st ceppepa HTTPS 1o ymonganuto.

© IIpumeuannue

Pekomeniyercs ykaszaTh cBoit cOBCTBEHHBIH KJTI04. AJIbTEpHATUBHOE PEIIeHHUE: TTOJTHBINA MPOIYCK CEK-
pera cepBepa M0 yMOJTYAHUIO MPUBEJET K TOMy, 4T0 Angie Oymer mo ymosdanuio oTKIoHATh TLS-
[IOJIKJTIOYEHNUsI K CEPBEPY.

IIo ymomaanuio: Her
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2.1.7.33 controller.defaultTLS.secret

Cexkper ¢ ceprudurarom TLS u kmouom st cepepa HTTPS mo ymonuanuio. 3HadeHne JI0JKHO CO-
OTBETCTBOBATH CJedymomeMy (opmary: <mpocTpaHcTBo uMen>/<mMa>. Vcmonb3yercd B KadecTBe ajib-
TEePHATUBLI YKA3aHUIO cepTU(MUKATA W KJIOYa C ITOMOIILI0 mapaMeTpoB controller.defaultTLS.cert
u controller.defaultTLS.key.

O IIpumeuannue

AIpTepHATHBHOE pellleHne: IOTHBII IPOIYCK CEKPETa CepBEPa [0 YMOIIAHHIO IPUBEIET K TOMY, 9TO
Angie Oyzer mo ymomdaHuio oTKIOHATh TLS-nonkiouenns K cepBepy.

IIo ymomaanuio: Her

2.1.7.34 controller.wildcardTLS.cert

Ceprudurar TLS B xoupoBke Base64 it Kaxkgoro ysua Ingress niaum VirtualServer, y KoToporo BKJIro-
qen TLS, no ue ykazan cekper. Ecsim mapamerp He 3ajan, Angie npepseT J100y10 HOIBITKY YyCTAHOBUTD
TLS-coegunenue Jyist Takux y3/0B Ingress mim VirtualServer.

Tlo ymosmaanuro: Her

2.1.7.35 controller.wildcardTLS.key

Kirou TLS B komupoBke Base64 st kaxkoro yaja Ingress miam VirtualServer, y KoTroporo BKJIIOYEH
TLS, Ho He ykazau cexper. Ecin mapamerp He 3ajai, Angie npepser J00yio MONBITKY ycranoButh TLS-
coelMHEHNWE Jjist TaKuX y3Ji0B Ingress mim VirtualServer.

Ilo ymomaanuio: Her

2.1.7.36 controller.wildcardTLS.secret

Cekper ¢ ceprudurarom TLS m kiaouom st kKaxkiaoro ysja Ingress mim VirtualServer, y kortopo-
ro Brjiodern TLS, no me ykazan cekpeT. 3HadeHHe JOJKHO COOTBETCTBOBATDL CJEAYIONIEMY (opMaTy:
<mpocTpaHCcTBO uMeH>/<mMa>. Vcmonb3yercs B Ka4eCTBE aJbTePHATUBBI YKA3AHUIO CEPTU(MUKATA U KITIO-
9a ¢ NOMOIIBIO ITapamMeTpoB controller.wildcardTLS.cert u controller.wildcardTLS.key.

Ilo ymomaanuio: Her

2.1.7.37 controller.nodeSelector
CestekTop y3J108B Jjist HazHaderns mogos ANIC.

Io ymosmaanmio: { }

2.1.7.38 controller.terminationGracePeriodSeconds
Ilepuon, miasnoro 3asepiienns padorsl noga ANIC.

Ilo ymomaanuro: 30

2.1.7.39 controller.tolerations
Honycku nonos ANIC (tolerations).

ITo ymomraamuio: [|

2.1.7.40 controller.affinity
IMpussska noxos ANIC (affinity).

ITo ymomuanmro: {}
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2.1.7.41 controller.topologySpreadConstraints
Orpannvenus Ha pacupocrpanenue Tonosorun moaos ANIC.

ITo ymomaanuio: {}

2.1.7.42 controller.env
JlonosHuTEIbHBIE TIEPEMEHHBIE OKPYIKEHUsI, KOTOPBIE JIOJI?KHBI ObITH ycTaHoBeHbl Ha mogax ANIC.

ITo ymomuanuio: ||

2.1.7.43 controller.volumes
Toma nmomos ANIC.

ITo ymomuanuio: ||

2.1.7.44 controller.volumeMounts
Touku noakiouenust Tomos moxos ANIC.

ITo ymomuanmio: ||

2.1.7.45 controller.initContainers
Suaugenne initContainers na momos ANIC.

Io ymosmaanmio: ||

2.1.7.46 controller.extraContainers
Jonoanrenbubie KouTeiinepsl (Hanpumep, caiiakap) s nogos Ingress Controller.

ITo ymomaanuio: ||

2.1.7.47 controller.resources
Pecypcsr oo ANIC.

ITo ymomuanmuio: requests: cpu=100m,memory=128Mi

2.1.7.48 controller.replicaCount
Kommaectso permuk deployment ANIC.

Ilo ymomaanuio: 1

2.1.7.49 controller.ingressClass

Kumace ANIC. Hosken 6bTh pa3BepuyT pecypc IngressClass ¢ uMenem, TOXIECTBEHHBIM 3TOMY KJIACCY.
B mporusaom ciygae ANIC ne 3amycrurcs. ANIC obpabarbiBaeT TOJBKO T€ PECypPChl, KOTOPBIE TPH-
HaJjiexkaT ero kjaccy, T. e. ux pecypc mnojs "ingressClassName" cosmagaer ¢ kiaccom. ANIC obpa-
barbiBaeT Bce pecypchl VirtualServer, VirtualServerRoute u TransportServer, KoTopble He UMEIOT IOJIsI
"ingressClassName", Bo Bcex Bepcusx Kubernetes.

Ilo ymosraanuio: angie

2.1.7.50 controller.setAsDefaultIngress

Hoeim Ingress 06es ykasannoro mouisi "ingressClassName" Oymer IPHCBOEH KJacC, yKa3aHHBIA B
controller.ingressClass.

Ilo ymosmaanwuro: false
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2.1.7.51 controller.watchNamespace

PazjiesieHHbIil 3aISITHIMI CIIMCOK MPOCTPAHCTB MMEH, 3a PecypcaMu KOTOpbIX jojkeH ciaeautb ANIC.
ITo ymomganuio ANIC orciexkuBaeT Bce TPOCTPAHCTBa WMEH. BaanmMouckrodaiomue ¢ controller.
watchNamespaceLabel. Ofparure BHUMAaHHe, YTO MPU HACTPONKE HECKOJLKHUX I[TPOCTPAHCTB HMMEH C
ucniosb3oBanneMm omrun Helm cli --set cTpoka Jgo/mKHA OBITH 3aKJII0YEHA B JIBONHDbIE KABLIUKH,
a 3alsdTble 3KPaHUPOBAHBI C IIOMOIILIO OOpPATHOW KOCOil 4epThl - Hampumep, --set controller.
watchNamespace="default\,anic".

ITo ymomruanuio: ""

2.1.7.52 controller.watchNamespaceLabel

Hacrpausaer B ANIC mpocMoTp TOJIBKO IIPOCTPaHCTB nMeH ¢ MeTkoii foo=bar. Ilo ymomuanuio ANIC
OTCJIE2KMBAET BCE MMPOCTPAHCTBA UMeH. BaanMmouck odaromas ¢ controller.watchNamespace HacTpoii-
Ka.

Ilo ymomuanuro: ""

2.1.7.53 controller.watchSecretNamespace

PasnesieHHbIil 3alIsIThIME CIIMCOK IIPOCTPAHCTB HMMeH, 3a Koropbimu Ingress Controller mosken cire-
JIUTHh B TOWCKax pecypcoB tuma Secret. Ecau aror napamerp ue nacrpoen, ANIC orciiexxusaer ofau
U Te YKe IPOCTPAHCTBA MMEH B IIOMCKaX Bcex pecypcoB. Cm. Takke controller.watchNamespace u
controller.watchNamespaceLabel. O6parure BHUMAHUE, 9TO DU HACTPOHKE HECKOJBKUX MPOCTPAHCTB
UMeH C ucnosib3oBanueMm ommuu Helm cli --set cTpoka jgoKHA OBITH 3aK/IIOUEHA B JIBONHDBIE KABBIU-
KW, & 3alsThie SKPAHUPOBAHBI C ITOMOIIBI0 OOPATHON KOCOW YepThl - Halmpumep, --set controller.
watchSecretNamespace="default\,angie-ingress".

ITo ymosruanuio: ""

2.1.7.54 controller.enableCustomResources
Bxiouaer moJib30BaTeIbCKIE PECyPChI.

IIo ymomuanmro: true

2.1.7.55 controller.enableTLSPassthrough

Brurouaer  mepesady — maHHbIX 1o mporokony — TLS Ha  mopry  443. Tpebyercs
controller.enable CustomResources.

Ilo ymourqanuio: false

2.1.7.56 controller.enableCertManager

Bxuntouaer aBroMaruyueckoe yipasieHue cepruduraramu x509 s pecypcoB BUPTYaJbHOIO CEPBEpa C
nomompio cert-manager (cert-manager.io). TpeGyercst controller.enableCustomResources.

ITo ymourqanuio: false

2.1.7.57 controller.enableExternalDNS

Brurouaer wmurerparnuio ¢ External DNS st mactpoiiku obmenocrynabix 3amuceit DNS y pecypcos
VirtualServer ¢ ucnionbzoBanuem External DNS. Tpebyercst controller.enable CustomResources.

ITo ymosrqanuio: false

2.1.7.58 controller.globalConfiguration.create
Cozmaer nosb3oBaresnbeknit pecype GlobalConfiguration. Tpebyercst controller.enable CustomResources.

ITo ymouraanuio: false
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2.1.7.59 controller.globalConfiguration.spec
Crenudukarus GlobalConfiguration njist onpenenierust napaMmerpos riobaibuoit kondurypamuu ANIC.

ITo ymomaanuio: {}

2.1.7.60 controller.enableSnippets

Bkirouaer mosib3oBaresbekue ¢gparmerTsl KoHdurypanuu Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

IIo ymomaanwuro: false

2.1.7.61 controller.healthStatus

Hobasasier mecronosoxkenne " /angie-health" na cepeep mo ymosuanuio. MecTonosioxKenne orsedaer Ko-
Jiom craryca 200 Ha J1000i 3ampoc. DTo MoJIe3HO Jjis BHelnHel nposepku paborocrocobuoctu ANIC.

Ilo ymomaanwuro: false

2.1.7.62 controller.healthStatusURI

Sagmaer URI mecToriosioxkennsi coCTOsTHES pabOTOCIIOCOOHOCTH Ha cepBepe 10 yMOJI4aHuioo. 1pedyercs
controller.HealthStatus.

ITo ymomaanuio: " /angie-health"

2.1.7.63 controller.angieStatus.enable
Bxurouaer B Angie API.

IIo ymomuanmro: true

2.1.7.64 controller.angieStatus.port
Sasaer mopt, Ha KoTopoM mocryieH Angie API.

IIo ymomuanuro: 8080

2.1.7.65 controller.angieStatus.allowCidrs

Hobasnser 6iaoku IP wim CIDR B cimcok paspemenubix s Angie API. Heckombko IP wimm CIDR
PA3JIEIIAIOTCS 3AITSITHIMH.

Ilo ymomaanuio: 127.0.0.1,::1

2.1.7.66 controller.priorityClassName
Kunacc mpuopurera mogos ANIC.

Ilo ymomaanuio: Her

2.1.7.67 controller.service.create
Coszaer cepBuC JJIsl IpeiocTaBieHns jgocTyma K mogam ANIC.

Ilo ymomuanuro: true

2.1.7.68 controller.service.type
Tun ceppuca, KoTopslit HeoOxoauMO co31aTh 1yisi ANIC.

ITo ymosrqanuio: LoadBalancer
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2.1.7.69 controller.service.externalTrafficPolicy
Buemnss nosimruka Tpaduka ceppuca. 3uadenue Local coxpansier ucxonusiit [P-anpec xiuenta.

ITo ymosraanuro: Local

2.1.7.70 controller.service.annotations
Annoranun cepsuca ANIC.

ITo ymomuanuto: {}

2.1.7.71 controller.service.extralabels
DKCTpa-METKU CePBUCA.

Io ymomuanmio: {}

2.1.7.72 controller.service.loadBalancerIP

Craruuecknuit [P-agpec st 6amancuposiiuka Harpy3ku. s controller. service. type JI0/KHO OBITH
ycTaHoBJeHO 3HadeHne LoadBalancer. [locTaBmuk 00/a<MHBIX YCJIYT JOIKEH MOIIEPKUBATD ITY (DYyHK-
IHIO.

ITo ymosrqanuio: ""

2.1.7.73 controller.service.externalIPs
Cuucok Buemnuux [P-agpecos mist cepsuca ANIC.

ITo ymomuanuio: ||

2.1.7.74 controller.service.loadBalancerSourceRanges

Huanazonsr IP-anpecos (CIDR), koropbiM pasperien JocTyll K OaJAHCUPOBINUKY HArpy3ku. Jljist
controller.service.type J0/KHO OBITH ycTaHOBJIEHO 3HavYeHne LoadBalancer. IlocraBiuk 0b1aqHbIx
YCIIYT JOJIZKEH IIOJIIEPYKUBATH 9Ty (DYHKITHUIO.

ITo ymomuanuio: ||

2.1.7.75 controller.service.name
Nwmsa cepsuca.

ITo YMOJIT9aHUIO: CO3/Ta€TCA aBTOMAaTUICCKN

2.1.7.76 controller.service.customPorts

Crmcok moIb30BaTeIbCKUX MIOPTOB, KOTopbie OyayT goctymubl yepe3 cepuc ANIC. Cruemyer obbranomy
cuaTakcucy yaml Kubernetes mjst moproB cepsruca.

ITo ymomuanmio: ||

2.1.7.77 controller.service.httpPort.enable
Brmrouaer HT'TP-nopr jyist cepsuca ANIC.

Ilo ymomaanuio: true

2.1.7.78 controller.service.httpPort.port
HTTP-tiopt cepsuca ANIC.

Ilo ymosmaanuro: 80
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2.1.7.79 controller.service.httpPort.nodePort

TTonwzoBarensckuit NodePort aist HT'TP-iopra. st controller.service.type J0/KHO ObITH yCTa-
HOBJICHO 3Hadenne NodePort.

Ilo ymomuanuro: ""

2.1.7.80 controller.service.httpPort.targetPort
Ienesoe 3uauenne HTTP-niopra cepsuca ANIC.

IIo ymosmaanuro: 80

2.1.7.81 controller.service.httpsPort.enable
Brunowaer mopr HTTPS mst cepsuca ANIC.

IIo ymomuanmro: true

2.1.7.82 controller.service.httpsPort.port
HTTPS-tiopr cepsuca ANIC.

Ilo ymomaanuio: 443

2.1.7.83 controller.service.httpsPort.nodePort

Tomwzosarennsckuit NodePort mist HT'TPS-mopra. st controller.service.type T0/2KHO OBITH yCTa-
HOBJIeHO 3Ha4deHne NodePort.

ITo ymosraanuio: ""

2.1.7.84 controller.service.httpsPort.targetPort
Hesnesoit mopr HTTPS-nopra cepsuca ANIC.
443

2.1.7.85 controller.serviceAccount.annotations
Awnnoranuu yuernoii 3anucu cepsuca ANIC.

ITo ymomaanuio: {}

2.1.7.86 controller.serviceAccount.name
WNwms yaernoit 3ammcu cepsuca mogoB ANIC. Ucnonwssyercs gyiss RBAC.

ITo YMOITIaHUIO: CO3/Ja€TCAd aBTOMATNICCKU

2.1.7.87 controller.serviceAccount.imagePullSecretName

Wmst cekpersoro daiiia, cojepzKallero yderHble jjanubie peecrpa Docker. Cekper HOJIZKEH HAXOIUThCS
B TOM »Ke [IPOCTPAHCTBE WMeH, 4To u pesu3 Helm.

ITo ymosrqanuio: ""

2.1.7.88 controller.reportIngressStatus.enable

Iobapyisier B moJie ajpeca B craryce pecypcoB Ingress suemnwmit ajpec Ingress Controller. Hyx-
HO TaKKe yKa3aThb HCTOYHHK BHEIIHEIO0 aJpeca depe3 BHEIIHIO CIIy:KOy depe3 controller.
reportIngressStatus.ExternalService, 60 qepes3 controller.reportIngressStatus.
ingressLink, Jmbo d4epe3 3anuch external-status-address B ConfigMap uepe3 controller.
config.entries.
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(i ) IIpumeuanue

3uagenne controller.config.entries.external-status-address nMeeT IPUOPUTET HAJ OCTAb-
HBIMU.

IIo ymomuanmro: true

2.1.7.89 controller.reportIngressStatus.externalService

VkaspiBaerT ums cepBuca ¢ tumom LoadBalancer, gepe3 koropsrii Ingress Controller Oymer moctymen
u3BHe. BHenHuit ajipec cepBuca UCIOIB3yeTCs I OTIETOB O cocTostHun pecypcoB Ingress, VirtualServer
u VirtualServerRoute. 3unauenune controller.reportIngressStatus.enable JI0/2KHO OBITH 33/IAHO KaK
true. 3HaMeHNE [T0 YMOTIAHUIO CO3/IA€TCs ABTOMATUYECKN U BKJIIOYAETCs, KOTjja controller.service.
create mmeer 3HadeHue true, a controller.service.type - 3uadenue LoadBalancer.

IIo YMOJIT9aHUIO: CO3TaCTCA aBTOMAaTUICCKHN

2.1.7.90 controller.reportIngressStatus.ingressLink

VkasbiBaeT uMms pecypca IngressLink, xoropsrit npemocrasisier poctyn kK mogam ANIC depes cucre-
vy BIG-IP. TP-agpec cucrembr BIG-IP wucrmonb3syercs Jjis OTYETOB O COCTOSIHUU pecypcoB Ingress,
VirtualServer u VirtualServerRoute. 3navenne controller.reportIngressStatus.enable 10/KHO
OBITH 3aJIaHO KaK true.

Ilo ymomuanuro: ""

2.1.7.91 controller.reportIngressStatus.enableLeaderElection

Bkutiouaer BuiOop Jsimzepa, 9To0bl n30€KaTh CUTYaIlnu, KOT/Ia HECKOJBKO PEILINK KOHTPOJLIEpPa COo0Ia-
0T O COCTOSTHUY pecypcoB Ingress. 3uadenune controller.reportIngressStatus.enable HOMKHO OBITDH
3a/1aHO KaK true.

IIo ymomuanmio: true

2.1.7.92 controller.reportIngressStatus.leaderElectionLockName

VkazwiBaer umsi ConfigMap B ToM »Ke MPOCTPAHCTBE MMEH, YTO W KOHTPOJLIEP, KOTOPOE UCIOJIb3yeTCs
JuTst GJIOKUPOBKH BIOOpa Jimjiepa. 3Hadenue controller.reportIngressStatus.enableLeaderElection mosxno
OBITH 3aJIaHO KaK true.

ITo YMOT9aHUIO: CO3/Ja€TCA aBTOMATUYICCKU

2.1.7.93 controller.reportIngressStatus.annotations
AHHOTaIMK K KOH(MDUIYPAIMOHHON KapTe BHIOOPOB JIMIEPA.

ITo ymomuanmro: {}

2.1.7.94 controller.pod.annotations
Annorannn noga ANIC.

Io ymosaanmio: { }

2.1.7.95 controller.pod.extralabels
Homnonaurenbuble 3kcrpa-merku g moga ANIC.

ITo ymomaanmio: {}
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2.1.7.96 controller.readyStatus.enable

Brinrowaer Konednyro To4ky roroBHocTH "/angie-ready". Koneunas Touxa Bo3BpallaeT KOJ yCIEITHOIO
3aBepIIeHns], ecaun Angie 3arpy3ms BCIO KOH(MUIYPANIUIO HOCJE 3allyCKa. DTUM TaKyKe HACTPAMBAETCS
mposepka rorosaocTu mist 10108 ANIC, KoTopast HCIOJIb3yeT KOHEIHYIO TOUYKY T'OTOBHOCTH.

IIo ymomuanuio: true

2.1.7.97 controller.readyStatus.port
HTTP-tiopT a1t KOHEUHOI TOYKU TOTOBHOCTH.

Ilo ymomaanuio: 8081

2.1.7.98 controller.readyStatus.initialDelaySeconds
Yucyo cekynn ¢ 3amycka moga ANIC mo mHUIIMUpOBaHUsT TPOBEPKU TOTOBHOCTH.

Ilo ymosmaanmro: 0

2.1.7.99 controller.enableLatencyMetrics
Bkirouaer c60p MeTPHK 3aJepXKKH JIst allcTpuUMOB. T'pebyercs prometheus.create.

IIo ymomuanuio: false

2.1.7.100 controller.minReadySeconds

3ajiaeT MUHUMAJIbHOE KOJIMYIECTBO CEKYH]I, B Te€YEHNEe KOTOPHIX BHOBb CO3JAHHBIN 110 JOJIXKEH IIPUNATH B
rOTOBOE cocTOsTHIE 6e3 cH60sT KAaKOT0-JT00 M3 KOHTEHHEPOB, YTOOBI CAUTATHCS JOCTYITHBIM; JIOKYMEHTAITUIO
CM. 3J1€Ch.

IIo ymomganmio: 0

2.1.7.101 controller.autoscaling.enabled
Bkirouaer HorizontalPodAutoscaling.

Ilo ymomuanuio: false

2.1.7.102 controller.autoscaling.annotations
Annorannn HorizontalPod Autoscaler mrs ANIC.

ITo ymomuanmio: {}

2.1.7.103 controller.autoscaling.minReplicas
MunumaabHoe dncyo permnuk s HPA.

Ilo ymomaanuio: 1

2.1.7.104 controller.autoscaling.maxReplicas
MakcumasbHoe uncyio periuk juist HPA.

IIo ymomuanwuro: 3

2.1.7.105 controller.autoscaling.targetCPUUtilizationPercentage
Ilenesoit mporienT 3arpysku I1I1.

IIo ymomaanmro: 50
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2.1.7.106 controller.autoscaling.targetMemoryUtilizationPercentage
IesieBoit IPOIEHT NCHOIB30BAHUS TAMSITH.

Ilo ymosmraanuro: 50

2.1.7.107 controller.podDisruptionBudget.enabled
Bkirouaer PodDisruptionBudget.

IIo ymomaanmuio: false

2.1.7.108 controller.podDisruptionBudget.annotations
Annoranuu K 6romxkery cb6oes moga ANIC.

Io ymomuanmio: {}

2.1.7.109 controller.podDisruptionBudget.minAvailable

KommaectBo momoB  ANIC, korTopble JIOMKHBI  OBITH  JIOCTYNHBI.  B3aWMOWCK/IIOYAONA  C
maxUnavailable”™ macrpoiika.

IIo ymomuanmro: O

2.1.7.110 controller.podDisruptionBudget.maxUnavailable

Kommaecrso mogoB ANIC, koropbie MOTYyT OBITH HETOCTYIHBI. B3anMmouckodaromast ¢ minAvailable
HACTPOHKA.

IIo ymomuanmro: 0

2.1.7.111 controller.strategy

BazgaeT CTpaTeruio 3aMeHbI CTapPbIX IIOJ0B HOBBLIMM. ,ZLOKyMeIITaIJ;I/IH II0 CcTpaTerumn OOHOBJICHU S pa3Bep-
ThIBaHUA U CTpaTeruu obnosJienng daemonset

ITo ymomuanmio: {}

2.1.7.112 controller.disableIPV6
B aBnoit dopme orkirogaer npociymmuBarean [IPV6 mis y3108, koTopsie He nomepkuBaioT crek IPV6.

Ilo ymomaanuio: false

2.1.7.113 controller.readOnlyRootFilesystem

HacrpanBaer kopHeByIO (HallJIOBYIO CHCTEMY KaK JOCTYIIHYIO TOJIBKO JjIs YT€HUs U J00ABJISIeT TOMa JJIst
BPEMEHHDBIX JTaHHBIX.

Ilo ymomaanuio: false

2.1.7.114 rbac.create
Hacrpausaer RBAC.

IIo ymomuanuio: true

2.1.7.115 prometheus.create
IIy6aukyer merpuku ANIC B dpopmare Prometheus.

IIo ymomuanuio: true
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2.1.7.116 prometheus.port
Hacrpausaer mopr Jj1s IOJIyYeHUsS METPUK.

Ilo ymomaannro: 9113

2.1.7.117 prometheus.scheme
Hactpausaer cxemy HTTP, ucrosbayemyto jist MOAKJIOYEHAN K KOHEIHOH Touke Prometheus.

IIo ymomganmro: http

2.1.7.118 prometheus.secret

IIpocrpancrBo umen mim ums TLS-cekpera Kubernetes. Eciin cekper ykazaH, OH HCIOJIB3YeTCS JIJIst
3aIUThl KOHeYHO Touku Prometheus ¢ momompio TLS-coennnenmii.

ITo ymosrqanuio: ""

2.1.7.119 prometheus.service.create
Cozmaer cepsuc ClusterIP s merpuxk ANIC.

IIo ymomuanmro: false

2.1.7.120 prometheus.service.labels
Sagnaer Jieitbsnl g cepsuca ClusterIP.

TTo ymoruanmio: service: "anic-prometheus-service"

2.1.7.121 prometheus.serviceMonitor.create
Coszmaer ServiceMonitor jst merpuk ANIC.

Ilo ymomaanuio: false

2.1.7.122 prometheus.serviceMonitor.labels
3amaer J1eibabl Ay cepBuca ServiceMonitor.

IIo ymomaanmio: Her

2.2 YcTaHoOBKa C NoMouibio MaHudecToB

2.2.1 lNpepgBapuTenbHble TpeboBaHUs

Heobxomum moctyn k Docker-obpasy B Haliem pernosuTopuu:

[a.nic .docker.angie.software/

it Tekymeit Bepcuu JIOCTYIIHBI CJIELYOIIne 00pa3bL:

anic.docker.angie.software/anic:0.7.6-alpine
anic.docker.angie.software/anic:0.7.6-alpine-debian
anic.docker.angie.software/anic:0.7.6-altlinux

3a mocrymom obpamaiitecs Ha infoQwbsrv.ru.

2.2.2 Hactpoiika RBAC

1. Cozpaiire mpocTpaHCTBO UMEH U cepBUCHBI akkayHT jyist ANIC:
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r$ kubectl apply -f - <<EOF
apiVersion: vl
kind: Namespace
metadata:
name: angie-ingress
apiVersion: vl
kind: ServiceAccount
metadata:
name: angie-ingress
namespace: angie-ingress
EOF

L

2. Cospnaiite ClusterRole u ClusterRoleBinding:

Mpumep

($ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: angie-ingress
rules:
- apiGroups:

- discovery.k8s.io

resources:

- endpointslices

verbs:

- get

- list

- watch
- apiGroups:

_ un

resources:

- services

verbs:

- get

- list

- watch
- apiGroups:

resources:

- secrets

verbs:

- get

- list

- watch
- apiGroups:

_ un

resources:

- configmaps

verbs:

- get

- list

- watch

- update

- create
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- apiGroups:
nn
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
nn
resources:
- namespaces
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- events
verbs:
- create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers
- virtualserverroutes
- globalconfigurations
- transportservers
- policies
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verbs:
- list
- watch
- get
- apiGroups:
- k8s.angie.software
resources:
- virtualservers/status
- virtualserverroutes/status
- policies/status
- transportservers/status
- dnsendpoints/status
verbs:
- update
- apiGroups:
- networking.k8s.io
resources:
- ingressclasses
verbs:
- get
- apiGroups:
- cis.f5.com
resources:
- ingresslinks
verbs:
- list
- watch
- get
- apiGroups:
- cert-manager.io
resources:
- certificates
verbs:
- list
- watch
- get
- update
- create
- delete
- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints
verbs:
- list
- watch
- get
- update
- create
- delete
- apiGroups:
- externaldns.angie.software
resources:
- dnsendpoints/status
verbs:
- update
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
subjects:
- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress
roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io
EOF

2.2.3 Co3spaHue pecypcos

3. Hobasbre TLS-ceprudukar B HACTPONKU:

$ kubectl apply -f - <<EOF

apiVersion: vl

kind: Secret

metadata:

name: default-server-secret

namespace: angie-ingress

type: kubernetes.io/tls

data:

tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EOF

4. JTobasbre ConfigMap ¢ macrpoiikamu st Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config
namespace: angie-ingress
data:

EQOF

5. Cosznaiite IngressClass:

$ kubectl apply -f - <<EOF
apiVersion: networking.k8s.io/v1
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

6. CosmaiiTe moJsib3oBaTeIbcKue pecypebl VirtualServer, VirtualServerRoute, TransportServer
u Policy:
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Mpumep Virtual Server

r$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:
- Vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
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—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer,
—resource.
type: object
properties:
dos:
type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a
—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specific
—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string
policies:
type: array
items:
description: PolicyReference references a policy by name and
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—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:

type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string

description: Header defines an HTTP Header.
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value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an,
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an,
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:
description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object
properties:
code:
type: integer
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url:
type: string
return:
description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
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—the response headers manipulat

—HTTP Header with an optional A

—in an Action.

—an Action.

type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines
ion in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
lways field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
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conditions:
type: array
items:
description: Condition defines a condition in a
—MatchRule.
type: object
properties:
argument :
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:

description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
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—an HTTP Header with an optional Always
—directive.

re

—redirect in an Action.

re

—return in an Action.

path:
type: string
policies:
type: array
items:

add:
type:
items:
description: AddHeader defines,
field to use with the add_header

array

type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type:
items:
type: string
ignore:
type: array
items:
type: string
pass:
type:
items:
type: string
rewritePath:
type: string
upstream:
type: string
direct:
description: ActionRedirect defines a

array

array

type: object

properties:
code:
type: integer
url:
type: string
turn:

description: ActionReturn defines a

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string

weight:
type:

integer
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description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
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always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect,
—1in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
type: object
properties:
cluster-issuer:
type: string
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common-name :
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
type: object

properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:
type: string
upstreams:
type: array
items:

description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
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—for an Upstream.

type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean
keepalive:
type: integer
1b-method:
type: string
max-conns:
type: integer
max-fails:
type: integer
name:
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—for an Upstream.

—session persistence.

—an Upstream.

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration,

type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,

type: object

properties:

domain:

type: string
enable:

type: boolean
expires:

type: string
httpOnly:

type: boolean
name:

type: string
path:

type: string
secure:

type: boolean

slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for

type: object
properties:
enable:
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type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for thej
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}

EOF

Mpumep VirtualServerRoute

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelist
plural: virtualserverroutes
shortNames:
- vsr
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
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- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:
description: VirtualServerRoute defines the VirtualServerRoute,
—,resource.
type: object
properties:

apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of thej
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
type: string
subroutes:
type: array
items:
description: Route defines a route.
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type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP,
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
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type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an,
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an,
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:
description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
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headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP,
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
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—in an Action.

—an Action.

—MatchRule.

description: AddHeader defines an,

—HTTP Header with an optional Always field to use with the add_header directive.

type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,

type: object
properties:
argument :
type: string
cookie:
type: string
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header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header
—directive.
type: object
properties:
always:
type: boolean
name:
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type: string
value:
type: string

hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:

description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
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type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in ang
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object

properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
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type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
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—for an Upstream.

type: string
healthCheck:
description: HealthCheck defines the parameters for,

—active Upstream HealthChecks.

type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
GIISE

description: UpstreamTLS defines a TLS configuration,

type: object
properties:
enable:
type: boolean
keepalive:
type: integer
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—for an Upstream.

—session persistence.

1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration

type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,

type: object

properties:

domain:

type: string
enable:

type: boolean
expires:

type: string
httpOnly:

type: boolean
name:

type: string
path:

type: string
secure:

type: boolean

slow-start:
type: string
subselector:
type: object
additionalProperties:

2.2. YcraHoBKa C nomouybio maHudgecTos

47




Angie
Software

PykoBogcteo no ycraHoske, Bepcus 0.7.6

type: string
tls:
description: UpstreamTLS defines a TLS configuration for,
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the,
—VirtualServerRoute resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep TransportServer

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
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kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .status.reason
name: Reason
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
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listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object
properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a,
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for anj
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
enable:
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type: boolean
fails:
type: integer
interval:
type: string
jitter:
type: string
match:
description: Match defines the parameters of a;
—custom health check.
type: object
properties:
expect:
type: string
send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}

EOF

Mpumep Policy

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
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annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
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properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authentication
—configuration policy status: preview'
type: object
properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string

2.2,
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secret: string
token: string
oidc:
description: OIDC defines an Open ID Connect policy.
type: object

properties:
clientID:
type: string
clientSecret:
type: string
authEndpoint:
type: string
jwksURI:
type: string
tokenEndpoint:
type: string
scope:
type: string
accessTokenEnable:
type: boolean
ratelimit:

description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
status:
description: PolicyStatus is the status of the policy resource
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
- name: vlalphal
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schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0nly one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMILS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
ss1Name:
type: string
tlsSecret:
type: string
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L

trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
storage: false
EOF

J

7. Ecnu HykHO ucnoJib3oBaTh basancupoBnmk Harpysku it TCP- u UDP-coenunenuii, mobaBbre

GlobalConfiguration:

Mpumep

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:

annotations:
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controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
type: array
items:
description: Listener defines a listener.
type: object
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true

EQF

.
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2.2.4 PasBeptbiBaHne ANIC

8. Ionumep:xuBarorcs aBa BapuaHTa ucrnoab3opannsg ANIC:

e Deployment: HCHOJB3YHTE STOT THUI PA3BEPTHIBAHUSA, €CJIN I[JIAHUPYETE TUHAMUYECKU M3MEHSThH
kosmgectBo perink ANIC.

Mpumep Deployment

$ kubectl apply -f - <<EOF

apiVersion: apps/vl

kind: Deployment

metadata:
name: angie-ingress
namespace: angie-ingress

spec:
replicas: 1
selector:

matchLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus. to/scrape: "true"
#prometheus. to/port: "9113"
#prometheus. 10/scheme: http
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0O"

volumes:

- name: angte-etc
emptyDir: {}

- nmame: angie-cache
emptyDir: {}

- name: angie-1lib
emptyDir: {}

- name: angie-log
emptyDir: {}

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
- name: https

FHOoRH R R R W R W™ W

containerPort: 443
- name: readiness-port
containerPort: 8081
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L
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EOF

- name: prometheus

containerPort: 9113
readinessProbe:

httpGet:

path: /angie-ready
port: readiness-port

periodSeconds: 1
resources:

requests:

cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:
allowPrivilegeEscalation: false
runAsUser: 101 #angie
runAsNonRoot: true
capabilities:
drop:
- ALL
volumeMounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1ib
- mountPath: /var/log/angie
name: angie-log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:

- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -enable-cert-manager
#- -enable-external-dns
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=$(POD_NAMESPACE)/angie-configuration

J

e DaemonSet: UCHOJIB3Y#ITE ITOT THUII, €CJu anupyere pa3sepTbiBarh ANIC Ha Kaxk0M y3ie Kia-
cTepa MM TOJMHOXKECTBE y3JI0B.
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Mpumep DaemonSet

r$ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:
name: angie-ingress
namespace: angie-ingress
spec:
selector:
matchlLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "O0"
containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus
containerPort: 9113

readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1

resources:
requests:
cpu: "100m"
memory: "128Mi"
env:
- name: POD_NAMESPACE
valueFrom:

fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
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fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration
EOF

2.3 lNMopaknioveHue nNUUeH3nn

Tepen yemanoskoi ANIC HeoOXOAUMO MOIKIIOUATE JIMIIEH3UIO C IOMOIIBIO daiiia licence.pem. Daiin
licence.pem COJIEPXKUT JINIIEH3NOHHBIN KJIIOY U MTOJITBEpKaeT paBo Ha ucrnosib3oBanne ANIC. TTomy-
YUTH €r0 MOXKHO, OOPATHUBIIICH B TEXHUYECKYIO TOJIEPXKKY WJIN CKAYaB B JIMTHOM KabuUHETe.

Yrobbl HNOAKJ/IIOYUTH JIMIIEH3UIO, BBIIOJHUTE CJICAYIOIUE Iarn:

1. CosmaiiTe ceKpeT ¢ JIUIEH3UOHHBIM KJIIOTIOM:

(ainersion: vl

kind: Secret

metadata:
name: angie-pro-secret
namespace: default

data:
angiePro.license: <licence.pem>

3nech <licence.pem> - JUIIEH3NOHHBII KJIIOY, 3aKOAMPOBAHHBIN B Base64, u3 daiiia licence. pem.

IIpumep xouBepTanuu B Linux:

[$ cat license.pem | base64 -w0

IIpumep BBIBOTA:

LSOtLS1CRUdJTiBMSUNFTINFLSOtLSOKZDISeWEyVnl. ... ... ..o,
—1FTkQgQOVSVE1GSUNBVEUtLSOtLQo=

2. Hobasbre cekper B daiis values.yaml.

g sroro HaiimuTe B values.yaml mapaMmerp angieProLicense u no6aBbTe JjIsl HETO 3HAYEHUE
<IpOCTPAHCTBO WMEH/HWMsS CEKpeTa>, HallpUMep:

[angieProLicense : "default/angie-pro-secret"

Hasiee ipogoskute ycranoeky ANIC no unempyryuu.

2.4 YcrtaHoBKa n HacTpoiika ana Anaekc.Obnaka

B srom pasgene onucana ycranoska u nacrpoiika ANIC B kauectse Ingress jis duyexc.Obiaka.
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2.4.1 Hacrtpoliika nokanbHow paboueit cpeabl ans paborsl ¢ Kubernetes n Au-
nekc.Obnakom

Ipumep mig Ubuntu 24/04.

1. Ckauaiire u ycranosure CLI (YC) mia yupasienus pecypcamu B dunexc.Obake:

{$ curl -sSL https://storage.yandexcloud.net/yandexcloud-yc/install.sh | bash
$ yc init

Bamycrurca uponecc wactpoiiku CLI, rme morpebyercss BBecTm TOKEH i jocryma B AH-
nekc.Obmako. TokeH MOXKHO HMOTyYIUTh 1O ceblIke https://oauth.yandex.ru/verification code.

2. JToGaBbre mapaMeTphl mojKI0YeHnst K Kubernetes-kiacrepy (Hampumep, otus) B daitn ~/.kube/
config 1 NOAKJIIOYUTECH K KJIaCTepy:

[$ yc managed-kubernetes cluster get-credentials otus --external ]

3. IIpoBepbre KOH(MUIYPAIUIO KJIACTEPA, HOJbI U JIOCTYIIHbIE CEPBUCHIL:

$ kubectl config view
$ kubectl get nodes
$ kubectl get svc

2.4.2 Tlony4veHune gocrtyna k obpasy ANIC
1. Cosnaiire Docker-cekper.

Bemmosaure aBropusaruio B8 Docker Registry, 9ro0br mosyanTs moctym K 0b6pasy:

£$ docker login -u=<login> -p=<password> anic.docker.angie.software }

ITocne ycuemmnoit aBropusaruu nHdopMaluss 0 goctyne Oymer coxpanena B daitie ~/.docker/
config. json.

2. Coszpaiite cexkper i Kubernetes, ucnonbssys daitan Docker-kouduryparm:

$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$H0OME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIOIB30BATHCS JJIs JOCTyIIa K IpUBaTHBIM obpa3aMm B Kubernetes.

2.4.3 Tlony4yeHune n Hactpoiika Helm-yapTtos

1. Cruionupyiite Helm-uaprer uz pernosuropusi:

$ git clone https://git.angie.software/web-server/anic-helm-charts.git
$ cd anic-helm-charts/anic/

2. Orpenakrupyiite values.yaml. YKaKUTe HMsI CO3JIAHHOIO CEeKpeTa [JIsl JOCTylla K obOpa3aMm n
BKJIIOUUTE TOJEPXKKY MEHeIKepa CePTU(MDUKATOB:

imagePullSecretName: "regcred"

enableCertManager: true

3. Cobepute u yCTaHOBHUTE 9apT:
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[$ helm install anic . ]

4. O6HOBHUTE YaPT:

[$ helm upgrade anic . ]

2.4.4 3anyck meHeg>xepa cepTucukaToB

1. VYcranosure cert-manager juis ynpasieHus ceprudukaramu. Pabora Tectuposasach Ha IpUMeEpe
Bepcun 1.12.1:

$ kubectl apply -f https://github.com/cert-manager/cert-manager/releases/
—download/v1.12.1/cert-manager.yaml

2. Y6eaurech, 9TO TPH 10JIa Cert-manager HAXOAATCA B COCTOSHAU TUNNing ¢ rOTOBHOCTHIO 1/1

[$ kubectl get pods -n cert-manager --watch ]

3. Cosmnaiire obbexT Clusterlssuer mist BoIycka cepTudUKATOB:

http01-clusterissuer.yaml

s N

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: httpOl-clusterissuer
spec:
acme:
server: https://acme-v02.api.letsencrypt.org/directory
email: test@test.ru
privateKeySecretRef:
name: httpOl-clusterissuer-secret
solvers:
- httpO1:
ingress:
class: angie

B srom mpummepe cert-manager HaCTPOEH JiIsi aBTOMATHYECKON Bblgaun ceptudukaros or Let's
Encrypt ¢ momompio HTTP-01 nposepku.

4. Ilpumenure manudect st obbekta Clusterlssuer:

[$ kubectl apply -f httpOl-clusterissuer.yaml }

Tloce BbIIOIHEHWST BCeX IIAroB, y Bac OyzeT HacTpoeH joctyn K obpasy ANIC, uapr passepHyT B
Kubernetes, a cert-manager Oyzier ynpaBjsTh cepTuduKaTaMHU.

2.4.5 PasBeptbiBaHne ANIC n tectoBoro npunoxervusi 8 Kubernetes

1. Hacrpoiite momen u mouck Herrrero [P-ampeca. Cosmaiire Ingress-pecypce, cepBuc u nemioiiMeHT
JJIsl TECTOBOT'O TIPHUJIOXKEHUSI.

3aMenuTe JOMeHHOe MMsi otus-kube.mtdlb.ru Ha Bam geiictByrommuit momen. Bremmnuit IP-
aJipec KJacrepa MoKHO Haiitu B fuigexc.Obsake B pasjese Managed Service for Kubernetes
— KmacTeps — otus — Cets. DtoT IP-ajpec Oyaer ncoap30BaThCs sl IPUBSI3KN JOMEHA.
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app-angie.yaml

apiVersion: networking.k8s.io/v1

kind: Ingress
metadata:

name: minimal-ingress
annotations:

spec:
ingressClassName: angie
tls:
- hosts:
- otus-kube.mtdlb.ru
secretName: domain-name-secret
rules:
- host: otus-kube.mtdlb.ru
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: app
port:

number: 80
apiVersion: vl
kind: Service
metadata:
name: app
spec:
selector:
app: app
ports:

- protocol: TCP
port: 80
targetPort: 80

apiVersion: apps/vl
kind: Deployment
metadata:

name: app-deployment

labels:
app: app

spec:

replicas: 1

selector:
matchLabels:

app: app
template:
metadata:
labels:
app:  app
spec:
containers:
- name: app
image: angie:latest

cert-manager.io/cluster-issuer: "httpOl-clusterissuer
acme.cert-manager.io/httpOl-edit-in-place: "true"

n
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ports:
- containerPort: 80

2. Bamycrure NMpUIOXKEHUE:

[$ kubectl apply -f app-angie.yaml }

3. IIposepsbre cratyc SSL-ceprudukara u ero cekper B Kubernetes:

$ kubectl describe secret domain-name-secret

$ kubectl describe certificate domain-name-secret }

2.4.6 lNposepka paboThI

Otkpoiite B Gpaysepe JIOMeH, KOTOPBIl Bbl yKa3aau B KoHdwurypaimu (mampumep, https://otus-kube.
mtdlb.ru).

Ecnu Bosuunkaior HpO6JI€MI)I, MOZKHO IIPOBEPUTH JIOTH IIOJ0B:

[$ kubectl logs -1 app=app }

Takzke MoxkuO nocMmorperh Kouduryparuio ANIC (mogcrasbre B anic-64££957589-j1g7s uMs moja ¢
ANIC B Bamem kJacrepe):

[$ kubectl exec anic-64ff957589-jlg7s -- angie -T J

2.4.7 YpaneHne pa3BepHYTOro nNpujioXXeHus

Ecnnu HY2>KHO yJIaJIUTh BCE CO3IaHHbIC PECYPChI, BBIIIOJTHUTE:

[$ kubectl delete -f app-angie.yaml ]

2.4.8 lNpokcupoBaHne TCP-Tpacduka vyepes ANIC B Kubernetes
Huke npusesien npumep HacTpoiiku npokcupopatnusi TCP-rpaduka mis qocrymna k MySQL.

IIpenBapuresbHO HEOOXOAMMO BKJIOYUTH globalConfiguration B values.yaml uapra, 3a CUET HEro
MOZKHO OIpeJieJIuTh listener.

1. YcramoBuTe 4apT ¢ BBIKJIIOYEHHBIM mapamMeTpoM globalConfiguration:

globalConfiguration:

## Creates the GlobalConfiguration custom resource. RequirTes controller.
—enableCustomResources.

create: false

2. BpImmosiHUTE KOMAHY:

[$ helm upgrade anic . ]
3. Temeps ycraHOBUTE YapT C BKJIOYEHHBIM IapamerpoMm globalConfiguration m mobasere TCP-

IIPOCJIYIINBATEIb:

e N

globalConfiguration:

## Creates the GlobalConfiguration custom resource. Requires controller.
—enableCustomResources.

create: true

## The spec of the GlobalConfiguration for defining the global configuration,

2.4. YcraHoBeka n Hactpoiika gns Aupekc.0Obnaka 65


https://otus-kube.mtdlb.ru
https://otus-kube.mtdlb.ru

Angie
Software
PykoBogcteo no ycraHoske, Bepcus 0.7.6

—parameters of the Ingress Controller.
spec:
listeners:
# - mame: dns-udp
# port: 5363
# protocol: UDP
- name: mysql-tcp
port: 13306
protocol: TCP

L

4. OGHOBHUTE YaAPT:

[$ helm upgrade anic

Teneps ANIC o6yner ciaymars TCP-nopr 13306 st nmonkiitouennst K MySQL.

5. CozmaiiTe CEKpeT ¢ mapoJseM root:

mysql-seceret.yaml

apiVersion: vl
kind: Secret
metadata:
name: mysql-secret
type: kubernetes.io/basic-auth
stringData:
password: kl1jJ218923cujvdshi

6. Cosnaiire nocrosinuoe xpanusuiie (volume) s MySQL:

mysql-storage.yaml

apiVersion: vl
kind: PersistentVolume
metadata:
name: mysql-pv-volume
labels:
type: local
spec:
storageClassName: manual
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/mnt/data"
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: mysql-pv-claim
spec:
storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
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7. PaszBepuute cam MySQL:

mysql-deployment.yaml

-

apiVersion: apps/vl
kind: Deployment
metadata:
name: mysql
spec:
selector:
matchLabels:
app: mysql
strategy:
type: Recreate
template:
metadata:
labels:
app: mysql
spec:
containers:
- image: mysql:8.0
name: mysql

env:
- name: MYSQL_ROOT_PASSWORD
valueFrom:

secretKeyRef:
name: mysql-secret
key: password
ports:
- containerPort: 3306
name: mysql
volumeMounts:
- name: mysql-persistent-storage
mountPath: /var/1lib/mysql
volumes:
- name: mysql-persistent-storage
persistentVolumeClaim:
claimName: mysql-pv-claim
apiVersion: vl
kind: Service
metadata:
name: mysql
spec:
ports:
- port: 3306
selector:

app: mysql

8. Cozpmaiite cepBuc jyst MySQL:

mysql-service.yaml

apiVersion: vl
kind: Service
metadata:

name: mysql-ext
spec:

2.4. YcraHoBska n Hactpoiika gnsa Aupekc.0Obnaka
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type: LoadBalancer
ports:
- port: 13306
name: mysql
targetPort: 13306
# Kubernetes-memku cenekmopa, UCROAbL308aGHHKHbE 6 WabAoHe no008 npu CO30AHUU,
—o0bsekma Deployment.
selector:

app: mysql-tcp

9. Hacrpoiite ANIC s MySQL:

anic-mysgql.yaml

-

apiVersion: k8s.angie.software/vlalphal
kind: TransportServer
metadata:
name: mysql-tcp
spec:
listener:
name: mysql-tcp
protocol: TCP
upstreams:
- name: mysql
service: mysql

port: 3306
action:
pass: mysql

10. Ilpumenure HACTPOUKHU, YTOOBI PA3BEPHYTH CEPBUC:

$ kubectl apply -f mysql-secret.yaml

$ kubectl apply -f mysql-storage.yaml

$ kubectl apply -f mysql-deployment.yaml
$ kubectl apply -f mysql-service.yaml

$ kubectl apply -f anic-mysql.yaml

Teneps Tpacduk wHa mopt 13306 Oymer mepenanpasistbess B MySQL.

11. TIposepnre craryc:

$ kubectl get svc # Cnucok cepeucos

$ kubectl describe gc # OnucaHnue GlobalConfiguration
$ kubectl describe ts mysql-tcp # OnucaHnue TCP-listener
$ kubectl describe service anic # Hugpopmayus 06 ANIC

2.5 Murpauusa c Ingress-NGINX Controller Ha ANIC

st murpanuu ANIC j1o2keH OBITB yCMaHo8.A4€H HA TOM 2Ke XOocTe, rie yxke paboraer Ingress-NGINX
Controller.

2.5.1 TlepeHoc koHdurypauymu

1. Hacrpoiire ConfigMap gyt ANIC, nobasuB obuiue napaMmerpbl jijist Becex Ingress. Dtu mapamer-
PBI OYJIyT UCIOJB30BATHCS [0 YMOJIYAHUIO JITsT BeeX Ingress, ecm KOHKPETHBIH MaHudecT ux He
[IEPEOTIPE/IEIISET.
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2. B manudecrax mys ceppucos mamenute annotanuu Ingress-NGINX Controller Ha coorBeTcTBYyIO-

mue anpaotanun ANIC, rie 370 HEOOXOIUMO.

Jlis apnoTanuit, KotTopsle He noguep:xkusaioresa B ANIC, ncronbayiite Ipyrue BapuaHThl HACTPORKH
koudurypanuu (CM. IpUMEpPbl HUKE).

3. Ilo owepenn mepenecute MaHUMECTHI JIJIsT CEPBUCOB, MMPOBEPSsIs, UTO KAXKIbIiT MaHmdecT paboTaer

KODPPEKTHO.

© IIpumeuannue

He pexomenmyercst mamensaTs mosie spec B pecypce Ingress. Peasmsarnun Ingress-NGINX Controller
n ANIC ornugarorcst, 9T0 MOYXKET TIPUBECTH K IIPOOIeMaM COBMECTHMOCTH.

2.5.2 CooTBeTcTBuS A1 aHHOTaLUWA

B rabsinnie mmke npusesennbl apHoTarmu Ingress-NGINX Controller ¢ sKBUBaJIeHTHBIME AHHOTAIUSAMHU

ANIC.
Ingress-NGINX Controller ANIC
nginx.ingress.kubernetes.io/ angie.software/location-snippets
configuration-snippet
nginx.ingress.kubernetes.io/load-balance angie.software/lb-method
nginx.ingress.kubernetes.io/ angie.software/proxy-buffering
proxy-buffering
nginx.ingress.kubernetes.io/ angie.software/proxy-buffers
proxy-buffers-number
nginx.ingress.kubernetes.io/ angie.software/proxy-buffer-size
proxy-buffer-size
nginx.ingress.kubernetes.io/ angie.software/proxy-connect-timeout
proxy-connect-timeout
nginx.ingress.kubernetes.io/ angie.software/proxy-read-timeout
proxy-read-timeout
nginx.ingress.kubernetes.io/ angie.software/proxy-send-timeout
proxy-send-timeout
nginx.ingress.kubernetes.io/ angie.software/rewrites
rewrite-target
nginx.ingress.kubernetes.io/ angie.software/server-snippets

server-snippet

nginx.ingress.kubernetes.

io/ssl-redirect

ingress.kubernetes.io/ssl-redirect

Tonusrit ciucok annoraruit ANIC cMm. B pazzene Pacimupentast KOHGUIYpaIyst ¢ TOMOIIBIO AHHOTAIIHIA.

2.5.3 nobanbHas koHdurypaumus c nomowbto ConfigMap

B rabsune numke npusegieno kiaouan ConfigMap B Ingress-NGINX Controller n ux sxsuBasentsr B ANIC.

Ingress-NGINX Controller

ANIC

disable-access-log
hsts
hsts-include-subdomains
hsts-max-age
http-snippet

keep-alive
keep-alive-requests

access-log-off

hsts

hsts-include-subdomains
hsts-max-age
http-snippets
keepalive-timeout
keepalive-requests

NPOAOIKAETCS Ha CreaytoLeli cTpaHumue
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

Ingress-NGINX Controller

ANIC

load-balance
location-snippet
log-format-escape-json
log-format-stream
log-format-upstream
main-snippet
max-worker-connections
max-worker-open-files
proxy-body-size
proxy-buffering
proxy-buffers-number
proxy-buffer-size
proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout
server-name-hash-bucket-size
proxy-headers-hash-max-size
server-snippet
server-tokens
upstream-keepalive-connections
use-http2
use-proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

1b-method
location-snippets
log-format-escaping: "json"
stream-log-format
log-format

main-snippets
worker-connections
worker-rlimit-nofile
client-max-body-size
proxy-buffering
proxy-buffers: number size
proxy-buffers: number size
proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout
server-names-hash-bucket-size
server-names-hash-max-size
server-snippets
server-tokens

keepalive

http2

proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

2.5.4 Tlpumepesbl

2.5.4.1 Hacrpoiika TepmuHauun SSL n mapwpyrtmnsauymm Ha ocHose HT TP-nyTeii

Ingress-NGINX Controller:

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:
name: nginx-test
spec:
tls:
- hosts:
- foo.bar.com
secretName: tls-secret
rules:
- host: foo.bar.com
http:
paths:
- path: /login
backend:

serviceName: login-svc

servicePort: 80
- path: /billing

serviceName: billing-svc

servicePort: 80

ANIC:
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apiVersion: networking.k8s.io/v1
kind: VirtualServer
metadata:
name: anic-test
spec:
host: foo.bar.com
tls:
secret: tls-secret
upstreams:
- name: login
service: login-svc
port: 80
- name: billing
service: billing-svc
port: 80
routes:
- path: /login
action:
pass: login
- path: /billing
action:
pass: billing

2.5.4.2 Hacrpoiika 6anaHcuposku varpysku TCP/UDP u TLS Passthrough

ANIC upenocrasasier nocryn k TCP- u UDP-cepsucam ¢ momorpio pecypcoB TransportServer u
GlobalConfiguration. Ingress-NGINX Controller ncnosssyer st sroit nesin ConfigMap.

2.5.4.3 KanapeeuHble pa3BepTbiBaHUs

Kanapeeunsle n cuHe-3eseHble passepThiBanns (canary deployment u blue-green deployment) mozsosisi-
IOT BHEJpPSITh M3MEHEHUsl B KOJ B IIPOJAKIIH-CPeJie, He IpepbiBas pabory mnosib3oBareseii. ANIC BbI-
[TOJTHSIET pa3BEPTHIBAHUS HA YPOBHE mepenadn maHubix: 9To0bl mepeiitu ¢ Ingress-NGINX Controller na
ANIC, neobxommmo conocraputh annoranuu Ingress-NGINX Controller ¢ pecypcamu VirtualServer u

VirtualServerRoute B ANIC.

Ingress-NGINX Controller obpabaTbiBaeT KaHapeeYHble AHHOTAIIMK B CJIEYIOIIEM OPSIIKE:

1. nginx.ingress.kubernetes.io/canary-by-header
2. nginx.ingress.kubernetes.io/canary-by-cookie

3. nginx.ingress.kubernetes.io/canary-by-weight

O IIpumeuannue

Yrobbl KaHapeeunble anHOTauu uHTEprnperuposanch B ANIC aHajorndno, OHU JIOJXKHBI pacIoia-
rarbesa B Maaudecrte VirtualServer mau VirtualServerRoute B ToMm ke mopsizke.

nginx.ingress.kubernetes.io/canary-by-header

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"

nginx.ingress.kubernetes.io/canary-by-header: "httpHeader"

ANIC:
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matches:

- conditions:

- header: httpHeader
value: never

action:

pass: echo

- header: httpHeader
value: always
action:

pass: echo-canary
action:

pass: echo

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"
nginx.ingress.kubernetes.io/canary-by-header: "httpHeader"
nginx.ingress.kubernetes.io/canary-by-header-value: "my-value"

ANIC:

matches:
- conditions:

- header: httpHeader

value: my-value
action:
pass: echo-canary

action:

pass: echo

nginx.ingress.kubernetes.io/canary-by-cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"
nginx.ingress.kubernetes.io/canary-by-cookie: "cookieName"

ANIC:

matches:
- conditioms:
- cookie: cookieName
value: never
action:
pass: echo
- cookie: cookieName
value: always
action:
pass: echo-canary
action:
pass: echo

2.5.4.4 YnpasneHune Tpacukom

Annoranuu Ingress-NGINX Controller, jis1 KOTOPBIX ITOKa HET COOTBETCTBYIOIIUX IIOJIEll B pecypcax
ANIC, HeobxomuMo 06pabaThBATE € OMOIIBI (DPArMEHTOB (CHUIIIIETOB).
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(5 ) IIpumeuanue

st paboThl B YapTe HEOOXOAMMO YCTAaHOBUTH controller.enableSnippets B true.

B npumepax wuxe amnorarmu Ingress-NGINX Controller comocrasnensr ¢ pecypcamu VirtualServer u
VirtualServerRoute 8 ANIC.

custom-http-errors

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/custom-http-errors: "code"
nginx.ingress.kubernetes.io/default-backend: "default-svc"

ANIC:

errorPages:
- codes: [code]
redirect:
code: 301
url: default-svc

limit-connections

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit—connections: "number"

ANIC:

http-snippets: |
limit_conn_zone $binary_remote_addr zone=zone_name:size;
routes:
- path: /path
location-snippets: |
limit_conn zone_name number;

limit-rate

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rate: "number"
nginx.ingress.kubernetes.io/limit-rate-after: "number"

ANIC:

location-snippets: |
limit_rate number;

limit_rate_after number;

limit-rpm

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rpm: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "multiplier"
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ANIC:

rateLimit:
rate: numberr/m

size

burst: number * multiplier
key: ${binary_remote_addr}
zoneSize:

limit-rps

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rps: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier:

"multiplier"

ANIC:

rateLimit:
rate: numberr/s

size

burst: number * multiplier
key: ${binary_remote_addr}
zoneSize:

limit-whitelist

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit—whitelist: "CIDR"

ANIC:

http-snippets: |
server-snippets: |

rewrite-target

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/rewrite—target: "URI"

ANIC:

[rewritePath: "URI"

2.5.4.5 MaHnunynsiunsa 3aronoskamu

Ingress-NGINX Controller:

nginx.
nginx.

nginx.
nginx.

nginx.

ingress
ingress

ingress
ingress

ingress

.kubernetes.
.kubernetes.

.kubernetes.

.kubernetes.

.kubernetes.

io/enable-cors: "true"
io/cors-allow-credentials:

n true n

io/cors-allow-headers: :samp: X-Forwarded-For"

io/cors-allow-methods: "PUT, GET, POST, OPTIONS"

io/cors-allow-origin: "*"
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nginx.ingress.kubernetes.io/cors-max-age: "seconds"

ANIC:

VceranoBka s Ingress Bo3MOXKHA € TIOMOIIBIO aHHOTAIMK angie.software/location-snippets. s
paboThl B 4apTe HEeOOXOMMO YCTAHOBHUTH controller.enableSnippets B true.

Ingress:
annotations:
angie.software/location-snippets |
add_header 'Access-Control-Allow-Origin' '*x' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS' always;
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-
—Modified-Since,Cache-Control,Content-Type,Range' always;
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range'
—always;

VirtualServer
responseHeaders:
add:
- name: Access-Control-Allow-Credentials
value: "true"
- name: Access-Control-Allow-Headers
value: :samp: X-Forwarded-For~
- name: Access-Control-Allow-Methods
value: "PUT, GET, POST, OPTIONS"
- name: Access-Control-Allow-Origin
value: "x*"
- name: Access-Control-Max-Age
value: "seconds"

2.5.4.6 TMpokcmupoBaHue n banaHcUpoBKa Harpysku

B tabsmne nuke npusenensl annoranun Ingress-NGINX Controller u mapameTps! B 1mojie upstream st
pecypcoB VirtualServer u VirtualServerRoute.

Ingress-NGINX Controller ANIC

nginx.ingress.kubernetes.io/load-balance 1b-method
nginx.ingress.kubernetes.io/ buffering
proxy-buffering

nnginx.ingress.kubernetes.io/ buffers
proxy-buffers-number

nginx.ingress.kubernetes.io/ next-upstream
proxy-next-upstream

nginx.ingress.kubernetes.io/ next-upstream-timeout
proxy-next-upstream-timeout

nginx.ingress.kubernetes.io/ read-timeout
proxy-read-timeout

nginx.ingress.kubernetes.io/ send-timeout
proxy-send-timeout

nginx.ingress.kubernetes.io/ use-cluster-ip

service-upstream
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2.5.4.7 Aytentudpukaumna mTLS

ANIC moxer obpabareiarh ayrenTudukanuo mTLS Ha yposHe BxomHoro tpaduka, Tpedyst IpeIocTas-
JIGHUSI TeHCTBUTEIBHBIX CEPTU(PUKATOB /I BHEITHUX coeamHenuit. HacTpoiika peaan3yercs ¢ MOMOIIBIO

pecypcos Policy, coorsercrBytomux annorarusam Ingress-NGINX Controller.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/auth-tls-secret: secretName
nginx.ingress.kubernetes.io/auth-tls-verify-client: "on"

nginx.ingress.kubernetes.io/auth-tls-verify-depth: "1"

ANIC:

ingressMTLS:

clientCertSecret:

verifyClient: "on"

verifyDepth: 1

secretName

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/proxy-ssl-secret: "secretName"
nginx.ingress.kubernetes.io/proxy-ssl-verify: "on|off"
nginx.ingress.kubernetes.io/proxy-ssl-verify-depth: "1"
nginx.ingress.kubernetes.io/proxy-ssl-protocols: "TLSv1.2"
nginx.ingress.kubernetes.io/proxy-ssl-ciphers: "DEFAULT"
nginx.ingress.kubernetes.io/proxy-ssl-name: "server-name"
nginx.ingress.kubernetes.io/proxy-ssl-server-name: "on|off"
ANIC:
egressMTLS:

tlsSecret: secretName

verifyServer: true|false

verifyDepth: 1

protocols: TLSv1.2

ciphers: DEFAULT

sslName:

serverName: truel|false

server-name

2.5.4.8 CoxpaHeHue ceccuii

st coxpanennst ceccuit B ANIC ucnomnssyiores pecypent Policy. B Ingress-NGINX Controller ncrosn-
3YIOTCsI COOTBETCTBYIOIIIE aHHOTAINN.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/affinity: "cookie"
nginx.ingress.kubernetes.io/session-cookie-name: "cookieName"
nginx.ingress.kubernetes.io/session-cookie-expires: "x"
nginx.ingress.kubernetes.io/session-cookie-path: "/route"
nginx.ingress.kubernetes.io/session-cookie-secure: "true"
ANIC:
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sessionCookie:
enable: true

name: cookieName
expires: xh

path: /route

secure: true

2.5.4.9 AyteHtudmkauus yepes BHelHWUIT cepBuUC

Ingress-NGINX Controller:

[nginx. ingress.kubernetes.io/auth-url }

ANIC:

Hcnosnbayercsi cobcTBeHHAs! peasn3alus (IpUMeHnMa TOJIbKO st VirtualServer): mactpoiika OIDC.

2.5.4.10 Mpuss3ka sticky-ceccuii yepe3s cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/affinity: "cookie"
nginx.ingress.kubernetes.io/session-cookie-name: '"cookie_name"
nginx.ingress.kubernetes.io/session-cookie-expires: "seconds"
nginx.ingress.kubernetes.io/session-cookie-path: "/route"

ANIC:

angie.software/sticky-cookie-services: "serviceName=example-svc cookie_name,
—expires=time path=/route"
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FABA 3

AprymeHTbl KOMaHAHOW| CTPOKU

ANIC nognepuBaet psiji apryMeHTOB KOMaHIHOW cTpoku. Crocod yKazaHust ITUX ApryMEHTOB 3aBUCUT
oT Toro, Kak Bbl ycranasiausaere ANIC:

e Ecim Bbl ucnosnb3yere manugecmo, Kubernetes (Deployment mam DaemonSet) miust ycranoBku
ANIC, usmenuTe 311 MaHUQPECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apI'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 110 YCTAHOBKE C MaHUDECTaMM.

e Ecyu Bol ucnosibdyere Helm miist ycranosku ANIC, usmennre mapamerpsl juarpammbl Helm, co-

OTBETCTBYIOIIUE apryMeHTaM KOMaHIHO#M cTpoku. CM. IMOKYMEHTAIUIO IO YCIMAHOEKE € TOMOULLIO
Helm.

Huxe B a.H(baBI/ITHOM TOpAAKEe TePEINCJIEHBI JOCTYIIHBIE apTyMEHTbI KOIVIaH,HHOfI CTPOKH:

3.1 -angie-configmaps <ctpoxa>

Pecypc ConfigMap s nacrpoiiku kouduryparuu Angie. Ecin ConfigMap 3aman, no ANIC me moxer
nostyauthb ero u3 API Kubernetes, o ANIC me zamycrurcs.

QopmMmar: <IPpOCTPaHCTBO HMeH>/<uMa>

3.2 -angie-dashboard

Bxurouaer Angie Dashboard (status endpoint mist nosyuennst nadopmanuu o cocrosuuu Angie).

3.3 -angie-dashboard-port <int>

3asaer nopr, Ha KoTopoM goctyied Angie Dashboard (mo ymomdanuo 8082).
®opmar: [1024 - 65535]

3.4 -angie-dashboard-allow-cidrs <ctpoxa>

Hobasasier 610oku IP/CIDR B crumcok paspernennii st Angie Dashboard. Heckosbko IP uiaun CIDR
Pa3aeIILIOTCH 3alaTHIMIA.
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3.5 -angie-debug

Brutrouaer ornajky mist Angie. Vcnosib3yer 6unapauk angie-debug. Tpebyercs 'error-log-level: debug' B
ConfigMap.

3.6 -angie-reload-timeout <snauenwe>

Bpems oxuanus B MujncekyHax, B redenue Koroporo ANIC Oyier oxKujarh yCIEHON mepe3arpy3Ku
Angie ocsie uaMeHeHusi KOH(MUrypaIuy UK [IPU HAYAHHOM 3aIlyCKe.

Suagenne mo ymosraanuio - 60000.

3.7 -angie-status

Brurouaer Angie stub_status.

IIo ymomuanuio true.

3.8 -angie-status-allow-cidrs <cTpoxa>

Hobasasier 6ok IP/CIDR B cuncok paspemenuii jist Angie stub _status.
Heckomnpko IP win CIDR pasnesnsiorest 3anstbivu. (ITo ymosrganumio 127.0.0.1,::1)
3.9 -angie-status-port <int>

Bamaer mopt, Ha KOTOpoM jJocrymen Angie stub _status.

Dopmar: [1024 - 65535] (o ymosrganuio 8080)

3.10 -angie-status-prometheus <bool>

Bxirouaer nian orkiodaer BbLIa49y CTATUCTUKN Angie B (bopMaTe Prometheus.

Dopmar: false mwin true (0 yMOIYaHUIO true)

3.11 -angie-status-prometheus-allow-cidrs

Hob6asnsier 610ku IP/CIDR B cuucok pasperenuii qyist craructuku Angie B hopmare Prometheus.

Heckomnpko IP mimn CIDR pasnenstiorest 3ansreivu. (ITo ymomganmo 127.0.0.1,::1)

3.12 -angie-status-prometheus-path <ctpoka>

TlozBosIsteT MEHATH Iy Th JJIsl IyOuMKamu craructuku Angie B ¢popmare Prometheus.

ITo ymosrganuro ucnosb3yercs /p8s.

3.13 -angie-status-prometheus-port <int>

3ajsiaer OpT, HA KOTOPOM JIOCTYIIHA, craTucTtuka Angie B dhopmare Prometheus.

Dopmar: [1024 - 65535] (o ymosrganuio 8083)
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3.14 -default-server-tls-secret <cTpoka>

Cekper ¢ ceprudpurarom TLS u xkmoaom st TLS-repmunaum Ha cepBepe 10 yMOTIAHUIO.

e Eciu 3HaveHnve He 3a/1aHO, UCIOJB3YIOTCH ceprudukar u Kiawo4 B daiie /etc/angie/secrets/
default.

e Fcmu /etc/angie/secrets/default me cymecryer, ANIC macrpour B Angie orknonenne TLS-
[TOJIKJTIOYEHNI K CepBepy MO YMOJIIAHUIO.

e Eciu cekper ycranorjen, Ho ANIC we moxker nosiyunts ero u3 API Kubernetes, unu ke #e ycra-
nosisieH, u ANIC ne ynaercs npountars daitn /etc/angie/secrets/default, ro ANIC ne 3amy-
CTUTCS.

®Popmar: <HIPOCTPAHCTBO HMeH>/<uMsI>

3.15 -disable-ipv6

fABHo orkovaeT npocayruBaTesn [PV6 s y3moB, koTopbie He moiepKuBaior crek [PV6.

Tlo ymomaanuio false.

3.16 -enable-cert-manager

Brurouaer aBromaTtudeckoe yupasisenue cepruduratamu x509 st pecypcos VirtualServer ¢ momorpsio
cert-manager (cert-manager.io).

Tpebyer -enable-custom-resources.

3.17 -enable-custom-resources

Bkirouaer 1mosib30BaTesIbCKIE PECYPCHI.

IIo ymomuanuio true.

3.18 -enable-external-dns

Bkiouaer maTerpanuio ¢ External DNS mms macrpoiiku obmemoctymabix 3amuceit DNS y pecypcos
VirtualServer ¢ ncnonpzoBanunem External DNS.

Tpebyer namuaus -enable-custom-resources.

3.19 -enable-jwt

Bkirouaer pyuknuio ayrenrudpukanuu JWT B pecypcax Policy.

Tlo ymomaanuio false.

3.20 -enable-leader-election

TlosBonsieT BHIOMpPATDL JuIEpa, 9TOOBI M30€KATH CUTYAITUN, KOT/Ia HECKOJBbKO PEIINK KOHTPOJLIEPa CO-
obiatr o craryce pecypcoB Ingress, VirtualServer u VirtualServerRoute; coobmars o craryce Oyjer
TOJIKO OJiHa, peruinka. [1lo ymoganuto true.

Cwm. daar -report-ingress-status.

3.14. -default-server-tls-secret <ctpoxa> 80
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3.21 -enable-oidc

Brutouaer dyukmnmo ayrenrudukanun mo OpenlD Connect B pecypcax Policy.

Ilo ymomianuio false.

3.22 -enable-prometheus-metrics

TToseosster mybukoBarh Merpuku Angie B (popmare Prometheus.

3.23 -enable-service-insight

[Iy6aukyer koneunyto Touky Service Insight mmst ANIC.

3.24 -enable-snippets

Brutouaer mosib3oBaresibeckue dparmMenTsl KoHdurypanun Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

IIo ymomuanmro false.

3.25 -enable-tls-passthrough

Bkirouaer ckBo3HYyIO Iepesiady JaHHbIX 110 nporokosy TLS Ha mopty 443.

Tpebyer wvanmuuus -enable-custom-resources.

3.26 -external-service <cTpoxa>

VkaswiBaer ums cepsuca ¢ tunom LoadBalancer, yepes koropsiii ogst ANIC jenatorcst 1oCTyIHBIME
u3BHe. BHeNHuit ajipec cepBuca UCIOIB3YeTCst i OTYETOB O cocTossHnn pecypcoB Ingress, VirtualServer
u VirtualServerRoute.

Tompko a5t pecypcos Ingress: Tpebyer Hagu4us -report-ingress-status.

3.27 -global-configuration <cTpoxka>

Pecypc GlobalConfiguration jyist riobasibuoit nacrpoiiku ANIC.
®opmMaT:<IpOCTPAHCTBO UMEH>/<uMs>

Tpebyer nanuaus -enable-custom-resources.

3.28 -health-status

Hobasnsier mecronosioxkenue " /angie-health" x cepsepy 10 ymosruanuo. Mecromosnoxenue orsedaer Ko-
Jom craryca 200 Ha JI000# 3ampoc.

D10 1MOJIE3HO JJia BHEINIHEH nposepku paborocrocobuoctu ANIC.

3.29 -health-status-uri <cTpoxa>

3amaer URI mecromnosoxkernst mpoBepKn pabOTOCIIOCOOHOCTH HA cepBepe 0 yMoTdanuio. 1 pebyer Hasm-
qus -health-status.

Ilo ymosuannio /angie-health.

3.21. -enable-oidc 81
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3.30 -ingress-class <ctpoka>

Kuace ANIC.

Josxen ObITh paszBepHyT cooTBercTByomuit pecypc IngressClass ¢ mmenem, paBHBIM Kjaccy. B mporus-
moum cirydae ANIC ne 3amycrurcs. ANIC obpabaThiBaeT TOJIBKO Te€ PeCypChl, KOTOPbIE TPUHAJIEYKAT €ro
KJIaccy, T. €. IMeIOT pecypc nojida ingressClassName, paBHBIA KJaccy.

ANIC obpabaTbiBaeT BCe pecypcehbl, Y KOTOPBIX HeT 1oJisi ingressClassName.

Ilo ymosraanuio angie.

3.31 -ingresslink <cTpoka>
VkazwiBaer ums pecypca IngressLink, wepes koropsrit npegocrasisiercss nocryn K mojgam ANIC depes

cucremy BIG-IP. IP-anpec cucrembr BIG-IP ucnonb3yercst fjist or9eToB 0 coctosiHum pecypcos Ingress,
VirtualServer u VirtualServerRoute.

Tombko g5t pecypcos Ingress: Tpebyer Haauaust -report-ingress-status.

3.32 -ingress-template-path <ctpoka>

IIyre k mrabaony xkouduryparuu Ingress Angie myist pecypca Ingress. ITo ymoraanuio miist Angie ncrnosn-
3yeTcda angie.ingress.tmpl.

3.33 -leader-election-lock-name <ctpoka>

VKa3bpIBaeT B TOM XK€ IMPOCTPAHCTBE MMEH, TJie HaxXouTcs KoHTpoJsutep, nMs ConfigMap, ucrosb3yemoe
J71s1 OJTIOKUPOBKH TIPU BBIOOpE JIUJIEPA.

Tpebyer mamuaus -enable-leader-election.

3.34 -main-template-path <cTpoxa>

Iy ¥ ocHOoBHOMY mab/0Hy KOHuUrypamun Angie.

e [lo ymosraanuio myist Angie ucnosnbs3yercs: angie.ingress. tmpl.

3.35 -prometheus-metrics-listen-port <int>

3ajiaer opT, Ha KOTOPOM ITyOJIMKYIOTCs MeTpuku Prometheus.

Dopmar: [1024 - 65535] (mo ymosrganuo 9113)

3.36 -prometheus-tls-secret <ctpoxa>

Cekper ¢ ceprudpurarom TLS un kmoaom s TLS-repmunainu koHedHoit Touku meTpuk Prometheus.
e FEciim apryment e 3ajaH, konedrast Touka Prometheus we 6yser ucnosibzoBars TLS-coenunenue.

e Ecyim apryment 3agan, Ho ANIC me moxker mosyuntsh cekper u3 API Kubernetes, o ANIC ne
3AIlyCTUTCS.

3.37 -proxy <cTpokra>

SajiaeT UCIoJb30BaHne TpoKcu-cepBepa s nojkiodenns K API Kubernetes, 3amyckaemoro Komamoi
"kubectl proxy". ToJIbKO B IeJIsIX TECTUPOBAHUSI.

3.30. -ingress-class <cTpoxa> 82
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ANIC e 3amyckaer Angie u He 3alMCBIBAET Ha JUCK HUKAKHE CPeHEPUPOBaHHbIE (Dail/ibl KOH(MUIY pAIIT
Angie.

3.38 -ready-status

Bximouaer konewnyio Touky roroBHocT /angie-ready. Koneunast Touka BO3BpalaeT KoJi ycIexa, KOrja
Angie 3arpysui Bcio KOH(MDUIYPAIUIO IOC/IE 3aILyCKa.

Ilo ymomaanuio true.

3.39 -ready-status-port

HTTP-topT a1t KOHEYHOI TOYKH TOTOBHOCTH.

Dopmar: [1024 - 65535] (1o ymosrganuio 8081)

3.40 -report-ingress-status

O6HoBJIsIET TIOJIE aJpeca B cTaTyCe pecypcoB Ingress.

Tpebyercs dutar -external-service nnm -ingresslink, mubo ka4 external -status-address B ConfigMap.

3.41 -service-insight-listen-port <int>

3ajaeT mopT, Ha KOTOPOM IybJinkyercs Service Insight.

Dopmar: [1024 - 65535] (1o ymosrganuio 9114)

3.42 -service-insight-tls-secret <ctpoka>

Cexkper ¢ ceprudpurarom TLS u kimouom st TLS-repMmunanun KoHedHoit Touku Service Insight.
e Eciu apryment e 3a/1aH, KoHeuHas Touka Service Insight we 6yner ucmonszoBare TLS-coenurenne.

e Ecymm apryment 3asan, HO ANIC #e moxker mosyuuts cekper u3 API Kubernetes, o ANIC ne
3AIyCTUTCSI.

QopMmaT: <HIpOCTPaHCTBO HMEH>/<uMs>

3.43 -tls-passthrough-port <int>

3asaer mopT Jyist CKBO3HOM Tepeiavn JaHHbIX 10 poTokosxy TLS. @opmar: [1024 - 65535] (110 ymou-
yauuio 443)

Tpebyer BraounTh -enable-custom-resources.
3.44 -transportserver-template-path <ctpoka>

Iy x mabsony Koudurypanun TransportServer Angie jjist pecypca TransportServer.

o Ilo ymosruanuio 1 Angie ncrnosnb3yercaangie. transportserver. tmpl.

3.45 -v <3HaueHume>

ypOBeHb JleTaJIn3alun 3alliCu JIOI'OB. 3Hadenue mo YMOJJIT9aHUIO — 17 IIPpA 9TOM 3HAYE€HUUN 3alINChIBACTCHA
MUHMMAJIbHOE KOJUYECTBO JIO0OB. 3HadeHne 3 II0JIE3HO JJId yCTpaHeHUd HEeIloJIaJ0K.

3.38. -ready-status 83
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3.46 -version

BoiBoguT Bepcuio, X3 git-koMMuTa U 1aTy COOPKH, 3aTeM 3aBepImaeT paboTy.

3.47 -virtualserver-template-path <ctpoka>

Iy x mabsony koudurypanuu VirtualServer Angie juist pecypca VirtualServer.

o Ilo ymomrganuto nug Angie ucnosb3yercsa angie.ingress. tmpl.

3.48 -vmodule <3nauenune>

Pasznenennsrit 3angaTbivu ciimcok mapaMmerpoB pattern=N y1g BeseHus KypHasa ¢ puiabTparmeii paiaos.

3.49 -watch-namespace <ctpoka>

PasnesienHblil 3ansThIMEA CIIMCOK IIPOCTPAHCTB MMEH, 33 pecypcamMu KOTOpbix jojkeH cieantb ANIC.
ITo ymomuanuio ANIC orciexkuBaer Bce mpocTpancTBa uMmen. Hesb3si ucnob3osarh Bmecre ¢ "watch-
namespace-label".

3.50 -watch-namespace-label <cTpoxa>

Hacrpausaer 8 ANIC mpocMoTp TOIBKO MPOCTPAHCTB UMeH ¢ MeTKoit foo=bar. ITo ymomganuio ANIC
OTCJIEXKUBAET BCe NIPOCTPaHCTBa uMeH. Hejb3s ucrosb3oBarh BMecTe ¢ "watch-namespace".

3.51 -watch-secret-namespace <ctpoka>

PasnesieHHbBLI 3a9TBIME CIMCOK IIPOCTPAHCTB uMeH, 38 KoTopbiMu ANIC mosnKeH caequTh Ha IIpeiMeT
Hajmaust ceKpeTos. Ecym sToT napaMerp He HacTpoeH, ANIC oTciiexkuBaeT OJIHU U Te »Ke IIPOCTPAHCTBA
uMeH Jijist Bcex pecypcoB. Cum. takxke "watch-namespace" u "watch-namespace-label".

3.52 -wildcard-tls-secret <cTpoxa>
Cexkper ¢ ceprudurarom TLS u kirrogom st TLS-repmunarmn kaxgoro y3sia Ingress mim VirtualServer,
JJI1 KOTOpPOro BKJjiodeHa TLS-repMuHanust, HO CEKpeT He yKa3aH.

e Ecyim aprymenT He 3aJ1aH, Jjis Takux y3Ji0B Ingress u VirtualServer Angie nmpepset Jiio0yI0 TOIBITKY
ycranoBuThb TLS-coemunenue.

e Ecyimm apryment 3agan, Ho ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCSL.

®opmar: <HIPOCTPAHCTBO HMEH>/<uMs>

3.46. -version 84
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Bepcun Angie Ingress Controller (ANIC)

4.1 2026

4.1.1 ANIC 0.7.6
Hara Bermycka: 27.10.2026

4.1.1.1 Be3onacHocTb

e Bepcusi Angie PRO ob6uoBsiena 10 1.12.4;

e OOHOBJIEHBI CTOPOHHNE OUOJIMOTEKN W 3aBUCHMOCTH.

4.1.2 ANIC 0.7.5
Hara Bermycka: 02.06.2026

4.1.2.1 Be3sonacHocTb
e Bepcus Angie PRO obuossena j0 1.11.6;

e Oo6noBeHa Bepcus Go.

4.1.3 ANIC 0.7.4
Hara Beimycka: 20.05.2026

4.1.3.1 Be3sonacHocTb
e Bepcus Angie PRO obuosiena g0 1.11.5;

e Oo6nosiena sepcust Go;

o OO6HOBJIEHBI CTOPOHHYE OGUOJUOTEKN W 3aBUCUMOCTH.

4.2 2025

4.2.1 ANIC 0.7.3
Hata Beimycka: 26.12.2025
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4.2.1.1 Be3onacHocTb

Hcnpasrenne ya3BuMocTeit.

4.2.2 ANIC 0.7.2
Hara Bermycka: 03.10.2025

4.2.2.1 WUcnpasneHus

Wcnpasneno nosejierne anHoTanuu path-regex.

4.2.3 ANIC 0.7.1
Hara Bermycka: 03.06.2025

4.2.3.1 Oobasnenus
e Bepcus Angie PRO o6mossiena j0 1.9.1.

e B cupasky gobasjien pasges O01me IpuMepsl.

4.2.3.2 UcnpasneHus

Hcnpasitenne ys3BuMOCTEi.

4.2.4 ANIC 0.7.0
Hara Beimycka: 05.02.2025.

4.2.4.1 [OobasneHus

Yeranoeka ANIC no auvyensuu.

4.3 2024

4.3.1 ANIC 0.6.0
Hara Beimycka: 26.12.2024.

4.3.1.1 OobasneHus

Hosbie dyukiun u HacTpoiikm:

o JloGaBJjieHbI JOMOJHATEBHBIE TI0JIs B MeTpukax Prometheus mist ANIC:

— controller_pod
— controller_namespace

— controller_class

o JlobaBsieHa BO3MOXKHOCTH HACTPAMBATDH U OCYIIECTBJISATH ABTOPU3AIUIO KJIHEHTa HA OCHOBAHUU Pe-

3YJIbTaTOB II03alIpocCa.

e Bepcus Angie PRO o6uossiena 10 1.8.1.

4.3.2 ANIC 0.5.0
Hara Bermycka: 30.09.2024.

4.3. 2024
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4.3.2.1 [OobGasneHus

Hosbie dyukInn u HacTpoiikm:
e Jlobamiena Bo3aMokHOCTH HacTpaumBarh OIDC-aBropusanuio.
e IlosgBumach Bo3amokHOCTH HacTpoiiku JW T-aBropusaruro.

e JlobaBnena anHoTaius angie.software/configmap ¢ mapamerpoMm namespace/config-name, Ko-
TOpas IO3BOJILAET onpeneuTsb pacinupennbrii ConfigMap mia 3anannoro Ingress-pecypca.

e JlupekTuBa staticLocations mo3Bossier 3a1aBaTh PACIIOIOKEHNE JJIsT PA3IAIN CTATHIECKUX (DaNJIOB.

e ITapamerp angie-status-prometheus-path 1mM03BoOJSIET MEHATD Iy Th JJIst craTuCTUKA Angie B popmare
Prometheus.

e JlobaBsennr mapamerpsl HacTpoiiku SSL nys pecypca VirtualServer:
— ssl_session_timeout
— ssl_session_cache
— ssl_session_tickets
— ssl_stapling
— ssl_stapling_verify
e Jlns mupektussl ssl_prefer server ciphers Terepb MOXKHO 3a/1aBaTh 3HavdeHHe Off.

o [losiBuIach BO3MOXKHOCTE JOGABISITE IUPEKTUBY S _map B Koudurypammo Angie PRO, cm. npu-
Mepbl HACTPONKU.

e [losBrtacek mojyiep:kka jupektussl activeHealthProbes 8 Angie PRO.
e Bepcus Angie PRO obnosjiena 10 1.7.0.
st obsierdenust Mporecca MUTPAIUN CAEJIAHBI CJICIYIONIUE YTy dIICHUSI:

e [Tapamerpnl Tuma boolean Temneph MOTYT IPUHUMATDH 3HadYeHUs true wian false, t wam £, on niam
off u 1 uym O.

e [lapamerp proxy-buffers gupekrussl Upstream.buffers rerneps MoxkeT npuHIMATH TOJBKO 3HAYE-
Hue KoJmuecTBa OydepoB number, 6e3 ykazanusi pasmepa size. Eciu 3HaueHne size He yKa3aHO,
TO IO yMOJTIaHuio OyeT 3a7an0 8K.

4.3.2.2 UcnpasneHuns
e llcnpasiena ommbka npu ykasaunuu 3Hadennss HTTPS st backend-protocol.
e lcupasneno orobpaxkenue IP B craryce k8s.

e [Tapamerp include-year OoJbIlie HEIb3sT M3MEHATD, €T0 3HAYEHNE TEIEPh BCETIa true.

4.3.3 ANIC 0.4.0
Hara Boimycka: 04.06.2024.

4.3.3.1 [OobGasneHus
Hosbie dyHKIMN 1 HACTPOUKHA:
e JlobOaBjeHbI AIMACHL [IJTsI CJIELYIONINX AHHOTAIIMI:
— angie.software/force-ssl-redirect — nepenanpasiser HTTP-zanpocer na HTTPS.

— angie.software/proxy-body-size — ycraHaB/inBaeT MaKCHMAaJIbHBII pa3Mep [JId TeJia 3a-
poca, KOTOpoe MOXKeT 00paboTaTh MPOKCUPYEMbIl CepBep.

— angie.software/proxy-buffer-size — onpemesnser pa3mep Oydepa s 9TeHns 3ar0JIOBKOB
OTBETOB OT IIPOKCUPYEMOI'0 cepBepa.
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— angie.software/proxy-buffering — BKJIOYaeT miM OTKJIIO4aeT Oydepusaruio OTBETOB OT
IIPOKCUPYEMOT'O CEPBepA.

— angie.software/proxy-buffers — omnpesesieT KoaudecTBO 0ydepoB, UCIOIb3YEMbIX JJIs
XpaHeHNs OTBETa OT MPOKCHPYEMOTO CEPBEPA.

— angie.software/proxy-max-temp-file-size — 3a/aeT MaKCUMaJbHBIN Pa3MepP BPEMEHHOTO
daitia, uCmoab3yeMoro st 6ydepusanuu 60JbITNX OTBETOB.

e Jlupekrtusa server _tokens Terepb MOKET IPUHUMATH CTPOKOBBIE 3HAYUCHHUS.

e Bepcus Angie PRO obroBiena jio 1.5.2.

4.3.3.2 UcnpasneHuns

e llcupasjensl TpeboBaHus K resolver-addresses.

4.3.4 ANIC 0.3.0
Hara Bermycka: 02.03.2024.

4.3.4.1 Oobasnenus

Hosble ¢dyukmmm n HACTPONKM:

e Jlobasnena annorarus angie.software/force-ssl-redirect, ¢ OMOIIBIO KOTOPOH MOXKHO IIe-
peBoauth HebesomacHbie HTTP-3anpocs! Ha samumenasie HTTPS, uro mo3souT ncnpaBuTh BO3-
MOXKHbBIE OIMUOKM MPU UCTHOJIb30Bannu SSL.

(i ) IIpumeuanue

B cBssu ¢ ocobennocTsiMu paborsl anHOTaIuu force-ssl-redirect peKOMeH/IyeM HCIIOJIb30-
BaTh aJIbTCPHATUBHYIO HacTpOiiky — backend-protocol co 3nadenuem HTTPS.

e B Helm-uaprsr mobasienst CRD (Common Resource Definitions), rakue kak Virtual Server, Virtual
Server Route, TransportServer, Policies. Tereps mosms3oBaresn Helm moryT ucnons3oBars 3T ompe-
JIEJICHWsT B CBOMX IPOEKTAX, U9TO 3HAYUTEIHLHO PACIIUPSIET BO3MOXKHOCTH HACTPOUWKHU BeO-cepBepa
10 CPABHEHWIO CO CTAHIAPTHBIM pecypcom Ingress.

4.3.4.2 UcnpasneHus

e Tenepr ANIC 3amyckaeTcst OT IMEHHI HOJIL30BATENS angie.

4.4 2023

4.4.1 ANIC 0.2.0
Jata Beimycka: 23.11.2023.

4.4.1.1 Nobaenenus

e Jlobamnena mojeprkka komcoau Console Light mjist MoHUTOpHHTa AKTUBHOCTH B PEAJILHOM BpeMe-
HU.

Teneps MOKHO OTKJIIOYATH IIPOTOKOJI ipv6 ¢ ToMoIIbIo -disable-ipu6 .

Jobasnena Touka mojkaodenus Prometheus /ps8 mis MmonuTOpmHTa Craryca.

Hobasiena nomgepxkka sticky cookie m sticky route.

B mapamerpsr kondura gobasiena repeMeHHas $proxy_upstream_name I KUCIOJIH30BAHUS B
dopmaTe JOros.
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4.4.1.2 UcnpasneHus

o Vcnpasiena omubka ¢ OTCyTCTBUEM IIpaB JOCTyIA K angie-syslog.sock.
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rMABA D

[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2026, OO0 «Be6-Cepsep». Bce npasa sammuiieHs.
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