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Angie PRO J2MHE—TEMRD Hi & FIA LR Web ARZS 550

Web fil55 a2 —2REMF, 1EIE HTTP MO RER PR M2t B IRRI IR, B4, Angie PRO A
TIZEML, Bl ARF. Mgk BRSSP KI@S 4 2 HIARG, BSR4
MR R, SRR B RS LIR D), sEES “TE% R JFE LN EHARGEZHRN, AP
TG SKRET AT PAH Angie PRO AbH,

Angie PRO J&:
o M Web lli55a. H CIHESEHS.
o La-L7 YR, AV TCP/UDP B HTTP Z [RI¥EAT S 1H,
o PRBERIZRAFIRSS B, JEIE RIGHIBAFHLEIINR Web BRSSHIIZ1T,
o AITEFG AT G LEM, 78 Alpine, Debian, Oracle. RED OS. Rocky 1 Ubuntu b4 A1
1o
o FVERE, S ERAERE Web RE5EZ—,
%% Angie PRO HUFHFH:

« 5 NGINX 0SS 3%, Angie PRO 5223 % Nginx, RVHELMIIER Nginx P ERE E KK
AARSSENIIE R N IEE] Angie PRO,

o WSERIGETHE BRISERTERE.  Angie PRO $RLSERERYSCIN IS5 a5 T i t, REMSIRYE (i Bah &8
HfCHE, MRIRSHE2T A,

o AARCENPIRSS M, RVPED 77 REST # & FARRIRSS R E, TR,
o RAFCEBIR, REEEH PRI API BEREFTTRENAES), TR ENL,
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o MARBUIRSSIA AR A, fF FERET, AR E Bk R A AR SS 384
o AAEHEANE, BT HTTP API A% Angie PRO BLEAE R,

« 3 DNS HHi,

o RURARE,

o HAEH=JIBMIEIE, Angie PRO XFFARZE NGINX =778, FARWLELE, W
TRINRERI SR

o HENFXBFEY, BEPTE Angie PRO SERFHP A X, limit req SFLIRE,
o LEMR KPR A PEALAR S5 2R A PR, RERS SR BB Web IRSS d B9 FRRMIIRA, Bk B,

5 Angie PRO HARLINRERMERIIMBIAEFZR £145 Nginx, Nginx Plus, Apache, Envoy. A NGINX
R T ZIr= i (OpenResty. Tengine, Cloudflare) PAK Yandex PR TR,
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AUHEAEHXKIE Angie FIXE, 67, S,

3.1 i&H

XN T Angle FUZEEFIBCE, BafEIl Web RS5as, BRI, DARIE RIS HARARSS &%
ZHREATTH,

3.1.1 BEEXH

Angie i FHET XAECE X, BRANBOLT, 4N angie. conf, HRE --conf-path HESEINAL
B, BHEAT /etc/angie HE T,

FCESCARE R B DA B R SC:

JREAEIXLEE | N2 SMHELWANFE main b R3CH:

events ——EFEALHE
http ~-HTTP fi &

mail —HbFFRE

stream -TCP 1 UDP i

wasm_modules —~-WASM J&1T7H
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user angie; # B 'main’ LT XHH IS
events {

# EHEAENRE

}
http {
# ¥ E T HTTP WELE , B ATA & IR &5
server {
# HTTP E R4 % 1 Wi &
location /one {
# AP 'Jonme' FrkHy URI EE
}
location /two {
# AHU /two! FLWy URI MEE
}
}
server {
# HTTP R %% 2 W E
}
}
stream {
# ¥ T TCP/UDP B E, ®wi A EMURSE &
server {
# TCP EWH4 8 1 HWERE
}
}

NTEHEEER, BATEYAEE angie. conf XM include 165 FIFFE I RESAFHINA :

include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

3.1. i&H
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LY
—fekil, FETY (WEES P ETXHET, BN HR BT PRIERPE LHHEL R

B, AR DIHIIEZ DN ERSH; ERXAMIET, Er PO R T E R S i SR E M
RFHPARIZ B,

BiE
ME &

KANATPAR T (a8 T50 (R k # K) 80k (58 o f1 M) KigE, B, 1024 (F
jﬁf)\ "8k" . "im",

FRIRIBE R CAAZRD, #b, 0h. /N, REERfae, ADINES:

ms ZF)

0

paxi

/K

K

JEl

H (BE%T 30 X)
& (REFT 365 K)

< =2 = QA P B w0

2B ] OB 12 e M B B B S B B BT PRA & K —ME, 128 7B, #1140, "1h 30m"
TEERIFEIN TS "oom" B¢ "5400s" AH[Fl, A ERAMEMMFRENFD, EIURLIEE RS,

HELE I [R] ] ey I RE ARD N B E

B

HBMELH N B —HSEHR, MRESHTME D BB S, NS SEE ke 2
& :

add_header X-MyHeader "foo bar";
add_header X-MyHeader foo\ bar;

R BB EFRESE, HEE#ER 7515, WHAFOHH 5 S5k :

server example.com "sid=server 1"; }

3.1. i&H 6
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RENH

N T AR SEIEE, PINIRSSREIR. map FELME. MIME KBIFIERLEHR, Angie fERHIG
ko TERENFIHREFACEN, Angie WEIXLEMRTRNRERD, DUHALRTF#E R A MR R ERN
BRI RN BCEZE (hash bucket size) o REVK/DNCIMNRANE, HIABEREILE hash
max size S, RKZEIGHRE A NS RIEEIX LS, Blilserver names hash_maz_size
Fserver names hash bucket size F T IRSS 884 FR.

hash bucket size ZEGAIRBHIBAFAT RN T, XRNTFHEm TIASEHEES ERHE R, BbT
WAEVIRIEIER, WIER hash bucket size ST —MNRAFATR/D, MIAESEG 2 A E Y S KN RIRECR 9
P = PNHTIHEMME, 55— DA TSR, K, 58 Angie 8RNIZENN hash maz size BX
hash bucket size, WEFIGEN hash maz sizes

EFNEHEE

TN B E SRR, RTINS R] DUBIBT AL B IR Z A E S Angie HE:

‘$ sudo angie -t && sudo service angie restart

o, ] DAEHTINENRSS, DATEAS A4 AT SRAC BRSO S B Rl E -

‘$ sudo angie -t && sudo service angie reload

3.1.2 jE{THHEH

53 Angie, 1HH systemd IB1TPA F4:

[$ sudo service angie start

e AR BIRE, BT

‘$ sudo angie -t && sudo service angie start

TEHTINEACE

‘$ sudo angie -t && sudo service angie reload

FL Ik Angie:

‘$ sudo service angie stop

LHENG, BT R &R Angic IE1EIBIT:

‘$ curl localhost:80

3.1. i&H 7
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O ik

THERRA K Angie BI1T 75 R RTRER 224875 TA T 5o
Angie H—PNEHBEMZAD TR, THBRATTRBRITAECE, F4EP TERRE, TrEHR TR
THRAEPE, Angie (8 FAE T FAFRIBRIAIRCE R SCRIALEIR S RO A TAEER Z I BCiER, TIE
BRI B RE X, AT MESERCE R EE R, tha] DARSERTH] CPU RLRTECE B 3)H%

(Zjlj'uwo’rke’r [)7'0(165565) o

ERIES

] PAERE SRI%H] Angie. BRUAEILT, TRREAER ID 5 A /run/angie.pid, AJPAFEAL
BINEAE angie.conf FEM pid FEL BB 4, FTHBEFRLUTMES:

TERM, INT PRI

QUIT i Sl

HUP EHINEALE, EHNX ((UEHT FreeBSD Fl Linux), {#HEHAIELEES)
PO TAEBERR, (oAt SR IR A TR

USR1 EHT I H &S

USR2 FRRTHIT

WINCH PeHEsh SR PF TAE AR

Al DMEH kill KIXES:

$ sudo kill -QUIT $(cat /run/angie.pid)

AT ] DMERE S, REEEN, XHNESH:

TERM, INT RIS ]

QUIT AR 2]

USR1 BT HEX

WINCH AT ELIE (FEBRdebug points)
BXEE

N Tk Angie ERTIREPCE M, A FHEBRLIX qup 755, EHEEEREBENAHME, AE2RK
NAHTECE, RASHTE S EITE R T, GERN A BRI, TR IR E SO+ S
MIABCEIBIT, WIRN AT, TR TR, FFRAN TERRELIXHEE, ZRefit
e ST, [HA TAE RGP BN IR IR T B I AR SN A & P R IS5 . TEATE & P AR S5 5k
JG, IHE TR KM,

Angie IREFFNHRIALEEML, LRCSERS SE RGN 1 16, IXER s fIXECE =
By, AR R

3.1. #&H 8
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$ sudo angie

$ ps aux | grep angie

angie: master process v1.8.3 #1 [angie]

angie: worker process #1

PR EHMEALE G LR AELIRER), Angie K HRKEHACE RN A RS -

$ sudo kill -HUP $(cat /run/angie.pid)

$ ps aux | grep angie

angie: master process v1.8.3 #2 [angie]

angie: worker process #2

QUERATARDR B JERTAE R TAEEREARSE1T, e PRZRTATIAL:

$ ps aux | grep angie

angie: worker process #1

angie: worker process #2

O ik
FEREA NS S “HEmS" RiE; Angle BT LR H A EFIESHHERS

®IRBFXH

BRI H S, EcEmA . R, MEMRLR Uk (75, EHBRSENTITSaIrE I8

B, FREMBCS TEMRBITHARRSUR . BENEFTIT SRR, EHEXAETTTH
S, B TR EFH T eI BES . TR TSI L RIS A, 4528, 1H
P& PR DVARIEI TGSt I I LV

BNES BTAT SCHFFH 4R

BIRIARSS AR AT AT, BB RIBR AT AT X, ARG, MEERLIX usR2 155, Tt
M EY AT EMA N AR ID B XE, #H .oldbin 548, HI41 /usr/local/angie/logs/
angie.pid.oldbin, RJGEFHTRIHATSCH:, BHYRTHAT XA’ S ST TAE R,

HER, HEBEASIXRMHREIERY, FHAIEBRDEREH TSR WRTE) . mFHa
PUT ST ARSI T, AT DRI R 2 —:

o [AIAFHBRLIX HUP (755, IXRFEHH TAEER, MIAHFENIRILE, A5, ErTDOEE mH
FEHRERIE QUIT (75RO SCHIFTE BT,

o AT EMRLIE TERM (55, ERMET/ERZRNEE, ZRENZANRE, RA EfHEAR
B, IERE KILL 55 DARHNRH, g EHERREN, A EHRR B 38 s i TR,

3.1. i&H 9
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NS EMRRR Y, IHERER M SRR AR ID B . oldbin /A%,
QUERTHERRLE, TAIHERRELIE QUIT (55, RAEFIEER R,

TR

-h, -7 BoRan ATSEE, RIFIRH.

--build-env BAEIERRHBIER, REIRE,

—c file 5H file fENBCESCHF, TARZENIAL S

-e file EH file fENBRRH S, MR . FRME stderr FREIRETE IR

-g directives

-m, -M

-p prefix

-q
-s signal

o

MR &AM B4 5 BE B f5 4, Bl 40: angie -g "pid /var/run/angie.pid;
worker_processes “sysctl -n hw.ncpu” ;"o

TRNE (-n) SNERINE (M) EHEFIER, RERE,

fE67E angie M prefiz B812 (ARSSEXHFFTTEREH % ; BRINZ /usr/local/angie/
Do

RTERE -t B -T N RERER,; SNAHITEMHRIE,

M FEHFELIEE S, B stop. quit. reopen, reload %%,

AR B, AJEIRH. Angie M ERCE IEIEI T G S A E R 2RI LA
XfFo

5 -t MHE, BEEBEUSEETRIINATA XA, R E b IR
o

TR Angie iRAR, ASFIRH,

TR Angie iR, miRSIRAMEHN WESE, AERH,

3.1.3 &#&. ). HK. BE

EEHEALIEHL

Angie SXFFZMIERICELTT TR, RrE 7T IRAT AT PEBGR TR BRI BT & fESR 2 M AR -6 L, Angie
WH = BANERRAMITTR. A, WERFEE, w]DAER use TEIMNERERE BT,

DA AT RS AL BT T4

3.1. #&H
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Hik Py

select —MARMETT IR, FERAESMITIENTE L, XHRRE B E, "] UEH
-—-with-select_module il —-—without-select_module Ao TR s il o FH s 22 R ot
TRELEIFTEE

poll —MERHETT IR, FEIRAE&MOTIEN TG L, XRERX AEE, B ER
--with-poll_module Al --without-poll_module FJEEIZEIR Mo FH 5 AR FH (HeABE B
AR,

kqueue —H7E FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 1 macOS LRI FRIERT o

epoll —R7E Linux 2.6+ EATAHRERTTE,

/dev/poll  —AMfE Solaris 7 11/99+. HP/UX 11.22+ (eventport), IRIX 6.5.15+ Fl Tru64 UNIX
5.1A+ BRI IR %

eventport  FE 3% 0 FIETE Solaris 104+ ERJH, (HFEHAE, FWFH /dev/poll Fiiks)

HTTP i&FRab3E

HTTP ERET —RIIME, SN EBRIITRE AR,

Post-read

HIaHT Bl TEREBTBA M Reall P BB,

Server-rewrite  {EUCBTERACTE server R ({HTE location HZAN) B XH Rewrite FEHLIES,

Find-config

Rewrite

Post-rewrite

Preaccess
Access
Post-access
Precontent

Content

Log

—RERFT B, MRAEIER URI &% locations

KT Server-rewrite B, HMNHTEL—1HEBIEEEH location HLHITE X
B rewrite LM,

—NREMER, WIRAE Rewrite BMERHEER T URL, NIEKHEEMEIHNE,
UN7E Find-config [TEL,

T’fljﬁtmfﬁ, FritE Angie WL Limit Req EM eI EREF,

R UER Pl KA ER, 1@ @IS AR Angie BN Auth Basico
—/MRIRITEL, SbE satisfy any 5%

TEHMEL, PREFEBIES MWty files Flmarror TEMFEA TR,

TEEAELLH BERARN, 2 MR Angie BEEUE I BEM EATHI R, &
fhIndexo proxy pass. fastcgi pass. wwsgi_pass. scgi_pass Fgrpc_pass FEZH
TR AR AL T,

SEHRE AR A A, BEIEA—NMER R T,

REMER, PUTIERBEILSR, BT, RA Log BHAE I B AL HAE
TR HE,

3.1. #&H
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TCP/UDP &iE4hiE

KEE A TCP/UDP RIGEE—RIIME, S BITRIE SRR :

Post-accept R PR e BRI B TELLR ERVAFH ReallP 5EER,

Pre-access G2 5 RIABR 25 T B FE LT BRI FH Set AR,
Access 1E PR B AL R 2 R BRI 2 P o 5 (R B B . TEERT BR IR Access B,
SSL PUT TLS/SSL & IEMIKT B, TELERTEZVEFH SSL AP,
Preread RRIEBHEF T N preread buffer BIMMEL, PATRVFRELANSSL Preread TEALTEHT
IHTEARE
Content —PNRFTIEE, BRI LFRACE, EE R Return B DA Ui & X0 B
FEHM I prozy  pass T82
Log OSRGOS R T B, TELEITERVAH Log FEEL,
LhFRiER
E IR F 285k E
&Y, ERETEBRIARSS A B RS, S8JG AT ATETE SRACTRRY DA R BRI E AR S5 a4 FR, BB

#2555 Asic BRI RE

£ SSL #2FI, M8 SNI {2 aiHiE.
TECFRE RTT 2 5o
TEALFE Host SKFEEZ )G

QUERAEMCERIE SRATEL Host kP BLZ G RIENRFTSRAR, Angie Rl FRIE IR d544 775,
FEIXLEM BRI — BB, AIRES N AR SlcE., B, FLEfRSMIEEIEE:

{Essl_protocols FELHITEIT, PHXFIFRE OpenSSL FELEARSS 25BC EARYE SNI I RAYE PR H <
AT E. Kitt, PN OCNERIARSS s

client__header buffer size Mlmerge slashes TR ERBUERITZ BTN H, KHitt, XEFESELMH
FERAIRSS Al E, ZAEH SNI EERIARSS ARl &,

T & B O Ok kL T B B, dgnore invalid headers. large_client header buffers
Flunderscores in_ headers f85BIIE T, RS EEEILERTE R TIRIEIE KITE Host
S BT T R

B 5 Me) 7 {0 FH 2 BT AL TR SR AR S5 88 T errorpage $RA0HE,

3.1.

& 12
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BT 2R E AR 5528

Angie B CHEM MRS 8 NV ACERIE R, BE— M RAVECE, HAFrE =PRSS a YT 80 I :

server {

listen 80;

server_name example.org www.example.org;

# ...
}
server {
listen 80;
server_name example.net www.example.net;
# oL
}
server {
listen 80;
server_name example.com Www.example.com;
# oL
}

FEMECES, Angie (UHRE Host KB MR MRSS 8 N ACERIE K, AR ISk BAVE S (E MRS #e44
FRAPEECEIE R AR ST B, Angie RiIE KBS B 2t I RIBOAIRSS 88, £ LIRBCE A, BINRS 4
BHE I —IX2 Angie E’Jﬁ‘\@%ﬁi)\ﬁ?ﬂo ER] DA listen EFET/?\':F'E"J default_server ST e T
ARG5S AR ERIN -

server {

listen 80 default_server;
server_name example.net www.example.net;

# ...

O =ik
HER, AR SZRTERTIENE, MARRSSRARIEE.

3.1. i&H 13
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EFr{L 2R

EFrfbI% (IDNs) NAEserver name F82HH ASCII (Punycode) FRiR:

server {

listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; #
#

Bh LT R GE SLAR 3528 S FRAG IR K

GIRARLAVFRA Host SKTBIATIER, AIPUE X —NHTEFILIERARSS 95

server {

listen 80;
server_name ""

return 444;

J

B BT, IRSBEINEBENTSFRE, X57%FE Host LFEMIERITH, RJ5IREl— MR ITAERR
WERRY 444, BREHIERE,

SEETEWRHET P BIENIIRS5ES

IERNEE P EE R E, Hrh— LR LIRSS as WA [ B ik -

server {

listen 192.168.1.1:80;

sServer_name example .0rg www. example .org;

#
}
server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#
}
server {

listen 192.168.1.2:80;

3.1. i&H 14
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server_name example.com Www.example.com;

#

TEMBECE Y, Angie B CMIIERD IP HlEANN 5 server B0 listen §

FTUERC, RIS SR

Host L FEX S UL IP itk Fnus 8 server e server name 25 HIHATUCHL, WRAIKRFIARSS 24K, 1E
SREHEIARS S0, a0, WERIYIEK www. example. com TEUf I 192.168.1.1:80 K H 1% L HIER

INIRSS AR —BNEE — M RSS 88— KN www . example . com ARTEIURTE o

GIRTATIA, BRINIRSS g2 Wi R TE, AT PO B9 8 SCAS R BRI IR 55 s -

server {

listen 192.168.1.1:80;

server_name example.org www.example.org;

#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com www.example.com;
#

}

EEUE

ZE—NRAN PHP WubiiCE :

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

3.1. #&H
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location ~* \.(gifljpglpng)$ {

expires 30d;

location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fast cgi_script_name;

include fastcgi_params;

Angie BRI RATFHFRBSL LI REARNATZE location, MAEBMNINFILIT, £ LR EH,
ME—HIRTSRAL BR location /, EVLELEMNEXR, HRENRFITEMEM, A5, Angie fZACE XM
PP R G R TERIA S AL, 55— D ITECRIRIATUYSE LR, Angie ¥ H1% location,
QUSRI A IEMIFRIAITACIE R, Angie R Z BHKEIRTR BAARTATE 1location,

O #ik
A KRR ENRATE RATHY URL #90, NESE XRE AT ARG U6 E 2 1 5145
2%, BIn:

+ /index.php?user=john&page=1

+ /index.php?page=1&user=john

HAh, ERFAFEATREESERMENSEC

e /index.php?page=1&something+else&user=john

MAEILBATE B LA E P AT BRIE K -

o 1EHK /logo.gif EFCULELHISR location /, ARIGPEECIENIFRIAN | (gif | jpglpng)$o HIt, ©H
JaE B, FHIES root /data/www, EKRMETEISCHF /data/www/logo.gif, IR I%E
458 F i

o 153K /index.php W SEILALATEE Llocation /, AAGVLACIENIZRIAIX | (php) $. K, BEHGEME
REFE, 15 SR BAE LR YEWT Llocalhost : 9000 Y FastCGI ARG5S 88, fastcgi param F52 ¥ FastCGL 244
SCRIPT_FILENAME % B} /data/www/index.php, FastCGI ARES#- I T XM ZE & Sdocument  root
WEN root FEMIME, L& Sfastegi script_name ENTENR URI, B /index.phpo

e 13K /about.html {XPCECHTSE location /, KIFEMAI B, HHIES root /data/www, 1H
SRS RIS AE /data/www/about . html, FRE SRR IELA R F o

ROFRTESR / "B A E L. BAXICE RS “location /, KRIULFEMNI B, inder FELREIRIBEESEL
1 root /data/www FERMIAERG [ XIFITFIE, WX /data/www/index . html NFEFEHAF /data/
www/index.php 1F1E, ZIELSHITHERE EMF /index.php, Angie FHERNE, (ifhiERZHES

3.1. i&H 16
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Ui AR, QARTATIA, BEEAMTERRZ R H FastCGI RS5 AR,

REBFIGHHE

ZE Angie fENMERSS a2 — M UM, HiAtH, Angie SWOENR, RelTAZ2IREIRS %,
R ERK IR LRSS ARAINAR, R R A I A28 7 i

— A B AREE AR 5 -

server {

location / {

proxy_pass http://backend:8080;
}

ProxYy__pass =R (=R Angie KR P ImTE RGBS G H backend:8080 RIHARSS#F) o B FZEIAN
) directives A] T 3HE— P ECE LTS,

FastCGIl ¢

Angie ] DUH TR HENSITAAAESRMGIZIES (W1 PHP) Y FastCGI R3S &%,

5 FastCGI RS % — il TIEMIRIEARN Angie BECEW NAE fastcgi pass TR T A B prozy pass 16
& A fastegi param FEDRBERIEL FastCCGl RFZ RIS, RIX FastCGl RS a8 AlidE it
localhost:9000 ¥jAl, 7€ PHP ', SCRIPT_FILENAME Z%{H THaEM A&, QUERY_STRING &%)
RATEIBERSE, SERIEEWNT:

server {
location / {
fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;
}

location ~ \.(gifljpglpng)$ {

root /data/images;

HECEIRE T — RS eR, #Id FastCGI WK FRERS RIS Z AN 1 K E7E Llocalhost:9000
LIRSS 2%

3.1. i&H 17
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WebSocket {tIE

ZIM HTTP/1.1 FEiEHES] WebSocket, f#H HTTP/1.1 HalHE Fr ) MLl

A, REE DR AL: BT Upgrade Ski2—4 BEEL, EARNEIREEEIRERS &, T
IEFRE, &5 A] A CONNECT 75 I RAUREE A, 77 iRAE M T Rm AR, Kb P AR
TR AR 4, I B EZAEREEARSS a4 LA TRIRAC B,

Angie SCIL T —MURFIRAUIRIERT, AVFEZ P ImMRERR S5 48 Z AL REIE, W RAERSS 43R [F1R
1 101 (HRXYIR) RmaR, JFHZ P imisid iE kP vpgrade SKIER BT,

GnmipTIA, BBk, tIfh Upgrade fll Connection, FRMEFmnfe B EIIRARSS &, KL, Jy 7
MRS58 T fifss P om A S 5] WebSocket FMY, XS R AL :

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

}

G AR RBITER TAE MR ERRSS B AYIE K H Connection Sk BXHYMELANAIERM T2 F uifi 18 sk Sk A
Upgrade FEXHUFFAE:

http {

map $http_upgrade $connection_upgrade {

default upgrade;

' close;
}
server {
location /chat/ {
proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
}
}

}

BOIAEIL Y, REIRSAE 60 HPINIA T IEIE, B KM, ATCARE- prozy read _timeout
MANIAENY . B, W] DAL B ACEARSS 832 I 0E WebSocket ping M DA BN H AR A& FUZ A1)
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ASEE

T
522 B SCIEA T IR — My A OEOR,  DMREERIRAA, RALGHE, AR, JF
WA E,

Angie FJDURPERRA) HTTP E ey, HmESEEIZ DN RS 4, MIMHEm Web NP
PERE. ATV LRI AT S

fEH Angie JEAT RIS MR B AT S ACE AT RELH R AR

http {
upstream myappl {
server srvl.example.com;

server srv2.example.com;

server srv3.example.com;

}
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

J

£ EiRRpIs, = MEFRINFHSEIE srvt 2l srv3 BIafT, HREE A IERIEMECER, BRI
W), HASRER B EHIHIERE . weight. least conn Flip  hash. Angie HFY R AR SZEIE ST R A
(EHa)) ARSS AR E,, XIS E upstream L NSXH W server LPER maz_ fails ®fail_timeout &
LHATELE,

BEILR

0 #&ik
BRTIXBEHIHAIETIN, ] PAS H debugging logo

Syslog

error_log Mlaccess log F&2XFFILHKE sysloge ANSEH THELEICRKE syslog:
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server=address

facility=string

severity=string

163 syslog RSFasfHsl, Huhitn] DUZISA4ER IP sk, w7 alidesm [, BE2
£ "unix:" BISYETEER) UNIX BER TR, MRAREEmH, MR UDP
Uil 514, QUER—DERAMENT N Z A TP fuk,  WIEEF S — gt st

WE syslog HEM facility, 41 RFC 3164 HE X, AIREM facilities ffE:
"kern", "user". "mail". "daemon"\ "auth", "intern"\ "lpr". "news"\ "uucp".
"clock", "authpriv", "ftp". "ntp". "audit". "alert". "cron". "localO".
."local7", BAINMESZE "local7",

TE M access_log B syslog HEMIEIG, 41 RFC 3164 HEEMN, RFIRERIE
567'7'07'_109 FELME =N () HHE, BUAMER "info", FHIRIHEM™
HYEH Angie HIE, EMTEerror log $82H 2R IHLSEL

tag=string WH syslog HEMIRE, ERIMRZEZ "angies
nohostname BERAE syslog {HESKHERNN hostname FEX,
il syslog B E :

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;

access_log syslog:server=[2001:db8::1]:12345,facility=1local7,tag=angie,severity=info combined;

O ik

NBIIETZI, syslog 4% HEMIREAEE —X,

3.2 &35l, &%

XEHER A TN BRI SEEE, BENNEERG, DESHRELHESR,

3.2.1 HEEHR

AIEFHIART Angie FINERSL, $REETECERG], FIH TEMNVIESMZSE, UAANELZE,

D EIR

PR T RS SR AR RV A AT REMBCETE <, FHCECRIESS, PINER TIEHE, iE
IR DU AL PR NRYIERANTE R, BRRRE AR, IR HEIER DA RS2 HI AR S5 &%

TTNHIKBETE S,

3.2. &5l &%
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B E B

user wWww WwWw,

worker_processes 2;

error_log /var/log/error.log info;

events {

use kqueue; worker_connections 2048;

Y

accept_mutex

Bk accept_mutex on | off;
2KIA accept_mutex off;
EFx events

2 accept_mutex JAMIN, TAEMRRHRIRESZHNER, ERAMIRENEIT, i LB
EATHTERE, X ATRE S EEFTIERE B BRI R ST IR E

0 #i

1% EPOLLEXCLUSIVE ﬁﬁfxﬂ’ﬂ%gfﬁi, & reuseport EFE/%HTJ', BEEH accept_mutex,

accept_mutex__delay

Bk accept_mutex_delay Mf[H];
A accept_mutex_delay 500ms;
L% events

ﬁﬂ%acccpt mutex Eﬁﬁ, ﬁt?‘éé?ﬁil{’ﬁiﬁﬁﬁ%*/I\I{’Fiﬁﬂaﬁ&iﬁ%ﬁi@%ﬁi YR BB ST IE R
BRI T
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daemon
% daemon on | off;
2N daemon on;
LT main

FE Angie B NIZEN P HARIZIT, XEEAET AR -,

debug__connection

[E27S debug_connection ik | CIDR | unix:;
EINN =
R events

NRE R P imERE B AR H S, HAERRE - error log 18BN HES N, R LOET IPv4 B¢
IPv6 ik, M FHBIEEERE, N THH UNIX SERTERE, EEH wix: SEERHERKH

—+=
/Lo

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

O HE
RNTHEFELHENR, Angie M LA debugging log BT ATEE,

debug__points

7237 debug_points abort | stop;
EUN —
X main
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%%9%?ﬁﬁo%E$W%%EN}%mfiﬁﬁﬁiﬁﬁﬁﬁéﬁﬁiﬂﬁ JEH debug_points Kf
BIEAZL M (abort) BUF LR (stop), DAMEMEHRGIRIASSHITIE — 707,

env
Bk env L& [= fH];
2KIA env TZ;
L% main

BIAEILT, Angie MIPRMEACHBYRRIFAAINGEZ R, FRT Tz 28, ML RVFERE —LE40RE
W, BUOHE, SRR R,

IXLEA T
o HATSCHRRISEI T AR
o WiPerl BEHLE
o AT AERERZ(E

THIER, uﬁﬁﬁfﬁﬂ%%ﬁT%#$E%ﬁﬁ,H%ﬁﬁﬁﬂﬁ@ﬁ%%@ﬁéxg,ﬁ@%kﬁ
ARG AERZ A, TZ ZLRIGEPAMATF Al Perl BEEEM, BRARBIRRE SO HAL,

a1

env MALLOC_OPTIONS;
env PERL5SLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_CERTS=1;

O w#ik
ANGIE FABEARBTE Angie NEREER], PN EZIRE,

error__log
Bk error_log Xff [4l];
LN error_log logs/error.log error; (BEIZHNIRT --error-log-path FJELEIN)
X main, http, mail, stream, server, location

FCE H&EIdx, AFEHRNECESAIEEZ N HE, WNRAE nain BLESHIRAME X HEXFE, N
BRI

BNSEEEEFMHERN XM, FiRME stderr EHAREF IR, ZHCE HELRE syslog, EREH
"syslog:" Bk ZICHKEWEINNAFEIMNIX, EMHH "memory: " BIZFIREM X A/]; IXiEH H T,
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FoANSEBEHEYG, nLUZLARZ—: debug, info. notice, warn, error. crit, alert B{ emerg,

XL E SRS % B H SRR SR S e s R TH R

wE HIRRIL 5

debug debug. info. notice. warn. error. crit. alert. emerg
info info. notice. warn. error. crit. alert. emerg
notice notice, warn, error, crit, alert., emerg

warn warn, error, crit, alert, emerg

error error, crit, alert. emerg

crit crit, alert., emerg

alert alert. emerg

emerg emerg

RBEMIHEZEL, WA error fENERNINHES A,

HE
N TAE debug HAERANERL, Angie 2 LABH debugging log HI75 A,

events
HIL events { ... };
ENN —
R main

TRBERNAE REAC FE 152 AOBC B S B R S

include
I include X1 | #h3;
2RI —
FFx A

ReA— e S5iEe iR X FESEIECEY, SRS R SRR IEMRITE SR,

N IE

include mime.types;

include vhosts/*.conf;

3.2. &5l &%
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load_module

yE load_module Yﬁ:;
EUN -
FFx main

MIEE MBS, WIERTERE T ES(E, WARE —-prefix MEETUEITHERE, ZIGUERSE:

‘$ sudo angie -V

N IE

load_module modules/ngx_mail_module.so;

lock_file
Bk lock_file XfF;
LN lock_file logs/angie.lock; (BRIZENIRT --lock-path FJELIEDN)
P main

Angie FHBUENIHIREM accept muter FFRFIEN HZERNEFERVIR, ERZHAGH, PEHET
BEHTE D, NILiESHAELRTE, AN, RS b, FHBRW lock file ML, HIEBE BT
XA FRATETSR

master__process

7237 master_process on | off;
Ej(l)\ master_process on;
R main

MRS R LIEHRE, I Mt Angle JFRZHEH.

multi_accept

Bk multi_accept on | off;
2RIA multi_accept off;
X events
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on TR RN A2 TR #T i
off TR — IR 52 — DT,
O ik

GURAEM kqueue EEFEACTETTIR, NI BIRNG, FOVERREE T HESREZAERZI SR,

pcre_jit
IBTA pcre_jit on | off;
E /NI pcre_jit off;
ETRx main

JE e A0 BINgRi%” (PCRE JIT) [EMFRER, 1EECE AT AT,
PCRE JIT 0] DASE A 1B N F IR AL PRI

HE

JIT 1£ PCRE J% 8.20 it K A BT H, Bt 2 EA /2 --enable-jit FCEIETAER, 24 Angie
ffifl PCRE & (--with-pcre=) &N, i --with-pcre-jit EWUSH JIT X,

pid
Bk pid X | off;
ERIN pid logs/angie.pid; (BIRHEURT --pid-path FJEEIEIN)
Holi5"4 main

TEERFE Angie EHERE ID B9 SXfF AR TOIER), IXHRHEABTIRK LR, WEN off WIZA
FRZSC A B

0 #i

RAEHECE R BN T AR BEEIRRFZICHT PID XA S8R, Mz EH ol
=8
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ssl__engine
[F22S ssl_engine B
A -
ol main

TR A SSL ANE &R HI A4 R,

thread_pool
Bk thread_pool %#K threads= (& [max_queue= £{&];
2RIN thread_pool default threads=32 max_queue=65536;
kT main

T 2R PRI RS SRR SRS E, ToiH%E TR,
threads ZHHEEMHIVEIEEE,

GUIRPTELRAZERIL, FrESS R RTERSIHERf, max_queue ZEUIRMHIFT DATERAII AP ERFHIESS TR, B

INEULT, BAIIERZ AT AR 65536 MESS. LRSI, HrES5 4 AR5,

timer__resolution

Bk timer_resolution [HIfF;
E /NN —
kX main

1 TAERR A DI 8083, M) gettimeofday () RATAMRMIR, BINEN T, BYEH

PAZFEAER, #XTAM gettimeofday O, ISR, CETESEEHIRIBEAIHH —IX,

A

[t imer_resolution 100ms;

1) B Y PN S S ER R T P (5 R R 75 725
o WNERfH kqueue, W EVFILT_TIMER Jd &S,
o WA cventport, WI{EF timer_create() KL

o TGNER setitimer() PREL,

3.2. &5l &%
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use
ik use Fik;
ENIN —
EFx events

TaE BRI RDER AL EE T3k, W ATEWWEE, BN Angie BUAMEMRAHITTTE,

user
Bk user FHF [4];
LN user <--user build option> <--group build option>;
kT main

TR A AR G3iE2 W ) . mRIGRE THF, fEErHP 2R T4,

worker__aio__requests

181 worker_aio_requests ¥ &;
2RIA worker_aio_requests 32;
TR events

FEfEH aio 5 epoll HEFRACHETTIERS, WE BN TR RKR FESD 1/0 #1E

worker__connections

Bk worker_connections iﬂli;
A worker_connections 512;
ISl 5"4 events

B R TR A] DT RI R AT R IEREL

BER, XMFEEEIER, FlnS5RIEARS SSINER, MAMUCER T IMER, AN, SERRHE
ERECARE B RGN FTHSCHFERIRR, IXFRGIAT CAE- worker rlimitnofile ATYEEE,
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worker__cpu__affinity

[F22S worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

EINN =

R main

K TR EEIRTERN CPU 58, 81 CPU £&5H—MUMIR, FHRAFN CPU, R ED

TR LR &, BOAER TS, TIEERAHER TR ER CPU,
o :

worker_processes 4;

worker_cpu_affinity 0001 0010 0100 1000;

AL B S TR e 2 — D CPU,
[

worker_processes 28

worker_cpu_affinity 0101 1010;

|

XK E D TEEREYES] CPUO #1 CPU2, K N TIE#FE4TES| CPUL #1 CPU3, XML EIE

AL,
RIKE auto VPR LIFERBEIZERFTH CPU:

worker_processes auto;

worker_cpu_affinity auto;

AIE RS SEORT TR AT T B 3h g8 E ) CPU:

worker_cpu_affinity auto 01010101;

O H=H
HFESANAE FreeBSD #1 Linux EAJH,

3.2. &5l &%
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worker__priority

HIX worker_priority #(&;
ENIN worker_priority O;
Hol5"4 main

X TAEHRRAE N, KT nice ML

# 20,

B

T BEEFORE &S, RVFRITERETEE M -20

worker_priority -10;

worker__processes

TBiE worker_processes £{& | auto;
2RIA worker_processes 1;
R main

TE X TR R,

RAEBRRTZRRER, WS CPU RO E, MRS EM BN, WRAE, BT
CPU BuD ¥R R, 18 auto XX H AR TIEHREE,

worker_rlimit__core

Bk worker rlimit_core j(/J‘;
ENIN —
T main

SE R TAEERR AR O SR B KR/ NI BRI (RLIMIT_CORE)o X AVFIEANEEH7 /5 ) AR B L g nBR

iillo

3.2. ®&3|. &%
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worker_rlimit__nofile

Bk worker_rlimit_nofile iﬁlﬁ;
EUN —
X main

SR AR R B KF T S B AIBR ] (RLIMIT_NOFILE), IXAVFAEREHTE ) F RN NN
PRl

worker_shutdown__timeout

[E27S worker _shutdown_timeout IN[H];
ERIA —
ETF main

PO TR LR AN, — B NEEY, Angie KRG TE 8% e R IS 2,

AR M EHBELREQUIT (55 KA, X&EIR T/EMRE I LR ERE, RN RriaiE
e TAEEGREAMTESNE R ERIZER, ARG IER IR, RERETEEIT vorker_shutdown_timeout
AR ST SAREHTIIRA, Angie RFomifill < ANXEEZEHZ DLTE OS], BEAh, KB % P i B RIER AR R
RSN 2/ DFFSE 1ingering_timeout HIH[HE]E M,

working__directory

Bk working_directory H3¥;
ERIA —
o194 main

X TAEERRATS AT LA H %o XREZEMTE AL, R TIE#RaIUEE H R EAH S AR,

HTTP #&k
gl

IR i TP bk s 4 IR S5 A B IRAT T Al & Fe i e P el AR R ERY TP, TP YU R
UNIX SUERT, DA RRHIS 03k . FH R SRR XA 1 P R 5 22 e

Vi laee] DUEI# A Auth Basic BRPVERGELEET Auth Request FEHLI) 118 K& SRHATRRH, ZE[RIH R
AR RS RS, TS satisfy F82
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=3t

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

J

KRR IR TG, B2 2 VCECI, 76 HoRElH, AR F A IPv4 4% 10.1.1.0/16 1 192.168.1.0/24,
HERREFE il 192.168.1.1, PAK IPv6 4% 2001:0db8: : /32, UM, HRIFHH Geo FRELH]

=N
A,

B2

allow

TBiE allow address | CIDR | unix: | all;
ERIA —
R http, server, location, limit_ except

FRVFAHEE N s ML YT IA], FRPPRME a1l FRORPTE R 1P,
Added in version 1.5.1: %8R (E unix: SREFAEM UNIX BEZFZIE,

deny
=275 deny address | CIDR | unix: | all;
EONIN —
X http, server, location, limit except

X5 E P ZE s E TR, RERME all FRFTE R 1P,
Added in version 1.5.1: FFR(E unix: FE4XHEM UNIX BEZFEIE,
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ACME

RER ACME P #Y B SNIEP IR RE,

4 MNIRAHATRER, BOANSARIEER; FHEEH] --with-http_acme_module MEEIIEH,
fEREH B ERE ST, RREUSEEES,

TERC B R FE BRI 3

1. X —A ACME &JFifE http BH, Hacme  client 1521 E —ME—IE P 544 FRA1HE A%
i, nIPARCEZ 1S ACME & i,

2. R B RIEBIIEA: HNTE server HH server name F8F| ARG ML BBMES, A1
TEIXEEW P acme F82 5 T A ACME & ¥,

3. Wi ACME B8R @i C/EF 80 uin LTI, ARPLRHACBIHRER 7>, HAll, Angie (EHRFET
HTTP BATHISARIE, XTREMBKEIERAYIE (CA) BIREKIER, o8 ACME Bk,

4. MEAIWARIEIE-BMEHRCE SSL: B HIEBMEAE NN EL F 28, ErIDIEICE Pl
FIENRES S ssl certificate Mssl_certificate keyo

LI

B HMUE B PEM %0t f2E7EH --http-acme-client-path ZHIXEITH R NN FH
s

$ 1s /var/lib/angie/acme/example/

account.key certificate.pem private.key

ACME BFUiHRES CA RFSMIIKF . AT OIRFERKE, FPmENBAEY (account . key);
RMARIE, RERINAEEH, K5, & umtdHeERS s BER—MKP,

O ik
MREEHBAM S EH, EBERIIRTRERE T B R AR,

ACME &Pt 4eir — N EH®H (private.key) A TIEREAIE R (CSR); WRFE, HIEHEHA
WETE RN B30I,

RN, BFUIER—MES QRARRS), WHEHNFTEEREE I ZIE CSR 2 CA IRF5E.
k55 aEE HTTP b rERGFMAIES, B IMEAMEE (certificate. pem)o

HUERBRL I RISATSIRZ IR EALN, FFmREBHRKIES —1 CSR #| CA Ij554s. FHR, RS
FRICIEFT A BOFMUARIES, & EAMZSE, B LRTRIIES,
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B E B

XH, — PN example 1 ACME &S P example. com Fl www.example. com 344, IEF5 M HEEH
BRI & Sacme cert  <name> FlSacme cert _key <name> ZE. CANIEESBIXXHNE, K
R T ssl certificate Fissl_certificate key:

http {

resolver 127.0.0.53; # 'acme_client'i54 F E

acme_client example https://acme-v02.api.letsencrypt.org/directory;

server {

listen

listen

server_name

acme

ssl_certificate

80; # AUHAAEF MRS BRF,
# A A3 4 B R
# 5 E A

443 ssl;

example.com www.example.com;

example;

$acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

QUATATIE, 80 ¥ HAHUT IR PAEAZIET HTTP i) ACME $kfk. 2Am, a1 EFIFTR, listen $55A]RE
BUAE BRI server SR QIR IXFEIBRAFLE, AEEL S AT UREHT I BRERFI DA UL ACME Bk

server {

listen 80;

return 444; # LW N, W K A

N LIX2RVER? BRTERBCLER G, BAEEER R IRSS 88 Z BIBUL Ml rewrite Flocation WAL HE
Z i, $LEIER /.well-known/acme-challenge/<TOKEN>, U5 TOKEN S5He@ PkELAOTSADCAL, M4t
PR EOE R, A LRI EFRYIRIRAE; 5K BB 2008,
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EiAd

acme
Syntaz acme name;
Default —
Context server

MNFIESIHacme  client 7 name Wserver YeB server name T8 TEERITE R, BIRGHENUE
F5; WIS server_name BCEHEI, UERE 8B AR LEE Y,

BIR Angie BB, WA BDEROEREAERIES, ATREMERAUSIERCEN, XhFE%
AR E, IEHECE R A AR,

A TR
LHT, ASCFRHER ENRIEIEE RS, X5,
JERCRTIANAE challenge=dns B T acme_client M523 FF,

IR A PLZ ke e UINECAN FIZERUATIESS, fil40, RSA F1 ECDSA:

server {

listen 443 ssl;

Server_name exa.mple .Com WWw. example .com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;

acme ecdsa;
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acme__client

Syntax acme_client name uri [enabled=on | off| [key_type=type] [key_bits=number]

[email=email] [renew_before_expiry=time| [retry_after_error=off|time];

Default —

Context http

TE2RIEEINE L —ME—# ACME & Ui name, BN XIFEFAERL, HEPINRX D KNG,

BREHZEUE ACME B wrio HI40, 1EFRATINE ACME H3RAY URL Y/t o4 https://acme-v02.

api.letsencrypt.org/directory,

N T A AERR, DAHERF L N XHELE resolvers

0 #i

HTFMAE B, IEBBUIEE R TR SRR MIAIAEE, Flan, IERATNE ML HRI8 https:

//acme-staging-v02.api.letsencrypt.org/directory,

enabled

key_type
key_bits

email

max_cert_size

renew_before_exp

retry_after_erro

JAREEERZ P IXARAH, Blan, BN EERR b AR HECE R ER,
ZRIN: ono

IERRRAHETERE, AE: rsa, ecdsas

BRIN: ecdsas

WEHBHNEL BRIN: ecdsa N 256, rsa A 2048,

T R R AT IR B TR Al E CA IRSS a8 L QIEMK - INEA

FEERTUEB SRR AR AR (AN ERAL), DR e B IR
A, HREBZ, FENZEEZ,

WMREINEFEIEBEREA/NEL nax_cert_size HEH, M| max_cert_size
{ES 358 hn CAPCECEEA TE 35 SRR /N

MR BEHIIEB AN max_cert_size, NEFCKRMIFHREE,

RN 8192,

UEBEIHARTAIIT[A], 78 M (A] s AR UE 15 53,

ERIN: 30do

TETCEIRBOE BN EIAN (A, WERIZEDN off, KU ARTERMGEHIXIKE
UEH,

ZRIN: 2h,

3.2. &5l &%

36


https://letsencrypt.org/getting-started/
https://acme-v02.api.letsencrypt.org/directory
https://acme-v02.api.letsencrypt.org/directory
https://letsencrypt.org/docs/staging-environment/
https://acme-staging-v02.api.letsencrypt.org/directory
https://acme-staging-v02.api.letsencrypt.org/directory

web
*server
FPiErM, 4 1.8.3

acme__client__path

Syntax acme_client_path path;
Default —
Context http

o T AEIE BRI SAR HRE path, TEFIERS A --http-acme-client-path MELIETFEE,

acme_dns_port

Bk acme_dns_port ?5(?,
EINE acme_dns_port 53;
kX http

WEEHLH TR E ACME JRSS#510 DNS &I, U0 -SA47E 1 2] 65535 Z A, BH 1024
BRI S, Angie DA PAELL P APRIZ T,

acme__hook

i acme_hook Z4FK;
FINE -
R location

FEE 1 SRATEHR R R SN R R P location, ZFRA THRIRAHRA) ACME % F Ui,

MEZE

el

$acme_cert_<name>

HIE name BIZ SRS RIG— MEBXH QRE) HNE,

$acme_cert_key_<name>

I name B ImAE B AIER B A RN,

O HE
EBAAE ACME B UERIGED—MEBERTH, MEHXHERENEZEA H,
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Bt o4tk

PR — NS TR, AT RN Z TR JE AR,

Y )‘A(ﬁfﬁ@*@@ﬁq‘, BN, iR --with-http_addition_module TR )T
Jﬂo

R E BN EENUMBGRT, REREESEEET,

=3t

location / {
add_before_body /before_action;

add_after_body /after_action;

B

add__before_body

[E2FS add_before_body uri;
LN —
R http, server, location

FEMA A 2 AT ANAC BRZE E 16 KIR I SCA, SEOyS AT (1) MIEREAER B S Al BRI H
il

add__after__body

Bk add_after_body uri;
EINME —
ETFX http, server, location

FEMA R AR Z JE S INAEBRER 78 T SKIR M SCAR . S RO FRFER () TIEH AR B SERTHC B P
I8
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addition__types

[F22S addition_types mime-type ...;
ERINME addition_types text/html;
Hol5"4 http, server, location

FAVFERATEE MIME BRI AR ERIISCA, BR T "text/html” Z4b, RR(E"*” PEACEST MIME 28

i,

API

ZHEPR AL T HTTP RESTful #1H, Pl JSON &5 FA K Web RS ayLBIREAG R, PAE F i
R, EANFEXIE, DNS &, HTTP &K, HTTP M SAF, it i TCP/UDP <&, FIRRH
VERE | PRMIERE | FRETER ARl BLEA X IEITERR,

API $%% GET #1 HEAD HTTP 1K, HMERGESSHEER:

{
"error": "MethodNotAllowed",

"description": "iF K HAPILE\"/\"R A ¥ F FPOSTH &, "

Angie PRO API H—" ref: ZIELE <api_config>, TRVFEAEFMEACE S EE Angie R EIVIHM
TEHE; B, EIHRHE R E R,

Directives

api
BiE api path;
A —
EFx location

f£ location HHH HTTP RESTful £,
path ST, HITIETREMUT alias $5%, BIEHT API K, AR XHRABIRGEN,
TEAEE MRS BN -

location /stats/ {

api /status/http/server_zones/;
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HRYERIZALE /stats/ VEECHTIE R URI S8 K 1d6 2 S8 HIIE 12 /status/http/server_zones/
B, Blan, XNTIEK /stats/foo/, ¥ Vilal:samp:/status/http/server _zones/foo/ AP1 TLZ,

R DMEHZE R api /status/$module/server _zones/$name/, FHH6A] DA IE N ZRIE AL B NS
E

location ~~/api/([~/1+)/(.%)$ {
api /status/http/$1_zones/$2;

EXE, KT alias, ZEEX T E| API JTENTERERRIZ, HlaN, M /api/location/bar/data/ ¥4IH
FEA R B E:

$1 = "location"

$2 "bar/data/"

X SEIRES RN /status/http/location_zones/bar/data API &K,

O #ik
£ Angie PRO H, fEAIDAKENASHLE AP 5 RMY ARSI AT ZRGR APT fR#E:

location /config/ {

api /config/;

location /status/ {

api /status/;

SRR, EHTHEWECE APT TRBIR, Hlan:

location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

e

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";

auth_basic_user_file conf/htpasswd;
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api_config_files

HIX api_config files on | off;
A off
Hol5"4 location

JEHEEEH config_files WM&, ZONRAIH AT RS S LOIMEBAIFTA Angie BCEXFRINE, £/
status/angie/ API #877. BIAN, A CANECE

location /status/ {
api /status/;

api_config_files 3

X /status/angie/ HIE R RLAIREI DL FASA:

{
"version":"1.8.3",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-02T12:58:39.789Z",
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

BOIAEI T, ZNFREEAN, ROUBCE I REE SR NS RIS R

iR

Angie TE API [ /status/ B0 AFHERTE TR, 0] DUBIEE AHM I 1ocation HATTA], 52
217[A]

location /status/ {

api /status/;

TVIIE], UNRTATIE:

location /stats/ {

api /status/http/server_zones/;
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BB E

BiE T location /status/.resolver .http upstream.http server .location.cache.limit_conn

Ml limit_req XIH:

http {

resolver 127.0.0.53 status_zone=resolver_zone;
proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

server {
server_name www.example.com;

listen 443 ssl;

status_zone http_server_zone;

proxy_cache cache_zone;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
}
location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

M. curl https://www.example.com/status/ BfIREIPAR JSON:

3.2. &5l &%
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JSON tree

"angie": {
"version":"1.8.3",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-02T12:58:39.789Z"
.

"connections": {

"accepted":2257,

"dropped":0,
"active":3,
"idle":1
Po
"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
B
"slots": {
"64": {
"used":1,
"free":63,
"regs":1,
"fails":0
1,
"512": {
"used":1,
"free":7,
"reqs":1,
"fails":0
}
}

},

"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
Fo

"slots": {
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Il64ll: {
"used": 1,
"free":63,
"reqs":74,
"fails":0

}’

"128": {
"used":1,
"free":31,
"reqs":1,
"fails":0

}

}’

"limit_req_zone": {

"pages": {
"used":2,
"free":2542

}7

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0
}J
"128": {
"used":2,
"free":30,
"regs":3,
"fails":0
}
¥
}
}’
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked":4174,
"reuses":0,
"timedout":0,

"failed":0
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}’

"requests": {
"total":4327,
"processing":0,
"discarded":8

})

"responses": {

"200":4305,
"302":12,
"404":4

}5

"data": {
"received":733955,
"sent" :59207757

}

},

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

}5

"responses": {

"200":4157,
"304":1

}J

"data": {
"received":538200,
"sent":177606236

}

1,
"caches": {

"cache_zone": {
"size":0,
"cold":false,
"hit": {

"responses":0,
"bytes":0
1,

3.2
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"stale": {
"responses":0,
"bytes":0

1,

"updating": {
"responses":0,
"bytes":0

1,

"revalidated": {

"responses":0,

"bytes":0

s

"miss": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1,

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,

"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

}

}’

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":0,
"rejected":0,

"exhausted":0

},

"limit_regs": {
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"limit_req_zone": {
"passed" :54816,
"skipped":0,
"delayed":65,
"rejected":26,

"exhausted":0

}’

"upstreams": {
"upstream": {
"peers": {

"192.168.16.4:80": {
"server":"backend.example.com",
"service":"_example._tcp",
"backup":false,
"weight":5,

"state":"up",
"selected": {
"current":2,
"total":232
1,

"max_conns":5,
"responses": {
"200":222,
"302":12
1},

"data": {
"sent":543866,
"received":27349934

}’

"health": {
"fails":0,
"unavailable":O0,

"downtime" :0

},

"sid":"<server_id>"

})

"keepalive":2
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"resolvers": {

"resolver_zone": {

"queries": {

"name" :442,
"srv":2,
"addr":0

}’

"responses": {

"success" :440,

"timedout":1,

"format_error":0,

"server_failure":1,

"not_found":1,

"unimplemented":0,

"refused":1,

"other":0

B> JSON 733 A] DASRSRIE R, HIEAE R AIE SR, Bl :

$ curl https:
curl https:
curl https
curl https
curl https
curl https
curl https:
curl https:
curl https:

//www.

//www.

2/ [www.
2/ /waw .
2/ /www.

2/ /www.

//wuw.
//www .

//www.

example.

example.

example
example
example

example

example.
example.

example.

com/status/angie

com/status/connections

.com/status/slabs
.com/status/slabs/<zone>/slots
.com/status/slabs/<zone>/slots/64
.com/status/http/

com/status/http/server_zones
com/status/http/server_zones/<http_server_zone>

com/status/http/server_zones/<http_server_zone>/ssl

O ik

BOANEOLS, BEEER 1SO 8601 FATERENHINE, ESABREL TN, BEERFFRPERN

date=epoch

S8

1711929599

$ curl https://www.example.com/status/angie/load_time

"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch

3.2. &5l &%

48




*web
server

RFiEf. iR# 1.8.3

R S5E8RE

/status/angie

"version": "1.8.3",

"address": "192.168.16.5",

"generation": 1,

"load_time": "2025-04-02T16:15:43.805Z"

"config_files": {
"/etc/angie/angie.conf": "...",

"/etc/angie/mime.types": "..."

}
}
version TRV IEAEIB1THY Angie Web RSS2 IIIRAS
build FAFER; G E U RFEA AR
address FRFER; 852 API IERMIARSS etk
generation 5, B EXE ORI E EBUE L
load_time FRE\SEE T, RE—REEEFWNE, 8N date; FREEGZEE
i3
config_files XE, HR R ATA 2 A AR SS a5 L BMER) Angie BCESUFRIZEXS EEAZ,
HAER AN ERFREBRROR, Hlan:
{
"/etc/angie/angie.conf": "server {\n 1listen 80;\n # ...\n\n}\n"
}
oA\
config_files XfRAXFE /status/angie/ F] N, 41535 H
T api_config_files 5%
EELBIENR

/status/connections

{
"accepted": 2257,
"dropped": O,
"active": 3,
"idle": 1

}
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accepted
dropped
active
idle

By, B P imiEs S8
By, EEFIEPIRER S
B, UAiTEshr R P e R
Bovss s AR P e REE

£ERNEREIBH slab HEFHER

/status/slabs/<zone>

i slab allocation RFEENEXIBRIERS, Hla0imit conn. limit_req FIHTTP cache:

limit_conn_zone $binary_remote_addr zone=1limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

proxy_cache cache_zone;

TEE AL Z A BRI DA R AL THE R

pages NER; AFRESHER
used Boye; S AR N AF T
free Her s SRR N AR
slots MR BN NINFEEAIHER. slots XREEE RN
KN FEE (A s, 16, 32 %, HFITUE A/NI—F)
used By SRHEE R NI 8 B0
free Her s SRS RN 2 R SR
regs b I L =W NAN NP FE G TSR
fails By REEMECHEE R/ NI ARG Y 2 T
B
{
"pages": {
"used": 2,
"free": 506
i
"slots": {
"64": {
"used": 1,
"free": 63,
"regs": 1,
"fails": O
}
}
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fi##m2% DNS Zif

/status/resolvers/<zone>

BN SR SIHE R, B Eresolver 18 HIXE status_zone ZE (HTTP 1 Stream):

resolver 127.0.0.53 status_zone=resolver_zone;

TR R ZNF BRI DL Rt E R :

queries NE; ERGIHER
name B WA i E I ECR (A F1 AAAA #)
sTv B ATARSS BRI E M EGR (SRV &)
addr ey bR A PR A W ECE (PTR &)
responses ML MR SEHE R
success B e N A R
timedout ¥, ENERNEGE
format_error e maR AR 1 (kR Ame R R =
server_failure B WRARSN 2 (ARSSAS ) F e B £ &
not_found e MARARD 3 (FAFREETR) HME R A
unimplemented e WRARSY 4 GRSSER) BN R £
refused B WRARD Y 5 (TEAR) HYNe R %Y &
other 7 DIHABARZACR e s & i8R
sent N%; KiEH DNS EERITER
a ey, A RAIE RS E
aaaa BF; AAAA RAIEIRNEE
ptr 7, PTR RAEEIEE
sSrv ¥F; SRV RAUEIREE

Ma R fCASAE REC 1035 58 4.1.1 TR,
HAAP DNS I853#288%E RFC 1035, RFC 2782 1 RFC 3596 HHIEZHTAA,

ZNVE

{

"queries": {
"name": 442,
"srv": 2,
"addr": O

Fa

"responses": {
"success": 440,
"timedout": 1,

"format_error": O,
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"server_failure": 1,
"not_found": 1,
"unimplemented": O,
"refused": 1,
"other": 0O

1,

"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,

"ptr": 12

HTTP fR523F0(E

/status/http/server_zones/<zone>

HIEE server EFE*/]?, WBTEserver B R XHIEE status_zone F52:

server {

status_zone server_zone;

LG B SUE AR, IBEHRENIEE ERXE, fahR4shost BE, BDHMENRZXIERE:

{status_zone $host zone=server_zone:5;

TEERHZAF X BRI RSt E R :
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ssl %, SSL S5 R, G server I E I listen ssl;, NIFELE
handshaked B, R SSL BT EEL
reuses ¥, 18 SSL EFHRIEEHAEE
timedout e, EN SSL BT EEL
failed ey RIE SSL BT EEL
requests ME; WERGEHHER
total Ber; B uIE RS
processing 7, HATEE R P A R AL
discarded B R IEME L2 7 Ui 17 SR S8
responses MR, WS HHE R
<code> Bz, IREN <code> (100-599) HIAEZ M i £ &
XXX ey, B RS HEE HAEZ 0 5 4 &
data MR, BHEGHER
received ey I P RO = S
sent Her s RIRENR AT S
il
"ssl": {

"handshaked": 4174,

"reuses": O,
"timedout": O,

"failed": O

"requests": {
"total": 4327,
"processing": 0,
"discarded": 0

3,

"responses": {

"200": 4305,
"302": 6,
"304": 12,
"404": 4
}3
"data": {
"received": 733955,
"sent": 59207757
}
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/status/http/location_zones/<zone>

HUNEE location T8hR, ELElocation BLif in location B B N XHIEZ B status  zone T8

location / {
root /usr/share/angie/html;
status_zone location_zone;
if ($request_uri ~* "~ /condition") {
# ...

status_zone if_location_zone;

J

TG 8 AERHERREAT A, EERFRIEE, EXE, 15hRI%Shost MITRE, BN X
i

status_zone $host zone=server_zone:5; ]

TEE R Z A X IR DA R AL THE R

requests ME; ERGEIHE R
total Boy; &P mE RS
discarded B SERUE R RN L 2 7 i 1 SR ISR
responses WG MRS HHE R
<code> #7; BANRE <code> (100-599) FEZR M B £
XXX B, BA HAMRESIY R 200 B
data NE; BRFIHE R
received By, B PRI S 7
sent By RIRGBE P 71
R
{

"requests": {
"total": 4158,
"discarded": O

}7

"responses": {

"200": 4157,
"304": 1

}1

"data": {

"received": 538200,
"sent": 177606236
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iR 5528

/status/stream/server_zones/<zone>

HUREE server f8bR, TEserver BN XHIRE status zone 182

server {

status_zone server_zone;

T HE BRI T4, 1GHEREMRIEE, EXE, 8L Shost ATRE, SNEHIENMHT XK
e

status_zone $host zone=server_zone:5;

TEE R X IR DA R AL THE R
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ssl
handshaked
reuses
timedout
failed

connections
total
processing
discarded
discarded

sessions
success

invalid

forbidden

internal error

bad_gateway

R ; SSL it EE. W server B | listen ssl; NELE

B, R SSL BT EEL

¥; SSL BT A <16 E S

e, EN SSL BT EEL

B, RIWH SSL BFE5

MR ERFIER

B B e R

B YETEEAERA PR

B, FERERAIESIERZ P iR S5

B RS — W D% P ImiE R R, EH pass 159

NE; KEGITHER

B SERCIRADN 200 MTERE, RRBIITER

B AR 400 NKTERE, Y% mEdE TR 24, flan
PROXY P}k

B SERUIRASN 403 MISIEEGE, M5 RIEEIEN, Flan, 215 RREIT
HLLE2E P ity

By SERRES 500 RIELE, WHRIRSS deb iR

Bov SeRUIRESN 502 THECEE, HIRMSS, BN, ansRociasesiiim

RS AR
service_unavailable #(F; FEACIRESN 503 MIIERE, ARSARTH, fFilan, iR REHIT %R
Bt
data MR BIRSIHHER
received B RIS T4
sent Ber; RIRGE IR ST
zNE
{
"ssl": {
"handshaked": 24,
"reuses": O,
"timedout": O,
"failed": O
i

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

}’

"sessions": {
"success": 24,

"invalid": O,
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"forbidden": O,
"internal_error": O,
"bad_gateway": O,
"service_unavailable": 0O

}7

"data": {
"received": 2762947,
"sent": 53495723

HTTP £%

[proxy_cache cache_zone;

/status/http/caches/<cache>

NFENEE T prozy  cache BXIK, 1EEDLNEUE:

{

"name_zone": {
"size": O,
"cold": false,
"hith: {

"responses": 0,
"bytes": 0
}’

"stale": {
"responses": 0,
"bytes": O

8

"updating": {
"responses": O,
"bytes": O

o

"revalidated": {
"responses": O,
"bytes": 0

o

"miss": {
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"responses": O,
"bytes": 0,
"responses_written": O,
"bytes_written": O

}’

"expired": {
"responses": O,
"bytes": O,
"responses_written": O,

"bytes_written": 0

P

"bypass": {
"responses": O,
"bytes": 0,
"responses_written": O,
"bytes_written": O

}

}
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size

max_size

cold

hit
responses
bytes

stale
responses
bytes

updating

responses
bytes

revalidated

responses
bytes
miss
responses
bytes
responses_written
bytes_written
expired
responses
bytes
responses_written
bytes_written
bypass
responses
bytes
responses_written

bytes_written

7, BAFRIHERETRD

By ECE MRS RR

/KRB, TE RAENNERS N INBEAEN N true

ML ; BRRFMNGIER (prozy cache wvalid)

87, MNGRAF BREA N B S Y

7, WERAF IR 4L

W& WERAFHIREAE HANE S IS B R (prozy_cache_use_stale)
BT MNGRAF BREA A RS Y

7, NERAFEEEAYE T

PONE SR <0 D VAN N EUYNE = S I O 1 LT A< < o =
(proxy_cache__use_stale BEHT)

BT, MNGRAF BREA N RS Y

7, NERAFEEAE T4

PN -SU VN * 3 c A LI 7 =S I O I S = T 11 D VA R 2 ol = <
(proxzy__cache__revalidate)

B, MNGRAF BREA A RS R

], NEAFEEEAE T

MR RIEGAF BRI R N FETHE R

A E ISP VALL VAT i

o7, IWRBRARSS 28 A S 7 8

], B ANGAERINE RS EL

87, GARERNET T

MR, RMGEAFHIREU I 00 B S 3 S

£/ DS PVALL VA IRSE ¢

e, MCBRARSS 88 ) S 7 1 8

B, B NGRS

7, EARERNETTE

NG, REFRFHERNMY PGSR (prozy_cache_bypass)
4 DS PVALL VA IRSE ¢

B, MCHRARSS 88 R S 7 8L

87, BNGAZHIN R S5

BT, BARENET T

Added in version 1.2.0: PRO

£ Angie PRO Y, WRAEHprory cache path 38 BH ZAFD R, BN 1E) shards MR

nIt:
shards MNE; FIH AT FAE AR
<shard> MR, Rorn— DR R, HEFRZEEAAIR
sizes B SRR
max_size e, RECE, WK RN
cold MIRME; 1E A INEES NHEEINBEIEIN N true
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{
"name_zone": {
"shards": {
"/path/to/shardi": {
"size": O,
"cold": false
1,
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}
limit__conn

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

BHNECE T limit_conn in http Blimit _conn in stream ETNXIINER, BH P NFE:

{
"passed": 73,
"skipped": O,
"rejected": O,

"exhausted": 0O

}

passed s B ER R

skipped ey, B TR 255 P AER S
rejected By g Ao PR 1 S

exhausted By, BT X EFE R RS HIE RS AL
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limit_req

[1imit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<zone>

BB T limit_req BN, BHUTITFE:

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": 0
}
passed B EIIHIEREEL
skipped oy T RERESEEET 65535 7 AYIEREEL
delayed By HEIRTERAVE S
rejected ], BHELERYIE RS2
exhausted B, BT XIEFEEFERMELIE R EEK
HTTP L5

Added in version 1.1.0.

TR DL NI, fEupstream E R XXHIRE zone 82, Hl40:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/http/upstreams/<upstream>

Hrh <upstream> BAEMEL zone $84RE M upstream BIFHR

{
"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",
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}’

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
Po

"max_conns": 5,

"responses": {

"200": 222,
"302": 12

})

"data": {
"sent": 543866,
"received": 27349934

}!

"health": {
"fails": O,
"unavailable": O,
"downtime": O

})

"sid": "<server_id>"

"keepalive": 2
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last
max_conns
responses
<code>
XXX
data
received
sent
health
fails
unavailable
downtime
downstart
header_time
(PRO 1.3.0+)
response_time
(PRO 1.3.0+)
sid

keepalive

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
TRV, server 1B
FRE; IRSBIR, WHEserver 182HIEE (WRERE)
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
JERII A 1
M/RI1E; XN TR N true
B, BEEEMweight
FAFER; AR ATIRAS:
 checking (PRO): KEN essential, IETEREH, (NEEprobe re-
quests
o down: FHNEH, TRIEXEK
o draining (PRO): &MUUT down, {HERBEH sticky HE RN XTHATE
RAPERWOR IR
o recovering: {EMFEEIKEMIE slow start, BHIRIXEZIHR
o unavailable: iAZ|maz fails BRW, FEfail timeout FFEZIE i
R
 unhealthy (PRO): IBfERIEH, XN&EiEprobe requests
e up: ﬂfﬁ?ﬁéft, ﬁ%ﬂiﬁnﬁﬁﬁiﬁﬁ

MR, NEREESIHER

e SRNEREEIN SRR

Her; HRBINERAIE R EEL

FAPEREEY; OGRS EARIN ], N date

75 BEEMmazimum RN ZEZE (R EIEE)

MR, WM G R

B K& <code> HAEEMANEL (100-599)

e BRSO A EZ 0 5 44

MR, BHESGIHER

e NSRRI 571 5 8K

Her s RIREDNERR 7S EL

MR ERGIHER

ey, HXEREERN R

7, HTIERmaz fails FREITAN unavailable AYIREL

B, NERIEIEENAT unavailable RASHURME (DLZFD N AN
FRPER ST, WEAZEN unavailable MIRTE, XA date

B IO S5 AR Womm B Sk /9 P 2 I TR (BAZZ #D O B A7) ; B
MWresponse_time_factor (PRO)

Boar; F WO A R SE R B A S 1IN AL (BAZE #D Oy B3 ; B
Mresponse_time_ factor (PRO)

FRFE; _RFHP RS ERH configured id

By, AR ERER
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health/probes (PRO)

1£ 1.2.0 IRAR L AEZEH: PRO

AR EIFECE T upstream. probe (PRO) ¥%F, W health MZRILEAE — probes TR, TFiFATER
E"J@}%fﬂ_‘éﬁﬂ‘ﬁ%ﬁ, RIS XK state AT CAE checking g unhealthy, BRT BRI EIE:

{
"192.168.16.4:80": {
"state": "unhealthy",
050008 Pooo
"health": {
Ds0008
"probes": {
"count": 10,
"fails": 10,
"last": "2025-04-02T09:56:07Z"
}
}
}
}

J

state M checking {HA I/ downtime, IXEMKE HAECEN essential MHRE N EFRMARBEE ;
unhealthy {HEFE N FAR M, XMARSHERE N FIENESER ST, B REFERE
FIEAER, B2 Wupstream_ probes

£ probes HHHYITELES:

count oy ONFARRIRE B

fails B IREHRIBRY S S

last PRI, B — IR, MR date
queue

£ 1.4.0 fRAR KA H.

WA EWFECE T request queue, W _EFFERNRIEHEZ —MREN queue XNFR, HALRLE TRAFIHIEKT
HEes:

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,

"overflows": 13
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HHEMER IS E TEHEREH:

queued 8 BEABAAIRIE K EEL

waiting e SRS E R

dropped ey BT P ImR A S AR T MBAS PR RS BRAYT T SR S
timedout By BT MBS RS BRAYTE K L

overflows s BAHIT HH A AR SR R

) ok Wl o

ZA AR EFRIIER, 1B E upstream LR XHIEE zone 155, HlU0:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/stream/upstreams/<upstream>

XH, <upstream> BB T zone 8% E"]upstream HIZAFR,

{
"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
e

"max_conns": 5,
"data": {
"sent": 543866,
"received": 27349934
Po
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"health": {
"fails": O,
"unavailable": O,

"downtime": O
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last

max_conns

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
FRYE; Hserver F52 I E Rk
?ﬁ%, W server *E/?\iﬁﬁ, NI ARSS A FR
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
JERII A 1
M/RI1E; XN TR N true
B NEERB weight
FAFER; AR ATIRAS:
o up: IEHIBME, HRMHELE
e down: ﬂaibéﬁfﬁ, ﬂ<ﬁiﬁ§ﬁ%ﬁi
o draining (PRO): T down, EERB M sticky HERNXTHATE
RAPBIRPIIE
o unavailable: JAE|max fails R, TEfail timeout [EIRRZIXE F ¥
HR
o recovering: TEMFESGIKEMRIE slow start, BHIRIEEZIER
o checking (PRO): &N essential, IEfERAEH, {XAIEprobe re-
quests
o unhealthy (PRO): BIERIEH, {REprobe requests

MR AR RSN

B HANERERDN S REEREEL

B RPN SRR S IEREL

FREBET; e —O0EERNERRINE, = oh date
5 mazimum NERRFEIRTESNERE (MRCKE)

data MR ; BHEEmiER
received B MRS ARRRIRE 71 S
sent 7, RIEFIDNE AR B

health MER; AE RS
fails B IREDN SRR R U 2
unavailable BT, NERBHTIER mar fails FRHIMNZE A unavailable IREL
downtime B NEREERES A7 R AERTE (DR 8D
downstart FRAREE Y, XNERRE— RN K FRIE, $%date #3UE

connect_time

By, SHNFERELERMTRFEINE 2D NAEM) ; ES

(PRO 1.4.04) Wresponse_time_factor (PRO) 6%
first_byte_time #F; MNEMRBERNIN Y —DFI TR FIIN A (=R R ; 1K
(PRO 1.4.0+) ZWresponse_time_ factor (PRO) 6%
last_byte_time H5%; MO SEARFEU e BEMA B 35 B0 1IN ) (AR ML) 5 1S
(PRO 1.4.04) Wresponse_time_factor (PRO) 165

1£ 1.4.0 fRAR K AZEH: PRO

1E Angie PRO W, @R EIfBCE T upstream. probe (PRO) ¥R, W health MNFRIEEA— probes F
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MR, AT SRR A, RN, XSEAK) state HATDUZ checking 1 unhealthy, FR
T _ERPFIHAEIE:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2025-04-02T11:03:54Z"

}

}
}
}

state [V checking {EARBEAE downtime XERERLE ) essential FINEFIREAREIE; M unhealthy
HFTRA SRR AR, XIS R E N SRR RS E B, AR EBRIRNARAER, 1

Z W upstream__probe,

probes HREY TS -

count By OSSR SRR £
fails By, BARBERTNIREL
last TIPERBET; BIGRIKE, % date #34E

HBECE AP ({2 PRO)

Added in version 1.2.0.

% API & — /config TB7r, TIFLA JSON BN HEH Angie FIECE, {#H] PUT, PATCH I DELETE
HTTP &K, A BRI, B E NN, EARATNH, fEEAEHIRN, Angie
SRR,

/config BYFER 5

i, & EiPS MRS ESROBCETE /config # A TH, EHT HTTP Mstream BHE; AIZhASECE M
WEEEIEEZRD N,
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/config/http/upstreams/<upstream>/servers/<name>

FRVFECE A BRI,  EAEHERINA X SE AR BN A

URI 228

<upstream> iR AR; EaEid /config iﬁfﬁﬁﬂﬁ, IR E — D zone iﬂaﬁ/?\, PAE S
— P HENFXE,
<name> Xﬁﬁ%ﬁk%EJ:ﬁ?qﬂﬁﬁééﬁm, EXN <service>@<host>, Hr:

o <service>@ sEA[IEMIIARSGZFR, FT SRV IR,
o <host> BAREZMIIHA (WRTFETE resolve) BLE IP; LA AIE X —
ANAT IR .

flan, PAACE:

upstream backend {
server backend.example.com service=_http._tcp resolve;
server 127.0.0.1;

zone backend 1m;

FRVFPA X SE AR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.example.com/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

% API 797 V%' weight, max_conns, max_fails, fail_timeout. backup. down fl sid S#{,
Wserver TR,

0 &%
ALV B drain ET; ZEH drain, ¥ down BB NFITHE drain:

$ curl -X PUT -d \"drain\" \ }

http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

Bl
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }
N
{
"weight": 1,

"max_conns": O,
"max_fails": 1,

"fail_timeout": 10,
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"backup": true,
"down": false,

ngid": v

Kl b AT IS RR T 1 B 8 7 SR IS B upstreame KL, 412R_EIFECESY random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

R TCTEIINGE X backup HIHTA A

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

{
"error": "FormatError",
"description": "The \"backup\" field is unknown."
}
J
O ik

B P FRA I A B 7775, backup SEUREAEHTN SR OI 2N 1R B,

/config/stream/upstreams/<upstream>/servers/<name>

FRVFECE A BRI,  EAEMERIA N SE R B IH T A,

URI B2

<upstream> RiFRaRR; EEid /config iﬁﬁ’@ﬂﬁ, WIEEE — D zone ?5/?\, PARE S
— RN XE,
<name> XﬁéﬁﬁK%EJ:ﬁ?q“H@ééfm, EXH <service>@<host>, Hr:

o <service>@ s A[IEIIARSESZFR, FHT SRV ICRMHT,
o <host> EIRFHIEAY (WNRAFAE resolve) BLH IP; AR DUE X —
AL

flan, PAACE:
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upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;

zone backend 1m;

FEVF LA X SE AR

$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.example.
—»com:8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

% API 737 R E weight, max_conns, max_fails, fail_timeout. backup 1 down SEL, W server
FRATIR,

O ik
AL AR drain 3BT J5H drain, # down BENFITHRE drain:

$ curl -X PUT -4 \"drain\" \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com/down

I

curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?defaults=on }

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,

"down": false,

SCBR b AT B BUX R T A i B T TR SR B R upstreams IR, @R _EFECEN random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTERINE X backup HIHTA A :

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com
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{
"error": "FormatError",
"description": "The \"backup\" field is unknown."
}
O ik

RIEEfE 3R A I A BIIH 7575, backup SECLREIENTN FHAOIRN IR E,

TEMIERAR S5 A5, SEPTPASE connection_drop=<value> Z%{ (PRO) PAFEzGproxzy connection drop
W

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?connection_

—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

HTTP A%

BB EE A T HTTP FIERIEY, BEliF LiFhE

http {
# ...

upstream backend {
zone upstream 256k;

server backend.example.com resolve max_conns=5;

# ...
¥
server {
# ...

location /config/ {
api /config/;

allow 127.0.0.1;

deny all;
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GET

GET HTTP JJIAAE /config HMAVEMINA A ISR, MG e Hl APT &R AT AT

4N, /config/http/upstreams/backend/servers/ LifRSS %7 X R VFIXLEA i)

curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_conns
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

# ...

$
$
$ curl http://127.0.0.1/config/http/upstreams/backend/servers
$
$ curl http://127.0.0.1/config

A DA defaults=on FEENERIANSEUE:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on ]

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

Ngidq": "n

PUT

PUT HTTP J5TATEAREBAZ A —NBTHY JSON SKAKEL 58 28— DA A,

flan, ZiRE backend.example.com %5 %8 1E backend L FIeARIEE N max_fails S

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": " ;gﬁfﬁi Ii/ " s

"description": "I A W E B API SL{K \"/config/http/upstreams/backend/servers/backend.
<sexample.com/max_fails\" B EHEH. "
}
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IR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

{
"max_conns": 5,
"max_fails": 2
}
B

DELETE HTTP 75 7AMIBRIGE AR THY JoniE SO ; EHITIERIEN, WMRAEMABOME, WZIERE
FIERIMES

WJQI], ZMIBR vackend E{fFH backend.example.com ARS5 AR SCRTI ERY max_fails S8

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": "E E @& I",

"description": "FE & API SL{K \"/config/http/upstreams/backend/servers/backend.example.com/
—max_fails\" EEE A RIAE. "
}

i defaults=on JWUFHEA:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

ngid": "n

max_fails REEIKE NERINE,

Eﬁﬂﬂﬁ?ﬁﬁ%%ﬁﬂﬂ', AT DA E connection_drop=<value> 2 (PRO) U\%%pn&y_cunnection_drop\
grpc__connection_drops fastcgi _connection_drops scgi_connection drop Fuwsgi connection drop ¥

H:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?connection_
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—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

#T

PATCH HTTP JJIETEHEE KR T O — N SR BER  F #slih R RSER (RFC 7386) JEIEHA
R E R AL JSON 2 X,

ZITERREUTR . NSO E P RSHATERC B Z e, WEelaSwiEs; &0, BT8R,

filan, B backend LIiFH backend.example.com IRZ5ERHY down W E, [FINRIFEMIZERLE:

$ curl -X PATCH -d '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": " ;ﬁ/fﬁﬁk Jj] " s

"description": "I A W E E API SL{K \"/config/http/upstreams/backend/servers/backend.
—example.com\" E&HFEH. "
}

KUETE PR :

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 5,

"down": true

5 puT IR, BE PATCH IERIZALHY JSON MR CEMANREH:, MABEZRE,
null EE—MERIEN; ENHT MEREXAMEH I REPIR e BT H,

O &=k
IEMIBRS DELETE #H[E; FRAlE, ESMEEIME,

fan, ZEMERZ BTEINAY down BB I RN B HT max_conns:
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$ curl -X PATCH -4 '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": " ;g%ﬁ.ﬁ\aji/ " s

"description": "I A W E E API SL{K \"/config/http/upstreams/backend/servers/backend.
—example.com\" B & FFH. "
}

BUFE R

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 6

Rt T null 1Y down SEWUMER; max_conns HHEHT,

EHHIAE

ARVFEIER “HTTP EAINE" MSURIE 4205 R BRI B IR 75 Al
ViR AT DO sk BOEIE kA AR RERM I I A A (R  RA 5 R R 76 L 4542

B E B

location / {
auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

B

auth__basic

HIK auth_basic string | off;
A auth_basic off;
£ http, server, location, limit_ except

g “HTTP FEAINIE” VrSUE AP AREBRIE, fEENSEAE Uk, SEETDEEEE,
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off HUH IS HTEC BRI auth_basic T6HIRR

auth__basic__user_file

181 auth_basic_user_file file;
RN —
X http, server, location, limit_ except

FEE— R P 2R, fAaR:
# TFF namel:passwordl name2:password2:comment name3:password3
SR DA S AR &
SCRFDA TR B R
o R crypt() EEOINE; ATLAMFH Apache HTTP Server Z1THRAH htpasswd T EB openssl
passwd” G
o AT MD5 MRS HIEN Apache MK (aprl) MEATWAA; W] CABEARERI THARL;
o I8 RFC 2307 HHEIRI” {scheme }data” TBIEYEE; HETSEMA T REEE PLAIN (— DAl &

NAER). SHA (4 SHA-1 6%y, AMfEA) f1 SSHA (inh SHA-1 W7, —SRE-EfEH, tH
72 OpenLDAP H1 Dovecot),

2\
oA A )

SHA 75 BTSRRI MH A Web IR 55 a2 AR B, AN T8 i8S, DR R NER SHA-1
W 75z UL Wdio

INIEIR K

MRHE T IR AV R P I, AR FIERIR ] 2xx MR ACHS, WIAREFTIA, GHERIRME 401 BY 403,
TR, FFIR B A EE R ARG, 1 SRR (8] Y A A At i A R B 0 B 1R

X401 $5IR, B RUERR B IER IR E)”WWW-Authenticate” Sko

4 MNIRARBFTEEN, IXBRERIARIGE; M@ --with-http_auth_request_module FMJEIEIE .
TER B B CENUMEGS, SR SERES,

i a] DL HA AR IR &, BIAnTs R) FIAERIATE, 38 satisfy 652
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B E B

location /private/ {

auth_request /auth;

location = /auth {
proxy_pass ...
proxy_pass_request_body
proxy_set_header Content-Length "";

proxy_set_header X-Original-URI $request_uri;

B

auth_request

X auth_request uri | off;
EINME auth_request off;
NS94 http, server, location

IRIETIERIVGERT TN, FFIE TIERFPIER URL,

auth_request_set

1812 auth_request_set $variable value;
BRINE —
EFx http, server, location

FERAE R FE G, Kl R R E N T, (EA] DAL S K B SRBOERAVZER, 1A Supstream_http_*

Bah&R5|

IZIBHRANE DR AT (/) SRIIEK, HAERBSRIIER, BE, Yhttp inder BRI RS SR,
B RSEIRLE hitp_autoindex FEHR,
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=3t

location / {

autoindex ;
}
B
autoindex
X autoindex on | off;
ERINME autoindex off;
HSl5"4 http, server, location

JE B H 38 3k o

autoindex__exact_size

BE autoindex_exact_size on | off;
EINE autoindex_exact_size on;
kR http, server, location

XF HTML %3, $8%E HRIR AR SRRSO, Bl s S T, kT
KT,

autoindex__format

X autoindex_format html | xml | json | jsonp;
FINE autoindex_format html;
kX http, server, location

BE H AR

LAHH JSONP M, [EIEEEAIZIRIET callback TERSEOLE, WRSEECS Z2E, NIFEH
JSON &=,

XML i a] DUBIS hetp  wslt BEHOHATH R,
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autoindex__localtime

Bk autoindex_localtime on | off;
FINE autoindex_localtime off;
Hol5"4 http, server, location

X HTML #8348 HRANRA AN )72 AN X3S PL UTC Htt.

pILE

IR E REKE T “User-Agent” 3R LFBHIE,

gﬁ

]

$modern_browser

WRIRFIFRN ST ES, WIEET B modern browser value T8 BIE;

$ancient_browser

WRIRFNEZENEES, WETHancient browser value 18R BEHME;

$msie

MERWHIEATR A ) MSIE N%E8E, WEET “17,

BCE B

EERSICH:

modern_browser_value "modern.";

modern_browser msie 5.5
modern_browser gecko 1.0.0;
modern_browser opera 9.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}html index.html;
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AIENGEEREER
modern_browser msie 5,08
modern_browser gecko ©.9.1lg
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

modern_browser unlisted;

ancient_browser Links Lynx netscape4;

if ($ancient_browser) {

rewrite ~ /ancient.html;

B

ancient__browser

(=275 ancient_browser sitring ...;
£ NN —
ETFx http, server, location

QISRAE “User-Agent” 1K FERAARENEMTEER 77158, NWZRESRRHMN & E, Rk 7T

“netscaped” XN FIENFRIER ““Mozilla/[1-4]”,

ancient__browser__value

Bk ancient_browser_value string;
A ancient_browser_value 1;
T http, server, location

HNSancient browser L RIZEE,
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modern__browser

Bk modern_browser browser version;
modern_browser unlisted;

E/UN —

EFx http, server, location

TEE IR RA T WA AN B, s P UZ LA MERE — 1! msie, gecko™ (# T Mozilla #

R YT #2). :samp: opera, safari B{ konqueror,

IRASAT AR AR RIEE: X, XX, XXX 5 X.X.X. X, TR AHEAES 518 4000, 4000.99.
4000.99.99 1 4000.99.99.99,

FiRME unlisted 8 EW RN EESATLE modern_ browser Flancient browser 8 FFIH, MR EIAH
Yaee, I, N ERREE S, tRIE SRR LR “User-Agent” FB, NN YEBFHA A
HllH,

modern_browser_value

THIX modern_browser_value string;
RN modern_browser_value 1;
kR http, server, location

HN$modern browser ZEEIZB{H,

FIE
PR E N FRTRIIMNE] “Content-Type” WIRSKFEL, AP, 1ZARBRAT DATEFLLERR B 1F T R4k
PR PP R AR N o) — R P AT R

o FRHUR BT I — MR SS R E 7 i,

o HREFAREAT

B,
. TS

5

UTF-8 Z R,
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=kl
include conf/koi-win;
charset windows-1251;

source_charset koi8-r;

B<
charset
=275 charset charset | off;
EONN charset off;
T http, server, location, if in location

S i=p i DE R Ay IES “Content—Type” M7 Sk 7B, QR FRER S source_charset 182 HHEE T

AR, M THAR,

ZH0 of £ BUMBE FITERIINE] “Content-Type” M k7B,

TR A DUBS R T

charset $charset;

1

Eﬁﬁ'rﬁ\ﬁ?, @%H@Fﬁﬁﬂﬁﬂﬁ%?ﬁi’)ﬁ@ﬂﬁﬁJ[/)Lcha,rse/,imap\ charset Bsource charset T8
BRI —R, XF utf-8, windows-1251 fl koi8-r FiTE, RELH BT S conf/koi-win, conf/
koi-utf Ml conf/win-utf X, N THMFRFE, HFAE—DEMREERRIAT, Fan:

charset_map iso-8859-5 _ { }

J

AN, B DAFE “X-Accel-Charset” M i Sk 7 B A % B F 77 %o 7] PLUE Fprozy ignore headers,

fastegi_ignore _headers. wwsgi_ignore__headers. scgi_ignore_headers

LEERIEIRE,

charset__map

i grpc__ignore__headers

]

=275 charset_map charset! charset2 { ... }

ENIN —
o4 http

IR — R FRF RSN 55— R T SR e 03 (58 FTRH IR R e A S (B0 B R, T Ar i DA/ NN 26

FEVEH 80-FF FERARHI TR 27 B M UTF-8 BN, 1B 7 1 P AP SRR AT 64X XXX,

B
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aNIE
charset_map koi8-r windows-1251 {
CO FE ; # /)
Cl EO ; # /N
C2 E1 ; # /i
C3 F6 ; # /)

TEHIAE] UTF-8 RUFHERN, UTF-8 “FRHRAIRIRAES — 4, Flan:

charset_map koi8-r utf-8 {
CO D18E ; # /)
C1 DOBO ; |
C2 DOB1 ; N
C3 D186 ; 2

~
2

H* R W
N

M koi8-r F| windows-1251, PAM M koi8-r F windows-1251 | utf-8 HYFEREEEELRAIE 7 & XM
conf/koi-win. conf/koi-utf Ml conf/win-utf R,

charset__types

722 charset_types mime-type ...;
2N charset_types text/html text/xml text/plain text/vnd.wap.wml

application/javascript application/rss+xml;
ETFx http, server, location

(IR BIEEE MIME SRABIRGNE B INAERR, BR T 7 text/html” ZHbe REFERME” * DEBCHET MIME 387,

override_charset

[=2E override_charset on | off;
EONN override_charset off;
4 http, server, location, if in location

T 25 RO MAREEEL FastCGI/uwsgi/SCGL/gRPC RS a2 WS MM R JEA TR0, 4 IX 280 B 2L 1E
“Content-Type” MRSk BB AT 8N QNSRS PR, T PR AR i B P82 P PR
RIS,

O #ik
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QUERAE TR R AP ULEI N, WMRLE SRR FAT R BN T R FITEE, TANE override_charset 1
LHIRE,

source__charset

Bk source_charset encoding;
ERIA —
TR http, server, location, if in location

E XN IR TR R, NRIZFITERS charset 16 PIRERN FATEARR, MSPITHAHL,

DAV

A B RIS WebDAV WMCSEEISC & B 3k B EE HTTP 1 WebDAV 757%: PUT.DELETE,
MKCOL. COPY #1 MOVE,

4 MIFACRD AT, BOAN R &z, FEIEY --with-http_dav_module MEIEIUR/EH.,
ERE B CENUMBGRT, SRS e,

O HE
T HAM WebDAV 7754 REFRIERT WebDAV & i JC 1% 5 M —EE i A,

B E B

location / {

root /data/www;

client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path ;

dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;
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B2

create__full_put_path

[E2FS create_full_put_path on | off;
BRINE create_full_put_path off;
X http, server, location

WebDAV MVEAXSCVFE CAFERT B SRl fF, IR VP RIERTA TR R H 3%,

dav__access

Bk dav_access USers:permissions ...;
LONNIED dav_access user:rw;
T http, server, location

DRI SR H SRIE T AR, Bl :

dav_access user:rw group:rw all:r; }

GNSRAERE THE—HEATE TIRAXIR, AT DA A AR -

dav_access group:rw all:r; }

dav__methods

7227 dav_methods off | method ...;
FINE dav_methods off;
Holi9"4 http, server, location

AVHEER HTTP Ml WebDAV J5ik, 28 off E4FTA BRI T, ZHRLAR 7% PUT,
DELETE., MKCOL. COPY Fl MOVE,

i/ PUT 7775 HAERI S E oS NN S, RE X E Mm%, MIRA 0.8.9 FFHE, IR SCAFEFIE:
AFEAER] DUBAE AR RIS RS B, HIEER, EXMEN T, XHERENINXHERGZBIES], T
EEEMNEMZEREIE, RIENAETALAEDN location W, IRIFWISCEERIE client_body temp  path 8%
BRGNS B RIHE R — X R 5,

E/ PUT J5IEQIE SRR, FTRUEISTE “Date” KB & B4 H RIS E,
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min_delete__depth

5RS
BIME
kX

min_delete_depth number;
min_delete_depth O;

http, server, location

JeVF DELETE J5iEMHBR S, Rife iR PR e R E D THEE e, s, 52

min_delete_depth 4;

FRVFRER DA N1 SR SCAF

/users/00/00/name

/users/00/00/name/pic. jpg
/users/00/00/page.html

FHEZE PR

/users/00/00

Z=H GIF

AEHUE H BB EIERH GIF,

B E R

location = /_.gif {

empty_gif;

B

empty_gif

L[5S
LN
ol 94

empty_gif;

location

A S R ()AL B P PR AL B
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FastCGlI

IR AR VERAE RIZ1828 FastCGI IRS5 a%.

B E B

location / {
fastcgi_pass localhost:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;

B

fastcgi__bind

Bk fastcgi_bind L [transparent] | off;
EIUN =
R http, server, location

R FastCGL IRFFERMIIMTIERSR B E HAM IP ik, v DUERRMEIFE R O, S8EA IS
Wik, FiRE off BUHM E—HKIECE 2R AR fastcgi bind FELHIRER, RXAWFRSH I FEAM 1P
HihE AN

transparent S AF FastCGI AR A IAMIERR B AR 1P ikt Hlan, 2 imf B 1P Hi
HE:

fastcgi_bind $remote_addr transparent;

J

AT SEAERN, Angie TIEIRIEHEFE VBN A SIRZ1T, £ Linux b, XFA20FN: R
{6 T transparent S%, TIEHEMTHEYNAK CAP_NET RAW #Ell.

O HE
PR R ARV AC B V2B B FastCGI RSG5 as B ML &
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fastcgi__buffer_size

Bk fastcgi_buffer_size j(/J\;
BRIA fastcgi_buffer_size 4k|8k;
Hol5"4 http, server, location

REMTIRECRE FastCGI IRSS as BN R EE —HR BRI X RN, IR il H A & — A NI R Sk, BR
IVEILR, ZHXKNET - PAFEIL RIEFA, XaJPUZ 4K 8¢ 8K, 2R, B ARERE/N,

fastcgi__buffering

Bk fastcgi_buffering on | off;
2RIA fastcgi_buffering on;
TR http, server, location

JEHEEERSK H FastCGI ARRS5 & M B2 2%,

of f Angie RPEM FastCGI ARSSAFZWARN, I HLRERIH fastegi buffer size
Mifastegi_buffers FEL W E MR WX H, 0 BB A N TG IE 22 A
] R A = R o e < o 7= £ vl S s FO= B/NS 7 v
X fastcgi_maz_temp file size Mfastcgi _temp file write_size T8,

on Wi 2 R [R) 2 A i 25 % P o, 37 BFERR R EIIN &1, Angie NRZEIXM FastCGI
Ik 55 5 132 BUEE W) B, Angie  — (R AT DA MR 55 85 43 W A B B9 % K K/

Hifastcgi buffer size 82X E,

R iPIE r] DUEI £ X- Accel-Buffering” WiV Sk 7 Be P& 18" yes” B7no” K FHEEEM, IRER] DAGE

F fastcgi_ignore_headers T8,

fastcgi__buffers

EIX fastcgi_buffers & K/Jy;
EONN fastcgi_buffers 8 4k|8k;
EFx http, server, location

REMTIRECRE FastCGI ASS as FIMAR 2 R DXCRCERIAUD, B X BN
BIAMER N, ZMXANEFET—DINEI. RIEFE, XATBUE 4K 57 8K,
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fastcgi__busy_ buffers_size

Bk fastcgi_busy_buffers_size j(/J‘;
BRIA fastcgi_busy_buffers_size 8k | 16k;
Hol5"4 http, server, location

SR KRB FastCGI ARSS s fMa R, - BRI M R A AR 5¢ 42 BN AT DU 1818 F i A2 8 M 182 )
ZMXAE RN HIREIN, HARAZMX AT DUH TR, FAETRZEN, R0 me R 2% G S
e, BRINBIR, K/ANZfastegi buffer size Flfastegi buffers 855 BRI DNZIFIX TR/ INEH,

fastcgi_cache

X fastcgi_cache zone | off;
E/UN fastcgi_cache off;
EFx http, server, location

X T RAFHEENF XIS, AT DAEZ D5 (R R X, SEUER ISR, off ZHEAM
bR BRI

fastcgi__cache_background_update

[E27S fastcgi_cache_background_update on | off;
A fastcgi_cache_background_update off;
R http, server, location

AVFEIR AN HAG A TR AN S 35 & FiER UE RS IR0, LR, fEENRFN, AOER
VF {6 O 3 9 2 A Wi

fastcgi_cache_bypass

[F227S fastcgi_cache_bypass TR
LN —
TR http, server, location

T XAEMIRPAAE TR A= MR IR, AIRFAFERSHNED —MEA B HAFT 07, WIRRCRE
AR NEF TR
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fastcgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

fastcgi_cache_bypass $http_pragma $http_authorization;

A PAS fastcgi no_ cache ¥ —(FH,

fastcgi__cache_key

BiE fastcgi_cache_key F{FH;
LN —
ETFx http, server, location

X RAFHIRE, BN

fastcgi_cache_key localhost:9000$request_urij; }

fastcgi_cache_lock

Bk fastcgi_cache_lock on | off;
2KIA fastcgi_cache_lock off;
o4 http, server, location

JE R, HE—NERE] DUB K IE KBRS FastCGI ARS8 RIEFEH fustegi cache key TESFRIRAY
WMRAE LR, HMFE—ZF TR M5 KB E A0 N A A7 I % T RN R EBOR L, SR
A fastcgi__cache__lock __timeout ESIKE,

fastcgi__cache_lock_age

=275 fastcgi_cache_lock_age IN[H];
BRI fastcgi_cache_lock_age 5s;
X http, server, location

GISRAIEE] FastCGI IRS5as A FEHT R A7 4% H B RJG — MERETRE N AR ZEM, WA BAF] FastCGI
MRS58 5238 55— MER,
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fastcgi_cache_lock_timeout

Bk fastcgi_cache_lock_timeout HfFI‘Eﬂ;
ENIN fastcgi_cache_lock_timeout bs;
Hol5"4 http, server, location

HNfastegi_cache lock VBB, M AIZIEARS, TEREPULIBL FastCGI ARS5ER, (HNAN N2HEF.

fastcgi__cache_max_range_ offset

PR fastcgi_cache_max_range_offset Z‘f(?,
LN —
TR http, server, location

NFITEEIERRET T WEE, SRR RS R, RGBSR FastCGI RS54, F HI
AR GRAT

fastcgi_cache_methods

Bk fastcgi_cache_methods GET | HEAD | POST ...;
A fastcgi_cache_methods GET HEAD;
kX http, server, location

WRE G R EE eI, MR EE, “GET” 1 “HEAD” JiiAMaZeimmay| R,
REEWIAIEEEM. 5B Wiastcgi no_cache $5%

fastcgi__cache_min_uses

181 fastcgi_cache_min_uses #{¥;
2RIN fastcgi_cache_min_uses 1;
X http, server, location

BN AR A7 e T SRR
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fastcgi__cache_path

HIX fastcgi_cache_path  path [levels=levels] [use_temp_path=on | off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
LN —
T http, server, location

BRI HAMSE, RAFBIRFEESE RAFPRIENSFEZZXEE URL M MD5 B
BHIZER,

levels ZHUE X TR EFRZRIG: M1 F 3, BNFHHEEZE 1 8 2, Hlan, £ TECEH

[fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRI RN IR

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

RAFHINARN B oS NGNS, SRIEE M, G SXPFRI% A7 ] DURFER RIS AF RS B, 2R, 16TE
B, ERXMELT, XHREMNDXHRGZEER, MAZEENEMAIRE B, BREEMSE
(LB A AT AN SR AR R — X RS L.

IS S H SRR FET use_temp_path ZEULEM,

on MRBKESHEEHREN “on”  , WHEFHAAEE location HHE
M fastcgi_temp path FaFEEM H R,
off I SO B R TR S A7 H 3%

AN, BTSSR BERI S T EHRAE B A MR L 2 N X, AR/ keys_zone ZHILE.
—IRFTHI XIRA] AFE B RET 8000 DHE,

£ inactive ZEUEE N [RI AR AR EHRR MRAZFPRERR, TCIC BN IR R RN,
BOIAEIUR, inactive IREN 10 735H,

— RN RAPEPLESHRRIRIS R REFE R, DREE RS LR NS R, 4R/ vEd s
NSRS, R PR AR I fe /o P AR, B2 0 fHPRA.
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max_size BRAREFRN

min_free B XM RS BN RS

manager_files FRAITE—MIARIS BRI 5 22
BIAEOLT, 100,

manager_threshol PRll—/MERAHRELIN A]
BINEOLE, 200 27

manager_sleep BLER O 2 A
BINEIT, 50 =)

£ Angie JRaJE—0 8, FEIRRY RAFMBAHERBIS, CRFEEIF RS ERERTR A BHERIER

IMEEN A7 DX, 2 it e s,

loader_files RRAAE — NSO TP M ER T B £
ERNENT, 100

loader_threshold PRll—PMIEMHIFEFSLN ]
BN, 200 2

loader_sleep BLER O 2 [AE
BINBHT, 50 ZF)

fastcgi_cache_revalidate

IBTA fastcgi_cache_revalidate on | off;
RN fastcgi_cache_revalidate off;
ETFx http, server, location

J& Fi{# F 7 If-Modified-Since” F17If-None-Match” Sk BRI S 4F1E SRR B HT 30 I HA A 2B 12 T,

fastcgi__cache_use_stale

=275 fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

A fastcgi_cache_use_stale off;
EFx http, server, location

WEAES FastCGI IRFFASIBEM A M IRAITOLT, T DAFEMIRR 0 T (8 FS HARI A7 Wi AL

w5 fastcgi_next _upstream 1522 HHHITHEL,
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error UERTCRIE A FE KA FastCGI AR5 a5, W AR f O B 2 A Wil o
updating Wiz, ARVFERTHRNEERE, WNREEEPER, XA EH R T

N R/ MEXT FastCGI RS 27 1R E

T DA 7E M 3 Sk A B H2 S FE A R AR G2 f2 M Bz, 2 Me 5 2% Syt B 5 B8 E RO RN
o stale-while-revalidate ”Cache-Control” SkFEXFY FE 70 24 Bif B8 B (i IS HARY = A7 M v
o stale-if-error ”Cache-Control” kB & R iF 15 & AR SR I F g FHAY =2 77 .,

O ik
ISR T ERTE LSS

N TTEEFTEHIN R A TT RN R MERT FastCGT ARSS2RIVTIIAIIRER, RIRMEH fastcgi_cache lock $6%

fastcgi_cache_valid

BiE fastcgi_cache_valid [code ...] time;
RN —
o974 http, server, location

NSRRI B AR B B R A7 N TR, BilaH, DAUTR4E<

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

AN ARED 200 F1 302 IE 10 2EIIET, NN AIRES 404 RE 1 2PN%EF,
QR e E 2 7 I TR

fastcgi_cache_valid 5m; J

MNEETE 200, 301 F1 302 MR,

AN, FTLAMEE any S8 AGAZ A R :

fastcgi_cache_valid 200 302 10m;

fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;

FENSEALA] IERER N SR E, XS TSR E RN .,
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e "X-Accel-Expires” SkFER AR BAALIR BN N (LR EIN A, FAEZFAMN 27, GnSRMERL @ |
213K, EREH Epoch EEAI4LXTI R (DAFYAEANL), TEIHZ AT AT DABZR 7

o GNERSLHAEEE” X-Accel-Expires” FEX, MR PATE”Expires” 8¢”Cache-Control” SkFBH % B 5%
25,

o WAL "Set-Cookie” FBr, WNZMIRN RS

o WFSKAP RS Vary” FEEEN ", WIZIARCRE AN SWET, MRS Vary” FBRHENH
flbfE, WIZMARCRE 9% A7, 5 BB ATER LT B

A]PMEH fastegi_ignore headers Y85 SRR IXEEmA B LB 2 — B 2 PMIALHEL,

fastcgi__catch_stderr

Bk fastcgi_catch_stderr string;
EINN —
T http, server, location

RE—NFIER, ATAEM FastCGI IRFFasFEWHINA RN ATHHR TR TR nFHRENZ AT, MHA
N FastCGI JR55 &R E] 1 LRI N,, X FVFE Angie FRACTRN FIFEFPHEIR, BI4H:

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";

fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect__timeout

181 fastcgi_connect_timeout time;
BRI fastcgi_connect_timeout 60s;
TR http, server, location

TE X5 FastCGI R55 a2 ERATEIN IR, FREERAR, XNEN N RE A REE 75 7,
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fastcgi__connection_drop

% fastcgi_connection_drop time | on | off;
ENIN fastcgi_connection_drop off;
Hol5"4 http, server, location

JA TS reresolve AZER A PI @7 DELETE RCHEARS AR BERBIRICAKANA G, KILFE 5%
RERAR S5 A VIR

SN e A RPRAR 55 A AL TR R — DB NFAER, R R L,
H time JAHERL L@ HE on B, ERZRAIHESR,

fastcgi_force_ranges

Bk fastcgi_force_ranges on | off;
£ /NN fastcgi_force_ranges off;
R http, server, location

JAFR FastCGI AR S5 AR AF I ARG AT A B, (1= 1 YO Bl S, T AN IX 46 B HH ) Accept-Ranges” ¥
B

fastcgi__hide__header

Bk fastcgi_hide_header field;
ENIN —
Ehx http, server, location

BIANBOLT, Angie NEHF FastCGI IRS5 AN A Y7 Status” F17X-Accel-..” kT EAEIEL 2 F ¥l
fastegi_hide_header FHRE TRABULIERIHM T, WIRMR, FTEALVFFERAEE, "] LIE

R fastcgi_pass_header ¥6%

fastcgi_ignore__client__abort

HIL fastcgi_ignore_client_abort on | off;
LONINIED fastcgi_ignore_client_abort off;
X http, server, location

e 42 PO TEAR SRR R O TE 00 TR ANERER, BN K]S FastCGI AR5 afiE Rz,
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fastcgi_ignore__headers

[F22S fastcgi_ignore_headers field;
HME —
Hol5"4 http, server, location

EFHXNKE FastCGL RS as AYFELEMA R Sk BRRUAL R, PTDAZBE DA R 52B:: “X-Accel-Redirect” . “X-
Accel-Expires”, “X-Accel-Limit-Rate”, “X-Accel-Buffering”, “X-Accel-Charset”, “Expires”. “Cache-
Control”, “Set-Cookie” 1 “Vary”,

QRERREER, APIZEE S BRAGAC B 2 A DU 5
o “X-Accel-Expires”, “Expires”. “Cache-Control”, “Set-Cookie” F1 “Vary” B MINEZIFIIZEL;
«  “X-Accel-Redirect” $AITXHERE URI BIPIHEL EE ),
«  “X-Accel-Limit-Rate” B P Sl i 155 R
o “X-Accel-Buffering” & FEREE M B (1122 1

o “X-Accel-Charset” BN TR T,

fastcgi_index

JF22S fastcgi_index name;
BINME —
ol 5"4 http, server, location

WE— NS, 2SR E RIS ERY URI G, LT $fastegi script_name ZE&REH,
an, EHDANIRE

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

X T /page.php 1E3K, SCRIPT_FILENAME Z¥{#% T /home/www/scripts/php/page.php,

AT /7 15K, BT - /home/www/scripts/php/index.phpo
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fastcgi_intercept_errors

[F22S fastcgi_intercept_errors on | off;
ERINME fastcgi_intercept_errors off;
Hol5"4 http, server, location

W€ FastCGI ARSI BRI R TFEET 300 B, BEMEEEZIRAE P in, S EIFEE R
Angie AT, ([ error page $682

fastcgi__keep_conn

[E27S fastcgi_keep_conn on | off;
LOWINIED fastcgi_keep_conn off;
TR http, server, location

ERNTEDUS, FastCGI RS BRTERIRMAN f5 232 BIRIAERE, SR, HIXFELBEN on I, Angie ¥f5
7~ FastCGI RS e REHERT . IXTEMREFS FastCGI RS #5 keepalive R IEH T/ER T HEE,

fastcgi_limit_rate

B fastcgi_limit_rate rate;
FINE fastcgi_limit_rate O;
Holi9"4 http, server, location

BRAHIM FastCGI ARSFaF IR ANIEE . rate AT EGEE, HHATUHEESE,

0 SEPH R R
O @ik

FRAZE X MERIZER, KR Angie RINFTIFM NS FastCGI MRS5S 8FATERE, NI RER
K2 tae IRANRT P, PREMAERH TR E FastCGI AR5 A AN 2% i I AR
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fastcgi__max_temp_file_size

Bk fastcgi_max_temp_file_size size;
FINE fastcgi_max_temp_file_size 1024m;
Hol5"4 http, server, location

MEHAXNKE FastCGL AR 55 28 B9 B BY2% of I, a0 SR B AN B A RE I B fastegi buffer  size
Mifastegi buffers Fa2 VBRI A, TUIAT DLKE A S B — 5B 0 PR A7 BRI S, 125621 BRI S
KRN B NG SCHEREEE KN fastegi temp file writesize 18 E,

0 SRR IS S BRI £

O ik
BERRHIANE TR E (T BB ED AR,

fastcgi__next__upstream

=275 fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ..;

EME fastcgi_next_upstream error timeout;

X http, server, location

TEEAEMIMIE L B R AZIELE T — MRS a5

error TE SRS AR, I RIEIBLAIRSS A BB I S & A 451
timeout TE SRS AENLERE, AETE RIE 1B ARSS A S E M Y Sk & A= R A 5
invalid_header  ARZF#FIRIA] T 2SR TCRUAIIRAY ;
http_500 55 48 B T ARZSES 500 FAINE R ;
http_503 AR5 BB E] TARZSHS 503 FA0A B ;
http_403 AR S5 AR B T ARZSED 403 FRINA N ;
http_404 AR 55 R IR 8] T ARARS 404 HIMA R ;
http_429 55 48k B T ARZSHS 429 FANE R ;

non_idempotent  JEH, TEKMEH non-idempotent 777% (POST, LOCK, PATCH) Y, NSRIERELIE
%5 LRSS a8, MIASEIBL N — MRS 4 B AR o = IR K ;
off B IEREIELS T — MRS %
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0 #i

N4iefE, RAEEMRARFmAREMANRIEL S, ARERiERE#ES T — MRS58, W2,
QR IRAE M R AR R A A SRR BRI, WITCTR B R IR R,

ZIERIE LT 5 IR aREEHIN R A =,

error RN IR, BMEERE S RIEE
timeout

invalid_header

http_500 AESE L E A AN AR 24
http_503

http_429

http_403 FKIEA SN RIIHI

http_404

R SRAGIBL N — D AR AR BT DA 2 5C00R RIS A] BRA

fastcgi__next__upstream__timeout

[E27S fastcgi_next_upstream_timeout time;
BRINME fastcgi_next_upstream_timeout O;
EFx http, server, location

BRAE R AT DAMRIELS T — M55 HIR A,

0 KA RR ]

fastcgi__next__upstream_tries

Bk fastcgi_next_upstream_tries number;
PRINE fastcgi_next_upstream_tries O;
R http, server, location

BRAHIFFERE#L T MRS5 8 BTRTREZIRIREL

0 R RR ]
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fastcgi__no_cache

Bk fastcgi_no_cache string ...;
HME —
Hol5"4 http, server, location

T AR 255 TN A R RF RN AF . MRFIFBRSETNED—NMES N EAET “07, W

M 45 A PR AT

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

fastcgi_no_cache $http_pragma $http_authorization;

AIPAS fastcgi cache bypass ¥82—EHH,

fastcgi_param

Bk fastcgi_param parameter value [if_not_emptyl;
EINE —
Hol9"4 http, server, location

RENZES FastCGL RF RIS, EFDEEOR, ZRELKHAS, WRAMBHRE X

fastegi_param $5%, MIXEAESM E—PECE SRR,

PAR/RBIER T PHP E/NTTRIRE

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SCRIPT FILENAME Z#(HT PHP i€ A% #R, QUERY STRING S FE#EIE RS,

AT POST ERIIIAAR, EFREUF =125

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

W5 PHP Z{#H --enable-force-cgi-redirect BLESEHRIER], ML {EE REDIRECT STATUS S44,

{HN “2007:

fastcgi_param REDIRECT_STATUS 200;

WRFELS if _not_empty —CHEE, NWMXIEHAENZER, SEA SLBLIRS A
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‘fastcgi_param HTTPS $https if_not_empty; ]

fastcgi__pass

Bk fastcgi_pass address;
LN —
ol 4 location, AISRTE location H

WE FastCGI IRSSasfyHiil, Mtk vl DAe@E NI 1P Hihl, PAK— N imd:

[fastcgi_pass localhost:9000; }

BAERN UNIX BEREFRR:

[fastcgi_pass unix:/tmp/fastcgi.socket; }

IR —DIERA RN 2 i, WIRTH kR AR R 7T SN, RS, sk ] DAFEE M IR 55 d4 s 4ok
A, WARESHEEEmE; Mk, SHONHNEMIRSS e E 5 o

ZHEEP DB SR, EXMENT, MRMIEFEE IS, WSTERIRRIRSS 44 I ZRIZAR, W
BARERF], MAFEH resolver HiRE

fastcgi__pass__header

Bk fastcgi_pass_header field;
EINE —
X http, server, location

FEVFM FastCGI IRSS &eR 4 MIEE T B9k B AR B4 F il

fastcgi__pass_request__body

Bk fastcgi_pass_request_body on | off;
BIME —
o4 http, server, location

EREEKEFEBIERIEEIELS FastCGI iR 8. BIES M fastegi_pass request _headers 8%
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fastcgi__pass_request__headers

[F22S fastcgi_pass_request_headers on | off;
BIME —
Hol5"4 http, server, location

HERESBIFEEIE RISL T BALIE4 FastCGl RS #%. HIES M fastcgi pass request body F6%

fastcgi_read_timeout

PR fastcgi_read_timeout time;
BRINE fastcgi_read_timeout 60s;
TR http, server, location

T FastCGI [IRS5as S HA R RN I TRl AL P OSSR IR E 2 IR E, TR E RN
IR, AR FastCGI RSFERTEMLIN R B RN, NWHERES KM,

fastcgi_request__buffering

Bk fastcgi_request_buffering on | off;
FINE fastcgi_request_buffering on;
kX http, server, location

J5 R BR8P 0 SRR 2R3

on TERFTERZIEF| FastCGI AR5 E B, FENERIES N 521
off THRIRSAZAVEIER] FastCGI iRS5as, [EAEHHERII—FF, fEXFER T, W

F Angie EETHRKIETERIR, NWIERTIEEIRS [ R55a.

fastcgi__send_lowat

181 fastcgi_send_lowat size;
BRINE fastcgi_send_lowat O;
X http, server, location

MRIESILE NIETME, Angie ¥22BE M kqueve FIER NOTE _LOWAT bR fEE RK/INE
SO _SNDLOWAT ERFIEI, Kix/MEn FastCGI ARSSa88 iR E IR IERIERE,
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0 #i
A2 FE Linux. Solaris fl Windows _F#7ZM,

fastcgi__send__timeout

Bk fastcgi_send_timeout time;
FINE fastcgi_send_timeout 60s;
HSl5"4 http, server, location

B FastCGI RS asf&Hnis KAHTEI I R, BN EMRESL S RIEZ HIRE, MAZHXTEMER
AIEk, UNER FastCGI ARSS SRR RPN A RENEM AR, MHER SR,

fastcgi_socket__keepalive

Bk fastcgi_socket_keepalive on | off;
BRINME fastcgi_socket_keepalive off;
TR http, server, location

BlE S FastCGI RSS2l HULZERER " TCP keepalive” 174,

51 BINE R, ERFHHARERGENIRE,
NEBFFIF SO KEEPALIVE ER%,

on

fastcgi_split__path_info

[F2RFS fastcgi_split_path_info regex;
AIME —
o4 location

EX—MNENFRIKR, ZFIERMIKSfastegi path info ZZBIE, EMFIEXNIZEH MEE: £
R $tastegi seript name ZREMIE, 5B A Sfastegi path info ZEBAME, B0, HHNNEE

location ~ ~(.+\.php) (.¥)$ {
fastcgi_split_path_info ~(.+\.php) (.*)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;

fastcgi_param PATH_INFO $fastcgi_path_info;
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JFHIHK /show.php/article/0001, M| SCRIPT FILENAME Z¥{#% T /path/to/php/show.php,

i PATH_INFO S04 %ET /article/0001,

fastcgi_store

=275 fastcgi_store on | off | string;
EINE fastcgi_store off;
R http, server, location

JE RS R A7 2

on PAS alias Broot 52X N BUBSAR LR TF X
off SR TE

sh, Sefran] DER S 'R AT H R E:

fastcgi_store /data/www$original uri; }

SCAERIE SN T ARYE IR Y " Last-Modified ” Wi R SKERIZ B MR & 55 AN S, RS E a4, I
AR AAE AT CUBAEAR RIS R GE L SR, IETER, (EIXMIE LT, SHHEM DN XU R G2 [ E il
M TEENEMSIRE, Fit, EEOSTHEAIZEER location, TRAFISUERIE fastegi temp_ path
FE R BRI S B RIBAE R — X RS L

IHeFE 2 AT T AR A ] ORI A BEIA, B4

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

fastcgi_pass backend:9000;

fastcgi_store ;

fastcgi_store_access user:rw group:rw all:r;

fastcgi_temp_path /data/temp;

alias /data/www/;
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fastcgi__store_access

Bk fastcgi_store_access users:permissions ...;
gj(l}\{ﬁ fastcgi_store_access user:rw;
Hol5"4 http, server, location

BB O SRR H SRSV AR, filn:

‘fastcgi_store_access user:rw group:rw all:r; }

QUERAERE TEATHE TR VT FIAER, ] DA B A AR -

‘fastcgi_store_access group:rw all:r; }

fastcgi_temp_file__write_size

Bk fastcgi_temp_file_write_size size;
LONNE fastcgi_temp_file_write_size 8k|16k;
X http, server, location

FRHITE S M FastCGI AR 55 # 2% i 5 21 e IS S IS — (R BN I I SR 8 R/, BRINTE
N, KR/AWN3Zfastegi buffer size Flfastegi buffers 52> BRI M IXFR I, 16 I B KRR/
Hifastcgi _maz_temp file size 162K E,

fastcgi_temp_path

EIX fastcgi_temp_path path [levell [level2 [level3]]]';

FINE fastcgi_temp_path fastcgi_temp; (B{I2MKHiT --http-fastcgi-temp-path 4
TN

TR http, server, location

EX—NE%, HTEEM FastCGI IRFFaSRIEIRTIGIN SCfF, T PMERRE H 3 MER B2 =21 H %
g5k, BN, fEDARECE

fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

(e S A AT REFR LR AGIXAE::

/spool/angie/fastcgi_temp/7/45/00000123457

RHiEZ W fastcgi cache  path F6W use__temp path SEL,
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f&is4s FastCGl fRBZB[BIISH
HTTP ERLFERAENSEULIES FastCGI IR58%5. TEIEN FastCGI [R5 8iafTHIN AR A,

XEESEOBE T ENIRR LD EIR0E, HIa0, “User-Agent” SKFEXEN HTTP__USER_AGENT SHU%i#,
FRT HTTP iERKFE, R fastegi param $8E BT ESEL

HNEE

2l

http_fastcgi BIHRSZFFA] DUEN fastegi param IR RE SN EL &:
$fastcgi_script_name
1R URI, sEWE URI DARMTIEERE, WIER URI n_E /i fastegi index B EN RS | X4, AR

B HTIREME PHP FHIAZMA SCRIPT FILENAME #1 PATH TRANSLATED %%, #l0,
NFLATHEZM /info/ 1EK

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

SCRIPT_FILENAME S#0f% T /home/www/scripts/php/info/index.php,

fEH fastegi split_path info $&WF, 288 $fastcgi script_name FETIELPTHIIKIE —ME,

$fastcgi_path_info

Hifastcgi split_path_info ¥&HIRMIE —ME, HAERATHTIRE PATH _INFO 2%,

FLV

ZRRN Flash MU (FLV) SR EEO AL AR S5 dedm >

BEEIAIER URI AR FRFERER start S8, @i WIE R F 1 WS R RRE SN, I
fn FLv 3k,

4 MNIRAHATEER, IZBEEERAARE; T —-vith-http_flv_module MJEIEITRIEHI,
TERH B CERNRUABEGTS, ZEREESERET,
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=3t

location ~ \.flv$ {
flv;

B

flv

B flv;
FINE —
Erx location

TEE B location FRTT/SEHLALF,

Geo

ZIEPUARIEZ o 1P ik B B A R EE R &,

BB R

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ig

g 8il 283
2001:0db8::/32 1;
}
EL
geo
Syntaz geo [Saddress] $variable { ... }
Default =
Context http
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AT fee R B AE MR T2 P o 1P kb, BRNEOLT, kM Sremote addr ZEBFRIREL, {Hi
A DAMH A2 B A RE,  Bi4n :

geo $arg_remote_addr $geo {

}

O w#ik
BT ZEMEEHANA PR, BT REN geo &, WARNIERAHIESMANINTH,

MR EREAEENN IP Hikk, WS{#7255.255.255.255” ik,
bk AT DA CIDR FoREfEE NS (HFEA MHubl) sifE e,
BT A NRRS L

delete RS E B 25
default AR P A PEEC e e B, WDH R IR ERNE, ik CIDR #

NEFEER, FTCAER"0.0.0.0/0" F17:: /07 RFF defaulto WERKRIETE default, W)
EMER 2R,

include BE - M HIEAER . ATEZMEE,
proxy TESCZASERIMIE, 21ERR B ZE RN, ¥ X-Forwarded-For” 1%

RLFE A RHAE, 5HEMMIRE, ZEER 2T R &R,
proxy_recursive JAFHEEIAMIEER, WIRFEHEITER, NWPRKEMEH” X-Forwarded-For” HH&R/G

—/Hidk, TR S ZE L UCEC R R GA% P ik, GnER S IBIAEER, N

YE 7 X-Forwarded-For” WG — MEZEEMNE, MRS ZE LT

LAY SR a 2 F
ranges FoRHUIE R ENTEEEE R, HBENONE 1 NPt R A%,
HE LT R HES
B
geo $country {
default ZZ;
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: :/32;

127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;
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conf/geo.conf SCHFRTRERLE DA NAT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

EHEEARCECE, Hlan, X1 127.0.0.1 sk, RKAE#ER{E rRU, WARZ Us,

BT I -

geo $country {

ranges;
default ZZ;
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

}

GeolP

RIS 1P Husik G B I FE, (AP IERT MaxMind @ BH M RA,
S FF IPve MEIEEER, TPv4 HIlEE/E R 2] TPve UHBHEE TR,
X NIRRT RS, BN AL, BIE --with-http_geoip_module MENEIEITEH,

O #HE
AR ET MaxMind GeolP EHEFEE A MaxMind GeoLite2,

B E R

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: :/32;

geoip_proxy_recursive on;
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B2

geoip__country

BiE geoip_country file;
ERIA —
EFx http

TEE A TIRIEE i 1P Mk ifoE R A EHRE, [ EEE R, nH IR

$geoip_country_c
$geoip_country_c

$geoip_country_n

AL ERES, Hlgn"RU”, "US”,
—ARIEZRARS, FIaI"RUS”, "USA”,
EZR AR, H40"Russian Federation”, ”United States”,

geoip__city
Bk geoip_city file;
ENN —
kP http

feE TR i 1P e 5, XA RRER I, (IR R, rTH AR R:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

PR RRGAES, FIaI7EU”, "NA”,

PR EZ AR, HIan"RU”, "US”,

=R EZRMES, HI"RUS”, "USA”,

ERZFR, Ba0”Russian Federation”, ”United States”,

EEM DMA XA (WFR A metro code”), HRHE Google AdWords API H
(9 HuFHE 7o

i,

ZE,

AL EIZX AR G, ot N, &, B35, Flan 48», "DC”,
EZRMX PR GhX, S, M. & BIBLHE), Fila1"Moscow City”, ”District
of Columbia”,

BT FR, B0 Moscow”, “Washington”,

R it o
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geoip_org
[F22S geoip_org file;
L8N —
Hol5"4 http

T F AR i TP ik HER BRI AR, rTA DA AR &

$geoip_org HPAAFR, HlU0”"The University of Melbourne”,
geoip__proxy

[F22FS geoip_proxy file;

EUN —

Hol9"4 http

T SCAMEE L, iRk B A E LN, R X-Forwarded-For” 53R Erp stk

geoip__proxy__recursive

Bk geoip_proxy_recursive on | off;
EONIN geoip_proxy_recursive off;
X http

GNEREER IR, WK X-Forwarded-For” WRIER R G — DM lslk, MiAZ 5 S EHAEPTELAY [
G Pk, NSRS BV R, WK X-Forwarded- For” H XN EG— MERMEEME, i
&5 S DA A R 4G % i ik

gRPC

RFRIERIZIBS gRPC IRS5 a8, EBRTZEHTTP/2,
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B E B

server {
listen 9000;

http2
location / {

grpc_pass 127.0.0.1:9000;
}

B

grpc__bind

Bk grpc_bind address [transparent] | off;
ERINME —
4 http, server, location

&1 gRPC MRS EFHISMIRERE MFEE YA IP ik &k, Bk, S8ER] DS L, FikE
off WIHM E—MECEIGNMART grpc_bind F5LHIFCR, MIMATFRS BN ECAR 1P #ihk Al o

transparent S MIEAM 1P Hilik & FEXT ¢RPC ARG 2HUIMNIRIERE, Blan, M imfIESL 1P Hi
HE:

grpc_bind $remote_addr transparent; J

A TAERSEAERN, BEFE superuser RFRIZIT Angie TAEHFE, £ Linux b, RIEET
transparent S, W TIEHESNFHEN.RK CAP_NET RAW G871, HRIHATFERHL

O HE
DL B VA% B 3R AR B gRPC IRSSERHI ML iR
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grpc__buffer_size

[F22S grpc_buffer_size size;
BRINE grpc_buffer_size 4k|8k;
Hol5"4 http, server, location

EH TR gRPC IR a2 IEIRINA RS — R BRI RN, WM A [F) 2P R U S B 45 2%
P

grpc__connect__timeout

Bk grpc_connect_timeout time;
EFME grpc_connect_timeout 60s;
TR http, server, location

XS gRPC IRS5SE RN I ], FEERAR, @ N R e 75 7,

grpc__connection_drop

Bk grpc_connection_drop time | on | off;
ERINME grpc_connection_drop off;
kX http, server, location

TEARPRAR S5 S A RS BREGEI reresolve MEFREBLA PT 7% DELETE FRICNAKANTT G, AHZIES
TRIEARSS ds BT A% R

AT P RS AR R — DG HAR, SRR,
&E time JAANERLZILER; HIREN on I, EREXIZAHEF,

grpc__hide__header

7237 grpc_hide_header field;
EIANE —
Holi94 http, server, location

FOANB T, Angie 2% gRPC RS #3W0N H HY” Date”, 7 Server” 17 X-Accel-..” SkFEALHLE
%P ile grpe_hide_header & W EBMIMYFERASYULIE, MR, WRFEARVEEFE, 7TDAE

Hgrpc_pass_header 1685
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grpc_ignore__headers

[F22S grpc_ignore_headers field ...;
HME —
Hol5"4 http, server, location

AR E gRPC RS BSAF LM R L7 Y, A ARSI FZEELSE: "X-Accel-Redirect” F17X-Accel-
Charset”,

WA, XL TR PR = A2 DU R RCR |
o "X-Accel-Redirect” $UTHTEE URI MAES EEM];

o "X-Accel-Charset” BN FIHAEE charset,

grpc_intercept__errors

[F23FS grpc_intercept_errors on | off;
EFINE grpc_intercept_errors off;
Holi9"4 http, server, location

W€ gRPC M APIKSES R TEEET 300 I, BEMNKHAARAR im, SEEEEEIFEERE] Angie
AT, Serror page 162 —EFHF,

grpc__next__upstream

=275 grpc_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

LN grpc_next_upstream error timeout;

Hol5"4 http, server, location

TR A MR BAGIBRR] Lt SRy~ — MRS a8
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error e S5 ARSS e Rz, 1A 21 SR el IS e b7 SISy A2 AR SR ;
timeout e GRS aRiiE Rz, (A1 HAR 21 SR B ISR e B SIS A AR eI ;
invalid_header AR5 AR B 23 B TC R0 B

http_500 AR S5 AR AR ZSAD 500 AN ;

http_502 A 55 42 [EARZSHS 502 FANE R ;

http_503 AR 55 A IR [ERZSAS 503 FIMA S ;

http_504 M55 283X [BARZSHS 504 FYRE R ;

http_403 AR 55 AR BIRASHD 403 FANA N ;

http_404 55 #I% ERZSHD 404 FANE R ;

http_429 AR55 2RIR [EIARZSRY 429 HIME R ;

non_idempotent JBH, A non-idempotent F7{EMYIERK (POST. LOCK. PATCH) TE[M_LiFARSS A%
RIFEREABULHE T — DRSS, B ETUE A v E I R1EK;
of f B IERLIBE N — MRS 28

0 #i

RAER, RAEMARAZ PR ZSERNERE T, A RERIEREZBE T — MRS . thet2Bd,
SRAEN W AR R iR AR IR EE R, ToTA B R IR,

TR LT 5 IR aREE RIS 2 BIbRIE,

error  timeout MRAPANARINNIZIN, BIERERRSHIEE
invalid_header

http_500 AXAEFE 2 HHEE N A BRI 2R
http_502

http_503

http_504

http_429

http_403 AR A2

http_404

G SRAGIBEN N — ARG A AT PASZ 2 2 I8 M TR BRI

grpc_next__upstream_timeout

TBiE grpc_next_upstream_timeout time;
BRINME grpc_next_upstream_timeout O;
X http, server, location

BRA AT AMZIBELS T — 1 ARS5asH9IE KA AL,
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0 KA IEE R

grpc_next__upstream__tries

Bk grpc_next_upstream_tries number;
LNz grpc_next_upstream_tries O;
X http, server, location

FRAI AT DA IESRE N — > IRSFasAI 22 IR EL

0 K A I RR il
grpc_pass

BiL grpc_pass address;

ERINE —

X location, if in location

HE gRPC MRssasitt, Hihkr] DAFSE A EL 1P Hulk, DR :

grpc_pass localhost:9000;

BRAEN UNIX BERFIRE:

grpc_pass unix:/tmp/grpc.socket;

8E, RILAMER grpe://” T

grpc_pass grpc://127.0.0.1:9000;

ZHH SSL LM gRPC, MM "grpes://” FT%E:

grpc_pass grpcs://127.0.0.1:443;

GRSRIRA TN 2 s, WIRTA sthlbRe DA77 SUEE AT IEAh, RTDUREEFE e 55 A4l an SR pE

TH, WMARSHE—-REisEme; MR, BIVHNE RS o AR,

ZHEA ISR, FEIXMIEOT, WMRHAHEE NI, WRERRRRS SRETHITER, W

BARERE], WA resolver #ATHIE,
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grpc__pass__header

[F22S grpc_pass_header field ...;
HME —
Hol5"4 http, server, location

FRVFRE S NIBZER] BT BN gRPC RS det& 455 - it

grpc_read_timeout

BiE grpc_read_timeout time;
EIME grpc_read_timeout 60s;
TR http, server, location

TE XM gRPC JIRSS S SRER R BN . AN (AE M MESERT BRI Z Al H,

f&Hi, WR gRPC ARSS AL RIPAREHRETAE, NERER OS],

grpc_send__timeout

AN X H A B Y

Bk grpc_send_timeout time;
FINE grpc_send_timeout 60s;
kX http, server, location

ZEM gRPC IRFSEEHIGE RV, BN EM MESIHE e R E,
i, AR gRPC ARSFASTEMLIT AR EMTATA R,  WRERERE G H],

grpc_set__header

MASZE RN ER AL

[E27S grpc_set_header field value;
ERINE grpc_set_header Content-Length $content_length;
X http, server, location

FVFEHTE OB FERITE R KL #4 gRPC ARSS 88, (HR] LR E SR,
HIEATE X grpe_set_header 5%, NIXLEFERE M _E—MECE DA,

RSKFBRAVENZFIT R, MNZFBIET LB gRPC RS54

AN o W YAETL

grpc_set_header Accept-Encoding "";
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grpc_socket__keepalive

[F22S grpc_socket_keepalive on | off;
ERINME grpc_socket_keepalive off;
Hol5"4 http, server, location

FLES gRPC IRSSEMIINGIERN) “TCP keepalive” 17 M,

o INBI R, BERGNIRENERFEN,
on BT SO KEEPALIVE YEIARATH

grpc_ssl__certificate

[E2FS grpc_ssl_certificate file;
LNz —
EFx http, server, location

57 F TIAUE gRPC SSL RSG5 #869 PEM kg UEHSCfF, SCaHmT DA AR &,

grpc_ssl__certificate__key

Bk grpc_ssl_certificate_key file;
N —
TR http, server, location

8 TINIE gRPC SSL ARZS 451 PEM % AR R 340 S 1,

A] DB EH "engine:name:dd” fEAXH, IX¥EMFEEM OpenSSL 5L FRHFINEF A IEE ID HIME =
e Xl DUERH R &,

grpc_ssl__ciphers

Bk grpc_ssl_ciphers ciphers;
ERIME grpc_ssl_ciphers DEFAULT;
Hol9"4 http, server, location

fEEH] gRPC SSL 55 #1ERAYE A E . H4 LA OpenSSL RIS I E,
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HHFNREBURT T2 %M OpenSSL fiftA, FILUME openssl ciphers fi ¥ EETEIFIK,

grpc_ssl__conf_command

Bk grpc_ssl_conf_command name value;
ERINME —
kP http, server, location

1£5 gRPC SSL %5 ey AR IN B B R R OpenSSL FLE @i,

O H¥
LA OpenSSL 1.0.2 B @A N SCHRHZE 2,

AILER—ERIEEZD grpc__ssl_conf _command B2, WMRYFmEHNEETE X
grpc_ssl_conf_command 6%, MIXLEFE R M _E—DMECEIIAR K,

Al
oA Y Y

THER, BHEACE OpenSSL AJRER SFBEIMT N,

grpc_ssl_crl

Bk grpc_ssl_crl file;
ERINME —
4 http, server, location

EEWAERSIES (CRL) M PEM #MetF, FHTFHIE gRPC SSL AR #HIIE,

grpc_ssl_name

181 grpc_ssl_name name;
EME grpc_ssl_name "host kH grpc_ pass;’
X http, server, location

AW ESHTIIE gRPC SSL ARG AN IEBHIARSS 25 HE, HTES ¢RPC SSL MRS aEIERE @ SNT
i,

BRINEMTY, - grpc pass URL BIFENLE 7T
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grpc_ssl__password_file

[F22S grpc_ssl_password_file file;
HME —
Hol5"4 http, server, location

RE— X, HEPESnE s El, SMEMERIR—T, SNEEARN, FRREEH.

grpc_ssl__protocols

=275 grpc_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EIME grpc_ssl_protocols TLSv1.2 TLSv1.3;
TR http, server, location

1E 1.2.0 IRAREEASE. TLSv1. 3 SEERIMEIEALE,
& e BT AR gRPC HTTPS RS #50

grpc_ssl_server_name

TBiE grpc_ssl_server_name on | off;
BRINME grpc_ssl_server_name off;
R http, server, location

JAHBEERE grpessl_name IR BIIRSHBIIES ¢RPC SSL ARG as@ EH N B TLS ¥
& RS a2 r4571 (SNI, RFC 6066) HEAT1&H,

grpc_ssl__session_reuse

7227 grpc_ssl_session_reuse on | off;
EINME grpc_ssl_session_reuse on;
Holi9"4 http, server, location

MEEYS gRPC RSB XERN SSL Z2EE2A0MUEHR, WRAEHH IS
R7SSL8 GET FINISHED:digest check failed”, BEAEHSTEER,

3.2. RB|, &% 122
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grpc_ssl__trusted__certificate

[F22S grpc_ssl_trusted_certificate file;
HME —
Hol5"4 http, server, location

fEE— M ARZEE CA IEHR PEM #3(fF, MTIE gRPC SSL RS asHIIES.

grpc_ssl__verify

[E27S grpc_ssl_verify on | off;
EIME grpc_ssl_verify off;
TR http, server, location

JEREEEF X gRPC SSL ARSS SIE B HIIRIE,

grpc_ssl__verify__depth

[E27S grpc_ssl_verify_depth number;
EME grpc_ssl_verify_depth 1;
4 http, server, location

WE gRPC SSL ARSS AL P 8EH AT IETRE

GunZIP

GRS IEE, HT NS “gzip” 7T IERI R P45 A Content-Encoding: gzip” HY

MaINY =2 A7 R i s AT & S TR D 170 BARRY, BB E R A A

2 MNIRARE AT N (Z U sourcebuild), BRIAE L S AN SAGEEHARESL; Mj@id --with-http_gunzip_module

FEEZE TS o
R E BN EERNRAUMEEGS, Wb e E sk,

3.2. &5l &%

123



*Mmb
server
FPiErM, 4 1.8.3

B E B

location /storage/ {

gunzip

B

gunzip

Bk gunzip on | off;
EIME gunzip off;
X http, server, location

JE BRSNS gzip SCHRFYZE P i R AE MR R 4. QNSRS H, IE2F B LT DUE & P 2
BZHF gzip: gzip http version. gzip prowied Fgzip disable, BIEZB gzip  vary 6%

gunzip__buffers

JFEREs gunzip_buffers HE KAy
EINME gunzip_buffers 32 4k | 16 8k;
HSl9"4 http, server, location

B A T80 N R X EER KN, BRAER T, ZBHXANETF—DNAEFETIAN, XBURT
E&, AlRER 4K 3¢ 8K,

GZip

PR — ME ] "gzip” TITEEGM N A IR, XK@ A B T RAEM BRI R NE D —FEEE X,

2\
oA A )

i/ SSL/TLS WhXIF, FEENAN Al RES52 %] BREACH K,
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(w3l
gzip ;
gzip_min_length 1000;
gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

A DAEFH $gzip ratio 22 & RICSKIBEI R 46 FE,

B5<
gzip
Syntax gzip on | off;
A gzip off;
Context http, server, location, if in location

JE I BREE AR gzip E4Ho

gzip__buffers

Syntax gzip_buffers number size;
ERIA gzip_buffers 32 4k | 16 8k;
Context http, server, location

BT RGN N AR X EEAR N, BOAE T, RPXKNET—PAFITTRD, RRRTFA,

EHEE 4K 5 8K,

gzip_comp__level

Syntaz gzip_comp_level level;
ENIN gzip_comp_level 1;
Context http, server, location

IREMIN K gzip FAFFA, FIHEESZHIETEEIN 1 5] 9,
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gzip__disable
Syntax gzip_disable regex ...;
A —
Context http, server, location

2 EX " User-Agent” 153K Lk FE 552 1E N FRIKXRICECAYIE KT gzip ESE,

KPR msie6 XN T IEMIFRIKAN MSIE [4-6].7, BTAREZEE R, "MSIE 6.0; ... SV1” BHEFRTIEIZ
sz 5k,

gzip__http_version

Syntax gzip_http_version 1.0 | 1.1;
ERIA gzip_http_version 1.1;
Context http, server, location

BEIERATFRIRAL HTTP hA D40 L,

gzip_min_length

Syntax gzip_min_length length;
E N gzip_min_length 20;
Context http, server, location

BRI gzip EAEHINAN AR/ M, KX Content-Length” Wil Sk 5B HHfE

gzip__proxied
Syntax gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;
RN gzip_proxied off;
Context http, server, location

ARV SR R X175 0 o SRS A BRI SR A RIEEAT gzip R4, TSRO ARBHIE RS SL i SRk T
Bovia? FFAERIE, A5 ER 21N BE
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of f BRI AT A RIS KA R4, RIS HM S
expired GnERMm R Sk & " Expires” FB HAEZE IR A7, WIS E4E;
no-cache An SR 3 kL B Cache-Control” FEX H B4 "no-cache” S8, WIJE HEYE;
no-store i SR 7 Sk & Cache-Control” FE¢ H B4 "no-store” 2%, W3 LS ;
private A ERNE B Sk 15 Cache-Control” B HE A "private” 8L, W5 H K44 ;
no_last_modified UMM LAELE"Last-Modified” FE%, W& HEYE;
no_etag USRS & " ETag” 7B, WS ESE;
auth WRIE K LA S Authorization” FE, WI)3 FJE45;
any Xt A ARG K S F R 48,
gzip_types
Syntaz gzip_types mime-type ...;
A gzip_types text/html;
Context http, server, location

JAFXNFEE MIME KRINARIHAT gzip FR4E, BRT "teat/html” Z b FiFR(E™ DLELAEAT] MIME 2884,
"text/html” FEBIRINE B IE LA T4

gzip_vary
Syntaz gzip_vary on | off;
E/UN gzip_vary off;
Context http, server, location

Jo B s 22 A LE M B Sk A\ Vary: Accept-Encoding” T, WIR$GS gzip. gzip  static B gunzip BIE,

REZE

$gzip_ratio

TR HAIEAEELER, M IRAANA N RN S RGN N RN EE
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GZip ##&

RVFRIENE “g XY RANTUESF X, mAZERS .
4 MIERD *@@HTJ‘, 121‘%5&%@)\**@@, CANAG:HUN --with-http_gzip_static_module *@ﬁiﬁﬁ%ﬁﬁo
EMN BATCEFRNBEMSGS, 2R C S TEEES,

B E B

gzip_static

gzip_proxied expired no-cache no-store private auth;

ES

gzip__static
X gzip_static on | off | always;
LNz gzip_static off;
Holi5"4 http, server, location

JE A (on) BEEH (off) R EFEME X HIITFETE. DA RIERWMESHHEIE: gzip hitp version. gzip  prowied,
gzip__disable M gzip_varyo

] always B, IRAESXPEAERTR GO NABRBAEM, MAHRER P IE & S0, XEME LA RIE
WM EEEE T GunziP WIRA M.

SR DOEIE gzip an BT H AR a2 T, DU AR SR T4 SRR 2 H AN TR TR

(58

FEVFAEMA R SLHR RN Expires” F1”Cache-Control” SkF B, PANMIEET B,

B E B

expires 24h;
expires modified +24h;

expires 024h;

expires 0;
expires =il g
expires epoch;
expires $expires;

add_header Cache-Control private;
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B

add__header
=275 add_header name value [always];
EINME —
X http, server, location, if in location

EMRAS S 200, 201, 204, 206, 301, 302, 303, 304, 307 5k 308 F}, WhHEEFERINN kL, S51E
AT A&,

AIBVEZAD add_header 16 NATESRIFANARE UEM add_header FERW, XEAELSA RN E—Z
PO E LR,

WSAEE T alvays ZEL, WITCIRIMRAGUNA, HBREINZLT B,

add__trailer
X add_trailer name value [always];
HME —
kP http, server, location, if in location

TEMIMNAS A 200, 201, 206, 301, 302, 303. 307 &% 308 B, WhfeE@FEREMNAIEKRE, SEER] A

BETE R,

AIPAEZA add_trailer 16 JAESRIPONARE UEM add_trailer I5LH, XEFELXA I E—2
(=

GERIEE T always 28, WITCICHAN AL, #RZAINIZT B

expires
Bk expires [modified| time;
expires epoch | max | off;
LN expires off;
T http, server, location, if in location

JA FBEERTEN A A 9 200, 201, 204, 206, 301, 302, 303. 304. 307 Y 308 WEHNEEEL " Expires”
17 Cache-Control” MR kT B, ST DUEIES AR E],

"Expires” 7 BFRHII RIZ 2 A A 5152 e e N RS, QIR T modified 224K, NI HIZSL
BN TR 5 15 2 HrEE I RIS A,
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A, ATBAE Q" HTHEE — R EYHE AN A

expires ©15h30m;

"Cache-Control” FBMANBEA T EN RIS :
o IR —"Cache-Control: no-cache”,

o INIEAIEEZE —"Cache-Control: max-age="t"", HH t 25 FEEIINE, DI I9EANL,

epoch ¥ Expires” BN Thu, 01 Jan 1970 00:00:01 GMT?, ”Cache-Control” &
J9"no-cache”,

max " Expires” 5B A" Thu, 31 Dec 2037 23:55:55 GMT?”, "Cache-Control” &4
10 4,

off 2 BN A& Expires” F1”Cache-Control” Wi k=B,

RGNS HEA H SR

map $sent_http_content_type $expires {
default 5
application/pdf 42d;

~image/ max;

expires $expires;

BT iEes

PR — N8RS, FT#:#: JPEG. GIF. PNG fl WebP &= A&,

M NIRRT EERS, BROAASHEIEE,; FTEMEH --with-http_image_filter_module MJEIELIH
Ho

ERATHAHE ER, ZEERE HEWEN, HIENEHN angie-module-image-filter 5%
angie-pro-module-image-filter Y R R AR AR

O HE
IR libgd 2, B FH 2E A R vl PR R
L WebP #NIEIE, libgd FEARIFN B WebP 25,
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=3t

location /img/ {

proxy_pass http://backend;

image_filter resize 150 100;

image_filter rotate 90;

error_page 415 = /empty;

}

location = /empty {

empty_gif;
}

B2

image_filter

FECR image_filter off; image_filter test; image_filter size; image_filter rotate

90 | 180 | 270; image_filter resize width height; image_filter crop width height;

2RIA image_filter off;
T location

B EN BRI TR B

off
test

size

rotate 90| 180]|
270

resize width

height

crop width height

KA JE el A7 B R AR b 2,

RN N JPEG, GIF, PNG 3¢ WebP #XEER, SN, KiRME 415 (3%
FRROGAARA) FHIR,

PL JSON #&zUkath BIMERIE R, Bla0: { "img” : { "width”: 100, “height”: 100, ”
type”: "gif” } } IR EARIR, WU {}

W E IR EGIEER ER, SRER DESZERE, XA DI sS
resize Fl crop ##—iLfEH,

IR E R MZ LB NER . BOTE— DR 48/, 7] DLR S — e TS
TERN-", WRRAEIR, IRGSHEHRME 415 CRZFFIEEARIAD) K5, SEUE
A SR, Y5 rotate ZE—RMEAN, JeHES /D a4

FEIE B RIL I R/ ML ELOIAa R, HFEET 7 — AN 2 RiL% ., BAUE— L
AR, AT S — NEREEE N7, WIREASRIR, ARSSARAIRIE] 415 (R3Z
FRROEARA) RS, SEUERT MU SRR, 45 rotate ZE AN, hEk
TE4E/ N ZRi% L,
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image_filter__buffer

Bk image_filter_buffer size;
ENIN image_filter_buffer 1M;
Hol5"4 http, server, location

B TR EGRIRN XA RARN H@HIZARN, RS aHRIE 415 (RSRRIGHASAD Bk,

image_filter_interlace

[E27S image_filter_interlace on | off;
LN image_filter_interlace off;
TR http, server, location

MRBEH, RARBE2RE, NF JPEG, RARBIEA Wil JPEG” 8=,

image_filter__jpeg__quality

[E27S image_filter_jpeg_quality quality;
ERIA image_filter_jpeg_quality 75;
TR http, server, location

REEAGH JPEG ERRTHAEE, rHEZAEEEDY 1 3 100, BUNMEE R EHRE RS E R
SRR D BIEIERAREN 95, ZEUAFDESZ R,

image_filter__sharpen

[F23FS image_filter_sharpen percent;
LN image_filter_sharpen O;
EFx http, server, location

WG B, BOUEE 2 Eer] DU 100, o [EEEHBL. SEUERTDIEEE R,
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image_filter__transparency

HIX image_filter_transparency on | off;
ENIN image_filter_transparency on;
Hol5"4 http, server, location

E X AERGR GIF EGa B A A ERIEEHER PNG BIGN 2GR EHE, BIHEN A2 SHE

BIFEEL, PNG Ff alpha JBEIBIHEIALEY,

image__filter_webp__quality

[E2FS image_filter_webp_quality quality;
ERIA image_filter_webp_quality 80;
X http, server, location

REFEHUGH WebP ERRIHIE R, FIHESZAMETEEDY 1 2 100, BUNMEE RS B FTR R

FEsmEdER > SBIERDESZE,

#5l

AP AR 7 1F (/) dERATER, IXSEERWA] PAH Aty autoindex Fhttp random index FEHR

VISZER

=3t

location / {

index index.$geo.html index.html;

}

Be

index
Bk index file ...;
LONNIED index index.html;
4 http, server, location

TSR TERG IS F, XA RS ZE, SHIRIEERN T TRE, SIRNRE— PR

R D EALN A, R

3.2. &5l &%

133



*web
server

RFiEf. iR# 1.8.3

index index.$geo.html index.0.html /index.html;

]

REERRE, SRR SFENEEERA, FHIERATDENFEAERI TR, Flan, EH

THLE:

location

=/{

index index.html;

location / {

#

—A> v ERSEPR KRS M BIEN /index.html HEFTALHL,

JS

L FAE njs B EERRF—IX 2 JavaScript 185 W—1F%,

TEBATHIARS Y, R IS EHE N4 angie-module-njs B{ angie-pro-module-njs HJHL
e,

BCE R

http {

js_import http.js;

js_set $foo http.foo;

js_set $summary http.summary;

js_set $hash http.hash;

resolver 127.0.0.53;

server {

listen 8000;
location / {

add_header X-Foo $foo;
js_content http.baz;

location = /summary {

return 200 $summary;

location = /hello {
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js_content http.hello;

location = /fetch {
js_content http.fetch;
js_fetch_trusted_certificate /path/to/ISRG_Root_X1.pem;

location = /crypto {
add_header Hash $hash;
return 200;

http.js XfF:

function foo(r) {
r.log("hello from foo() handler");

return "foo";

function summary(r) {

var a, s, h;

s = "JS summary\n\n";

s += "Method: " + r.method + "\n";

s += "HTTP version: " + r.httpVersion + "\n";

s += "Host: " + r.headersIn.host + "\n'";

s += "Remote Address: " + r.remoteAddress + "\n";
s += "URI: " + r.uri + "\n";

s += "Headers:\n";
for (h in r.headersIn) {

s += " header '" + h + "' is '" + r.headersIn[h] + "'\n";

s += "Args:\n";
for (a in r.args) {

s += n arg LIS a + " iS LS r.args[a] L |||\n||;

return s;

function baz(r) {

r.status = 200;
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r.headersOut.foo = 1234;

r.headersOut['Content-Type'] = "text/plain; charset=utf-8";
r.headersOut['Content-Length'] = 15;

r.sendHeader () ;

r.send("nginx") ;

r.send("java");

r.send("script");

r.finish();

function hello(r) {
r.return(200, "Hello world!");

async function fetch(r) {
let results = await Promise.all([ngx.fetch('https://google.com/"'),
ngx.fetch('https://google.ru/')1);

r.return(200, JSON.stringify(results, undefined, 4));

async function hash(r) {
let hash = await crypto.subtle.digest('SHA-512', r.headersIn.host);
r.setReturnValue (Buffer.from(hash) .toString('hex'));

export default {foo, summary, baz, hello, fetch, hash};

B

js__body_filter

[F22FS js_body_filter function | module.function [buffer_type=string | buffer];
E2UN —
Hol9"4 location, if in location, limit_ except

R njs PR E NN A ISR, I IREREAEN AR DB ERORH, BAUTSEC
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r HTTP &R MR

data NREESR, AT AT EREL Buffer, BRBURT buffer type 18, BROIANRTHF
o

flags BEUTEERNS: last —f/RIH

true —4IREIR R HRG —PMENIX,

I BERR AR OB r.sendBuffer() REEAESUR I ABIRIUEL RS R — ML IES. Hln, ZERNe N
RHRRIRT A /NG TR NG -

function filter(r, data, flags) {
r.sendBuffer(data.toLowerCase(), flags);
}

B8 Va8l BEIRRIBA% Fim, AV js_body_filter), AILAMER r.done()o

QSR SR PRECE BT M M AR, MIFREELE js header filter H{BRBR”Content-Length” MRSk (4nRA
HITE),  DASEIE 7 B g

O w#ik
BT js_body_filter AERRFPIZANREIHLER, RILOCHRRIDHRIE, Kitt, S5m0 %0E, i

r.subrequest() B setTimeout()o

Jjs_content
Bk js_content function | module.function;
EUN —
EFx location, if in location, limit_ except

¥ njs EEORE N BENACIET, 7] DA | AR EREL,

js__fetch__buffer_size

Bk js_fetch_buffer_size size;
RN js_fetch_buffer_size 16k;
kR http, server, location

BEHTEREHIE A Fetch API BYZEMIX R/,
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js__fetch_ciphers

[F22S js_fetch_ciphers ciphers;
2N js_fetch_ciphers HIGH:!aNULL: !MD5;
Hol5"4 http, server, location

fEES Fetch API Y HTTPS BN EN, HHEAMEIKS OpenSSL FEH AR,
FERIFIRIUR T CZ LW OpenSSL hRA, RILUMER openssl ciphers i &EHTEEEAIK,

js__fetch_max_response_buffer_size

7237 js_fetch_max_response_buffer_size size;
LN js_fetch_max_response_buffer_size 1m;
ETFX http, server, location

IREMEIE Fetch APT BRUCEIIM RL ) R R N,

js__fetch_protocols

=275 js_fetch_protocols [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
A js_fetch_protocols TLSvl TLSv1.1 TLSv1.2;
R http, server, location

JAH 5 Fetch API [ HTTPS 415 E ML,

js_fetch_timeout

Bk js_fetch_timeout time;
2KIA js_fetch_timeout 60s;
EFx http, server, location

TEXG Fetch APT HYBEBUANIE NN, @NAER NESRTR/ SR IEZ FIRE, MRS,

QUERAELEI RIS (G f U, R R A
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js_fetch__trusted__certificate

Bk js_fetch_trusted_certificate file;
ZRIA —
Hol5"4 http, server, location

BEHT®RIUFS Fetch API B HTTPS UEPHAY PEM ¥NAIZ(E CA IFEHXH,

js__fetch_verify

[E27S js_fetch_verify on | off;
LN js_fetch_verify on;
TR http, server, location

JEFHEZE M Fetch APT 3UF HTTPS ARG 2SIUE+,

js_fetch_verify__depth

[E27S js_fetch_verify_depth number;
2RIA js_fetch_verify_depth 100;
TR http, server, location

B Fetch API ) HTTPS AR55 #UEBEH IR UEIRE

js__header_filter

Bk js_header_filter function | module.function;
E/UN —
ISl 5"4 location, if in location, limit_ except

¥ njs BRBOZE IR S IEER. 1%F6 A VFBE R R Sk A R B

O #i

BT js_header_filter SEBERRRPIZEMRAIHLER, RILOCHRISHIE, Hitt,
4N r.subrequest() BY setTimeout()o

AR DR, Bl
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js_import
[F22S js_import module.js | export name from module.js;
L8N —
Hol5"4 http, server, location

SNEI njs OB BOHE TR, erport _name FIEVIRIBHLREII G422 H, ARAKRIEE
export__name, I AR AL AR N A 44 22 T

js_import http.js; J

FEIXHE, BURZHR neop BHIEVI R S HATA 2 H, MRFARBIRGH foo O, MM http.foo K
FIHE.

Al DAfEEZ js_import 652,

js_path
Bk js_path path;
ENIN —
4 http, server, location

N njs BRI ETIMIE L,

Jjs__preload__object

Bk js_preload_object name.json | name from file.json;
E/UN —
ISl 5"4 http, server, location

FERCEMN TN — NN R, name MIERRZRIIZIR, EITIZZE R PE njs RBHTRIX R,
GUERARAETE name, WPHHERSIIEH,

js_preload_object map.json; J

FEIXHE,  map BRTEVI I FANERS GBI AHR,

A PAEEZ N js_preload object 165,
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js_set
Bk js_set $variable function | module.function;
ERIN —
Hol5"4 http, server, location

NIEEZL B E D njs K A PAT | FRRERREL

S —GI RN, STAMZES. AR T B 5 IR E, XA AT — 573
BRITAETCRAEHE, B, WMRERMAElog format FELHBGIH, WHAPRREF A XTEH SR Z A
AT XA AT DAE TR SRR AT T — LR B LA,

0 #i

T js_set ACEERE 2 BIIR [A1 HLAE R [A] AN S RF R0 (B (AT, S S5 22 (A1, 40 r.subrequest()
8 setTimeout()o

js__shared_dict_zone

=275 js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

LN —

4 http

B AF KR AR, XIS TR R B 5 A AL =,

type AESE, RFEBERETE N nunber, BRINEHR T, HEFHFH string
YENEAIE

timeout AiESE, WEERETHEHE NIRRT E

evict A[IESEL, YIXIBAFMEFERN, BEREIHIERERX

Pl

example conf:
G um BFR, EAFHE,
# 7 60 HAVESE B ER:

js_shared_dict_zone zone=foo:1M timeout=60s;

# AlE—A 512Kk HhF M, BAFHE,
# X B R B R R H R X

js_shared_dict_zone zone=bar:512K timeout=30s evict;
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# AR 3200 MAKTR, EARE:

js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));

js__var

Bk js_var $variable [value];
ENN —
X stream, server

FI—A 05 R, [HrEESOR, BENHAS, ZEREECRGAPE R, TMUEE e 15
RgelFeaivey -

HREH

> HTTP njs HEEFZR— NS5, B iER N5,

PRl

I TR E X EORHE T RE R, RHRR B 8D 1P MUk ATEREEE
HAEFTEIE AR 2T, ATETE RPN a AL FE A MESCL ORISR, A S HEuER,
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B E B

http {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {

limit_conn addr 1;

B

limit_conn

Bk limit_conn zone number;
LN —
4 http, server, location

NEER B ER BN XN AR VPR ER R, Ed EIRAI, AR5 asROREIEE R (EiEKRAT[E]
Ho flan, LANIEL

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
location /download/ {

limit_conn addr 1;

XAV 1P HuHE RN N7 — NI,

O ik
f£ HTTP/2 Ml SPDY Y, SN IFARIERBAN — P EIRANERL,

ARV ZAN limit_conn 165, BN, DARECER RS DE A0 1P il RS asaEm e, RINIR
IS RE AR 55 A A S F R
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limit_conn_zone $binary_remote_addr zone=perip:10m;

limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;

limit_conn perserver 100;

IXEEFE S AAE S HITRANBE E S limit_conn F6W, M E—ZHAL BIGILEK,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
RN limit_conn_dry_run off;
ETFX http, server, location

ARSI FERGUT, SRR RA IR, (B2 =AF X, EHEENBERRIPIE

watit,

limit_conn_log__level

Bk limit_conn_log_level info | notice | warn | error;
2KIN limit_conn_log_level error;
TR http, server, location

B RSS s PR B N AR A B &I =400,

limit__conn_status

Bk limit_conn_status code;
ENIN limit_conn_status 503;
Holi9"4 http, server, location

[EaRA L e EE RN DIVRVA T
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limit_conn_zone

Bk limit_conn_zone key zone = name:size;
ERIN —
Hol5"4 http

NHEAFXRESE, ZXBRRESMRIINS, Falg, ISERASrNEREE, #a s
SOR, RN HAG, ENZEIER I

ARG

limit_conn_zone $binary_remote_addr zone=addr:10m; J

FEIXH R 1P ik B 5, X B Y2 $binary_remote_addr A8 &, M /& $remote_addrs,

A& $remote_addr FIAR/NATLAM 7 B 15 FHAE, FEHVIRESTE 32 (i FE A 32 88 64 F 15
NTE, 1E 64 MFE FIRKEH 64 7719,

AP & $binary_remote_addr HIK/NAT IPv4 HIBIEIGE Y 4 275, BON T IPv6e HlIIAZETH 16 i, 17
FEIPIRASTE 32 MFE BAAZR G 32 57 64 11, 1F 64 fF& BB LA 64 715,

— IR X A] AR TE K ZY 32000 4™ 32 F I APIRASERZ) 16000 1™ 64 F 1 HPIRAS, WHSRIX I %
DEFER, ARG AHIEN A #E—H i KR B 5%,

NELTE
$limit_conn_status

{RIEE R R IR 45 5 . PASSED, REJECTED BY, REJECTED_DRY_RUN

PRIEITER

A T IR SCRERYTRSRACEDER, RiBIEK H A TP Huk AR SRACBIER, % IREZ /A
AT 7RSI,

B E B

http {

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
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location /search/ {

limit_req zone=one burst=5;

B

limit_req

X limit_req zone number [burst=number| [nodelay | delay=number];
EININ —
Hol9"4 http, server, location

B A DA SR Y BR R/, ISR IS SRIEF IS Oy A B AR R, W HACHRAHER, DA
H1E R DUE HDEREA TR, W ZHIERIPGEIR, EEHBEBEITRERRE R, MR ERE DU
e &k, BONEILT, RARRENNEFTE, Bildl, DANEL

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {

limit_req zone=one burst=5;

R RVFEHAET 1 NER, REAEE 5 MEXR,
R BEAETE R Z BRI IR Z U1K, WM EAZEL nodelay:

limit_req zone=one burst=5 nodelay; J

delay ZEHEEN Z1HRLNIERNIRA, BIMEANZ, BIFTAIE 2 AIE KECRBGER,

AR ZA limit_req $6%0 B4, DAURECEPRIFRHISKR B A 1P il pIE KGR, [A]I R HE LR
55 AR SRAL IR :

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s;

limit_req_zone $server_name zone=perserver:10m rate=10r/s;

server {

limit_req zone=perip burst=5 nodelay;

limit_req zone=perserver burst=10;

IXEEFE S ANAE Y RITPANEE TE S limit_req $8RNF, M E—ZRBL BRI K,
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limit_req_dry_run

Bk limit_req_dry_run on | off;
ERIN limit_req_dry_run off;
Hol5"4 http, server, location

JER TR, BT, TRRAEEDER AR, (AL =7 DR, 2 EREENAS

BIEHF LS,

limit_req_log_level

181 limit_req_log_level info | notice | warn | error;
2RIA limit_req_log_level error;
TR http, server, location

B ENRSS # i T IR R e e A B SR e IR 1 SR AN H D 5k, SEIR I H B 1] R beiE 2
I HEICREAMR—F; Hla0, RIEE T limit_req log level notice, WIIEIR¥ELA info FKAIC %,

limit_req_status

B limit_req_status code;
2N limit_req_status 503;
Holi9"4 http, server, location

B EAIE KIIR [F A RS,

limit_req_zone

BiE limit_req_zone key zone=name:size rate=rate;
LN —
X http

RELEAGFXBIISE, ZXER S ME RIS, e, IRESEES AT 215K

DAEE YA, TRNHEAS, BENBIIERAEHIT A
AN IR

[=)

Ho

|

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;
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EIXE, IRESRIEE 10 IKFHHIXIE one H, ZXIEEEIE KRG EFRE RGBSR 1 MEK,
B 1P HEE e, TEER, XEMEHANZ $binary_remote_addr P&, M/ $remote_addr,

T IPv4 Hitlk, 288 $binary remote_addr BIR/INEEN 4 T, XNF IPve Hilk, K/INHN 16 F15,
FRERIRASTE 32 M FA FIAKR G 64 T, 1£ 64 fFA B 128 T,

—NIRFATH XA AT PURTERZT 16000 1™ 64 F 1 FPIRASEAZ) 8000 1 128 F 1 IR,

IR EERER, FFRRIT iR D E AR, A RAMEMN A TR BTN, WA SRR AR
1k,

rate ARFRVIEREL (r/s) R, WA EERE T —DER, WA HERE (c/m) For, Hi
an, BRAMERFRN 30r/m.

RELTE

$limit_req_status

PREFPRITE SR FR #1455 . PASSED, DELAYED, REJECTED, DELAYED_DRY_RUN E{ REJECTED_DRY_RUN
HE #4#4
ZREH IR ER AT ANEKHE,

TESRTEACIEEE SR location FIESRHE, WIERAETE RACTHIAR & 42 T NG EE R, WIATRES LA location
A,

BE R

log_format compression '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" "$gzip_ratio"';

access_log /spool/logs/angie-access.log compression buffer=32k;

ES
access__log
X access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]];
access_log off;
A access_log logs/access.log combined; (BB T --http-log-path VRAf= Y
i)
X http, server, location, if in location, limit except

3.2. &I, &% 148




*web
server
FAPFiEE, IRA& 1.8.3

& path, format MZEMHET ANEHE, AlDAMER—EESA LiEEZMHE, BEEHE IS
HEEE “syslog:” BIZX, WIDABLE HBICRKE sysloge FFRME off BUHMRIA LIIPTE access_log 6%
WRARFEEHE, NWIERTUE XA “combined” 1§38

WEREEAT vuffer B¢ gzip 81, MG AN HERHRE M,

)
oA A )

P X A NMFEIS T AR 75 AR KT FreeBSD, IXNAR/INETEHRAY,

JERZM, BiEfaS A
o WERPATHENEGRMIX;
o WMREMEHELL fush SEEEERINEEIH;
o N TAEBRRENTT T HESC I BRI,

R T gzip 28, WERMBIEBGRRHES A Z BT . EAHRAI A DOREE 1© (&R, E48
B 90 (I8, RAEREF) ZH. BUOMET, ZMXKNN 64K 51, EEPOIRERN 1. BT
B2 DS 7 Bpg i s T 46, BRI FESCAFa] PABERNE. "zcat” R4 BURER,

B

[access_log /path/to/log.gz combined gzip flush=5m;

O =HHE
BAH gzip JE4E TAE, Angie 2MUER zlib FEMIEE,

R IE SR, (HISEHEE LR
o AT MOIZEAEE SIS HER B 3 QIR SRR ;
o RIFHNTCRL;

o BIRHEEG AN, XHESHHTHAIEH, 2R, BT 0] DS 1 SRR R =2 7,
K LE open log file cache 8 H) valid ZSEFEEINTRIN, 5 AIHSXEAYPRA] PAYKSE;

o ERRHEEE AN, REERREZZEEE, WRAEE, WATRERE, Fit, RIFER—
AL B ERINHEE root Flaccess log:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

if BB REILSR, MREZMFHTESERE N 07 B FRH, WEREASHICR, £ ARG,
MM ACHES R 2xx F 3xx HIE R SHHICT
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map $status $loggable {
~~[23] O0;
default 1;

access_log /path/to/access.log combined if=$loggable;

log_format
[F22FS log_format name [escape=default | json | none] string ...;
ERIN log_format combined "...";
Holi9"4 http

faE S,

escape ZENIFILE json B default FAFERFHIFRIHE N, BRAHH default ¥ X, none HEHH
o

T default ¥, FRF 7. 7\7 MIEAMUENT 32 BEKT 126 FIFRPREE OB \xXX7 AISRARIE]
LEE, NRICR—NEFER -7,

T json ¥, FTATE JSON FAFHRAAFVFHIFIPFHEL S F0F7 77 FI7\7 BEE SO\ 7 FI7\\7,
{E/J\q: 32 E(J??‘g:%ﬁigyﬁw\nw\ ”\I'”\ ”\t”\ 77\b”\ w\fa? E?‘”\UOOXX”O

KIEFE P RIS T B A R sent_http_, flgn $sent_http_content_range,

AL B LIETUE XA combined %3K:

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';

open_log_ file_cache

X open_log_file_cache max=N [inactive=time| [min_uses=N]| [valid=time]l;

open_log_file_cache off;

ENIN open_log_file_cache off;
Holi5"4 http, server, location

EX—NRAE, MT AU ZRAFREREMEH H SRS, 5B E U TS
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max RBEEFREIRMTRAEE,; REFCH, NWAHRLE/MER (LRU)
R

inactive BB AE I [E] N 15 7] 2 G R A7 IR T S AR E]; BROAEDN 10 #D

min_uses WETE inactive ZEE X IR SCEEE R B SR/NREL, DAL T E R
LREFFTH; BRIAEN 1

valid BN FERE R E AT EH A HERSIR; BOAMER 60 #)

off HHET

EdEERAN I

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

WIS 44
AR AN A A R R T H A 2 B A E

BoE B

map $http_host $name {

hostnames;

default 0;

example.com ig
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;

wap. * 4;

map $http_user_agent $mobile {
default 0;

"~0Opera Mini" 1;

}

B<

map
Bk map string $variable { ... }
E/UN =
R http
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MR, RERRTE IS, ESBIEVTERENTASETE, fli:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

IXH 258 $new_variable MMEFHNNEE $vart Fl $var2 HAL, SEIEIXLED B AR E I HEL
INIES

O #iE
I TR AAE N PG, RILEMEABIRRAT “map” LRI XL TERICEE NI M RA,

map PRAPEISEEE FRERIEE RAEZ AT
JRME AT DAV 543 BRI E N RO FEE
FAFERILELIN 2 KN

EMFRIEIRL LU~ FFSIF L AT X R/NG RIDEAL, 8 DA~ 55 TF L BUEAT A X 0 /NG I PE
Fio ENZRIAIRT DAL & an ARG BHfER, FH)5 A DAEE M S h 545 R B A,

GISRIRMES N AR R RS EC —IthE, IR B SRS,
SREF U E XA, ZRAHAS,

SR A NRERS L

default value WRIFESTEE R AARA AL, WIRESRE, SRIET defoult I, B
INEERMER NS FRF ER

hostnames R JRE ] DUR T A AT e SRS R B4, IZSENAEEYR Z A
Eo

o,

*.example.com 1;

example. *

[

NN

example.com ilg

*.example.com 1;

AIAEFEN:
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.example.com 1; }
include file e MEERH. TEZIMEE,
volatile RNZLERAAI AT

WERJFES Z M EE RIS, FIaniERS Al E N FIARERVLAD, HIEFEE —DICE IR, RoeiFan
T

1. AR TR EE

2. WML R FRERE, B ezample.com”
3. RSB KT BME, B mail *

4. BAUCEMIENZIER GErERCESCrF g )
5. BRINME (default)

map__hash_bucket_size

Bk map_hash_bucket_size size;
2N map_hash_bucket_size 32|64|128;
R http

& B map LEMBTRIEAR N BINERR T ABEERIIRFT AN, RERREIEE EES Wi,

map__hash_max_size

Bk map_hash_max_size size;
2RIA map_hash_max_size 2048;
R http

BB map LRI RIVEAKRD. RERRRIEAEEIES LA,
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Memcached

BAEHF F M memcached ARSSBFIREN., FELE Smemcached  key ZERHIRE, MR N IZIE T M BE
FSEHN memcached A,

B E B

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;
}

location @fallback {
proxy_pass http://backend;
}

B

memcached_bind

Bk memcached_bind address [transparent] | off;
EIME —
EFx http, server, location

5% memcached ARG ERHIINRERE MNTEERIAR TP itk &2, FAEANERNEL, SBEDUESTE,
FRME off BUBM E—RKELE UKL memcached bind FaSHIRER, XAWFRFEHZECAR 1P Hitl
T o

transparent SEIFE| memcached IRSSESHIINRIEFENIEARH TP itk &, Hlan, MWE ki) E L
IP Huhb & :

memcached_bind $remote_addr transparent; }

R T SRR B TR DAY Y ARIZ AT Angie TAEHEFEFE Linux b, WN54EE T transparent
20, WIAFENIRIE, RAT/EHEMNFIHREYEEK CAP NET RAW &7,

O #=H
PAZTE B NI 22 AR B memcached IRSS 23H LS 7 B .
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memcached__buffer_size

Bk memcached_buffer_size size;
LNz memcached_buffer_size 4k|8k;
Hol5"4 http, server, location

BT B memcached RS ST HCE NN ZE —HR 0 BIZRIPIX KN, N, — R B E R 20 15 3445
& i

memcached__connect__timeout

181 memcached_connect_timeout time;
LOWINIED memcached_connect_timeout 60s;
TR http, server, location

& X5 memcached ARS5 AR IERATEN R, FTETFAE, BN FEDER SREET 75 7.

memcached_gzip_ flag

Bk memcached_gzip_flag flag;
BME —
kX http, server, location

JA IR memcached ARG MR HHIARG, FHTEFRE I B IR B SLHY” Content-Encoding” FERIZE
jgwgzipno

memcached_next__upstream

Bk memcached_next_upstream error | timeout | invalid_response | not_found | off
oo

ERINME memcached_next_upstream error timeout;

o4 http, server, location

FREAEMRME L R IER AL I8 LAl iy — M IRSS 35
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error TESGARSS dR AR, ARIE TR R BRI B SKIN 2 AR B R 5
timeout TES ARG AL R, R8T SR B SRR 1 Sk N 2 2B RN ;
invalid_response HRZ5#IR[A]Z3 B JCAL AN ;

not_found FERRSS a5 EARIREMA R ;

off RABTEREES T — PR A=

O ik

RAC(E, HELEMAREE PR OSEMAER, ARERIERERS T — DRSS 8. MRk, WRME
My B (& i R v i AR SR IR BRI, TR R,

TR LT 5 IR aREE R 2 BRI,

error  timeout EERBMANTEINZIA, BMEEMIRERSHIEE
invalid_response

not_found MABAR AR =0

REERAZIBLE N — DR AHY 22 IR E AT DS 210 RO ) 321 7 PR

memcached__next__upstream_timeout

B memcached_next_upstream_timeout time;
FINE memcached_next_upstream_timeout O;
o974 http, server, location

BRAIE SR AT AMGIEE] 1 ARS5as A AL

0 KA IEERR ]

memcached_next__upstream__tries

1Bk memcached_next_upstream_tries number;
FINE memcached_next_upstream_tries O;
ETRx http, server, location

BRAIIERAZIEE] 1 RFAFHZIREL
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0 KA IEE R

memcached__pass

[E2FS memcached_pass uri;
EINE —
kX location, if in location

%' memcached RS asHiNE, Hubkr] DAEE NIEAEL 1P Hihl, DAR

memcached_pass localhost:11211;

HFEHE TN UNIX BERFRE:

memcached_pass unix:/tmp/memcached.socket;

QSR MR 2 Nk, EATPR DTG 75 S NEE . b, Mtk a] DRI 5 a2, AR,
WIARE N H e, MR, NOMHANRIEE MRS A% 7 A8 E b o

memcached__read_timeout

Bk memcached_read_timeout time;
FINE memcached_read_timeout 60s;
TR http, server, location

& XM memcached JIRS5 a1 S AR IS I ] o AE8 IS [RI(UAE PR REE SR IRBURE 2 AR B, A ZRH T
REAWENL L%, AN memcached ARSS ARTELLIN RN A ERIEMINE, NEZEEMA,

memcached_send_timeout

181 memcached_send_timeout time;
LOVINIED memcached_send_timeout 60s;
X http, server, location

KA memcached XSS A& HIIE K ATEEIN N H], @I RMUEPIRES S ARIEZ RN E, mARHT
BEDTERIIE R, AR memcached ARSFFARTELLIN AIABARIRENEMNE, NIERRE A,
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memcached__socket__keepalive

Bk memcached_socket_keepalive on | off;
FINE memcached_socket_keepalive off;
Hol5"4 http, server, location

AL E 2| memcached ARZS52HISNEIERERI"TCP keepalive” 174,

o INBI R, BIERGNIRENERFZEN,
on NEZEFFTFF SO KEEPALIVE EEFIED,

HNEXE

$memcached_key

E XM memcached ARSS 25BN R 1 HE,

i

IR O 5 B BB IE SRR R TE R AV, W BT K AW S A5 4 2

B E R

location / {
mirror /mirror;

proxy_pass http://backend;

location = /mirror {
internal;

proxy_pass http://test_backend$request_uri;
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ES

mirror
Bk mirror uri | off;
BRINE mirror off;
EFx http, server, location

RBEFIATHR R EIREIN URL n] AR —RAECEHHEE 2 DR,

mirror_request__body

JF227S mirror_request_body on | off;
FINE mirror_request_body on;
TR http, server, location

FERE P IE RIA R S 5 N, 2 P s SRR QI BHG 718 R Z AT, TEIXFMELR,
Hproxy request bufferingfastcgi _request buffering.scqgi_request buffering Fluwsgi request buffering
e B AR MR P i SRR B AR

location / {
mirror /mirror;
mirror_request_body 5

proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body g
proxy_set_header Content-Length "";

proxy_set_header X-Original-URI $request_uri;

MP4

N MP4 ST BEON R ARRIAR ST devim >CRfo IXRXXFEH BA mpd, .mdv Blmda XY RA,
4 MNIRATAT R, IZRHER I A TEE; MY --with-http_mp4_module MEIEINS FE.,
FERE B EERNRAUMBGT, SR EESEEET,

DhIR A S AR A TR AR VA LA, FERERAIARSS R 208 — 1 HTTP 15K, ERPIEEER T H
SEEITHEIR TR (& Ban 408 start, FACAFD), ARSSERIIEIN DAREI AR (7 BN BT KA fR], filn:
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http://example.com/elephants_ dream.mp4?start=238.88
IXAVFEAL RN A TRENL S 0L, SO (A0 (R A 38

NTXHEFE, BT H.264 BIRSAALERTIER “moov atom” HEETTEEE, CRFN—Es, BE%
PRAFIRGIEE.

N T IR, Rl E e Z R BOTsdE. R LR M start=0 ZEEIRFRIE SRR E AT,
VP2 R TR A SIS R R 00 T ORI R LR N EARRY,  RUONIR I Es N E T 46 1%
AT NEEED X ANFTTEARAL TSRSk, MT Angie SKUE, RFETHERIEXIFAARIAT, 1R
TEEHENL T XAFRIRE, Angie DB NSRS — DHTHIR, DMETEBIREGRAETE 2 AT, X
N CPU, WAFMIELEL 1/0 HIOTH, HILERLERT ES [RIASC A DA TIhmBUA, TiAZLE Angie
FERRPNIZAERIE K _EARAAT IR A

IBHIE SR HTTP 16K end 28, SHIRERNIVETHR N, end ZHATLLT start 2T,
AT DA E -

http://example.com/elephants_ dream.mp4?start=238.88&end=>555.55

MNFEEEE start 5 end SEIWILELIER, Angie FEM S EBOTEIE, W& KIS ETEER,
R HABRE P, X5 EREIARIFHAENRE .

Q2R start ZEERFEAESAIAN, WAV G SBIR, 0 7RIS, H0A] DAE start mZ
RTINS SEMIDA R EATTZ TRIRI A R IR, JXEEMWORAE I SR 51 RSB P R

GUIRIEACIE R AR start 1l end 280, WIRATTH, SRR EHEESTRIEA R, —ERHEsH
XFFFIEETER, BT,

)
ol A )

GRIRZBIEA TEE =77/ mp4 B, WIRORHEEH,

AT FLV S, SR 7 RO A SR FLV,

B E B

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive
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B<

mp4
[E2FS mp4;
EAUN —
EFx location

TE A BB B P AR AL B

mp4__buffer_size

Bk mp4_buffer_size size;
2RIA mp4_buffer_size 512K;
T http, server, location

I E M TR MP4 STAFHIZEPIX TG RN

mp4__max_buffer_size

Bk mp4_max_buffer_size size;
ENIN mp4_max_buffer_size 10M;
ISl 5"4 http, server, location

FETCRURALEEIR], ATREFR Z KRR X, HOAUNMMSEEEEAR/D, S Angie ¥53R[A] 500 (PIERAR
SavitiR) IRSSaRtRR, FHICRLAMHE:

7/ some/ movie/ filempd” mp4 moov atom KK: 12583268, & F]HE T = G N

mp4_max_ buffer_size

mp4_limit_rate

=275 mp4_limit_rate on | off | factor;
2RIA mp4_limit_rate off;
4 http, server, location

XIERE MP4 SPFRIEHIATIRRIR A, ZIHRIRS, K factor RUIFRIPEIELRFR,

o off {EEEHIIEARERAI,
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« on {HIZHE factor 7 1.1,
o RHIEIRBIHmp s limit _rate after EIMEE N,

TR B TIRR R . R IR N, S5 F0EREIME . B, FIEEM imit_conn F
BEFMTE S

mp4_limit_rate_after

181 mp4_limit_rate_after time;
2RIN mp4_limit_rate_after 60s;
R http, server, location

E (DU R v ERn) R A B B B mp s limit_rate BEEREZARERH,

mp4_start__key_frame

Bk mp4_start_key_frame on | off;
A mp4_start_key_frame off;
kP http, server, location

S ) L A AG 228 DASG SRR 46, ANSRITEES BB R ST, WIRIEEMURAET mpd HmiE 71 ZRE K,
YR R 2| B A AN AU, @0 Chrome, Safari, QuickTime 1 ffmpeg, Firefox 7732
o

Perl

ZIEHRH TAE Perl HSZBINI B ELEER, FH44 Perl JAHEAZ] SSI H1,
2 NIRRT, ZBIREIA A, MBI --with-http_perl_module FEIEWH .,

TEFRATAIACRD D IZ P SIS E N — 144N angie-module-perl B angie-pro-module-perl
Y B ARER PR TR 4L

O HE
AR Perl fRA 5.6.1 SUEERA, C FiEdei 5 H TR Perl RISMIFARAHRE
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£ 0] &%

PR SRR, ERE T B EXR,

Tk Perl A H T B E A 1) LW 4R VR S MOL HO BB, B -Dusemultiplicity=yes
-Dusethreads=yes Z¥HH, AL, N T Perl EIBITIAIANFEMIE, MEH -Dusemymalloc=no
SHEOATHE, ERECHE Perl IXESENE ORAIFPREE 7 EIEE), 1HIE1T:

$ perl -V:usemultiplicity -V:usemymalloc |br]|
usemultiplicity='define'; |br|

usemymalloc='n';

BERE, EEEHABN -Dusemultiplicity=yes B¢ -Dusethreads=yes S EHE Perl 5, FrH i
il Perl BRI EFHY EHE—EA R S5 HH Perl A,

TN TR R NMERE R E G AT RER I K, RN REIFAHERZAAN, "] AEAR
AT PAT SRR LT SC I T 2

4 Perl BERPUT IS RDSITHHRIER, BIANARAATIEG, ERER HARARSS S & B %, /sS4 Rl L
TERRHMTE SRR AR BAE T, Kitt, AT BA AT E AT T R 0E, BN Rl A S
&Rt

B E B

http {

perl_modules perl/lib;

perl_require hello.pm;

perl_set $msie6 '

sub {
my $r = shift;

my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;

return "";

server {
location / {
perl hello::handler;
}
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perl/lib/hello.pm FEH:

package hello;

use nginx;

sub handler {
my $r = shift;

$r->send_http_header ("text/html");

return OK if $r->header_only;

$r->print ("hello!\n<br/>");

if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

return 0K;

_END__

B

perl

Bk perl module :: function | ’sub { ... }’;

EONN —
4 location, limit_except

NETEN BIZRE— Perl AR,

perl_modules

BiE perl_modules path;
ERIN —
Hol9"4 http

N Perl B BHINHEAL,
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perl_require

5RS
A
kX

perl_require module;

http

T SCRAERFOCEHTEC B I B IR Z AR, AT DAFAEZ A perl_require 6%,

perl_set
Bk perl_set $variable module :: function | ’sub { ... }’;
ENN =
kX http

NGE LR LA Perl ALEEER,

M SSI iFAHA Perl

P Perl 1 SSI 4 B A DU RA&R:

<!--# perl sub="module::function" arg="parameterl" arg="parameter2" ...

-—>

$r iERMR TG E

$r->args

R[ETERSEL

$r->filename

R[E51ER URL A RIS 44,
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$r->has_request_body (handler)

WERIER P BEA IR, WORE 0, GHRA T, WOYIERIZEEERCHEEIHRE 1, ERBIERERG,
Angie ¥ A HFEERAL RS, HEE, OB RB A5 I T &E@, RHl:

package hello;

use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {
return DECLINED;

if ($r->has_request_body(\&post)) {

return 0K;

return HTTP_BAD_REQUEST;

}

sub post {
my $r = shift;
$r->send_http_header;
$r->print ("request_body: \"", $r->request_body, "\"<br/>");
$r->print ("request_body_file: \"", $r->request_body_file, "\"<br/>\n");
return 0K;

}

1;

END
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$r->allow_ranges

J& FRAE & R 8 L I8 5 Y

$r->discard_request_body

8/~ Angie EFIFR I,

$r->header_in (field)

IR [AIEE 2 i SRSk T BRI MES

$r->header_only

FAVRE T2 753 A M 7 B (LSRR A IR B8 1 i

$r->header_out (field, value)

FE MRSk T B E M

$r->internal_redirect (uri)

XHEERT uri HEATNESEE A, SKPREEFITE Perl ALFESHUTTEMUG KL, 1TT IR H L/ URIL,
SCRFEE M E a4 A E,

$r->log_error (errno, message)

KHEEHEEE ANerror_loge W errno JEF, FEIRCHD S LA IR N2 7H S,

$r->print (text, ...)

R R R B 45 F il
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$r->request_body

AR I K ERE RS AR SO, WHREIE P iE K R, 8 THRE P imiE sk EARIENES, H
KANREIL client maz body size BRI, I client body buffer size B RIBIIZHIX KN,

$r->request_body_file

R AL 5% P i SR EARI SR, s, MMERIZ S, BHRARKIERERTAHE, NG
H client _body_in_file__onlys,

$r->request_method

IR[EE A ERE) HTTP T3,

$r->remote_addr

IR [E]7 P TP ik

$r->flush

N7 RIVRE R A IR 287 F Ui

$r->sendfile (name [, offset [, length ]])

Refae XIFN B RIRAE P, kS e B ERMIIOIG RS BAIKE, KRBUREHRITE Perl A0
AR E &4,

$r->send_http_header ([type])

WM B Sk A IRLA R i, AERIZRBISEOR B Content-Type” N Sk FEBE, MRE NS FRFEE, W
K IE”Content-Type” SkFEL,

$r->status (code)

Az ULIVARNEN
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$r->sleep (milliseconds, handler)

WERERCIRE, HErEE N AE IRTE R, TR, Angie RS HAMIE R, TEFEEN AL
5, Angie KRR ZRAIACIRES, ETR, ACHER R B DA | 75 SU% 18, v T TEACHEER & AL 50,
N EF $r->variable()o M1

package hello;

use nginx;

sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep (1000, \&next);
return 0K;

sub next {

my $r = shift;

$r->send_http_header;

$r->print ($r->variable("var"));

return 0OK;

_END_

$r->unescape (text)

RIS L % XX TEGRAg ISR
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$r->uri

IR[AER URL,

$r->variable (name [, value |)

IR B LR AE, RN DEREE A,

Prometheus

W Angie metrics, HRBCEE IR, FHPA Prometheus #&2C0UR [B] FAEAR A4 BCAIFERR.

A EE

RIS EEGHR, TETEIE S I BRSO DU NME2 8 = A X
o TEhttp upstream Bstream upstream FFE zone $5%;
o fHfstatus zone $8%;

. ;tre&ﬂver?ﬁé?q”ﬁﬁfﬁ status_zone égiﬁo

B E R

= MBS A LA ISTTE RIS R, BFFE] custom B, FF1E /p8s REE:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$

type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/processing$
type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value

path=~"/http/server_zones/(["/]+)/requests/discarded$

type=counter;

server {
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listen 80;

location =/p8s {

prometheus custom;

Angie H—MIEH prometheus_all.conf X, &N T L& HAUIENR, FE a1l Bitk:

XHFAE (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connectiomns.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge

'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';
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'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+) /used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/free$
type=gauge

'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/([~/]1+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slab

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zomne.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value

path=~"/http/server_zones/(["/]+)/ssl/reuses$
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type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sendingy

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zomne.';

3.2. &3], &% 173




*web
server
FAPisr, A 1.8.3

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zome.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all ups_state
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
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path=~"/http/upstreams/([~/]+) /peers/(["/]+)/responses/(["/]1+)$

type=counter

'help=The number of responses with a specific status received from an upstream peer in
< "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+)/peers/([~/]1+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became '"unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was "unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
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path=~"/http/caches/(["/1+)/(["/]1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache,

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/([~/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]1+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=~"/http/caches/(["/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cachey,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/([*/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
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path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';
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'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy

—reaching the max_fails limit.';
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'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

map $p8s_value $p8st_all_ups_state {
volatile;
llup n
lldownll
"unavailable"

"recovering"

o B W N

default

X#HAE (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connections.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge

'help=The current number of active client connections.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge
'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/([~/]1+) /pages/used$

type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
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path=~"/slabs/([~/]+)/pages/free$

type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+) /used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/1+)/slots/(["/1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/([~/1+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size ing,

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_responses{zone="$1" status="$2"}' $p8s_value
path=~"/resolvers/(["/]1+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zomne.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zonme.';
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'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/data/sent$

type=counter
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'help=The total number of bytes sent to clients in an HTTP server zone.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]1+)/responses/(["/1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zome.';

'angie_http_upstreams_peers_state{upstream="$1" ,peer="$2"}' $p8st_all ups_state
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/([~/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';
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'angie_http_upstreams_peers_responses{upstream="$1" ,peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in
< "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was "unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+) /health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an upstream peery,

—in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an upstream

—peer in "HTTP".';
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'angie_http_upstreams_peers_health_probes_count{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/(["~/]+) /keepalive$
type=gauge

'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/queued$
type=counter

'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]1+)/queue/waiting$
type=gauge

'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because the client,

—had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/timedout$
type=counter

'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]1+)/queue/overflous$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the size

—1limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value

path=~"/http/caches/(["/1+)/(["/]1+)/responses$
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type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/1+)/bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]1+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/shards/(["/]1+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cachey,

—zone. ';

'angie_http_limit_conns{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
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path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/([~/1+)/sessions/(["/1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';
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'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all ups_state
path=~"/stream/upstreams/([~/]1+)/peers/(["/1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

< 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1" ,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/]+)/data/pkt_sent$
type=counter

'help=The total number of packets sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+)/data/pkt_received$

type=counter
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'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/]+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

'angie_stream_upstreams_peers_health_connect_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/health/connect_time$
type=gauge

'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/1+) /health/first_byte_time$
type=gauge
'help=Average time (in milliseconds) to receive the first byte from an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/health/last_byte_time$
type=gauge
'help=Average time (in milliseconds) of the whole communication session with an upstream

—peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';
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map $p8s_value $p8st_all_ups_state {
volatile;
llup n

"down"

"unavailable"

"recovering"

"unhealthy"

"checking"

"draining"

o N o 0o b W N =

default

ERTTI%:

http {

include prometheus_all.conf;

server {

listen 80;

location =/p8s {

prometheus all;

$ curl localhost/p8s

# Angie Prometheus template "all"
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B2

prometheus

Syntax prometheus template;
ZRIN —

Context location

79 location | NSO ESERFEN; BN Hprometheus template FEE o TEIH KK, I

location FHiFFiR[E] Prometheus A&z FE IR,

location =/p8s {

prometheus custom;

$ curl localhost/p8s

# Angie Prometheus template '"custom"

prometheus_template

Syntaz prometheus_template template { ... }
RN —
Context http

X Angie WM T HAHEIRAT AR 2, KIS prometheus F52—EEEH

O #i

Angie A —MNIUE I all iR, BLEF T8 WIEHR,

AR AT A SR B R IEIRE X, BDEXWEEINT: <metric> <variable> [path=<match>]

[type=<type>] [help=<help>|;
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metric B Prometheus FEZNIARN HANAFEIRZ AR, 7] DAL & ATERIAREEE X (. . .

), Bln:

http_requests_total{method="$1",code="$2"}
Fr2AER] AR Angie 25 ;
PR, fEVEAETEARIY variable ARSI, IXLEAE BRI SSWAFAS,

variable B PG AN R AR AHEAMER Z B AR, Q1R A XA B el A R E
Nz (), MRS EIETTER

QIR match ZIEMFRIAT, AT DA HAmIRHE S

TEPRAYIEMN variable FEPFAG; BODPGIG, fabRResasmzlmmp, flan:

'angie_time{version="$angie_version"}' $msec;

$ curl localhost/p8s

angie_time{version="1.8.3"} 1695119820.562

path=match 5 Angie API B /status #853 - IFTE mE i ER B R 0LE., R — kg2
iz e IEI LA S

TEDLECIS AR, B R IR RGRATE AN EEEE SRR, BlU0: /angie/generation; VEELE R/ NG UK

o AR ACAR:

path=exact_match ZRFRFULHLFHRT &,
path=~regex_matc %: ] PCRE HIULEL; A]DUE XAHIRA LS metric ZRRIRE R,

AR match ITECERTZ, NIHLEE R LAY Angie FEFMENFIETESpSs value ZBEH, AI{EIRE path= B

YE variables

i A IEMIZRIAICACH, AIRESRAEZIRITAS, fEIXMIEOLT, Ko BN UEECER RN — DEREI e 5
o RN, XEMH T —RAHZE D BRERE T RRERTE, Flin:

'angie_slabs_slots_free{zone="$1",size="$2"}"' $p8s_value

path=~"/slabs/(["/]1+)/slots/(["/]+)/free$;

XL E RS B DA N S I — AR

angie_slabs_slots_free{zone="one"
angie_slabs_slots_free{zone="one"
angie_slabs_slots_free{zone="one"
angie_slabs_slots_free{zone="one"
angie_slabs_slots_free{zone="one"

angie_slabs_slots_free{zone="two"

,s8ize="8"} 502
,size="16"} 249
,size="32"} 122
,Size="128"} 22
,Size="512"} 4
,size="8"} 311

3.2. &5l &%

191




*web
server
FAPFiEE, IRA& 1.8.3

RIA AR Coietanf), NASEIEATER,

O ik
path= IEIXTE Angie (H/H AP FRHALEER AT,

type=type, S AMER Prometheus %70 R BIARRIRBAE B TR 8 — & SHatn—&Eim
help=help @JHWEZ':F', o R B ga ik,
RELTE

http_prometheus A —1PMNEZ &, 24 Angie API E"J/status IR S B prometheus template
F62 78 XIFEFRI match ZETRPCECN A,

$p8s_value

W B prometheus template T XHIFEFR match VEECESTR, MIMLERIR B Angie fEbrEEFIEAE
$p8s_value LEH, TEIEMIEERT path= FHEFRE XHH variable,

1ZEAE $p8s_value Y Angie FEAREFTHEIME Prometheus #NITE R, EXFIEMN T, map 527]
AT B 4 R i o T

map $p8s_value $ups_state_n {

up 0;
unavailable 1
down 2;
default 3

prometheus_template main {
'angie_http_upstreams_state{upstream="$1",peer="$2"}' $ups_state_n

path=~"/http/upstreams/(["/]+) /peers/(["/1+)/state$;

R Angie TEAREM/RIT B true B¢ false, ZEIZEN "1 8§ "o, 725, WHRIEIZ null, 2T
HIREN "(aull) ", NTHEE, ERARKLTER,
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A%z

RVFRIEREIBL S — (RE) R55as.

B E B

location / {
proxy_pass http://localhost:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

}

BS

proxy__bind
=275 proxy_bind address [transparent| | off;
EAUN —
X http, server, location

{8 AR RIBAR S5 2RISR ERE IR B FRE AR HD TP bbb, JErNESR O, SEART AR S E R, RRE
of £ B MICHTECEIAMAR] prozy_bind $5LHIRER, AVFRGLETNIIHCAM 1P Mk A% .

transparent SERVFMNIEAM 1P Hilb & EASMNTERE, Hlin, MNEFmIIESS 1P Hillk:

proxy_bind $remote_addr transparent;

]

TS EAER, BEFELUVEL T PNRIZIT Angie TEFE, 1£ Linux BIXEAFER, KRR
BASE T transparent S, TAEHEG M EHEM.A CAP _NET RAW PR,

O HE
O B PR B 2 DA AR B ARBE AR 55 A3 B 45 R
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proxy__buffer_size

[F22S proxy_buffer_size size;
BRIA proxy_buffer_size 4k|8k;
Hol5"4 http, server, location

BB T N AR AR 55 a2 BRI 2 O 28— B8 0 I XK/, IR il B & — IRk, BR
VBT, RFXKRNET—PAFIL X2 4K 88K, BRERTFA, 1M, Erl APIRERE/N,

proxy__buffering

Bk proxy_buffering on | off;
EONIN proxy_buffering on;
TR http, server, location

JE P BREE A oK B ARBE AR S5 A A e . 8 nf

on Angie RURERUCK B RERS S, FH¥EEREZER Hprory buffer size
FMprozy buffers FELBEBERIGMX R, W1EEEANE B TCIEIE R NAE,  HB 79 Wi B
A AR B ERIGIN SCfE A B NG SXH32 prozy. maz_temp_ file size
Mprozy temp file write size T8,

off Wi 2 [R] 25 3B 45 %% 7 i, 32 RIMEIB L84 AN RZ, Angie 2 ZIAMARERARSS 43152
HCEE AN B, Angie MARSS 8 — R AT AR VBRI B R R/ INH proay. buffer size

YRR,

% AT DB £ 7 X-Accel-Buffering” M Sk 7B HZIE " yes” B no” R/G FHEEEH, HEhgERT DU
B prozy ignore_headers 8 REEH,

proxy__buffers

Bk proxy_buffers number size;
EONN proxy_buffers 8 4k | 8k;
EFx http, server, location

BB T MAREEARSS a8 2 S A S i X B AT DS, BER BN
BIAMEI N, ZMXANEFEFT—DINFI X2 4K B0 8K, AfARRTFA,
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proxy__busy_ buffers_size

[F22S proxy_busy_buffers_size size;
ENIN proxy_busy_buffers_size 8k | 16k;
Hol5"4 http, server, location

45 FSR B QB 55 A BOWE A 22 B, ORI P o o R S 2 ISR U R AT 2 SR M 2 2] 725 2 B Y R o
XA RN FEREHIR], HARAIZP X A] DU 2B, S T B Re R 70 Wi B e i e S P

BONEN T, KAIHprozy buffer size FMproxy buffers 6B RIPR DGR IX IR/ INEH,

proxy__cache

[E27S proxy_cache zone | off [path=path];
RN proxy_cache off;
X http, server, location

XA TR EAFX, ZXI DR EF 2R, SRERTFER,

off EXFH ISR B AR AR 217

Added in version 1.2.0: PRO

f£ Angie PRO H, &0 DAEEZ N proxy cache path 6%, BRI keys_zone {HPASZI cache
sharding, GNREIXFEML, 1HIXE path S8 prozy cache $6%, 5IHI keys_zone:

path=path ZAELE SRR RENIE, XEREW LB R, WS EERN LR
R &,

WMRMNEFFIRIGS, path A=EEFEEAG; Kk, >Rk B RAZRI0E R R B H R
G path BELEEEMNZFH IR,

X AVFIBIE K map 152 BN TR B G S0 N RIE R B 2. — 1 Content-Type RHil:

proxy_cache_path /cache/one keys_zone=zone:10m;

proxy_cache_path /cache/two keys_zone=zone;
map $upstream_http_content_type $cache {

~“text/ e;
default two;

server {
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location / {
proxy_pass http://backend;

proxy_cache zone path=/cache/$cache;

J

XESINT I RAF AR — DAL RIS RIEFFEAN . Q2R Content-Type PA text/ JF3k, WM —

BEAR; A, EAE A

proxy__cache_background_update

JF2RS proxy_cache_background_update on | off;
ERA proxy_cache_background_update off;
o4 http, server, location

ARG G TIHRREHILAN RN, RIS A7 R [F]25 %5 7 i

A EE
TBIER, DAV RS HARI G f7 M0 LA T S8

proxy__cache__bypass

[E2FS proxy_cache_bypass ...
ERIA —
X http, server, location

T AT LM PR R NRAF IR R TFAFHRSEED —MER NS HAEFET 07, NWIERCRE

T RMB IR

proxy_cache_bypass $cookie_nocache $arg _nocache$arg_comment;

proxy_cache_bypass $http_pragma $http_authorization;

AP S prozy no  cache 85—,
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proxy__cache__convert__head

Bk proxy_cache_convert_head on | off;
ENIN proxy_cache_convert_head on;
Hol5"4 http, server, location

JE B ZE MR HEAD? J5 iR GET” DUEAT R 7. AZEMEHN, cache key MECENE

& $request_methods,

proxy__cache__key

Bk proxy_cache_key string;
2RIA proxy_cache_key $scheme$proxy_host$request_uri;
TR http, server, location

X RAFIIBE, N

proxy_cache_key "$host$request_uri $cookie_user";

BIANET, ZiHERE T 5T

proxy_cache_key $scheme$proxy_host$uri$is_args$args;

proxy__cache__lock

[F22PS proxy_cache_lock on | off;
ENIN proxy_cache_lock off;
ISl 5"4 http, server, location

JERGE, BRAX SR VE — AN T8 KOs 4328 15 SR 2 QBRI 55 a8 S FE MR proay cachekey FEARIREIHT
RfF LR, HMMHRZFETRNIERGERN R EBERGFS, HEGFZTRNEFBRRK, B

Fllprozy cache lock timeout 8B I E,
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proxy_cache__lock_age

[F22S proxy_cache_lock_age time;
ENIN proxy_cache_lock_age b5s;
Hol5"4 http, server, location

AnRAGIBLE BRI 55 as B B Ja — NI SR DAEFEHT & A7 TC R MV TR SRAETE E I RIR 2R, AT DAFR 55 —
MEREICEARSS %

proxy__cache_lock__timeout

Bk proxy_cache_lock_timeout time;
BRI proxy_cache_lock_timeout 5s;
TR http, server, location

BB prozy cache lock BUEN, HEFRIZIHAR, ERGEIEDCHEARS S, HINASHET.

BiE proxy_cache_max_range_offset iﬂl?;
EINME —
4 http, server, location

NFTEEERE T TR E, MRCEEE ZmE R, WEEIE R LA BERS a4, TN R
EEAT

proxy__cache__methods

Bk proxy_cache_methods GET | HEAD | POST ...;
EIME proxy_cache_methods GET HEAD;
R http, server, location

AR P miE SR T IEE RS S A, WIS % 7, “GET” 1 “HEAD” J5iEMaZisingl3sRk
. REBINERIEEEN]. BIESWprozy no cache $§%
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proxy__cache_min_uses

Bk proxy_cache_min_uses iﬁl?;
FINE proxy_cache_min_uses 1;
Hol5"4 http, server, location

B BN A 17 2 BT SR AR

proxy__cache_path

BiE proxy_cache_path B4 1%  [levels=levels] [use_temp_path=on |  off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

LN —

NS94 http

RERFH BMENEMSE, RAIFBIRFEES . PRSI N MD5 BREHIZS
R

levels EXRGENER: M1 33, BEEZE1L K2

flan, ELANECEA:

[proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRI RN R OR:

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

AN B ST NI S, RSB AZIZSC . IRIN SCARRE ] DUBIEAR RIS RSt b, 28T, 1
ER, ERXMENT, XHREM DN R EER], MAZEERNEGARE B, B0
HENINE, ARG SRR H SRIRER — SRS L.
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use_temp_path=on ¥ EImN S H ¥

on INREBE N SEEIE BN on, BHEFNAE location B M prozy temp path $&
ZHIHE %,
of f IEN S BRI E 27 H &,
keys_zone Ho B Z N XIS ARFI AR, DAEGERE S A BER RIS B
IR TR XIR AT PAfF R ZY) 8000 M,
inactive TESC S E T WIS R AR T 1R B A7 B NG A7 TP ASRR, TCiCEpie 4N el

BINE N 10 728,

0 #ik
Added in version 1.2.0: PRO

1E Angie PRO H, RIFZ N IEZHMFE keys_zone {HIY proxzy cache path 5% NE—TIHEIES
A DA B H 2 A X RN iﬁi”%lﬁt%#ﬁéﬁ%ﬁﬁ*ﬁ%pmw cache 851 path SR SER

—NRIREY e f 8 BLa R ISR A7 B BRI NI S R G & A7 /Nl S TRD, S A el
el 21T N 1755 24% S UR LR N4 6 E - C P e AW R DA [ 38

max_size SN2 NN

min_free XHRGH R BN A] =S

manager_files FR A OE A A HBRAY 1T H 2=
BIMEN 100

manager_threshol PRIEIEIRAHRELN A]
BIMED 200 ZFD

manager_sleep He B2 T (AT A = s ]
BINMEDY 50 ZFD

Angie FENEHI 28, KBTS —DEERE) RAEMBSER, CRINBAF M ES I RS LRI DARTZR A7
BARRIE BRI A7 X, gt PUEREY 75 TR,

loader_files RR il R A I E I H £ =
BINMEDY 100

loader_threshold PRIEFIRIEMRIIFFSLS [
EIMEH 200 ZFD

loader_sleep Bt B A2 B [A] Y8 (= I ]
EIMEDY 50 ZF)
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proxy_ cache_revalidate

[F22S proxy_cache_revalidate on | off;
FINE proxy_cache_revalidate off;
Hol5"4 http, server, location

)& A " If-Modified-Since” F1”If-None-Match” SkF BRI S&14-1E Sk BT 30 UE I S 17 10,

proxy__cache_use_stale

=275 proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ..;

LOWINIED proxy_cache_use_stale off;

TR http, server, location

W€ 12 5 BB IR 55 4% @ {5 I, w] DULE (] #0IE 00 S 68 F O B 19 2% 17 i N, % 4 2 B9 S L
5prozy next upstream Y& HISEVLHL,

error QSRTCTRIE RS BE R PR AR S5 8%, I AC VP8 P JARI R A A L
updating Bz, GUEREETEEERT, WAVFERITHRZENN, XA T %

17 BRI f /M B A BRI 55 s B 15 )

it BA B 2% A7 e B A r] DATEMa S SkHR B RR S, FEMa s B S 6 2 RORDER A -
o 7Cache-Control” kR stale-while-revalidate ¥ FOVFAE 24 Bl 1F 75 58 3 B8 FH i HARY 2B 12 W 2
o "Cache-Control” SkFZEXHY stale-if-error ¥ R IVFAE HFNEE RIS {58 B i HAR 22 1 0 B,

O ik
RARTERR T ERATEL S

T EEFT R T EN /MU R EEAR S 285 10], AT CAEF prozy  cache lock 6%
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https://datatracker.ietf.org/doc/html/rfc5861#section-3
https://datatracker.ietf.org/doc/html/rfc5861#section-4
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proxy__cache__valid

FEEs proxy_cache_valid [fUAS...] I [H];
FINE —
Hol5"4 http, server, location

NATEI R B AR BB R A7 N TH], Blan, DARHE<

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

M RARS 200 A1 302 E 10 IR E, AWM 404 KE 1 IR
ARG TE A7 I [A]

proxy_cache_valid 5m; }

MXELE 200, 301 FI 302 MR,

A, FIDMEE any SEAGAF (A0 Y. :

proxy_cache_valid 200 302 10m;

proxy_cache_valid 301 ih;
proxy_cache_valid any im;

RAFS RN A DLE RN IR E, X T MR SR BRI R R

o "X-Accel-Expires” SkF B LAFD N B B BRI N (YR AF I (Rl ZAHZEMINAM 2217, AFEDL @ AiTgk
T3k, MZE—NguxtiE (B Epoch BAIFYED, LRI F] 2wl R AT A A7

o WNERSLHAEE X Accel-Expires” FE, RAFSEN] ATE " Expires” 8" Cache-Control” SkF-EH
WHE,

o WNGELAPELE"Set-Cookie” FEx, MIZNARRFAGEAF

o GERKHPEE Vary” FEERFREN 7, MIZMRCRE AT, RSP EE " Vary” FEHEN
FCAAE, 2N AR A B T8 SR Sk 7 B TR A7

R RAE FH proazy ignore headers F62EERXN — N AN IX L0 5 Sk 27 B AR,
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proxy__connect__timeout

[F22S proxy_connect_timeout HJ[H];
LNz proxy_connect_timeout 60s;
Hol5"4 http, server, location

T SCHPARPEARSS as R RN I (R, FREERRYR, RXVENRE R e 75 ),

proxy__connection_drop

Bk proxy_connection_drop I | on | off;
EIME proxy_connection_drop off;
TR http, server, location

E)EﬁE%ﬁﬁfﬁﬂﬁ%%%%BU\)\@H':F'*zgﬁﬁ?ﬁreresolve sk AP @4 DELETE ﬁﬂﬂjﬂﬂkﬂxﬁﬂiﬁﬁ, K5
HEh T,

AP P R AR S AR N — DI AR, R L,
E NSRBI SR EDY on I, FEREZRIIKTIT,

LI5S

— proxy_cookie_domain off;
proxy_cookie_domain fﬂﬁ%gﬁ%,
« - HiA
— proxy_cookie_domain off;
s - kPX
— http, server, location

BN, HTFEBACHARS SN A “Set-Cookie” SkFERFPAIERE M, RIZICHARSS SR E /)
“Set-Cookie” LFZEMEM N “domain=localhost”, %IES

proxy_cookie_domain localhost example.org;

KZEMEEEN “domain=example.org”,
domain F replacement FAFERI K RAIEIE X HURNE, IEECAX 2 KR/NE,

domain 1 replacement FAFERT] DA S &

proxy_cookie_domain www.$host $host;
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ZAe AT DA IENFRIKIFEE, FEXREN T, domain MPA “~” 5k, ENFRIEAXATAEE
mAMN BT, replacement ] AT IFHEAT:

proxy_cookie_domain ~\.(?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $sl_domain;

AILAER—BRIGEZ N prozy cookie domain F52:

proxy_cookie_domain localhost example.org;

proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

MRZMESA AN AT cookie, NIEFESE—NILEAIIES,
off ZELHUHE T M E—DECER AN AR prozy  cookiedomain 5 HIRR,

proxy__cookie__flags

X proxy_cookie_flags off | cookie [flag ...];
LN proxy_cookie_flags off;
kT http, server, location

79 cookie BB —NEZ MRiE, cookie IfARIE AR, @ NHAS, WEDEE A, L8 kHEHA

AN
Ho

secure ., httponly . samesite=strict . samesite=lax . samesite=none ZEUINIIHEN HIFRE,
nosecure . nohttponly . nosamesite SEFEFRMHMN IARE,

cookie WA AFEFIENIFRIAAFEE, EIXMIEN T, cookie M EA “~7 FFE5H 3k,

A] AFE[A—BL B R AIHEE 2 proxy_cookie_flags 52!

proxy_cookie_flags e httponly;

proxy_cookie_flags ~ nosecure samesite=strict;

MERZMELFT AN AT cookie, MIESEE —NILECHIHES. TERBIN, httponly PREHARINEF cookie
one , MTFATEHEM cookie, ININT samesite=strict s, FHMERT secure bR,

off ZEHUHE T M LE—PNECELANRAR prozy_cookie_flags Ta2 IR

proxy__cookie__path

722 proxy_cookie_path off;
proxy_cookie_path path replacement;

KA proxy_cookie_path off;

ETFX http, server, location
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WE MK, AT ESRRIEEARS M H Set-Cookie SkFEXAIIRIZIE M, IR RIEARSS 2R EIHY “Set-
Cookie” kFEMEMER “path=/two/some/uri/”s &IES

proxy_cookie_path /two/ /;

¥ixEMEE N “path=/some/uri/”,

path K1 replacement FRF A A S &

proxy_cookie_path $uri /some$uri;

1

ZAE AT A A I EMIRIA 2, TERXAEN T, path BLDA “~7 FFSHSLHATIX P AR/NG IERL, BC0A
“H” TFEFSLIITARX S KNS PLED, (ENERIARA] AE S MMM ERMIR, replacement PIASIHE
fi1:

[proxy_cookie_path ~*~/user/(["/1+) /u/$1;

A PAERI—BRIsE 21 proxy__cookie__path 5%

proxy_cookie_path /one/ /;

proxy_cookie_path / /two/;

WERZANMES AT DA AT cookie, MEEESE —NILERIFES .
off ZSEEUH T M E—DMECEPHIAAR) prozy cookie_path FEZ IR

proxy_force_ranges

[E27S proxy_force_ranges off;
EONIN proxy_force_ranges off;
R http, server, location

JE R ARBRAR 55 S AIZRAF IR G A WA 2 7 VR L SR, TS5 BRI EE AR Y “Accept-Ranges” B

proxy__headers__hash_bucket_size

Bk proxy_headers_hash_bucket_size size;
A proxy_headers_hash_bucket_size 64;
kX http, server, location

WBH T prozy hide header Mprozy set header Y82 BIMGTRIMAR /N TaF R E A 1AL Lk
R4,
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proxy__headers__hash__max_size

Bk proxy_headers_hash_max_size size;
ENIN proxy_headers_hash_max_size 512;
Hol5"4 http, server, location

Vx"ﬁﬁﬂ:J:p7‘01‘y7h,ideiheade7‘ ﬂ]p’ro:l:yfsez‘;heade’r BESMIERRNEAKDN, BHRENIEE KR
R,

proxy__hide__header

Bk proxy_hide_header field;
ERIA —
TR http, server, location

BONEM R, Angie 24 “Date”. “Server”. “X-Pad” 1 “X-Accel-...” SkFEX MARHRARSS 25100 B2
RBLEE P, prozy hide_header FE I ERAPULIBHIMINFEL, WRMIR, TEAFEBFE, 7]
PAMER prozy pass header 6%,

proxy__http__version

[E27S proxy_http_version 1.0 | 1.1 | 3;
A proxy_http_version 1.0;
R http, server, location, if in location, limit_except

WEMRHEP HTTP WXRA, BIANER T, EHRAE 1.0, EEARA 1.1 88 @A S keepalive
connections FLEER,

proxy__http3_hq

[F227S proxy_http3_hq on | off;
E NN proxy_http3_hq off;
TR http, server

PIHRA PRI hg-interop PRRIAEIR, ZBXHT QUIC 1Y interop tests, Angie fHiF I,
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https://github.com/marten-seemann/quic-interop-runner
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proxy__http3_max_concurrent_streams

Bk proxy_http3_max_concurrent_streams number;
ENIN proxy_http3_max_concurrent_streams 128;
Hol5"4 http, server

FlEE HTTP/3 f1 QUIC &8, HREEIEE HI & HTTP/3 1ERMAR AT R, 88 Hkeepalive

connections.

proxy__http3__max_table__capacity

Bk proxy_http3_max_table_capacity number;
EONIN proxy_http3_max_table_capacity 4096;
TR http, server, location

ERHERZD dynamic table &,

O ik

KU http3 maz table capacity 8L AT IRGSEHER, N T HREER, YEHEFERERN, 2H3)
DRI,

proxy__http3_stream_buffer_size

B proxy_http3_stream_buffer_size size;
RN proxy_http3_stream_buffer_size 64k;
Hol9"4 http, server

WE5QUIC streams —#AE IS XA/,

proxy__ignore__client__abort

Bk proxy_ignore_client_abort on | off;
ENIN proxy_ignore_client_abort off;
R http, server, location

WAAE 24 PO PE RS (MR S A TR 0 R OQATEERERN, T2 A3 B K M) 5 (RBRAR 35 AR AR
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https://www.ietf.org/archive/id/draft-ietf-quic-qpack-20.html#name-dynamic-table
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proxy_ignore__headers

[F22S proxy_ignore_headers field ...;
L8N —
Hol5"4 http, server, location

SR FER B AIRARSS A B FLeme B Sk 7 By, A DARBS I FEEEHE:  “X-Accel-Redirect” . “X-Accel-
Expires” . “X-Accel-Limit-Rate” . “X-Accel-Buffering” . “X-Accel-Charset” . “Expires” . “Cache-
Control”, “Set-Cookie” 1 “Vary”,

GRERAREER, WXL B A LA DU RICR :
o “X-Accel-Expires”, “Expires”. “Cache-Control”, “Set-Cookie” Fl “Vary” KEMIZ%7F S4K;
«  “X-Accel-Redirect” $AITXHERE URI BIPIHEL EE ),
o “X-Accel-Limit-Rate” & X% Ui S 14 i ) 1o 5 B il
o “X-Accel-Buffering” J&5 FH B FH XA B2 ) 22 15

o “X-Accel-Charset” BN FIHIEFITEE,

proxy__intercept__errors

JF22S proxy_intercept_errors on | off;
ERINME proxy_intercept_errors off;
ol 5"4 http, server, location

TFE 2 75 ML REFE S RS R T BEE T 300 FYAIRIMN AL E25 % F i, IR NAZ#OFEEF] Angie BEHTAL
M {FE/ferror page $68%

proxy_limit_rate

Bk proxy_limit_rate rate;
LOWNIED proxy_limit_rate O;
TR http, server, location

BRI MACERAR S5 85 B S AR, rate AP R NRAEE, A ESEE,

0 25 FH AR R il
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0 #i

FRAZE X MERIZER, FIHAR Angie RINFTHRNS REIRSS SFHDERE, WEAERREZE
TERRBIRIWAE . BREUNAESE F buffering >R EARBEARSS 88 B0 NG 2L

proxy__max_temp__file_size

Bk proxy_max_temp_file_size size;
FINE proxy_max_temp_file_size 1024m;
kTR http, server, location

5 F R B AREEAR S5 2 MR N B buffering B, QNSREENNANIE G H prozy  buffer size Mlprozy buffers
TR ENGZMIX, MIA] DR o3 B AR AZ RGN S, SR E RN SRR R DN B Al
NXARREAR RN prozy temp file writesize 18R B

0 25 FHI M 7 8 o 2 P S A

O ik
IR ANE TR A7 B 7 I e | AR,

proxy__method

Bk proxy_method method;
IRINME —
R http, server, location

TEEAERL 2 4 CBIRSS SRAUTE KR E AR HTTP 757K, MiARE P ImiE R %, S8E DEEE

Ho
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proxy__next__upstream

5RS

AINME
B

proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;
proxy_next_upstream error timeout;

http, server, location

FEEAEM AIE O RIERNAR B LS upstream pool FHI R —RSS 28

error
timeout
invalid_header
http_500
http_502
http_503
http_504
http_403
http_404
http_429

non_idempotent

off

TE GRS An TS, (R KR eI By SKIN 2 AR F5 1R ;

TE GRS AT, (RIS E I B SKIN 2 A2 EE I ;

A 5% A IR (9] 23 B TR 7 ;

ARSS ZRIR [EIAAS N 500 HYME R ;

ARS5 2RIR [EIAAS D 502 HME R ;

ARS5 2RIR [EIAASDN 503 HME R ;

A 55 22 [EAAS T 504 FARE R ;

ARSS ZRIR [EIAAS N 403 HYMA A ;

ARSS ZRIR [EIAAS N 404 HIME R ;

ARS5 2RIR [EIAAS DN 429 HIME R ;

JEH, M non-idempotent F7iEMYIEK (POST, LOCK, PATCH) 7E[A] LR FGAs &
RIEREA2MEBLE N — MRS, BHMET R R F = SE K
ERRIE REIRL N — MRS A

O ik

R4iefE, RAERRAERFmAEEMANERNEIS, 740 DEEREBS T MRS . Haie
Wi, GRERAEE R R AR A AR B RN,  MITEIAE S IR,

ZIERIEE LT 5 IR aHEE AR ZAHT T o

error

timeout
invalid_header
http_500
http_502
http_503
http_504
http_429
http_403
http_404

RPN RN K, BEENTIRTERR S e E

{XAESE L HEE B A BRI R 2

MAERA A RIIHT 2K
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https://datatracker.ietf.org/doc/html/rfc7231#section-4-2-2
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R RAGIBLE N — DRSS AR E ] LOE tries Mtime BRI

proxy_next__upstream_timeout

Bk proxy_next_upstream_timeout time;
LOVINIED proxy_next_upstream_timeout O;
X http, server, location

BRI PAEIBLE nert MRS5S EFHTTE KAV A,

0 KA RR ]

proxy__next__upstream__tries

[E27S proxy_next_upstream_tries number;
ENINIED proxy_next_upstream_tries 0;
X http, server, location

BRAIRE G R IL 840 neat MRS5S A8 B AT REZ IR EL,

0 R RR ]

proxy__no__cache

Bk proxy_no_cache string ...;
N —
4 http, server, location

TE XN ABRF BRI WRFIFRSENED —MEPNBHAFT “07, WIS

RTF:

proxy_no_cache $cookie_nocache $arg_nocache$arg_comment;

proxy_no_cache $http_pragma $http_authorization;

AP S prozy cache bypass 8 —EHH,
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proxy__pass
[F22S proxy_pass uri;
HME —
Hol5"4 location, if in location

B HIRSS A ICRIsthhE DU RTIER) URL, DA, BRRGSE]Z URL, ] DUEERIHMA http 8L
https, HIHER]DUHEE MIRAEL 1P ik, ]ttt e v :

proxy_pass http://localhost:8000/uri/;

BAFNTERIR unix JEHEER UNIX BEEFKRZ, HHESHEEX:

proxy_pass http://unix:/tmp/backend.socket:/uri/;

QNIRRT O Z s, PR DA 75 SR AT A X Stttk HeAh, mTRREHIEFEE N server groupo 4R
REHTH, WARRSHEHEEmH; M2, SHNHANE MRS TEEH,

AP DE S &, EXMER R, RMEEE A, WERIRMIRS AT RIZAIR, R
AIRE, WEER resolver BT,

13K URI A& A0 R

o WIRIRE T W URI W proxy pass 5%, MTERKTE R IBLA RS A0, S5 A BICEC normalized
13K URI #&# he 2 H$E €M URIL:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

o SRAEE T A URI W prozy_pass, MIER URI K DA F i A IR B R GRTE R BT LB LS IS5
#n, B ECP LAY URI IR MVEIE R URL:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

ERLEENR, BRHNIER URL S0 TCIEME
o M{ERIENFRIERIEE location I, PARTEMAHY locations MR
TEXEENT, MY URL $87E prozy_passo

o MTEMRIEAT location WHIME rewrite 62X URL, F HICHEFECER H TAHIEK (break) :

location /name/ {
rewrite /name/([~/]+) /users?name=$1 break;

proxy_pass http://127.0.0.1;
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TEIXAEOLT, 82 HaER URI B0 2N, SEEREBIER URI ¥HEELIRSS 85,
o YTE prozy_pass RN

location /name/ {

proxy_pass http://127.0.0.1$request_uri;

EIXFEN T, WREFRSHIEE T URIL, NEIZEFEEBARS SR, BiRiGTESR URL
WebSocket RIBFEEIFIRALE,

proxy__pass__header
Bk proxy_pass_header field ...;
LN EN —
4 http, server, location

FRVFRE S IZE R Sk BOMRBR AR S5 2 1R 1452 - il

proxy_ pass_request__body

[F22FS proxy_pass_request_body on | off;
ERIN proxy_pass_request_body on;
Hol5"4 http, server, location

TR R R ARTE SRAME B AR AR 55 45

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 5

proxy_set_header Content-Length "";

proxy_pass ...;

HBiEZ Wprozy set _header Mproxy pass request_headers 6%

3.2. &5l &%
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proxy_ pass_request__headers

[F22S proxy_pass_request_headers on | off;
ENIN proxy_pass_request_headers on;
Hol5"4 http, server, location

TR R R ARTE SRSk 7 B IB e B BT AR 55

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers ;

proxy_pass_request_body g

proxy_pass ...;

BIEZ Wprozy set_header Mproxy pass request_body 6%

proxy__pass__trailers

[F227S proxy_pass_trailers on | off;
LN proxy_pass_trailers off;
Holi9"4 http, server, location

FRVFRER B R RSS 23 A R B - BRAL 1B 4525 P Vi
£ HTTP/1.1 H, E#E2 @05 Y,

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";

proxy_pass_trailers 3

proxy_pass ...;
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https://datatracker.ietf.org/doc/html/rfc9110#section-6.5.1
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proxy__quic__active__connection_id__limit

Bk proxy_quic_active_connection_id_limit number;
ENIN proxy_quic_active_connection_id_limit 2;
Hol5"4 http, server

WHEQUIC active_connection_id_limit fZMISEH, XZE 1RSS4 0] DAEF IR ARTEEL 1442 1D
i,

proxy__quic__gso

Bk proxy_quic_gso on | off;
EONIN proxy_quic_gso off;
TR http, server

PI LA Q UIC AR AR IR B, M (e 7 Bl 20),

proxy__quic__host__key

Bk proxy_quic_host_key file;
LN —
L% http, server

BZE— file, HPEE5QUIC —RERKMEEH, MTE CISEE M hEeIE S BA
B, BREBN AR NRHVEH R HE AR SRR,

proxy__read_timeout

BiE proxy_read_timeout time;
ENIN proxy_read_timeout 60s;
X http, server, location

S SCMNABARER R 5525 152 B L AR I IS ) RN AE P NSRBI Z RN, T NIE T8 B
HfEsa, WERBAERIRSS ds R LLI R RS RAET N, NIERER R,
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https://www.rfc-editor.org/rfc/rfc9000.html#name-connection-id
https://docs.kernel.org/networking/segmentation-offloads.html#generic-segmentation-offload
https://www.rfc-editor.org/rfc/rfc9000.html#name-stateless-reset
https://www.rfc-editor.org/rfc/rfc9000.html#address-validation

web
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proxy_redirect

[F22S proxy_redirect default;

proxy_redirect off;

proxy_redirect B [AIFEL;

E'NIN proxy_redirect default;
TR http, server, location

B AP SS 85I R Y " Location” F1”Refresh” Sk B i B B SR,
R AR S5 dR B T Sk B :

Location: http://localhost:8000/two/some/uri/ }
%

proxy_redirect http://localhost:8000/two/ http://frontend/one/; }
RHEZ T AT HEE N

Location: http://frontend/one/some/uri/ }

£ BT A n] DL IS AR 55 A 24

proxy_redirect http://localhost:8000/two/ /; }

2RSS A2 FRAIm I (SRR T 80) RHHHEA.
H default ZEFEEMERNE LM location Fprozy pass FaLHISE. Hitk, THEHMMECEZZFMH:

location /one/ {
proxy_pass http://upstream:port/two/;

proxy_redirect default;

location /one/ {

proxy_pass http://upstream:port/two/;

proxy_redirect http://upstream:port/two/ /one/;

“‘ IJ\)[:\

WSRAE AR A TE T prozy  pass, WA EIASELL

B AR AT M A R
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proxy_redirect http://localhost:8000/ http://$host:$server_port/; ]
HERBA A SR
proxy_redirect http://$proxy_host:8000/ /; ]

IR DMER IENRIERIEE, EIXMER N, EERMNIZ~ FFSIF 3K DU TIX 20 K/ NG I PLAL,
BE DL~ PRSI L DU TR X 0 K/ NG IDLED, ([ENFRIKA] DA & A fMnr Bk, &ien] 5| A
el

proxy_redirect ~~(http://[":]1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/1+)/(.+)$ http://$1.example.com/$2;

Al DATE[R — K AIfEE 21 proxy__redirect B

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;

proxy_redirect http://www.example.com/ /;

WA LG 2162 B T o AR SS 2 B ) Sk 7 B, MIPKGEER S8 — NI ECAYHE 2
of f ZEEUH T MICHIBL B D4k A1) proxy__redirect TR IR,
RS, 0T DA ENARI R AR S5 48 A& AR N B g m

proxy_redirect / /; ]

proxy__request__buffering

Bk proxy_request_buffering on | off;
A proxy_request_buffering on;
Ehx http, server, location

J5 P BREE A 25 P 0 1 SRR 220

on FERFE SRR IR B AIEARSS a5 Z T, ST BEDTERIK,
off TR STERIIZ AR BRI ARSS 25 FEXMIEOLT, AR Angie BETT

SRACRIERAK, WHERICTELES N — PR as.

SEEM HTTP/1.1 7B &g A AR A1 KRR, ToIeds a4, 185 RIKECRF$M, BRAE HTTP/
1.1 AT HATAREE,
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proxy_send_lowat

[F22S proxy_send_lowat size;
ENIN proxy_send_lowat O;
Hol5"4 http, server, location

IMRAECRE NIERME, Angie KZIRELEH kqueve T7IEK) NOTE_LOWAT FrR&EHEE R/
SO_SNDLOWAT EFETFIRIKfe/ MU A CHIR 55 A0 A &R E R

O #i

52 1E Linux, Solaris 1 Windows &4 200K,

proxy_send_timeout

TBiE proxy_send_timeout time;
EONIN proxy_send_timeout 60s;
R http, server, location

B A AR SS S (L iE KAV N A, BN AE N MEST NIRIEZRIRE, MAEHTEMEK
HfEs, WERBAERARSS a8 R LU R P RIRIRENE MV,  WERAS O],

proxy_set_body

7227 proxy_set_body value;
E N —
Holi5"4 http, server, location

FRVFEHTE LB WARIRARSS SR RIK, [ERIDAEESOR, R NHAS,

proxy_set__header

BiE proxy_set_header field value;
2RIA proxy_set_header Host $proxy_host;
R http, server, location
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FOVFEEHTE BN 7 BRI SRSk (1 LA RBEARSS 2%, (EHPT AR S AR, ZENHEMAS, R YR
BEHE X prozy set _header 165, MIXLEFFLSMNICRIELE R AR, EBRINEN K, EE XHA
EATH

proxy_set_header Host $proxy_host; }

proxy_set_header Connection close;

WMRBHTEE, JFBTERPSLFER If-Modified-Since”. ”If-Unmodified-Since”. ”If-None-Match”, ”
If-Match”, "Range” Fl”If-Range” TNAZ B IHEARSS 250

AR Host” 183K k7 B A UK FE(E 1 :

proxy_set_header Host $http_host; ]

A, WERF P IE KRR T, WASEREMNE, MBI, REFEHShost L& -
HAHSF T "Host” 1K FBHHHIIRSS ds R, s WRIZ T BONFAE, WM EMRSS a4k

proxy_set_header Host $host; }

AN, RTDAKEAR S a5 A4 PR 5 BB IR 55 A B 0 11—kt A&

proxy_set_header Host $host : $proxy_port; }

SR T BRAVE N AR, W B A SRE B s R AR5 4% -

proxy_set_header Accept-Encoding ""; }

proxy_socket__keepalive

JF22FS proxy_socket_keepalive on | off;
ENIN proxy_socket_keepalive off;
Holi5"4 http, server, location

AL 5 WAREIRSS AR RIS NEFE R TCP keepalive” 17,

0 INBI R, BIERGNIRENERFEN,
on NEEFHRE SO KEEPALIVE EEFIED,
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proxy_ssl__certificate

HIX proxy_ssl_certificate file [file];
L8N —
Hol5"4 http, server, location

HEEHA T BB IESHIE HTTPS ARG589 PEM MSRIUFB X, & e DUFE &,
Added in version 1.2.0.

i—"'lproxyfsslintls E'uﬁﬁlﬁ, 12*59%%@4\7‘5?&@1:%_‘/[\, NS DR Iy o

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy_ssl__certificate__key

Bk proxy_ssl_certificate_key file [file];
EAUN —
oS4 http, server, location

e AT S RIEHAE HTTPS RS54 PEM Fg S & X (T,

AJ DA E fH "engine:name:id” RS, M OpenSSL SIZFRMEBEAATE id WM H, X4
A AE AR

Added in version 1.2.0.

Hprozy ssl_ntls AN, ZIEXHEZMPNSEAMAR 1 BANINE 2 HIHEH:

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";
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proxy_pass https://backend:443;

proxy_ssl__ciphers

Bk proxy_ssl_ciphers ciphers;
2KIA proxy_ssl_ciphers DEFAULT;
kX http, server, location

FEEN AT HTTPS ARG #4818 RIB %S, %65 LA OpenSSL FEA] DAHEARHIAE X2,
FRIFIRIUR T EZZEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

proxy__ssl__conf__command

Bk proxy_ssl_conf_command name value;
E NN —
ISl 5"4 http, server, location

TES B HTTPS ARSS es B I B TR OpenSSL Bl E commands,

O H¥
ZIERTEMEH OpenSSL 1.0.2 BUH EARAN 32 EI5#E,

AIDAIER — & L& 2D prowy ssl_conf command 45 %, WRLHFE R A E X

prozy_ssl_conf _command 5%, MIXLEFESRM _E—DECE B K,

N
by IJ\IL\

THER, BHEACE OpenSSL AJRER SFBEIMT N,
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proxy_ssl_crl

[F22S proxy_ssl_crl file;
L8N —
Hol5"4 http, server, location

TEEE MWL (CRL) B PEM #AXfF, MTHIE B HTTPS ARSFEHTIE S,

proxy_ssl__name

BiE proxy_ssl_name name;
XA proxy_ssl_name $proxy_host;
TR http, server, location

AFEER TR $E HTTPS IRFGeHEBIIARS 2258, HESHUE HTTPS RS es @ i1
BTG SN,

BRINEM Y, ¥EHprozy pass URL FFENE

proxy_ssl_ntls

Added in version 1.2.0.

Bk proxy_ssl_ntls on | off;
2RIA proxy_ssl_ntls off;
X http, server

A% PN NTLS B3ZH:, i TongSuo &,

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;
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O fHE
A --with-ntls ARG Angie, FHERE5S NTLS BRI SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password_file

JF2RS proxy_ssl_password_file file;
LN —
EFx http, server, location

fEE— A, HAEEmEET ES, SNEMEIRG 1T, EINEEAN, SR,

proxy__ssl__protocols

[F23FS proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
EIME proxy_ssl_protocols TLSv1.2 TLSv1.3;
Holi9"4 http, server, location

1E 1.2.0 fRARAEZEH: TLSv1. 3 SECHIMEIZRINE,
JE X ARER HTTPS ARS8 18 KA E 7N

proxy__ssl__server_name

Bk proxy_ssl_server_name on | off;
BRIN proxy_ssl_server_name off;
X http, server, location

JA B EE @ provy ssl_name LW BRIIRSS 2RAMAESHARIE HTTPS ARG avd izt Ak
Fas i s TLS IR (SNI, RFC 6066) LR,
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proxy_ssl__session_reuse

Bk proxy_ssl_session_reuse on \ off;
ENIN proxy_ssl_session_reuse on;
Hol5"4 http, server, location

WEESWMMRERSS TERNZETLEM SSL =i, R H&E W I
®7SSL3 GET FINISHED:digest check failed”, WEEZARZEM 155,

proxy_ssl__trusted__certificate

[E27S proxy_ssl_trusted_certificate file;
LN —
TR http, server, location

feE— X, HPaESHATRIE BRI OTTPS IRSHIEBIZEE CA IEH, #:8 PEM,

proxy__ssl__verify

Bk proxy_ssl_verify on | off;
A proxy_ssl_verify off;
kX http, server, location

J& B A B AREE HTTPS IRSSERUE RIS IIE,

proxy_ssl_verify__depth

BTA proxy_ssl_verify_depth number;
LN proxy_ssl_verify_depth 1;
ETFx http, server, location

REHAE HTTPS R3S SRIEHHEH AR IR,
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proxy__store

[F22S proxy_store on | off | string;
EUN proxy_store off;
Hol5"4 http, server, location

JE RRE ST F R A7 E AL

on S5+ alias B root X N ISR R FE S
off B R AE

XA DB AL B string BINIRE:

proxy_store /data/www$original uri;

1

XAFRIE LI AR “Last-Modified” MR SKFEHATIRE, WM & SCHE NI, RE%
X E G, IGNSUFRIR AL ] DUBAEAR RIS AF RS B 28T, 8IER, ERXMELT, XF2
RPN XERGZ AER], TAREANEMZERE, B, EEOSTEABER location, RIFHIXH

I proxy__temp_ path B2 BENIRNS B R ER — MRS L
AP T QIS F SR A E SO AR A, Filan:

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {
internal;
proxy_pass http://backend/;

proxy_store 5

proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;

alias /data/www/;

B RIZAE

location /images/ {
root /data/wuw;

error_page 404 = Q@fetch;

location @fetch {

3.2. &5l &%

225



*web
server
FAPFiEE, IRA& 1.8.3

internal;

proxy_pass http://backend;
proxy_store ;
proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;

root /data/www;
}
proxy_store_access
Bk proxy_store_access FF: R...;
2RIA proxy_store_access user:rw;
X http, server, location

B QI SR H SRV AR, filn:

proxy_store_access user:rw group:rw all:r;

GRERFERE THEAT group B¢ all VIMRIAXER, IR DA FH AR :

proxy_store_access group:rw all:r;

proxy__temp_file_write_size

Bk proxy_temp_file_write_size j(’J‘;
BRIN proxy_temp_file_write_size 8k|16k;
HSl5"4 http, server, location

REL 1l 75 3 M AR R A 55 8 381 i I S B9 i 17 2% R IS, R IR N I B ST PR B B8 K/ BRIAIE I
T, R/NHprozy buffer size Fproxzy buffers FER B E WA P X Rl I I S B B R K7D
Hprozy mazx_temp_file size $& B,
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proxy__temp_path

% proxy_temp_path F&1% 41 1 951 2 [Zl 5]
ENIN proxy_temp_path proxy_temp; (BRBURT --http-proxy-temp-path MY RIETI)
Hol5"4 http, server, location

EX DA, HAT MRS SR BER RN S m] DHEREE Hx MEM&RZ =2+ H
KRR, B, f£PACRECE A

proxy_temp_path /spool/angie/proxy_temp 1 2;

I S A RTREAN R FR -

/spool/angie/proxy_temp/7/45/00000123457

BiESFprozy  cache  path =it use_temp_path S,

HNEXE

Gl

http _prozy B FFA] T prozy set header F6ME LN EL & :

$proxy_host

RILARSS 2R IZFRFIGG L, Wprozy  pass FELHIEEN;

$proxy_port

ARG 2N, W proxy pass FEHFEER, BPMAIERIANG

$proxy_add_x_forwarded_for

WA Sremoteaddr B “X-Forwarded-For” & imiE KkFE, “ & ZRHAES SR, WREF S
KLHEH “X-Forwarded-For” FE, W $proxy add x forwarded for ZZ@&ETF $remote_addr ZE &,
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FEHLFRSI
AR AR 45 (/) S5ERTER, FF1E HRIPBENLES:— D S E N RS I SR AEAR S5, ZA5EER
1E http_index FEHEZ BIALHEL,

Y Akﬂ?fﬁﬁ@*@i%ﬁj, IZESLERA N S, et --with-http_random_index_module F I T
PIELEE

FEM BT @R ARG, ZEREESERR T,

B &R B

location / {
random_index

}

B

random_index

Bk random_index on | off.
EINE random_index off;
EFx location

JE P B PR A ] el o B P A R A A P

ReallP

IZAE P TR R AT e v 1 B8 O FE E Sk 7 B R A IR LR o
M MIRARDAT R, IZAEERBRIA RN, FFEIEIY ——with-http_realip_module MJENEIUHATE .
1R E BN CENUATGES, ZERCEESERETD,

B E B

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive
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B2

set__real_ip_from

Bk set_real_ip_from address | CIDR | unix:;
ENIN —
X http, server, location

X EHIAR IR IEFE Bt AT E Ik, WAAEE T RIRME wix:, WATE UNIX SEZ (ST, A
(S AT PAGE A BN FERE

real_ip__header

JF22FS real_ip_header field | X-Real-IP | X-Forwarded-For | proxy_protocol;
A real_ip_header X-Real-IP;
TR http, server, location

TESXRRKT B, HAER T8 e stk
& Al L ATESCKR T BBt s i o bR WV ARYE REC 3986 #EATHERE

proxy_protocol ZEUKE P il HACN R H PROXY WHBCKAlE, U@ E listen 52 HILE
prozy_protocol ZECRISEIEH PROXY HH,

real_ip_recursive

7237 real_ip_recursive on | off;
LN real_ip_recursive off;
EFx http, server, location

OSSR IHER, U S b > — DCRR A B4 PR M A SRR F B i real ip header 587
SBLE — ML, AT IR, ) AT (S — DU R PR R R Sk B
B — MERT S R,
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HEE

fein

$realip_remote_addr

TR17 A b i

$realip_remote_port

PRI SR 675 P i 11

Referer

R TR BATERL “Referer” SKEBAARNERTEM Mo MR, HERAIEY “Referer” ¥
ERERIFER S, FIHIZEE H 2R L EIE K, Rk b i R s AR AR BIE K
it ENHE, HEEREROER, FHMNESRMATEENLZIE “Referer” T B

B E B

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

if ($invalid_referer) {

return 403;

B

referer__hash__bucket_size

181 referer_hash bucket_size size;
LOWINIEN referer_hash_bucket_size 64;
X server, location

EAREIHERR R D, AXEERRENIFAEE, 1ES 0B,
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referer__hash__max__size

Bk referer_hash_max_size size;
FINE referer_hash_max_size 2048;
Hol5"4 server, location

REAMGIHERTRRIRAKRDN. AXRGERTRNEMAGEER, HS 0PI,

valid_referers

Bk valid_referers none | blocked | server_names | string ...;
HME —
TR server, location

TR R SENE Sinvalid_referer ZLRITENTTITERE “Referer” HRLTFERME, BN, ZLRERAGHIR
BH 17 ILEEERAX DN,

ZHEATLANT

none TERLHERD “Referer” FEE;

blocked THRKHETE “Referer” FBR, (HHAHT P KEEARBRARSS 25 MIbR; HRMER
F6ARBL “http://” B “https://” TR FRFER;

server_names “Referer” 1R LFERAS MRS E:EFR;

arbitrary TE N — M RSS A AFRA—NAIER URI 8148, ARSS 28448 ATE KB ES 2N

string b TEREERET, SBME “Referer” FEHHIARSS#RH ;

regular F—MISNA 7, MIER, RIENKES “http://” B “https://” ZIGHICAR

expression HEATULAL,

N/

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;
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HEE

fein

$invalid_referer

R “Referer” WEFRKFBUEPONNR AR B9, MAZEFRFH, G “17

E5

BT PCRE IENFGARESIH K URI, IR [EEEA,

breaks ifs returny rewrite Fset 8% PURI A0
o TE server | LFEE R MAIRAHE SHZFHT;
o HEHT:
— HTFERK URI #2K location;

— TERBIRIRE LI AT IR fE e IHE 2 5

— WFIER URI #ET, NWES R, B8 10 K.

B

break

A S HE R E,

Bk break;
EIME —
ISl 5"4 server, location, if

{2 IEANBY FTH httprewrite F6 %o

ERAE location WIEHE 7162, WIERAIHE—PAIRIEAEIX location FHEESE,

R

if ($slow) {
limit_rate 10k;

break;
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if
% if (condition) { ... }
ERINME —
Hol5"4 server, location

TEERI MBS, WERNE, WPITARIESPIEE RIS, FRIERIELS if FH2NHIECE, if
B4 PIRIC B A SERTAIBC EAIE K

AT DR PUMER —F:
o R WRZBRKENZFRERE0, W,
o =" M7= BRI RS T HREITIUEL

o A~ (KARNFITED) 177 (RX 2 ARVNE L) sRAFR2E R S IENFRIAFGEATITAS, 1
NWFHEA R AL EHER, £ $1.99 ZEAAIDIEE M, M 7 uaBr - fri, gk
MFIEXEEY 807 F07F, RN TR 55BN G 5 H,

o - AL BRI R T

o B RO SRR H R

o FEF-” e SRR, RS R R A1
o B Bl SEERFRAATIGT A,

I

if ($http_user_agent ~ MSIE) {
rewrite ~(.*)$ /msie/$1 break;

}
if ($http_cookie ~* "id=([7;1+)(7:;1$)") {

set $id $1;

if ($request_method = POST) {

return 405;

if ($slow) {
limit_rate 10k;

if ($invalid_referer) {

return 403;
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0 #i

$invalid_referer WEZBIMEHvalid_referers 8 E,

return
X return code [text];
return code URL;
return URL,;
ERINME —
T server, location, if

R IEACHEFFIEHEERT code IRMMILE U, ARARIENNY 444 FEAAIENA N SKEIIE LT RADER

A DMEEEE N URL G TS 301, 302, 303, 307 1 308) MR RSCA O FHARAD) o Wil (452
AFIEER URL A] LR S &, fEARHI, A]DUSEEA URL faE AAIRSS asiUA L URL, 1EXAME
A, EEWNEEN URL RIEERGTR ($scheme) DA server name in redirect Fport in_redirect

ERGI

BESh, FTLUKHRRS 302 HIGHFEE URL {FNNE—SHURE. MBHE W http://", "hitps:/)”
5" $scheme” FAFEITk, URL AlDAE &SR,

FiEZMerror page 5%

rewrite
Bk rewrite regex replacement [flag];
ERINME —
kP server, location, if

RRAEE R IENFOE K IERCIE R URIL, W URI ¥4% replacement FAFEHHEEMNTTER, rewrite &
L HEAT R E S Y BRI W F AT, AT DAMEH flags KIE4EHIE— 0, WK replacement
FARFER L http:/ /7 Thttps:/ /" B $scheme” FF3k, ACBRRHE IR [E EE 457 F bl

HER flag SRR R Z —:

last {E IS FIE http_ rewrite 6, HIFMAERR S HRGEH URI PLECHYHT lo-
cation;

break {2 IEAFE Y HGHY httprewrite 1825, WIFE break 6% ;

redirect RENEN EE R, RSN 302; R replacement FHFHAN DA http:// .
"https://” B $scheme” FFk, ML IZSEL;

permanent IR[EKAEE ], RSN 301,
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SEEAEE R URL fRIBER L ($scheme) PAR server name in redirect Mlport in_redirect 85T

o

I

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;

return 403;

J

B2, NRIXLESELHIE" /download/” MBI, last FRENEHA break,
IR[E] 500 FHIR:

EN Angie KEIEIA 10 (I

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra Dbreak;

return 403;

J

Q2R replacement FAFHTLEFTHIIERSEL, NISCHTATERSECR AL G, MR E,

A DS TR R EREN S, POBRHIne], #m:

rewrite ~/users/(.*)$ /show?user=$1? last;

IFRIENFRIAAXEE Y 80 F04F, RPN FIEF NI B 5 S ENG S5 H,

rewrite__log

X rewrite_log on | off;
FINE rewrite_log off;
T http, server, location, if

JAREEERRE http_rewrite BRHHRSAIREE RIC T E  errorlog B notice 5,

set
e set $variable value;
LONINIED —
TR server, location, if

MEERERIEE, ZEAIDEEXAR, ZRENIHAS,
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uninitialized__variable__warn

Bk uninitialized_variable_warn on | off;
FINE uninitialized_variable_warn on;
Hol5"4 http, server, location, if

PR ILR R T ARIMA LR BRI E &,

PERSCEE

http_rewrite BTG FEBCERT BRI N NETE S, IXEA5ETRRCHI RIARRE ks 2 — MR
A R FURATL %

fouan, 5%

location /download/ {
if ($forbidden) {
return 403;

if ($slow) {
limit_rate 10k;

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

RN AN B :

variable $forbidden
check against zero
return 403
end of code
variable $slow
check against zero
match of regular expression
copy "/"
copy $1
copy "/mp3/"
copy $2
copy ".mp3"
end of regular expression

end of code

WER, EiRlmit rote IESREES, HNTES http_rewrite BERTEIR, N of BLEIE T —DEIHAYAED
B WRKMHENE, WIERKESBLIACE, HA limit rate FT 10k,
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R

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

QSRR IENFOE AP A8 — DRATIAERS S, AT DR — e

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

UEINAINEERES S IS

match of regular expression
copy $1

copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

SCGI

RVFRFIERIZIBL SCGI MRS 25,

[t

location / {
include scgi_params;

scgi_pass localhost:9000;

}

ES

scgi__bind
X scgi_bind address [transparent] | off;
A —
Hol5"4 http, server, location

R SCGI RSS20 N ER N FEE A TP sk (RTiESG ) K, SEUARTABE S AR, RikE
of £ UM MAT—MECEPANIR AR scgi_bind TELHIRER, XAVFRGLE N IECAM 1P AT,

transparent ZEMVF AT SCGI ARG s HBSER NAEAM IP Ml A&, Flan, MEFuGHIESE IP

ik
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scgi_bind $remote_addr transparent;

N HESEER, BEBEELEI T BRIZTT Angie TAEERE, 1£ Linux ENIAREZE, RANUTEE
%€ T transparent %, TAEHESMNEHEY.AK CAP_ NET RAW HE

O HE
H EC B RS B R DA ECR B SCGI RS A M4 i &

scgi__buffer_size

PR scgi_buffer_size size;
2RIN scgi_buffer_size 4k|8k;
TR http, server, location

IRE TR SCGI ARSS S W M B 55— 8 7 Y R X RN IR 78 B B 5 — /NI Rz 3k, BR
BT, X RNET—DNFIE, XZ 4K 50 8K, BARERT 5, BEARR] LR HIZESE /N,

scgi__buffering

Bk scgi_buffering size;
A scgi_buffering on;
kP http, server, location

JE FHERZERI M SCGI ARSS as i 210 By 2% 1,

on Angie RPEM SCGI RS asEEUm N, H ¥ ERE R Hscgi buffer size
Mscgibuffers FaSIR BRI AT, W1 FEE NN TCTE 2B APNAE, TR M
N A] u{%ﬁ;zli”@ﬁﬂjiﬁqte'rerom'ry files gAllﬁHﬁiﬁiﬁscgz;’rrLa:l:ite’rerﬁﬁleisize
Mscgi temp file write size &2l

of f Wey B DA R 25 75 A% i 45 % F o, 372 BIAE 4R U B I A% 3%, Angie A= ZIHM
SCGI %5 as B MU, Angie — R MARSS 25 AT DAFZE WA B AY B R R/
Hiscgi buffer size T8 E,

2% it n] DU 7 X-Accel-Buffering” M Sk B HZ 18 " yes” B "no” K5 HEEEH, LThRER] DAL

Fscgi_ignore_headers $6%EH,
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scgi__buffers

[F22S scgi_buffers number size;
BRIA scgi_buffers 8 4k | 8k;
Hol5"4 http, server, location

BEHT M SCGI ARS5 a2 i B A = h X A BCRFIAR/D, B BN
BIAEI S, WX ANEFEFT—DANFIH, X2 4K 8 8K, BABIRT A,

scgi__busy_ buffers_size

7237 scgi_busy_buffers_size size;
Lo scgi_busy_buffers_size 8k | 16k;
EFRx http, server, location

Hbuffering M SCGI MRS5S ae MRS 5 HII, - BRI AT DA TFRema R A A 458 Fm At XS R, A
IR 7 R R SE AR TR, S IRIIN,  HARAG G DX AT DA TSR BA R, 5 0 S IR 08 0 i 7 2% 1o 2 g
St

BNEOT, KANZscgi buffer size Mlscgi buffers 1615 B BTN XA MRl

scgi__cache
K scgi_cache zone | off;
EUN scgi_cache off;
Ehx http, server, location

X TRAFHIEEAF XIS, MIREIDXIRAT DA 22 M T . SRR RS E R,

off S5 MR —NEC B PRI AR AR B 22 17

3.2. &S|, &% 239



web
server

RFiEf. iR# 1.8.3

scgi__cache_background_update

[F22S scgi_cache_background_update on | off;
ENIN scgi_cache_background_update off;
Hol5"4 http, server, location

AVERENIIARF IR, JR30)5E 6 116 K AEHNI% & 7 0

A EE
THIERL, T 1E ERTIN A R R A7

scgi__cache_bypass

[E27S scgi_cache_bypass ...;
ENN —
4 http, server, location

TE AN AEHRFREUA N [ 55, SR FITRSENE D —MER N HAET 07, NN A NEF
HRER:

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

scgi_cache_bypass $http_pragma $http_authorization;

AP S scgino cache 82 —EAHH,

scgi__cache_key

Bk scgi_cache_key string;
EUN —
o4 http, server, location

X RAFHIRE, Blan:

scgi_cache_key localhost:9000$request_uri;
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scgi__cache_lock

Bk scgi_cache_lock on | off;
ENIN scgi_cache_lock off;
Hol5"4 http, server, location

Ja H Hif, BRATF—DNER—RIER EES(:gii(:acheikey B RIR H‘J%ﬁéﬁﬁﬁ:%, 75 152 i SRR
%5 SCGI MRS #n. F—RAZTTRMEAMIE SRR EREN S HINTE R P E R T RN EFERRN, B
@Jscg’liicacheilonkil,imeoul, B2 E IR A 1R,

scgi__cache_lock_age

Bk scgi_cache_lock_age time;
A scgi_cache_lock_age 5s;
EFx http, server, location

ERAZIEL SCGI M55 as T TS RAFTTRIVRSG — MERESEE N AR, Al BAER SCGI
RSS2 H— N TER,

scgi__cache_lock_timeout

181 scgi_cache_lock_timeout ftime;
2RIN scgi_cache_lock_timeout 5s;
R http, server, location

Nscgi_cache_lock BB, HNTRIZEAN, WEREPELIBES SCGI ssas, EMNCRK AW,

scgi__cache_max_range_ offset

Bk scgi_cache_max_range_offset number;
E/UN —
o4 http, server, location

NF IR RIEE T TSR, WRCEEREE, WYEENE R REES SCGT Missds, MNCKE
NEWEAF o
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scgi__cache__methods

FEEs scgi_cache_methods GET | HEAD | POST ...;
ENIN scgi_cache_methods GET HEAD;
Hol5"4 http, server, location

AR P SRTIETE AR S A, MINmRER 7, “GET” M1 “HEAD” JjiEtGZamsmeEz#R+,
REBVIAMIEE EA1. 5B Wscgi no  cache 5%

scgi__cache_min_uses

Bk scgi_cache_min_uses number;
2KIN scgi_cache_min_uses 1;
o4 http, server, location

BB AR AT Z RTHITE KRB

scgi_cache_path

THIX scgi_cache_path  path [Levels=levels] [use_temp_path=on | of f]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
L8N —
Sl 5"4 http

REERFHIREMHEMSEY, RIFBIREE SR, RFHIISXFEARN cache ey R MD5 BREHY
4R,

levels ZEUE X TRAFNZER, M1 F|3, BMEREZE 182, Hlan, ELATRES:

scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

AT PRI U R ATR

‘/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c }

RAFMINL B ST N — M SF, RIFZSFE Ao 1GNP LE A UBHEAR RIS F RS B 2R
M, WER, EXMELT, XFREM N RGEERIMAREEAEM LR Fit, BEOSTEM
HERINCE, RAFNIF RN SCARRY B SRR R — SR SE L,

G S H SRR FET use_temp_path SEULEM,
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on MRS EBAEMEILEN on, ML NATE location BEWscgi_temp path
H PR E R B 3%,
off (N SCPE I BRI A7 H 3%

IAh, FraTESEAEIR G B EE — DN ENE XN, HAFIA/NH keys_zone SEELE, —
IR X I AT DAFAERZY) 8000 Mk,

£ inactive ZEUIETE M RN M RFZEIRENEZ T HBER, MAE e,
BRINEMR, inactive IEBN 10 735,

—NRIRE A S PLET R A B R R/ MR XU R G BRI IS R], SR/ e T 22
AR, ERBERED B EREE. Bz DA 7T AR,

max_size BRARZFERN

min_free A7 MR Gt bR )N AT A 22 ]

manager_files RRAAE — IS A Z MR AT H £
BIAME: 100

manager_threshol FR—MEFAYHRFELI [H]
BRIME: 200 ZF)

manager_sleep FCE IR Z HE
ZRINE: 50 =P

£ Angie JHBNEHI—7208f, RN BAFMBASHREETG, CRFEEUE RIS R F I BURER
5 RN &7 X I8, At 2 DO 2T,

loader_files R —MNMER A ANE I H £
BRIAME: 100

loader_threshold FRifll—/ MK HIFFELI H]
BIAE: 200 ZF

loader_sleep Bl E IR Z A E
BRIME: 50 ZF)

scgi__cache_revalidate

[=2E scgi_cache_revalidate on | off;
2RIA scgi_cache_revalidate off;
X http, server, location

J& R A "If-Modified-Since” F1”If-None-Match” Sk B 5% 118 SRR EHr 30 kIS A9 2% 177 T,
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scgi__cache_use_stale

[F22S scgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ...;

RN scgi_cache_use_stale off;

kR http, server, location

WELES SCGI MRS #E SN AT DATEfIRiE ol MM AR R AR, 5 RIS S scgi_neat_upstream
T2 RIS EAE LA,

error QUERTCTRIEPEACEIA KA SCGI ARS5ds, WAL FIE R A7 R,
updating WONSEYL, SOV IS AR 2% A Wi S A SR B TEAE T, IX AR VFAE SR R 7 e

S/ IMEXT SCGT ARSS 2877 1],

{5 I HAR 22 A7 M 7t ] DAFEM B Sk BB S, fa@ e B 2R 1S I HAfG e IR &
o "Cache-Control” SkFEH stale-while-revalidate # & F0 A 24 i 45 5 97 iS5 A i BA RO =2 A2 .,
o "Cache-Control” SkFEXHY stale-if-crror ¥ B IVFAE R A AR N5 B i HAR B 1E M0 B,

O ik
RSP T HERTELS S

N T B/ IMUAEEFT R AZ RN SCGI ARSS#T5IR], I PMEH scgi cache lock ¥6%

scgi__cache_valid

HIX scgi_cache_valid [code ...] time;
LN —
TR http, server, location

NATE R B AR BB R A7 N TH], BN, DAR4E<

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

AR ARAS 200 A 302 IRE 10 2EHIELE, NN 404 KB 1 P EE,
SR 5 e R A7 ]
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scgi_cache_valid 5m;

MYEAE 200, 301 FI 302 MR,

A, ATDHERE any SECAGRAF (LAWY :

scgi_cache_valid 200 302 10m;

scgi_cache_valid 301 1h;
scgi_cache_valid any im;

RAFRIZEAR ] DUEREAE NSRS, IXIL/edm T RS BRI R F I,
o "X-Accel-Expires” SkF B DAFY A B B EMA . (YR AF I (Rl ZAEEEFINA N 92277, AERMEDA @ Ail
SOT3K, WIBCENI R AT REH R AT HIZE XS ISR (B Epoch ERIFVEO.

o QNERSLHF AR E"X-Accel-Expires” FE, WA]PATE Expires” 8¢” Cache-Control” HJSkFEHIRE
ZEZE

o WERSLHIE"Set-Cookie” FB, WZMIR AL TT

o WERSKAREERIIREN T B Vary” FB, NWNZMN A WEAF. IR EEHAER Vary”
FBL Nz R TR R AT SRSk 7 BO T8 A7

R BAMER scgi_ignoreheaders F6F XX MR Sk 7 Bz — B Z M HIMEEE,

scgi__connect__timeout

[F23FS scgi_connect_timeout time;
RN scgi_connect_timeout 60s;
kR http, server, location

X5 SCGI MRS5S ER AT I B, FREERAE, BRI RS REEE 75 £,

scgi__connection_drop

[=2E scgi_connection_drop time | on | off;
2RIA scgi_connection_drop off;
TR http, server, location

TEARPRAR S5 AR RS BR B M reresolve HEFRB A PI %> DELETE AR AKARFI G, JBHZ ISR
fR55 e A A IE R
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FEACERZS P m e B AR SSA A N — D SLEls B, ERER 2R 1L,
B&E time JAFNERLILEN; REN on I, MRS SZRIBMTIT,

scgi__force_ranges

Bk scgi_force_ranges off;
A scgi_force_ranges off;
kX http, server, location

JE XS SCGI ARSIV RAF IR AZ ML 71 VO S RE, T AE XL H " Accept-Ranges” 2B,

scgi__hide__header

BTA scgi_hide_header field;
EONIN —
X http, server, location

BINEOL T, Angie AR SCGI ARSS &=l i H ) Status” 17 X-Accel-...” kFBRE#ELG%E
Ui, :samp:‘scgi_hide_header &R B A SWAL N HAF B, MRFEAVHEILFE, W] DA

H scgi_pass__header B2,

scgi__ignore_client__abort

IBTA scgi_ignore_client_abort on | off;
RN scgi_ignore_client_abort off;
ETFx http, server, location

BAAE 4% I CE S N N O AT, B kM5 SCGI RS Az,

scgi_ignore__headers

Bk scgi_ignore_headers field ...;
E/UN —
T http, server, location

SRR E SCGI ARG AHIFELEm R LBy, 7] DAZIR I Z R4S " X-Accel-Redirect”. ”X-Accel-
Expires”, "X-Accel-Limit-Rate”, "X-Accel-Buffering”. ”X-Accel-Charset”. "Expires”, ”Cache-Control”,
"Set-Cookie” F1”Vary”
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SRR BN, XS B AP A DU AR -
e "X-Accel-Expires”, "Expires”. ”Cache-Control”, ”Set-Cookie” Fl1”Vary” B &N 5% (7 HISEL;
o "X-Accel-Redirect” HUATXHEE URI BIAHES BEA;
o "X-Accel-Limit-Rate” BN &40 E1 % 3 5 (R
o "X-Accel-Buffering” & FIBEER M LAY 2% 1 ;
o "X-Accel-Charset” 1 &M N HIEE 7 1F 45,
- x IBA
* scgi_intercept_errors on | off;
-« BIME
* scgi_intercept_errors off;
~ « EFX
* http, server, location

B RS MIZRARSHATEET 300 1Y SCGI MR {EELE% Fifi, SEEEIFEEME] Angie HTAL
iiil i H error__page 5%

scgi_ limit_rate

Bk scgi_limit_rate rate;
FINE scgi_limit_rate O;
o974 http, server, location

BRAEIM SCGI ARG #5 RN R L, rate ABFYFIT 50, HFHATDARL S,

0 SEFH R BRI
O @ik

FRAETIE R ER, KR Angie FINFTFNNS SCGI ARG A IIERE, NIFERIEZRK 2 ER
HIFIPIRE, IZRHAERH SCGI ARS8 B 1 buffering B R,
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scgi__max_temp_file_size

5RS
BIME
kX

scgi_max_temp_file_size size;
scgi_max_temp_file_size 1024m;

http, server, location

YEH SCGI ARSS AN B buffering B, AIEREEAN N TCIRIE S Hscgi buffer size FMlscgi buffers 8%
BB RGP, ImE L — 8 7 AT PACRAZ BN S rb, ARSI BIRN SRR RN, —IRE Al
N PYEESEOE 6 Sy NaN | scgi__temp_ file_write__size BN E,

2 P e 7 2% 2 S

0 #i

IR ANE F TR AF B B AE R FOMAL AL

scgi__next__upstream

Bk

BME
ol 98

scgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;
scgi_next_upstream error timeout;

http, server, location

TR ELEMAE N NIE R NAEBELS upstream pool FRY R — ARS8

error

timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TES ARG AT IERE . (R IETE KRE SR B Sk IN &2 AR H5 1R ;

TES ARG BRI IR, (R SRS E I B Sk N & A i

AR 55 A B 1 ZS B TCRU IR Y ;

AR 55 AR A TARASES 500 FAMA R ;

55 IR A1 T ARASAS 503 FANA R ;

AR S5 AR B T ARZSED 403 FRINA N ;

S5 2R Bl TARZSHY 404 FANE R ;

AR S5 AR [E] T ARFSES 429 FINA R ;

B, WA RS FERER (POST. LOCK. PATCH) fEM) ARG 2R &IXIE K
EAEIEA T — MRS, B ETBE R o E IS RIE K
HREIEREIBLA T —DRS 28
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0 #i

WER, HAMERARAZE P OSEMAER, ARERIERERES T — DRSS ds. a2k, WRME
i A& i R P A AR IR EGERS, MITEIREATIE R,

IR RIETE X T AN GRS #IBE I ref: TEINZEIX <maz fails>o

error IEEPA NI 2R, BT S T ARIEE
timeout

invalid_header

http_500 IXAEAE S TS E N B A B 221
http_503

http_429

http_403 FKIZAEAR A 221

http_404

RE RGBS N — D IRFF A ATRE R 32 B 2 AL TSR] HIRRH

scgi__next__upstream__timeout

BiE scgi_next_upstream_timeout time;
BRINME scgi_next_upstream_timeout O;
X http, server, location

BRAI AT AMRIBELS T — 1 ARS5asH9IE KA AL,

0 KA RR ]

scgi__next__upstream__tries

Bk scgi_next_upstream_tries number;
BRINE scgi_next_upstream_tries O;
X http, server, location

BRAHIFFER G T RS AT RE =R EL

0 R RR ]
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scgi__no__cache

Bk scgi_no_cache string ...;
HME —
Hol5"4 http, server, location

S SCAEATRE L NI RLRE AN SR RIRAF . WIRFRFERSEHZE D — MENNZEH BAFET 07, M

PG SWLRLE:

scgi_no_cache $cookie_nocache $arg nocache$arg_comment;

scgi_no_cache $http_pragma $http_authorization;

AIPAS scgi cache  bypass F62— S o

scgi__param

L scgi_param parameter value [if_not_emptyl;
EIME —
Hol9"4 http, server, location

RENE#ES SCGI RFG5aISE. EAEESOR, ZREHAS,

scgi_param FEHIEN N E—PECEIGNDA,

IXEARAAE L RPN E X

PrifE CGL IS & WAEN SCGIL ks, 152 W kR BEHY scgi params SfF:

location / {

include scgi_params;

WRFELS if _not_empty —HEE, NWMXHIZSEIMENNEN, A RKZSELBRIRS %

scgi_param HTTPS $https if _not_empty;

scgi__pass
TBiE scgi_pass uri;
ERINME —
X location, if in location, limit_except

&E SCGI fRgsashyittt, sthhbn] DHEE NS4 1P fulik, PAK— > RIERSH I :
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scgi_pass localhost:9000; ]

SR G NEBA] unix ZJEFEH B SHEEORAT UNIX BB 7L

scgi_pass unix:/tmp/scgi.socket; ]

QIR NRB TR Z Dbk, WPR DR 75 e, o, Husikn] DUREE M55 a4l ansRfE
TH, WARESH ST, MR, PRHOHNIE RS EE o

SHEEVT DB S &, TEXFEN R, R E s, NEAERIRRIARSS sed 8 RI%4FE, W
BARERE], WAEH resolver HHE

scgi__pass__header

Bk scgi_pass_header field ...;
EINE —
HSl5"4 http, server, location

FVFRRE SCGI IRS5a:HT & MBS Bk 7 B ARIB L% - it

scgi__pass_request__body

[E2FS scgi_pass_request_body on | off;
LNz scgi_pass_request_body on;
R http, server, location

BB B R ARTE SRIRE 34 SCCI ijRSSe%. H1ES Wscgi pass request _headers 6%

scgi__pass_request__headers

Bk scgi_pass_request_headers on | off;
LOVNIED scgi_pass_request_headers on;
o4 http, server, location

R B R IATE RISKFERALIRLS SCGI IRS548. H1ES Wscgi pass _request_body 6%
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scgi_read_timeout

Bk scgi_read_timeout time;
FINE scgi_read_timeout 60s;
Hol5"4 http, server, location

TE XM SCGI IRS5 as SR R B I 18], I (XL P M E SRR E Z [RIRE, AR E X B AN
Rt AR SCGI RS A FEILIN T NI A R T A, HERERE K,

scgi__request__buffering

[E27S scgi_request_buffering on | off;
EFME scgi_request_buffering on;
TR http, server, location

J& FH A F 2 P 0 SRR 220

on TEIHRRIEE] SCGI RSB R, MR B MERIA,
otf TSRTEBER SLHIROXE] SCGI RS TEIXAMENLT, WIS Angie EETFFHA

RIXERIK, WIERICIEE#BRLS T MRS o

M HTTP /1.1 B Rgmig AOR AT SRR, TCIefe B, TERIAE SR,

scgi__send__timeout

Bk scgi_send_timeout Mf[H];
A scgi_send_timeout 60s;
HSl9"4 http, server, location

B SCGI IRFaEHIERAVERS, B TEM MESN S RIEZRILE, AR X NME KRG
o AR SCGI MRS FEILI A ARIZILENEMNE, MERR A,
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scgi_socket__keepalive

[F22S scgi_socket_keepalive on | off;
ENIN scgi_socket_keepalive off;
Hol5"4 http, server, location

BlE S SCGI RS e H G ERE " TCP keepalive” 174,

n BIANE T, BRIERGHRENERTER,

on NERFIFE SO_KEEPALIVE E#F1E,
scgi__store

Bk scgi_store on | off | F4FH;

2RIN scgi_store off;

EFx http, server, location

JE RS R A7 B

on RIESFe% alias Broot FHX N BIEEAR IS
off BRI

XA OB A R 74 & B E:

scgi_store /data/www$original uri; J

A B E I AR E A " Last-Modified ™ MR Sk BRIZE, MR & Je 5 AR SCF, AJEEMAIZ
1o IR I SRR A AT DUBAE A RSO 2R 58 b SR, TE TR, (RIS T, S RIEM D X RS
Z BRI, A B E B I E AR, IR, BN T8 BB location, (RAFEI SR scgi temp  path
Fe2 B BRI S H AR — U RS L,

IHeFE 2 AT T AR S ] ORI A BEIA, B4 :

location /images/ {
root /data/www;
error_page 404 = /fetch$uri;
}

location /fetch/ {

internal;
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scgi_pass backend:9000;

scgi_store ;
scgi_store_access user:rw group:rw all:r;

scgi_temp_path /data/temp;

alias /data/www/;

scgi_store_access

Bk scgi_store_access /7 BR...;
E /NN scgi_store_access user:rw;
X http, server, location

B QIR SN H SR BT AR, il :

scgi_store_access user:rw group:rw all:r;

GRIRFERE THEAT group BX all VIMRIAXER, WA AR AT DAE :

scgi_store_access group:rw all:r;

scgi__temp_file_write_size

Bk scgi_temp_file_write_size j(/J‘;
BRIN scgi_temp_file_write_size 8k|16k;
HSl5"4 http, server, location

FRAEIES M SCGL AR 55 a% 21 e I ST PR B9 B 2 iy, — o5 A e I S2PF B9 8iE R/, BN TS
DR, R/ANHscgi buffer size Mscgi_buffers 52 BB RPN X BR o 15 I SO Y B R R /DN
Hscgi_maz_ temp_file size B E,
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scgi__temp_path

HIX scgi_temp_path B&1Z [levell [level2 [level5]]];
ENIN scgi_temp_path scgi_temp; (Eﬁféﬁi(ﬁﬂi --http-scgi-temp-path *@@iﬁbﬁ)
Hol5"4 http, server, location

EX—NHEE, ATEEMN SCGI RS as BRGNS F, "] MEFRE B MERRZ =R HXE
Ko BN, fELATECEH

scgi_temp_path /spool/angie/scgi_temp 1 2;

e FF S A AT REFR LR AGIXAE

/spool/angie/scgi_temp/7/45/00000123457

WEZWscgi cache path $62 W use_temp_ path Z%L,

Lot

R T RE TR EIN, RIPSIRRS RGN, FHIRFIFER A a6 1,

TR R H SRR ELBE KA 5038 BRI AN E AN 9 SRR AERIIE, a1 R GEEA A IR Az an
W E TR, NZEERA R, XEARE ARSI Ssecure link Z BRI,

I HR AR AR, B AR E S secure link secret 82 B, FITREIE REERZIEL
M PARAR T R IR 0 AR ARG A, 58 R B secure link Mlsecure link_mds ¥8< )8 A, A
T BRI e Y A an JE

Y }‘}\()E{J(EEB*@@N, AR HLERIA A A --with-http_secure_link_module Y RRIETE FH o
R 8 BRI MBS S, SERaSEmED,

B

secure__link

Bk secure_link FRIKT;
ERINME —
X http, server, location

EN—NMIETRENFRSR, T MNP BRI AME R A4 a5 .
FIRAXH A il S51E RAHECEL; 1525 NE R,
MEFFE PRI FIE S B secure  link mds 82 E X FRIENA MD5 WA BT ERER,
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R AIARE], W Ssecure link ZBEPIRB NS FIFE, WRMFAHRE, WIRZE BRI A @ E .

MR A AR GE I BN R EEH, Wesecure link ZREBIZEN 0, G, EHILEN 1, 1HRK
H&IER MD5 M7 {E LA base64ur] Zmfid,

QNS EERE A A BRI AE a1 A, WA R PLE 427 (Thu, 01 Jan 1970 00:00:00 GMT) DCREIFIEGS B, 1%
EAERIEPEE T MDs B2 )5, HLAUES 78R, 1E R A& RS B R P  Ssecure link  expires
BT secure link md5 8%, WRARFGEILIANR ], WEERz B A JCRR A4 ar A A,

secure_link_md>b

Bk secure_link md5 FRIAT;
EINE —
ISl 5"4 http, server, location

EX—MRIXK, H MD5 BAER I EH 51K PSR [EA T AL
RISAM U EHERE BRI BRI I — M. WEREEREA AR Y, RiAEN

& $securelink _expireso
T FI RG], FRIAXAAEE—EXTEPWSIMER, FIa0E kR e gk,
iR

location /s/ {
secure_link $arg md5,$arg_expires;

secure_link_md5 "$secure_link_expires$uri$remote_addr secret";
if ($secure_link = "") {

return 403;

if ($secure_link = "O") {
return 410;

J

827 /s /link?md5=_ e4Nc3iduzkWRm01 TBBN Ywérexpires=2147483647" BRi| 7 X% F i 1P ik
127.0.0.1 87 /s/link” BI7iA], IXPEREMARAIAEmE R, B 2038 451 A 19 H (GMT),

1€ UNIX L, ®JPUES DA RS 3RE md5 1 RS EUE:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =
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secure__link__secret

Bk secure_link_secret EAid];
LNz —
Erx location

TE X — R ERR, TR AT SRR B L,
THREEZER5EE URL AR AR:

[/prefix/hash/link

HrP hash S2ONHEEAME BIRNERT H A MD5 IR ATH/NHHIRR, prefix BRARMLAEREFAT
o

WG SREERIE T ESEMARE, W Ssecure link ZEAIZENMMIER URI 2R, S0, Sse-
cure_link ZEBHIR BN T,

zZN /1

location /p/ {

secure_link_secret secret;

if ($secure_link = "") {

return 403;

rewrite ~ /secure/$secure_link;

location /secure/ {

internal;

TR /p/5e814704a28d9bc1914fF19fa0c4a00a,/link” P4 AR E E M /secure/link”,

£ UNIX _b, AIPAE DA R a2 2R B~ 61 10 A e -

echo -n 'linksecret' | openssl md5 -hex
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fein

HEE

$secure_link

HEERERPRAS, BAMEBRTINER SR EE

$secure_link_expires

FEVE R AP B R RER A @ B, U T secure_link_md5 6%,

Ly

ZRPUR — IR, KERIFO N TFIER, D FIERIRERETEE RN, 2 IEAR A T E AR

AR B 2 A7

4 NIRRT, BOAE PSR EFREM --vith-http_slice_module AEIENIH

Mo
fERA BACENEMERS, ZRRCESERE,

B E B

location / {
slice im;
proxy_cache cache;
proxy_cache_key $uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

TEMIRBIFR, MR E 1 IKFIT AT R F YA,

g
slice
BiE slice size;
LNz slice 0;
ETFx http, server, location

BB IR FEREER RN 7B T A
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THER, ([EIRATRE S B0 2 AT TR E XX,

N TAEFIERIR BT FRATEE, iR Sslice range ZZ&2/FHN “Range” W RKFBRILIBH IR 3o
GERIBH T 2207, N Sslice_range YIMBNZEAFHE /, FFRHH] XIRZSHEN 206 BIME R AT

NEZE
$slice_range

PLHTTP =it #&SFm i S a/iv R, BN, bytes=0-1048575,

H5E iR

BT A/B I, B228e AT s MR BOR — B0 2 P s B B — IR AR A E, R RF AR
73 B HAbH 7T 7 =

BCERBHI
http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
*
¥
server {
location / {
index index${variant}.html;
B

split__clients

Bk split_clients string $variable { ... }
EINME —
o974 http

IS string BIE— S$variable; string FHIZE BHIEH, B REER, AEKBAEME N
Svariable FIFFY B,
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WA EREE A MurmurHash2 (32 fi7), HEEAMETERE (0 #] 4294967295) % H BT B M+, &
3 EEERTE TRAIAIR N, TBECHRT (x) PIDAEIRTERRSS; Y& 5 H AT 2 MG 7 (B L5 HoAE 7 HIMES

— N

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

}

EIXH, BEGER $remote_addrAld FRTRIIGHESHIR:
o 1H 0% 21474835 (0.5% BIFEAR) 774 .one
o {H 21474836 | 107374180 (2% MWIFEAR) 774 .two

o {H 107374181 %] 4294967295 (P HA{E) 74 v (—PBFREH)

SSI

RN IRy, AT EEE BN AR SST (IRSS deum i) ad,

BLE R

location / {

ssi

EL
ssi
Bk ssi on | off;
BRINE ssi off;
R http, server, location, if in location

JE FHERZE R R A SST < AIAL P,

3.2. &S|, &% 260


https://en.wikipedia.org/wiki/MurmurHash#MurmurHash2

web
*server
FPiErM, 4 1.8.3

ssi__last__maodified

Bk ssi_last_modified on | off;
FINE ssi_last_modified off;
Hol5"4 http, server, location

FRVFTE SST ALFRIS 2 R B R 4 B H1 ) " Last-Modified” SkE¢,  DAME TR 2217,

BIANEILT, SKFBRIPAEER, ROV A EATE B, ATREE & ah AL TR e 5 R
LIRS RYAE S R

ssi__min_file__chunk

181 ssi_min_file_chunk size;
PRINE ssi_min_file_chunk 1k;
X http, server, location

B EERERL L AIMa R R A RN, IZRINTAR, - sendfile KIXRENTZAE XN,

ssi__silent__errors

Bk ssi_silent_errors on | off;
ERNME ssi_silent_errors off;
TR http, server, location

WEREH, TE SSI AL AR, KNG fan error occurred while processing the directive]”
FrFH,

ssi__types
Bk ssi_types mime-type ...;
EIME ssi_types text/html;
X http, server, location
JE X B RE MIME KRB SST i SHIAEEE, BRT " text/html”s HREFRE"*” PLECAEAT] MIME
K
Ko
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ssi__value_length

Bk ssi_value_length length;
FINE ssi_value_length 256;
Hol5"4 http, server, location

E SSI a2 SHIENRA KL,

SSI %%

SSI A HA DA N s A%

<!--# command parameterli=valuel parameter2=value2 ... ——>

KRR

block

XL DRTLMEN include a2 HRIFIREFRIEL, BRATDARL & HAL SSI v, Zm<@ BA U NSE:

name

HRAAFR

N/l

<!--# block name="one" —-->
stub

<!--# endblock —-->

config

EAE SSI ACFRIMIRIE ) —L2 248y, R

errmsg

£ SSI ACERM R & AL BRI B 7T e BRINIEOLT, it DU A7 R

[an error occurred while processing the directive]
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timefmt

&84 stritime() BEAIRSAFATER, MR BRI R, BOABOLS, (RIS
%A, %d-%b-%Y %H:%M:%S %Z”

"%s” K IIE G PARD hy B I TR

echo

M RAME, ZaSRAU NS

1

B AR,

encoding

S 7715, FIREAYEEL4E none. url fl entity,
ERINER entitys

default

—MNEESE, WEEZRARE N AR, BRI (none)”s %4

‘<!——# echo wvar="name" default="no" -->
EE VAN 1k
<I--# 4if expr="$name" --><!--# echo var="name" --><!--#

else ——>no<!--# endif -->

if

PITHRAES, XFUTmL:

<!I-—-# 4f expr="..." -=>

<I--# elif expr="..." —=>

<!--# else —-—>

<I--# endif -->
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SHIPGR—BIRE, ZmLAAUT

@
o

expr

RIEHK, RIXAXFTLUZE:
o LRAEEMGE

‘<!——# if expr="$name" -->

o BEESORIHEL:

<I--# if expr="$name = text" -->

<I--# if expr="$name != text" -->

o ZERSIENFEAATHEL:

<I-—# if expr="$name = /text/" -->

<!-—-# if expr="$name != /text/" -->

|

QISR text TSR, WSFHENIAME ENFIENAT AU S A BN an 2R, fiEn] OEd &

fEH, Blan:

<I--# if expr="$name = /(.+)@(?P<domain>.+)/" -->
<!--# echo war="1" -->
<!--# echo war="domain" -->

<!I-—-# endif -->

include

R —MEROEERE SRR A, %

file

e SRS, Bin:

LHIN 2

<!--# include file="footer.html" -->
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virtual

fREEEHIER, Bln:

<!I--# include virtual="/remote/body.php?argument=value” -->

fE—T1 BEEMZ MR, B FastCGI/uwsgi/SCGI/gRPC IRS5 85FHFATAL I, 4n SR 7R 2N AL B,
TWINAER wait ZEL

stub

—MNMERESE, R ETEREE IO EARBIE R B R & A R RN R A B, 4

<!--# block name="one" -->&nbsp;<!/--# endblock -->

<I--# include virtual="/remote/body.php?argument=value"” stub="one" -->

BN AR SR R pAbEE,

wait

—MNMEESEL, FORTEARSE SST AL RIS PR RTEM, Bilan:

<I--# 4nclude virtual="/remote/body.php?argument=value"” wait="yes" -->

set

— P ARRESE, TERRIERCER OIS RT NEE L&, Bildn:

<!--# include virtual="/remote/body.php?arqument=value"” set="one" -->

M 7 ) e R K/ INH subrequestoutput buffer size 18R E :

location /remote/ {

subrequest_output_buffer_size 64k;
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set

RETENHE, ZaCBEEUTNSEC

var

L ERAFR,

value

TEE, MRREPESER, WIBERENE

HEE

el

$date_local

MEIRTE (ARHIEX), ¥3NH config A timefmt SEOLE,

$date_gmt

LHIE (GMT). N config MR timefmt SEOLE,

SSL

24 HTTPS s iR
4 MNIRAHAT R, IREEER AR ; MBS --with-http_ss1l_module MJEEIEINE .
£ BANH PR EMEGR T, 2B S A,

O H%

AR ZL OpenSSL &,

B E B

N T REARMCBR AR T, I
o R LIFIERECE E VAP AR,
o JERRFRER,
o ERE RIRRA,
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o ZEHINE RTRELT,
o FFATREMEANZIE A (BRIA 5 208 :

worker_processes auto;

http {

server {
listen 443 ssl;

keepalive_timeout  70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B2

ssl__buffer_size

[E2FS ssl_buffer_size size;
EIUN ssl_buffer_size 16k;
EFx http, server

BB AIEEHR T A2 X RN,

BOANEILT, DX/ 16k, X0 BT A X RN R N BB/ N . 8 T B/ MEE IR TN ],
NHMERTRER A 2ERYT, Bilan:

ssl_buffer_size 4k; ]

3.2. &S|, &% 267




*web
server
FAPFiEE, IRA& 1.8.3

ssl__certificate

HIX ssl_certificate file [file];
L8N —
LT http, server

feE A REAUIRSS 420 PEM AR RUEHSCH, WERTE IS HEIES, PR EIUEBIN, MAER—XHFH
HIRCATIF4aE : EULHERT, PEUEHER. A DMER—XHFHRE PEM 0T,

ISR DA IRIEE, PUINECARIZERATIES, B4 RSA F1 ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

# ...
}

A OpenSSL 1.0.2 BCE mRASHF A FIEB A IERHE, ERIHMAT, e H —MEFHE,

O HE
e OpenSSL 1.0.2 BUE mEARANS, AT AT A A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

IR, #HAZERERESR SSL B TFRARRIMBIES, XAIRESXMERE A4 U R,

A DHEEME " data: Svariable” RAVE file, XRMNEBAFMEGES, MIATEMPRSCH, HER, 4
ER TR RTRE R R Z 238, B RAEIES AN S,

O HE

REICERRZ, BT HTTPS MHXHIRA], HTRAREIREERSE, IR SN T~ FEE) 1P
ok,

Added in version 1.2.0: QNS T sslntls, WZFEDPTLAEZ N80 (BARZELE 2 FIINEER 7))
mrE—1:
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listen ... ssl;

ssl_ntls 5

# W NTLS if
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# A5 ¥ M RSA EH — A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__certificate_key

[E227S ssl_certificate_key file [file];
ERIA —
o974 http, server

TR 4 E IR 41T PEM R TR SC I,

O HE
FEfEH OpenSSL 1.0.2 BCE AR, A DAEXFAFRERZ R,

A DHEE(E engine:name:id” KA file, XXMIEEM OpenSSL FIELFRMBEIH HIEE id FIFAH,

A] DAFEEME " data: $variable” SRARFE file, XML EAINEFAH, MEFMFHPBECIE, EHEE, 1Y
EHIIBAE R RES T R Z 2R A, FIUERHEIEE N H i,

Added in version 1.2.0: Q0RJFH T sslntls, MZFEA] LAEZHNSE (BHARS L2 FINEER5)
mAE—":

listen ... ssl;

ssl_ntls 5

# W NTLS i %
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T DL 5EH RSA L H — R A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;
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ssl__ciphers
Bk ssl_ciphers ciphers;
2N ssl_ciphers HIGH:!aNULL: !MD5;
Hol5"4 http, server

fEE B B EN, BHEMNLL OpenSSL FEFEAASRIEE, Hlin:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP;

FRIBIRIUR T EZLEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

ssl__client__certificate

=275 ssl_client_certificate file;
EINN =
kR http, server

FeE AT 5 UE 2 P IRIEH A OCSP MM A PEM A8 N(EME CA IEHSCfF, REH T ssl staplings
UEBHNFRRGERIELEE F e RAFRBEIXFE, FILMEH sl trustedcertificate 6%

ssl__conf_command

Bk ssl_conf_command name value;
ERIN —
T http, server

RBTE OpenSSL Al B M2,

O H¥
FEfEH OpenSSL 1.0.2 BUE @AM SZRZE S,

A DATER — KA _EEEZ S ssl_conf _command 6%

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

WY FIRANEE E X ssl_conf command 152, NIXLEFFSS M E—DECEIHIARA,
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2\
oA A )

EA%RCE OpenSSL AIRESHEAIMT N,

ssl__crl
Bk ssl_crl file;
E N —
T http, server

feE AT 5 R 2 A IEH R PEM &M IEH X (CRL),

ssl_dhparam

[E2FS ss1l_dhparan file;
EUN =
kR http, server

16T DHE HWHEMFN DH ZEF,

MNBEW T RIZESE, FHEASER DHE BEHEMF,

ssl_early__data

181 ssl_early_data on | off;
2RIA ssl_early_data off;
R http, server

JEFHEZEH TLS 1.3 FLHI%HE,

FE R IRUE A ERE R 2328 AT BRI N T R N Z S S RS, N S5l earlydata

=N
gio

proxy_set_header Early-Data $ssl_early_data;

O HE

TEff A OpenSSL 1.1.1 B{E A LA BoringSSL N X FFZFE2
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https://datatracker.ietf.org/doc/html/rfc8446#section-2.3
https://datatracker.ietf.org/doc/html/rfc8470
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ssl__ecdh_curve

Bk ssl_ecdh_curve curve;
ENIN ssl_ecdh_curve auto;
Hol5"4 http, server

{57 ECDHE HHEMFHIHhLk,

O HE
TEfEH] OpenSSL 1.0.2 B SRRAR, 7 DAEEZ Mgk, Bild:

ssl_ecdh_curve prime256vl:secp384ril; ]

FFPME auto f5/R Angie TEfH OpenSSL 1.0.2 S ShARNHH OpenSSL FENEMNFIFR, sHETER
[HARAHE R prime256v1,

O HE

FEfE OpenSSL 1.0.2 B AR, ZESRENRFT 8 X FFHTHIESIER, Kk, 7T ECDSA ik
PREGIER LIF, EZEAZEAURIERHEHEhZ,

ssl_ntls

Added in version 1.2.0.

Bk ssl_ntls on | off;
2RIA ssl_ntls off;
T http, server

JA FARRSS axuiidt NTLS IscHs, HH TongSuo FE,

listen ... ssl;

ssl_ntls

O fHE
A --with-ntls WERTAGE Angie, FHEREFIEMH NTLS f SSL &,

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls
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ssl__ocsp
=275 ssl_ocsp on | off | leaf;
2RIA ssl_ocsp off;
4 http, server

JE R P UIEREER OCSP ik, :samp:leaf SEUNE R Uik 5058 IE,
HTE OCSP WUEIER TAE, sslverify client $8NIZEN samp:‘on 8L :samp: ‘optional,
BENT OCSP MM NS, resolver MM HETEE,

I

ssl_verify_client ;
ssl_ocsp 8

resolver 127.0.0.53;

ssl__ocsp__cache

HIK ssl_ocsp_cache off | [shared:name:size];
A ssl_ocsp_cache off;
TR http, server

B P IRS DAT OCSP BIERIEFRIBMAA/ N, ZEFENA TR s, A
DATEZ A HEFUIR 55 Hh (8 AR R A PRI 2% A7

off ZRZEILMHMEAT,

ssl_ocsp_responder

[E2FS ssl_ocsp_responder uri;
EINN —
R http, server

HELE "Authority Information Access” UEFY RHFEER OCSP M ER URL, DUHATIVIE 27 UilE
s

{ZH http:// OCSP WA 7 :

3.2. &S|, &% 273


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.2.1

*web
server
FAPFiEE, IRA& 1.8.3

ssl_ocsp_responder http://ocsp.example.com/; ]

ssl__password__file

Bk ss1l_password_file file;
E /NN —
EFx http, server

faE —DMEESEET KU, BRI 1T, EEARPRRIR 2 R TS,

P

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name www2.example.com;
# WA A 4T R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

[E227S ssl_prefer_server_ciphers on | off;
A ssl_prefer_server_ciphers off;
EFx http, server

TEEAEEA] SSLv3 1 TLS WM, ARSS Sem i R0 T8 F i & i,
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ssl__protocols

% ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME ssl_protocols TLSv1.2 TLSv1.3;
Hol5"4 http, server

1E 1.2.0 A RAALHE: TLSv1. 3 SEIINBIEINE ST,
JE RHEE BB

O fHE
TLSv1.1 1 TLSv1.2 ZEUXAE#FH OpenSSL 1.0.1 8¢5 S hA B XL,
TLSv1.3 ZEUAEEF OpenSSL 1.1.1 B EhRAR B XL,

ssl_reject__handshake

TBiE ssl_reject_handshake on | off;
2RIA ssl_reject_handshake off;
4 http, server

WEREH, ref:‘server BHY SSL B FRHdE4,
flan, FELATFECES, E4S5RGERBIINIE example.com 1Y SSL 2

server {
listen 443 ssl default_server;

ssl_reject_handshake 5

}

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;

}
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ssl__session__cache

HIX ssl_session_cache off | none | [ builtin[:size]] [ shared:name:sizel;

ENIN ssl_session_cache none;
Hol5"4 http, server

B FERTE SN RAARIFTIFRN, Gef7 n] DUZ DL MEZRAY:

off FARZRIE R STERAT . Angie IS IRE PR RIS EEE

none RAR VPR XTE%AF: Angle HIRF IR A] AEH], (HSZPR EAERLF
PR RTE S

builtin OpenSSL FRNERIZLF; XH— DT EMRMM, &EFER/DNUASTEN BAIEE,

RARGERD, WEET 20480 i, HHNERFAREFENERF

shared TR LR WA ERRAE, RAERNAF AT ; —IRF 1] DA
fBERZ) 4000 N=1E, NIRRT NA —MERAIR, 7] HEZ PN ELIRS &+
ERMRZIRNET. CXEHT HIER, FENEHRHR TLS RIEEEEH,

FRIEME ssl_session_ticket key 16 EINBELE,

A DARIIS (s A A7 262, fBilan -

ssl_session_cache builtin:1000 shared:SSL:10m;

(B {86 FH L SR R A T A (o0 P P L R 17 3 B A R

ssl__session_ticket__key

Bk ssl_session_ticket_key file;
ENIN —
4 http, server

REMTINENE TLS KUEFEIRAIME R, WSROI Z MRS 8 < AL AR,

e BIAEUT, AR,

GNSAEE T2 ESH, MRS —NMEYRINE TLS XIEEE, XAV ER AR, Hn:

e

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

B 80 BY 48 i RIRENLEE, R LAREA DA <Al :

[openssl rand 80 > ticket.key

RIS RN, ] AES256 (AT 80 FiH]) 80 AES128 (T 48 S ) MEATINE,
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ssl__session__tickets

Bk ssl_session_tickets on | off;
ENIN ssl_session_tickets on;
Hol5"4 http, server

JE FHEEEREIE TLS 215 5HE FIRIEIRE.

ssl__session__timeout

PR ssl_session_timeout time;
2RI ssl_session_timeout b5m;
kX http, server

faE & P Al AR 2GS BN T,

ssl_stapling

[E27S ssl_stapling on | off;
ERIA ssl_stapling off;
4 http, server

Je B ARG #389 OCSP AN [ stapling, 7~ :

ssl_stapling 5
resolver 127.0.0.53;

HTf#E OCSP stapling 2B, ARFEHEBIE EZHINEBN NEH, WHRssl certificate XAFAELEHRIIE
H, MIARSS SRUEB IR & UEF N AE sl trusted certificate XHFHTETE,

A ER
N T fENT OCSP MR # EA4, resolver 162 MM AHEE
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ssl__stapling__file

[F22S ssl_stapling_file file;
L8N —
LT http, server

LA, HEY OCSP MIRCKE FEE AR, A EWIRSS SR &R OCSP MR,

NN openssl ocsp mi AR DER #83K,

ssl__stapling__responder

[E2FS ssl_stapling_responder uri;
ENN —
EFx http, server

ESTE "Authority Information Access” UWEFY EHFEER OCSP MR & URL
XS24 http:// OCSP MR :

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
2RIA ssl_stapling_verify off;
X http, server

JE B EE RS ek OCSP Wil B2 A3 IE

AT ESSUEIE S TAE, IRSSAUEH A & IIE . MRIEBHIPTE R EIE BN AR ssl trusted certificate &
SEEHRALE,

ssl__trusted__certificate

X ssl_trusted_certificate file;
ENN —
ETX http, server

feE TR IE B A uIERH OCSP MR AT PEM MIHIRAEE CA IEH X, GEREM T ssl_stapling.
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5ssl client certificate WBMIERRE, XEEUEBIYFIRAZ K IEL R i,

ssl__verify__client

=275 ssl_verify_client on | off | optional | optional_no_ca;
LOVINIED ssl_verify_client off;
X http, server

JAHE P HUEBRIE, $UEES RAFMETE $ssl_client_verify ZE &,

optional TERE P UmIES, FHEEBAER N HEH TRIE,
optional_no_ca WEREPIES, EAZEREHZETN CA IEBEH, XENTE Angie Z AN
AR S5 P T S BRIE 45 56 UE A e 35

ssl_verify__depth

Bk ssl_verify_depth number;
FINE ssl_verify_depth 1;
Hol9"4 http, server

RER A uIE BRI IR,

IR E

http_ssl B ZFRZ N ERERIRIES, ATHTFEL error page F6HATEIEM]:

495 TE28 PR IE 556U HA A & A A5 ;
496 B I AR BT TR AE S ;
497 W\ HTTPS % & IE T G K,

BHEMIEIE R SE 2T G &4, WIREZREUW Srequest wris $uris $args FEATH,

Fa e BAE B AR 55 a3 M B 3k ) ” Set-Cookie” “FER AR B MEH BB SR, EE TR IR K 52 2 it a1
17, MRS & Srequest uriv Suris $Sargs FIHAMMA & E R,
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HEE

fein

hitp__ssl FEARSTRF N E AL &

$ssl_alpn_protocol

IR[E] SSL 4B FHAR ALPN SEERIHMY, SR A2 F4F E,

$ssl_cipher

IR[E TN SSL SRR E AR,

$ssl_ciphers

R[5 SR R E AR, CRIBEHEEFR SRS, RAR A7 HER, fln:

AES128-SHA:AES256-SHA:0x00£f

O HE

ZAERANAEE OpenSSL 1.0.2 BUE S RAN S22 5R;, EMIARAR, ZZRMEFH IR,
F B EAR S ELT,

$ssl_client_escaped_cert

IR[AIE N SSL AR F k13K PEM #4380 (URL %h5) ;

$ssl_client_fingerprint

IRPIE N SSL ERR F imiE 58T SHAL $54¢;

$ssl_client_i_dn

IREIFRAE RFC 2253 BN SSL JERNRE P WIER” A #E DN” FIrHE;
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$ssl_client_i_dn_legacy

IR[EIE N SSL JER AR FmIE T ML DN FAF R,

$ssl_client_raw_cert

IRPIE Y. SSL ERR P i H PEM #83,

$ssl_client_s_dn

IRERYE RFC 2253 M E &7 SSL JEHEME I uHIEBR” £& DN” ZRF 8,

$ssl_client_s_dn_legacy

IR[AI SN SSL AR F i )" 4K DN” FFH,

$ssl_client_serial

RETE N SSL JERAY R FumiEBRIFES S,

$ssl_client_v_end

IR [E] 75 ok A5 25 R H

$ssl_client_v_remain

IR 7] P S UE S B Al R AL

$ssl_client_v_start

IR 6175 P e 4R H .

$ssl_client_verify

IR [A % POIE B IS IE 45 5 . SUCCESS. "FAILED:reason” 1 NONE (QIESEAIZAHES),
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$ssl_curve

REIT SSL B PSRRI R g, CRIFHZARARSIH, RATE A7 EHER, Fln:

prime256v1

O HE
ZABAEMEH OpenSSL 3.0 BUE MARAN SR, (I IBRRARS, %28 BB N2 77 o

$ssl_curves

IR[AIE 0 SR HIZRAIFR . CRIRTRRE ARSI, ARRIRI DA+ 7S#Ef 2R, Bl :

0x001d:prime256v1:secp521rl:secp384rl

O H¥
ZEB(HEMA OpenSSL 1.0.2 BESARAN S, EHIHRAR, ZZEEER N FRR,

ZARLOS &G A o

$ssl_early_data

GUERAEM TLS 1.3 carly B BARFHARTERR, WHRE"1, HNERE,

$ssl_protocol

IR[E ST SSL ERERITML,

$ssl_server_cert_type

MRAEARSS BRI BN EAHA2EAY BUE RSA. DSA. ECDSA. ED448, ED25519. SM2. RSA-PSS Y unknown,

$ssl_server_name

IR[EET SNT IERATARSS 2844 7K
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$ssl_session_id

IREIE S SSL JERZ A RTEFRIRTT,

$ssl_session_reused

N5 SSL RIEHEM, WHRME r, HAULRE"7,

EERE

IR O FACIRF BRI 7L,

4 MRS H *@iﬁﬁﬂ, N AR, NIEd --with-http_stub_status_module FEETUOR f5
o

R E BN EERRAUMBGT, SR EESERET,

B E B

location = /basic_status {
stub_status;

X

MRS AEE T —Ma R, RoREARSEE, W AR

EREESK: 291

&% LB FX
16630948 16630948 31070465
WE: 6 B N: 179 & 48 106

B

stub__status

BiE stub_status
ERINME —
HSl5"4 server, location

FAIREE B R R ITERL B 7]
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iz

RELINIRSER

TR ERN

HHITEERE PR, WIS EERL,

#

B

PAZHY R P R AL

A7

ACHRRERE D8, @, ZSEUE SR, FRABEEIFELFZIHRS] (B0, worker connections FR
i)

%
BPIR L
eE

A B K RAE AL

CPN

EGNEE- IRk VARS8

FH

RS R SRS SR A i R

3.2. &I, &% 284



we
server

RFiEf. iR# 1.8.3

HEE

fein

$connections_active

5 TEERER I ERF ;

$connections_reading

5 SEEIEAR);

$connections_writing

5 5 ARHMEAAR;

$connections_waiting

5 FrRFHEMR,

B #H4

ZRHURE— NSRBI MR T EE O 55— N ERRAB IR,

IS AR, IRTERERAA BT E; ENIEI -~with-http_sub_module HEETIRE M,
ek B BAIFEER R MG, ZER e STEE T,

B E B

location / {
sub_filter '<a href="http://127.0.0.1:8080/' '<a href="https://$host/';
sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/';

sub_filter_once

}

B4

sub_filter
BiE sub_filter string replacement;
EFINE —
ETFx http, server, location
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B EF A AT A AT E . DRBCER R AT BRI AN X KNG o B ) A BRI AT
R DB EZE, ER—EES ERTDHEEZA sub_filter 16, RATELRIFIIARE X sub_filter 45
LHER T, REHRSA M E—REEEMK,

sub__filter__last_modified

Bk sub_filter_last_modified on | off;
FINE sub_filter_last_modified off;
Holi5"4 http, server, location

VL B (B AR Last-Modified” kB, DUETURZE(E.
BRI, WS A(EA B R B, Sk B IR,

sub_filter__once

7237 sub_filter_once on | off;
EINE sub_filter_once on;
ETFX http, server, location

TR A NESRB N TATE IR,

sub__filter__types

[E27S sub_filter_types mime-type ...;
EIME sub_filter_types text/html;
R http, server, location

FEFRE ) MIME ZRBRGNE N o S 2 RF BRI, BR T 7 teat/html” REER(E™*” DLECAEAT MIME 287,

L5

ZREHL A T2 X AT DUBIS prozy  pass. fastegi passs uwwsgi_passs scgipasss memcached._pass Tl grpepass
55 RS 284
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B E B

upstream backend {
zone backend 1m;
server backendl.example.com weight=5;
server backend2.example.com:8080;
server backend3.example.com service=_example

server unix:/tmp/backend3;

server backupl.example.com:8080  backup;

server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;

server {

location / {

proxy_pass http://backend;

._tcp resolve;

B

bind_conn (PRO)

Bk bind_conn value;
ENIN —
R upstream

4 value IR ENZBFFFERIFLNARE 0 A non ZAHMIER, 5 RRARSS SR E 2% i,

A TR

Fsticky, bind_conn MIXHINTE sticky Z /5o

bind_conn {§XMTERTA BB NBIIM /T IENIEL Z G EM; BN, ERAEIER, WRR N

A IR

RSN, BLEhiip provy BIRCATLVFRFRERE, BIA0:

proxy_http_version 1.1;

proxy_set_header Connection "";
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ZAR R — PR BIZ A NTLM INERESRE, Hrh& P e b s e Mg E 2RSS 45 -

map $http_authorization  $ntlm {
~*%"N(?7:TLM|egotiate) 1;

upstream ntlm_backend {
server 127.0.0.1:8080;

bind_conn $ntlm;

}
server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
# ...
}
}

feedback (PRO)

Added in version 1.6.0: PRO

Bk feedback wariable [inverse| [factor=number| [account=condition_variable]
[Last_byte];

E/UN =

4 upstream

JE T R BT HHLHIE T upstream, BENASTATE MBI, KD SRR DI
[RIRE, ZAEZREN [IZELE) variable HIFENR, 32 PESRAFRIHIZ,

BN
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variable RIBERIRINAE &, TN RN EREBERETEIR, I BRI 1 R Sk B e At
77 AR
TERFRMNTT IR A A %A, FHARYE inverse Hl factor BN NRLIEY)
1,
inverse WERIRE, REMESR AR, BERAERRETRITERE.
factor HRAFEMER RBERNER T, GREN 0 2 99 Z FAIRVEEE, EKIME—90,
fFF exponential moving average AINITHE Y RIR,
HFEK, FrAEXN FEER RIS/, GRETBE N 90, Z5H 90% kK
HICHIAE, X 10% >k B#HiE,
account FEE — &M AR S AR B CL AR IR e me R A T T B, N WA B Y & AR ARy e
g vor I, SESEA SR RIRERT TR,
O #ik
ERANENLT, KRB probes MMM ANUFEEHES; ¥ Supstream probe ZBES
account FE G AT B & IXLEMmRY, BE EHERRE AT A A,
last_byte FOVFTER IR S RE A B 5 AR FEOR B RIARSS B S, T A R R IR R 3L R e
%ﬁo
aNIE

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;

server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

llhighll
"medium"
n lOWIl

default

100;
5k
50;
10;

map $upstream_probe $condition_value {

"high_priority"
"low_priority"

default

||1||;
|IOII;
||1||;

TR B T M 1 Sk = B BR B AR5 X8 70 80K il 55 4 Wi 2 5 38 O AN [A) 9 S s all, 9 BLe s 7 — 4
}\)\$up.st’r'ewm7p’r0be Hy%%ﬂkﬂg%ﬁ:, PMYEER A high priority PRI E1 e 157 B 5 R P i 1 SR AT 7
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hash
HIX hash key [consistent];
L8N —
LT upstream

fEE RS A B 77 7%, HA R P imfl ik ss 48 (LS 2 T IS #E, B s R, &
KREASG, EERE, NWAPHRMSERIRS SRS SBRZ MG 2 RERS 8. ZHES
Cache::Memcached Perl FEFER

WNHRIEE T consistent 72555(, MPAFE A ketama —ﬁ(’ﬁﬂﬁ?\ﬁﬁ%o izjffiﬁﬁﬁ%ﬁﬁ?ﬁﬂpﬁébﬂﬁi*zﬁﬁﬁﬁ%
any, HADERHSEEHRPSFIARINRS 3. XA TRSEZFRSSNEFmTR, ZTESR
BN 160 Y ketama_ points ZEI Cache::Memcached::Fast Perl FE3RA,

ip__hash
[F23FS ip_hash;
EININ -
T upstream

e ML A S 18, HAESRARYE R Pt TP MUl fEARSS B8 Z B0 EL. 273 TPv4 HilkfRG =4
J\RL AT B 1Pv6 MIHEB ARG EE, 177 AR PRK B R — 2% P IR TE SRR R & L 3 H R — R 55 4,
PRAFZIRSS as A AT, fEE—REOLTS, & mIEREIRE S — k55 ds. RATRE, BRIALRER—R

55 Ao

MRFLIEN R — GRS 8, NMEH down SECGHITIRIC, PARFFHATHIE S [P HILEIG AR,

upstream backend {

ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;

server backend4.example.com;
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https://metacpan.org/pod/Cache::Memcached
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keepalive
[F22S keepalive connections;
A -
LT upstream

WG S LIRSS SR HE R R AT

connections ZEINER N TIEMBEHRIFERTFHIRATNRFERZL, Sz, KA
B/ DA R

O ik
RiRIREAE IR, keepalive $5FFABRM Angie TAEMERERA] DAFTH IS LIRSS SR S 4L, 12
BSHNRE N R/ N, DMELE Bk as i Bg R 2 NS,

A EE
keepalive {5 MAERTH R BREIIHTIENHES ZJGEM; S0, R NEEM,

HHERFIZERER memcached EIFRRFIEE -

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#...
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
}
}

AT HTTP, proxvy http _version &M ILEN"1.1", FHIEFR”Connection” SkFEL:

upstream http_backend {
server 127.0.0.1:8080;
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keepalive 16;
}
server {
#.0..
location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
}

4N, FILUEIS A" Connection: Keep-Alive” kB &I844 - EARSS S8R5 HTTP /1.0 $AJER:,
RO XA 77 %,

KT FastCGI fRSsas, FFEIE fastcgi keep  conn DMELRFFIERE TAE:

upstream fastcgi_backend {
server 127.0.0.1:9000;

keepalive 8;

server {

location /fastcgi/ {
fastcgi_pass fastcgi_backend;

fastcgi_keep_conn on;

O =ik
SCGI 1 uwsgi HSGRA REHEZ IS,
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keepalive__requests

[F22S keepalive_requests number;
ENIN keepalive_requests 1000;
Hol5"4 upstream

B A DOEE — MRFFERIRSS IR AIE R EREIRAIE KRG, ERR KM,

TE IR AERE R B, DAREIEER RN 0 iC. (it (EAE MR ERIE R RES FBOS I
T, AEBUEM,

keepalive_time

Bk keepalive_time time;
ERIA keepalive_time 1h;
X upstream

BRI AT DA — P REPE R HIE R AR I AL, IR RS, SRk, BEELERE N —PiER,

keepalive_timeout

FENER keepalive_timeout M
BRINE keepalive_timeout 60s;
TR upstream

BRI, FEHHRS RS A2 R R RHE R ORI TITIRES.

least__conn
7227 least_conn;
HME —
LT upstream

T — NI I T 7R, HAPTEREEIEATESNE R R DIIRSS 4%, [R5 BRSSP E,
GSRA Z DIZFERIIRSS a8, MIHE P E R 1 1 DA B 77 TR AR IR =21
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least_time (PRO)

HIX least_time header | last_byte [factor=number] [account=condition_variablel;
BINME —
LT upstream

TaE A NAE R BT 1%, P TN IRSS d i ENE SR AUHL & 55 H 2 I ] RS2 EL ;- i oz ] R
b, IRSS AR KB Z

header E2AE R Sk,
last_byte F5 (5 FH RS Miey 7 B4~ 25 B[]

Added in version 1.7.0: PRO

factor 5response _time_factor (PRO) EBEMEER, WRILENEE,
account FEE — SR A R e e 5 N AL S AE T B, SESEAAE M B Y 25 2R A
7‘%’ nn EZ non H;J‘E%ﬁo
O #ik

EINERT, KB probes BIMAN ANEAELETEA; K Supstream _probe &S
account £ &8 A AT DAELAEIX L0 5 B L 2= HERR At Al A i A

*Hﬁﬂ'{]@iﬂ]iﬁi@{ﬁ, 2234 factor 1 account UEJ?.%, WiER header_time F response_time BRTEAR
% health MR, AT API Ay BiFFERR,

queue (PRO)

Added in version 1.4.0: PRO

THIX queue number [timeout= Hf[H]];
EINE —
kTR upstream

WMRAEE —REZANTTEEREIRS SR ECATE R (Flan, 7658 Mk 55 A i R e Y 30 ik
Flmaz_ conns RN, ERASHHEL; Hx, Angie 2205 HHEN DA TR,

eI E T worker process RIAFIFFIER BB Q1RIAFIC I, KA1 o[l 502 (Bad
Gateway) #H1%.
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0 #i

prozy_next_upstream Y& HIBHEANIEH THEAE R, BRI, MRAERIERE T —MRSSZRMET
B HA G, ERATRESIR EIFIASIH,

UIERAE timeout BRI [H] PIARIEREIRSS deRACERHEIAIE R (BOMEN 60 #5), K% FumiR A 502
(Bad Gateway) Fi%. 1RAISKHIERZAIE Sl RIS MBASIFFREER; 1EAPT W AIEE ASILIERTIE K
TR,

A B
queue {5 UIERTH X BIEIIM IR Z G EM; BN, ERICETE,

random
[F22FS random [two];
HME —
LT upstream

T —HNIE R A EII TR, HAidsRoRQIBa R kR ik Ss 48, RIS B AR5 ds A .,

&R two ZHUIER Angie BENLEREM ARS8, )5 FFEE 5 TRIE S — MRS & BOATTIA
KB least_conn, EXFERIGBLTHEBNE AR/ DRSS 45

response__time__factor (PRO)

Bk response_time_factor number;
BRINE response_time_factor 90;
X upstream

GREREER least_time (PRO) SABISMITTI%, WRE ** A ** [HIHERFHTER 5800017 At
RS SIIVAIS

number K, HHEXN FIHERZIBUN; IR number REH 90, Z5RIEH 90% K EH T ZH1MME, 1X
A 10% KB THE, RFREREZ 0 2] 99 (R,

R RSB FEYIMEIEN header_time™ ({X 3k #}) #i1:samp: response_time™ (EANwg i) 7£ AR 5 %
# :samp: “health M RHPTEIR, AT API FHH) BiFER,
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O #ik
WEAE BRI, 280 AT RL H prozy neat upstream, fastcgi next upstream,

uwsgi__next _upstream, scgi__next_upstream, memcached_next_upstream, ﬂ]g/rpcinerz:tiupstream 5
ST, WA, HEENELEHERAAS, header_time A H M, HAELEREUEIFEAILN 5,

response_time A =R,

server

K server address [parameters|;
BINME =
L% upstream

T XRS5 AR A S, sk n] DS NISA4 80 TP Hiusik, i alidess [, BRfEN UNIX BERET
BEAE, FEETE unix: AISRIG. QIARTEEH, W 80 ¥, MEATAZA TP HIlERISA —IKE X
MRS Ao

A BUE X A28

weight=number BB MRS 2SI EERMEN 1,
max_conns=number FRFIZIRIRIRTS a0 AR TESIERZEL, BOMEN 0, FRAMRMS, WK
FanA AR EANT d, WIREDEH T80 TR,

O #ik
REM T2 Wkeepalive R, Z D workers FIILZNAE, WX AERARSS a5 BTG 123 IR A S £

AIRESEE maz conns {H.

max_fails=number —BEBNTE fail timeout BB PSRN A A K5 MRS 25IEE R RS, DA
Rk S5 asto AR SRS AEARTRIRHF 22 TR S B I

R P W 20 80 O B proxy__next__upstream, fastcgi_next__upstream, uwsgi__next upstream,

. AN D
scqgi__next_upstream, memcached _next_upstream, Flgrpc_next upstream BTN,

MIKE| max_fails I, peers W& Wupstream probe (PRO) WREAAMERE; ERASHEE i K,
HERE EHIA TR,

0 #it
WER— server £ _EIFEANTNZA peers, WH max_fails IREEHTE peero
WERTEFRNTFNE server 8215, LEIHXEE— peer, W max_fails BRI H 20,
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max_fails=1 AR Z I ERIAIREL
max_fails=0 BRI THH 5L

fail_timeout= M [Al—IXBAE 2 KM AN B A 5 IS5 a5 A R IRER (max fails) A RERFIRSS
ST, )5, MRS AERFERIIN RN S AT A A 2 Eil

BN, XWEN 10 5,

0 #&iE
WMER— server 1E_LIFEANTNZA peers, MH fail_ timeout K EIGEH THN peer,

WERAEMTFTH server 1695, L XEE— peer, N fail_timeout WENFICRIFHIRME,

backup KRS ARIC &S RS A8, M FEARSG AR, RHEIEIFR,
down 4%H&%%§ffﬁajﬁ<ﬁk$ﬂﬁﬂo
drain FRSGS A ERHIK, RXEEE CAURICR B Z /g8 ERNSITERIIE R sticky, &

0, ERATHREMT down,

Rl Y )
S8 backup NRES hash. ip__hash Mrandom B 7 iE—RMEH,

down 1 drain JEIUE H K,

Added in version 1.1.0.

resolve o AR SR N TP HINEFIZRA R, BRI RR E R NEAC S, AN
ZEBELENGFEXE; WA, EFREE X —" resolvers
service=name JEa Ff#NT DNS SRV Ik FH I BARSFR. N TIHIXSEAER, 1ETEE resolve IR
Fean g, RTS8 FENL4A,
ARARSS BFRPIEA R, MNZAPRRIE RFC ARIETZ AR : ARSSAFRCA _ NEISE, &
JEAERUGTRIN _tepo R, ARSSAFE http HEERT _http. _tcpo
Angie JBISHEVH— ARG ZFF EALA N SRV 105k, Fidid DNS #REEH
BHIRSGS aAIER, DA BT CR AR E,
o RIS SRV Idxk (HEE/MUERERICT) Mt vERSS S, H
e BN B RSS2 QISR vackup 5 server W HE, LN SRV
IR e iRSS 2%, HAMICSRA 2N,
o WESFMARSSRIEE, KRIBIEINAR: NERENIRSHSEIREZ
AR, WRFERIEN server 521 SRV I RIKEMNE, NIEEH server
BWEINE,
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XN RO EEL _http._tcp.backend.example.com TR

server backend.example.com service=http resolve; J

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

sid=id REANPRS % ID, NESEWERE, ID FHiZEN 1P HitbFu ek UNIX
HERTRARN75#H MDs IGA{E,

Added in version 1.4.0.

slow_start=time KB time RMEIRSII weight M EEH LN, WRAEIIEEHround-
robin Bleast conn J5 1
MRKRET ZME HIRSHWHERMA AT HE B @E 1% B fals
Mupstream probe (PRO) HIE X, MRS58 K 1 73 B A I [A] A2 28 N 38 i 1k &
HASE IR,
WMRRIGEIXME, ROUENTBIARSS a3 2 AR BB E R,

0 &Ik
W B RE — server, slow_start ¥ICREFH 2R,

state (PRO)

Added in version 1.2.0: PRO

Syntaz state file;
Default =
Context upstream

FEE T LIRSS e8P R FE AR fileo M BATTHIELZZEEN, XOIE—NMEER /var/lib/angie/state/
(£ FreeBSD )4 /var/db/angie/state/) H, HWRTi&YHIBFRRFEMIX LS, FHERFTIEAD
B ISR AR AR

upstream backend {

zone backend 1m;

state /var/lib/angie/state/< > {f4>;
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ZMRS5 2RI LT server. XIFRINBIEIBEIEECE APL Xf /config/http/upstreams,/ k7T HH]
IR55 e ATIEAME LN 2R AR, AR Angie 58/ B0AC B B 2N REY,

2\
oA A )

T upstream SRHHH state 162, LA RER server 5% ; MEMHA — M EZENFEXIR (zone).

sticky

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

Syntax sticky cookie name [attr=value]...;
sticky route $variable...;
sticky learn zone=zone create=$create_varl... Lookup=$lookup wvarl... header|
[timeout=time];
sticky learn zone=zone lookup=$lookup_wvarl... remote_action=uri
remote_result=$remote_var [timeout=timel;

Default =

Context upstream

BLER P imaih 5 RERSSRBERAE — NS ENE, BMWEX T sticky MRS AHHEN
1K, B Eserver P drain HETT,

A IR

sticky R AIETAIRENBIIE FIENELZEMHH; SN, BRAEEH, RENE
Fbind_conn (PRO), bind_conn MIZHINFE sticky Z /5,

cookie T
A cookie SRIRFFRTERI AN, BEFESTELMH cookie TGS HAYIE M.

TEIXH, BFER, MARGERETARSS &, BORIERIARYEAC B A 7 IRIE RS 8. IEAh,
Angie BB T —MEHAM—{EM cookie SRIRHARSS 5o

cookie 4 FR (name) Hi sticky fa 2R HE, fH (value) NN Fsid S scrver 582, EFE, WHE
BT sticky_secret 185, SEIEZWEINGT o

RS & PG SRR L E I cookie, Kk R ZIH cookie [EARIRIIARSS 28, HEIEABIRE sid MRS 8%, 40
RUERIRSS B8R, BUFTEARSS BT iR S SR, IARIEAC B A T B 77 ERIA B S — B IRS5 25,

ZIEL VA cookie 7MECIEME; BRIATEOUT, W—IREMNEMZ path=/, BHEIIEENHELRENF
FER, g@ﬁ?_‘/l\ﬁ'@, AP HEHIGE —PM2E: attr=, ﬂilj, sticky cookie path= 20— MNEE
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path Y cookie,

TEIXH, Angie B —"714HN srv_id B9 cookie, ZEMEHAIN—/NIF, PAK—NEEREEMNI:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

}

route *ﬁﬁ

A I PUE IS FHRRIREF, RTDAERAFE URL, cookie BRHEAMIERIEME A, BRIRTEMEEZE, KN
BT HUE AE, HINRCEFEXFERIPRIRT, A HEE &,

fEIXH, HREHIRSS SRIENE RN, ERrTPUNE P BL— N, FF DA P RIIRSS gl e A 77 3R
FIEARRTT, server 1698 sid ZEEMERLHRMER BARIRTT, THER, WFRRE T sticky_secret 1652,
SROE X WHINET

i B HNZ IS FR 3 P B S 828 SR U PR E B Z U BIAE. Angie 228 P77 AL S ARSS 88 & HAIFRIA
¥, BN, F£cookie Brequest arguments Ho

ZARR VI T HI TR E R R, R e NIERE LIRSS &, RE—NMEEZR; Rk
H5 server 169 sid ZEOHAITHAEL, WNAGEREARSS a8 R, BUATEARSS 8 TR ACBIE K, MIARIEACE R
TR ETT IR S — B RS A%,

TEIXH, Angie 27F route cookie HEHKIFHIRARF, ARIGTE route 1HRSEH:

upstream backend {
server backendl.example.com:8080 "sid=server 1";

server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

}

learn 3 (PRO 1.4.04)

A P B A A R R 5 P SR R RER AR 55 de e Bk, B RIS, RO En] sl ilikss as, 7£
HERNFXIPERTE, FH R RREE TR 3

TEIXE, 2IEZETREIRSEHMN IR, create Ml lookup S TR, fRualdH<
IEAESRIA &6, PSR A IR B,
KAEPFRE N ERE, ZLRMEH create FE; B0, XA PUZK B REARSSEEH cookies

KNEFEEHENE X ; HAFFIKRNE zone ZHIRE, WRZTETE tineout BEERIN HAARTE
g, WP EER, ERIAREY 10 2350,

i B 2IEH0E R RS8R & HARIARE, MRS HIEN lookup fEERIFEZES; RFH
ER S HEAF PR SIEA TN, aFNERARS SRR, SAmEiR s asICiRE IR, WIRYERC B
T T RIS — B IR,
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header ZEVFEWEIREIRSSARHLER G LRI RIS, WIRA Y, ITEIUECETERE A,

TERflH, Angie AlE—DIE, EMNHIEE — 440 examplecookie HY cookie:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky learn
lookup=$cookie_examplecookie

zone=client_sessions:1im;

learn 35 remote_action (PRO 1.8.0+)

remote_action fll remote_result SE#H15 0] DUENZESIEF 8IS BN E B 21E 1D, fEIXH,
ENFEFRYAMEE, MIZEEENZNECRT, Fit, create 2855 remote_action THAE, KA
% ID FREAEIEREAE, MRSIEE tineout WEMINBANREEATES), MESHMER, remote_action
BEARSFENER N A, BRIAMED 10 538,

FIAZTE ID 452K H lookup; UWNRIEAMILZNFHILEIE, Angie RIARSLIERNE 4 KX FA,

WNRAEAHIAZ L ZSTE ID, Angie SWMNTAEFIEAIEFIY 15K, remote_action SEIK BILIEFNE
{1 URI, Z MG AN STE SO, FiETR:
o BREEZRH lookup HIIE ID MG M TEREKIIAHIARSS %8 1D, 8 BE kP BRE H ATy
Ho TE Angie Ui, NIIRME TR MR & Ssticky sessid Fl$sticky sid, fF sticky_sid H, 40
RIZE T sid= 28, WHHEHEE; SN, BRI MD5 ﬂé\%{ﬁ, SRIET upstream Herp

1 server 5%,
o CREIZETEER 200 M FRR'E B2 21 @RI ERTE MG R R,

o REIZBEFEN 409 MM FIRIEZTE ID AT, EIXMIENLT, MMV AE X-Sticky-Sid Kk
BN — PNERETE ID, Angie Rt ID fR1F7E remote_result SEIL BN R,

FEIXRBIH, Angie B —/21E, H $cookie_bar WREIEANVIGERTE ID, FHRIEEFIER SR
RE1E ID {ZHETE $upstream_http_x_sticky_sid H:

http {

upstream ul {

server srvl;

server srv2;

sticky learn zone=sz:1m
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;
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}
server {
listen localhost;
location / {
proxy_pass http://ul/;
}
location /remote_session {
internal;
proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://remote;
}
¥

sticky__secret

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

JF22FS sticky_secret string;
BIME —
T upstream

B string TENEMEIINE] MD5 WA EREH H T sticky F621E cookie Ml route BN R, string 7] LA

SR, W, $remote addr:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie cookie_name;

sticky_secret my_secret.$remote_addr;

AR INEI AT AE L BN I IR AR AL
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‘$ echo -n "<VALUE><SALT>" | md5sum

sticky__strict

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

Bk sticky_strict on | off;
ERINE sticky_strict off;
X upstream

JEFE, RFFRRIARSS 8 A AT, Angie Y& E HTTP 502 $5IRGE i, MARIERA AT RS 8
e AR AR At AT A AR S5 8%

upstream
% upstream name { ... }
LN —
HSl9"4 http

X RS, ARSsasn] AT A RASG Ho toh, rTBHRA YT TCP M UNIX &R T HIIRSS 45
zZN

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

server backupl.example.com backup;

EINENT, 1 RIEARSS 88 Z B DA 1 75 R Bd. 18 _RIRRpih, 7 MERKFZ LT A K
B 5 MEREZER| backendl.example.com, FHMNHE _FE = MREES 1 DMEK,

ERAE S IRSS Sl S A IR, TESRRHEIRS T — DRSS as, MRILSEHE, ERIFTH AT IRSS de R
Ziko WIRTCTEMEATARSS BRI RINANL, & P iR IR S e — IR S5 2R AIE (S 45 3R
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zone
HIX zone name [sizel;
BINME —
Hol5"4 upstream

IR XBIBIRMAD, N X R TR B2 AR BN TR, 2 DA B
HEF DX, ERXAELT, AT —RANEIA],

REx

Gl

http_upstream BERSZ R A TN B &

$sticky_sessid

5 remote_action —HC{HFH T sticky; T#iBEM lookup HIRE I WIEA <215 1D,

$sticky_sid

5 remote_action —EfH T sticky; TFEERNS5SIEMHFZBIIARS 28 1D,

$upstream_addr
{r17 LIRSS 2500 IP MbAm 1, B UNIX SEREFRIBRR, REE RAFHBIRELR T2 MRS %8,
BRI IE S b, Hian:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

WREAEMN— ARG eHE B — DRSS SHMNE E E A, H7X-Accel-Redirect” 8error page &, N
K B A FHM RS asHitt A 8 S500E, #lan:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

WRTCIEIEEIR S 3, DB IRE server group I names

$upstream_bytes_received

M EIFIRSS R FT1T8, SR B 2 MERENERIESE S0, FUT Supstream__addr ZE A
j:JJ:O
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$upstream_bytes_sent

KIER| ARG eITF TR, SREZ MMEZENERIESME S92, BT Supstream addr ZZ & HRIHE
HE,

$upstream_cache_status
TRAZ VI RN B R AEITIRAS, JRASPTLASZ MISS. BYPASS, EXPIRED, STALE, UPDATING, REVALIDATED HX
HIT:
o MISS: RAFHARIRBIMAN, TERPEL KD LRSS 5o
 BYPASS: LEI%RAE, W REREKLE LiFARSS .
o EXPIRED: ZAFMIMARLLH, Him LRSS 88 & I&H T A IHTIE K,
o STALE: ZAFMIMARLLH, (ERHRALLER P i E I m M LIRSS 25 SR BE T
o UPDATING: ZRAFHIMARIIEH, (ERHRMLLEE i B2 A (EAEMEA TSR B _LIFEAR S5 25 A B 8T 2 il
o REVALIDATED: ZRAZFMIMANIIHA, (HEMIEHKIEH B AFER A LIRS S0 E#HT,
o HIT: WANZMZEAF AL,
IMRFERGEEFMATIE, MZERERE,

$upstream_connect_time

TR17S LIRSS A N IER T BRI (R]; IR DAZ RN AL, CREFEIRD, XFT SSL, BHHETAL
BRI R, 2 MERIIN R ANE SHE S0, KEUT Supstream addr ZZRFREIHIE,

$upstream_cookie_<name>

H_E 7R S5 287 " Set-Cookie” MR Sk BEH R IXIVFEE name [ cookieo (NIRAF e fG— 1NARSS a3 B -
HJ cookieo

$upstream_header_time

PRAE M\ _E TR 55 d e W 5 SR A€ 2R B (] ;IS TR DAZAD R B s, CREEEIFD, 2 ma v i ] HIE S
ME SR, REIT Supstream  addr ZZ PR HIE,
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$upstream_http_<name>

PRIFARSS M N Sk B, BN, “Server” MR SKFEXR] DUEIE Supstream http server ZE &I, 3k
FRAAFR N & AFRIFIN S LA $http ” BIZRHFSLEVER A, (R TR — 1N ARSS 28 S H A Sk
T

$upstream_queue_time

TRIEIE RTE queue FHEZRININ RITEILERRARSS 88 2 01T 1IN 8] AZRD A i fir, (REAEIFD, 2Nk
BHESMES20E, KT Supstream addr 288 IHIE,

$upstream_response_length

TRAFE M AR S5 2R AR BN S B ;I K DL N L, 2 N K EHIZ SHE S0, K40
T Supstream addr 22 &AL,

$upstream_response_time

PRIFREUCR B _E iR SS a8 00 B FrAE 22 IR RD ;6 fR) DAZZRD R BAE, (REEEIFD, 22/ 7 (A [R) A E
SHE S0, RKOUTF Supstream,_addr 28 & HEIHE,

$upstream_status

TR A7 N L 7 IR 55 4 2K BCA iy B2 B IR S AR RS 2 D M IR SRS HIE ST E S0, KM
T Supstream__addr ZRFPEIHINE, GIFRTCERIERIRSS 48, WXL ERE 502 GRMIR) RS,

$upstream_sticky_status

KT SR APIRAS,
51 %A I3 FREPERTE SR & X3 _E .
NEW BEE RS B RE K,
HIT WA RS BRTE SR B 2 A T 1 5 o
MISS AR MRS BTE SR I H 2 o i i B R 2R Y S i

ZNERNERESIE SR, KT Supstream__addr ZE&HPEIHIIE,
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$upstream_trailer_<name>

TRA7 M L3071 55 s AR HR I B R R Y 7 B

LRt

ARSI T http upstream B ESIEREFEIR,

B E B

server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
fails=3
passes=3
max_body=10m

mode=idle;

B2

upstream_probe (PRO)

Added in version 1.2.0: PRO

&% upstream_probe  name  [uri=address]  [port=number|  [interval=time]
[method=method] [test=condition] [essential [persistent|| [fails=number]
[passes=number| [max_body=number| [mode=always | idle | onfail;

E/NN =

ol 574 location
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FTERANA location b R XXHIEEM prozy pass. uwsgi pass FEWupstream LRI E X — E 3
FEERM, #2 TR, Angie 2 HIMRE HANEC B IS EERI LI RN R

WHIERKIIIEHE T upstream_probe T'é@ﬁ@ﬁﬁﬁ%ﬁ&%, PARAEZTTE location b F3CXF Fiif
R RFEILE proxy_next_upstream Fluwsgi _next upstream TEQ\%, PAK proxy _set _header %) s

T s R IE I

BEHRM, _EFiE — N HENEX (zone)e —4> LA IRCE Z A,

AV &
name PRI 2675 44 R
uri BIRME prozy pass. wwsgi_pass FSEHPRIER URL, BRIME—/,
port RINE KA 5
interval R Z [ETHY [EIRR.  BAIME—5s.
method RME) HTTP 757k, BOME—GET,
test R, B XN — NS B BRFATH, (R EEREE Ry v 8 o, I
R8I
essential MRIRE, TRAPGIRSIEESRGE, FIRAERMNEL AT RSB i
HKo
persistent WS FEE A essential; FEALE EHEL AIBHA SRR persistent Bl
FHGFEWOER, ISR & el R,
fails BT AR IC M RS IARIIR S, BRIAME—1.
passes KT BRI (@ R IE SR RIS, BRME—1,
max_body WA R AR B KN . BRIAE —256k,
mode R, BT R RO -
o always —JCIRTT RURZSAUAERHEATHRIN ;
o idle —IRMIAEERBEAYY ML B B P iR ORI interval Eid
97 R
o onfail —{VERMIEREHIT Ao
%ﬁv\fﬁ—alwayso
il

upstream backend {

zone backend 1m;

server backendl.example.com;

server backend2.example.com;

map $upstream_status $good {

200 nn;
}
server {

listen ...;
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location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=5s
test=$good
essential
persistent
fails=3
passes=3
max_body=10m

mode=idle;

R ERITEAIE R -

o W), 1EIEENHACER AT essential IR ZHT, WRARIEBE P ImIER, 1R B EE
HEAT SR Z BTN, Wk persistent IR, QISIRAIXAEATRM, 5 MBIy 216
JFER,

o WERNVHELER ETIRINAE fails, B RIEE mar foils, WA RPONRAEER, HEA
SRWCE P IRIE K,

o REMERAT AR IEERN, D0V HECER FrERINAZI#E B/ passes; ZJF, &

2FBmax_ fails

el

HNEE

http_upstream PSR A RN E A &
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$upstream_probe (PRO)

MRTEBIEY upstream,_probe B N

$upstream_probe_body (PRO)

E—"MNupstream, probe HHHEZUEIRTY M NAK ;. HK/INH max_body PRl

FAP 1D

BHUG EIE SR P UmIR AN cookies, HUREIMIFTIZER cookies F] LA N B & Suid got Fl$uid_ set

HATIOR, ZEHLS Apache B mod  uid BEEHEFEA,

B E B

userid H
userid_name uid;
userid_domain example.com;
userid_path /8

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
B
userid

[=2E userid on | vl | log | off;

BRINE userid off;

T http, server, location

Ja e IR E cookies FIICFAZEREIRY cookies:

on JE I EBERA 2 B cookies FIICRIZEWEIA) cookies;
vi JE AR ERRA 1 [ cookies FITEFIEZULENH cookies;
log B E cookies, 1H)3HICFHZEWREIRY cookies;

of f FEHILE cookies FIIEFIZLEIR cookies,
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userid_domain

HIX userid_domain name | none;
FINE userid_domain none;
Hol5"4 http, server, location

TN E cookies MK, SEX none 22K E cookies A,

userid__expires

[E27S userid_expires time | max | off;
EINE userid_expires off;
TR http, server, location

B B8 M AR cookies FITTR], 28 max 255 cookie £ “2037 4E 12 A 31 H 23:55:55 GMT” i
., S8 off 255 cookie 75N MBS SR LS RN T 1,

userid__flags

Bk userid_flags off | flag ...;
FINE userid_flags off;
kX http, server, location

MBRZEAZ off, MENX—PEEZD cookies MM MFRE: secure, httponly, samesite=strict,

samesite=lax, samesite=none,

userid_mark

Bk userid_mark letter | digit | = | off;
BRINE userid_mark off;
X http, server, location

MRSEAZE off, NMEH cookie FRICAHLHIFF I EHEMRICAIFRT . XML TIELRERZ P Umbn IR /Y
[N RN R B userid_p3p F1/8L cookies IEHARS[A], #RicA] UBEME TR (KA KNE) ., BFs
< g,

W E TR, M HSEETE cookie IR FUMARIAITN base64 TR H— MAFRTT 5T,
U ENTAILES, MSfERfRERIFRD, SHRER “P3P” KEHTAIX cookie
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userid_name

: 1514 userid_name name;
. — HME
— userid_name uid;
e - kEFX

— http, server, location

&'E cookie Z4FR,

userid__p3p
Bk userid_p3p string | none;
EINE userid_p3p none;
R http, server, location

BERKS cookie —EEKIAR) “P3P” SkFBAIE, WRIEXRENFHRIE none, LN AR A IE

“P3P” %o

userid__path
Bk userid_path path;
FINE userid_path /;
Hol5"4 http, server, location

ENIZ'E cookies HIHEIZ,

userid__service

[E27S userid_service number;
EINE userid_service X% EiHy IP Hiil;
TR http, server, location

MRBZNRSES (RS AZHEFRREFF, R NARSS 2 ECE B OB number PARRTRZF UibR IR I
— M, XFRRA 1 Y cookies, BRIMENZE, MTHA 2 B cookies, ERINENHARS ZHY 1P Hiht AT

ISV MOVANIVAS e NP e 2

3.2. &5l &%

312



we
server

RFiEf. iR# 1.8.3

HEE

fein

$uid_got

cookie FHRNIFZENNTE F SbRIATT

$uid_reset

R RIRENEEFRFRANE o, NMFRFIMIRRTHENER, FAKE log KR FBRTHERRRF

FIE R R error logo

$uid_set

cookie ZFRFNRIEMIZ P UHFRIRTT,

uWSGI

RVPRIEREESA uwsgi AR% 4%,

B E R

location / {
include uwsgi_params;

uwsgi_pass localhost:9000;

}

EL

uwsgi__bind
=275 uwsgi_bind H}Il: [transparent] | off
LN —
TR http, server, location

5 uwsgl IRFGERVIMNITIERNFEERIAM 1P HBILAE, FFrlEdsEm 1, SHBETDNEEER, 1
TRME off BUHM E—PNECEFANMAR] uwsgi_bind 5L HIBCR, HRGTA] LIS ECAR 1P HUbEH bR

Ho

transparent SRS uwsgi IRFGAFIIIMNEIER NAEAR/ TP il & #E, Hlan, MNP ERIESS 1P #i

HE:
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‘uwsgi_bind $remote_addr transparent;

T HEZSEER, BEBELVEI T BRIETT Angie TAE#RE, £ Linux EATFE, RNUREE
7 transparent S8, TIEHFEEMNTEIIEY K CAP _NET RAW #E

O HE
DL B A B 2R AR B uwsgi AR5 ARHT ML iR

uwsgi_buffer_size

Bk uwsgi_buffer_size A/
BRIN uwsgi_buffer_size 4k]|8k;
Hol9"4 http, server, location

BB TIRE uwsgi AR5 a2 WM R 5 — 80 BRI IX R/, IERZIE B B S — /IR Sk, B
VBB, RPKRNET DI, XBRT VG, AIRER 4K B0 8K, i, thal AR R EfRSE

/N

uwsgi__buffering

JF22FS uwsgi_buffering K/|N;
E N uwsgi_buffering on;
kX http, server, location

JE SRR R B uwsgi ARSS as AN R A2,

on Angie RN uwsgi RS 2REURL, FH ¥ HAF 082 Huwsgi buffer size
Muwsgi_buffers FELBEBRNRMIXH, WIREA NN TCEERANAE,  WIEE 73 Me
Rz A] AR B AR _E RTINS Hy B AIGIN SCEE B uwsgi_max_temp_file size
Fuwsgi _temp_file write_size a1,

of f Wi N7 2= [R5 N2 BB IR 482 F it Angie NSEIRAM uwsgi ARG S2ECEEME R,
Angie A A—IRBRIIR REBIE & H uwsgi buffer size 182X E,

2% Pt A DAJE 3L 7E” X-Accel-Buffering” Wi i Sk B HHAE 17 yes” B{” no” K8 FHEZE A, ] DAfE

Fuwsgi_ignore_headers Y& 5 HLIIRE,
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uwsgi__buffers

Bk uwsgi_buffers & KN
BRIA uwsgi_buffers 8 4k | 8k;
Hol5"4 http, server, location

BB T M uwsgi ARS5 2550 B2 A X AV BCRATR DS, BER BN E L
BIAER R, ZWXANEFEFT—DWNER, KBRTEE, AJRER 4K 58K,

uwsgi_busy_ buffers__size

Bk uwsgi_busy_buffers_size j(/J\;
Lo uwsgi_busy_buffers_size 8k | 16k;
EFRx http, server, location

LR HZE I, BRAICEN R R S BRI, IEAETT T 1A% P i A 08 M B A e XA SR/ S LRI,
HARMIZEIA X A] DU TR, SRR, n] DR R Wi R R P I N S

BONTEN T, KB uwsgi buffer size Mluwsgi buffers 82 BRI NI X AR,

uwsgi__cache

Bk uwsgi_cache X | off;
2RIA uwsgi_cache off;
X http, server, location

X TRAFHSEEAF XN, MRBIXIRAT DAE 2 M5 . SEEP U SZ R,

off ZHM E— DN ECESHN IR IR AF

uwsgi__cache__background_update

L uwsgi_cache_background_update on | off;
EONN uwsgi_cache_background_update off;
4 http, server, location

FVFEIR A B AZ TR RIS, B 875 & 38 sk DUSE #id AR 2R 17 100,
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A EE
TRIERL, RJCTE i P IE IR 5% A7 Wi . AGE HE T 55T

uwsgi__cache__bypass

Bk uwsgi_cache_bypass ...
LN —
T http, server, location

TE XA LA TN AR MR IR AR FAFERS R D —MEA B HAFT 07, WIRRCRE
A NEAFHIRE:

uwsgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

uwsgi_cache_bypass $http_pragma $http_authorization;

Al PAS wwsgi_no_cache 85—,

uwsgi_cache_key

Bk uwsgi_cache_key ?ﬁ%;
ERIA —
HSl5"4 http, server, location

X RAFHIEE, Blan:

uwsgi_cache_key localhost:9000$request_uri;

uwsgi__cache__lock

181 uwsgi_cache_lock on | off;
2RIA uwsgi_cache_lock off;
X http, server, location

AR, AT —IR—DNERIBIS G REELS uwsgl ARG ERRIEFER I wwsgi_cache key FERIR
AHFT A7 LR, HAMAE RIS AF T R AT R ERFI S H IR 27 T EUE R R BRI, B

Buwsgi_cache_lock _timeout B E RN,
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uwsgi_cache_lock_age

Bk uwsgi_cache_lock_age MJJH;
ENIN uwsgi_cache_lock_age b5s;
Hol5"4 http, server, location

QUIRARIBL uwsgi IRST A DAMEFEH R A7 T RS TE SREFE N I IR ZE L, AT DA AT uwsgi ARSS
ae i — AR,

uwsgi__cache__lock__timeout

Bk uwsgi_cache_lock_timeout Hf[H];
2RIA uwsgi_cache_lock_timeout 5s;
TR http, server, location

7971,11)59'7;(:(1,01167100147 BN, l_—LiHTJ‘I\Eﬂ@JHﬂ‘, R HUR IR uwsgi Hﬁ%%g, {EI B AR AT

uwsgi__cache_max_range_ offset

Bk uwsgi_cache_max_range_offset iﬂ(?;
E NN —
kX http, server, location

AT IEEIE R E T WS, WATCER WS, KEREIES uwsgi IS5 d, MR ARPET,

uwsgi__cache_methods

[F23FS uwsgi_cache_methods GET | HEAD | POST ...;
LN uwsgi_cache_methods GET HEAD;
EFx http, server, location

NRE P UE R A IEE AR ST AIH, W E 7, "GET” fI"HEAD” FiEa&ismalyigH, ]
EEIHMIEE EN. 5 Wuwsgi _no_ cache 5%,
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uwsgi__cache__min__uses

Bk uwsgi_cache_min_uses iﬁl?;
ENIN uwsgi_cache_min_uses 1;
Hol5"4 http, server, location

BN R A7 I TR SRR

uwsgi_cache__path

Bk uwsgi_cache_path %1%

[Levels=levels]

use_temp_path=on
pP_PpP

off]

keys_zone=name:size [inactive= I [H]] [max_size= K/|N [min_free= K/}

[manager_files= #{5| [manager_sleep= Hf[H]] [manager_threshold=
[Lloader_files= #{F| [Loader_sleep= Hf[H]] [Loader_threshold= IN[H]];

£ NN —
4 http

i

RERFIMEMHMSE, REBIRFEEXXFT, RETFRSUE R R MH MD5 BEHIZ,

%O

The levels ZHUE XL T RFNERIGN: M 1 5 3, BIRAHEZME 1 8¢ 2, Hlan, fELANECEH:

‘uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRSP A BER IR :

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

1

RAFHINA R B 75 NI S, SRIE SR A 4o RN PRI A7 AT DUBRFE R RIBTSCF RSt B (H
2, WEE, ERXMELS, XHFRERDNXERGZAEH], MARETRAREMARE, FHit, &

BOS TR ERINE, RAFMIIGES SRR H S ERAE R — e R4t L

G S B SR T use_temp_path S E,

on

off

MRS EEIZEN on WE BHEHNEE location

Buwsgi_temp_path 38 ETEER HR,
N S BRI E 27 H &,

BHE

A, FE TGRSR XEAR G BB E LR ZEANEX, HAFRMA/NH keys_zone SEELE, —1
JRFT I XA DATERE K2 8000 MEE,

£ inactive ZEUEE I [R] AR 7 A1 A9 R A7 LR MR A7 FRIIBR, T ANEH TR

BRINELY, inactive LB N 10 775,
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MR Sl B BLaH R NI R R A7 RIS R G R N AT 2R R], 8 RN BT F 22 R
R, BERMPREILR/DEREEEE, B E@id s 07 IR,

max_size BKHY uwsgi cache K/
min_free XM RGN G B NA] 22 ]

manager_files RRA— B A ZEFR AT B 2=
BIMEN 100

manager_threshol PRll—RRAHRELIN A]
BINMEDY 200 ZFD

manager_sleep BLER O 2 [AE 1
BINMEDY 50 ZF)

£ Angie JRafE—0 8, FEIRRY BAFMEBARERBITS, EMSHFRIIHINEZ /T A7 HBERERIE B2
RAF X MR IEL IR AT A TR,

loader_files FR il — RIEAH AN ZR AT I H 8E
FIMEDY 100

loader_threshold [FRill—{RIEAIFFELIH]
BRIAED 200 ZFD

loader_sleep BLE xR B 2 [|HE &
BINMED 50 ZF)

uwsgi__cache__revalidate

[E2FS uwsgi_cache_revalidate on | off;
BRINME uwsgi_cache_revalidate off;
TR http, server, location

JERE A S A R TIS AR A DU BT R, ) QiSRBS0d” F17 AERORIERE Sk,

uwsgi__cache__use_stale

=275 uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

FINE uwsgi_cache_use_stale off;

kX http, server, location

WEMLESE uwsgi AR5 Z|IEE N, 7] LALE ARG o0 S 68 H ok B89 22 72 e B, $8 S B = 8
= wsgi__next upstream SIS EULEL,
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error ERTCRIE AR KA uwsgi AR5 d%, LVFHE R IR AN,
updating WONSEL, WRLFTELER, NAVFE A HRRERN, JXa] DIHEE TR F

AR MU uwsgi AR5 25HT 1T 1R EL

TEMA N Sk H B2 S 6 O RO R AZ R, ] DATE Me B 28 Dy it B 5 B 46 E RO R«
e 7Cache-Control” SkFZEERY stale-while-revalidate ¥ FOFE 24 Bij 58 57 (58 FH 3 BARY 2 72 M b
o "Cache-Control” SkFZEXHY stale-if-error ¥ IV R AL BRI {5 B i HAR &1 I B,

O ik
XIS T ERTE LSS

T FEHEFTNZAFTCEN /MU uwsgi ARG asBITIRIREL, BT AMEH wwsgi cache  lock 6%

uwsgi__cache_valid

Bk uwsgi_cache_valid [code ] time;
EIME —
ETFX http, server, location

NSRS B AR B B R A7 IN TR, BilaH, DATR4E<

uwsgi_cache_valid 200 302 10m; }

uwsgi_cache_valid 404 im;

AN ARED A 200 A1 302 BN I E 10 BhHRAE, AN ARED A 404 NN IRE 1 28R,
P PEi=yretz2eding ]

uwsgi_cache_valid 5m; }

WAYEEAZ 200, 301 F1 302 MAIRY,

A, FTDMERE any SECARAF (AW Y :

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 301 ih;
uwsgi_cache_valid any im;

ZAFRIZEADA] DUEREAE NSRS, IXIL/edm T ARSI BRI R F I,
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e "X-Accel-Expires” SkFERDARY N SAALIR BN (R EIN A, FAEZEHMIR 27, GIR(EDL @ |
213K, WIKEHE Epoch BURAVAXSIN TRl (DR EANL), FE LI ALZ BRI AT ARER A7

o QNERSLHAELE " X-Accel-Expires” FE, HfFSEA] PIE Expires” 8”Cache-Control” SkFEH
wHE,

o WAL E"Set-Cookie” FBR, WNZMIRN FF AR

o SRR RLERIRME N B Vary” FB, WNZNARCRE AN 2R AF . IRk S HAERT Vary”
FER,  UPREARHEAE R 1 K Sk B A T L

A DA wwsgi ignore headers ¥&EEFX — N 22 NI Ll i Sk B AL FR,

uwsgi__connect__timeout

Bk uwsgi_connect_timeout time;
ERINME uwsgi_connect_timeout 60s;
T http, server, location

X uwsgl [R5 aFEIERATERN, TEEERE, BEELT, N aEEd 75 #.

uwsgi__connection_drop

[F22FS uwsgi_connection_drop time | on | off;
FINE uwsgi_connection_drop off;
Hol9"4 http, server, location

JE FRAEARPRAR S5 ds M R RERR B reresolve EREELA P 74> DELETE FRICAKANAT G, ZK1ES5H
Bk SS as BIFTH R

AP s B SS A B R — DMREREE NFAER, R IbiERz,
BE time J3FIERLILRGER; RE on I, BERGSZRIINIT,

uwsgi_force_ranges

[E27S uwsgi_force_ranges off;
EINE uwsgi_force_ranges off;
EFx http, server, location

JAFX uwsgi ARG5S A I RAFFIRBZAZ MR Y 7150 SCRE,  ToiBiX LEmm B -1 Accept-Ranges” FEX 4N
A,
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uwsgi__hide__header

Bk uwsgi_hide_header field;
EIME —
Hol5"4 http, server, location

FANTEM R, Angie K uwsgi ARFF AN HHY” Status” F1” X-Accel-..” kFBIZHEE R
Ui wwsgi_hide_header TR BB A EIBIINMFE, RERFELTFEIMEE, WA DAE

Huwsgi _pass _header B4,

uwsgi_ignore__client__abort

Bk uwsgi_ignore_client_abort on | off;
FINE uwsgi_ignore_client_abort off;
EFx http, server, location

BT 24 %5 P O A2 SRR M I N SR AT N, B 2R HA1S uwsgi ARSF AR,

uwsgi__ignore__headers

X uwsgi_ignore_headers field ...;
BINME =
Holi9"4 http, server, location

BHAERE uwsgi IRFSasAYFLema iy Sk By, Al DAZRE AR B 7 X-Accel-Redirect”, 7 X-Accel-
Expires”, "X-Accel-Limit-Rate”, ”X-Accel-Buffering”, ”X-Accel-Charset”, "Expires”, ”"Cache-Control”
”Set-Cookie” 1”Vary”,

QRERARMEER, XS BRAGAC LR ™ A2 DU R RIUR -
o "X-Accel-Expires”, "Expires”, ”Cache-Control”, ”Set-Cookie” Fl1”Vary” & &N %7 SEL;
+ "X-Accel-Redirect” SUTAHERE URI BINHE EE
o "X-Accel-Limit-Rate” B [\ 7 Ui (& Hi e 2 91 5 PR 5
o "X-Accel-Buffering” & FEEE FHm R AY 2% 1

o "X-Accel-Charset” & BN FHARE 715,
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uwsgi_intercept_errors

[F22S uwsgi_intercept_errors on | off;
FINE uwsgi_intercept_errors off;
Hol5"4 http, server, location

PUE B IR AR K T BT 300 1Y uwsgl ARSS BN L0445 P i, IS BEEIFEE T Angie
TR0, ERBEerror page 6%

uwsgi_limit__rate

[E27S uwsgi_limit_rate rate;
LOWINIED uwsgi_limit_rate O;
TR http, server, location

FRAFIM uwsgi ARS5EIERIARFNEE, rate AEMFHEOVRLL, "JDIEEZE,

0 25 FH AR R il

0 #i

FRAZE X MERIZER), KR Angie RTINS uwsgi AR5 dsBERE, NEAERRZ
TEERBIIPIE, BRFNAEDH buffering RITEIL N ERL,

uwsgi__max_temp_file_size

B uwsgi_max_temp_file_size size;
FINE uwsgi_max_temp_file_size 1024m;
Hol9"4 http, server, location

Y aHbuffering B, 0REEANN N AIE S Huwsgi buffer size FMuwsgi buffers ISR BMEMNIX,
AT DURE B 59 e B2 O A7 2 I N SR e 2 B IR I S B R KD B A I S B9 £cdiE K/

Huwsgi _temp_ file _write_size 18R E,

0 B FH e B 2 P e B S 7
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O ik
IR ANE TR B B EI L BRI

uwsgi__modifierl

Bk uwsgi_modifierl size;
LNz uwsgi_modifierl O;
TR http, server, location

E uwsgi packet header 1 modifierl FELHME,

uwsgi__modifier2

Bk uwsgi_modifier2 size;
BRINE uwsgi_modifier2 O;
4 http, server, location

& E uwsgi packet header 1 modifier2 FEXHME,

uwsgi__next__upstream

X uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

FINE uwsgi_next_upstream error timeout;

R http, server, location

TREAEM A B R IERNALIEL upstream pool IR — RS as:
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error
timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TR S RSS A HERE, RAERREBLS & B i Sk & A2 H5 IR ;

TR SRS AR AR, ReE SRARIB LA B B I H R Sk % A RN ;

AR S5 AR [ T 2 B TR I S ;

ARS5 R [E T AN 500 AW ;

ARS5 a7 AN 503 HIMAL ;

ARS5 #RE T A 403 BN ;

ARS5 iRl TS 404 BIME)L ;

ARSs AR AN T A 429 (MR ;

ﬁ%?ﬁ, wa nonddcnqxﬁcnt7§%§ﬁgﬁ§ﬂ? (POST. LOCK. PATCH) R B4 ki
MRS58 ZIRTER, WARRERL T — MRS, BHETE R rER =it
KIEKR;

BRRIERIEIBS T — DRSS 5

O ik

RiZicfE, RAEREEMNELESE MBI T, A DIEEREBS N MRS dR. btz
Wi, QSRAEN N AR R RIS R A A IR BN, TEEBEX A,

R LT 2N 5 IR SS A s AE B A i 22

error

timeout
invalid_header
http_500
http_503
http_429
http_403
http_404

SERPN AN ZI, BN IRIETR L HPTEE

{XAEAE L FRaE AN A BRI R 2

AN AR 228

REERAZIBLE T — DIRFFASHIRE AT DABZ 2 21000 RO H) BIRR]

uwsgi__next__upstream_timeout

FECR uwsgi_next_upstream_timeout time;
BRINE uwsgi_next_upstream_timeout O;
R http, server, location
BRAIFERAE R AL T ARS5Eei A E],
0 K A1 BR il
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uwsgi__next_upstream__tries

Bk uwsgi_next_upstream_tries number;
FINE uwsgi_next_upstream_tries O0;
Hol5"4 http, server, location

BRAIFFFERGEL T RS ERHT AT REZ IR IREL,

0 KA I RR ]

uwsgi__no__cache

[F22FS uwsgi_no_cache string ...;
BIME —
Hol9"4 http, server, location

T AT 2550 PN A S PWRF BN R T, MRFFRSEHNED—NMES N EAET “07, W
M A5 A R AT

uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

uwsgi_no_cache $http_pragma $http_authorization;

Al AS wwsgi_cache  bypass 52—,

uwsgi__param

BiE uwsgi_param parameter value [if_not_emptyl;
EIME —
T http, server, location

B NAEIHRS uwsgi ARSS e IS EAE P DAL & SO AR & N HAH & AR Y RS a & X uwsgi_ param
52, NXLEHESK M _E—DECE DR,

FRIE CGT INEAS & NAEN uwsgi SkIRME, ES W0 A HIRIERY vwsgiparams S

location / {

include uwsgi_params;
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RIGLEM T if _not_empty, WIHEHMENNEN, RSHA SWERAIRSTE:

uwsgi_param HTTPS $https if_not_empty; J

uwsgi__pass

=275 uwsgi_pass [protocol:/ /] address;
LN —
EFx location, if in location

WE uwsgi RS ARIIPRIAIME, PARANER URL, DMERALEIE, 7] DEE uvsgi B suwsgi™ (%
AWy :samp: “uwsgi, JEIT SSL MY uwsgi) TENTMN, Hikbn] DIFsE A4k 1P ik, DAAZ I :

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

AEN UNIX BERFER:

uwsgi_pass unix:/tmp/uwsgi.socket; J

anARIRA AT 2 bk, R DA e, 1A, MR BAPE N server group $EE. AHRMEM T
H, WARESHIEEM O, Mk, BARMONHNATEE MRS SefE g i .

SHEFVEEZE, EXMER T, MR E N84, BEMRNRS SHPERZAIR, TR
ﬂi?ﬂi?ﬂ, W resolver Hi7E

uwsgi__pass__header

Bk uwsgi_pass_header field ...;
LN —
o4 http, server, location

TRV uwsgi AR5 a1 &2 5SS ) Sk B,
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uwsgi__pass__request__body

[F22S uwsgi_pass_request_body on | off;
ERINME uwsgi_pass_request_body on;
Hol5"4 http, server, location

TR AR RIEIE RIRML IR uwsgl MRG58 HIESWuwsgi pass request headers 5%,

uwsgi__pass__request__headers

Bk uwsgi_pass_request_headers on | off;
ERNME uwsgi_pass_request_headers on;
EFx http, server, location

B B R R SL FEBARIR LS uwsgl IR 88. BIES Wuwsgi pass request__body 5%

uwsgi__read__timeout

Bk uwsgi_read_timeout time;
PRINE uwsgi_read_timeout 60s;
R http, server, location

TE SO uwsgi IRS5 a5 52 HE N FROER I IR, RN (UAE OO SR IR IIRE < (IR E, A2 RN A&
o AR uwsgi MRS5AFEILI BIARARRIEMNE, WERR M,

uwsgi__request__buffering

HIE uwsgi_request_buffering on | off;
LONNIED uwsgi_request_buffering on;
4 http, server, location

JE R BB 2 P i 1 SR AR B i,

on TERIE R ZIER] uwsgi IRF #2111, MR Ui H BEME R,
off 1B RINERWE LRI IEE] uwsgi ARS8, EXRMEN T, R Angie EEH A

RIBERIR, WERICEEBS T D%

SEEM HTTP /1.1 B Hgmtd AOR R ARTE SRR, TERUCR R, Toieds a4,
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uwsgi_send__timeout

Bk uwsgi_send_timeout time;
FINE uwsgi_send_timeout 60s;
Hol5"4 http, server, location

RERIEREHE] uwsgi RS AATEN N H, @R {HEMRESLGRIEZRIRE, mMARENMERIE
o AR uwsgi MRSFASTELEI RN RIRENEMNE, WERRRECH,

uwsgi_socket__keepalive

Bk uwsgi_socket_keepalive on | off;
ERINME uwsgi_socket_keepalive off;
Hol9"4 http, server, location

BLES uwsgi RS ARIINEIERZ " TCP keepalive” 174,

o PINEI R, BIERFIXENERTEN,
on NEBFIE SO KEEPALIVE EE59%,

uwsgi_ssl__certificate

[E2FS uwsgi_ssl_certificate file;
LNz —
R http, server, location

TEEM T X242 uwsgi RS 4HEIT HIIER PEM FEFUEH XM, XA AT DA S &,

uwsgi_ ssl__certificate__key

IBTA uwsgi_ssl_certificate_key file;
EINE —
ETRx http, server, location

FEEH TN %A uwsgi IRGSHIEAT S IIER PEM 87U S
A] AR E " engine:name:id”, PAM OpenSSL 5L FRMEEATEE ID WEH, XFaHa] DAERHZ

=
Ho
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uwsgi_ssl__ciphers

[F22S uwsgi_ssl_ciphers ciphers;
ERINME uwsgi_ssl_ciphers DEFAULT;
Hol5"4 http, server, location

FEES %A uwsgi MRS EIERNEHEBEEN, BHEFRMIH OpenSSL AR,
FERIFIRIUR T CZ LW OpenSSL hRA, RILUMER openssl ciphers i &EHTEEEAIK,

uwsgi__ssl__conf__command

7237 uwsgi_ssl_conf_command name value;
HME —
ETFX http, server, location

£ 5% %2 uwsgl RSS2 EIEREMNIZEITR OpenSSL BLE commands,

O HE
S OpenSSL 1.0.2 B @A N STHRHZE L,

Al DATE A — e Bl 38 & 21 wwsgi ssl_conf command RN
uwsgi_ssl_conf_command 5%, MIXLEAESHUAH E—PMECED,

an 2R 4R g R A E X

“‘ IJ\ ) [:‘\

THER, BHEACE OpenSSL AJRER FBEIMT N,

uwsgi_ssl_crl

Bk uwsgi_ssl_crl file;
L NN —
R http, server, location

fRE B EWMMIES (CRL) Y PEM MR SCF, HTIRIE 24 uwsgi MRS aFATIEH,
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https://www.openssl.org/docs/man1.1.1/man3/SSL_CONF_cmd.html
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uwsgi_ssl__name

Bk uwsgi_ssl_name name;
FINE uwsgi_ssl_name “host from uwsgi_pass;
LT http, server, location

ARVFE S TIIE 22 uwsgl IRFSFUEBRIRGF AR, FAESGLE uwsgi IRF A ERE BT SNT
&i%,

FONEN T, FHuwsgi pass URL BIENLE 7

uwsgi_ssl__password_file

[E2FS uwsgi_ssl_password_file file;
EINME —
X http, server, location

TEEMEEY EES, SMEHEEIR—T, MEEHNZEN 2,

uwsgi_ssl__protocols

BiL uwsgi_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
ERNME uwsgi_ssl_protocols TLSv1.2 TLSv1.3;
TR http, server, location

£ 1.2.0 JRARAEAETE: TLSvL.3 SHERMEBIBIAL,
JERS %4 uwsgi IRS5 818 RAHEE P

uwsgi_ssl__server_name

Bk uwsgi_ssl_server_name on | off;
FINE uwsgi_ssl_server_name off;
TR http, server, location

Ja B EERIEIS wwsgi sslname 8P RBMIRG RBIRIES L2 uwsgi RS EIERNIET K555
ZFRdE R TLS §7J& (SNI, REC 6066) #7151,
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uwsgi_ssl__session__reuse

Bk uwsgi_ssl_session_reuse on \ off;
FINE uwsgi_ssl_session_reuse on;
Hol5"4 http, server, location

WETLES uwsgi HWRFE# LIERZSAILEH
®7SSL3 GET FINISHED:digest check failed”, WEZIAZE

uwsgi_ssl__trusted__certificate

LI SR I Ll U

[E27S uwsgi_ssl_trusted_certificate file;
HME —
TR http, server, location

AR ERZIEE CA IEBH PEM 3, HTIRIE 242 uwsgl RS aHIIET,

uwsgi__ssl__verify

Bk uwsgi_ssl_verify on | off;
FINE uwsgi_ssl_verify off;
kX http, server, location

JE SR 22 42 uwsgi ARSS S IEF A3 IE,

uwsgi_ssl_verify_depth

[F23FS uwsgi_ssl_verify_depth number;
EINE uwsgi_ssl_verify_depth 1;
EFx http, server, location

REZ S uwsgi IS5 AHIETREH IRIUERE,
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uwsgi_store

[F22S uwsgi_store on | off | string;
ERINE uwsgi_store off;
Hol5"4 http, server, location
J& R ST B g A
on TR B S BEAR N BT 46 alias Broot
off B ORF

DA A Z R string BRI E 4

[uwsgi_store /data/www$original _uri;

AFHME AN [ 2 RIEREILEIH "Last-Modified” Wi kBB, WRN &5 AN— M X, Ra
SR A, IR SRR AT AT DUBHE AR RIS RS b 8T, 1BER, TEXMELT, X
RIEM N X RAZ BER, TAZIHTRMAE G AR, Kb, BB TEMZSER location, RFF
ISR wwsgi temp path F62 BRGNS H RRAER — MRS L.

eG4 A HI T AR RS AT E A AHEIA, il

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

uwsgi_pass backend:9000;

uwsgi_store

uwsgi_store_access user:rw group:rw all:r;

uwsgi_temp_path /data/temp;

alias /data/www/;
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uwsgi__store_access

[F22S uwsgi_store_access users:permissions ...;
E NN uwsgi_store_access user:rw;
kX http, server, location

BB QIR RSN B SR BT AR, Bl :

‘uwsgi_store_access user:rw group:rw all:r;

ERFETE 7T group 8L a1l ViRIAXER, IR DA A A AR :

‘uwsgi_store_access group:rw all:r;

uwsgi__temp__file_write_size

Bk uwsgi_temp_file_write_size size;
EONIN uwsgi_temp_file_write_size 8k|16k;
X http, server, location

FRIITER M uwsgi AR 55 25 21 i IS SCHE B Ma B 5% R I, — RS N IR IS S 508 K/ BRINIE
T, K/IWNZuwsgi buffer size Muwsgibuffers Y82 BEE N NE M X AYFRH, 6N AR ARK/D

Huwsgi maztemp file size 18R Bo

uwsgi_temp_path

EIX uwsgi_temp_path path [levell [level2 [level3]]]‘;
LN uwsgi_temp_path uwsgi_temp; (BEIZHURT --http-uwsgi-temp-path F4EIEIN)
ETFX http, server, location

EX D HFH TN uwsgi IRS5asZINEIRTIGI S, AT DAMESSE B MR Z =2 T HRE
R4, AN, fEDACRELE

‘uwsgi_temp_path /spool/angie/uwsgi_temp 1 2;

— NI S AT REFR EERAGIZAE::

/spool/angie/uwsgi_temp/7/45/00000123457

B Wuwsgi_cache_path TESH) use _temp  path S8,
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HTTP/2

PR HTTP/2 M3 H,

4 MIFACRSATEERS, HBERERA AR ; M@ --with-http_v2_module MEIEIS H.
fERE BNCENEMEGRT, ZESRE SRS,

B E R B

server {

listen 443 ssl;

http2 8

ssl_certificate server.crt;

ssl_certificate_key server.key;

O H¥

OpenSSL 1.0.2 iRAFERTH,

THIER, T TLS #% HTTP/2 EHEFE “MHREMXIE" (ALPN) TLS § R34, %3 H

W ssl prefer server ciphers I8 EN “on”, Wciphers NELE NS RFC 9113, kit A B4

PR PSR

B

http2

Added in version 1.2.0.

(=275 http2 on | off;
£ NN http2 off;
X http, server

JAH HTTP /2 thil,
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http2_body_ preread_size

[F22S http2_body_preread_size size;
A -
LT http, server

BB MNERIERMXOR/N,  ETERATTIRAETR AT AT DA #EE R4,

http2_chunk_size

PR http2_chunk_size size;
RN http2_chunk_size 8k;
TR http, server, location

BN RNART A B RRRADN, BRAMESSBEESITH. ERESE HOL [HZE iR,

http2_max__concurrent_pushes

H 1.2.0 ikAFH.

[E27S http2_max_concurrent_pushes number;
BRI http2_max_concurrent_pushes 10;
R http, server

BRAER L ERIR AR,

http2_max_concurrent_streams

Bk http2_max_concurrent_streams number;
A http2_max_concurrent_streams 128;
L% http, server

BrEIERAIF A HTTP /2 TSRS,
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http2__push

B 1.2.0 lRAFH.
Bk http2_push uri | off;
E NN http2_push off;
EFx http, server, location

FEFNAIE (HEE) WEREHEER wri, H5FEETERIMN —EEAE, DG BALX 2RI URT K

REEE, fian:

http2_push /static/css/main.css;

uri {HA] &R,

{ER—BE BT DR E 2 hitp2_push #5%, ot ZHAUMM E—GULEARI hitp2_push H1H)

R

http2_push_preload

B 1.2.0 fRAFEA.

[E227S http2_push_preload on | off;
A http2_push_preload off;
R http, server, location

JERTE “Link” WANSKFERHHRERT PUINEGEZ: BahEH0N fEX 15K,

http2_recv__buffer_size

Bk http2_recv_buffer_size size;
2RIA http2_recv_buffer_size 256k;
4 http

BB MNworker FIANRIMPXIIAN,
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HEE

fein

http_v2 BABRSRF DL R B AR & :

$http2

PR H BRI A -

h2 AT TLS kY HTTP/2
h2c FFHA TCP LY HTTP/2
n NS FRE

HTTP/3

JEH OTTP /3 MR UMERN R, DREREARS eRINERE TR, XEEARS2EH LA Rattp prozy 8
SHiE:

prozy_hittp3 _hq

proxy__http3 _max__concurrent _streams
proxy__http3 _max_table capacity
prozy__hitp3 _stream,__buffer size
proxy__http__version

ProTy_ pass
proxy__quic__active__connection__id__limit
ProTy_quic__gso

proxy__quic__host_key

e U\‘Z)ﬁﬁﬁ%*@@ﬁﬂk, Etiﬁﬁ%ﬁ%ﬁi)%*@i%; M iE --with-http_v3_module *’Q@iﬁ'ﬁ]ﬁﬁﬁﬁo
ek B BMTCENREMEGS, ZERCSTEmEP,

BLERB

http {

log_format quic '$remote_addr - $remote_user [$time_local] '

'"$request" $status $body_bytes_sent '
'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

3.2
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server {
# T ESasRAE, 2N
# X http/3 0 https (£ JF AH 7 & 3% 0
listen 8443 quic reuseport;

listen 8443 ssl;

ssl_certificate certs/example.com.crt;

ssl_certificate_key certs/example.com.key;

location / {
# HIF &t HITP/3 H JA1E
add_header Alt-Svc 'h3=":8443"; ma=86400"';

O H¥

TEIER, #5%E TLS M HTTP/3 HERHEFZE TLSv1.3 WM EE, % HFH OpenSSL A 1.1.1 2
Al A,

S

http3
% http3 on | off;
£/ http3 on;
HSl9"4 http, server

JAH HTTP/3 WX,

http3_hq
[E27S http3_hq on | off;
A http3_hq off;
kX http, server

JARAE QUIC EAENA FEE R HTTP/0.9 Wi,
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web
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http3__max_concurrent_streams

Bk http3_max_concurrent_streams number;
ENIN http3_max_concurrent_streams 128;
Hol5"4 http, server

#Itafk HTTP/3 f1 QUIC KE, HXEERFIFAL HTTP/3 i KRR R AL &,

http3_max__table__capacity

[E=2FS http3_max_table_capacity number;
2RIA http3_max_table_capacity 4096;
X http, server

WEIRGSNERN 185K <https:// www.ietf.org/ archive/ id/ draft-ietf-quic-qpack-20.html#name-

=)

dynamic-table> 7,

O ik

BB prozy http3 max_table capacity L RREREZ AT HIRIE, EREIR, YERHTREDN
IR, ZRHZIASRIER,

http3_stream_buffer_size

Bi% http3_stream_buffer_size size;
RN http3_stream_buffer_size 64k;
ETFX http, server

EMTRBME A QUIC MAYZEMX KRN,

quic__active__connection_id_limit

Bk quic_active_connection_id_limit number;
2KIA quic_active_connection_id_limit 2;
4 http, server

WE QUIC active_connection_id_limit fEFSEEME, XN AFIEERS o5 EERKE P ER: 1D
B,
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quic__bpf
[F22S quic_bpf on | off;
ERIN quic_bpf off;
ol main

JERTER eBPF B QUIC BlEtl, H/EMN, XAVFSdF QUIC ERIER,

HY

ZAELUE Linux 5.7+ E323H,

quic__gso
Bk quic_gso on | off;
2RIA quic_gso off;
X http, server

JE R (6 o BRGEN AR L et B UK,

B
RACRIEANAESH;: UDP_SEGMENT B9 Linux % #;,

quic__host__key

Bk quic_host_key file;
E/UN =
L% http, server

B M TN ICIRAS E BRI UE SRR TR fileo BOANEULT, SRREEEM A K —DREHLE .
{58 P I B A R 2 R AN B 32 o
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quic_retry
[F22S quic_retry on | off;
ZRIA quic_retry off;
Hol5"4 http, server

JEaH QUIC HihESGUE ThiE, IXE4ETE Retry BHEEE, NEW TOKEN Wirp &1 # 2, HKUELE Initial
BARE R R,

REx

Gl

http_v3 BHSZRF AN N B &

$http3

PRI R AR -
h3 T HTTP/3 &
hq T hq &E#

nn @mujﬂé?ﬁ %

$quic_connection

QUIC EREFYS

XSLT

PR NS IR, R P EZ A XSLT AERER R XML R,
Y U\()EFQ@*@@N, Eklﬂzi*@@ﬁt*%ﬁ%, A5 F --with-http_xslt_module *@@iﬁﬁﬁﬂﬂ?o
ERATHARWEEH, ZEERE ShE-WEN, HFEAN—-TEN angie-module-xslt 59

angie-pro-module-xslt SR VAL

O HE

IZIEHETE |ihxml2 F libxslt
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*web
server
FAPFiEE, IRA& 1.8.3

B E B

location / {
xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;

xslt_stylesheet /site/xslt/two.xslt;

B

xml_entities

7237 xml_entities path;
EINE —
kT http, server, location

TR A FAFSRIRRT DTD XX S AEBC B I B e T BORIRR, % HICTA R R R XML
FRAEIARIIMNBTER, RIS, FEM LTI XRISXF, SN XML 251, ST R
FAFRAK, Ban:

<!ENTITY nbsp "€#zaO;">

xslt__last__modified

[F23FS xslt_last_modified on | off;
LONNE xslt_last_modified off;
Holi9"4 http, server, location

1 XSLT 45 1R] s R B JE 4 B2 HH Y " Last-Modified” SKFER,  DAE MR 217

BINEILR, SKFBAgrsbr, MR Ay AR R B, AT REE &8l A ZE BT T 3R 85 A
[N AT S B 70
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xslt__param

[F22S xslt_param parameter value;
ERINE —
Hol5"4 http, server, location

TE X XSLT HERINSEL, [EHEMN XPath RIAN, HA]DARELE, ZRFRBRELIBAHERXRE, 7]
DA zsit string  param $8%,

AILAE 21 aslt_param $6. WRLRTRANZA E X zslt_param Maslt_string param 5%, NIXLEHE
LR E— L E IR,

xslt__string__param

Bk xslt_string_param parameter value;
LN —
T http, server, location

B X XSLT HARMNFIFERESE, [HPH XPath RIEINAPERE, HAILIESER,

AIAE 2 asit_string _param 6% WS YFTHRANEA E st _param Maslt string  param 5%, W]
XL SAE N E— D ECE R K,

xslt_stylesheet

HIX xslt_stylesheet stylesheet [parameter=value ...];
BNME —
N 574 location

X XSLT HARKLHANES I, HEARAEBCE R BdI%,

SR DREE, ] DMER: RRTHE 1T 0 H. MRSEE S 70, NESCN%3A7, It
b, libxslt ENFE SR TR AT SE 85 | SEONG | SHERXK, filan:

paraml='http%3A//wuw.example.com':param2=value2

SR SRR, Fldn, BADNSEATAI DN RS

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params

paraml='$valuel’ :param2=value2
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param3=value3;

I DHEE 2 MERR, BANTHZIEE BRI R

xslt__types
JF22FS xslt_types mime-type ...;
EINME xslt_types text/xml;
HSl5"4 http, server, location

JBFXEE MIME 8BIMA RO T, BRT " teat/zml” Z AN, FER(E?*” DLALEAM MIME 26581, 415
FEHEERUZE HTML MR, WIE MIME KBIE BN teat /html”,

0 HTTP BEERSZEL T HTTP ARSS aspIFATIRE : WhE IRSSasth, BCEIE RN E, 20k
AR RIVIF, BCEEER, SXFF keep-alive JEHE DUSEFRIE KA R K

AT AR T M IhRE, (EERENS RIGECEAILL HTTP AR35 a4 DA i S A7 s 25K,

B

absolute_redirect

X absolute_redirect on | off;
A absolute_redirect on;
kP http, server, location

GEREEH, Angie A HHVEE FPREZAHI Y,

ok g . . . . B A
BiES M server _name__in_redirect Mport in_redirect &85

aio
Bk aio on | off | threads [=pool];
BRIN aio off;
Holi9"4 http, server, location

JE FHEEEFIAE FreeBSD Ml Linux R R 1/0 (AIO):
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location /video/ {

aio

output_buffers 1 64k;
}

1E FreeBSD _k, AIO AJPAM FreeBSD 4.3 Faaf#H ., 7 FreeBSD 11.0 ZHil, AIO A DAEHABERERINAZ:

options VFS_AIO }

BB N AT INE A R B AS N

‘kldload aio }

£ Linux b, AIO A] DAMPRZRRA 2.6.22 JHAARER . AN, RHUSH directio, #5MIBRECRZFHZERT:

location /video/ {
aio
directio 512;
output_buffers 1 128k;
}

£ Linux &, directio REEFATIEETE 512 it (B0 XFS #Y 4K) MFFRIHL, SCHERIRX 545 B TE
PHZERR N N BRE, X 1 YO A KA M S SL DAL B R FLV IERK 2t : eSSk mngh 2
PR T B R 2 FH 22,

MTE Linux EJFH AIO Flsendfile I, ATO T RTEEET directio 1a P E MK/ NS, Tisendfile
TR NI SCIFECY directio AN :

location /video/ {
sendfile
aio
directio 8m;
}

G, SCHR] DA A 2 A8 BB ref: send <sendfile>, TA=REZETERE:

location /video/ {
sendfile

aio threads;

}

BRI K08 SR E N BB R E M pool HIZRREFR, WNERERE pool 47K, MIEMAN default” At it
ZARtha] DUsd e IR E

aio threads=pool$disk; }

NBOTR, ZLEEEMH, BB —with-threads BLESEEH. Hil, 2L S epoll . kqueue
Fleventport TITEIRE . ZEIEKIEIHNAE Linux _E30F,
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HiEZ b sendfile F6%

aio__write
Bk aio_write on | off;
2RIA aio_write off;
X http, server, location

GERBA T aio, WEEHZEMTEAX . B, RMUEHER aio threads AR, FHHMNRTEAM

FREEAR S5 A B BRI N S

alias
B alias path;
ENIN —
T location

EXAEEN BRIV R Flan, DARNECE:

location /i/ {
alias /data/w3/images/;
}

TEIEK /i/top.gif I, RREM /data/w3/images/top.gifo

path B AELEZR &, BRT ref:$document root <v_document root> Fl$realpath root,

QRERAEAE A IENFHRFE LAY location PIER alias, WNZIENFXRAM SR, I H alias F5IHIX

SLIER, Bl

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {

alias /data/w3/images/$1;
}

S BILACHE AR e — i

location /images/ {
alias /data/w3/images/;
}

BIFE A root 155
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location /images/ {

root /data/w3;

}

auth_delay
X auth_delay time;
LN auth_delay Os;
Holi9"4 http, server, location

FEIRACBRZFZAATIRKR, FFIR[E] 401 MR ACRY, DARS LRI 50 B TF R a5 5 BRA VI R A2 A= s ]
Witio

auto__redirect

=275 auto_redirect [on | off | default];
BRI auto_redirect default;
4 http, server, location

AR P ATER AL B ARMTES BN A ST 7] 178

location /prefix/ {

auto_redirect 5

EIXH, XK /prefiv HFEHEEME] /prefiz/s

{H on AW FHEEM, M off 22, HIKEN default I, {X{fElocation B A apis proxy pass.
fastcgi_pass. wwsgi_pass. scgi_pass. memcached pass Bgrpe_pass BIERE, A TS HEEM,

chunked__transfer_encoding

181 chunked_transfer_encoding on | off;
2RI chunked_transfer_encoding on;
R http, server, location

ARVFE HTTP/1.1 REM DL S, AR o RS IR, XaJRESRAM, REIE
ZORAN I,
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client_body_ buffer_size

Bk client_body_buffer_size size;
BRIA client_body_buffer_size 8k|16k;
Hol5"4 http, server, location

BB T BREE P iE sRIRBIZZ M XKD QERIE SRR TR X, MEEMESRRBAN I 7345 A ref:
G SCfE <client_body _temp__path>, BRINE T, ZHXA/NETH NN LM, 7E x86, HAth 32 fi7
FEF x86-64 7 8K, fEHAM 64 A& HIEH N 16K,

client_body__in_file_only

Bk client_body_in_file_only on | clean | off;
A client_body_in_file_only off;
EFx http, server, location

WE Angie &5 MNKEDZK P UG IE R ARE B SCHEH, o452 0] DAEE L A (A, s7EE
F $request_body  file ZZ B BRI Perl Y:r->request__body_file <p_r request_body_file> F5 AR EH .

HIEN on N, G SAFEAEIE R E A X BMIER,

on I SCAFAE T SRAE PR S SR
clean R FBOB RGBS AN SR

client__body__in_single_buffer

1Bk client_body_in_single_buffer on | off;
£ NN client_body_in_single_buffer off;
ETR http, server, location

HE Angie B NAFEEDNZ FURTERIARIAE —DNEITIX A, HHELAEB Srequestbody ZERIAETEE
A, DA KSR E R
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client_body_temp_path

HIX client_body_temp_path path [levell [level2 [leveld]]];

ZRIA client_body_temp_path client_body_temp; (Eﬁ 7 B R T
--http-proxy-temp-path HJHIEI)

EFx http, server, location

T TR S TE SRR SRR E 3% fEARE H R T Al A =21 B R IRIR. Bilan, &
ARECEH

client_body_temp_path /spool/angie/client_temp 1 2;

(e SR A2 P REGN T PR -

/spool/angie/client_temp/7/45/00000123457

client_body_timeout

Bk client_body_timeout time;
A client_body_timeout 60s;
kX http, server, location

S SRR P i SRR . I XE M UOESERIIRE 2 BIRE, TR AER N IE SRR f Al
g P m e SN RINA (A TN, TTESRAE L 408 GERER) #HIRZ L,

client__header__buffer_size

181 client_header_buffer_size size;
2RI client_header_buffer_size 1k;
TR http, server

BB T IR P uiiE KSR RN, N T REZEIER, 1K FHNEMXFLEHE T, R, RIE
REEZK cookie, BFEFKHE WAP % i, MATRETCIEIEN 1K, WRIERITEHIGRLFERICERA ML
MWIX, WE2BELEIE large client header buffers Y BLERIE KZEMIX,

R A server Pl LAETE, WA CAREFIBOANRSS SRA0(E, RS RIES WIE LIRS a1k tE #R7,
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client_header_timeout

Bk client_header_timeout time;
A client_header_timeout 60s;
Hol5"4 http, server

S SEHUCE P R K SKHEIN . QIR S E LI TR ARG FRE Sk, INESRORE DA 408 GESRERS) B R
ik,

client_max_body_size

Bk client_max_body_size size;
BRI client_max_body_size 1im;
TR http, server, location

REE P UE SRR R R ARVFR/ N IFRIER PR/ NEE AL B E, WRIRIE 413 GEREERKR) iR
BRI, TEER, WIEESICIAEM TR,

0 EEF 2 P A SR AR NG

connection__pool_size

Bk connection_pool_size size;
A connection_pool_size 256 | 512;
kX http, server, location

FRVFHEMARE R NMERRINAE D EC, IRIE N PERERIR IR/, JEH AN,
NN/

) 32 fiE&
) 64 N VA
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default__type

5RS
A
kX

default_type mime-type;
default_type text/plain;

http, server, location

E MR HIBRIA MIME 2R, e 8 @442 MIME SBIRGURE v] DU types 1521 B

directio
Bk directio size | off;
2RIA directio off;
R http, server, location

JEFERER T E T NI O DIRECT ik (FreeBSD, Linux). F NOCACHE i
& (macOS) B directio() BIEL (Solaris), %I HANEEHMNFEEIE KRB sendfile (FH, BIERBEAZ

(SRIEISC R

directio 4m;

a7 Linux FHaio B,

directio__alignment

5RS
ENN
Erx

directio_alignment size;
directio_alignment 512;

http, server, location

Hdirectio WEBEXNTF, TERZEIFGHT, 512 FHRNTFIEN T, A, £ Linux EFH XFS B, 7

EE g 4K,

disable__symlinks

Bk

ENN
ETFxX

disable_symlinks off;
disable_symlinks on | if_not_owner [from=part];
disable_symlinks off;

http, server, location

WEAEF TSI AR AL BT S5 e -
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off
on

if _not_owner

from=part

RFFHARER LTI S8R, XZ2BIAMTHN.

QNSRS BT RER R S ERE, BT R S,

QRIS B RME MR R AT S, FF H RN R RN R BA R
FrE#, WHELET RS,

TERETFSHHEN (S8 on F1 if_not_owner), IBHKEIRIZSMIATA HBES
7o WLHIMERE from=part ZE, AIDABEGRASE AL HIIEHR D HRIRT S e,
TEXMIEIT, (INFEERGHR 2 2 G R R AR R ERF SR, RIZ
ER BB ENSEAIIIAT 2, WERENREAREARIEE S BT
&, WRZESEIXFRINE, WAMEES ST, SRETDUESEE,

zZN /1

disable_symlinks

from=$document_root; J

IR MAERA openat O Ml fstatat () MRS LAIH, XERGEFEIURAH FreeBSD, Linux

F1 Solaris.

A &L

ZH on f1 if _not_owner ¥ T LTS,

FEAF ORI HRI RS L, fHIXESRHRE TN A $aa &R H 5 B A RBR,

0 #i

HENRG]. BRG] MDAV BESRYHIZM TS,

error__page
HIK error_page code ... [=[response]] uri;
LN
TR http, server, location, if in location

T AEAEE RN R EoRHY URL wri [HRTDAE SR,

N IE

error_page 404

/404 .html;

error_page 500 502 503 504 /50x.html;

X2 FENEEEMETEEN wri, FHRZFPIRERTEELNGET” G FFR"GET” #I"HEAD” 24t

HIFTETT1%) o
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SN, AILAMER =response WK R AR BE SN 55—, Hildn:

error_page 404 =200 /empty.gif; J

AN SRR B AR ERAR 25 2R B1 FastCGI/uwsgi/SCGI/gRPC RS #0H, F HiZRSS 48 nl REIR [BIAS A Y
ma s AHES (BN, 200, 302, 401 5% 404), AT DARE R R [ ARS -

error_page 404 = /404.php; ]

GUSRAE R E A1 TR AN TR 282 URT M5 75, AT UK IR BG83 a4 7 B -

location / {
error_page 404 = @fallback;
}

location @fallback {
proxy_pass http://backend;
}

O ik
Q2R uri AEELSBGETR, WNRMEILEE RS N i e & A R RIS,

AT URL E5E AT RAL L

error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

EXFIEN TR, BRINEN T, WM 302 ¥IREILAE i, ©REEHEKCNEERIRSREZ— (301,
302. 303. 307 1 308),

etag
X etag on | off;
E2UN etag on;
HSl5"4 http, server, location

J& FH A P B S TR IR Y "ETag ™ WM LB H 314 B
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http
HIX http { ... }
A —
LT main

fefit HTTP R55asfE L HIBCE X fF £ TR,

if_modified_since

K if_modified_since off | exact | before;
A if _modified_since exact;
EFx http, server, location

TR WAL S BN ] 5 If-Modified-Since 163Kk BN I #EA T LA :

off M B AREEARAN A E BT
exact U
before M B2 R I BN TR N T BREE T If-Modified-Since 13RSk BRI ],

ignore__invalid__headers

[E2FS ignore_invalid_headers on | off;
A ignore_invalid_headers on;
R http, server

BRI E BB LT, BERAHEREXFER, 7 EFHFNATRERN T X £
(Hunderscores in_ headers T8 ZHK,

URZIGRAE server P EFEE, WIATCARE FABOAIRSS A H9(H,

internal
FENGR internal;
ENIN —
EFx location

TR E B R RE THERE R MTIMRIER, ROREIE P maEER 404 CRERED. PIERE R EE:
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o Herror page. index. random index Ftry files 8L EEMMITENR;

B _FI#ARSS 2809 X-Accel-Redirect WiN Sk B EE [ IE 3K ;

o Hhttp ssi B include virtual T85>, http addition BEHFED K auth request Flmirror 821
BRE TR

o Hirewrite 162 HERATIERK,
B

error_page 404 /404.html;

location = /404.html {

internal;

}

O ik

BMNERNFEZE MRS 10 R, PABGIEFEA IERAYELE A A& 2B 15 RACFRIE IR, WA EX R
#ill, FHREIFR 500 (NERIRS#EEIR) . EXRMER R, FIAEEIRHEFER rewrite or internal

redirection cycle 145

keepalive__disable

B keepalive_disable none | browser ...;
BRINME keepalive_disable msie6;
X http, server, location

S S RIMAERIN R ERAKIERE,  browser SR EMBLEN WA Z 2,

none Ja F 5 AT Y S A A e 12
msie6 HH5IHRA MSIE K iERE, —HUIRE| POST &K
safari 5 macOS MRIHRIERSE FRY Safari FIZELINE RS AT K%
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keepalive__requests

[F22S keepalive_requests number;
ERINME keepalive_requests 1000;
Hol5"4 http, server, location

BEEE — MERE ] DUIRSS B RR TR R I FEIRBIRKTR RIS, R M.

TE IR AERE R B, DARIEE MERRRI A L. Rt IS SRR KR SREAT RE S BOS =T
TP, AEBOXFER,

keepalive_time

Bk keepalive_time time;
EINE keepalive_time 1h;
X http, server, location

FRANEE — MOIERACBIE R R I R, FEISBIIN R, SRR AR IS SE RS R ],

keepalive_timeout

HIK keepalive_timeout timeout [header timeout];

BRINE keepalive_timeout 75s;

TR http, server, location

timeout BRI P ImE R RS A Im PR R T 5 RN I TR
0 S RIERER P e R

A * B ZANSEURE “Keep-Alive: timeout=time” WM kFEHME, W NSEATRERF,

“Keep-Alive: timeout=time” kFE# Mozilla fl Konqueror IR, MSIE KZFE 60 #VJ5 B> K
U7
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large__client__header__buffers

Bk large_client_header_buffers number size;
FINE large_client_header_buffers 4 8k;
Hol5"4 http, server

B TR P KSR IR R R P IX BRI, 1 RIT AR — DRPIXATRD, SRR
[l 414 (KK URI R) HHRABE P, IERSKFBAREEE — MRMXATR/D, BNPRHRE 400
(FIRAVIAR) HIRBE P I, R IHETRZERN 2E. BOMBULER, &IKA/NA 8K 57, (IR
SRACFREE ARG, RN KIERIRE, WXL i ORI

QFRFERAE server ol e, MIA] DAREFABRINARSS = H9{H.

limit__except

X limit_except methodl [method2...] { ... };
LN —
X location

FREIFE AL E N R FR HTTP 7575, method A] A2 LA R Z—: GET, HEAD, POST. PUT, DELETE, MKCOL.
COPY. MOVE. OPTIONS. PROPFIND, PROPPATCH. LOCK. UNLOCK BY PATCH, ¥ GET /5i%EtH£ 5 FH HEAD
ik, wIRAEER 5 [A] FOALRHIATE A B A e <> BRI E il 77 7 75 A -

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

O &k
B IRFIN BTA 771589751, BRY GET #1 HEAD,

limit_rate
Bk limit_rate rate;
FINE limit_rate O;
NS94 http, server, location, if in location

BRI 2 P S AR R AR R R, TR DR N B TR . TESA AR IR, BRAHVZE B MER
AN, REnRE PR STF R N ER,  WEARRR R faE IR
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SHER DS LR, EREEIT, A RER ZARIEREE R APRAFNER

map $slow $rate {
1 4k;
2 8k;

limit_rate $rate;

TR PR T DATE STimit_rate ZERERIRE, (HAMER LTI I%:

server {

if ($slow) {
set $1limit_rate 4k;

J

H R RS oa] DLE (R OB OAR 55 8% W M Y “X-Accel-Limit-Rate” 3k 7 B W & &, W] DA f#
Hprozy ignore_headers, fastcgi _ignore_headers, wwsgi_ignore_headers *l]S(:gLignm’eiheaders
e B L IRE,

limit__rate__after

Bk limit_rate_after size;
FINE limit_rate_after O0;
HSl5"4 http, server, location, if in location

W E SR P Im R, 2 fRIA R, SEUER DIE SRR,
TR

location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;
}
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lingering__close

% lingering_close on | always | off;
ERINE lingering close on;
Hol5"4 http, server, location

P Angie QRIS iRz o

on 67 Angie fERERMIERZRT: 515 HILE REZF P ImIHINGE, (BXTE
JE R IIHT R i AT REIEAE A IE B 2 HARRIE L T,

alvays R 35 Angie TEFRAFRIFFALEATIMNGZ i A5

off HF Angie AR 2 BHRH R AER, IXATABEA T, EH
B TR AER

B HTTP /2 EENIKG, 82 RIHE server A EFEE,

lingering__time

[F22FS lingering_time time;
ERINE lingering time 30s;
TR http, server, location

Ylingering _close RN, HAFLFEE Angie KM (RBOFZNE) KB % Ui E S MR Y BN T
etz ), BMEEHE 25, SRR oA,

lingering__timeout

Bk lingering_timeout time;
LOVINIED lingering_timeout b5s;
R http, server, location

Ylingering _close ERAI, ZFGDHEE FFHE 2B P ISR 2 AR A B, a1 5RAE LI Rl AR F2 R
B, WERRR M, S, BHRRBaEBoT R, A5 Angie THARHRFRFE 28R, XD “F5-32
Hy- 727 TN B KA lingering  time Y82 P& E RN ],

FEOUHER AR, (CYRIERAE TARE SRS 2 /DHi4% lingering_timeout HIISIRIN, & UmATIERE
A PR M,
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listen

HIX listen address[:port] [default_server| [ssl] [http2 | quic]| [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter| [deferred| [bind] [ipv6only=on | off|
[reuseport]| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen port [default_server| |[ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter| [deferred| [bind] [ipv6only=on | off|
[reuseport]| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen unix:path [default_server| [ssl] [http2 | quic] [proxy_protocol]
[backlog=number| [rcvbuf=size] [sndbuf=size] [accept_filter=filter]| [deferred]
[bind] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];

ERINE listen *:80 | *:8000;

R server

REWITERETN address F1 port, BHTHAZIERE UNIX BERFHIKE. address tHA] U2 AL
%, Bgn:

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6 kR 75 5 S G R :

listen [::]:8000;
listen [::1];

UNIX HEZZMHA unix: FIRIET:

[listen unix:/var/run/angie.sock;

A] PAFIIN4EE address F1 port, BANFETE address BY port, UISREMEHLEER Sy HAT NI TR:
o WERANFETE address, Wk ERIAN 80,

o WIRIUEE port, Angie ZWWTATERTHE IPv4 (DS AR IPv6) #£10, £ _EE X8
F— server PURHCHERINRSS 28, ALHEFTAARITEL Host SKAYIE K,

o MRFTLEMWIXIES, NEAGEHNHFPBBRE, Angie fHH *:80, AN *:8000,
— % default_server

« FEEMSEIIIRS RN TE address:port NHIBRIANIRSS 28 (P& ILRITE R — Habr
BT,
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WA A default_server ZHNES, WITEZETHIENMRS SR ET N ZE
EFMRFHIE— DRSS o

—  x ssl

x AUFR TS O B2 E SR N DL SSL B T1E, XA HTTP #1 HTTPS
1 RIIARSS a4 B S AL E,

— % http2

« BCE O DARESZ HTTP /2 %, JEH, N 7 HEHTE, ENIZIEE ss1 28, {H Angie th
A DABCENAERCA SSL AR L N %32 HTTP/2 iEH%,

H 1.2.0 fRARFH.
FER http2 821,
— % quic

« BOEN O DARESZ QUIC &R, TEFAMIETT, Angie AR FHFFECE HTTPS bk, 1%E
quic J&, TEIERIPAEYE reuseport, PMER] A2 TIEHE,

— % proxy_protocol
« SRVFREETEIIS O B2 AT G E R EH PROXY P

listen 82 LA LN SERFHAN AR AR ENM NS, XLESEO DAEE] 1isten HLH
1BE, ENTLHEDN address:port X REEFETE—IX,

setfib=number WS E S B EEFE R B FIB (SO _SETFIB %) . X HEINE
FreeBSD EHRL

fastopen:numbe'r ﬂg%ﬂﬁﬁﬁé?}%}ﬂ%”TCP Fast Open”, %BE%U%*%E&EW\%%E@&%W\?”H@%
KK,

2\
oA A )

PRAEAR S5 a5 REMS AL FE 2 R AR TRIY SYN B, SIIEZ))E FIEIRE,
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backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on | of f

%'E listen() JAHTH backlog 24K, [RHIFFALIIERERAFIFIRARKE, BRIA
MR, FreeBSD. DragonFly BSD #l macOS i backlog &4 -1, HAthF
& LiREN 511,

BT ERTRIREIERIMIX R/ (SO_RCVBUF JETD),

BRI ERFRIAIRZMNIX R/ (S0_SNDBUF &I,

WE T EREFINEZIS IE#E PR (SO_ACCEPTFILTER &) , I IRSRAE K%
NIEFRIBS accept O ZATHATIINE, IXAAE FreeBSD 1 NetBSD 5.0+ &
. PIREMIMESN dataready Fl httpreadys

FE8/RTE Linux B FHZERM accept ()™ (Bf :samp: “TCP_DEFER_ACCEPT E#%F
L)

YR NAER address:port XA TEEMAY bind () FH, XIBEH, FANWERE
2 listen F52 M FHHHRI A FEAR R AL, THEAH— listen 5 RITEAE
port HIFTAHINE (+:port), Angie KX bind() F| *:port, FHLiFEMZE, TE
IXAMEN T, K getsockname () FRGLVE I RHfE HSZ I E R HINE, W1 SRAEFH
T setfib, fastopen. backlog., rcvbuf. sndbuf. accept_filter. deferred.
ipv6only, reuseport 3 so_keepalive %, NIXTLEEM address:port Xf, ¥
YRERIEAT IR bind O T,

SHuEid 1Pve_VeONLY ERFFIEIME T fEmAcHL 2] LY IPve BHF
RO IPv6 Rz, SFINEEZ IPve Al IPv4 JE8E, IWSEBINITE. EX
RETE /S BINIE BE—IX,

reuseport WSEBIERAED TIEEEAE— N BRI T ER T (TE Linux 3.9+ #1 Drag-
onFly BSD _L-f#fl SO_REUSEPORT EZFIEI, S(TE FreeBSD 12+ _Lffif
SO_REUSEPORT_LB) , FRVFPIAIE LIEHREZ MRS NIERE, IHIhRE H Al E
Linux 3.9+, DragonFly BSD # FreeBSD 12+ A%,

oA A )

NG IR RS S L 2R A,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepcnt]’

Bl E IR ERTII"TCP keepalive” 1T N,

on

off

MRAMRHSE, NHMERGIREKEH T ZEET.
NERET IS SO_KEEPALIVE JEI,
NEREF R SO_KEEPALIVE JETH,

Hee e R4 4% TCP_KEEPIDLE. TCP_KEEPINTVL I TCP_KEEPCNT B k4B 7ML E

TCP keepalive 2%,

HEHRZRES E (HAEA Linux 2.44. NetBSD 5+ F FreeBSD 9.0-STABLE), HJ

PM#EF keepidle. keepintvl fll keepent SHGHITECE, 7 ABIE— 1M NS, FEXFEN T, H
N ERE IR RSB E R A2, Hlan,
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so_keepalive=30m::10 ]

KIS IN#ER (TCP_KEEPIDLE) &M 30 7%, BARMIEIE (TCP_KEEPINTVL) fRFAHRS:
PRINE, FEBRNE. (TCP_KEEPCNT) %&HN 10 AR,

ZNIE
listen 127.0.0.1 default_server accept_filter=dataready backlog=1024; }
location

K location ([=|~|~*| "~ ] wri| @name)+ { ... }

I —

HSl5"4 server, location

IRIETER URI 25 SEMITACRIEA TR IZ B E,

PERC R EAMEEIL URT _EHATHY, 1EMRRD DL %XX” GRS HISOAR, A B A2 1 . 5951
PAKRTRER R P BERZ MHBAHT N SR IEHEA T

location W] DAEIL BITER 1 HR Bl IE M FRIETUE Lo
IEMFRIAFGES AT BB :

~* AX 7 R/ANE HIPTAL
~ X7 R/NG R PLED

N THREIGTERICACRINIE, Angie B /LI M HRTS AT HRE CHINE FOVRTRAED . e, 1%
PEVCRC TSR B KA B I 17 6

O =ik

XTI macOS ZRITRX DR NEHRIERS, MR FIFREENX D NG/, AT, A
R T B X

RIE, FETIENFRIEAA BAZ HAERCE AR B A TPl BRI ESE — D ICELA = L,
FEFAHEM AL E, WNRARIREN LA EN AN E, Angie R &N FHENRTRA BN E,

FEHLNIRBIIMEIL T,  location AT DARE,
IEMIFRIAAALE R PUE XAmARA,  FHJ5 AT DS Hofthds & — R,
GURVEACATZRAL B ~~ BT, WIAEE ENZRANAIE,
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AN, = BIRTFN location JE RS URI PLRCAE; NERIKEIRSHRICAS, WIE =k, B, R /i
KIAE, X location =/ RANPRHACEIRE, R NERERMITAALEL, B8, HRVETEES
REMHE,

Bl

location =/ {

#configuration A

location / {

#configuration B

location /documents/ {

#configuration C

location ~~/images/ {

#configuration D

location ~*\.(gifl|jpgljpeg)$ {

#configuration E

o =/ IERITAAE A,

e —/ /index.html JE>RICHCACE B,

« —/ /documents/document .html & RVCACACE C,
e —/) /images/1.gif 15KICECACE D,

e — /documents/1.jpg IHKILACHCE Eo

O ik

WRHIZE Llocation PARMTFERTE R, H Hauto redirect EJ3H, MESKAERNNEN: MiEREEE
BICRRHTE A5 522 VLACRTZEE URL B, KR B IRATAYIER URL Y7KA 301 RS EE
JE Ao

X TSR URI DCECALE, AN EEM:

location /user/ {

proxy_pass http://user.example.com;

}

location =/user {

proxy_pass http://login.example.com;

}
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@ FIZRE X T —" @41 location, WEIEAIEAHTHEMIERKMEH, MR UATIEREER, EfH
REME, AR SRENE,

ZNE SCHFIBLE P location & FSCA] PAUBIE KR A ILBCRIEAIILE — BRI location HHFFHFH R
MCEPIEITESE, XFRN HE locations

BRIZRTHFREIFECE A, D M E & SHAERIECE; &S EMNHE R location:

location =/
~~/images/
~*\. (gif|jpgljpeg)$ {

# —HEE

% location WA] CUBEH G H—E 5

location =/

@named_combined {

2\
oA A )

HE location NREAEVEALFRIRAXM BT Z RIASHE. [EFIZ: location ~*/match(inglesl|
er)$ .. .o

O ik

Hl, 45 location RNRE MBI & prozy pass MIFBIFH A URI ETES, UAREES api 51
alias, FAM, XEEFELR]AEE REFHG M EFRNA B,

log__not__found

181 log_not_found on | off;
2RIA log_not_found on;
X http, server, location

JE B PR AR S RIERIL R B errorlogo
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log__subrequest

[F22S log_subrequest on | off;
E/UN log_subrequest off;
Hol5"4 http, server, location

Ja a2 T iE SR ID %8 access logo

max__headers

Bk max_headers ?ﬁ?,
A max_headers 1000;
kX http, server

B ARVFIZ PG KL BRI R, WRET IR, RHIRME 400 (BR3E %) iR,

HZIE A Eserver FOBCEN, FIRESMHABUARSSSRIE, ARELER, HSIRE LIRSS L &
TFo

max__ranges

72 max_ranges {7,
ERIA —
TR http, server, location

BRI 5TV E A R P ARV RORTE R, @ RREAIE RO U N A a7 e, BUARULR,
VO R A TR

0 SR T EE SR

merge_slashes

7227 merge_slashes on | off;
LN merge_slashes on;
Hol9"4 http, server

JE B URT AR B MHABHIRAT 48 — MR,
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TEER, R N FRIS A BRFIEN RIS B IEMICEC R E R, WA T, //scripts/one. php
TEREE DL

location /scripts/ { }

FERTREBAL B A S S At BRI /scripts/one.php.

QR URL & base64 JntdRI4a R, WIRTRERRZRMIEAE, KN base6q FEPERER] “/” 4%, A1, H
TREHE, RIFERCHEDS,

ISRAE server PORITEELTES, MIA] DA BRINIRSS SRA91H,

msie__padding
HIL msie_padding on | off;
2RIA msie_padding on;
T http, server, location

Ja B sV A IRAS AT 400 FY MSIE & i v gsinieRe, DA N K/ NE| 512 15,

msie__refresh

% msie_refresh on | off;
ENIN msie_refresh off;
Hol9"4 http, server, location

JE FBREE N MSIE % F i A ST A2 B E A

open_file_cache

FECR open_file_cache off;

open_file_cache max=N [inactive=time];
2RIA open_file_cache off;
X http, server, location

FL B — ] DAFIERTZR AT :
o FITTHISAFRRTT. BB NI A ;
o HRGFENEE;
o XHFERENR, Fl AR, “TEBEBURT SF,
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R AT N JEIT open__file__cache__errors L BME A,

max WEBRFTILRNEANE,; ERFmEN, ROEHRTTREEIMER;
inactive S SCAE SIS ] PR AR 15 (R 70 28 MG A7 H RS BRAYIN R ;
EINIRE N 60 F,
off BR%AE,
R
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;

open_file_cache_errors ;

open__file_cache_errors

1Bk open_file_cache_errors on | off;
A open_file_cache_errors off;
TR http, server, location

Je HEREE @ open. file  cache RAFXHFEIREEIR,

open_file__cache_min_uses

BiE open_file_cache_min_uses éﬁ(?,
RN open_file_cache_min_uses 1;
kR http, server, location

B&BAEopen_file_cache 182K inactive ZEECENHARA, XIFMBRFRFFERFH TR 87

Ve SERuIEE

open__file__cache_valid

Bk open_file_cache_valid IN[H];
A open_file_cache_valid 60s;
EFx http, server, location

B open_file cache TGN AR UERIIS ],
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output__buffers

[F22S output_buffers FFK/);
ENIN output_buffers 2 32k;
Hol5"4 http, server, location

BB T MR SR N BRI XY BT R/

port_in_redirect

[E27S port_in_redirect on | off;
LN port_in_redirect on;
TR http, server, location

JeA R R 22 AR A6 B8 5E [ HHE e i o
HEMPERSBBLMIEHHserver name in redirect $8515 1,

postpone_output

[E27S postpone_output A/
ENIN postpone_output 1460;
R http, server, location

GUIRATRE, FHERE P IREURRER, HERREE0E RAONFIRIEERERIE,

0 SRR B L

read__ahead

Bk read_ahead K/)N;
BRIA read_ahead 0;
X http, server, location

B NAEAC TSN T2 &

£ Linux &, {#H posiz_fadvise(0, 0, 0, POSIX _FADV_SEQUENTIAL) R, KA/ NSEIE
2
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recursive_error__pages

HIX recursive_error_pages on | off;
ENIN recursive_error_pages off;
Hol5"4 http, server, location

JE B error_page $ELHATZ N EEN, HEEEREE MAEERZ AR,

request__pool_size

{FEaR request_pool_size j(/J\;
LN request_pool_size 4k;
kX http, server

FVFRH DN ER I T ECHE T WA RS, e X PERERIRE MR DN, J@H A RLE

reset__timedout__connection

Bk reset_timedout_connection on | off;
2RIA reset_timedout_connection off;
TR http, server, location

Jo B EE FH B B E R AN AEPREACRY 444 SRIARER:, EEMARWT, EXFAERT 2RI, &
BH SO LINGER %W, #EIHEN 0, RAERTEN, MEFmMEIE TCP RST, HBHZEZTS5H
IR N, XA BTl B AN B 7 N HIE R X KB RIGRFE FIN_ WAIT1 IRZS,

O ik
I B PRI X IEH 2R M,

resolver
=275 resolver HUik... [valid= INf[A]] [ipv4=on | off] [ipv6=on | off] [status_zone=zonel;
E /NN —
R http, server, location, upstream

FC B TR L AR 55 g A PR AT Jy Lk RO A4 R S5 o, Bilan:
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resolver 127.0.0.53 [::1]:5353; }

itk Ay DA N sAa R TP Hidik, FFHA A& . RARIEE M, WIEERRE 53, AFRIRSS & DA%
W&,

BIANEIT, ZEEMHMAT TTL HEFESR.

valid AIESE TR 5 52 17 5% B 1A U
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BONTEOUR, ZHEAEMNTIR &L IPv4 M1 IPv6 Hblik,

ipv4=off AR 1Pv4 ik
ipv6=off AR 1Pve Hitik

status_zone S BREEEXIERFIRE DNS ARSS &8 18 KA R AR (/status/ re-

solvers/<zone>)o

O M
itk DNS 83, HINAEE S Z 2R EEA ML HEE DNS R4,

O PR

41E Docker HIZATIN, MAHHENE DNS IRS5astisl, B4 127.0.0.11,

Bk resolver_timeout A[H];
BRIA resolver_timeout 30s;
"4 http, server, location, upstream

NAAVRERT I BN N R, I

resolver_timeout 5s; }
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root
Bk root Eﬁfé;
2N root html;
Hol5"4 http, server, location, if in location

DNEREERE R, Flan, f#EHLNEE

location /i/ {
root /data/w3;
}

/data/w3/i/top.gif XHIHEN /i/top.gif EKRAINARL K IE,
BAETUEESTE, BRT $document root M $realpath roots

SAFRIEARSOE R URL B0 root EHIENRMIE, IR URI TREPUEK, WINAER alias 162,

satisfy
=27 satisfy all | any;
BRI satisfy all;
T http, server, location

MR (all) RED—A (any) BEHRFVFVIR, REARVFVIR: ViR, SaAE BOMERR,

location / {

satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";

auth_basic_user_file conf/htpasswd;
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send__lowat

Bk send_lowat K/];
ENIN send_lowat O;
Hol5"4 http, server, location

MRFELSHRERNIEZE, Angie HFERXBLMHEH NOTE _LOWAT FREW  refikqueue 75 15KBX
SO_SNDLOWAT ERHEFIETRE/MEEFImERET FRRERIER, EXMMER T, EHEEN
Ko

send__timeout

Bk send_timeout IfA];
A send_timeout 60s;
EFx http, server, location

B A2 S AL e S BN IR 1R], I (XE IS S 1R IE 2 RIRCEL, A X R i 5. 4
RE P IREI R A R BTN, RO,

sendfile
Bk sendfile on | off;
LN sendfile off;
R http, server, location, if in location

JAFHEZEER sendfile() B,
aio FJTTUINER sendfile() BIEHRE:

location /video/ {
sendfile
tcp_nopush
aio

}

EECES, sendfile() $ORAMANTA SF_NODISKIO Fri&, XHHEASIEWE 1/0 LIHZE, MRS
FARAENGTY, S, Angie BT B — N1 RGN RS BIEME, 125 —RKILEN, FreeBSD M
BSERTRT 128K T INBEINAFH, RERSIEE L 16K RISINBEHE, XA LUE read ahead
FEOHATHE KL,
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sendfile_max_chunk

Bk sendfile max_chunk K/ 5

ENIN sendfile_max_chunk 2m;

Hol5"4 http, server, location
BRAFT ATE AN sendfile() VA EMMAVEHE R, IRAMREIN, — DGR ATRER 842 b H LIEER,
server

=275 server { ... }

ERIA —

4 http

B REAUIRSS AL B, WX 5T 1P (T 1P #iht) MEFH2FR (BT "Host” WERKTFEB)
UIRSS a8. MR, listen FEHER T NIZIEZ NS s E R AT A HIERISE T, Wserver name $823NH T
T IS5 85 FRo

BIBLBAE Angie ZEFTERATT 0 SO AR AL,

server_name

Bk server_name %7F...;
ENIN server_name "";
o974 server

B LIRSS as AR, Bilan:

server {

server_name example.com www.example.com;

}

F— NIRRT EZ IR ER AR
e BRI LEE— MRS (%) DIERBFREIS — i 0 /e — o

server {

server_name example .com *. example .com WWw. example kS

}

IXFERI A RFROAIBBCAT AR
AR EIRT DA FRA] DA & N —1
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server {

server_name . example .com;

}

W A] DAEARSS e 2 AR R IENIZRIES, AR RS (~7):

server {
server_name ~ www\d+\.example\.com$ www.example.com;

}

AT AR &R, AHJE AT DAEEL s b (i -

server {

server_name ~~ (www\.)?7(.+)$;

location / {
root /sites/$2;

server {

server_name _;

location / {

root /sites/default;

IEMFRIRAK Ak e AL &, M5 r] DAMEH A A :

server {

server_name ~~ (www\.)?(?<domain>.+)$;

location / {

root /sites/$domain;

server {

server_name _;

location / {

root /sites/default;
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0 #&iE
WMRIGS’ B N Shostname, FHF Web IR 2507 FEH 40

SRR DA 225 B 4 (7):

server {

server_name www.example.com ""

}

FEFGAARRL R B DUIRSS ds i, AR MIEIRVCES (F1an, SEECATAIERIZRIAT), Regld PU e
JEPE SR — N ULECHYIZE DT :

o FEHAATR;

PUBBCTIT K HI R AAHR, B *. example . com;
PUBRCTYEE AR AR, B0 mail. «;

B ANCECAENRIXR GRHET), EEA5.

A IR

Fif server_name 5 TLS —Effiff], MFELIE TLS E#, f52UCE HTTP &R Host,
AR F eSO HIE R

server_name__in__redirect

Bk server_name_in_redirect on | off;
ENIN server_name_in_redirect off;
NS94 http, server, location

JEHBEERTE Angie & AN EE A HEH B server name Y88 E N FEARSS 2854 FR,

on FERS AR, Hserver name FELHEE
off " Host” Rk FBAHIIELIR, R IZFBNFEE, NHFHRS M 1P Hislk,

B MmO X port in redirect Fa 1,
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size j(/J‘;
BRIA server_names_hash_bucket_size 32| 64 | 128;
Hol5"4 http

BB IRS S AFRIE T RN BRIMERR T BB FEITIRDN, ARRERRENIEMEE, 5
Z DR SR

server__names__hash_max_size

Bk server_names_hash_max_size K/J);
2RIA server_names_hash_max_size 512;
EFx http

EARSS a2 RIE T RV AR, ARIRERARIFAMGER, 1HS WAME Y,

server__tokens

=275 server_tokens on | off | build | FRFH;
LN server_tokens on;
kX http, server, location

Jo FH B2 FAESEIR DU Server MR SkFE A A Angie fRAS, build 28U & HATERLHR, %45
HAHRY configure ZEORE, PAKARA,

Added in version 1.1.0: PRO

f£ Angie PRO /1, WRIEWEN FAFH, R ITHRIAIEEZE, #HIRTHEN server MM LB
R Z AT R R RAR(EME, MNRIRSS SR, BRANIEARR, 2 FRFEREMNAH server T

status__zone

[=2E status_zone off | zone | key zone=zone[:count|;
ENN —
TR server, location, if in location

DEL— DN HERNFXIBLAKRE / status/ hitp/ location_zones/ <zone> F/ status/ hitp/ server _zones/
<zone> IFER,
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2 server b N CA] DAL R — X DA TEARIRER ; FFR(E of f ZEFTEMRE location HHIELIE
g

BE zone TEIATER —HZNFEXHREGH E I XATETER:

server {

listen 80;

server_name *.example.com;

status_zone single;

# ...

}

BERIBEEHUTSEC

key —MIEERTRR, HERE TIEREXBNNOH, FrEEE a4
[FHERIERE W B —H, REE2EH, WA EFER,

zome = N XIS FR

count (AJiE) W EERHEARRT R R P, AN key (EEILILIRAI, WIRTE zone FRATHH,
BIMEN 1,

E[«X—Fﬂ—?mq:', frE L EHHE $host [HAYTE R HHE host_zone F, B IE—F $host HYFEFRZHL
MEREE, HEIH 10 Metrdl. —HIXFHRH], EIEIMY $host [EIFHELEZTE host_zone I:

server {

listen 80;

sServer_name *.example.com;

status_zone $host zone=host_zone:10;

location / {

proxy_pass http://example.com;

}

[Klt, ARRAGHEPRIE APT Bt e D EHLZ AT,
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subrequest__output__buffer_size

Syntax subrequest_output_buffer_size size;
Default subrequest_output_buffer_size 4k | 8k;
Context http, server, location

BT TE RN AR X RN BOANEOLT, XK NET—DAE I, X2 4K 5L 8K,
BARBRTF G, A, ATPLREIER /N,

O ik
IHFE > OE T IR F B E A PRI FIER, BN, XAy-iEsKR i 551 A,

tcp_nodelay
Syntaz tcp_nodelay on | off;
Default tcp_nodelay on;
Context http, server, location

JAHEZEER TCP_NODELAY &I, 4iEHaH NRRHEIIRSK, ZIETWEH, tyh, 1E SSL iEH:.,
TCEMCHRAN WebSocket 1CHE FRt23 5 FHIZIE TN,

tcp_nopush
Syntax tcp_nopush on | off;
Default tcp_nopush off;
Context http, server, location

JEHEEEH FreeBSD LY TCP_NOPUSH EREFIEE Linux L TCP_CORK EfEFIRII, XL
IR sendfile R o B RIZIEIAT DA

o f£ Linux 1 FreeBSD 4.% XA R AN S A3k — R IEAE — D EdR
o DASEREEE WA A ST,
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try_files
Syntax try_files file ... uri;
try_files file ... =code;
Default —
Context server, location

P& SR ENE, FFRERS — MBS TIE RACEE,; AEPRAE AT B R ehitfT. X
A MR r00t Falias TEMXHZ AR, A DOBEEERFRRBISERIT (BN Suri/) His#E H %
AN, ARIAEREVEMSE, WSETEE MR &G — NS EER wri, HIA0:

location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {
expires 30s;

}

BJa— NSERTLMHRRS AW location, WTFHUR, &ia—M28thn] U2 RHY:

location / {
try_files $uri $uri/index.html $uri.html =404;
}

LA RRBIH,

location / {
try_files $uri $uri/ @drupal;
}

try_files 18R M T

location / {
error_page 404 = Qdrupal;
log_not_found ;

}

FEIXH,

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
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try_files TERFIERIZHLT FastCGl RS5 A Z BiALE PHP SXIFRIEAENE,

location / {

try_files /system/maintenance.html
$uri $uri/index.html $uri.html

@mongrel;

location @mongrel {

proxy_pass http://mongrel;

location / {

try_files $uri $uri/ @drupal;

location ~ \.php$ {

#
}

try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param QUERY_STRING $args;

... Hftt fastcgi_param

location @drupal {

fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;

fastcgi_param QUERY_STRING gq=$uri&$args;

H At fastcgi_param

location / {

try_files $uri $uri/ Qwordpress;

location ~ \.php$ {

try_files $uri Q@wordpress;

3.
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fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... HH fastcgi_param
location @wordpress {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;

# ... HAM fastcgi_param

}

types
Syntax types { ... }
Default types text/html himl; image/qgif gif; image/jpeg jpg;
Context http, server, location

Y2 RS BN N ) MIME 2258, §RATNX KNG, 20N 0] DAL 2| [F —3881
u:

types {
application/octet-stream bin exe dll;
application/octet-stream deb;
application/octet-stream dmg;

}

—MEXN SRR RS Angie — 72K, FIHAE conf/mime.types SCIFHI,
B E AL BN ﬁﬁ%*ﬁtﬂ”applica‘cion/ octet-stream” MIME 2874 m] DA DA RACE :

location /download/ {

types {1
default_type application/octet-stream;
}
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types__hash__bucket_size

Syntaz types_hash_bucket_size size;
Default types_hash_bucket_size 64;
Context http, server, location

RERBIGHRIIMAD, AXRIZERFREAEE,

types__hash_max_size

ES R document,

Syntaz types_hash_max_size size;
Default types_hash_max_size 1024;
Context http, server, location

WE RS RN, ﬁ?&i&ﬁﬂé\%ﬁﬂ’ﬁiéﬁﬂéﬁ, IHZ2 R document,

underscores__in__headers

Syntax underscores_in_headers on | off;
Default underscores_in_headers off;
Context http, server

JE R BEE IR P E SRSk P BU R T Ik, ZERT RIS, SRR 5 FRILAIE R L7 Brfhnid

NI, HZEignore invalid headers 5 HILIH,

RIZAG L server POAHETE, WA AE I BRIAARSS 45 B9(E.

variables__hash_bucket_size

Syntax variables_hash_bucket_size size;
Default variables_hash_bucket_size 64;
Context http

RELRRTHRIMAD. AXREERAHROEAGEE,

ES R M document,
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variables__hash_max_size

Syntaz variables_hash_max_size size;

Default variables_hash_max_size 1024;

Context http

.

WEEBIGHRIVRANDN, AXREEWRHRIFAER, ESRBIRE document,

http_core BEHSCRIHHRE Apache IRF5 AR L BILACHINER R, B, XEZRBIRE PR RLT

B%, 40 $http_user_agent. $http_cookie FF, ItAh, EHHAMALR:

$angie_version

Angie A

$arg_<name>

THRATHHEE name SEL

$args

THRITHIISEL

$binary_remote_addr

DL HRIE R BRI Pk, 1Pv4 HuskpOE KL

$body_bytes_sent

KIEBIE Fm 7R, ARk 1%

4 FH, IPve ik 16 FH

5 mod_log _config Apache B %B” SHGEAE
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$bytes_sent

RIXENZ P ImATFEL

$connection

RIS

$connection_requests

R A ) TS SRR

$connection_time

EREI TR (DR B0, AETFEIZRD)

$content_length

"Content-Length” 1K kF B

$content_type

"Content-Type” 1 RKLF B

$cookie_<name>

Y87F name BY cookie

$document_root

METE R root Balias TEHME

$document_uri

5 $uri #H[E]
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$host

AT ERITHBIENAL, "Host” 1R FEAFRI TN, S5 1ERILELAIIRSS 254

$hostname

M4

$http_<name>

ERIFERKTEG name BFEHONVNE . A NRIZE BT SH 7B

$https

GNSREREAE SSL B Na TN on, NN TFATH

$is_args

WERERITHESENDN 2, BN FRFER

$limit_rate

B %A & DUS AN SRR 162 Wlimit_rate

$msec

SaTiS e (CARDA AN, FEHAEIZRD)

$pid

TAEHAER PID

$pipe

QRERTESRZETE LN p, BN
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$proxy_protocol_addr

K H PROXY WMSCLEIZE it ik,

OB TE listen 82 HIEE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_port

KE PROXY WSCKATE s

OB TE listen 52 HIE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_server_addr

K EH PROXY WhSCKAIARSS Attt

OB TE listen 82 HIE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_server_port

K H PROXY WMSCLAIARSS &b o

OB TE listen 82 HIRE proxy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_tlv_<name>

K EH PROXY thHiSCkAY TLV, name 7] DU TLV BRI HEFH, EEEEN R, ZEN 7],

M LPA 0x NHISR:

$proxy_protocol_tlv_alpn

$proxy_protocol_tlv_0x01

SSL TLV thn] DAt TLV KB FRel A Ei R, A& b ss1_:

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

SFELAT TLV KB FR:
alpn (0201) - TEZEREH AR EEPHY
e authority (0x02) - & P uif& ) EALAE

o unique_id (0z05) - WE—i%E$ ID
o netns (0z30) - G4 =3 AR

o ssl (020) - 3l SSL TLV 4544
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XHFFLAT SSL TLV KB4 F5:
o ssl_version (0121) - B umEREHPERAN SSL ARA
o ssl_cn (0122) - SSL UEF5HYIE A4 HR
o ssl_cipher (0x23) - {H FH B FR
o ssl_sig_alg (0224) - A TFEBIUEBREE
o ssl_key alg (0z25) - NEARE
BEAh, SCHFPARRRTR SSL TLV KAIAFR:
o ssl_verify - P SSL IEBIUELER, WREFomiR it TIEBIFRIRIEN D 0, SNAAERME,

B T listen 82 HIRE prozy protocol ZECRIEIAFH PROXY WL,

$query_string

5 $args 1A

$realpath_root

54YHTERI root Balias 62 BIER BLIER 24, FTETFSHERCHNT N HIZ

$remote_addr

Eaabiiibil

$remote_port

& it ]

$remote_user

T IS A By da e LR (A 44
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$request

SEREH IR ARTE RAT

$request_body

THRIE,

A mMEAEIEIL prozy pass. fastegi pass. wwsgi pass Mscgi pass FTEXFERINI BRI, HTERKIKHE
BB & memory buffer I,

$request_body_file

THRARIIE N S5,

SEPREETRIN, T B MIBRIZ ST . BARLRETE RIK TG NS, AR H client_body_in_file_only. AAEARPRIE
KREON FastCGI/uwsgi/SCGI ARG A HIIE R AL IBIGIN SXAFRFRN, 08I prozy  pass request _body
offv fastcgi_pass request_body off< uwsgi_pass_request_body off Bscgi pass_request body off ¥&X
SRS SRR 12,

$request_completion

IR ELE R, 0K, &2 e

$request_filename

EF root Balias 5% AKIER URI B ATIE RS

$request_id

1 16 DREHL T RREIME—TERARIRTF, SRAH7REEIAS

$request_length

FRKE (EREERIT, SKENITERR)
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$request_method

WK%, JEE N GET 3¢ POST

$request_time

TEORACEEMR] (AR B0y, AEWHEIZRD) ; B M I 58 — 57 DR Y EEE N 1)

$request_uri

SERHRIRTER URL (F3E0

$scheme

i%ﬁ?ﬁ%, “http” i “https”

$sent_http_<name>

(ERMARN KT B name BEHONVNG . HI TR RIZERRHT S 17 ERA

$sent_trailer_<name>

TEMA R AR AR ERFB; name BFEHONING . HNRIZERBHTSHFERA

$server_addr

FEEE RIS dsfyttbtit, THRZZEBREEF FE - DRGUAMN. NIRRT, listen FELRIHETE

HusikFEH vind S8

$server_name

FEZTHR AR SS a2 PR

3.2. &5l &%

391



*web
server
FPiErM, 4 1.8.3

$server_port

FAZTRR AR S5 a3

$server_protocol

R, @ E"HTTP/1.07, "HTTP/1.1” 8"HTTP/2.0”

$status

M B RS

$time_iso8601

AHIE ], 7FE ISO 8601 FrifERS TR

$time_local

AHUR TR, AF A HEAs

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

ARZF P TCP ERERIER,; £ TCP_INFO ERETIETIHI RSt LA H]

$uri

ERAIYET URL, normalized, TEIERACEEIAR], $uri FEPTRES A EZEL, HlIAN{EHATAEREE M
BUEHRTISHR,

AR
hiE]

AR R VF IR SE £ P i k) 5 )
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=3t

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

J

FINHFZIFA e, BEEREIE DR, fEtnBlh, JE IPv4 4% 10.1.1.0/16 1 192.168.1.0/24
(RGN 192.168.1.1) DA IPv6 WIZ% 2001:0db8::/32 FLYFVi,

B

allow

X allow address | CIDR | unix: | all;
EINME —
R http, server, location, limit_ except

FRVFHEE MR Bt A5 Rl QIERFEE THREAME unix: (1.5.1), WIAVFATA UNIX BERZFHIIH,

deny
Bk deny address | CIDR | unix: | all;
L NN —
X http, server, location, limit_ except

RS E ML BRI TR, QIERFETE THRIRME unix: (1.5.1), WHEZATA UNIX BERZF I,

Geo

SRR 0 TP ik 61 B R F{E 2 &,
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BLERBI

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ilg

HE 2;
2001:0db8::/32 1;
}
B5<
geo
Bk geo [$address| $variable { ... }
LN =
R stream

iRt e &EI MR T 2 i 1P Hitlk, BRIAEMS, HHEEE $remote addr A&, {HAHLAT DAEY
B HAhA &, filan:

geo $arg_remote_addr $geo {

}

0 #i

HNZBAEERNAPOTA, FTARERERBFEIN geo LR, HARXIERICEEMRAINT
%O

MR BAMERE—NERAT IP Hikk, WIE#H»255.255.255.255” Hiidk,
Hilk R DAFEE N CIDR FRoniEHRIRTZE (ELEsA M kk) si/ERTER,
X F A Rk S5
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delete THIBRFE & FY PR 2%

default % P i AN DERCAE TR I N, TREA R R AYME, Hithhk DL CIDR FoRikts
EM, FTRAR”0.0.0.0/0” F17:: /0" R defaulte BARIGE default I, ERIMEH
eSS

include BE - NEEHEAER . ATEZMEE,

ranges TRt DEEIE 6 E. WSBNVBIEE L. N TR geo ZEMAYANE, Hilk
R g TR HER

aNIE

geo $country {

default ZZ;

include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: : /32;

127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

conf/geo.conf XHFRTREE S DL 17!

10.2.0.0/16 RU;
192.168.2.0/24 RU;

R EARITECHIE, HIan, X1 127.0.0.1 #isk, ReE#ER{E rRU, TWARZ Us,

i PRI R -

geo $country {
ranges;
default ZZ;
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 US;
10.1.0.0-10.1.255.255 RU;

192.168.1.0-192.168.1.255 UK;
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GeolP

FERMZRIER) MaxMind #4EZE, RIEE - P ke &,
YRS TPve MUEIEIERS, TPv4 HiESWEIN TPv4 BN TPv6 Hudlk,
1 U\?)ﬁ?ﬁﬁ%*@@ﬁ, AR SRERA Y, 2 --with-stream_geoip_module FEEIETIS F

O m%

AT MaxMind GeolP

B E B

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;
}
5

geoip__country

X geoip_country file;
BINME =
R stream

TeE TR o 1P ke [ SR AR, 6P I e R A AT DA DA 2R &

$geoip_country_c MFRERMNE, flan, “RU”, “US”,
$geoip_country_c —=FRIERMKAG, Hla, “RUS”, “USA”,
$geoip_country_n [EZRHHK, B4, “Russian Federation”, “United States”
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geoip__city
[F22S geoip_city file;
HME —
Hol5"4 stream

feE TR i 1P Ok IfoE 5, XA OB 2, (o8 FH I B 2R N R DARE A DA R AR

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city

P REMNACRS, Bilan, “EU”, “NA”,

MFREEZRAES, Blan, “RU”, “US”,

=FREZRMAES, B, “RUS”, “USA”,

%%W, filan, “Russian Federation”, “United States”s

EEK DMA XS (HFy “HEkRiE”), R4 Google AdWords APT HRfY
HIFEE AL,

i,

ZE,

A FRREZR X AR (X, it M A B, Flan, “48”, “DC”
EZRHX PR GIX, L, M. A BIBEHIEE), Fila0, “Moscow City”, “District
of Columbia”

Wi FR, B0, “Moscow”, “Washington”,

$geoip_postal_co HRBZRAL,
geoip_org

JF22FS geoip_org file;

HME —

HSl5"4 stream

T AR i TP Akt LR RS o FH IS i T DA DA 2

$geoip_org

HALFR, B0, “The University of Melbourne”,
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JS

R THE njs SRR —njs /2 JavaScript 15 —PF5,

TERRATHIAAD D IS 2 SIS R HEE I — 444 angie-module-njs B angie-pro-module-njs

HOBRS7 AR B

B E B

stream {

js_import stream.js;

js_set $bar stream.bar;

js_set $req_line stream.req_line;

server {

listen 12345;

js_preread stream.preread;

return $req_line;
}
server {
listen 12346;
js_access stream.access;
proxy_pass 127.0.0.1:8000;
js_filter stream.header_inject;
}
}
http {
server {
listen 8000;
location / {
return 200 $http_foo\n;
}
}
}

stream. js SRR

var line = '';

function bar(s) {
var v = s.variables;

s.log("hello from bar() handler!");
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return "bar-var" + v.remote_port + "; pid=" + v.pid;

function preread(s) {
s.on('upload', function (data, flags) {
var n = data.index0f('\n');
if (m !'= -1) {
line = data.substr(0, n);

s.done();

B;

function req_line(s) {

return line;

// BB HTTP % KAT.

/K& 'req’ WHTF T, HE
7/ W RATHIEZ B .

// ¥ HTTP Lk NE P 3t K

var my_header = 'Foo: foo';
function header_inject(s) {
var req = '';
s.on('upload', function(data, flags) {
req += data;
var n = req.search('\n');
if (n !'= -1) {
var rest = req.substr(n + 1);

req = req.substr(0, n + 1);

s.send(req + my_header + '\r\n' + rest, flags);

s.off ('upload');

B;

function access(s) {

if (s.remoteAddress.match('~192.x%')) {

s.deny() ;
return;

}

s.allow();

export default {bar, preread, req_line, header_inject, access};
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B<

js__access
BiE js_access function | module.function;
EIME —
X stream, server

BEERAE T RIBT B AR njs K% AT DAS | AR R 5K

ST E IRBT R EL B, PRSI %R DA N S50 A

S stream session Xﬁ%

TEMERT B, RAIDAMEA s.on() 7TiENEMENNEBERRHBITOIAML M EE, BEREAA N IEZ —:
s.done(), s.decline(), s.allow(), —HIEHH TIXEFEZ—, MSECHETHE ~—PN0E:, HHEE

js__fetch_buffer_size

Bk js_fetch_buffer_size size;
L NN js_fetch_buffer_size 16k;
4 stream, server

BB HATIREFIE AN Fetch APT FYZRHIX K/,

js__fetch_ciphers

JF22S js_fetch_ciphers ciphers;
FINE js_fetch_ciphers HIGH:!aNULL: !MD5;
HSl5"4 stream, server

F8E Fetch API Y HTTPS BT EHIMEEN, XEMHEEMLL OpenSSL FEREAIEE,
FERIFIRIUR T CZEEH OpenSSL hRA, RILUMEHR openssl ciphers ¥ &EHTEEAIK,
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js__fetch_max_response_buffer_size

Bk js_fetch_max_response_buffer_size size;
FINE js_fetch_max_response_buffer_size 1m;
Hol5"4 stream, server

BB Fetch APT BRUSIMA B Y e KRN

js__fetch__protocols

=275 js_fetch_protocols [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EINE js_fetch_protocols TLSvi TLSvi.1 TLSv1.2;
TR stream, server

JAH Fetch API B9 HTTPS &I E N,

js_fetch__timeout

[E27S js_fetch_timeout time;
LONINIED js_fetch_timeout 60s;
TR stream, server

TE X Fetch APT BYBEHRIS NN B, 12BN I R I OOESERT L/ S 1R EZ AN E, TAZE
MR, ANSRTE IR R N7 (e ks, ERER R,

js__fetch__trusted__certificate

[F23FS js_fetch_trusted_certificate file;
EINE —
EFx stream, server

EE—1HEE PEM HRZE CA IERIIXME, HTFMHH Fetch API 5UE HTTPS IEH,
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js__fetch_verify

Bk js_fetch_verify on | off;
ERINME js_fetch_verify on;
Hol5"4 stream, server

JERERZEFE A Fetch APT 3UF HTTPS RS 2SIE T,

js__fetch_verify__depth

[E27S js_fetch_verify_depth number;
IRINME js_fetch_verify_depth 100;
TR stream, server

BE Fetch APT B9 HTTPS RS 28IEPRERI I UFIREE,

js_filter
Bk js_filter function | module.function;
ERINME —
TR stream, server

BB I8, AT LAS AR 2,
ARV AN E I, IR RSB — R, I g aReR & DL S8 A -

S stream session X:J‘%

FERERTEL, FTRAER s.on() FTENEME ARV BEERPATHHACETEMEE, TRAER s.off() 73T

B 452 1 o

O ik

T js_filter SEBERR PR MIELER, R OCR RIS HIE, BRI, ASKRm P8 0E, 21 ngx fetch()

8 setTimeout()o
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js_import
[F22S js_import module.js | export name from module.js;
HME —
Hol5"4 stream, server

S NFE njs HIIA B BRI, export name FVEV AR EIfi 2 2310, QR ATE
T export_name, WIEFHBHRZAFRE R,

js_import stream.js;

FE, BRI stream #7FTE

AIAEEZ A js_import 1655

js__path
[E2FS js_path path;
LN —
X stream, server

IZE njs BEHLAIFT N2,

js__preload__object

Bk js_preload_object name.json | name from file.json;
BINME —
4 stream, server

FERC BN FUNE — DA N R, name FATELE njs RIEAIEEIZARTTRIN R 2RE R4, WHARTE
& name, MWIERASIEH,

js_preload_object map.json;

FELE,  map TEI RTINS S5 FH B A4

AIPAIEEZ N js_preload object 165,
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js__preread
[F22S js_preread function | module.function;
HME —
LT stream, server

BRI B VIR njs PREL, AT DAS | FIBLEL PR 2K,

ARG E RIRB LI P I, PRSI — IR, IR DA NS E0R A

S stream session XTJ‘%

FEIXBTE, A DO RS R EERR AT EE T s.on() 77EEMENE, EREHAMLNEZ
—: s.done(), s.decline(), s.allow()o HFHRXEGEZ—N, MIVERUHRE T~ FrE, I BT
AHY s.on() EARHEF

0 #i

ES ] js__preread %@%ﬁ%\ﬁﬁﬂﬁ@ﬁ?ﬁ%, Pl PLEA Sz 3¢ 1620 [E1A ltt, X Fi% ngx.fetch() =174
setTimeout() IXFER R EE, ik, EMERTE B s.on() EEAPEERPRE,

js_set
7227 js_set $variable function | module.function;
EINE —
LT stream, server

NIEEL R E njs K AT AT | FIRLHLER £,

S G R BN R R BRI AU T 5 AR B XAl AR T T — &5
ARG ICRAE ., BN, R log format F8HFIH, HACHBRKAE HEM B Z AT
PUT. XSS AT DU TAETE R AT T — L TH B,

O ik

KN js_set SEPRERSALBMRAIHEER, FrLAESCRRIPEIE, Fitt, ASRHE ngx fetch() B set-
Timeout() XAEH T B,
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js_shared_dict_zone

HIX js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

EINE —

X stream

REHZAEXERRAFRAIRD, IZXIE TR A = R E 7 0,

type eSS, ARVPBERRERE N number, BRUIAE N, HEFHYE string
YENERFIE
timeout AESEL, BN ERATE =T 2% H
evict AESE, YXIBEAEFERE, BEREIHIEEX
NGB

example.conf:
EEEYSTUTES N TEL LS
# 6OV ED EHRBER

js_shared_dict_zone zone=foo:1M timeout=60s;

# Gl — N S12O TR, HATHE,
# % R R R 98 4 A B BB

js_shared_dict_zone zone=bar:512K timeout=30s evict;

# Al — 32KV KA FH, EART:

js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));
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js_var
HIX js_var $variable [value];
HME —
LT stream, server

F—A o'y 22, [ErPIRESOR, ZRNHEAS,

SEMREM

B njs EEHRW— NS, W iS00 MR,

PRl

T TR RO, FRAER B B TP sk R,

B E B

stream {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

limit_conn_log_level error;

B

limit_conn

Bk limit_conn zone number;
EIUN —
LT stream, server

B Z NAF XA E AR R R RVPERE, SRR, RS ERRHER, flm, 152
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limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

NRYGEA TP Hitlk R — 4%,
BIEEZA limit_conn T8N, ATAIHEC B AIRRHIKIE R,
WRYHTHANEE E X limit_conn 8%, NHIXLEFEHE MET—NEC B PR DK,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
BRI limit_conn_dry_run off;
X stream, server

BT BER, T, ERERER, BRELENGFXE b, SEERNEEASE
WHHE,

limit_conn_log__level

Bk limit_conn_log_level info | notice | warn | error;
RN limit_conn_log_level error;
ETFX stream, server

B EIRSS as PR R N TR A H S =40l

limit_conn_zone

BiA limit_conn_zone key zone = name:size;
ERIA —
EFx stream

RELEAGFXBIISE, ZXERRESAEIIRS, FilE, ISR, #r] s
A, BRENMHASG, BAZRERERAPITE,

ARG
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limit_conn_zone $binary_remote_addr zone=addr:10m;

IXH, & IP ik $binary_remote_addr AEIE,

X IPv4 #itlk, $binary remote addr WIK/INA 4 F775, XF IPve HEIMEWIDN 16 75, 1E 32 A E&
F, TERERIIRSIAR G 32 88 64 =11, 1F 64 HhiEE EEA 64 &,

— IR X AT DARTFKZY 32000 4™ 32 F I APIRASEKZ) 16000 1™ 64 F 1 HPIRAS, WISRIX IS %
FER, MRS eI RIAERE,

HEE

el

$limit_conn_status

RIEPRHIE R B B Y45 5 . PASSED, REJECTED B{ REJECTED_DRY_RUN

H& #44#
R DR E RS S ANER H &,

B E B

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '

'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

B
access__log
[=2E access_log path [format [buffer=size] [gzip[=level]] [flush=time| [if=condition]];
access_log off;
2RIA access_log off;
X stream, server

WEZPHES AW path, format FMECE, A] AMER—BLERA LiEEZPMHE, BEEE - PMSHF
87 "syslog:" HiZR, BJLARCEICRKEsyslog. FIRME off BUHYHIZA| LAIFTE access_log 5%

GHERFER T buffer BY gzip ZE(, WIHET AR,
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2\
oA A )

R X KNS B SAFRIR 75 AR XT FreeBSD, 1%A/NEICIRHIAT,

JE g, BERE A
o MRTATHENESEMX;
o WIRGZMAEHELL flush SEEEERINHEIH;
o HTAEBRRENT T HES I SR,

IREERT gzip Z8L, MRMEEBHRGET NS Z R TR, B0 DORELE 1¢ (R, E40
B B 90 (B8, EHBOREL) 2B, BANERT, ZMXINET 64K 71, EHEPNIREN
1o BT DR 75548, it HESCHa] AR BEEE “2cat” i B,

A

access_log /path/to/log.gz basic gzip flush=b5m;

O HE
N THE gzip RAEARN, Angie HHEH zlib FEFTEE,

X ISR, (HIXEHEA LR
o A TAEEREREN user MIZEATEIZE HEH XA OIS FRIRIR;
o PXFEMEAN;

o BIRHEG NINESSFTIFFIEIH S, S8,  HT 7T DU ARZAE F A SO R 2 AR 22 2,
R TE open log file cache 62 valid SEFEEMINEA, 7] AARSEE AIHS

if ZRJERFAHEILR, MRFAEE N 707 BT 1T, MARILRIZRE,

log_format
X log_format name [escape=default | json none| string ...;
LN =
TR stream, server

5 H Bk

escape ZHNVTELZETILE json B default FRIFE N, ERIMER default #5 X, none [HEEMH N,

YT default X, FHF77. 7\7 PURAE/AINT 32 BURT 126 BYHAMMFERPRABES SO \xXX7 QHERARER
FIZRE, WRIER—EFRF-7,
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XT json ¥, FTATE JSON FAFERHF ALV ECRAACE S 45777 R0\ L SO\ 77 F17\\ 7,
{E/J\ZJ: 32 E@??‘%ﬁ%ﬁi{;)‘(jﬂw\n”\ ”\I‘”\ ”\t”\ ”\b”\ aa\f” E?‘”\UOOXX”O

open_log_ file_cache

=275 open_log_file_cache max = N [inactive=time| [min_uses=N]| [valid=time]l;
2KIA open_log_file_cache off;
o4 stream, server

TEX—NRAE, AT S RAREIREEH H SRS, %52 AU TS

max BB RAREE, WREFCH, WXMARDEH (LRU) kR
inactive B B A IR TFE LIS (8] AR T [R5 S PRI TRl BRIAES 10 B
min_uses BBTE inactive ZHUE I RN, SCHEE R SB/MREL,  PAMELERR R CRAFTE
ZAFHETH; EOMEDN 1
valid BERE 2SR DAH R A AREZERIN Al BROAMEDY 60 #)
off BH%AT
R -

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

MRS 4
RO R, BT HA 2 R A (E,

B E R

map $remote_addr $limit {
127.0.0.1 s
default $binary_remote_addr;

}

limit_conn_zone $limit zone=addr:10m;

limit_conn addr 1;
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ES

map
BiE map string $variable { ... };
LNz —
EFx stream

R, RERBTE IS, @SB rREEELR, fli:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

EIXH, 8 $new_variable HMERMFHWNZEE $varl 1 $var2 HAL, SEWRIXLETZERE N, N
(G5 R NINIES

O =ik
W T R(AEE AN A RBORME, BEAAT RER “map” ZLERAA N 1E RKACHIE AFIMI A,

map PRISEEEE FIE S EEREZ RIFIBU R R,
RE AR H B E NIRRT e
FAFRILEERN A X RN,

EMERIKAR L “~" FFSTF R BB TIX P R/ANT BIPLEL, BRBA 7 FFSIT SR BUE T A X 0 ARV NG RIPT
P ENZRIAAR A& an AR BHfER, 5 il LSS R B — e s S EH,

GUSRIRMES N EIARIR RS R — RS, MNP " FFSPENRTS.
SERER ISR, ZRLHAS,
ESCRA NRERS R

default value Qn%ﬂﬁﬁ%?ﬁ%ﬁ@ﬁ%ﬁ%@@ﬂ, NIRELERE, YREE default HﬂL, LN
NG RER AN FERF R,

hostnames e RIEMER] DU A TR sa A8 ENL4, SN EESIR 2 Fifh
EO

filan,
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*.example.com 1;

example. *

[y

PINGEN S

example.com ilg

*.example.com 1;

AIAEFEN:

.example.com 1;

include file wE—A e, EPhESE, TEZ NS,
volatile %E%Q%Kﬁf%fo

GUSRIFMES 22 M EE AR ATCAS, BIAnFER AN ENIZRIATCARILAS, WPRAERES — DITACHIZRR, Liedk
T4 T -

L AR R A A

2. W ATSHERS I R AT R (E,  BI4N” % ezample.com”

3. RSN RKFITERE, Bl mail *”

4. HAIERENZRER GRend B i T )
5. BRINME (default)

map__hash_bucket_size

181 map_hash_bucket_size size;
ERINE map_hash_bucket_size 32|64]128;
kX stream

BB map LEBARIFA D BIAMERR TR EFATRD, AXREEBRENTAGEE, 1§23
DLEAI,

\
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map__hash__max_size

Bk map_hash_max_size size;
FINE map_hash_max_size 2048;
X stream

BB map LEMTHRIVEAKRD. ARIZEMRMRITTFAMER, HS IR,

\

MQTT i

JEFMIHEFIRENE S (MQTT) hAH) cONNECT B tlHr4EE P 1D FIH 44 3.1.1 F 5.00

MRS M, BN BT, NIl --with-stream_mqtt_preread_module A4/HIEIH
Ho

ERE BN EERRATEMEGS, SR EESEEET,

B E B

BEE iR 1D & RS

stream {
mqtt_preread
upstream mqtt {

hash $mqtt_preread_clientid;
# ...

B

mqtt__preread

Bk mqtt_preread on | off;
2RIA mqtt_preread off;
X stream, server

PERIFETTEENT EL M cONNECT BRI HhiZIUE R, WIARIEN on, HIAREIR LN SORIEFE LI MR,
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we
server

RFiEf. iR# 1.8.3

HEE

fein

BHH MQTT fRA 3.1.1 1 5.0 MYEAAMEIE EIE,

$mqtt_preread_clientid

ME—% P 1D,

$mqtt_preread_username

A& 44,

f&i&

VPR CRZ R EARERBIEHTTP, Stream B Mail BERHPECE R BT,

B &R B

1E stream BERACFE SSL/TLS & IbJ5, EERGEE LS heep B

http {
server {
listen 8000;
location / {
root html;
}
}
}
stream {
server {
listen 12345 ssl;
ssl_certificate domain.crt;
ssl_certificate_key domain.key;
pass 127.0.0.1:8000;
}
}
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*web
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RFiEf. iR# 1.8.3

EiAd

pass
Syntaz pass address;
L NN —
Context server

ZAE W E R P I M AL BRI N ARSS 25k, address AT DAPEN TP HAIEATSs 25 H -

‘pass 127.0.0.1:12345;

BHE N UNIX BERTFINEE:

‘pass unix:/tmp/stream.socket;

AN, address AT AR RI%E

[pass $upstream;

R

fYHER TCP. UDP #l UNIX BERREEIRR,

B E B
server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
}
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
}
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server {
listen [::1]:12345;

proxy_pass unix:/tmp/stream.socket;

}

E?

proxy__bind
Bk proxy_bind address [transparent| | off;
LN —
o4 stream, server

R IR S 20 09 U IE R NFEE A M 1P sl 2k, SEUEFTAEEZ R, FR(E off BUHM
JERTEC B ABIAEARNT prozy bind FELHIBER, MTIARFRSGH B ECAR 1P Hilik,

transparent ZEUMIFMNAEAM 1P sl i tHuhiZEss, B, MR FUmiESE 1P ik

[proxy_bind $remote_addr transparent;

NTHESEEN, Angie TAEHFRIEE FTELUEIH P NXRIZ1T, 1F Linux b, X246 R
{6 T transparent 2%, TAFHFEKMNEFHEYK CAP_NET RAW BR,

O HE
PR FH R AR BN EOR B FastCGI RS 2RI M4 i &

proxy__buffer_size

Bk proxy_buffer_size size;
EIME proxy_buffer_size 16k;
EFx stream, server

BT MWBAERSS s BEUR AR X KD, IR BB T W PR R R R X RN,
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proxy__connect__timeout

Bk proxy_connect_timeout time;
EIME proxy_connect_timeout 60s;
Hol5"4 stream, server

T X WA S5 A T IE R Y N I TR

proxy__connection_drop

[E27S proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
TR stream, server

TEBRIERSS S MAH R BRE M reresolve HFEBA PT #74 DELETE ARICHKANRA G, BRHZIE5Z
M55 2RI A =i,

N P I e B AR S5 AR A B N — D BN, RIEWE L,
E time HHXTEZILER; WRIREN on, RIERZAHEF

proxy__download_rate

Bk proxy_download_rate rate;
LONINIED proxy_download_rate O;
X stream, server

BRI MABARERAR S5 2 SRR AR L, rate AR 7N BTG

0 25 FH AR R il

O ik

RAZE X MEREZER), IR Angie RINFTHM MERBIBARIEARSS 45, WIEEAER K215
T BRI P

SRERT N E SRR, EREREMRARGIERIEL T, XX RAM:
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map $slow $rate {
1 4k;
2 8k;

proxy_download_rate $rate;

proxy__half_close

Bk proxy_half close on | off;
EIME proxy_half_close off;
Holi9"4 stream, server

JE R BREEFRAZ S TCP JERNE N7 (“TCP k™). WREH, TCP KRBLRE:, HFIX
TTERR AR

proxy__next__upstream

BiE proxy_next_upstream on | off;
%ﬁi)\fﬁ proxy_next_upstream on;
X stream, server

HICIREN G BB RS A BRI, DOE R AR 2 P ImE R LSS Bt RN — P IRSSER.
RSB N — DIRSFa AT DASZ R 2= I AR ) A RR A

proxy__next__upstream_timeout

Bk proxy_next_upstream_timeout time;
Ej(l}\fﬁ proxy_next_upstream_timeout O;
L% stream, server

BRAIEEERLE] N AR5 asAINS E]

0 SR I FR
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proxy__next__upstream__tries

[F22S proxy_next_upstream_tries number;
gj(l}\{ﬁ proxy_next_upstream_tries O0;
Hol5"4 stream, server

IRHIR EREAG B 1 IRS5 as B ATRE =KL

0 R A RR
proxy__pass

Bk proxy_pass address;

EINE —

ol server

EBAREARSS d AL, address FIDARE IR EL TP Hiht, DAAZSm I :

proxy_pass localhost:12345; J

AEN UNIX BEREFIER:

proxy_pass unix:/tmp/stream.socket; }

GnERIRA T O 2k, PR DARR IR U T X Stk iHeoh, Btk ] DAFSSE IR 55 Ak
EHTH, WARES ZABEN I ; TR N H IR IRSS as SRR 2 i o

bkt T DA FH AR SR

proxy_pass $upstream; J

FEIXMIEIL R, IRSS as BARRERNRRI RS 42 i TR, AnARIRE], W@ resolver WHRE.

proxy__protocol

TBiE proxy_protocol on | off;
EOME proxy_protocol off;
X stream, server

JE S BB SS # &R PROXY PRI
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proxy__requests

[F22S proxy_requests number;
ERINME proxy_requests 0;
Hol5"4 stream, server

REAEFEFWSEA UDP MK FRIZE I Frak r & i e o, fEiEia e B
fEiR)E, RER—&FAWE T MR R — s, ST & R e e g R 55 2
FUCEITRg A S 2R N, RIE L, BE IREEN I,

proxy__responses

Bk proxy_responses number;
ERINME —
L% stream, server

REAMR UDP PN, USRS A W& P i S A, IZE A RTEE TR,
BOIANEI S, Bl R EE AR,

AREEERAE, WAL, SR, SRS B STEAREEH, WAL BN,

proxy_socket__keepalive

7237 proxy_socket_keepalive on | off;
EIME proxy_socket_keepalive off;
kR stream, server

AL E 5 W ARER IR S5 A5 AT U EFE A" TCP keepalive” 174,

" NBER T, ERFERRERFNLE,
on NEFTIFE SO_KEEPALIVE EfFI%I,
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proxy__ssl
[F22S proxy_ssl on | off;
ERINE proxy_ssl off;
Hol5"4 stream, server

JE 5 BB R S5 43 SSL/TLS #r

proxy__ssl__certificate

[E27S proxy_ssl_certificate file;
EINE —
TR stream, server

6T 5 8RR S5 25 T S0 1IER) PEM #IEB e tf, x4l DUEHZE &,
Added in version 1.2.0.

MEHprozy ssl_ntls N, ZIELEZMNSE, M2, IEBRERLFINEE T :

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__certificate__key

[F23FS proxy_ssl_certificate_key file;
EINE —
Hol9%4 stream, server

8 FINERERS 250 PEM A& NIIRAEA R, X4l DA AR &,
Added in version 1.2.0.

SRR prozy ssl_ntls I, ZIELXHERZMNBE, MAZ D HHNESNINER
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server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__ciphers

[E2FS proxy_ssl_ciphers ciphers;
ERINE proxy_ssl_ciphers DEFAULT;
X stream, server

FEE A EEARSS a3 1 K2 RS D, %S LA OpenSSL & A] FEEAIRS G 7E
FRIBIRIUR T B2 4L OpenSSL MRA, AILUMEHR] openssl ciphers fi¥ & H LYK,

proxy__ssl__conf_command

Bk proxy_ssl_conf_command name value;
BME —
o4 stream, server

TESRIEAR S5 A3 N E RN I B R OpenSSL BLE commands,

O #HH
HFHESTEHFH OpenSSL 1.0.2 B & AN 52 5,

AIDIER —BH LT 2D prozy ssl_conf command 6%, NH HHTERRE R E X
prozy_ssl_conf_command &N, XEFRLSA S E—PNECEIGFIA,

2\
oA A )

WHHER, BfEME OpenSSL AJRESEEIMT N,
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proxy_ssl_crl

[F22S proxy_ssl_crl file;
BINME —
LT stream, server

&€ PEM FRAIHEHIESSCIF (CRL), HTHIE APEARSS SSHTIES.

proxy_ssl__name

BiE proxy_ssl_name name;
EIME proxy_ssl_name $proxy_host;
TR stream, server

AVFE ST RIEARSHIERIARSGS AR, JHES IR S A BB IN BT SNT (&1,
BRINEHTY, - prozy pass HIHERFEALER 7

proxy_ssl_ntls

Added in version 1.2.0.

Bk proxy_ssl_ntls on | off;
BRINE proxy_ssl_ntls off;
R stream, server

JARR AT NTLS fISZHRE, #H TongSuo &,

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;
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O fHE
fEH --with-ntls ¥ Angie, FFEERETH NTLS B SSL J&E

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password__file

[E27S proxy_ssl_password_file file;
EINE —
X stream, server

TEE ST BHRSH, SMEMEREI—T, SMEEAN, KRR,

proxy_ssl__protocols

=275 proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME proxy_ssl_protocols TLSv1.2 TLSv1.3;
o4 stream, server

fE 1.2.0 JRARAEAETE: TLSvL.3 SHEIRMEBIBIAE,
JE FRHARERAR 5 21 SR BB E HR

proxy_ssl__server__name

Bk proxy_ssl_server_name on | off;
FINE proxy_ssl_server_name off;
TR stream, server

JE R EZEREE prozy sl name LW EMINIRSS as BARHIEIEIIITL 755 454 FRf57 TLS ¥7/& (SNI,

RFC 6066) 755 RIRARSS 88 L IEHEIN
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http://en.wikipedia.org/wiki/Server_Name_Indication
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proxy_ssl__session_reuse

Bk proxy_ssl_session_reuse on \ off;
FINE proxy_ssl_session_reuse on;
Hol5"4 stream, server

EESNKRERSS TIERNZSALLER SSL S 0E, WHR B &P W
®7SSL3 GET FINISHED:digest check failed”, WEEARZEMH 15,

proxy_ssl__trusted__certificate

[E27S proxy_ssl_trusted_certificate file;
HME —
TR http, server, location

faE T IE REARSSERIEBA PEM MXAIZEHE CA MEFSH,

proxy__ssl__verify

Bk proxy_ssl_verify on | off;
FINE proxy_ssl_verify off;
kX stream, server

J& FHERZE A B AR 55 2 UE F A9 S IE

proxy_ssl_verify__depth

[F23FS proxy_ssl_verify_depth number;
EINE proxy_ssl_verify_depth 1;
EFx stream, server

B PRARSS 2 UE B B ISR
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proxy__timeout

[F22S proxy_timeout timeout;
ERINE proxy_timeout 10m;
Hol5"4 stream, server

BRI RS AR L DS S R IE Z RIRVERS . AN SRTEEEI RN A fefmidE, W%
RSN

upstream_probe__timeout (PRO)

Added in version 1.4.0: PRO

Bk upstream_probe_timeout time;
LONINIED upstream_probe_timeout 50s;
X server

BE N ARSI R R RARTE SN 7], F T upstream_probe (PRO) 46 BCERIIRI; 4niRiE
HHIHRRRA, R KM

proxy__upload_rate

BiE proxy_upload_rate rate;
EOME proxy_upload_rate O;
X stream, server

BRI P BRI, rate MG F I EOV AR E.

0 A4 R IR
0 #ik

BRAZE N MERRER, RIRE P ImERTTITN N ERE, NEREAESRR 2 15 BRI,

SRMER ISR, XA TR AR S IRANER A 0 AT RERE A :

map $slow $rate {
1 4k;
2 8k;
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proxy_upload_rate $rate;

RDP FiE

FEfER RDP WSN,  HBABR ARVFAE M S B M SR A SR B T 215 THAIRTE B Cookies

4 MIRACHS AR, HARERIAT A ; T2 -~with-stream_rdp_preread_module MJEIEIIR /S
Mo

£ BN eFEPRIEnsEgTS, ZRREESEmES,

BLE R

HE KRR Cookie HIAR552E

XA T sticky 828 learn Biz:

stream {

rdp_preread

upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

s

rdp__preread

Bk rdp_preread on | off;
ERINME rdp_preread off;
4 stream, server

PERIFETERT . I RDP BMX Cookie FRIEEIE R, WIHRIEN on, HIAREM LT SO SIHFELI N,
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HEE

fein

Cookie {ERTE XHIRT RDP HHZARA,

$rdp_cookie

AN Cookie {Ho

$rdp_cookie_<name>

BAEHEE name B Cookie FEXMIE,

ReallP

TAEHL ] T P I HE A SO E PROXY WSSk A A AR IER S 1, U@ AE listen 162

HIIZE prozy protocol ZECKTSEIEH PROXY #MY,

Y MRS *@@lﬁ, MBI R AR YL, NAEH --with-stream_realip_module ML TR

JERE,
£ B eEPRUMSERS, ZRREMSERE,

[t

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set_real_ip_from

Bk set_real_ip_from address | CIDR | unix: ;
FINE —
T stream, server

T X E R A IEF L f n] S, QIFRAEE THRR(E unix:, WA UNIX BEZRTRHHRIEE,

3.2. &5l &%
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HEE

fein

$realip_remote_addr

TR Jstae - i i

$realip_remote_port

PR B S a7 P i 11

iRE

IR AVFIAE Fm AR TR E RIE, R RAER,

B E B

server {
listen 12345;

return $time_iso8601;

}

£

return
Bk return value;
LONNE -
R server

e ER IR e, ZEAT R ESOR, ZRNHAS,
WHE #H4#
IRV A BIRE —ME
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B E B

server {
listen 12345;

set $true 1;
}
Be
set
Bk set $variable value;
EME —
ETF server

MR RIE —ME, ZER R ESOR, 8 NH

HAE PR

T A/B R, 228 KA s M FR BOR — i FL B2 s E 2 — DRSS AR BRAC BRI 5, [R)

IPRERIRER 20 5 | S B AT

[t
stream {
# ...
split_clients "${remote_addr}AAA" $upstream {
0.5% feature_testl;
2.0% feature_test2;
* production;
}
server {
# ...
proxy_pass $upstream;
}

3.2. &5l &%
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B2

split__clients

Syntax split_clients string $variable { ... }
ERINME —
Context stream

JEIXS string AT ROIEE—D Svariable; string PRI B, SERBGAR, RGN A BT 2]
Svariable FFETFEBR{E,

WA PREUE A MurmurHash2 (32 1), HEEAMEVERE (0 £ 4294967295) % H BT BLST 208G, B
FEOVE TRERIAR N JEECAT (+) ATRAHIIAE RS 5 Va8 H AR 4 A I A7 A5 et 21 5 53 Bie AOMEL,

A

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

}

X HEGH $remote_addrAAA FRFEEIATEIGU R :
o {HH 0 %] 21474835 (0.5% HIFEAR) 774 .one
o {H} 21474836 B 107374180 (2% HIFEA) 774 .two

o {H 107374181 F| 4294967295 (P HAMUE) 7= v (—PMZFRHEH)

SSL

PR TIRARIEARSS 28 S SSL/TLS MMUAL & TAER BT R,
4 MIFACRDATEES, BRI NAEH --with-stream_ssl_module MJEIEIIE FHE,
£ BN CEPREMEGRT, ZERE SRR,

O m¥

IHAEHFEE OpenSSL &,
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B E B

N T AR T, I
o RETAEIER RYBEIR B VAL HERHIEE,
o ERIE RIRGRA,
o BEHNE X%,
o FFATREMINAIEA Edn A CBRIMED 5 728)

worker_processes auto;

stream {
#..
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B

ssl_alpn

B ssl_alpn protocol ...;
EUN —
LT stream, server

TEE SR ALPN HRAIFR, QISRE Pt ALPN, @0 A — il

map $ssl_alpn_protocol $proxy {

h2 127.0.0.1:8001;
http/1.1 127.0.0.1:8002;
}
server {
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listen 12346;
proxy_pass $proxy;
ssl_alpn h2 http/1.1;

ssl__certificate

[=2E ssl_certificate file [file];
EIUN —
X stream, server

feE S E RS R0 PEM MIUIIER SO, WNRER T FIERINETZSGE R AIES, A% LS AER
—XfEhfEE . FIERERT, AERPREIES. PEM A&XAIRHA] PURAER — X,

FRL R A kg, DUINECARZEIAIES, BI40 RSA F ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B @ ASSCREAFIE BRI E 1 RE, fERALIHMARRE, REERH —MEF8E,

O H%E
TEf OpenSSL 1.0.2 BUEERRAN, 4] DU & :
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

THER, FHZREEWEERX SSL BETNERSMBIES, XATRERAERE £ T,
A DHEE(E " data: Svariable” B file, JXAERAIDAMAZBRFFANEGIES, A H RS,
THER, PUEREERARESERERE, PR ATHIEIRS ANHIR H &,

Added in version 1.2.0.

Hssl ntls AR, ZIGLEZN D SEMAR D IEBRIEA I :
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listen ... ssl;

ssl_ntls 5

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T D5 % MLRSAE H 4 A1 A :

ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__certificate_key

[E227S ssl_certificate_key file [file];
ERIA —
o974 stream, server

faE 4 e MRS58 PEM M XHIFATH ST

O HE
FEfER] OpenSSL 1.0.2 BEERRARS, SCfF4aHa] DAERZE &,

] UFEE(H "engine:name:id” 35 file, X¥GM OpenSSL 5% name MEIEE id BFIFEH,

A] AR E(E " data: $variable” R file, XM EHFIMNERH, mAFEHA RS, EEE, FYEH
HERATRES AL 2RRE, FIUERAEIES NG HE,

Added in version 1.2.0.

Hssl_nitls BRI, ZIEXEZMPMSEIMAR 1 BRI RN

listen ... ssl;

ssl_ntls 5

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# WD\ 5% HRSAEH A E R

ssl_certificate rsa.crt;

ssl_certificate rsa.key;
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ssl__ciphers
Bk ssl_ciphers ciphers;
2N ssl_ciphers HIGH:!aNULL: !MD5;
Hol5"4 stream, server

faE A RS, %69 PA OpenSSL FEFRAIAS G E, BIUn:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP; }

FRIFIRIUR T EZZEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

ssl__client__certificate

1812 ssl_client_certificate file;
E'NIN —
EFx stream, server

FEEM THIE 22 P iiEHF OCSP MR H) PEM A8 NG CA TEHSCH:, sl stapling #U5 Ho
UEBHNFRRKGRIELEE P e RAFREIXFE, AILMEH sl trustedcertificate 5%

ssl__conf_command

Bk ssl_conf_command name value;
ERIN —
LT stream, server

RBTE OpenSSL BLE i,

O HE
LA OpenSSL 1.0.2 BUE AR, SHHZAEL.

A DATER— B EEEZ S ssl_conf _command 6% :

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

MR YT EREE X ssl_conf command 5%, NIXLEFES M _E—NECEIAE K,
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2\
oA A )

BER, HIEACHE OpenSSL AIRER SEEIMT A,

ssl__crl
Bk ssl_crl file;
E NN —
T stream, server

f6E PEM MBI mEIER X (CRL), MTHRIE & umiE+.

ssl__dhparam

7237 ss1l_dhparan file;
EINN -
TR stream, server

f&E M T DHE %/ DH 2801t

1\
oA A )

BB TRIZEEMSE, HEAZEMH DHE %65,

ssl_ecdh_curve

Bk ssl_ecdh_curve curve;
ENIN ssl_ecdh_curve auto;
T stream, server

{67 ECDHE I HhZE,
O BH#H

FEfEH] OpenSSL 1.0.2 B mARAR:, o] DAEEZ Mgk, Bila:

[ssl_ecdh_curve prime256vl:secp384ril;
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FFRME auto 8/~ Angie fE# ] OpenSSL 1.0.2 B8 EhAK#H OpenSSL FENBHIZYIE, AE
RIHMA A prime256v1,

O m%

FEfEM OpenSSL 1.0.2 BUE SRR, MR EMRSaRSHRHIEIZS IR, Fik, 8T ECDSA IE
PIEH TIE, S UEA A E R,

ssl_handshake__timeout

181 ssl_handshake_timeout time;
2RIA ssl_handshake_timeout 60s;
EFx stream, server

TEAE SSL B F-5 A AR I H],

ssl__ocsp
HIX ssl_ocsp on | off | leaf;
£ ssl_ocsp off;
kX http, server

JARZ PR UE T BER) OCSP JRliE, leaf ZEUNE P Uik HHIIIE,
FTE OCSP Bk TAE, ssiverify client $§ NI EN on 8L optional,
R T RN OCSP MR M4, IENAEE resolver F6%,

/I

ssl_verify_client
ssl_ocsp

resolver 127.0.0.53;
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ssl__ocsp__cache

HIX ssl_ocsp_cache off | [shared:name:size];
ENIN ssl_ocsp_cache off;
Hol5"4 http, server

BB P IRES AT OCSP RIERIEFRIAIMMNIAR/ N, ZE AN TR s, [
DATEZ A HE LR 55-a 8 T B R IR A4 AR 22 77

off ZRZEILMHMEAT,

ssl__ocsp_responder

[E2FS ssl_ocsp_responder uri;
ERIA —
X http, server

B = validation B WIEBEUEFIEER 7 Authority Information Access” MEHY AT OCSP M #
URIL,

{3 http:// OCSP WA 7 :

ssl_ocsp_responder http://ocsp.example.com/;

ssl__ntls

Added in version 1.2.0.

Syntax ssl_ntls on | off;
Default ssl_ntls off;
Context stream, server

Ja A TongSuo FERIIRSS 283t NTLS ZHF,

listen ... ssl;

ssl_ntls ;

O HE
R --with-ntls FEETME Angie, H5BMH NTLS ) SSL JFEER,
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./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

ssl__password__file

Syntax ssl_password_file file;
Default —
Context stream, server

HBE— ML E secret keys "%‘E@E"JY#, B R —1T b,

a1

IMECEAR, AR IR,

stream {

ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}
server {
listen 127.0.0.1:12346;
# T NBER 4 R X
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

Syntax ssl_prefer_server_ciphers on | off;
Default ssl_prefer_server_ciphers off;
Context stream, server

TEEAERER] SSLv3 A1 TLS WSS R A SE 5 FH AR 55 s S A 1T A 2 2 P it 4 o

3.2. &5l &%
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ssl__protocols

Syntaz
ERINE
X

ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ssl_protocols TLSv1.2 TLSv1.3;

stream, server

1 1.2.0 RARAALHE: TLSv1.3 SHCHMEIBUAE S,
JE RHEE BB

O HE

TLSv1.1 1 TLSv1.2 ZEUXAE#FH OpenSSL 1.0.1 8¢5 S hA B XL,
TLSv1.3 ZEUAEEH OpenSSL 1.1.1 5L EhRAR A XL,

ssl__session__cache

Syntax ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
Default ssl_session_cache none;
Context stream, server
REFMINES BRI RN, ZEA LR LRI 2
off FEASEE I SSIE% 17 Angie BAFS IR E P U2 TE A RERCE .,
none IRAHR RV 215247 Angie SRR PTG A A, (HEFR EAES
BRI SEL
builtin OpenSSL NERIZAF; (XH—PDTIEEEEH, ZERDNUASITENBATEE, W
RRGERN, MET 20480 R1F, HEHNEERFARESSFENERR,
shared TEFE TR 2 M= NERT, BERDUF T NRAEE; —IRF T RAA

PATFi 4000 =06, BNHEZREN BEEELIR. BAMERRIN%ST ] DAE
Z MRS PR BIEH T BIER. fZEFEHRE TLS 2TEEHE%H, R
JEfEH ssl sessionticket key Fa<HHMABECE,

A AR F A A7 262, fBilan :

ssl_session_cache builtin:1000 shared:SSL:10m;

(L {86 FH L 2 2 A T A (o FH P LR A7 I BE A 3K

3.2. &35,
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ssl__session__ticket__key

Syntaz ssl_session_ticket_key file;
Default =
Context stream, server

B M TIEMRE TLS SR SR MR MRS a2 AL =R R E,
TR RAER, BUNEIT, BRI,

SR EZNEH, WOUEHSE - DMEHINE TLS R1EFEE, XA ERReHR, Fln:

iz

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

TR 80 B 48 FITHIBENLEHE, PIDAEHEIT

[openssl rand 80 > ticket.key

RAESCHER/N, 8 AES256 (A 80 F1%54H) 8¢ AES128 (X F 48

ssl__session__tickets

) AT,

Syntaz ssl_session_tickets on | off;
Default ssl_session_tickets on;
Context stream, server

JE BRI TLS 215 5HE FIRIEIRE.

ssl__session__timeout

Syntax ssl_session_timeout time;
Default ssl_session_timeout 5m;
Context stream, server

T & P Al AR 2GS BN T,
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ssl__stapling

Syntaz ssl_stapling on | off;
Default ssl_stapling off;
Context http, server

JE FEEE R ARSS 88 OCSP FiNY stapling, 7l

ssl_stapling 8
resolver 127.0.0.53;

HTf#E OCSP stapling TAE, ARFGEHERILZIUET N ZEH. W sl certificate XA E ]
UEHS, MIARSS AR UEF AR & ROUE B NAZLE T ssl_trusted _certificate SUHFH,

A EE
XtF OCSP WA ENARIMET, IENFEE resolver 5%,

ssl__stapling__file

Syntax ssl_stapling file file;
Default =
Context http, server

RER, KR OCSP MIRLREK BIEE XM, MARERRS SIEFHTETH OCSP WN#,

BN DER #8358, HH openssl ocsp i,

ssl__stapling__responder

Syntax ssl_stapling_responder uri;
Default =
Context http, server

FFAE "Authority Information Access” UEFY BHIEER OCSP MiN#& URL

{NSZFF nttp:// OCSP M5 :

ssl_stapling_responder http://ocsp.example.com/;
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https://datatracker.ietf.org/doc/html/rfc6066#section-8
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ssl__stapling__verify

Syntax ssl_stapling_verify on | off;
Default ssl_stapling_verify off;
Context http, server

JE FHEZERARSS 88 4F OCSP Wi B 3k

T HEIGIE TR, IRSGSEUEPMAZNNER., WIUEBFAE R BERE SN ssl trusted certificate 655
B E NS,

ssl__trusted__certificate

Syntax ssl_trusted_certificate file;
Default —
Context stream, server

BE—TME PEM WRZET CA IEBIIXH:, FHFverify B uIER,
5ssl client certificate ¥aERIEHMHELE, XEE BT RA D RIELE R Vo

ssl__verify__client

Syntax ssl_verify_client on | off | optional | optional_no_ca;
Default ssl_verify_client off;
Context stream, server

JE R P EIEPBRIE, WIELE RIEMETE $ssl client _verify ZZEWH, WRER A RIERRILSEF A4
TR, BEBE PRSI, MR,

optional TEREFURUES, FFEUERFEEN I TRE,
optional_no_ca WEREPIES, EAZEREHZEEN CA IEFEH, XIEHT Angie MR
ARES HAA T S FRIE 45 56 UE A 1 o
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ssl_verify__depth

Bk ssl_verify_depthiﬁlﬁZ
ENIN ssl_verify_depth 1;
Hol5"4 stream, server

B uIE BRI UER

REE

e

stream_ssl BHRICFEDI N & :

$ssl_alpn_protocol

IR[EITE SSL B TR H ALPN ERERIHML, BB EHAE I TR A2 7R,

$ssl_cipher

IR[E 2N SSL T F (B RS 4 PR

$ssl_ciphers

IR [A1% PSR R RS R CRIRTE RS DA ARSI, ARAIR LA/ fl R, fin:

AES128-SHA:AES256-SHA:0x00ff

O H¥

A, FF BB H BRI R,

ZRBRAEER OpenSSL iRA 1.0.2 BRESRAR SE23CR. X TFIHMA, ZERMAEFRIEHA]

$ssl_client_cert

REIEEESZ SSLERAZF FumiEts, RA PEM M3, FRE TN, SATATEARIN_LHIRET,
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$ssl_client_fingerprint

IRFIE N SSL EREIAR FUmiE 509 SHAL 52,

$ssl_client_i_dn

IREIE N SSLOERNE EB “MAHE DN” /R, £F48 RFC 2253,

$ssl_client_raw_cert

IREIEE#N, SSL EREE FumiE+, R PEM &2,

$ssl_client_s_dn

IR[EI SN SSL R FUIE A “F DN” FAF R, fF4& RFC 2253,

$ssl_client_serial

RETE N SSL JERAY R FumiEBRIFES S,

$ssl_client_v_end

IR [E]75 F naES A  59T H

$ssl_client_v_remain

AR [ i S 2 A R E

$ssl_client_v_start

IR 6175 P e 4R H .

$ssl_client_verify

IR A% P PG IE 45 8 . SUCCESS. " FAILED:reason” 1 NONE (UNERIEBRELE),
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$ssl_curve

REIT SSL B PSRRI R g, CRIFHZARARSIH, RATE A7 EHER, Fln:

prime256v1

O HE
ZAEBAAESE OpenSSL A 3.0 BUE AN S, Xt FIHARA, LR N FFF .

$ssl_curves

IR[AIE 0 SR HIZRAIFR . CRIRTRRE ARSI, ARRIRI DA+ 7S#Ef 2R, Bl :

0x001d:prime256v1:secp521rl:secp384rl

O HE
ZAEBAHEMH OpenSSL A 1.0.2 BUE RRARN SR, X T IHMRA, ZRIERNZFAFH,

ZARUEFr =] A

$ssl_protocol

IR[E ST SSL I,

$ssl_server_cert_type

MR AR SS BIE BRI B A2 BB A RSA. DSA. ECDSA. ED448, ED25519, SM2. RSA-PSS E{ unknown.

$ssl_server_name

IR[EET SNT 1 KRIIARSS 38445

$ssl_session_id

R E N SSL ERRI R TEFRIAT,
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$ssl_session_reused

N5 SSL RIEHEM, WHRME r, HAULRE"7,

SSL FiZH

JAF M ClientHello {HE FHEEUE B ALK 1L SSL/TLS, Flini@id SNI & RIIARSS e84 ARETE ALPN H

ERHII

4 IR FTEERS, BOATEIL S AR AR BNVIZEE -—with-stream_ss1_preread_module 4

FEIEIE

R E BN EER MG, SR EESERET,

B E B

i AR 35 28 2R L

map $ssl_preread_server_name $name {
backend.example.com backend;

default backend?2;

upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;

}

server {
listen 12346;
proxy_pass $name;
ssl_preread ;

}
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https://datatracker.ietf.org/doc/html/rfc5246#section-7.4.1.2
https://datatracker.ietf.org/doc/html/rfc6066#section-3
https://datatracker.ietf.org/doc/html/rfc7301
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B R AR 55 28

map $ssl_preread_alpn_protocols $proxy {

~\bh2\b 127.0.0.1:8001;
~\bhttp/1.1\b 127.0.0.1:8002;
~\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread on;
}

B SSL hRAIEEAR 5528

map $ssl_preread_protocol $upstream {
" ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default tls.example.com:443;

# ssh F1 https fE[F —3% 0
server {
listen 192.168.0.1:443;
proxy_pass $upstream;

ssl_preread on;

B

ssl__preread

Bk ssl_preread on | off;
LoNIN ssl_preread off;
EFx stream, server

TEFIEEL B S M ClientHello 1HEHREUE B
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HEE

feim

$ssl_preread_protocol

B SRR R SSL A

$ssl_preread_server_name

T SNI IEKRAIARSS 24478,

$ssl_preread_alpn_protocols

ZPNES ALPN BERERPGIR, XEEMIES 2.

L

AEH 8 AT OB prozy  pass 825 RS #e4H.,

[H=w ]

upstream backend {
hash $remote_addr consistent;

zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;

server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935 backup;

server backup2.example.com:1935 backup;

resolver 127.0.0.53 status_zone=resolver;

server {

listen 1936;

proxy_pass backend;
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B

upstream
Bk upstream name { ... }
EINME —
ETFX stream

X —HARG S MRS5as T AR A AR . thsh, 0T TCP 1 UNIX BERFRIRS AT LIRS
(EES

R~

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend?2;

server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

}

BOIANEILT, TERAENRSS 48 Z [RE AN W S0 B 75 TR T 0 Bd. £ RBIRREI, & 7 MIERE
AR 77D 5 MERAIEF] backendl.example.com, R NAJIERIIHIAZEFE —FE="1IR%H.

WERAE S IRSS SE B ZERR, ERRPULRR T — DRSS, RISEHE, BE2IZKFH TR SS
a1k WUERFTA ARG as B8 TCIRIIG RN BIA N, 2 PR IS 5 i a — MRS e B (E AR

server
Bk server address [parameters);
BINME —
X upstream

T XRS5 AU HE R HAh 25, ik n] DAFEE A 7RI B B TP Hiblik, BR7E unix: FISRIEHE
BN UNIX BERFIE. T2 1P filkAIsRS —K0E LRSS A

A BUE X DA 28

weight=number B EIRSS 2RI EERMEN 1,
max_conns=number FRHIFRBLARSS 23 B KRIINTEENEREL, BOMEDN o, FRBAMRM], WMHRM
Sax e =AM B, MIRRHRE R T80 LR,
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max_fails=number —EETEfail timeout Y&ERIN BB 5 ARG 4318 5 R 2078, DUMEIN RS
AATH; AREIAER— N R EE I,

AL, AR ZIRAEE S IRSS a LR 2 2R AR e

0O #&iE
R I server fENTNZ NNEIR, H max_fails B HINHTEIINEFRK,
WRTEREMTSERTA server 689)5, LiFPRA— PR, nax_fails WERTEROFHAN,

max_fails=1 ERIAA RN 2R
max_fails=0 B 20T

fail_timeout=time —IRBEETEE M A BN K LRSIk S5 sl 5 RIMIEL (max fails) DMEINNARSS
e A AR MRS ERAER — I RIBANZRS A, ZEHER,

BIANE N 10 #,

0 #iE
W R server FENTNZ NN, H fail timeout B HINHFENNEE,
WIERAERNTSERTE server 1625, LEIFFPRA—DNNER, fail_timeout BB ICRFFH:ZHE,

backup Rk ss aspric & IR as. HEMSSa NAT N, REEIERGE,
down Rk 5 aspRic A K AA AT,

drain (PRO) Rl o5 RO HEHIRES; RERE B OURR I eB sticky FEMZIEIHE R, &
WERIATHAZELLT down,

oA A )
backup ZEARES hash Mlrandom FEFIE 75—,

down F1 drain JEIUE B JFHY,

Added in version 1.3.0.
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resolve J& FOA S 3A4 N B TP HHEFZR A BE O T IR, SR e mIC TR E RN B,
ZHAMEREELZNEX F; BFREE Lresolvers
service=name Je Ff#RT DNS SRV IR FH IR BARS IR, B SEER, 1BIRE resolve RS
WS, i O SREEENA,
WIRARS BIHEA R, BFREIRE RFC FRIETERG: RS BFREA _ NEIS, A
JEERJEM E _tepo I, ARS5AFR http KA _http. _tcpo
Angie B 4H S MTEMAIIRSS B FRFI EHLG /T SRV 3%, Filid DNS ZREUX
HE MRS 855K AL SR E,
o EEEHN SRV iz (BARMUERENICS) iy ERssds, &
ISR NI IRSS B QIRTE server HILE T backup, FEfLicdm
SRV IExfET NI IRSS o, HARIC RIS,
o WEFENEL LA A RIEEEIRS 2% AEBE, BEINEREZ, WRH
server 52 H1 SRV ICR[AN L ENE, NHEH server B EIIINE,

HRFI & _http. _tcp.backend.example.com iCK:

server backend.example.com service=http resolve;

Added in version 1.4.0.

slow_start=time WEIRSIHEMN LLNIKE weight WA, WRABIIE LA round-robin
K least conn FiiEe
MERETIZE HAERSSHEXRBEO T HMEE (Hmna fals
FMupstream__probe (PRO) TEX) , MIARSS 2841 73 BC AU [E] AAR 20 Tk 2 H
FEE IR,
WERARLEIZAE, AT ACUE RAIARSS a5R 7 BT & HAS E FIALE,

O ik
GRAE LW A — server, M slow_start JERTFRIERHE,

state (PRO)

Added in version 1.4.0: PRO

Bk state file;
HME —
LT upstream
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T2 LA SS e IR AT fileo M BAHIEZERN, SO PAAESPIRITEE /var/1ib/
angie/state/ (/var/db/angie/state/ 1f FreeBSD ) HRRAMIXLE S, FbE R FHELERE
ISR EEA TR

upstream backend {

zone backend 1m;

state /var/lib/angie/state/<FILE NAME>;

MRS5S ERINRHIAE LU T server, BYIBHHELE APL X /config/stream/upstreams/ #o3 HHBIARSS 2R
TTHEATEAN, XPFNBRMR A AN, XIFE Angie B 2)ERAC E EHTINEIN BEEL,

)
oA A )

BE upstream A state 1652, MRANA server 16%; Mk, BEBHMAE - TMHENFX

(zone)o

zone
X zone name [sizel;
EINE —
X upstream

TEXSEEANFEXRIZIRFIRD, A X R AR BRI TR 2 A =R TS, 24T
DR —XIR, ERAME T, RTHEE—OOR/NRIA],

feedback (PRO)

Added in version 1.7.0: PRO

=275 feedback wariable [inverse] [factor=number| [account=condition_variable]
[Last_byte];

LN —

EFx upstream

7 upstream & T BRI AEIIEALS], EahARBE AR, BRI E T DIHF
VIRE, ZER variable IR TEMERZM, HZ—PANESHRZAR,

Rz N2
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variable MHREUR RER R, ENARRIERESREIE R, I X REE L,
i%ﬁﬁ_VK}AE%W@EZWE??WE, HIRHE inverse Fl factor K EIMN AR
EME,
inverse MRIRE, WRBESRIARERE, BWRERIRAER R AITERE,
factor RIGHETE H EEER B E T, BRUER T 0 1 99 Z [AHEEEL, BAIAME
H—90,
SEY R R 18RS AR E,
78K, ESEZFER BN, GREFIRED 90, 45REE 90% K%L
HI{EFIY 10% HIHTES,
account fEE— MR, T EEHNANEERMAITTE, AEYKETERN v 5
non I, SEMMEA SEHRIRE,
0O #&iE
FONERT, RERN REAEREETES; &G Supstream__probe ZBES
account WIDUFHELIEIEN, SELEHMHEMTHPIA,
Al

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;

server backend2.example.com:1935 weight=2;

map $protocol $feedback_value {

IITCP n
IIUDP n
default

100;
75;
10;

map $upstream_probe $condition_value {

"high_priority"

"low_priority"

default

”1";
||0||;
||1||;

X R AR A R = 05 R AT B R ORI 55 A% 0 R BN A B9 R A, R BRI T — A4
MSupstream__probe BRESHIZRAE, (X high_priority RIMBLEHLIZ F i =16,
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https://en.wikipedia.org/wiki/Exponential_smoothing
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hash
HIX hash key [consistent];
L8N —
LT upstream

op

T EIRSS A R St i, HAP & - IRSS Se i S LTI 7 B e, Bnl DIE S A, T8 AHA
(1.11.2), fEHRH:

hash $remote_addr;

R, INEERRIRSS 48 0 68 S B E LG R H BN ERS 8. % EFHEA Cache:Memcached
Perl %,

MIRAEE T consistent S, KM ketama —BEIGH /75, & IEMRNAE D BURTERS
AN RS BRI B R G BN R AR S5 A%, XA TIR&GRFIRS SNEFmHR, ZITIERE
Cache::Memcached::Fast Perl £, H. ketama_ points ZEZE N 160,

least__conn
[F227S least_conn;
RN —
Holi9"4 upstream

e —PDAE ARSI R, B RS ENEINE SR D IR &S, RN BRS8N E, W
REZ DRSS, WS A T 77 R =,

least__time (PRO)

=275 least_time comnect | first_byte | last_byte [factor=number]
[account=condition_variable];

LN —

TR upstream

BRI, HAER R BTSSR S5 a5 BB 5 WS Ffr e (-2 RIS s Wiz TR, AR
55 AR W I ERL 2

connect 6275 TR ERE I AR B XTI 1)
first_byte 54 (o PR AT 7 38 — 157 B P I T
last_byte 54 (o P A e R M L A ~F- £ T
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Added in version 1.7.0: PRO

factor HFSresponse_time_ factor (PRO) MHFRER, HERENES,
account TEE IR E R Y B ST R PR FRE, FEMNEBERNRFEERN
nn Ez non H;J‘E%ﬁo
O ik

FINBHT, N FEESEHES; 458 Supstream_probe &S account
AU HERETEN, sE B HRREAMPT A NE,

MN RS EIME, 433 factor Fl account PHEESS, WIEARSSESHY health MRHEN connect_time,
first_byte_time fll last_byte_time EIMLT API Wstream upstream metrics Ho

random
=275 random [two];
ENIN —
4 upstream

faE — MR B TTE, HIEREEZIRILERRIIRS A, [R5 EIRSS dAIPEE,

A[IER two ZEIER Angie FENLEREM MRS, AREMHRHEEN T ZEIEE —TIRS 2R KIAGE
least _conn, FEIEREBRTENEZEEIR/ DRSS 5,

response__time__factor (PRO)

Bk response_time_factor number;
ENIN response_time_factor 90;
Holi9"4 upstream

B Bleast time (PRO) TEIIMTTERFRE T, Y5 f5800E025 115 BRI, R fi—MERT
CRSSILIVARYETS

FEEH number K, FEX FEMEREIE)N, RfEE T 90, WIEETER 90%, #HHEALY 10%, A
BEZETEEM 0 #1199 (&),

N s E Y EFEMRS 281 health XN RHIEN connect_time (J 37 3% 2 Flt 75 I )
first_byte_time (FEWMIREE— DRI M last_byte_time (IEWSEREMNIN FrFRNE]) 23
T API Wstream upstream metrics A,
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O ik
PUSTIMARL 25 BB, 2 A RIIBINER F prozy  next upstream FELHPRTE,

sticky

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Bk sticky route $variable...;
sticky learn zone=zone create=3create varl... 1ookup=$lookupivar1... [connect]
[timeout=time];

L8N —

LT upstream

FLE 2 P I BB AR S5 A B, N TE X T sticky HIIRSS A HHEZIER, #H drain &
IRTE server HeHA,

A EE
sticky T DIERTH IRE MBI TR Z M, SURAEER,

route *ﬁﬁ

A TS S RIBS BIPRIRTE, FTDARA Angie RATDAVIRIAMEATER B, ERIREHERIR, KN
BT IOE AIE, EaFRXEFRIRFEAEE, WAREEES,

e, Y5 MRBEARSS SR EIEEN, Erl DOV P Bl — NS H, FHDAROT #AIE A 77 =& [E H AR IR
o server 82 M sid SEEVMELFFER BHFRRRT, £, Qﬂ%iﬁﬁ?stickyfsecnzt 182, ZSHSw
BINE T

A B P 1 FR B 2 i ) JE SRR L 5 IR S5 A A R BORRIRAY, TR RN T Angie ZERHT,

ERAIH T TH BRI E R R, R NEZS RS IRSS A, SRS - M ESZE; RERHE
Hserver 162 W sid ZEIHAT RS, WNRIEREIRSS S RIS PMIEIRSS o TR &R, WRYERC B R 114
YT IR — DRSS

1Et, Angie £ HE X $route LR EIIRIRRF, L EMSssl preread server name Mt GEREHM
JaFssl_preread) :

stream {

map $ssl_preread_server_name $route {
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a.example.com a;
b.example.com
default

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {

listen 127.0.0.1:8080;

ssl_preread

proxy_pass backend;

}

learn B (PRO)

AR SAE I B4 IR B PR oo 5 R e RERAIR S5 8 5Kk, B RTE, ROV E BTN iR &, &
HENFXISFERTE, H SRR S TEPRIRAE 7T

TEME, FEToRBRBHARSS aAE B IR R1E, create Ml lookup ZHFIHFRUNIQI T S TEMI &
PIA XERZ R, MDSEE] AR,

RNEFRIRFTR S — NP RIME, ZEREB create f87E; BN, XA LR AHLRSS #5102,

RV EEHENE X HAFFIR/NE zone ZEIRE, WMRZIETE tineout BEMIN HPALREE
ANEsh, WRHEMER, I 1 /b,

i B IZ RIE R P o 0 S SRR L & HARRARE, BRI R AT lookup fHERVIF LR, H
ERSHZRFPRI TR, GRE R RS de R I MG IR S5 aR TR RS2SR, WIHEAC B A T8
W7 IR — NS5 A%

connect S NVHE SRS e B IER GBI STE, G0, {TEAHEER TGOS,
TE I, Angie fEH $rdp  cookie ZZ B QBB

stream {

upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;
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sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {
listen 127.0.0.1:3389;
ssl_preread 5
proxy_pass backend;

}

sticky__strict

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Syntax sticky_strict on | off;
Default sticky_strict off;
Context upstream

JERI, WRFrRHIARSS A AT, Angie RIARFumR EERE IR, AR E M HAMAT RS &, 1E
an4 B A AR SS de AT I IR

sticky__secret

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Syntaz sticky_secret string;
Default —
Context upstream

¥ string BSINN MD5 WA ERENIERE, BT route B TN sticky 82, string AJLAEEZE &, Hla0

$remote_addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

3.2. &I, &% 459




*web
server
FAPFiEE, IRA& 1.8.3

sticky route $route;

sticky_secret my_secret.$remote_addr;

REMITERIGRAE L, ERSZ S0 UERS B -

$ echo -n "<VALUE><SALT>" | md5sum }

HEE

fein

stream_upstream BTN ELR &

$upstream_addr

OR¥E_ LIRSS A 1P RIS, B0 UNIX SSERTRIME, ARETEREHEIARKR 72 MRS 4,
HHnk POE S50k, Hlin:

192.168.1.1:1935, 192.168.1.2:1935, unix:/tmp/sock

WIRTCIEIEEERSS 78, LRI E server group B names

$upstream_bytes_received

M LIRSS SRR 8, 2 MERRERUE S 208, FREUT Supstream addr ZZRFRRIHIIE,

$upstream_bytes_sent

RIXE LIRSS SR8 2 MERIELUE S 2R, FREUT Supstream addr ZZRFRRIHIIE,

$upstream_connect_time

HEAE LR S5 A RO ) B DAY N B, R B =R, 2D ERAIN R PUZ S 2 FE, K48
T Supstream _addr 22 &AL,

$upstream_first_byte_time

B — D W BUERVI (R N A DARD Oy AL, RSB 28, 2 ERANEDUZ S5 70, KM
T Supstream _addr 2= EHIHIHE,
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$upstream_session_time_<name>

RERFSE TR, DARDONERAL, KEWHEIZRD, 2 MERRIN B POES 20, K0T Supstream. addr ZEEH
At

$upstream_sticky_status

RE MR IR,
o FERZ I F 2| _E e AR S8 R E
NEW Toh S B ERE,
HIT SRS B A RE S 2 P AR I S o
MISS SRS B R RE RS 2 i o By BRI E R S U

ZMEEELUESTIE S0, RUT Supstream  addr ZZ 2 PR HiLE,

LRt

HEHL N stream upstream SEIF B EIRE

B E R

server {

listen ...;

# ...
proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=5s
test=$good
essential
fails=3
passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

3.2. &I, &% 461



*web
server
FPiErM, 4 1.8.3

0 #i

fRHE RFC 2616 (HTTP/1.1) 1 RFC 9110 (HTTP i&X) #E, HTTP kFA#H CRLF 741
(rn) #H175008, MARELUFEH n.

EL
upstream_probe (PRO)

Added in version 1.4.0: PRO

Bk upstream_probe name [port=number]| [interval=time] [test=condition]
[essential [persistent|] [fails=number| [passes=number| [max_response=size]
[mode=always | idle | onfail] [udp| [send=string];

LN —

R server

TE X — N E Mupstream  HNT R ZEFERE, XLHEMF location L NXHIEIT
upstream_probe ¥§% Aprozy pass f6E. B, Angie ARYEHALELE B2 HUE RN LiFHRY
BT A

Qﬂ%ﬁ%ﬁﬂ@%*ﬁy}, HEZER| upstream_probe %’éé‘ﬁ’ﬂﬁﬁﬁ%iﬂz&%uﬁﬁﬂ%ﬂ%’éé\ location EF
SAER BRI E, G prozy next upstream Y&, NI sABIERNGEL

NT R, EFREARZREXIR (zone), — A LiFAT DARCE 2 MR
BN
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name
port
interval
test
essential

persistent

fails
passes

max_response

REFRYRA TR AT,

REFTE KA 28 FH G 15

REF Z A [E]fE. BRIME—5s.

REFHOZRME, & OB BT, WA RS HETy v 5 nor, MIREAIEL,
WERIZE, WEFREEL Zf/i, RS SRIRE P uRiE R,
WENSHFLEREH essential; WIN NN persistent 17 fENLE HEL
ZHITFEHEGE R, Mol iR,

{5 REME RN IE SR AR . BROINME—1,

il U R R E Sl I R, ERIME—1,

M 2 B K INFER /N WERFEEZAE, WIEEH NN ERE, ERIME—256k,

mode REHRSL, BOR T R AR BEIR :
o always —JCICIRZSAMAIERIITT
o idle —{RMIAMEEERY AT H EIXREFuRiE R OREI interval AU A,
o onfail —{IRIIAEERERYTI M
FRINE—alvays,
udp GnERfEE, WEAH UDP HHSGHATHRN, BROANEO T, fEH TCP BEATHRN,
send FTFARERNEEE; XA DU A RIS data: HIFRF BB A BERII 4 (0
FEEBHEXN T /usr/local/angie/ HF).
aN/IE

upstream backend {

zone backend 1m;

server a. example .com;

server b.example.com;

map

server {

listen ...;

# ...

$upstream_probe_response $good {
~200  "1";
default "";

proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe

port=12345
interval=bs
test=$good
essential

persistent
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fails=3

passes=3

max_response=512k

mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";
}

REHRCEANT

o B, WRIEEEVHEEER TE essential AT ASEICE P UHIER, IR EWER
FAT SR Z RIBOA R, MBI persistent #REN, WA IXAEIREE, WA A2
fERERY,

o RN RBCER FEATIREHAS] fails BT RIEE maz fails, MZTTRBPONNBAEER, T2
RO P g Ko

o N T MBI S BRSO R IR, S HACERN Fra R OUREI% H [ passes; ZJa, I&

=EEmaz failse

HEE

1]

stream_upstream ERSZHF DA TN B &

$upstream_probe (PRO)

METESN N upstream  probe HIFEFR,

$upstream_probe_response (PRO)

FEH upstream.__probe BLERIESNIREHYIRIFEUCEI IR A A,

O FARISEEL T ALTE TCP #1 UDP EERRIEATIRE | IX WHEE IRSS e i, TS i b, BCE AL, SSL/
TLS ¥, DAKERATRARS (EdERE,. DNS FIHAMLE TCP #1 UDP #ERNPHY) MiERE,

AT AR AR T IhRE, (AEAERENS R B FTR 55 a8 DA 2 S5 AT SR R

4 MNIEARA N, HEIRBIARITE; ENIEN --with-stream MEIETE M, fEKE BAINCE
RGBS, ZERE U SERRET,
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B E B

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
stream {
upstream backend {
hash $remote_addr consistent;
server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;
}
upstream dns {
server 192.168.0.1:53535;
server dns.example.com:53;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;
}
server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
}
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B2

listen

BiE listen  address[:port] [ssl] [udp] [proxy_protocol] [setfib=number]
[fastopen=number] [backlog=number] [rcvbuf=size] [sndbuf=size]
[accept_filter=filter] [deferred] [bind] [ipv6only=on | off] [reuseport]
so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

EININ =

R server

RERS B EZIEENEETN address 1 port, ] LMFERE port, MHE Ang
IPv4 (DARJERNE IPv6) #E0, Hulbthrl DU F4144, Hlan:

ie R W AT A EY

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # [F] *:12345
listen localhost:12345;

IPv6 ik 775 S5 7E :

listen [::1]:12345;
listen [::]:12345;

UNIX HEZFH uix: §IREE:

[listen unix:/var/run/angie.sock;

Uit 1Y L 36— AR5 — D 715 0 b -

listen 127.0.0.1:12345-12399;
listen 12345-12399;

O =%
ARIRIARSS 25U R address:port A&

ssl FRVFHEE AITE FE I 1 _ERESZ AR M AE SSL B TR,
udp AL B T BRI I BT, N TR —STEHACERR B R — bk A O

AR, ENIEE reuseport ZEL,
proxy_protocol  AVFEEMETEI I FEZAIERENEH PROXY Wl

listen 16 FI A JLN S ERTHRIRGE A RIS,
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setfib=number

fastopen=number

MIEERTHER IR E R R, FIB (BJ SO_SETFIB J%&W), IIEEH il
NFE FreeBSD LHRL

MW ERET R TCP Pd T, FHIRHIH AR TS =IRIE FHNEREASI R R K
K& <https://datatracker.ietf.org/doc/html/rfc74134#tsection-5.1>,

Y
“‘ IJ\ Iy

section-6.1> %(7\,

FRIEAR S B3 REMB AL B EZAHEI Y SYN EHEfL <https://datatracker.ietf.org/doc/html/rfc74134#
A NTENE S FH I IRE,

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred
bind

ipv6only=on | off

’E listen) AT backlog S, BRHIFFOIIEE AR SARKE, BOA
IHM T, TE FreeBSD. DragonFly BSD #l macOS I, backlog BN -1, fEH
fibr- 5 LR EN 511,

WE R ERTRHERE X K/ () S0_RCVBUF I£TR),
WERTERTZRRRZMX K/ (I So_SNDBUF i£IR),

WE BRI ERTNEPOL RSS2 FR (B SO_ACCEPTFILTER JEIR), TEKHE NIERE
RIB4 accept O ZANIIEEAN T, HINEEIAE FreeBSD 1 NetBSD 5.0+ EHZK,
AJ$52EY dataready I httpready,

F6/R1E Linux BfERZEIR accept () (Bl TCP_DEFER_ACCEPT EHEFIEIN),
HSEEETR NG TEN address:port HEWATHEIMA bind O VW, Lhr L, WIRE
Z N listen 15 EAMRR port (BARIRME, 7 HHA— listen F8ONATE
i BRI R A HIE (*:port), W Angie fNEX *port 1T bind O, TR EFEEIE,
TERXRENL N, KA getsockname O FRGEYH FH DA FE R HIbE, 12R
fEH T setfib, fastopen, backlog. rcvbuf, sndbuf.,accept_filter,deferred.
ipv6only. reuseport 59 so_keepalive S8, WINTEHERN address:port HE
RHRZHEAT IR bind O

WS¥EfE (81 1PVv6_VeONLY EREFIEIN) IPve B Iri@hictuit /) F2a&
(%2 IPv6 JEREERIINEER 1Pv6 Fil IPv4 Rz, WSEIRINTE. EHREER
N IEE—IX,

reuseport WSEFE TR AN TAEROE — MR A IRIT &S (fE Linux 3.9+ 1 Drag-
onFly BSD _L-f#f SO_REUSEPORT EfZFIEI, S(TE FreeBSD 12+ _Lffif
SO_REUSEPORT_LB), TRV PRXTE LAFERE < Bl Bofe NiEHE, IHIIRE H AiT{XAE
Linux 3.94. DragonFly BSD 1 FreeBSD 12+ EHR,

oA A )

AL IR RER R L 2R A,

so_keepalive=on | off | [“keepidle]:[keepintvl]:[keepent] BLEMEWTEREFH"TCP REHESN” 1T,
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. WRABMRHSE, NN ERTAEVBRERARINE,

on NERFIVE SO KEEPALIVE %I,
of f NERF I SO _KEEPALIVE %,

FUe R E R G #5(4iH] TCP_KEEPIDLE. TCP_KEEPINTVL 1 TCP_KEEPCNT EfEFikTifE & NEZ I
fitt Ei% & TCP {RFEFHENSE EIRAS E (HAT, Linux 2.4+, NetBSD 54 F FreeBSD 9.0-STABLE),
A DA A keepidle, keepintvl 1 keepent ZEGHITHCE, AJAEME—DEIN NS, EXRERT, £

XHRH R BB I I RGO IR E
foan,

so_keepalive=30m::10

1

KAESINEN (TCP_KEEPIDLE) ¥EH 30 7380, FRMIEE (TCP_KEEPINTVL) tREFHNFRSEIN

8, FIHRMIEL (TCP_KEEPCNT) %E8 10 IREEM,

preread__buffer_size

Bk preread_buffer_size size;
2RIA preread_buffer_size 16k;
X stream, server

8 preread FMPX IR/ N,

preread_timeout

[F22FS preread_timeout timeout;
A preread_timeout 30s;
TR stream, server

Y8E preread [TEXHIFERT,

proxy__protocol_timeout

EIA proxy_protocol_timeout timeout;
ENIN proxy_protocol_timeout 30s;
R stream, server

TEE B PROXY WMSCKBATERA) timeout, WNERTEMEIN A PAIAREHEIEN K, WIERRR ],

3.2. &5l &%

468



*web
server

RFiEf. iR# 1.8.3

resolver

HIX resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

LN —

ERx stream, server, upstream

LB TR Ll AR S5 ds A4 PR A ik B A AR AR S5 4, 4

resolver 127.0.0.53 [::1]:5353; J

Huhlm] DS ISA4 80 TP Hiutik, FFalidesisiem . ARRTEE O, WA 53, ARARSS s DATE
7T A,

BINEOUT, Angie SEHMERE) TTL (HEAFE R, AIER valid Z2RAFESE:

valid A& valid SENFE %75 HIANM,
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BONBEUT, Angie EENTIN &R TPv4 F IPv6 Hifik,

ipvé4=off 2 1Pv4 HihERIEK,
ipv6=off 2 1Pve Ml &K,

status_zone AESE; RATEREXBRFUE DNS RS a5iE RFMINFEFR (/status/ re-

solvers/<zone>)o

O i
i1k DNS H(%, BHAEE 4 2 2R ZEEA MM HECE DNS ARSS a8,

O ¥R

MIE Docker HIBTTH, EFEPIER DNS RS asHbbl, #ian 127.0.0.11,
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resolver__timeout

Bk resolver_timeout Mf[H];
ENIN resolver_timeout 30s;
Hol5"4 stream, server, upstream

BRI R, Flan:

resolver_timeout 5s;

server
Bk server { ... }
£ N —
X stream
EARSS AR IIBCE,
server_name
B server_name name ...;
A server_name "";
EFx server

R B LIRSS 2B AR,

A IR

£ stream BiH, server_name ffi T Server Name Indication (SNI) 3 HAUEMH T TLS &, &
FHE, BHACE TLS &1k SAEMEMNE server LHEH TLS FizEL,

RIECE

server {

listen 443 ssl;

sServer_name example .Com WWw. example .com;

ssl_certificate /etc/angie/cert.pem;

ssl_certificate_key /etc/angie/key.pem;
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B NRIRRE O LIRSS 232K
MRFaAIRATAEE RS (%), HT BRI E R

server {

server_name example.com *.example.com www.example.*;

¥

IXEEL AR IEBCAF AR (wildcard names),

MERT DATERR S5 SR A AR IEMFOAS, TTIRRERFRATIN LGRS (~):

server {

server_name www.example.com ~ www\d+\.example\.com$;

}

TE 2T DA S ARAEL, XS REEL T DA T E

server {

server_name ~ " (www\.)?7(.+)$;

proxy_pass www.$2:12345;
}

IEMIFRIA A an Ak = O 28 i n] DAfE HoAthfis & (A -

server {

server_name ~~ (www\.)?(?<domain>.+)$;

proxy_pass www.$domain:12345;

}

MR CHIZEILE D $hostname, WIFHANLERHI EH,

RIS HAREBURUIRST a8, QRIS Z e 2R AT ES (140 (R 2 3@ ELAF 44 o e 2k

L), FRHEIR U MESES0RsE s — NI A
o FEWATR
DA SIF LI KIBACT 24K, BIAN, *. example. com
« DESEHRNRKIEATZIR, B0 nail.
S PMLELAIEN A (P4 IERCE SR )

A TR
XF TLS #EH, E/EHSSL Preread BHE,
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
BRIA server_names_hash_bucket_size 32|64]|128;
X stream

R EIRF ARG RARE AN BRNMEBIR TG R AFATHIR ),

server__names__hash_max_size

Bk server_names_hash_max_size size;
LN server_names_hash_max_size 512;
TR stream

BB SS SR ARG R AR AR,

status_zone
Bk status_zone zone | key zone=zone[:count);
LN —
ol 94 server

DN EZ AN XIB AR /status /stream /server zones/<zone> BIFEHT.
£ server b NICAT DAL= R — XA TEHRE ISR
BH zone IBIEZRH BT XHIFTA PR S IR — DML EAFXE:

server {

listen 80;

server_name *. example .com;

status_zone single;

# ...

BRIBIEEH AT SEC
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key UELRBNFAFE, HERE TEREXSTIIH, ARG EEREE

ANERR I N —H, RIS RN, WAEH R,

zone HENE XA FR,

count  (AJi) W ERARPRA B R 0 B, AN key (HET IR, NWAHRFENTAN zone T

BIMED 1o

ELANRHIF, FrE =M $server_addr {HAEREH /7 E] host_zone Ho XN FHMHE—H
$server_addr EREFFEFR, EENAF| 10 NMebrd, —HIAFHIREI, (EMEIMNY $server_addr {EH¥

BWEETE server_zone N

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;

# ...
}
server {

listen 3306;

proxy_pass backend;

status_zone $server_addr zone=server_zone:10;
}

K, BERRIFEPRTE APT e MRS 8 < TRl Ed.

stream
Bk stream { ... }
EONIN —
EFx main

TRHECESF B, EHATEERRSS 2.
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tcp_nodelay
[F22S tcp_nodelay on | off;
ERIN tcp_nodelay on;
Hol5"4 stream, server

JEEZER TCP_NODELAY &I, ZIEWON 25 P A AER AR 55 8 105 )5 .

variables__hash_bucket_size

PR variables_hash_bucket_size size;
2RIN variables_hash bucket_size 64;
kX stream
ELBIBRRIMAA ) ERHRIEAE EAE IR SR g ft,

variables__hash__max_size

Bk variables_hash_max_size size;
2RIA variables_hash _max_size 1024;
4 stream

BB RIRAKRN EMARIENE B ERMAY SR i,

—y
N

3

Bx

el

stream core BRIRZ LI TN &

$angie_version

Angie fRA
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$binary_remote_addr

AP AR B Fmtiil, 1Pva HUBEREREIRZON 4 777, TPve Mol 16 17

$bytes_received

M PN T 8

$bytes_sent

RIRBZ P Im ) T 8

$connection

EREPYS

$hostname

FEH4

$msec

SN R (AR ERAL, FETREIZRD)
$pid

TAEERER PID

$protocol

5% P @ EE AP TP 8¢ uDP
$proxy_protocol_addr

KH PROXY WMSCEKIIE P b A AUEILTE listen Y62 HIEE proxvy_protocol ZHEKIAH PROXY
W
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$proxy_protocol_port

KB PROXY WHSCEkAYE P it [ A UE IS E listen 82 I E prozy_protocol ZECKGH PROXY

o

$proxy_protocol_server_addr

KB PROXY WHSCkAIARSS ds b s U@ 1L listen F52HIRE prozy_protocol ZECKIEH PROXY

B

$proxy_protocol_server_port

K H PROXY tSCEKATARSS g it A UEIS E listen 82 HIRE proxy protocol ZECEKAH PROXY

Wo

$proxy_protocol_tlv_<name>

KH PROXY #HCKIY TLV, name AILAUZE TLV KRsHEEE, EEHEEOT, (EAH/HEHIF
PA 0z NRHTER:

$proxy_ protocol_tlv__alpn $proxy_ protocol_tlv_ 0x01
SSL TLV tr] D@ TLV KRIAFRSH B EHIR], MEHARA ssl NHTEL:

$proxy_ protocol_tlv_ssl_version $proxy_ protocol_tlv_ssl_0x21

XEPAN TLV KBEF5:

alpn (0z01) - EEFEH AR _EZETRY
authority (0x02) - % F & IEH FAHLSIE
unique_id (0205) - We—i%4% 1D

netns (030) - w442 EI B FR

ssl (0x20) - — Bl SSL TLV &5ty

FTHPAR SSL TLV KAk

ssl_version (0z21) - B UEREH AT SSL iRA
ssl_cn (0x22) - SSL UEF5 1718 F 2%

ssl_cipher (0123) - (RS AR

ssl_sig_alg (0v24) - A TREBIERIETL

ssl_key alg (0225) - NEAREIE

AN, SZHDURERiR SSL TLV K74 FK
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o ssl_verify - P SSL IEBRIELER, 0 Fong it TIERHRIRIE, FFRREMBEL,

OB TE listen 82 HIRE prozy protocol ZECRIAH PROXY ¥,

$remote_addr

2 v ik

$remote_port

& it ]

$server_addr

BRI IRSG st BN T B EEE FE—RRG T, A TRRRFEE, listen 820G E
HusikFEH vind S8

$server_port

PAZERERINRSS dsvin

$session_time

RUGRSE TR (DR By, AEIAEIZRD)

$status

REIRE, ATDLRA R Z—:

200 XIERRINTERK

400 % PR TCIE T, Blan, PROXY Whisck

403 Vil Lk, BN, Y4 R BRI SE e P v i
500 NHRARSS e tE iR

502 FIRAIMISE, Blan, WnSICIEERRE TR LRSS A
503 ARSSARTH, Blan, YRSz ez RS
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$time_iso8601

ISO 8601 FRAERS A A 5]

$time_local

DL H A S AN )

HBHFARIR

NIE HTTP

f5e

auth_http

722 auth_http uri;

ERINME —
94 mail, server

%E HTTP INEARSS 281 URL. WRNHIRW F 2,

auth__http__header

Bk auth_http_header header value;

EIME —
ETFX mail, server

Rt E KBRS & IR EAR S5 ST SR o e SKEk AT AR

filan:

B, DARIEIE K2R EH Angieo

auth_http_header X-Auth-Key "secret_string";
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auth_http__pass__client__cert

Bk auth_http_pass_client_cert on | off;
FINE auth_http_pass_client_cert off;
Hol5"4 mail, server

Fe” Auth-SSL-Cert” Sk#BS PEM 830 (urlencoded) AU i UEFHTANEN A AL INIEIRSS a5 A1 K 4,

auth_http_timeout

[E27S auth_http_timeout time;
LNz auth_http_timeout 60s;
TR mail, server

R B S IANUERSS 2185 B I A

HTTP TS5 INEMRSS #9815, WK R R, ELMEIRER,

& oK FoofE Kz R 61 -
1EK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

Bzl A

HTTP/1.0 200 0K
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

SR .

3.2. &5l &%

479




web
server

RFiEf. iR# 1.8.3

HTTP/1.0 200 OK
Auth-Status: Invalid login or password

Auth-Wait: 3

WIERTZA " Auth-Wait” SKEB, RHREIFEIRIFRMIER:, YaiSEHABONEZIR B NF. N IUES
TEE IR, Rtk RASTERBTCRONEZ IR R B A BRI —AE 10-20 IREZR)G, MRS58 2600
AN Auth-Wait” Sk (Z2URETE” Auth-Login- Attempt” SkEBH{E )

L APOP 8. CRAM-MD5 I, & RImN a0 RFR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009@mail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

BRI

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

Auth-Pass: plain-text-pass

GRERWA . FRAFTE” Auth-User” SkHR, 'BERAE &M T 5 5 IAERTH - 44,

AT SMTP, WARGE 2418 Auth-Error-Code” Skif—MIRHEE, CHFAES IR TR (RE. 7
i, 535 5.7.0 RSB IIE]” Auth-Status” kb,

fgn, anSRMIAIENR S5 &S HCE DA R :

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

W SMTP 7% iR Y 5 1R

‘451 4.3.0 Temporary server problem, try again later J

GRERACHEE SMTP AFEIAE, TE KR RAR:

GET /auth HTTP/1.0
Host: localhost
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Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>

Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

X SSL/TLS & F Ui, ¥iN” Auth-SSL” k¥, 7 H” Auth-SSL-Verify” ¥ & & F ik 5 IER
gER NSRS SUCCESS, ”FAILED:reason”, ARG UEHNN NONE,

MEEER P mIE BN, HIEgE R AN ISR LERZIE : ” Auth-SSL-Subject”, ” Auth-SSL-Issuer”, ”
Auth-SSL-Serial”, #1” Auth-SSL-Fingerprint” WSS T auth _http pass client cert, NEFAR B4 I@IL”
Auth-SSL-Cert” Sk#Bf&id, TENIERRIPIHIERRIEE” Auth-SSL-Protocol” 17 Auth-SSL-Cipher”
KRB, HRRAN IR

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain

Auth-User: user

Auth-Pass: password

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cb55abad

MR PROX Y VMY I, HIEAE B PR iR L EB% 1% : "Proxy-Protocol-Addr”, "Proxy-Protocol-
Port”, "Proxy-Protocol-Server-Addr”, 1”Proxy-Protocol-Server-Port”,
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IMAP

<

imap_auth
Bk imap_auth method ...;
ERINME imap_auth plain;
EFx mail, server

E IMAP FPUmAFHI S IR R, XKRHITTTEA:

plain LOGIN, AUTH=PLAIN
login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5, N T FIRIER TIE, BRI N XEE,
external AUTH=EXTERNAL

P B IE 7775 (LOGIN @34, AUTH=PLAIN, Fl AUTH=LOGIN) #4AZ&E M, REWIRA & SCE 5%
J5i%, AUTH=PLAIN 1 AUTH=LOGIN B A=HINE S Eimap  capabilities H,

imap__capabilities

Bk imap_capabilities extension ...;
ERNME imap_capabilities IMAP4 IMAP4revi UIDPLUS;
EFx mail, server

WEAENN, CAPABILITY & WZEAZ U IMAP I ¥ RAIR, WiEstarttls 82 HIME,
imap__auth T8 HPFEEN S HEIEFTTERM STARTTLS 2 B sz s,

6 IMAP iR RB AR R, a2 omioE Ry kS B RIEE A
MR, X4 Angie EIAHLRE R P i R BRI ) o

imap__client__buffer

Bk imap_client_buffer size;
BRINE imap_client_buffer 4k|8k;
ETFX mail, server

EH T IMAP ay SHIZRMIX R/, BRNEOL S, ZmMX KR NET—PMAFET, X2 4K 5 8K, R
RBRTF A,
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POP3

<

pop3_auth
Bk pop3_auth method ...;
E/NIN ipop3_auth plain;
EFx mail, server

RE ARV POP3 i SRk iik, SRR

plain USER/PASS, AUTH PLAIN, AUTH LOGIN

apop APOP, N THEMTTFAER, B EARINEG X,

cram-md5 AUTH=CRAM-MD5, AT MITIEAR, HHEHMERINEREZE,
external AUTH=EXTERNAL

FH B3 iE 777 (USER/PASS, AUTH PLAIN Al AUTH LOGIN) MGG M, REWRILEIEE plain /7
1%, AUTH PLAIN Ml AUTH LOGIN A HINELEEpops  capabilities H

pop3__capabilities

TBiE pop3_capabilities extension ...;
ENIN pop3_capabilities TOP USER UIDL;
EFx mail, server

EEALENIN, CAPA a2 &% F i) POP3 WY ¥R, WEstaritls 18 SHIE, pops_auth
LHTEER S RIETT % (SASL ¥R 1 STLS & HahimmEs&+,

167 POP3 Jaum >R B AR XY, XEEimEE i QR ANy RS 5 O R iEE R
MR, 3 Angie BHIHURE % Pz RER R 5NN ) o

R

B
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proxy__buffer

[F22S proxy_buffer size;
FINE proxy_buffer 4k|8k;
Hol5"4 mail, server

BT RERZM AN, BINELT, ZHXARNETF PN RIEFAERAR, B 4K 52
8K,

proxy__pass__error_message

Bk proxy_pass_error_message on | off;
EFME proxy_pass_error_message off;
EFx mail, server

Ta R R e E S I i IS R RIS BB R TH AR IR 28 2 F Ui

HH, WRIE Angie HEMBIERY), WEwmTRREIHIR, WRETRIRERHER, WEKRERET —
LLNERER, ERXMENT, EmHEREE S TN B RaR P miEE. A, X THLE POP3 RSy
e, IEWEEAERMNIZIERIT N, ERXAEIS, MERZIEL,

proxy__protocol

7237 proxy_protocol on | off;
EINME proxy_protocol off;
kR mail, server

NG JEmEIERE R PROXY P,

proxy_smtp__auth

TBiE proxy_smtp_auth on | off;
LOWNIED proxy_smtp_auth off;
X mail, server

JEHEEERMH AUTH a3<7E SMTP JasmdE T H P S5,

MR XCLIENT WS, W XCLIENT @i ¥AE K% LOGIN S5,
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proxy__timeout

[F22S proxy_timeout time;
ERINME proxy_timeout 24h;
Hol5"4 mail, server

BB I VAR 5 2R < (R N IESL B S AR, QSR M R ARG R AT s,
PR,

xclient
Bk xclient on | off;
LOWINIED xclient on;
TR mail, server

JE R B FHAEIE RS SMTP Jeumi&isH A% i S8 XCLIENT 634,
/] XCLIENT, HEfFEHMABEERREumE R T AHE, FHARIEIX LR R A R RR
NSRJE A XCLIENT, WITEEHZZIEUN Angie EIBLARH2:

o EHLO 555854475

+ XCLIENT

« EHLO BY HELO, N&FImFi{&iE

WA R o 1P bk RE 2R ImE EIHEE, WI'E2AE XCLIENT S i) NAME S0, sk
AZNELHR, femARRERHbE, SRS E N &8, WILE NAME 250 {£1% [UNAVAILABLE], UHSR{EMEHTIE
A AR, WIHEA [TEMPUNAVAIL] {H,

AIREEFA XCLIENT, WIFEIERZE U, WRE P imfEE T EHLO, Angie =554 41 — (&1 EHLO
e, SNE5RSEHRAH—RE&E HELO,

ReallP

IZIEH TR P i AT B SO TE PROXY WRSCKHR & ik Rtk Rt (T, AU TE listen $65
HIE proxy_ protocol ZECRIEHTEH PROXY #Hil,
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B E B

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set__real_ip_from

Syntax set_real_ip_from address | CIDR | unix:;
Default —
Context mail, server

T L CHIARIREM bt A2 FE L, QRFEE TRRE unix:, WA UNIX BERTHREHIE

T

SMTP

B

smtp_auth

Bk smtp_auth method ...;
BRINME smtp_auth plain login;
kX mail, server

BE SMTP &R VFRY SASL INIE Fiik. KRN 204

plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5, A TEHTFIRER T, L ARINENEEE,
external AUTH EXTERNAL

none AEREINIE

BHSCIALETT i (AUTH PLAIN F1 AUTH LOGIN) 46285, (HANSRASGEHSCRIE 7%, W AUTH PLAIN

A0 AUTH LOGIN BA=HINEEZEsmip  capabilities o
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smtp__capabilities

Bk smtp_capabilities extension ...;
BINME —
Hol5"4 mail, server

BN EHLO an I &i#2a% Fumf SMTP My eyIZR, MR startils F§0ME, smip_auth 16
LHHERNIETTEM STARTTLS 2 HEhE M| a4,

FEE MTA Py 2 AR, DUERZ P omCEEE] MTA (WX LEY @ 5N (8 <A
K, M Angie BRI F Ui QR EUHN) o

smtp__client__buffer

Bk smtp_client_buffer size;
PRINE smtp_client_buffer 4k|8k;
EFx mail, server

WEH T SMTP 2 EMX AN, BRINER T, ZPXKNETF—INHFH, RIEEERE,
XiEHE 2 4K B¢ 8K,

smtp__greeting__delay

Bk smtp_greeting_delay time;
EINME smtp_greeting_delay O;
kR mail, server

RVFERIR SMTP [AIfEIE 2 AR EER, DHE4ERIR SMTP < Z B RAESFFRF Mg A0 F i,

SSL

TRBLAERSTR, DAEHSPFAERAR S5 8RRERS 5 SSL/TLS Wl —E T ff,
FE TR AR, IZBERBONTE I N A S PR MBI --with-mail_ss1_module MJEETIEHIE.,
FERE BN CERRFUEGT, ZERE SRS,

O HE

AR ZL OpenSSL &,
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B E B

N T AR T, I
o R LOEHERECE BN S EEREEAME,
o ERIE RIRGRA,
o BEHNE X%,
o FFATREM NG A E ] GBRIATEOL RN 5 208 :

mail {
server {

listen 993 ssl;

ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5

ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

J

B2

ssl__certificate

HIX ssl_certificate file;
HME —
o974 mail, server

feEAENRSS 4 PEM A RUEFSCfF, WERGEAETIUEB ZIMEE R RIESS, W% PA R 7 £ R —
XfErpfEE: BUERAER, RERPREIER. PEM ARXEIES AT DURAER —3C .,

e R ARG, DAMBAFEIZERIAIIES, B0 RSA 1 ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 BCE mRASHF A FIEB A ESIERHE, X TIHMA, H

REfE I — MIET8E,

O m%E
e OpenSSL 1.0.2 B mARANS, 7] AEC A A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

B, #AZEFERESR SSL BFHSMBIED, XA REX PERE L TR,

FIDMEEME “data:certificate” KA £ile, IXMNEEAT A H RIS
HER, PUEMERARES TR L 2RE, s HsdEs NS,

ssl__certificate__key

Bk ssl_certificate_key file;
EIME —
LT mail, server

faE 4 E IS5 251 PEM AU S

O HE
FEfEH OpenSSL 1.0.2 BCE mRAR, A DAEXFAFRERZ R,

A DEEME “engine:name:id” KA file, XM OpenSSL 5% name MEFEE id HIHH,
TD@E%@ “datakey” RAVE file, XSMEEHAMAEHPBESC, HER, NUMEHIEERTRE

Rz 2RE, FIIREREES NS
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ssl__ciphers
Bk ssl_ciphers ciphers;
LNz ssl_ciphers HIGH:!aNULL: !MD5;
Hol5"4 mail, server

feE B IR, R AR NN OpenSSL EFTBMERIASZK, Bi4n:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP;

FRIFIRIUR T EZZEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

ssl__client__certificate

1812 ssl_client_certificate file;
BRINE —
EFx mail, server

feERTRIE BFSIEBR PEM #3205 CA IEB .
UEBHNFRRKGRIELEE P e RAFREIXFE, AILMEH sl trustedcertificate 5%

ssl__conf_command

Bk ssl_conf_command name value;
EINME —
LT mail, server

WBTE OpenSSL ALE @M% .

O HE
LA OpenSSL 1.0.2 BUE AR, SHHZAEL.

A DATER— B EEEZ S ssl_conf _command 6% :

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

XEAE ALY FIEIIE E X ssl_conf _command 18LH, MET—MECEEHA K,
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A Y )

BEIEE, HEACE OpenSSL AIRER FEEIMTN,
ssl__crl

Bk ssl_crl file;

HME —

R mail, server
f6E PEM M MEIES (CRL) ~¢fF, AFRIE & ik,
ssl__dhparam

7237 ss1l_dhparan file;

EINE —

TR mail, server
f&€ DHE %% DH S8,

A Y B

INEL TRIREZSE, KL A~26/H DHE %,
ssl__ecdh_curve

Bk ssl_ecdh_curve curve;

LNz ssl_ecdh_curve auto;

T mail, server
{8 ECDHE #H3#hZL,

O =R

L fEH OpenSSL 1.0.2 BCEEMAR, A]EEZ Mgk, Hlan:
[ssl_ecdh_curve prime256vl:secp384ril;
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FFRME auto 8/~ Angie fE# ] OpenSSL 1.0.2 B8 EhAK#H OpenSSL FENBIRIZLYIE, SAE

[H A e prime256v1,

O m%

BIEHE T, HENRESIERHEHITHZ,

S OpenSSL 1.0.2 BUERRAR, A5 ENRSS a3 KHRHIHILSIER, Flit, T ECDSA ik

ssl__password__file

Bk ssl_password_file file;
LNz —
kX mail, server

TEE— X, HPuSEy] EY, SOEMRM—1T, SNEEHN, Z7 =,

I

mail {

ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name mail2.example.com;
# W LR A B R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off;
FINE ssl_prefer_server_ciphers off;
Hol5"4 mail, server

TEEAERER] SSLv3 A1 TLS WM, NAUTCE IR SS a5 & h A2 2 - i .

ssl__protocols

=275 ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ZRINE ssl_protocols TLSv1.2 TLSv1.3;
kX mail, server

£ 1.2.0 A RAZETH: TLSvL. 3 SEEIRMEIBIAL,
JE FIEE BT P

B
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 55 SR AS I 2L,

TLSv1.3 ZHXAEfEH OpenSSL 1.1.1 B ERAN AR,

ssl__session__cache

HIX ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
ERNME ssl_session_cache none;
TR mail, server

BB EXTESRNRFRIFEURARAN &7 7] DUZ A B AR g faf—Ff:
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off FERSEE L STERAF: Angie BHFIE RS G STE T EEE .

none IR RVFEH R TEAE: Angie &HIREFIMIER] DAEM, (HER EAES
FHEESIESEL

builtin OpenSSL WERIZFE; (NH— D TIEHEEMEH, RERDUSITE AL, WRK
AR/, WEET 20480 DM21E, HHNERFATRER SFEINER

shared TEATE TAE R 2 M ZENRE, RERDUFT AL, —IKFETRAF PAFE

fi 4000 DMRIE, BPIHEERENAAEEAN. BAMERSHRIZEFR PAEIL
MRS AT, BICHT B4R, FEFERRE TLS 21EERHH, FRIE
RARA{E F sslsession ticket key S HBLE.

A AR (s P A A7 262, fBiln -

[ssl_session_cache builtin: 1000 shared:SSL:10m;

(ELAsE P AL 2 G A T Ao FH PR B 2R A7 I B A R

ssl__session_ticket__key

7237 ssl_session_ticket_key file;
EINE —
ETFX mail, server

RE—IXF, HPUEHTINENRE TLS JIEEEET, ZIa0E2S MRS 2 HFRZ =/
EHANEOEN, FINET, AN REH,

SRR EZNEH, WEHE —DEFRINE TLS 2GR, XA EF R, fl:

ssl_session_ticket_key current.key; J

ssl_session_ticket_key previous.key;

PSR AE S 80 BR 48 i HIBEHLEE, AT DARER DA N an <>

[openssl rand 80 > ticket.key

MRAESCHEARDN, fEF AES256 (BEXT 80 F i EEH) 5k AES128 (Bt} 48 FHaEA) AT,
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ssl__session__tickets

Bk ssl_session_tickets on | off;
FINE ssl_session_tickets on;
Hol5"4 mail, server

JE FHEEEREIE TLS 215 5HE FIRIEIRE.

ssl__session__timeout

[E27S ssl_session_timeout time;
BRINME ssl_session_timeout b5m;
kX mail, server

faE & P Al AR 2GS BN T,

ssl__trusted__certificate

[E27S ssl_trusted_certificate file;
LN —
kP mail, server

feE— A xt:, BEPaEHTRIE FPIEBN2ZEF CA IER, %1 PEM,
sl client certificate W BERUERAME, XEEUERIIFRAS K IEL R Ui,

ssl__verify__client

Bk ssl_verify_client on | off | optional | optional_no_ca;
ERINME ssl_verify_client off;
L% mail, server

JE AR UE BRI, BIEs R IEI AL 153K M” Auth-SSL-Verify” k&%,
optional TEREFURUES, FFEUEBEIEN 1 TRE,

optional_no_ca 1%7}2%?%1&#, EAREREHZEEN CA IEBEH, XIEHTINFIRS T
KFRIERRAERE N, IEBRINA R DOEIT K& IX BINERRSS 25 i1,
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ssl_verify__depth

[F22S ssl_verify_depth number;
LNz ssl_verify_depth 1;
Hol5"4 mail, server

B A IE R AR IERE,

starttls
=275 starttls on | off | only;
FME starttls off;
EFx mail, server

E R P e RE PR IEIRE,

on ARYFER POP3 HJ STLS i F1 IMAP 1 SMTP ) STARTTLS @2 ;
of f fE4afEH STLS 1 STARTTLS fid;
only SORMEATASER TLS #e#t,

RO ARSI T IR AR AR ST Ao AR AT RE . AUFESCHE SMTP, IMAP H1 POP3 Wi, BCEMSS %
B HRPEIERES . FHPINIERAR SSL/TLS 3K AR IR R4

AT AR H AR T I IRE,  (EASREDS R HAC AT PE IR S5 A% DA 2 B M7 = AN K

M TR AR, BOMBOL AR ENIZIEY ——vith-mail MEETUE M. f£RE &
MEeFERREUMEEGS, ZERESERRT,

W=kt

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
mail {
server_name mail .example.com;
auth_http localhost:9000/cgi-bin/auth.cgi;
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imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
pop3_capabilities LAST TOP USER PIPELINING UIDL;

smtp_auth login plain cram-md5;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;

xclient ;

server {
listen 25;

protocol smtp;

}
server {
listen 110;
protocol pop3;
proxy_pass_error_message oOn;
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
¥
B
listen
(=275 listen address:port] [ssl] [proxy_protocol]| [backlog=number| [rcvbuf=size|
[sndbuf=size] [bind] [ipvBonly=on | off] [reuseport] [so_keepalive=on|
off|[keepidle]:[keepintvl):[keepent]];
EINN —
ol "4 server

WEIRS A EZE RIER T address F port, A]LMFEE port, MK Angie ¥ EHTATE R]HAY IPv4
(PAN S IR TPve) 10, Hihbthe] DUR EN14, Flan:

listen 127.0.0.1:110;

listen *:110;

listen 110; # same as *:110
listen localhost:110;
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L

IPv6 Mtk 775 S4eE:

listen [::1]:110;
listen [::]1:110;

UNIX HEZEZMHA unix: HIRIETE:

listen unix:/var/run/angie.sock;

O HE

AR RS 28 EARTFR] address:port X _EIRUT,

ssl

proxy_protocol

FRVHEEE I L BRI SN AL T SSL &,
SeVFREE It O _ BRI IER N R PROXY MMl ZRIHIEE 2154i%
HINIENRSS 4, FFAT T 8o itk

listen 164 Al ABA LN 5 ERETHRRI RGO R INZ 4,

backlog=number

rcvbuf=size
sndbuf=size
bind

ipv6only=on | off

H listen) WHHH backlog ZEL, MRFIFAEFERZEIIBRARINIIE, BINE
'K, FreeBSD. DragonFly BSD #l macOS MY backlog IXE N -1, miHAM
& EEw 511,

R BRI ER TR X R/ (S0_RCVBUF JEID),

B ETER TR RIBRIMIX AR/ (S0_SNDBUF JEH),

WBBEETRNEATEN address:port MEITEHEIRAY bind O WH, FLEZ, REZ
Nlisten 162 BAMFERT port EARRIHLE, THA—5 listen IEEL T I
A _EIRArAT AL (+:port), Angie ¥X bind () F| *:port, FTEITEMNZ, 1EIX
FEOLT, RAH getsockname () FRGUYHFH DARE FE2 R ML, QIREER T
backlog. rcvbuf., sndbuf. ipv6only. reuseport 1% so_keepalive ZH, W
MNTLEER address:port NHEFIGLHAT RIRAT bind O VA,

WS¥0EL IPV6 VEONLY EH7 kI EEmmrrtht [-:) IR IPve
ERTROMUER 1Pv6 EHE, RFINER IPve fl IPv4 &, BIAETE
RS E, e REEERNINEE X,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepent] FLE MATERETHI"TCP keepalive” 174,

on

off

WERBRS IS, NERERFNIL BN BT,
NEREFIEH SO _KEEPALIVE %,
NEREFERH SO KEEPALIVE %I,

FLERRE R G454 ] TCP_KEEPIDLE. TCP_KEEPINTVL Fl TCP_KEEPCNT EFikI{r & NER T Fi%
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B TCP keepalive 2%, fEKR% | (HA, Linux 2.44. NetBSD 54 Fl FreeBSD 9.0-STABLE), AJ
PM#EF keepidle. keepintvl Fl keepent SEGHITECE, 1] AEME— DR NSE, AN EREFIEDT

RGN B R AR
o,

so_keepalive=30m::10

1

B N8R (TCP_KEEPIDLE) W& 30 7380, (REFHRNMIAEIRG (TCP_KEEPINTVL) NRFZEKIA,

HRM$ (TCP__KEEPCNT) BN 10 AR,

mail
% mail { ... }
A —
LT main

TRBLHE PR AR S de e T RIBC E S | RS

max_commands

Added in version 1.7.0.

[E237S max_commands number;
2N max_commands 1000;
X mail, server

REES IR B RRa R, PSRN DoS i IR,

max__errors

[E2FS max_errors number;
2RIA max_errors 5;
EFx mail, server

B R AR R R AN R AT
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protocol
Bk protocol imap | pop3 | smip;
ZRIA —
Hol5"4 server

WERIERSARITNN, XFITE IMAP, POPS F1SMTP,
WRARILEIZES, WA DHRYE 1isten 82 A8 ERIAI4 R 1 B s IIHNY :

imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

MIFEARRS A 2B, AT DA --without-mail_imap_module. --without-mail_pop3_module A/l
--without-mail_smtp_module MV AR FH A N B A

resolver
=275 resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];
KIA resolver off;
TR mail, server

FCE M T EERE P i TR AR IR &, ORI INIEAR S5 %, DAURAERER SMTP NI XCLIENT

e, filan:

resolver 127.0.0.53 [::1]:5353; J

Huhk R DS NISA4 80 TP sk, A &R e QNASRTEEm I, WIERR I 53, ZFRARS & PA%E
W&,

BN, Angie fEFHMAR ) TTL EHEFE SR, FIER valid SEAFERE:

valid AIE valid ZENFE R RF 5 HIANE
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BINTEM T, Angie TEMENTIPE SR TPv4 £ IPv6 Hidik,
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ipvd=off 2 1Pv4 HilEI &K,
ipv6=off 2 1Pv6 HilkAYA R,
status_zone Eﬁfﬁ’?‘iﬂl, Eﬂﬂ%’é%lﬁﬁﬁ@éfﬁiﬂ&%

O M
itk DNS 8, ST Y 2 2R EEA MM HEE DNS R4,

0 PR

M1E Docker HIB{THF, EHHEAES DNS ARSS#atuilk, a0 127.0.0.11,

resolver__timeout

7227 resolver_timeout time;
RN resolver_timeout 30s;
ETFX mail, server

% E DNS #RIERER I, .

resolver_timeout 5s;

server
=275 server { ... }
E/UN —
R mail

BE MRS AR BLE,
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server__name

[F22S server_name name;
ZRIA server_name hostname;
LT mail, server

BB MRS A PRAIE -

o TEWIEH POP3/SMTP RSSe%AEH

o fE SASL CRAM-MD5 &3 uFHARIFER(E A ;

o TEEREF| SMTP E¥miN Y EHLO i, WREH T XCOLIENT i HIfgiE,

WRAfEEZAES, WEHVLIESM hostnames

timeout
Bk timeout time;
LOWN timeout 60s;
EFx mail, server

B AEIT AR IR E 5 v < 7l 68 FH AR I 1]

Google PerfTools {&iR

IR EE Google TERE A JAH Angie TAFMRAIPERE DT, ZBIR S TEN Angie TR A RIS,
FRVHATEL IR RN, CPU (A S H MM REASTEAR AT AN WLARR AT A LA R 55 s PR RE.

IR AR, A RERA g, i (A --with-google_perftools_module Fa IR IR

E)EHO

O HE
BREHFEE gperftools &,
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B E B

[google_perftools_profiles /var/log/angie/perftools;

BLE SR A7 /var/log/angie/perftools.<worker PID> S ff,

B

google_ perftools__profiles

Bk google_perftools_profiles X HFAHIEK;
EME —
kR main

REMH T Angie TAERRBRMEREDITE BAICIFZATS, TR ID KMEATARE, HURS
k@, Blan: /var/log/angie/perftools.1234,

WASM #&th

WAMR

YRR S WebAssembly Micro Runtime AL, PABAT WASM 115, FEMlwasm  modules £ R
M2 NREE TIB1 T B4 2

AR ET, ZBHUE SRR, FHEN— 140 angie-nodule-wamr HIIHIZE A HIE L,

B E B

wasm_modules {

wamr_heap_size 16k;

wamr_stack_size 16k;

load fft_transform.wasm id=fft;
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B2

wamr__heap_size

[REEE wamr_heap_size size;
2RIN wamr_heap_size 8k;
EFx wasm__modules

N BRI EHE AN

wamr__global_heap_size

Bk wamr_global_heap_size size;
2RIA wamr_global_heap_size 1m;
ETx wasm_ modules

NEEA WAMR BTN EHE N,

wamr_stack__size

Bk wamr_stack_size size;
ENIN wamr_stack_size 8k;
T wasm__modules

N B RS BIE BAR A )

Wasmtime

BRI TR S Wasmtime 21T IR, PABUT WASM B3, FHMlwasm  modules b NSO T —LE
FiE Tiaf T BgH62,

FERATHRE S, IZARPUR DL g7 R, N — 1440 angie-module-wasmtime HYHIHE
fefit,
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B E B

wasm_modules {

wasmtime_stack_size 8k;

wasmtime_enable_wasi

load fft_transform.wasm id=fft;

B

wasmtime_enable_ wasi

% wasmtime_enable_wasi on | off;
FINE wasmtime_enable_wasi on;
LT wasm__modules

JaFEiZE A WebAssembly System Interface API B, XLt API NFE Angie FIZ1TH) WASM itk

PR T HEAR POSIX 2EI6E,

O ik
AIBAfE load 62 REFFERT Angie APT SIAH4 5,

wasmtime_stack__size

Bk wasmtime_stack_size size;
INE wasmtime_stack_size 8k;
L% wasm__modules

B max wasm_ stack HIEEBENERIEM size, MTIFRHITAIT WASM ARSI AT B A B R HERR 2 [,
BOOMEPLSEEL T Angie HRYEEAR WASM DhE: X EHESFMEFZ ST WASM Bk, DUKECEE

{RENESRERIES N

AT AR AR T IRE, (EAERENS RIGECE M UL RN KT WASM Rk,
RN ET, ZERAEN 38, FEN— 4N angie-module-wasm HYHIZ ML,
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https://github.com/WebAssembly/WASI
https://wasi.dev/interfaces
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=3t

# X FE A I HAL L T B

load_module modules/ngx_wasm_module.so;

load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;

# A AN AR E : https://git.angie.software/web-server/angie-wasm
load_module modules/ngx_http_wasm_host_module.so;

load_module modules/ngx_http_wasm_content_module.so;

load_module modules/ngx_http_wasm_vars_module.so;

events {

wasm_modules {

#use wasmtime;

load ngx_http_handler.wasm id=handler;

load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars "ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_a','$arg b','$arg _c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
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B

load
[E2FS load file id=id [fs=host_path:guest path]... [api=api]... [type=command | reactor]
EAUN —
EFx wasm__modules

MHEEEL file BRI NHIIEE—A id  COFR) . EMEIIREF, R UERER DA R e n] PASEBIE,

ZIEL HA U NS

fs FVFREVIFENL LR E R, rTEONAFER E R ZIRTEE.
api AT APT 5 B 4% SRR EIXEE AP, USRI I 5Z R

APT (BIRTEREFIN), KAOR[E “REEF| APT” F51%,
BONEOUT, BHATDAVIFETAE APL
type o il D A R ) A T B
o 1f command BT, MLEHSIT—IFEPITIEHBIIRES,
o 1F reactor B T, MIEFARHICIRIIZTT, RFZRREHIIT, XFEF
HNFFER: R AREERR, TR R4 NTEIR,

wasm_modules

BT wasm_modules { ... };
ENN —
B main

—NIRGR G SRt T BCE S B NS H AR E WASM 15, BRI & INE WASM BERAIHE <
FIRC Eis TN E IR B,

B IR

Core  SAGUEERIRSS XMF, MMM Angie BER,
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HTTP &k
HTTP RO HTTP IERFM N A0 E06E, S HTTP RS 2S. EEMES X,
Access EF 1P 1 CIDR & BRI R,
ACME fiEH ACME WM H#FRE SSL k45,
Addition TN B AR 2 BT 2 JE A TIUE X HIARES F B
API RESTful HTTP M, AT LA JSON #&IREE X Web kS5 as M HA I ERNEREE, Bl

Auth Basic
Auth Request
AutoIndex

Browser (E3H)

Charset
DAV
Empty GIF
FastCGI
FLV

Geo

GeolP
gRPC
GunZIP
GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter
Index

JS

Limit Conn
Limit Req
Log

Map
Memcached
Mirror
MPy

Perl
Prometheus
Proxy
Random Index
ReallP
Referer
Rewrite

SCGI

ETHPZMEBIEAR HTTP 5L,

JEIEASME HTTP ARSS I F I8 RIFATIRANL

HhHRAIER, THRRTIXMH,

BT User-Agent SLAT B S A

M 17 2w L Y B T 46

ffiF WebDAV WHHATARSS 2% BRI S E B,
REE—DNIBER—5 R GIF,

FIE SRR FastCGI RS 8%,

Flash #40 (FLV) SRR U,

¥ TP HuskFEH N PIUE AT B A,

fF MaxMind GeolP ¥4 @IS I E AR 1P il %4,
RS gRPC ARS5 2R

fRIEAE 46 GZip MR, DARE T8 SCERAE 2% P it A S He R 4B I B 0 o
i GZip J7iEE4ENm R PAT & i o

R GZip JTEMSC R4 ERS X

1B 4z 7 Sk 7 B o

fiif HTTP/2 iR,

i HTTP/3 thibEiE R,

BG4,

BLERG [, DA A RERAT (/) BER,

PV RIIRERAC AR, JEIEAE njs (—Ff JavaScript B S FHE) LI NZEE,
R AER (EshER) WEE, DARiidss,

FRAITE SRR, DA 13 B0 2 A5,

BB 1E K H A8 DABRER R IR R, AT I/ 247,
MRAETE S BB A &,

M Memcached ARZS 282NN,

FIE RGN H RS 28

MP4 AR AR UL i

P RIIRERAC AR T, JEIETE Perl &S H LB MIZ 4,

PA Prometheus FAM SRR 25f6bR, DUMERT RIS I,
FIE R AR H A HTTP %548,
REALZEREH A R EARAL (/) RERIIRG [,

5 — MRERS S EIBTHR, A% itk FIgG O,
Referer SLHIGUE,

M URIL B2, HER, LREENEER,

FIE SRR SCGI AR5 A%
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R1-#EEQ

Secure Link
Slice

Split Clients
SSI

SSL

Stub Status (EFFH)

Sub

Upstream
Upstream Probe
UserID

Ol 2 25k, FFRENERREIT; ]I A,

BRI NZADTIENR, DUEEFAE KB RY,

M A/B IR, B22ERM. 5 FHMFTFZE LGS HN S R AR,
SEFERI AR SST (IRSSaRim Bl ) s,

SSL/TLS Ft & PAXLEE HTTPS 1H3K,

PASCAAE AR ML 22 Jm RN I SR ITHEES

TEARSS da i 7 Hh 8 AT A Ry B

Hic B T B8 R R AR S5 28 4.

Bie T RERAR S5 AR L O BRI

RATHIAE I ME—Z& FURFRIRRF cookie, FFIHIREFAI M7,

uWSGI SRR wWSGI RS B
XSLT fif XSLT HFET XML ¥,
AR R
Stream HATIRS 282088, BT L4 453 TCP A1 UDP i,
Access FF IP 1 CIDR JEREIRY 7 R $E i,
Geo 1P Huhk BN TIUE S HAE #E,
GeoIP i H MaxMind GeolP ¥ il HIFE kR 1P il #dfE,
JS PV RRIIRERVACIERESY, IBIITE njs (—Hf JavaScript TSI TFE) LI I,
Limit Conn R EER (EahER) EE, DRkt E,
Log Bo B IE R HAE DABRER G IR VTR,  DUEREAT I F 0504,
Map MR TIE S BB N S A &,

MQTT Preread
Pass

Proxy

RDP Preread
ReallP
Return

Set

Split Clients
SSL

SSL Preread
Upstream

Upstream Probe

M BRI IR Z A, M MQTT 3R ISR bR IR AT AL 1 440
Bo B S B B R LR R E W R T BT

Fic B AP S H A AR S5 25

TEM R B RE Z A, M RDP JEHEHIE cookie,

15— MRS A S 121 THY,  IRBIE P R T
RN I P U AR E(E, AT HE— 2,
WEWUE & (H,

7 A/B IR, 2k, o MEMFZE LA 2 H T ROl ET &,
#E SSL/TLS 1 DTLS ¥,

TERH AR R 2 R, M ClientHello JHEFIEBUEE, MALIE SSL/TLS.
Hic B T R B B AR 55 2R 4.

Hic B TACBRAR S5 #8 4H A fE B
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HR R IR
Mail BB AIRARSS AR IRE
Auth HTTP  FFP S5 RIEAESAIRR RS AERE, B HTTP 1ERENIMNTEARS 45
IMAP X IMAP YIS FE,
POP3 X POP3 WX ISHE,
Proxy Ao E MBI H MRS S,
ReallP A —MMIEARSS 28 EIBT TIN,  IRBIZE - Ui kAT 3 1
SMTP X SMTP WX HE,
SSL % SSL/TLS F StartTLS WHXIZ .

Google PerfTools {&iR

Google PerfTools 5 Google 1ERE T HESEL, T N AR 73 HHIERE 2 HT,

WASM {&thk

WASM B WASM WiRE, PAMEAE Angie 134T WASM 118,
WAMR 5 WebAssembly Micro Runtime 5%,
Wasmtime 5 Wasmtime BT Ko

322 PHETE

HTTP &1k il CEES

$acme_cert _key <name>

$acme__cert _<name>
Sancient _browser
Sangie__version Sangie__version
$arg <name>
Sargs
$binary__remote__addr $binary__remote__addr
$body__bytes__sent

Sbytes _received
$bytes_sent $bytes_sent
$connection $connection
$connection_requests

$connection time

2
X
b
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R2-&EW

HTTP &R

ARR

$connections active
$connections_reading
$connections__writing
$connections__waiting
$content_length
$content_type
$cookie  <name>
$date local
$date__gmit
$document root
$document uri
$fastcgi__script_name
$fastcgi__path__info
$gzip__ratio

$host

$hostname

Shttp2

Shttps

Shttp  <name>
Shttps
Sinvalid_referer
$is_args

$limit _conn_ status
S$limit_rate
$limit_req status
$memcached_key

$modern_ browser

$msec

$msie

$p8s_walue

$pid

$pipe
$proxy__add_x_forwarded_ for
$Sproxy _host

$proxy__port

$proxy__protocol _addr
$proxy__protocol_port

$proxy protocol _server _addr

S$hostname

$limit _conn _status

$maqtt_preread_clientid
$mqtt__preread__username

$msec

$pid

$protocol
$proxy__protocol _addr
$proxy__protocol_port

$proxy_protocol__server__addr

ZTn
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R2-&EW

HTTP &R

ARR

$proxy_protocol__server _port
$proxy__protocol tly_<name>
$Squery_string

$quic__connection

$realip _remote__addr
$realip _remote port
$realpath__root
$remote _addr
$remote__port
$remote_user
Srequest
$request__body
$request_body_ file
$request__completion
$request_filename
Srequest_id
Srequest__length
$request _method
Srequest__time
$request__uri

$scheme

$secure link
$secure_link _expires
$sent__http <name>
$sent trailer <name>
$server addr

$server name
$server__port

$server _protocol

$slice__range
$ssl__alpn__protocol
$ssl__cipher
$ssl__ciphers

$ssl_client__escaped_ cert

$ssl_client_ fingerprint
$ssl_client i dn
$ssl__client_1_dn__legacy

$ssl_client_raw cert

Sproxy_protocol__server _port

$proxy_protocol tlhy_<name>

$rdp__cookie, $rdp _cookie <name>
$realip__remote__addr

$realip__remote__port

$remote addr

$remote__port

$server addr
$server_port

$session time
$ssl__alpn__protocol
$ssl__cipher
$ssl__ciphers
$ssl_client cert
$ssl__client_fingerprint

$ssl_client i dn

$ssl_client _raw cert

ZTn
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R2-&EW

HTTP &R

ARR

$ssl_client s dn
$ssl_client_s_dn__legacy
$ssl_client serial
$ssl_client v _end
$ssl_client v remain
$ssl_client v start
$ssl_client_verify
$sslcurve

$ssl_curves

$ssl_early data

$ssl__protocol
$ssl_server name
$ssl_server__cert_type
$sslsession id
$ssl_session  reused
$status
$time__is08601
$time_ local
$tepinfo_ rit,
$tepinfo__snd__cwnd, $tepinfo _rcv_space
Suid__got

Suid reset

$uid  set

Supstream__addr

$tepinfo_rttvar,

Supstream__bytes__received
Supstream__bytes sent
$upst7“eam7 cache_ status
Supstream_connect time

Supstream__cookie <name>

Supstream__header _time
Supstream,__http <name>
Supstream__probe (PRO)
Supstream__probe_body (PRO)

Supstream__response__length

Supstream__response_time

$ssl_client s dn

$sslclient serial
$ssl_client v _end
$ssl_client v _remain
$ssl_client v start
$ssl__client__verify
$ssl_curve

$ssl_curves

$ssl_preread__alpn__protocols
$ssl_preread__protocol
$ssl_preread__server _name
$ssl_protocol

$ssl_server mame
$ssl_server__cert_type
$sslsession id

$ssl_session reused

$status

$time__is08601

S$time_ local

Supstream__addr
Supstream__bytes__received
Supstream__bytes sent

Supstream_connect time

Supstream__first_byte_time

Supstream__probe (PRO)

Supstream__probe__response (PRO)

Supstream__session_time <name>

ZTn
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F2-#LEW
HTTP &tk iR
Supstream__status
Supstream__sticky  status Supstream__sticky_status

Supstream__trailer <name>
Supstream__queue__time

Suri

AT A https://angie.ws/en/ BIFETEREARSS, PROESIHS MELOMAER:

3.2.3 BREihE Angie IEXTILE

EA] DU BAT TR BE R AR S5 https:/ /angie.ws/en/ PIEVFRIFTA Angie 15 RAICHY, MILTRLE
Wt AR, EARAE TR AR, R R REETT

HTTP fifiE<

TEcore settings FIHT TP modules NEFELAEH /h/ 8148 (Bl http M4ES ),
— LRI

e listen: https://angie.ws/en/h/listen

e server: https://angie.ws/en/h/server

e worker_connections: https://angie.ws/en/h/worker connections

F%,

0 #i
Ll BEEHRA W server $8ALT https://angie.ws/en/hu/server,

HTTP LiE<S

£ i BB RHE S EEH /hu/ ATZ% (B http upstream HI4HE ). ~l:
o keepalive _requests: https://angie.ws/en/hu/keepalive_requests
o keepalive time: https://angie.ws/en/hu/keepalive time
o keepalive timeout: https://angie.ws/en/hu/keepalive timeout
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nEL

£ Stream BRHPHIFESMER /s/ B (B stream M4E5):
o listen: https://angie.ws/en/s/listen
e map: https://angie.ws/en/s/map
o server: https://angie.ws/en/s/server

O @ik
i P server $8ALT https://angie.ws/en/su/server,

nLFES

£ L7 BRERAHHEMER /su/ 7T (B stream upstream FI4ES):
o upstream: https://angie.ws/en/su/upstream
o server: https://angie.ws/en/su/server
o state (PRO): https://angie.ws/en/su/state

F%,

x

i

A5 B A R Y AT 57T 5o
HTTP Z& (/b/ Bi%):

o Sangie_version: https://angie.ws/en/h/\protect\TU\textdollarangie version

o Supstream__status: https://angie.ws/en/h/\protect\TU\textdollarupstream__ status
nEs (/s/ 7% :

o Sangie_version: https://angie.ws/en/s/\protect\TU\textdollarangie version

o Supstream__session__time__<name>:  https://angie.ws/en/s/\protect\TU\textdollarupstream__

session_ time

X F HAFEE R, U $http_<HEADER> BX $cookie_<NAME>, TH{HM NEIZLZAIMIATLR: https://angie.
ws/en/h/\protect\ TU\textdollarhttp,
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HibE=

R AT A T Hepth 2

HEFBE

HAERE
BBk A

Fi &

e

FiL B S BT IR
s I B 4
=S
TERAFR R IMIX
I HE

K AR S5 45
HTTPS FlE
HTTPS 1k
B TP 1 HTTPS
HTTP &1
it
fLEEE

H &0

77 g
[GEZIACS

REAE
RELE URL
i

IR

21T CLI I
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o« SNI (JIR55as44FRfER)
o JRRGERE

o SSL FHIR{URS

o MATH

. 1HTA

e Syslog Hi&

o FEFUUIRSS dvides®

e WebSocket {CHH

3.3 R{FiEM

AL TR T A RECE Angie FIRFE T HEIEI UL,

3.3.1 n{a M\ nginx T3 E Angie

NARIEIETEM nginx VIS Angie, 288! BATEMES T —fEm,

BER, ZIEMENKE Angie WAGERANEARZ 7 R E S ESIN, WREEFELH ref: A28
<docker _images>., FERMW. BHENIIZE ref: B <install-dynamicmodules>, &I EM N HIEITIA

%,
=% Angie

FBATVEER AT CEFRE FREE; ESRERERFENZEETAAZEE Angie, (BIELPRIES]
ZHiEE L, MR, 1817 sudo angie -V AR —VIIEH :

$ sudo angie -V

Angie version: Angie/1.8.3
nginx version: nginx/1.27.3

built by gcc 11.4.0

configure arguments: --prefix=/etc/angie --conf-path=/etc/angie/angie.conf ...

BN HFTR, 2 Angie WERIFEZ23ER], BUE (LT /etc/angie/ o
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E# Angie 0B

Angie JAH FEMNEW nginx Bl E TR/ NIEHL,
1. BB nginx BB EHIF] /etc/angie/:

[$ sudo rsync -a --no-links /etc/nginx/ /etc/angie/

AU nginx K HECEFHELE /etc/nginx/ F; WREMBIZAE, HEESE,
2. 1% Angie HHEERY /7 N E 4 THLE XM

[$ sudo mv /etc/angie/nginx.conf /etc/angie/angie.conf

3. EHEAD Angie FLEFPRIIE, MERCEXAITME, ATTRIE nginx B2 AMARAH, HE
DT R AN

fEFEFA] /etc/nginx/ FHinclude B&1Z:

# include /etc/nginz/conf.d/*.conf;

# include /etc/nginz/default.d/*.conf;
# include /etc/nginz/http.d/*.conf;

# include /etc/nginz/stream.d/*.conf;
include /etc/angie/conf.d/*.conf;
include /etc/angie/default.d/*.conf;
include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

# include /etc/nginz/sites-enabled/*;

include /etc/angie/sites-enabled/*;

# include /etc/nginz/modules—enabled/*;

include /etc/angie/modules-enabled/*;

# include /etc/nginz/mime.types;

include /etc/angie/mime.types;

XF Angie HERREBREREE N PID XAF:

# pid /var/run/nginc.pid;
# -— B --

# pid /run/nginz.pid;

pid /run/angie.pid;

B&Ja, Vil HE MR HE:

# access_log /var/log/nginz/access.log;

access_log /var/log/angie/access.log;
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{# error_log /var/log/nginz/error.log;

error_log /var/log/angie/error.log;

FE#EH

NERFEHIZEML sites-enabled/ HYHSFRE ST, HEHE:

# include /etc/nginz/sites—enabled/*;

include /etc/angie/sites-enabled/*;

BERR, EHOEE /etc/angie/sites—enabled/ FHIRFSHERE DA HE T4,
HIH R AL NS, filan:

$ 1s -1 /etc/nginx/sites-enabled/

default -> /etc/nginx/sites-available/default

TERENERRAE; X, B2 /etc/nginx/sites-available/,

WRIEZ AT AR ENEHE] /etc/angie/ T, BEEHIEN]:

‘$ sudo rsync -a /etc/nginx/sites-available/ /etc/angie/sites-available/

e, BERIEEMTSHER:

$ sudo 1n -s /etc/angie/sites-available/default \
/etc/angie/sites-enabled/default

SRR

BRI ZAEFTATE nginx BCEF SIS Angie XS, Fl0:

$ sudo nginx -T | grep load_module

load_module modules/ngx_http_geoip2_module.so;

load_module modules/ngx_stream_geoip2_module.so;

X BTHRELEL angie-module-geoip2 MR, FHEE,
AMRRATH T PR S sh S E -
/usr/share/nginx/modules/

WHIEIL /usr/share/nginx/modules/ ELE AR, HHEKIE:
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# s SR, E S5 W /usr/share/doc/nginz/README. dynamic.

# include /usr/share/nginz/modules/*.conf;

include /usr/share/angie/modules/*.conf;

TR, SHRELRECE S

‘$ sudo rsync -a /usr/share/nginx/modules/ /usr/share/angie/modules/

w&JE, BREN R load module HiZ:

# load_module "/usr/1i1b64/nginz/modules/ngx_http_geoip2 module.so";
load_module "/usr/lib64/angie/modules/ngx_http_geoip2_module.so";

/etc/nginx/modules-enabled/

WERMEH /etc/nginx/modules-enabled/ HIRRELZENAMBIHE, 15 HEHELR:

# include /etc/nginz/modules—enabled/*.conf;

include /etc/angie/modules-enabled/*.conf;

BRR, EHHOIEE /etc/angie/modules—enabled/ RIFFS8ERE DA H TIE,
Hl|H R GAE R B S, oA :

$ 1s -1 /etc/nginx/modules-enabled/

mod-http-geoip2.conf -> /usr/share/nginx/modules-available/mod-http-geoip2.conf

ERENEMIE; fFIXE, B /usr/share/nginx/modules-available/

K EMERIF] /usr/share/angie/ B

‘$ sudo rsync -a /usr/share/nginx/modules-available/ /usr/share/angie/modules-available/

wa, EHARGNMTSHEHE:

$ sudo 1n -s /usr/share/angie/modules-available/mod-http-geoip2.conf \
/etc/angie/modules-enabled/mod-http-geoip2.conf

REZR (k)

W root 525 I HFKEIEMLL /usr/share/nginx/html/ 1Y, &0 PLKHEKNHEA Angie,
S ERHEH Angie BLEFH root IXE:

$ sudo rsync -a /usr/share/nginx/html/ /usr/share/angie/html/
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# root /usr/share/nginz/html;

root /usr/share/angie/html;

RAPf4E (eIE)

BIRA] AR E user 1822, (EIERTDAFER Angie BYHHIK P DAIRISEE 2 R G,
FH Angie BLEHMY user RHE:

# user www-data www-data;

user angie angie;

BRR, HM* i ¢ BRI A#, ©45 /usr/share/angie/ NI, Bil4N:

$ sudo chown -R angie:angie /etc/angie/

$ sudo chown -R angie:angie /usr/share/angie/

QISR Angie FLEE X T root 5%, BE BN HXIFTEH, Hlan:

‘$ sudo chown -R angie:angie /var/www/html/

BY

NTHRREEABRINEMNE, EHFFBE Angie BLETFIARAT nginx HI:

$ grep -rn --include='*.conf' 'nginx' /etc/angie/

i 5 i

PEARET T Angie BLE, T RIIEHIEZR AR Angie SEhR ERTDUERE, REHUTYHL, N
Angie 275 A] DUBTT EHTHIACE :

$ sudo angie -t

AL B IR &R 1L Angie EBHIRIE; BE AL EHIET,
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=1k nginx, J{3j Angie

N T RHALHUN I FER AR, TEEF 1L nginx JEIZHVEE] Ange:

[$ sudo systemctl stop nginx && sudo systemctl start angie

AliEsh, JEM Angie IS5 MEREREENE:

‘$ sudo systemctl enable angie

IR SER! WU, [EIRME,
#H nginx

Ja, HEEWHE Angie IBITIRAIN, TR SEIZ nginx DUBTIPSR,

3
ZE/D IR DA RS -

$ sudo systemctl disable nginx

ECE Angie FiSMIIRE

A DMRAEIEE TR R AR AR, AN 2AE]E—, BLE 2 Angie fl Angic PRO f£ nginx Z
AR BERIT AT RENE?

3.3.2 ACME E¢&

Angie FRIACME HEHEERIEIS ACME F1Y BEMREUES, ACME MMGZRAAMIEIGIETT % (HAh
“BAIE); WEIRSSILT HTTP 35Uk, DNS $olE FES T3 FAY5GIE, T8 B E IMBIRSS .

RELR

JE REFE R A H R 3R

o fE:samp:‘http PHECE ACME %P, M acme client 165, 18EME—RIE P imA PRI
=%k, FIDAECE Z 1D ACME % F i,

o FEREWERIEFNIN: X TEMEHHaocme B server oA server name T8 FIHMTE I, ¥
ME—NE—EIES, fEAE— ACME &,

o BEFEREIN ACME Ml : 20 FRIESRATA U2 TRH, BB R R SR IE T %
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Fik =3k E$
HTTP $&1iF FEX ACME RS 2RIFEEIER (Bl A FHARCAFIE .
V) AEH MR, FRVFIA 2 3B0IE 15,
Angie IRZSHHT 80 Uit AL
DNS %k TEAHRE ACME IRSSHEVFEE SRR 2 BA1E R IR+,

DNS #if] ([E),
TEREMSEEX DNS K%,
Angie ik %5 &% & 7 FF
acme__dns_port B2 EMN
i 1 GBRIAGZ 53)6

BT FHRIE SRS —MMEARSS, Angle 52 SCHRAUR ZATERLATIE S,
IR
2 AN R S5 L BRSNS DNS B
HTTP AR35 8%
AMER DNS 8% HTTP ARSS 2SIk
5 _EIRHHR = TR,

o ERAIGANIESMEPINCE SSL: IEBMEHIE VL & AT H, Al DU T E B3 ssl certificate
Flssl_certificate_keyo

B SSL KB, 1ES Wiref:ssl_configo

SIS

B EHMIET DA PEM 4if fZEfEH --http-acme-client-path MEIETE &R H &M 7 H %

$ 1s /var/lib/angie/acme/example/

account.key certificate.pem private.key

ACME %R EAE CA IRS5a: LA —1IKS, MR (account.key) MEATHEH, WNREAEH, N
TERBIIN AR, &P i IS CA IRS5as LIEMNZIK S,

0 #i

WMREEEE—DNIKESEH, BEFPmNTFHRFREE, MEEBHINERZKS, 555, A
- acme_client Y account_key SEFEEZEH,

& FmIEE ] — D IR E Y (private.key) HITIEHREAIER (CSR) . HRFE, WHQIE
Ho 1EEBIN, P miEid 4 H AR HER FrE R CSR IEKRIEHE] CA R554s.

CA IR LR HTTP B DNS Kol SREGUEIFT AR HWURUES, ZIEBIRIEEAM (certificate. pem)s

GURETANIR, —MEBMER— ACME FHmEMHNTAN, FrAEESRrIYIRA] eI 28
FHAIE (SAN) FEHikE], ZELRPRE]FE:
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‘$ openssl x509 -in certificate.pem -noout -text | grep -A5 "Subject Alternative Name" }

MUER R R s R RN, B URTESHTY CSR, CA IRSSESAEMURHIEH 2 7 & E R A
o

EhC & f FREEYIE B R H N N M H A8 T AT R ESacme cert <name>
M $acme cert _key <name> Yibl CATTHERME N XN, B 5 ssl_certificate Flssl_certificate_key
B —EEH, Blan:

server {

listen 443 ssl;

sServer_name example.com www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

HTTP I
R UE2 BN, R &2 ACME RS54, TEWEEKSG, ML /. well-known/acme-challenge/

<TOKEN> J@Id HTTP RS2 o ACME BBk B a2 #RI AL B R IE R, SRR A EFANE
AT RN, ACME ARZ5 25 iiA ST A 1L

B E B

TESRBI, 49 example ) ACME &P Ui B example.com I www.example.com FYIEH (IEEE,
HTTP RUEASCRHEALT) :

http {
resolver 127.0.0.53; # acme_clientds4 fr &
acme_client example https://acme-v02.api.letsencrypt.org/directory;
server {
listen 80; # F f L T 1 [Fl W 'server'H W
# BA A B &

# NEELH

listen 443 ssl;

server_name example.com www.example.com;
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acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

J

GNEGRTR, 80 i AT ALLEER B ACME W HTTP [EA, A1, ARGIFTR, B i listen
152 P DUBEBAE — D BIRE server BRAP, IRREFAER RS IIE SRR, ATDIOIE — MR T ACME
[ET AR HTER:

server {

listen 80;
return 444; # LW, HHEXH
}

J

N LIXFEAE R SRR R RS BRI B R IRSS a8 B rewrite Fllocation FE2 Z HITHEEL
X /.well-known/acme-challenge/<TOKEN> FYIENK, N5 <TOKEN> AU(E S 4 E IR FUSHE LA, T
SEFRRFEGE R, AEBUTERVIR; BEHTEREITE K,

DNS I&iiE
RUER B AACERR, fEARFEIEFIE R, ACME MRS #A IEFERIERIAY _acme-challenge. FHUT
Rk DNS &) . — BIREIHUHINE R, ACME IRS5 2SS A AL,

ACME i H 3 RERFIAL BRI TE R, ATfE 2R DNS IR EIEWACE, ¥ Angie IRFBIEEN
_acme-challenge. TR A FRARSS 75

flan, ZEA 1P Hilik 93.184.215.14 Y Angie ARG5S ZREUER example. com, EMYIEH DNS BLE N
S FIRR:

IN
IN

NS
A

_acme-challenge.example.com. 60 ns.example.com.

ns.example.com. 60 93.184.215.14

AL E R DNS i@ Z4E4, _acme-challenge.example.com £ ns.example. com, ffiffA] DUEITE 1P b
3k (93.184.215.14) /j[A] ns.example. com,

T EARVFERIEEFHES, BIUTEZE «. example. com FETE EHFHAFR (SAN) R, ZEBHH
ERENFHEAVIER, B0 :samp:www. ezample.com, FEAFER _EIR T BAMIGIEZ 715,

A EE
M7 SR IS A PEAEAR R AR L HR T-5RY DNS R BERTHYRE ST, FELEAR AERT A R VF KA E,
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B E B

ZELEERE S — YRR RGN, EF HTITP REIRE; MR, fEaeme client 1ELHIRE

challenge=dns,

TEHREIF, 479 example B ACME & Ui B example.com 1 *.example.com FYIES:

http {

resolver 127.0.0.53;

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

server_name exa.mple .com *. example .com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

ETHFHRIE

SR ERR, IR EMIMISE T, ACME IREePITIRED TTP 5UE 8 DONS 5iE, {HAZ
BH#5 Angie RS HE, TS H Angie RSB T (acme_hook) EHRIINTIRSS HATIBG, %
ARSSECE T — D) DNS 88 HTTP RS %%, ACME RS #EH P LIEIERK,

—H ACME AR55#8 MBCE N DNS 3¢ HTTP ARSGSAUINEITHHAmMA, ARG AL,

MTEELE ACME MR HUTIERSLITIE, Angie SVAFAMBARSS. & RFNEHEIEIL U fastegi pass.
scgi_pass FIELRIEF| FastCGL, SCGI R LIIRSS A5

SRS AURE] 2xx IRASW, AIPUEIE Status Sk&RIX, (EMHAMCRDECR AN ERTR, IEPLLIT Rt
{1k MR S5 HOH e 2 R

BB Rl
FEIRHIH, ACME &' example BCE AMEHET DNS MIIRIE, J@Iid acme_client IHSHI
challenge=dns SR,

— server &M T AT example. com AT (4, *. example. com), il ACME % F'¥ifi example
KEFIEH, W acme $ELATHEE,

—DNZH] location B E DIACFHAMNIIRSS ) DNS $UFMH, acme_hook 6 KRS #85 ACME
%l example JEH%, 1EKIEIL fastcgi_pass HEIEBITE 9000 i [ HYAM FastCGI ARSS 2%,
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fastcgi_param f§ K AKX ACME &/, 4, PRECEAL, I, SRR R L840 SN

%O

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

listen 80;

server_name *. example .com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

location @acme_hook_location {
acme_hook example;
fastcgi_pass localhost:9000;
fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_HOOK $acme_hook_name;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;
fastcgi_param ACME_DOMAIN $acme_hook_domain;
fastcgi_param ACME_TOKEN $acme_hook_token;

fastcgi_param ACME_KEYAUTH $acme_hook_keyauth;

include fastcgi.conf;

PATNHY Perl BIATE/R T — MA BRRIAMTE FastCGI RS :

#!/usr/bin/perl

use strict; use warnings;

use FCGI;

my $socket = FCGI::OpenSocket(":9000", 5);
my $request = FCGI::Request(\*STDIN, \*STDOUT, \*STDERR, \/ENV, $socket);

while ($request->Accept() >= 0) {

print "\r\n";

my $client = $ENV{ACME_CLIENT};
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my $hook = $ENV{ACME_HOOK} ;
my $challenge = $ENV{ACME_CHALLENGE};
my $domain = $ENV{ACME_DOMAIN};
my $token = $ENV{ACME_TOKEN};
my $keyauth =  $ENV{ACME_KEYAUTH};

if ($hook eq 'add') {

DNS_set_TXT_record("_acme-challenge.$domain.", $keyauth);

} elsif ($hook eq 'remove') {

DNS_clear_TXT_record("_acme-challenge.$domain.") ;

i

FCGI::CloseSocket ($socket);

J

IXE M/ DNS_set TXT record() I DNS_clear TXT record() ={BEF T1EIMNE DNS RS #0IHELE +
RIAIMHER TXT IC%AIEEL, ACME RS SEINIXLID S, X ROAMEEH Angie ARG a2
PR, DARVFRRIIRIE, RMITF DNS Kk AARARRIE R, X e g sSCEidn 1 H T A TE R TE L,

M certbot 32

GRIEZ A certbot M Let’s Encrypt ZREXFIZELT SSL IEHFHEH nginx, RN P BER R E

i ACME #&,

(RIS e AT e FH DA e HE B IE 3 -

[$ sudo certbot --nginx -d example.com -d www.example.com

certbot HENOIEECEIRH T /etc/nginx/sites-available/example.conf, B R AU T:

server {
listen 80;

server_name example.com www.example.com;

return 301 https://$host$request_uri;

server {

listen 443 ssl;

sServer_name example .Com WWw. example .com;

root /var/www/example;

index index.html;
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ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
include /etc/letsencrypt/options-ssl-nginx.conf;

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem;

location / {

try_files $uri $uri/ =404;

fe_EEEREI, REEREATRAUETENR, RRERIERImWL, FH ACME BIRECE 1T TP 5k

B DNS K iF,

AR Angie BLE PTRELN RAR:

http {
resolver 127.0.0.53;
acme_client example https://acme-v02.api.letsencrypt.org/directory;
server {

listen 80;
return 444;

server {
listen 443 ssl;

server_name exa.mple .COm WWW. example .com;

root /var/www/example;

index index.html;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

location / {

try_files $uri $uri/ =404;

AL S m ST N B
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‘$ sudo kill -HUP $(cat /run/angie.pid) ]

— BFACESRISIE, ERTDAMER certbot MEHS, HANRAEIEHAMMTMEM, T AEEEEH e 2 M
Bk certbot:

$ sudo rm -rf /etc/letsencrypt

sudo systemctl stop certbot.timer
sudo systemctl disable certbot.timer
A== 2 =

sudo rm /etc/cron.d/certbot

sudo apt remove certbot
# - H -

sudo dnf remove certbot

©®» &

3.3.3 tnfTixE ModSecurity &k

EZ45 T ModSecurity fl2 f5, EFREHITHIMIKE,

1. FEEECE A load module T84 15 F E 2B AR L.

Listing 1: /etc/angie/angie.conf

{load_module modules/ngx_http_modsecurity_module.so; }

2. TEIEYM A B Rl modsecurity | modsecurity_rules_file 6%, Bl server:

Listing 2: /etc/angie/http.d/default.conf

server {
modsecurity ;
modsecurity_rules_file /etc/angie/modsecurity/rules.conf;
# ...

}

. J

3. K OWASP ModSecurity Core Rule Set (CRS) E#fil#] /var/lib/angie/modsecurity/:

$ cd /var/lib/angie/modsecurity/
$ sudo git clone -b v4.1.0 https://github.com/coreruleset/coreruleset

O My
EXEEREFHIEMRAE : https://github.com/coreruleset /coreruleset /releases

4. OIS HF, SHlR/NOAER ModSecurity BLERB:
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e 3

$ sudo cp coreruleset/crs-setup.conf.example coreruleset/crs-setup.conf

$ sudo cp coreruleset/rules/REQUEST-900-EXCLUSION-RULES-BEFORE-CRS.conf.example \
coreruleset/rules/REQUEST-900-EXCLUSION-RULES-BEFORE-CRS. conf

$ sudo cp coreruleset/rules/RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf.example \
coreruleset/rules/RESPONSE-999-EXCLUSION-RULES-AFTER-CRS. conf

5. 1£ /etc/angie/modsecurity/rules.conf HEUHFRELA T Include 6%

Include /var/lib/angie/modsecurity/coreruleset/crs-setup.conf

Include /var/lib/angie/modsecurity/coreruleset/rules/*.conf

6. EPTINE Angie FCE DAN FH#HIX:

{$ sudo angie -t && sudo service angie reload }

3.3.4 SSL Eg&

ZRCE HTTPS Mis5as, DU Escrver REVIITEREY LM ssl 28, H HREREE RS HIEB RN
SFHINIE :

server {
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate WWW.example.com.crt;

ssl_certificate_key www.example.com.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !'aNULL: !MD5;

MRFEIERZ—DAHLE, ERLBEL T MEREIRS SHE i, RHZ D LEXK, NAFIEE
VIISZBREVSCAEA; (HERIA Angie BYFRERBE, AT AT DLSIE 7 RETER — S,

ssl_certificate WWW.example.com.cert;

ssl_certificate_key www.example.com.cert;

FEIXMIEOLT, ARV AR B A2 2R, BIEIEB SR AEE — b, RRIEHRARS
E-9Rb

$8%ssl_protocols Mssl_ciphers A] T FRERE, (NEE SSL/TLS BUsERAFZRS, FKIAMELT, Angie
i :

ssl_protocols TLSv1l.2 TLSv1.3;
ssl_ciphers HIGH:'!'aNULL: !MD5;

FHitt, EHEATEEXLEE],
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HTTPS fRBZ2Ri1L

SSL #/EIHFEAYMG CPU iR, fEZMHEEAS L, NIBTTZ Nworker processes, ¥EARED> TR
) CPU #ul¥l, fAE CPU RUR/ER SSL . /D& NE P imi X AR EBE AWk B
8 keepalive YR, 1EIS —MERRIEZDIER, £ MEEH SSL KTHSE, DU THIES0E
1 SSL #2F, SIEFMEE— DNl ssl_session cache FEPECEMILE SSL 2IEZFH, IMB IEF KR
I 4000 N1, BOANRIFEEN A 5 7080, RIDAER sslsession timeout Fa2YEH. PATNE— 1M
XNEA 10MB HEEXTEFRFN SRR IMAHIFCE RH]:

worker_processes auto;

http {
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

server {
listen 443 ssl;
server_name www.example.com;

keepalive_timeout 705

ssl_certificate www.example.com.crt;
ssl_certificate_key www.example.com.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: '!'aNULL: !MD5;

EF5E

FEE T g n] RESON AL IE B AU B HNE B &S, mHAN RS TR =, KRR
HUEEER T — R RNERREBARSSERIUED, T RIEFHAER RT3 88 70 & B4 32 S HEE
PHRTER ER, ERXAER S, MR T —HiEIES, XEIEHN 58Z IR e #
HRTE—ifd, ARSS aEH e &S rp AL T RECIE 2 A

[$ cat www.example.com.crt bundle.crt > www.example.com.chained.crt

AR SN S ssl certificate 55—k

server {
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate Www.example.com.chained.crt;

ssl_certificate_key www.example.com.key;

GRERARSS ARUEBFIINGE BRI IE IR, Angle HTIER I BREIRE R
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SSL__ CTX__use_ PrivateKey_ file(” ... /www.example.com.key”) failed
(SSL: error:0B080074:x509 certificate routines: X509_ check private_key:key values

mismatch)
KN Angie ZHAEFHNZNEF HI S — MIEB TN ZARSS SEFRE AR,

I 25 e o A7 e AT RN 2B U R B AP RIES, R SE R A S8 rl e C S E i
AIFRERES, FF B RTRE S 2N AR R X EAR A NIE BRI E &, v T RRARSS 88 X 2 B AV IE 5k, AT
PAM#EF openssl @217 L H,

$ openssl s_client -connect www.godaddy.com:443

i F 4
0 s:/C=US/ST=Arizona/L=Scottsdale/1.3.6.1.4.1.311.60.2.1.3=US
/1.3.6.1.4.1.311.60.2.1.2=AZ/0=GoDaddy.com, Inc
/0U=MIS Department/CN=www.GoDaddy.com
/serialNumber=0796928-7/2.5.4.15=V1.0, Clause 5. (b)
i:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
1 s:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
i:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
2 s:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
i:/L=ValiCert Validation Network/0=ValiCert, Inc.
/0U=ValiCert Class 2 Policy Validation Authority

/CN=http://wuw.valicert.com//emailAddress=info@valicert.com

Q MYy
EERHSNT MIXBCER, EERNEEEE -servername £, KN openssl BRIAAF SNI,

FERXBIFH, www.GoDaddy.com JREFEIES #0 FIEM (7s”) H—MAHE (1) BF, ZEKE
RERIER #1 WEH, ZEBH—-MURESE, ZIMLEASZIED 42 M3, ZWk#E B4
Mk ValiCert, Inc. %%, HIEHFHEEN EERHINEIEFEH,

WERIEAHBIMEFINGE, AERFHIED #0 HRExR,
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BAHTTP/HTTPS PRZ3E

A DABCE — N EIACEE HTTP 1 HTTPS 1 5RA A RS B8 :

server {
listen
listen
server_name
ssl_certificate

ssl_certificate_key

80;
443 ssl;
WWW
WWW .

WWW

.example.com;
example.com.crt;

.example.com.key;

ET2E HTTPS fR3528

BB NELZ NMEAA IP Hilk EIITH) HTTPS ARSS Bei,

R IR A

server {
listen 443
server_name WWW .
ssl_certificate www.

#. .

}

server {
listen 443
server_name WWW
ssl_certificate www.

#..

}

ssl;
example.

example.

ssl;

.example.

example.

com;

com.crt;

org;

org.crt;

J

(EFEACE, WA RINEIEOARSS SATIET, B www. ezample.com , TERTERMIARSS S FE(T 20
IXZH SSL FMMATNIE MY, SSL EEEAENIWEds & 1% HTTP ERZATENL, M Angie HARIEERA
MRk, i, ©HRERAEBIARS ERATIES,

g DR IR R B o BRI 7T TR N HTTPS ARSS s 0 Be— MHAZAY 1P Hodk:

server {
listen 192.
server_name WWW
ssl_certificate www.

#..

}

server {
listen 192.
server_name WWW .

ssl_certificate www.

168.1.1:

.example.

example.

168.1.2:
example.

example.

443 ssl;
com;

com.crt;

443 ssl;
org;

org.crt;
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ARS1 &R SSL iEH

A HMTT A DAEZ D HTTPS IR55 a2 R = —> 1P Hiusik, SA70, EAEA 2 B Ik — R iR
i FHTE SubjectAltName MEHFERHFEEZZNAFRIUES, B4 www. example. com HI www.example.org
o 12, SubjectAltName FEEAIKERZ AR,

B 77 R AR AT R FRETIESS, B0 «. example. org, MEECFFUE B LRI @A 71, (HAR
T—Mo ZUEF VLAL www . example . org, {HNPLAL example. org Al www.sub.example. org, IXMNHHITT
FEAAT ASE S, IEF5 AT PATE SubjectAltName F B AL SRS FRFLERCRF AR, B4 example.org

M1 *.example.org,

AP B Z A RRIIE A SO S EFAA S IRAE neep BLEIG, DUELEATA RS SFHAk R ENH 3
—NTFEIA:

ssl_certificate common.crt;

ssl_certificate_key common.key;

server {
listen 443 ssl;
server_name www.example.com;
server {
listen 443 ssl;
server_name www.example.org;
#. .
}
RFZEBBMIER

TEA TP itk FIZfT2 1> HTTPS ARSS 45 5E  F fU g 75 202 TLS RS frta~y & (SNI, RFC
6066), I R AN EASE SSL 1B FHARME IR IE RIVARS AR, [Klitk, MRS eeEHIE & N6 A A
WEFHTIER:, SNI HET#RZEIMN GRS RE, (H—LEHAsRR IR im ] REA 2 o

O s

{XATDATE SNI Hhf&iisiss; JRTm, —Leibadsnl RE S IRHLRE IR S5 as B TP Mtk AEoh HAaa Firf&iz, 4
FIE R ST 1P Hudik, XA RARHS,

IR Angie 2 SNI SRR, WIFERER] -v JTFR081THY, Angie RERIEER:
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$ angie -V

TLS SNI support enabled

SR, WNERJEH SNI [ Angie BIASHEREEIIRA SNI SXHFH OpenSSL %, Angie R R

Angie was built with SNI support, however, now it is linked
dynamically to an OpenSSL library which has no tlsext support,

therefore SNI is not available

3.3.5 Console Light M4ESILZER

48
Angie 12t 7T 2BV E TAERIATRENE; BR T metrics APT Mhttp prometheus FEEHAN, AT DA
LIRSS A5 I T A H &

Console Light /& — M2 EIRHISCINTE RN M, BonoSirIiRSS dstEREFER. 12H1 65T Angie (YAPI
ife; et AR R SNSRI, AN, GHIR APT ABRMEIINEE, A ARFESNREN Angie
ACE.

ELEREFIALE RIS A7 https://console.angie.software/
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¥ NG d
hRAs A%BH TENE
1.7.0 2025 £ 4 H 2 H
o SUPREE IS DA 8 BT ST NG FR A B =
o St API A 3T s “busy (D)7 IRA, TR
% CIAFIH max_conns YEINAC & H3EREE FRR,
o BE T SORSBERE
1.6.1 2025 4E 1 A 23
LA B . BEIEHER
o (BEITRMERII E A7 n)
1.6.0 2025 4E 1 A 23
FLAZE o ININEPFRESZHRE, ZHFIBES: en. ru
o FRAGLH TG [E € 2L DIRE
o XFFPA pebibytes (PiB) A EANLAYELHEFE &
o BEETHHTTP Upstreams AFEHEEIRIETTEL
o BAETEHTTP Upstreams ULTHIHP IERABEFH ERONEIEN
M s, RS2
1.5.0 RNFFEAR
1.4.0 2024 4E 8 A 8 H M favicon EIARETE MRS B RINRE
1.3.0 2024 F 4 A 28 H  1E LB E R CHHHRE RS #3142 draining JRSHITIRE
1.2.1 2023 4 12 A 26 fF Stream b NXXHHUSINF s FAEINEE
H
1.2.0 2023 £ 12 H 25 1F Stream b NI _EigwEThEE
H
RENES

Console Light PA angie-console-1light (Angie) Al angie-pro-console-light (Angie PRO) HIJEA %
fte BAHIFEREET, AT DR HA G — R T DUNFRATIA WG R AR 87 GitHub, i

FRA S 1.4.0,

ﬁ%)ﬁ, IBIITENC E S B server BLRNERANLA R location RECEEHIG QFEREER):

location /console/ {

# AR A R
allow 127.0.0.1;
deny all;

auto_redirect

alias /usr/share/angie-console-light/html/;
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# X 3& | T FreeBSD:
# alias /usr/local/www/angie-console-light/html/;

index index.html;
location /console/api/ {

api /status/;
#ESRBRIEEEAESEEY TE (KR PRO)
location /console/api/config/ {

auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

api /config/;

AEEIE N B RE IR E :

$ sudo angie -t && sudo service angie reload

]

2 )G, BH B E server BHEEMIRSS 28 LT H, BE121E 1location HH5E; FIRRKIZIZEN /console/o

n EBIATR, IDUNAER APT #5538 S5, Han:

location /console/server_zones/ {
auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

GERT ABR N FC B & Location fEEEAIVIIN, BI40:

location /console/api/resolvers/ {

deny all;

S HE

EHlGR - R—FE, S5 -4NENR, SMNETRE S LA SR N

O $n

£ RHEBE T, SETRMNEEIGE,
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Angie JEIR-F

ANGIE]

(9) HTTP Zones (V) HTTP Upstreams () TCP/UDP Zones () TCP/UDP Upstreams Caches  Shared Zones

(@) Resolvers

1.6.1 Configuration Connections ccepted: 13122
Address:  10.21.20.17
Last reload: 11d 4 h 25 m Current Accepted/s Active Idle Dropped
3 10 2 1 0
HTTP Zones @ HTTP Upstreams @ TCP/UDP Zones @ TCP/UDP Upstrea... @ Caches Resolvers @
Bcero Mpo6nem Bcero  MMpo6nem Conn total: 0 Bcero  MMpo6nem Bcero Mpeaynpexa. Bcero  TMpo6nem
Conn current: 0
65 / 1/ 2/ 1/ 1 7/
Conn/s: 0
Traffic Servers Traffic Servers State Traffic
In: 0 Total: 2 / Active: 2 In:0 Total: 4 / Active: 4 Warm: 11 Reg/s: 0
Out: 0 Problems: 0 Out: 0 Problems: 0 # Cold: 0 Resp/s: 0

XEFET+, SrETEZN API S EIENTE Angie IMIETER,

RXFINER I

BIR Angie fRAS, FHEBEEIFHSSERTHERS,

PAR IR 55 e bk AN B 5 — IR LS I TR

AN, R T api_config_files 165, BLERERRHTITIRSS 4 LRI ESCAAIR, FASCHARRT

DAERBEIERTIT, I

BB

ﬁln (£ I_J)‘Lo

TRM /status/connections/ APT 7342 BRI R AR SS a2 g T Bda «

£ 10}
(ST UEER
G
|
E7

-
4

AR
FROREZ I IE R
IENIEREL

R ERE L
EFHERE

B BRIk SS #e LS DARIESZ I S0 K
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HTTP Rig/MaB#F

A IR

Z/ VTR AL server BY location b RXXHIEE status zone 685,

IRM /status /http /server zones/ APT B4R http bR XA NTZ XIS HH45E -

Bt R X I

IF A W] XK

iD= JEVR AT Hh 7
HTTP Lis/Neps

A EE

izd\gmq:%%gﬁ http J:—FYEF'iﬁﬁupstream T'Erﬁ/?\o

SIRM /status/hitp /upstreams/ AP #87ME AT hetp b N LifFGEHEE:

ISyay IS okl
IF] A A L
R55 s AR T HIRSS A gttt

TCP/UDP Xig/Nap¥

A TR

R ERE LTS
 status_zone fEserver Bstream L TFXH
e limit_conn fEserver Bstream bk RXH
o limit_conn_zone TF stream ERXH

I

stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;
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server {

# ...
limit_conn limit-conn-stream 1;

status_zone foo;

SIRM /status /stream /server _zones/ APT 3£ stream b NI Z AN XIS HHEE :

gRbiER: RO REEL
TCP/UDP LisINeR{s
A TR

% NEREEEAE stream b R B upstream 155

TIRM /status/stream /upstreams/ AP1 #7342 ) stream bR CHY LGt EHE:

BT IS okl
I A A ki
w55 RS HIIR S Aottt
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HTTP RigiEm-+

A IR

ZIETEFEELE server B location b RXXHIEE status zone 85,

AR 3528 X 53R 53

Server Zones

I Zone Requests Responses Traffic SSL.

Current Total  Regls  Txx 2xx 3xx axx 5xx Total Sent/s Rovdss Sent Rovd  Handshaked  Reuses  Timedout  Failed
Brazil 1 1518366 3 0 1336935 2452 4880 1518189 108 KiB 2888 41.1GiB 84.4MiB 784 0 0 0
mw Russia 4 1382189 5 0 1373385 2504 5017 1279 1382010 61.4KiB 2288 421 GiB 73.7MiB 836 0 0 0
= India 4 1426856 4 0 1417678 2619 5266 1289 1426654 133KiB 2238 435GiB 77.1 MiB 742 0 0 0
i China 8 781161 2 0 729192 1375 3072 780711 117 KiB 2278 224GiB 41.9 MiB 521 0 0 0
#= South Africa 5 1401366 6 0 1392465 2478 5113 1305 1401198 130 KiB 2628 427 GiB 85.4 MiB 760 0 0 0
== Argentina 4 1478295 7 0 1468815 2753 5449 1274 1478107 243KiB 498 8B 45.1 GiB 87.5MiB 846 0 0 0
= Egypt 2 1409034 3 0 1399957 2588 5155 1408853 266 KiB 3318 429 GiB 743 MiB 756 0 0 0
I Ethiopia 2 1287945 5 0 1279661 2426 4676 1180 1287767 211 KiB 3588 39.2GiB 74.1 MiB 718 0 0 0
=lran 6 1414692 10 0 1405419 2564 5350 1353 1414478 391 KiB 7548 43.1GiB 73.0MiB 830 0 0 0
& Saudi Arabia 4 1469922 9 0 1460600 2605 5401 1312 1469717 367 KiB 6178 448 GiB 87.0MiB 818 0 0 0
= UAE 1 1459720 2 0 1450440 2705 5258 1316 1459506 50.8 KiB 106 B 44.5GiB 74.5MiB 838 0 0 0

BEE T M /status/hittp/server_zones/ AP1 #7342 http £ FCH server b MY NEX
PO EdE, e KR A DL N EE:

X2 XA R

0 PR

By XIRGFIORTHETSK, Al DAHZ BRI BC B X0 THE

HK THREBAS ARG R AL

M 2 FEIRZSHBG I 73 BRI S ES, - AR M 7 s 2

iD=+ HARER, UAHARERE

SSL ARG - BT SSL BT - EMIRY SSL =1, - @RI HIRy SSL #2F;
- RAEIH) SSL BT
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i B X1 AR5y

Location Zones

| Zone Requests Responses Traffic
Total Req/s xx 2xx 3xx axx 5xx Total Sent/s Rovdl/s Sent Rovd
| Brasilia &3 308043 0 0 271399 509 955 35180 308005 38.9KiB 57.08 8.33GiB 17.0 miB
| Diadema 302843 0 0 266569 501 997 34776 302812 58.9 KiB 56.08 8.20GiB 16.4 MiB
| Porto Alegre 298320 2 0 262673 462 974 298284 40.7 KiB 1848 8.07 GiB 17.6 MiB
| Salvador &3 303063 0 0 266622 487 954 m 303026 0 0 8.18 GiB 16.7 MiB
1 Vitoria 306162 0 0 269732 493 1000 34937 306128 0 0 8.28 GiB 16.6 MiB
1 Lipetsk mm 280321 0 0 278579 502 978 262 280292 53.6 KiB 56.0B 8.54 GiB 15.2 MiB
| Moscow mw 274972 0 0 273224 479 1028 24 274935 15.6 KiB 55.08 8.38 GiB 14.7 MiB
| Omsk mw 271726 0 0 270024 510 943 249 271688 0 0 8.29 GiB 14.0 MiB
| Sevastopol ms 275881 0 0 274075 497 1047 262 275852 0 0 8.40 GiB 15.8 MiB
Ufa mm 279348 2 0 277546 516 1021 265 279306 132KiB 1578 8.52 GiB 14.1 MiB

BGE T M /status/http /location_zones/ APT #i53AERHY http £ XH location L NXHHENIEX
RS THEEE, A XEER A L N EEE:

X1 XA FR

O PR

By XIERGFORTHETSK, AT DAHZ e BRI Be B o X0 THE T

TER TR E R AN A RDIR SR &K
M 2 FRIRSHBG I 73 BOWe S22, AR i 7 s 2
iD= HARER, UAHARELR

EREPREIER S

Limit Conn
Zone Passed Rejected Exhausted Skipped
[~/ limit-conn-http 1345660 172873 0 0

SIRM /status/http /limit_conns/ AP #4534 RHY http L RCHHY 1imit_conn XIEG IR, A
DR AR 2l

X1 XIRAFR
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O $n

i XEEFIARER, DETTEERHE S DA ERRIE R,

ipu ISYRWE U3

ik JSE{ELUREE

FER H T XA R R 257 A S F
B SRR (BN FERT 255 F°11)
TR BRI ER 5

Limit Req

Zone Passed Delayed Rejected Exhausted Skipped

|~ limit-req-http 36790 697690 46865

SR /status/hittp /limit__reqs/ API #8734 http £ R CHH 1imit_reqs XIBGA IR, NED
X IEd it DT85 -

[X f5k XS4 R
O PR

i XIBSFIARERR, DATITEERAIEE DU R E R,

liibul JSERwLEE S

JEIR RIEIR R

B4 JSEELEbER

FER F T XIS iR R 2557 ) S R
B TR EERE (BT BT 255 F71)
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HTTP L%~
~
IANGIE| (D HTTPUpstreams  shared Zones () Resolvers
HTTP Upstreams  showupstreams st Failed only
backend Showall v
Peer  Requests  Responses Conns  Traffic rver checl
Name o s e
5.25¢ 0
778

A FEE
BRI R FELE http £ R SCHRIEE upstream 52

BEIETI-RSEE T M /status /hitp /upstreams/ APL BRI ERH hetp b N SR b fgt i 4diE,
o TR BIPIFAGHIYI B, B RIS B SS Ay R
o PETRRIMTT RN (ST A A1 i ) E A
o ZmEEHEEH ({XPR Angie PRO) Yt L S,
o B LRGN TR RAVHEEST IR & (EH, KK, &S, T,
XA L, BRTHAFRNSE R A KA R, IER 4N EdE:

55 % B AR AS AR, AL RIRIA R
O $n

Bt S5 amIETSk, A] DAZIRAS eBC B X ik 55 st A THER .

3.3. RiEfe@m
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R
M J572
U
iD=

55 dete

Rl ({XBR Angie
PRO)

T RN SR A S

FEARAS AR 73 M )37 25

TG BERE KRR (k&)

HARER, URBARELSE

IRBNARSS BRI B 2RI AR IR 55 B AR el IR S (APT HREY
health Xf%)

AR S5 AR RSB, AN BRI R B A R 5 Je — R T s ]

miR L

X Angie PRO, B RIFSH0HE —MREIEH, Hdi/E S HInm 5 2425

3.3. RiEfe@m
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Gt b PRI IRSS 2. ARVFIRINIREMRSSASHI LA N 2H: weight (E),

maz__conns (BRAIEFEIRGD) , maz_fails (KRS SR AT AT B R R IR

RED, fail_timeout (max_fails FIRERE ), state (JAFHEZEER) .

max_fails fail_timeout

Remove

ELieva ]|
& AT DARMBRIZE R AR 55 28
Edit servers "backend"
Selected servers
127.0.0.0:80 127.0.0.2:80
weight max_conns
Setstate O Up O Down
Save Cancel
N IMARSS 2%

6] _LIF AR SS 8%, VBB LN SE: address (ML), backup (B

1), weight (FXE), maz_conns (FKRIEERRH), maz_fails CKEARSS 2N
AR RRBORELD ,  fail_timeout (maz_fails FIRILEFIE ), state

(EHEERD,

Add server to "backend"
Server address
127.0.0.1:80

[J Add as backup server

weight max_conns

setstate O Up O Down

max_fails fail_timeout

Add Cancel

3.3. RiEfe@m
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TCP/UDP X%+

A TER

BIRTT R FEIRBE LIRS :
e status_zone TE server Bstream T
e limit_conn fEserver Bstream L TNXH
o limit _conn zone {E stream bk FXH

R

stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;

server {

# ...
limit_conn limit-conn-stream 1;

status_zone foo;

TCP/UDP XiFEp 4>

TCP/UDP Zones
Zone Connections Sessions Traffic
Current Total Conn/s 2xx  4xx  5xx  Total Sent/s Revd/s Sent Revd
3 920 0 845 0o 72 917 0 0 11.8 GiB 17.4 MiB

sing_chorus

SSL

Handshakes Handshakes ~ Session

848 0 416

Verify

Failed Reuses Failures

0

BEET M /status/stream/server _zones/ API #873E Y] stream | FXXH server [ NZYHZNAEX

USSR, B ISR DA TR

XI5k XA AR

U HRTAUEERRL, DU R

=E RSB RI 2TER, R RTEEE
ik HARER, UAHARERR

SSL

NI HARY SSL 125,

FHHEC - RIIH SSL BT - AR SSL 4B TF; - MY SSL &14; -

3.3. RiEfe@m
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EFEPRFIER S

Limit Conn

Zone Passed Rejected Exhausted Skipped

|~ limit-conn-stream 920 0 0 0

TIRM /status /stream /limit_conns/ APT §h73rA ) stream - NSCHHY 1imit_conn XIH&EIHHEHE,
A XIR A N

X2 XIRAFR
0 PR

i XESFORER, DETIFSCCHE & DU EhRRIE R,

i1 JSERSEEERE2
Sk JSEELIRERE2.
FER H T DI AR R T 7 A S AL
Bid A )RR GOV FECRT 255 )
TCP/UDP LT+
TCP/UDP Upgtreamg Show upstreams list Failed only
upstream-arioso Showall v
‘ ‘ Server Connection Traffic Server checks
‘ ‘ Name oT w  Total Conn/s  Active Lmit ~ Sent/s  Rovdis
10.19.127.1:80 0ms 1 0 0 0 © 0 0 0 0 0 0
10.19.127.2:80 Oms 1 0 0 0 © 0 0 0 0 0 0
A ER

IR R BB stream N X E upstream 155

RIS EE T M /status /stream /upstreams/ APT #72EBREY stream b N CHY B IE ST T4,
o TR BIFPIFAGH UM B, SoRA AR AR SS Ay RO,
o ETRRITT RN (ST A A1 ) H S
o GBI (YR Angie PRO) YJH ifdmt S,
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o B EFRAGNE TR RAVHEREST RS & (EF, KK, &S, T,
MR B, BR T HATRAI 2 17 DI RSN, IETE LA N

k55 % B ARG ASHIAAFR, ASHLN RIRIR R
O $n

Bt S5 ass5iamIESk, A] DAZIRAS e BC B X il 55 st A THER .

R TH SR A S E5ORT A FE R

M 2 FEIRAS ARG RISy i R

R TE BNV REEO HR KRR (A &)

dih= HARER, UEHARRER

ARSS Bt s IR FN AR S5 A A BRI 2R B DA R IR 55 2 AR R ] F RS (APT Hi
health X{%)

smiE L

XT Angie PRO, 84D LiFs5I0H — ML, Bdia MM E S :
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Gt b PRI IRSS 2. ARVFIRINIREMRSSASHI LA N 2H: weight (E),

maz__conns (BRAIEFEIRGD) , maz_fails (KRS SR AT AT B R R IR

RED, fail_timeout (max_fails FIRERE ), state (JAFHEZEER) .

max_fails fail_timeout

Remove

ELieva ]|
& AT DARMBRIZE R AR 55 28
Edit servers "backend"
Selected servers
127.0.0.0:80 127.0.0.2:80
weight max_conns
Setstate O Up O Down
Save Cancel
N IMARSS 2%

6] _LIF AR SS 8%, VBB LN SE: address (ML), backup (B

1), weight (FXE), maz_conns (FKRIEERRH), maz_fails CKEARSS 2N
AR HABERRKRBIRELD , fail _timeout (maz_fails FRIMBIRE ), state

(EHEERD,

Add server to "backend"
Server address
127.0.0.1:80

[J Add as backup server

weight max_conns

setstate O Up O Down

max_fails fail_timeout

Add Cancel

3.3. RiEfe@m

551



*Mmb
server
FAPFiEE, IRA& 1.8.3

»,
ZFERBLF
BIEE (¥) HTTP Zones (¥) HTTP Upstreams  (9) TCP/UDP Zones () TCP/UDP Upstreams Caches  SharedZones  (9) Resolvers
Caches
Memory usage M ed ” i
wwwwwwwwwwwww
.............. T o e I o6
cccccccccccc D %6
ed Kk usag

t1i

A FE

HIETMFFREE http L FXHIEEprory  cache path 1§52

BEE T M /status/hitp /caches/ APT Z83 AT http £ R CH proxy_cache KIII RS 1 4dE, A&
X IRFR AL LA 8

X 5 XA FR
-7 N

i XESFANE, DTIFEERAE BA 2 A B shard 513K,

RES ZFINE: % CuldemErh) sk GoidEemE)

N7 fiti P72

BRRAR/ BRI RN

[SREJE [SREDEE D[P NAN

FhEE FREEEA P 2R

i MEGFERITER, T AR E A SEE R 7R A A&

[ELiES ZfFmhR (WNERFEmMOTRSSEHG), EREPRERNNRED
"

ERNFEAXIBER 70k, WEsbRic B S8 0F B T hdlER:
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B I IR B R

S SARES: % GEEdRmEr) s GEEdE )

BRI CONSIININ

EfEH EAEFIIIPITE A/

R RE TSR 2R
HERBETF

Shared Zones

Zone

cache-argentina
cache-brazil
cache-china

cache-egypt

IR ESS TRTE _ERSCH o BT e SR A DRI ST TR, v XIS ER 3 AN R

Total memory pages Used memory pages Memory usage

2544 49 [ 2"
2544 30 [ 11
2544 19 f%
2544 24 | K

X5

XA R

O PR

Bl DXIEFIARTRG Sk, AT DAOR/ N B XSO THER?

SYEEY
BN
EERE I

JSYAEE
BB A7 DU L
DXIHI A7 A

3.3. RiEfe@m
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fRtTEET R

[ANGIE] ® HrTpzones @ TP Upsreams (@) TCPIUDP Zones (@) TCPIUDP Upsireams

Resolvers
eeeeeeeeeeeeeeeee
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

sssssssssssss

A TER
ZIETRFRETE http L X E resolver $5%,

REET M /status/resolvers/ APT BRIMERA) DNS HENFEXIRP A E RS EdE, NN XIEREE DL
E:

X5k XA AR
O $R

Bl XIEFIARTRGk, AT DRSS B XSO THER

1HK A F1 AAAA. SRV B¢ PTR i&R%K
My FAR AL R MR 2 (RS UEER. ARSSAeila, SRS, ARSEF. 18
#n%%)
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RE /MR

Options

Update every - 1 - s

4xx warnings threshold 30 %
Calculate hit ratio for the past 300 s
Resolver errors threshold 3 %

Language English ~

FRVFIERC BT & RS ERTIR, (8 G S WU EAR MRS AR 0 B 4o ISBUEELR, A
NATHREZFMPRINEED (GHR) FERT LR R ERE,

EHl SR

FIPRIETTRAE DU e R AR — DRI A AAS, HAp AW NZHL, TIEHZ S S s EH Rk e API
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AORCHE SERT, TR AR L ST (I Fevr T2l SR R

3.3.6 fit& Prometheus {{ T

BAE Grafana FECE Angie [ Prometheus Y 5%M, 1HEIZIEPAT D HRHEIE:
1. i Prometheus #8R, TEACE SCMF B http AN Ninclude 452

http {

include prometheus_all.conf;

# ...

PARAE— M FAETE 1P kAN 240 & 1 5 server HLHIY location NIRIIAHRL prometheus

5%, Blan:

server {
listen 192.168.1.100:80;
location = /p8s {

prometheus all;

}

}

L

BANFE location FEEMNG A LA Prometheus NS H Angie FEhR,

2. ¥ DA TNECEANIE] Prometheus W1, FEETERTHI BPILER server B IP HsikAIS 1

scrape_configs:

- job_name: "angie"
scrape_interval: 15s
metrics_path: "/p8s"
static_configs:

- targets: ["192.168.1.100:80"]

.

CRE 15 HUBER— KGR, BERTEE—PHECER /p8s Hift.

0 &
RS scrape_interval HHE R KT AL HIE,

3. B Angie 1Y Prometheus {¥F%H § AZ| Grafana H,

3.3. RiEfe@m
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ik
<t
~

BB HERR

WERABRIEIRNE, F+ HAEHME I AZIMRRTTR, WEE HXIEIA 8 Telegram JiiE L4,
B EORS R
o https://support.angie.software

e support@angie.software

4.1 HiABE

TEHT B RIS Wi B R VO T E 2 A, MR AR H &
ik, EMEHA SRR H SRR PRI TXEIZTT Angie:
Linux

£ Linux Y WM EH, angie-debug X2/ HE IR HEMEM:

$ 1s -1 /usr/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug
-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug
-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

B EIZAT angie-debug:

$ sudo 1n -fs angie-debug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade
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FoEer
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R JE B SE I AT AT S T
JAIRE ZRE 2 H AR T S

$ sudo 1n -fs angie-nodebug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade

FreeBSD

£ FreeBSD 1 Wik EEH, angie-debug X2/ AR HEMER:

$ 1s -1 /usr/local/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug

-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug

-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

BLEIZ1T angie-debug:

$ sudo 1n -fs angie-debug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

XK JR B SN A AT ST
A R E 2 LRI AT S

$ sudo 1n -fs angie-nodebug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

ML 7
S MIFFTE Angie B, ZwiEnl 5 A TEIR:

$ ./configure --with-debug ...

2455, fEH] angie -V AILASIEZ /S M T HE:

$ angie -V

configure arguments: --with-debug ...

0 #it

{58 B A SRR R T T ST rTRE R I AR RE ;5 A 1A H AT RE
2 [AIfE

R AR N

B HEAHE, BEEREFRER error log $821%E debug 951:

4.1. @ARXBE
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error_log /path/to/log debug;

FEHTINEACE

‘$ sudo angie -t && sudo service angie reload

O ik

Qﬂ%@Jﬁ%ﬂﬂiﬁ)ﬂﬁﬁiﬁiﬁ“ﬂ'ﬂﬂmﬁ’i1¢, @Tfemm;log 6 IRH debug ?&%U, Angie # LA info

FANeFEEH,

FEBRCEE S error_log TIAMEE debug FAIREERIAIHE, AL, Eserver B R HESNAD

MRS e A H s

error_log /path/to/log debug;

http {
server {
error_log /path/to/log;
# ...

TR RIZAME DL, EBERE R error_log HITT,

RAEHPRE debug 2l

error_log /path/to/log debug;

http {
server {
error_log /path/to/log debug;
#

4.1.1 iERFE U

TSR] MO EE 2 P m il o R H &

error_log /path/to/log;

events {
debug_connection 192.168.1.1;
debug_connection 192.168.10.0/24;
}

4.1. @ARXBE
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4.1.2 FEIANTFEEHEX

YA H AT DA AN TEPANAF 22 R IX

[error_log memory:32m debug;

£ debug JIE AW EMX RMEE & AE N A BEEMMERE, EXAMENTS, APAEH GDB il
ARTEWHE, Bl:

set $log = ngx_cycle->log

while $log->writer != ngx_log_memory_writer
set $log = $log—>next

end

set $buf = (ngx_log_memory_buf_t *) $log->wdata
dump binary memory debug_log.txt $buf->start $buf->end
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ot
<
o1

MR =AY

BAFF= i Angie PRO HISURS/Z Web Server, LLC HYHTRF R, IZ SRS RAERERAF /75l Nginx SCRET
B (BT JaelEn,
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=5

A

absolute_redirect (http), 345
accept_mutex (core), 21
accept_mutex_delay (core), 21
access_log (http), 148
access_log (stream), 408

acme (http), 35

acme_client (http), 35
acme_dns_port (htip), 37
acme_hook (http), 37
add_after_body (htlp), 38
add_before_body (http), 38
add_header (http), 129
add_trailer (http), 129
addition_types (http), 38

aio (http), 345

aio_write (hitp), 347

alias (http), 347

allow (http), 32

allow (stream), 393
ancient_browser (http), 81

ancient_browser_value (htip), 81

api (http), 39
api_config_files (http), 40
auth_basic (http), 76

auth_basic_user_file (hitp), 77

auth_delay (http), 348
auth_http, 478
auth_http_header, 478

auth_http_pass_client_cert, 478

auth_http_timeout, 479
auth_request (http), 78
auth_request_set (http), 78

auto_redirect (hitp), 348
autoindex (hitp), 79
autoindex_exact_size (http), 79
autoindex_format (http), 79
autoindex_localtime (http), 79

B

bind_conn (http), 287
break (http), 232

C

charset (hitp), 83

charset_map (hitp), 83

charset_types (hitp), 84
chunked_transfer_encoding (hitp), 348
client_body_buffer_size (hittp), 348
client_body_in_file_only (http), 349
client_body_in_single_buffer (hitp), 349
client_body_temp_path (hitp), 349
client_body_timeout (hitp), 350
client_header_buffer_size (http), 350
client_header_timeout (http), 350
client_max_body_size (http), 351
connection_pool_size (hitp), 351

create_full_put_path (htip), 86

D

daemon (core), 21
dav_access (http), 86
dav_methods (hitp), 86
debug_connection (core), 22
debug_points (core), 22
default_type (hitp), 351
deny (http), 32
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deny (stream), 393 fastcgi_max_temp_file_size (hitp), 99

directio (hitp), 352 fastcgi_next_upstream (http), 100

directio_alignment (http), 352 fastcgi_next_upstream_timeout (http), 101

disable_symlinks (hitp), 352 fastcgi_next_upstream_tries (hitp), 101
fastcgi_no_cache (http), 101

E fastcgi_param (hitp), 102

empty_gif (htip), 87 fastcgi_pass (http), 103

env (core), 23 fastcgi_pass_header (http), 103

error_log (core), 23 fastcgi_pass_request_body (http), 103

error_page (http), 353 fastcgi_pass_request_headers (hittp), 103

etag (http), 354 fastcgi_read_timeout (http), 104

events (core), 24 fastcgi_request_buffering (http), 104

expires (http), 129 fastcgi_send_lowat (http), 104

F fastcgi_send_timeout (http), 105

fastcgi_socket_keepalive (hitp), 105
fastcgi_bind (http), 88

fastcgi_buffer_size (http), 88

fastcgi_split_path_info (hitp), 105

fastcgi_store (http), 106
fastcgi_buffering (hitp), 89

fastcgi_buffers (http), 89
fastcgi_busy_buffers_size (htip), 89
fastcgi_cache (http), 90

fastcgi_store_access (http), 106
fastcgi_temp_file_write_size (hittp), 107
fastcgi_temp_path (http), 107

feedback (hitp), 288

feedback (stream), 453

f1v (hitp), 109

fastcgi_cache_background_update (hitp), 90
fastcgi_cache_bypass (http), 90
fastcgi_cache_key (hittp), 91

fastcgi_cache_lock (hitp), 91 G

fastcgi_cache_lock_age (hittp), 91 geo (hitp), 109
fastcgi_cache_lock_timeout (http), 91 geo (stream), 394
fastcgi_cache_max_range_offset (http), 92 geoip_city (hitp), 112
fastcgi_cache_methods (http), 92 geoip_city (stream), 396
fastcgi_cache_min_uses (http), 92 geoip_country (htip), 112
fastcgi_cache_path (htip), 92 geoip_country (stream), 396
fastcgi_cache_revalidate (http), 91 geoip_org (hitp), 112
fastcgi_cache_use_stale (hilp), 94 geoip_org (stream), 397
fastcgi_cache_valid (http), 95 geoip_proxy (http), 113
fastcgi_catch_stderr (http), 96 geoip_proxy_recursive (hitp), 113
fastcgi_connect_timeout (http), 96 google_perftools_profiles, 503
fastcgi_connection_drop (http), 96 grpc_bind (http), 114
fastcgi_force_ranges (hiip), 97 grpc_buffer_size (hitp), 114
fastcgi_hide_header (htip), 97 grpc_connect_timeout (http), 115
fastcgi_ignore_client_abort (http), 97 grpc_connection_drop (http), 115
fastcgi_ignore_headers (hitp), 97 grpc_hide_header (http), 115
fastcgi_index (hiip), 98 grpc_ignore_headers (http), 115
fastcgi_intercept_errors (hitp), 98 grpc_intercept_errors (hitp), 116
fastcgi_keep_conn (http), 99 grpc_next_upstream (http), 116
fastcgi_limit_rate (htip), 99 grpc_next_upstream_timeout (hitp), 117
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grpc_next_upstream_tries (http), 118
grpc_pass (http), 118
grpc_pass_header (hittp), 118
grpc_read_timeout (hitp), 119
grpc_send_timeout (http), 119
grpc_set_header (http), 119
grpc_socket_keepalive (hitp), 119
grpc_ssl_certificate (hitp), 120
grpc_ssl_certificate_key (http), 120
grpc_ssl_ciphers (http), 120
grpc_ssl_conf_command (hitp), 121
grpc_ssl_crl (http), 121
grpc_ssl_name (hilp), 121
grpc_ssl_password_file (hitp), 121
grpc_ssl_protocols (hitp), 122
grpc_ssl_server_name (hitp), 122
grpc_ssl_session_reuse (hitp), 122
grpc_ssl_trusted_certificate (http), 122
grpc_ssl_verify (http), 123
grpc_ssl_verify_depth (http), 123
gunzip (hittp), 124

gunzip_buffers (hitp), 124

gzip (hitp), 125

gzip_buffers (hitp), 125
gzip_comp_level (hitp), 125
gzip_disable (hitp), 125
gzip_http_version (hitp), 126
gzip_min_length (http), 126
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