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Angie PRO J2MHE—TEMRD Hi & FIA LR Web ARZS 550

Web k55852 —Kilid HTTP PrlaR%&H PR LML SR U AR, #11a0, Angie PRO A T12
Bk, BN R, HEk B BIIRSS Kin AN RIBYE LN Z ARG, S PTTMs, (EH%
MR, 5k APIRS KRR E, EE 5 " Sapsan” YI%E LINZ ARG BN, FHFRYIEKE AT
PAH Angie PRO AbHE,

Angie PRO J&:
o JBH Web 558, i CIBEHRS.
o L4-L7 SE3. AVFEIRSS #ZEX TCP/UDP #HA HTTP AT EMH,
o REEMEANRSS 2. 1 RIERIGAZHIHILI Web RS HIE PUIETT,
o TEFIERATES LW, f£ Alpine, Debian, Oracle, RED OS. Rocky fl Ubuntu Az,
o mPERE, TS EREAY Web IRF5EZ—
%% Angie PRO HUFRFR:

« 5 NGINX 0SS #%., Angie PRO 5 Nginx 5E23#%, A ELMAIIER Nginx P LFERKE
FRARBARSS SRR ] Angie PRO,

o WORAIGEITHISEI RS, Angie PRO $RETEREATSCIN IS5 s T BT,  REMSARYE T dlic B fFidt
TASECEER, JFRIRSTRITE 2 n]

o fRBRIRSS BRALANAARCE., RVFEERN REST S EHAMRSIHRHLE, THRRSHM
o SRAFCEMBR, $RALEH AL APT MBRZEAFICRNEES), THRERS L,
o ARBRIRSS AR EANEHERI, Rod A1, (R RN R A AR S 2 4.
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FIABHENE, FE HTTP API 523 Angie PRO FCEZBIEIASEH,
A DNS Hii,
EgnaiilidiviiN

WENEE=TIBPNEF, Angic PRO SHFAZHE NGINX =778, FERWTILELE, #
UEDIRERN (RS

HENFXFY, BEIETE Angle PRO EEFHPERZFZX, limit req 5,
Remie A~ PRI R S IR 55 a4 PR, RERS 1A A P SE LB fE Web IR S5 as YA FRAIRAR

5 Angie PRO BARMIRERFIERTESMR A5 R fU4E Nginx, Nginx Plus. Apache, Envoy. i/ NGINX
fROCTT R (OpenResty, Tengine, Cloudflare) PAK Yandex HIAFRRTT .
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3.1 BZ{TEH= ]

BJA5N Angie, 1E{#H systemd HATLA R

‘$ sudo service angie start

IR ERBIEE, TR

‘$ sudo angie -t && sudo service angie start

Ryl WER

‘$ sudo angie -t && sudo service angie reload

{Z1E Angie:

‘$ sudo service angie stop

I, JBATA R DAR Angie TSI IEEIELT:

‘$ curl localhost:80

ik
THERRA Angie BYIE1T75TARTRER 24575 2T o
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Angie H—PNEHEMZ AN TIEHE, EHENGIRBRNITHGECE, H4HP TOEHR, TIEHERAr s
FRAVIEK, Angie {f AT HARUBEIFRE THAE RS RINLH], £ T/EMEZ M &SREER, T
TEHEBE AR E X E X, Al DN e R B EE, el DARIERTH CPU OB % (&
Wworker _processes)o

BLE G, Angie ESTEIR HATE L ZNZ X (HATZprozy  cache path HHY keys_zone) Jill#T EH
B, DAEHAY ERERE rT AR EAT], MR ERE, QSR T XK/ NE S, iR A A A s H At
R FBIRE TN, Angie FIdFKE S (failed to restore zone at address), H HASHHXIEIKE L
fill,

3.1.1 EFRES

] PS5 R0 Angieo BRUATELT, THBREHRE ID 25 A /run/angie.pid, X4
AIDAERC BN BAE angie. conf M pid 15 HK, THBESFUTES:

TERM, INT PRIE K]

QUIT P <M

HUP BT INEACE, BRI X ((UEHT FreeBSD 1 Linux), {# FH 58 #1/5 AL E 5 30
R TAEEAR  ref: LHE <worker shutdown timeout> A IHA T/E#HAE

USR1 BT H S S

USR2 FHRT AT

WINCH LA %A TAEHAR

R DS kill REEE

$ sudo kill -QUIT $(cat /run/angie.pid)

AT DAGE MG SRl TR, REIXZAIEN, XRIESH:

TERM. INT e ]

QUIT At KA

USR1 BT HE

WINCH TR RERIE (FERHHdebug_points)
3.1.2 B E

NTIE Angle BEFTIREPECE M, BIA EHRR X HUP (55, TR ERAERRARE, K52
FUFECE, W HAESCA R &Ry RN ATITEC BRI, TR IR E SO RS A 1
FLEIZTT, WM AT, EHRREaHH LIERRR, FFa M TR AR, R eI XM,
(HE AR S H I B RSO IR 2 P iR (IR S5 . (EATE & iSRS e, (HRY LRt
FERF K,

Angie IREFENHBRIILEES, REBMIRSSEEXEEINE 1 ITE, X8 BRSO B E N2
TN, FAE AR AR ] D

3.1. E1ThH=EF 5

(i
a
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$ sudo angie

$ ps aux | grep angie

angie: master process v1.12.0 #1 [angie]

angie: worker process #1

PRINEHNEEC B (TCIRR S A KPR E ), Angie X NFENCEHC B AR QL

$ sudo kill -HUP $(cat /run/angie.pid)

$ ps aux | grep angie

angie: master process v1.12.0 #2 [angie]

angie: worker process #2

GRER AT LB TAEERRARERIZTT, EA TR LT AT DL

$ ps aux | grep angie

angie: worker process #1

angie: worker process #2

ik
NERELE RS S RiE; HT50 Y, Angie TMERESLHI RS S

3.1.3 BEBEFXH

TR HES, A, ARG, AEERAIE UsR (55, TR EFHT A L AT Y
HESE, FHEN i gialT TR o IEHEFHT IS, EHREAFT AT
PFHRE A TR R T H F S, TR RS2 B TR S5 A A SR, IR, 1B L
SZRIRT A0 B, BN &40,

3.1.4 FELFAROTHATXH

BRARARSS 2R AT SR, BRI BRI AT T S, ARG, MFERFELIE USR2 55, FiE
FHEE Y/ A AR ID I XFEMA T A . oldbin JFEZRAYHTSCHE, HIlAN /usr/local/angie/logs/
angie.pid.oldbin, ZRJGEENHTHT AT AT IR, Bl HAT X X 2B 3T TAEHRR,

HER, IHNE#EASXAHRTER T, A0%E, v DVEME DS R TR, aRHa
PAT S ARAZTAAIT, 2] DUREXA MRz —:
o AR EHRAIE HUP 55, IXREENT IR E AL T Eae TR, A5, AT oE
W EHT R RIX QUIT (55 RIUHE XA A FtRe.

o FHTAIEHRARIE TERM (55, ERIAH TAERARNE, WRENZANRH, RA MR
AR, THAIE KILL B SRH AR M HHH FHERNR N, [HA =R B 88 s r TAEE
*5130

3.1. iE{TEHEH 6
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QNS ERPRIR Y, IHA AR W AIERE 1D BSCHA A MIBR . oldbin JE5K.
QUERTHER RN, EIAREHARAIE QUIT 155, REFERRRE,

BLE G, Angie S TEANRATE L Z NI (HATZprory cache path HHEY keys_zone) Jill#T EH
B, DAEHTHY R T AR AT, Nt mriERe, SR H T XK/ NE S, i fIR AR A s AR
K FEURE W, Angie LKL (failed to restore zone at address), H H A XIBIKENL
il

3.1.5 H<ITH’IRN

=% =i BRMLITSHEIEIER, REREH,

—--build-env E%ﬁ%*@ﬁ%ﬁﬂ%ﬁﬁb%ﬁ, RIFIEH,

—c file EH file TEONECE XM, TIASZEER BRI

-e file EH file fEBETR HAESXHE, AR MAINASIT . FRME stderr TEEPRER
i,

-g directives ® B2 R K&K 2, il 4:angie -g "pid /var/run/angie.pid;
worker_processes “sysctl -n hw.ncpu’;'",

-m. -M EoRAERBER (-m) SN BEMEINERR (-Mm) FFIR, AEBH,

-p prefix 9 angie fEFHIEER prefiz B2 (ARG #SUFRTERI E5R; BRIAN /usr/local/
angie/)o

-q ERLE T -t B -T, MBI REIRIEE,; A, TR,

-s signal A FHERIEES: stop. quit. reopen. reload %,

-t AR S, AREIR . Angle M AL BRI, 3968 H AR 2K S

-T 5 -+ M, BERAE SR E RN IE G, SR B b H 2R
o

-v 7R Angie A, AEIE,

-V IR Angie MR, FiashiA, AN R DA BERTRT M@ 28, AR H.

3.2 &%, |iF. #Kk. BE

3.2.1 ERAMEHLEI

Angie SXFFZMERALETT R, FE 7T AR ] HPERR TR E B G . 3R 2 M5 ER T G B Angie
W2 HANERE RSN %, B2, ERE, Al DUER use 152 BAEREERZLELTT %,

DA 2 AT IR R AL BT T

3.2. F#&. 2. FK. BE 7
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FiE it

select T . ERAEGHTENTFE LB RBER, 7TRAEH
-—-with-select_module il —-without-select_module Ay %2 348 T9 R 5 il 5 FH Bl 2
FH AR AR

poll T . ERAEGR T ENTE LB RER, ATRAEA
--with-poll_module F --without-poll_module #4 %% I >R 58 il j5 FH 5 55 A itk
RS,

kqueue =715, AT T FreeBSD 4.14. OpenBSD 2.9+, NetBSD 2.0 #1 macOS,

epoll =R, ATAT Linux 2.6+

/dev/poll  EiXUITIE, ATAT Solaris 7 11/99+. HP/UX 11.224 (eventport), IRIX 6.5.15+ #
Tru64 UNIX 5.1A+,

eventport  event ports FJ{ERJHT Solaris 10+, (HTEXIME, B /dev/poll Fiik. )

3.2.2 HTTP &Rk
HTTP EREZT— RGN, 158N B TR X hb s,

Post-read WIGERT B, TEUERTBRIAF Real P #ER,

Server-rewrite LI Rewrite BHHE XAE server H (fHTE location B4k HIFESHIMEL,

Find-config Rk B, MR4ETER URI &8 locations

Rewrite KT server-rewrite HEE, (HEMNHTE L —MEBOEEH location HHIE X
B rewrite LM,

Post-rewrite RO BL, UNSRFE Rewrite FTBHEIX T1E KM URI, WPKHIE R EEMZEIHTH loca-
tion, W[F] Find-config FTEL,

Preaccess TERERT B, FrifE Angie BEEL (40 Limit Req) M EAMIEEIRRE,

Access O UEZE i A AU HIE SR T B, I8 18 U8 FHARIE Angie S8 (0 Auth Ba-
sic) RSE,

Post-access Kok EL, b satisfy any $68%

Precontent FRERIERFS S (W try  files Fmirror) TEIEI BEM BT ER T,

Content BN B B, 2 MRE Angie BIETEMBOEM EAINAERF, &
f&Indexo prozy pass. fastcgi _pass. uwsgi_pass. scgi_pass Fgrpc_pass FES
TESEALRE,
SRR AR A A, ERH A — DA

Log RIEMEL, PATIERH &I, HETRA Log BEHTE I BLE A AR 7 DA
1TViA H &L,

3.2. F#&. 2. FK. BE 8
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3.2.3 TCP/UDP £iE4bE
K E% PR TCP/UDP 2GR — A5 L, 1ESANM B TR & KA FE:

Post-accept B PR S HIRAA R BL, TERERTBLA M Reall P #EER,

Pre-access KA T AR T B B TR BV A Set HBEER,

Access TESE PR EAR A R < BT FR lI2 P i T TR B TEIERT BV Access Bk,

SSL KA TLS/SSL KIEIBTEL, FELLITBEIEFH SSL Ak,

Preread KOEEARZ TR X IR B, ARV (W1SSL Preread) TR Z
BT EE,

Content SEERACEREAR BRI B, 18P M Return BRAIZ FURAIEMIN., prozy pass

A AT,
Log ISR P 2 IE ARSNGB, TR ERAF Log BEEL,

3.2.4 HbIEIEK

3.2.4.1 EHIARSBEE

B, R EBOAIRSS A i _E RS BRI, 2805 AT DATETE SRACERAT DA R B Bl AR 55 s 44 K, 8D
B2 5 IR 55 A Be B A £

o fE SSL B TR, MRYE SNI $ZRTHIE,

o WHERITZ)E,

o WFE Host SkFEZE,
QISRAEACBIESRATER Host kP B S RIE RSS2 24 FR, Angie R HI S FR1E N ARSS 2344 %o
TEIXEER B — D B, #RTREN FH AN FIRYARSS AL B, (R, R W E HfR

o MTFssl_protocols $6§4, MMXFIFRE OpenSSL FEAEMRMEEIT SNI 18 K44 HR N IR 55 A lic B Z /il
RHE, K, B OOERIAIRSS #HEE.

e client_header _buffer size %ﬂmmyef&lashes FE2EBOERIT Z RN, R, IX 35 <5 FH EIA
k5% eelic Bal fH SNI &R SS eelil B,

. XﬂLﬂ:ignorefinvalidiheaders\ large__client _header _buffers Munderscores in__headers ?E‘/%, A

S EREPIER LT B, IRSS delic BICHUR T2 S IRIE TR RITE Host SKFBRIHAT T M,
o FETRME R A S AT IE R EIE RIVIRSS SR h i error_page $5MEHH,

3.2.4.2 BT ZMHIE RS2

Angie B 7CHEMNARSS 28 ML K, FHE— A ANECE, HArE =N ERUIRSS #8811
80:

server {

listen 80;

server_name example.org www.example.org;

3.2. & &F. Bk BF 9
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# .
}
server {
listen 80;
server_name example.net www.example.net;
#
}
server {
listen 80;
server_name example.com Www.example.com;
#
}

TEMACE S, Angie (VRYE Host Sk BAE MR MRS 8FRLZAL TSR, Q1R I SKAIE S (MRS 2844 PR
HANITEL, SE TR EE ST B, Angie RATIE KISt 2 Hm TRUBRIAIRSS 28, 1E_LHAYECE S, ZOA
RS EEHE — N —IXJE Angie BIFREERINT . WRT LA listen 1B HH) default_server ZEUEIN
FRE MR 55 25 L %2 BRIA R 55 25

server {

listen 80 default_server;
server_name example.net www.example.net;

#

ik
BIER, BOMRS SRR EZRFREYE, MAZIRS a2 IRIE M,

3.2.4.3 EBFr{L B
EFREE% (IDN) NAEserver name F8LHHER ASCII(Punycode) FRNERIEE:

server {

listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; #
#

3.2. EE. £F. Bk, BFE 10
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3.2.4.4 FIERE AR S5 23 BFREIER

QR RLARVFRZA Host SKFERAVIER, A] PUE X — Ml B B IR TR R AR S5 45

server {

listen 80;
server_name ""
return 444;

}

J

FEHACE T, RS as BRI E NS FATER, BRI Host SKFERAVIER, SRGIRE —PRIRATIEIRHE

A 444, ZA 2K HERE

3.24.5 HEETBHRNET IP MEMRSEE

IEFATRE P EERHIELE, Hrh— B Ol 55 as MW A R A bk

server {

listen 192.168.1.1:80;

server_name example.org www.example.org;

#
}
server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#
}
server {
listen 192.168.1.2:80;
server_name example.com wWww.example.com;
#
}

J

EHBCE S, Angie B ERIEserver Jeilisten F62MIITERAY P kAR T, Rf5, BAREULAL 1P 3o
HERDUR B server BB server name 8 HINRIE KM Host ShFE, WRAIKFIIRSS LR, ZIEKEFH
ERIAARSS 2RA0E, 4N, 7656 1T 192.168.1.1:80 LFZULEIRIRT www . example . com HYIH KAF H 1% LAY ER
INIRSS A —BNEE — RSS2 —— AN www . example. com AR I3 &€ Yo

QnATRE, BOIARSS a5 2 Wi TR E L, AT DAY AN R B3 2 SCAN R BRIA AR 55 45

server {

listen 192.168.1.1:80;

server_name example.org www.example.org;

3.2. &, &iF. BK. BE
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#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com wWww.example.com;
#

}

3.2.4.6 EFRMET
EZE—DREIAN PHP WuGACE

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

location ~* \.(gifljpglpng)$ {

expires 30d;

location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;

include fastcgi_params;

Angie B /SR BT EFATRA BB EARIIRIZ location, MAZEEMIFIHIT., 4 LEHihlE
Hr, ME—RIETSR location /& location /, BEVLEMELAAIENR, HEENRGIIER. A Angle IRIRECE

3.2. &, &iF. BK. BE
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SRR BRI R AG 2 E 2R 208 XY location, 85— PNILECIRIEA R SEIHER, Angie ¥EH %
location, ﬁn%‘%?&ﬁftﬂ!ﬂﬁiiﬁllﬁmi%ﬂi, Angie R 2 BB B EARIYETSR 1ocation,

#HiE

FITE 2R location {MIATERITH URT &7, FEIESE. XZ2RANER TR EHEISEA] DAL
#MAEE, fln:

e /index.php?user=john&page=1
e /index.php?page=1&user=john
A, EifFrTE A RER S ERMENSEC

e /index.php?page=1&something+else&user=john

MAEIEBATE B LIARCE P AT BIE K -

o 1K /logo.gif EHFCHATS location / VLAL, ASFHIENIFEIAX . (gif| jpglpng)$ PEEL, [HI,
BHJGH location A3, fH$ES root /data/www, T RMLILEESCH: /data/www/logo.gif, I
KSR IR P i

o 15K /index.php WEJCHATZ location / VLHD, ARJGHIENFEIXX | (php)$ ULEE, K, &
/53 location ZbFE, 1EREUEHEZNANT 1localhost:9000 B FastCGI RS 88, fastcgi param 18
2F FastCGI 2% SCRIPT_FILENAME K E Y /data/www/index.php, FastCGI HRZS#HUTIZL
e, 2B $document root BN root JFEIQ/?\EI/‘J{E, Q%$fastcgiisc7’ipt7name WENIEK URI, B

/index.phpo

e 1E3K /about.html {XHATS location / PLEL, KIAEL location LB, f#H$54 root /data/
www, JBRBELETEI S /data/www/about . html, FEAF SRR IELE R i,

REFRIESR 7 BONE S, EAXVHRETZE location / ULAC, [RILH I location AbH, A5 indes FERIEHE
S root /data/wuw FELMIAR IR EFME. WRXM /data/www/index . html AEEEH
/data/www/index.php f#1E, ZIELHITE| /index.php NFPEEM], Angie FHRIEZR location, %
TERBHE P UGAEN—E, WRTATR, BERBIE KRR H FastCGI kS H4A0HE,

EIRTRBBEIL root 15 RFTFRBUN RIS, (E5EBERIBE K2 MELHIPREM . —BIEEE] location,
Angie ¥ERMIEILSS Suri BERBISAERGIRR: root FaR57EEE URL IBMBNEAE, Malias F5SN
BHEILELHY location RIS, try files TEREEHX TIZHARZE —RMMGIESCIF; HIIAFAE, Higla
— P SERK R NERESE,  Angie BHAMYEHTHI Suri 2R location, 5 _EXCRGIHEE RATHLHIFHFE.,

X FHEIIER /images/top.gif, PARMA location ¥ HfEMTE|[E— X /data/w3/images/top.
gif:

location /images/ {
root /data/w3; # B An: /data/w3 + /images/top.gif
}

location /images/ {

3.2. &E#. 2. FK. B 13
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alias /data/w3/images/; # & #t: /images/ -> /data/w3/images/, T top.gif
}

i alias I, PERCAYRTZHZHAKERFEER, FLL location RERHTS alias [EARBRHT L IRFEF—E &
¥ LI alias BEARERIRHTL R, R /data/w3/imagestop. gifs,

3.2.5 RIEEMGHHE

Angie BN WA R R HIRE NI SS d4%. TEIA T, Angie SIBIER, R A SIHREER
MR55as, MIXEEARSTERIEZRIMAR,  FFREMA R A A% i

— M B AREE AR S5 A -

server {

location / {

proxy_pass http://backend:8080;

prozy pass FERFER Angie K% FIE RIZIHBLE 50 backend: 8080 (HARVHEAYARSSES) . MHFZH
fbi5 < AT H— P ERCEREER,

3.2.5.1 FastCGI £

Angie FJITRIEREEHENBITHEMSAAESRMGEIES (W PHP) MM ARFH FastCGL IS5
%go

5 FastCGI IRS52RECA (R EEARN Angie BCE W MAEH fastcgipass F8L R prozy_pass F62, AN
i fastegiparam FELRBERIBRL FastCGI AR5 RIS EL, 1% FastCGI ARG %8 AITE localhost: 9000
Vil 1£ PHP ", SCRIPT_FILENAME Z¥UH THIEMIAAFR, QUERY_STRING ZEUH TEHIH RS,
ARPIEC B

server {

location / {

fastcgi_pass localhost:9000;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

fastcgi_param QUERY_STRING $query_string;

location ~ \.(gifljpglpng)$ {

root /data/images;

3.2. . K&, Bk, BE 14
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HELEIRE T — MRS, ZIRSHEFAIER GRSEBIE KRN @it FastCGI WIS HEITE
localhost:9000 BT REEARSS B8

3.2.5.2 WebSocket {{H

TR IEEM HTTP/ 1.1 JHEE| WebSocket, FFZEMH HTTP/1.1 AR BhXYIE <https://
datatracker.ietf.org/doc/html/rfc2616#section-14.42>¢_ Hlil,

SR, XEA—DHBZAL: BT Upgrade Ski2— BBkk <https://datatracker.ictf.org/doc/html/
rfc26164section-13.5.1>¢_, ‘BN MNEPIREIEEWARBIIRSS 45, EEANREH, &/ ma] DU
CONNECT 752 RAUBEHX M AN, (B EEANIEM TR, BRI P AR A R AR 55 4500
f71E, HEAENEARS & L TRIRAC R,

Angie BT —MURFIRAIRIERS, ARBRBERIIRSS AR [EREE0N 101 (DSBS AR, FF HA
@I IE K ) Upgrade SKIERPMXYIHE, WIARVFAEZ P IR R IR 55 g < R #EAZREE.,

wiwipnAR, Bk (945 Upgrade Fl Connection) NEMNEF LB R PR IEAIARSS 8%, Fk, HTik
BRI IR SS 8 HITE & P im P42l WebSocket MY IRE], AR UL HIX LSk

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

—DNEE ZHREER TR IE P imiE Kk 2 IS 17 TE Upgrade T, SRIRE ZIREIWACHEARSS 78
A5 K H Connection SKFERHIE:

http {
map $http_upgrade $connection_upgrade {
default upgrade;

'' close;

server {

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection $connection_upgrade;



https://datatracker.ietf.org/doc/html/rfc2616#section-14.42
https://datatracker.ietf.org/doc/html/rfc2616#section-14.42
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}

HINE T, WRHERHEARSHE 60 FNEAE L WAEMEHE EEBEWE KA, 7] IS
Fprozy read timeout FEHGIMBLEEN A, 2¢#, A DURFBACIRAY AR 55 48 Bl B 0 & IR 18 Web-
Socket ping il AEE BN I A2 1EH 2 S RTE S

3.2.5.3 figHiE

FE 221 N S0 AEEAT SR 2 — ) IZ R REOR, AT IR B TEA R iR L&, B
BRI RSB L

Angie A] URERRUAT HTTP St9fids, RmE a2 M ARF RS EE, MMTER Web MR
FPHOPERE. ATy IR AT FEME,

M Angie AT B A B ACE RTRELH R ATR:

http {
upstream myappl {
server srvl.example.com;

server srv2.example.com;

server srv3.example.com;

}
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

}

1 EEAREIH, [Rl— RN AR =203 BB TIE stvt B srvd b H&A BARCE BT 1%
F, ERINEREWE, HMASRRREIIENIHEIERE: weight. least conn Mip hasho Angie IR A
SIS R N (BUEN) ARG Aaf@ AR, IXEERIEE FH upstream R XH server -NE max_ fails
M fail timeout TELHAITEE,

3.2.6 HFILR

wHik
BR T AL IS, e n] AR A IR H &,

3.2. EE. £F. Bk, BFE 16
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3.2.6.1 Syslog
error_log Maccess log ¥ XFFICKE syslog, LA NSEFH THLEZ syslog M HEILR:

server=address f8E syslog MRSS#amystisit, sk nl DURSAAEL 1P sk (HFAlikim) , B4R
"unix:" BISRGETEER UNIX SERTHE, WRARfEEmH, NERH UDP b
[ 514, WISRBA RN ZAS TP Hidik, I 35— M@,

facility=string W E syslog IHEMVIRIE, W RFC 3164 HE X, AIREAYIiELEE: "kern",
"user", "mail"\ "daemon"\ "auth"\ "intern"\ "lpr". "news"\ "uucp". "clock".
"authpriv", "ftp". "ntp". "audit". "alert", "cron", "localO".."local7",
FRINEN "local?",

severity=string JE M access_log B syslog HERIEMEL I, W RFC 3164 H5E, FIRERIE
'—ﬁerrorilog BB AN (FH)) HHE, BRAMEN "info", FEIRHER™
EMEH Angie #i%E, HItEerror log 8RS EL

tag=string WE syslog HERIPRE, BRIAMREDy angie",
nohostname X IEAE syslog {HESKHERIN hostname FER,
syslog FCE R

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;

access_log syslog:server=[2001:db8::1]:12345,facility=1local7,tag=angie,severity=info combined;

3.3 [R&ERR

AIEFINTE Angie BYRARER, SREECERA, FIHHFESMSE, ULANELZ R,

3.3.1 &b ER

AP IR S5 SR EA BT RO RENEC BAE <, JRACBRHESS, AVE P TIERE, ACEF AKX
BN, DURALPEME ARTEEREANTE R, B ESH TRE TR, iR HSIER AR RE R RS 8T
NHIRHHE S

3.3.1.1 EEERH

user www WWw,

worker_processes 2;

error_log /var/log/error.log info;

events {

use kqueue; worker_connections 2048;

3.3. [FAEER 17
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3.3.1.2 84

accept_mutex

Bk accept_mutex on | off;
ERINME accept_mutex off;
EFx events

45 accept_mutex W, TAEMRRILIMEAOIIERE, MR NREMI, IrE TIEERAR S WNEIERE
AT, IXATRE SFBCRARTRAV T, Rl R ERNERBE R RIEI T,

ik
1 #F EPOLLEXCLUSIVE tRiEHIR G _Eifdi H reuseport 820, TLFE G accept_mutex,

accept_mutex__delay

Bk accept_mutex_delay time;
LOVNIED accept_mutex_delay 500ms;
4 events

GERIBH T accept_muter, WABAEE TAERRLE S — D TAERR IEAE AL BRI, SErUREHE 0TS
EE1: 03 NN ] 8

daemon
E2E daemon on | off;
FINE daemon on;
X main

W€ Angie ZHNAENFIERIET, REZREFLERHE,

debug__connection

B debug_connection address | CIDR | unix:;
EINE —
TR events

NERPER PR R IR S, HMEREH error_log 5 ER HESS, AT LUEL TPv4 B
IPv6 Hihk, MIZEsENBIGEERE, N T UNIX BERTIER, A uwix: SEEHERKHE,

3.3. [RERR 18
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events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

#HiE
RIS ARL, BAHERE Angie I ER HIXHE,

debug__points

[F=27N debug_points abort | stop;
HME —
EFx main

e AT,

HRANHERER RN, BIANAE TR E S IR R B ER TR, 5 debug_points REAIEBLLSF
(abort) BRfFEILHERRE (stop) PAMEM ARSI ERHATHE—D 047,

env
[=2ES env variable[=value];
%ﬁi&ﬁﬁ env TZ;
EPFx main

BINEDL T, Angie SMBRMEAHRMY RN A IMRL &, (H T2 BEERIN, A5 R VFIECR B ek
R R, BE TR Ee R TR A &,

XA B
o TERTPT ARSI FHEL A IRk o
o WiPerl BEHLE
o N IAEHRERTH

THER, POXATT SRR G R REFF AR AR, BONFEE R (ERa LR &2 &, meliaf izt
FEMAR LR 2T, Tz ZERIGLEMARATF ATt Perl BABRYTIR], BRIFAIAHACE N HARTT 2,

3.3. [FAEER 19
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B

env MALLOC_OPTIONS;
env PERLSLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_ CERTS=1;

#Hik
ANGIE FRSAE R Angie WHREE, NI H I EIZIRE,

error__log
Bk error_log file [levell;
ERINME error_log logs/error.log error; (B{{REUAT --error-log-path F4EIEIN)
T main, http, mail, stream, server, location

AL B HEILs, Ve —BCEHRAITEE 2 N HE, WRE nain BEEPGIRIIIE X HESCH, R
BN,

B NSEEEEFEMHER S, FRME stderr BRI, HEEL BT syslog FIHEIER, M
"syslog:" %o ZICKE| TEIAATFRITIX, ] "memory: " HIZRGEREIMIX A/ 1XiEH H T,

BANASHREHERA, AIPAZ LA N Z—: debug, info, notice, warn, error, crit. alert B emerg,
XL IR B 3 o 152 F SRR AR e 5 e = B PR T

wE HIRAILR 5

debug debug. info. notice. warn. error. crit. alert. emerg
info info. notice. warn, error., crit, alert. emerg
notice notice, warn, error, crit, alert., emerg

warn warn, error., crit, alert. emerg

error error, crit, alert. emerg

crit crit, alert. emerg

alert alert. emerg

emerg emerg

MR EMHSE, HEH error MERNERINHELI,

wHik
B debug HEHHIERN, BAEME Angie FEH X HE,

IR HEHRIEN R E AR LS

3.3. [FAEER 20
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timestamp [level] PID#TID: *connection_id message

Hr:
o timestamp —FHFHYH G A
o level —SH{FHIHEZ
o PID#TID —HRRHILARIRIALT
« *connection_id —IEEFAIS, [F—IEE ERIFTAIERILH (REM)
« message —fHIRECHMHE SR

events
Bk events { ... };
ERINME —
X main

NN PR T 2 PR S B B RS

include
B include file | mask;
LN —
oS4 any

KA — M STEE mask IEECHISXAFEEEIRCES, BE RSO S TETRIEMRITE SR,

TP

include mime.types;

include vhosts/*.conf;

load_module

181 load_module file;
L NN —
4 main

MIETE AN AR, QI RFEAEATZAXT #5128, WIBET —-prefix MEIETHTHERE, ZIGUERKTE:

$ sudo angie -V

3.3. [FAEER 21
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B

load_module modules/ngx_mail_module.so;

AERENSHREBUZ N AR Angie MRRRAFIEER, MIECR RMOF RSB RHYHIR: "module .7 was

9
o

built for ”..” but you are running ”Angie

lock_file
THIL lock_file file;
EIME lock_file logs/angie.lock; (BRIZENIRT --lock-path FEEIEIN)
4 main

Angie ERBHIHIRE M acceptmuter FFFISILZNERITIH, ERZHRGE, BUZEHET#
TREHR, RIEAREIAES, B2, ERERG L, RKEMHERE lock file HLHl, HFEXRBEDIF4AH

[k

master__process

[F227S master_process on | off;
EINME master_process on;
X main

DUER GRS TR, 20t Angie TR A G,

multi_accept

[F227S multi_accept on | off;

FINE multi_accept off;

Hol5"4 events

on TAEERE R RN 2 AR e
off TARMRR IR EESZ — DR
ik

GURAEM kqueue EEFEALTETTIR, NIRBMGIHAS S, BN E TR HMESREZHE R A,

3.3. [FAEER 22
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pcre_jit
[E27S pcre_jit on | off;
EINE pcre_jit off;
R main

L AR ATT IR N ) TR kS FHBEEA BININ 1% (PCRE JIT),
PCRE JIT 7] DA hsE E N ZRIA AL,

#HiE

JIT 1£ PCRE JE 8.20 kA KA EATH, B8 2fiH --enable-jit ALEIRTIME, XfiH PCRE &
¥ Angie N (--with-pcre=), {f] —-with-pcre-jit EIFH JIT XFF,

pid
=275 pid file | off;
ENIN pid logs/angie.pid; (BEIRBURT --pid-path HJHELIEIN)
T main

TEERFE Angie THERE ID HY fileo, 2O DAREF 77 XA, IXTHRHARIGL W, off WEEHIAI
HESF

wHik
NRTEEHEL EIRB T file I E, (HEFHRAISERT PID XHFRIRFSHEE, WA EH O8It

ssl__engine
[E=2FS ssl_engine B
EINN =
TR main

TR A SSL AN s HI A4 R

ssl__object__cache__inheritable

1Bk ssl_object_cache_inheritable on | off;
FINE ssl_object_cache_inheritable on;
X main

3.3. [FAEER 23
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nSRJEA,SSL MR (SSL IEH. FABH. ZAEER CA UEH. CRL F5R) TR E HBT &N Sk,

QUERMSCHINERR SSL X R AESIN RIAISC AR S| B LIXRECEINE DORIH Bk, WAk, f6EH
engine:name:id.E@*A%ﬁikﬁiﬂ<é§ﬁ§ﬁﬁﬁ&,ﬁﬁ*ﬁ?fjb data:value HIFATHIGRXHARK,

M BN SSL XM RICTEBAR K,

Nk

ssl_object_cache_inheritable

http {
server {
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;
}
}
thread_pool
=275 thread_pool name threads=number [max_queue=number];
ERINE thread_pool default threads=32 max_queue=65536;
TR main

T SRR name MIBE, T 28R BRBRIEIE S, HIHZE TARER,

threads ZH0E i HILRIZEL,

QSRR BT SRR T AT SS, RS EASI PR max_queue ZEXIRM FLVFAERASIFRERFAY
E55%m. BUAMEOLT, BB ERZ AT 65536 MESS. 4RSI HIN, 554 DUEIR TR,

timer__resolution

18 timer_resolution interval;
LN —
X main

FEAR AR BT IS B8 0 2R, M) gettimeofday () RETEHMIIREL, BRIANEMN T, BREEKE
MAZHEHNE SV gettimeofday Q0o FEMRHIRIG :samp: gettimeofday () {NAEFEE [AIRE P VE FH —1X,

Bl:

[timer_resolution 100ms;

[F] B ) A S SIS B R T e {6 L Y 75 1
o QNERfHF kqueue, WIEER EVFILT_TIMER Jd7EES;
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o WIRAEH cventport, MEH timer_create();

o HBN{ER setitimer o

use
B use method;
EIME —
T events

TR T 1) method, BREAFEEIIEE, HN Angie BRIAS MR RSBHITTE,

user
Bk user user [groupl;

BRINE user < MESH --user> < WESH --group>;
EFx main

TE N TAEHREHE user # group FHE (HIESH WESE), WREMW group, WEHS user FIFAH
4,

worker__aio__requests

181 worker_aio_requests number;
LOWINIED worker_aio_requests 32;
EFx events

A aio Flepoll SERACELTT AN, RE AN TIEERIRARZEMFS 1/0 I,

worker__connections

FENER worker_connections number;
LOVNIED worker_connections 512;
94 events

B TAEHERE A] DT IR R R IR

POZICHE, HEFEEEERE (Bl S5 RS SHERSE), AU S&E P miERE, 5—1N5E
RIZEZ, KRRy RN IERECN el S AT I SR B KBRI, Z BRI AT PAE IS worker rlimit_nofile
X
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worker__cpu__affinity

[E27S worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

ERINME —

o974 main

R LEHREHEE CPU £5, 81 CPU REGH AN CPU MIEIMIIR, MiZ &N TIEHEE L —
PNEIREIERG . BUAEN S, TEHEAHE2HEMRER CPU,

fan:
worker_processes 4;
worker_cpu_affinity 0001 0010 0100 1000;

IHEAC BRF B TARMERRPE SRy CPU,

E-F
worker_processes 28
worker_cpu_affinity 0101 1010;

XEE D TEEREYES] CPUO Ml CPU2, 58 AN T/E#HESEE| CPUL 1 CPU3, MIXEIEHT
LA,

RHR(E auto AVFH AR TR EEIA] K CPU:

worker_processes auto;
worker_cpu_affinity auto;

AIERIFERS ST TRR I AT T B 3h48E /T CPU:

worker_cpu_affinity auto 01010101; }

#HiE

ZH5 S NAE FreeBSD #1 Linux FAJH,

worker__priority

HIK worker_priority number;
FINE worker_priority O;
HSl5"4 main
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TE N TAEHERVA M, KUTF nice mPMIMEE: A5 number FRE SN, ARVFIITERDE
M -20 F| 20,

B

worker_priority -10; }

worker__processes

B worker_processes number | auto;
LOWINIED worker_processes 1;
Erx main

TE X TR R,

RAEERRTHFZRR, G5 (EART) CPU L. FIEEdRATRE S IR shas 8o DU Tt X, sk
e, FHIZENATH CPU B EUZ — M AERIE S (fH auto” #22IABHENEM),

worker_rlimit__core

181 worker_rlimit_core size;
EIME —
T main

B TAEHERRAIARZ O S B KR/ MRl (RLIMIT_CORE), FHFAEAERJE FEFERIIE N N ANBR A,

worker_rlimit__nofile

Bk worker_rlimit_nofile number;
ENINE —
EFx main

R TAEHARRM R T SO BR ] (RLIMIT_NOFILE), FT/EREE /S AR E LY AN RR I,

worker_shutdown__timeout

181k worker_shutdown_timeout time;
ERINME —
EFx main

AL B TR LA AT I 18] (DARD M B ), S fase RIS TRI 2R, Angie R 22185 S RIHTTHIAR
AR DME T XM,
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PR PE I M E MR R IEQUIT 55 KRG, ZE SR LIESERE B2 EEIT v g
BRI, TAERRARSUEETESNIE R E RN TR, ARG IUHEMOC I, a0 SRE # (REFHT FF B I ()R I
worker_shutdown_timeout,Angie FF5R il 3¢ HIXEEIERE DASEROC A, BEAN, & i PR R SNERE S
RIS (A 22Dk B lingering timeout 87BN TRIINA 2 2%,

working__directory

Bk working_directory directory;
AIME —
ol 54 main

X TAEERRA AT TR A%, BEEEET AL, XS0, TN ZTE e H
SKAHE AR,
3.3.2 HTTP {&EiR

3.3.2.1 Access

PRI P TP ik s 24 il X IR 55 as SRR T IRl e SRR TP #ihik, 1P YEEIEK UNIX
SRE R  AR VR ERRH L 75 7], 383 PR AT 90ty B R FH AR o SRR X IR 7 TR R M o 22 2 1

n] DUEH S Auth Basic BB T Auth Request FEHEFIE RS TR IRGIT A, 2 [E R
HoHEF B R BRI, & satisfy $6%

=3t

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

FUFZ N7 P4, EREREIPERCI, 7R Bl, ARV IPv4 %% 10.1.1.0/16 F1 192.168.1.0/24 (-
EIERFE N 192.168.1.1) LA TPv6 MI4% 2001:0dbs: : /32 Wild), BN, FiF#HH Geo 15
P&,

B2

allow

HIK allow address | CIDR | unix: | all;
HIME —
Holi5"4 http, server, location, limit_ except
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FOVHEE MLt R TR, RFPRME all FORATER Fim 1P ik,
FFRME unix: FRVHEMT UNIX BERF B,

deny

[E237S deny address | CIDR | unix: | all;
EANE —
o974 http, server, location, limit_ except

TEA T LS B HIE AT ], RFFR(E a1l FRORATH %P 0 1P ik,
FERME unix: ELEMT UNIX BERRF I,

3.3.2.2 ACME

REMERH ACME VHY BERBUERILIEE,

1£ /\)\ﬁﬁﬁ%*@@ﬂﬂk, %ﬁi)%%ﬁ]ﬁ%ﬁﬂ%; TR *@@iﬁﬁ --with-http_acme_module Eﬁﬁ'zo 1R
H RIS CENEMSEGH, ZER O S TEES,

BB B

TEMRBIH, £4°5 example Y ACME & Uitifs F ERIARY HTTP %, 9 example. com Fl www.example.
com HBPERBUFSHHIES

http {

resolver 127.0.0.53; # 'acme_client' 354 ff %

acme_client example https://acme-v02.api.letsencrypt.org/directory;

server {

listen 80; # W R HRFHMYT HTTP ki3m0, U &
# (BN, 'acme_http_port' F&4)

listen 443 ssl;

server_name example.com www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

HARRAET % (DNS. ALPN, £T8#F) DIAEARZERH, EZ6 acme_config #77,
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B2

acme

Bk acme #7F;
BIME —
J:—Fi server

EE N M server AAREROEBIRRITIKBOE BRI ACME &P it, BMNMEBBEMESI HiZ 2REF
Uil server @ server name 8L IEERIFTE BRUBAF 1P Hitik; 415 server _name FCE#HIK, IEFHE
BT DA BRI LB DA

IR Angie BB, X NATE VDA ROEBRIFRIRTFERBNED. TRERRFEAIEBESH, XFE
KelA ], IERRC B A A S,

#HiE

ZAE R HIE BT K - AL S WA ROE BRI, HAIIER AT TETAE . £l server R
] DU Sacme  cert <name> ZREF|IFIZIES, T ZLEGHEE acne 5%, M server A
FR acme (NEK %W server name {BHEBRTEGLERIUERIE R 250, (B RH IR XS IE+,

&k

H A, AR ENFRE R E A, XA R,

TAFLAFIAAAE acme_client H'IRXE T challenge=dns A2 3HH,

FRAEZ P uif# F challenge=dns, /M52 IPv4 F1 IPv6 Hiht, /& DNS KiE/5 1P Mt gkl

IHFE 2 AT PAZ IR AERE AN R 2L RIUES, B4 RSA #1 ECDSA:

server {

listen 443 ssl;

server_name example.com www.example.com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;

acme ecdsa;
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acme__client

1E 1.11.0 liRAR K A28,
1E 1.12.0 lRAR K A28,

Bk acme_client %4 FK wri [enabled=on | off] [key_type= KM [key_bits=
) [email=email] [max_cert_size= Z#{F¥] [max_key_auth_size= K/}
[renew_before_expiry= W [H]] [renew_on_load] [retry_after_error=off| K
[H]] [challenge=dns | http | alpn] [profile=name] [account_key= X ff]
[eab=1id]:alg] :key];

HME —

Holi5"4 http

X —PERME—EHN AP ACME %P, IZSRGA0N B XA, 2 — M EZRI T, I
HAEAR XD KNG

BAE P EH —KIE;, TR EZ KIAZIUES, WEEZ T acme_client R (S

acmefconﬁgimultipleiclients) o

45257

HACEE B P A4 RAE Angie BLEFPARFIZE F i, LYK acme_client, acme FERMEM A
PRAVEERAS 5 AR Bk, ASZR H S RIS SR 55 2 A AR

BANRESEUE ACME BRI wrio B Let’s Encrypt ACME H 3% URI 41 H{ 2N https://acme-v02.

api.letsencrypt.org/directorys

#HiE

ACME REHLETE client B R XHEINTI—DN4N location @acme MU E, R FECEXN ACME H3g
AR, BOAEM T, I Llocation ®HE— A HZR wri Wprozy pass 6%, 7] PAFEIRINK 5L
PR EA L,

nT {ﬁﬂib#ﬁ/?\i%(, EM R _E R SCHEEE resolvers

#Hik
TR H B, UEB AU AU E F AR At AR M, B0, Let’s Encrypt AIINIRKIREE <https:

//letsencrypt.org/docs/staging-environment />‘_ A https://acme-staging-v02.api.letsencrypt.org/

directory,
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enabled

key_type

key_bits

email

max_cert_size

max_key_auth_siz

renew_before_exp

renew_on_load

retry_after_erro

challenge

profile

account_key

JE P BEE R 25 P UL S R ST 140, S B B AR R S 915 0 T e AR
{0, IXMRA Mo

ERIN{E:on,
WEPRIRAHE LR, HRE: rsa,:samp: ecdsas
BRINME ecdsa,

IEPARNIEL, ERINE:ecdsa N 256,:samp:rsa A 2048,
T BRI ADE R T b FHubE; 78 CA ARSs & L IEIK I FEM .
FEEHTIER SRR R RN (AT A7), HERZEANFEH O HIE IR
B[] E RSB, TENSHEEKR, HSECRH] ACME k5588 iR K
/N B aeme max response  size SRR MK/,
MRKRLEIZSE Angie DARERCE IR INR I E KRB/, FHRKFEHTHE
WA 7B
MR BN EFEIEBEER/NER nax_cert_size {H, M| max_cert_size 18
BASIG N CAPEECERAE UE 45 SR RN
AR R IRERIE B A/NEIT max_cert_size, NIFEFIT AR LTS,
EIME: BTE,
FRl Angie N ACME S lEfZ TR L ZEANE B FIF BRI RN, 0%
ACME AR%5#51R B f9 B HIZ A 2 A7 B U E, 16RO, 1B RGK
max_key_auth_size,
BIRTE acme_client ITHFEE, (HIX/E http HFTAR P intt ZH B —IRE,
BIME: 2k,
UEFSZHARGT A 46 SEHTHY B[R],
EIME:304,
FEBAE B NN B N 5 il B B e,
TEUEFIRBCR N BB I RTERERY IR, NSRIEE N off, B Ui A RTERMGE
IRIRBIE,
ERIAME:2h,
{6 ACME & imfIEiERA, H3UE: dns,:samp:http,:samp:alpne
alpn {HJSH TLS-ALPN-01 J0IE, 752 Angie S+ ALPN ¥ OpenSSL #4
## (R FF BoringSSL 5 AWS-LC ##),
ZRINE:http,
AIERIUE G KEER ACME BLERYZE (profile), FCERYZEZE CA E XM
UEBFSUE L B AR R, FIANUE-F ARG, BRIE SKIARIRFRAY,
B4, Let’s Encrypt fEH: FLE A ZE M A4 T Al FHAVAC BAS .
ACME AR5 #8607 H B RondEh At ECEAY S, 0% P iR ek IR BUE
i
fEE S PEM VA AR SR S B B8 A2, QSR AR 6 A K P B SR A~ 2
HahAER—1, EFENZ ACME & imfd Rl — N8548, XIRA .
XFFH B AR,

« RSA #H, KEN 8 HIHEL, FEEM 2048 F| 8192 fiL,

« ECDSA %A, KJEH 256, 384 8¢ 521 fii,
f6E account_key SN, MIAIRE TA S ASSAFAE, ARSI AEAE, Angie K
ZREREER AR Y,
BERACME RPN EHARRBENERE R @I acme client. acme
Hacme hook FaL TR M HINAFOIERT, K, R —DE UM% 5 —1

3.3. [FAEER

eab

BT, IS — N P il A AC & 5 5 32
AN, BN E T enabled=on SEIZEE F im QI EE,

BLE SMERIK T 40E (EAB), ¥ ACME MK 407E 2 EAEIE BMENI (CA)
ke P
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https://letsencrypt.org/docs/profiles/
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acme__client__path

Bk acme_client_path &1%;
BRINE —
o974 http

BT A EEBEHEN ERE B2, XS EN B RS --http-acme-client-path WHE,

acme_dns_port

[=2E5 acme_dns_port Uil | ip[: %] | [ip6][: Ui ];
BRINE acme_dns_port 53;
H 94 http

fRE PR UDP ABR E ACME RS5489 DNS Z IR R . i [0-5 87 1 5 65535 Z [,

S FEEINEE 1P HIEFI ]S T, R DA ip: 3% o k%KY IPv4 HUHERT [ip6l: 3% oA IPv6
Hok

acme_dns_port 8053;
acme_dns_port 127.0.0.1;

acme_dns_port [::1];

ZHEA 1024 BEARAYNG S, Angie BT OB FABRIZTT,

acme_dns__ttl

Added in version 1.12.0.

181k acme_dns_ttl iﬂl?;
ERINME acme_dns_ttl 1;
X http

WEBIERN ACME R4 DNS KiEEHRIRER TXT Id5%M TTL(BAFD AL, RIE RFC
2181 WIRIE, BUETEE DY 0 B 2147483647,

acme__hook

[E37S acme_hook HFR [uri];
EIME —
LT location

N ARAEERACME & 5 3T T AU SR IR, ZOUEH R A BT ff B TIA JERT, Angie
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MW EIZIE R4 location A —PHERIERK, ERIVEHE T RELER TR — location HEL
BIHAMIES, Bl fastcgi pass. proxy  pass, BATAIEARIERACHEER,

i %8 FACBEISR A RUERI ACME & i B4 H8,
uri UELRN TR, fEEW THARIER URL
BRIME:/,

Bian, URECE R hook 225 HIEIEILIER URI fZi#47 FastCGI N HREF:

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_
—keyauth;
fastcgi_param REQUEST_URI $request_uri;

fastcgi_pass ...;

acme__http_port

Added in version 1.11.0.

1E 1.11.1 RAR K EZEE.

[=2F acme_http_port il | ip[: Will] | [ip6][: ¥i];
EINE acme_http_port 80;
o974 http

TEEEHLH T HTTP ACME BiFiE KA, 5SS A04E 1 3 65535 Z A,

W FE IS 1P HbEAN A s O, AT DAUER ip: % oA&IRAY IPv4 HIERD [ip6]: 3 m k%K IPve
Hisk

acme_http_port 8080;
acme_http_port 127.0.0.1;
acme_http_port [::1];

QUERIA RS A BC B MW fE e HUHBHERASR 1, BEREO) HTTP RIERE L F IS as.
ZEA 1024 BEEARAY S, Angie BRI VB A FABRIZTT,

acme__max__response_size

Added in version 1.11.0.

1Bk acme_max_response_size ﬂ(/J\;
BRINME acme_max_response_size 32k;
4 http
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KR ACME RS a5 WAl 7 1TE A B R R INo 411 SR R A3 IEE R, 5 5RRE ROl A1 SRIEB EIZEM too
big subrequest response while sending to client HIEETR, TS I (E,

HEZE

el

$acme_cert_< # >

It A FREZE PR SRR G — MIEF S (NRA) FINE.

$acme_cert_key_< 4>

it AR i A LB S SN A

wik
IEBXHAE ACME & kG 20— MEREATH, T ERshE 2 BIR H,

$acme_hook_challenge

UERA AJREMME dns,:samp:http,:samp:alpne

$acme_hook_client

RIEIERE ACME & P45,

$acme_hook_domain

BEGUERTIERG, ASRRIEACITIRG, KA . ATSRILIE,

$acme_hook_keyauth

BT
o £ DNS $EH, FIfE TXT Id%AE, 10k AN _acme-challenge. + $acme_hook_domain
+ .

o £ HTTP $iEH, B rFH RN AE ACME R3S eid KT R A,

$acme_hook_name

WA, AT AFEZURIUE, BraEA R IIER S X

8 DNS FrilErhiy & X HTTP ik & X
add (AIN#8F) TEAE DNS BCEFPAIAEME)  FEMESENHE HTTP #H5KE
TXT g%, M3 o
remove (FEFRTAT) ATDAM DNS BECBEHMIER TXT 1t HTTP & RAFEAHESE; Al LA
E%, R Jc i €12 B9 & & B 15 £
IS
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$acme_hook_token

%k, f£ HTTP ik, HMEIERA XM /.vwell-known/acme-challenge/ +

$acme_hook_token,

3.3.2.3 Addition
PR — N IESS, FH TN R 2 B 2 SE ISR,

4 MNIEARA S, IZBIRBOIAN g, BFREE -~vith-http_addition_module MJEIEIK/F
Ho

fERE BN EENEMEGS, ZEREUSERRES,

B B B

location / {
add_before_body /before_action;
add_after_body /after_action;

B

add__after__body

B add_after_body uri;
EINME —
Hol9"4 http, server, location

FEMA R AR Z JE S INAEBREE 7E T SKIR M SCAR . SEON S FRFER () ISR B SERTHC B P
IS

add__before_body

Bk add_before_body uri;
EINME —
Holi9"4 http, server, location

FEMA R AR Z TS AINAEBEZE 7€ F 1 KIR M SCAR, SEO S FRFER () WIEH AR B SERTHC B P 3
IS

addition__types

B addition_types mime-type ...;
EINME addition_types text/html;
Holi5"4 http, server, location
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AWERATEE MIME KRB R INCA, BRT "text /html” Z8h, RFFR{E"*” DLELE(T MIME 26

A,

3.3.2.4 API

APT EERSZE] T — HTTP RESTful #21, FF LA JSON #%zUKE Web ARZS eI ARE R, AN ETHE
FumiERE, HENEXE, DNS &, HTTP &K, HTTP WNZBE, stream BREETE, AR limit_conn
https limit _conn streams limit_req Fhttp upstream FBHEXRAGIHE R, PANKETFELE 5T
H ACME % F i gk B IE F IS B

i

1E https://console.angie.software/api/ &BHE API i HYSZH 7~51,

2 %5 GET #1 HEAD HTTP J57%; i FIH AT IRRYIE KR F B IR

{
"error": "MethodNotAllowed",

"description": "The POST method is not allowed for the requested API element \"/\"."

£ Angie PRO H, WEOEE— 1M EIAEE #7r, RV EANERNELCESEBNEN FTESOLE; B
ﬁﬁ, ﬂu@ﬂﬁupstrewm S MRS 25

B

api
HIL api path;
ERINME —
£ location

1F location /5 H HTTP RESTful £,

path SECBEFT N, Halias FERRML, BB T location FIHERREER, (HEZTE API
bR RS L,

WERAERIZE Llocation HIEE:

location /stats/ {

api /status/http/server_zones/;

WEK URI 508K /stats/ DEELAIER I RAEN path ZETHRERIBEIZ: /status/http/server _zones/s
fan, Xt /stats/foo/ HITERKKE VIR API JLZ /status/http/server_zones/foo/,

VAR B api /status/$module/server _zones/$name/ ANAEIEMFRIET location HH{HH:
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location ~~/api/([~/]1+)/(.%x)$ {
api /status/http/$1_zones/$2;

XH path ZEGEN T API JLEMTEEEEIR; K, MX /api/location/data/ HYIERHIGHEE A AL

=
EH

$1 = "location"
$2 = "data/"

RZIEREZ /status/http/location_zones/data/,

#HiE

£ Angie PRO H, R DASr B2 ASILE APT FRBES ERRSHIA TR APL

location /config/ {
api /config/;

location /status/ {

api /status/;

path ZEGERVFEH APT 15

location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

-

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";
auth_basic_user_file conf/htpasswd;
}

AR api METERIZH AR EAHLH location 1 (B4, location /name/), 3 Hauto redirect 5

LB default, NAH EBHRHLIIE RIGHLEEM (/name -> /name/),

3.3. [FAEER
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api_config_files

=3P api_config_files on | off;
BINME off
1l 94 location

Je FHEEE ] /status /angie/ APT SB73URI config_files MR, AT RIIHARSS A5 S B INE I A
Angie BLE XHHINE, Filan, 6 H A E:

location /status/ {
api /status/;

api_config_files 8

X /status/angie/ IEKIREIREA AR

{
"version":"1.12.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2026-07-13T12:58:39.789Z",
"config _files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

BONEOLT, SR, RO B S TR SR A BURRIH L (F B
=LY

Angie ff /status/ APl $8 RAERASIHER; 0] DU I EIE Y1 location KIFMIIFIBR, 78
27

location /status/ {

api /status/;

HR VIR ER B, 40_ERR:

location /stats/ {

api /status/http/server_zones/;

3.3. FE4&ER 39



* Angie
Software

IhEEHEIR, R4 1.12.0

B E B

BB location /status/. resolver. upstream HHJ http, http server. location, cache, http

HifY 1imit_conn Al 1imit_req XE:

http {

resolver 127.0.0.53 status_zone=resolver_zone;
proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

server {
server_name www.example.com;

listen 443 ssl;

status_zone http_server_zone;
proxy_cache cache_zone;

proxy_cache_valid 200 10m;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
}
location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

M iE3K curl https://www.example.com/status/, Angie JR[A]:

3.3. [RERR
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JSON #4

"angie": {
"version":"1.12.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2026-07-13T12:58:39.789Z"
To

"connections": {
"accepted" :2257,
"dropped":0,
"active":3,
"idle":1

Po

"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
To

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0

1,

||512n: {
"used":1,
"free":7,
"reqgqs":1,

"fails":0

}’

"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
To

"slots": {
|l64|’ . {
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"used":1,
"free":63,
"reqs":74,
"fails":0

1,

"128": {
"used":1,
"free":31,
"reqs":1,
"fails":0

}

}>

"limit_req_zone": {

"pages": {
"used":2,
"free":2542

}!

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0
}’
"128": {
"used":2,
"free":30,
"reqs":3,
"fails":0
}
}
}
}’
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked" :4174,
"reuses":0,
"timedout":0,

"failed":0

3.3. R&EER 1
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"requests": {
"total":4327,
"processing":0,
"discarded":8

},

"responses": {

"200":4305,
"302":12,
"404":4

}’

"data": {
"received" :733955,
"sent":59207757

}

}’

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

}’

"responses": {

"200":4157,
"304":1
},
"data": {
"received" :538200,
"sent":177606236
}

e
"caches": {

"cache_zone": {
"size":0,
"cold":false,
"hit": {

"responses":0,
"bytes":0
1},

"stale": {

3.3.
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"responses":0,
"bytes":0
},

"updating": {
"responses":0,
"bytes":0

1,

"revalidated": {

"responses":0,

"bytes":0

1,

"miss": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1.

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,

"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

}

},

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":0,
"rejected":O0,

"exhausted":0

},

"limit_reqs": {

"limit_req_zone": {

3.3. [FAEER
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"passed":54816,
"skipped":0,
"delayed":65,
"rejected":26,

"exhausted":0

},

"upstreams": {
"upstream": {
"peers": {

"192.168.16.4:80": {
"server":"backend.example.com",
"service":"_example._tcp",
"backup":false,
"weight":5,

"state":"up",
"selected": {
"current":2,
"total":232
1,

"max_conns":5,
"responses": {
"200":222,
"302":12
1,

"data": {
"sent":543866,
"received":27349934

})

"health": {
"fails":0,
"unavailable":O0,

"downtime" :0

})

"sid":"<server_id>"

},

"keepalive":2

3.3. [FAEER
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"resolvers": {
"resolver_zone": {

"queries": {

"name" :442,
"srv":2,
"addr":0

}7

"responses": {
"success":440,
"timedout":1,
"format_error":0,
"server_failure":1,
"not_found":1,
"unimplemented":0,
"refused":1,

"other":0

)

“

Al DUBE MIEIE S AUTER, 2881 JSON 7SR —difabr. Hlan:

curl https://www.example.com/status/angie

curl https://www.example.com/status/connections

curl https://www.example.com/status/slabs

curl https://www.example.com/status/slabs/<zone>/slots

curl https://www.example.com/status/slabs/<zone>/slots/64

curl https://www.example.com/status/http/

curl https://www.example.com/status/http/acme_clients

curl https://www.example.com/status/http/acme_clients/<client>
curl https://www.example.com/status/http/metric_zones

curl https://www.example.com/status/http/metric_zones/<zone>/metrics
curl https://www.example.com/status/http/server_zones

curl https://www.example.com/status/http/server_zones/<http_server_zone>

P PH P P B P B P L P L B &P

curl https://www.example.com/status/http/server_zones/<http_server_zone>/ssl

i
E
o
g

=
—
i3
his
4

TFEES BT KA APT 1Y JSON MY :

pretty

BONEOUT, APL DU AT R AR s tH JSON MRz, ZEARIG SR B TR, IE(E&E Y

FFERHENIN pretty=off S

$ curl https://www.example.com/status/connections?pretty=off
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L {"accepted":2257,"dropped":0,"active":3,"idle":1} J

date
FONTENT, B 1SO 8601 MXNFRFEBEFRRHI; WNFRSUHEE UNIX Z27eks, EEE
PRI date=epoch S

s 3

$ curl https://www.example.com/status/angie/load_time

"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch

1711929599

defaults (PRO)
AT DAEH defaults=on SEURBRIASHE:

{$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on }

s N

{

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": false,

"down": false,

TzglePg O
}
}
R 5528 K7
/status/angie
N
{
"version": "1.12.0",
"build_time": "2026-07-13T16:05:43.805Z",
"address": "192.168.16.5",
"generation": 1,
"load_time": "2026-07-13T16:15:43.805Z"
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}
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version
build
build_time
address
generation
load_time

config files

FRFE; IEfEIZ1TIY Angie Web ARSF2RIARA

TRV gmiFRIE R RO E A AL R

FIYER; Angie FIPAT SRR TR], SR H T M3

TV % APL IERIIRSS 2t

B B EEsh DORBCE SN SR

FRPER; BOECEETINERINE, RAH W] 8K PR ER A=
MR HAURRIRSS A LB aTNERIATE Angie BLESHFRI4EXT G124,
HERXFANERN T ERER, Hlin:

{

"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\n\n}\n"

i)

config_files MNRANFEE Hapi config files T ATE /status/
angie/ HA[H,

/status/angie/license (PRO)

Added in version 1.11.0: PRO

{
"path": "/etc/angie/license.pem",
"status": "valid",
"owner": "Example Corp",
"days_left": 30,
"since": "2024-01-01",
"until": "2025-01-01",
"limits": {
"worker_processes": 16,
"worker_connections": 65535
}
}
path FAFE; VFRNEXAFRISERERS 2
status ﬁzﬁTﬁa;ﬁFﬁ]ﬁE*ﬁﬁi:missing\invalid\valid‘grace\expired.QZpending
owner FAFER; KRB U FEER VAT IERT A ¥
days_left By WANEIRSZERIRARRE PEFORFRNECE S, %(EN ]
JEHIREL
since TAYE; VFRNEAROITE H
until FAFH, VRRNIEAROHEE R H
limits X RSB AT BRI
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=

/status/connections

{
"accepted": 2257,
"dropped": O,
"active": 3,

"idle": 1

accepted
dropped
active

idle

By, Emis P imEs S8
e, BEEFNF ISR
By, UATEsh R i R
By iz R i REE

£ slab HEHEEAFTER

/status/slabs/<zone>

A slab 7700 WHEENFEXNEHSITERE, XEIFIHAAERLEH slab 2ENEZEANFX, &
Fhlimit_conny limit_req FNIHTTP 9247 WX, PANHTTP 8 stream upstream HIFHERNIFX:

limit_conn_zone $binary_remote_addr zone=1limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

proxy_cache cache_zone;

proxy_cache_valid 200 10m;

TEERHZNF ORI T SIHER

pages
used
free

slots

used
free
regs

fails

MR, AFRGIHEER

4 G TN S LN AN EEiR
By iz WP A7 TTE

MR ; S MER NN R, slots NRESNFRA/NIEIE (8

16, 32 5, HBARNTHE AN —FFTE)
4 G I S 1N = NAN A e 4
By, Lar WEITEE R DR
By R R/ B R R
1 =7 W AN EES S I

B

{
"pages": {
"used": 2,

"free": 506
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})

"slots": {

"64": {
"used": 1,
"free": 63,
"reqs": 1,

"fails": O

247288 DNS ZEif
/status/resolvers/<zone>

BUREMITESHITHE R, resolver T8 WIILE status_zone S (HTTP 5 Stream) :

resolver 127.0.0.53 status_zone=resolver_zone;

TEERHZNFXRIELTSIHER

queries NE; ERGITHER

name B, Byt & (A 1 AAAA &)
sTV Her; BRSSp vt iE & % (SRV &)
addr ey Rk A& S (PTR &if)
responses XNE; N GEHE R

success ez B R R =

timedout B, ENEIRNEGE

format_error B, R 1 EEER) Bama =
server_failure Bov, Radhy 2 (IRSsasiiis) By
not_found B, RS 3 (BFRER) A N
unimplemented B MBS0y 4 ORSEBL) A £
refused By My 5 (FE4)  Ame N 2R

other By, DHAAET A2 Sl E

sent MN%; BAI% DNS RS ER

a Her; A RAERSE

aaaa BT, AAAA RAIEEEE

ptr 7, PTR RAUEREGE

sTVv By SRV FAUE WAL

ik

queries Ml responses Gt Angie TEPNERA IR MFNTIE R, WHEM TTL A7 AR A5 K,
sent i SLPRRIXENIZARIRSS aAVBUREL, PIE Z RIFZ(E R T &7 a L.
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MR ARFSTE RFC 1035 B9 4.1.1 TR,

ZFRh DNS IE&2KAE RFC 1035, RFC 2782 1 RFC 3596 HHE4H A,

B

"queries": {
"name": 442,
"srv": 2,
"addr": O

1,

"responses": {
"success": 440,
"timedout": 1,

"format_error": O,

"not_found": 1,
"unimplemented": O,

"refused": 1,

"other": 0O
}’
"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,
"ptr": 12
¥

"server_failure": 1,

HTTP fRBZ2EF{E

/status/http/server_zones/<zone>

B server fabR, fEserver b NXHIEE status zone 185

server {

status_zone server_zone;

TG B SUERHEPREA T A, IEEREOETER, [, 164 shost BE, BNHMENIRNZIX RS

[status_zone $host zone=server_zone:5;

TEERHZNFXRIER T SIHER

3.3. [FAEER

51



https://datatracker.ietf.org/doc/html/rfc1035.html
https://datatracker.ietf.org/doc/html/rfc1035.html#section-4.1.1
https://datatracker.ietf.org/doc/html/rfc1035.html
https://datatracker.ietf.org/doc/html/rfc2782.html
https://datatracker.ietf.org/doc/html/rfc3596.html

* Angie
Software

IhEEHEIR, R4 1.12.0

ssl MR SSL it fEE. {NIE server 1% & listen ssl; NTELE
handshaked B, R SSL BT EEL

reuses ¥5; SSL 1EF-Ha <16 5 A S L

timedout e, EN SSL BT EEL

failed By RIE SSL B TR

requests ME; WERGEHHER

total Ber; BPumIE R EEL

processing 7, HATEE R P A R AL

discarded B RN N B 58 A 2 P i i SR S 28
responses ML MNGEHE R

<code> ez RSN <code> (100-599) HIMA . R IE 45 &
XXX B B IRZS AR g me B ) T 2 4 =

data MR, BHEGHER

received e B P I S = E

sent g, RIERNE P RIS T

ik

responses @G HSLAIMARL, RISEPRA RS2 im0 RL, ADFREE dRAE AR 6755 P it A2 SR Ml &7
IR ST discarded, A= hn responses HEEs. %%Uiﬂl, 499 #K;‘%—‘/[\D[ﬁ]}ﬁ, Mz
AMUEFAET A H SRR SS RS, F TARICACFRES SRE AR R IR R HIE K ; X HKIE R [ MLAE
discarded H, TM#AA=HITE responses M,

aNE
{
"SSl" :{
"handshaked" :4174,
"reuses":0,
"timedout":0,
"failed":0
}’

"requests":{
"total":4327,
"processing":0,
"discarded":0

}!

"responses":{
"200":4305,
"302":6,
"304":12,
"404":4
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Po
"data":{
"received":733955,
"sent" :59207757
}
}

/status/http/location_zones/<zone>

HUNEE location T84R, B Elocation BYif in location £ NXHEE status  zone 1§

location / {
root /usr/share/angie/html;

status_zone location_zone;

if ($request_uri ~* "~ /condition") {
# ...

status_zone if_location_zone;

TG B SUERHEPRE T A, IBEHRENIEE, ERXE, fEn%shost BE, BDHMENRNZXIER G

[status_zone $host zone=server_zone:5;

TEERHZNF BRI DRt E R :

requests NE; ERGHE R

total By B P imiE RS

discarded By RACTENR T 52 ) 28 i SRR
responses KNG MR G HHE R

<code> B, BN <code> (100-599) HIEZ M £
XXX By HAPES AR A R £

data MR ; BERGTHHER

received B, WE PRI S

sent B, RIRSE i) 51 558

ik

responses HEEHNG I EILAIMNL, BISERRA&IELA R ui IR, ACTEEE SRAE AR )% Uik A2 124 e
GRS N discarded, MASHENN responses TH44as. FialHl, 499 FFAE—"MMN, MME—
MUESRAE VI A H S B ARSS RS, TR ICABRES B R A IR M R I 3K IX R R & R AE
discarded H, TM#AZMINAE responses H1s
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IR

{
"requests": {
"total": 4158,
"discarded": 0

}1

"responses": {

"200": 4157,
"304": 1

}’

"data": {

"received": 538200,
"sent": 177606236

/status/http/metric_zones/<zone>

5] http EFHF W metriczone Eﬁmetmfci(zomple.z;zonc TN H E XFEFR. fetriB metric 52 EE
A% & T

discarded @i, RIX I TE A B M EFE R EhR 2 B
metrics NG HRINTER. N TR, ([ENETE. NTEZRXE, EWE

TEPRBIREIN R, N TETEER, EAHHRAIEIR S,

WL E T discard_key FH HFLEZHEWH, MRS HEREILE AT,
B

{
"discarded": 3,
"metrics": {
"example.com": {
"count": 42,
"max": 8
}
"expired": {
"count": 10,

"max": 3.2
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Stream JRE =

/status/stream/server_zones/<zone>

%q&% server *E*ﬂ?, i%aﬁﬁ(;”f"l)(i’f' J:?j':':‘iﬁﬁst(mw zone *Eé’\

server {

status_zone server_zone;

}

B HE SAEE AT A, BRI RIER. WA, 1ER%Sserver _addr BE, BDMAIENINIX

I

status_zone $server_addr zone=server_zone:5;

TEERHZ AT BRI DL Rt E R :

ssl
handshaked
reuses
timedout
failed
connections
total
processing
discarded
passed
sessions
success

invalid

forbidden

internal error

bad_gateway

HNE; SSL Giit {58, Y server ZHE listen ssl; RHFR

B, P SSL B FHEIREL

7, SSL B F-HAR 215 5 A SR EL

B, B SSL EFHEIREL

B, R SSL B FRYEIREL

NER; ERFGIHER

e, B umIERERS L

o7, YRiEEC IR R

7, REESTERNTERAIE P e 55

7 8 pass FEHEAREN S — IR 1 HOEE P SRR S 8

Mg, RAEHRIHER

B, MRS 200 SERNRIERL, RnI5ER

B, DM 400 SERIIRTEEL, HITCIRMNT & P imdEm &4, flan
PROXY Xk

e, DUMRRYS 403 SERA X TEEL, S5 AR IR, Bilan =5 5 ee 2 - im st
Y175 [ 32 21| R 1l st

By, DM 500 SEREIRTEEL, PIERARSS A 1R

By, DM 502 SERRITRIEEL, HIRMISE, BIANJCiREseiiy ml_ Bk Ss

i)
service_unavailable #{F; PMXAD 503 SERKIIESTEEL, ARG AT, 140237 7 522 R £ R il s
data NE; R ER
received §&§z; Ak??fjﬁﬁigqﬁﬂgggﬁzﬁﬁii
sent BT, RIEFNE PRI
Al
{
"gglh: {
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"handshaked": 24,
"reuses": O,
"timedout": O,
"failed": O

i

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

}’

"sessions": {
"success": 24,
"invalid": O,
"forbidden": O,
"internal_error": O,
"bad_gateway": O,

"service_unavailable": 0

}’

"data": {
"received": 2762947,
"sent": 53495723

}

/status/stream/metric_zones/<zone>

H stream J:—FY':F'E’Jmetricizone ﬁmetm’cﬁcomplea:izone T XM HE XIEkr, fetr@Ed metric if'é/%
R AN BT,

discarded By BT XIBAERRMEFTERAS H G
metrics MR, IGHRI D HITER, AT RIERXIE, EhvEy. I TEEXE, Eh
HHEAFRITN R, N TETEEK, ENTERSIRIINR,

GIRIRE T discard_key JFHILESZHUEH, WENHREHEHIELE T AT,

zZN

"discarded": 3,
"metrics": {
"127.0.0.1": {
"count": 42,

"max": 8
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})
"expired": {
"count": 10,

"max": 3.2

HTTP &%=

proxy_cache cache_zone;

proxy_cache_valid 200 10m;

/status/http/caches/<cache>

MNFEEHprozy  cache BLERNXIE, 170EPA NEHE:

"name_zone": {
"size": O,
"cold": false,
"hit": {

"responses": O,
"bytes": 0
Po

"stale": {
"responses": 0,
"bytes": 0

Py

"updating": {
"responses": 0,
"bytes": 0

P

"revalidated": {

"responses": 0,

"bytes": O

P

"miss": {
"responses": O,
"bytes": O,
"responses_written": O,
"bytes_written": O

o
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"expired": {
"responses": O,

"bytes": O,

"responses_written": O,

"bytes_written": 0

o

"bypass": {
"responses": O,
"bytes": O,
"responses_written": O,
"bytes_written": O

}
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size
max_size
cold

hit
responses
bytes
stale
responses
bytes
updating

responses
bytes

revalidated

responses
bytes

miss

responses

bytes
responses_written
bytes_written
expired

responses

bytes
responses_written
bytes_written
bypass

responses

bytes
responses_written

bytes_written

7, BAFRIERETRD

By ECE MR A SRR RR

fA/RI1E; Y cache loader MEEELINEEHEN N true

ML ; BRRFMNGIER (prozy cache wvalid)

87, MNGRAF BREA N B S Y

7, WERAF IR 4L

NG, MWERFIREAIIE HAI N G S R (prozy_cache_use_stale)
BT MNGRAF BREA A RS Y

7, NERAFEEEAYE T

PONE S e VARSI i SRV -3 X I O 1 U A< < o ==
(proxy__cache__use__stale updating)

BT, MNGRAF BREA N RS Y

7, NERAFEEAE T4

Mg, M FIREKC B JF E R UE R R R SRR
(proxzy__cache__revalidate)

B, MNGRAF BREA A RS R

], NEAFEEEAE T

MR TEFRAF P AREA RN G THE R

Y E I EI VAL VAR

o7, IWRBRARSS 28 A S 7 8

], B ANGAERINE RS EL

87, GARERNET T

MR RMNGEAFREH CId B R S5 5

£ S EIVALL VRS IRSE ¢

e, MCBRARSS 88 ) S 7 1 8

B, B NGRS

7, EARERNETTE

NG, RIERFHERNMY S THER (proxy__cache__bypass)
e AH R e R Y S

B, MCHRARSS 88 R S 7 8L

87, BNGAZHIN R S5

BT, BARENET T

f£ Angie PRO W, @NSRMEH provy cache path 3823 T cache sharding, #1753 R ¥AEHN shards Xt

EENPSE I ARYAT IS

shards MR K& FHIRR

<shard> NG FRorRENTR, BEREFRZEENGIR

size B S ETR DN

max_size B BR R AN (WRERE)

cold fA/RI1E; Y cache loader MEEELINEEHERN N true
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{
"name_zone": {
"shards": {
"/path/to/shardi": {
"size": O,
"cold": false
1,
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}

ACME &P
/status/http/acme_clients/<client>

XNT http HELBERNE Nacmeclient, REPYFTE P ImATIEIRA:

{
"state": "ready",
"certificate": "valid",
"details": "The client is ready to request a certificate.",
"next_run": "2026-07-13T16:15:43.805Z"
}
state FrFH; ACME B Uik, PIRERY(E: ready. requesting. disabled.
failed,
certificate FRFER; UEIRAS, PTRERYME: valid. expired, missing, mismatch, error,
details FIFE; B ACME #EIRIEIRESTENRE,
next_run HIH;, FRIHKNERSLITIERA 2N, 2 state N disabled Y
requesting A IR [E],
limit_conn

[limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

BMECEW http 0 limit conn Bstream HY limit_conn E R XHINZR, HELFIFE:

"passed": 73,
"skipped": O,
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"rejected": O,

"exhausted": 0O

}

passed B BT RERE L

skipped e AT RKERSEEE 255 577 s )ZE RS 5
rejected s @R ERRHIENER D

exhausted By, BT XA EFE R T IEAS IE R R

limit_req

[limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<zone>

BAECER limit_req FINR, BEMUTIFE:

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": 0
}
passed ey i RIERIEE
skipped e AT KERSEEE 255 1 MiEd riE R G
delayed B MEIRAIEREEL
rejected B 4RGSR EEL
exhausted B, BT XIEEEFE R MAELEAYIE R S 2L
HTTP L%

LA DU RERRIIIEE, W Eupstream L NI E zone 54, HIAN:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

B E N XN TE LA LE /status /slabs/ AP #rHIZIX 24 EF,
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/status/http/upstreams/<upstream>

Hrh <upstream> B zone 18 2F8E BT upstream BIZAFR

"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",
"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
P

"max_conns": 5,
"responses": {
"200": 222,
"302": 12
Fo

"data": {
"sent": 543866,
"received": 27349934
}!

"health": {
"fails": O,
"unavailable": O,

"downtime": O

}!

"sid": "<server_id>"

}’

"keepalive": 2
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peers

server
service
backup
weight

state

selected
current
total
last
max_conns
responses
<code>
XXX

data
received
sent
health
fails
unavailable
downtime

downstart

header_time (PRO
1.3.0+)
response_time (PRO
1.3.0+)

sid

feedback (PRO)

MR A RN RAHERME N TR, FNRIGIE T RHIERATER
o BNFRRATRA :
TR server TSI
FRE; TEserver FELHHERMRS 2 (WREAE)
T/RME; FARFS N true
s BoERINGE
FREER; TR RTIRS LR IR S ERIIEK:
o busy: FRKRIEFIRSHANEREECIEE maz conns BB RIBRTI,
A AHEHRIEHTIEK;
o down: FENEEH, TRXEXK;
o draining: KT down, {HKBSERIFE XTEAIER GE sticky) 15
ZRIK;
o recovering: MR#Eslow start NEFEAHIKE, BEE I RHER & IEBCR
BZHEK;
o unavailable: KZE|maz fails BRl, {XAEfail timeout EXHIBIFEA
RIFAIRER FuiiE KR ;
o up: [EWIBIT, IEWAXIER;
Angie PRO HHJFFHHIIRAS
o checking: BLEN essential HIEFEMKAEH, {UEERIMIENK;
o unhealthy: NAMRME, {AIERMIE K,

ME, TREFRSIHHER

e SRR RS

Her s HREIT RIIE RS

FAPEREEY; WRBREPOEEFEAINE, =0y H Y

7, EENET RRRINTESNERZR SR g (WRIEE)

MR, WG R

BT, RSN <code> (100-599) FIM R EZ 4 &

b/ C N 1tk RN L VAT | BE =26

MR, BHESGIHER

e W R 5T SR

B RIRET RIS

MR, HRGIHER

ey, 51 RIBERMAZ U

7, WTIEEImaz fails RIS ECT 525N unavailable HIIREL
#7; R unavailable JLIAIERRAVGEINA] (DAZFD Iy ERAL)
FREBRBET; T8N unavailable FINTE], #8200 H T, (Y7 maF
unavailable RSN A W EZHFE; HAMRES T AFEZFE

g MR S5 a8 15 Wome B Sk # S 2 B TR) (BAZ=Z D O B A7) ; B
')_'uresponseitimeﬁfactor

o, MR S5 3 12 W e B e W Y F 2 B TR) (BAZ=Z D O B ) 5 B
MWresponse_time_ factor

FR e, RIFHP RS ARAIAE id

s Hifeedback TSI RS RIE A BFIRIBHE, (UEGEH 7T AN
fF1E

3 engd i th

backup_switch

active

BF, TR EERR 63
WM& AERENEHEEN YIRS, WERHN EWFEE T backup  switch
(PRO) MIAZLE

Rlr=z . Me b E T e SR e s iSRG B g ERYESHAH B2l MIME S O
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health/probes (PRO)

W EERCE T upstream, probe (PRO) ¥R, health MRILH —1 probes TR FIEMHEIRS AT
fEFERIH RS, 1M state PR T LRAPFIHAMESS, EA] LU checking il unhealthy:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 10,
"fails": 10,
"last": "2026-07-13T09:56:07Z"

}

}
}
}

state Y checking BRI downtime, FNHALE T essential IRMMIARSS ZRHIARBICE ; unhealthy
TEFRRARSS g tH BRACRRE, JXPRRRIRAS AR A AR5 d A B S E I i h . AR R PRAIE R, 18

2 Mupstream__probes

probes HHJIH AR

count 7, ARG A IR S A
fails B, RIARIE
last FRPEREE T, &ERKE, w8 H

queue (PRO)

SRy EBCE TR, B SOEEE — MRER queue MR, HAAEETERISITH s

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,
"overflows": 13
}
}

THEHMEERTE TR AR
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queued e BEANAIRTIE R S8

waiting By AFIAR S RTHE R 2

dropped e R P o B G AT T A RA S FR S BRI 17 SR 5L 8L
timedout ey DRI T MBS F RS BRI I SR S 2L

overflows s BRI HH & AR SR RER

Stream L

5%E§ﬁﬁ@lj<*5$%ﬁgqyﬁé, ﬁ%ffupsheaWLJ:1<j(qqﬁiﬁizo7ui*ﬁ4%, fian:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

ZHZNEX N G OLRTLE /status /slabs/ APT B i X B EE,

/status/stream/upstreams/<upstream>

H < upstream> Tl zone 8% @Eﬁﬁ"]upstream IR

{
"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
P

"max_conns": 5,

"data": {
"sent": 543866,
"received": 27349934

Po

"health": {
"fails": O,
"unavailable": O,
"downtime": O

}
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peers

server
service
backup
weight

state

selected
current
total
last
max_conns
data
received
sent
health
fails
unavailable

downtime

downstart

connect_time

first_byte_time

last_byte_time

feedback (PRO)

MR HE LIRSS SFH PN E T RIEENR, 1EAFNR, HAPRNSE
TR RTE R R R, BTN RAY A :
FIFER; Hserver $62 B RHIHE
FRE; TEserver FELHHERMRS 2 (WREAE)
T/RME; FARFS N true
o7 T R ERRE
FAFER; T RA S ATRS AR R A BRI K
o busy: FRKIXFIRSERANERECIZE maz conns BEEIBRT],
P A H R ST K
o down: FENEEH, TERIXEK
o draining: KT down, HRE T E XIERVIER Gl sticky) 15
o recovering: MR#Eslow start NEFEAHIKE, BEE I RHER & IEBCR
R HIE K
o unavailable: XZElmaz fails BRI, 1XAfail timeout E XHIIAINGA
IR MR P i K
o up: [EHIBIT, MERIXIEK
Angie PRO HHJFFHHIIRAS
o checking: HLEN essential JFIETEREH, {AIERINMIE K
e unhealthy: AATH, R IETRINIE K

MNE; EEHA T A TEEN R ER

B HATRIN S R AR

B, FORFINET AT R

FRAEREET; ROOERON ST AN, A= H

B, BNET RFENESNERN R g (REEE)

MR, BHREMAITER

B MO IR S T )

B IR MR 7T

MR MNET RERERAIHE R

B SIRAFBNEN ST R SR EL

B, HTIERImar fails {H, NEFTRZEN unavailable HYEIREL
B, N RAET unavailable RS TCIEBOER) HERE (AZF R
HAfr)

PR T ; NEN R EIREN unavailable MIRFE], #8208 H I, 134
MEETT AT unavailable RSN A EHFE; HMKRES T ELEZT
B

By, SIRSSEVIERENESRE (AZF N 5 A7) ; 2
Mresponse time factor &%

B, NIRFSBEZRE - F T FEYNE (LZH AR ; 2
MW.response_time_ factor ES

B MR 55 o 4 W se B B2 /Y - 35 I (A (PAZ#D O B AL ; B
Mresponse time factor &%

85 Hfeedback B TT IS AIAE A2 ROBHME, (LR 7750
F#1E

3}3&_Cmﬁch (PRO

1.10.0+)
active

+1meoilit

NE; BEENEHEBENIARE, WHRNLFECE T backup switchg
(PRO) M&R

Ber; YR T HBEIERESI AN, RESNAZ A, WHEH 0
Rr=- Fll2ZE2Ema (DS MEAT) =7 B fh #2051 B 8 YR kS AS G L 2%
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£ Angie PRO H, 4R EWFRCE T upstream. probe (PRO) ¥R, health M RILHLE— probes THE,
T AR SS SRR HEARIITHELES, T state BRT _RRAFIHAIESS, IEAT P2 checking #l unhealthy:

~

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2026-07-13T11:03:54Z"

}

}
}
}

state fJ checking (HR/RELE | essential ZHERMAARSS &8 FIARPALE ; unheal thy [HFRRARSS A
] FH IX AR AR IR TR IR 55 o AN B S E S M P o A S BRI B PRSI B Woup stream. probes

probes HHYIHELER:

count 7, ARG A AR S 5

fails B RAIERIIEL

last FRAEREET; BRI TE], A& =08 H I
i+

/certificates/

APL B)— PR R, LT /status/ GEHEEM, MTIRE Angie EANEAT TLS iEH,

MERIFPHBEHYHLZAEEE (BFEHE ACME B U@ Sacme cert <name> ZEBHNTE) |
MPZIEBARSFIE static Fo HZ ARG AHEZMIER R H —IR,

PARRBINER— M EESUES, 78 ACME &P iR Es — ME+. ACME % P i i 22 le B resolver 2R
AT directory EHNL4:

http {
resolver 127.0.0.53;

acme_client example https://acme.example.com/directory;
server {

listen 443 ssl;

sServer_name www. example .com;
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ssl_certificate example.com.crt;

ssl_certificate_key example.com.key;

location /certificates/ {

api /certificates/;

}
}
server {
listen 443 ssl;
server_name acme.example.com;
acme example;
ssl_certificate $acme_cert_example;
ssl_certificate_key $acme_cert_key_example;
}

AFiEK curl https://www.example.com/certificates/, Angie IR[A]:

"static": {
"example.com.crt": {

"key": "RSA (2048 bits)",

"chain": [
{
"subject": {
"common_name": "example.com",
"alt_names": [
"example.com",
"www.example.com"
1,
"organization": "Example, Inc."
T

"issuer": {
"common_name": "Example Root CA",
"country": "US",
"organization": "Example, Inc."

1},

"validity": {
"since": "Sep 18 19:46:19 2022 GMT",
"until": "Jun 15 19:46:19 2025 GMT"

3.3. REEDR 69




* Angie
Software

IhEEHEIR, R4 1.12.0

}’

"acme_clients": {
"example": {
"key": "EC (prime256v1)",
"chain": [
{
"subject": {
"common_name": "acme.example.com"

}1

"issuer": {
"common_name": "Example ACME CA"

}’

"validity": {
"since": "Sep 18 19:46:19 2022 GMT",
"until": "Dec 17 19:46:19 2022 GMT"

static MNE; i HTTP ':F'El@sslicertiﬁcate\ Stream ':F'E"Jsslicermﬁcate B¢ Mail 7
Hssl_certificate B BRIARSG aRUES, BMIES DAEIER e v, TEEH
--with-ntls MEIRAAR, EEIEFHEH HTTP Flprozy sslcertificate
8¢ Stream H'Hprozy ssl_certificate BB, AT RIS s5HET S
R UERTIESS

acme_clients M ; 4 Angie FHHTTP ACME 1H: ¥IENTIH, Stream ACME f&Ht
WREIZER, W& ACME % i 29 HTTP #1 Stream ARSS 284K EXHIIES
TN HE Blacme  client BRI, ANHIH TSR T UEFHIZ P ik

static fll acme_clients MIENS& HEREIA A/ MEREL:
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key FAFER; FAPARRIAIOR /N (Bdhsk)  , 40 RSA (2048 bits). EC
(prime256v1) BY DH (2048 bits)

chain e, e BEhRIER, MM (IR%SE) IEBFFE, EEREAHREIES, &
ERUEFH, FPITREZ IR MEBRINR:

subject MR, FARA] YA HR

common_name TR E; WA (en)

alt_names FRIEREEA; kB EIREHAFR (Subject Alternative Name) # &R DNS
R IP Hodik

country FRE; BER/MIX (0

state_or_province FLFER; MNEEZPR (ST)

organization FrEER; A (0)

issuer NE; ﬁ)ﬁﬁ%ﬂﬁ?ﬁ%%, TR subject il

validity NE; IERE RGN

since FRE; ARUARITE (notBefore)

until FRE; AR (notAfter)

subject M issuer M FERAXAEUEH HAELER A HEL,

ZhAEE API (PRO)

% API 85— /config ¥, AJJ@Nt PUT, PATCH F DELETE HTTP &K LA JSON #&ZNAE#H Angie
IECE. FTAEHE IR IR FREERN—DRIRKN A, sE T2 AN, HEEN, Angle &R
o

/config BFT

HAll, /config WHRIHT HTTP Fstream BIHRA BN MRS ESHECE; ANETHSIERNIRER
RIEFERP N,

/config/http/upstreams/<upstream>/servers/<name>

FRVFECE B BT A, AL MHERELA <5 7 s BRSO  S5 719 o

URI BZ25:

<upstream> RirRRR; 2t /config iﬁﬁ@ﬁﬁ, WL E zone ?E/?\, JE N — N3
ZRFXIER,
<name> L?ﬁ?*ﬂi%%)ﬁﬁ@%ﬁ‘, EXH <service>@<host>, Hr:

o <service>@ s A[IEIIARFGZFR, FT SRV ICRMHT,
o <host> JEARFGSIIHY (WIRFFLE resolve) BUH IP Hidik; RJDAFELL
TE AT A 1

i, ANACE:
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upstream backend {
server backend.example.com service=_http._tcp resolve;
server 127.0.0.1;

zone backend 1m;

FRVFPA IS5 44 R

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.example.com/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

It API F1 iR E weight, max_conns., max_fails. fail_timeout. slow_start. backup. down
Ml sid 244, Wserver HATAR,

#/ik
XEEEHME drain S8, ZHH drain, ¥ down B NFITHE(H drain:

$ curl -X PUT -d \"drain\" \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

TR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": true,
"down": false,

"gidq": "

KRR Al I BEAXBR T upstream SATRBIIM TR SRS, Kk, @R EFACE T random 75i4:

N

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTERINE LT backup AUHTN S AL
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$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

"error": "FormatError",

"description": "The \"backup\" field is unknown."

/config/stream/upstreams/<upstream>/servers/<name>

FVFECE S BN SENT A,  CLRE N ERELA A S5 s s I 219 Ao

URI 122

<upstream> upstream B4R, ZaEd /config HATECE, BAECE 2one 1652, BX
— MR XIE,
<name> IR RAAAHR, B XN <service>@<host>, HH:

o <service>@ ;e A[IEIIARSSZFR, HT SRV ICRMAHT,
o <host> JEARFZHIES (WRIFFAE resolve) BUH IP Hutik; RJDATE
TE AT IE A

flan, DARNACE:

upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;

zone backend 1m;

FVFLA IR SE RAARR

$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.example.
—com:8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

It API F#87r UV B weight, max_conns, max_fails, fail_timeout, slow_start. backup I down
ZHL, Wserver HATIAR,

ik
IXHEEA B drain 2% 2R drain X, K down WENFIFEE drain:

$ curl -X PUT -d \"drain\" \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com/down
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IR

curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?defaults=on J

N

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": true,

"down": false,

SEER AT IS EUNR T upstream M a1 BB TR RS, R, R EFFCE T random 574!

~

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTERINE XL T backup AUHTN ST AL

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com

"error": "FormatError",

"description": "The \"backup\" field is unknown."

PR S57T m i, AT DA E connection_drop=<value> Z%{ (PRO) REEprozy connection  drop
wWE:

$ curl -X DELETE \

http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?connection_

—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?connection_

—drop=1000
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HTTP A%

LEBA AN E R _EFECEON Y, KRB EEH T AR HTTP J7RRIE

http {
# ...

upstream backend {
zone upstream 256k;

server backend.example.com resolve max_conns=5;

# ...
¥
server {
# ...
location /config/ {
api /config/;
allow 127.0.0.1;
deny all;
}
¥
}
GET

GET HTTP J7iA# 1 /config HEMILARKE ERYSUR, WG EX HAL APT B2 AT AL,

#l4n, /config/http/upstreams/backend/servers/ LifARSS 287 X ZFFDA R

curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_conns
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

curl http://127.0.0.1/config/http/upstreams/backend/servers

# ...

curl http://127.0.0.1/config

P H P L &

IERT LA defaults=on ZEURBGNASEUE, HENEINZSL Ho0.

PUT
PUT HTTP 75 7ATEARE BAZ QI — BT JSON ik, B * 584 * BBl A LIE,

filan, 2w backend E{FH Y backend. example.com RS AN Z FIARIEEN max_fails SE:

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails
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"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com/max_fails\" was updated with replacing."

}

Hr e S A

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 5,

"max_fails": 2

DELETE

DELETE HTTP J57AMIBRIEE 2 * JealE X * RNRE,; XA, WRAERIME, EXEIIA
{EL

flan, ZMIBR backend EjFH backend.example.com ARF5 2% Z BIEX I max_fails Z¥K:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend. example.com/max_fails

"success": "Reset",
"description": "Configuration API entity \"/config/http/upstreams/backend/servers/backend.

—example.com/max_fails\" was reset to default."

}

f#H defaults=on SEIGIEF K :

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }

N

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": false,
"down": false,

"gjgq": "

max_fails ZHEMRENHIIAE,
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MIBRAR 5 250, #&ER]PAZE connection_drop=<value> Z%{ (PRO) R F&prozy connection  drop.
grpc__connection__drop. fastcgi _connection__drop. scgi_connection__drop ﬂlu’wsgiiconncclﬂionidmp w

H:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?connection_
—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

PATCH

PATCH HTTP HIEfEFE AR AE DMK, B et ALK (REC 7386), B EHES
RAE R AL JSON & X,

ZITERREWTS . anSsE P RUSHAE R TRCE A, WSHEES, &0, BN,
filan, ZH K backend i+ backend.example.com JR552RHT down %K, [RINIRREHRE AL

$ curl -X PATCH -d '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend. example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com\" was updated with merging."

}

IR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 5,

"down": true

TBIER, B PATCH I RIZHEHY JSON WR * &I * ZIBAENRF, MARK PUT ARFEE 2B IRE.,
null {HR—MFIRIGEOL; M TERSE SRR & R A BT,
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/i
HEMIBRS DELETE #H[E; FRAlE, ESWEEIME,

ftn, ZEMIERZ ATEAANE down ZHUF RIS BEHT max_conns:

$ curl -X PATCH -d '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend. example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com\" was updated with merging."

}

KUETE PR :

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 6

2T null {HWY down ZEEWMIFR; max_conns {EHE HHT,

3.3.2.5 Auth Basic
SVFE R "HTTP FEANUE” VIR P 44 F0 2505 SR BRI S5 IR A 17510
Vi R] DU b SO@EE 15 R0 SRR, dd I ik A2 hS RS BRI 35 0 B satisfy $82 1,

B E B

location / {
auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

}
B
auth_basic
181 auth_basic string | off;
2RIN auth_basic off;
X http, server, location, limit except

I HTTP EANE” MhUE A2 MERRIE. 5ErS8AE U, S8(Er U SZE,
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off HUH IS HTEC BRI auth_basic T6HIRR

auth__basic__user_file

Bk auth_basic_user_file file;
LN —
o974 http, server, location, limit_ except

A XPERBREH P AEN, fans:

# TR
namel:passwordl
name?2:password2:comment

name3:password3

SR DAL S AR
SCRFDU R B R Y
o R crypt() BB, FTLAMFH Apache HTTP Server Z1THRAH htpasswd T EE openssl
passwd” G
o AT MD5 (ERSEIEN Apache 280K (aprl) MEATWAA; ] CABEARERIM THARL;
o 1ZH8 RFC 2307 IR {scheme }data” WEIETEE; BHTKIMATTREHE PLAIN (—Rbl, &

MAER). SHA (&4 SHA-1 W5y, ANAEH) f1 SSHA (hnth SHA-1 54, —Le8fafEH, Jt
HJE OpenLDAP F1 Dovecot),

B
SHA 75 BRI MH A Web i35 a2 AR B EAN ML T8 S, DR FIRIR SR SHA-1
M 75 RULER Wdio

3.3.2.6 Auth Request

ARHE T IR AYEE R P I AR FIEKIR ] 2xx MR ACHS, WIAREFTIAl, GHERIRME 401 BL 403,
TR TR, FFIR ERHR AT EE R ARG, 1 SRR [ A A A At i A RO B AR 0 B R

XNT 401 $51R, PR SUER B FIEKIAF) www-Authenticate ko
Y U\()ﬁfﬁ@*@@ﬁ, AR BRIAARAG I ; NaE --with-http_auth_request_module RRIET S o
ek 8 B CENEMEGS, HReaSEEh,

A R] LS HA RBERAH & B8N Access Fl1Auth Basic, 18I satisfy 8%
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=3t

location /private/ {

auth_request /auth;

location = /auth {
proxy_pass ...;
proxy_pass_request_body g
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

=3

auth_request

Bk auth_request uri | off;
LOVNIED auth_request off;
ETrx http, server, location

ARG T RAVEE RGN, FFIRE T IERR ISR URL

auth_request_set

181 auth_request_set Svariable value;
L NN —
4 http, server, location

FERBUERFEKG, 1618 KL R IE N TE (H, [E AT DU E R B AE R AL, B4 $upstream_http_*o

3.3.2.7 Autolndex

YU VR 2R (/) S5RMIER, HAERBERIIFR, EE, Y inder FBIIRARNRG [ SCHERE, 1EK
SAEHZ AutoIndex FEBRE,

=3t

location / {

autoindex ;
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B<

autoindex
[F227S autoindex on | off;
LNz autoindex off;
Holi9"4 http, server, location

JE B H 8 3kt

autoindex__exact_size

Bk autoindex_exact_size on | off;
FINE autoindex_exact_size on;
ol 9"4 http, server, location

T HTML %3, 48 HRIIER AR S5 R SR, B s IS T30, kT
JRFT,

autoindex__format

=27 autoindex_format html | xml | json | jsonp;
LOWNIED autoindex_format html;
T http, server, location

B E HRAIRRE R,

LA JSONP ¥, [BIE S FRIED callback ERSELE, (RS EERIE ZE, NI A
JSON &3,

XML HiH el PUEN XSLT B Tk,

it
M 7 FH RS 5 - B B 5 DA 2

FE ik
name B H AR
type MRAEAL: file B directory
size BB autoinder exact size IR K/N; T HFE—O0
mtime Unix B A& AV B 5 & 2k B TR]
HTML
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12-Jun-2025 14:21
12-Jun-2025 14:21

1234
4321

<html>
<head>
<title>Index of /files/</title>
</head>
<body>
<hi1>Index of /files/</h1>
<hr>
<pre>
<a href="../">../</a>
<a href="example.txt">example.txt</a>
<a href="image.png'">image.png</a>
</pre>
<hr>
</body>
</html>
XML

<?xml verstion="1.0" encoding="UTF-8"?>
<listing>
<file>
<name>example.txt</name>
<type>file</type>
<size>1234</size>
<mtime>2025-06-12T14:21:00Z</mtime>
</file>
<file>
<name>image.png</name>
<type>file</type>
<size>4321</size>
<mtime>2025-06-12T14:21:00Z</mtime>
</file>

</listing>

JSON

"name": "example.txt",

"type": "file",

"size": 1234,

"mtime": "2025-06-12T14:21:00Z"

"name": "image.png",

"type": "file",

"size": 4321,

"mtime": "2025-06-12T14:21:00Z"
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JSONP

callback([
{
"name" :
"type":
"size":

"mtime":

"name" :
|Itypell :
"size":

"mtime":

"example.txt",

“file",

1234,
"2025-06-12T14:21:00Z"

"image.png",

"file",

4321,
"2025-06-12T14:21:00Z"

autoindex__localtime

BI%
LN e
kX

autoindex_localtime on | off;
autoindex_localtime off;

http, server, location

AT HTML #&28, 187€ H %4138 A )2 DA IR X2 BL UTC #id,

3.3.2.8 Browser

AN AR BB KM T samp: User-Agent 183Kk F B,

gﬁ

]

$ancient_browser

WRIRFINEENEES, WETHancient browser value Y8R ERE;

$modern_browser

ESECRI T

, MZETFHmodern browser value 8RR EMIE;
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$msie

WA EAThR A E) MSIE W%, WEET17,
BERB

EERSIH:

modern_browser_value "modern.";

modern_browser msie 5.5;
modern_browser gecko 1.,0.0g
modern_browser opera 0.0
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}html index.html;

AIBREEEER:
modern_browser msie 5.0
modern_browser gecko ©.9.1g
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

modern_browser unlisted;

ancient_browser Links Lynx netscape4;

if ($ancient_browser) {

rewrite ~ /ancient.html;

Y

ancient__browser

HIL ancient_browser string ...;
ENN —
ETrx http, server, location

GRAE :samp: User-Agent 16K FBAAHRENEMHEE BT 45 R, WRZNESEEAIN 52, FIRTAT

Hi 7 netscaped” A M T IEMZFRIXT""Mozilla/[1-4] 7
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ancient__browser__value

[E27S ancient_browser_value siring;
2RIN ancient_browser_value 1;
T http, server, location

HNSancient browser B BIH,

modern_browser

Bk modern_browser browser version;
modern_browser unlisted;

E/UN —

X http, server, location

TR MR NRATHEN ST SR BA B, HYEES AT DUR A MER —1: msie. gecko (F&T Mozilla I3

I/~ . >
Yi#%). opera. safari B{ konqueror,

MRASFT AR AR RIEE: X XX, XXX B} X.X.X.X, FMERIEREDFIN 4000, 4000.99.
4000.99.99 F1 4000.99.99.99,

FPR(H unlisted FEE U RN EEARTIE modern browser Mancient browser F&HFIH, MR ABLAN]
Yads. AN, AR E, ARG RARAE k4R :samp: User-Agent 7B, WNZN Y 38 A
HARFH,

modern__browser_value

HIE modern_browser_value string;
A modern_browser_value 1;
ETrx http, server, location

HNmodern browser ZE B E{H,

3.3.2.9 Charset

ZEHORHE E B FAF RN E :samp: Content- Type MR SR TR, AN, 1ZARHLA] DIFE FELERR I S T8
B — R FF R ELHON 55 — R P 1T 4R :

o FRHR BRI T — MRS AR 2% i,
o HRERHR T T TR,
RS UTF-8 ZRAIE L,
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=kl
include conf/koi-win;
charset windows-1251;

source_charset koi8-r;

BS
charset
[F227S charset charset | off;
ENIN charset off;
Hol5"4 http, server, location, if in location

KEE N PR INE]:samp: Content- Type MM LFE, WRIZFRES source charset Fa2HFEER

TR, WP THA,

S8 of £ BUHK FIFEISMNE]:samp: Content- Type MR Sk B,

FATER AT DA 2R X

charset $charset;

1

TERXAPEN S, LR E ] REELMEDERCE S Phcharset_map. charset B source charset T6H
R —R, BT utf-8. windows-1251 fll koi8-r FiTE, HEEHEH S conf/koi-win, conf/
koi-utf Al conf/win-utf Xff, XN THEHMFIFE, HFAE—NEMRFEGRENR], Flan:

charset_map iso-8859-5 _ { }

1

IEAh, BT PATE:samp: X-Accel-Charset Wi B Sk 7 By I B F1F 58, A] DUE FH wref: ‘proxy_ignore__headers.

.. .. .. . A
fastegi_ignore__headerss uwsgi_ignore_headers. scgi_ignore_headers Mlgrpc_ignore headers EZEH

IHEIRE,

charset__map

1Bk charset_map charset! charset2 { ... }

ERIN —
Holi5"4 http

IR R FAFIEE 53 — M P AT AR AR R o (R AR R RO AL R S TP e 3 w1 g A7 gkl 2 i

FEFEH 80-FF ERRHIFR 27 B M UTF-8 BEAiN, 1B T P AP SRR R F AT G AX XXX,

B

R~
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charset_map koi8-r windows-1251 {

CO FE ; # /N
Cl EO ; # /N
C2 E1 ; # /I
C3 F6 ; # /)

EHIRS] UTF-8 RN, UTF-8 AT EMRRDNAESE —HIZ4H, FHlan:

charset_map koi8-r utf-8 {
CO DISE ; # /\
C1 DOBO ; # /h
C2 DOB1 ; # /N
C3 D186 ; # /I

~

~

M koi8-r F| windows-1251, PAMM koi8-r #l windows-1251 | utf-8 HYTEREEERIE 7 & XM
conf/koi-win, conf/koi-utf ] conf/win-utf FHE{t,

charset__types

[F27S charset_types mime-type ...;

A charset_types text/html text/xml text/plain text/vnd.wap.wml
application/javascript application/rss+xml;

T http, server, location

(ERURAEALBEE MIME UM I AR, BRT text/html Z4bh, RFFR(E + DLELAE(T MIME 388,

override_charset

Bk override_charset on | off;
BRIA override_charset off;
ETFx http, server, location, if in location

THE 2 75 RO MARBHER. FastCGI/ uwsgi/ SCGL/ gRPC IR 55 a3 5 W E Wi i BEAT #4624 i 2 By 2
f£:samp: Content- Type MRSk B AT FAF I . ANSRE G, U6 A FR MR Wi o7 Fh ) 54+
BN R,

i

AERAE 7SRRI N, WIGELE R0 B PP R0 B 15 R PR, MAE override_charset 15
S E,
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source__charset

Bk source_charset charset;
LN —
o974 http, server, location, if in location

TE XN IR TR R, NRIZFIFERS charset 16 PIRERN FAIEARR, WS PITHAH,

3.3.2.10 DAV

A 5 TEIEIE WebDAV WMSCSEEI S & B 31k BEALEE HTTP 1 WebDAV 757%: PUT.DELETE,
MKCOL. COPY #1 MOVE,

2 NRAREAT N, BRAS R SIS, TN --with-http_dav_module MEIEIIR S,
ek EH B CENEMEGT, ZERESERES,

wHik
TEHA WebDAV J77EA REFRIER) WebDAV % ik Jois: 5 Hs i —iie i i,

=3t

location / {

root /data/www;

client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path 5

dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

B

create__full_put_path

Bk create_full_put_path on | off;
FINE create_full_put_path off;
TR http, server, location
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WebDAV MVEAXSLVFE CAFTER B R el seff, IR RV R A TR R H 3%,

dav__access

Bk dav_access users:permissions ...;
FINE dav_access user:rw;
T http, server, location

DRI SR H SR E T AR, Bilan :

dav_access user:rw group:rw all:r;

GRSRAEE THE—HEPTE VIRAXER, AT DA P AR -

dav_access group:rw all:r;

dav_methods

[E=2FN dav_methods off | method ...;
BRINE dav_methods off;
ETx http, server, location

RHFEER HTTP 1 WebDAV Fik, S8 off {EATHE IR A1, ARG PUT.
DELETE. MKCOL. COPY #1 MOVE,

fEH PUT 7575 EARRISCEE Fe S NGNS, ARG SR A . MIRAE 0.8.9 FHIG, i SCA-HIEE
AA ] DURAEAR RN RS b, HIGER, EXMERT, XFREMDNXERG RS, M
EEENEMAERE, FIIBEMIEEMZAER location H, RIZIISCHERIEH client_body temp path ¥&
LR BRGNS B FIBAER— DN R G,

/] PUT 75 iR, ATLUBISTE Date Sk B & B2 HIIRIEE,

min_delete__depth

Bk min_delete_depth number;
FINE min_delete_depth 0;
T http, server, location

oY DELETE 75 EMIBRSCH:, Aife 2 iR REFRTRBE SN TRENEE, filt, 52

min_delete_depth 4; }

FRVFHIBR DA N IE SRS fF:
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/users/00/00/name
/users/00/00/name/pic. jpg
/users/00/00/page .html

HAEZE MR

/users/00/00

3.3.2.11 Docker

Added in version 1.10.0.

ZBELT Docker Bawbn%s, TEHTTP Mstream b N R RARSS SRS ECE, ZHIZIRE
IEH TR, BAEAPEEHLZRNEZEXIE (S Whttp Fstream B zone WA,

#HiE

BRI RES Docker NHEHEASE (40 Podman) ECEMH, XM IEN T HAN APL, IR
A Podman 4.9.3 & PR,

ZHE AP %822 Docker PP HERR, HHR B MR docker _endpoint 18 L16E. TEIREUETEIS
ITHIASYIERG, Angle 2OMTENTR GG, MRASRIRT RS HTA S AR, MZE
AREHIBE AR T, DANOZ B IR HMAPRE I SEL, KBRS Angle BLEHHHMAY upstream L,

#HE

[Fl— A IS INEI 21 upstream H, FRINX—, HEfaE 4 EAG R RHA N H IR
HIET

IXAERAEAN I M _EIB1T 2 DA FARSS R REIE FH —& AR SS AT ASREREI B CHI4,

WIE, EPAT R AL EIEE, FOTRENERINE Angie HUTHDL N EHH R AR ARACE :
o LJEEEA SEMER AR, HNER 1P tihbR SIS E AU ;
o S{RIEEMERAGN, EXEINMNHPBER;

o Y{#F docker pause ﬁﬁéﬁf?ﬁ%%ﬂi M55 28 bR ic Ay down, fEH docker unpause D)
2 up,

prid

AcE Bl
IZRREHE CIRAALT ntep BRSCH, EARBEARSS BR4H AT DAME http b RSCHT stream b RICHE S
http AYACE R

http {
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# ERETT A
# docker_endpoint http://127.0.0.1:2375;
# docker_endpoint https://127.0.0.1:2376;

docker_endpoint unix:/var/run/docker.sock;

# Docker " b % W X Jx A A/ (i)
# docker_maz_object_size 128k;

upstream u {

zone z 1n; # FEHXENF KB

}
server {
listen 80;
server_name example.com;
location / {
proxy_pass http://u;
}
}

stream _E N AHIZRPIALE :

http {
# H LT B
# docker_endpoint http://127.0.0.1:2375;
# docker_endpoint https://127.0.0.1:2376;
docker_endpoint unix:/var/run/docker.sock;
# Docker W B % W K & KA/ ()
# docker_maz_object_size 128k;

stream {

upstream u {

zone z 1m;

server {

listen 12345;

3.3. [RERR

91




* Angie
Software

IhEEHEIR, R4 1.12.0

proxy_pass u;

WERERFG, Angie 2EIER N angie.http.upstreams.<name>.port=<port> (HF HTTP L
) 8 angie.stream.upstreams.<name>.port=<port> (T stream R F30) BIFRE, YFFIEARE
N, ARERTEFEE Docker MIZEHHIHIE (UNSRAKRIEE angie.network W%, WIVEE—NAI ML)
ARINEIAE B ACEEAR 55 A2

IR AEGE RS ER, RSSERMAEBREER, WERASEE R, RS ERPIRCH down,

Angie IR E RSN docker-compose.yml LB :

services:
myapp:
image: myapp:latest
labels:
- "angie.http.upstreams.u.port=8080"
- "angie.network=my_bridge"
- "angie.http.upstreams.u.weight=2"
- "angie.http.upstreams.u.max_conns=50"
- "angie.http.upstreams.u.max_fails=3"
- "angie.http.upstreams.u.fail_timeout=10s"

- "angie.http.upstreams.u.backup=true"

e
s e (IR 55 B R R IR S5 B 0L, BLT: server F62MIBHL:
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FREE i
angie. (httpl| stream). Angie RIERZIRAIRUGT; A AGWARMENE A <name> KL,

upstreams.<name>.

port=<port> ()

angie. TR RS 1P H3ER Docker 847K,
network=<docker-network>
angie. (http] stream). weight Z¥{{H,

upstreams.<name>.

weight=<n>

angie. (httpl stream). RAFFRIEREE (max_conns),
upstreams.<name>.

max_conns=<n>

angie. (httpl| stream). RINZIABE (nax_fails),
upstreams.<name>.

max_fails=<n>

angie. (httpl stream). HEKBZIKANFEIFEING (fail_timeout),
upstreams.<name>.

fail_timeout=<t>

angie. (httpl| stream). IARSSEIRICH backup,
upstreams.<name>.

backup=true|false

angie. (httpl stream). NHHARSHEE B E YIRS EHENRT (sid),o
upstreams.<name>.

sid=<string>

angie. (httpl| stream). JEAEAFECENRIEKH slov_start R,
upstreams.<name>.

slow_start=<time>

B

docker_endpoint

[E227S docker_endpoint URL;
LN e —
X http

TEEIEREE] Docker SFAPRRATTIEIF IR A SR FIFIRER. SR DU :
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unix:/var/run/ JEI Unix EETFERE (B /var/run/docker.sock),
docker.sock

http:// J@id HTTP 8( HTTPS #2112 Docker AP,
host:port.

https://

host:port

A DA client b N SOH— RO EER:, BEHAEE AP T M D40 Llocation Hi:
o @docker_events F THZUNASF M,
o @docker_containers —F TIKEBUAZHE R,

BRINER T, BMNESEEIEE N prozy pass 185 PAREM I NREBRINEE, 7] AmEAEINR
P AR A HARIZ

WSRIERE 71462, Angie FEMIEERITTTETTITE] Docker HIERE, 1HRIEEIBITHIARIIR, e
MHAREFFAIRATH IR SRR a0, ARIEARSEAE IR ST Sl H A I s R AR 55 4% o

N3]

F@EIS Unix BT (/var/run/docker.sock B{HAM) 1/5[A] Docker ~FF#E, Angie JB1THT{#H
I O I B B A RS PR,

docker_max_object_size

1Bk docker_max_object_size <size>;
EINME 64k
Holi5"4 http

BT Docker 7HKH] JSON WM AR Ay F AR AR Z M X AN,
o XMFHEMIER (APLRA, AaFIR, HRELE) : BMAMOINE SR, SR EAERHR,
o MTHEGEN, EARRCHHFEMAZWX, XAFEIHETRFE .
HURME 64k B LIAINKRY 25 PNE TR
4% Docker APT JEFZFHIR BN RALFIE RN, 2R LR E N R A RS B 31 E IR, SRR E A aE R
AR B EIR A IR B2 2)m, IZRPURH s Bz A 8 22,

3.3.2.12 DoH

Added in version 1.12.0.

LT —ANH RFC 8484 % X DNS over HTTPS (DoH) fR5#8, £5Zi@id HTTP/HTTPS &H M
DNS #if), Fidid UDP 58 TCP #HAFHE|—2H DNS RS 85.
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DoH & Fifif@s2 DNS &MAMFTT: —F21FN GET 13K, K DNS IHE DL Base64URL 4ifl 5 HAE
dns EHFRFRSE; 5—/EMEy posT 1ER, KIHah DNS HETRLEE Rk, XMAMED T~ ,DNS
THE RV EAREIUHL 2 application/dns-message.

P2 17 A JEZ RCODE 1Y DNS MR 2 DA 200 (OK) RAIREIZE5% i, HH RCODE fREATE DNS ¥
B, HFHEASTEdoh next _upstream H invalid_response 55/ FilAZ EHik,

doh.__transport Fa2¥EHIEWHEH UDP 2 TCP. 7T Fi1EEE RSN (off-path) M #iE, B ZREHL
KiE% DNS ARS5#ER 1D, FHAEmN K E 2 P imiIRLE 1D,

#HiE

XAE I ID BENLA RIS 2L kds, RAETR A TRAVERT™, THIEIE 2228 R B AT {5 M 45 175 7]
DNS R%5#8, IElllresolver 8 FT R NARFE,

M RZFY Cache-Control SkFEX MMM YR y TTL JRAEMISK: BHILEN nax-age=<ttl>, HETETIEM
TR TTL I BN no-store,

1E MIEARBSAG LI, ATDUE A --without-http_doh_module FELEINAFZMEL, fEkE A CE
R AT B D, IZERR ER SRR,

B E R

% DNS over HTTPS &I FEZ|—4H DNS RS 8%

http {
upstream dns_upstream {
server 127.0.0.1:53;

T

server {
listen 443 ssl;

server_name dns.example.com;

ssl_certificate dns.example.com.crt;

ssl_certificate_key dns.example.com.key;

location /dns-query {
doh_pass dns_upstream;

}
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B<

doh__bind
[F227S doh_bind address [transparent] | off;
EINE —
Holi9"4 http, server, location

%] DNS 55 a3 89 stz R W FEE AU A TP bk (R ) &k, S8UER A S &, FikME off
BB M b — B BRI doh,bind 152 BIRER, AVFRGE AN BCA M 1P HihEFIS .,

transparent ZENIFE] DNS ARG 25 HuER NIEARH 1P Mtk & &, Hlan, M imiESE 1P Hi
HE:

doh_bind $remote_addr transparent; }

N SEAER, B FEELEN ) AERIZFT Angie TR, £ Linux ERFFEIXREM, KoY
BET transparent 72‘%5(5‘]‘, TAEHBES TR CAP_NET_RAW BE

doh__buffer_size

181k doh_buffer_size size;
ENINE doh_buffer_size 16k;
X http, server, location

BE TN DNS RS a5 HZ I B2 PIX ) size, 1% size TRENT 512 F5,

doh__connect__timeout

181k doh_connect_timeout time;
FINE doh_connect_timeout 60s;
£ http, server, location

X DNS JR55 as EE 7z I I T,

doh_max_size

1Bk doh_max_size size;
ERINME —MEIERGENAZ TR/
LT http, server, location

FRAIMAT P fEs2 ) DNS BEIRHER RN BB size /DN 12 ¥4, BT 12 %7 (DNS H
BLHR/AN) BURT size A IRKHPHES,
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doh_next__upstream

Bk doh_next_upstream error | timeout | invalid_response | off ...;
BRINE doh_next_upstream error timeout;
T http, server, location

FRETEMBEEAE L R RO &L B4 upstream HPH) R —MIRSS 8%

error RS ARG e LIERE, (A HAG A T B e B N A AR T B IR
timeout TES MRS BRENLIERE, TR AR A 1 B ISR EOE B I 2 4 7 BB
invalid_response HRZ5#RIR[A]I T JCALY DNS i fz;
of f FR¥EWEIRS T — MRS 2R

REWERIBL N —DIRSTER AT LASZ 2 2 IR I 1R B RR A

doh__next__upstream_timeout

181k doh_next_upstream_timeout time;
FINE doh_next_upstream_timeout O;
TR http, server, location

BRA AT AR & WAL a4 MRS dsAIT TR, BB 0 R LR,

doh__next__upstream__tries

1Bk doh_next_upstream_tries number;
FINE doh_next_upstream_tries O;
TR http, server, location

PRI E WL MR SS AR RTRE SR, BN o RiEE A IERR A,

doh__pass
Bk doh_pass address;
ERINE —
ol 5"4 location, if in location

BER DNS AHAFEEIR DNS g5 deititt, Ztkn] DA E s sl R 1P ok

doh_pass 127.0.0.1:53;

3.3. [FAEER

97



* Angie
Software

IhEEHEIR, R4 1.12.0

B MR S5 A

doh_pass dns_upstream;

ETWET UDP 8¢ TCP #% k4IRS 2%, BAKHE doh transport FESECE, TE—1 location W HEETRE—

Ndoh pass T&8%

doh_read_timeout

THIL doh_read_timeout time;
LOWINIED doh_read_timeout 60s;
ETrx http, server, location

TE XM DNS iS5 g iR Ea i AN IR TR, @I RE PRSI AR Z [RIREE, TA 2 RN
HIf&%, WIS DNS R55 as eI RN A L MR M, WHERRR R,

doh_send_timeout

181k doh_send_timeout time;
FINE doh_send_timeout 60s;
£ http, server, location

% EM DNS JIR55 aetE s KA IRl @ e IESI S 1R E 2 R E, TARE R MER
Hf&kam, IR DNS RS5 as eI RN A WENE MR, WHERRRBR M,

doh__socket__keepalive

[F227S doh_socket_keepalive on | off;
FINE doh_socket_keepalive off;
Hol5"4 http, server, location

F%| DNS ARG 280 %Rz /A ] SO_KEEPALIVE BRI, MIREN off I, MIERGNEHZTINE
REFE R

doh__transport

HIL doh_transport tcp | udp | auto;
LOWINIED doh_transport auto;
ETrx http, server, location

PR T DNS &Eif#e %4 DNS IRSFE10&5m Ml
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auto W B keepalive BAFPHEZINN TCP &R, BN E (TCP) KiE&EM; &
MIZeiEd UDP KIX, RARSS 4R EIEBHIEE (BB T TC hnik), NdEid
TCP HIX;

udp BT UDP AIX; Wk WA B S A5 1R, B SIEE TCP HIL;

tcp EHH@E TCP &L,

3.3.2.13 Empty GIF
IZEHE R ERIE GIF,

B E R B

location =

/_.gif {
empty_gif;

B

empty_gif

EFS
ENN
EFxX

empty_gif;

location

FERLE [ location HJE IR HEABERIEM GIF,

3.3.2.14 FastCGlI
ARV SRIZ IS FastCGI RS 28.

B E R B

location / {
fastcgi_pass localhost:9000;
fastcgi_index index.php;
SCRIPT_FILENAME
QUERY_STRING

fastcgi_param /home/www/scripts/php$fastcgi_script_name;

fastcgi_param
fastcgi_param
fastcgi_param

fastcgi_param

REQUEST_METHOD
CONTENT_TYPE
CONTENT_LENGTH

$query_string;
$request_method;
$content_type;
$content_length;
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B

fastcgi__bind
[E37S fastcgi_bind address [transparent] | off;
HME —
Holi9"4 http, server, location

%] FastCGI x5 25H b ERER B8 E A TP Hisik K AT [, SEUERT DM SR &, FiRME off
BB M L — BB PR fastegi bind FELHIRCR, SRVFRGEH SN ELANM TP LA .

transparent S NVFE FastCGI ARG 78 AY HBEREJR B AEAM 1P Mk, FIansk B % P i ESL 1P 3

HE:

fastcgi_bind $remote_addr transparent;

1

B SEAR, Angie TIEHRIEH TZNBEIINF BIRIZTT, 1 Linux b, XN MREEE

T transparent S, TERRBES N TR K CAP._NET RAW &1,

i

MR PC B NS AR DA ECR B FastCGI IRSS ds UM 2 it &

fastcgi__buffer_size

Bk fastcgi_buffer_size size;
FINE fastcgi_buffer_size 4k|8k;
Holi9"4 http, server, location

BB TR FastCGI ARG a2 WA B A 55— 8 o3 BRI IX ORI 32

HR oI AL B — A NI R Sk

BOANEIL T, X NET— NI YR GR A, IXATRER 4K 8 8K, {HE R DURERE /N,

fastcgi__buffering

HIL fastcgi_buffering on | off;
EIME fastcgi_buffering on;
ETx http, server, location

JEHEEERISR B FastCGI ARSS & HIME B A 22,
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on

off

Angie RIREM FastCGI ARG axfZUm R, R HLRF 2 Hfastegi buffer size
Mifastcgi buffers HERXBBRMXH, % i AL RS IATHT: CHEBHN
FMMX SRR T RIE, BEEKNZ fastegi busy buffers size PR, IR
AN R S8 I, WASHUEBH T &K, BRIFE &m0 A &5 — #8770,
Rk, YFEAER G LD, ZMIEBOFRIE S, a0 R A0 A TC 1%
AP, TUA] DUREH A — 3800 OR 77 2 RGBS S2fF v B NI N S
Hifastcgi_maz_temp_ file_size Mfastcgi_temp_ file_write_size 812,

M 7 7 432 W R I 37 BIAE I8 45 2 P it Angie DL RER—& 367 BYEIR TE, £
RERRMX B REW: FIMN 4K B IXEREE] 10 FPRE SRR X,
AN, Q0 SR e B AT DA 22 H X, Angie  FJ PASEEEIRENE . Angie —{RA]
uﬁkﬁﬁ%%ﬁ%”&ﬁ@ﬁ%m%ﬁﬁd\Hﬂfastcgiibuﬁm;size 62 HE, il off
I}, :vef: fastegi limit_rate NAERK

AU 7E X-Accel-Buffering MR SkFEEHEIH” yes” 8" no” K5 HEEEH %M, v DA

Hlfastcgi ignore headers $62XEF L INRE,

fastcgi__buffers

[ERES
BIME
kX

fastcgi_buffers number size;
fastcgi_buffers 8 4k|8k;

http, server, location

BT M FastCGI 55 as 152 L 1Y DX RCR ARV, B0 B,
BOANEIL R, B XORNET—NNFL, AR 6, IXATRER 4K B8R 8K,

fastcgi__busy__buffers_size

ERES
BIME
EPFxX

fastcgi_busy_buffers_size size;
fastcgi_busy_buffers_size 8k|16k;

http, server, location

LJFHKE FastCGI ARG5S & AIMa B 2% I, BRACE A N ) AR 72 4158 BN AT AT T a0 280 7 i A SR Wi o2 )
G XK, RIS, HARGE M DXRT T IRENA L, GASRTREE, JE AT DSR2 Wi B 22 i S BR
BT, K/INZ fastegi buffer size Flfastegi buffers 855 BRI NG IF X A/ NFIBRH,

fastcgi_cache

[=2E5 fastcgi_cache zone | off;
EINE fastcgi_cache off;
ETFx http, server, location
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E X T RN HENFXIE, F—XEr e M, S28ETDUEEEE, off ZHEEAHM L
—HCE PRI R AT

#HiE

8 fastcgi cache B, EHEIEFTFEILE fastcgicache valid T65 RAFMETE E NN M Z R E], 05AK
B HE, Angie TMEAEINME, MRRER B IRSERE HTTP M6 RSkt DL R AR SEER N i e Wi . 9% 147 I
[F]:

1. X-Accel-Expires 3k (mfLAEK).
2. 1 H max-age Bl s-maxage ZEUH Cache-Control 3k,
3. Expires k.

QUSRI EESLA A B SR RESARA AT AE, WRLRE AR WERTE, RINTCIANE HIL B ],

fastcgi__cache_background_update

Bk fastcgi_cache_background_update on | off;
FINE fastcgi_cache_background_update off;
ol 9"4 http, server, location

ARVFENIE B FIERCRERNIT IR R, [RINR PR IH AR AN ROR [R5 i, T8 TR, AT 1558
HTIN (56 FH PR IF R 2 A7 W A

fastcgi_cache_bypass

HIL fastcgi_cache_bypass string ...;
HME —
ETrx http, server, location

TE XA MR RN 56, AR FRFRS P E DA~ MERNZE BAEFET 07, WA NEFEH
AREE .

fastcgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

fastcgi_cache_bypass $http_pragma $http_authorization;

SHUAR IS &,
A PAS fastcgi _no_cache ¥ —(H H,
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fastcgi_cache_key

[E27S fastcgi_cache_key string;
IRINME —
T http, server, location

X RPN, AT RS2, Bl

fastcgi_cache_key localhost:9000$request_uri;

fastcgi_cache_lock

181 fastcgi_cache_lock on | off;
BRINME fastcgi_cache_lock off;
X http, server, location

JBRGE, —IRRAREF—MNMEKIBIDIEE REZIES FastCGI ARG S REFEARYE fustcgi cache key 82 FRIA
AT TCR [l — A7 LR A HAMIE SO & RN N H IR AE 2217 T 8O T R AR AF BRI, S KSR I

Bl fastcgi cache lock timeout F6 B,

fastcgi__cache_lock_age

B fastcgi_cache_lock_age time;
FINE fastcgi_cache_lock_age 5s;
Hol9"4 http, server, location

ARIEHL FastCGI ARS8 DUEFEH R e RN G — N RIEFR E I R A A 52, WIA] AFEZIE—A4
1H3KA FastCGI IRSS 5%,

fastcgi_cache_lock_timeout

Bk fastcgi_cache_lock_timeout time;
BRINE fastcgi_cache_lock_timeout 5s;
94 http, server, location

W& fastcgi cache lock BB A, BN IS RIZIHAN, 15 RIGPAL DL FastCGI ARG &, ENERN A2
WERAT o
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fastcgi__cache_max_range_ offset

Bk fastcgi_cache_max_range_offset number;
IRINME —
T http, server, location

NFTEEIERIE LN B R mis R, GO s &, JEEIE KRR PIEES FastCGL IS5
e, RN AW

fastcgi__cache_methods

Bk fastcgi_cache_methods GET | HEAD | POST ...;
ERINME fastcgi_cache_methods GET HEAD;
X http, server, location

ANEREE P IE SR T AR MARS A L M RRR 7. "GET” fI"HEAD” 7RSSR MEIZIR A,
EEWERIEEEN]. BiESbfastcgi_no_cache %

fastcgi__cache_min_uses

B fastcgi_cache_min_uses number;
FINE fastcgi_cache_min_uses 1;
Holi5"4 http, server, location

W E R, B RAE A BB TE

i)

RAFTCBAR B Z N, FEMPRE A XA AR EE TS, FTRESBCNAImEAT N, E5%
EEBRLT, WEILIRSS S, MERER HX, REEHE50,

#HiE

BT RAEIERB (B0 external-cache-purge) {NMIFR S, (ERZEE fastegi cache__min_uses
S, ZIER B EMRIPRF R AEIE RIS, 1EIE RN 3 B T ] sE S A PR RE = AR AU 2
[]['n]o
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fastcgi__cache_path

[E=2FS fastcgi_cache_path  path [levels=levels] [use_temp_path=on | off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

LN —

LT http, server, location

BRI MEAMSE, RIFBURFIEESU, RIS A AR R URL M MD5
PRERAIEE R

levels TE X FBAFHIBIREEFN: M 1 B 3, BNFRIHEZE 1 5 2,

flan, £ AN ECE

fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

AT PRSI R FR:

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢ }

ZATFHIMNL B Jo 5 NG SO, NG B4 1%, IR SRR A7 i UBHEAR RIS RS L. HIE,
TBER, RGN, XFREM DN XERGEZ HER], AR TRMIVERARIE, B, B0 T
R EN B, KRN SR H SRIAE R — X F RS B,
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use_temp_path=on & H T IIfE AT H &

| off

on

off

keys_zone

inactive

WRAIGEZSEEILEN on, FHEHLAE location Wfastegi temp  path /2
feER H 3%

Il SR ELRE TR A 2% A7 H %

B T AT A TS S AR (F R Z N K2R N 78R
FEEL =,

1 IR H X IR DA iBZ) 8000 M,

YHH keys_zone fHERIER file B, Angie T FFELIERRIZ X EFIN A
PEBIRESL, FHE MRS 5 BBk e E AR AR S e, A
TR S P SR A B A M I8 > 22 A7 N2kt TRl

GRS T XIS/ N R, R AR A B AR Rl TC MR R XX IR, Angie
BioFRES (failed to restore zone at address) F HASHFH XK S
file MR, FIHREMNSHERERSAHN old; Ea]UMERE, skEHAFIFH
Angie JEJF 2 & #)Q12 HSCAHIBL B A RRA .

i

R IEMISE file IR, HEHE Angie HEHFERIGRISR, HZ2IHRF
PARS 1EAREFZAI5 R AHAHER IR T prefix,

WAL IS HEEE N AN AR T R EEE, WIS HRr e ], BdEaEseii
MHIER; FFRVT RIS EE N AR, X5 T XXARR). B o B ERESE > $UT
AT RDBITERRA R BIMEEFAARIAE] max_size, AT AMESNAIMIBR I 23
17, HH=ZB&H fastcgi cache valid BLE BRI,

BRINEL T, inactive N 10 2341,

RITRHY efé S PLET R IR T BRR R AF R/ NA N G A7 A S R e B N AT 28 TR, 7 H AN elimT
2R R, BRMPREIL R EREEEE, s OERTT 2 UHER,

max_size
min_free
manager_files

manager_threshol

manager_sleep

PN -2 NUN

PRAF PTAE S R AR BN e FH 23 ()
RR Al — IE A R ZE M R I H £
ERIMEN 100,

FR Il — OE A FF LI ]

ZRINMEN 200 ZFD

Be BEEA . ] Y {5 TR

ERINME S 50 ZFD

Angie H3—728)5,

KRR RAFMBS RIS, EREEE RS BRI el R R = B

BENGAF X, B ORI T,
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loader_files — A E RN B KR A7 T H 2K
#RIME:100

loader_threshold RR il — PR IE AT B 8]
BRINE:200 ZFD

loader_sleep B RIR P A RIS ]
BRIME:50 ZF)

fastcgi_cache_revalidate

B fastcgi_cache_revalidate on | off;
BRINE fastcgi_cache_revalidate off;
ETFx http, server, location

JE P If-Modified-Since 1 If-None-Match Sk BRI/ SR B BT 46 UF i HA Y B 17 T,

fastcgi_cache_use_stale

[E=2FN fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

ERINME fastcgi_cache_use_stale off;

X http, server, location

WETES FastCGI AR5 amid@ 5 R & AL IR, fEMRLEIR 0L T il DAUE R FRIBIZ NN, %5 SIS
5 fastegi next upstream Y& HISEIVLHEL,

error QUIRTCTRIESE FastCGI ARSS asRACHEIE R, M A VEGE FH BRIF 2R (2N Y,
updating — SIS, A0SR A7 M 2w S, U SR P PRIH SR A7 MR, JX ] A

TE TR A EHEIN B/ MU FastCGI ARSS #9177 TR IREL,

AT DB AR A 7 Sk A o 175 R ) 2 A i 7, e 2 2 R T LS R E D B

e Cache-Control LFEXHY stale-while-revalidate ¥ IV 1E 2% 17 WA N 24 Bij 1IE1F 5557 I8 (66 FH R |H Y
orged v

e Cache-Control LFEEM stale-if-error ¥ BINEE LR A 5 1R FH IR | HAY B AZ N o

ik
T ER LR T IREIE LS

R T FEEFTEHRAF TCEN T/ IMEXS FastCGI ARG A0 IREL, PTCAE fastcgi cache lock 8%
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fastcgi_cache_valid

[E=2FS fastcgi_cache_valid [code ...| time;
IRINME —
T http, server, location

AR B AR B B R A7 N H], fifan, DA RS

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

FARAS 200 0 302 BN IR E 10 EPHELE, A 404 MM IR E 1 28R,
WS HEE T & E A,

[fastcgi_cache_valid 5m;

MIHZZE 200, 301 F1 302 MR,

A, AT CME any ZEdEE S AFAE MR

fastcgi_cache_valid 200 302 10m;

fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;
ik

SRR LA N LIS, X 1e < B A7 N R EA Emi ek,
« X-Accel-Expires KFBRUAFDIN AN B BN HISRFIN A, FAER BN 27, WNREM @
HIZO0T 3k, WE H Epoch PUKRAVZEXSINTA] (DAFDIANEALL), EEIXIN [RINA N AT AR 17

o WIHRLAEE X-Accel-Expires FF, WA ATESLF B Expires B{ Cache-Control HIXBRFS
.

o UNERSLALE Set-Cookie FER, MM RN N AW RLE,

o WMFSLUEBARIRE " B Vary T B, WIHSRIARCREAN SR RS BA HAER Vary
FBE, NS R AR I A 18 SR Sk 7 Bot A TR 17

R DAMEFH fastegi ignore headers FE2 5 FHXIX L0 b L7 B Y — D 2 ML,

fastcgi__catch_stderr

HIE fastcgi_catch_stderr string;
EINME —
ETx http, server, location
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REEAEMN FastCGI IRS5 SR WA R B IR IT PR R AT B AARENZF AT ER, WIACN FastCGI
ARG ERIR A T TR MR, JXFVFAE Angie HIACHER FREFFHR R, BI4N:

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";

fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect__timeout

181k fastcgi_connect_timeout time;
FINE fastcgi_connect_timeout 60s;
TR http, server, location

TE X5 FastCGI IR55 as A IERATEN IR, TEERRE, HEh i EE Al 75 7.

fastcgi__connection_drop

[=2E fastcgi_connection_drop time | on | off;
FINE fastcgi_connection_drop off;
TR http, server, location

JE A AERR 55 a5 WA AR M PRESOE IS ST IR A PT %> DELETE FRICAKAANAIAE, & 1E21%
AR S5 A AT IE R

o e A RPRAR 55 A A TR R — e T NFAE, SRR 1k
& time JAFNERLZ L BN; BEN on I, ERSR LRI,

fastcgi_force_ranges

Bk fastcgi_force_ranges on | off;
FINE fastcgi_force_ranges off;
TR http, server, location

JEIE FastCGI IRS5 2NN A H) Accept-Ranges T BN, AR K BIZIRSF A IR AF AR AT MR 5 FH 7
TGRSR
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fastcgi__hide__header

[E27S fastcgi_hide_header field;
IRINME —
T http, server, location

ERINE LR, Angie A2 FastCGI ARG #3M N A AL FBE Status Ml X-Accel-... fRIBHBEN
Vifio fastcgi_hide_header T‘é’v‘l&ﬁ$%‘%ﬁ%i@%ﬂ@ﬁ@?ﬁ% *Efi, ﬁn%%gﬁﬁﬁ%ﬁﬁ?&, A] DA

, . e A
Hlfastcgi _pass_header ¥6%

fastcgi_ignore__client__abort

Bk fastcgi_ignore_client_abort on | off;
FINE fastcgi_ignore_client_abort off;
T http, server, location

FAE S PR EANSF AR IR O N RHNERZRS, B MRS FastCGI IRFFasA &R

fastcgi_ignore__headers

Bk fastcgi_ignore_headers field;
HME —
Holi5"4 http, server, location

ZHA FastCGL ARk 55 &5 3 22l i sk 7 B AU AL 3, AT DLZZ IS DA 5% BX: X-Accel-Redirect,
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering., X-Accel-Charset. Expires.
Cache-Control, Set-Cookie Fl Varyo

GNSRAREEH, ACPFRIXEE L Bk AR DU AR :
o X-Accel-Expires. Expires, Cache-Control, Set-Cookie Fl Vary IZEMINZFHIZLL;
« X-Accel-Redirect HUTEMEE URI KN AL EE ]
o X-Accel-Limit-Rate PR ELIAIZE/ Ui LM i ) JoH 22 (Rl 5
o X-Accel-Buffering Joi FHEEE FH M B A 2% 1

o X-Accel-Charset BN 7114,

fastcgi_index

BiE fastcgi_index name;
LN =
T http, server, location
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IRERANLE ARHLES B URL Z GRS, X T Sfastegi_script_name ZERHIE, BILH,
LA NIRE

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

X T /page.php 1H3K, SCRIPT_FILENAME S5 T /home/www/scripts/php/page.php, MXf T / 1H
K, BERFET /home/www/scripts/php/index.phpo

fastcgi_intercept_errors

[E27S fastcgi_intercept_errors on | off;
BRINE fastcgi_intercept_errors off;
T http, server, location

FERL KT EHET 300 BY FastCGI ARSS Al b N IZAEBLE R o, = EoFEEME] Angie PA
EH error page FE2MEATREHL,

fastcgi__keep_conn

HIL fastcgi_keep_conn on | off;
LN EN fastcgi_keep_conn off;
X http, server, location

FINEOUR, FastCGI RS AFFAEA LM N f5 32 B SCHAERE, H2, HIIERENE on N, Angie ¥
$8/R FastCGI IR e RIFIERFT . XX T8 FastCGI ARG 880 keepalive FEBZIE T TAELH N E,

fastcgi_limit_rate

1Bk fastcgi_limit_rate rate;
FINE fastcgi_limit_rate O;
Holi5"4 http, server, location

BRI MARHEAR S5 85 B R IR, rate DASRDFEONAALEE,; TR,

0 S P R PR A

#HiE

ZRRFZE N MERIZERN, KR Angie FINFTIFMANE] FastCGL ARSSAsAIERE, SIERK
AR ERRBIIIRE, ZBRHMXAEIS H FastCGI ARS5 &M M Y22 IN AR
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fastcgi__max_temp_file_size

Bk fastcgi_max_temp_file_size size;
BRINE fastcgi_max_temp_file_size 1024m;
T http, server, location

YA FastCGI ARSS#sMa N (922 I, QIEREEANE R TCIE TN fastegi_buffer _size Flfastcgibuffers &
LRCERIGMIX, WA —E8 7 AT DMRTE RGN S, 45 S B IR SR AR D, —IRE Al
I SCHE R KN fastegi temp file write size T8 Bo

0 SRR B S B S

#ik
IR ANE TR 7 B i 2 REELAIMA

fastcgi_next_upstream

[E=2FN fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ..;

ERINME fastcgi_next_upstream error timeout;

X http, server, location

TR EMPEE DL T ROR B RIZ S T — MRS58 :

error SRS AR ERE, AR SR o I B B Sk N & AR R
timeout SRS AR IERE, A AR EEE SR el s e B Sk N A AR R
invalid_header AR 55 2R [0 23 M 5 B TC RIS ;
http_500 %5 #IR RS A 500 AR MY ;
http_503 5522 [EIAS T 503 FYRE R ;
http_403 AR S5 2R EIAD 403 RN N ;
http_404 55 2RI EAES ST 404 FANE R ;
http_429 MR %5 #IR RSN 429 HIME MY ;

non_idempotent ﬁf%", f#H 4ER5E /7% (POST. LOCK. PATCH) HYIERAEELIEZE FIFIRS #s/5
PaAEBE N — MRS, B HIETU AR R EIREIE K
off FBIEREIBL T — DRSS 250

i
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ROZERRR, RETEMARRRFmAXMEMNER, A ATRERIERE RS T — MRS 8. W2,

QN SRAE A& B IS AR 2 AR R IR EGEEINY, IR B & I,

AR IERE LT AT 2N 5 R 55 el 5 B I =1

error RPN R IR, BB IRTERR S hisE

timeout

invalid_header

http_500 {AEAE S HPHEE I A B R 221
http_503

http_429

http_403 AR R 2212

http_404

REE RGBS N — D ARST s AT DAs 2 10 M A AT R

fastcgi__next__upstream_timeout

HIL fastcgi_next_upstream_timeout fime;
BRINE fastcgi_next_upstream_timeout O;
94 http, server, location

BRI DLRAE SR AL 13825 T — DRSS & BIIFTEL

0 KA I RR ]

fastcgi__next__upstream__tries

Bk fastcgi_next_upstream_tries number;
BRINE fastcgi_next_upstream_tries O;
T http, server, location

BRAIRFE R G T MRS & FTATREZ IR EL

0 KA IR ]
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fastcgi__no_cache

[E27S fastcgi_no_cache string ...;
IRINME —
T http, server, location

TE XN A 2SRRI RF NI, MRFHRESHPEDE—MERAZHEAREFT07, NP AERSY
A7

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

fastcgi_no_cache $http_pragma $http_authorization;

SEEFT A S E &,
] A5 fastegi cache bypass 6 —AF A,

fastcgi__param

Bk fastcgi_param parameter value [if_not_empty];
EIME —
ol 5"4 http, server, location
BB AL L FastCGL RS MISEL ERIDIEESOR, R NRHHAE, 4B CE Y710 LA E X

fastcgi_param FERN, XLEFF LA M _LE—RECEIE K,

#HiE

£ Angie P HIARE fastcgi.conf Ml fastcgi_params CfFH, REQUEST_METHOD #I%E N
$upstream_request_method, XHR Y %7K HEAD #5400 GET B, _EIFE K75 R Mz,

UNREIER T PHP PRI/ NG E

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SCRIPT FILENAME S PHP FHTHIEM ALK, QUERY STRING ZEH T&IETERKSEL
A POST iEKRIMIA, BFEEUF=ZANSE:

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

R PHP ffF --enable-force-cgi-redirect FLE M, WIEMNALZEH(E 200" B REDI-
RECT_STATUS Z¥{:
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‘fastcgi_param REDIRECT_STATUS 200;

IRFEL MM if _not_empty fEE, MOEHSEENNENA R IZSHILIBL IR0

‘fastcgi_param HTTPS $https if_not_empty;

fastcgi_pass

Bk fastcgi_pass address;
LN —
EFx location, if in location

&E FastCGI IRSFARMIMINE, Huhk AT DA v isAa B 1P stk DAR 3t 1 -

‘fastcgi_pass localhost:9000;

BRAERN UNIX BERTFIRE:

‘fastcgi_pass unix:/tmp/fastcgi.socket;

QUERIAA gt o 22 ik, P A HBHE#IOR: USRI 7T SURE A, Hibn] DR AR S5 454,
ZRERT IR ST, ERXMENT, MR EE A, WHERRRIR 6741 PR RIZAR, R

RERE, WIEEFR AT &5 W,

#HiE

If fastcgi_pass is placed in a location whose prefix ends with a slash (for example, location

/name/), and the auto_redirect directive is set to default, requests without a trailing slash will be

redirected (/name -> /name/).

fastcgi__pass__header

Bk fastcgi_pass_header field;
HME —
ETFX http, server, location

FRVFRF FastCGI IRSS as A BEE IR Sk BU&IBL7% F Ui
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fastcgi__pass_request_body

[E27S fastcgi_pass_request_body on | off;
BRINE fastcgi_pass_request_body on;
T http, server, location

Y TRESEEIBIERIREIHLE FastCCI IS #5. HiESMH fastcgi__pass__request__headers B2,

fastcgi__pass_request__headers

HIL fastcgi_pass_request_headers on | off;
EME fastcgi_pass_request_headers on;
H 94 http, server, location

TR AR IR RTE R SR P BULIBL FastCGI IkSS 8. IS0 fastcgi_pass_request_body 162,

fastcgi__read_timeout

181 fastcgi_read_timeout time;
LOWINIED fastcgi_read_timeout 60s;
ETrx http, server, location

TE XM FastCGI AR55 a2 R AR IN I ], BB N AE R SR IR BRE Z AR B, T BRI
RS, QIR FastCGI RSFFARTELLIN AINB A ERIEMAE, NEREZKH,

fastcgi_request__buffering

HIL fastcgi_request_buffering on | off;
EINME fastcgi_request_buffering on;
HSl5"4 http, server, location

J5 P BB 25 P 0 1 SRR 2R3

on FERFE R A IEF] FastCGI XS5 a2 1T, B 20 FEMERIK,
off TESRIAEFR I SZ AR T E FastCGI RS5 88, FEIXMIEILT, AI5R Angie EETT

GRACEIE SRR, MITCTRRAE R E] N — PR 45
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fastcgi_send_lowat

[E27S fastcgi_send_lowat size;
BRINE fastcgi_send_lowat O;
T http, server, location

MBIZIE LB ENEZTE Angie 2R E L E Hiqueve T7ER NOTE_LOWAT R E{
SO_SNDLOWAT EREFIEI (ERHEENKR/DN), KE/IMEE] FastCGL ARSs aw iy H b iE R LAk
EHREIREL

#HiE

HHESE Linux. Solaris 1 Windows 4 ZH,

fastcgi__send_timeout

B fastcgi_send_timeout time;
BRINE fastcgi_send_timeout 60s;
EFx http, server, location

EA FastCGI R3S asf&mis RN I A, BN ITEMUGEL N T EREZRIRE, M2 TED
TEREEHR, MR FastCGI RSS a3 FE LI RN I A MBI AT A, ORI,

fastcgi__socket__keepalive

Bk fastcgi_socket_keepalive on | off;
ERINME fastcgi_socket_keepalive off;
X http, server, location

Bl E 2| FastCGI ARSSBsH HUEIZEER " TCP keepalive” 174,

of f NENT, ERTHHBERANEE,
on NERFEM SO KEEPALIVE E3#FYET,

fastcgi_split__path_info

HIL fastcgi_split_path_info regex;
AIME —
oS4 location
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TE X —MENRIEK, TR Sfastegi path info ZZEINE, ZENFRIEXNZEWMIRA: -1
BN $fastegi script_name ZRIE, 88 NN Sfastegi path_info ZRRRE, Hla0, D REE

location ~ ~(.+\.php) (.¥)$ {
fastcgi_split_path_info “(.+\.php) (.%)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

*F /show.php/article/0001 i&EK,‘'SCRIPT FILENAME' 24045 F /path/to/php/show.php, T
PATH_INFO ZHRFT /article/0001,

fastcgi_store

[E=2FS fastcgi_store on | off | string;
EINE fastcgi_store off;
X http, server, location

JERRE SCAFOR A7 2 AL

on 5 alias B root 82X N I BAZ PRAFE SR,
off SR

b, AT DARE A 2 B A e R SO B S

fastcgi_store /data/www$original uri; }

XAFBME N AR FE N EIRY Last-Modified MARN LT EILE, WM & L5 AN X, ARG EMAZ
M N SRR ALEGE AT DUBIE AR RIS RS b, (HRIETE, XS, SXHRE PN S
KA, MAZBRNIEMBIRE, FIEDOY FAEMSENE, (RIEISCHERIE fastegi_temppath 16
LR BRI S B FETIAER — MRS L

A5 AT T AR S A AR SRR A HEIAR, BI4n:

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

fastcgi_pass backend:9000;

fastcgi_store 8

fastcgi_store_access user:rw group:rw all:r;
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fastcgi_temp_path /data/temp;

alias /data/www/;

fastcgi__store_access

Bk fastcgi_store_access users:permissions ...;
Ej(l)\fﬁ fastcgi_store_access user:rw;
ol i9"4 http, server, location

BT AR ST SRETT RRUR, B4

‘fastcgi_store_access user:rw group:rw all:r;

GUERFEE TAEMT group 5L all PFTAIRER, WIATDAETHE user BURR:

‘fastcgi_store_access group:rw all:r;

fastcgi_temp_file__write_size

Bk fastcgi_temp_file_write_size size;
LNz fastcgi_temp_file_write_size 8k|16k;
T http, server, location

LE R FastCGL MRS5S 2% B0 B 2% P 2 1 ISP, BRI — IR A I SO EHE KD, BRINE L
T, K/NZfastcgi buffer size Mfastcgi buffers 8B BRI DR M IXFRE, I I SO I B KK/
Hi fastcgi_maz_temp file size IR E,

fastcgi__temp__path

=2E fastcgi_temp_path path [levell [level2 [level5]]];

ERINME fastcgi_temp_path fastcgi_temp; (B$fRHUAT --http-fastcgi-temp-path 14
HESE)

Hol9"4 http, server, location

EX—DEZ, AT FastCGI ARSS asi B RARAIIRIN LA, FEHEE H % MDA 2 =2 1
H R ZREE, Flan, 72 L M ECE

fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

(e S A AT REAR R R
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/spool/angie/fastcgi_temp/7/45/00000123457

HiEZm fastcgi__cache__path T8 use _temp  path 28,

f&is4s FastCGl fRB52[FISH

HTTP ERLFBIENSEURIRLG FastCGl k5588, 1E1EN FastCGI ARG #Ia THI N FHAZ R AR A,
IXEESEOBEAE NIRRT, H40,:samp: User-Agent Sk FEAEN HTTP_USER_AGENT %%
H, BRT HTTP IERLFBEZAN, BRI A fastcgi param I8 IRIRERSEL

REXx

Gl

http_fastegi B SCRENE L &, "THTIEL fastegi_param R ESEL

$fastcgi_path_info

Hlfastegi_split_path_info 6B EE M HIRANME, HAERHTRE PATH_INFO S,

$fastcgi_script_name

13K URI, s8R URI DRHLEE R, WINIER URI M0 EH fastegi index 182 HCEMRT |[XH%, A
BEr]fTi%E SCRIPT_FILENAME 1 PATH TRANSLATED Z#{, XS 50455H THiE PHP
FIIARZFR, Hlan, XF /info/ R, ML RES

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

SCRIPT_FILENAME Z¥04 % T /home/www/scripts/php/info/index.phpo

A fastegi splitpath_info F82 W) ‘$fastcgi script. name ZEE T IZIFELRENE — MERHM
fH,

3.3.2.15 FLV

ZHEPLY Flash M (FLV) SCHHRAEEOh I UL R AT AR 55 8 it S 47

EETAHEIER URI FERFZRTRAN start S8, @B NIE RO FZ TR EIFELIE NS, FEHS
fil FLV 3k,

4 MIEARDATEES, IZABIRERN AR, FEMHA --vith-http_flv_module HJEIEIR/EH,
ek E BN RN G, ZERC ST,

B E B

location ~ \.flv$ {
flv;
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EiAd

flv
Bk flv;
FINE —
ETx location

£ B B location FPIT /B EHALHE,

3.3.2.16 Geo
ZARHURIER P 1P bk Gl B R REZE &,

BB R B

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ig

g gil 283
2001:0db8::/32 1;
}
<
geo
JE27S geo [$address| $variable { ... }
EINME —
ETFX http

IR T feE 2 B EINARER T2 P om 1P Hitlk, BOANER T, MMk MSremote addr ZRHIRER, {Hb
A AMEAt S & HARER,  filan:

geo $arg_remote_addr $geo {

}

#Hik
BT ZEMEEHNA SPOTE, BT RRE geo &, WARNIERAHIESMANINTH,
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R RMERNZE RN IP Hikt, W2 ”255.255.255.255” Hitdk,
HoltrT AH CIDR FORIEfSENEIZ (RGN sifENTER,

SR A N RIR S

delete
default

include

proxy

proxy_recursive

JHIEA$i 7 B4 ) 2%

AR bk AR UCEC T sk, WA i EAE, ik DA CIDR 3%
TRIEFEER, FIDAEA 0.0.0.0/0 f1 ::/0 fR%F default, WHRAKIEE default,
T BRIMECRE N 23 245 B

BE—NEAIERERN S, TAEZMEE,

TESCZASAE bR, 2475 Kok B 2 S EAHIEER, ¥ {# ] X-Forwarded-For 13K
Sk B, 5 EMHBERE, ZEERNHBE R TR E R,

JA AR, RIS R, MR EEH X-Forwarded-For HHARIEH]
IG—HbE, AR S ZEEHIEUTELAY R Ga % P ok, a5 E IS8 &R,
M fEH X-Forwarded-For HREMNRG— N IE2ZEEHIE, MARS52EE
HirI- CEC ) SR GG 2 v

ranges TR R ENTEEITEE N, SN NE A NIRRT INE, H
HER TR
volatile FTRIZEEA]RAT,
il
geo $country {
default 77
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: : /32;

127.0.0.0/24 US;

127.0.0.1/32  RU;

10.1.0.0/16 RU;

192.168.1.0/24 UK;
}

conf/geo.conf XIFRIREEE LATAT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

i i BARAOUCECE, B, X 127.0.0.1 Hilik, $EEERE RU, AR US,

N IREREAE AT

geo $country {
ranges;

default 7Z;

3.3. [FAEER

122




* Angie
Software

IhEEHEIR, R4 1.12.0

127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;
1
3.3.2.17 GeolP

WRIEE i 1P sk G B IR E, PR MaxMind @2 s H WA,

EFSCRE IPv6 BIBHREERE, IPv4 MR E MU S IPve AR T,

4 MIEARDATEE, BROAH RIS, WIEId --with-http_geoip_module MJHEIETIHITIE M,

#HiE

AT MaxMind GeolP HHEFESZEMIH MaxMind GeoLite2o

BCERB

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: : /32;

geoip_proxy_recursive

B

geoip__city

HIK geoip_city file;
E /NN —
X http

T TR P 1P e 5. XA ROREE 2, (R R, P DA R

3.3. [FAEER

123



http://www.maxmind.com/
https://www.maxmind.com/en/geoip-databases
https://dev.maxmind.com/geoip/geolite2-free-geolocation-data

* Angie
Software

IhEEHEIR, R4 1.12.0

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

PRALAYKFEAAS, BIaI"EU”, "NA”,

WAZRYEZR RS, Fla0"RU”, "US”,

=PMEZRNED, FIEI"RUS”, "USA”,

EZR &R, 40 Russian Federation”, ”United States”

EEF DMA XIS (HFRN metro code”), HRIE Google AdWords API H
B HOFEE Ao

g,

ZR,

PN EZR X ACRS GHhIX, @idth, N, &, B tE), #lanr48”, "DC”,
ERMX PR GhIX, Fih, M, &L BFBEHEE), Hla1"Moscow City”, ”District
of Columbia”,

W FR, B0 Moscow”, ”Washington”,

B Gt

geoip__country

Bk
A
k%

geoip_country file;

http

T FIARIEE i TP ke 5 R S R R, rTA DA AR &

$geoip_country_c
$geoip_country_c

$geoip_country_n

MAEIEZ AR, Blan"RU”, "US”,
=fRIEZRAED, BIE"RUS”, "USA”,

ERZFR, Ha0”Russian Federation”, ”United States”

geoip_org
Bk geoip_org file;
LN —
EFx http

TaE FI AR i 1P Ak A BE . R IRy, PTADIT AR &

$geoip_org

HAZHR, HIaN”The University of Melbourne”,
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geoip__proxy
[E27S geoip_proxy address | CIDR | uniz:;
EAUN —
o974 http

XA L, S TERK B Al EEIER, K X-Forwarded-For 1E3RLFER AL,

geoip__proxy__recursive

Bk geoip_proxy_recursive on | off;
EONIN geoip_proxy_recursive off;
H 94 http

GUREEAIEIAILR, WK X-Forwarded-For MR ER/G— MHitht, A S Al HEHbIEVERCHIE
G P, WSS AR, MK X-Forwarded-For HVRIXHERG — MMEREEHAE, Wi
&5 G ERhE DU ECHY SR a7 it

3.3.2.18 gRPC
AR RIEEE] gRPC ARG #8-

7
AR T TP2 FEER,

=3t

server {

listen 9000;

http2

location / {

grpc_pass 127.0.0.1:9000;
}

B
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grpc__bind
[E=2FS grpc_bind address [transparent]| | off;
IRINME —
T http, server, location

5] gRPC MRS HISIER NFEE I AM 1P Hislk (RIHENG ) Kid, SEUER ST R, FkE
off BUHM E—BCEFBNIKAKN) grpe_bind FESHIRUR, VRSB ECAR 1P fihkFIsG

transparent S AIFE| gRPC ARSI HGTIERE MAEA D TP sk &6, AN P umaESL 1P #l
3k

[grpc_bind $remote_addr transparent;

IESEUER, BEFELVEIH T APRIZTT Angie TAEMRE, £ Linux EARTFEIXFEM, KoA0%E
{8 T transparent SH, TAEHES N THEYA CAP_ NET RAW ®EJ1,

wik
ML B AR B AR AR B gRPC IRSSERAI M4 i &

grpc__buffer_size

B grpc_buffer_size size;
FINE grpc_buffer_size 4k|8k;
NS94 http, server, location

BT B gRPC RSS2 WA R SE — R X BRI IX RN, Wi — BRI B S R R B A R
F o

grpc__connect__timeout

Bk grpc_connect_timeout time;
LNz grpc_connect_timeout 60s;
ETrx http, server, location

XS gRPC IRSS SRR I (Rl FREERAYR, M@ R~ eeEd 75 7,
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grpc__connection_drop

[E27S grpc_connection_drop time | on | off;
LNz grpc_connection_drop off;
T http, server, location

JE FITEARBRAR 55 85 M FR RS BRI 0T i i JERR B A PT DELETE i ARIC KA G, & 1EEZAR
55 axIFTH R

0% P e PR S5 AR AL B R — N REE FAFI, SRk,
RHE time JOHIERZ L BN, BN on I, JERIZHNKIT,

grpc__hide__header

Bk grpc_hide_header field;
EME —
ETFx http, server, location

BRINIE L RN, Angie 2% gRPC RS esMm b HSLFEX Date, Server Fll X-Accel-... fEEBAR
i, grpc_hide_header IHS B ANHALBIIMI N T, MKk, WWRFEALTLETER, 7JLAHE

Hgrpc_pass_header 8%

grpc_ignore__headers

B grpc_ignore_headers field ...;
EINE —
X http, server, location

BHMNKB gRPC RS #HYFELEmn 1 L ERAYAL B, 7] DLZME DA R 7 B:X-Accel-Redirect A
X-Accel-Charset,

ATERAREEH, AbERIX e Sk 7 Bo =4 DL R R
o X-Accel-Redirect FAITEIFEE URI HINERE EN];

o X-Accel-Charset REMMN TR FITE,

grpc_intercept_errors

HIA grpc_intercept_errors on | off;
ERINME grpc_intercept_errors off;
TR http, server, location
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HERIS KT EEET 300 B gRPC JIRSS 88 i B B %A% 13 45 % 1 Ui, I B WHEBUTEE M F] Angie fi
Herror _page $a2HATALHEL,

grpc__next__upstream

=275 grpc_next_upstream error | timeout | invalid_header | http_500 | http_502
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

ERINME grpc_next_upstream error timeout;

LT http, server, location

FEEAEMBEAT LT BRI RAZ B LS upstream HAE S — DRSS 3

error SRS EREERE, 1A HAR S SR el S B Sk N R A R
timeout SRS EREIIERE, A AR SR el I e B Sk N A A
invalid_header  ARSSHHIR B Z i N BRI R0 K ;
http_500 55 #81% [BIAAS AT 500 FNE R
http_502 AR S5 AR [EAS A 502 FME R
http_503 ARZS IR BIAD N 503 M A ;
http_504 A %5 4R IR B RS 504 HYME R
http_403 AR 55 2R [BIACAD D 403 FRME
http_404 AR S5 4R IR[EAS A 404 HME R
http_429 ARSS ZRIR [EIAASN 429 HIMA R ;

non_idempotent JEF, ] 1EHSF /7% (POST. LOCK, PATCH) HUTERUNRE & IEEI EARSS 4%,
WA ZEEE S — MRS a4 /5 IR R VF R I RIE K,
of f B IE RGBS T — MRS 25,

#HiE

ROZIC(E, HAERARAE AR EMAAE, A ATRERERGES N — DRSS s, R, aR
TE & R S R rh Ak AR R IR BN, MITE TR 1B S I R R

ZAGRIETE X T 2N 5 IRSS aE B i =t

error, timeout. MHEBHNARINZEIA, BEENIRIETESHIEE
invalid_header

http_500, IXAEFR S HHEE IN A AR A A I =11
http_502.

http_503.

http_504,

http_429

http_403, MABA A BRI 221

http_404
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R SRAGIBL N — DR AT PASZ 2R RIS R FIRRH

grpc__next__upstream_timeout

[E227S grpc_next_upstream_timeout t(ime;
EIME grpc_next_upstream_timeout O;
T http, server, location

BRAI AT AR E R 45 T —IRSS & BIINTAL,

0 KA IR ]

grpc_next__upstream__tries

1%(23 grpc_next_upstream_tries number;
Ej(l}\fﬁ grpc_next_upstream_tries O;
Holi9"4 http, server, location

BRARERAZIBE] T IS5 aATA] REZIR AL,

0 R I RR
grpc__pass

B grpc_pass address;

EINE —

HSl5"4 location, if in location

R H gRPC IR55asttihit, bk Al ARG IS4 8 1P ik, DAK IR 1

grpc_pass localhost:9000;

AEN UNIX BERFIER:

grpc_pass unix:/tmp/grpc.socket;

&, ATDAHER grpe:// HE:

[grpc_pass grpc://127.0.0.1:9000;

FUFERIT SSL 19 gRPC, NAEH grpes:// FT%:
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grpc_pass grpcs://127.0.0.1:443;

QUSRI T O 22 sk, R A ik ECR: DASC 175 U, b, btk ] DAFEE MR 55 441

SEEF DU SR, ERXAEOT, WRHIEEE IR, WAEFTARIIRSS SR PR RIZAF, 1R
RERE, WIEER T e BE

i

WRTEHHRIEETRHLE location HHSE grpc_pass (Bl4l,:samp:location /name/), I
Hauto redirect 18BN default, MW EBEFHTHNIERKLEEN (/name -> /name/)o

grpc__pass__header

Bk grpc_pass_header field;
ENME —
ETFx http, server, location

TP IEASE I Sk B gRPC RSS2 &I 2% 7 i

grpc__read_timeout

Bk grpc_read_timeout time;
EONME grpc_read_timeout 60s;
ETFx http, server, location

TE XM gRPC JIRS5 e SRR N AN N 1), BN AE OSSR BRI E 2 I, T2 EAEE NI
R4, Q1R gRPC MRS5S AFAEMEIN Rl AR AL BRI, WIEERRE SC ]

grpc__send__timeout

Bk grpc_send_timeout time;
ERINME grpc_send_timeout 60s;
£ http, server, location

R B\ gRPC IRSFaeEHmIE KAV I E, R AR OGESINE #RIEZ RIE, AR X MER
W&k, IR gRPC ARSSARTEILIN I AR ENEATNE, MRERERE OS],
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grpc_set__header

Bk grpc_set_header field value;
EINE grpc_set_header Content-Length $content_length;
T http, server, location

RGFEFTE X EEMTFEENLIE 45 gRPC IR esMIERkL, ERDEEXA, TENHEHASE, HHNY
METHBIARE X grpe_set_header FEFN, IXLEF5SA M _E—FECE LK,

MFSLFBRHME N BT, WZTBR A RE$E% gRPC RS54

grpc_set_header Accept-Encoding ""; }

grpc_socket__keepalive

Bk grpc_socket_keepalive on | off;
LN E grpc_socket_keepalive off;
X http, server, location

BLEZR| gRPC ARSSA3HT HUEZEER " TCP keepalive” 174,

off FINBI R, ERFERBERGIIRE,
on NERFERH SO KEEPALIVE BR5%TH,

grpc_ssl__certificate

Bk grpc_ssl_certificate file;
ENINE —
X http, server, location

f8E—1 PEM 8 AIEH S, T 1A gRPC SSL ARS8 T B IE, X4 a] MEHZE &,

grpc_ssl__certificate__cache

1Bk grpc_ssl_certificate_cache off;

grpc_ssl_certificate_cache max=N [inactive=time| [valid=time];
EIME grpc_ssl_certificate_cache off;
T http, server, location

T —ANEE, T A RS R S5 L I Fis,

ISR A NS
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o max —EZFHIRAILRN, HRF N, KMPREL&RDEH (LRU) BT,

« inactive —& XIURFEILMS BRI MBI SWMPRAIII K, BIEEHEIIAET valia AN, &R
A= EE TR, BN 10 ),

o valid —EEFILRPMNEROF ] BRI E. BRI 60 . EHIARIZ G, IR EHTN
BEETIRIE,

o off —BEFHRTF,

2Nk

grpc_ssl_certificate $grpc_ssl_server_name.crt;
grpc_ssl_certificate_key  $grpc_ssl_server_name.key;

grpc_ssl_certificate_cache max=1000 inactive=20s valid=1m;

grpc_ssl__certificate__key

[E27S grpc_ssl_certificate_key file;
EINE —
o4 http, server, location

fEE— PEM #&RIEASC:, AT gRPC SSL ARSS#vIHAT & i Jn ik,
A DAFSEMH engine: name: id SR, IX¥EM OpenSSL 5% name HINEEAIEE id BIEH,

A DA4E7EME store:scheme:id RIS, AT M OpenSSL #2HEFRFIEMAY URI scheme' (U1 ‘pkesll)
FRINEEAETEE id B,

XEAL ] DA IS &

grpc_ssl_ciphers

Bk grpc_ssl_ciphers ciphers;
LNz grpc_ssl_ciphers DEFAULT;
ETrx http, server, location

fEE M gRPC SSL ARSS # R IXIE KN B R EN, BHEMLA OpenSSL FEREEHIIE XI57E,
EHEMYIRBURT 2K OpenSSL kA, FIPAffF openssl ciphers &R LRI,

i

i OpenSSL B ,:samp:grpe_ssl_ciphers $6% TECE TLS 1.3 WEBEMS, Z{HH OpenSSL &%
TLS 1.3 BHEMH, B Hgrpe ssl_conf command ¥&%, S8 N F & SSL B E AN,

o 1F LibreSSL H,TLS 1.3 ZtEM: AILAEH grpc_ssl_ciphers FLE,
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| « 7£ BoringSSL H1.TLS 1.3 SR EM5 2 kN H,

grpc_ssl__conf__command

TBiE grpc_ssl_conf_command name value;
LN —
o4 http, server, location

£5 gRPC SSL ARZS#e R IZ BT OpenSSL BLE /1%

#/ik
il OpenSSL 1.0.2 B{HE SN ZRZ1ES. B OpenSSL FLE TLS 1.3 ZiEH, EMHH

ciphersuites i<,

A PATER — R Al$8 € 2 1~ grpe_ssl_conf command 6 %o 4 H ALY 24 77 9¢ 5 R & X
grpe__ssl_conf _command 8N, IXEFESA 2 M E—RACE LA,

i

BHEE, BEREACE OpenSSL AIRESSHEIMT N,

grpc_ssl_crl

Bk grpc_ssl_crl file;
HME —
£ http, server, location

fEE—1EE PEM X MEHIED (CRL) RIS, AT 5IE gRPC SSL ARSS #RHIEF,

grpc_ssl_name

B grpc_ssl_name name;
ERINME grpc_ssl_name “3k F grpc_pass W EH L
TR http, server, location

RFE S TIIE gRPC SSL RS AIEBHIARSS 238 FR, DANRIES gRPC SSL ARSS#s BN IEFE I I8 it
SNT 1535 ARG B FR,

IR55 gt n] DU AR BHEE,
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FONTENT, EH grpepass HEIENS,

grpc_ssl__password_file

[E227S grpc_ssl_password_file file;
EANE —
T http, server, location

fEE—MEEET BRSO, S EEEE RS 1T, MEEAN SRR G,

grpc_ssl__protocols

[E=27N grpc_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EIME grpc_ssl_protocols TLSv1.2 TLSv1.3;
T http, server, location

NIE] gRPC SSL ARS5 a3 & IXAIIE KIS € HIHHL,

grpc_ssl__server__name

Bk grpc_ssl_server_name on | off;
EME grpc_ssl_server_name off;
ETrx http, server, location

JARSESHTES gRPC SSL IRSS #REIERZN, Jlid IS5 252758 TLS §7J& (SNI,‘RFC 6066 <https:
/ /datatracker.ietf.org/doc/html/rfc6066.html>_ ) fZIEH grpe_ssl_name 5L REE IR 2R,

grpc_ssl__session__reuse

Bk grpc_ssl_session_reuse on | off;
ERINME grpc_ssl_session_reuse on;
£ http, server, location

WEMES ¢RPC IREFEENEE T AEA SSL &1F, R HEFHM"SSLS GET FINISHED:digest
check failed” F51%, THZIXFEHSITEER,

grpc_ssl__trusted__certificate

Bk grpc_ssl_trusted_certificate file;
EINME —
Holi9"4 http, server, location
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EE—1MHEE PEM BRXZEE CA IEBIXIE, FFRIE gRPC SSL ARG #3HIE 4,

grpc_ssl__verify

[E227S grpc_ssl_verify on | off;
EIME grpc_ssl_verify off;
T http, server, location

JEREZEF X gRPC SSL ARSS SIEHHIIRIE,

grpc_ssl__verify__depth

[E2FS grpc_ssl_verify_depth number;
LNz grpc_ssl_verify_depth 1;
T http, server, location

ZHE gRPC SSL RS IEFHHERIRUEIRE

3.3.2.19 GunZIP

ZIR R — D IERS, HT A F gzip” HAS 77 LM% P i R 457 A :samp: Content-Encoding: gzip
FIMEI R, Y Fe B A7 i e 4 B8 DA B 22 AT D 1/0 BRI, 1B AR5 A A

4 MIRAHATER, BN A SRR, MIEE --with-http_gunzip_module AEENISHI,
R E BN EERRAUMBGRT, WEhEEE sk,

W=t

location /storage/ {

gunzip

B

gunzip

BiL gunzip on | off;
EIME gunzip off;
4 http, server, location

JEFHEZERIN B Z. gzip STRHVZE P m A R AENA B R4, QSRIE, IESF B LIRS DAfE & F e
BHKE gzip: gzip http version. gzip_ provied Mgzip disables FHI1EZ M gzip  vary F62
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gunzip__buffers

Bk gunzip_buffers #& K/;
LN gunzip_buffers 32 4k | 16 8k;
T http, server, location

1 B T i A S X AT ECE AT R N BOABOL T, S IXR/NET —DNFE TR, IXERT

Fa, AHEE 4K 5 8K,

3.3.2.20 GZip
PR — ME gzip FTIEEAENN IS JERY, I DARHEMEHR RN 2 (5%,

=l
i SSL/TLS WM, FE4EMmRN I RE232E] BREACH K,

W=wytl]

gzip >

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

AT DA Szip.ratio B RORICFIABIRIEL 2R,

EL
gzip
Syntax gzip on | off;
E /NN gzip off;
Context http, server, location, if in location

JA AL FAMA R Y gzip 4o

gzip__buffers

Syntax gzip_buffers number size;
2KIA gzip_buffers 32 4k | 16 8k;
Context http, server, location

BT RGN N AR X BEAR DN, BUAE T, RPXIPNET—PAFITRD, RBRRTFA,

WHEE 4K 5 8K,
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gzip_comp__level

Syntax gzip_comp_level level;
E /NN gzip_comp_level 1;
Context http, server, location

BN gzip FAFFA, FIHEESZHIETEEIN 1 5] 9,

gzip__disable
Syntax gzip_disable regezr ...;
LN —
Context http, server, location

910 User-Agent TERSLFE 515 IENFRIK K PCEL i R T gzip & 4o
IR msie6 X W T IEMIFRIAX MSIE [4-6].7, (HITAEEREE R, "MSIE 6.0; ... SV1I” HHEERIEZ

R Z A,

gzip__http_version

Syntax gzip_http_version 1.0 | 1.1;
E /NN gzip_http_version 1.1;
Context http, server, location

B ERFTHRARAL HTTP AfA U460 B,

gzip_min_length

Syntax gzip_min_length length;
ERIA gzip_min_length 20;
Context http, server, location

BRI gzip IEGEHINAN AT/ N, KX Content-Length MR Sk B -HIfiE,

gzip__proxied
Syntax gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;
ERIN gzip_proxied off;
Context http, server, location
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ARV SR 7 )17 O e SR EE AT RERTE SR IR RIEEAT gzip R4, TE RO ARBHEIE RS SL i SRSk T
B via MIfFERIIE, IZEERZNSE:

off BRI A RIS KA R4, RIS H M S
expired GnERmmR Sk Expires TR HAEZE IR A7, WIS R4S,
no-cache ansRma B Sk B Cache-Control B H B "no-cache” %8, NIJE HE%s;
no-store AR Sk 1 Cache-Control FEE HE G " no-store” 248, NIjE HESs;
private AR Sk L Cache-Control FEX HE G "private” S48, WIfEH £44;
no_last_modified HMSRMAN Sk ALE Last-Modified FER, WIJEFIEHE;
no_etag QR B S ETag B, WIS A E4E;
auth RIEK LS Authorization FEL, WI/EFEYE;
any XA AREE K S FH R4,
gzip_types
Syntax gzip_types mime-iype ...;
ENIN gzip_types text/html;
Context http, server, location

JERXHEE MIME RIRINAN AT gzip 46, BRT text/html Z4h, FFFRME"* PLELAEAT MIME 3¢
M, text/html ZEMRIAIA N ARLEH A,

gzip__vary
Syntax gzip_vary on | off;
ERIA gzip_vary off;
Context http, server, location

Joi F AR F AE M B Sk HE N Vary: Accept-Encoding” 7B, WHRIES gzip. gzip  static B gunzip BIE.

]

REE
$gzip_ratio

IRENREAGEER, TR [EAANA N RN 5 FRGEN N RN EEER

3.3.2.21 GZip Static

RVFRIENE . gz” Y RAIITELG A, AR HRAE,

2 NTRRD AR, IZARELERIAARAE; BB --with-http_gzip_static_module MEHELEH,
FEM BAIR GRS, ZEERC RS ERET,
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B E B

gzip_static 5

gzip_proxied expired no-cache no-store private auth;

B2

gzip_static
[F=27 N gzip_static on | off | always;
ERNME gzip_static off;
£ http, server, location

= (on) ok (off) KB R SRR, A TES WS & g2ip http_version. gzip_prowied,

gzip__disable M gzip_varyo

(M always B, RAESCHERTATEIL MRS, MITCHRiEE S e @ SR, IXTEE LA RIE

MBS T GunZIP BERINRA .

SR OB gzip an BT HARSRA A A T4, DR AR SRR T 48 SRR 2 H AN [RIAR TR,

3.3.2.22 Headers

FOVFENA N SKH RN Expires 1 Cache-Control SkFEX, AMALET B

B E B

expires 24h;
expires modified +24h;

expires 024h;

expires 0;
expires =ilg
expires epoch;
expires $expires;

add_header Cache-Control private;

B

add__header

[F=27N add_header name value [always];
BME —
TR http, server, location, if in location

FEMRASA 200, 201 (1.3.10), 204, 206, 301, 302, 303, 304,

SRERT IS E,

307 B¢ 308 B, ANINTEE B2 ma 5 Sk,
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A AHZ A add_header 169, RATELHISHIARE XIE add_header 5L, XEFELA M E—2
FCEYEK,

GNSRAEE T always ZEL, WITCICMARAD AN, HSARINIZ LT B

add__trailer
Bk add_trailer name value [always];
EIME —
T http, server, location, if in location

TEMANES A 200, 201, 206, 301. 302, 303. 307 B¢ 308 Hf, WRiNfEEFERENN KR, SEUEA DA

AR EL
SR,

AIPIEZ add_trailer 6%, RATENFISHIARE AT add_trailer fELM, IXEHFSA SN E—
RECEARK,

ERIEE T always Z8, MITCICNA R G4, #SRINZT B,

expires
[E=2FS expires [modified| time;
expires epoch | max | off;
ENINED expires off;
T http, server, location, if in location

JAFEEEFLENA R ASh 200, 201, 204, 206, 301. 302, 303, 304. 307 B¢ 308 WAMEIEK Expires
1 Cache-Control MR SkFE, Z¥ATUZIEEIA AL,

Expires B RIZ L AN A1 5152 e N RAUEM, GEREM T modified 24K, WM RIESCHF
it TR] 5 45 4 Fh i I TR AR A

AR, FTBAGER @7 RTRHERE — R AP AN R

[expires ©15h30m;

Cache-Control FEMINAEHEUR T8 E N RINFT S
o BFEIf1—"Cache-Control: no-cache”,

o IHEIAIESZE—"Cache-Control: max-age="‘t‘", HH ¢ Z5SHFaE IR, DAY A AL,

epoch ¥ Expires BB N Thu, 01 Jan 1970 00:00:01 GMT” :samp: Cache-Control % &
™ no-cache”s

max ¥ Expires B N”Thu, 31 Dec 2037 23:55:55 GMT?,:samp: Cache-Control %
BN 10 £,

off LI INEHEER Expires F Cache-Control M Sk E%,
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RIGHIZEER] DS AL &

map $sent_http_content_type $expires {
default ;
application/pdf 42d;

~image/ max;

expires $expires;

3.3.2.23 Image Filter
LR — NI IERS, T JPEG. GIF. PNG. WebP, HEIC 1 AVIF ¥ AVEIE,

Y /\A()EFQEEH‘@@N, gjﬂ)\$§*@@ﬁh*ﬁﬁ%, Eﬁ%%{ﬁﬁﬁ --with-http_image_filter_module *@@iﬁ@%
)EHO

MR EF, ZEHE SISHWER, HIENSN  angie-module-image-filter B¢
angie-pro-module-image-filter FYHIHERAFRIER AL,

#/ik
IEABEERRIA libed R, EEISUAE A 2R B B ol R AROARS
HEEHL WebP, HEIC 8% AVIF #3X B, :samp:libgd JFER 4R 1FE R B F R IX k% A7 £,

B E =5

location /img/ {
proxy_pass http://backend;
image_filter resize 150 100;
image_filter rotate 90;

error_page 415 = /empty;

location = /empty {
empty_gif;

ES
image__filter

1E 1.11.0 lRAR K EZEE.
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5

e image_filter off;

o image_filter test;

e image_filter size;

o image_filter rotate 90 | 180 | 270;
o image_filter resize width height;

o image_filter crop width height;

o image_filter convert type;

2RIA image_filter off;
X location

BN BRI T R AR Y.

off
test

size

rotate 90| 180]
270

resize width

height

crop width height

convert type

A2 JE BB L B R AR BRAL B

WERIAN N JPEG, GIF, PNG, WebP, HEIC =2 AVIF #HIER, S0, K
IR [E] 415(RSZFFRIEAAERY) B,

PL JSON &=k EGIIE R, Bla0:  "img” : { "width": 100, "height":
100, "type": "gif" Y} WIRAAEFIR, WAl R {3>

W E IR RS I ER ER, SEERDESZERE, XA DI sS
resize Fl crop ##—iLfEH,

FRIRAEE R R/ IMZ LB NG, BAAE— DR 48/, 7] DIR 5 — e fS
TEN-". WIRRAFNR, IREHIGRE] 415(RSHREHAREA) %, SEUERT
DnEER, H5 rotate S RMERHN, IREER) 2GR,

T IR KIBRRMZ IR RIS, FH3ET 5 — 1IN 2 RiB%, ZAXTE— 4L
b4/, RTLUCR S — MR TR EN -7, AR ZAEIR, IRS5ERIORIE] 415(R 3
ARSI i, SBER DIEEZE, 35 rotate ZEEMHIN, HEHAE
#i N ZRliRAE,

G e N A&, B3EN jpeg. gif. png. webp. heic Hl avif,
SEUAR AL S &,

image_filter__avif__quality

Bk image_filter_avif_quality quality [speed];
ENIN image_filter_avif_quality 80 6;
Holi5"4 http, server, location

EHEAER AVIF BIGRIHIET R, AIER speed SEUSHITRIGETIHEE; W MEMLINER, S

EHAIDE &SR,
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image_filter__buffer

[E27S image_filter_buffer size;
A image_filter_buffer 1M;
T http, server, location

E T BREEGR I ZM X AR AR, HEHIZRNN, RS EIRE] 415(RSZRIVEEARERY) F5R,

image_filter__heic__quality

HIL image_filter_heic_quality quality;
A image_filter_heic_quality 80;
H 94 http, server, location

REEHUSH HEIC ERRIAR R, rIEZiENER. SRERDESZE,

image__filter__interlace

181 image_filter_interlace on | off;
BRI image_filter_interlace off;
ETrx http, server, location

WMRBEH, REEGBEESZE, ST JPEG, B&EE&EN” it JPEG” B,

image_filter__jpeg__quality

[E27S image_filter_jpeg_quality quality;
A image_filter_jpeg_quality 75;
4 http, server, location

REEHGH JPEG ERRVHAEE, rHEZAMEEEDY 1 3 100, BUNEE R EHRE BRI

&SRR D BIEIERAREN 95, ZEUAR DU SZ R,

image__filter__sharpen

Bk image_filter_sharpen percent;
A image_filter_sharpen O;
TR http, server, location

WINE A EMGIBUE, B8 7 Een] DU 100, o [EEEABik. SEUEF DHEZE

ZaINy
o
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image_filter__transparency

[E27S image_filter_transparency on | off;
A image_filter_transparency on;
T http, server, location

TE AT GIF BIGSEFRGERIEESERN PNG BIGN 25 MR EIEAE, BHEREASFHE
G ELF, PNG HHY alpha JEIEBHEIRAORE,

image__filter_webp__quality

HIL image_filter_webp_quality quality;
E/NIN image_filter_webp_quality 80;
X http, server, location

REFEHUGH WebP ERRIHIE TR, rIHAZAMETEEDY 1 2] 100, BUNMEE R KA BEIRRR
s EdER Y. SHERTDEEEE,

3.3.2.24 Index

IZIEHAEE DART AT (/) SRIENR, XRIERWAI A Attp autoindex Fhttp _random index FEHL
AEPE,

B & B

location / {

index index.$geo.html index.html;

}

L

index
HIK index file ...;
ERINME index index.html;
£ http, server, location

TESXCRPERGINISCF, XA R EEE, XHERIEERIT#-TRE, JIRRE— T ITRA]
DU — D EALN A, R~

index index.$geo.html index.0.html /index.html; J

FHEEENZ, FHRSIX2SHNEEEN, FHHIERA DAERR PN BT, i, A
THCE:
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location = / {

index index.html;

location / {

#

—AS v/ IERSEPR FRAESE ML EEY "/index . html" BHTALHE,

3.3.2.25 Limit Conn
IZAEH T BRI E S FHNER R, FillEsk B B 1P ik E AR,
HARFT A IEEA SO UETE RIRSS 20 B HENME SRS EMRIIE LR, A ST E0ER.

B E B

http {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {

limit_conn addr 1;

Y

limit__conn

Bk limit_conn zone number;
ERIA —
T http, server, location

NEERBER B ZNF X MR AR VISR, B ERFIN, ARS8 ROR MR (FiEKATE
5. Blan, BANEL

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {
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limit_conn addr 1;

X ARVFEAS TP HuhERIN N — 2R,

ik
f£ HTTP/2 #1 HTTP/3 W, SN EIERPA A — D ERIRAERE,

AIEAAZA linit_conn 6%, Bl4N, DAUNECENRERRHIEE D23 1P UMb AR5 as HERE R, RN IR
IS R FEUAR 55 A ) S R RS R -

limit_conn_zone $binary_remote_addr zone=perip:10m;

limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;

limit_conn perserver 100;

IXEEFE AAE S HTIANEE E X 1imit_conn LW, M E—RECEIHI K,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
2RIN limit_conn_dry_run off;
X http, server, location

BRI, BT, ERMERBCARE], (HR2EEANFX h, SRS EA ST
Hatit,

limit_conn_log__level

1Bk limit_conn_log_level info | notice | warn | error;
ENIN limit_conn_log_level error;
NS94 http, server, location

B RSS as PR AR N TR A B &I =40,
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limit__conn_status

Bk limit_conn_status code;
2RIN limit_conn_status 503;
T http, server, location

BB HHE AR TE KA SRS

limit__conn_zone

Bk limit_conn_zone key zone = name:size;
ENN =
H 94 http

NWHENFXRESY, ZXBRARESMEIPRES. File, ISR SArEREE. #rbes
L, BENSINERAEIHEL

{5 7R3 -

limit_conn_zone $binary_remote_addr zone=addr:10m; }

FEIX 2 P i TP bR R B R, X B Y2 $binary_remote_addr ZF &, M /& $remote_addr,

A& $remote_addr HIA/NRTLAM 7 B 15 FHA%E, FHERIRASTE 32 A FE B G 32 8 64 17
WNT7, TE 64 fFA LGZESEH 64 7775,

AP & $binary_remote_addr FIK/NAT IPv4 HILEIGZEN 4 775, B8O T IPv6e HIMEURZEH 16 T, 17
fERPIRASTE 32 (iEE FIAKR S 32 58 64 71, 1F 64 (P& BIAZ S 64+,

—NIRFATRYXAEAT AR TERZY) 32000 1 32 FPIRASEIRZ) 16000 1™ 64 F i HIRAS, a0 SR X EfE ik
THRFER, ARG T H— 2 G RIR EI R,

REZx

Gl

$limit_conn_status

RIFEE B IRTIA455 : PASSED . REJECTED E{ REJECTED_DRY_RUN

3.3.2.26 Limit Req

IAEH TR SCRERTTRSRAC DR, KPR R B 8 1P il RIE SRACERIEAR I FR2 ]
et 7 IR,
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B E B

http {

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

B

limit_req

[E=2FS limit_req zone=name [burst=number| [nodelay | delay=number];
EINN —
X http, server, location

BB DKIRAE KA R TR RN, ARG SRR DOSREC B AR, W HACBAHAER, D
(TG R DUE SCHOIER A TAC B, 2 M0TRRSPOER, B HBEETRRRERD, HRTERR DU
e &k, BONEIT, RARRENNETE, filgl, PATES

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {

limit_req zone=one burst=5;

FIRVFEHAREE 1 MER, REAEE 5 MEK,
R BAETR R AZ FIRFIN IEIRL 2 175K, WV B2 nodelay:

[limit_req zone=one burst=5 nodelay;

delay ZEUEEE Z1H KL NIERAIRA, BOMEANE, BIFrHIE 2 H9IE KECRBHEIR,

AIPAEZ 1imit_req 6%, BN, DANECECRIBRHIR B 8D 1P HulkAIERACTIRA, (A IRR A R
ARS5 a1 SRAC BE R -

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s; W

limit_req_zone $server_name zone=perserver:10m rate=10r/s;
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server {

limit_req zone=perip burst=5 nodelay;

limit_req zone=perserver burst=10;

XL S L BIPAINE A E X Limit_req FEM, M E—ZRHL BG4 K,

limit_req_dry_run

[E27S limit_req_dry_run on | off;
LN limit_req_dry_run off;
T http, server, location

JERTBITER, EMET, TERCERRAZIRG, EEL =R , S2ERNEENARS
BOEH L5,

limit_req_log_level

TBiE limit_req_log_level info | notice | warn | error;
2RIN limit_req_log_level error;
T http, server, location

BB NRSS a T IR R i e BRIE SR e IR 1S SR A H B IE R, SEIR A H B IE R0 tiE s
E@Eﬁlﬂ%?&%u{fﬁ*?&, W'J;Zﬂ, mEfEET limit_req_log_level notice, MZERE LA info AR,

limit_req_status

1Bk limit_req_status code;
A limit_req_status 503;
o154 http, server, location

B AEAIE KR [F RS,

limit_req_zone

[F227S limit_req_zone key zone=name:size rate=rate;
ENN —
Holi5"4 http
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REHRZNFXBSE, RO SMEEREINS RFalE, IWSFMESATHE 28R EE, )
S, RENEIIERTEIT A,

7RI

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s; }

EIXH, RSRFIE 10 IKFHIXIK one W1, ZXIA G RAEIER AR BT TR 1 MEK,
B 1P HEE e, TEER, XEMHANZ $binary_remote_addr ¥, 1M/ $remote_addr,

X T IPv4 Hiislk, Z8& $binary_remote_addr HIR/NAZN 4 775, AT IPve Hili:, K/INK 16 FHi,
TEEHIRESTE 32 AP B RIAK G 64 74799, 7€ 64 AP A LA 128 7795,

— AR I AT DURTE AL 16000 4 64 T HIRAEAZ) 8000 4 128 FE T HIRE,

IR EERER, FFRERIT iR D E AR, A RAMEAN S TR BTN, WA SRR AR 2
i1k,

rate AERDIEREL (r/s) FoR. MRFEERETHEH—MER, WS HERE ¢/m) TR,
an, FRFEMERFTRHN 30r/mo

HEE

el

$limit_req_status
PR RR 1 SR AL PRI )45 52 . PASSED. DELAYED, REJECTED. DELAYED DRY_ RUN B{ REJECTED DRY_ RUN
3.3.2.27 Log

R DR E RS T ANER H &,

HAELEIE RO 1location B NXHE A, NRIEF RGOSR LLE T A EE R, XATREES
JREEN EAIRIAY 1location,

B E B

log_format compression '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" "$gzip_ratio

access_log /spool/logs/angie-access.log compression buffer=32k;

B
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access__log

[E=2FS access_log path [format [buffer=size] [gzip=level]] [flush=time| [if=condition];
access_log off;

EME access_log logs/access.log combined; (Eﬁ 2 BR T e =
--http-log-path)

£ http, server, location, if in location, limit_ except

WEHERR, AR E NEE, rTER—EEREAZ MNEE, BEES - ISP E
“syslog:” BIZRBLE LK E sysloge FHRME off BUHMRIRANPIFTE access log 162, WIRAKFGEE K,
NIEERTHE XA 7combined” ¥&3o

GUERAEM buffer ZHHSE T RMXKNBHEE T gzip ZE, WG NRBZ M,

B
R X KNS R SAFHI R T 5 AR X T FreeBSD, HA/NZETERAY,

JE GRS, BAEfE DA R OL NS AU
o WERP K HEITIEEBAZITIX;
o GUEREM XA EEHRAAER RIEIE flush 2806 E R TA] 8] FR;
o SHEHITITHAMF B R TR,

WFRFEE T gzip ZHL, BIPXHGET NXMFZ RIS, 40 n] OB 1R, (HEMRBERIE)
2 9(Eutg, (HEAFROREL) MR N, BOAE T, fH 64K F RN X A NIEERA 1, BdELL
JEFHREEIUESE, H AT DARER ] zcat SRR PP e Bl B H St

Nk

access_log /path/to/log.gz combined gzip flush=b5m;

ik
B R HEMN grip B4, Angie HER 21ib FEAIEE,

SR AT DA AR &, (HIHSE H R — 2B AR
o LA TR R R - B R & 3 HAERY B SR B S AR RIAUR,;
o SRIPNEER;

o BIXHEE AN, 5 NGEZRIRH, B2, BT 5 SRR a] TR g7, Kt
fEopen_log_file cache 8 H] valid Z¥0FEE N [EINEAT H SRR, AIRESIAELE A IHSC
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« NMTERHEFA, HSKEIERIREHRESFE—URZERAFE, MA=0E#HE,
oot Mlaccess log NIZAE R —HE B AN FIA:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

if SEUAHZMEHEILS, WREMIEELE RN o s FRE, MASIERIGER, ELATREIH, i
MACRE N 2xx FT 3xx HYIE RIS HICR:

map $status $loggable {
~~[23] 0;
default 1;

access_log /path/to/access.log combined if=$loggable;

log__format

HIK log_format name [escape=:samp:default | json | none| string ...;
ERINME log_format combined "...";
TR http

T H B,

escape SRARVPRZ R SO E N json 2 default; BRINHH default, none [HEEHFHFH
o

M default I, FF77 7, "\” DARAE/INT 32 BUKT 126 BYFARPRAPES SON\xXX 7, QIRARIKEI &
{H, WPRAEFR-" fEAES AHE,

fEH json I, ATPH JSON FRFE A SRVFRYFAFERRGAEL SC: 0577 F07\7 WL SO\ FI7\\7, 18
/J\ﬂ: 32 E"]??@?ﬁiﬁ)‘(jﬂ”\n”\ 77\1.77\ ”\t”\ ”\b”\ 77\f77 ﬁ”\UOOXX”Q

RIERNE PR kAT PARTSE sent_http_ FF3k, 4 $sent_http_content_range,

FilE X combined JALAFIE THLEH:

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';
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open__log_ file_cache

5P S

HME
ol 94

open_log_file_cache max=N [inactive=time| [min_uses=N] [valid=timel;

open_log_file_cache off;

open_log_file_cache off;

http, server, location

TEX—NGRAF, FT 70 R e BARRIH H HOSHSC IR, S8

max WEZ IR E; YR FmHUN, iR/ R (LRU) R
PR,

inactive B EAE BN B AR T IR AR TG X A E RN R, BRI 10 #D,

min_uses WETE inactive SEUET MIIN 8] ST FH I e/ INRER, 2 Ja SUF IR T AR
RIEPREHTIFRS. BN 1,

valid fEEEZ KN B ERE ARG RS FREE. BN 60 #,

off LR

i F 7~ 431

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

3.3.2.28 Map
AR O 28 BB T H A 22 R A ME,

[W=t]]

map $http_host $name {
hostnames;
default 0;

map

example.com ig
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;

wap. * 4;

$http_user_agent
default 0;

"~0Opera Mini" 1;

$mobile {

3.3.
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B

map

[E37S map string $variable { ... }
EININ =

Holi9"4 http

QR RERRTE S8, WSBENTRRN TS, flan:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

XE, ZFE $new_variable HMEHHEMNEERE $varl M $var2 A, SRETEIXLEAS B AR I FHER
IMES

ik
B TR AAE NP, IR AR R A map” 28 BRI T RACERE AT M SAS

map PP EISEEEE IRE RIS RAEZ R AT .
JRAE AT DAV 54 BRI E N RIE
FRFEHR LA RIS RN,

IEMFRIKHM LA ~ FFSTF3L DT X R NG IPLAE, 83 P ~+ FFSIT L BT A X 0 R/ NG HIPERC,
ENEFGEA AT AR S a A A E /IR, /5] DAERAMRE QP 54 R R —E/f M,

GUSRIRMES N AR R R SR —ITAE, IR DA\ 755 MRTS.
SiRMEA RS &,

IS ESIVIN ST 28

default value ﬁﬂ%ﬁ1ﬁ%?§i%§%%ﬁ$@@ﬂ, NIZELERE, YREE default Hif, EN
NG RIER N ERF R,

hostnames FRNTRAER] DUB A RIS E B A%, ZSENIEEY R 2 itE
%O

fan,
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*.example.com 1;
example. * 1;

RN RNEE

example.com ilg }

*.example.com 1;

AIAEFEN:

.example.com 1; }

include file BE-MIESENX, TUEZ NS,
volatile ?%7—‘ i?jéﬁfo

U 2 AN A ATTRE, AR E A R HRDCAE, SRR — N ICREROS (R, (R SeNFran
T

1. ARSI R R E

2. ARSI R K TR ERE, B4 *. exanple. com
3. WHESRIEHEIN R KT ERME, B nail.

4. F—PILECAYIENFOAR (FZAERC B SRR IR
5. BRINMH (default)

map__hash_bucket_size

Bk map_hash_bucket_size size;
RN map_hash_bucket_size 32|64|128;
X http

BB map ZERFHRAIMAD BMEBRTAEHEH R AT RN, WERRRNEERIES I B,

map__hash__max_size

B map_hash_max_size size;
LOWN map_hash_max_size 2048;
o974 http

BB map ZEBTHRIEAKD. REBRRNTFAEEES L B,
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3.3.2.29 Memcached

BAEHF F M memcached AR SRIRENMN . BELE Smemcached  key R E, MM MNIZIEL Angie 4b

HFRE T RIS memcached,

B E R

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;

location @fallback {
proxy_pass http://backend;

B

memcached__bind

[E27S memcached_bind address [transparent| | off;
EINE —
T http, server, location

{2 memcached ARZF AR AT HUSERRIR B H6ERA M TP HdbFIviEN O, SEBUER DB SR, FkE
off BUHM E—ECEIANUAR memcached _bind FELHIRER, RVFRF B S ELAM 1P sk A1,

transparent ST E| memcached ARFFASHTHUEERRTR B IEA D 1P ik, FIa0k 5% iR ESE IP

Hok

memcached_bind $remote_addr transparent;

1

NT S EER, BEFENERH T BIRIZAT Angie TAE#FR, £ Linux FRFEEXFEM, Koy

RIGE T transparent S, TIEHRESMNTIHENA CAP NET RAW #EJl,

w/iE
T B NI R AR B memcached RS 230 IN4% 7 & .
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memcached__buffer_size

Bk memcached_buffer_size size;
LNz memcached_buffer_size 4k|8k;
T http, server, location

BT B memcached RS geE RN R AT 5 — 880 BUZR I IX RN, W R AEFE WU 32 B [ 25 % 33
4R P 0

memcached_connect__timeout

Bk memcached_connect_timeout time;
BRINE memcached_connect_timeout 60s;
ETrx http, server, location

& X5 memcached 55 a8 IERATEN IR, FEERRR, M@ N HEF A EEE 75 7.

memcached__gzip_ flag

[E2FS memcached_gzip_flag flag;
EIME —
T http, server, location

JA X memcached ARSS 220N HFREIZERINR, W E 7TZRE, WK Content-Encoding MMk
FBOLE N gzip”,

memcached_next__upstream

[=2F5 memcached_next_upstream error | timeout | invalid_response | not_found | off
-

PRINE memcached_next_upstream error timeout;

T http, server, location

TEEEMREE B DL SRR ARG 4 LIt FREY N — MRS

error GRS aREIIERE, A HALIRE SR eSO B SKIN A AR B IR
timeout 5RE5 AN, [ HAL I SR e I3 EA B SK A o A e N
invalid_response Hﬁ%%%ié[ﬁléﬂrﬁm&%%zﬂm&‘;

not_found EH&%%%J:*&?U”W@;

off FHREREIBLE T — RS A
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L

ROZICHE, HAERAREE A REMAER, A ATRERIE RGBS N — DRSS a5, hateil, ik

TE & R RS R rh A AR SR IR I, MITE TR 18 & I R R,

AR IETE LT AT 2N 5 IR 55 aid 5 B I =41

error, timeout. RPN NEMEEIRA, B REFESHIEE
invalid_response

not_found MR R =218

B RAGIBLE N — DR A AT PASZ 2 2 I8 M TR BRI

memcached__next__upstream_timeout

B memcached_next_upstream_timeout time;
FINE memcached_next_upstream_timeout O;
T http, server, location

BRI DLRE SR (L1848 1 IRSS asHIRS AL

0 KA IEERR ]

memcached_next__upstream__tries

1Bk memcached_next_upstream_tries number;
FINE memcached_next_upstream_tries O;
Holi5"4 http, server, location

BRAIFFFERGEL T IRSS AR T REZ IR IREL,

0 KA I RR ]

memcached__pass

Bk memcached_pass address;
HME —
T location, if in location
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B H memcached AR asHitl, Hokbr] DS E IS 1P ikt DAAZ U T

memcached_pass localhost:11211;

BAFN UNIX BERE IR

memcached_pass unix:/tmp/memcached.socket;

QUERIRAA AT O 22 ik, AT A ik ER: DA 175 SURE T b, stk ] DA @ AR 55 4

#HiE

If memcached_pass is placed in a location whose prefix ends with a slash (for example, location
/name/), and the auto redirect directive is set to default, requests without a trailing slash will be

redirected (/name -> /name/).

memcached_read_timeout

Bk memcached_read_timeout time;
BRINE memcached_read_timeout 60s;
ETFx http, server, location

TE XM memcached iS5 s SREA N ATEEIN I TR, I (EMUGESIRT SR IE Z RN E, A2 T3
AN R, GHER memcached ARSFESTEREIN W ARG EIEMNE, WIEERRE M,

memcached_send_timeout

181k memcached_send_timeout time;
FINE memcached_send_timeout 60s;
TR http, server, location

BEA] memcached IR EAEHIE R AVEN I A, ENITERIGESI G NRIEZ FE, A Z2HTE
BRI T, A12R memcached ARFFARTEIEI A AARSLIBALRINZ, WIERR KM,

memcached_socket__keepalive

B memcached_socket_keepalive on | off;
FINE memcached_socket_keepalive off;
Holi9"4 http, server, location

Bl &%) memcached RS A1 HUTIERZ " TCP keepalive” 17,
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off FINEI T, ERFERBERGNIRE,
on NERFERH SO KEEPALIVE Ei5%T0,
RNETE

$memcached_key

TE X T M memcached AR S523RBS (15,

3.3.2.30 Metric

Added in version 1.11.0.

ngx_http_metric_module LRV OIRERAILIN LGS, XEAEFMEFIEEHZNFH,

IE /

status/http/metric_zones/ API 73 XL BIR, R ZMEFRREGRA (e, BETE. BT

19%5), R T4,

B E B

giit API iE3K:

http {

metric_zone api_requests:1im count;

server {

listen 80;

location /api/ {
allow 127.0.0.1;
deny all;
api /status/;

metric api_requests $http_user_agent

=request;

GURAEF AL E A /api/ KEDTEK:

$ curl 127.0.0.1/api/ --user-agent "Firefox"

api_requests FEARE LI BT :

{
"http": {
"metric_zones": {
"api_requests": {

"discarded": O,
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"metrics": {
"Firefox": 1

}

B

metric

Ei% metric name key=value [on=request| response| end];
BINME —
TR http, server, location

HEEELZENEXIR name MIEIME,
¥4

o key —ERETITH GERRER), HNTWHETHH.
BRRKEEN 255 511, QISREER K, P 255 FHFHmaEgs .. .

o value —HFTEBEBNE Y (WBURER).
GnERANE, BOAN o, WERSEICIEFLIONE Y, WEIAN 1;

o on —ESRL, fEEMNTHERSR:
— WISH on=request, TERAUENERNIE;
— QN5 on=response, {EEENAN IR ;
— WIS on=end (BRIN), FERIEMIRIE HHEL

#/ik
TENEBEE MHITENL T, on=request MIEXAYFEFIRTERES location T, {HJZ, on=response F
on=end fEFRIILERTHY Location HIHHL

ARG

[metric requests $http_user_agent=$request_time;

ik
HASHETE key=value NINFEIRRHRRS, BIEHY value AL 0:
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metric foo $bar; # Z[FE T $bar=0 }

XN T count MAMAH, ZRAXRBIGEUE, SAHEIRBEHIZ—FILMH RN,

i

BIefE, BEEAFBOHEATRE, Hli0, TEIETE on=request (FEWIERE) #H $bytes_sent (&
EARE PR FED

metric_complex__zone

B metric_complex_zone name:size [expire=on| off] [discard_key=name| { ... }
EIME —
TR http

E X~ BEER——HBAMIEITER, BAR S —TE X FERaIR, — Bk
ANERIE 25,

S 7R B -

metric_complex_zone requests:im expire=on discard_key="old" {

* T 4R B 5%
min_time min;

avg_time average exp factor=60;
max_time max;

total count;

£ API ffHh, IXFERIE STEAMEARUN TR :

{
"discarded": 3,
"metrics": {

"keyl": {
"min_time": 20,
"avg_time": 50,
"max_time": 80,
"total": 2

1,

"old": {

"min_time": 3,
"avg_time": 40,
"max_time": 152,

"total": 80
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}
}
}
discarded 7, HENFREPREFERSE
metrics MR, HRARBARERNE SR, El2EE - HAAHEENTER

R

metric__zone

LI5S
BINME
EPFxX

metric_zone name:size [expire=on| off| [discard_key=name| mode [parameters|;

http

B —NMEE size K/INIZETE name HFRRIILZNIZ XIBCRFETEIR, ZXIBAFRMEN /status/http/
metric_zones/ 73X T mio

28

expire=<on|off> —[XIRIFHHIFTH:
— W on, MIEFEIARIFEIR GZEFINE) DU BRI ;
— W ot (BRIN) —EFFHE AR, REMAFRE,
discard_key=<name> —/& X —MHN name BIFEIR, T REPWEFIERIE, FINER T

SRR,

TRE A RE T2 5T,

mode —8HRACFERTE (S IWARFE #9);
parameters —PMEREXAITINZE (FIA1, average exp HY factor),
PR B -

metric_zone request_time:1m max;

£ API Brh, P DA AN R s

{
"discarded": O,
"metrics": {
"keyl": 123,
"key2": 10.5,
}
}
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discarded W7, HENFEXIEPEEFNEREE
metrics N5, Hak SR EAE SRR B ENTER
#/iE

£ 1 MB X3, $#K/NR 39 2717 B —abnsi sy, KRER] ARG 8,000 MHE—H#S&H.,

BRIEEN
A FHEPR R ERE RS 3
o count —I¥EE;
. gauge —{FK (HN/HD);
o last —EJaENEINE;
o min —F/MHE;
o max —&AKMH;
« average exp —EHF T (EMA) (B factor);
« average mean —& [INHFIHE (S% window Ml count);
« histogram —¥5" f” K70 (BIEZIR),

count

AR FE B U E bR S FT IR HAE RS AN 1,
BINME—O0,

ik
(EfHERERT (EREMIME) AR AR THEER N 1,

N IE

metric_zone count:1m count;

#AEA LAt — A

#

# metric_complex_zone count:1m {
# some_metric_name count;

# }

server {
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listen 80;
location /metric/ {

metric count KEY;

location ~ ~/metric/set/(.+)$ {
metric count KEY=$1;

location /api/ {

api /status/http/metric_zones/count/metrics/;

BEHER:

$ curl 127.0.0.1/metric/

$ curl 127.0.0.1/metric/set/1

$ curl 127.0.0.1/metric/set/23
$ curl 127.0.0.1/metric/set/-32

API YTt PRE :

{

"KEY": 4
}
gauge

gauge MRAEE NECFHITT SN D HAE, IE(ERNTHEes, TuEmR D T8y, (B0 o ISR s,
FINME—O,

B

metric_zone gauge:1lm gauge;

# A BRI —H Y

#

# metric_complex_zone gauge:1m {
# some_metric_name gauge;

# }

server {

listen 80;

location /metric/ {

metric gauge KEY;
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}

location ~ ~/metric/set/(.+)$ {
metric gauge KEY=$1;

}

location /api/ {
api /status/http/metric_zones/gauge/metrics/;

EHrEIR:

[$ curl 127.0.0.1/metric/

API FRRITUHERRE:

{

"KEY": 0
}
2 T

$ curl 127.0.0.1/metric/set/5
$ curl 127.0.0.1/metric/set/-5
$ curl 127.0.0.1/metric/set/8

APT HHIHUHTEIME:

"KEY": 8

last

el e R EIRIE, NETEMRES, WREW value, MEER] 0,

B

metric_zone last:1m last;

# EHNE BN —H A
#

# metric_complex_zone last:1im {

# some_metric_name last;
# 1
server {
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listen 80;

location /metric/ {

metric last KEY;

location ~ ~/metric/set/(.+)$ {
metric last KEY=$1;

location /api/ {

api /status/http/metric_zones/last/metrics/;

B

$ curl 127.0.0.1/metric/

APT HFHAFE R E:

{

"KEY": O
}
ﬁf—‘ﬂ?EQ%E

$ curl 127.0.0.1/metric/set/8000
$ curl 127.0.0.1/metric/set/37
$ curl 127.0.0.1/metric/set/-3.5

API FRRITUIHERRE:

"KEY": -3.5

min
R MEH B/ ME — Y B 2 il B E R,
A

metric_zone min:1m min;

#AER R AR — 2
#

# metric_complex_zone min:1im {
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# some_metric_name min;

# }

server {

listen 80;

location /metric/ {

metric min KEY;

}

location ~ ~/metric/set/(.+)$ {
metric min KEY=$1;

}

location /api/ {

api /status/http/metric_zones/min/metrics/;

EHERR:

$ curl 127.0.0.1/metric/set/42.999
$ curl 127.0.0.1/metric/set/-512

$ curl 127.0.0.1/metric/set/1

$ curl 127.0.0.1/metric/

API FRRITIUIHERRE:

"KEY": -512

max

TRAF P MEH B BRORE— 2 BT i B ENTHT(E
Nk

metric_zone max:1lm max;

# AEA LRI — H A

#
# metric_complex_zone maz:1m {
# some_metric_name mazx;
# }
server {
listen 80;
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location /metric/ {

metric max KEY;

location ~ ~/metric/set/(.+)$ {

metric max KEY=$1;

location /api/ {

api /status/http/metric_zones/max/metrics/;

EHrEIR:

curl 127.0.0.1/metric/set/42.999
curl 127.0.0.1/metric/set/-512
curl 127.0.0.1/metric/set/1

curl 127.0.0.1/metric/

API FRIFHEINME:

"KEY": 42.999

average exp

R RO BIEETHEAFYE,

A2 IEZ Y factor=<number> —HUEFT{EN F-EEF MRS R R EL, RVFRVEEIEIEEDY 0 2 99, 3K

IMEHN 90,

REohim, FrEABEMKR, NRIEE 90, ZEALRIEHER 90% N LAERTT-EIMER 10%,

B:

metric_zone avg_exp:1lm average exp factor=60;

# Eh B AAATH — ;o
#

# metric_complex_zone avg_exp:Im {

# some_metric_name average exp factor=60;

# }

server {

listen 80;
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location ~ ~/metric/set/(.+)$ {

metric avg_exp KEY=$1;

location /api/ {

api /status/http/metric_zones/avg_exp/metrics/;

B

$ curl 127.0.0.1/metric/set/100
$ curl 127.0.0.1/metric/set/200
$ curl 127.0.0.1/metric/set/0
$ curl 127.0.0.1/metric/set/8
$ curl 127.0.0.1/metric/set/30

APT HHIHUHTEIME:

"KEY": 30.16

average mean

HEEREEME, B2 1%ESE vindow=<off |time> M count=<number>, 737l X T Bt ][]
FEFIFEAR KN, BRINE:window=of £~ ({# | % /MNEEAR) Fo:samp: ~count=10,

#HiE

BN, :samp:window=>5s ¥NFE EERIE 5 PYNBIEM, window ZENREN 0, count=number ZEH%E
HIREA RN (A1), ASKBUE R FETT R,

Bl:

metric_zone avg_mean:1lm average mean window=b5s count=8;

# A AN — A

#
# metric_complex_zone avg_mean:1im {
# some_metric_name average mean window=5s count=8;
# }
server {
listen 80;

location ~ ~/metric/set/(.+)$ {

3.3. [FAEER 170




* Angie
Software

IhEEHEIR, R4 1.12.0

metric avg_mean KEY=$1;

location /api/ {

api /status/http/metric_zones/avg_mean/metrics/;

}
}
B RTHE:
$ curl 127.0.0.1/metric/set/0.1
$ curl 127.0.0.1/metric/set/0.1
$ curl 127.0.0.1/metric/set/0.4
$ curl 127.0.0.1/metric/set/10
$ curl 127.0.0.1/metric/set/1
$ curl 127.0.0.1/metric/set/1

API Tt FRME:

"KEY": 2.1

QIR MG — IR AF 5 £, FUHECRE

{

"KEY": O
}
histogram

O —H” 17, GERFTE N ES MR, NDERE A R, SBOBEBIEYIRIE R, T

MrorAa (anmm sz RAEH.
NESEUE numbers —KERVEME, %75 H.

#Hik
Wi inf 8¢ +Inf AJ ) THIRATE I S dEE M HOEL

B

metric_zone hist:1m histogram 0.1 0.2 0.5 1 2 inf;

T ET LB VY
#

# metric_complex_zone hist:1im {
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# some_metric_name histogram 0.1 0.2 0.5 1 2 inf;

# }

server {

listen 80;
location ~ ~/metric/set/(.+)$ {

metric histogram KEY=$1;

location /api/ {
api /status/http/metric_zones/hist/metrics/;

B

$ curl 127.0.0.1/metric/set/0.25

APT HFHAFE R E:

{

"KEY": {
"0.1": 0,
LOBOUENGR
"0.5": 1,
"in: o1,
"1,
"inf": 1

}

¥
25 B

$ curl 127.0.0.1/metric/set/2

API YTt FRME:

{
"KEY": {
0@, 05 @,
"0.2": 0,
"0.5": 1,
0108
0R0g B,
"inf": 2
}
}
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HE— BT
$ curl 127.0.0.1/metric/set/1000 J

APT HHIFUHTEIME:

{
"KEY": {
29,408 @,
ECROUER N
ECNGLE
l|1ll: 1’
l|2ll: 2’
gl
}
b
NELE

N fEbR A LN &
e $metric_<name>
e $metric_<name>_key
e $metric_<name>_value
T EAFEIR, SUIERIMN L &

e $metric_<name>_value_<metric>

$metric_<name>

Hmetric 15K, $metric_<name> LWEIZE I A] T HHriahR. HRALELE Rewrite BTEL, RFMN
njs FBERALFHEIR,

TR BELBNEATENE key=value 514, BHEMEANT DAH XA, ZENHAGHK, BEHATOH
BRI SR, EEHBmEsUeE T, RER, MERAH o0, NRSETEENET, B
AN 16

(L NGR

http {

metric_zone counter:lm count;

# WE AT $metric_counter T &

server {

listen 80;

location /metric/ {
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Afs

set $metric_counter $http_user_agent; # % [F T $http_user_agent=0

location /api/ {
allow 127.0.0.1;
deny all;

api /status/http/metric_zones/counter/;

FEA njs BRI RER:

http {

js_import metrics.js;

resolver 127.0.0.53;

metric_complex_zone requests:im {

min_time min;
max_time max;
total count;

location /metric/ {
js_content metrics.js_request;

js_fetch_trusted_certificate /path/to/ISRG_Root_X1.pem;

location /api/ {
allow 127.0.0.1;
deny all;

api /static/http/metric_zones/requests/;

X metrics. js:

async function js_request(r) {

let start_time = Date.now();

let results = await Promise.all([ngx.fetch('https://google.com/"'),
ngx.fetch('https://google.ru/')1);

// R $metric_requests & &% E #

r.variables.metric_requests = “google={Date.now() - start_time} ;
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export default {js_request}; J

{EXf location /metric/ REZRIENKIG, (ERIREW FHIR:

{
"discarded": O,
"metrics": {
"google": {
"min_time": 70,
"max_time": 432,
"total": 6
}
}
}
ik

WETRE, AJDUREEAE; BRE THERN key=value Xf,
LA, TAHETE $metric_<name>_key 28 & HIINEN B BN TEE I HE,

$metric_<name>_key FI $metric_<name>_value

$metric_<name>_key‘*ﬂ $metric_<name>_value R 8o Al E HERE, S E $metric_<name>_value

N ZEAAEPRERT, AifE2 $metric_<name>_key FHIHECLE o

=/iE
N FEIHEPR, $metric_<name> value ZEFHTIEFMEMH », " SIRFFERE,

NIk

http {

metric_zone gauge:1lm gauge;
# AR MT L E $metric_gauge. $metric_gauge_key F7 $metric_gauge value.
metric_complex_zone complex:im {

hist histogram 1 2 3;

avg average exp;

# WA HRMT $metric_complex. $metric_complex_key F1 $metric_complez_value,

server {

listen 80;
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location /gauge/ {

set $metric_gauge_key "foo";

set $metric_gauge_value 1;

# W F: set $metric_gauge foo=1;

return 200 "Updated with '$metric_gauge'\nValue='$metric_gauge_value'\n";
location /complex/ {

set $metric_complex_key "foo";

set $metric_complex_value 3;

# B #: set $metric_complez foo=3;

return 200 "Updated with '$metric_complex'\nValue='$metric_complex_value'\n";

EFHILECE, X /gauge/ HUTER™ A

$ curl 127.0.0.1/gauge/
Updated with 'foo=1'
Value='1"

T /complex/:

$ curl 127.0.0.1/complex/
Updated with 'foo=3'
Value='0 0 1, 3'

#HiE

GNERE FRTERIRMESS $metric_<name>_value, ZMEIFHIRGITN 0o WNRFHF R HTCIR LI VR
RIFAFEE AR, TIBORAN 1,

{NAE $metric_<name>_key Fl $metric_<name>_value HRELIREGASHATIIE,
TEIXFEOLT, 1ZBTE $metric_<name> HHIERISE THHTHY key=value X,
$metric_<name>_key HHIEHFNIEITZE BHEE MR G— M,

$metric_<name>_value HER/RN $metric_<name>_key HHIXEIH I H ARG — ME,
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$metric_<name>_value_<metric>

XFEZu4akR, PICA# A $metric_<name>_value_<metric> ZRBIRBURFE FHaFrA0E, HA <metric>
= N LY i

ARG

http {
metric_complex_zone foo:im {
count count;
min min;

avg average exp;

# A $metric_foo. $metric_foo_key. $metric_foo_value,

# DL K $metric_foo_value_count. $metric_foo_value_min., $metric_foo_value_avg.

server {

listen 80;

location /foo/ {
set $metric_foo_key  bar;

set $metric_foo_value 9;

# & F: set $metric_foo bar=9;

return 200 "Updated with '$metric_foo'\nValues='$metric_foo_value'\nCount='$metric_

—foo_value_count'\n";

}

EFILECE, A /foo/ HITHR™E:

$ curl 127.0.0.1/foo/
Updated with 'bar=9'
Values='1, 9, 9'

Count="1"

HiprB

EiE HTTP 7%

metric_zone http_methods:1im count;

server {

listen 80;

location / {
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metric http_methods $request_method;

location /metrics/ {

allow 127.0.0.1;

deny all;
api /status/http/metric_zones/http_methods/metrics/;
}
}
Wi B :
{
"GET": 65,
"POST": 20,
"PUT": 10,
"DELETE": 5
}
i fSz B+ 18] 43 4

metric_zone upstream_time:10m expire=on histogram
0.05 0.1 0.3 0.5 12 5 10 inf;

server {

listen 80;

location /backend/ {
proxy_pass http://backend;

metric upstream_time $upstream_addr=$upstream_response_time on=end;

location /metrics/ {

allow 127.0.0.1;

deny all;
api /status/http/metric_zones/upstream_time/;
}
}
M) B 2
{

"discarded": O,
"metrics": {

"backend1:8080": {

"0.05": 12,
"0.1": 28,
"0.3": 56,
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"0.5": 78,
l|1ll: 92,
l|2ll: 97’
ngn. 99,
"10": 100,
"inf": 100

EENERER

metric_zone active_connections:2m gauge;

server {
listen 80;

server_name sitel.com;

location / {
# HEHE A

metric active_connections sitel=1 on=request;

# 4R R D

metric active_connections sitel=-1 on=end;

¥
}
server {
listen 80;
server_name site2.com;
location / {
metric active_connections site2=1 on=request;
metric active_connections site2=-1 on=end;
}
}
server {
listen 8080;
location /connections/ {
allow 127.0.0.1;
deny all;
api /status/http/metric_zones/active_connections/metrics;
i
}
M) B 2
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"sitel": 42,
"site2": 17

Prometheus 3}
Angie HE—PMNERHLL, FHF LA Prometheus f&20 BoRIGIR, 2B R B E A6R,
YENERORA, EEEDNIACE:

http {
# Gl "upload” {547
metric_complex_zone upload:im discard_key="other" {
stats histogram 64 256 1024 4096 16384 +Inf;
sum gauge;
count count;

avg_size average exp;

# W "upload” FEATEY Prometheus M
prometheus_template upload _metric {
'stats{le="$1"}"' $p8s_value
path=~"/http/metric_zones/upload/metrics/angie/stats/(.+)$
type=histogram;

'stats_sum' $p8s_value
path=/http/metric_zones/upload/metrics/angie/sum;
'stats_count' $p8s_value

path=/http/metric_zones/upload/metrics/angie/count;

'avg_size' $p8s_value

path=/http/metric_zones/upload/metrics/angie/avg_size;

server {

listen 80;

# EH AT
location ~ ~/upload/(.*)$ {
api /status/http/metric_zones/upload/metrics/angie/;

metric upload angie=$1 on=request;

# FEAT U E A7
location /prometheus/upload_metric/ {

prometheus upload_metric;
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1EX} /upload/. .. REZXIHEKG:

$ curl

127.0.0.

$ 127.0.0.
127.0.0.
127.0.0.

127.0.0.

curl
$ curl
$ curl
$

curl

1/upload/16384
1/upload/64448
1/upload/64
1/upload/1028
1/upload/1028

TEPRER N :

"stats": {
"64":
"256":
"1024":
"4096" :
"16384"

"+Inf":

1,

i,
1,
3,

: 4,
5

}’
"sum": 82952,
"count": 5,

"avg_size": 1077.9376

PA Prometheus %58, IZFEFRAIAE /prometheus/upload_metric/ IREL:

# Angie Prometheus template "upload_metric"
# TYPE stats histogram

stats{le="64"} 1

stats{le="256"} 1

stats{le="1024"} 1

stats{1le="4096"} 3

stats{le="16384"1} 4

stats{le="+Inf"} 5

stats_sum 82952

stats_count 5

avg_size 1077.9376

3.3.2.31 Mirror
LA GG ARG T IESKORSEEDN R GRTE RV BHS . M EE5 115 K A0 S 152 2
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B E B

location / {
mirror /mirror;

proxy_pass http://backend;

location = /mirror {
internal;

proxy_pass http://test_backend$request_uri;

B

mirror

Bk mirror uri | off;
BRINE mirror off;
T http, server, location

RBEFIGTHR R EHREIN URL 7] DAER —BCBEIRITE T 2 DM,

mirror_request__body

[E2FS mirror_request_body on | off;
BRINE mirror_request_body on;
T http, server, location

FERB FmiE SRR SRR, 5 N, 2 P s SROACRAE QTR BR 115 R Z B BURE, EXFEILT,
Hprozy request buffering.fastcgi _request buffering.scgi_request_buffering Fluwsgi _request buffering

TE L BRIARRME PR RSB EA

location / {
mirror /mirror;
mirror_request_body 8

proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body 2
proxy_set_header Content-Length "";

proxy_set_header X-Original-URI $request_uri;
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3.3.2.32 MP4
ZIHN MP4 SR BN R AR dvim cFfo IXEXXAFEH BA mpd, .mdv Bmda XY RA,

DHIR A S AR A TR AR VA LA, FRERMIARSS 8 208 — D HTTP 15K, ERPIEEEW T H
SRR TR (a7 Ban 400 start, BACNFD), ARSSERIIEIN DAREIHELAA (7 BN BT IE KA 1R], filan:

[http://example.com/elephants_dream.mp4?start=238.88

IXAVFE RIS REATRENL S 0E, B Al AL RE T

N T ZFEFE, BT H.264 AIRSAAEFTIER "moov atom” HIEETCEIE, ERAN—iksy, %A
XHRIRTIER.

N T ITUaTRIR, ey B e ZRPUT R, IXZEI KA~ start=0 ZEEIRFRIE K TE AT,
VP2 AR TCBURTR A SIS R . 00 T ORI AR U N EAERY, RONIR A O E T 46 1%
TR AT NEEEN X, GNFRTTEERAL TSRSk, MT Angie KU, RFETHARIEXIFAARIAT, 1R
TEEHENL T XAFRIARE, Angie DSBS MRS — DHTHIR, DMETTEBIREGR A ETE 2T, X
N—L CPU, WAFMIEEEL 1/0 BT, BILERIFERT e [RIAS P DT IhmBUA, TiAZLE Angie
FERRPNIZAERIE K _EARAAT IR A,

BB SR HTTP 76K end 28, SHIRERMIVE RN, end ZHATPLT start 2T,
AT DA -

http://example.com/elephants_dream.mp4?start=238.88%end=555.55 J

MNFEEEE start 5 end SEIWILELIER, Angie FEM S EEOTEIE, W& KIS ETVEE 1R,
R HARAE P, X5 _EREARIFHAERE .

QISR start ZEAEGEIECHAIFNT, WAREIT KRG SR, 0T ORI, AT LL {E start 5
Z BTSN M AR e I B AT Fh TRl i, X ERiRs i I 4 51 2% MBI P RS

GUIRIEECIE R AR start 1 end 28, WIRATTH, SRR EHERSRIEA R, —SRElEst
XRFFIEETER, FATR R,

4 MIEACRDATER, BN ; BOEIS --vith-http_mp4_module MRS HE, 7EKH
B EENRAEMEGS, TEREESERES,

B
GNERZHIREH TS =770 mpa B, TIRORFHESR

T FLV 3¢, $Rft RO RGHASRE . FLYV 15,

B B B

location /video/ {
mp4 ;

mp4_buffer_size im;
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mp4_max_buffer_size bm;

THIL mp4;
2RIA —
EFx location

FEJA BB S AR AL B

mp4_buffer_size

YNGR mp4_buffer_size size;
EONN mp4_buffer_size 512K;
X http, server, location

E M TALEE MP4 STIFHIZE P IX BTG RN

mp4_limit_rate

=275 mp4_limit_rate on | off | factor;
A mp4_limit_rate off;
£ http, server, location

XIERE MP4 SCPFAE P mB R TR R, ZIHRRS], K factor RSCIAFHIFEI R,

o off {HEERIEZRRH,
o on fHIZHE factor M 1.1,
o RIERBNHmps limit rate after BBRMER N,

TSR M TR RGN WERE TN DR, S550ERMIE, Bitk, FEEM limit conn M

LEES =R

mp4_limit_rate_after

181 mp4_limit_rate_after time;
BRI mp4_limit_rate_after 60s;
4 http, server, location
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RE (DL RN o sAD) i A B dE &, X2 28R A Hmp . limit_rote BEERTEZR R

mp4__max_buffer_size

B mp4_max_buffer_size size;
2N mp4_max_buffer_size 10M;
T http, server, location

TETCEURALBIR], ATREFR E L RRIZMIX, HARNMGEEfEE RN, B Angie ¥3&[E] 500 (PIERAR
Savthin) MRStz JHICRIMHEA:

” /[some/movie/file.mp4” mp4 moov atom is too large: 12583268, you may want to increase

mp4_max_ buffer_size

mp4_start__key_frame

Bk mp4_start_key_frame on | off;
EONN mp4_start_key_frame off;
X http, server, location

S LR L AAT UG 2% AR 46, W1ER start SECRFRRDCHM,  WIRIEWRIE mpd JriE s 2RES
B YmiR AR B AR AR I YE A SZFF, 41 Chrome, Safari, QuickTime 1 ffmpeg, Firefox #
73X Ao

3.3.2.33 Perl

ZIEHRFVEAE Perl RS M B BAHEY, PANIE Perl JAREAZ] SSI H,

Y NIRRT RN, IZAEERBOAN A, M@ --with-http_perl_module FELEIN)S .

TERRATHIARD D I IUZ S8 E N — 1 angie-module-perl B angie-pro-module-perl
B AR AR AR L T load module F6IN#L,

wik
HEARFRHE Perl fA 5.6.1 BUESRA, C JiEdsi 5 H THE Perl HIJMIFEHA,

E 01a)
PR SRR ER), RIEAIR AR AT RER A,

R T ik Perl TEHEHAE MBI ENRFEBIOIABEL, M{EAH -Dusemultiplicity=yes B
-Dusethreads=yes SEE, AN, TR Perl TEIBTTINBINAFMER, MNAFH -Dusemymalloc=no
SROEITRE, BRRECHE Perl FIXESHHE ORBIFPEE 7 EEE), 1HB1T:

3.3. FE4&ER 185



* Angie
Software

IhEEHEIR, R4 1.12.0

$ perl -V:usemultiplicity -V:usemymalloc
usemultiplicity='define';

usemymalloc='n';

BEE, TR -Dusemultiplicity=yes £ —-Dusethreads=yes SHEWIE Perl fT, A
il Perl BERALLINEHAYE— TN AESHH Perl A,

TN TR R NMEFREFICE G AT RES I Ko RN REIA RN, A] DIEA
AT TSCERIIE I B RSN T2 R

3 Perl BEERPUT IS RNSITHIRIERS, GIANARATIERS, ERERIHARARSS Sl & B %, ST BCes AT T
TR A EAE SR A PR, Kk, BT B A Al il EAE P T TR, BN i A s
(SN

B E B

http {

perl_modules perl/lib;

perl_require hello.pm;

perl_set $msie6 '

sub {
my $r = shift;

my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;

return "";

server {
location / {

perl hello::handler;

perl/lib/hello.pm FEH:

package hello;

use nginx;

sub handler {

my $r = shift;
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$r->send_http_header ("text/html");

return 0K if $r->header_only;
$r->print ("hello!\n<br/>");
if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

return 0K;

perl

Bk perl module :: function | ’sub { ... }’;
E NN —
TR location, limit_ except

NEENEIRE A Perl AP,

perl_modules

BiE perl_modules path;
ERIN —
Hol5"4 http

N Perl B BHNINHKIL,

perl_require

Bk perl_require module;
RN —
Holi9"4 http

S SCRIERFOCEHTEC B NI Z AR, AT DAFAEZ A perl_require 6%,
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perl_set
[E=2FS perl_set $variable module :: function | ’sub { ... };
EINN —
o974 http

NIEEZEIRE— Perl A-FEES,

M SSI iFHA Perl
VA Perl 19 SSI i< E A DA g

<!--# perl sub="module::function" arg="parameterl" arg="parameter2" ...

-—>

$r BRI R E

$r->args

IR[EERZEL

$r->filename
IREIS1HK URI MR HI S,
$r->has_request_body (handler)

QISR SR I e, WRIE] 0, QIS K, KR BRI TIEIRIER 1, (ORI,
Angie KUBMAREIOATEE, VLR, AOPRBSERBN IS TR 68, 0

package hello;

use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {
return DECLINED;

if ($r->has_request_body(\&post)) {

return OK;

return HTTP_BAD_REQUEST;
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sub post {
my $r = shift;

$r->send_http_header;

$r->print ("request_body: \""
$r->print ("request_body_file

return 0K;

__END__

, $r->request_body, "\'"<br/>");

: \"", $r->request_body_file, "\"<br/>\n");

$r->allow_ranges

JE FRAE 2R R 7 I8 FH 9 Y
$r->discard_request_body
87 Angie ZFFIHR M,
$r->header_in (field)

IR [AEE & i RSk T BRI ES

$r->header_only

B AE T2 17 A Wi 7 B (SO SR A IR B 1 i

$r->header_out (field, value)
FE e RSk B E —ME

$r->internal_redirect (uri)

XHEER) uri WEATAEREREEA, SKFREEAITE Perl MBS HUTR MG KL, EITIEERZEE I URL, FF

XFFEEME A E,

$r->log_error (errno, message)

RAREHESE Nerror_loge MR errno AEF, RN S HAGRRHTINEIHE R,
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$r->print (text, ...)
RERRALIB25% F i
$r->request_body

R P IE SR ERE AR T AR SR, MR A i sk B8, 8T RS P imiE K B IRERNGFES, H
FK/NNGEE client maz body  size BRI, FHEEH client body  buffer size % B REIBIIRIX KN,

$r->request_body_file

IR [6] 40,25 % P i 1 SR EARBI SRR, B SE, RMIBRIZ SO, BIRZORIE R ERE A, ME
H client _body_in_file_onlys,

$r->request_method
IR FERE) HTTP T3k,
$r->remote_addr

IR [ i 1P ik,

$r->flush

N7 PR R & IR 2875 F Ui

$r->sendfile (name [, offset [, length ]])

Reta SN AR IR i, LGS EHEE AR R ARG M BRI, SRBURERTE Perl A3
e e KA.

$r->send_http_header ([type])

KEMa N Sk K JRZE R F bt FIERIRAISHLE Content-Type MAN SkFEIVE, WIRMENZ=FRFE, W
AR KIE Content-Type SkFEL,

$r->status (code)
Ea=ULIVARN TN

$r->sleep (milliseconds, handler)

WEEERNCIES, HAETEE N AP TS RN, 7EHLRAB], Angie 2RERANFRIEAMIE K, TEfaERRIZ
S5, Angie YA ZZ2ER0ACEEER, 1EER, B REY DAS |75 &, N TS & L I E R,
NAEF $r->variable()s 7~

package hello;

use nginx;
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sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep (1000, \&next);
return 0OK;

sub next {

my $r = shift;

$r->send_http_header;

$r->print ($r->variable("var"));

return 0K;

_END_

$r->unescape (text)

RIS L %X X TE N GRAg ISR

$r->uri
IR[EE K URL,

$r->variable (name [, value |)

IR[AIB I E G AR A, AR MERE R A A,

3.3.2.34 Prometheus

I Angie iR, ETEEPE XN, F2A Prometheus #5720 1R [F] XL A2 B AYFE IR,

B

B A .
o status zone ita/v\,

BWERGHER, WEMNMA BRSO EER DI MEL B R ENEX:

e http upstream ﬁstream_upstrea’m Hif) zone $5%;

o resolver FEEZHHY status_zone SN,
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B E B
=M TUWEMRS S HZNEFEXIERGIHEERIER, HEE custon BNHFFAE /pss BIEKAN:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$

type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$

type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$

type=counter;

}
# .
server {
listen 80;
location =/p8s {
prometheus custom;
}
# .
}

Angie HE— B prometheus_all.conf, E':P@éi\—‘?ﬂﬁﬂﬂ%ﬁ?, HEF a1l B

XHAE (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped

type=counter
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'help=The total number of dropped client connectiomns.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle

type=gauge

'help=The current number of idle client connectioms.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/free$

type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
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path=~"/resolvers/([~/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_responses{zone="$1",status="$2"}' $p8s_value
path=~"/resolvers/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]1+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value

path=~"/http/server_zones/(["/]+)/requests/discarded$
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type=counter
'help=The total number of client requests completed in an HTTP server zone without sendingy

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/(["/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+) /responses/(["/1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]1+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zome.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$

type=counter
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'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/http/upstreams/(["/]1+) /peers/(["/]1+) /state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—4 - recovering, 5 - unhealthy, 6 - checking, 7 - draining, or 8 - busy.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in

< "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]1+) /health/unavailable$

type=counter
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'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge

'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache,

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/1+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
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type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_http_acme_clients_state{client="$1"}' $p8st_acme_cert_state
path=~"/http/acme_clients/(["/]+)/state$
type=gauge
'help=The current state of an ACME client: 1 - ready, 2 - requesting, 3 - disabled, or 4 -

—failed.';

'angie_http_acme_certs_state{client="$1"}' $p8st_acme_cli_state
path=~"/http/acme_clients/(["/]+)/certificate$
type=gauge
'help=The current state of an ACME client certificate: 1 - valid, 2 - mismatch, 3 -

—expired, 4 - missing, or 5 - error.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';
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'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zomne.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all_ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

< 4 - recovering, 7 - draining, or 8 - busy.';
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'angie_stream_upstreams_peers_selected_current{upstream="$1" ,peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/1+) /peers/([~/1+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/(["/1+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/1+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due to,

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

map $p8s_value $p8st_all_ups_state {

volatile;
llupll 1;
"down" 2;
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"unavailable" 3;

"recovering" 4;
# "unhealthy" 5;
"checking" 6;
"draining" s
"busy" 8;
default 0;

map $p8s_value $p8st_acme_cli_state {
volatile;
"ready" 1
"requesting" 2
"disabled" &3
"failed" 4

map $p8s_value $p8st_acme_cert_state {
volatile;
"valid"
"mismatch"
"expired"

"missing"

a s W N

"error"

X#AE (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connections.';

angie_connections_active $p8s_value
path=/connections/active

type=gauge

'help=The current number of active client connections.';

angie_connections_idle $p8s_value
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path=/connections/idle

type=gauge
'help=The current number of idle client connectioms.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/free$
type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+) /used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/1+)/slots/(["/]1+)/free$

type=gauge
'help=The number of currently free memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/1+)/slots/(["/1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';
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'angie_resolvers_responses{zone="$1",status="$2"}' $p8s_value
path=~"/resolvers/(["/]1+)/responses/(["/1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zome.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/responses/(["/]1+)$

type=counter
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'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zome.';

'angie_http_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=~"/http/upstreams/([~/]+) /peers/(["/]1+) /backup$
type=gauge
'help=The HTTP upstream peer backup group level.';
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'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ ups_state
path=~"/http/upstreams/([~/1+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—4 - recovering, 5 - unhealthy, 6 - checking, 7 - draining, 8 - busy, or 9 - idle.';

'angie_http_upstreams_peers_selected_current{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/1+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

< "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/(["/]+) /peers/([~/]1+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';
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'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+)/peers/(["/1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an upstream peer|,
—in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+) /health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an upstream

—peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/([~/]1+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_http_upstreams_peers_balance_feedback{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /feedback$
type=gauge
'help=The feedback balancer indicator, average value.';

'angie_http_upstreams_peers_balance_bandwidth{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /bandwidth$
type=gauge
'help=The least_bandwidth balancer indicator, average value.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_backup_switch_active{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /backup_switch/active$
type=gauge
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'help=The currently active HTTP upstream servers backup group level.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/queued$
type=counter

'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=~"/http/upstreams/(["/]+) /queue/waiting$
type=gauge
'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because the clienty

—had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/timedout$
type=counter

'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/overflous$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the size

—1limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/([~/1+)/(["/1+)/bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache,

—status.';
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'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/1+)/bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/(["/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_http_acme_clients_state{client="$1"}' $p8st_acme_cert_state
path=~"/http/acme_clients/(["/]+)/state$
type=gauge
'help=The current state of an ACME client: 1 - ready, 2 - requesting, 3 - disabled, or 4 -,

—failed.';

'angie_http_acme_certs_state{client="$1"}' $p8st_acme_cli_state
path=~"/http/acme_clients/(["/]+)/certificate$
type=gauge
'help=The current state of an ACME client certificate: 1 - valid, 2 - mismatch, 3 -

—expired, 4 - missing, or 5 - error.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$

type=counter
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'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zome.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zome.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
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path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zome.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_backup{upstream="$1",peer="$2"}' $p8st_all ups_backup
path=~"/stream/upstreams/([~/]+) /peers/([~/]+) /backup$
type=gauge
'help=The "stream" upstream peer backup group level.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— 4 - recovering, 5 - unhealthy, 6 - checking, 7 - draining, 8 - busy, or 9 - idle.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/(["/1+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_sent$
type=counter

'help=The total number of packets sent to an upstream peer in "stream".';
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'angie_stream_upstreams_peers_data_pkt_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/1+)/peers/(["/1+)/data/pkt_received$
type=counter

'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/1+) /peers/([~/]1+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

'angie_stream_upstreams_peers_health_connect_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/connect_time$
type=gauge
'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/first_byte_time$
type=gauge
'help=Average time (in milliseconds) to receive the first byte from an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/last_byte_time$
type=gauge
'help=Average time (in milliseconds) of the whole communication session with an upstream;

—peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/([~/1+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';
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'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_stream_upstreams_peers_balance_feedback{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/feedback$
type=gauge
'help=The feedback balancer indicator, average value.';

'angie_stream_upstreams_peers_balance_bandwidth{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /bandwidth$
type=gauge

'help=The least_bandwidth balancer indicator, average value.';

'angie_stream_upstreams_peers_balance_packets{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/1+) /packets$
type=gauge

'help=The least_packets balancer indicator, average value.';

'angie_stream_upstreams_backup_switch_active{upstream="$1"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /backup_switch/active$
type=gauge

'help=The currently active "stream" upstream servers backup group level.';

map $p8s_value $p8st_all_ups_state {
volatile;

l’up n

"down"

"unavailable"

"recovering"

"unhealthy"

"checking"

"draining"

llbusyll
n ldle n
default

O ©O© 00 N O O S W N =

map $p8s_value $p8st_all_ups_backup {

volatile;

"false" 0;

"true" 1;

default $p8s_value;
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map $p8s_value $p8st_acme_cli_state {
volatile;

"ready“

5
"requesting" 8

1
2
"disabled" 3;
"failed" 4

>

map $p8s_value $p8st_acme_cert_state {
volatile;
"valid"
"mismatch"
"expired"

"missing"

a s W N -

"error"

FH%:

http {

include prometheus_all.conf;

# .
server {
listen 80;
location =/p8s {
prometheus all;
}
# .
}

$ curl localhost/p8s

# Angie Prometheus template "all"
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B2

prometheus

Bk prometheus template_name;
EINME —
EFx location

9 location b NXHEE —MMEMRALEERY, Hprometheus template ¥ERE o HUHKIFKES, M location
HEFEPL Prometheus ¥R EIEMRTEIR,

location =/p8s {

prometheus custom;

$ curl localhost/p8s

# Angie Prometheus template '"custom"

prometheus_template

[F227S prometheus_template template_name { ... }
EINE —
Holi9"4 http

EX—H Angie WWEM S HIFEIRIIMAENR, Sprometheus TESFH,

#HiE

Angie B E—NIRAY all BibR, HrpEE—d&H HRER.

AUEESTREMENERE X, NEX BB LTSN <metric_name> <variable>
[path=<match_string>] [type=<type>] [help=<help>|.

metric_name BB, ZBFRE LA Prometheus AR ANEIMA A, AT AR & RERIFR
FEhoy (..., Blan:
http_requests_total{method="$1",code="$2"}
PRAER] PAFE A Angie 288 ; R match  string B X NIENFRIAR, IER]T LA
EFIZRIB N E IR, XL BARIHAE IR EPMEIN BT RAE, FabrfE
H variable &,

variable B ERBSRAEFFE N FEPRE AN BN N FR AR R 44 FR, G1RZ BN FEEORIESS
oyt (vn), MPREINZIEHR,
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TEbRE variable WEREA TR, BOIRIER, fEbeREsmEma -, Hran:

'angie_time{version="$angie_version"}' $msec; J

$ curl localhost/p8s

angie_time{version="1.12.0"} 1695119820.562

path=match_strin 5 Angie /status API FRHFEFRIVATA Ui mB& IR A TULES, ARVF—IRKRHEIRT
E2eIANEL VAN

TEVEECEAE], B2 AT SRATEAT BERHT, Flan /angie/generation; ILEEAX KNG, BM
FRUCEL TS %

path=exact_match IHIEFRF LA TR,
path=-regular_ex {#H PCRE E}{TH#E; vJPAE XIIRAH, HT metric_name FBRIFRZEH,

W match_string VCECAEAAIERAR, ZERIBALHT Angie IEFMEEAZMETESpSs value R, ZLEAIE
f6E path= I1E variable FEHEH,

Q2R match_string AREFHTEERE, fEFMENAHRNAIZREON RAARIITE £, B4 :

'angie_http_server_zones_count' $p8s_value
path=/http/server_zones/;

XTIEMFRIEN, AJREA Z DILACEK S, fEFRRIEEXT * A * IEECHSINBIRR T, 25 &R, XAavF
PRI — RN BAMFEZIRR A FERRERITER, Ba0:

'angie_slabs_slots_free{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$;

IR SONBE B P = BITA7 AE BT XIS T R NS AE s -

angie_slabs_slots_free{zone="one",size="8"} 502
angie_slabs_slots_free{zone="one",size="16"} 249
angie_slabs_slots_free{zone="one",size="32"} 122
angie_slabs_slots_free{zone="one",size="128"} 22
angie_slabs_slots_free{zone="one",size="512"} 4

angie_slabs_slots_free{zone="two",size="8"} 311

GRIA VA (FEREIDEACTTI2), WIAEIZTEhR,

#HiE
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| path= S APT HISHIEE Angie BT, )
type=type. SAILA Prometheus 18 20 W EIEFRRBIAIT B 758, BN Sfen—EdRms
help=help MR AT B R IR

NETE

http_prometheus A —PHNELE, K Angie API /status F87HIFEIRERIZ S prometheus template
BT X MIFERRI match_string SEUCECRS, %28 EBREURCEIE,

$p8s_value

R prometheus template FE X HIFEFRI match string VCELTAMERES, N IZEEIEM Angie fabR{ERF
FAETE $p8s_value LEH, BEEEATHET path= SEATEINIEIRE LI variable o

fFIEFE $p8s_value ZEAHY Angie FEARMEFF AEZME Prometheus FERAIER, EIXFEIL T, &
A DAME- map 16, BIAIRE 715 ERERHON BT

map $p8s_value $ups_state_n {

up 0;
unavailable 1;
down 2;
default 3;

prometheus_template main {
'angie_http_upstreams_state{upstream="$1",peer="$2"}' $ups_state n

path=~"/http/upstreams/([~/]1+)/peers/(["/]1+)/state$;

ﬁngﬁ.Angka*ﬁfﬁﬁi%i?ﬁfﬁﬂﬁ, Bl true B false, T EFREWE 1 8¢ vor; WRFEFMEN null, T
¥R v(@uiny . XTHI, EHEE UNIX 2t

3.3.2.35 K&
RVPRIEREBEN 55— (BEERY) IR5ER.

B E B

location / {
proxy_pass http://localhost:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy_cache cache_zone;

proxy_cache_valid 200 302 10m;
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proxy_cache_valid 404 im;

5
proxy__bind

f£ 1.12.0 flRA KA H: PRO

[=2F5 proxy_bind address [transparent| | off;
HINME —
T http, server, location

FERI AT AR SS 2 0 b R MR E R AHE TP il (R 1) &k, S8R IS &, FR(E of
BUHM L —RBC BRI prozy  bind FELHIRER, RWFRGLHEN 2 ECAM 1P HutbHIH

BONEOLT, ZEEIE RGBS KA — R, BITEEZFPABRIARSS 85 Z /. 1E Angie PRO W1, &R
RIS s 2 Ja (RLAREIR) #SREATRIE, KGR E sk ] DABR T Frid Ak 55 s BN, @id
$upstream_current_addr &, MFRIFHMEINZS, NABITHE,

transparent ST EIHRERRSS ds b b MAEA D TP sk %6, BN, &P imiyESE 1P Hh
Hk:

proxy_bind $remote_addr transparent; J

RTINS B, B REDUESH T ARIZTT Angle TAEMRE, 1 Linux FARFFEIXFEM, KA
BIgET transparent S8, TIEHRBES N TR EK CAP NET RAW &1,

ik
22 P B PN EH 2% DA AOR B BRI S as I & i

proxy__buffer_size

Bk proxy_buffer_size size;
BRINE proxy_buffer_size 4k|8k;
£ http, server, location

B TR AER IR 55 as2 MR L R 55— B8 0 B 22 DR/ N, X HR I8 B B35 — /I Rk BR
VBT, RWXANEFEFT—DAFI RIEFE AR, IXARER 4K B 8K, {HA] DARERE /N,
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proxy__buffering

[E27S proxy_buffering on | off;
EINE proxy_buffering on;
T http, server, location

J& FHEREE RISk B A QR AR S5 2 (X M 52 A 22

on Angie RPN AR AR 55 28 B UM B, K H AR AFE B Hprozy  buffer size
Fprozy buffers LB BRRMX A, A% F LIRS IFTHIT: CHEHH
ZMXSWRGERE BEERBEprory busy buffers size, GHRLZMHX
AR E R, WAIPORERLZIRE, PRAFZZWIN N & s —# 7. Kk, =
RN EmERIL DTN, ZRBEEEIFRE S, W05 R JE 7%
TRANAE, WAL DOK H — ER 70 R A7 B AL ERIIRIN S2 0 e B NGNS
Hiprozy maz_temp_file size Mprozy temp file write size 81,

off W W FEFZ IR N2 BB B 252 F 0, Angie DA 2EX — &K HUTEIA TAE, FEERE
RN BEET: B 4K S X BREE] 10 F NS AIR X, RN, qn5E
AN R AT AR X, Angie HATRE—IRILTERE, Angie —{RAT AMARSS ERHEIK
BRI ER KK/ NH prozybuffer size T6RWE, HH off B, Angie NS TF
ma Nz, 3 Hproxy limit_rate FERK

WA PAE I 7E X-Accel-Buffering MM SkFEEHEIH” yes” 8" no” K5 FHEEEH %, wJ DA

Hproxzy ignore headers $62 5 ILIIRE,

proxy__buffers

B proxy_buffers number size;
FINE proxy_buffers 8 4k | 8k;
HSl5"4 http, server, location

BB T AR AR 55 25 1 e 7 ) 2% v X A BCRRT RS, BER BN
BOIANEIL R, B XORNET—NNTFIL, AR, IXATRER 4K 81 8K,

proxy__busy_ buffers_size

Bk proxy_busy_buffers_size size;
FINE proxy_busy_buffers_size 8k | 16k;
HSl5"4 http, server, location

45 F SR B BRI 55 A BOMA . A 22 1 IR, R AR MR v A 5 22 TSR BB R AT T 10 8 i A2 5 M L Y 2%
I ERRAN (RIS, HARAIZR X AT A IR N, SRR EE, I AT DOREHR 7 B & N S
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BRINEI R, KANZproxy  buffer size Mprozy buffers 8B BIIPRMEM XA/ NIFR ],

proxy_cache

[E227S proxy_cache zone | off [path=path];
BRINE proxy_cache off;
T http, server, location

TR ZAFXI, 7D XA] e DT ER . SBER DESZE,

off ZAH M _E— S B AR AR 52 A7

£ Angie PRO H, &) DA & Z Ml FHAHF] keys_zone fﬁﬁ’]pm_u/ cache_path 8RB ‘EESH
TXAERIN, SN % B it keys_zone {EHHpro: zy__cache 21 path Z ZH.

path=path ZAEAE MG * G—A7 * MR N EATIRAL, PR R, SRR &k B WA
HIfE R R,
R SRME N MR AE R ARER, WA S EHTIPAG path; PRI, G2 A7 RN AR B HL R path,
HEI'E MGAF IR,

X AVFIEIL K map 15 BEA N TR B S S0 BRI B A TR 2R 7 #6122, Content-Type HIRHAI:

proxy_cache_path /cache/one keys_zone=zone:10m;

proxy_cache_path /cache/two keys_zone=zone;

map $upstream_http_content_type $cache {
~“text/ e;
default two;

server {

location / {
proxy_pass http://backend;
proxy_cache zone path=/cache/$cache;

proxy_cache_valid 200 10m;

J

XEAW MR EN DT X eI ZRBRSS, 1R Content-Type PA text/ JT3k, &N —
MR, BNHERESE
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#HE

R prozy cache B, BHEILFLERE prozy cache valid $8% RUAHaTEE NN IR R, WERARILE
B, Angie TMEFABIME, M2RIERBRSZH HTTP MRSk PR SE2R 0 i e 0 1 2% 7765 8]

1. X-Accel-Expires 3k (BRELIER),
2. HH max-age 1% s-maxage ZH) Cache-Control k.
3. Expires 3k

QSRIXLESLEA T EH RESARA N, WRLRE A SWERT, RINTCIAIE I I

proxy__cache__background__update

Bk proxy_cache_background_update on | off;
ERINME proxy_cache_background_update off;
X http, server, location

ARVEENE B TR ERIS AR R I, [RIRPREPRIH B 7 IR [ 2575 F i,

B
7 S TR H 2817 00 B N FH B 7 T

proxy__cache__bypass

Bk proxy_cache_bypass ...
HME —
X http, server, location

TE A MNEZAFHIRE N 5%, MRFIFHESEH R DE - METNBHAEFET 07, MASINEFEH
IRER M o

proxy_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

proxy_cache_bypass $http_pragma $http_authorization;

ZHEF LS E,
AP S prozy no_ cache 85— HH,
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proxy__cache__convert__head

Bk proxy_cache_convert_head on | off;
LNz proxy_cache_convert_head on;
T http, server, location

AR HEAD” J7 5 H GET” DA TRAF . WNSREEF % H, wef: RAFHE <proxy_cache_key>
WL E Srequest_method,

proxy__cache__key

HIL proxy_cache_key string;
ERINME proxy_cache_key $scheme$proxy_host$request_uri;
X http, server, location

X RPN, AT AR SR, filan:

[proxy_cache_key "$host$request_uri $cookie_user";

BOANEIL T, 12452 BMERRL T LU F 4 £

proxy_cache_key $scheme$proxy_host$uri$is_args$args;

proxy__cache__lock

Bk proxy_cache_lock on | off;
FINE proxy_cache_lock off;
£ http, server, location

BAE, —RA R —MNERIEL AR AR SS S E 8 IE SRR IEFTMRE prory  cache key L HRIRAIHT
IR, N THEZFE TR EAMTE SRS RN HEIEZ T, st SFRRZ T 2N R IRN, &
KERERBIE prozy  cache lock timeout 8L Eo

proxy_cache__lock_age

HIE proxy_cache_lock_age time;
LNz proxy_cache_lock_age 5s;
ETrx http, server, location

QSRAE LG WAERAR 55 de AR & (7 TR ARG — DR SRAETEE I A AR SRR, U] DAFS A a5 QB R
5 antlid—MEK,
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proxy_cache_lock__timeout

Bk proxy_cache_lock_timeout time;
LNz proxy_cache_lock_timeout 5s;
T http, server, location

W B prory cache lock HIEBININ[A], 4B ISRIZIHANY, & RGHULIB LA ORARSS 45, (HIm R A 2052
£,

proxy__cache_max_range_ offset

Bk proxy_cache_max_range_offset number;
BME —
X http, server, location

NFTEEERIZ MR (IR, WATEEBHIEERI MR, TEETERR LB PR
F5an, FHHMMPLRE AR BRLT

proxy__cache__methods

% proxy_cache_methods GET | HEAD | POST ...;
EINME proxy_cache_methods GET HEAD;
Holi5"4 http, server, location

WIHE PG R 7T IEE MR A, WM RTE, "GET” FI"HEAD” FiEta&SiRmeEs|E£Hf,
HEENERIEEEN. BiESRprozy no cache $6%

proxy__cache_min_uses

Bk proxy_cache_min_uses number;
BRINE proxy_cache_min_uses 1;
T http, server, location

R EAEZ /D UGHE KGR RLRE R A

i

RETTEBIERFEERZNTT, FMRETF XN EEIES, FIRESECRRINAIT N, 25
ZEHE, BFIERSS, MEREFER, REEHE,
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#HE

BT RAFERREE (BI40 external-cache-purge) {XMFRSCHE, (BT E prozy cache min_ uses
HHES, 245 STERIP R R EIE RITG R, TEIEPRIN BB T8 rTRE 20 PR RE ™ A= AT
i,

proxy__cache_path

[F227S proxy_cache_path  path  [levels=levels] [use_temp_path=on | off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size|] [min_free=size
[manager_files=number] [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

LN =

£ http

BRI path FIHAMSEL, BAFEBIRAFIEESA . RAFHRISUFAA R HE A MD5 BEHIZE
Ho

levels TEXEAFHIBRIRERTPA: 1 2] 3, BNRHIRESZME 1 5 2,

e, tELANECE A

[proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

FAFHH RN IR

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

RAFHINAR B S5 NG SCPF, RIGEMAIZIF, ImNSCFZAE ] DUREAR RIS RS b, (H2,
THER, ERXAEI S, XHREN DN XERFZRER], MAZPITRMIEmARIE, B, B0
TAEEEERE, FFRFNF BRI SR HSRIRAER — X RS B,
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use_temp_path=on fifi/@ H TGN ST H 5%

| off

on WERKRIFE Z S E N on, R TE location El"]pm:nyitempipath 5%
fRE R H 3%

off I S B R B AE SR A7 H %

keys_zone B H T A TS sh A B8R 5 B H =N KRV, S iR
FERETEHEAEH,
1 IR H X IR DA iBZ) 8000 M,
YHH keys_zone fHERIER file B, Angie T FFELIERRIZ X EFIN A
BRI, FRHE NOUEE) BRI e A EHFER AR E e, B
TR B AT SRR ANEF D R A7 NN TFl,
GRER T XK/ NEE B, bR A A B A5 R T T IA R I X, Angie
BioFRES (failed to restore zone at address) F HASHFH XK S
il MR, TIHRAERSRKERAN old; Ea]DIMBRE, SkE HAFRH#
Angie I 2 A 01 E ISR BC BRI

s

R IEMISE file IR, HEHE Angie HEHFERIGRISR, HZ2IHRF
PARS 1EAREFZAI5 R AHAHER IR T prefix,

inactive WRAE M SEEEE RN R N A EEE, WITCIe HrEe ], BdEaRl
MIER; BEXVIRER S EE RTINS, X5 N XNAR, B+ REEHS U7
AT RDBITERR AR BIERFRIES] nax_size, FET AEIAIMIER =2t
17, ﬁﬂ/ﬁ\@\lﬂ%Hﬂpmxyicacheivalid P B A R,
BRINEL T, inactive N 10 2341,

i

£ Angie PRO H1, AJDAEFHFIRY keys_zone {HIEEZ N prozy_cache path 6% FHENTFXIH
KNHBEEE —MESHIEE, FRIEMEN prory  cache 8L W] path SEIEIES Z R TIEE,

—NRIREY FF RAFE RS 0 R R M RORG AR R NR A A S RGN BN AT 23 ], S i
RGAF R/ NECA] RIS A RN, RSO > B B EE.  BuRMER DOE AT AT,

max_size ey AN ) SN IEN
min_free RATFFTAE X MF 2R GER] 22 R /) BIE
manager_files — R HBR A B K G2 A7 WAL

BRIME: 100,
manager_threshol PRIl —ERAYHRELN A]

BRIME: 200 ZFD,
manager_sleep Pe IR AT N R

BRIME: 50 ZF),
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Angie HE1—785E, SBEE—DRRIY ©* REMEGES * R, BT RGHP R R FREDE, I
ROX (5 BNEE R A7 Kb, R DOERTT TR, BIRIEUEHEH loader_files ZEUREMNH
KE%&%H"J@, i IPE N EER loader_threshold, R TH loader_sleep ﬁ)‘(ﬁ"]@@g{g, Rt e gt
Nftte IRREREHT, BRIMEEEIE WA BT E AR &H

loader_files —RIEARH E R B R R A7 AL
BIAME: 100

loader_threshold FRill—{RIEIIFFEHTH]
EIME: 200 ZF

loader_sleep Bo BIE A AT (5 )
FINE: 50 ZF)

wHik
N keys_zone ZEHEE file NN EAT MEZFHIIRIE,

proxy__cache_revalidate

Bk proxy_cache_revalidate on | off;
LNz proxy_cache_revalidate off;
ETrx http, server, location

JEF{f A 1f-Modified-Since Fll If-None-Match kBRI MIE KK EH RIS BRI E T,

proxy__cache__use_stale

=275 proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ...

FINE proxy_cache_use_stale off;

£ http, server, location

T E FE MRS 5 m] AR I AR AR, 23RS ES proxwy next upstream $55 IS EHHILHL,

error GUIRTCIRIE A AEARSS d R AL BETEK, T AR VR (E A BRI SR A7 WA AL
updating BN, GNEREEAFNAN S RTIEAESEHT, WA VFE I IR AR, JX AT DATE

ST RAT RN R M B R 5545 B9 13 TRNR L

AT AR AR Sk A 5 P 6 PO IR 2 A7 A, e i 3 S0 RO 58

e Cache-Control LFEXH stale-while-revalidate ¥ VF1E 25 17 WA N 24 Bij 1E 1F 55 57 I8 (e6 B i HA Ry
BRAF M N
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e Cache-Control LFERMY stale-if-error ¥ f& VFFE & AESE1R N (55 F 1 BHRY 2 120 N

#Hik
XL LSRRI Ed 8 1R,

BAEHEFER A TR IN B/ MU RBRAR S5 8 T [FOEL,  wTDAEFH proazy_cache_lock $6%%

proxy__cache_valid

=275 proxy_cache_valid [code ...] time;
EIME —
4 http, server, location

NSRRI B AR BB R A7 IN TR, BilaH, DATR4E<

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

9ARES 200 A1 302 AYMAR IR E 10 2PHRIRAFRITE], AR 404 AOIRRIIREE 1 70 BPAYZAFIN TH
GRERIAERE T R AF I A,

proxy_cache_valid 5m; J

M 200, 301 F1 302 MR,

AN, FTDAMEE any SEORGEAF AR :

proxy_cache_valid 200 302 10m;

proxy_cache_valid 301 ih;
proxy_cache_valid any im;
ik

RESHAMAT DIEREAEN RN LI E, X AR ERFN ARG E &Ik,

e X-Accel-Expires Sk B DARD g B A7 I B S G A7 N 18], AE RN RS2 12, WIERIE DA e /i
2Tk, WIKEH Epoch DUEKRAVAXSI TRl (DR A7), ELFIZIN R R i] AR A7

o WHSLHF AL X-Accel-Expires B, MIAJDATE Expires 8 Cache-Control SkFEHIXEL
#ZH,

o WHSLAPHLE Set-Cookie FER, NINRZEAF LM,

o ERSKHPEEEN " 1) Vary FB, WIAREAFIRNR, GRSk &S HAERT vary 7B, T
R TR ATIE RSk 7 BOR A7 RN R,
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P RAMER prozy_ignore_headers 46 FEFIRIX LM B 3K 5 B — s 2 DM IYALRE,

proxy__connect__timeout

Bk proxy_connect_timeout time;
EIME proxy_connect_timeout 60s;
T http, server, location

TSGR SS AR RN I R, FRETEERR, BN RENEFE S 75 .

proxy__connection_drop

[E2FS proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
T http, server, location

e FTE SRR AR S 2 M PR BREL Y reresolve IEFEE A PI 7% DELETE ﬁ@ﬁiﬁkﬂﬂQﬁﬁHE, ZIEFE%
k55 2 AT 1%

N P e B R S5 AR A B R — DS AFER, ERER R AL,
E time JAHIERLZIL BN REN on I, BRI,

proxy__cookie__domain

Bk proxy_cookie_domain off;
proxy_cookie_domain domain replacement;

LONNIED proxy_cookie_domain off;

T http, server, location

BB MNEHIEEIRS SN Y Set-Cookie SKFEXH domain JEMEAR TR, BIEHHCHEARSS 28R
[EIfY Set-Cookie kFEEH A B M "domain=localhost”s 65

[proxy_cookie_domain localhost example.org;

FtE M E S N7 domain=example.org”,
domain M1 replacement FAFHR AN domain JEHEHATRT SRR, ZEAX RN,

domain F1 replacement FHTERA] DAL S5 & :

proxy_cookie_domain www.$host $host; }

IR AT DMER IENRIERIEE, EXFEN T, domain ML~ FFE5 3k, IENFRIKA AT AR & an
ZAIRFAL BRI, replacement B] CAS|HEA]:
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proxy_cookie_domain ~\.(?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $sl_domain;

A DATE[R —ZK A EZ N prozy_cookiedomain 8%

proxy_cookie_domain localhost example.org;

proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

WRZ ML AN T cookie, RHEEEHE—1
off ZHEUHEM L —RELEIAD proxvy  cookie domain FELHIIR,

proxy__cookie_ flags

HIK proxy_cookie_flags off | cookie [flag ...];
FINE proxy_cookie_flags off;
oS4 http, server, location

N cookie BE—PEZMRE, cookie A AIECAR, ZRLHHAS, bErIDEEAR, 8 NHA

AN
Ho

secure, httponly. samesite=strict. samesite=lax., samesite=none SRS B PR

nosecure, nohttponly, nosamesite SEUMBRAE B IFRAS

cookie AT DAEFIIENIZRIANSE T, EXFIEIT, cookie N EA~" FF5 T3k,

Al DAER —BL EYIFEE £ proxy_cookie_flags 62!

proxy_cookie_flags e httponly;

proxy_cookie_flags ~ nosecure samesite=strict;

MRZNMESTT AN AT cookie, REFEE —MILELIIES . TERBIH, A cookie one #Ml httponly

W&, XFATEEAM cookie TNl samesite=strict FREFFMIER secure fii&,

of f SENEE M L — 2 BC B4k A R proxy__cookie_ flags FEL IR,

proxy__cookie__path

HIL proxy_cookie_path off;
proxy_cookie_path path replacement;

ENINED proxy_cookie_path off;

X http, server, location

B NAEB AR 2RI Y Set-Cookie SkFEXHY path JEMEA SELHISCA, RIS LRSS AR [F1HY

Set-Cookie kFEi A& ME"path=/two/some/uri/”s 5%
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proxy_cookie_path /two/ /; ]

R B 1 85 Oy " path=/some /uri/”,

path K1 replacement FRFEERA] AE S &

proxy_cookie_path $uri /some$uri; }

AR AT DAFE A IENIFRA G E . AEIXMMEOLT, path N LA~ FFSIFKEATIX 3 ARG FPLAD, B¢
PA~* SIS T A X RANG R PERS,  1ENFOEAA] DL & an A RFI L B3R, replacement F]
A5 Her:

[proxy_cookie_path ~*~/user/(["/1+) /u/$1; }

A DATER —KBFEE Z N proxy_cookie_path 62

proxy_cookie_path / /two/;

proxy_cookie_path /one/ /; J

WMRZNMES A DAN T cookie, FHEREE —PNICEHITES .
off ZEEUHM _E—RBCEMUANT proxy cookie path & HIRNR,

proxy__force_ranges

[E227S proxy_force_ranges on | off;
FINE proxy_force_ranges off;
T http, server, location

TEI A CERR S5 2R R ) Accept-Ranges T BLANA], #Ruok BRI SS AR A AARSR A2 N 5
TR SR

proxy__headers_hash_bucket_size

Bk proxy_headers_hash_bucket_size size;
LOWINIED proxy_headers_hash_bucket_size 64;
4 http, server, location

&&prozy hide_header Mprozy set_header FELBHBIIGRRIIMAR/D IBHRIZENTFIEEE B
TRATSTR R,
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proxy__headers__hash__max_size

Bk proxy_headers_hash_max_size size;
BRINE proxy_headers_hash_max_size 512;
T http, server, location

iﬁﬁpma:yfhideiheader %l:lpmz:yisetiheader ESHEHANBRBRNRARD, BHERIEKENEAEEE
B SRS R A

proxy__hide__header

Bk proxy_hide_header field;
ERINE —
X http, server, location

OANEO T, Angie A RIEARSS 25N H1 /Y Date, Server. X-Pad Fll X-Accel-... SKFELH
5% Fiile prozy__hide_header F8 X BN SPALIBHININF B, HR, WRFTEARVHEERTEL, FJRAE

Fproxy pass header 8%

proxy__http3_hq

JE227S proxy_http3_hq on | off;
EINME proxy_http3_hq off;
X http, server

IR hg-interop MR, ZMRAXHT Angie MKETQUIC HEAFEIENL,

i
AR TR Z IR R % T T F A

proxy__http3_max_concurrent_streams

Bk proxy_http3_max_concurrent_streams number;
BRINE proxy_http3_max_concurrent_streams 128;
T http, server

WIEEI HTTP/3 1 QUIC B HE, HIRE LR FIEL HTTP/3 ERIMIRKEE. TFEHH keepalive JE

o
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proxy__http3_max__table_ capacity

[E27S proxy_http3_max_table_capacity number;
LNz proxy_http3_max_table_capacity 4096;
T http, server, location

ERMEREN 58 Fi,
#Hik

RAIFER http3 max table capacity NIRSGSAIERKBEILE, RaEIR, EREEXTEHZF
N REEH ISR,

proxy__http3_stream_buffer_size

TBiE proxy_http3_stream_buffer_size size;
LOVNIED proxy_http3_stream_buffer_size 64k;
4 http, server

EHTEEIME ANQUIC it FZRMIXA K/,

proxy__http__version

Bk proxy_http_version 1.0 | 1.1 ]2 | 3;
ERINME proxy_http_version 1.1;
X http, server, location, if in location, limit_ except

RENRHER HTTP WNRA, B 1.1 sE SRR S keepalive 1512 —AHH,

proxy__ignore__client__abort

HIL proxy_ignore_client_abort on | off;
FINE proxy_ignore_client_abort off;
£ http, server, location

DRE 7% PUREARSF IR AR OL R ORHIERER, 2 R C M5 A VIR 55 s A ESR
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proxy_ignore__headers

Bk proxy_ignore_headers field ...;
IRINME —
T http, server, location

R R B ACHEIR 55 2% A9 Bt 2R e L Sk 57 B B AL B, BT DA BE BLR 57 BX: X-Accel-Redirect,
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering., X-Accel-Charset. Expires.
Cache-Control, Set-Cookie /I Vary,

GNRAREEH, ACBXLESL 7 BOK A AR RUR -
« X-Accel-Expires, Expires., Cache-Control, Set-Cookie fll Vary X BEMINZETF IS
¢ X-Accel-Redirect HUTEHEE URI MINHIEE 1)
o X-Accel-Limit-Rate B M7 F Uity f& Fim R sk 22 Rl 5
o X-Accel-Buffering Jii FHEEE FH M B Y 2% 1

e X-Accel-Charset BN FTEERIFITEE,

proxy__intercept_errors

[F27S proxy_intercept_errors on | off;
EIME proxy_intercept_errors off;
Holi9"4 http, server, location

e RS AR TESET 300 WYAHERNN N B ZEIBE R i, EEEEEIFEEME] Angie PAfH
Flerror page Fa2 AT,

proxy_limit_rate

Bk proxy_limit_rate rate;
ENME proxy_limit_rate O;
ETFx http, server, location

BRI MACER AR S5 85 R EE SL (Y EE . rate ABRDFTHHEE; RFHHZE,

0 SRR R BR

#HE
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ZBRFRE X NERIZER, KR Angie RINFTIFMNERPEARSS 8FANER, SERRIEEE
BRAAIMIE, IXBRAILE S FIR B ACHER S5 e 22 A 3K

proxy__max__temp__file_size

Bk proxy_max_temp_file_size size;
FINE proxy_max_temp_file_size 1024m;
TR http, server, location

2 5 F ok BAREEAR S5 25 BOMA B 2% 0 INF, QN SREEDNR R TCIETR A prozy buffer size Mprozy  buffers 5%
BRI A, Wi L) — 8 7 AT AR RIS S, IR R B IR SRR RN —IRE A
HRIEE A Hprozy temp_ file_write__size ESIRE,

0 B R e B G2 P e P S 7

ik
R ANE TR (7 307 i 2R AINA R

proxy__method

[F227S proxy_method method,;
HME —
Holi5"4 http, server, location

TREAE R A 2RI SS AR BTRSR AP Y HTTP 757K, MiAER BRIV 7R S8Er e S

=N
gio

proxy__next__upstream

£ 1.11.0 IRAR AL 4R EFHPRIFTA IRSS s AT, BB R %16 (MBSO RAE4) TA
TENEIRAPRSIGE IR, Angie IEARZIRIEIH QISR T, AR R — GRS SRR,

=275 proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

ERINME proxy_next_upstream error timeout;

X http, server, location

FRELEMBLEAG L RO B SRALIBLS upstream LHHEY R — DRSS 35 :
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error SRS AN VERE, R ELAR A SR eI E M Y SKES 2 A R
timeout SRS SN VERE, A HAG IR SR e s B I Sk & A R
invalid_header  ARZS#%IR[BIZS M B 8K IC50m N ;

http_500 AR 55 AR BIRASHS Y 500 FAIN N ;

http_502 A 55 48R [BIRZSHD 9 502 FAINE R ;

http_503 AR 55 2R ERZSHS S 503 FRINA N ;

http_504 M55 23X [BIARZSHS 9 504 FYINE N ;

http_403 AR 55 2R BIRASHD 403 FAINA N ;

http_404 55 2% [BIRZSHD Sy 404 FAINE R ;

http_429 AR5S BRIR BIIRASHD N 429 (AN R ;

non_idempotent ﬁﬁﬁ?,ﬂnﬁéﬁ%ﬁ?Ei%iﬁﬁ?ﬂj:ﬁﬁﬂﬁé§%§,NU N JEESE /774 (POST. LOCK,
PATCH) FYIERALGIBLE T —MIRSSEE; 5 IEIUR AR o v R I 2RIE K
off RIE REIBLA T — DRSS 2%

#HiE

ROZPERE, HAERAR AR AR EMARR, A ATRERIE RGBS N — MRS5S s, hateil, ik
FE A R S R A AR IR BRI, MITE TR B R IR,

IR LT AT 2N 5 IR S5 Al AE B A o 2

error RPN RN 2K, BE BN IRIEFE R EE
timeout

invalid_header

http_500 {XAEFE L HHEE N A AR A A 20

http_502

http_503

http_504

http_429

http_403 IKIEASBARA A I 2K

http_404

REERARIBL N — D AIRS5as AT DAs 22 1000 M A AT R

proxy__next__upstream_timeout

TBiE proxy_next_upstream_timeout time;
PRINE proxy_next_upstream_timeout O;
T http, server, location

BRI DLRAE SR AL 1825 T — DRSS a7 BIRFTEL
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0 ZAFH I RR

proxy__next__upstream__tries

1%/213 proxy_next_upstream_tries number;
EINME proxy_next_upstream_tries O;
o974 http, server, location

BRAFIRFE R T MRS & FTATREZ IR EL

0 ZEFH I RR

proxy__no__cache

Bk proxy_no_cache string ...;
EINE —
Hol5"4 http, server, location

TE SR AR RN BAF &M, MR TR 2 DE —METRAZEHARET 07, MR GRS
PRAZ:

proxy_no_cache $cookie_nocache $arg_nocache$arg _comment;

proxy_no_cache $http_pragma $http_authorization;

ZHERI I E SR &,

A PAS proxy cache  bypass F82 A H,

proxy__pass
HIL Proxy_pass uri;
HME —
£ location, if in location, limit_ except

BB AHRSS 2P SRt DR — N ATIER) URL, AT BU location, MY AT DAFEE Y http B httpso
Mk ] DG E AR B TP sk, DAR — SRl -

proxy_pass http://localhost:8000/uri/;

BEAEE N UNIX BERZ THE, £ wix XET 25, FFHE SRR
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proxy_pass http://unix:/tmp/backend.socket:/uri/;

GRSRIRA TN 22 st BTA bR DA 7T SUEE T A, HilEXE T DARE R iR 55 ARt

SHUER DA SRR, EXMEN T, R s, WSEEMRRS SEPERIZAR, w0
SARERE, WIEF resolver SREATE

i

proxy_pass AU SR E H S EE LIRSS a4l AILEAEA, RERONE —MUERDMRSS a8
MRo5asd, SF4 T

upstream example.com {

server example .com;

}

IXLEAR S ARAH I ARERE nttp BLEHHE, 5 proxy_pass FIfEM server TCX, HTRaAIE
H"J server ?Qﬁ’r‘esolve 723235(, lz%%{yﬁﬁaﬁbﬂ’}kﬁﬁ*ﬁ*@, Fﬁﬁf%ﬁ@i&iﬁé#ﬁ@ﬁi%‘?lﬁ@%ﬁ
N1k, BMERCE T resolver 2N,

Ft, YA proxy_pass WA ERENE—ZIRN, ©E2EHIXACF ARG A2 M HANEUN 3
sk, MA@ resolver TEBRIERINATIZAR. EAEIBITINE AT IX2FRIFERRE DNS 21k, 1%
EE ZIRE A, HNE server Billlresolve SEL,

3K URI 2 AR 75 LB IR S5 45

o W proxy_pass 152 ** WA URI** $5E, AL H1E RIZIEL RS AT, ref: TE <location>
13K URI H5 location PEECAER /M #HE S T ER URI 2.

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

o 2R proxy_pass A4 URI 5, MIFEACBRIRARTE R, 165K URL DA% i &R HARIRI L AL i
LRSS %, SETECHE MR URT & @728 MTELIE R URL:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

TERLEEF T, Joikih e 2O HRYIE K URI #597
o Y location [HHIENIRIEAIGEN, PANTEMS location N,
TEIXLEEE TR :samp:prozy__pass NMiZAH URI $67E,

o YIERERY location WHEREE M rewrite 16K URL W, F EHURE (0 HAH R Bc B R AL FHIE K
(break):
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location /name/ {
rewrite /name/(["/]+) /users?name=$1 break;

proxy_pass http://127.0.0.1;

FERXMIEOL T, $5HHHEERT URT R, e B SH RS HIIER URL KGR IR 545

o 41F proxy_pass H#H AR

location /name/ {

proxy_pass http://127.0.0.1$request_uri;

TEIXFMENL T, ARAEFR ST HEE T URL BERHZFEFEIBE RS 25, B HELATER URL,

WebSocket RIPTFERFIRACE,

#HIE

W proxy_pass METERIR WA RERALA location W (B4 :samp:location /name/), I

Hauto_redirect 62BN default, MAVH B EAMLHIIE KRG HEE (/name -> /name/),

proxy__pass__header

[F227S proxy_pass_header field ...;
EINE —
TR http, server, location

FVFRAARBEARSS SR J5UAZE ] Bk BR AR B4 F il

proxy_ pass_request__body

[E27S proxy_pass_request_body on | off;
EIME proxy_pass_request_body on;
T http, server, location

TR R R AT SR IE SRS LA AR S5 2%

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 2
proxy_set_header Content-Length "";
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proxy_pass ...;

RBiES M proxy set_header Mproxy pass request _headers 8%

proxy__pass__request__headers

Bk proxy_pass_request_headers on | off;
ENIN proxy_pass_request_headers on;
X http, server, location

TE R 1R AR TE SR Sk 7 BB 20 IR AR 55

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers 8

proxy_pass_request_body 2

proxy_pass ...;

RBiES M proxy set_header Mproxy pass request_body 6%,

proxy__pass__trailers

TBiE proxy_pass_trailers on | off;
LONINIED proxy_pass_trailers off;
4 http, server, location

FRVFRARERAR 55 2 i R Bl 7 B AL I 40 2 1 i

HTTP/1.1 Y EERER =2 0V .

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";

proxy_pass_trailers g

proxy_pass ...;
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proxy__quic__active__connection_id__limit

Bk proxy_quic_active_connection_id_limit number;
LNz proxy_quic_active_connection_id_limit 2;
o974 http, server

WEQUIC active_connection_id_limit {EMiSEE, X2 MRS A R AIESN %542 1D
B,

proxy__quic__gso

Bk proxy_quic_gso on | off;
EIME proxy_quic_gso off;
X http, server

DIHEER J8 ]  Bel 2 BLQ UIC At A PR U A U

proxy__quic__host__key

Bk proxy_quic_host_key file;
ERINME —
T http, server

BRE-MIEERAN file, ZEHE QUIC —RERRMNE JORSEE M IR 26 BOAEILT,
FREBNE AR DRI, A A KR L AP,

proxy__read_timeout

Bk proxy_read_timeout time;
EINME proxy_read_timeout 60s;
NS94 http, server, location

S XM RIR AR S5 i IS 17 AR AR B ] AR N (A PR R SR S B 2 RN B, TN FH N i £
o ASRAIEARSS a5 L LI B AR RN, WNE R KA,
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proxy_redirect

[E27S proxy_redirect default;
proxy_redirect off;

proxy_redirect redirect replacement;

FINE proxy_redirect default;
X http, server, location

B N AECHHARSS SN N Y Location” F17Refresh” SkFFEEHEHE RIS,
BRI ARMARSS AR A T kT B

Location: http://localhost:8000/two/some/uri/

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

Rt v AT R E S O

Location: http://frontend/one/some/uri/

replacement F4FHH ] DLE WS ARSS 28 24 F%:

proxy_redirect http://localhost:8000/two/ /;

SR REF N T MR S5 s B9 A AR AR T (AR 80).

H default SEHFEERBIANZWAF H location FMprozy pass FaSHISE, Fik, PURHAECE 23009

location /one/ {
proxy_pass http://upstream:port/two/;

proxy_redirect default;

N

location /one/ {

proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;
}
B

W prozy pass HHAZEIEE, WARFHEH default S5,

replacement FRFERA] A SR &
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proxy_redirect http://localhost:8000/ http://$host:$server_port/; ]

redirect WA] DAL S48 &

proxy_redirect http://$proxy_host:8000/ /; ]

ZAEL ] DA A IENZRIEARIEE, TEIXRMED T, redirect’ MIZLA"~" FFESFLFRX 3 K/NE B VEHL,
8 LI ST SRER A X RNG RIS, IENIFRIAZCAT AR & an AR AL B AR, ‘replacement
A AT EA:

proxy_redirect ~~(http://[":]1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/1+)/(.+)$ http://$1.example.com/$2;

Al DATE[R — K AIfEE 21 proxy__redirect B2

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;

proxy_redirect http://www.example.com/ /;

WIER Z A5 AT AR T AR 55 g e B Y Sk 7 B, RIS — D ILELAYHE S
off ZEEUHM E—RECEMAN proxy redirect 5 HIRIR
A5, T rT PARAERARSS 88 & H AR B A i A 144

proxy_redirect / /; ]

proxy_request__buffering

TBE proxy_request_buffering on | off;
LONINIED proxy_request_buffering on;
4 http, server, location

J& FH B F 2% P 0 SRR 22 08

on FERFE SRR IX BB SS a8 2 1T, ANBEF 0 12 BE M SRAA,
off TESRAFE RN L AU TX BB S5 5. FEIXAMEL N, WIER Angie EZTTIRA

REIERAR, WITCTRRIE R EBE] N — DRSS a5

LA HTTP /1.1 7 SUEMmgmis & IR R IATE SRIKN, ToIefs B ], 18RRI, BRAEIRELS
A HTTP/1.1, HTTP/2 8¢ HTTP/3,
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proxy_send_lowat

Bk proxy_send_lowat size;
BRINE proxy_send_lowat O;
T http, server, location

R ZHE SR E N AEF EH Angie K 208 E Hhqueve 7570 NOTE_LOWAT  #ri& sk
SO_SNDLOWAT ERE7IEIT, DAETE MR N/ MEEICER S5 a3 B HHUb AR IERIEEGR

#HiE

HHESTE Linux. Solaris f1 Windows 4 ZH&%,

proxy_send_timeout

B proxy_send_timeout time;
EINME proxy_send_timeout 60s;
Holi9"4 http, server, location

BB AR ST S (L 5mIE KA [R], B (AE R R SEH S B2 AR B, A2 TRANE KRG
o QNIRACPEARSS A AE ML A AR BRI ENE M N, JERR O,

proxy_set_body

HIL proxy_set_body value;
EME —
ETrx http, server, location

K
fEm
Pa
hu
El‘%
o>

FVFERHTE AR RIS A A IE K IK, IZ(ERT AR S SO,

proxy_set__header

TBiE proxy_set_header field value;
LOVNIED proxy_set_header Host $proxy_host;
4 http, server, location

FRVFERHTE BN BRI (%18 s REARSS ERATIE R Ko value AT DAL ESOAR, RN HA S, S HY
HRIRANBATE X prozy_set_header $5LH, IXEEFGLA M E—RELEYRK, FINHEILT, HEFE X
P B
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proxy_set_header Host $proxy_host;
proxy_set_header Connection close;

WRIBHTEE, BIRTERPHSLFE If-Modified-Since. If-Unmodified-Since. If-None-Match.
If-Match, Range fll If-Range ~{EIBLANRIARSS 25,

A DABOXFEALIE AR )" Host” TR R KFER:

proxy_set_header Host $http_host; }

HZ, QnRE P uiE SR AF R T B, WIASIBEMNE, ERXMIEIL N, BRI Shost 28 - &
WESET " Host” WK B IVARST AR AR, BE MR LT BOAFEN N EARSS A5 44 -

proxy_set_header Host $host; }

A, Ak 55 AR AT DAS ARER R 55 s A H —Ec & iE:

proxy_set_header Host $host : $proxy_port; J

FSLFBRHME N BT H, W B R RBA PR SS #:

proxy_set_header Accept-Encoding ""; J

proxy__socket__keepalive

[F227S proxy_socket_keepalive on | off;
ERIME proxy_socket_keepalive off;
Hol9"4 http, server, location

P B 2 RIRAR S5 2R AT HUE R TCP keepalive” 174,

off BINEN T, EETHEHBRERAENILE,
on NEZEFITHF SO KEEPALIVE EHEFIED,

proxy__ssl__certificate

Bk proxy_ssl_certificate file [file];
ERINE —
TR http, server, location

f5E— ML E PEM #&UERRY S, AT RAREE HTTPS ARSS s T S0 30iE, AT DATE 4 i 22

=
B,

MBHRprozy ssl_ntls N, ZIELEZN DN SEMA R —1
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location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy__ssl__certificate__cache

Bk proxy_ssl_certificate_cache off;

proxy_ssl_certificate_cache max=N [inactive=time| [valid=time];

LOVNIED proxy_ssl_certificate_cache off;
4 http, server, location

TEX—NGRAF, TR B2 R SSL IE FIRAH,
ZIER SR A NS
o max —IRERFHIRATCREE, S%Fmti, KFiPrEiLz/DEH (LRU) TR,

+ inactive —& XIURTEILMS ARG MBI WMPRAIS K, BIEEEIAET valia AN, &R
ViFE R EE Mg, BRI 10 #),

o valid —& N EFTCRBMANEROF AT AEHRINE, BRIy 60 75, TEHHARZ 5, UE R HERT
TN EHT R,

o off —EH%AF,

B

proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key $proxy_ssl_server_name.key;

proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;

proxy_ssl__certificate__key

HIL proxy_ssl_certificate_key file [file];
LN —
X http, server, location

fEE—ME PEM MARHKSE, FTHREER HTTPS AR5 &R T SRk,
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A DAFEEMH engine: “name” :id RAE S, iIXKEMA N name B OpenSSL 5EHMEEATEE id 1Y
R,

A DAFEEME store:scheme:id RAE XM, H T EAE OpenSSL provider HH{EMH) URI scheme fll
HEAHEE id BIFAH, B0 pkesl i,

SR DAE RIS

HIER prozy_ssl_ntls I, RIGL M AN SEIMAZ

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy_ssl__ciphers

[E227S proxy_ssl_ciphers ciphers;
EINME proxy_ssl_ciphers DEFAULT;
X http, server, location

TEEFRIER) HTTPS IRS5a3 ZIXTE RN B HEIINEER. IMEEFLL OpenSSL EREWELRAIRIE
Eo

B EHHRBGR T LR OpenSSL A, 7 DA openssl ciphers MEEEZEI|R,

o

Y{dH OpenSSL B ,:samp:prozy_ssl_ciphers 8% * & * BLE TLS 1.3 BMNZEELE, B H OpenSSL
VAR TLS 1.3 INEEM, EEH prozy ssl_conf command 8%, EIEL BN &I SSL ELEMI
IS8

o 1E LibreSSL H1,TLS 1.3 MIEEM * AL * fif proxy_ssl_ciphers ALHE,

o 1 BoringSSL A, TLS 1.3 B EHRETIEALE,
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proxy__ssl__conf__command

Bk proxy_ssl_conf_command name value;
IRINME —
T http, server, location

E SR HTTPS HRSS e EREN I BT OpenSSL AiLE @4,

#Hik
S OpenSSL 1.0.2 BUE EARARN SHFI%TES. ZMH OpenSSL ALE TLS 1.3 MIEEMN, B

ciphersuites e,

A ATE R — R A I E 2 D prozy ssl_conf command $5R. M HANY Y FTR B EE E X
prozy_ssl_conf _command &N, iIXEEFESA M E—RACELIK,

s

TBTEE, EREMCE OpenSSL AIRERSFEESIMT N,

proxy_ssl_crl

Bk proxy_ssl_crl file;
LN —
4 http, server, location

EE—ME PEM X MEHIET (CRL) B2, AT I0IE A HTTPS ARSSAHIIE TS,

proxy_ssl__keylog__file

Added in version 1.12.0.

[E27S proxy_ssl_keylog_file file;
L NN —
4 http, server, location

BE 1M, FHTEL SSLKEYLOGFILE #&=Icx&iZ E N RIBHRER HTTPS ARG asiZE#EH
SSL/TLS %4H, 1%\ Wireshark % T B TR TLS &,

ZIES N5 LibreSSL —#Cf# FH,
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B

S BUKHE) TLS BHMEL, rT AT SERE TR AR, (ORIt e T i o)
A, BRA ISR TTR, FHAEAS TR Z R EMER .

proxy_ssl__name

[F227S proxy_ssl_name name;
EIME proxy_ssl_name $proxy_host;
Holi9"4 http, server, location

VPR TR B HTTPS IRFaFIEH RIS a8 2%, AAE SRR HTTPS ARSS a8 e
i SNT 238 BIARSS a8 44K

AR A PRt AT DA AS B4R 7E
BRINEHN, - prozy pass URL BIENLERST

proxy_ssl_ntls

JE2R7S proxy_ssl_ntls on | off;
EINE proxy_ssl_ntls off;
TR http, server

i TongSuo TLS /G A% F it NTLS HISCHRR,

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

ik
Angie ZJUER] --with-ntls BCESELANMHMN A NTLS B9 SSL R TAY R

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls
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proxy__ssl__password_file

[E27S proxy_ssl_password_file file;
LN —
T http, server, location

faE — MU S BB, SN EMEEE SIS 1T, MBE AN 2R IXEE L EIE,

proxy_ssl__protocols

[E=2FN proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
EME proxy_ssl_protocols TLSv1l.2 TLSv1.3;
ETx http, server, location

JEEREER) HTTPS ARSS & A8 1 RN FI AR E Hr

proxy__ssl_server__name

BiE proxy_ssl_server_name on | off;
LOWINIED proxy_ssl_server_name off;
ETrx http, server, location

JA B RE 5 ERY HTTPS ARSS 2@ IERER, @it iS5 a4 FrfE s TLS ¥ (SNI, RFC 6066)
BBl prozy  ssl_name FEP R BEMIIRS 234K,

proxy_ssl__session__reuse

Bk proxy_ssl_session_reuse on | off;
FINE proxy_ssl_session_reuse on;
HSl5"4 http, server, location

MmEESNRHERSFEGSNZ ST LLEHA SSL = 0H, MR HE P oS
®7SSL8 GET FINISHED:digest check failed”, BRI .,

proxy__ssl__trusted__certificate

Bk proxy_ssl_trusted_certificate file;
EIME —
T http, server, location

fEE— 1S PEM MRREE CA IEBRISCH, ATRIE KB HTTPS AR5 SRAIES,
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http://en.wikipedia.org/wiki/Server_Name_Indication
https://datatracker.ietf.org/doc/html/rfc6066.html
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Ae

ik

, lEA 1.12.0

proxy_ssl__verify

[E27S proxy_ssl_verify on | off;
LNz proxy_ssl_verify off;
T http, server, location

JE A ER A A RFEA) HTTPS RS SIIF-BHIE,

proxy__ssl__verify__depth

B proxy_ssl_verify_depth number;
FINE proxy_ssl_verify_depth 1;
o974 http, server, location

BN HTTPS IRS5 SIEHHEH AR IERE,

proxy_store

HIK proxy_store on | off | string;
LN proxy_store off;
T http, server, location

JERRE SCAFOR A7 2L

on MR alias Broot 62 HHEE EIRERIFE U1
off 5 SR AF

XFA A DA B Y string BIRE:

proxy_store /data/www$original uri;

S HB S TRIAR SR B FPEZUR SR Last-Modified SkFEIRE, MM B /55 NI S, REEMA
s I SR R R A T DAL T AR SRS b 22, BIER, EXFMENT, Xk
M= D XHRGEHEN G — DR, MIAARE— DX RANEITRITAE M AR, RO
FEMAENNE, FRERNSXEREprocy temp  path 85 BRGNS B REPAER — N XRS5

k.
A4 A T AU TSR A IEIA,  fin:

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;
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location /fetch/ {

internal;

proxy_pass
proxy_store

proxy_store_access

http://backend/;

user:rw group:rw all:r;

proxy_temp_path /data/temp;
alias /data/www/;
}
BRI HE:
location /images/ {
root /data/www;
error_page 404 = Qfetch;
}
location @fetch {
internal;
proxy_pass http://backend;

proxy_store 3
proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;

root /data/www;

proxy_store_access

Bk Proxy_store_access users:permissions ...;
EME proxy_store_access user:rw;
ETrx http, server, location

B QIR RSN H SR BT AR, il :

‘proxy_store_access user:rw group:rw all:r;

WIERFEE T1EM] group B¢ a1l ViRIAER, WA DAEHE user AR :

‘proxy_store_access group:rw all:r;

3.3. [FAEER 250



*Angie
Software
DhREH R, A& 1.12.0

proxy__temp_file_write_size

Bk proxy_temp_file_write_size size;
EINE proxy_temp_file_write_size 8k|16k;
T http, server, location

2 J5 KA AR 55 a5 A0 Wi . 2% ok 21l I SR IS, BRI — IR BN i I S Y 508E K/, BRI
N, K/IWNZprozy buffer size Fproxy buffers Fa2 BRI M IXBR il 1B SR B KK/

Hprozy maz temp file size 18R E,

proxy__temp_path

[F=27N proxy_temp_path path [levell [level2 [level3]]]’;
ERINME proxy_temp_path proxy_temp; (%féﬂXﬁ%:F Fe I I --http-proxy-temp-path)
T http, server, location

S X A7 i MR IR 55 as i W B IR SCPRR SR FEFESE SR R R] PAE R B2 =401 H SRR IR
&5t plan, fEDARECE

proxy_temp_path /spool/angie/proxy_temp 1 2; J

I S A AT REAN R FR -

/spool/angie/proxy_temp/7/45/00000123457 J

HiES R prozy cache path $62H) use_temp_path S,

RELTE

http _prozy TR X RN EL R, AIH T Hprozy set header F8LHEKER:

$proxy_add_x_forwarded_for

B PG KL T B X-Forwarded-For il $remote addr ZRGHIME, PUES7HE. WHRE P imiERKk
HRETE X-Forwarded-For T, W $proxy add = forwarded for Z&ET $remote addr L&,

$proxy_host

proxzy_pass &2 HTEEHIPERIRSS 22 FRAIE 1 5

$proxy_port

proxzy_pass T&2HTEERIPAEEARSS S L, S EIER AL 1 ;
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3.3.2.36 Random Index

HEHAE I ARHT AT (/) SG5RERIEK, FFE B PR LIESE— DU EN RS DR BERSS . %R
1 http_index B HiAb P,

= }}\ﬁ{k@*@@ﬁi IZEPLERA N S, Rt --with-http_random_index_module F I T
)5 o

TEM BT CREARBAR ARG, ZEREESERR T,

B ERB

location / {

random_index

}

B2

random_index

[F227S random_index on | off;
EFINE random_index off;
ol 9"4 location

Jot B EE F A B BBl B P AR R b B

3.3.2.37 ReallP

IIEEL T 2 P ik A v % v 1 88 SORAE E Sk B IR B BRI

Y MNIRACRDATERRS, IZERBRIARATE,; FFEIEIY --vith-http_realip_module MELEIUHITIEH,
R BANWECENBEMSGS, ZEREaSERERS,

B E B

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive

B
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real_ip__header

[E27S real_ip_header field | X-Real-IP | X-Forwarded-For | proxy_protocol;
2RIN real_ip_header X-Real-IP;
T http, server, location

TESOERSLTF B, HAER A TEH% il

B AT AT SRSk T BB A T e P it o HBHEANYS O RARYE REC 3986 #HATHEE,
proxy_protocol SRR Fumiik BE AN K H PROXY WHSCEkAYMlE, SAHUNE1E listen 8L IEE
proxy_ protocol ZHECRIS LG H PROXY W,

real_ip_recursive

Bk real_ip_recursive on | off;
2RIA real_ip_recursive off;
ETFx http, server, location

ARSI R, WS al{EHbE —VCALR R IG5 im bk #5215 SRSk F B realip  header F82%E
N E— M, SRS SR, NSrE N2 —CECRI R G - itk 315 sk Sk 7B
BE—NER SRR,

set__real_ip_from

Bk set_real_ip_from address | CIDR | unix:;
ENIN —
X http, server, location

S X E AR IER L F el (F R, QISRAEE TRPRE unix:, WFTHE UNIX SSERTREIET, AT
{5 ikt T DAEE T EWLAA R

el

NETX
$realip_remote_addr

PRI JEa R itk

$realip_remote_port

ORAF SR A P i ]
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3.3.2.38 Referer

R TR Referer Sk BUATCRHIIE R T mle TEERENZE, WE M HIEY Referer ¥
BAERTERZHAEZN, BIIZERE U E AR 2 AR 2R IE K, i BE i bR L S g 4%
RIRETE K, NV BEE], RIERARENR, WK REN X Referer TEL

=3t

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

if ($invalid_referer) {

return 403;

B

referer__hash__bucket__size

1Bk referer_hash_bucket_size size;
FINE referer_hash_bucket_size 64;
ol 5"4 server, location

EAGIRERIER A RIRAR /D AR RTINS EAERIRE) SR,

referer__hash__max__size

Bk referer_hash_max_size size;
FINE referer_hash_max_size 2048;
Holi5"4 server, location

REARG I FRIFEIE R RIEARRD, RERT RGBSR S dt,

valid__referers

Bk valid_referers none | blocked | server_names | string ...;
EIME —
o974 server, location

TEER SENEZR & Sinvalid_referer PORBENTTATHN Referer WHHKTBHH, BN, XL BRHIZ
BN, R RN,

SRR :
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none THRSLHER D Referer FEX;

blocked TERSKHELE Referer FER, (HHAHC P KEEEABEARSS e MIFR; HRERT
PA http:// BX https:// HkWFFFER;

server_names Referer 1ERLTFEREEHP — MRS LK,

FEREFE E RS AR ARAIATILER) URT Big. ARSS#sAMRAILeigs R nl LA — 1+,
TER AR, Referer FFEXHHIARSS BRuf K4 2K ;

EN AR BMFENIZE -~ RWEIEENE, REXKS ntep:// B https:// ZJa
FHAHISCAR AT ILAL,

il

valid_referers none blocked server_names

*.example.com example.* www.example.org/galleries/

~\.google\.;

REZ

fein

$invalid_referer

G02R Referer WRSLFBUABIANZ AN, WS FIFH, BN,

3.3.2.39 Rewrite

BT PCRE IENFOERESGE R URL, IREIEE W, DA A HE AL E,

breaks goto. ifs returny rewrite Mlset $824% DA R ITFFACEE:
o TE server PHHEE FNIZMRFE AL THAIT;
o BHEEHIT:
— RIEIER URI 2 location;
— TERFIH) location PHETERTIZIEEEE SHZIF LT

— WERIER URL #ES, WIEEMEIR, BT 10 K

EiAd
break
Bk break;
LNz —
ETrx server, location. if

{2 IEAEE Y G http rewrite FEERFEDEE,

WRFEDTE location WHETE, WIE KA —DAEBIGLELL location HHURSE,
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B

if ($slow) {
limit_rate 10k;

break;

goto

Added in version 1.12.0.

[F227S goto @name;
ERNME —
ETx server, location. if

{ZIEE Y FTH http_rewrite B, HIA name SELA TN locationtR T IEZAFNEREE W],
5rewrite NE, EARER Suri, HSEHIUE LA @ NRITZILFR, BN, BEERHiE4,

Alf44 location FEEE M A HESER URI RAHER 10 X URI B LR,

B

location / {
if ($http_x_maintenance) {

goto @maintenance;

proxy_pass http://backend;

location @maintenance {

return 503 "Service temporarily unavailable";

}

if
Bk if (condition) { ... }
ERNE —
EFx server, location

MEERIAAFRATRIE, WFONE, WHITAEE S NI RNZEBRIES, IR if TaSNIIECE RS T
Ko if FELNAIECEM E—RACE K,

s
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| BIRATDATE if BRPVEEFTEMSEERAHE S, (B BOXMEY, KNI AT RESBUEIMT AN,

ZAFAT DR PUMER —#:
o BEY MREBNENTSFRFREC0”, MR
o =" M7= BRI AR S AT R TR

o R (X KRNFILE) 7+ (KX R/NE TEED) e BR85S IENFGAHA TN, 1E
MERIRZCRT AR SR, IXLEAHARATAE $1..89 LR AtEEiEHR], En] MRS E IR~ fil!
~F7 o AFRIENFGER A E ) 80 F0F, MIEENRIRANIZH #5115 800E [ SR,

o G- R BRI AL

o A R SESRHE HRLE ( 1E,

o e AL EEHRASAE, RS SRR (e,
o BRI AL BRI A AT

Bl:

if ($http_user_agent ~ MSIE) {
rewrite ~(.*)$ /msie/$1 break;

}
if ($http_cookie ~* "id=([";]1+)(?:;I$)") {

set $id $1;

if ($request_method = POST) {

return 405;

if ($slow) {
limit_rate 10k;

if ($invalid_referer) {

return 403;

#HiE

$invalid_referer WEZBIMEHvalid_referers 8 E,
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return
=3P return code [text];
return code URL;
return URL;
N —
T server, location, if

{FIEACETF AR PR AHEE R codeo ARPRERRY 444 SAEANKIEMANSKEIIE L R RADERL

Al DAY EEE M URL(H TS 301, 302, 303, 307 1 308) MM IESCSEAS (AT HAAKHD ) MRz 1E ST
AFIEER URL Al AL &2 &, (EONRFRIGOL, B2 URL A] DAEE N IEARSS 85U A URI, X FME
MR, SEEEE N URL KARIEIER TR ($scheme) AR server name in_redirect Mport in_ redirect
RSk,

e, RS 302 WIS EEER URL A] AFEE NME—Z8, HWRSEVLL http://. https://
8" $scheme” FAFEFFL, URL AIDAHLEE &,

BiES B error page 165,

rewrite
HIL rewrite regex replacement [flagl;
LN —
R server, location, if

WERFEENIENFRIER S1EK URI DLAL, W URI ¥4% replacement FRFEEHFFEEN TR EK, rewrite
B H AR LB S BRI IUF AR BT To T ABE A £1lags & IEFE S HIRE—P 403, 4128 replacement
FIFE DL http://. https:// 8" $scheme” T3k, NWIACHE 1E 45 B E 1R [0 255 1 i,

replacement FRTEHAIAE SR, WA ERHIL $1 2 $9,
AR flag ZEATLUZEAI R Z—:

last =2 1R FIRY hittp__rewrite BHES%E, H GRS EMEH) URI FCECAYHT
location;

break {E 1Y B hitprewrite FRRIESE, 5 break 15 HHF);

redirect REIRAS 302 WIIGIN EEREA]; 24 replacement FRFE LA http://. https://
27 $scheme” FFSKIHEEFH

permanent REES Y 301 HIKAEEA,

SEEEEMN URL RIBIHER A ZE ($scheme) PAR server name in_ redirect Fport in_ redirect 18
o

Nk
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server {

#

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra

return 403;

J

{BANFIX LEFE S HTE” /download /™ location PN, WM ¥ 1ast bR &N break, &M Angie ¥i#4T 10

UAEIFFIRIE] 500 FHIR:

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra Dbreak;

return 403;

402 replacement FAFHELEHHNIERSEL, WIJCHIRTIE R SECKITINFEENIZ )G, WRAMBIXAE, 78

BT R OR B — D RS a] DORE e, Bian:

rewrite ~/users/(.*)$ /show?user=$17 last;

FRIENFRIAXE &Y 80 05, MEBADNRIEXIZH 51 5805 SHEER,

rewrite__log

Bk
LN e
kX

rewrite_log on | off;
rewrite_log off;

http. server. location, if

JE AR http rewrite BHLIESACEREE R DA notice RANEF R error log W,

set

5P
HIME
EFx

set $variable value;

server, location, if

MR BRI B, ZER DA ESOR,
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uninitialized__variable__warn

Bk uninitialized_variable_warn on | off;
BRINE uninitialized_variable_warn on;
X http. server. location, if

PR IR A KRR B E &,

PIERSEEL

hitp_rewrite FABE L FERC BT BRI NN ERIE <, IR G FEIE R B R BRI T, AR 2 —
ANMET AR AR L8R

fouan, 54

location /download/ {
if ($forbidden) {

return 403;

if ($slow) {
limit_rate 10k;

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

RN IX G2

variable $forbidden
check for zero
return 403
end of code
variable $slow
check for zero
match of regular expression
copy "/"
copy $1
copy "/mp3/"
copy $2
copy ".mp3"
end of regular expression

end of code

B, A limit_rate IERMIIES, IN'ES http_rewrite HLTEIE, N if O 7 RAOECE, W
REMNE, EREFGHEE, HP linit_rate FT 10k,

R
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rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

QSRR IENFOE N AT — DRATB EHE S, m] DB — 5454

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

LEINA:SE =R Ke I NI

match of regular expression
copy $1

copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

3.3.2.40 SCGI
R RIZBL SCGI RS 25

B E B

location / {
include scgi_params;

scgi_pass localhost:9000;

Bk scgi_bind address [transparent] | off;

BME —

4 http, server, location

5] SCGI IRS5 49 HuZE IR B E A M 1P HbAT AT Est . SEE DO SRR, FKk(E off
BUH M L —ECBEPANMARE scgibind TELHIRER, RWFRGLHEN 2 ECA 1P HuaERIH

transparent ZEUITE| SCGI ARG A UG ERRTR B AEAHD 1P Hidik, B0k B % P imAY ESL 1P ik

scgi_bind $remote_addr transparent;

N TS EAER, BEFENERH T BIRIZAT Angie TAE#RR, 7F Linux FRFEEUXFEM, Koy

BISE T transparent S, TIEMRES N TN A CAP_ NET RAW ReJl,
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#Hik
2 M B A B R AR B SCGI IRSS AR M4 Fi

scgi__buffer_size

181 scgi_buffer_size size;
PRINE scgi_buffer_size 4k|8k;
4 http, server, location

B TR SCGI IRS5 aetZ W HIMi LAY 55— 8 3 BRI X R/, X ER B B B35 — /NI R ko BR
VBT, RWXIVNEFEFT—DAFI RYEFEAF, XAl R 4K B 8K, {HA] DURERE/N,

scgi__buffering

Bk scgi_buffering on | off;
ERINME scgi_buffering on;
HSl5"4 http, server, location

JEFHEEERISR B SCGI RSS2 AN R A2,

on Angie RURM  SCGI k%5 a5 £ Wi b, K AR F B Hscgi buffer size
Mscgi buffers HELRBEMEMIX P, MR inAIEXIFATHT: CHEHHEHH
ZMX=WEIRER T AE HEEFRBEscgi busy buffers size, AR ZE M
DR T8 G, WA SHEIE T RZIE, BRI 2N R A & e —#70. [KI,
LRZNNEMERILNF N, ZMRBELIFRE S, IR E R TS
RIRANAE, 7] DURFH A — 380 R 17 B REAL E RV S2fF e B NI SO
Hiscgi _maz temp_file size Mscgi _temp file write size 532 Hillo

off M 7 E B2 IR S S BRI 25 2 P 0, Angie DA” BEER—KI%E” BIIEIA TR, A%
FRE I IXEET: HIAM 4K S XBEEE] 10 FHNB A RIRIE, [FR, 058
BN R AT DU A HIX, Angie HATRE—{XEE5E, Angie —{XA] DAMARSS #54%UK
HEAREIEE  scgi buffer size T8 E, HH off B ref:scgi limit_rate T
A3

WA DUEIS 7E X-Accel-Buffering MM SkF B HLIH” yes” B{" no” KRG HEELHZEZ M, BI LA

Hlscgi_ignore headers $62EEFH L INEE,
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scgi__buffers

[E27S scgi_buffers number size;
EINE scgi_buffers 8 4k | 8k;
T http, server, location

REHT M SCGI R3S ae iR Ei R AIZ i X FIECRAIA/ D, B BRDERL,
BONBEILT, X RPDET—PRFE, BRYEFaAFE, XA RER 4K 51 8K,

scgi__busy__buffers_size

Bk scgi_busy_buffers_size size;
ERINME scgi_busy_buffers_size 8k | 16k;
LT http, server, location

HIEMRE SCGI MRS5 ds BN R FIZE I, BRAHCE 0L AR 52 2 LN AT DA 1818 7 i 42 32500 B Y 2%
XK [RIN, HARGRINX AT T IRERIA R, AnSRTREE, I A] DOREER i B 2 i 2 I S

%ﬁi}\’l‘%?ﬂ?, j(/J\g’scgi buffer _size *Dscgi buffers S ERFRNEZ X K NIBR,

scgi__cache
[E=2FN scgi_cache zone | off;
LONNE scgi_cache off;
ETFx http, server, location

XM TRAFIEEANGFEX I, [F— XA D2 P, SEE U EER,

off SR b — L BN AR AT

#HiE

H A scqgi cache W, BEIEFBEILEscqgi cache valid T84 RUAHHTEE NN EZIERE, WRAKIE
B, Angie TMEHABINE, MR2MRERBIRSHEI HTTP iRz Sk A e 56905 1 7E e B 2% 17 I
[

1. X-Accel-Expires 3k (mifticd).
2. WA max-age B{ s-maxage ¥ Cache-Control 3k,
3. Expires 3k

QRIS AT SR ESARA AN AE, WRLRF AR WERLT, RINTCTAWE FHIE I
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scgi__cache_background_update

[E=2FS scgi_cache_background_update on | off;
EINE scgi_cache_background_update off;
T http, server, location

AVFRNE G TIHROREFIL AR R I, [FIRPREFRIH A2 17 10 BOR [F126 % 7 Uit

i
TR, DR VE 1 B P PR I B 22 A7 M

scgi__cache_bypass

HIK scgi_cache_bypass string ...;
AIME —
HSl5"4 http, server, location

TE A MNGAF AR N ) 56 0. WNRFAFBRS A DHE —MET NS HAEFET 07, WA NEL

SREIL B

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

scgi_cache_bypass $http_pragma $http_authorization;

ZHUEF S &,
A PAS scgi no cache 82 —AFH H,

scgi__cache_key

HIL scgi_cache_key string;
N —
X http, server, location

X EAFHEE, A ISR, Bl

scgi_cache_key localhost:9000$request_uri;
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scgi__cache_lock

[E27S scgi_cache_lock on | off;
BRINME scgi_cache_lock off;
T http, server, location

ERE, —RAATF—MERIBIERIE RIE1HE SCGL RS EKIHTMRE scgi cache key FaEFRIRAIHT
RAFTLR, (A — G A7F 7T R A HAIE SRORE S AR i L HH PR 22 A7 PP BRI TR RO ZR A7 BUORE I, e SIS TR

Hiscgi cache lock timeout 8 RE,

scgi__cache_lock_age

Bk scgi_cache_lock_age time;
FINE scgi_cache_lock_age 5s;
T http, server, location

wRILELZ SCGI MRS 48 MEFTT I RAZ T RN E G — MG RIETEE N RINARTER, WIn] DAEE i —ME
K45 SCGI RS %5

scgi__cache_lock_timeout

JE227S scgi_cache_lock_timeout t¢ime;
EINE scgi_cache_lock_timeout 5s;
T http, server, location

BB scgi_cache_lock HIBNIR, SN RZPHN, ERAGHEERS SCGI IS5 as, (EIN A PLET .

scgi__cache_max_range_ offset

Bk scgi_cache_max_range_offset number;
ERINME —
T http, server, location

NFIEEIE R B MR (DTN, WRTEEEH WS R, EEIE RS SCGI IR 4,
F EWN AR LT

scgi__cache_methods

=275 scgi_cache_methods GET | HEAD | POST ...;
PRINE scgi_cache_methods GET HEAD;
T http, server, location
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QIR PSSR ITIEAE AR 2 A, WM R AR F, "GET” FI"HEAD” 77 IRIAA SR INEIZ R,
HRENERIGEEN, HEBMscgi_no_cache 5%,

scgi__cache_min_uses

Bk scgi_cache_min_uses number;
LOVINIED scgi_cache_min_uses 1;
ETrx http, server, location

I BAEZ /D UGHE K IG I RCRE R A o

B

EETLBIEFEERZNT S, FRET XA SEE IS, FIRESECARIHNAIT N, 25
EHEHERSF, BEILRSS &, MEREFHY, REEHE0,

#HiE

BT RAFBERREEL (FU0 external-cache-purge) {NMIBRXH, HARZEE scgi cache _min_uses 1T
Bano XIEL BEMRIP R 2 IS RIS 4, TEI5 BRI R B TN nT RE S R RE = A2 S T 5%
i

scgi__cache_path

Bk scgi_cache_path  path [Levels=levels] [use_temp_path=on | off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

BINME —

X http

RERFIBEMHMSE, REBIRGTEEXET, 7RISR EFHE M MD5 BREHIZ,
Ho

levels TEXEAFHIRIRERTPA: 1 5] 3, BNRHIFESZME 1 5 2,

flan, ELAREEA:

scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AF R R R
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‘/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

]

RAFRIMANL B 5 NG SCF, ARG EmMmAZ I, IR SRS AE Al UBHEARRIFSCE RS B (HZ,
TR, ERXAEOLS, XFREN D XIFRGZ RIS, mAZRNIIEmAIRIE, B, #BOTE
N E, FAFMIERTFIGI SRR H A R — X RSE L.

use_temp_path=on i€ H TG SCAFEAY H 5%

| of £

on

off

keys_zone

inactive

WMRAKRIEEZSEEBILEN on, FHEHAE location Bscgi temp path FTE2IE
TE [ H %

1IN SR B TRCEAE A7 H ¢

E TR A TESh R EdE E R EANE XN, R 8dE
FIEEHZNES,

1 IR DX PAF B LT 8000 P,

Y keys_zone FEERIER file B, Angie 2T FEHEL N FIZXIBHHINE
HAEEIRESL, JHE MRS BRI e SRR A bR E e, DA
TR B A1) SE AV B R ANE I D G2 A7 TN ER I (R,

GRER T IR/ N, R AR A SReA s MR R IR R I X IR, Angie
FIERE4S (failed to restore zone at address) FFHAS{E HX I IKEH
file MR, FHRENXHREEMSZNA o1d; EATLMHERE, siikE KAk
Angie JEJFRE &) QI SO AIBL B AR A

i

WERIERITEE file FIBR1ZE, FHEA Angie MAFRAVIRER, 322 R
DAB LRGSR i 0] AHAT BT prefixo

GNSRAE M BEEE RN [l N R A7 5088,  MITCIeHoR e EEafer, Em it
R ; RIS EE NG, X5 T XARE. H o BREEREE © HUT
BT R/NTERRT R BIERFEARIEE] max_size, FTNENIIMBRL S
17, HFHESRMEH scgi cache valid BEERIE R,

BRINELR, inactive SN 10 %1,

FERRAY ** AR EIRAR MR MR BRR R AF KNI AT R AE S RGN AT F 23 e i, 2 H RN aR
ATAZERAR RN, ERMMPRET R AR, BoEOERTT MR,

max_size
min_free
manager_files

manager_threshol

manager_sleep

BREERN

GRAFPTE S RGN e 25 [H) &
RR Al — & A A Z2 PR Y 15T E 4%
FINEMS, 100

FR A — IE R ARREEIN ]
EANEMT, 200 2

Al EIE A HE

ENEM T, 50 ZF)
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Angie FEI—2 801G, KA ** RAPMNEGS * MRS, ERAAMEE XX RS e 7 B
(5 RINEEN A7 XIS, At PUEATT el

loader_files R fill— 3 A A TR ZE N0 A 10 H 24
ENEOLE, 100
loader_threshold [Riill—RIEAHFFEHT R
EINBEOLT, 200 ZF#)
loader_sleep AL B IR Z [EREF
BINEIL T, 50 ZF)

scgi__cache_revalidate

[=2E scgi_cache_revalidate on | off;
LOWNIED scgi_cache_revalidate off;
ETrFx http, server, location

JE R If-Modified-Since Fl If-None-Match SkFERMY &1/ SR B 3T 46 UF ist HA Y 22 (7 T,

scgi__cache_use_stale

181 scgi_cache_use_stale error \ timeout | invalid_header \ updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

FINE scgi_cache_use_stale off;

T http, server, location

T E FE MRS 5 N m] AR I AR R AR, 382 IS8 S scqi next_upstream 5 FISELULAL,

error QRIRTCIRIERE SCGI MRS5S A RACERIESR, I Fu o P S B R A7 M
updating N8, AR ATIEAE E NS IR R AN L, W ARV e, IX AT DARCRRRE

Hiuek/ D ST R A7 BRI X SCGI AR SS as A3 AR EL

AT DATE M 37 Sk A B 42 A A R BRI 2 A7 0 N, FE e 28 Dt BR FS A HE E RO RN -
e Cache-Control SLFEXHY stale-while-revalidate ¥ FNVFIE 24 5ij 1E 78 B85 BH 04 25 15 W o7 (e

o

e Cache-Control LFEERHY stale-if-error ¥ VFFE & 2R 55 1R N (5 FH I BB 2 A2 M v

wik
T ER LR T RIS RE S
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B FOHT R A7 TR IN BORBR B DA SCGI ARSFERIITIIRIREL, FTRAE M scgicache lock $6%%,

scgi__cache_valid

[E227S scgi_cache_valid [code ...] time;
EINME —
T http, server, location

AR B A B B R A7 N TH] . BilaH, DATR4E4

scgi_cache_valid 200 302 10m;

scgi_cache_valid 404 im;

J9ARES 200 #0302 FUMAN 2 E 10 28PH9%RAE, KRS 404 FUMMRIZE 1 28R
WRANFE B AT ],

[scgi_cache_valid 5m;

MMNELE 200, 301 1 302 IR,

A, FTCAME any SEEEE AL :

scgi_cache_valid 200 302 10m;

scgi_cache_valid 301 ih;
scgi_cache_valid any im;

SRR LA N LR, X TE < B R N R EA E & tdk.

o X-Accel-Expires Sk B DAFDN BRI BN HIRAF I A, FERZEMMMNM AR, WRIEM @

ATk, MIREE Epoch DORIYLI IR (DAFD AL, Wi T DAZEAF ENZIN Al

o WIHRSLAHE X-Accel-Expires B, NIA]DAFESLF B Expires B{ Cache-Control HIZESF

%i&o

o WHRLALE Set-Cookie B, NN KA ST,

o WFSLEERHRE 1Y Vary FB, MIHRIMBCREANSWESF, WRLESHMER vary FB,

T e 2R O 4 AR B AE L AR 17 3R Sk 7 BV TR 17
AT PMER scgi_ignore headers 645X IX LM R Sk 7 By AT — P Z ML,
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scgi__connect__timeout

[E27S scgi_connect_timeout time;
BRINME scgi_connect_timeout 60s;
T http, server, location

TE XS SCGI MRSs A IS RATEININ A, FETREAE, BN RS R 75 ).

scgi__connection_drop

[=2E5 scgi_connection_drop time | on | off;
BRINME scgi_connection_drop off;
H 94 http, server, location

J& FITEARHRAR S5 2 M RS BREE reresolve JERREA P @4 DELETE FRICHKANATHGE, Z&ikF1xARk
55 axIFTH R

0% P e RN SS SR AC BE R — MR EE NFIFR, JERR R IL,
& time JHHERLZIL BN REN on I, HEHK L RIWIT,

scgi__force_ranges

HIL scgi_force_ranges on | off;
BRINME scgi_force_ranges off;
ETrFx http, server, location

T SCGI k55 sl H i) Accept-Ranges FEXANM, #B MR E SCGI ARS5ARHIZAFMIAR G A7 M N 5 H
TR SR

scgi__hide__header

181k scgi_hide_header field;
ENINE —
T http, server, location

BONEOL T, Angie A=K SCGI IRF5ERMN HHISLTFE Status Ml X-Accel-... fRIBZAZEF
Jifo scgi_hide_header fHQWEAFARWILEHIHAMMTEL, Mk, WRFEAVEETE, n LA

Fscgi_pass _header 8%
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scgi_ignore__client_abort

Bk scgi_ignore_client_abort on | off;
LNz scgi_ignore_client_abort off;
T http, server, location

WAAE 24 2 PO PE RS R S A TR 0 R SR ATERE I, A RLCH] S SCGI IRSS sz,

scgi__ignore__headers

Bk scgi_ignore_headers field ...;
EME —
ETx http, server, location

BHAMNKEB SCGI AR5 4 A5 L m i Sk = B iy Ab B, AT DLZME DA R 5% Bt:X-Accel-Redirect.
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering. X-Accel-Charset. Expires.
Cache-Control, Set-Cookie Fll Vary,

WIRAREEH, AFXLESL 7 B = A DL R RICR:
+ X-Accel-Expires, Expires, Cache-Control, Set-Cookie Fl Vary I EMIN 2% (7 SEL;
o X-Accel-Redirect HAfTEIFEE URI BN G E ZEA];
o X-Accel-Limit-Rate WL W%/ Uiiif& a1 22 R 1l
o X-Accel-Buffering /o FERES AN 2% 1,

o X-Accel-Charset BN TR T4,

scgi__intercept__errors

Bk scgi_intercept_errors on | off;
EINME scgi_intercept_errors off;
T http, server, location

e RIS R TEET 300 B9 SCGI ARSS s 2 b (% #2455 F i, IR W8T EE A F] Angie PARE
ﬁﬁ Error__page *Eé\j&fﬁ%fﬂo

scgi_ limit_rate

181 scgi_limit_rate rate;
BRINME scgi_limit_rate O;
ETx http, server, location
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BRAHIM SCGI IRZ5 A IREE R EE, rate DAY EEE; ] A&,

0 SER R R A
wHik

PR E X MERIZER, IR Angie RINFTIFMNE] SCGI MRS axAUERE, NEIER R 25
TERRBNEIFAE, ZIRFMXAEE R B SCGI ARSS s BN R 2% i AR,

scgi__max_temp_file_size

HIL scgi_max_temp_file_size size;
BRINME scgi_max_temp_file_size 1024m;
R http, server, location

MIFHRKHE SCGI RSSESHIM N % B, QN SREEN N ANIE S scqi buffer  size Mscgi buffers T8 KB
AIGRIRIX, IR R Y — 70 AT AERAZ BN S, IR B B IR SRR R K DN — IR E Al s
BB K/ N scgi temp  file writesize 8RB,

0 SRR B % I SR

#Hik
IR ANE TR (7 A7 il 2GR AIMA R

scgi__next__upstream

=275 scgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

ERINME scgi_next_upstream error timeout;

£ http, server, location

TR EMPEEB DL TR TS SRAZEE] R — RS 28
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error
timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

SRS AR ERE, AR SRR I E A B Sk R A R,

SRS AR ERE, AR SR ol 1R O B Sk N & A R

I 5% s R [ 253 Wi 7 B8 TR 5

ARSS ZRIR [EIAAS N 500 AN R ;

55 43I BIAD A 503 FRINE R

55 #8I% [BIAAD AT 403 FINER;

AR S5 AR A AS A 404 FME R

AR 55 4R IR B RS 429 HME R

EH, A JE%5 7715 (POST. LOCK. PATCH) i RANRE LK ZEE| AR
75, MR 2ALEE N —MRSSE; /5 HIETUR AR e vr s 2R IE K
BERIE RIZIBR N — DRSS 8o

#HiE

FRETRERZ, HAERARAZ P ImAXMEMNAN, A TEERIE REEBR T — MRS a. Wi,
QR IRAE R B IS R A AR SR IR EGEIN, ITE TR B S I R R

GG RIETE X T 2N 5 IRSS a@ BRIl =t

error

timeout

invalid_header

http_500
http_503
http_429
http_403
http_404

RN AN ZRK, BIEEARAETE e E

{XAEAE L FRaE N A RN SR 2

FKIEASEMA AR ZIR

RERARIBEN N — D ARS5as AT DAs 2 10 M A AT RR A

scgi__next__upstream__timeout

2 S
ME
1l 94

scgi_next_upstream_timeout time;
scgi_next_upstream_timeout O;

http, server, location

BRAI AT DARFIE SRAZE R > ARS5aRAII Al

R RR ]
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scgi__next_upstream_tries

Bk scgi_next_upstream_tries number;
BRINE scgi_next_upstream_tries O;
T http, server, location

BRAIRFE R T IRS5 AT REZ IR EL

0 KA RR ]

scgi__no__cache

Bk scgi_no_cache string ...;
EINE —
T http, server, location

TE S N A SRERIR AR, MRFRFESEPRDE - MES B EHAFT 07, WA
R17:

scgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

scgi_no_cache $http_pragma $http_authorization;

SEUEF AL SR &,
Al PAS scgi cache  bypass 65— {FHH,

sCgi__param

BiE scgi_param parameter value [if_not_empty];
HME —
NS94 http, server, location

BEMNEBZE SCGI RS HNSH, EADMUESOR, ZREHAS, S HCE YR ERAE X
scgi_param fERN, IXEEAESA 2 E—RBLELR K,

PRE CGIL A& NAEN SCGI k2 M, 16 SR ATHHIR LY scgi params SCPF:

location / {

include scgi_params;

TEFREE scgi_params XHFH :samp: REQUEST METHOD B9 $upstream_request_method,
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RFEL MM if_not_empty FHE, MOCHSEUE N NENA SR HEBLH RS %

scgi_param HTTPS $https if_not_empty; J
Scgi__pass

[E=3FS scgi_pass uri;

EINME —

T location, if in location

E SCGI IRFF Attt HuhknT DTS A4 80 TP Hitsik, DAK RI3ZER Y

scgi_pass localhost:9000; J

HAEN UNIX BERFIER:

scgi_pass unix:/tmp/scgi.socket; J

QUERASAA AT O 22 ik, IR A HLE AR A DARE T 77 SUE . b Ah, ik mT DA I 55 2

SEEFDMEE R, EXMEN T, R 4, MTERIRRIIRS S H PR ZAR, RA
2, WA resolver BRE

#HiE

WMRTERTSH B REHAALA location HHEE T scgi_pass (U1 location /name/), If
Hauto_redirect 3682 E A default, MAH BEAMLHYE KRG HEEA (/name -> /name/),

scgi__pass__header

Bk scgi_pass_header field ...;
ERINE —
HSli5"4 http, server, location

FVFRFIEABZERIN ST BN SCGI 55 asf&i82a7% F Ui

scgi__pass_request__body

Bk scgi_pass_request_body on | off;
FINE scgi_pass_request_body on;
T http, server, location

TR ERRIGTHERIMEHLE SCGI Ik dt. HIEZMscgi pass request headers 5%
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scgi__pass__request__headers

[E27S scgi_pass_request_headers on | off;
LNz scgi_pass_request_headers on;
T http, server, location

TR IR IFIRTE R SK P BULIELE SCGI R3S d%. HiEZ M scyi_pass_request_body $5% o

scgi__read__timeout

HIL scgi_read_timeout time;
BRINME scgi_read_timeout 60s;
ETx http, server, location

TE XM SCGI A 55 ai 152 M i FRT RN IR T, AR I (UAE P OO SR Y AR A 2 RV, TS A T Wi
HUfEta, IR SCGI RSS e TEILIN R ARG HMEM AR, MIERAF O],

scgi__request__buffering

HIL scgi_request_buffering on | off;
ERINME scgi_request_buffering on;
T http, server, location

J& FHEREE F 2% P 0 SRAR I 22 08

on TERFE R AIEF] SCGI ARS5 e 21, NP se R I THRIK,
off TERIAERIIN 2 AU IERE] SCGI IRS5as. EIRXAMEIT, 2R Angie EETT4A

KIETERAR, WITETERIERGIBE] N — DR,

S HTTP /1.1 B gmtd 2R B ARTE SRR, ToIe a2 [EHUNA, 18 RIKERAG R,

scgi__send__timeout

Bk scgi_send_timeout time;
LNz scgi_send_timeout 60s;
ol 5"4 http, server, location

BB SCGI 55 as &G KIS I A, R AEMUOESE S RIEZ FIE, TAZH TEMEK
At AR SCGI RSSas FE LI T A ARIZ UL ENEAT A, TEERERE K ]
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scgi_socket__keepalive

[E27S scgi_socket_keepalive on | off;
BRINME scgi_socket_keepalive off;
T http, server, location

BLE R SCGI ARS5 4 U EHERY " TCP keepalive” 174,

off BINEO T, BEREHEARERSINVKE,

on NEETIEM SO_KEEPALIVE EBREFIE,
scgi__store

[E=3FS scgi_store on | off | string;

EIME scgi_store off;

T http, server, location

JE RRESCAFOR A7 2 AL

on 5 alias Broot 8% N HIEAR LR X1
off SR

A] DA AR 1 string TN E X4

scgi_store /data/www$original uri; }

SFRME LI TRARTE RN EI R Last-Modified WM KT B E, WM B /oS AR X, 285 Eam#1%
o W STAEFIFE A T DUBTER R SR R GE L, BRIEER, TERXAMER T, ARSI S
ARGV, A ZRATRRT I E AR, RSO TEMAENE, REERISXFEME scgi temp path
TE LR BRI S B R AR —XF RS b,

It AT T AR S SR A SIEIA, gD :

location /images/ {
root /data/www;
error_page 404 = /fetch$uri;
}

location /fetch/ {

internal;

scgi_pass backend:9000;
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scgi_store ;
scgi_store_access user:rw group:rw all:r;

scgi_temp_path /data/temp;

alias /data/www/;

scgi_store_access

Bk scgi_store_access users:permissions ...;
EINME scgi_store_access user:rw;
Holi5"4 http, server, location

BB BRSO B SRRV AR, B :

scgi_store_access user:rw group:rw all:r;

GRERFEE THEMT group B a1l ViAIAXKR, WIAT DA A FAXBR -

scgi_store_access group:rw all:r;

scgi__temp_file__write_size

B scgi_temp_file_write_size size;
BRINE scgi_temp_file_write_size 8k|16k;
T http, server, location

LR RE SCGI MR35 &AM B 2% i 2 I I SR, BRI — IR A i I SO s R BRIA
TR, K/ANZZscgi buffer size Fscgi buffers 5B E RN M X BRI SO Y & R KD
Hiscgi maz temp file size TEDK B,

scgi__temp_path
[F=27N scgi_temp_path path [levell [level2 [level3]]]';
ERINME scgi_temp_path scgi_temp; (BETRHURT --http-scgi-temp-path FEEIEIN)
£ http, server, location

TEXHTA7EMN SCGT MRS as I HIBHRATIGI AR H SR FEfEE HR T2 ] MER =T HRE
RGN, £ 0L NECE A+
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scgi_temp_path /spool/angie/scgi_temp 1 2;

(e S AT REAR R R -

/spool/angie/scgi_temp/7/45/00000123457

FHiES R scgi cache path FEHT use_temp_path S,

3.3.2.41 Secure Link
S TR ETE SRR BN, RIPEIERSZARSIRAITIIR), FFRRSI A AR dn &,

TR EER A SRR L BOE K I8 ROR A E AN IS R R AERRIE, Q1R EEEA A IR A e
BRI R, WRZBHERMNIS N, X SR ERIRSTE Ssecure link ZZ& A H,

GAREHLR LRI EE I, B8 secure link secret 6B, AT REIE REEEEST
M AR AR R IR 2 AR ARG T, 58 MBI secure  link Flsecure link md5 $&8< A H, HH
BRI 2 A i HH,,

Y }‘}\ﬁﬁﬁg*@@ﬁﬂ‘, [ligy 8= VN A= - VA 5| --with-http_secure_link_module RIS
1R E B CERRAaMEEG S, SRS ERED,
B2

secure__link

1Bk secure_link AT,
ERANE —
£ http, server, location

EX—MUEZRAFFER, T AR B R RN ME AN A a1

RIS E AR B SRR TES 0 TRl

MZRF R R BRI FIE S H secure link md5 $82E XIIFHRAA MD5 AT AT HLA,
GRERMCIRANANDERE, W $secure link ZEBBIZE N FRFER, WIHRAIGFIEAS, MRS REZAA: o,

R AR M A B R e8], W Ssecure link ZRREMIZEN 0, BN, EHFHIEEN 1, HR
FIfEIER) MD5 IEF{E LA base64url Fifid,

WERBEREE AR A A, W HAR A LB 2425¢ (1970 48 1 H 1 H 00:00:00 GMT) PSRRI EOLE ., 1%
EAERIEKFHEET MD5 B 25, HLAUES 70 BR. 15 KA &SRS B R R Ssecure link  eapires
BEM T secure link md5 8%, WIRASSEITHAR R, WIEER B A TE PR A a B 3,
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secure_link_md>b

Bk secure_link mdb %%iﬁﬁ,
EINME —
T http, server, location

EX—DRIZX, H MD5 A ER T RIS IER P EEER TR, RAA e SZE,
RIXAN E SRR (B RZRIPE DM —DRE Y. WRERAARAEMEY, FAFEM

/E\$s(%(:71,reil7,'nkie:np7ir(’,so
FT B REATiA], RN AEE X TEPIGIMER, FlanE bR e 2,

IR

location /s/ {
secure_link $arg md5,$arg_expires;

secure_link_md5 "$secure_link_expires$uri$remote_addr secret";
if ($secure_link = "") {

return 403;

if ($secure_link = "0") {

return 410;

Rz /s/link?md5=_ e4Nc3iduzkWRmO1 TBBN Yw&expires=2147483647" FRHl T X% i 1P k>
127.0.0.1 Y7 /s/link” HYVT0A], ZBEEZARIAMER, B2 2038 4 1 H 19 H (GMT),

£ UNIX b, AIPUE DA R4S 3RE md5 & RSEUE:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =

secure__link__secret

Bk secure_link_secret Pl
BRINME =
T location

BN — PN EATE, TR RN E I,
15 R BEREY 522 URI W R
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‘/prefix/hash/link ]

Horf hash 2OV EEAME IR M H AR MD5 IBRATH/NEHRIFOR, prefix BIRARMLIEEFR
o

WS RBEBEIL T BISERE, W Ssccure link 2 RBILE N MR URL FEISER, S0, Ssc-
cure_link ZE BPIZ BN TR,

NGB

location /p/ {

secure_link_secret secret;

if ($secure_link = "") {

return 403;

rewrite = /secure/$secure_link;

location /secure/ {

internal;

3K /p/5e814704a28d9bc1914fF19fa0c4a00a,/link” K NERE E [FMF]” /secure/link”,

£ UNIX L, ATROEE DA R S 3RBUL R B H e A A :

echo -n 'linksecret' | openssl md5 -hex J

HEE

el

$secure_link
TR AR, BAREBRT P e,
$secure_link_expires

TEE SR AEIE BRI A @ B AU T secure link md5 6%,

3.3.2.42 Slice

PR N IESR, ROERIFD N TIER, BDFIERIBEREEEERIRN, 2 iEai2 (it 7 EAN
AR B 2 A7

4 NIRRT, BOAE PSR, EFREMY --vith-http_slice_module AEIENIH
Ho

ek A BACENUMEGERS, ZRREUSERE,
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B E B

location / {
slice im;
proxy_cache cache;
proxy_cache_key $uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

FEMORBIFR, MR EIDN 1 IR Al RAF I A,

B
slice
B slice size;
BRINME slice 0;
R http, server, location

BB HIRAN B EE RN 73 B VTR

IR, EIHRARESB0d 2 A EERFETITRE ST,

HTAEFIERIREBIFTFRITERE, Ri% Sslice range 2 mAE N :samp: Range 18 Kk FEAL A RIEIR S
5. WMRBAT :ref:- B’1F <prozy cache>, N¥i$slice range BNMBNEFHE A, FHNEH MRS H
206 [N R AIZEAF

el

REE
$slice_range
PAHTTP 51 AAXFRRH AT A vERE, B4, bytes=0-1048575,

3.3.2.43 Split Clients

ZRRT A/B A, S:2248 8 A BCH A TR R — B0 & P s B 2 — MRS AR AL E, [RIN R HRHR
7% E B H A 7T 19757
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BeE Rl
N
http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
*
}
server {
location / {
index index${variant}.html;
BS

split__clients

=27 split_clients string $variable { ... }
LN —
T http

JBILIEA string QIEE— $variable; string FRVZ B, B REET, R HREHTIERF
Svariable BFHTEAE,

WS PREUE A MurmurHash2 (32 i), HEAMEVERE (0 F] 4294967295) 2 HIFILE 2, &
G3 EEOUE THEI R N JEBECTRT (%) PTDAMIRAERRSG ; B T AR Ia 7 (E 2 e 21 1A E I E,

R

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

TEIXE, B $remote_addrAAA FIFE G, MEFEDMUT:
o {HM 0 %] 21474835 (0.5%) 7“4 .one;
o HM 21474836 FI| 107374180 (2%) 74 .two;

o {EM 107374181 %] 4294967295 (i HAME) F=4E v (BFFH),

3.3.2.44 SSI
PR — NS IR, H TS eAE RN Y SST (MRSS asimtl &) vl
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=3t

location / {

ssi ;

#
}
BS
ssi

[F227S ssi on | off;

ERINME ssi off;

Hol5"4 http, server, location, if in location

JE FHERZERIRR. A SST an < HIAEHE,

ssi__last__maodified

[F227S ssi_last_modified on | off;
FINE ssi_last_modified off;
ol 5"4 http, server, location

FVFTE SST AR FEF ER B R 4R B ) Last-Modified Sk7Bk, DA T-MiN 17,

BONBOLE, K BREHEER, ROWWRN F N AECEI R EL, rIREE &S TR siS R
LV VA S N[

ssi__min_file__chunk

Bk ssi_min_file_chunk size;
BRINE ssi_min_file_chunk 1k;
T http, server, location

B MEEHE BRI B R NK/D, WZRNTFR, - sendfile ZIBENTRA R XH,

ssi_silent__errors

[=2E5 ssi_silent_errors on | off;
BRINME ssi_silent_errors off;
ETFx http, server, location
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RS, 1£ SST AN A A AR IR, KHEIEH " [an error occurred while processing the directive]”

FIFHRo

ssi__types

53PS
HME
EFxX

ssi_types mime-type ...;
ssi_types text/html;

http, server, location

JEHNEATEE MIME REIRGIER F SST a3 < AL EE,

H,

ssi__value_length

FRT text/html, HRFFR(E”*” PLELL(] MIME

Ik ssi_value_length length;
EFINE ssi_value_length 256;
£ http, server, location

N

RHE SSI a2 SEIENRAKE,

SSI &

SSI & B A DA NEHMg:

[<!-—# command parameterl=valuel parameter2=valueZ2 ...

-—>

XFFLAT a4

block

TE XM DMEN include a2 RRIFAREE RIS, R DIELE HAD SSI i<, ZmL BA LTS

name

RAAFR

I

<!--# block name="one" -->
stub

<!--# endblock —-->
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config

EAE SSI AFRMIRIE A A —LE24, A

errmsg

£ SST ACFRM IR ERE R AT e BRONIGOL T, DU 745

“[an error occurred while processing the directive]"

timefmt

182 strivime O BEHIRSAFATER, TRt AR R, BOAEOLR, RIS

TU%A, %d-%b-%Y JH:YM:%S %hZ"°

"%s” A& IE G DAFD g B i N TR]
echo
MHTENE, ZmPTEELA TS

var

K

Eha = €7 11
encoding

S 7715, FIREAI(EEI4E none, url Hl entity, BRINEM entity,

default

— P ARESE, REAEZERTE N T H, BOAHIH :samp:* (none)‘

%t

‘<!——# echo var="name" default="no" -->
B2
<I--# if expr="$name" --><!--# echo var="name" --><!--#

else ——>no<!/--# endif -->

if

PITHRAES, XFHUTmL:

<I--# if expr="..." -=>

<I--# elsf expr="..." —=>
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<I--# else —-—>

<I--# endif -—>

SRR —BIRE, S BA UMK

expr

RIKHK FIXAXALUE:

o BRFEHERE:

‘<!——# if expr="$name" -->

N

o TWERESORRIILE:

<I--# if expr="$name = text" -->

<I--# if expr="$name != text" -->

N

o BRSEMFIEKALE:

<!I-—-# if expr="$name = /text/" -->

<I--# if expr="$name != /text/" -->

|

2R text BLERER, WRBHENHE, IENFANA] IS A BRI AR, MEn] a2 &

fEH, Bilan:

<I--# if expr="$name = /(.+)@(?P<domain>.+)/" -->
<!--# echo war="1" -->
<!--# echo war="domain" -->

<!I--# endif -->

include

KA —MERIEREZ RN A, S BA U N2

file

e EERIsef:, Biln:

<!--# include file="footer.html" -->

virtual

fREEEHIER, Bln:
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‘<!——# include virtual="/remote/body.php?argument=value” -->

fE— T EIEEMZNER, B FastCGI/uwsgi/SCGI/gRPC ARSSARALFRRIE R 2

TRENFPALE, WM wait 2%,

stub

—MNMERESE, TSRS EARBE R B R & A RN R R A B, 4

|

—\
[
N

o WZR

<!--# block name="one" -->&nbsp;<!/--# endblock -->

<!--# include virtual="/remote/body.php?arqument=value” stub="one" -->

BN AR ETE R R sk BE,

wait

—MEESEL, FORTEARS: SST AL Z BT RFIERFERTEM, Bilan:

<!--# 4nclude virtual="/remote/body.php?arqument=value" wait="yes" -->

set

— M ERESEL, TERRIE R BRSNS RS NTEE

[<!——# include virtual="/remote/body.php?argument=value"” set="one" -->

M 7 [ B R AR/ INH subrequestoutputbuffer size 18R E

location /remote/ {

subrequest_output_buffer_size 64k;

set

RETRIME, ZaSAAU NS

ZRE, GRMETESEE, NMEFReEInE
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HEE

fein

$date_gmt

LA (GMT), #IH config m2HH timefmt SEILE,

$date_local

METRTE (RHIEN X)), ¥H config 2 timefmt SEOLE,

3.3.2.45 SSL

fefit HTTPS FriRHIscH,

M TRAHAT R, HEREAN SPATEE; R --with-http_ssl_module FJEETIEH,
1ER B BATCENREEMEG S, ZERCH SR,

w/iE
HAREEHREEE OpenSSL 4,

B B R
T REARALFERS S,
o R TAEERE HORIRE NS T AP EGE,
o A keep-alive R,
o FERILE SIE%AE,
o BHNE 20E%F,
o JFRIREMIINEIE A a1 (BRIAN 5 23

worker_processes auto;

http {

server {
listen 443 ssl;

keepalive_timeout 70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5 ;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;

ssl_session_cache shared:SSL:10m;
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ssl_session_timeout 10m;

B

ssl__buffer_size

1Bk ssl_buffer_size size;
FINE ssl_buffer_size 16k;
TR http, server

BT AR BRRIR X R,

BOANTEIUT, IR/ 16k, IXX BT BRI NI BT/ NTF . O 1 i/ IMEE IR, AT
HU{ERTRESZ A 2 Y, B4

ssl_buffer_size 4k;

ssl__certificate

JE227S ssl_certificate file;
EINE —
X http, server

NETER RS #HEE PEM MIANER M, WERER T FIUEP 2 HNER G E F AES, W% PAR
FPAER — e el BB EIES, RE2HRIEH. PEM MR AT DUKAE R — 2 fF.

IHeAE 4 A] PAZ IR AEE AN R B AIE S, B4 RSA F1 ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;
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A OpenSSL 1.0.2 B @A SN A FEUEF (E A B SRANE R %, X THIARIRRA, HEEEH—ME
FE,

ik
i/ OpenSSL 1.0.2 BEE EhRA, AT ATE T4 A AL &

ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

THER, AR EIRE R VIR SSL B FINEIES, IXFTRES X PERE™ A= AT #2,

FDMEE(E data:$variable KA file, XMW R INBIEB M RIS, HER, AU EHIL
IR RER R L 2R, FIINRRAHEEES AR H S,

ik
ROZICAE, BT HTTPS WHYAIRRS, 9 T s RB B, BIIRSS %8 N IZ T SRR
IP ik,
WREH T ssl_ntls, ZIELTT AN NS E RIS NETR D) A s—1:
listen ... ssl; )
ssl_ntls 5

# W NTLS iF $
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# WP\ 5 % #H RSA FH —RAEH

ssl_certificate rsa.crt;

ssl_certificate_key rsa.key;

ssl__certificate_cache

[F227S ssl_certificate_cache off;

ssl_certificate_cache max=N [inactive=time| [valid=timel;

BRINE ssl_certificate_cache off;
X http, server

TEX—NGAF, TR B E R SSL IET FIRAT,
ZIEL R AN S

o max —RERFHPHRATTREE, HRARHN, RITRV#EH (LRU) BT/ H05ER,
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+ inactive —& XILRTEILMSRINARBE MBI SWAEPRIII K, BIEEEIIAET valia AN, &K
ViR EE NS, BRIy 10 #),

o valid —& N EATCRBMANEROF AT AR RN E, BRIy 60 75, TEHHARZ )5, UEHHHERT
INEEEHT R,

o off —FAH%RAF,

B

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

ssl_certificate_cache max=1000 inactive=20s valid=1m;

ssl__certificate_compression

181k ssl_certificate_compression on | off;
ERINME ssl_certificate_compression off;
X http, server

Ja R TLS 1.3 IRSS#HESR [ E46,

#HiE

FEfEM OpenSSL 3.2 B RRAIN STRHZTE S, KR IIEAEIRSIR HFER (.

#HiE

FEfER BoringSSL WS F:H%16%; XIFHIEMEIRFIRER 2140,

WA T ssl_stapling, WIZEFUES K4,

ssl__certificate__key

HIL ssl_certificate_key file;
EINME —
ETrx http, server

NETER RS #HEE PEM A& UHIRAA S

ik
£/H OpenSSL 1.0.2 B @hlA, AT DATE X4 i AL &
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A]DASEMH engine:name:id R file, IX¥EM OpenSSL 5% name MEEEGIEE id FIFAFH,

A DAFEEME store:scheme:id RIE file, H T MEEIEE id M1 OpenSSL 2R EM URI scheme
TNEALEH, BN pkestio

A DEEME data:$variable SKIEF file, IXFF WA RANBA AT AR RISCA:, EER, SHEMHL
BIRATRER TR L 2 RE, BN RATHREES AR 5,

IR T ssl_ntls, IZARL AT AMER M NSE (BHNEZE 2 FINER ) Az —1

s B

listen ... ssl;

ssl_ntls

# W NTLS iEH
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T 5% RSA EH — & AE A

ssl_certificate rsa.crt;

ssl_certificate_key rsa.key;

ssl__ciphers
Bk ssl_ciphers ciphers;
ERNME ssl_ciphers HIGH:!aNULL: !MD5;
£ http, server

A B B EN, BHEMHLL OpenSSL FEFEERIASRASE, HI40:

[Ssl_ciphers ALL: 'aNULL: 'EXPORT56 : RC4+RSA : +HIGH : +MEDIUM: +LOW: +SSLv2: +EXP;

FEHEMYIRBURT Z2EM) OpenSSL kA, FIPA#H openssl ciphers i EFTEESIEK,

i

i OpenSSL I ,:samp:ssl_ciphers $6% RECE TLS 1.3 HBEEMN, BHH OpenSSL A& TLS
1.3 BHEM, B~ ssl_conf command 8%, IEL BN X REY SSL BLEMEINM,

o {E LibreSSL H1,TLS 1.3 ZtEH vILAFEH ss1_ciphers BlE,
o TE BoringSSL H1,TLS 1.3 BiEEMFRATLIELE,
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ssl__client__certificate

[E27S ssl_client_certificate file;
LN —
o974 http, server

f57E PEM MG E CA IEFSF, AT RIE B miE+, DARAESS M ssl_stapling INERUE OCSP M
AVAS

UEPFNRMG R IELE R 0o USRI, AT DAEH ssl trusted  certificate 8%

ssl__conf__command

1Bk ssl_conf_command name value;
ERINME —
ETrx http, server

WBEEE OpenSSL AL E M2,

w7k
TEM ] OpenSSL 1.0.2 B ShRAR 2 £51%46% . B OpenSSL ACE TLS 1.3 HHEM:, iE#H

Ciphersuites i<

A DAFER— Al LFEEZ A ssl_conf _command 6%

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

W LFIRANEEE X ssl_conf command 155, MIXLEFFL M E— MBI K,

B
HIENCE OpenSSL AIRESFBEIMT N,

ssl__crl
Bk ssl_crl file;
EINME —
T http, server

se T &P PEM 5 ASIE (CRL) SCik
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ssl_dhparam

Bk ssl_dhparam file;
LN —
X http, server

fEE— & DHE ®HEMFR DH 28I,

B
BIANER S NRESH, FILA 2R DHE ®HEMF,

ssl_early__data

Bk ssl_early_data on | off;
FINE ssl_early_data off;
ol 5"4 http, server

JEFEZEH TLS 1.3 FHI%HE,

ERHABESR LENIERSZE =i EW, N THRIPNHZRZIRKE, NE
F$ssl_early data 22 &,

proxy_set_header Early-Data $ssl_early_data;

ik
TEfEA OpenSSL 1.1.1 BEEMA PR BoringSSL B FFZTES

ssl_ecdh_curve

[ER7S ssl_ecdh_curve curve;
BRINME ssl_ecdh_curve auto;
EFx http, server

{57 ECDHE HHEMFIHhLk,

ik
FEfEF OpenSSL 1.0.2 B S RRAR, AT DAEE 2Lk, Hilin:
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ssl_ecdh_curve prime256vl:secp384ril;

FFRME auto AT OpenSSL 1.0.2 B mhRAH OpenSSL FENERIMIZRAIFR, B ERIHRAHRT B
T prime256vi,

#HiE

FEfER] OpenSSL 1.0.2 SCERARARR, %15 BIRSTa TR HTHIZSR, Ktk 4 7 ECDSA Ik
PREWSIEH T, EEARZEERIE R,

ssl_encrypted__hello__key

Added in version 1.11.0.

HIK ssl_encrypted_hello_key file;
BME —
X http, server

fEE—NEE PEM ¥R ECH fAFAM ECHConfigList S0, 1ZI8S I MEEZ IR, TN
&P uAl % (ECH) B9 OpenSSL 8¢ BoringSSL #HE; F NI #,

ssl__keylog_ file

Added in version 1.12.0.

[E37S ssl_keylog_file file;
LN e —
X http, server

faE— ek, AFICR % B RSO ERIER R SSL/TLS %4H, KA SSLKEYLOGFILE 83X, Wire-
shark 5§ T H# HZ&ZORBERIR TLS &,

IR AN S LibreSSL —#2{#i .

B

PSS BURAT TLS MR, AT TREAMIERIEMRRER, HOCRIZE M T
BT, BREAS SRR, FEA F R 2R MIER .
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ssl__ntls
[E=2FS ssl_ntls on | off;
BRINE ssl_ntls off;
o974 http, server

TEfA TongSuo TLS FERN /A FARSS 286 AT NTLS HISH,

listen ... ssl;

ssl_ntls 5

ik
WHER --with-ntls BLESEHTE Angie, FEEHMHMAISZRF NTLS B9 SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \

--with-ntls
ssl__ocsp
[E=2FN ssl_ocsp on | off | leaf;
LN ssl_ocsp off;
ETrx http, server

JE R P uIEREER OCSP KAk, leaf SENAHR UL 5 AVISIE,
FTAHE OCSP JeiEIEH TAE, wef:ssl_verify client $§MNIEE A on B¢ optional,
BENT OCSP MR # FHLK, WNAEE resolver $62

N/

ssl_verify_client 5
ssl_ocsp 5

resolver 127.0.0.53;

ssl_ocsp__cache

[F=27 N ssl_ocsp_cache off | [shared:name:size];
LOVINIED ssl_ocsp_cache off;
ETrx http, server
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B P IER IS AT OCSP RIERIEFIIBIHIRN ZRAEA LR mt =, A

PATE 21 RE LR 55 28 HH i A [ 2 AR 28 17
of f ZEEA LT,

ssl__ocsp__responder

[ER7S ssl_ocsp_responder uri;
HME —
o974 http, server

AT " Authority Information Access” IEFH BHEER OCSP WM F I URL, HFRIE & imiE 5.

N FE nttp:// OCSP MR

ssl_ocsp_responder http://ocsp.example.com/;

ssl__password__file

HIL ssl_password_file file;
LN —
kX http, server

TEE—MIEL EHEEERSE, SNEMIEE IR —THhiEE, IEE AR R RO

1B,

Nk

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name wWww2.example.com;
# MUV VB A 4 E R P
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off
BRINE ssl_prefer_server_ciphers off;
o974 http, server

TEEEMM SSLv3 Fl TLS WRMIN, IS5 de i E MR T & PR s &1,

ssl__protocols

[E=2FN ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
RINME ssl_protocols TLSv1.2 TLSv1.3;
H 94 http, server
J& &2 PR,
/i

TLSv1.1 1 TLSv1.2 ZEUAEM ] OpenSSL 1.0.1 3¢5 S hRA I B 2L,
TLSv1.3 Z2HUAEEH OpenSSL 1.1.1 B¢ EhRAS R,

ssl_reject__handshake

1Bk ssl_reject_handshake on | off;
FINE ssl_reject_handshake off;
Hol5"4 http, server

WG H ,ref:server BLHRY SSL B F K HE4L,
Flan, fEATE AR, S5IRGESZIAZE example.com B SSL 125454

server {
listen 443 ssl default_server;

ssl_reject_handshake ;

}

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;

}
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ssl__session__cache

[E=2FS ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
BRINE ssl_session_cache none;
o974 http, server

REHTHERIESEIRAENAN, R7 DU L MRS

off PSSR S TG Angie BTG R P iR A AT A,

none IRANES L R1ERAF . Angie TR FIRMETEAI AR, (HEPR EAERLF
PR RTE S

builtin OpenSSL NEKAF; (Nl —DLIEHEEM, RERDUITERIETE, WRAE
TERD, WIFET 20480 PNRIE, ERINEZFRIRESBNFRA

shared FERTE TEH R MR RS, RERNAFINRAIEE; 1 RFHTA] AE

fif%) 4000 M1, BMNEERENE —MEESR, BAEMHEFZIRNZEER] LA
EZ N ERIRS#FER, FRAEFEH ssl_session ticket key 82 EAECE, T
BIEHTBIER. ZEMERRE TLS S1EEEEH,

PIRRZRAF R AL A] AR, fil4n :

ssl_session_cache builtin:1000 shared:SSL:10m;

(EAASE Y AL 2 G A7 T A6 FH PR B 2R A7 % B = R

ssl__session__ticket__key

1Bk ssl_session_ticket_key file;
ERINME —
HSl5"4 http, server

REMUEHTIEMRSE TLS 21EERNEHIS. RFEAEZS MRS SR R LZHFEREH, U
S RFTN, BINET, AN RIE,

GNSHEE T2 NEH, WUERS —NEYIRINE TLS 21E5E, XA BRI, Fn:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

ISR 80 BR 48 i HIBENLESE, AT LAREA DA an <Al :

[openssl rand 80 > ticket.key

FRYESCERN, A AES256 (FHF 80 F1&4H) 80 AES128 (FHTF 48 F &) #HATIIE,
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ssl__session__tickets

[E27S ssl_session_tickets on | off;
BRINE ssl_session_tickets on;
o974 http, server

JEFHEEEREIS TLS 215 5HE BT RIS,

ssl__session__timeout

HIL ssl_session_timeout {ime;
BRINME ssl_session_timeout b5m;
ETx http, server

e & Fm ] A H 2 TR 2 80N AL,

ssl__stapling

Bk ssl_stapling on | off;
ENINED ssl_stapling off;
ETrx http, server

JE FEZE FARSS 88 2517 OCSP Wi, 1~f:

ssl_stapling 5
resolver 127.0.0.53;

A OCSP BITIER TIE, NIZANEARSSIEBMAERNES, R sl certificate XA EHIRNE
B, WINRSS SEBWUAE HFNEBNAFAET ssl_trusted_certificate $6LFEE I IFH,

i
AT N OCSP MR E 414, IENFEE resolver F62

ssl__stapling__file

Bk ssl_stapling file file;
HME —
LT http, server

A, FITH OCSP MaRLRE FEE IS AEHIREL, AR ERSS LB EE ) OCSP MR #,
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ZSHRN DER #8538, HH openssl ocsp a4,

ssl_stapling__responder

[E227S ssl_stapling_responder uri,
LN e —
X http, server

BEIEHY B ”Authority Information Access” HFEER OCSP M & H) URL

{SZHF http:// OCSP Wi :

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
FINE ssl_stapling_verify off;
TR http, server

Jo A AR SS 284 OCSP M i F 56 IE,

BERIE IR T/E, RAEMssl trusted certificate ¥a ARG AL FMAZ LR, RIEFFTE HE
WEPECE N Z BT,

ssl__trusted__certificate

[E3FS ssl_trusted_certificate file;
LN —
ETrx http, server

BT E PEM BMAZEME CA IEBRXME, ATRIE FFuiEs, PAKRIERHssl stapling BEGIE
OCSP Mip,

sl client certificate WERNEBEARE, XLEUERBRFIRA S ZIRAR i,

ssl__verify__client

=275 ssl_verify_client on | off | optional | optional_no_ca;
ERNME ssl_verify_client off;
X http, server

JE AR P URIE B IE, JR RS RAFETE $ssl client verify A&,
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optional TERE P UIES, WRIEB AR TRE,
optional_no_ca IENRFFUGIET, (HARZEREHZEERN CA IEREH, XIEHTH Angie JMB
HIAR S T T S PR IE 3SR RYIE o

ssl__verify__depth

HIL ssl_verify_depth number;
PRINE ssl_verify_depth 1;
T http, server

B P iR SRR,

$EIRANIE

http_ssl *ﬁﬁ%i‘i%’ﬂ/l\ﬂlfﬁx\@%ﬁi?&1ﬁ@, AJ DA error__page ?’é/&\jﬁﬁiﬁﬁi

495 A PUIE RIS IR AR R A AR
496 B ASE BT TR RS ;
497 HHERE & %%] HTTPS 4,

BEFKREEE KRB ZGE, MNEZE (W $request_uriv Suriv Sargs F) B,

REx

e

hitp__ssl FEARSZRFN E AL &

$ssl_alpn_protocol

IR[EITE SSL #EFHARNEE ALPN JEBERIHMY, &R A2 7575
$ssl_cipher

RETE LR SSL R FH R E AR,

$ssl_ciphers

R[5 SRR R E AR, CRIBEHEEFAZSRSIMH, RAR7EHER, fln:

AES128-SHA:AES256-SHA:0x00£f

#HiE

XAEREH OpenSSL 1.0.2 B SARAN A 2L R, W THRIARA, ZZE(CEH TH XIS,
¥ A H ERR = LT,
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$ssl_client_escaped_cert

IR[EI SN2 AY SSLERER PEM AR imiE+ (URL 4Wi9),
$ssl_client_fingerprint

IREE N SSL ERERY R P ImiE B SHAL $550,
$ssl_client_i_dn

AR REC 2253 IRMEIE @AY SSL JEHEME P uHIEBR”? Mk #E DN” Z4F 58,

$ssl_client_i_dn_legacy

IREE N SSL R P IRIEAY” Mk # DN FRFH,
$ssl_client_raw_cert

IREIE LK SSL #EHER PEM MU F i+,
$ssl_client_s_dn

MRIE RFC 2253 JR[BICEEIZA SSLIERERTE FURIET A" T8 DN” FRF e,
$ssl_client_s_dn_legacy

IREE N SSL ERRE P IRMIET R T8 DN” FAFH,
$ssl_client_serial

IREE N SSL ERERE P ImMIE BRI PSS,
$ssl_client_sigalg

IR[E| ALY SSL IERERIE PR IE R AR RTE <https://www.iana.org/assignments/tls-parameters/

tls-parameters.xhtml#tls-parameters-16>‘_,

ik
{AEMER OpenSSL 3.5 B SARAN A % &, X TRIFMRA, MERERNZTFIFH,

ik
ZARUEHTH 218,
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$ssl_client_v_end

IR [|] 28 e A5 OSSR H o
$ssl_client_v_remain

IR [6] 75 - S Lk A5 E T A SRR R AL
$ssl_client_v_start

IR [|] 2 e A5 A6 H 3,
$ssl_client_verify

IR A1 FUHIE B UFAY45 5 . SUCCESS. FAILED:reason, {MSRAIRMLIEFNIIR[A] NONE,

$ssl_curve

IR[EIE SSL BT HIR A T A5 B i dh £, ©RIRIHIZAZ 2 ARSI, RAA A7 EHER, Flin:

prime256v1

#HiE
XAEFEM OpenSSL 3.0 BRESARANA SCRHZE &, N TRIHRA, ZZRBER N FITH,

$ssl_curves

IR [A1E PSRN ES R CRIRIHIZRIZA ARSI, ARAAT LA/ f R, fian:

0x001d:prime256v1:secpb21rl:secp384rl

ik
XAEFEM OpenSSL 1.0.2 BUE RRARN A %3 &, M THRIAMRA, ZZERER NZ TS,

ZAROEH TR 2,
$ssl_early_data

GUERMEA TLS 1.3 FHEHE HAEFARZER, NWHRE1, SRGR[E7,

$ssl_encrypted_hello

Added in version 1.11.0.

QUEREERNER FmEE (BCH), WRRE1, &HUGERE,
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$ssl_protocol

IREE N SSL ERERIHML,

$ssl_server_cert_type

FRAEAR S5 #RIUE A B HRYSAY, BUE N RSA. DSA, ECDSA, ED448, ED25519, SM2, RSA-PSS B unknown,
$ssl_server_name

IRENE SN IE R EIARSS 8821,

$ssl_session_id

IREE NI SSL FERE I SIEMRIRTT,

$ssl_session_reused

GRSk SSL TEWEM, WHR[Er, HNERE7,

$ssl_sigalg

IR[EIE NI SSL IEFZ ARG AR IE R AR HTE <https://www.iana.org/assignments/tls-parameters/

tls-parameters.xhtml#tls-parameters-16>°_,

ik
{XAESER OpenSSL 3.5 BUE S RAN A SHZ LB, X TRIARA, %ERBERNZFIFH,

wHik
ZEBRICER TH =15,

$ssl_sigalgs

R A e SSL R TFHIRRMRT B4 51k IR, DB S0,

#HiE

AT OpenSSL 4.0 SEmfRA, FIEUAMEIIRE]; A AIRRIEIERDENH LG+ /B,
REIHREARIR APL 1Y SSL R BIAIEN R/ IR A, AXRELREIE APLH
PSR [a] 22
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3.3.2.46 Stub Status
IZEPR AN FE AR SS A IRASE BRI A,

4 ARG H *@iﬁﬁ#, N AR, NIEd --with-http_stub_status_module FRIETOR f5
Jﬂo

R E BN EERNRAUMBGT, SR EESEEET,

[t

location = /basic_status {
stub_status;

}

UERCE AR T — ME R, RREARSER, WRR:

Active connections: 291

server accepts handled requests
16630948 16630948 31070465

Reading: 6 Writing: 179 Waiting: 106

B

stub__status

1Bk stub_status;
HME —
TR server, location

RS BRI FTER B 7L,

iz
RELTIRSER:

Active connections
SRS P I, SR,
accepts

R R SR
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handled

WEFRRER S TEH, MBSEUES accepts [,
RRAHD.

requests
P SR B
Reading

A AT IEAE BEOE SRR HIE R
Writing
ElINXACE- Il CELIVASES 2@
Waiting

AT R RFTE R e R

REx

e

$connections_active

5 Active connections BIEHMIFEL,

$connections_reading

5 Reading W{EMF,

$connections_waiting
5 Waiting BEAE[E],

$connections_writing

5 Writing F{EAEF,

3.3.2.47 Sub

FRIFISBIFELE R PRIR S (F1an, worker connections

RPN IEAS, IR NMEE AT RO 5 — DT ERRAB A
IR MRS, HBEBREAAS B BB --vith-http_sub_module MJEEITRIE M.
TERE BAMFEFERR MGG, ZERE A SERR S,
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=3t

location / {
sub_filter '<a href="http://127.0.0.1:8080/' '<a href="https://$host/"';
sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/"';

sub_filter_once ;

}

ES

sub_filter
Bk sub_filter string replacement;
BME —
X http, server, location

W E BRI BRI 7 B, DB 2 BRI R X KNG, BB 745 BB R i 21
BRI DS R, fER—EEHN EAIDIEEZ D sub_filter 152, XA SIVIE Y BTR IR E X
sub_filter 82 HVIHMN A S _E—FKECE DK,

sub__filter__last__modified

B sub_filter_last_modified on | off;
EINE sub_filter_last_modified off;
T http, server, location

FOVFAERS A IF) OR B R 4GRS Y Last-Modified SkF Bk, DUE TR %17,
BONEOCR, BTN ARECHEE RN HIBL, kP BRRERER,

sub__filter__once

[E27S sub_filter_once on | off;
FINE sub_filter_once on;
T http, server, location

RO NERE D B AP R — IR E R E K,

sub_filter__types

JE27S sub_filter_types mime-type ...;
EIME sub_filter_types text/html;
T http, server, location
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BRT text/html 4b, IEFEFEE MIME JRUAGNAN. AP S AT B, FFOR{E* DLACHER MIME 287,

3.3.2.48 [EiE

Added in version 1.12.0.

FEIERLEE (ngx_http_tunnel_module) ZbH HTTP/1.1 CONNECT iR, HEX S EimRS 42
RN I R OESE, i Angie RERS 75 2 B,

X BEIE 175 7] AR E R 17 (RIS S REATH8 0 . auth basic. satisfy Flauth_delays,

B E B

http {

map $host $allow_host {

hostnames;

example.org ilg

*.example.org 1;

¥
server {
listen 8000;
resolver 127.0.0.53;
if ($allow host != 1) {
return 502;
}
tunnel_pass;
T
}
B5e

tunnel_bind

[E=2FS tunnel_bind address [transparent] | off;
HME —
T http, server, location

(ER e oA 55 A B U R TR E AU AHE TP il (WIS ) &, SEEF DE SR, RKE off
KB E—RECE KR tunnel _bind FEMIRCR, MMARFRSH N 2 ECAH TP HIAERISH I,

transparent ZE VR UARSS A A USSR MARAIE TP Mk &k, BIAH AN P IRATESE 1P bk
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‘tunnel_bind $remote_addr transparent; }

T HESEER, BEBEDEI T BRIZTT Angie TAEERE, 1£ Linux ENIARFEEXAEM, FN
WRIEE T transparent ’5#{, TAEFES N TR K CAP_NET_RAW HESTo

tunnel_buffer_size

FENER tunnel buffer_size size;
ERINME tunnel _buffer_size 4k]|8k;
X http, server, location

BT MEumiRss as AR RN IX Y size, BRI IR E R T WNE U BREEERRN M XH size

tunnel_connect__timeout

181k tunnel_connect_timeout time;
FINE tunnel_connect_timeout 60s;
£ http, server, location

T X5 e st N R AN I (R, REERAR, HEE R A 75 .

tunnel_next__upstream

181k tunnel_next_upstream error | timeout | off ...
FINE tunnel_next_upstream error timeout;
TR http, server, location

TR EMPEB DL T ROCRFTESRAZ B R N — MRS s :

error 5k55 ae SR SN IR RN R AR
timeout GRS asEIIERL,  FIHAL IR R M H SR N &2 2 T
off SRS SRAGIBE] N — RS A%

HEEMARMAE P BT PR, A RERIRRGIEE] N — P RSTER. WERAEL RN AR+ %4
HREGEN, NIRRT R,

G LT AR E AN 5 IS5 ad E R R =1, HA, error Ml timeout AYIRILIALRHAN N
K2, BEENTRIERR S HEE,

R SRAGIBEN N — AR ARAR A AT DO 251008 RIS ] 0 PARR

3.3. [FAEER 311



_*Amb
Software

IhEEHEIR, R4 1.12.0

tunnel_next__upstream_timeout

Bk tunnel_next_upstream_timeout time;
BRINE tunnel_next_upstream_timeout O;
T http, server, location

BRI AT LARFE SRAZ I E] T~ — MRS s R, B o RO HIIHERR A,

tunnel_next__upstream__tries

HIL tunnel_next_upstream_tries number;
BRINE tunnel_next_upstream_tries O0;
H 94 http, server, location

BRAIRFEREEE] ~— MRS 88 FTPTREZIIREL. 1H o R SRHIIERRH,

tunnel_pass

[=2E tunnel_pass [address];
ERINME —
ETrx server, location, if in location

JA A CONNECT i&ERMWALH, Jf % EJGu RS A thik, BRIANE N T, address N
$host:$request_port, HEHEFImIGRK, ERZEIEI T, tunnel_pass Fis LAl BT ISE

Mk ] DG Az B 1P sk, DARZ I :

‘tunnel_pass localhost:9000; }

BRFETE N UNIX BEREFERRZ:

‘tunnel_pass unix:/tmp/backend.socket; }

QIR NRA AT R Z2 D Hbdk, PR DAAE T 75 S CEE R AT X Stttk IHeAh, HhkIEn] DA E MR 55 #4

SHEV DB ELE, EXMEN T, MR GEE 84, MSTE IR S 44 I8 RIZAT,
WERAERR], WHFEA resolver HATHIE,

tunnel_read__timeout

181k tunnel _read_timeout time;
ERNME tunnel _read_timeout 60s;
T http, server, location
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B P m e iS5 a i M UGESIRE S BRE 2 AR AL, Q0 SRAE RIS TR AR R A
1, WERARHOHA],

tunnel_send_lowat

HIE tunnel_send_lowat size;
LOVINIED tunnel _send_lowat O;
ETrx http, server, location

MBRZIELSLBERNESE, Angie ¥MEIRARERD B GRS A0 U ERE_ IR IR RIEREL, ik
i kqueue J71£M NOTE_LOWAT fri&, BT ATEE size B SO_SNDLOWAT EREFIEIT,

W54 1E Linux, Solaris f1 Windows &4 20K,

tunnel_send__timeout

YNGR tunnel_send_timeout time;
ERINME tunnel _send_timeout 60s;
X http, server, location

BRIk SS as E R LR BRI R, @R (O BAMUGES S HRIEZ R, MmARRMEmIE. W
FIr iR 55 de TR TR ORI EATT AR, WERERE R,

tunnel_socket__keepalive

B tunnel_socket_keepalive on | off;
FINE tunnel_socket_keepalive off;
Hol5"4 http, server, location

N E ek S5 o B HHEREICE " TCP keepalive” 174, BRMER T, ERTRABIERFGHIZE, R
ZIERWEN on fH, WA NERETGH SO_KEEPALIVE EHETILIL,

3.3.2.49 Upstream

BH—"1NETX, HTHIARTEprozy pass. fastcgi pass. uwwsgi pass. scgi_pass. memcached_pass
Migrpe pass $6HEEFHBIARSS 254,

L B

upstream backend {
zone backend 1m;
server backendl.example.com weight=5;
server backend2.example.com:8080;

server backend3.example.com service=_example._tcp resolve;
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server unix:/tmp/backend3;

server backupl.example.com:8080  backup;

server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;

server {

location / {

proxy_pass http://backend;

B

backup_switch (PRO)

[=2ES backup_switch permanent|=timel;
BINME —
X upstream

ZARR R AM TEEhd (R ERSIIREIRSS aR04) T2 E4UTIaARSS s iR iRE /1. nRIETE A
FRIEEN N —DNEREREIIRSS g, I HERBINEIEMNHE, WIZARSONTESIH, JFEEE KR B m 2
RIS A%

WNRE LT permanent ZEUHIRA time {H, WIXAIEIERERIHESNIRE, I HAS BAEFRERR
FRIRIH, WRIEE T time, MIZHRE SRS IEREE I RN ARSI, T de i B U & Rk
A, GHERARSS &% (EH TAENNR A FX 22,

B

upstream my_backend {
zone my_backend 1m;
server primaryl.example.com;

server primary2.example.com;

server backupl.example.com backup;

server backup2.example.com backup;

backup_switch permanent=2m;

J

QNIRRT A I TR S5 B VIR B 00, T G 8208 SKRRAE 2 e N HNZ& B, 2 28l )E, 7
Bt S EHTRE LIRSS &, AR EMER LOE, WHEREE SO ERNH,
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bind_conn (PRO)

[E27S bind_conn value;
LN —
o974 upstream

LHEENZ BT value AIFT v F1 o I, FRVFIGIRSS s RGN E 272 I+

BE

bind_conn f&5 LA W BN EIIE 7T RS 2GR, SNRAEFEH, RS sticky 5%
—iE i, W bind_conn MITE sticky ZJG,

B

%80 ref: Proxy <http  prozy> FEH B AV R AOERE, 1)40:

proxy_http_version 1.1;

proxy_set_header Connection "";

AR HAR I HUR B NTLM SO RikiiE s, K& ZaErITaan s - i 2R 55 a4

JE:

map $http_authorization $ntlm {
~*"NTLM ig
~*"Negotiate 1;

upstream ntlm_backend {
zone ntlm_backend 1m;
server 127.0.0.1:8080;

bind_conn $ntlm;

}
server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
# ...
}
}
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feedback (PRO)

1E 1.12.0 IRAR LA E: PRO

[E227S feedback wariable [inverse| [factor=number| [account=condition_variable]
[Last_byte];

IRINME —

ETFx upstream

£ upstream HIREFT RIBHIEIIHIHIH], EEIT R MRBRAR S5 A AP 3 DA 2 S BHE R 3 &S
TAREIBRER, ESNYE variable RIEREI RIZEML, FF3ZATESAFHIZIH,

A DHEE A RS

variable MAFIREU BHE R &, BN %R R RE SRR AR, BOE ARSS s AE A B Sk B
77 AR HIZ(E,
i%ﬁﬁﬂﬁi%%%ﬁ’ﬂ/l\ﬂrﬂﬁjqﬂi&ﬁiﬂﬁa, FHARHE inverse I factor XEMALL)
FEIE,

inverse WRIRE TS, WIRBHER B AR BURAIMERR B RITERE,

factor HEFEIENZ R R BHER R . ARUEN 0 2] 99 Z[RIEEE, BAIAMEHN 90,
FIERER FEECFE AR,
R FRK, B EDR A (E RSN N GRERFEE Y 90, WIKRA 90% HISCHIER]
X 10% HIHTE,

account TR — AR, AT HEHHETH R EIRLEIR, (%N A SRR A
ST v Bl von IR, A fel T ME B ) Sz 5 BE T T PR

#HiE

BRINTEGL N ref: EBIMEE <u_upstream__probe> HAMRIFII N A& &
H: ¥ Supstream  probe Z B account £5E A AT DAL & IX Lo iy 5K H 2 HE
BRI At B A5 Wi

last_byte FOVFFE R B Se R 7 5 A FER B ACERARSS s B9 B, TIOR3k,

Nk

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;

server backend2.example.com;

}

map $upstream_http_custom_score $feedback_value {
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"high" 100;
"medium" 793
"low" 50;
default 10;

}

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";
default e

}

I B AR M 7 S B P RS A8 0 B R IR A IR S5 s M LA T 70 28, FFRAE Supstream. probe ETANZR
F, A5 ERK H high_priority oA AN N SO HALE F i KA R,

hash
=27 hash key [consistent];
HME —
HSl5"4 upstream

JIiR GG esdi e B 71k, HA R P iSRS A BT e s E e, T DAES TR, BHEE,
MAFTINE M BRAR S5 28 AT BE < S BOR 2 B S Lt 2 R R AR S 88, 1% 77155 Cache::Memcached
Perl JEHA

hash $remote_addr;

YERETNZA 1P HUIERISAA I (B0, 5 resolve 4k, MRS HR NN U SN HIHIHEHEITHE
7, BRI eI Al REAE A [RIR 55 de < A AR, XS P om oA, iR —20 01, 15

consistent 723?510
WIERAETE T consistent S, KA ketama —BUEIGT 715, X7 IERR S NAHHIRINEMERARSS 78

i, A DEE S EHI BRI IRSS 8. XA T AREIRS LN E SR FmTR, ZhES
Cache::Memcached::Fast Perl FEFEZ, HA ketama_points SEILEN 160,

ip_hash
HIE ip_hash;
EME —
ETFx upstream

HNRG5ardlfa e BTk, RYEE i 1P itk fERSS a5 < Rl ECIE K, (A% i 1Pv4 Hsik YRl
=)\ SRR TPve HIBE(ENIG A, %75 TR AR B Al — 2 P I SRAGLRAL IR E 7] — Il 55 45,
PRAFZARSS S AT, ERMMBEOLT, ZPImia KR EIEE S —alissas. A RTRERZ, X RZR—
AR,
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GURFBEIGNFEERIE G IRSS 88, N down ZEWRICE, DARHRFZ Ui 1P Hulk )Y AiG 7

upstream backend {
zone backend 1m;

ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;

server backend4.example.com;

}

keepalive
Bk keepalive connections;
BME —
X upstream

TS 2 LRSS AR R 2R AT

connections SEINEFN TIEHEETFHLAENE EIFIRSSSIZIN keepalive HERZIER RE R, 4
I BRI, B i/ DM RSO A,

#HiE

TERHITER IR, :samp: keepalive 162 RM| Angie TAEBERERT DAFTIFIEI_LJFARSS 25 VISR S
connections ZHUVIKEFER, DMELL RiFEARSS a5 L REA TR £ AR

B
keepalive {5 MIERTH IR BIEIIHTT RRHEL Z G M, SNIERARIER.,

fHF keepalive JEHEHY memcached b IiFHE &R

upstream memcached_backend {
zone memcached_backend 1m;
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

server {

#...
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location /memcached/ {

set $memcached_key $uri;

memcached_pass memcached_backend;

XF HTTP, MoK prozy  hitp version 8L BEEN"1.17, HIHFR Connection SkFEL:

upstream http_backend {
zone http_backend 1m;
server 127.0.0.1:8080;

keepalive 16;

server {
#...

location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;

proxy_set_header Connection "";

ik

3, A] OSBRSS #8513 Connection: Keep-Alive” SkFBERHH HTTP/1.0 FrAER, H

ANHEEE R I T 1%

T FastCGI RS 28, THEIXE fustegi keep  conn A BEH keepalive 4% TA1E:

upstream fastcgi_backend {
zone fastcgi_backend 1m;

server 127.0.0.1:9000;

keepalive 8;

server {

#...

location /fastcgi/ {

fastcgi_pass fastcgi_backend;

fastcgi_keep_conn on;
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#HiE

SCGI l uwsgi WMUI%HE keepalive ERZIIMEE,

keepalive_requests

B keepalive_requests number;
ERINME keepalive_requests 1000;
HSli5"4 upstream

B E AT LUEE —1 keepalive BRI ERIE RE, BBIRARTERG, ERERHOCH,
TE ISR AN BN TR MR AE o B2 EE Y, (RN, (E A i R TR SR BT RE S A

%, NEBOXFHM

keepalive_time

JE2FS keepalive_time time;
FINE keepalive_time 1h;
kTR upstream

BRAIA] POEIE — 1 keepalive HERACERIE KAV Rl IAZNILIRG, EEReR 725 S48 RS2 UG 5%

1o

keepalive_timeout

Bk keepalive_timeout timeout;
ERINME keepalive_timeout 60s;
£ upstream

BB S _EFIRSS S N R EHE R RHT IR SN I R,

least__conn
Bk least_conn;
HIME —
LT upstream
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TR 55 as2EL I i R B 75 1%, KSR G A 1o B SR B D IR S5 4%, [RIIN =5 B IR 55 e, 4N
FAZNRXFERIRSSE:, WGBS WS #75 R R 2 el T,

least__time
=275 least_time header | last_byte [factor=number| [account=condition_wvariablel;
HME —
T upstream

T e MR S5 S dE I i FH DA Bt 751, P TE sl AR S5 SRt O SR L2 5 H P50 [ ) BBz B Wiz s TR]
B, IR55 AR 3RTS HOIE Kl

header ZAE < TR B SKA - E IR AL,

last_byte 3z gt Ik G N DIV SR B SLR I E18

factor '—?responseitimeﬁfactor HI/EFAE R, ﬁﬂ%iﬁﬁ?ﬁ%?&, M=EEE,

account Eizv i IS W R e VAR oy o A T VAN S C et o

nn ﬁ W)W Hﬂ’v W/Z\A\E%?_T'ng{ao
ik

FINBOLT, 4] (PRO) WM AEEETER,; ¥ Supstream__probe TES
account GEHH, AT AR & ixLemapy, £ R HEFRE MR A R,

MAEMETE APT Y LUFEPR H DAIRSS#5 health MR HI header_time ({f3k#F) 1 response_time
(B R 2B,

queue (PRO)

B queue number [timeout=time];
EINE —
X upstream

WMRAEE —REZHN B RIE RS BECREARS 8 (Fla0, 7655 1 AR 55 A W B TR) 25 07 20 303 0k
Flmaz__conns PRI, TERASWAEL; Hx, Angie 2ZETR AR RN,

ZIEH) number ZELE TR AAIHAYERKIERE. WIS T, W% ik [E 502 (Bad
Gateway) fH1R.

ik
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prozy_next_upstream FHHIEEMIEHTHBARIIE R, BARRYL, WNFRNIERIEEE 7RSS aETTE
R AR 1Z RS &, WIESKFTRESIR [BIRAS,

QISRAE timeout BERY WRIN (BRIAN 60 D) RUEFARSS dRAEFEHEARIIE R, WITA% Fomik[a) 502
(Bad Gateway) HiiR. IdFICHIERERIE F Ui fIE KBS MIASIFRER; 7EAPT FRA BRI IER IR
SHIHEER

B
queue FETERTE BB BIIHTT ARG L Z IR EH; SNIERARIEM,

random
[=2F random [two];
EINE —
LT upstream

NS5 asdAEE Tl %, RE R LR REERERIRSS a5, RIS 5 EARSS 4R .

QUERFEIE T AIER) two BEL Angie RBENLEREM MRF S, RJG MM least conn TITEMAIESE—, HI
R SRAGIB AT SR R R /D AR S5 s

response__time__factor

[E27S response_time_factor number;
EINE response_time_factor 90;
TR upstream

EAEMH FRENBE a7 AU least time TSI T5 RN FEI0E BLIN R ** St ** (B
BT

FEEM number S, FHEX EXMER )N, nRFEE N 90, MIBSERIER 90% FIHEMN 10%. &
SUETEREIN 0 2 99(F)o

YA AR APL W LUFIER P LAIRSS 8% health XN ZHH header_time ({k#EB) #1
response_time (%?é‘ﬂrﬁ]ﬁ) FEAZH,

ik
B AL S B B g 2B AS B B B F proxy_next _upstream. fastcgi_mext_upstream

. uwsgi_next_upstream . scgi_next_upstream  memcached next upstream Mgrpc_next upstream
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FEWIE, AP, :samp:header time [EAXAEFBOTAE BTG SLESIN EHT 115, 1 response_time {NTE
TR R b I 2 5

server

[E=27N server address [parameters|;
AIME —
TR upstream

T RS as AR HoAth 2 8y, Mt a] DIAEE IR B 1P ik, Al el 1, sifa ey UNIX ER:
TS (TE unix: BISRZIG). AIRARTGEwH, WM 80, AT AZA TP HlkAyA & — IR
MRS ERo

A RUE XA RS

weight=number WERS SSHINE, BROIMEN 1.
max_conns=number FRIIZIFRIRARSS a8 BB RN TESIERR L. BOMEN o, FoRIAIRMI, SRR
AR =N, MNZRRZ TR R AR

#Hik
JERZRGRFERE, 2 TR L NAE X I, BIACHAR S5 2 A TE 30 23 RS B S 8] re e

max_conns 'on

max_fails=number —XBEEAEEN fail_timeout I TAIEN 5 IRSS B BHIRMEIRREL, BENZREBUG
ARS5 as R BN RIS 205, REEAR R 1R B P UG A

K Z KW E X EHpT’O.T(?/i77/6.77//771,])8//7’(2(1,777/\ fastcgi_mext _upstream. uwsgi_next upstreams

. AT
scgi_next upstreams memcached next upstream Flgrpe _next upstream &S HHE o

YL max_fails N, Mupstream probe (PRO) WIFERE, IRFEGMHEAN AR H; &P umiERER
R MENZIRSGS %, BREIREWREHATH AL,

#/ik
ﬁn%?@#ﬂ"] server Tﬁé\@@*ﬁﬁg/l\ﬂﬁ%%g, H max_fails i&%j@%%”@ﬂq?ﬁ\ﬁﬁ%%&o
WRIEFENTNE server $682/5, LTI —MRSES, W max_fails BB ANEMERHIFRHZR,

max_fails=1 FRINZBIREL
max_fails=0 2 225
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fail_timeout=time —XEMNAIEL, FEMMIRMSAUL ESEE RIS RS aHBERMER (maz fails)
MRS58 A RN AT, G ARSS S EAH R BN R BRI EREE A AT IR, Z e FHR B 2

BOMEDY 10 s

#HiE
RATH server FaMMT NZ MRS S, H fail_timeout RER N H T MRS,

GERAEMTFTH server 165, Ll OGH—MIRSSE:, W fail_timeout BEAE/EMFHKFHIR
o

backup KRS AR A RS, M ERSEA TN, ERRERE R,
WERFGTE T backup _switch (PRO) ¥8%, HENFHEBEMGIEH,
down B IRS5 ERtRic K A AT Ho
drain KRS SR ICNHEIRAS, XEWE B IUEIBCK B SERTlEE sticky 48E R S1ER)

BHR, BN, 785 down BAAMFE,

B
backup ZEAGES hash. ip__hash Flrandom BTG T E—EE A,

down I drain Z¥(H F.

resolve TV IR S AN VA IP Mk FIRAZE Y, FFEAE RN EAL B AR O T 55
Eo BHBFATIHZNG F1; ERHE Lresolver,
service=name JAF DNS SRV IesRHIfEAT IR BARS 2R, BHXSEAR, SaNARSS #te
7 resolve 7‘/}3@(, HFENBHFIEEN I,
WERARSS B LS R, WRIE REC SRETE R AARR: RS APRATIN _ B4R, A
JETERUGHIIN _tepo B, ARZ5HEFR http KN _http. _tcpo
Angie B 4H EMTEMAIIRSS B ARFI BN KM SRV 05, FHiEid DNS 4RH
ZHRHAGHINRSS2HIER, DA EN T ILEHRFNIE,
o BAEESEHRN SRV L7k (MERERIRATICT) HdiTy RS ES,
HAE R IR %8, WIR server X E T backup, NIEARESMIE
KA SRV ILFBUEIT A& ARG 45, HALIC RN,
o NEEPIT server 5H) weight B8, WMRIEFESARTH SRV Iz
#fEE 7R, MR IR BERIAE,

TEHRBIH, AIEFE _http._tcp.backend.example.com FASTEK:

server backend.example.com service=http resolve;
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sid=id WEAHAPIIRSSS ID. WRATEEZSEL, ID KIXE R 1P Mk FG O UNIX
BRI 753 MD5 WA E,

slow_start=time IXEIRFIIRGSINEZSREN BFE), SRR HKiecast conn FTEHITHE
PN
WNMRIZE T%SE, FHHMmaz fails Mupstream_probe (PRO) WIFAERE, IR
S5 e AR fo PR RN N RTIETT, NNZARSS 38 2 AELE 7€ AN R B N2 A0 8 1| H
FEE IR E,
MBRRZEIZSE, EROUGHT, RFHSLA IR E R ERIET,

#/iE
WER B EEE T —1 server, slow_start ¥NEIEHIFSHARK,

state (PRO)

[E227S state file;
EINME —
kX upstream

FRE—N file, FAITHRAMAFE LIRS ERTIR, 1M FATIRF 2, 2T T8I#ES /var/1ib/
angie/state/ (FreeBSD £ /var/db/angie/state/) RAFEIMIEHF, FHEAELWTIRBIR, 1E
Al B IS TR IS 44

upstream backend {

zone backend 1m;

state /var/lib/angie/state/<FILE NAME>;

}

J

X BARSARFNFAEKEAT server, B HIBIIELE API 7E /config/http/upstreams,/ TR 71 T ARSS
I, SHENERIPUER, ZSEE Angie J53ECEEHTINEACE N BLEL

B

BTE upstream HHH state 6%, HHTEER server 6%, HFEEHEZENEX (zone),
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sticky

1E 1.10.0 RAR LA : PRO
1E 1.11.0 liRAR KA 2R,
1£ 1.11.0 IRAR LA E: PRO

ik sticky cookie name [attr=value]...;
sticky route $variable...;
sticky learn zone=zone create=$create_varl... Lookup=$lookup_varl... [header|
[norefresh| [timeout=time];
sticky learn [zone=zone] lookup=§lookup wvarl... remote_action=uri
remote_result=$remote_var [norefresh| [timeout=time]; (PRO)

EINE —

ol 5"4 upstream

FCESTE R, DURE P iEde 2RSS &, SRS - SdET; EHBE T sticky 15
LIRSS A, FIAE server LR drain 3T,

£

sticky fHRIERTHTEERIE MEIIHETTIRRHE L Z G EH, SNRAEIEM, RS bind_conn
(PRO) 5 —#2fEH, M bind_conn #AMLE sticky ZJ5o

cookie *ﬁﬁ
AR cookie REH G, EHTELMH cookie ITSIEIREN =,

TEN FTAAREPE Z /1, 55— DR UiE KR SARIEEC & 1 A 7 1A A 22 GRS a8 ARG Angie &
BB MRRPTEIRS S cookies

cookie 241 (name) HH sticky 82 E X, HEMNMN Tsid CREserver $6%). WRBE T sticky secret,
HAE S HE— P A TIR TR AL B,

JEEHEFI cookie RITRR M BN Hisid e RIS A% WNFIZARSS & n] B IRACEIE K, U
TSP B R S B T TR R 5 — IR S AR

AT DIEFE S L cookie JE1E; BRINMEBIT, (UL E path=/, BIEER AL EZE, EMERIEDEME,
BRHEIZERNZE: attr=, U1, sticky cookie path= XHME path JEME.

HRBIE— DN srv_id BY cookie, RGN 1 /NN, fEHKBZE RIS :

upstream backend {
zone backend 1m;
server backendl.example.com:8080;

server backend2.example.com:8080;
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sticky cookie srv_id domain=$my_domain max-age=3600;

route ﬁﬁ

AR P iU SRS EEARIRTT, IXEEARIRFTATRESR B URL. cookie BUIFRZSEL, RIGIERIK, HIEH
TR EEFERIIR DL

JEv AR S5 A% AT BEIR Al — N AR 55 A A AE RS B 1D, AR sid PURC,
JEERTER AR ID, BIAHIE cookie BUE HZEY,
TR DN RIFORIZIS H 1D, B —PMESER S sid EATIEA
TEHRBIH, Angie BHEKE route cookie, AR route EIISE:

upstream backend {
zone backend 1m;
server backendl.example.com:8080 "sid=server 1";

server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

learn FEZ

AU I 3 AL R B SR & P 2R a i, EAR RS, SCRIEL R R IE X TE DA A MFRIN

M E ARG AR G, create Fl lookup & XAMAAEKFIEN =1E, MEEEZZ TR,
XIE ID 2 create TEHE—NETLE, Hla, ERTRESREMIMN cookieo

2AEFEEILZENEY, JEIY zone name:size & Xo WRFAE timeout KK (BRIN: 1 /M) AR,
UL,

BONEOUR, Angie fERHRE AR RIF2IE, ZEMILIIEE, 6] norefresh,
B FIERPAIRIE 1D 83T lookup $2HK, EAIFIHIATE —PNAESZE, WEREAZE], WOVHTIER,
/] header RITERIEINAN LN OIERIE, MARETEEMMAHNS,

Bl fEH examplecookie QIlfEZTE:

upstream backend {
zone backend 1m;
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky learn

create=$upstream_cookie_examplecookie

lookup=$cookie_examplecookie
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zone=client_sessions:1im;

Hf remote_action [ learn = (PRO)

i remote_action fll remote_result TSNP RIEZEE SIS 1D, HERNFXIBA YR ; MK
FEEANEM, create 5 remote_action FFEA,

DETE timeout (BRIN: 1 /D) EIEH], 5 remote_action LK,
BINER R, Angie TERFIRMEFARRIH2IE TTL, #/ norefresh AIZEH ILIEE,
zone TEfEfH remote_action MZ2RIER), MAIRAE, Angie SUZ2EWMIMNEEE,
BRI
o MEBE—MEZM lookup ZERHHREISRIE ID, WHIEHE, NIENERbRIE M,
o WA T zone HRIGEELE, NEEHEHFIE,
o MFRAERIERIZE zone, HEFE— MRS EIHHIA remote_action Wi Al HTTP FIEK, HE:
— 2V ID ($sticky_sessid) ;
— K H sid= W $sticky sid BIIRSS 2% 1D,
B3I HTTP 3k GEd prozy set header) RIZIXEEZE,
o TR :
— 200/201/204 HHIARIE; WIRIKE T zone NEFE,

— 409 FRMR (WNRIEET zone) —2TEFEEE S — MRS 8%, [ remote_result FEHLH
IEEHIARSS %% 1D,

— HARSE e D ARS A8 1D —[OHE 2R RS a5
remote_result il upstream_http_* A% & MIZFETF i AU B H ISEECLER

Rl 2235 ID 2R H $cookie_bar, JHIT $upstream_http_x_sticky_sid FfilA:

http {

upstream ul {
server srvi;

server srv2;

sticky learn zone=sz:1lm
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;
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server {

listen localhost;

location / {

proxy_pass http://ul/;

location /remote_session {
internal;
proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;

proxy_pass http://remote;

AN — MR ER B, IZFRAAIELE X-Sid SkHFIREIRTE ID, MIMAIASE S Angie HUIEEE:

http {

proxy_cache_path cl keys_zone=s1:1m;

upstream tc_0 {
server 10.0.0.1 sid=web-server-01;

server 10.0.0.2 sid=web-server-02;

sticky learn
lookup=$arg_id
remote_action=Qcreate_session

remote_result=$upstream_http_x_sid;

server {
listen 127.0.0.1:8080;

location / {

proxy_pass http://tc_0/;

# Request to the rTemote session store
location @create_session {

internal;

proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
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proxy_set_header X-Sticky-Last $msec;

proxy_pass http://session_backend;

proxy_connect_timeout 1s;

proxy_read_timeout 1s;

proxy_cache mil g
proxy_cache_valid 200 1d;

proxy_cache_key "$scheme$proxy_host$request_uri$sticky_sessid";

M B 7= 1]

HTTP/1.1 200 OK

X-Sid: web-server-01

X-Session-Backend: backend-pool-1

AR Angie 2B
e $upstream_http_x_sid — web-server-01
o $upstream_http_x_session_backend — backend-pool-1
remote_result K web-server-01 HKEFEITHIA sid,
sticky 5 EIE LIRSS 2HIRAS:
o PRICHY down BRRMAIARSS 28 2 HHERR,
o @ max_conns FRMIAIARSS2F 2Bk
o drain RSFERE sticky BN HARIARFILACINT AT REBOGE - H T Hr =18,
o IKERIARSS 2= EHEhEHT A,

PRI ARE F sticky secret Msticky  strict E—H VAT N, WMRKEPERE. sticky_strict XK[F, NI
FELR IS ; RITE, WHELIEXK,

sticky H{ER S zone ML BT A upstream, XIAREEZ upstream Pz A=,

sticky_secret

HIE sticky_secret string;
LN —
EFx upstream
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¥ string ERIMERINE] MD5 IBA KL, HT cookie Fl route B NHsticky 8% string A] LAGL
455, AN $remote_addr:

upstream backend {
zone backend 1m;
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie cookie_name;

sticky_secret my_secret.$remote_addr;

R E XM NEIGAR AE G, RN 50 UERG A B

$ echo -n "<VALUE><SALT>" | md5sum

sticky_ strict

[F=27N sticky_strict on | off;
LOWINIED sticky_strict off;
R upstream

JERIR, GERATTREVIRSS a8 A AT, 238 Angie % FmRE| HTTP 502 #1%, MARE s
A PR 55 A I AR Aol P A A Lt T P AR 55

upstream
[E=2FS upstream name { ... }
HME —
X http

RS ER. R55as Al DARITRREIASSR Ho toh, mI ARG MY TCP 1 UNIX BRERZTHIMR

Eg

NIk

upstream backend {
zone backend 1m;
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;

server backupl.example.com backup;

ERINEOUR, 1 RIS 7 A e IR SS 4 2 A3 Bide 78 BT REI, B 7 MEREGLa 770
SEC:5 MEREIEE backendl.example.com, 58 PMISE = NARFSASEW—MEK, Z B2 FHERY:
WEKR SRS A HIE RSB E R E T, AR R —ESL L IX,
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SRAE S IRSS SRIBE IR A LR, ERFPEIBEE T — DRSS &, MRIEEHE, E2I2H EFBITH
MR55 a8, ARTCTEMMENTIRSS 8RR IR, & P iR U S S B e — IR SF eIl (F A4S 5o

#HiE

BINEOLT, /R IR B ARIEE maz fails B{ERIIRSS &8 28 NIRER D BIE ROER, HERE
SE R PR HTIRE B R E, X5 slow_start IRl JEFXAERRSS s3I B ERE S,
A EH B A B2 TN E,

zone
Bk zone name [size);
BINME —
T upstream

T AN KR AR, IR AE TR Z A = A BRI RS, 2N mT DAt
RN, ERXMIE T, RFHEE— ORI,

#HiE

HAEHEEEN size MR, BHA XIMREXIBMNE, ETAR/NEE R/ N—H R FEIX IR
W B S,

ik
AEECE T XN A S LifEln. WURECE, ZEAKASHINAE /status /http /upstreams/<up-
stream>, THTTP Upstreams] /NREEMN Prometheus B, BASBEHTAESEE, SHHCER
1,

NETE

http_upstream PSR AR N E A &

$sticky_sessid

5 sticky H remote_action —iEfHH; 7ZEM Lookup IREXIHIIGSTE 1D,

$sticky_sid

sticky W) remote_action —#{HH; RIS 21ERKIIARSS# 1D,
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$upstream_addr

f7fifi Bl ARSTER AT TP HUhERISR [, B0 UNIX BUERE TAURS, WRTETFRGCFEIARBCR 172 M55 6,
BRI FE S 0 b, B4

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

R B A N— DRSS e E S — DRSS S BN E E A (EE X-Accel-Redirect Berror page ﬁ@),
TSk B~ FEH AR SS ga stk H 8 S 0B, Bl

192.168.1.1:80, 192.168.1.2:80, unix: /tmp/sock : 192.168.10.1:80, 192.168.10.2:80

GIERTCIRIE R SS a8, IR R IRAFIIR S 4a4 B Ko

$upstream_bytes_received

M LIRSS a7 8, KRB Z DERRERIZSIE S0, T Supstream_addr ZEEHHIHY
ik,

$upstream_bytes_sent

KR EIFIRS AT, CREZ NMEBRNERIESE B2k, KT Supstream.addr 282 HIHE
b1 %8

$upstream_cache_key

Added in version 1.11.0.

WEHTIERIEFHE,

$upstream_cache_status

PRAZTT B0 B A RS, IRAS A DA MISS. BYPASS. EXPIRED. STALE. UPDATING. REVALIDATED E{
HIT:

o MISS: TERAFHIARIKENNA R, 1 RBALIBE] LIRSS 25,
o BYPASS: LRI GA7, 1l R ELILBE LRSS 25,
o EXPIRED: Z&17AYMAR. CLid i, i) bR S5 de (& i R AR # N A
o STALE: Z2A7HUMAR S, (B SR1R AR P, BEIRAM LIRSS 85 RN A
o UPDATING: Z&f7 i Cid i, (BT R IR 4% P o, [RIIN IEAEIEAT M L3R 55 2 A B8
o REVALIDATED: ZZA7HUNAN Ed 1, B E RN EHIRIE, TofE M LIRSS 38 BT,
o HIT: MR, MZEAFHEREN,
WRIERGEL RAFTIARVIFE, MAREIZLE,
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$upstream_connect_time

R17 5 LRSS asdENE R FTIE T I TR, IR DARD M B R A7, BRAEZM O #ER, 1£ SSL WG T, &
TERFAEBR IR A, 2 MERKN R AEZSTE S0, KT Supstream.__addr ZRPEIHIE

$upstream_cookie_<name>

RS ER1E Set-Cookie Wi Sk B A IAMITEE BFRA cookieo (NPRTFBRJG —MRSS 43 M B Y

cookie,

$upstream_current_addr (PRO)

Added in version 1.12.0: PRO

N AR 2 A TR R B BRI S5 A AUt 5 Supstream_addr AR, JaE 2 BFEREIXTZIARY
MRS SRATHLAL, %L RAGLE R ORAE B, 7 HAEIRSS S0l B m S BT, SR AEXS proay bind
AR B SRAEHAL

$upstream_header_time

PRAF I L7 AR S5 e U 57 Sk A A 2% AU BRE R) ;. BSFTR) DARD N BN OR (7, B =R e, 22N B2 RN TE)
EEHE SR, KOUT Supstream_addr 222 HHIHIIE,

$upstream_http_<name>

PRIZAR S5 #alm B Sk 7B, BlaN, :samp: Server MR SLFEEAIEIY $upstream_http_server IR, ¥
SkF B FREE o A B AR S DA $hetp_ ROZRIT KA BAHIE, ANERIF B G — TR SS 2 i B A
k7B

$upstream_queue_time

PRAFTE SRIE N —IRARSS 81 B 2 RIAE I\ FHAEZR AR, 5 [R] DARD A BANI IR TR, B ZM R, 2R
WK B AIESFE S90E, BT Supstream addr ZZ & IHILE,

$upstream_request_method

Added in version 1.11.0.

T _EIFERIVIER T E. H%FE HEAD ¥4°8 GET UL E T prozy  method B, ‘ERIRES R P fiTE K
TITEAR,

$upstream_response_length

TRTE M LI AR S5 2R AR B AN B G B s K DL N BN AR . 2 NN K E RIZ S AT E S0 fR, 28100
T Supstream _addr 25 &AL,
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$upstream_response_time

TRAE M LT 55 A i L I AL B B TRD; IR TR] DARD B OR A7, B ZRD MR, 22 IR AR TR FE

SME S0, BLLTF Supstream addr 22 BEARIHIE,

$upstream_status

fR17 Angie AER LI FAVIREIS, M T DoH K, #EMNTH UDP Wi LRIy 426, T2
DNS WARICSRHA 200, ZRZAEIREHAIESE S0, KT Supstream__addr ZERFHEIHIIE,

$upstream_sticky_status

KT SR AIRAS,
" T SRR LB A S R PER_E T,
NEW R SRR B
HIT A RS BIE R 2R R AR S s
MISS WA RS BRTE SR IER B A B R R PR AR S B

KEZMNERIIRESRHIESE 5288, MUTF Supstreamaddr 22 & HIHIIE,

$upstream_trailer_<name>

TRAE M L7 AR 55 s AR E I B AR FE Y B

$upstream_transport

Added in version 1.12.0.

REBR FFEBEZIRERNER I TcP 3¢ UbP, ZRXREIRXIMEHIESHNE S 7R
F Supstream addr Z2EARIHIE,

3.3.2.50 Upstream Probe

ZAEECR U pstream SR AR,

BCE =5

, KM

server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe

uri=/probe

port=10004
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interval=5s
test=$good
essential
fails=3
passes=3
max_body=10m

mode=idle;

B

upstream_probe (PRO)

[=2FS upstream_probe  name  [uri=address]  [port=number|  [interval=time]
[method=method] [test=condition] [essential [persistent|| [fails=number]
[passes=number| [max_body=size] [mode=always | idle | onfaill;

HME —

R location

Rupstream HHPEIARSS A8 E X FEHMEFARN, XL FFHTES upstream_probe 5 HHFI location
S prozy pass. wwsgipass MZELHELHEE, Angie HAEEE NS ECEMN LA T
55 asthATIR K,

SRR AR S5 BRI SR B, #EEF| upstream_probe R MFTH S EI% B DA %6l H o X AT 1E
i location b R3c@nfelfEH _LiFEIFRA 725%5(, | Al 5% 2% i i FR 0, X fl %pmazyfnea:tiupst’ream
FMuwsgi_next_upstream F§L%E, PARprory set header %,

LR, EEAHRZAEXER (zone)o — D _EiiFA] DARCE 2 MR,
BN
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IR )26 PR o

name
uri BHHE prozy  pass. uwsgipass FSEIIER URL, BRIAH /.
port RIE R85 FH i 15,
interval R Z [ETHY [EIRE . BRIAN Bso
method TRINIFERH HTTP 751k, BAIAN GET.
test TEVE S REIRIZRA AR &M € VRS EENFRE, MRBEER™ 4 v 5
noM, RN,
essential WERIZE, IRFSHAVIGIRSTFERIE, EEEHRNZ /iR P g RE R
%o
persistent HEBNSHFEEHLEH essential; £ EEHEHMEZ AT IER TIEMN
persistent IRSS#RTCTH B SLIE IS AR R AT 46 HE 0 3K o
fails iR S5 MRS HNESLRMOE R E. BRIAH 1o
passes iR 55 a2 R BERAS HNESL G K ¥, BRI 1o
max_body M 7 TESCR B KN . BRIACH 256k,
mode R, BT AR S5 Ae R RIRAS -
o always —LICARSSERIRSAUTERHEATIRIN
o idle —RMFZMAEEFEAIARS & AN B EREFuRIERREAET
interval HIARSS %5
o onfail —{UIRMAEFEHIARSS 25,
ERINH alwayso
il

upstream backend {

zone backend 1m;

server backendl.example.com;

server backend2.example.com;

map $upstream_status $good {

200 nn;
}
server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe

uri=/probe

port=10004

interval=bs

test=$good
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essential
persistent
fails=3
passes=3
max_body=10m

mode=idle;

R ERITEAIE B -

o ¥, MRSSHABEIS NHAER * A * essential WMZATASFEUE FimiER (QRAED
TN LIRSS dFE I Z RO RN, WP persistent #RI) o WEREA RN, N
INHIRSS AR I e

o WMFNARSSARECERY * AFAT * FRMAFNE fails BE, sCEARSS SRS IER mar fails BIE, WA
PINRG5 B A R LA SRR P Ko

o BEAEEIARSS SRFERPON R EER, NEEER * FrE * PRI AUEES B I passes [
18; ZJG, EBmar fails BI{E,

HEE

fein

http_upstream_probe B R A RN E &

$upstream_probe (PRO)
MHTTESIH upstream,__probe B o8
$upstream_probe_body (PRO)

{Eupstream__probe FARIFZIHIARSS SMA R IE S HK/NVZ max_body PRl

3.3.2.51 UserIlD

P BIE G P UmIR AT cookies FZ BRI B R cookies Pl MEFH N BE L & Suid got Ml $uid_ set
HATIER, ZBEHLS Apache 1Y mod  uid IR,

B E B

userid

userid_name uid;

userid_domain example.com;

userid_path /8

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
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B<

userid
[E37S userid on | v1 | log | off;
FINE userid off;
Holi9"4 http, server, location

Ja el I E cookies I FIEIREIM cookies:

on
vl

log
off

JE I ERRA 2 [ cookies FITEFIZULENNT cookies;
JEHAEEERA 1 1 cookies FITEFIZIEINT cookies;
IR E cookies, {H)AFHICFAZEWENN cookies;
I E cookies FITERFEEUENNT cookieso

userid_domain

Bk
FIME
1ol 94

userid_domain name | none;
userid_domain none;

http, server, location

ENXIE cookies Mk, S% none B2 E cookies I,

userid__expires

5 S
LN
ETFxX

userid_expires time | max | off;
userid_expires off;

http, server, location

BB BN REE cookies M H, S max 25E cookie 772037 4E 12 A 31 H 23:55:55 GMT” 1
Hl, S8 off 255 cookie TEN B S TH LS RN 1T 1,

userid__flags

Bk
LN
kX

userid_flags off | flag ...;
userid_flags off;

http, server, location

MRSEAR off, WEX—DTEEZN cookies I IMFRE: secure, httponly, samesite=strict,

samesite=lax, samesite=none,
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userid_mark

[E=2FS userid_mark letter | digit | = | off;
BRINE userid_mark off;
T http, server, location

RS EATR off, MIEH cookie SRCHLHIFHIREMEIMCHI 7/, ZHLHIH T1E AR P ImbRIR TR
[RIN ISINECE K userid  p3p F1 /8 cookies IIHAMS A, ARic AT UREMIES TR (K RNG), Brs”

=7 ?ﬁo

WERILE THRE, WPEESEBETE cookie FIYE P UmRFRIARTY base64 FnisE — MEFRFSHITEER,
WMREANTACE, WeEREERIE. THIR ER :samp: PSP SKEHT A 1% cookie,

userid_name

BiE userid_name name;
FINE userid_name uid;
Hol5"4 http, server, location
&'E cookie %47,
userid_p3p
B userid_p3p string | none;
EINME userid_p3p none;
Hol9"4 http, server, location

TEKS cookie QEE%E"J:samp:Pb’P SKFERME, WRIELIRE NRIRE none, WIZEM N AL

7% :samp: P3P 3k,

userid__path
HIL userid_path path;
ERINE userid_path /;
ETrx http, server, location

TEMIEE cookies HIEEIR,
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userid__service

[E27S userid_service number;
BRINE userid_service AR EEHy IP Hiil;
T http, server, location

WERHZ RS (RS AHARIARE, NN HENIRSS 7 BCE B 28 number PARALRES P iibR AR A I
— M, XFRRA 1 B cookies, BRIMENZE, MTFHA 2 B cookies, ERINENHARS 2HY 1P Hiht AT
JEEAS )\ H BT

REx

Gl

$uid_got

cookie ZHRFIFEZIREN I F IR IRAT
$uid_reset

MR EWENIESFREERE 0, MEFIMFRRTFEHER, FRE log XE2SEETEHEERIART
FIE B 5 E error loge

$uid_set
cookie FAFRFIA& IERIZ P b RIR AT

3.3.2.52 uWSGlI

FVFRFIERIEIEL uWSGI iS5 6%,

B B B

location / {
include uwsgi_params;

uwsgi_pass localhost:9000;

B

uwsgi__bind

[=2ES uwsgi_bind address [transparent| | off;
BME —
4 http, server, location

5] WWSGT ARG # I HERR B FaE A TP bFT eI, SEUE LB SR, Rk(E off
BUHM L —RBC BN wwsgibind FELHIRER, RFRGH BN ECAR 1P HUIERNIR I,
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transparent ZEILIFE| uWSGI AR 55 a8 1 H U ERR B AEAH 1P ik, a0, J5 8% iRl ESL 1P
HE:

uwsgi_bind $remote_addr transparent; }

RTINS B, BT DUASH T ARIZTT Angie TAEMRE, £ Linux B ARFTFEIXFEM, KA
BigET transparent S, TIEHRBES N TR K CAP_NET RAW &1,

ik
5 EC B VR B R DA R B uWSGI RS a3 M4 &

uwsgi__buffer_size

Bk uwsgi_buffer_size size;
BRINE uwsgi_buffer_size 4k]|8k;
Holi9"4 http, server, location

BT IR uWSGI RS as W AN B ) 55 —FR o B ZR X RN, X EB @ H B — /NI Y 3k,
BONEOLT, X RDEFT—PRFT RYEFaFE, XA RER 4K 80 8K, HATDAIRERFE/,

uwsgi__buffering

HIE uwsgi_buffering on | off;
EINE uwsgi_buffering on;
ETrx http, server, location

JE FHERZERISR B uWSGI ARSS &8 1M R A 2%,

on Angie RRM wWSGI MRS aEEUW N, K HIRE B Huwsgi buffer size
Fluwsgi_buffers LW BRIRMX A, [ I LIEXFHATHIT: CHEHH
X SWEEH T RE, BERBKNZuwsg busy buffers size PR, WHHR
PR E R, WA SR IE T &K, BRIEE 6500 5 1 & 5 — &6
Ire Ak, YFESAUEEELNFIN, ZMRBOF A IE S, SRR M6 K
TEIRBANAE, W AT DOR e — 8B R 17 BIRg AL BRI I 20 A, B NI 2
EE[uwsgiﬁmazﬁtempﬁﬁleisize ﬂ]uwsgiﬁtemp _file_write__size B R izl

of f M 7 72 R B N7 B 328 % F 0o Angie DA™ BRER— &% BIIEIA TAE, R RF
RIMIX SE T BN, M AK S IX I 10 F P 2ZARIE, RN, gREAD
M B AT DA 221 X Angie RJ DASEREBRENE, Angie —XA] AMARSS 85 H2 UL
BRI N uwsgi buffer size ESRE, HH off I, :refiuwsgi limit_rate
AR
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WA DB £ X-Accel-Buffering MR k7B AF1EIE” yes” BR no” K5 AIBRZEFIZ& i, ] DAGE

Fuwsgi_ignore_headers Y8255 L IIRE,

uwsgi_ buffers

TBiE uwsgi_buffers number size;
LN uwsgi_buffers 8 4k | 8k;
ETrx http, server, location

BT M uWSGI ARS5 S 1R HUE R 2% i X ORI R/, BERT BN
BOIANEI T, i XORNET— N NETL a6, IXATREE 4K 8 8K,

uwsgi_busy_ buffers__size

HIL uwsgi_busy_buffers_size size;
LNz uwsgi_busy_buffers_size 8k | 16k;
X http, server, location

SRR E uWSGI RS SRR R A 2% B, BRI WAL ) AR 52 2 5N AT DU [0 7 it A2 S8 M 1 Y
RMPIXHVE RN, R, HARAIZRMN X AT T BRI R, AR TREE, I n] DR R i R 2R i 2 I S PF

BRONEN R, KNZuwsgi buffer  size Muwsgi buffers 521 BRI M X A/ NFIBR ],

uwsgi__cache

FENER uwsgi_cache zone | off;
LN uwsgi_cache off;
T http, server, location

X TRAFHEEANGFX I, [Fl— XIS 2 P, SEE IS S,

off A M b — B B AR R AT

#HiE

ERwwsgi cache B, BEIEFEIR B vwsgi cache valid T8 RAHRETE E NN I ZZEZRF R, 0RAKIE
B, Angie TMEFABIME, T2RIERBRSERE HTTP MRSk PR L SE R0 i e 0 1 2% 7765 8]

1. X-Accel-Expires 3k (&mifticd).

2. WA max-age B{ s-maxage ¥ Cache-Control 3k,
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3. Expires ko

QRIX LS AR S ERUESIRA AL, WINAEASR AT, RN TCTRRE FId S 8]

uwsgi__cache_background_update

Bk uwsgi_cache_background_update on | off;
EINE uwsgi_cache_background_update off;
ETrx http, server, location

ARVFENIE B T IRRCRERIS AR 7 I, [FRIT IR 2% 17 I BR[| 255 1 i

B
R, RAURVF 1 B AN N I A e

uwsgi__cache__bypass

K uwsgi_cache_bypass ...
LN —
HSl9"4 http, server, location

T XA MNEAFFIRIA N (551 AR FR RS Eh 2 DA~ MER N HAET 07, WA NEF
AR

uwsgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

uwsgi_cache_bypass $http_pragma $http_authorization;

SREAI DB EEE,
Y] uwsgi_no__cache ES—EMF A,

uwsgi__cache_key

HIL uwsgi_cache_key string;
LN —
£ http, server, location

X R, A ISR, Bl
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‘ uwsgi_cache_key localhost:9000$request_uri;

uwsgi_cache_lock

181 uwsgi_cache_lock on | off;
HRINME uwsgi_cache_lock off;
4 http, server, location

JERE, —IRARTF—MERKIBEDEIE RIZIES wWSGI IRS#REFTMRIE vwsgi cache key FEIRIR
HIFTERAFTCR, [F]— 217 TLR AV H A SRR S AR i By HIRAE 22 47 Fh BT SR I R AR BRI, B IS Rri

ET0E| uwsgi__cache__lock__timeout ESIEE,

uwsgi_cache_lock_age

Bk uwsgi_cache_lock_age time;
FINE uwsgi_cache_lock_age 5s;
ol 5"4 http, server, location

WRMEIHRLS aWSGI BRSS es AT I B 7 £ NG — MERIEFE E N BN ARTEA, NAT A& S —1
1HKA uWSGI RS 5%,

uwsgi__cache_lock__timeout

B uwsgi_cache_lock_timeout time;
BRINME uwsgi_cache_lock_timeout 5s;
R http, server, location

BB uwsgi cache lock WFBINIFE], 4ERRIZIEAR, 1SRG EUE RS uWSGI iRSS8s, (H 2NN A
ﬁ‘o

uwsgi__cache_max_range_ offset

Bk uwsgi_cache_max_range_offset number;
ERINME —
T http, server, location

NFTeEIE R BB R (DA TR, AREEE W R, JEENERIEEE] wWSGI kS5
i, FFHWE RN A SR
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uwsgi__cache_methods

Bk uwsgi_cache_methods GET | HEAD | POST ...;
BRINE uwsgi_cache_methods GET HEAD;
T http, server, location

AR P iE KT IETE IR 2B, W KR 7, "GET” MI"HEAD” JiRGA U mEs&RH,
ERENEAIEECEN]. BESMuwsgi no_ cache F§%

uwsgi__cache__min_uses

Bk uwsgi_cache_min_uses number;
PRINE uwsgi_cache_min_uses 1;
X http, server, location

R BAEZ /D UGE KGR RCRE R A

B

RAFTCBURFIEEIE AN, FEIMBREF NS EEHES, PTRESECR AT N, 25
EHEBRAF, HEILRSSG, MREFHR, ReEHE,

#/iE
BT RAFEREEL (140 external-cache-purge) {NMIBRXH, (BEASEE wwsgi cache_min_uses

R, AR BERITRAT RIS RAIS Y, (SRR BB s T gE S MERE £ Al 2
M,

uwsgi__cache__path

[F227S uwsgi_cache_path  path  [levels=levels] [use_temp_path=on | of f]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size|] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

LN —

HSl5"4 http

RBERFBEMHMSE, REBIRFEEXXET, &ZF PR RANZFHE N MD5 BREHIZE
R
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levels

TE N BAFHIBREMFGN: N 15 3, BIFIIRERIE 18 2,

flan, ELANECEA:

‘uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT RIS R OR

‘/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c

AFHINAR B SEE NG SCPE, RIFEaAIE I, IR SCEMZAE ] DU RIFSCF RS b, (HE,
HER, ERXAMEOT, XFREMNDNUERGZRERH], MAZH TR EG 2R, B, B0
THATGEEMNE, ARG SRR B R RAER — X F RS b,

use_temp_path=on
| off

on

off

keys_zone

inactive

B IR SRR H 3%

WERKRIFEZSEEIZEN on, FEHLE location Buwsgi temp  path &2
FEER H %

I SR BRI B AR =27 H %

BB T A TS AR (S R N IR RN, B AF o B8R
FAETE L Z N,

1 IR B IX IR PATE B2 8000 M,

YHEH keys_zone fHERIER file I, Angie ST HFELIENRIZ X EFIN A
BRI, JHE T REs) s B 2RI N RS e, DA
TR B8 AT S BRI A ME I D A7 B A,

QSR T X/ INEE K, R RR A AS Fi A Bl A5 DR T A MK 2 % X, Angie
BioRES (failed to restore zone at address) F HASHFH XMk SN
file MR, FHRAEMNHEEERZN old; ErIDIMIFRE, sSIkE EAFRHK
Angie X 2 9] Q1 Z S AR EC BRI,

e

R IERITEE file TR, FHEAE Angie HERTFRIIRIAER, HZ2 R
PAR IEAREFZAI5 R AHAHER IR T prefix,

WRAE M SEEEE N R NAR T R A EEE, WITCIe HrEe ], BaEa R
IER; BXVIFRER S EE TN g, X5 FXNARY, B ** REEHS U7
AT RNBITERRAA: BIERGFRIES] nax_size, FT AEHAIMIER =2t
1T, ﬁﬂ%@lﬂ%ﬂﬂuwsgiicacheivalid INER SRR

BRINEHL T, inactive N 10 2341,

—NRITREY o RAFE TSR o R RAREA R NRGFIEXFRG LR/ AT 2 A&, il
KNS IR AT BRI, & R PR i 5 FH BB, B DUS AT 2UBR.

3.3. [FAEER

347



* Angie
Software

IhEEHEIR, R4 1.12.0

max_size e NAN ) F PN ETHIEN

min_free BAEAE X 25 L n] 2 R A &/ N E

manager_files —RIEH BRI e R 5 A7 TR
#RINE:100

manager_threshol FR—IEAAIE[A]
BRIMHE:200 ZFD

manager_sleep IR AR (AN )
ERINE:50 ZFD

Angie B3 —¥E, REEE—DRIFREY ** BB ** R, TR EXF RS BRI A7
BARRIE EMEE G A7 DX, It DUEARTT AT,

loader_ files — RGP INEN B RS A7 AL
EIME:100

loader_threshold PFRiill—RIEAHIHTE]
BRINE:200 ZFD

loader_sleep IERZ AR FFE (E R )
ERINME:50 =/

uwsgi__cache__revalidate

Bk uwsgi_cache_revalidate on | off;
FINE uwsgi_cache_revalidate off;
£ http, server, location

JA R If-Modified-Since Fl If-None-Match SkFERMY &1/ SR B 3T 46 UF ist HA Y 22 (7 T,

uwsgi__cache__use_stale

A uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

EINE uwsgi_cache_use_stale off;

T http, server, location

W ETEMREETE i o] DA IS A 2 F M N, 2352 ES uwsgi next upstream F5HISELVLEL,

error GRERTCTRIESRE uwsgi ARSS ARACBIIE K, W AL VF(E A BRI 22 A7 M L
updating B ANZ R, WSR2 AT IEAE BT IR R A MR, AR PFEE . 3X AT DARORRR & Hl

/D BT A BRI uwsgi ARS525A9 17 [FITEL

AT DAECFR AR Sk A 5 FH 68 PR S 2 A7 P, e 22 3 B U i RO BN :
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o Cache-Control kFEM stale-while-revalidate ¥ fi& FUIFAE 2 B (0 £F 58 i BHA 5% 77 e . B { FH

‘Ho

e Cache-Control SKFEXMY stale-if-error ¥R SOV & AL BRI 88 3 HAR 22 77 i 1

#HiE
T TERI LR T IR BIE L 2

H T EHEFT BT T EN R IR E IR DX uwsgi ARSSBFIIEKEL, 7T AMFEH wwsgi cache lock 6%

uwsgi__cache_valid

Bk uwsgi_cache_valid [code ...] time;
EINME —
X http, server, location

SR RIS BB, B4, AR

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 404 im;

NACHES 200 F1 302 BN IRE 10 S 8PIETE, NARES 404 RN IZE 1 28 1F,
WA G E B A7 I TR,

uwsgi_cache_valid 5m; }

WAYEEAZ 200, 301 F1 302 MAIRY,

A, ATCMER any ZEUdEE R AFAEMINN:

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 301 ih;
uwsgi_cache_valid any im;

B 7 S AT DA BTENIR S P B, TIOR8 TR S W BB 12 I,

« X-Accel-Expires SKFBRAFDIN BN IR BENAI N (% A2 IN TR, (B 0 ZAFHMAR AEETE, WNFRMEDL @ Al
2013k, MIZEH Epoch DSRAVAEXS IR (DRI EANT), Wi AT DAZR A7 B (Al

o WAL AHE X-Accel-Expires T, MEZIFSEH Expires B{ Cache-Control SkFHHE.

o Hif Set-Cookie SkFERAYNAN KA X HEAT,
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o WARKE " 1) Vary SkFBRIIMN A RS WET, A HAMER vary Sk BRI R 7E % &
MR TE R L F BB 0L MR A7

AT A A wwsgi_ignore headers Y8 EEF X IX e SL 2 B HR I — DL Z NI AL B,

uwsgi__connect__timeout

181k uwsgi_connect_timeout time;
FINE uwsgi_connect_timeout 60s;
£ http, server, location

TE X uwsgl RS5 AR IERATEN IR, FETRAR, M@ N R~ eEd 75 7,

uwsgi__connection_drop

Bk uwsgi_connection_drop time | on | off;
FINE uwsgi_connection_drop off;
Holi5"4 http, server, location

P B Y ARBRAR 55 B R 5T b I RREk A PT @ DELETE 1 MEHFF R BREAR I A K AR RTINS, 2 AR
FNZIRS5 A I %

AR PR SS AR R — DI E T NFIFR, SRR 1k,
& time J3HERLZ L BN BEN on I, ERCR LRI,

uwsgi__force_ranges

[E227S uwsgi_force_ranges on | off;
EINE uwsgi_force_ranges off;
T http, server, location

Teie uwsgi RS ERAINIR R FFTE Accept-Ranges 2B, B 9K H XRS5 2517 AR G2 A7 e 2 f A
FHEHEIS R,

uwsgi__hide__header

18 uwsgi_hide_header field;
L NN —
T http, server, location

ERINTEOL R Angie N2H uwsgi ARSSERMAM LT B Date. Server. X-Pad 1 X-Accel-... f&i#
2R P Vit uwsgi__hide__header B EANSTHRIEN M TR, M, RFERFEIETE, 7] A

. A
Fuwsgi_pass header 6%
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uwsgi_ignore_client__abort

Bk uwsgi_ignore_client_abort on | off;
LNz uwsgi_ignore_client_abort off;
T http, server, location

WAAE 24 P PE RS R S A TR 0 R ORI RE N, A RS uwsgl MRS AR,

uwsgi__ignore__headers

Bk uwsgi_ignore_headers field ...;
EME —
ETx http, server, location

ZRHXN kA uwsgi R 55 &5 f 55 26 7 Sk = BE R AL B, BT DA ZBE DA R 5% BE:X-Accel-Redirect.
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering. X-Accel-Charset. Expires.

Cache-Control, Set-Cookie Fll Vary,
QRERAREEH], BRI S BORE 28 DU R RCR:
o X-Accel-Expires. Expires. Cache-Control, Set-Cookie Fll Vary WEMN 7 S
o X-Accel-Redirect HITEFEE URI HIPNHSE E 7]
e X-Accel-Limit-Rate iﬁ%rﬁ%)ﬂﬁﬁ%ﬁﬂﬁ@m@%%m
o X-Accel-Buffering /o FERES AN 2% 1,

o X-Accel-Charset BN TR T4,

uwsgi__intercept__errors

Bk uwsgi_intercept_errors on | off;
EINME uwsgi_intercept_errors off;
T http, server, location

FE RS R T EEET 300 A uwsgi ARSS A R N IZAEIBLE 5 i, @ PHEBOFEE RS Angie DAL
ﬁﬁ Error__page *Eé\j&fﬁ%fﬂo

uwsgi_ limit_rate

181 uwsgi_limit_rate rate;
BRINME uwsgi_limit_rate O;
ETx http, server, location

3.3. FE4&ER 351



* Angie
Software

IhEEHEIR, R4 1.12.0

BRAIM uwsgi JRS5ESIREE R ANEE, rate MM EGEE; 7] DM HZE&E,

0 SER R R A
wHik

BRAIZAZIE R ILER, FIAIER Angie FRHTHFMANE] uwsgi (kS5 as B, SRR e RHHY
P, BRHMAESS R B uwsgi ARG AN 20T AR,

uwsgi__max_temp__file_size

Bk uwsgi_max_temp_file_size size;
LOWINIEN uwsgi_max_temp_file_size 1024m;
H 94 http, server, location

YIFHRE uwsgi ARG ESHUNN 2% 0 B, A1 SREEANNA R AIE S wwsgi buffer size Mluwsgibuffers 8%
BB, W0 R — 5553 AT PRZ RGN S, AR B IRN SRR AR RN —IRE Al
NAEREAR R/ N wwsgi temp file writesize TR B

0 SRR B S i E I SR

#Hik
IR AE TR 7 s B2 AIa R,

uwsgi__modifierl

Bk uwsgi_hide_header field;
L NN —
4 http, server, location

ZRIANTEN R, Angie 24 uwsgi ARSF AR H Sk FEE Date. Server. X-Pad Fll X-Accel-... fEIE%
% FUfi, uwsgi_hide_header fEX BN SWLIBNHMFER, MR, WRFERVHMEHTE, 7] PAE

; B A
Fuwsgi_pass _header 8%
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uwsgi_modifier2

Syntax uwsgi_modifier2 number;
Default uwsgi_modifier2 0;
Context http, server, location

Sets the value of the modifier2 field in the uwsgi packet header.

uwsgi__next__upstream

[E=2FN uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

PRINE uwsgi_next_upstream error timeout;

4 http, server, location

FEEAEMBEAT L T BRI RAZ LS upstream HAE S — MRS

error RAVERAETR, I RAGHHE IR B B Sk e 1R
timeout FEGRNTIERE, (L5 RIS Sk 1 18] 4 A2 B
invalid_header  ARSS&SIR [B]Z i N BY TR0 K ;

http_500 25 8 IR B RS 500 HYRE R

http_503 ARZS AR ERAD A 503 AN ;

http_403 ARSS ZRIR [BIAAS N 403 HIMA R ;

http_404 ARSS BB EIRES A 404 MR N

http_429 ARSS BB EIRED T 429 MR R

non_idempotent JEH, WIREL M LIRSS 28X TIEXK, WA A 1E%5F 751% (POST.LOCK,
PATCH) WIERIZ B4 H — MRS 48, B HLSET A E IR K,
off 2 P M 7 2% 1 81 S

#HiE

RLIZ B, N ERRIAE PR ARERINAER, A ATRERE KGR N — MRS a5, R B, 4R
RN AR I A A A A SR IR BN, WITETA B R N,

RIS T AT 2N 5 IR S5 A s AE B A i 220
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error WEAP AN 2R, BMEARTERS S HHHEE
timeout

invalid_header

http_500 {XAEFE L HHEE I A B A R 245
http_503

http_429

http_403 TKIER LRSI 2

http_404

REERARIBL S — D ARSTas AT DAs 2 100 M A AT RRA

uwsgi__next__upstream_timeout

Bk uwsgi_next_upstream_timeout time;
ERINME uwsgi_next_upstream_timeout O;
X http, server, location

BRAA] DLRFE SR AZ1828 T — > ARSS asHIRS AL

0 S I FR

uwsgi__next_upstream__tries

HIL uwsgi_next_upstream_tries number;
LONINIED uwsgi_next_upstream_tries 0;
4 http, server, location

BRAIFF R G T RS SRR REZ IR EL

0 R RR ]

uwsgi__no__cache

Bk uwsgi_no_cache string ...;
LNz —
ETrx http, server, location

T ARG N PRI BIRAF B S MRFFFRS P EDE —MEPNBHAFT 07, WA RFNR:
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uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

uwsgi_no_cache $http_pragma $http_authorization;

SHEUEF AL S &,
A PAS wwsgicache  bypass 8 —HEAFHH,

uwsgi__param

Bk uwsgi_param parameter value [if_not_empty];
LN —
X http, server, location

RENZELE uwsgi IRF5 ARSI ZEATDEECOR, ZRMHEAG, L HE LR ERAE XL

uwsgi_param fEMI, IXEFELA M E—RECEYK,

FRifE CCI MR & NAEN uwsgi kIR, ISR AITHRIRHEH uwsgi_params S

location / {

include uwsgi_params;

GERMEA if_not_empty fEETES, MXNASHIE N NN A ZRIZS UL RL IR o5

uwsgi_param HTTPS $https if_not_empty;

uwsgi__pass

[F227S uwsgi_pass [protocol:/ /] address;
EINME —
T location, if in location

WE uwsgi IRFGAAIMVFIIE, TEAWN, FIDAFEE uwsgi B suwsgi
uwsgi) o HUIERT DIAEE IS 1P ik DR U 1 -

(ZZ4 uwsgi, #T SSL 1Y

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

BEAEE N UNIX BER TR, 80 wnix ZEFHFHE STHEX:

uwsgi_pass unix:/tmp/uwsgi.socket;

QUERIAA AT o 22 ik, P A HBHEHIOR: AR 7 SURE T, A, ikl DR M55 474,
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SHEFDMEEZE, EXMEN T, R N84, WSTEMRIRSS s PR ZA0R, W
BRERE, W{FEH resolver HATE

#HiE

WERTEH A R ERALAYATSEAY location H4EE T uwsgi_pass (4l location /name/) , Ff
Hoauto_redirect 82BN default, WA EIBRHLAIERKEHEEMN (/name -> /name/),

uwsgi__pass__header

Bk uwsgi_pass_header field ...;
ERINME —
T http, server, location

FVFREIEABZEINT KB uwsgi IS5 A EI8207% F i

uwsgi__pass__request__body

HIE uwsgi_pass_request_body on | off;
EINE uwsgi_pass_request_body on;
ETrx http, server, location

TR B R IATE RIKME RS uwsgl IRS5aN. HiESuwsgi pass request _headers 6%

uwsgi__pass__request__headers

[E2FS uwsgi_pass_request_headers on | off;
LOVINIED uwsgi_pass_request_headers on;
T http, server, location

JE R R IR 4A T SR SL BB IRZS uwsgi ARG 38 B1ES bluwsgi_pass_request _body F6%

uwsgi_read__timeout

181 uwsgi_read_timeout time;
PRINE uwsgi_read_timeout 60s;
o4 http, server, location

TE XM uwsgi JRS5as SR R BN IR 1R], I (X E P ESL IR E Z R E, AR TR R
HIfEs, WIER uwsgl RIS ARTELLIS RPN AREHEMAE, MHERSRBELM,

3.3. FE4&ER 356



* Angie
Software

IhEEHEIR, R4 1.12.0

uwsgi__request__buffering

[E27S uwsgi_request_buffering on | off;
BRINME uwsgi_request_buffering on;
T http, server, location

JE R B EE 2 P i 1 SR AR B

on AR RIEE uwsgi IRSFEZ AT, MAFIHFER I ERIE.
otf T RSN S B R R E] uwsgi HRS5 8. XA, IR Angie EETFHA
RIEERIE, MERTIEEEE] N — RS 25

M HTTP /1.1 B Rgmig AOR R AGTE SRR, TCITe B, TERIAECR Bz,

uwsgi_send__timeout

181 uwsgi_send_timeout time;
BRINME uwsgi_send_timeout 60s;
94 http, server, location

B uwsgi IRFFaSEHIE RGBSR, BN XEMRESE NRIEZFIRE, MARHTEMER
HIfEs, WIER uwsgl RIS AL IR AR, MBERSR B,

uwsgi_socket__keepalive

HIA uwsgi_socket_keepalive on | off;
ERINME uwsgi_socket_keepalive off;
TR http, server, location

BLEE| uwsgi ARG a0 HUEZERET " TCP keepalive” 174,

of f NGB T, ERFHHRERENIRE,
on NERFEMH SO KEEPALIVE EHFYED,

uwsgi_ssl__certificate

Bk uwsgi_ssl_certificate file;
HME —
HSl5"4 http, server, location
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f&E — PEM AAXANEFR M, HTRZ RN uwsgi IRFEFHATHMIUE, AR DI HZE SR,

uwsgi_ssl__certificate__cache

B uwsgi_ssl_certificate_cache off;

uwsgi_ssl_certificate_cache max=N [inactive=time| [valid=time];

BRINE uwsgi_ssl_certificate_cache off;
T http, server, location

TEX—NRAF, ATAAEERZRIEERSSL UET AT,
AR S-S ¢ 8
o max —IRERFPIEATTREE, YRFHHN, L&D #EHR (LRU) RFTRBEERSER,

+ inactive —& XIURTEIMSRINARBE MBI SWAEPRAIIS K, BIEEHEIIET valia AN, &K
A= EE T g, BN 10 D,

o valid —& XEGFITLREBMNEROF TR, BN 60 #0, ARG, U8R
I EEF R,

o« off —FH%AT,

IR

uwsgi_ssl_certificate $uwsgi_ssl_server_name.crt;
uwsgi_ssl_certificate_key $uwsgi_ssl_server_name.key;

uwsgi_ssl_certificate_cache max=1000 inactive=20s valid=1m;

uwsgi__ssl__certificate__key

Bk uwsgi_ssl_certificate_key file;
LN —
T http, server, location

FEE—1 PEM MRNIEHME, HTRALZEH uwsgi MRS EET S I5IE,
AIDAEEME engine: “name™:id RS, XM OpenSSL 5% name HIEEGIEE id HIEH,

A DAFEEME store:scheme:id RANE XM, FF M OpenSSL 22 IEMA URI 7R (W pkes11) il
HEABHEE id MNEH,

XFAL ] DA IS &
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uwsgi_ssl__ciphers

[E27S uwsgi_ssl_ciphers ciphers;
TRINME uwsgi_ssl_ciphers DEFAULT;
T http, server, location

FEE LN uwsgi IkS5E8 ZIEE RN G HRMEBEES. NEEMLL OpenSSL MRS AEE,
IEEAFNIRBURT 240 OpenSSL hitA, AIPAU#EH openssl ciphers i EETEHEIIK,

iy
fiH OpenSSL B, uwsgi_ssl_ciphers 5% FHECE TLS 1.3 WIMEEMS, ZEH OpenSSL &%
TLS 1.3 IEEMH, B uwsgi ssl_conf command ¥&%, HIELRAXZFERAR SSL BLE MR,

o {E LibreSSL H1, TLS 1.3 MIEEM AJPAEH uvsgi_ssl_ciphers AlE,

o f£ BoringSSL ¥, TLS 1.3 INEEHFZETIEAE,

uwsgi__ssl__conf__command

B uwsgi_ssl_conf_command name value;
EINME —
T http, server, location

522N uwsgi IRFFEIERENIZELE OpenSSL BLE @i

w/iE
i OpenSSL 1.0.2 B SRR X F1%454, Z1E OpenSSL AHECE TLS 1.3 MNEEMH, EMHH

ciphersuites Af 2,

A ATE A — R A HE € 2 D wwsgi_ssl_conf command $5%. M HAN Y YFTRANEEE X
uwsgi_ssl_conf _command ¥ERFW, XEFESA SN L —RECERK,

B
THER, BRENAE OpenSSL AIRER SFBUEIMT N,
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uwsgi_ssl_crl

[E27S uwsgi_ssl_crl file;
EINME —
T http, server, location

fEE—1 PEM EIRIMMIES (CRL) SXfF, MTHRIE Z2H) uwsgi IRFFAFAIIES,

uwsgi_ssl_name

HIL uwsgi_ssl_name name;
EME uwsgi_ssl_name “uwsgi_pass W EH L
ETx http, server, location

FVFE S TI0IE 228 uwsgi IRSSFERBRIRSSERAIR, DUNAESZER uwsgi IS5 as & RN iE
i SNT L HIARSS #8445,

MRS A PRt AT DA A B 45 7E,
BONEN T, FHuwsgi pass I FENS,

uwsgi__ssl__password_file

HIL uwsgi_ssl_password_file file;
LNz —
ETrFx http, server, location

feE - MUEEH DK, BPOLERME 1T, MEEHMRREIREDL,

uwsgi__ssl__protocols

[E=27S uwsgi_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
ENINED uwsgi_ssl_protocols TLSv1.2 TLSv1.3;
4 http, server, location

JE B2 AEH uwsgi AS5 8% &I TR N FH EOHEE P

uwsgi__ssl__server_name

Bk uwsgi_ssl_server_name on | off;
PRINE uwsgi_ssl_server_name off;
T http, server, location
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JE B IME S 4 uwsgl MRS5S ey LSRR, @I 5544 kfEs TLS 78 (SNI, RFC 6066) f&

e uwsgi__Ssl_name B2 BERIRSS 254,

uwsgi__ssl__session_reuse

Bk uwsgi_ssl_session_reuse on | off;
LOVINIED uwsgi_ssl_session_reuse on;
T http, server, location

WEASZE uwsgl REBEGENZAAAMUEN SSL 2if. WRHEESH

B SSL3 GET FINISHED:digest check failed” %, WHEIREHSTEHEM,

uwsgi_ssl__trusted__certificate

Bk uwsgi_ssl_trusted_certificate file;
LN —
£ http, server, location

fEEEE PEM MRAZEE CA IEHRISXH, HATIRIE 228 uwsgi IS5 aHIIES.,

uwsgi_ssl__verify

Ei% uwsgi_ssl_verify on | off;
FINE uwsgi_ssl_verify off;
T http, server, location

JEHEEEH uwsgi ARSS S IE AR,

uwsgi__ssl__verify__depth

1Bk uwsgi_ssl_verify_depth number;
FINE uwsgi_ssl_verify_depth 1;
Holi5"4 http, server, location

B uwsgi AR EFIEBFER IR IR,

uwsgi__store

[E37S uwsgi_store on | off | string;
EINME uwsgi_store off;
Holi9"4 http, server, location

3.3. [FAEER

361


http://en.wikipedia.org/wiki/Server_Name_Indication
https://datatracker.ietf.org/doc/html/rfc6066.html

* Angie
Software

IhEEHEIR, R4 1.12.0

JE RS R A7 B

on 5 alias Broot 82X M FIEARLRAE X1

off B AR AF

AT DME AR R string B E 4!

uwsgi_store /data/www$original uri;

J

SAFRME N RARIE R UILEIH Last-Modified MM Sk BRI E MM 1 55 NGNS, A G a4
o N SRR ALZ B AT DUBAE R RIS RS b (HRETE, TEXMEN T, XSRS RS
Z BRI, A B TRV Y E fi 23 R DOS THEMEE E A B, SR SCERI B wwsgi temp path

TE LR BRI S B R AR — X F RS b,
IR AT T AR S AT 2SR A AR A, il :

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

uwsgi_pass backend:9000;

uwsgi_store

uwsgi_store_access user:rw group:rw all:r;

uwsgi_temp_path /data/temp;

alias /data/wuw/;

uwsgi__store__access

[F227S uwsgi_store_access users:permissions ...;
EINME uwsgi_store_access user:rw;
Holi5"4 http, server, location

BB QIR A SN B SR BT AR, Bl :

uwsgi_store_access user:rw group:rw all:r;

QNERFETE 7T group X a1l VIRIAXER, WA DA AP AR :
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‘uwsgi_store_access group:rw all:r;

uwsgi_temp_file__write_size

TBiE uwsgi_temp_file_write_size size;
PRINE uwsgi_temp_file_write_size 8k|16k;
4 http, server, location

LIEHRRE uwsgh ARSS B0 B 5% P E 5 N S, BRI — RS N Im i SCH R EEE K. BRIATE
MR, KAWNZuwsgi buffer size Fuwsgi buffers 8RB NEMXERH], IEE BB KK

Huwsgi maxz_temp file size I6F KRB,

uwsgi__temp__path

[E237S uwsgi_temp_path path [levell [level2 [level3]]]’;
FINE uwsgi_temp_path uwsgi_temp; (BRIZHURT #JEZSEL —-http-uwsgi-temp-path)
ol 5"4 http, server, location

XM TFEMN uwsgi IRF A ZIEIBHRIVIRI AR ESR. fFEfE R M2 ] BEH =91 H3E

R4, 14N, fE AN ECE

‘uwsgi_temp_path /spool/angie/uwsgi_temp 1 2;

(e S AT REAR R R

/spool/angie/uwsgi_temp/7/45/00000123457

HiESRuwsgi_cache_path &M use__temp_ path Z%L,

3.3.2.53 HTTP/2

PR HTTP/2 M3 F,

2 MIEARSAT RS, BRIAPAY ISR, N A --with-http_v2_module MEEIEH T,
ek H BATCENRRMEGEGH, R E S ER RS,

B E R B

server {

listen 443 ssl;

http2 g

ssl_certificate server.crt;
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ssl_certificate_key server.key;

#HiE

THIER, @1 TLS #% HTTP/2 HEFRE MHZUPE" (ALPN)TLS ¥ RSCH, ZIREM
OpenSSL 1.0.2 [RAFFiEHE L,

WRssl_prefer server ciphers 18R BEENE on”, MIMAELE SIS EM DAFFE REC 9113 [t A B8
I B2 P AR S

B

http2

[F=27N http2 on | off;
ERINME http2 off;
ETrx http, server

JBH HTTP /2 thil,

http2_body_ preread_size

TBiE http2_body_preread_size size;
LN —
o4 http, server

BB MERIEMXR/N, ETHAIRIE R Z /i, 1HRARA] PUREEAEIZ R X,

http2_chunk_size

FENER http2_chunk_size size;
ERINME http2_chunk_size 8k;
X http, server, location

BN AR 73 AR R RN, B R S SECE &I, Ed SR HT PUOKFHLZE mnnitsedk
VISR
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http2_max__concurrent_pushes

H 1.2.0 AT,

Bk http2_max_concurrent_pushes number;
EINE http2_max_concurrent_pushes 10;
o974 http, server

BRAIER LS ERI R R,

http2__max_concurrent_streams

ig/?i http2_max_concurrent_streams number;
BRINE http2_max_concurrent_streams 128;
kTR http, server

WEERTIF A HTTP /2 S REE,

http2__push

H 1.2.0 AT,

JE227S http2_push uri | off;
EINME http2_push off;
T http, server, location

RIEEIE (ML) XHEE uri BITER, HERD EAETE KRB RN —e &K, R A 40 B8 2 A9

URI, #540:

http2_push /static/css/main.css;

uri EHA] AR SR,

AIDATE[R — P B AIHEE 2 hitp2_push 682, off ZEEUHM L —RELCEMARN hitp2 push F5LH

B

http2_push_preload

H 1.2.0 lRAFA.

[E2FS http2_push_preload on | off;
EFME http2_push_preload off;
ETrx http, server, location
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JE AR Link” WAN Sk BRI R PUINEGEE B ahEeHon X 1EK,

http2_recv__buffer_size

B http2_recv_buffer_size size;
FINE http2_recv_buffer_size 256k;
X http

REBD TR B AZ X RN,

HEE

fein

http_v2 BT RF DA RN E L &:

$http2

PIRTHI PR CPRIA R

h2 FoRET TLS ) HTTP/2
h2c FORETHASC TCP ) HTTP/2
o AU Ry 23 R

3.3.2.54 HTTP/3

NEFIERIR L HTTP /3 MhSGR, RIS S5/ PUR Prozy BTG S ECE R RERIRSS a8 0.

e proxy_http3 hq

e proxy_http3 mazx_concurrent_streams
e proxy_http3 max_table capacity

e proxy_http3 _stream_ buffer size

e proxy_ http_wversion

e Proxy_ pass

e proxy_ quic__active__connection__id_ limit
* Proxy_ qUic__gso

e proxy_ quic__host key

4 MNIRAHAT I, EBRERIA S FREAEH] --with-http_v3_module MJELIEITRIEHI,

FERE BN CERRFUREG T, ZERE U SERET,
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B E B

http {

log_format quic '$remote_addr - $remote_user [$time_local] '

'"$request" $status $body_bytes_sent '

'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

server {
# AT B, EN
# Xt http/3 Fo hittps (& JF A7 & 3% 0
listen 8443 quic reuseport;
listen 8443 ssl;
ssl_certificate certs/example.com.crt;

ssl_certificate_key certs/example.com.key;

location / {
# B TH®ZL HTTP/3 W ¥ A
add_header Alt-Svc 'h3=":8443"; ma=86400"';

#HiE

Mo

FPRFIBAT AR,

. quic {6 BT,

TEER, I TLS #5 HTTP/3 ERFHE TLSv1.3 MMM, WM OpenSSL 1.1.1 fRASFF4E ]

0-RTT XHFHZ OpenSSL 3.5.1 BEEMA, 33, FTLMER BoringSSL. LibreSSL B QuicTLS 3k

£ 1.29.1 fRAZ i, TCilssl early data F&2HUELMA], #ICIEEITE OpenSSL JGH 0-RTT X H#.
XF HTTP/3 153K, tHRAKIEE Host Sk, M| $http_host ZEEM :authority MhkHILEI,

Jttgl‘,:samp:reusepoﬁ IR BELEIRSS 88 EAY— listen ...

quic FELHEE. FrAHAM listen

J
B
http3
=27 http3 on | off;
ERINME http3 on;
T http, server
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JAH HTTP/3 WX,

http3_hq
[E227S http3_hq on | off;
EINME http3_hq off;
X http, server

JERTE QUIC EHAEIENNL FpEME) HTTP/0.9 B,

)
XAEBA TR Z AR R L T TN A /5 o

http3_max__concurrent_streams

Bk http3_max_concurrent_streams number;
BRINE http3_max_concurrent_streams 128;
ETrx http, server

witae HTTP/3 #1 QUIC &E, HiEE—MNMEZRHIF L HTTP/3 5 RMNEREE,

http3_max__table__capacity

[E27S http3_max_table_capacity number;
EIME http3_max_table_capacity 4096;
4 http, server

REARSS aEER 2545 AR,

#HiE

BB proxzy http3 max_table capacity $§ FFARIEER, BREER, S8 HHEFHNRIERN, 3

DREHSPEEH,

http3_stream_buffer_size

Bk http3_stream_buffer_size size;
FINE http3_stream_buffer_size 64k;
T http, server
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EA TG A QUIC MAYZEMIX K/h,

quic__active_connection_id__limit

B quic_active_connection_id_limit number;
FINE quic_active_connection_id_limit 2;
X http, server

&'E QUIC active__connection_id_limit fEHIZEUE, X2 R] AMFEMETEIRS a5 EAUERE ID R REE.

quic__bpf
[E2FS quic_bpf on | off;
FINE quic_bpf off;
R main

JE R eBPF #&H QUIC Wi, BH)E, rlPASZEr QUIC ERITR,

#Hik

ZAEAE Linux 5.7+ E3HF,

quic__gso
BiA quic_gso on | off;
EME quic_gso off;
4 http, server

JE R (E P o BRGEN AR L et 8 A A

/i
Al B 3EANAE 524 UDP_SEGMENT MY Linux 3234,

quic__host__key

Bk quic_host_key file;
LN —
T http, server
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REMUE AT INEICIRSE BN USRI ESIR file SXMF. BRANEOUT, BHRERTINEN R 24K
—MBENLE S, A IREHE R LSRR,

quic_retry
Bk quic_retry on | off;
LOVINIED quic_retry off;
ETrx http, server

JE R QUIC UG UE YhfE, IXBFEFE Retry BIREE NEW _TOKEN Wi &IEHSM, PANKIEE
Initial BUHEE AU 2R,

REZ

il

http_v3 FERSZRF AN E AL &

$http3

PR B SPRIR R
h3 M+ HTTP/3 %E#
hq AT hq EH

wn BN 22T

$quic_connection

QUIC E#ZERYE

3.3.2.55 XSLT
PR — NS IS, P EE A XSLT AR XML Wik,
4 MIRARDATEE, BRI WAEA --with-http_xslt_module HEEIE H'E,

FERAMTARE EF, ZHERE HWEWEKN, FEN T8N  angie-module-xslt 5L
angie-pro-module-xslt HYJH7 IR,

#HiE

IZAEHEEE |ibxml2 F1 libxslt

W=kt

location / {
xml_entities /site/dtd/entities.dtd;

xslt_stylesheet /site/xslt/one.xslt param=value;
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xslt_stylesheet /site/xslt/two.xslt;

5o

xml_entities

Bk xml_entities path;
ERINME —
X http, server, location

TR AT DTD S SRR B R B . T HORIRR, EBTICTA AR BT XML
FRRIHRIINB 4R, RIS, FHER LT e RIS, S AN XML 458, R SRRy
TRPSELK, Biln:

<!/ENTITY nbsp "&#zaO;">

xslt__last__modified

B xslt_last_modified on | off;
EINE xslt_last_modified off;
T http, server, location

1F XSLT #5Hna] 0 AR B I 4AMA S AP ) Last-Modified SkEEg, DAMETNHMN EAE,

BONBOLT, SKFBdshR, EOMaR N AR piEk, AreEE & sh L TR 85 5 A
IR YA B G

xslt__param

Bk xslt_param parameter value;
BRINE —
ETrx http, server, location

TE S XSLT RIS E, [EHIN XPath FiX, EHAI AU EL R, ERFAFREMLBAMER, 7
PMER zslt string  param 8%

AP EZN xslt_param 8%, MR LHIIHREAE X xslt_param Faslt string _param #E:fé'\, JIjix Lt
AR E— BB LR K,
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xslt__string__param

[E27S xslt_string_param parameter value;
HIME —
T http, server, location

TE X XSLT HEARMNFRFERESEL EPH XPath RIENAPHERE, HATAEEER,

A LA 2™ xslt_string_param 5%, QR LAIRANEA E Loslt_param Fl xs1t_string_param 6%,
MIXLEHE 24 M _E— DML E AR,

xslt_stylesheet

Bk xslt_stylesheet stylesheet [parameter=value ...];
L NN —
o974 location

X XSLT HARSLHANESE, FERAERCE R Bdi%,

SR URMEE, el MER 2RRFHE 1T 0. MRSEEE 77/, NE SN %3A7, it
b, libxslt ERGU SR TR RIS B 35 S EONG | SHERK, filan:

paraml="'http3A//www.example.com':param2=value2 }

SR U SR, flan, BAASEATA DA — N R RIRG:

location / {

xslt_stylesheet

/site/xslt/one.xslt
$arg_xslt_params
paraml='$valuel' :param2=value?2

param3=value3;

}
AIDMEE Z MERR, BANTRAZHE BRI R H o
xslt__types

HIK xslt_types mime-type ...;

ERINME xslt_types text/xml;

TR http, server, location

Ja e E MIME 28

RINIMNOEATHAL, BR T text/xml ZAh, FEFRE™*” PEELIE(T MIME 2834, 405

gt B2 HTML Wiy, WE MIME 2B 8E MO8 text/html,
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ol HTTP BRI T HTTP ARSS S RIHEADIRE: HGE RS sk, BUE M TIEREEmmaiE, 42
SRR, BCEEER. SHF keep-alive JERZ DU E FHIE KA R ARk,

AT R MY R T IIhRE, AVFEHN S RATR R IGECEM L HTTP R3S %%,

3.3.2.56 5%

absolute__redirect

Bk absolute_redirect on | off;
BRNME absolute_redirect on;
£ http, server, location

QNEREEH], Angie & H B EEE FIREZ R AT,

%FﬁaﬁDﬂ5(37'@(&7;nam(aimiredircct 0 port__in__redirect B4,

aio
[=2ES aio on | off | threads [=pooll;
ERNME aio off;
X http, server, location

£ FreeBSD 1 Linux /8 HEEH S50 1/0 (A10) HIfEA:

location /video/ {

aio

output_buffers 1 64k;
}

£ FreeBSD _E, M FreeBSD 4.3 JFAR] A ATO, 7E FreeBSD 11.0 ZHil,AIO A DAFFASHEREZINZ -

options VFS_AIO }

BN PIAZ AT R B A AN 2L

‘kldload aio }

1F Linux b, MNEERRA 2.6.22 60T DMER AIO, AN, IEFEZE G directio, 75 W BEEBUK < RHZE:

location /video/ {
aio
directio 512;
output_buffers 1 128k;
}
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£ Linux | refidirectio RAEF TIEULZ 512 FHIAFAFFHRIEE (8T XFS 4 4K)o XHRARNFFRE
DARH ZEAE FNIREL, A T Wi A SRATHE M ST LT G6 1Y FLV 15 sRA2 At 78S LR R s ER
AN FF IR R 2 PH 2,

MTE Linux EFRINEH ATO Misendfile I, M T RTFEHET directio 8L HFEER/INISTHER ATO, M
WFH NP S EE F directio BHEF sendfile:

location /video/ {
sendfile
aio
directio 8m;

}

BeJa, I DAGE A 2 8RR B A0 SXfF, A RFHZE TAEERE:

location /video/ {
sendfile
aio threads;

}

BEECR AR AR E B EHEE 1 FILRE. QIREMIRAFR, WA defanlt” B9, AR AT
DAfsE FH AR R

aio threads=pool$disk; }

i aio on FTEMA --with-file-aio BLESEIHITHE, #H aio threads FEHH
--with-threads ¥ T,

Hll, Z2L8E15 epolls kqueue Fleventport T7IEER . ZEFERIEMNAE Linux 3250,

HIEZ M sendfile 182

aio__write
[E=2FN aio_write on | off;
BRINE aio_write off;
ETrx http, server, location

GERBA T aio, TEEREKHHMTE A, BHEl, XXIEMEM aio threads AR, HHAMNRTEAE
B AREE IR 55 A R WAL BSAE AT R S

alias
Bk alias path;
FINE —
T location
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eI B SOF et 2, BN, (EH A NECE:

location /i/ {
alias /data/w3/images/;
}

WTF /i/top.gif WIIER, KEIEXM: /data/ws/images/top.gifs
path B AR E &, HAEEESdocument  root F$realpath, roots

GRERAEAE A IENZOERE XA BNER alias, WIZIEMZRIEXN G SR, I H alias 5| HIXLE
flAREL, Bian:

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

v B VLACHE E A i 5 i 70 I

location /images/ {
alias /data/w3/images/;
}

BRI root $82

location /images/ {
root /data/w3;
}

VAW

i alias B, PEECHY location RIZXS1ZHKEM URI HRIFR, HAETEHRA S HEHES EHIE,
location BHEARERMLE alias [HARBRHILAHIRTF—, 1R alias fHERD location FrrHIARRE
RUL, TR SWEEDHE (A /data/w3/imagestop.gif), MIHREIFIRMIXME; R2MH
BZH—IRUL, EELE, NTILERERE 70 location, W HH oot 1652, B2 72EE
URL JBMEBNHAE, 32U,

auth_delay
BiE auth_delay time;
LONINIED auth_delay Os;
X http, server, location

FEIRACEHR[A] 401 WM AT HIRBZBOER, PARG LIS 05 B 1R ah 5 BRI R A P e,
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auto__redirect

[E=2FS auto_redirect [on | off | default];
BRINE auto_redirect default;
T http, server, location

P = AT E ARHTAS RN B S0 5] 470

location /prefix/ {

auto_redirect

TEIXE X /prefix HIIERSSFEEEMEF| /prefix/o

{8 on S HEEM], M of f 2B, BB N default I, (YN B Hapis prozy  pass. fastcgi pass.
uwsgi_passs scgi_passs memcached _pass Bgrpe pass REIRIE RN A E HEE M,

chunked__transfer_encoding

181k chunked_transfer_encoding on | off;
FINE chunked_transfer_encoding on;
£ http, server, location

FVFAE HTTP/1.1 HEEM AL GG, 4 (IR R AR ZOREA SR 7 G B i, IX AT RE TR
R,

client
Added in version 1.10.0.

1F 1.10.1 IRARZ A2,

=2E client { ... }
AIME —
HSl5"4 http

O —DRFRH) client b3, FIFAEHE Angie HATHITRIAER HTTP 183K, MLHIMNBE PS5,

client b FICRRE B Angie BERAIRSS RS P MERE, Ve o TRsMEHl, it BT
o, HREE XA E (A e BTER); ENJCIREIMNE HTTP 15K, HEEEIE MHRIR S5 as L] LA
77 A

client F FXHT:

o TEACME BERHIEETIE L) location Qacme [AIMEFMUA NI & IXIEHR, AT DAREF (! FBERAY
R TRISMICE,;
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o fEDocker BEHHEE TE XY location @docker_events 1 @docker_containers [A] Docker
API KIEIFHR, AT LA AR SRR S TR M &

o JBEupstream probe (PRO) MARFEARSS 25t 7 FEAR M
o TEIR Upstream B remote_action Msticky learn FEz,
FEEZA client AVFIEF NN AZA location AMLERILE, XHTHAHEES,

R client HAFEEHHE L MNHEHFRAF N location KK, FiAlE, X2 N AN
SMAREUE client HUHATHIMEER I HMBRAIECE (FIANACME B Docker),

2D client BIFARRKILERIRA:

client {

proxy_set_header Host docker.example.com;

proxy_set_header Authorization "Basic QWxhZGRpbjpvcGVuIHN1c2FtZQ==";

location @docker_events {

location @docker_containers {

client {
proxy_method GET;
proxy_set_header Host backend.example.com;
proxy_set_header X-Real-IP $remote_addr;

location @health_check {

proxy_pass http://upstream-server/health;

i

XEATFEHESHEM location HHMHMEINIES, HER ERANSLEL (40 js_content
Hautoinder) FIZEBALIREE (Wmap), AN B BAEBIE RFES (41 upstream_probe) A AR

TEH A SRS B BRAEEI$ES (@ limit_req. auth_request, try files, EGITTERS. XSLT &) 7£
IXBEAEELEH,
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client_body_ buffer_size

[E27S client_body_buffer_size size;
LNz client_body_buffer_size 8k|16k;
T http, server, location

B IEEUR P 0 iE SRR X RN, W1 SRIE SRR K FRMIX, NP ERENE SRR S AL TR 755 A 2
o BUATEW R, ZBHXANETFHANNEL, £ x86. HAth 32 i FA x86-64 |, X2 8K, 1EHAfh
64 NiF-E &, EHE = 16K,

client_body_in_ file_only

Bk client_body_in_file_only on | clean | off;
FINE client_body_in_file_only off;
T http, server, location

W B A B P i I SRR R RS2, As 2 nITE VR EAMRIEE A, BRAEREFH $requestbody _ file 2%
Bl Perl L $r- >requestbody  file F1EREF,

on TR AC B 5 A BRI R S
clean TRV ERIE SRACER S B T BRI S

client__body__in_single_ buffer

B client_body_in_single_buffer on | off;
EINME client_body_in_single_buffer off;
T http, server, location

BB S RHERENEFUmiE RIS EE RN R X A, BEIAEMEH Srequestbody 2B IHMEH HLHES, DAR
DUs N B HR R

client_body_temp_path

Bk client_body_temp_path path [levell [level?2 [level3]]];

EME client_body_temp_path client_body_temp; (Eﬁ 7Bk T o 2 i T
--http-client-body-temp-path)

£ http, server, location

T A7 P i SRR IR SRR E SR TEFERE H % N2 il A =201 H SRR IRES K, BN, £
ANECE A
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client_body_temp_path /spool/angie/client_temp 1 2;

e S AR A2 AT BEAN T B

/spool/angie/client_temp/7/45/00000123457

client__body_timeout

181 client_body_timeout time;
BRINE client_body_timeout 60s;
4 http, server, location

ST SCSEHE P i T SR AR BN IR TR], AN (LB PR SRR 2 [RIRT I R B, TS AT EENIH
SRR, AR P Im LRI R R AT A, WE KK LA 408 (Request Time-out) IR 1L,

client__header__buffer_size

181k client_header_buffer_size size;
FINE client_header_buffer_size 1k;
TR http, server

B E B P A KAV IX RN AT RZE0ER 1K FRIRMIXEtE 7, B2, RIEREE
K cookie, B2RH WAP % i, WRTRETCIEBMTE 1K Ho GNRIERITEHIE KL F B ICTE R IIE
X, W EEH large client header buffers Y82 HL B I EH KR MHIX,

GUIRAE server POAHEE LGS, WIAT DUEHIBRIAIRSS SRAU(E, TRIEIES R DRSS a1 tE #o0.

client_header_timeout

JE2FS client_header_timeout time;
BRINE client_header_timeout 60s;
TR http, server

T SCSEEE P vt 1 SR SL A RRINT IR ], 40 525 P 0 72 SHE IS R AL AR AR SR N SR Sk, INE SR L 408 (Request
Time-out) FHIRZ 1L,

client_max_body_size

Bk client_max_body_size size;
LONINIED client_max_body_size 1m;
T http, server, location
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BB P UE SRR R R SR/ WSRIE R AR NE I BB AE, A28 3R [E] 413 (Request En-
tity Too Large) f51%. IETER, NEARTTIEIEM B RIHEER,

0 SRR AR IR SRR RN

connection__pool_size

JE=2FS connection_pool_size size;
EINE connection_pool_size 256 | 512;
T http, server, location

ARV S NERNANGEI N HAESXERERTEIIRD, EH AN, BIAEIT:

256 (F) £ 32 fiFE L
512 (F1) 1t 64 fi V-5

default__type

[ER7S default_type mime-type;
EIME default_type text/plain;
EFx http, server, location

N BN MIME 2884, SR R4 5] MIME ZRBYAGBLS AT DAGE R types 161 E

directio
[E=2FN directio size | off;
LOWINIED directio off;
ETFx http, server, location

FEEUK T THEE A/ NS, S5 0_DIRECT #7i& (FreeBSD. Linux), F_NOCACHE #Ri& (macOS)
B directio() B} (Solaris) MfEMH, 452 HANFHAEE RN sendfile M. BIAHTHRHEER
1

directio 4m;

B AF Linux M aio B,
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directio_alignment

[E27S directio_alignment size;
EINE directio_alignment 512;
T http, server, location

WeE directio BFIXFE e TERZEIBI R 512 FHNFEUENE T, (H)2, £ Linux NMEH XFS I, FFZ

BEHEINE 4K,

disable__symlinks

FENER disable_symlinks off;

disable_symlinks on | if_not_owner [from=part];
EINE disable_symlinks off;
T http, server, location

FEAEFTIT SCAEIT LN RI AL BT S5

off
on

if not_owner

from=part

RVFRRZHP T S A TR E, X2EIMTHA.

R PR AR EART L B 7 R A5 5 R, WIFEZA T Az S

IR R IR BT RG-S 558, Hixpk 5 HsmiN R A S FETE
&, WL Az,

ERERFSHEREN (3% on Ml if_not_owner), Ml K AT AR A 7
Al DB EIMEE from=part ZHCRBE N BRWTIAE 7 P IF S PR S, 18
IXFME LT, AXMFEE WG E 77 2 eI B R R 0 e R B S 5, R I%
HA BB ERENIGE 7, WETRARERR, MERARAEERSH—
o WRIRES KRR, WA ER S, SBERRMEHZ &,

2Nk

disable_symlinks

from=$document_root;

1

A5 NE B openat () fl fstatat () HHAMNARS LT H, HRRGETEIRAN] FreeBSD, Linux

F Solaris.

B

on 1 if _not_owner SEISIEMAETTH,

AR OOMERMITIT H RRG L, (X ES TR E TR A B A 0 H B BEEBUR,
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#HE

AutoIndex. Random Index F1DAV #Eit H i 2R HFES,

early__hints

Bk early_hints string ...;
BME —
X http, server, location

72 457103 Barly Hints” WG BA% PORINAIE, GIRFHSRIE D —METHZ ARET o, W]
SEHERRIFR:

map $http_sec_fetch_mode $early_hints {
navigate $http2$http3;

}
server {
location / {
early_hints $early_hints;
proxy_pass http://example.com;
}
}

SRMER IS

error_log__user_tag

Added in version 1.12.0.

Bk error_log_user_tag value;
EINE —
EFx http, server, location, limit_ except

Herror log IERININEFE T IE RIIREE, value FRIDAELE LR, A] AZIRIEEIXIES AN Z MRS,
ﬂuff:ermrilog HheE FH filter=tag: PEACARE

error__page
TBiE error_page code ... [=[response]| uri;
L NN —
4 http, server, location, if in location
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SRR E SRR TR URL, wri {EA] DUE A&,

B
error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

X2 FENEEEMETEER wri, FRE P ERITIEESCONGET” (4 FFR"GET” M"HEAD” 25K
FTETTI%)o

AR, FTBAFERIZRAEL =response AYTETRFNAN NS B O 55— MRS, Bil4n:

[error_page 404 =200 /empty.gif; }

A SR IR Y ARPRAR 55 8580 FastCGI/uwsgi/SCGI/gRPC ARFS A+, H HiZAR S5 8% Al GEIR [A1 A [RIAY
M B ARAD (1140 200, 302, 401 5 404), W AT DAL TR B AAD:

error_page 404 = /404.php; }

GRERAE R EE AR A TR Z 2 URT RT3 7K, AT AR TR BB 2 a4 [ location:

location / {
error_page 404 = @fallback;
}

location @fallback {

proxy_pass http://backend;
}

ik
QSRAEACEE uri JARIA A RRIR, W SRR I5 AR R BRI AR MR (|25 F i

AT DA URL EE A T A IR AL

error_page 403 http://example.com/forbidden.html;

error_page 404 =301 http://example.com/notfound.html;

EXAES T, BRINEO T 2M% P imiR [E AR 302, B R REEBOVEE MMM RS2 — (301, 302,
303. 307 F 308),

etag
[E=2FN etag on | off;
ENME etag on;
T http, server, location
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JE I EEE R S B IR B I 2E K ETag MR SK T B

http
[E=2FS http { ... }
FINE —
T main

TRMECE S MF ETRSC, FEEAEE HTTP RS aHES.

if_modified_since

[E=27N if_modified_since off | exact | before;
BRINE if _modified_since exact;
T http, server, location

e AT B SN E] 5 Tf-Modified-Since 153Kk E AV [EIHEAT L&

off Mie] B G 2 AR ELBER
exact Ui Ui
before Meg . R R B/ NTF BT If-Modified-Since 1 R LFEX H I A]

ignore__invalid__headers

Bk ignore_invalid_headers on | off;
ERINME ignore_invalid_headers on;
X http, server

Pl Angie J2 75 M BATCUAIRAIL T B, AR R, B, ETITAR, rIREC s M
2k (Hunderscores_in_headers &4 l)o

GRAE server PAHETEIZAG, W] DA BRINAR S5 S5 HI{H,

internal
Bk internal;
FINE —
T location

FEELEN location HAEH THERIER, X TAMBIEK, KM% imikME 404 (Not Found) £#51%. HP
TR ELHE DU T LAh:
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Herror page. index. random index Ftry files 6 BEEFIMIIEXK;
iR SS 28 X-Accel-Redirect M SkFERE EMIAVIE K

B SST B include virtual i, Addition BHYES AN auth request Fmirror &S RRE
FiEXK;

M rewrite 16 EBEITER;
i goto $6 L HE MHIIE K,

Nk

error_page 404 /404.html;

location = /404.html {

internal;

}

J

BT 404 $EIREFEWH internal 58 location J:—FYEF@«EIEE"J, ANERTE 3K AT DAEE € [A) 21 AN [E Y
location, JXFRVFXSAMERANPAERIE KA AR R A RTER, (HIEAT-RRIEACE, Fan:

location /path {

internal;

error_page 404 =Qexternal;

proxy_pass https://internal;

location @external {

proxy_pass https://external;

Eiﬁﬂ%, ANERIE K GET /path PR AR https://external/path, T A ) PR A 30 3 KK i A B &)
https://internal/path,

#HiE

MY B IR IR AL E W] RE S BN IR, YRR E T A A BRI IR, IR BRI, K [E]
500 (Internal Server Error) iR, fEXMEN T, AILATEFE IR HEHEF| rewrite or internal

redirection cycle HEo
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keepalive__disable

[E=2FS keepalive_disable none | browser ...;
BRINE keepalive_disable msie6;
T http, server, location

FHET R ENMESRRIER. browser ZEHRERSZR MM Y35,

none X R I YE A fE ORI F2
msie6 —HIF| POST 13K, Z2H 5 HRA MSIE HIfREFER:
safari HE macOS 125 macOS #ERSGE LY Safari F12E Safari W e HIRFFERE

keepalive_requests

Bk keepalive_requests number;
ERINME keepalive_requests 1000;
X http, server, location

R EEE —MRRHER A DUE BRI OE KB, MEREIRAIE R G, RO,

TE ISR AN BN TR MR A o B2 21, R, (8 MR TE SR ERT RE R S BOS I
TR, NEBOX R,

keepalive_time

Bk keepalive_time time;
ERINME keepalive_time 1h;
TR http, server, location

FRAIE IS — DR FERAC B R AR I Al TRBNIN G, R AR 5 808 RS RE K,

keepalive_timeout

B keepalive_timeout timeout [header _timeout];

EIME keepalive_timeout 75s;

ol 5"4 http, server, location

timeout BB IR P i A AR 55 2 i PR ISR T A AR N IS ()
0 B ORI R 2 Ui 4%
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AN ANESEAEN B i E Keep-Alive: timeout=time SKFEAME, XD ZEAT A FEL,

Keep-Alive: timeout=time kT Mozilla I Konqueror iR, MSIE =7EKZ] 60 #Vf5 HITRMALR
PR,

large_client__header__buffers

Bk large_client_header_buffers number size;
BRINE large_client_header_buffers 4 8k;
kR http, server

I E T IRBOR R P i 17 SR K A 2 v X ) R B AT RN, 1 SRATARERE IS — DRI X AR, 5 R
A% 3R A 414 (Request-URI Too Large) #1%, THRKFBABARERIE — NMEIIX A AN, A NR A
R IA] 400 (Bad Request) #5132, ZRMXANETREN L. BOAERL T, KX KRNEFT 8K 577,
QUSRAETE SRACTRES SRR ER FE AN PRIFIEROIRAS, IXEE LRI DR BORE T

QUSRAE server PORITEE TR, WIAT CAGE FHERIA R 55 25 A (EL

limit_except

[F227S limit_except methodl [method2...] { ... };
HME —
X location

PR location NACHFRY HTTP 5%, method Z¥47] AJE PA R &2 —:GET, HEAD, POST, PUT, DELETE, MKCOL.
COPY. MOVE. OPTIONS. PROPFIND, PROPPATCH, LOCK. UNLOCK BY PATCH, I GET J/5i%th£(di HEAD /5
B, ] CAMEF Access F Auth Basic fEBLFE4SFR I E A A5 B 15 1A]:

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

#ik
B EIRREIE A T BR GET F1 HEAD ZAMHIFE 77 1%

limit_rate
Bk limit_rate rate;
FINE limit_rate O;
Holi9"4 http, server, location, if in location
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BRI 112 P om R B IR, IR UM e, FEZERRS]. RV &N ERIRE
(0, RN SR P i R N T RS, SO 2 fa e BRI M £

SRMER SR, R ERIERE A IRFIERAHEI, XAlsERA H:

map $slow $rate {
1 4k;
2 8k;

limit_rate $rate;

AR R AT DATE $limit_rate ZEREHIRE, BARBEH HTT7E:

server {

if ($slow) {
set $1limit_rate 4k;

PR AT DATE A BRI 55 88 WM B Y X-Accel-Limit-Rate Sk F R X E, A] DAf#
Hprozy ignore_headers, fastcgi ignore_headers, wwsgi_ignore_headers Mscgi_ignore headers

T H IR,

limit__rate__after

181 limit_rate_after size;
ERINME limit_rate_after O;
X http, server, location, if in location

BRI, TR 5 1A% i R N R RS2 2R, S8(E R S &,
Nk

location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;
}

lingering__close

K lingering_close on | always | off;
EINE lingering close on;
Holi5"4 http, server, location
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Pl Angie QRIS iRz

on Angie 515 FHALEL R AR P ImRAIEOMEE, AEseekMER, HEAEFARX
T3 LRI P it AT RE IEAE A X B 2 B

always Angie K EERIACBRRRS MY P Uit B4

off Angie NEFRFESHUR, KZBICHIERE, AT BRI, EIEFEIL TR
A

FRH HTTP /2 EERIRA], RTE server RAWEEZIEZ

lingering__time

Bk lingering_time time;
ERNE lingering time 30s;
TR http, server, location

Hlingering close L3I0, HFGDEE Angie 0B (BEUFZME) >k BHE P iREIMIE R A E], 76
25, RO, RIMEIEH H 2 8dE,

lingering__timeout

[E=3FS lingering_timeout time;
EINME lingering_timeout 5s;
T http, server, location

Xlingering close AE3A0F, IHGDHEE FRFE 2% P iR 2 AMY A F AR ], A1ERAE LA TR AR IR
BAR, ERRRYEETH], BN, BRIt 2R, Angie FHRITUAERFHE 28R, » S B 218 7520
SHEE, [HAS8E lingeringtime F62FEE IR ],

FEACHE S PR, & P iR RRE R AE 2 NI R 2 /D0IKF] 1ingering_timeout HHHEE MU RN A <25,

#HiE

1= nginx ':F‘, RS keepalive _min_ timeout,

listen

1£ 1.10.0 KRA L EAEH.
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[E=2FN listen address[:port] [default_server| [ssl] [http2 | quic| [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];
listen port [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];
listen unix:path [default_server| [ssl] [http2 | quic| [proxy_protocol]
[backlog=number| [rcvbuf=size] [sndbuf=size| [accept_filter=filter| [deferred]

[bind] [so_keepalive=on|off|[keepidle|:[keepintvl]:[keepcnt]];

ERINME listen *:80 | *:8000;
J:‘FY Server

WEIRWERFN address M port, BARGSAFESZIERM UNIX BER TR, address tHa] A2 T
%, filgn:

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6 HutikH T HEE4EE:

listen [::]:8000;
listen [::1];

it I R I P AT 20 BR A 88 — DR G — o SR -

listen 127.0.0.1:8000-8009;
listen 8000-8009;

UNIX HEZZMHH unix: FIRIETE:

[1isten unix:/var/run/angie.sock;

A PA[RINAEE address Fl port, BUXFEE address BAXFETE port, HEMEFLLETR I, I&FH DARHLN:
o WHRANEEH address, NIEEARC 80,

o WIRAEEH port, Angie BIEWTFTERTHE IPv4 (BAK IPv6, @ISREFH) O, ZmHrsE—
N server HEHCN EARILEL Host kAT RIVERIAIRSS 5o

o WRZEEEMIZIEL, Angie £ VI BIRIZTTIRER] «:80, SN *:8000,
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default_server

ssl

http2

quic

proxy_protocol

68 T IHSEHIRSG G NATE address:port FHIBRINIRSS 8% (CEATIFE R AL
— RITERET),

NREA default_server ZEMIES, KT ERTFHIEIARS S 2ACE
HONZER TR RS I — DRSS 38

FOREN IR ERE T FRZ T A SR NAE SSL BT TAE, iXAavF N [ER AL
H HTTP #1 HTTPS IEKRAIRS ZatefittE RiZAALE,

BC B 1452 HTTP /2 i&E#H, @, A THEHETIE, ENIEE ss1 2%, {2 Angie
HnT ARCE N2 A4 SSL [ HTTP /2 i&E#H

H 1.2.0 lRAFH.

B http2 182

BC B 352 QUIC %E#E, BEHMIET, Angie A48 HIFBLCE HTTPS B,
WHE quic b, EIEALIEE reuseport DA LA 24 TAEBEFL,
FONEM RN ER T FESZ A ERE R H PROXY il

listen fRQIEA] DIHEE I LMRE TERFHEXRGHHNK NS, XESEFTDIEET listen 5
rREE, EXTaER R ER T HEE R E —Rk:
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setfib=number

fastopen=number

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on |

off

reuseport

multipath

so_keepalive=on
| off |

[keepidle]:[keepint

NI ER IS ER R FIB (SO_SETFIB %), HR{NAE FreeBSD FHRL,
NI EREFAHTCP Fast Open”, FFFR il A 52 5 = %32 F 1A 1 B
RKEE,
Ly

FRARAR S5 2R REfS AL 2 X ICT A BARAER SYN BdlEfl, SAZE/E A
TCP Fast Open”,

% listen() WY backlog S, IS HIRMHIFHEELERERAIN B AL,
ZFNEM T, £ FreeBSD. DragonFly BSD #1 macOS _| backlog &N -1, 1E
HtF& EiEN 511,

NI BT BRI IX K/ (SO_RCVBUF &1,
NIETER TR ERIRZMIX K/ (S0_SNDBUF &),

N ERE IR BRI IEAR A4 FR (SO_ACCEPTFILTER JEIN), XIS IR 1EKHE
NIERRIHL accept O Z AN HHITIEIE, XIXAE FreeBSD #1 NetBSD 5.0+
B, FIREMMEN dataready F1 httpreadys.

fE/RTE Linux BfEAZEIR accept() (TCP_DEFER_ACCEPT EHZFIEII),
FERNAER address:port XEATHIA bind O WH. XIREH, ENWHEA
2 BAMEEN TEARFEMIER listen 582, HHEA— listen 15T
Z57E port HIPTAEHIE (+:port), Angie ¥ bind() F| *:port, MIXERIE,
TEIXRPE L SR EAT getsockname () FRGEYH FH DARFIE 1532 Utk 40 SRAE T
T setfib, fastopen. backlog, rcvbuf, sndbuf. accept_filter. deferred.
ipv6only, reuseport 1% so_keepalive S8, WX THEN address:port
PR TERARAY bind O T

e (@l 1PV6_VEONLY EfZ7IAI) MIT@ACAFiiL [] i IPve BT ZEE
HE52 1Pv6 RSN 1Pve F1 IPv4 5, WSEERINITE. ERAEES
BN E XK,

RN TAEHZ O AT IR T B (FF Linux 3.9+ 1 DragonFly BSD
{#iF SO_REUSEPORT E#E 7%, S{1E FreeBSD 12+ L ffiff] SO_REUSEPORT_LB),
T ARAE TAE R Z [A) 7 BCAE A%, H A{XAE Linux 3.9+, DragonFly BSD
1 FreeBSD 12+ AR,

B

AU reuseport S AIRERT R L LR E,

JAAIEIE Multipath TCP (MPTCP) #%2i%#, H Linux WERRA 5.6 X,
i s quic %
N EEFELE " TCP keepalive” 1T,

0 WREHE I SE, WERTFHERRERRNLE
on NEEFITIS SO_KEEPALIVE j&IN
off NEREFF[F] SO_KEEPALIVE JZ&IH
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FLCPRE RS SCFE# ] TCP_KEEPIDLE, TCP_KEEPINTVL Al TCP_KEEPCNT Ef%FIEIITE G M ER T
fii_ 1% E TCP keepalive 2%, fEIX 2%t | (HA1$E Linux, NetBSD, Dragonfly, FreeBSD 1 macOS),
A DAf#HF] keepidle. keepintvl fll keepcnt SHEGHITACE, LB — DM NS, EIXMPER T,
N EREFETE RSN B AR i,

[so_keepalive=30m: :10

K23 RGN (TCP_KEEPIDLE) &8N 30 70#h, KHAMIEING (TCP_KEEPINTVL) R NRSERIAE, K
BRIMREL (TCP_KEEPCNT) X &N 10 R,

zZN

listen 127.0.0.1 default_server accept_filter=dataready backlog=1024;

location
[E=2FS location ([=|~|~*| "~ ] wri | Gname)+ { ... }
EIME —
TR server, location

HRIETER URI 25 VLTI RIA T ORI B E.

PEFCZE A ATEALRIE R URL (Bl Suri BIE) TAITHY, FERRRY L %X X" FEGRIEHISCA, AR AR X s
R A B5IH, PORATRERS DB MR 40 VDR G T,

location AJDAMRIERFFHRE X, AT AR EMIFRIAZE o
IEMIFRIRTAE P AT BB -

- AX I3 R/NE I PLEL
- X R/NE KPR

H T HRENSTEKVEECH location, Angie B /SR H AT FAF € X location (HiZE location), FEIX
LE Jocation H, EFEFICAEEA R ILACETZM location,

#HiE

MNFAXDRNERHRIERSE (W macOS), AISKFATERILAEANX D ANE, Hi2, PEERNRT Y
X E,

SRE TR IR IE M ZRIA AEBC B S A IR & IE N RIAT,  7E58 —IRIEAC/S 12 IEH R, F i AR AL
RIRCE, EREAH RS S IENFERAIICAE, WA ZATHCERTRTS location HIECE,

PR T N HEREIM—LEHISMEDL, location BRA]PURKE,
IEMIFGAFCAT DAOTHARA, X EAf AR 5 v LS HAthFe < —fEE A

3.3. [FAEER 393



* Angie
Software

IhEEHEIR, R4 1.12.0

QUERERKPLACATER location BA ~~ B, NIAE ENFRIER,

A, ER = BI65F, FTRAE X URI Ml location HUFEFAPLAL, WISREKEIFEHIICADL, WHERZ L, #ilan,
AR 7 ERIE LA, X location =/ REAIPRIXLETE RV EIEE, KON RES R EXIL,
XHFERY location AREFL S HREN location, [RERE N T FEHHULHL,

—HILACE location, THNKIEL root Balins FELWBEISLAF, try files PIEHAERIIRIE S HEE
WS E,

ZNE

location =/ {

#configuration A

location / {

#configuration B

location /documents/ {

#configuration C

location ~~/images/ {
#configuration D

}

location ~*\.(gif|jpgljpeg)$ {
#configuration E

}

/ ERRUCELACE A,

o /index.html IERIGILHELE B,

« /documents/document.html & RFFILEALE C,
o /images/1.gif ERWGILEACE D,

e /documents/1.jpg IHRIGILEALE B,

ik
GNERHATEE location PARMLFARIEE R Hauto redirect BEH, WMIEKAEIREN: HiFKENAN, H

URI %A EERAFTAELEHAL A SR 52 £ UCH, <R MBS N 301 BIKAEE, FaAbHm 7 #
FLAYIER URL,

YT FERf URI DUHCHY location, A2 FH EEE [A]:

location /user/ {

proxy_pass http://user.example.com;
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location =/user {
proxy_pass http://login.example.com;
}

o BIZRE X T —> #i44 location, I location ST HMIERAHE, MR (HTHREEM, BN
REME, tBARERLEHRE location,
HEME

2N E XAHFBCE M location B FXAJPUEII R location HFIH A PEEC RIS FHEEH B
BLEHCRESE, XFRN * 4HE * location,

BRIRRTHRBIFFRIECE A, D M1 E & ST AR E; &R DA EMNHE M —1 location:

location =/
~~/images/
~*\. (gif | jpgljpeg)$ {
# W BE

4 location tHA] PURLHE M —E 57

location =/

@named_combined {

wh
HE location MJPLECRIAXMEIMRFTAIFRIZAA & Z B A GEHR 248, IEFZR: location ~*/

match(inglesler)$ ...,

.
#/ik
EH#l, & location THE ** H#E ** fUFIET URI IV proxy_pass 5%, W ARERE api B
alias, (H2, XEFGLADMERE THEMENIAEH .,

J
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log_not__found

[E27S log_not_found on | off;
BRINME log_not_found on;
T http, server, location

JE FHEEE LR ARERE S EERIC R B error_log H,

log__subrequest

HIL log_subrequest on | off;
BRINME log_subrequest off;
ETx http, server, location

JA RS R FIEKIE R Bl access log H

max__headers

[E27S max_headers number;
BRINE max_headers 1000;
ETrx http, server

B ARV P A KL B BRI, INSENS LR, KR [E] 400 (Bad Request) #1R,

HIFE S TE server FIRERN, FRER M AERINIRSS S3HIE, AXEZEE, IS MRELIRSS arikte &
ﬁj\o

max_ranges

HIL max_ranges number;
BME —
X http, server, location

BRI 7T YL A R P ARV RATE B R, I IRFIRTE SRR By R fa e v v, BOAEOLR, JEHE
B AR IR,

0 SR T EE SR
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merge_slashes

[E27S merge_slashes on | off;
EINE merge_slashes on;
o974 http, server

JE BT URT AR B M RRRAT 46 0 B NRHAT

HER, BN T I ATS 45 A E N ROA A B B R E Q1R A K48, :samp: // scripts/
one.php 15 R ITH

[1ocation /scripts/ { }

I BRI REM N RS SR EL, RIS 950N /scripts/one . php.

4R URI 35 base64 FihdHIAHFR, WIRTRETR ZCHIEAE, IV base64 FENFREER" /7 747, (H2, T
ZRHE, BRAFIE TR AL,

GRAE server PAHETEILAES, W] DARE A BRINAR S5 S5 HI{H,

msie__padding
HIL msie_padding on | off;
EINE msie_padding on;
ETrx http, server, location

JE B IR KT 400 B9 MSIE 2 Sl S asAnERe, DORFIMBCAR/NEINE] 512 719,

msie__refresh

181 msie_refresh on | off;
ERNME msie_refresh off;
X http, server, location

JE FHEREERI D MSIE % 7 i 42 H 8 7 A~ 2 B E 11

open_file_cache

Bk open_file_cache off;

open_file_cache max=N [inactive=time];
ERINE open_file_cache off;
T http, server, location

P B A] DA DA N R HIZR A7
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o FITHISCAFRNRTT. EATRIAR MBI H];
o HRGFEMEE;
o XPFEIRER, BN SRS, 7 TEERBUIRY <5,

FEREAEN BT open file cache errors T8 BIHE A,

max WEZ AT ILRNR AR, ZEEDN, ¥R RE&EMER (LRU) B7TR
inactive TE S —NNFTE], QNSRRI AT AR TG RITTER, PR H MG A7 IR
RN 60 7
of f SLH%AE
R
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;

open_file_cache_errors ;

open__file__cache_errors

B open_file_cache_errors on | off;
FINE open_file_cache_errors off;
T http, server, location

Je s ZE @ open. file  cache RAFXHFEIREEIR,

open_file_cache_events

B open_file_cache_events on | off;
BRINE open_file_cache_events off;
T http, server, location

Ja FE NS E open. filecache BAF T AFE R PUER T hqueue 7115 TEER, R NetBSD 2.0+
1 FreeBSD 6.0+ XFHEREXHRALRMPEL; HMRIERGION UFS B FFS FREARA LS
=,

open_file__cache_min_uses

Bk open_file_cache_min_uses number;
FINE open_file_cache_min_uses 1;
T http, server, location

3.3. [FAEER 398



_*Amb
Software

IhEEHEIR, R4 1.12.0

& BAEopen_file_cache $§2 M inactive ZHIELERIHIRIN, AR IE S A7 P RIFTIT AT RR A B/ )N
SIS

open_file__cache_valid

181 open_file_cache_valid time;
LOVINIED open_file_cache_valid 60s;
ETrx http, server, location

WBENKUEopen file cache JCERIRTE,

output__buffers

181 output_buffers number size;
EINE output_buffers 2 32k;
o4 http, server, location

B T MR SO B ) R X BRI

port_in_redirect

FENER port_in_redirect on | off;
PRINE port_in_redirect on;
4 http, server, location

JAFEEEFTE Angie A& HYZEAT B2 MR E R,
Ei%ﬁ*fﬁﬂqiﬁﬁ%%ﬁ%%ﬁﬂ3(27’1)(27‘777,0,777/(277777/77’(2(17,'7’(%(% FeS 1,

postpone_output

THIL postpone_output size;
ENINED postpone_output 1460;
94 http, server, location

GniRATRE, & SRR EEE, BE Angle /D AHERENFIERIX,

0 SRR BRI
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read__ahead

[E27S read_ahead size;
BRINE read_ahead 0;
T http, server, location

B ARSI FIN AR TS R

£ Linux b, {#f posix_fadvise(0, 0, 0, POSIX_FADV_SEQUENTIAL) RZVAH, Ktk size SEEW
2,

£ FreeBSD L, {#H] fcntl (0_READAHEAD, size ) RGLVAH, ZAHM FreeBSD 9.0-CURRENT FU5<

Fo

recursive_error__pages

HIL recursive_error_pages on | off;
EIME recursive_error_pages off;
T http, server, location

JEREEER R errorpage $ELHEATZIREENA, HEEHEE FAIRECZ AR,

request__pool_size

Bk request_pool_size size;
ERINME request_pool_size 4k;
X http, server

FRVPREIIARE R MERIINAE L, e PERERTREMAR/DN, J8H A MAE

reset__timedout__connection

1Bk reset_timedout_connection on | off;
FINE reset_timedout_connection off;
T http, server, location

Jo F B AR FH B B N VR AN F AEAR AR 444 SCAIRIERE, EEZW R APUT, FERANERET 2,
HIGE S0_LINGER JEW, AN 0, MERT LM, TCP RST #RERIR i, HERS HERT
KR E N, XA T R KRB EXANERZ LT FIN_WAITL RS HZ X EiH,

3.3. [FAEER 400



* Angie
Software

IhEEHEIR, R4 1.12.0

#HiE

keep-alive ZERETEREN N 2 1EH %,

resolver

1E 1.12.0 NRAR K EZEH.

[E=2FN resolver [address ...] [conf [=file]] [valid=time| [ipv4=on | off| [ipv6=on | off]
[status_zone=zone];
resolver off;

ERNME resolver conf;

TR http, server, location, upstream

LB TR i AR 55 g A AR AgAT Jy ik A4 FR Al S5 o, Bilan -

resolver 127.0.0.53 [::1]:5353; }

sk n] DB AL 8 1P Hiutik, FFalidess [, qiRORTEE I, IR 53, ARARSS 4 AR 7T
&,

Bk resolver off; ﬂﬁﬁﬁl‘, E/DIETE— DNS RS Sttt sl cont S5,

#HiE

FRWAE A AT (S /AT 2%, B 127.0.0.53 (systemd-resolved), MIEAFLMENZS (40 8.8.8.8), &
HfRMT a2’ DNS BIRBELE =77, HIGMEAREBER X,

#HiE

RIERESPIRERYR, FAERPRIEREE S, ERDRN, s HBEeE —Ik; HEEEE
JE T ECE R,

B2 B AR, R TELT &SI HEEH resolve ZEECE RN LIRSS 28, AN ACME &k
1 OCSP stapling,

B 7 R ARST A o, e LIEIRFIL N S

off B AT
conf [=file] MFEE S BRI DNS kS5 e, ansRARHEE S, MM /etc/resolv. conf i3
B

XA DA nameserver 17, HABIUS RGN a3 (E AR AHIA:
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nameserver 127.0.1.4

nameserver 127.0.1.5

MBI 2N EIE < B e e R T sk b, ARG A X etk —kE DA 177 &,
RMEAFAE, TCRBRECRA ik, HoRW AL E(Efihl, W Angie FHEEEINRS 4% 127.
0.0.1:53,

AR, Angie 2 BAVEFTIRE, FAHR M EFTESINRS SRES.

INEOL R, Angie 27£ DNS W - TTL EREREHNZESNER, NEN valid 80 E & AT
H:

valid FIIES B R VFE 30 I 5% 7 A R0

resolver 127.0.0.53 [::1]:5353 valid=30s;

FINEOLR, Angie TEMENTIN 2 FEINZEEK IPv4 1 1Pv6 bk,

ipv4=off S IPv4 Mok
ipv6=off A 1Pv6 ik

status_zone Efif’é%}iﬁl; Eﬁﬁﬁ?ﬁ%gfﬂﬁqﬂﬁﬁé DNS Hﬁ%%%i%ﬂzfﬂu[ﬁ@%*ﬁ #’I%E%ﬁ'gﬂ:/
status/resolvers/<zone>. 'DNS Resolvers] &I M Prometheus HithH, G0HK
R, MAzBRIXEER, B EE S ER

N2
Witk DNS H, RS 4 RIPRTRIE AR L5 R DNS RS58%.

4N 52
£ Docker FIZTTIN, (F AR ATAER DNS ARS5asHiit, HI4n 127.0.0.11,

resolver__timeout

FENER resolver_timeout time;
BRINE resolver_timeout 30s;
T http, server, location, upstream

B A PRI TR, B4
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resolver_timeout b5s;

root
[E2FS root path;
HRINME root html;
4 http, server, location, if in location

REIERIIRE R, Flan, (EH DR ICE

location /i/ {
root /data/w3;
}

¥ A% /data/w3/i/top.gif IR /i/top.gif 1HKo
path {EA] L}(@é’?ﬁ%, {H $document_root F $realpath_root B4R,

X REIRE X OB URL BRINE] root 6 HIE, WRTFEBEHK URL MAEM alics 1620 path ER
RRFHL W EF, KEME URI B S5H A R SRHAL

satisfy
L=2ES satisfy all | any;
ERINE satisfy all;
TR http, server, location

WERFTA (all) HED— (any) Access. Auth Basic B{Auth Request BEHLRVFIR], WALV,

location / {

satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

send__lowat

Bk send_lowat size;
FINE send_lowat O;
T http, server, location
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WEIZFE 1% E N AEE(E, Angie K22 B0E 6 H kqueve 77750 NOTE_LOWAT FREEL SO_SNDLOWAT Ef%
FIEWOR B/ MU P i ER T BV IEEREIREL, EIXAGE I NERE e @ AR

send__timeout

[E2FS send_timeout time;
LOVINIED send_timeout 60s;
ETrx http, server, location

B[ it £ M L R N IS [R] o, FREIN (CE PR R SR ) 5 R AR 2 TR, T AN P 3 M o P £
QIR PR LIS TR A A RN EAT N A, R OC ]

sendfile
[F=27N sendfile on | off;
ERINME sendfile off;
£ http, server, location, if in location

JE e 2 sendfile () BIMH,
aio AT sendfile () FNNEAE:

location /video/ {
sendfile
tcp_nopush
aio

}

TEHBCE :samp:sendfile() fH SF_NODISKIO FrblEH, IXMEHASTEREL 1/0 LFHZE, M2k &EdE
TENFEH, ARG Angie BRI — N T RGN F P BHRMNE, 1£5 —IRIEE FreeBSD ARSI
FIRT 128K FNEEINTGEH, (EESLBCE LA 16K SUINEEWE, XA AFEHread  ahead F62HEL,

sendfile_max__chunk

181k sendfile_max_chunk size;
FINE sendfile_max_chunk 2m;
TR http, server, location

PRAIEAIR sendfile ) JAMHA] DMEHRIEIE R, WIRCAH RS, —DPOEER AT RER e 2 b H TIEE
o
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server
[E=2FS server { ... }
HIME —
o974 http

WEELIRS SIS, AT IPET 1P #ish) ME TR LT "Host” 1HRLFE) MEARS 2R
()76 AR 7 0. AH S ref:listen T8 IR N 1% 52 IRSS S8 2 1Y P A HubiEFS O oref: server_name T8
LH A IR S5 244 FR

Angie QHATAEELE K SO AL T Be BRI,

server_name

Bk server_name name ...;
ERINME server_name "";
ol 54 server

B ELUIRSSas AR, B4

server {

sServer_name example .COmMm WWW. example .com;

}

B MNRIRN E IR E AR
MRFEAIRAT AR EZ RS () REFHRAFRATE — R B 5 o0

server {

server_name example.com *.example.com Www.example.x*;

}

XFEHI BRI A IBECAT A5
ERIRBRIET D BIRA] AEH R —

server {

server_name .example.com;

}

W R] DAEAR S5 a5 2 PR A 8 IENFROE I, FEBFRATIN_ LIRS (7~7):

server {
server_name ~ www\d+\.example\.com$ www.example.com;

}

IEMIFRIAFCRT A SR, X Eeimighn] DATEHME 2 R i
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server {

server_name ~ (www\.)?7(.+)$;

location / {
root /sites/$2;

server {

server_name _;

location / {
root /sites/default;

IENFIAA PR an 2k A AR &, JX Ay 8 n] DAEHAS S i -

server {

server_name ~~ (www\.)?7(?<domain>.+)$;

location / {

root /sites/$domain;

server {

server_name _;

location / {

root /sites/default;

ik
RIS HIZBOLE N Shostname, WEFINLER R,

AT DA E 22 55 A A4 K

server {

server_name www.example.com "";

AR R IEUIRSS a3, WERBFRICEL 2 DMEE RV (AN, JBECAT 2 FRAIIENIZRIXHRILAD ), K%
DA EER e 1842 55— DR LA AL 1K
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RS

PUR ST B R AITBBECAF AR, B4 + . example. com;

PUR SEE R RIBRCAFAFR, H140 mail. *;

B ANVCECAERIAR (Fefic B e HERIIT ), 452525,

i

BAE TLS W server_name, T % TLS JERHEZK L, IESULAL HTTP iEKHH Host, Rl
SERAR T H AR S,

server__name_in_redirect

Bk server_name_in_redirect on | off;
EINE server_name_in_redirect off;
T http, server, location

JAFHEEERIAE Angie &40 BEE M Hserver name 8L E M AR 255F5,

on A server name 8 REN TR 25K
off fEH " Host” 1 RKFERPAIAIR, QR FBAFLE, NI HARSS a5 1P M,

EEMAPIHOMER B port in redirect $8215Hl,

server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
EINE server_names_hash_bucket_size 32| 64 | 128;
Hol9"4 http

RERFS ARG RAEAR DN BOINEBIR T PSRRI TIIRD, ARIRERT RITEAEEAE $#
FRESCRE TR

server_names__hash__max_size

Bi% server_names_hash_max_size size;
BRINME server_names_hash_max_size 512;
X http

RERFSABIRETRIR AR, AXZERARIEANGEEME SIS R4,
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server__tokens

[E=2FS server_tokens on | off | build | string;
BRINE server_tokens on;
T http, server, location

JE FHEREE AR IR TUHRIFN Server MR Sk B /R Angie Tt
build ZEUEHERELIR, ZAFRBEAMAT configure ZHIRE, ShA —E TR,

1E Angie PRO H, QERIEDIE T —1 string, TR DAMEEL &, FHIR A Server Mk
B i A B B R (E S RESR IS IR S A 8. IRFIF R HR, = string ¥2ER Server F
B ER,

status__zone

£ 1.12.0 IRAR R AEAH.

[F=27 N status_zone off | zone | key zone=zone[:number];
HME —
ETx server, location, if in location

DB — N HERNTF XA TUWE /status/ hitp/location_zones/ <zone> F /status/http/server _zones/
<zone> FEhTo

2 server J:TX_IU\/\¥H*/I\|ZﬁiEﬁ§Q?EW%; FEORME of f fEHREM location HAHEEFELHEIL
%O

FEREA zone [ERNEZR L AT_E T SCHIFTETEIR G H 2] — D= A7 Xk

server {

listen 80;

server_name *. example .com;

status_zone single;

# ...

BRIEERTFREL T2
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key HETENFRE, HEREXEHIERNH, G 1EginEr=EHERENE
RYPTBALE—E, AR~ L2 E, NWAEFERR,
zone HENE XA FR,

number (FJi%k) T WERFER A RS R R B R, WNSGBTHY ey (EAEIE LR, BATR#04H
%:{IJ zone ‘Fo

BIMED 16

1ELANRBI, prf H = MR $host (EAVIFRMIHE] host_zone 1o NENME—H $host FRIHIRERTS
bR, EEIH 10 NMERH, — BIXFHIR, EAEIMY $host ([EHUR LS 7E host_zone P:

server {

listen 80;

server_name *. example .com;

status_zone $host zone=host_zone:10;

location / {

proxy_pass http://example.com;

(K1t ZERRHHEPRTE APT %t rh & AL,

i

AEE T status_zone WA SUERIXLESRIR, WIKRIZE, I server 8 location ¥ HILLE /
status/http/server _zones/<zone>. /status/http/location_zones/<zone>, THTTP Zones| /N
& Prometheus i, BASEHEMEESEE. SRECETRG,

subrequest__output__buffer_size

B subrequest_output_buffer_size size;
EINE subrequest_output_buffer_size 4k | 8k;
Holi9"4 http, server, location

BT TERIN AR X RN BOAEL T, BIMXARNET—PNAET, XE 4K 5L 8K, B
RTFA, Bl IERE/,

ik
IR POEH T IR AE A B FIRR, BIAN, IXARRT 715K B 55T B,
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tcp_nodelay
[E27S tcp_nodelay on | off;
EINE tcp_nodelay on;
T http, server, location

e B S TCP_NODELAY JEIRAIEH . 4L B R ERE RSN 5 FIZIED, 1Ah, BFE SSL iEH:.
TEB MIRAT WebSocket IR FRt% 5

tcp_nopush
Bk tcp_nopush on | off;
ERINME tcp_nopush off;
X http, server, location

JE B EEHAE FreeBSD _Ef#F] TCP_NOPUSH EHFIEIETE Linux E{#FH TCP_CORK EHEFIRI, XLt
ETAEFE F sendfile BB, J8RAIZIET G

o 1E Linux 1 FreeBSD 4.* b, 75— PEE G A &R0 R SLAT SRRk
o DATERREE fLR K S,
time_format

Added in version 1.12.0.

181 time_format $variable format;
ENINE —
4 http

TEX = $variable RARTE L ATAHIEE], B E X format FAFRELR, ZFFEBEHZEML strftime Y
TLRARF DA R ZRRY YL HRl. 2 $time local F$time iso8601 FToiEW BT R (BIUNR N EN T2
HEEFIAEE), XIESIREM:

time_format $time_ms "%Y-Ym-YdT%H:%M:%S.%LAZ" ;

log_format tf '$time_ms $remote_addr "$request" $status';

i LA, & $time_ms B NHEML 2024-01-15T14:34:56.789+03:00 HIfH,

HEHTENNEDL R (Flanstime local) , SEX R —ZFREE M time_format, HBL(HALEMEILIK,
HAR 281 the duplicate .. variable” HJEEIR,

format ??@%T%%W\Tﬁﬁﬁﬂ%‘, IXEEPI AT E S $time local MRIFIASHORS X A sRAE -
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%Y 4 (I EEED)

%y 2 A EUEESY

Ym Hf3, 01-12

%d —MHAFRIEJLR, 01-31

e —MNHFWEILR, ZHERE, 1-31
%H /NS, 00-23

%I /MBS, 01-12

M 538f, 00-59

%S b, 00-59

%L ZF), 000-999

%p K5 AM / PM

WP /N5 am / pm

%a FEE W EHZFR, Sun-Sat

%A SEEEH B IIFAR, Sunday-Saturday
%b, %h HHE A 3% FR, Jan-Dec

%B SEEL A 344 FR, January-December
%z X m#%, +0300

%z N IX WL, 1SO 8601 XA, +03:00
% WATHY

%t il 24T

%ot FHE %

/i

TEIRFRIR R S EAE R R b, EAERTSH % AT format FRFEREBORERIEM % 2WE
ﬁo

try_files
Bk try_files file ... uri;
try_files file ... =code;
ERINE —
TR server, location

SRR IR B SR A TR (E, IS —MRBIN ST PR TISR A, ANBYE X4 fillocation (9 EF e
T, SCPEIIRAERRR file SRR oot Ralios 6N, 7T DUBTE AR RIS EAMT IR 2 2
EAELE, I $uri/o WIFIREREUERSCLE, TR ERARRE — SR REN uri,

2 file 1 wri A] AL SR,

f5an:
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location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {
expires 30s;

¥

J

BIE—MSEATUZH T AREERB URL A a4 location M5 A (1A edrupal). B{PA =code JER
FRIME SRS (14N =404):

location / {
try_files $uri $uri/index.html $uri.html =404;
}

WAZERRR, R try_files fERMINARSAMRIEER, IXrTRESN PERE A= S R0,

Kl :samp:try files AR % T2 I S2fR_E2BOIAT AT R, Fildn:

location /bad_pattern {

# try_files $uri $uri/ =404; # FIEFH!

IR, :samp:try_files AN THEXHERFENBITEEM, FHEE try_files Fa A MM
o B ERESNREGEE, XA NE,

o H ARMSATITERR (B0 377 Xt % BURER) Wi SCF A EAEF i & R 2 5 H
SEPRRE T, IXATRES H AR 5xx IR SBGR IR 7,

i, fESLERH, ATRERIEE DA A (A BAT£5H:

location / {

try_files $uri $uri/ @drupal; # FiEFHF!

IX AR ME— A H R EEA, I/ try_files RS LREA, (HRA LML, FOYATFHERE
XA REFE. [EMRIRRTTRZEM error_page 168, EIRATXEA:

error_page 404 = Qdrupal;

log_not_found

M, FE AR

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;
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fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;

try_files fERTERIERILIBL R —RPELER FastCGI AR5 2 HifEE PHP X R G AL, XHEME
H try_files &,

fXI2F] Mongrel Bi4{E R

location / {
try_files /system/maintenance.html
$uri $uri/index.html $uri.html

@mongrel;

location @mongrel {

proxy_pass http://mongrel;

5 Drupal/FastCGl —#2 1 FaYRHBI:

location / {
error_page 404 = Qdrupal;

location ~ \.php$ {
try_files $uri @drupal;
fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_param QUERY_STRING $args;

# ... HMW fastcgi_param

location @drupal {
fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;

fastcgi_param QUERY_STRING g=$uri&$args;

# ... HH fastcgi_param
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5 Wordpress 1 Joomla —i#2{& Ry = Hl:

location / {

error_page 404 = Qwordpress;
location ~ \.php$ {

try_files $uri @wordpress;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... HAM fastcgi_param
location @wordpress {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;

# ... HW fastcgi_param

}

types
=275 types { ... }
EINME types text/html himl; image/qif gif; image/jpeg jpg;
4 http, server, location

RS9 A BB ) MIME 288, §RAANX I RANG . 2 44 T DAL 2 — A .

N

types {
application/octet-stream bin exe dll;
application/octet-stream deb;

application/octet-stream dmg;

Angie %Mﬂ‘?#%@%%éﬁ%ﬂ@ﬁ%%ﬂ‘ﬁy T conf/mime.types N,
FUHRFE M location XA NN IR [A]"application /octet-stream” MIME 2884 n] DA DA RECE :

location /download/ {
types {1
default_type application/octet-stream;
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types__hash__bucket_size

Bk types_hash_bucket_size size;
LNz types_hash_bucket_size 64;
T http, server, location

REIUBHENMA . ARRERRENFAEE, 260 SHNIE,

types__hash_max_size

Bk types_hash_max_size size;
EME types_hash_max_size 1024;
ETx http, server, location

EIUBHENRANARD, ARRERHRNEMER, B2 BHRIe,

underscores__in__headers

181 underscores_in_headers on | off;
LOWINIED underscores_in_headers off;
ETrx http, server

JE FE R TR P il RSk B R Rk, S N RIZRIIE RN, 22 FRE & R RIZAIE R L7 B
BRRICNTERL, FZignore invalid_headers 8 HIZIH,

RZIELAE server PUHHERE, W AT DA I BRIA RS 2R AI1E,

variables__hash_bucket_size

181 variables_hash_bucket_size size;
ERINME variables_hash_bucket_size 64;
X http

RETRBHERNMAD, AXRRERTHRVFMER, S0 #IRITIE,
variables__hash__max_size

1F 1.11.0 KRR LA

181 variables_hash_max_size size;
PRINE variables_hash _max_size 2048;
T http
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RELRIGRENBEARD, ARRERTHRIEAEE, HSH BHNE,
3.3.2.57 HEZTE

http core FRIRSZHES Apache Server ZRZIRILALIN B &, HIL, XERRTRE Fimig K LFERN
&=, 40 $http_user_agent, $http_cookie FF, IAh A HMLE:

$angie_version

Angie fiRA
$arg_<name>
THRITHHIZEL name
$args
THRITHIIZEL
$binary_remote_addr

R E P, T IPva stk ERTEMEZON 4 797, X T IPve fHERIDY 16 277

$body_bytes_sent

RIBLHE P78, A EEEIm RSk, 1t 85 mod_log_config Apache HHLA"%B” SEFHA

$bytes_sent

RIRGE P Im 7T 8

$connection

EETYIS

$connection_requests

T — R A HH A S AT SR EL
$connection_time

HEREIN ] (DAFD O Bafir), BAZM o HR
$content_length

Content-Length TERLF B
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$content_type
Content-Type TERLFE

$cookie_<name>

HBEHEE name B cookie

$document_root

BFTERM root Balias F5LMIE

$document_uri

5 $uri #HIH

$host

FZLAUTALSEN T : 1 RATH A TN, B0 Host” 1 RKFERAP A M4, 85 1R ICELIARSS d844 FK
$hostname

FEH4

$http_<name>

£ 1.11.0 fRAKAEZLTE: £ HTTP/3 iR, WIRFFHAELE Host 1Kk, $http_host M
:authority‘ﬁh§k§ZE§q“%Uﬁﬁito

ERIERLT B, BREANERIG AR BT HHO) /NG HR BT S840 N RIZr) B4R
$https

QNERIERTE SSL & NIBAT, WA on, M F1FH

$is_args

WRIERITESEL, WA 7, BN s e

$is_request_port

R Srequest_port {HARZS, WA+, BN FATH

$limit_rate

1 B A B AT R WA SRR, 2 Wlimit rate
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$msec

SR TE) (DARD ), BAZR R
$nginx_version

nginx A

$pid

TAEHERER) PID

$pipe

GRARIE KB TAKE I, WA p, BRI
$proxy_protocol_addr

K H PROXY WHSCKAYE P ittt

I AE listen 82 WX E proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_port
KH PROXY PSSk v 1

RSB A listen $8RHILE proxy_protocol ZHCREH PROXY i,
$proxy_protocol_server_addr

R H PROXY WHSCKIIARSS 23 it

GBI AE listen 82 HIZE proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_server_port
K H PROXY PHSCKAYARSS & -

RSB AE listen 82 HIRE proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_tlv_<name>

K H PROXY WMGELH TLV, name 7] PUE TLV RRIZHRe HEUE, E5—MIEN R, ZEN 7538,
ML 0x JR1ZE:

$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV thn] DUl TLV KA R HEUE ], P EERA ss1_ AHTZR:
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$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

XFAR TLV RBZFR:
« alpn (0x01) - HE#E LERIA_LEVMY
o authority (0x02) - & ImfEIER) LN MEH
o unique_id (0x05) - ME—i&EH ID
e netns (0x30) - AI#4Z HIAIAAFR
o ssl (0x20) - il SSL TLV 45ty
XFFPAR SSL TLV KEIZFR:
« ssl_version (0x21) - FFUMEZPHHN SSL A
e ssl_cn (0x22) - SSL UEiEHAR
o ssl_cipher (0x23) - iYL FR
o ssl_sig_alg (0x24) - A TR BIEHNRERE
o ssl_key_alg (0x25) - NARIL
AR, ISR DL NR#R SSL TLV AU FF:

o ssl_verify - FF Ui SSL IEFIRIELSR: WIRZ P iRt T HRIERDD, W o, BIICYIE
|

TSI TE listen 62 HI%E proxy_protocol SR PROXY WL,
$query_string

5 $args tHE

$realpath_root

521K root Blalias F52HHEX N AIAERT R 1244, FA 155 BEREA AT ) SERRES 12
$remote_addr

& itk

$remote_port

&P it 1
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$remote_user

T FEAR Sy I U ALY FH P 44
$request

SEREH IR TERAT
$request_body

[ERNE

R BB (7 00D I, B BEAE B procy pass. fastegi pass. wwsgi_pass Mlscgi_pass 16
LRI E * A

$request_body_file
BETE SRR S F4

TERLPREE RN, T2 MIBRIZ S, BIRZIAE RKAKE A, B M client_body in_file only, TEARBRIE K
(Al FastCGI/uwsgi/SCGI RS a3 A& 1% KRIHZIBIMIN SRR, N3 BIE R prozy  pass request  body
off fastcgi_pass_request body off wwsgi_ pass request body off Bscqi pass request body off T&Z
FEHTE SRR B UL 18,

$request_completion

MERIER TR, WY oK, SRS TR
$request_filename
MHTERASFRRIR, T root Blalias 15 PASIER URI
$request_id

M 16 NBESLT AL A ME— 1B SRR IRAF, PA-F7RBERI R
$request_length

HRKE (BAEFERIT. KAERIR)

$request_method

B3R 7715, J@E N GET 8¢ POST

$request_port

FZLANMESER: 165K URL B9 authority ZHFFREYNGR S, 8" Host” TRk BRI 5
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$request_time

TERACHEIN R] (DARD O RAGL), B ZRD 7R, I P RS — N2 15 ORI I TR
$request_uri

SERHFIATEK URL GH2ED, EIERCEE R ASHEN; 2050 74T (ATREEESHY) URI
$scheme

TERTTZE,"http” B https”

$sent_body

Added in version 1.11.0.

FIERBIMEIE R MR A (G HAFEENF I ); A0 23 7 R

$sent_http_<name>

(RN K7 B 28 B A B R B T EE MO /NG R BT 580 4o R RIZ ) = B
$sent_trailer_<name>

RN R A 2 A IR A FE T B 728 B8 A4 N B H8 00ord LT B0/ NG R BT S8k 450 B IR 2 R A R
$server_addr

REZIE KR5S as stk

HEARAERE FE—RRGA M RV ref:listen 162055 E ML FFH bind S¥
$server_name

FAZIE R ARSS a8 44 F%

$server_port

FAZIE SRR SS a1

$server_protocol

THRUMY, J@HN"HTTP/1.07, "HTTP/1.1” 8”"HTTP/2.0”

$status

M AR
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$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space
KT TCP EEAE S, TR TCP_INFO B FIATIRI RS LAl H
$time_iso8601

ISO 8601 FRERS A A 5]

$time_local

16 A H A S AN )

$uri

WERAE AT URL, 2Rk

$uri AER]REFE I SRACEDS RR A R AL, BIANTEE ] rewrite ATES R, PUTAEREE MR, sFEHE
HZESISER . B RZBEUMIRES B S RAIRIE, 1ESRIEREE,

3.3.3 H{ER

3.3.3.1 Access
TZREEL R BRI S L 25 P ik (375 TR

B E B

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

Nz ke 2, EEIERESE — NUCECI, fEREIH, R 1Pv4 %% 10.1.1.0/16 1 192.168.1.0/24
(RadEiilk 192.168.1.1) PAKZ TPv6 %% 2001:0db8: : /32 Vi,

B

allow
Bk allow address | CIDR | unix: | all;
BME —
T stream, server

TRV MR B R ), ANSRAERE T RPRME unix:, WIARWATHE UNIX BEZTHIVIFL,
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deny
[E=2FS deny address | CIDR | unix: | all;
IRINME —
T stream, server

B4 M4 s A5 R, QISRAEE THRFR(E unix:, WHEZSRTA UNIX BREZF RV,

3.3.3.2 ACME
Added in version 1.10.0.
ARVFER ACME fj}‘i)\(ﬁﬂ:samp:stream EReHE IR SS A8 B I RBUGE S

fEvef:  MIEMRBEHE  <sourcebuild> B, ZHEREINTSWHE, BDHEH WHWESH
--with-stream_acme_module (RN FF%E option:/--with-http _acme_module ) R E. 1K H ref:
BN EEE <install-packages> P EMEG T, ZEREESEREF,

#HiE

KT IEWIZAT, stream HLAHN T samp:http P25, XRBEN stream HBEHAFEHAE HTTP Bl E #
Mt BA B] B1 A 2 F i S

B E B

TEHREIF, B example ACME &/ (f£ nttp HLHAER) FREXAIE B FHERIAR HTTP KIERER
' TCP HR55es:

# HTTP 3[4
http {

resolver 127.0.0.53;

# T stream ¥4 W ACME & P 3%

acme_client example https://acme-v02.api.letsencrypt.org/directory;

# AT HITP Joilf W) IR % %

server {
listen 80;
return 444;
¥

# Stream (4

stream {
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server {

listen 12345 ssl;

proxy_pass backend_upstream;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

server_name example.com www.example.com;

acme example; # 5| JH HTTP ¥4 & X Wy ACME % P 3%

upstream backend_upstream {

server 127.0.0.1:54321;

BLEURBIFIEE WA (BLFS DNS KiF) 125 acme_configstream #5757

B

acme

igigi acme name,
LN e —
J:—Fi server

MNFEMESIH HTTP #RPLAE nameHrefl: ACME B <acme client> BT ref:s _server
@I ref:s  server name ISR EHITE S, BIKBEAMNMES; 08 samp:server _name BB KL
b, TR 5K 5T DAIE M X LE 2R b,

FEEHR Angie JABIN, ZONFTH VD EROERIIEAERINES. FIREREFEFRIEREN, &%
BTCIRIEE, PANIERIRBERZE,

ik
B, @S ENRESIEEIBRE 23, Kl
AL A A samp: acme__client Y challenge=dns &3\ N X+,

A DA IREETE I UINEAN FIZERATIESS, 1140 RSA 1 ECDSA:

server {

listen 12345 ssl;
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server_name example .COMm WWW. example .com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa,;

acme ecdsa;

RREE

$acme_cert_<name>

HA ‘name BRI B G — MEB XM GERE) KINE,
$acme_cert_key_<name>

HA I ‘name* B2 it 5 FH A UE 3 8 SCAFRIN A

ik
IEBXHAE ACME & Fum /PRI T — MEBEA AT H, MEHXIHER LR H,

3.3.3.3 Geo
ZAREHURIER P 1P bk Gl B R EEZE &,

BCERBI

geo $geo {
default 0;
127.0.0.1 2;

192.168.1.0/24 1;
10.1.0.0/16 ilg

HE 2;
2001:0db8::/32 1;
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B

geo
[E37S geo [Saddress] $variable { ... }
EININ —
X stream

RS E AL B AMEIN TR T2 1P ikt BOANEOUT, HbEECE Sremoteaddr 225, (BT DAIECH
Hth3g &, flan:

geo $arg_remote_addr $geo {

}

#Hik
(R 28 B AE PN A 3P A, i AR A7 AE R AT IARY geo 88, WA IEREALBIE AT,

WERAARAMERZ AR 1P Hutk, WHEF7255.255.255.255” Hiik,
Huht AT DAFEE N CIDR FRREHIIRTSE (BLE ik ) s RTER,
B F LN RS

delete IR E B D 2%
default A% P m it A PCEC AT R E AR I, IR B AU(E, HHbiEDA CIDR RoRiESR
ERF, FTPAA?0.0.0.0/0” F17: /07 {3 default, HARIEE default K, ERINE
N HR
include BE - EESHAEAER S, ATUEZNEE
ranges fem it DVERE RAEE, WS ENIRAEE N, AT geo FEALATANEL, it
N g FPHES
volatile FERIZXE BT
Al
geo $country {
default ZZ;
include conf/geo.conf;
delete 127.0.0.0/16;

127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16  RU;
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192.168.1.0/24 UK;

conf/geo.conf IFRAIREELE LA TT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

e FH B EARPUCECAOME, Bla0, T 127.0.0.1 Hbhk, B%EHME RU, TIAE US,

{EEEREREa S NI

geo $country {
ranges;
default
127.0.0.0-127.0.0.0
127.0.0.1-127.0.0.1
127.0.0.2-127.0.0.2
10.1.0.0-10.1.255.2

55
55

ZZ;
Us;
RU;
Us;
RU;

192.168.1.0-192.168.1.255 UK;

3.3.3.4 GeolP

FE TR IR MaxMind BB, H4EZ i 1P bk ol @ &,
Y SR IPve AORHRAER, 1Pv4 MMk SBEY 1Pv4 MU IPve Hidik,

£ MIRACHI AR, FB{H A ——with-stream_geoip_module FEEEIN S A AR,

#HiE

AT MaxMind GeolP

B E R

stream {
geoip_country

geoip_city

map $geoip_city_continent_code $nearest_server {

default

EU eu
NA na.
AS as.

GeoIP.dat;
GeoLiteCity.dat;

example.
.example.
example.

example.

com;
com;
com;

com;
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B2

geoip__city

Bk
BIME
kX

geoip_city file;

stream

T T ARAER i 1P Ok IfoE 5, XA R 2, (o6 FH I K8 2R N R DARE AT DA R A2

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code
$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

P REMNACES, filan, "EU”, "NA”,

M REERAS, #ilgn, "RU”, "US”,

= RHERARS, Blan, "RUS”, "USA”,

EZRZFR, 540, "Russian Federation”, ”United States”s

EER DMA XIECH (AR #EHD "), #¥HE Google AdWords API H1HY
HIHE AL,

S,
2,
D FREZ XGRS (X, 9t M. & BFLHE), g, »487, »
DC77O

7

ExX AR GhX, it N & BEEs) , flan,
District of Columbia”,

Wi FR, B0, "Moscow”, ”Washington”,

MR Bt

”Moscow City”,

geoip__country

Bk
BIME
kX

geoip_country file;

stream

T AR i TP Ak B [ SR RS o FH LS i T DA P DA N A

$geoip_country_c
$geoip_country_c

$geoip_country_n

M RHEZACES, B, "RU”, "US”
= RHEZRARS, Blan, "RUS”, "USA”,

ERZFR, B0, ”Russian Federation”, ”United States”s
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geoip_org
[E27S geoip_org file;
LN —
o974 stream

TaE FI AR i 1P At AR ER e, o FH e S e I R DA DA R AR

$geoip_org HAZFR, Hla0, "The University of Melbourne”s

3.3.3.5 Limit Conn

A TR B, RRAE R BB TP bk AR,

B &

stream {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

limit_conn_log_level error;

B

limit_conn

Bk limit_conn zone number;
E2UN —
LT stream, server

REHZNE XA E AR RRAVFERR, GBI IRGIN, RSSRCIER, fl, 2

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
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limit_conn addr 1;

XARVFEA TP HulkRIRE — &R,
HEEZ A limit_conn fHMN, (EMACERIRFIRIE M,
USRS RIHABIAE X 1imit_conn 6%, NIXEAGRE AT — ML EIHILE K,

limit_conn_dry_run

HIL limit_conn_dry_run on | off;
A limit_conn_dry_run off;
T stream, server

AR TR BT, ERAERICAIRE], (R =R X h, ERIERNBEARSIE
i,

limit_conn_log__level

1Bk limit_conn_log_level info | notice | warn | error;
A limit_conn_log_level error;
TR stream, server

B RSS s PR R R N AR A H &I =40l

limit_conn_zone

1Bk limit_conn_zone key zone = name:size;
E NN —
LT stream

RELEAGFXIBRISH, R RE SIS, FlE, ST anERS, #r]usE
&, HASBENERTIITE,

ARG

limit_conn_zone $binary_remote_addr zone=addr:10m;

XH, & IP HilEH $binary_remote_addr LRIV HE,

XF IPv4 Hiiflk, $binary_remote_addr FYK/NK 4 F7Hi, AT IPve HIMENN 16 F15, £ 32 i F&
b, TFRERIRASIAZ S 32 5E 64 717, 1F 64 (FE B 64 710,
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— MNP AT PAGRTERZY) 32000 4> 32 T HPIRARERE) 16000 4> 64 FTTHPRAS, AHRXKIRAE(#
FER, RSG5 asRE R MNER,

NELTE
$limit_conn_status

RIFEFRHIE R SR A4 5 . PASSED, REJECTED BY REJECTED_DRY_RUN

3.3.3.6 Log
AR DR E R S AE R HE,

B E B

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '

'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

Ei=icg
access__log
=27 access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]];
access_log off;
A access_log off;
ol 9"4 stream, server

WEZMHES AR, SXEE, A ITER—EEYG Hee 21 HE, BEEE —PNS8PE
JE "syslog:" HZK, PIDABLEICRE|sysloge FETRE off HUHMATHA LI access_log 5%

QUEREER T buffer B gzip 4, WIHET AR,

B
P X AN IS BRI R T 5 AR X T FreeBSD, 1%A/NEICIRHIAT,

JE g, BERE ASCf
o WMRTATHENEEEMIX;
o WIREMNEHELL £1ush SEEEE NN E FIFEIH;
o HTAEBRRENT T HESC I SR,
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R T gzip B8, WEERHKRKAES NS Z BT RS, AP AR B 1 (BR, R
) e (R, EMWEBERRL) ZF. BUNEHT, /] 64k FHAIRMDCR/IIIESESA] 1o B
PURFBESE, HES A DHEEMINBEET zcat" T AMEBEE,

ZNVE

access_log /path/to/log.gz basic gzip flush=bm;

7/iE
T ZHF gzip JE4E, Angie 2MER 2lib FEAIE,

XAFEAE AT AR SR 8, (HIX R H S — 2R -
o A TEEREREN user MIZEATEIZE HEH XA OISR
o RIMNEME;

o BIRHEG AN, GNELRIEH, 2R0, BT AT DRSS E F RSP AR R (7%
TEA7H, RIAE AR, ATRERAEopen log file cache FEM valid SR ERIN HA
LSHEPNIER S

if ZRERAFMFREILR, GERAMFFEN nor BT, WARIERIZRIE,

log__format
L log_format name [escape=default | json | none] string ...;
EIUN —
ol 54 stream

faE HEAsK, fian:

log_format proxy '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time "$upstream_addr"

'"$upstream_bytes_sent" "$upstream_bytes_received" "$upstream_connect_time"';

escape SRR EPIRE json 5 default PR X; ERINEH default, none HEEH TR X

i default I, 7770 "\” DURAE/NT 32 BURT 126 AUFFPRAEE O \xXX7 AHRARERENE
BIH, NWHRICR—DEFR-",

fEH json I, FrETE JSON FRFEHAR VI FRFACREL S 75777 7\ ” % SO\ 7 F17\\7,
,fE/J\ﬂ: 32 E(J??‘Qi*ﬁi{z:xﬂgw\nn\ u\r”‘ ”\t”\ 77\bw‘ a7\fa7 ﬁ”\UOOXX”O
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open__log_ file_cache

[E=2FS ope
ope
ERIA ope

n_log_file_cache max=N [inactive=time] [min_uses=N] [valid=time];
n_log_file_cache off;
n_log_file_cache off;

4 stream, server

EX—NRAE, MTAER IR S BRSNS H SRS, %5 B AU IS

REZF TSN RAEE, HEFREN, KARIREMEA (LRU) K

max
pYEN

inactive BB A AR N R R ART 1RSSR HTRIIN R BRIAR 10 #),

min_uses WHETE inactive Z}?ﬁ(ﬁXE’JEﬂEﬂV‘]Yﬁ:@ﬁﬁmﬁid‘()\ﬁ PMELEROIA TR RFE
ZAETETIT; BOAHN 1o

valid B R E S AZ AR LRI PR ERII TR BRI 60 #D,

off %R,

FTERB:

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

3.3.3.7 Map

ORI &R, HAEMH T H M B AE,

=3t

map $remote_addr $limit {

127.0.0.1 Ui g

default $binary_remote_addr;

limit_conn_zone $limit zone=addr:10m;

limit_conn addr 1;

EL

map
Bk map string $variable { ... };
ERINME —
o974 stream

B R, HERBTE -2, 2SR UESZENTHRIEATEE, Fln:
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set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

EIXH, 2% $new_variable MERFHM N & $vart Fl $var2 ik, sFMNRXLERERE N, N
i FHERIMEL

wik
BT ENEEANA SPORE, BRI T KRR map” 28 WA R B INEIMI A,

map HRARIZEEEETRE SR 2 S S R,
JRE AT AT A B MIFRIA I S\
FAFERILER A X RN

IEMIFRIAFN A ~ 155735 PREAT X0 R/ NE BIPLEE, BEEA ~+ PS5 13k DA T AN X 70 R/NE BIPEEL, 1
MFIEAFT A SR BfaR, J5& Al AS 45 R AL B —ie e HAE S EH.

WERIES N EERRIRIIASEZ —VLEE, W PA N\ FFS/ENRTE,
SERER DIEE XA, ZRLHAS,
S L MRS

default value WRIE(E S e E R RERAILEE, NMRRBSERE, MARIEE defoult B, 2R
INGEREBE RN TR,

hostnames e RIFMER] U2 A RSB R E14%. WS EESRZ it
TEo

B,

*.example.com 1;

example. * ilg

AR PIZRIE R

example.com ilg

*.example.com 1;

A DAEFH N
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.example.com 1;

include file BE— I, HhuEE, a2 S,
volatile R R RAT,

MRFES 2T E A RITES, FlanfasFlE N FRIAXERVCHS, MK — DN ICECRIARIK, ek
a0

1. A RS R E

2. RIS B K FAFH(E, Bl *. example.com

3. IR R K FATERE, B nail.

4. F—PUCECAIENFORR (FAERC B A IR
5. BUME (default)

map__hash_bucket_size

1Bk map_hash_bucket_size size;
FINE map_hash_bucket_size 32(64(128;
X stream

& Bmap ZEBTHRIFAD. BOMEBIR TABSNZFT RN, AREERHROFAEE, E2
B,

map__hash__max_size

B map_hash_max_size size;
BRINE map_hash_max_size 2048;
T stream

& Emap ZEMIARIRAKRDN. AXRRERAFERNEMAGEE, ESU 82,

3.3.3.8 Metric

Added in version 1.12.0.

ngx_stream_metric_module B FVFN stream (TCP #1 UDP) & GIEEEIVLH I EiekR, XL
1EVMETEEE L ENTGFE Y, FH1E /status/stream/metric_zones/ API X HSEH TR, FrZMEdE
REXA (OHER. 7R, B F5), JFaHdt 2T oH,

BRNER, E2UStream 18X API 2%,
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B E B
T Pk T

stream {

metric_zone connections:1m count;

server {

listen 12345;

metric connections $remote_addr =connect;
}
}
http {
server {
listen 80;
location /status/ {
allow 127.0.0.1;
deny all;
api /status/;
}
}
}

R AR 12345 KitdiERE:

[$ nc 127.0.0.1 12345 </dev/null

connections fEPRESLH BT

{
"stream": {
"metric_zones": {
"connections": {
"discarded": O,
"metrics": {
"127.0.0.1": 1
}
}
}
}
}
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B

metric
[=2F metric name key=value [on=connect| preread| end];
BIME =
Holi9"4 stream, server

RSN IR name (IERRE.
SH:

o key —ERTIH GEWRER), MTHEETEH.
RAKED 255 777 ; BERAESPEMNT, 75 APL i, Angie 2984 255 FHHIHE (2
MG REIRGN 255 FHHUE) BN .. .. BASAIDES = ¥F-RA Ba—1=2&
RISCAABANE, FIEZRFTAENE (EAEETIRAR =) S5

o value —HFTHEBEBINE Y (WBURER).
GnERAWE, BOAN 0, WEIRSEOCIEHAONE Y, WEIAN 1;

o on —AIEBHL, JRRELE LI A BT R
~ BN on=connect, HEKETE Pre-access WIEY, HIEMEF MU MTER i

— WA on=preread, HNIUGHIHE —IR, BIK B _LFEMEY S —HEHE—MEEH prozy pass R
HRIRIARSS a3, S0 return AR —WE R IE LA P Umi 5 HEIS proxy_protocol. sslpreread.
mqtt_preread SR CAAN T % FURATHI GG LR ;

— WFN on=end (ERIN), HEKLEFE Log BB, RIRIGLEHM,

G
metric sessions $remote_addr=$session_time =end;
ik
HAZSHETCR key=value NAHEFRHCRNE, EWEH value BN 0:
metric foo $bar; # Z[FE T $bar=0 ]

XN T count MAMAH, ZRARBIGEE, SHERBCERTIX —FILMH SN,

#HiE

i%iaﬁ, EE%EKFJME&%H?WEO Wﬁﬂ, TiE $upstream_bytes_sent (Z—z%iﬂhﬁ?ﬂ’]?*ﬁﬁ) 5
on=connect (TEIEFEMMHE|E(MT 2 /1) —EMH,
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metric_complex__zone

5P S
HIME
EFx

metric_complex_zone name:size [expire=on| off] [discard_key=name]| { ...

stream

EX N BEER——HEAHUBER RN, RIEAFRE—TE D THERaIR. —D BBk

NIRRT 28, KBV NIRE DN\ RGNF T,

(N

metric_complex_zone sessions:1m expire=on discard_key="old" {

# FHAE AR R ZH

min_time
avg_time
max_time

total

min;
average exp factor=60;
max;

count;

1£ API #AR,

IXFERE SabRERAN TR :

"discarded": 3,
"metrics": {

"keyl": {
"min_time": 20,
"avg_time": 50,
"max_time": 80,
"total": 2

Fo

"old": {

"min_time": 3,
"avg_time": 40,
"max_time": 152,

"total": 80

metric_zone

[E=27N metric_zone name:size [expire=on| off| [discard_key=name| mode [parameters|;
HME —
1l 94 stream

B —NMEE size KAMGBTE name ZBFREIFEENE XBORIFIEEIR, ZXIBAFRIEN /status/
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stream/metric_zones/ 73T i, XIAVNOIZE DN N\ PRGN L,
ZH
e expire=<on|off> —[ XIS HIITH:
— WHY on, WIEFEIANFER (FEHINE) DR FEEFHEMER ;
— WE ot GERIN) —RFHENRHENR, REMAFKH,

o discard_key=<name> —& X — N name MIFEIR, T REPWEFIERIE, FNER T
HIIEIR, PRETENRET R,

o mode —EHRCIATE (WA E5);
o parameters —PMERTCIRTINLE  (Filgn, average exp factor),
7RG

metric_zone session_time:1m max; ]

£ API Brh, P DB AN R R

{
"discarded": O,
"metrics": {
"keyl": 123,
"key2": 10.5
}
}
ik

1£ 1 MB XA, 8RN 39 700 H e —Febnti iy, KREYaT DAFEE 8,000 PMHE—H#ESH.

BRIEEN
A FHfEpRERERE S 3
o count —IT4KEY;
. gauge —{K (EHN/D);
o last —EJaFENEIE;
o min —H/MHE;
o max —fKMH;
« average exp —faEHHAN T (EMA) (S factor);

e average mean —@DWE"JEP@{Q (7{5?5( window Fll count);
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o histogram —5” #” WM (HEFIFR),

AN RBIE FHEC BRI /status/ diie B MEERESAILE /status/stream/metric_zones/<zone>/

metrics/ FIREL,

count

TRt 2H, SOIEAR T SR TR 1,

FRIME—0,
TR

metric_zone count:1im count;

# EAEETHW— R

#

# metric_complex_zone count:1im {
# some_metric_name count;

# }

server {

listen 12345;

metric count KEY;

BEHER:

$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12345 </dev/null

APT HAFHATEARE :

{

"KEY": 4
}
gauge

gauge HHEE ABCFRITT SHIMERD HAE, IEERMITEES, SUERBDHEER. B o ISR

%go
BINME—O,

A
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metric_zone gauge:1lm gauge;

# EAZBETH—Ha:
#

# metric_complex_zone gauge:1lm {

# some_metric_name gauge;
# }
server {

listen 12351;
metric gauge KEY;

}
server {
listen 12352;
metric gauge KEY=5;
}
server {
listen 12353;
metric gauge KEY=-5;
}
server {
listen 12354;
metric gauge KEY=8;
}
TR

$ nc 127.0.0.1 12351 </dev/null

API YTt RRE :

{

"KEY": 0
}
H—

$ nc 127.0.0.1 12352 </dev/null
$ nc 127.0.0.1 12353 </dev/null
$ nc 127.0.0.1 12354 </dev/null

API FRTFHHERME :

"KEY": 8
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3

last

e e EIRIE, NEITEMREG. WREW value, WIEH o,

B

metric_zone last:1m last;

# AR STATH— A

#

# metric_complex_zone last:Im {
# some_metric_name last;

# }

server {

listen 12361;
metric last KEY;

}
server {
listen 12362;
metric last KEY=8000;
}
server {
listen 12363;
metric last KEY=37;
}
server {
listen 12364;
metric last KEY=-3.5;
}
BRI

$ nc 127.0.0.1 12361 </dev/null

API FRTFRHHERME :

{

"KEY": 0
}
B HT:
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$ nc 127.0.0.1 12362 </dev/null
$ nc 127.0.0.1 12363 </dev/null
$ nc 127.0.0.1 12364 </dev/null

API HRYTREATEFRE :

"KEY": -3.5

min
PRAF R ME H B B/ ME — S BT RSB ATHTES

TR

metric_zone min:1m min;

# EAEBETH— A

#

# metric_complex_zone min:1im {
# some_metric_name min;

# }

server {

listen 12371;
metric min KEY=42.999;

}
server {
listen 12372;
metric min KEY=-512;
}
server {
listen 12373;
metric min KEY=1;
}
BEHrEAR:

$ nc 127.0.0.1 12371 </dev/null
$ nc 127.0.0.1 12372 </dev/null
$ nc 127.0.0.1 12373 </dev/null

APT HAYFHATEARE :
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"KEY": -512

max

PRAZ I ME A B BROR (B — 4 BT A7 i B ERTHT (L

I

metric_zone max:1lm max;

# EAZBETH— R
#

# metric_complex_zone maz:1im {

# some_metric_name mazx;
# 1
server {

listen 12381;
metric max KEY=42.999;

}
server {
listen 12382;
metric max KEY=-512;
}
server {
listen 12383;
metric max KEY=1;
}
R

$ nc 127.0.0.1 12381 </dev/null
$ nc 127.0.0.1 12382 </dev/null
$ nc 127.0.0.1 12383 </dev/null

API YTt RRE :

"KEY": 42.999
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average exp
fEH s BRI PIME,

AL SE factor=<number> —HEHTEN FEIEFE ML LAY R AL FRVFRIIEREUETERY 0 £ 99, B
IMEN 90,

REEGS, FrEANEBKR, WEIEE 90, FFRIEHERY 90% M EIERTFIIMER 10%,
zZN /1

metric_zone avg_exp:1lm average exp factor=60;

#AEA R F AT —

#

# metric_complex_zone avg_exp:1m {

# some_metric_name average exp factor=60;
# }

server {

listen 12391;
metric avg_exp KEY=100;

}
server {

listen 12392;

metric avg_exp KEY=200;
}
server {

listen 12393;

metric avg_exp KEY=0;
}
server {

listen 12394;

metric avg_exp KEY=8;
}
server {

listen 12395;

metric avg_exp KEY=30;
}
BEHTHENR:

$ nc 127.0.0.1 12391 </dev/null
$ nc 127.0.0.1 12392 </dev/null
$ nc 127.0.0.1 12393 </dev/null
$ nc 127.0.0.1 12394 </dev/null
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‘$ nc 127.0.0.1 12395 </dev/null J

API YTt FRME :

"KEY": 30.16

average mean

HEEAREHE, #%Z0]1%S5 vindow=<off |time> F count=<number>, 73HIE X JH T FM I A [H]
FEFIFEAR KN, BRIAH window=off ((FHFHFENFEAR) FI count=10,

#HiE

flan, window=5s KN EEIT 5 FPNIIEM. window SERHEN 0o count=number ZEIEHIFEA
KA (BAFE), DA SEHREE T,

il

metric_zone avg_mean:1lm average mean window=5s count=8;

RETEE TR VY
#

# metric_complex_zone avg_mean:1im {

# some_metric_name average mean window=5s count=8;
# }
server {

listen 12401;

metric avg_mean KEY=0.1;
}
server {

listen 12402;

metric avg_mean KEY=0.4;
}
server {

listen 12403;

metric avg_mean KEY=10;
}
server {

listen 12404;

metric avg_mean KEY=1;
}
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AR

$ nc 127.0.0.1 12401 </dev/null
$ nc 127.0.0.1 12401 </dev/null
$ nc 127.0.0.1 12402 </dev/null
$ nc 127.0.0.1 12403 </dev/null
$ nc 127.0.0.1 12404 </dev/null
$ nc 127.0.0.1 12404 </dev/null

APT I FHHTEARE :

"KEY": 2.1

QIR MR J5 — IR BT RL RS A 5 7, FUHMER N

{

"KEY": O
}
histogram

Ol —H” A7, A EAEEMREE, MBI SBOBERESRIE R T

TR (ANSTERrEERED IRE .
NFESEUZ numbers —FENNBIME, @BFEIZAF5IH,

ik
Mi{E inf B +Inf A]HTRPRATH B R S EE R (H,

R

metric_zone hist:1m histogram 0.1 0.2 0.5 1 2 inf;

# EAR TN — Ao

#

# metric_complex_zone hist:1m {

# some_metric_name histogram 0.1 0.2 0.5 1 2 inf;
# }

server {

listen 12411;
metric hist KEY=0.25;
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server {
listen 12412;
metric hist KEY=2;

server {
listen 12413;
metric hist KEY=1000;

R

[$ nc 127.0.0.1 12411 </dev/null

API YTt FRME :

{
"KEY": {
"0.1": 0,
"0.2": 0,
"o.5": 1,
nqu;oq,
nou: 1,
ninfh: 1
¥
}

W EH:

$ nc 127.0.0.1 12412 </dev/null }

API FRTFHHERME :

{
"KEY": {
"o.1": 0,
"o.2": 0,
"o.5": 1,
g, o1,
won: 2,
ninfv: 2
}
}
H—
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‘$ nc 127.0.0.1 12413 </dev/null

APT HAFHATEARE :

{
"KEY": {
"0.1": 0,
"p.2": 0,
"O.5": 1,
lI1ll: 1’
l|2ll: 2’
"infn: 3
}
}
NETE

NN EPREIE DI MR

e $metric_<name>

e $metric_<name>_key

e $metric_<name>_value
XTEETER, SBIEIMNILE:

e $metric_<name> value_<metric>

$metric_<name>

Emetric 82K, $metric_<name> LR EMNAIH T HFIEIR, HHELAEEREZLEN—HILN, &
W set 5% (%G 1E Pre—access [1EKIH, 5 on=connect AT R —HER), siAZRAETTM njs FBiHR
(BIENAE js_access ACBFEFH) #H17,

ZRE AR, A A ER =value JES. RIE—1 = HRSEDIT; MRKEZER, EN
0, HEMMER DB EA, ZREREMENASG, XEMHNS metric FIHIF,

(PN

stream {

metric_zone hits:1m count;

# WH AT $metric_hits T &

server {

listen 12345;

metric hits client=1 =connect;
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server {

listen 12346;

set $metric_hits client=1;

return "$metric_hits\n";

TEMIR I 12345 KL =OERFF MG 12346 K —IRIER G

$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12346 </dev/null

client=4

#HiE

[]Eﬁ $metric_<name> é?DA key=value ﬁéiﬁﬁi[]EZ@%QAZQ*E&%égﬁﬁHQ ifﬁ%ﬁ%ﬂa——ﬁﬁﬂ<5%Eﬁ%ﬁﬁﬁﬁfﬁﬁ
FrFE, (E LHERRGIT, EERPRFEEN client=1, {HHT count HXZIEFTRKIMEIFEE
PR RTIN (T Bt RIHBS [E135E $metric_hits SIRME client=4 —RITHEERAIRIEEL, HAE
ZAETREN 12345 [ =IRSERITEHT,

LA, FAHETE $metric_<name>_key ZFEHIIEHS BN TEE L,

$metric_<name>_key F0 $metric_<name>_value

$metric_<name>_key‘ﬂ]$metric_<name>_va1ue R 8o Rl E CHERME, S E $metric_<name>_value

NS EAAEPRERT, FifE2 $metric_<name>_key FIVHETLE o

w/iE
NFEEIEPR, $metric_<name>_value ZEHHTIEFMEMH », " SIBFFERE,

ARG

stream {

metric_zone level:1m gauge;

# WARMT ZE $metric_level. $metric_level_key F1 $metric_level_ value.

metric_complex_zone stats:im {

count count;

min min;
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avg average exp;

# WA BT $metric_stats. $metric_stats_key F1 $metric_stats_value.,

server {

listen 12345;

metric level sensor=10 on=connect;

server {

listen 12346;

set $metric_level_key "sensor";

set $metric_level value 5;

# B set $metric_level sensor=5;

return "Updated with '$metric_level'\nValue='$metric_level_value'\n";

server {

listen 12347;

set $metric_stats_key bar;

set $metric_stats_value 9;

# Bk F: set $metric_stats bar=9;

return "Updated with '$metric_stats'\nValues='$metric_stats_value'\n";

EFEACE, Jemiis 12345 OB gauge RURMAEIZEN 10) KEIER, AREMNL 12346 KiEER,
Rt

$ nc 127.0.0.1 12345 </dev/null
$ nc 127.0.0.1 12346 </dev/null
Updated with 'sensor=15'
Value="'15"

M 12347 KEiER:, FE4E

$ nc 127.0.0.1 12347 </dev/null
Updated with 'bar=1, 9, 9'
Values='1, 9, 9'
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o
ik
MR FZRTRMES $netric_<name> value, ZEHHRAIN 0, G0ERFRT R HIETEEH N ELE
AIFAFERR, BRI 1.
{NAE $metric_<name>_key Al $metric_<name>_value A EIXEGA SHITIIE,
TEIXFMELS, 1FHETE $metric_<name> HHAEREETHHY HHEJG key=value X, Mi-A2NINIMT
ST
$metric_<name>_key HHIEFNEIL AR &5 E MG — 18
$metric_<name>_value HIEFRRN $metric_<name>_key I BT BN R E — ™ME,

J

$metric_<name>_value_<metric>

XNFE AR, AIPMER $metric_<name>_value_<metric> ZEIRERFE FHEnaE, HH <metric>
SETHEFRIN AR,

ARG

stream {
metric_complex_zone foo:lm {
count count;
min min;

avg average exp;

# A $metric_foo. $metric_foo_key. $metric_foo_value,

# DK $metric_foo_value_count. $metric_foo_value_min. $metric_foo_value_avg.

server {

listen 12345;

set $metric_foo_key bar;

set $metric_foo_value 9;
# B #: set $metric_foo bar=9;
return "Updated with '$metric_foo'\nValues='$metric_foo_value'\nCount='$metric_foo_

—value_count'\n";

}

EFAMAECE, MmO 12345 KECiERE, 774

$ nc 127.0.0.1 12345 </dev/null
Updated with 'bar=1, 9, 9'
Values='1, 9, 9'

Count="1"
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HAth =15
iU S

metric_zone protocols:1im count;
server {
listen 12345;

listen 12346 udp;

metric protocols $protocol;

}
] B
{
"TCP": 340,
"UDP": 58
}
LiE&iERE s

metric_zone upstream_time:10m expire=on histogram

0.05 0.1 0.3 0.51 25 10 inf;

server {

listen 12345;

proxy_pass backend;

metric upstream_time $upstream_addr=$upstream_session_time on=end;

e J87 2

"discarded": O,
"metrics": {

"backend1:8080": {

"0.05": 12,
"0.1": 28,
"0.3": 56,
"0.5": 78,
l|1ll: 92,
II2II: 97,
"g": 99,
"10": 100,
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"inf": 100

EENERER

stream {

metric_zone active_connections:2m gauge;

server {

listen 12345;

metric active_connections service_a=1 on=connect;

metric active_connections service_a=-1 on=end;

}
server {
listen 12346;
metric active_connections service_b=1 on=connect;
metric active_connections service_b=-1 on=end;
T
}
http {
server {
listen 8080;
location /connections/ {
allow 127.0.0.1;
deny all;
api /status/stream/metric_zones/active_connections/metrics/;
}
}
}
i 3. :
{
"service_a": 42,
"service_b": 17
}
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Prometheus ¥

Angie HIE—PNNERR, HT LA Prometheus #8310 ToRtabn, PSR B & AEHR, HUFSTE stream
KR I$EFR. BHT Prometheus #F& /21 HTTP BYIIEE, Kitkprometheus template Flprometheus &
ZAE http RAPELE, BRI — NG /status/ API S5 stream FEFRIXI,

TENSRIRBI, TEH LA TS

stream {
# A& "upload" FEAT
metric_complex_zone upload:lim discard_key="other" {
stats histogram 64 256 1024 4096 16384 +Inf;
sum gauge;
count count;

avg_size average exp,;

upstream backend {
server 127.0.0.1:15001;

}
server {
listen 12345;
# EaE SR, ERNE P KR
# FHEREFAER
proxy_pass backend;
metric upload angie=$bytes_received on=end;
}
}
http {

# W "upload” FEATE Prometheus A
prometheus_template upload_metric {
'stats{le="$1"}"' $p8s_value
path=~"/stream/metric_zones/upload/metrics/angie/stats/(.+)$

type=histogram;

'stats_sum' $p8s_value
path=/stream/metric_zones/upload/metrics/angie/sum;
'stats_count' $p8s_value

path=/stream/metric_zones/upload/metrics/angie/count;

'avg_size' $p8s_value

path=/stream/metric_zones/upload/metrics/angie/avg_size;

server {

listen 80;
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# 15 UL E AT
location /prometheus/upload_metric/ {

prometheus upload_metric;

TEIA I 12345 R FIRERE, 7AIKI1% 16384, 64448, 64, 1028 il 1028 FHEIG:

$ head -c 16384 /dev/urandom | nc 127.0.0.1 12345
$ head -c 64448 /dev/urandom | nc 127.0.0.1 12345
$ head -c 64 /dev/urandom | nc 127.0.0.1 12345

$ head -c 1028 /dev/urandom | nc 127.0.0.1 12345
$ head -c 1028 /dev/urandom | nc 127.0.0.1 12345

FEbMER A -
{
"stats": {
"64": 1,
"oBEM: 1,
"1024": 1,
"4096": 3,
"16384": 4,
"+Inf": 5
To
"sum": 82952,

"count": 5,

"avg_size": 1077.9376

PA Prometheus #85, ZFEPRAITE /prometheus/upload_metric/ FREL:

# Angie Prometheus template "upload_metric"
# TYPE stats histogram

stats{le="64"} 1

stats{le="256"} 1

stats{le="1024"} 1

stats{1le="4096"} 3

stats{le="16384"} 4

stats{le="+Inf"} 5

stats_sum 82952

stats_count 5

avg_size 1077.9376
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3.3.3.9 MQTT Preread

& F M EBAFIENIME H (MQTT) RRAH) CONNECT $EfrhHREN s F i ID FMIHF 4 3.1.1 1 5.0,
MRS AR, IZBEHLA @I --vith-stream_mqtt_preread_module MESEUAH, HXRE K

M GENRARMEG S, RO SERE,

BCE =5
BidE P 1D EFEPHIIRSE:

stream {
mqtt_preread
upstream mqtt {

hash $mqtt_preread_clientid;
# ...

f5e

mqtt_preread

Bk mqtt_preread on | off;
E /NN mgtt_preread off;
4 stream, server

PERIFETTEHT P N cONNECT Be ARG R, MRSEEH (on),

&,

NELTE

A XRAATE I EARR, ESH MQTT PrTERA 3.1.1 #1 5.0,
$mqtt_preread_clientid

ME— PR IR

$mqtt_preread_username

g P4,

REEE Ry B s EsE R A
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3.3.3.10 Pass

VI O Z N E R BB EIEH T TP, Stream 8¢ Mail B E TR EREZ,
R ARYELT SNI B TIEERM:AY SSL &1k,

B E B

£ stream BEHALTE SSL/TLS &K IbfG, EHEWHE A nttp B

stream {

server {

listen 8000 default_server;

ssl_preread 8

# ...
¥
server {
listen 8000;
server_name foo.example.com;
pass 127.0.0.1:8001; # to HTTP
}
server {
listen 8000;
server_name bar.example.com;
# ...
¥
}
http {
server {
listen 8001 ssl;
# ...
location / {
root html;
}
T
}
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B

pass
Syntax pass address;
EININ —
Context server

AR E R P IR N AR BRI N ARSS 2k, address AT DAPEN TP HLERT SR 125 H -

‘pass 127.0.0.1:12345; J

BHE N UNIX BERFIKE:

‘pass unix:/tmp/stream.socket; }

AN, address AT DA EIRE

‘pass $upstream; }

3.3.3.11 Proxy
AYHEIE TCP. UDP #1 UNIX ERE R,

B E R
N
server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
}
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
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B

proxy__bind
[E=2FS proxy_bind address [transparent| | off;
HIME —
T stream, server

(ERABRAR S5 25 A H s R B R E A TP sk, SEUERTDAE S22 &, KRME off BUHM E—%K
FLEA AR prozy_bind 5LHIRER, VPRGBS ECA 1P ik,

transparent ZEALVFRICLARSS A A U ERIR B A 1P bk, fi4n, Sk 5% A uRHIESK 1P filk:

proxy_bind $remote_addr transparent; }

FUHE I SEAEN, Angie TAEFRIEE FZELUEI - SRIZ T, 1F Linux b, X 2T GHREE
T transparent S, TERBES N FIHE% K CAP_NET RAW &1,

wik
X B PR E A DA AR BRI IR 55 A B 4 T R

proxy__buffer_size

Bk proxy_buffer_size size;
EIME proxy_buffer_size 16k;
Holi9"4 stream, server

BB T MWRERAR S d SRR R 2 R DR/ [RIIN IS8 T W P R SR I R X RN

proxy__connect__timeout

1%/213 proxy_connect_timeout t¢ime;
EIME proxy_connect_timeout 60s;
T stream, server

T AP ARSS A E L RE A B N N [F]
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proxy__connection_drop

[E27S proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
T stream, server

TEABRARSS 88 MRS BRECH Wi AT BERRELA PT 7% DELETE FRid A KAANATHG, JHAZIESZA
BRRSS aBUFTH 215,

AP P B RSS AR B R — MR E S NFIFI, T,
WHE time JA IR L B WEN on B, RIEIZRIKIT,

proxy__download_rate

Bk proxy_download_rate rate;
EME proxy_download_rate O;
EFx stream, server

BRAMACEEAR S5 A5 DR IRE . rate AR FTTEEEE,

0 SRR BR A

#HiE

PR X DRI AR, FIAIR Angie [RINHTIF D EIRIEARSS a3 HERE, SEIERKRIEE R
I

SRERT IS &, £ ERIERE R ARHIERAEIT, XAl RERA A

map $slow $rate {
1 4k;
2 8k;

proxy_download_rate $rate;

proxy__half_close

B proxy_half_ close on | off;
ERINME proxy_half_close off;
HSl5"4 stream, server
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FISEERIRNZ K] TCP JERIEDTIE ("TCP KH"), WHRFH, TCP ABURE LR 2 Wi AT < ]

I
BRIk,

proxy__next__upstream

Bk proxy_next_upstream on | off;
%ﬁi)\fﬁ proxy_next_upstream on;
X stream, server

STCiR G ERSF SR AL, TR SR 2 PmERR LB S it TR — DRSS 8.
REERARIBL N — DRSS & AT DA 22100 MR TR AT AR

proxy__next__upstream_timeout

[E2FS proxy_next_upstream_timeout time;
LNz proxy_next_upstream_timeout O;
T stream, server

BRAIFHER L L 1 RS ERAI AR VFI AL,

0 SR I FR

proxy__next__upstream__tries

[E27S proxy_next_upstream_tries number;
EINE proxy_next_upstream_tries O;
T stream, server

BRAHIFHER LS T RS AR T REZ IR AL,

0 SR A L B il
proxy__pass

Bk proxy_pass address;

ERINME —

R server

EAPARSS asiUstiil, address RJDAFEE NIEALEL 1P ik, DA S
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proxy_pass localhost:12345;

BR/EN UNIX BEREFIRE:

proxy_pass unix:/tmp/stream.socket;

GnSIRA ENTON 2 HhdE, BTA IR DA 7T U, b, bk n] AR E M 55 41
btk R] DA 2R B E -

proxy_pass $upstream;

FEIXRME LR, FERDARIAR TS a2 FhIRERARSS a4 0K, QISRARERE, WIEE/ resolver HRE,

proxy__protocol

Bk proxy_protocol on | off;
EINME proxy_protocol off;
T stream, server

NEIHARSS B AYIER T PROXY M,

proxy_ protocol__tlv

Added in version 1.11.0.

Bk proxy_protocol_tlv name value;
EIME —
EFx stream, server

AR A S RIRARSS 2800 PROXY PMY v2 SKIRIN TLV, value P LAEIEZER, name AJLUZ TLV 2KEI%
PRECEECE; TR —FE LT, [ERAT7IERIFEE, 2212 0 ko N T SSL TLV, £ ss1_ #i%; F¢
TREY ss1_verify ZFRIEE SSL TLV MIIEIEFEL, I8 TIE proxy protocol version BB 2 BHHEH,

proxy__protocol_version

Bk proxy_protocol_version 1 | 2;
ENINE proxy_protocol_version 1;
£ stream, server

WEHTEIREARSS A8 HIERE PROXY HMRAR, ZIEBLERHprozy protocol AR, WA 2 LW
KiEHprozy protocol tlv FESBECEM TLV,
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proxy__requests

[E27S proxy_requests number;
LNz proxy_requests 0;
T stream, server

WEZ PSRRI AR, RENZEEN, Z P S IE UDP s RS E KT, 1EikEE
T MEREEIRG, KB RPN — AR B 218, 4rE R iR L A PR
S5 HR I TUH R N £ R I, S HIRBNENT I, 21K L,

proxy__responses

Bk proxy_responses number;
HME —
T stream, server

SEEM UDP PR, BB R BRI S5 as iR v R IR A AR R B ST IE R
Ro BOMNBULT, Bla i AR ASZ IR,

QSRR N FAE, WA, B2, QNSRS B 2T55REE R, TR AE B0 R,

proxy__socket__keepalive

[F27S proxy_socket_keepalive on | off;
EIME proxy_socket_keepalive off;
Hol9"4 stream, server

N ERIRARSS a5 B HUEREFCE " TCP keepalive” TN,

off BNBU T, ERFEHRERSNIRE,

on NEEFAH SO_KEEPALIVE ERFIEL,
proxy_ssl

FEN proxy_ssl on | off;

EINME proxy_ssl off;

T stream, server

NENREEARSS A B ERE S SSL/TLS #1%
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proxy_ssl__certificate

[E27S proxy_ssl_certificate file [file];
LN —
T stream, server

fEE— & PEM MNIERBATSCH, AT RRBEARSaHE T S 0RIUE, X4 Hal AR,

M prozy ssl_ntls I, ZIELEZM NS A Z

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy__ssl__certificate__cache

[F227S proxy_ssl_certificate_cache off;

proxy_ssl_certificate_cache max=N [inactive=time| [valid=time];

ENME proxy_ssl_certificate_cache off;
T stream, server

X —NRAF, AT AAEERZRIEERSSL UET FFATH,

ZIEL R AN SR

max —RERFTHRATRERS R, HEFREN, SEsMEH (LRU) KICRBPILER,

« inactive —i& XIURFEILMSRIARM G MBI S WMPRAIIS K, BIEEHEAIAET valia AN, RHK

A= EE TR, BN 10 #D,

o valid —& XEFTLRBMNEROF TR AR, BN 60 #0, IR Z )G, AR

e EHTIRIAL,
o off —FH%AF,

zZN

proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key $proxy_ssl_server_name.key;

proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;
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proxy_ssl__certificate__key

[E27S proxy_ssl_certificate_key file [file];
LN —
T stream, server

fEE—ME PEM AR, T AAEARSS a3 T S Rk

Al PAfEEE engine: “name”:id KRB, IXEMNZH name 1Y OpenSSL 51EHMEEFTEE id 1Y
FAEH,

A DAFEEME store:scheme:id RN XM, AT @EIEETE OpenSSL provider HFMHY URI scheme fll
HEAFTEE id WFAEH, B0 pkesl 1,

SR DAE RIS

HIER prozy_ssl_ntls I, RIS EZM AN SEIMAZE

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__ciphers

[F227S proxy_ssl_ciphers ciphers;
EIME proxy_ssl_ciphers DEFAULT;
Hol5"4 stream, server

FeE MAIRARSS 28 X TE R IN B AN EME, BB OpenSSL IR A E,
INEEHHIFREUR T 220 OpenSSL kAR, AJPAHH openssl ciphers i H LA,

e

Y H OpenSSL I, :samp:prozy_ssl_ciphers $§% * F * B8 TLS 1.3 BINEEM, B OpenSSL
BoE TLS 1.3 MEEM, EFEHprory_ssl_conf _command 8%, ZIELENEH SSL ELBERI,

o {E LibreSSL A, TLS 1.3 MI#ZEMF * AL * M proxy_ssl_ciphers ALE,

« f£ BoringSSL ', TLIARLE TLS 1.3 MEEM.
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proxy__ssl__conf__command

Bk proxy_ssl_conf_command name value;
IRINME —
T stream, server

1 S5 RIEARSS e A E RN IZ BT OpenSSL FiE M4,

#Hik
S OpenSSL 1.0.2 BUE EARARN SHFI%TES. ZMH OpenSSL ALE TLS 1.3 MIEEMN, B

ciphersuites e,

A DATER — K Alf5 E 2 1~ proxy ssl_conf command 152, 2 HAXH Y775l & A E X
prozy_ssl_conf _command ¥&W, iIXEEFESA M E—RECE AR K,

s

TBTEE, EREMCE OpenSSL AIRERSFEESIMT N,

proxy_ssl_crl

Bk proxy_ssl_crl file;
LN —
4 stream, server

srE—AMLA PEM Rt MBHET (CRL) BOSCHF, IFRE ABEIRS SAIEH,

proxy_ssl__name

FENER proxy_ssl_name name;
L NN proxy_ssl_name KHE proxy_pass HIEA;
X stream, server

ARVFESEMTRIE RERSS aIE B ARSS aAAR, AAES R SS e NS RINIE SNT 1£1% HIik
Fantatr. MRSsaeamRtin] DUE A RIETE.

BONBUT, - prozy pass Fe24aE Rk rH I F414,
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proxy_ssl_ntls

Bk proxy_ssl_ntls on | off;
BRINE proxy_ssl_ntls off;
T stream, server

2{HEH TongSuo TLS FERY, JH3 AR AT NTLS HISH,

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

ik
Angie UM --with-ntls BCEZSHME, FHEAMMAISHR: NTLS B9 SSL

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password_file

[E27S proxy_ssl_password_file file;
LN —
4 stream, server

e — MU ST BB, SN EEEE RIS 1T, MEEARROR 20X S R

proxy_ssl__protocols

=275 proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
LN proxy_ssl_protocols TLSv1.2 TLSv1.3;
T stream, server

NIEREAR S5 A% & X TR R 8 R E AT HM
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proxy_ssl__server__name

Bk proxy_ssl_server_name on | off;
LNz proxy_ssl_server_name off;
T stream, server

JE FHERE AL 5 REEAR 55 a8 LB BRI, @i IS5 ds % Fidii R TLS ¥/ (SNI, RFC 6066) f&i%
Hprozy ssl_name & FE MRS A F4H7o

proxy__ssl__session__reuse

Bk proxy_ssl_session_reuse on | off;
PRINE proxy_ssl_session_reuse on;
4 stream, server

R GRS TIEN B G R AEA SSL &1, WRHEH MM SSLs _ GET _FINISHED:digest
check failed” $51%, THZIFEHSIEER,

proxy__ssl__trusted__certificate

1Bk proxy_ssl_trusted_certificate file;
EINME —
LT stream, server

6 — MU E PEM ARG E CA IEBRIXF, ATI0IE EARS SRATIES.

proxy__ssl__verify

[F227S proxy_ssl_verify on | off;
EIME proxy_ssl_verify off;
NS94 stream, server

JE P B F O R IR 55 A B Y SR UE

proxy_ssl__verify__depth

Bk proxy_ssl_verify_depth number;
EINE proxy_ssl_verify_depth 1;
T stream, server

B PRARSS 2 UE B HE S TR
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proxy__timeout

Bk proxy_timeout time;
EINE proxy_timeout 10m;
T stream, server

R ER P Ins CERR ST 2R b OSSR S R 2 [RI AR N Ao QP SRAE LI 1A N 1A Rfim (&4, 1%
FERBER A,

proxy__upload_rate

Bk proxy_upload_rate rate;
PRINE proxy_upload_rate O;
X stream, server

BRAI MBS i SR EER AR, SR DA 7 B e

0 25 AR R il
ik
IBRARE X N ERERY, RN SRR P m R TR N ERE, B R 25 E IRAIRT I 1%

ZRHERTDNE SR, XAERZERIERE R A RGDERARL R T aERA A

map $slow $rate {
1 4k;
2 8k;

}

proxy_upload_rate $rate;

3.3.3.12 RDP Preread
TEMEFH RDP VNN, MBI e VR L S o i ook 2 TR B T 2T IR BRI E Y Cookies

MRS MR, FFE#EIY --vith-stream_rdp_preread_module FAEEEIUR H H ILAELL, £ FAl]
HaERREMESS, ZER O ST,

3.3. [FAEER 470




* Angie
Software

IhEEHEIR, R4 1.12.0

[(H=t75y!]]
BEFN KM Cookie HIfRS52F
X T sticky 85 learn #R:

stream {

rdp_preread g

upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

B

rdp__preread

Bk rdp_preread on | off;
EINME rdp_preread off;
X stream, server

PERIFETTEHT L. AN RDP #3X Cookie FHIEIIEE, WNREN on, REFEER LN XHIEFE Mg H
AR &,
NEXE

Cookie fEAYIE XHUAT RDP WhARA,
$rdp_cookie

AN Cookie {Ho

$rdp_cookie_<name>
HAEFREZIRE Cookie FBHIH,

3.3.3.13 ReallP

FRVFRE R P B HE R O 7E PROXY WSk A I A bR 1, OB AE listen 152 IR E
proxy_protocol SECRHISE/EH PROXY W,

EPIN v *@@HTJ‘, ERNTE N PSR, NAEA --with-stream_realip_module MR IR
JEHE,
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£ B eEPRUMSERS, ZRRESERET,

B E R

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set__real_ip_from

BiA set_real_ip_from address | CIDR | unix:;
INE —
4 stream, server

X ERUA A IEF L A n] S, Q0FRAEE THRR(E unix:, WA UNIX BEZRTRHEIEE,

HEZ

e

$realip_remote_addr

TRE SR an% stk

$realip_remote_port

TR B Jsaes 7 i 1

3.3.3.14 Return
SRS R VP Pu ZIETEEIE, ARG R HER,

B E B

server {
listen 12345;

return $time_iso8601;

B
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return
Bk return value;
IRINME —
o974 server

TR B ARIRGSE i E, ZER RS ZE,

3.3.3.15 Set
ZRRATF N E R E —ME,

B E R

server {

listen 12345;

set $true 1;
}
B
set
Bk set $variable value;
EME —
974 server

MEERZRIE —ME, ZERDEEZE,

3.3.3.16 Split Clients

BRERUH T A/B A, G228 A AT B A R 2R — 2 EL B ks F 21— R SS as BRBC B Y%

=, FIRRERISER 5 S B HATT

B E B

stream {
# ...
split_clients "${remote_addr}AAA" $upstream {

0.5% feature_testl;
2.0% feature_test2;
* production;

¥

server {

# ...
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proxy_pass $upstream;

B

split__clients

Syntax split_clients string $variable { ... }
EIANE —
Context stream

JEISXS string AT ROIEE—D Svariable; string PRI B, SEREGR, AEWBAER T
£ $variable BV FERTER(E,

WA BREHE A MurmurHash2 (32 i), HEAMEERE (0 2 4294967295) #z HEL T BN 2I4E; H 2
FEOVE TR N JEECAT (+) ATRABIAER S ; N8 T H AR A S 7 (E S it 2 5 7 B AIMEL,

ZNVIE

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

}

XH fE $remote_addrAAA FITHRPFHMA RS, WBHEIHUWT:
o {HN 0 %) 21474835 (0.5%) 74 .one
o {H} 21474836 F 107374180 (2%) 74 .two

o {H 107374181 F| 4294967295 (P HAMIE) 7= v (— N FEREH)

3.3.3.17 SSL

NFAHARSS e PR Bt SSL/TLS WM FRFRAYSIR.

4 MNIRACHEAT RS, HBBGEIAN S PR, MIZER] --with-stream_ss1_module MJEIEIUR)EHE,
R E BNEERNRAEMER T, HEREE ST,

7wk
HAREEREEE OpenSSL .
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B E B
N T REARAC B A5 D, N
o RLIEIER SRR ENF T,
o ERILE K%L,
o BEHINE RIE%L,
o FFATREMEIN RS AL A ISR (BRIADN 5 70 %):

worker_processes auto;

stream {
#..
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B2

ssl_alpn

1Bk ssl_alpn protocol ...;
FINE —
Holi5"4 stream, server

TERE SR ALPN HRAIFR, QiRE il ALPN, WL Hh— Nl

map $ssl_alpn_protocol $proxy {

h2 127.0.0.1:8001;
http/1.1 127.0.0.1:8002;
}
server {
listen 12346;

proxy_pass $proxy;
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ssl_alpn h2 http/1.1;

ssl__certificate

1Bk ssl_certificate file;
HME —
T stream, server

feE g e IS5 et PEM A8 UEHSXF, WHERER T EIERINETE ZHEE HIRES, WIN 1% A NI £ R —
PRt FUERTERT, RS2 AIEH, PEM A E S AT USR] —SC .,

It A PAZ ke e DUINECAN R ERUATIESS, Bl40 RSA R ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B @RASCRFANFIE R FIBIIERE, X TIHRRA, HEEFEH —MEHHE,

#Hik
/] OpenSSL 1.0.2 BEE S hRA , AT DATESCH44 FH {22 &

ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

THER, AR EIRE IR SSL B TFARRINEIES, IXFTRES N PERE ™ A2 A TH R,
FDARE data: $variable” fEDRAUVE file, JXHF MRS NEIE AT A FH Hh R S A
TR, AU A IEEATRER TR 2R, BIUR B EEES AN IR H S,
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ssl__certificate_cache

Bk ssl_certificate_cache off;

ssl_certificate_cache max=N [inactive=time] [valid=time];

PRINE ssl_certificate_cache off;
4 stream, server

TEX—NRAF, ATAEEERZRIEERSSL UET FFATH,
ZIER SR AN S
o max —IRERFPIEATTREE, YRFRHN, BLiP#EHE (LRU) FTRBEERSER,

« inactive —& XIURFEILMS I NARM G MBI WAMPRIIIS <, BIEEEIIET valia AN, &R
ViR EE NS, BRI 10 #),

o valid —& XEMFTCRPANEROTATEAIRI R, BRI 60 #b FEHLHIR )5, EF5 R B EEHT
INEEEHT R,

o off —FH%RAF,

il

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

ssl_certificate_cache max=1000 inactive=20s valid=1m;

ssl__certificate_compression

181k ssl_certificate_compression on | off;
ERNME ssl_certificate_compression off;
X stream, server

Ja R TLS 1.3 IRSSEHER [ E46,

#HiE

5 OpenSSL 3.2 BUH AN SCHRFIZIE S ; SR EAE RIES R B RS

i

A BoringSSL I SRHZIES; SKRIIVEMERIRSIR T 21ib,

WA T sl stapling, WREF E48 B #2E5H
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ssl__certificate__key

[E27S ssl_certificate_key file;
LN —
T stream, server

faE e IS5 251 PEM MU H S

ik
5 OpenSSL 1.0.2 SUE BRRAH, AT LATES {44 P st AL 28 ik

A]DIEAE engine: “name”:id {ERIUF file, IXKEM OpenSSL 5% name MMEEETEE id EH,

A]DAfE7E store:scheme:id {HRMFF file, XHTMNEEEE id A1 OpenSSL 1R AR FEMAT URI
scheme JECEEA, BIAN pkesii,

FJDHEE data: “$variable” fERME file, XK MR BANEEHH M A RS, BER, A4/
HIETARTRE ST R Z 2R, BIAR S RARdE S AN s,

ssl__ciphers
Bk ssl_ciphers ciphers;
EIME ssl_ciphers HIGH:!aNULL: !MD5;
Holi9"4 stream, server

e R B EN, BHEMNLL OpenSSL FEHEAIASRAEE, H140:

ssl_ciphers ALL:!aNULL:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP;

FHEMFRBRT EZ2ER) OpenSSL iiAR, FIPAfEH openssl ciphers i EH BRI,

s

i OpenSSL I :samp:ssl_ciphers 165 A=BCE TLS 1.3 FEEEMS, BFH OpenSSL ELE TLS
1.3 BHEM, WG Hssl_conf command 6%, 52T TH T ZFrEdk SSL Bl &,

o TE LibreSSL H.* AJPA * {# [ ss1_ciphers ELE TLS 1.3 HHEH,
o 1E BoringSSL H, IRATCIEALE TLS 1.3 HHEELM,
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ssl__client__certificate

[E27S ssl_client_certificate file;
LN —
T stream, server

FEE— LS PEM MAZEE CA EBHISXHE, ATRUE BFumiESS, DARTER M ssl_stapling BEIE
OCSP WilRY,

UERH R R IEAE P . WA EIXAE, 0] DMER ssl_trusted_ certificate 6%

ssl__conf__command

181 ssl_conf_command name value;
ERINME —
4 stream, server

WETE OpenSSL BLE i,
ik
ffifl OpenSSL 1.0.2 B{HE SRARN ZRZ1ES. B A OpenSSL ELE TLS 1.3 ZiEM, EMHH

ciphersuites %,

Al ATE R — AR EZ A ssl_conf command 152

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

N Y HTRANEE EX ssl_conf _command 1ESH, A E—RE B RIXEFE S,

B
HIENCE OpenSSL AIRESFBEIMT N,

ssl__crl
[F227S ssl_crl file;
HME —
T stream, server

fEE— TS PEM MMMIES (CRL) B, FATIIE 2P uiEf,
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ssl_dhparam

Bk ssl_dhparam file;
LN —
T stream, server

6 M T DHE HWHEMFN DH SEF,

B
BONEOL PN REEMSE, ik~ =/#H DHE #iEMF,

ssl_early__data

Bk ssl_early_data on | off;
FINE ssl_early_data off;
ol 5"4 stream, server

JEFEZEH TLS 1.3 FHI%HE,

#HiE

ffiFH OpenSSL 1.1.1 B EMAE BoringSSL I XX R%f5%

ssl_ecdh_curve

Bk ssl_ecdh_curve curve;
EINE ssl_ecdh_curve auto;
ol 5"4 stream, server

5 EH T ECDHE HHEEAMihk,

ik
i/ OpenSSL 1.0.2 B S hRAI, AT DATEE 2 Skih<k, Bilan:

[ssl_ecdh_curve prime256vl:secp384ril;

FMH auto 6/~ Angie TEfEH OpenSSL 1.0.2 BLHE mRRAK i H OpenSSL FENERIFIFR, BLAE HRA

A prime256vl,
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#HE

M OpenSSL 1.0.2 BUSE ERRAN, 5B EMSS a8 X FRRIIIZRSIFR, Flit, 7 ECDSA iEH
IEH TR, EERRAIER SR,

ssl_encrypted__hello__key

Added in version 1.11.0.

HIL ssl_encrypted_hello_key file;
HME —
X stream, server

faE & PEM #3\ ECH fA$AF1 ECHConfigList HISXfF, ZIGCAIPAZIRIGE, TSR %P Ui
[Flfg (ECH) HJ OpenSSL 8 BoringSSL #J%E; MR+,

ssl__handshake__timeout

[E2FS ssl_handshake_timeout time;
LOVINIED ssl_handshake_timeout 60s;
T stream, server

B SSL BT 7e i HIE I A

ssl_ntls
[F227S ssl_ntls on | off;
FINE ssl_ntls off;
Hol5"4 stream, server

i/ TongSuo FERAIRS %80 NTLS XF¥,

listen ... ssl;

ssl_ntls ;

ik
Angie ZHUEM --with-ntls MEIETUHEITHE, HEHEZIFH NTLS #9 SSL /#

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls
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ssl__ocsp
[E=2FS ssl_ocsp on | off | leaf;
EINE ssl_ocsp off;
T stream, server

JBREFEIEBEER OCSP iE, leaf ZEUNE A P imiE+ VIS IIE,
ZH OCSP KIUFIEH TAE ref:sssl_verify client {8 NIZE N on 5 optional,
RN OCSP MR 88 FH4, IENAEE resolver 182,

Nk

ssl_verify_client 5
ssl_ocsp 8

resolver 127.0.0.53;

ssl__ocsp__cache

[E=2FN ssl_ocsp_cache off | [shared:name:size];
BRINME ssl_ocsp_cache off;
T stream, server

REH T OCSP Rk P IERIRSHI R BRI DN, RAAAEITE LIEHRE 2 WItE, BAM
Rl A4 FRAERAT ] DAFE 22 P RESUIR 5 2 H 6 o

off ZE LA,

ssl__ocsp_responder

B ssl_ocsp_responder uri;
PRINE —
4 stream, server

BHIUEBY R " Authority Information Access” HHEER OCSP M #% URI, T & miEf L IE,

{ZH http:// OCSP MiR #5:

ssl_ocsp_responder http://ocsp.example.com/;
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ssl__password__file

[E27S ssl_password_file file;
LN —
T stream, server

feE W& BEIERSOE, RS MBS SIS —1T, INEE AN ROR 20X S i 1

B

stream {

ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}
server {
listen 127.0.0.1:12346;
# A AT DL R OB
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

TBiE ssl_prefer_server_ciphers on | off;
PRINE ssl_prefer_server_ciphers off;
4 stream, server

TEEAERER] SSLv3 1 TLS WHMIN, RS e EMF ML T & i E &,

ssl__protocols

Bk ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME ssl_protocols TLSv1.2 TLSv1.3;

X stream, server
J& a2 IR,
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/i
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 3¢ 5 S iRA I G 2L,
TLSv1.3 SEUAEMH OpenSSL 1.1.1 5L S AR G XY,

ssl__session__cache

=275 ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
ERINME ssl_session_cache none;
£ stream, server

EFHBERTES BRI AN, 17 ] LUZ DU MER A

off FEREEE L 2 TE S A7 : Angie BITFTS RIE P i 25 S RERE .

none IR (R 2152817 Angie H 1% P I =18 7] AR A, (HSEPR EATESRAF
PR RTESEL

builtin OpenSSL WELEAF; (X — P TIEEEMEH, ZEANNUASIERIETE, WRARS
HR/N, MIRET 20480 DRIG, EHNEZF A RESEANFRER

shared A LR Z AR RAE, RN AT N BNTEE; —IRT Al LAfF

fit2] 4000 NG, BNEZEZFN BB, EEHEEZIRNZ T D] DAFE
ZMRSG PR, BIEHT BIER. BT TLS SIERIE%EH, BR
JEfEH ssl__session,__ticket_key ESEREE,

PRRZ AR AT DA, 31040

ssl_session_cache builtin:1000 shared:SSL:10m;

(ELS {66 FH L 52 R A TS (o0 P PR B R 17 3 B v R

ssl__session__ticket__key

[ERFS ssl_session_ticket_key file;
LN —
T stream, server

REMESHTINENRE TLS RIESHERNEHISF, MEROEZ MRS a2 RIFEEAM RS, W
S RTM, BONEOLT, 8 BENLZE R,

GNSAEE T2 EH, WIEA S —DNEIRINE TLS R1EFIUE, XAV E R R, fla:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;
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ZX AR 80 BY 48 FATRIREN A, AT AGER] LR <> AllE:

openssl rand 80 > ticket.key

AR SRR/, ¥ AES256(F T 80 FFi#4H) 80 AES128(FH T 48 F1#4H) MEATHII%E,

ssl__session__tickets

JE27S ssl_session_tickets on | off;
FINE ssl_session_tickets on;
T stream, server

JE FHEEEREIS TLS 215 SEE BT 2TERE.

ssl__session__timeout

[E27S ssl_session_timeout t{ime;
BRINE ssl_session_timeout 5m;
T stream, server

farE 2 P i Al AR 2GS BN T,

ssl__stapling

HIE ssl_stapling on | off;
EINE ssl_stapling off;
ETx http, server

JE FHEEE R ARSS 28 51T OCSP Wik, 7RHl:

ssl_stapling 8
resolver 127.0.0.53;

B OCSP RITIEH TIE, MZANEMRS ARIEBIL B HIE . 1R sl certificate XAFAEEHRIES,

AR S B UE P& & WIE N IZAFAE T ssl trusted certificate SCHFHA,

g
R T @M OCSP MRy 28 E4144, EMNIZFEE resolver 6%
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ssl__stapling__file

[E27S ssl_stapling file file;
LN —
o974 http, server

REJE, 2ITH OCSP WARCRE M BISCAEFRERER, TN @& WIRSS ST HiaE R OCSP MR s,

ZSH N Z5E DER 83X, H openssl ocsp i,

ssl__stapling__responder

JE2FS ssl_stapling_responder uri;
LN e —
kTR http, server

BEIEHY B ”Authority Information Access” HFFEER OCSP M g$H) URL

{24+ http:// OCSP Wil 25:

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
EINE ssl_stapling_verify off;
T http, server

Je AR ARG 284, OCSP M i 56 IE,

BEISIE IR TAE, B sl trusted_certificate $621GARGS BRUERMUA H BTIESS ., MRUEBFIFTE IR
UEF L E A ZEERIES,

ssl__trusted__certificate

Bk ssl_trusted_certificate file;
ERINME —
4 stream, server

BEE—1HEE PEM HZEE CA IERSXE, HTRIE & imiE 1.
ssl_client_certificate WBRIERBEARN, IXEUERFIRASKIELEE F Vi
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ssl__verify__client

Bk ssl_verify_client on | off | optional | optional_no_ca;
BRINME ssl_verify_client off;
T stream, server

JE B P UIERIRIE, RIEEE RAFAETE Sssl client verify ZZ &, WIHRAER UL 550 UEHA R & 42 551,
BB R P AR AT TR BIES, WERRO M,

optional TERE P UHUET, WRIEBZE N TR IR,
optional_no_ca IERFEFIHIED, HAZEREHZEEN CA IERES, XIEHTH Angie M5B
HIARSS PA T LRI 5 IR IE

ssl__verify__depth

Ik ssl_verify_depth number;
FINE ssl_verify_depth 1;
TR stream, server

BrE R P U i IR TR

NELTE

stream_ssl BIHRSCF DL AR &:

$ssl_alpn_protocol

IRIEITE SSL 2 FARNE ALPN IEEAIPMY, BNER EI 2 FAF .
$ssl_cipher

IR[E SN2 SSL R PRI E BB R,

$ssl_ciphers

IR [EZ PSR IR E ARSI, CAIRIINEE R DA FRSIH, AR L7 e fl s, Flin:

AES128-SHA:AES256-SHA:0x00ff

#HiE

XAEFE OpenSSL 1.0.2 SEEARAN E2FHZL R, N TIHRA, ZZBOUEH THXE, A
P ERIBIIEEF,
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$ssl_client_cert

IREE NI SSL ERERE P ImES (PEM FX), BRE —1THMYE—1TER AR Tk,
$ssl_client_fingerprint

IRETE LR SSL AT P IRIE TR SHAL 1540,

$ssl_client_i_dn

AR REC 2253 IRMEIE @AY SSL JEHEME P uHIEBR”? Mk #E DN” Z4F 58,

$ssl_client_raw_cert

IREIE LAY SSL R P IMIET (PEM #30),

$ssl_client_s_dn

MR RFC 2253 JR[EIEEEIZH SSLIERTE A URIET )" 28 DN” FRF e,
$ssl_client_serial

IR[E E N2 SSL ER M P E RS,

$ssl_client_sigalg

IR[AI AT SSL ERZHIR P IRIE BT B4 50

#Hik
XAEFEM OpenSSL 3.5 B MARAN SR &, X T IHRRA, RZBER N2 T,

#Hik
ZARUERTH 218,

$ssl_client_v_end
IR [B1%% Pt UE 5 45 5 H A,
$ssl_client_v_remain

IR [0 S AT AR R AL
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$ssl_client_v_start
IR [B1% Pt UE S IS 46 H HH,
$ssl_client_verify

IR [E1 % P i E 3R Y45 5 - SUCCESS,  FAILED: reason, {1 RIUEHATEENIR[A] NONE,

$ssl_curve

R[] SSL BT HOL R b i Ak, CRIATRhZ DAARRFIH, RATHI A7 SRR, B14n:

prime256v1

#ik
{XAEMER OpenSSL 3.0 BE S ARAMN SCRHZ AL & X T IHRA, XL RER N FIFH,

$ssl_curves

R[N SCHF R HIZR SR, ERIRTHEZ ARSI, RATH A7 SRR, B4

0x001d:prime256v1:secp521rl:secp384rl

#Hik
{XAESER OpenSSL 1.0.2 BUEEIMRAN SCRFZE B, X TIHRA, %L RIERK N 77,

ZARMEH THSE,
$ssl_early_data

NEREER T TLS 1.3 FHIEHE HARFARSER, WHRIE"1”, HIGR[E7,
$ssl_encrypted_hello

Added in version 1.11.0.

NSRAER T N2 P Al (ECH), WER[E "1, AR [E]7 7,
$ssl_protocol

IR[E @) SSL RPN,
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$ssl_server_cert_type

MRIEARSS S8 UE B AN B EHA2RAY ) B RSA. DSA. ECDSA. ED448, ED25519, SM2, RSA-PSS Y unknown,

$ssl_server_name

IR BN SNI 3 KAARSS 28R,
$ssl_session_id

IR B SN SSL A 2 TEFRIRRT
$ssl_session_reused

GnSR SSL = TAEWER MR A7, SR [E]77,
$ssl_sigalg

IR[E 2N SSL ERERIARSS SEFRT S H 1k,

ik
XAEMEM OpenSSL 3.5 BUEEARARN SHFi% R, X TIHRA, M RER =TI,

wik
ZEBRICEMR TH =15,

3.3.3.18 SSL Preread

JEFH M ClientHello {HEFHHREUE EIMAZ 1L TLS, Flan@EE SNI HRAIVIRS EFAIREAE ALPN )
HIBL

X M‘?’Efﬁ@*@@ﬁﬂk, FINE O R AR, &N iZiEd --with-stream_ssl_preread_module i3]
EIRITE

fERE BN EENEMEGS, ZEREUSEEES,
(w3t
i AR 5 28 BRI L

map $ssl_preread_server_name $name {
backend.example.com backend;
default backend?2;
}

upstream backend {
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server 192.168.0.1:12345;
server 192.168.0.2:12345;

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;

}
server {
listen 12346;
proxy_pass $name;
ssl_preread on;
}
B BOE R 5528
map $ssl_preread_alpn_protocols $proxy {
~\bh2\b 127.0.0.1:8001;
~\bhttp/1.1\b 127.0.0.1:8002;
~\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread on;
}

B SSL thill iR A LR 55 2%

map $ssl_preread_protocol $upstream {
" ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default  tls.example.com:443;

# ssh f1 https FE[F —3 0

server {
listen 192.168.0.1:443;
proxy_pass $upstream;

ssl_preread on;
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B2

ssl__preread

[E37S ssl_preread on | off;
ERIN ssl_preread off;
Holi9"4 stream, server

FEWTRE (B R M ClientHello 8 HHEEUS B
NELE

$ssl_preread_alpn_protocols

AN ALPN [ S HPNGIR, IXEEEIE S 2.
$ssl_preread_protocol

B S R A B SSL MM
$ssl_preread_server_name

I SNI 75 R ARSS #4475

3.3.3.19 Upstream
TRALH THIRARSS 2R LR, AlAEprozy  pass F6LHE .

B E B

upstream backend {
hash $remote_addr consistent;

zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;

server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935  backup;

server backup2.example.com:1935  backup;

resolver 127.0.0.53 status_zone=resolver;

server {

listen 1936;

proxy_pass backend;
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B2
backup_switch (PRO)

Added in version 1.10.0: PRO

HIA backup_switch permanent|[=time];
HME —
TR upstream

e B M TEShH M AZ EHIT ARG A RIRE S, RIMNZ ATSERBIIRSS SRAUHIT 4R, WNARTETS
AP TEN P —MERERBRS 4, HHERBESOH, ZSHERSONENH, EEFREET
EAENZ AT RIS A%

GUSRE X T permanent ZEUEIA NFAME, ZAMIERGREFENIRE, T2 BIEHREMITIEUR
MU, GNSHEE T time, HRTESNIRSTESEE IR ARSI, S # s R A & e R
2H, GNERARSS 28 EH TOENR M FxX L,

A

upstream media_backend {
zone media_backend 1m;
server primaryl.example.com:1935;

server primary2.example.com:1935;

server reservel.example.com:1935 backup;

server reserve2.example.com:1935 backup;

backup_switch permanent=2m;

}

anR B ER MRS ds VB s, Frfesas Rz AL 2 2, 2 28idllE,
HEMaREHR A LIRSS Ay, MR ENER T, WEREERONTESH,

feedback (PRO)

=275 feedback variable [inverse| [factor=number| [account=condition_variable];
BINME —
X upstream

N upstream AT RIS BB, EEI R MBI S5 A B E T AT 2 [ B E R 3h A5 1
RN BIIGERE, KIERIE variable [EREN MY, FHZANESALIH,

A DHEE DA 28
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variable

inverse

factor

account

MHREU BHER R B, BN IZFoREREs @ BEahR; e RS deifit,
i%ﬁﬁﬁlﬁ%%%ﬁ’ﬂ’l\ﬂ@&‘qﬂiﬁﬁiﬂﬂﬁ, FHARYE inverse 1 factor B AILS)
P,

MRRE TS, RBERSUR AR BRIMERR B RITERE,
HEFEMER RIBHERTINEA . ARUEN 0 2 99 RIEEL. ERIMEN 90,
FEMERER RO ARHE,

KR, FrEx FEERIRZIE N T 90, KL 90% HISCHIER 10%
HNESRIEN

TR — R R, AT R ETH R SERE, (CARAZRAET v 5
non I, AE R IBHE SEHTT-EIME,

#HiE

BINEOLT, RERN HMREFEEETRES; B Supstream_probe LRE
account &5 A A] A & B8 EHPREARLAT A N A

I

upstream backend {
zone backend 1m;
feedback $feedback_value factor=80 account=$condition_value;
server backendl.example.com:1935 weight=1;
server backend2.example.com:1935 weight=2;

}

map $protocol $feedback_value {

"TCP" 100;
"UDP" 75;
default 10;

}

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";
default "1

}

J

HEAC BARYE D G TP RS R IR IR S5 85 T 03K, FFAE Supstream_probe LEBSINZRAF, X

giit high _priority RIS H L 15
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hash
=3P hash key [consistent];
BINME —
T upstream

R FEE S EIIM T, Hh R - ARG e g 6 A A R ER . B DAE SR, EER, MNEAP TR
Ins MR AT AR S5 25 ] GE 2 S BOR Z BB BT B R RIAR S 8. 1% 77755 Perl Cache::Memcached
EFHA,

(RN

[hash $remote_addr;

LEERET I ZA IP HILRIRAR (B0, #H resolve 240, MRSFEA SRR ML THE
Fe, BIEAIRINE Al REFEANFIRSS ds Z RIA R AR, XS P imo . MR —2 01, 16

A consistent 2L,

USRAETE T consistent B8, R ketama —BWEMA /TIAE _EIRTT TR, %A S MAHEM
sl BRARSS ey, A R SR RS BTG B AR SS g8 RIZTT AR TRAFIRSS A8 nl SR BB Y
ZAFmHE, %7155 Perl Cache:Memcached::Fast FEFEZ, HH ketama_points ZELE N 160,

least__conn

181 least_conn;
ERINME —
4 upstream

NATRE NI TR, H SRR TR ANE RS D IIIRSS 4, [RINE EBARSS E, RG24
BIERIRS AR, WHIREMTRINEDIES (Geil) 75kl

least__time
[F=27 N least_time connect | first_byte | last_byte [factor=number]
[account=condition_variable];
EINE —
Holi9"4 upstream

NHFETE NBIIBTTIER, KRR IRATE RS a3 MR 5 HAP M R RSO L I 2R TRDBRARR, Al
55 ae KRR IS ROk 2
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connect 6 RN IR I (A,

first_byte 2GS FH AU L B — 779 YT 2 I [

last_byte A FH AR U S B M O FY) P Y57 I T

factor PIT S response time_factor MHEBIIIEE, WHRIEE TS, WSBETE,
account FEE—DNEMAR, HTEATETEREEMLIER, (CHERNFFEERSE

:‘I[: nn E& non HTJ" ﬁ%%%ﬁyi@{ﬁo
#/ik

FKIANBHT, BRI (PRO) TEEEUEY; ¥ Supstream_probe LEE
account AR AEEEN], HEHRREMTANE,

YHELE API H’{Iupstr@am Ei=tan ':F', PAARSS#5HY health AR HH connect_time. first_byte_time #
last_byte_time A EI,

no_port (PRO)

Added in version 1.12.0: PRO

lg(f no_port;
BRINE —
ETFx upstream

RS eI N TN Eserver HMEART IR IOFEE, RO E5 | FIZHBE A prozy pass

TR,

AR T ARSI MRS &5, MR il E APT SHFAERH, AR E D=7 X,
HENE AR, B no_port MHBCINTEHE I, XAE— L M K48 R EE T BRI AR ),
M EEIRFaRIIFR:

upstream backend {
zone backend 1m;

no_port;

server {
listen 8443;
proxy_pass backend:8443;

server {

listen 8080;

3.3. [FAEER 496




* Angie
Software

IhEEHEIR, R4 1.12.0

proxy_pass backend:8080;
}

MM server HMER AN IR 1P HlikE, B E %S, ZHM SN TEH T, no_port
62 BAAHIEN:, HHEAE S AL,

Jevi LT HLH B AN i I A TP stk A ARVFEEER UNIX iﬁﬁ%?f@iﬂ:u&@% service= &
H0H1T DNS SRV T HIARSS &80 [Rl—ZH AR AYIEAA AN TP Hhk 2620 4 B A S 1 B AR i 1 AN ARV
R

random
[E=2FS random [two];
LN —
o974 upstream

NAHTEE BT, FERRIBATENERNIRSS &, [R5 BIRSS 4 E,

QNSRAESE T ATIER) two BHL, Angie RBEHLEREM MRS a8, REMHERTEERITTEERE MRS SR B
INTTTER least__conn, "ERERREIBLATENERE L D RIS %o

response__time__factor

Bk response_time_factor number;
LOVINIED response_time_factor 90;
EFx upstream

Nleast time SEIIETTIFAGEAEMER TN V15 AP RN RN, JeRi(E R 15 A
?‘O

TEER) number R, FHEN FEERZIBEN, GERIEE 90, FERHAT 90% HIJERTE, PCRAT 10%
HUBTE. ARUETERE 0 2 99 (&),

METHH R R API Wupstream Tebr F1, PAIRSSZ3HY health M HE A connect_time (FEILIEREN
INfME) . first_byte_time (FRULMANZE— N THINIED) F1 last_byte_time (FZUSEEEMA N AT [A])
B2,

#Hik
RS BARIIRIANL, 2 RA IR prozy  newtupstream FEWHE
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server
=3P server address [parameters|;
BINME —
T upstream

TE MRS AR AN E At S5, Hunikr] DS I ek 1P Mtk S35 46 E N unix: AIZREMT UNIX
EETIRRZ, BHTNZA 1P HIMERIBA = —IRE X2 DRSS . T g ek 1P Hitlk, w2530, H
i 4 (PRO) HERAN, UG O#ENE, R prozy pass 851,

A BUE XA RS

weight=number WEARS I E; BRIAH 1,
max_conns=number FRHIEMIERSS 28R AKFINTESEREEL, BRINMEN o, RN AREl, tNRRS
PRANTELLZANLE B MRS TEERE AR

max_fails=number —BTEfail timeout BTSN A N5 AR S Sl 5 B R 2R ER, IR E % IREL
JE R IRSS 2SS T H; RIS EAH R AR S2in )

IXH, KW UR G S RS e LR N A R R BN

ik
WRHAF server T'ﬁﬁ/&\ﬁ@*ﬁjﬂgﬁ\ﬁﬁ%ﬁ, H max_fails iﬁﬁﬂ%ﬁﬁi)‘j}ﬂﬂ:ﬁ\ﬁﬁ%ﬁo
WRAEFENTFTE server TE“/?\E,upstream /E'\@éi\*/l\ﬁﬁ%%%, ] max_fails WEITCRGE R 2,

max_fails=1 BN IREL
max_fails=0 B ZR RS 1

fail_timeout=time —I% B AIEL, TEICHARIN & A H5 IR B 5 ARG el E R (max fails) A
ARG SN ATT . ARG RS S EAH RIS B BEN R A AT HDIRES, 2 G A S i,

BINEOUR, IEIREN 10 7,

ik
RAFH] server FaMHT N Z MRS %, H fail_timeout WERFEAIMNH T MRS,

WRTENT A server 52 /5, upstream HEE— MRS ES, W fail_timeout REILIIFKHZ
[
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backup Rl g5 astric o iissas. HEMRFERARTHN, BREBIE K,

down Rk 25 aspRic A K AA AT,

drain Rk 55 e il v HE IR, IXEWRE B RERNCR B Z s sticky 48E IR TERY
R, BNHATRZEMT down,

BN

backup SEARES hash Flrandom TREFIME 7 iE—E (M,

down fll drain Z¥(H ¥,

resolve

service=name

JE R 5 1A 0 2 TP Sk F1IZR ARk, TomR S N Be & R AT 8T, %2
HNTFHZNFXIR F; BRAHRE L resolvers

JEHI#HT DNS SRV 2RI IR BIRSS 4R, BAEMSEERL, IERHHHETE resolve
S8, BAE TN e E RS 8 o

GNRARSS BRI R, MIARYE REC ARETERCAHR: RSS2 FRAIM _ BigE, Aa
FERETNIN _tepo I, ARSSAFR http K2R _http. _tcpo

Angie B HERTEIMAIARSS ZRFA EHLZ KM SRV Id5%, Hi@id DNS ZREX
ZHERIARSS asFIE, DUEMTRAR AN E,

o EELIEHN SRV i (GEER/MESERERICTK) iy FARS &, HAth
RN E RS A8, W server X E T backup, EE LK H SRV id
SN g iS5 s, HARIC AU,

o NEEPIT server 5H) weight S8, WG SRV ILFRELKE T
REE, MIE A2 IR BRI,

HoREE AR _http._tcp.backend.example.com oK

server backend.example.com service=http resolve;

sid=id

EATHIRSG S 1D, NRARIEE XS, ID KILEN 1P sk Al 8 UNIX
HERFHRAN+75#H MDs IA{E,

slow_start=time

WERS IR E RS, HE Bieast conn TAEIIE T IEKE HAER
Al

WMRILE TS, HHERGSHJEREmar fails Mupstream _probe (PRO) FIE
RIS FRRBON R, AR5 2GRS E I R B N B 52 HL A 7 RO BERL
MRARIRBEZSE, ERLPIENT, MRS LRI € FAE TR TAE,
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#/iE
AR upstream HHEFEE T —1" server, slow_start KAE(EHFHIAN,

state (PRO)

Bk state file;
EIME —
X upstream

FEEFRFAMAFE LIRSS 2R 5R A fileo M FRATAVRPFRLZEERN, KOIE—PEAESNRNE HHE >
/var/lib/angie/state/ (FreeBSD [} /var/db/angie/state/) FFEfGEIAEME, RIHERFEE
BB a4

upstream backend {

zone backend 1m;

state /var/lib/angie/state/< X &>;

X AR5 BRVIRAE LT server, HHIBEECE API 1£ /config/stream /upstreams/ FIHMEBIRSS
A, N BERRER, ZSFE Angie J53ENCE B EIN 3L

i

BTE upstream HHHH state 6%, HHTNE server 6%, HFEEHZNEX (zone),

sticky

1£ 1.10.0 RARZEZEH: PRO
1£ 1.11.0 lRARZEZEH: PRO

Bk sticky route walue...;
sticky learn zZone=zone create=$create_varl... lookup=$lookup_varl...
[connect] [norefresh] [timeout=time];
sticky learn lookup=$lookup_varl... remote_action=uri
remote_result=3remote_var [remote_uri=uri]; (PRO)

BINME —

EFx upstream

RIS — S iEEER, BIEREP S LRSS 282 RO ESE, BB E sticky PIARSS
B KL, B DAfE server SRR A drain &,
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B
sticky M IERTH BIIM 7T IEEL 25, SNRICEE LIk,

route *ﬁﬁ

A P PO SRS FHARIRTT, IXEEARIATRT AT AR AE Angie RIVARIRVERZBIES . BRIREMEIR,
DN BT e RE, (HANREEAEME A R, MEES,

TEIX ) BN, RIFARSS 8 T DO Fim o Bid— D eg i, DOBO T #FAIERY 77 R [ HARIRRT, B
HFRRFF R server 820 sid SEE, 1EIER, WRIEE T sticky_secret 162, RS PEMING
b,

i BR A FH WM E A28 7 i ) /5 5 6 U 25 IR 55 R R AR IR A, 9 DU AR 77 2 A R 2 AR
Angie ZEH,

ERSHIRE R S L BIFITH, MTHEH, ZEFENERENEINRS S, EHE - MIESE;
RIEREHES server $6W sid ZHOHATHAL, WIRIRSFERIERER MBI IR S5 d TCIRIESOERE, RAARIEAC
B BT IR — B IRSS AR

IXE Angie f£ $route LEHEIKIEHIRASF, KL ERYE Sss1 preread _server name EWHAE (FE
R ssl preread) :

stream {

map $ssl_preread_server_name $route {

a.example.com a;
b.example.com b;
default

}

upstream backend {

zone backend 1m;

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {

listen 127.0.0.1:8080;

ssl_preread

proxy_pass backend;
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}

learn E%if

AR, RS E RS R P mg e 2R E 1Y Lk ss as; MR, KoOveshsn
FCiRSTa%, FRIEFHAEILEAE XY, JF R 2 MMEIERTERRIRRT T 3

FEIXE, RIERETRE LIRS aSHEREEOIER, create Ml lookup ZHB i T faE dn{rl I HT
RGN EIA RVEZE R, X DNSEHARA A IR,
RUENRFFREH create FREMHE—MESZREIE; HlaN, XATPUZ LIRSS @545,

DAEFEESLENTZ X, HAFRFIR/NE zone 2HUEE, WIRATETE timeout FHEM INE AL
Vi, WSBER. BIMEN 1 /N,

BRI, Angie JEISAERFR () XN BEHTLIR Vi W FIRIKAE K 2052 . norefresh 24
OIS TIORT R RIEPR I, R,

i B XTGP IR SHE R L & HARIRTT . lookup ZHUM TS E KR BYIRMEIEZTHRR
EFRIRRY, TR —PNERZRME L, MRRBEHEMAE, NZIEREAAHIE R, RBAIFRIRFFR
EHSEZAFHRIEHEITINEL, SRR SRR RN ATIE IR S5 a5 ToIRAC B, FAARIEHAC B A T
YT IR — B RS As.

connect ZYAVES LIRS IEIERE G AIOERTE, MRRAEE, REIUEIERAI RGO
H#, (NT UDP 2, REERSSaEREEZEaE,)

ERBilF,  Angie fHFH $rdp  cookie ZE R RIBFEIRSTE:

stream {

upstream backend {

zone backend 1m;

server 127.0.0.1:3390;
server 127.0.0.1:3391;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {

listen 127.0.0.1:3389;

rdp_preread

proxy_pass backend;
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i remote_action [Y learn #z (PRO 1.10.0+)
remote_action fl remote_result ZE AV HIEESTEFME (PRO) S ECHEBSTEMRIART,
5 zone WY learn B ANE, HEBARNTEAMEERTE, MENGEMEREERTEFE,

remote_action SENFITEIA] client £ XA location, remote_uri SEFEER i HTTP &K
8 location FY URL, BRIAEML T, B2 /o remote_uri fHA]PARIEZ &,

AR — AR SRR N . QSRR AHURER B X TEFRIASF, Angie 2[7] remote_action ZEFEERIL
TR R IE R FIE K,
LOHEREENAR, Angie PUTRAR#R(E:
o EJE, M lookup FIRAFHIE ML EPRISIEIRNAN, WRAEZEH 7S, MWEHER
BRI, AMERRETE =TS,
« KRG Angie [A] remote_action Z¥IEE NIZFEFE L IEFZP HTTP ?%5}2, PALEONAYREA e
frrrs RS
— >R H lookup ZHH) KIEFRIRRF (FEECEH, X2 Ssticky sessid ZLR);

— T ARSSBSEARIRTT: server 88 H sid= SEIE (WHRfEE), ARSI BFRET MD5 15
i (FERCEH, XESsticky sid ZH),

$sticky_sessid Fl $sticky_sid L EZHBIPA stream_ HIKSHE] HTTP L FX:
$stream_sticky_sessid. $stream_sticky_sid. XAFEREE HTTP %’a‘é‘ﬂF‘ﬁﬁHTZﬁ], lanisE
Wprozy set header A HTTP 3k,

o JEREAAELEPEIERIFIRE] HTTP WA :

FRES 9 200, 201 B 204 BN N EHIAPZEAR S 5. IZREFER] ARIE HTTP ks EC (PRO)
HOIR AR SS AR IRAT; AT PAUEIL remote_result $2HUE,

A M ERWEIE M HTTP AUSHN (RS IRAER) BN FERIARSS SRR, Angie
{56 P B W BRI AR S5 A

Hﬁ%%gﬁiﬂﬁ@i‘i remote_result %%&%Aiﬁ%??ﬁ%ﬂ@ﬁjﬁiﬂ%ﬂx: = L\)\%ﬁ%ﬁ upstream_http_ HIZR
A, XU EH Angie HEN0IE, AT VMR BIZEFMEN HTTP MRSk, A Ssent body >R
ER MR S, filan, [E3Emm Y X-Sid: serverl SkTE $upstream_http_x_sid A EHAITE], H
{E79 serveri,

T ME A BRG], ERRERETE X-Sticky-Sid SkHUIREIARSS BSARIAATF, MTIFRIAETE % Angie
HIEFE

http {

client {

location @sticky_clientl {

# K H stream upstream W% & ;

# vV BAEL I stream * BB A E HITP ET X
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proxy_set_header X-Sticky-Sessid $stream_sticky_sessid;
proxy_set_header X-Sticky-Sid $stream_sticky_sid;
proxy_set_header X-Sticky-Last $msec;

proxy_pass http://127.0.0.1:8080;

proxy_cache remote;
proxy_cache_valid 200 1d;

proxy_cache_key $scheme$proxy_host$request_uri$stream_sticky_sessid;

}
¥
}
stream {
upstream u {
zone u 1m;
server 127.0.0.1:8081 sid=backend-01;
server 127.0.0.1:8082 sid=backend-02;
sticky learn lookup=$remote_addr # stream T &
remote_action=0@sticky_clientl # K H client 3 location
remote_result=$upstream_http_x_sticky_sid # HTTP % &
remote_uri=/foo; # ZINK /
¥
server {
listen 127.0.0.1:8080;
proxy_pass u;
T
}

XH, KRB ERIN R :

HTTP/1.1 200 OK

X-Sticky-Sid: backend-01

X-Session-Info: active

PR AT
o $upstream_http_x_sticky_sid, {E°4 backend-01;
o $upstream_http_x_session_info, {HN active,

BT $upstream_http_x_sticky_sid B ETE remote_result ;/}jiﬁﬁp?ﬁﬁ, HEXKEHTEEESE
sid=backend-01 MR 25,

3.3. REEDR 504




* Angie
Software

IhEEHEIR, R4 1.12.0

sticky 8L 2F Bupstream FIRF IR
o PRICN down B HHFHLFRETTE I AS A IR AR S e R HEPRAE IR 2 S,
o BRFIRAREZESAIRS S (/1 max_conns W) K& I BT,
o WH drain JETRIIRSERE sticky BRI UARIRTFICACH Al DABOE S T B =8,
o WERIJCHTAATHRIIRSS 8RS, sticky R HIMKEHME,

sticky BT AR LU sticky secret Mlsticky strict 52— HELE, WHR sticky LIEEFEIRS 2R
sfRSS g N AT, T SR ARYE e 9 B B 77 TR T A0 B, FRIEEH T sticky_strict 5%, 1E
sticky_strict on; BIRF, THRRKHAELIFIRAIFE R,

£ sticky 6K zone ZEHFERIHZNF XA A FHY upstream HZ FILE; FNHLME
M H ERIXIE,

sticky__secret

[E=2FS sticky_secret string;
LN e —
T upstream

¥ string TEREREIRINE] MD5 WA EEH, FHTF route B N sticky 8%, String F]AEL S &, Hil
Ul $remote_addr:

upstream backend {
zone backend 1m;
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

sticky_secret my_secret.$remote_addr;

EAIER A E G, ZHZ UL AAALH]:

[$ echo -n "<VALUE><SALT>" | md5sum

sticky__strict

[E37S sticky_strict on | off;
FINE sticky_strict off;
Holi9"4 upstream

JERR, GERFTFREIRSS a8 AT, Angie RiAIE R AIERET TR, MR FHRE] S — el HEARSS
o, JEE EARIKEIVLACIRSS e i HIBIAL T,
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upstream
=3P upstream name { ... }
BINME —
1l 94 stream

A — DRSS A, ARG A% AT AT AR RS o 4k, B0 TCP 1 UNIX SEZ T IR 4] UR &
(EES

2Nk

upstream backend {
zone backend 1m;
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;

server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

}

ERINEOUR, R BRI 7 IEAE IR SS 48 2 A3 Bide 78 RTAREI, 8 7 MEREZ 7730
3le:5 NEHEE| backendl.example.com:1935, 88 NI =PRSS 2R 1 NERE, X ECR R AL
EHREHIARSS SR IERE 2 RN R W R A TS R SR A — SRR,

ERAE S IRSS aEE AR A AEHR, R LIBA T — DIRSTas, RIS, BEEIZE IER TI/ERIR
F5ano WIERE R IRSS as BIBISHRIN, ERR O,

ik

BONEOLR, BRI BARIER max_ fails BHERIARSS 25 28 N EIE D RBERER, H1EE
SHERHIZIRE 2B, XS slow start AR): J5& (AEIRSS dEbric A el TR R E 5,
A REHZ L [ 2 2 RN,

zone
[E=2FS zone name [sizel;
HME —
T upstream

TEXSEEAFXRIBIRFIRD, ZAE XA AN BRSNS, E LRz mtE, 20
DMERIA— X, ERRRME T, RTHEE—CR/NRTA],
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#HE

HEERER size NN, BEEA IR XIBMAR, (EMR/NEE —HASN— = FEXIR
WEF AN,

i

NAEBLE T XN A 2 EiEtEin. WIRECE, RS HIMLE /status/stream /upstreams,/
<upstream>, TTCP/UDP Upstreams| /NI Prometheus $ithH, HASHEHEAIEEER.

HEE

2l

stream_upstream R ZHF A TN E L &:

$sticky_sessid

sticky HH remote_action —#EfHH; M Lookup KREUHIFIIESTEIRIRLT,

$sticky_sid
Lﬁsticky HHEY remote_action ~Eﬁﬁl T?ﬁ%f'ﬁﬁﬁ%%lﬁ?éﬁfﬂgH&%%&ﬁﬂﬂﬁo

sticky_sid & upstream P server EH sid= SEIE (WIRIEE), SE RS EHAFRE MD5 &
FirfHs

$upstream_addr

fefi B R SS A 1P RIS L, B0 UNIX BRER T IR, MREAHEEEPER T2 MRS &, ©
IRk FIE S 7008, B4

192.168.1.1:1935, 192.168.1.2:1935, unix: /tmp/sock

QRTCTRIERERSS a8, XL BRI 841 B4R,
$upstream_bytes_received

M LRSS AR T 8, 2 NERERIERIESTE S 008, FEUT Supstream__addr ZERAEIHIE,

$upstream_bytes_sent
KIER| RS e, S NERNERIESTE S0, BT Supstream addr ZZ 2R HIIE,

$upstream_connect_time

EREE| EIFIRSS e R, ISR DARD N AR 7, A ZM PR, 2 MEZNEEHIESTHE 5708,
BT $Supstream  addr Z5EFPRYHIAE,
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$upstream_current_addr (PRO)

N AR 2 A TR B BRI S5 g AUt 5 Supstream_addr AR, JEE 2 BFEREIXTZIARY
B IRSTASAI AL, %28 B a2 JIR 7 B st 7 BAEIRSS SR o B e 2 BRI A, RS LEXS prozy bind
A B SRAEHAL

$upstream_first_byte_time

RS — R RO ] IR DARD N B LR, RO, 2 DERNNFHES 70, 24U
T Supstream _addr 25 &AL,

$upstream_session_time

DUEREN ], AR L, BEZM PR, 2 NERNNBIRIES 720, K0T Supstream_addr 225
FR i,

$upstream_sticky_status

RE M B AIRTS

o ERERHEIRS A sticky FIIRSS 84,

NEW ERAEERMEE R,

HIT B E RIS B RER RS R R AR S 25

MISS B SRS B E RS B 2 B B R BRI AR S5 45

ZNMERMERIESHE SS90, BMUTF Supstream_addr Z2 &R L,

3.3.3.20 Upstream Probe
RN stream, upstream SEIL T EENEE IR,

B E =5

server {

listen ...;

# ...
proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=5s
test=$good
essential
fails=3
passes=3

max_response=512k
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mode=onfail
"send=data:GET / HTTP/1.0\r\n\r\n";

ik
R4 RFC 2616 (HTTP/1.1) il RFC 9110 (HTTP Semantics), HTTP SkEBAHfEH CRLF 741
(\r\n) 7208, TIARMER \n,

B

upstream_probe (PRO)

Bk upstream_probe name [port=number| [interval=time] [test=condition]
[essential [persistent]| [fails=number] [passes=number| [max_response=size]
[mode=always | idle | onfail] [udp| [send=string|;

EIANE —

EFx server

Fupstream AHPIIRS BE X EENMEBARM, %S upstream_probe 5N T [F— server £ X
I prozy  pass T HFEE

ANERXTARSS 2REVIE KA, MRS #HE RN, 755 E upstream_probe FEHIFTHASEILE DAL I
TE M EW server bR UNM{ER LTGS2, ©4Eprozy next upstream ¥&2o

S FFEMNEE, L EA R ENIEXI (zone)e —A_LiFAT DARD & 2 MR,
B2 AN SH
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name
port
interval
test

essential

persistent

fails

passes

max_response

mode

udp

send

R R TFZ AR
RIS KA & I 5o
PRI Z A1 TRIFE. BKIAE—5s,
RIMA S, SOV BT AF R, IR REHEE Ry v 5 o, WHRMIAR @,
WRIRE, FRERSHIIEIRE, RIS ST RN T~ 2 R BeE -
U1 Ko
BENSHFEEE LG H  essential; £ L HE X A1 #IA N B FEW
persistent AR55 #5075 & Sl BRI B T aa 2 B0E K
{55 85 28 N AMERRAE SRR IR EL,  BOAE—1.
(iR 55 a8 22 o et RE R Sad I PR TN R B, BROME— 1,
Wi B2 AT B R NAE RN ARERIEE R fH, WIEERIMAR 15, BRINME—256k,
R, BT IR S5 asAI R :

o always —JCIBARSS AR IRZS AT AR TR ;

o idle — ¥R Wiy A 8 B A Al 55 8% DA K B kIR & P oo i SR Dok B 3d

interval HIARSS#R-

o onfail — (IR EREAIARSS &5
%ﬁi&ﬂa——alwayso
GuERfEE, MIEEA UDP PrBSGEFTIRI, BOAMBOL, (EH TCP #ATHN,
NRMEIRHVESE: A data: BIZRAIPNIREBURECCIFRR TR (X SAR B T
/usr/local/angie/ HIB&TR),
RS

o LEERE EERVIBINFTFHRBCLE; WENSERFENFH,

o XPFEMSINATFREERIMBACE; ORI RN RSB N A,

o FRRRAIVIRIRR: SCPFN 644, H3RN 755,

o FEHBENGS (mv) BEHXAF, AR EREGHE.

zZN

upstream backend {

zone backend 1m;

server a.example.com;

server b.example.com;

}

map $upstream_probe_response $good {

~200 "y
default

}

server {
listen ...;
#
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proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

R ERTTEAIE R -

o V), MRESHIEBINHEELER FTf essential MM ATASIERE PG R, WIRAECEE
HARSS S EI Z ATBOA NI RE, WPk persistent R, AHIRIZA MR, WEIANARSS SR,

o GIRONARSS ASECER) EMHRINAE] fails BUIRSSERIER maz fails, MINNARSSESAER H A4
W& P K

o BEAEERIIRSS 88 FHABOA R, NHACER iR AUAE & H K passes; Zfa, R
EEmaz_ fails

upstream__probe__timeout (PRO)

[ER7S upstream_probe_timeout time;
BRINE upstream_probe_timeout 50s;
kX server

WEMHupstream _probe (PRO) a2 BLE M FARI 5 IR S5 28 B HE R R 23 R IFR); anSREit
BRI, EERER R A,

REE

1]

stream_upstream S E S VAN A=

$upstream_probe (PRO)

MENES upstream_ probe B FR,
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$upstream_probe_response (PRO)
TEH upstream probe BL B T BRI HA B F2 SR AN R N 2

O TTEBSEEL TALEE TCP M1 UDP ERERIEATIRE : W& RS astk, ImERs ., BCENEL, SSL/
TLS 4, DASEMmURS (WEdEZE, DNS fiHARET TCP #1 UDP IB1THIMMNL MR,

ATT PR AR T IR IhRE, AVFERIGHIEC BRI TR SS 8% OGN A R R AT oKo
4 MIRAEA R, HABRBOAN S W] --with-stream WEIEHEH'E. f£2kH Ti1E
R ARG, R e A SR,

3.3.3.21 EERH

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

stream {
upstream backend {

hash $remote_addr consistent;

server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

upstream dns {
server 192.168.0.1:53535;

server dns.example.com:53;

}

server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;

}

server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;

}

server {
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listen [::1]:12345;

proxy_pass unix:/tmp/stream.socket;

3.3.3.22 54

listen

1£ 1.10.0 KRA L EZEEH.

[F=2FN listen  address[:port] [ssl] [udp]

[fastopen=number] [backlog=number]
[accept_filter=filter] [deferred] [bind]
[so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

HME —
J:—FY server

[proxy_protocol]
[rcvbuf=size]

[ipv6only=on

[setfib=number]
[sndbuf=size]

[reuseport]

EIRS SR RESOERR N ELTH address M1 port, FJLAUHERE port, IXHE Angie HFHWTFTA A FHAEY

IPva (BAf 1Pv6, WSREEM) &M, Hskthe] DUZ M4, Flan:

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # 5 x:123/5 H [
listen localhost:12345;

IPv6 Mtk 7T HES4eE:

listen [::1]:12345;
listen [::]:12345;

it 1 Y0 DA I PR 545 03 R 38 — D e fa — o 1 RAEE -

listen 127.0.0.1:12345-12399;
listen 12345-12399;

UNIX EEZEZMHA unix: FIRIET:

listen unix:/var/run/angie.sock;

#/ik
A EIMIAR S 2T AR EHY address:port X,
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ssl FEVHEE AL R AT A IERE N AE SSL BT L%,

udp FCE T B DACPREE . O T AE R — TG FRACER B AH Rk A A £
*E@, N AFEE reuseport 28,

proxy_protocol VR EE I O _ERSZ AT A IERE N A PROXY Y,

listen X AIDAA LN S ERTH KA RGUH R E RTINS
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setfib=number

fastopen=number

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on |

off

reuseport

multipath

NI BRI BRI 1% FIB (SO_SETFIB J&IR), HAFI{AE FreeBSD L
3o

N ERET R TCP Fast Open”, F BRI HARSER =R THIEZRASIRY
RRKE,

o

PRAEAR 5 2R RE TS AL Bl 22 R U AH R RHF EE R SYN By, SNIAZEREM
IHIhRE,

% listen() WY backlog S, S HIRMHIFHLELERERAII BRI,
ZRINEM R, £ FreeBSD. DragonFly BSD il macOS L, backlog &N -1,
FEHAM & EIRE N 511,

B ETERFRIRERERMIX R/ (SO_RCVBUF JETD),

RE TSR TR RIRZMIX K/ (SO_SNDBUF &),

BB R BRI 1A PR (SO_ACCEPTFILTER &) , I IERRAEKF 1%
NIEFRIEL accept O Z AN HH T IE, IXINAE FreeBSD #1 NetBSD 5.0+
LB, AIEEZEES dataready fl httpready,

FE/R1E Linux b FHZER accept() (TCP_DEFER_ACCEPT EfEF%TN),

WS EBEEGTRNAEN address:port NIEATHIRW bind O WH, FHELLE, WRA
Z N EAHE port (BARFMIER 1isten 52, HHEA— listen F52 AT
e R AT AL (Fport), Angie #H bind () F *port. MIZIFEMNE, 1E
IXMIEIL IR AT getsockname O FRGEVH FH DAAE S S L, Q0 SRAEH
T setfib, fastopen. backlog. rcvbuf. sndbuf. accept_filter. deferred.
ipv6only, reuseport E{ so_keepalive 4, NN T4HEH address:port X ¥4
GRLEHEAT IR bind O VM,

2% (@S 1PV6_VeONLY ER:FIEIN) € IIm@RLA it /-] 1Y IPve B
FIRRANEZ 1Pv6 ERIE R RN IPv6 Al TPv4 &R, WWSEEAFE. B
RETE/S BN B — IR,

WS HEER AN TR AT EZS (£ Linux 3.94 1 Drag-
onFly BSD _L{#f] SO_REUSEPORT EZFIEII, BTE FreeBSD 12+ _L{HH
SO_REUSEPORT_LB) , FCVFPIXIE LIEMEFRZ 2 BCfE NiERE, HAET{XAE Linux
3.94. DragonFly BSD I FreeBSD 12+ EHXL

B
AL IR RE R R L 2R A,

JARE 28812 TCP <https:// en.wikipedia.org/ wiki/ Multipath_ TCP>‘
(MPTCP) WhIERERE, M 5.6 WRAFFIEIE Linuz NEHF, HSE
5 :samp:‘udp IR

so_keepalive=on | off | [keepidle]:[keepintvl]:[keepcnt]

LB NI EREFRTCP keepalive” 1T M,
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. RABMHSE, WERTHERRERSNIRE

on NEFEFIE SO _KEEPALIVE %I
of f WEHEFEIE SO _KEEPALIVE YETi

FUe R E R G #5(4iH] TCP_KEEPIDLE. TCP_KEEPINTVL 1 TCP_KEEPCNT EfEFikTifE & NEZ I
fii L% E TCP keepalive 2%, FIXLASZ  (HFTEHE Linux 2.4+, NetBSD 5+ F1 FreeBSD 9.0-
STABLE), ®JRAM#F keepidle. keepintvl Fl keepent SEIHTHLE, 7] AEME— DN NS, EIXHD

BT, MHNERFIEIT RSO BER AR,
f5ian,

so_keepalive=30m::10

1

F3 R (TCP_KEEPIDLE) &N 30 77%fF, RKHARMIAIFE (TCP_KEEPINTVL) R NASENINE, K

FRMREY (TCP_KEEPCNT) &E N 10 IRIRM,

preread__buffer_size

Bk preread_buffer_size size;
BRINE preread_buffer_size 16k;
T stream, server

FREIE XTI

preread_timeout

HIE preread_timeout t¢imeout;
EME preread_timeout 30s;
T stream, server

TR T [ B AN I [

proxy__protocol_timeout

Bk proxy_protocol_timeout timeout;
EME proxy_protocol_timeout 30s;
R stream, server

TR B PROXY PMSCKSERATEIN I TRl 4 SRAE LI TRl R R F e B8 SKEE,  MBERR R ],
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resolver

[E=2FS resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

LN —

4 stream, server, upstream

LB TR Ll AR S5 ds A AR AT o ik sk il 55 e, Bilan -

[resolver 127.0.0.53 [::1]:5353;

Huhkr] DB AL 8 1P Hiutik, FFalidess [, QIRRTEE I, IR 53, AR e AR5
&,

i

RVUE A AT SfEfTas, Bl 127.0.0.53 (systemd-resolved), MIFAILMEN S (40 8.8.8.8), &
HEHT AR 2K DNS BRTEAE =77, FHIINE AR5 i XU,

#HiE

ZIEREIWIRERIR, HAlEHPRIEREE S, R DR, ZES R EE R, 1RER
e, WIEJERIE AR

EINEM R, Angie fEHMMNA TTL (HEFZER, WERKIEE resolver 5L HAHITIIA DNS &l
(Ban, TE Proxy WA EIEAFRIAE RN, WAFREIEE M AVREAE R 3N RS
AT, PIER valid SRATFESITH:

valid FIES B VR 30 N 2% A7 A R

[resolver 127.0.0.53 [::1]:5353 valid=30s;

FINEOUR, Angie TEMENTIN ZFEINZEEK [Pv4 1 1Pv6 ik,

ipva=off H 1Pv4 itk R
ipv6=off 2 1Pve Hibk &R

status_zone LIRS fEfaE XIS A DNS ARS5 a5 1d KA R FSFRAYICER (/status/re-

solvers/<zone>)
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45257
Witk DNS K, B INAEE Y 2 2R F AL R DNS RS54,

4N 525
£ Docker FIZTTIY, (FAAHRATAEE DNS ARS5asiit, BI4n 127.0.0.11,

resolver__timeout

181 resolver_timeout time;
LONNIER resolver_timeout 30s;
T stream. server. upstream

B AL PRI R TR, B4

[resolver_timeout Bs;

server
[F=37N server { ... }
LN —
PR stream

B ERSS A HIECE,

server_name

B server_name name ...;
FINE server_name "";
oS4 server

B LIRSS 2 I AR,

s

1 stream BIRH :samp:server_name IELERETIRGS A AIRIETR (SNI), {UEH T TLS &E#, ZHEH
B, WILEMHN server YA BLE TLS & IESSH TLS ik,

(=N
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server {
listen 443 ssl;
server_name example.com www.example.com;
ssl_certificate /etc/angie/cert.pem;

ssl_certificate_key /etc/angie/key.pem;

DR TR SS a4 5o
MRS a2MAI AR E RS (x) R HRATRIIE — s /m— 87

server {

sServer_name example .com *. example .Com WWw. exa.mple 5538

}

IXEEAAFRAR N IE AT A4 R
1R IAEARSS e R (A IE NIRRT, T5TRRERARATIN GRS (~):

server {
server_name www.example.com ~ “www\d+\.example\.com$;

}

IEMFGAFAT AR &R, Al EHE s> -

server {

server_name ~" (www\.)?7(.+)$;

proxy_pass www.$2:12345;

EMFRIXAX R a2 OIE2 &, rIEH MR-

server {

server_name ~~ (www\.)?(?<domain>.+)$;

proxy_pass www.$domain:12345;

MR LHISEILE N $hostname, MISTH NI ENA,

AR EDUIRSS a3, WIERBFRIEEL 2 DMEERIZEAR (1N, JBECAT 2 FRAIE N FRIAHERILED ), K%
DAL EER A 1842 55— DR LAY AL 1

o FEWRAAAR

o DAESITF R KIBRCAT AR, B4 * . example. com
o DR SHEENRKIBACATAIR, HI0 nail. *

o B NUEEAYIENIFRIAS (FZECE S H BT
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
LNz server_names_hash_bucket_size 32|64]|128;
o974 stream

REIRFS ARG RAA AN BRNERR T LB R AFATHIR D,

server_names__hash__max_size

Bk server_names_hash_max_size size;
BRINE server_names_hash_max_size 512;
o974 stream

BBk SS SR ARG AR R AR AR,

status_zone

[=2E status_zone zone | key zone=zone[:count|;
BINME —
1l 94 server

DAL A IR PAKER /status /stream /server zones/<zone> HIFER,
£/ server b N3CA] DAL= R — XIS TEE S,
BH zone WEIRRE LT E T SXHIFTA AR S1E— D= NE X !

server {

listen 80;

server_name *. example .com,;

status_zone single;

# ...

BRI A VERE DT B4
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key WEZBIFREH, HEREXIBRPEZEH, A EE)E A RERE
BEPOr AL, RS AZE, WA EFHER.

zone HZNEX IR,

count (FJI%) T W ERFEAR I B AR R B R B, QISR key (RIS ILRR I, BEA PR H

2l zone o

BIMEN 1,

ELANRBIH, i AR $server_addr {HEVEREH 77 E] host_zone H, NENMHE—H
$server_addr BAMUREIEIR, HEFEMAREIRE 10, /5, TTHH $server_addr {ENFHIRINE]

server_zone éﬂ

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;

# ...
¥
server {

listen 3306;

proxy_pass backend;

status_zone $server_addr zone=server_zone:10;
¥

}

A REIFERRIE APL Fiy 22 DRSS S 70

#HE

UAEIRE T status_zone NA UK LESEIR, WARKE, WM server ¥ASZHIMAE/status/
stream/server _zones/<zone>, 'TCP/UDP Zones| /NiB#E K Prometheus HittiH, BASHHE
(EE-S=X ="

stream
1Bk stream { ... }
LNz —
LT main

TRABCESF B, EH AR RAR S a5 2
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tcp_nodelay
[E27S tcp_nodelay on | off;
EINE tcp_nodelay on;
X stream. server

JE R BRZEF TCP_NODELAY JEMIAIGE M, IZIETON 2 S A2 A 2 QP AR 55 2 A0 BT 5

variables__hash_bucket_size

Bk variables_hash_bucket_size size;
BRINE variables_hash_bucket_size 64;
o974 stream

REZBRRHRIINAD B RIIEAME BRI S 4,

variables__hash__max_size

181 variables_hash_max_size size;
LOWINIED variables_hash_max_size 1024;
H 94 stream

RELRIGTR RN, REIGH RIS EAEIRAT SO fit,

3.3.3.23 HETE
#0 stream BESZFFA RN B &:

$angie_version

Angie hRAR

$binary_remote_addr

TR AR Pl TPv4 HEAE R AR 4 775 IPv6 HilEh 16 #79
$bytes_received

MBS M 1 8

$bytes_sent

RIXEN R A
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$connection

EEFYIS

$hostname

FHL4

$msec

SEINE (F)), =R
$nginx_version

nginx A

$pid

TAE#RER) PID

$protocol

T 5% F i@ s i P Tep 8¢ uDp
$proxy_protocol_addr

K H PROXY WHSCLAYE Pt ;ASEIEIL (E listen F62HIRE prozy protocol ZEK G PROXY
e

$proxy_protocol_port

K H PROXY WHSCARYZEE it [ o ASEIEIELE listen 82 HIRE prozy protocol ZEUKJAH PROXY
S

$proxy_protocol_server_addr

K H PROXY tHiSCARIARSS ga itk ;ASSEIEIELE listen 82 HIRE proxzy protocol ZEUKJAH PROXY
e

$proxy_protocol_server_port

K H PROXY tHSCKRIARSS gt [ o ASCIEIELE listen 82 HIRE proxy protocol ZEKJAH PROXY
3N

$proxy_protocol_tlv_<name>

M PROXY WHMSCKIREU TLV, name A BUZ TLV KAIZFRECHEIE, 1EE—MIBOLT, IZE+/NHE
filfEE, FHAAHA 0z TF3k:
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$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV tHA] L@ TLV SRR KA HEER VI, P EA ss1_ I3k

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

XFAR TLV AR
o alpn (0x01) - HEHE BRI REVMY
« authority (0x02) - & UifEIEH EHAIE
o unique_id (0x05) - ME—JEHZHRIAST
« netns (0x30) - M X FLFR
o ssl (0x20) - Ml SSL TLV &i#
XHFFPAR SSL TLV 2B FR:
o ssl_version (0x21) - B UMEREHEAA SSL iRA
o ssl_cn (0x22) - UEFiEAHAFR
o ssl_cipher (0x23) - i EHBIR
o ssl_sig_alg (0x24) - I TFEBIEBREE
o ssl_key_alg (0x25) - NHRTE
MESZH PURRBR SSL TLV REUZ Tk
o ssl_verify - BFUHEBIIELR: MRZ AR AL TIEBIF HIIERIINA 0, TN IER(E

NSEIEIE A listen F82HIRE proxy protocol ZECKGH PROXY M,
$remote_addr

% P otk

$remote_port

& P Uit 1

$server_addr

B IR SS AL, T E T BEEFEFERRF A, N TRRRGVIH , ref:s_listen 15541
ZitaE LI H bind 25K,
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$server_port

PEAZIER IR S5 as i

$session_time

LB, DB 2L, HE AR
$status

REIRE, TR R Z—:

200 XIERINTERK

400 TCILfRMT R P s, Flan PROXY Whilck

403 BRAEViR], B iR S22 vt BRI
500 NHRARSS e e iR

502 FIRMISE, BIAnJCikieEein) LiFARSS da i
503 ARSSASPTF, (A 24 175 1) 5202 42 50 BRI

$time_iso08601

ISO 8601 FRiFEAS A A S [A]

$time_local

1 A H EAS A A R ]

3.3.4 HBHFRLR

3.3.4.1 Auth HTTP

I HE IS AE AL B T IE R Z BT ACRRIMNY HTTP 75 RRCBIE T FIRKANAIE, 1R FIEKIRE 2xx R
A&, BIERRARSACEE; nSIRIA] 401 5L 403, AN AV BRAGAIRG P, AR H AR R AR S % 500 H
BRo IXPTTRIEE H T RONERFELIMNEIRSS, i— 8 N AR AL, 805 OAuth 8¢ LDAP F5H =77

e

auth_http
=275 auth_http uri;
LN —
EFx mail, server

B HTTP INEARSS 28/ URL, WRSESARW <2,
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auth_http__header

[E27S auth_http_header header value;
LN —
T mail, server

Rt B9 SRR AN B A BB INEAR S5 8 A9 K o IESKEE AT DU R =340, DURIEIE K2 R H Angie.

o

auth_http_header X-Auth-Key "secret_string";

auth_http__pass__client__cert

Bk auth_http_pass_client_cert on | off;
BRINME auth_http_pass_client_cert off;
T mail, server

¥ Auth-SSL-Cert k#f5 PEM #%3X (urlencoded) HY% - uitliE 15 B MNEIZIELINIEARSS 2R B0 TE K+,

auth_http_timeout

1Bk auth_http_timeout time;
FINE auth_http_timeout 60s;
£ mail, server

B SINERSS SIE SR E R,

HTTP WA T5INEIRSS 9815, MRRH HEE R, (SR R,

E e TR
#ok:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external/xoauth2/oauthbearer/none
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
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ipezlLIve

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

ESILEIvE

HTTP/1.0 200 OK
Auth-Status: Invalid login or password

Auth-Wait: 3

NRIZA Auth-Wait SKHS, ROREFHIRHRERE, SRS FIONEZIA P BENT. N TERTE
SERIN RN, Altt, BADSIEHF R TERONEZ IR REB A IR —E 10-20 IRERG, ARSS 2507700 B
A Auth-Wait kR (%ﬂ(ﬁ#ﬂf Auth-Login-Attempt %%ﬁﬁpﬂ?ﬁ)o

LFH APOP 8. CRAM-MD5 I, 1ERIR 40 RAlR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009Cmail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

SN

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143
Auth-Pass: plain-text-pass

J

L XOAUTH2 8. OAUTHBEARER I :samp: Auth- User 1 Auth-Pass Sk & MG SASL i
R R B FH P B 3 FREE SR

GRERME N TFELE Auth-User Skiff, ‘B RE M T 5 EmIANERHF 4.

XF SMTP, WiNIEZ %€ Auth-Error-Code Skill—UNRIFLE, ECRAEFEIRIGHL N AIEMM R, &
0,535 5.7.0° fREBHFBOIAGIIZE] Auth-Status 3k,

X T XOAUTH2 #1 OAUTHBEARER, $&1RMANIEA]REFLE Auth-Error-SASL Sk, HATENEIMNY
SASL JRIAZIELARE i (SMTP:334,IMAP /POP3: +), TE& 1%t XOAUTH2 Wi i 250 B 5% OAU-
THBEARER Wi AQ==J5, IR[FI>R H Auth-Status HJEH1R.

3.3. [FAEER 527



* Angie
Software

IhEEHEIR, R4 1.12.0

f54n, AR IAEAR 5525 Y A W S

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

M SMTP % F iU E 5%

451 4.3.0 Temporary server problem, try again later

NERAEL SMTP AFFZIAIE, WERK TRR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>
Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

XF SSL/TLS % uii&EsE, IS Auth-SSL Sk, 3 H Auth-SSL-Verify W EL &% UmiE BRIERIESE
R, W05 )5 FH:SUCCESS,:samp: FAILED:reason, PANINREH UEF NN NONE,

BEERE FmIEB N, HIEME B AR IET DT % K Sk # (£ 1#: Auth-SSL-Subject, Auth-SSL-Issuer,
Auth-SSL-Serial fl Auth-SSL-Fingerprint, ARG T auth hitp pass client cert, IEHAR SR IEIT
Auth-SSL-Cert Sk¥fff&id, CENZIERAIPMNFIERSRIERT Auth-SSL-Protocol I Auth-SSL-Cipher
SKEBRE, THRIEN T AR

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain

Auth-User: user

Auth-Pass: password
Auth-Protocol: imap
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
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‘ Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cbb5abad J

LM fE HPROXY  hiX i, HiEME B KBS A TIEKRLIRAME i%:Proxy—Protocol—Addr\

Proxy-Protocol-Port, Proxy-Protocol-Server-Addr il Proxy-Protocol-Server-Port,

3.3.4.2 IMAP

ZREBYE ] IMAP WRAFO R, SLVPIRSS a SHRFF BRI B, LS IMAP IS5 asHER, A
B War 2 s AR R R, FHR L 2/ S i RIEMTH EIRESE .,

BS
imap_auth

£ 1.11.0 RA LA H.

181 imap_auth method ...;
LN EN imap_auth plain;
T mail, server

ZE IMAP FHImAFRI S RIET R, XFRRTTTEE:

plain LOGIN, AUTH=PLAIN

login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5, AT #ITEERE TIE, BB ARG EE,
external AUTH=EXTERNAL

xoauth2 AUTH=XOAUTH?2

oauthbearer AUTH=OAUTHBEARER

FASC B 356 0UE 771 (LOGIN @74, AUTH=PLAIN I AUTH=LOGIN) 4448 H, R WRAIEE plain Fl 1login
51k, :samp: AUTH=PLAIN 1 AUTH=LOGIN KA BHINEEEimap capabilities H,

imap__capabilities

Bk imap_capabilities extension ...;
ERINME imap_capabilities IMAP4 IMAP4revi UIDPLUS;
£ mail, server

WETENRN, CAPABILITY @ MEEAR PR IMAP WL ¥ RIIR, RIEstarttls ELH)
{H,:ref:m__imap__auth 5L HIEER S HIRUE /T IEM STARTTLS <X Hahdma a3k 4,

feE % PRI IMAP JEURPCRY R A B (ANRIXEY RS &y 30Uk f5 8 A Y a S AE 5K,
B2 Angie BEHIHURE R i 2 CELEN 5 i ) o
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imap__client__buffer

[E27S imap_client_buffer size;
BRINE imap_client_buffer 4k|8k;
X mail, server

REH TR IMAP @ RIRMX AN, BRNERT, B RNET —PNFI, X2 4K 38K, A
RER TR,

3.3.4.3 POP3

ZRE ] POP3 BRAFIMUEIRE, FLVFARSS 8 NHRAFARSS 8 TEIH R, EIEEE] POP3 IR55 4, KR
BRI, REEZ2NE, HEBEEIRE, e TEE TR,

BS
pop3_auth

1E 1.11.0 lRAR K A28,

B pop3_auth method ...;
RN pop3_auth plain;
Hol5"4 mail, server

REARVFH POP3 F USRI TTE, SKRHITTIER:

plain USER/PASS. AUTH PLAIN, AUTH LOGIN

apop APOP, N TEITTTEARY, B AR E T A7,

cram-md5 AUTH=CRAM-MD5, AT EI7TIEER, BRI ARINETE X AE 0,
external AUTH=EXTERNAL

xoauth2 AUTH=XOAUTH?2

oauthbearer AUTH=OAUTHBEARER

PHSC B 7y 5 0E 75 1% (USER/PASS. AUTH PLAIN 1 AUTH LOGIN) 4AZ8A M, REWHREEIEE plain Ji
i, :samp: AUTH PLAIN 1 AUTH LOGIN A= HBIEEEpop3  capabilities H,

pop3__capabilities

Bk pop3_capabilities extension ...;
ENN pop3_capabilities TOP USER UIDL;
X mail, server

REIEM N CAPA @m<MEBLEFAmMK POP3 L FRIIKR, MiEstarttls FHLH
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{H,ref:m_pops auth 1ELHIEET W FHIUETTE (SASL ) Ml STLS < BINEHMEILY]%E
M,

57 POP3 JauiiSCRHIIY A B X, X2 e R P EAR (R EY RS St /a
FBETSAEZR, 2 Angie FERHMLE 2 P& 2 O 2 5 Ui
3.3.4.4 Proxy

ZARPAR TR AL (POP3, IMAP, SMTP) MSKHR, [HRSS2RAEAS 78 1 & P U AIHB AR 55 2 = [A]
R, BEIRSS S ENERE, HHBHS. SSL/TLS 8t STARTTLS H#UT%2HMRIE, EMEHZ
Uit R, SR RIEIESE B B UE 7T IR S5 A%

B

proxy__buffer

Bk proxy_buffer size;
LN proxy_buffer 4k|8k;
X mail, server

REMTRHEZMX AN, BINERT, ZHXARNET—PAFE, RIEFaAFE, B2 4K 5
8K,

proxy__pass__error_message

Bk proxy_pass_error_message on | off;
LONNIED proxy_pass_error_message off;
EFx mail, server

Ta R R e E B I I I R RIS BB R TH B AR IR 202 Ui

HH, WRME Angie HEMBIERY), WEwmITRREIHIR, WRETRIRERHER, WEKRERET —
LLNERR, ERXAELT, EmEE RS TN B Ras P miEE. A, X THLE POP3 RSy
e, IEWEMEAVEERMNIZIERIT N, EXAEOR, MEMZiEL,

proxy__protocol

[F227S proxy_protocol on | off;
EIME proxy_protocol off;
Holi9"4 mail, server

N5 JEmIEREEH PROXY P,
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proxy_smtp__auth

[E27S proxy_smtp_auth on | off;
LNz proxy_smtp_auth off;
X mail, server

JE AR AUTH 72 1fE SMTP JEumid TP S 5k,

MR XCLIENT WEH, W XCLIENT % ¥A2Ki%E LOGIN 25,

proxy__timeout

B proxy_timeout time;
EINE proxy_timeout 24h;
T mail, server

WE P e AR SS A& 2 AP ME S E S R ERE T, A SRAE LEI R AR AR F T EE, W&
BB M,

xclient
B xclient on | off;
PRINE xclient on;
kT mail, server

JE FHEZERIAEIE R SMTP Jaim &3 G5 P im 2 81 XCLIENT @<,
i XCLIENT, HEPEEHRRBEREAS R P IREEE AR, FRARFEX L b A A FBR
NSRJE A XCLIENT, WITEEHZZIEUN Angie EIBLL G2

o EHLO 555854475

+ XCLIENT

« EHLO BY HELO, W& Imfi{&IE

WMRIELE U 1P Hibk R E| iR FRFEmAHEINE, W'ES7E XCLIENT i< NAME S5 &%, Wk
KARIZFR, ferARIHbE, SR MATE, NITE NAME 2500 5)# [UNAVAILABLE]., 41SRAEMATIT
A AR, WA [TEMPUNAVAIL] {H,

WIREEA XCLIENT, WIFEIERZE U, WRE P imnfEE 7 EHLO, Angie =55 A4 —E(&1E EHLO
e, SNE5RS R —RE&H HELO,
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3.3.4.5 ReallP

ZAEH R P LA O B O AE PROXY PIMSCKHR R E R HIE RO T, AAUEIS (E listen 165>
HIEE prowy_protocol ZECRIEHTEH PROXY HHil,

=3t

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

Y

set_real_ip_from

Syntax set_real_ip_from address | CIDR | unix:;
Default —
Context mail, server

T X ORI R IE AL FSZ SR, WREEE THRIAME unix:, WIATH UNIX BEZRFHRBIE
(5=
3.3.4.6 SMTP

A F AT SMTP HRAMN ISR, FARSS SRR P i AR AR 55 2 = 18] (4 H il B B A4 3 1o
VNS SMTP RS 80ERE, H#H LOGIN 8{ PLAIN AiEHATLAINIE, 2t STARTTLS 1
SSL/TLS /N, FHARSEINUESS SRk % P uiE Ko

B
smtp_auth

1E 1.11.0 lRAR K EZEH.

JER7 smtp_auth method ...;
LOWINIEN smtp_auth plain login;
X mail, server

BE SMTP & U ARVFHY SASL INIE F5ik. KRN/ 2004
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plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5, 7T EER TIE, BEOHARINERE R EE,
external AUTH EXTERNAL

xoauth2 AUTH XOAUTH2

oauthbearer AUTH OAUTHBEARER

none AHFEEINIE

BASCINUE 7775 (AUTH PLAIN 1 AUTH LOGIN) ZAZE M, (HUNSRAFEE plain Ml login J7i%, M| AUTH
PLAIN A1 AUTH LOGIN A= HINEEEsmip  capabilities o

smtp__capabilities

Bk smtp_capabilities extension ...;
BIME —
T mail, server

WETEMRY, EHLO frNHEIBLG% P i) SMTP VY RYIFR, RiEstarttls ¥aHIME, smtp_auth 18
SH¥EERIAIE AR STARTTLS <2 Haldsma| ==,

fEER P U BRI A MTA Fiscfry B R AR YA (NRXEY RSINEEEHNGSMHER, 4
Angie ZEHHURE R P iE AR F 5N

smtp__client__buffer

Bk smtp_client_buffer size;
BRINE smtp_client_buffer 4k|8k;
ol 9"4 mail, server

WEH TR SMTP 2 MEMX AN, BRANBHT, X KKNEF—PANEILHE, RIEEERHE,
XIEE R 4K 58 8K,

smtp__greeting__delay

HIE smtp_greeting_delay time;
EINE smtp_greeting_delay O;
EFx mail, server

FVFERIE SMTP [ARIEZATREER, DHEAERIR SMTP < Z HiRAESFFF AT - i,
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3.3.4.7 SSL

RGO AP (POP3, IMAP, SMTP) J8H SSL/TLS N>, SLvFE F imiiRSS as < Al
TREmE, ENENERRM SSL/TLS M#, SXRF STARTTLS FH4¢, BEEIEHFIEY, F42H] SSL
RHE, E R,

G TRACHIA R, ZAR BN S NZ M --with-mail_ssl_module MJEETIEHIE.,
TERE B CERRFURBG T, ZERC U SERRET,

#/iT
AR ZL OpenSSL &,

B E B
NT DA B ES T, =R
o R LR ECRE WEN S B ENSE,
o ERILE RTEELT,
o BEHINE RTERL,
o FFATRENANZIE A E ] (BRIAY 5 or):

worker_processes auto;

mail {

server {
listen 993 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA :RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;
ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

#

}
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B2

ssl__certificate

[F227S ssl_certificate file;
HME —
LT mail, server

TEEAE MRS ERH PEM AIEF SO, GIRER T HUEHANETHE ZHEE P RIES, Mi% AP AER—

terhfeaE: FIEBER, ARG EHPRIES, PEM #2NAEEH ] DURLE R — XA,
e AT A IR4E7E, ANEAFEIZRBIAIES, #1140 RSA #1 ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B A SRR FIEB A MIERHE, N T IHMA, HREeEH—MEHHE,
A AfE7E E data: “certificate” R file, IX NI A5 A FH R Rl S
EEFE, TYEHEERRES TR L 2RRE, FIAR & AEIES N H S,

ssl__certificate__compression

B ssl_certificate_compression on | off
BRINE ssl_certificate_compression off;
X mail, server

JeFH TLS 1.3 RS #IET L%,

ik
ZIERAEME M OpenSSL 3.2 B RARAI 5250, SRR ERAERIRS R RS (L,

#HiE
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IERAEME M BoringSSL B350, SCRIIEAERIRSIR S 21ib,

ssl__certificate__key

18 ssl_certificate_key file;
L NN —
T mail, server

BELATEMRS A PEM #8UREH
A]DAEEMH engine: “name:id RIUF file, IXM OpenSSL 5% name MEFEE id FIEH,

A DATEE(E store:scheme:id RAE file, A TIEEAGIEE id F1 OpenSSL fRHLFEFIEM URI
scheme FIEEEA, BIAN pkes 1o

AIDAEEME data: “key™ RAAE file, XMEEHEHAM AL PE S, BER, NYFEHIEERAES
HRZ2RE, P ERRIES N5 H S,

ssl__ciphers
Bk ssl_ciphers ciphers;
ERINME ss1_ciphers HIGH:!aNULL: !MD5;
£ mail, server

faE B AR, %65 OpenSSL RIS FGE, HI40:

[ssl_ciphers ALL:'aNULL: 'EXPORT56 : RC4+RSA : +HIGH : +MEDIUM: +LOW: +SSLv2: +EXP;

FEHIFIRIUR T EZEEM OpenSSL hkRA, AILUMEHR] openssl ciphers i & H LYK,

i

A OpenSSL B ,:samp:ssl_ciphers 1§42 * 22 * BLE TLS 1.3 %M, ZEH OpenSSL &%
TLS 1.3 %, 1B ssl_conf command 8%, ZIELRAXZFEEH SSL ELE M NAT,

o {E LibreSSL A,* A DA * f#H ss1_ciphers FCE TLS 1.3 %5,

« {E BoringSSL H, 522 TCIABLE TLS 1.3 %,
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ssl__client__certificate

[E27S ssl_client_certificate file;
LN —
X mail, server

FeE A TR & PIER PEM MRZZEE CA IEB M,
UEBHNFRRGRIBLEE F i WRAFEIXNE, ATPAEF ssl_trusted_certificate 6%

ssl__conf_command

Bk ssl_conf_command name value;
EIME —
T mail, server

WBTE OpenSSL BLE i,

#HiE

A2 TEMEH OpenSSL 1.0.2 BE SRRARR 52 2 #f, ZH OpenSSL BLE TLS 1.3 %A%, EMH

. . AN
ciphersuites Af 2,

A AFEE— A LFEEZ S ssl_conf command 5%

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

XEIESAAE Y HIR AN E X ssl_conf _command F8HF, A2 MAT—MECE R HN DK,

B
TETER, EFEACE OpenSSL AIREX SFERIMT N,

ssl_crl
B ssl_crl file;
HME —
T mail, server

feE AT HUE & P miE B H) PEM ASUMEBSIES (CRL) X
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ssl_dhparam

Bk ssl_dhparam file;
IRINME —
X mail, server

{8E DHE %M DH S8,

B
BONEOL PRILES L, FHItA 2 H DHE %6,

ssl_ecdh_curve

1Bk ssl_ecdh_curve curve;
FINE ssl_ecdh_curve auto;
ol 5"4 mail, server

{6 ECDHE I HhZE,
ik

S OpenSSL 1.0.2 S AR, AT DAERE Z MLk, fign:

[ssl_ecdh_curve prime256vl:secp384ril;

KPR auto f5/~ Angie TE{# ] OpenSSL 1.0.2 B SRARE OpenSSL FENERIFIFR, BAERIHIR
AHER prime256v1,

i

L OpenSSL 1.0.2 BUE @A, A5 BEMRSS A KHRFRIHIZRYIFR, A, b 7 ECDSA ik
PIEH TIE, SRR AR B2,

ssl__password_file

[F227S ssl_password_file file;
HME —
LT mail, server

3.3. [FAEER 539



*Angie
Software
DhREH R, A& 1.12.0

fEE— A, RS E Y] WENEE, S0 ENEIERE 1T, MEEHAN SRR E I EE L E

B,

B

mail {

ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name mail2.example.com;
# W LR A B R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off;
FINE ssl_prefer_server_ciphers off;
TR mail, server

fEEAEM SSLv3 M1 TLS WM, AR5 a5 BRD ML IE T2 F it i i

ssl__protocols

[F=27 N ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ENIN ssl_protocols TLSv1.2 TLSv1.3;
£ mail, server

JE RHEE BT P

#iE
TLSv1.1 F1 TLSv1.2 SEUNAEE OpenSSL 1.0.1 B SRR B R,
TLSv1.3 SEUAAEREH OpenSSL 1.1.1 B HE SIRAR AR,
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ssl__session__cache

[E=2FS ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
BRINE ssl_session_cache none;
X mail, server

REFERTES RN AN, Zfen] DUZ DA MEREER:

off TR ER I 2T 27 Angie RIS A2 P im X 1E A ] B A

none fa AHBEE 11 (i X T5 2% A7 : Angie BRI P Im TG A A, ESChR EAELR T
FERIESEL

builtin OpenSSL WEEF; (X — P LIEEREH, ZRERNAIIEEIETE, WRAE
TER/, MFFET 20480 D RIG, FHNEZT FIRESENFR A

shared A LAEHRRE AHZERF, RERDUFTEE, —IRFT0] D EL

4000 M IE, BMEERENA —MEEAIR. BEHESRINZERE ] L
MREG A, BRAEBEM sslsession ticket key F6L TABLE, BNEXLHT
B4k, FAAEFE A H: TLS 216 R IERH,

PIRRZRAF R A] DARIHE S, 5104

ssl_session_cache builtin:1000 shared:SSL:10m;

(EAASE Y AL 2 G A7 T A6 FH PR B 2R A7 % B = R

ssl__session__ticket__key

1Bk ssl_session_ticket_key file;
ERINME —
HSl5"4 mail, server

REUSHTINEMRE TLS WEFIEREHARS . WRFEAEZ MRS G2 R ZHFERESA, U
S RTN, BOANEOT, 8 BENIE R,

GRSAEE T2 NS, WA S —DEYIRINE TLS R1EFHIE, XAV BB, Bl

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

PSR 80 BY 48 T i HIBEHLEE, AT DAE A AR A <> il

[openssl rand 80 > ticket.key

FRIES RN, R AES256(HT 80 F1i%%H) 8 AES128(FHT 48 F&H) TN,

3.3. [FAEER 541



* Angie
Software

IhEEHEIR, R4 1.12.0

ssl__session__tickets

Bk ssl_session_tickets on | off;
BRINE ssl_session_tickets on;
X mail, server

JAFHEEERIEIE TLS S 2EIE IRE =18,

ssl__session__timeout

53PS
HME
kX

ssl_session_timeout time;
ssl_session_timeout b5m;

mail, server

e & Fm ] A H 2 TR 2 80N AL,

ssl__trusted__certificate

Bk
HME
EFxX

ssl_trusted_certificate file;

mail, server

FREES PEM MRIZEE CA WEBHIXH, HTRIE & iHiEd,
ssl_client_certificate WBRIEREARF, IXEIERYIRASKIELEE F Vi

ssl__verify__client

53PS
HME
ol 574

ssl_verify_client on | off | optional | optional_no_ca;
ssl_verify_client off;

mail, server

JE R FRIEB R IRIE, SRS RRE AL 1EKAY Auth-SSL-Verify k&, WIRIERFURIEHR

IEE R A AR R

, BB R PR ATR TR AES, R,

optional

optional_no_ca

TR PRIES, HAEUEBFAEN A TIRIE

THRZFFUIES, (EAZREBZEER CA EBHH, KEHTH Angie SN
IR SS AT SLPRE R IRIERIIE O, IEBRIAA AT DO %04 BHAMEARSS #8918 K
i,
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ssl_verify__depth

[E27S ssl_verify_depth number;
BRINE ssl_verify_depth 1;
T mail, server

B P e R RS IER

starttls
[ER7S starttls on | off | only;
LOWINIEN starttls off;
X mail, server
on AVFX POP3 ] STLS @4, X IMAP Fl SMTP {#] STARTTLS 4
off fEa{#H STLS Al STARTTLS #ii4;
only BORMSEHEAT TLS #eift,

R DM PRI ST T WA ARBEAR S e B A T RE: EARX SMTP, IMAP 1 POP3 FRYAISCHE, ACER
SSanb, HEPRIE RIS H. P S IRIE, DU T HRIPHRAERER) SSL/TLS 3,

AR EABERY R T I IIRE, VPSR IE A BRI R AR S5 88 DAIE I & Fi SR 76 5K
4 MNIRAHAT R, HEREAN YT EE; B --with-mail MENEIUS e, 1ERE FRATRE
CERNPAEMEET, B CE SR,

3.3.4.8 ELERHI

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
mail {
server_name mail .example.com;
auth_http localhost:9000/cgi-bin/auth.cgi;

imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
pop3_capabilities LAST TOP USER PIPELINING UIDL;
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smtp_auth login plain cram-md5;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;

xclient 5

server {
listen 25;

protocol smtp;

}
server {
listen 110;
protocol pop3;
Proxy_pass_error_message 8
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
}
3.3.4.9 4
listen

£ 1.10.0 fiRAR KA.

Bk listen address[:port] [ssl] [proxy_protocol]| [backlog=number| [rcvbuf=size|
[sndbuf=size] [bind] [ipv6only=on | off] [reuseport] [so_keepalive=on|
off|[keepidle]:[keepintvl]:[keepcnt]];

HME —

R server

BB IRSEEZIE RN ERE TN address M1 port, AIPARAETE port,Angie R Wl A AT Y IPv4 $2
A (AR5 H, 145 1Pv6), address AT DUZ FAL4, Hl40:

listen 127.0.0.1:110;

listen *:110;

listen 110; # 5 x:110 M
listen localhost:110;

IPv6 Hutk A 77 HES4eE:

listen [::1]:110;
listen [::]1:110;
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UNIX BEZFHH unix: FIZRIETE:

listen unix:/var/run/angie.sock;

#®/iE
AABIARS g5 T AR FIE address:port X,

ssl TaE AR I 1 _ERAZ A A IR ATV AE SSL AR A%,
proxy_protocol  fEETEIN M ERAZIIFTHERAMEM PROXY PN, IREXHIEER L4 B
TR UEAR ST &, FPT AT ks P it

listen 5 A IA LD S ERFH R IR GUHHIRE IS

backlog=number 1£ listen() VAHHILE backlog 5L, %S EBRGIFAEEE R AR K KE,
ZRNTEM R, £ FreeBSD, DragonFly BSD 1 macOS | backlog &N -1, fEH:
i F& LIE 511,

rcvbuf=size FETERE TR ERRZ X KN (SO_RCVBUF JER),
sndbuf=size FNETEZR TR ERIEZ X K/ (SO_SNDBUF EIR),
bind e R NG EM address:port M HHATEIMM bind O A, FL L HREZITEE

FEIE S {EARFEHIBEE 1isten $5%, HEHHEA— listen FE2 MTEE U 1
Fra ik (*:port), Angie ¥ bind O B *:port, MiZFEREIE, TEIXFFH M T Kt
1T getsockname () FRGLIE FH DARIE Be3z B Btk aSRER T backlog. revbuf.
sndbuf. ipv6only. reuseport B so_keepalive %%, BRI TLEEM address:port
ARIRZHAT A bind O W,

ipv6only=on | WHE (8L IPV6 VEONLY EfEFIEIN) WMITEACAFHL -] B IPve BT 2

off R TPv6 I 2 AN 52 TPv6 1 IPv4 158, WSBEINTFR. BHEEE
RSN E—IR,

multipath JE @I Multipath TCP (MPTCP) #321%4%, 7 Linux W 5.6 M EmRAH
XHo

so_keepalive=on | off | [keepidle|:[keepintvl]:[keepcnt]

N EZEFELE " TCP keepalive” 1T,

. WRAERSH SR, MERTRERRERSRIKE

on NEFEF IS SO_KEEPALIVE JZEIH
off NEREF ] SO_KEEPALIVE T

FLUe P E R G #5(6 TCP_KEEPIDLE. TCP_KEEPINTVL Fll TCP_KEEPCNT B FikTE & NEZEFEIHE
fii L% E TCP keepalive S8, TEIX.ERS L, AU keepidle, keepintvl I keepcnt SHGHITHL
B AIAEE—DEN DS, TGS, N ERE R RSN E R AR
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foan,

so_keepalive=30m: :10

J

=S IREIN (TCP_KEEPIDLE) BB 30 708, KiARMIFFE (TCP_KEEPINTVL) fREANRGEAIME, HRHR

TYREL (TCP_KEEPCNT) BN 10 AR,

A RIBARSS AT IR address:port Xo

mail
[E=2FS mail { ... }
BRINE —
T main

TRMACE S MF B RS, FEHE AR ARG 8516 <

max_commands

HIL max_commands number;
BRINME max_commands 1000;
H 94 mail, server

B B Oy I eI A B A L, PSRN DoS Wi IR,

max__errors

[E3FS max_errors number;
BINME max_errors 5;
EFx mail, server

BRI, I I RBUE R SR

protocol
[E27S protocol imap | pop3 | smip;
LN —
974 server

L EREARS S, ZRIPE IMAP, POP3 F1SMTP,
WA EIZIES, Al DEIE 1isten 155748 E AUEIZ N 1 E SA T HMYL:
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imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

Y }\)\{)Efﬁﬁ%*@@ﬁﬂ’, Al DA --without-mail_imap_module., --without-mail_pop3_module F
--without-mail_smtp_module MJEIEINEE A FHREMITML,

resolver
Ei% resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone| | off;
LNNE resolver off;
T mail, server

BLEH TERE i EV AN ARS8, DO EGBA S IR &, FHAENRE SMTP KA
FXCLIENT f5%, filan:

resolver 127.0.0.53 [::1]:5353;

RIRE off REEMIR P Ui LHLAA AT, HEUHAE ARG E,

sk R DAEE AL B TP bk, A e Ho ARARTEE W L, WIGERINR I 53, AFRIRSS a8 LR IRTT
&M,

#HiE

B A TS AT AN, B0 127.0.0.53 (systemd-resolved), MAEAILfEN#S (W 8.8.8.8), A
Hgires =t DNS EHRBEAE =77, FHHMEFRFRERX,

#HiE

ERESBIREIRYK, F B o] DTERER PRI 2T . R DR, 15 ek e e —IR, a0
REEEE, Wikje—IKE X EX,

BONTEOL N, Angie (AN AT TTL ESREFE R, WHRARIETE resolver 5% HAIITHIA DNS #ify
(B4R, F£ Proxy A EE AARTTAME I 2R ), WIANTRZERGE Mt 85 APRREE S Sh i 8 R ST 4
HATHRNT, FNER valid SEAYER AT

valid ANESHE, RVPE SRR TSR BRERCY

resolver 127.0.0.53 [::1]:5353 valid=30s;
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BONTEOL R, Angie FEMEHTIN Z RN AL IPv4 F IPv6 Hiht,

ipvé=off B 1Pv4 Mk &K
ipv6=off 2H 1Pve Mtk AR

status_zone Eﬁﬁ"/ﬁ%ﬁ(, E*’é‘ﬁlzﬂztpﬁ)ﬂ DNS HE%%%%**D”W@%EE@W%

452
TPk DNS i3, BIAE L 2SR E AL HECE DNS R4

4N 5257
1£ Docker HHIZATHY, [#EPEE DNS ARS5asHitl, #ilan 127.0.0. 11,

resolver__timeout

Bk resolver_timeout time;
FINE resolver_timeout 30s;
Holi5"4 mail, server

BB A PRI TR, B4

resolver_timeout 5s;

server
[E=3FS server { ... }
HME —
X mail
BERSS aHIAC B

server_name

[E27S server_name name;
LNz server_name hostname;
T mail, server

R EMRSS SRR, HT
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o POP3/SMTP ARS52RINPILAFIETE;

o SASL CRAM-MDS5 iAUFHARIAYERE;

o JEEER| SMTP J5unitiy EHLO i<, tHREH T XCLIENT & iEi#,

WERARIEEIZAGS, WEEFHPLEH hostname,

timeout
Bk timeout time;
FINE timeout 60s;
TR mail, server

BT A BRI 5 v < AT I i Tl

3.3.5 Google PerfTools &R

i Coogle Performance Tools X Angie TAEFFEATIERE
A XNFREH, CPU FEFHMMEREEFRATEAEE, Mt

)Mo AL Angie FFR AR, JEITHE
HrAn LR S5 as 1 RE.

16 MIEACRI AR, BRI ; SR --with-google_perftools_module FESEUE

/i
IEHRFRE aperftools J&,

3.3.5.1 EEERHI

google_perftools_profiles /var/log/angie/perftools;

PERE T AR AZ B AERML /var/log/angie/perftools.< TAE# 42 PID> HISCHFH,

3.3.5.2 S

google_ perftools__profiles

1Bk google_perftools_profiles S FRIEK;
ERINME —
£ main

BN, HTE0E Angie TAEHRRRIMEREDHTER. TIEHRE ID MR ER S S

ZJ&, Bltn: /var/log/angie/perftools.1234,
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3.3.6 WASM {&HiR

3.3.6.1 WAMR

ZEHAR LS WebAssembly Micro Runtime FISERE, FFHAT WASM 883, FEMwasm modules £R
XIMENRE TIBITINEIHE S,

BT ES, ZBHUE ShSHER, HEN—14% angie-module-wamr FIHNZ KR,

W=t

wasm_modules {

wamr_heap_size 16k;

wamr_stack_size 16k;

load fft_transform.wasm id=fft;

B

wamr__global_heap_size

Bk wamr_global_heap_size size;
2KIA wamr_global_heap_size 1m;
EFx wasm__ modules

HEEDN WAMR 2 TR EHE KN,

wamr__heap_size

Bk wamr_heap_size size;
A wamr_heap_size 8k;
T wasm__modules

N B RRSLBL BHE KN,

wamr_stack__size

Bk wamr_stack_size size;
ENIN wamr_stack_size 8k;
X wasm__modules

N B RS BI BAR KN,
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3.3.6.2 Wasmtime

PSR S Wasmtime BT AYERK, PABIT WASM 88, FfMwasm  modules bR SCEHN T —4LE
RiE TIafTiNIE <,

AR, PR DL sh&ST7 SR, FHEN— P40 angie-module-wasmtime HYHIHE
Tk,

=3t

wasm_modules {

wasmtime_stack_size 8k;

wasmtime_enable_wasi 5

load fft_transform.wasm id=fft;

B

wasmtime_enable_ wasi

B wasmtime_enable_wasi on | off;
BRINE wasmtime_enable_wasi on;
ETFx wasm__modules

JA B WebAssembly System Interface APT B, iX4E API N7E Angie LIZ1TH WASM 5L
fRAE T EAR) POSIX 2ET)RE,

#Hik
A PAEA load 6BAFASIFEEE Angie RPER) APL

wasmtime_stack__size

1Bk wasmtime_stack_size size;
FINE wasmtime_stack_size 8k;
T wasm__modules

¥ max wasm_stack [HIZBENRFEH size, MIIRHIFIT WASM ARSI AT Y R AR HER 23 ]

OIS T Angie FRRIEEA WASM T : IXTUESCRAINEGE U1 TIAT WASM ik, DINECE
TTHIRFIE AN PR
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AT AR T M IRE, (EERENS RIGECE A L7 RANTE KA WASM Rk,
AR ES, ZERAEN S, FFEN— 14N angie-module-wasm HYIZEHEM,

3.3.6.3 ELERHI

# XS A HAL G B R
load_module modules/ngx_wasm_module.so;
load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;

# A AN A E : https://git.angie.software/web-server/angie-wasm

load_module modules/ngx_http_wasm_host_module.so;

events {

wasm_modules {

#use wasmtime;

load ngx_http_handler.wasm id=handler;

load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars "ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg_b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_a','$arg b','$arg c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
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3.3.6.4 IS

load

=275 load file id=identifier [fs=host_path:guest_path]... [api=api]... [type=command |
reactor]

EININ —

T wasm__modules

MR file MBAEHIE N HEL—NE—H) identifier (BFRSED. TEMEGIFEF, IFIUEHIL IR
‘e Al ASERIE,

3RS S22 ¢

fs ARVE PR ENL BRI H . TR ARRER E R 2 RIEE %S
api WA AP BAFRRRHIELR AR VFE AT APT S1I5R, QHSRARER 2 AN AT I Y

API CRTEBAESIHD), RAR[E”APT REKE]” R,
BINEOUT, FrE API #A] TR,
type P B S A i ]
o 1E command BT, HIEHUT —IRFFEPITIEHBHEINES,
o fE reactor BN, HlAFHRMERMIZIT, AFREZRIT, XHE
PRI ERE: WUERBTIRRBRY, RIRES A4 NAF N,

wasm_modules

[=2E wasm_modules { ... };
ARIA —
R main

—NIPHES, TR T NIZIEE WASM 5 ECE X fF B RS BRI PAEE T INE WASM BB Ay
LA E R E BTS2,

3.3.7 BElEER

Core EHEIRS M, HFEFEHAM Angie B,

3.3.8 HTTP #&HiR
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HTTP

Access

ACME
Docker
Addition
API

Auth Basic

Auth Request
AutoIndex

Browser (E3FH)

Charset
DAV
DoH

Empty GIF
FastCGI
FLV

Geo

GeolP

gRPC
GunZIP

GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter!
Index

Limit Conn
Limit Req
Log

Map
Metric
Memcached

Mirror

SEFE HTTP 15 KAINA R 0L RE, B HTTP
Mg as. ERREAS S

FF 1P HuhbAT CIDR JEREIR 5 R,

/] ACME #Ch HTTP ARS8 H 33K BURIS2
H SSL IEH,

HTF Docker A ehnS sl S EHTUEIRS 24,
TEMA R IE S B2 fE 4l A FE 2 AR A B
RESTful HTTP #£1, FH T IREUEEA Web AR5 8%
=B JSON #s=NgtiH e, AR B AR

e
ETHALMEMEAR HTTP S0y 58uEH T
[EERGHS

fEFXTAMNE HTTP ARSS HF18 KR IEATIRAL
TR R 5 S B 3h 4 ik B %513,

=T User-Agent SLATHI Y A A

P B RN G e . Gt i

i/ WebDAV WMXAEARSS &% BT SO E B,
DNS over HTTPS (RFC 8484) %545, @it UDP
5( TCP # DNS &I LHE|—4H DNS iR558%.
RAE— R REH GIF,

B RAFER] FastCCI ARSS 3%

Flash Video (FLV) SR PR AL o

¥ 1P ik FEH e E R B E,

i MaxMind GeolP #{#iE 275 T HiFH {7 B R EL
IP Hhh-%E,

KE RS gRPC AR5 2R,

fi s GZip FRAERINARL DAHATIES, PASAE 2 F viid
AR EGEE R o

5/ GZip J7EEESEN N AT AT o

TRELEH GZip 77 AP EARRTER S

1 B B Sk B

1/ HTTP/2 MMXAEEEE K,

f#/H HTTP/3 thibEIER,

BG4,

FCE RS S0, FHFAERARML (/) Z5EMIER,
BRI A 18 KRB (TEAEREL) DA b2,
PRI SR A9 DARG L3k 250 25 R A5

Bt B8 Sk H 285 PABRBR B2 J87 7 B T e A0 04 H
58

BT e S BEDN #4 Al &

S GELE APT HREY H E BB TR,

M Memcached ARES#SAG 2NN,

KE R R H MRS 28,
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R1-#EEQ

MP/,
Perl!

Prometheus

Proxy
Random Index
ReallP

Referer

Rewrite

SCGI
Secure Link

Slice
Split Clients

SSI
SSL
Stub Status (EFFH)
Sub

Tunnel

Upstream
Upstream Probe
UserlD

uWSGI
XSLT!

MP4 SRR &,
A Perl 1B S FPfaEIIZ KT RITRERIAL

MR,
Prometheus F24& AR S A tEbn T B2 F14t
IR,

KOE R MRS EAM HTTP ARS8,

FPARHL (/) G5 AITE RBENIEFER 5132
155 — MRS 8 5 121 T IN 1 E 22 P it ik A
Ui o

IGIF Referer SLMH,

JEK URI B, #HEM, LRIGENEMAEIL
2N

FE R SCGT RS 2%

Ol 5L BRI 15 RIS (A1 RE ) 122 2 5%,
KERIR T 2D FIE R DGRBS By, DAfE
FEAFG A7 KA B,

BIEAHT A/B WK, 2k, o mMEMmTE
LG A RN &,

AL N ) SST(ARSS #Rim ) i

M TALE HTTPS KAV SSL/TLS FLE,
ARSI 2 R ANTE RIS

AN B E SCH R R AT e B

0¥ HTTP/1.1 CONNECT 18 SR FH 8 37 i | it
REIE,

Bt B T B8 i AR S5 2R 4.
FRHRAR S B LH AL B 3 A R,

RIBAAE A ME—2 PR IR HY Cookie T
KIEEREA 7,

HiERCHES] uWSGT ARSS 85

i/ XSLT 155 #i XML S04,

L AEBAIRIR R, XA BN, HAEN JEAR R A S RIE SRS MR,
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3.3.9 Stream iR

Stream BT L4 B> TCP A UDP DI IRSS 28I EE,
Access FF 1P HuhkA1 CIDR YEREIRT I [,

ACME fEH ACME WM iiRSs &% E shRESHH SSL IEF,

Geo ¥ 1P sk R E R B A,

GeolP ] MaxMind GeolP ¥ffa/ZE5: T~ 1P (v B IREY TP Huhk- i,

Limit Conn

BRI A i R AR 1E 3 %

Log He B 1 H A8 PABRERBEIE T n) FH T M= A 4 B 89,

Mayp BT TUE SR BEEN e e &

Metric SENGETE APL HRY B E XEUEFER.

MQTT Pre- TEMEABIIERE Z AT MQTT JE R IREUE bR F - 4.
read

Pass RN E RSB IE N R ERE T,

Proxy BB 2 H A AR S5 A A A,

RDP Preread  TEMHHABIIBRIRZ AT RDP ZERE A Cookie,

ReallP 1E5 — MEARSS 85 BT IN R E 25 P S b HE AT S 1

Return TEIEFZIN T8 P i A2 IR T8 B AR T AN A T — 20 A,

Set

Split Clients
SSL

SSL Preread

BEIEENZEE,

ST A/B MR, S228%k M, 72 A EA TR L LB 7 = AR &,
SSL/TLS 1 DTLS WY1k,

FEAHAT SSL/TLS 4 1ERITEN RM ClientHello JHEHZEUEE, FFEMMH M EY
R Z Bl .

Upstream B B A T M #8 R ARERAR S5 3 4.
Upstream FREEAR S5 A A B0 B 3= SR R,
Probe

3.3.10 HRfFHEEIR

Mail LA RIEAR 55 B DD RE,

Auth HTTP  {#/ HTTP &R ASMTARSS 85317 P S i UE AR S a4, DAE S SR,
IMAP IMAP s F,

POPS3 POP3 Wil H¥,

Prozy B B B H A AR S5 A AT A,

RealIP 155 — MBRARSS 88 f5 121 TIN A 2 2 P it LI R i 11

SMTP SMTP WS ZH,

SSL SSL/TLS F StartTLS WY+,

3.3.11 Google PerfTools iR

Google PerfTools

15i5 Google Performance Tools FEEEAK, FT N R EEE T,
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3.3.12 WASM &R

WASM*Pagename? 555, 1 {1 WASM HhEE, £ Angie F/EH WASM HREGHAT,

WAMR 5 WebAssembly Micro Runtime 5%,
Wasmtime 5 Wasmtime BT INEE K,
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A

absolute_redirect (http), 373
accept_mutex (core), 18
accept_mutex_delay (core), 18
access_log (http), 150
access_log (stream), 431

acme (http), 30

acme (stream), 424
acme_client (hitp), 30
acme_client_path (http), 33
acme_dns_port (http), 33
acme_dns_ttl (http), 33
acme_hook (http), 33
acme_http_port (http), 34
acme_max_response_size (htip), 34
add_after_body (http), 36
add_before_body (http), 36
add_header (hitp), 139
add_trailer (hitp), 140
addition_types (htlp), 36

aio (http), 373

aio_write (hitp), 374

alias (hitp), 374

allow (http), 28

allow (stream), 422
ancient_browser (hitp), 84
ancient_browser_value (hitp), 84
api (http), 37
api_config_files (http), 39
auth_basic (http), 78
auth_basic_user_file (http), 79
auth_delay (http), 375
auth_http, 525

auth_http_header, 525
auth_http_pass_client_cert, 526
auth_http_timeout, 526
auth_request (http), 80
auth_request_set (http), 80
auto_redirect (http), 375
autoindex (hitp), 81
autoindex_exact_size (hitp), 81
autoindex_format (http), 81
autoindex_localtime (http), 83

B

backup_switch (hitp), 314
backup_switch (stream), 493
bind_conn (http), 314

break (http), 255

C

certificates (API), 68
charset (http), 86
charset_map (htip), 86
charset_types (http), 87

chunked_transfer_encoding (http), 376

client (http), 376

client_body_buffer_size (http), 377
client_body_in_file_only (http), 378

client_body_in_single_buffer (hitp), 378

client_body_temp_path (http), 378
client_body_timeout (http), 379

client_header_buffer_size (hitp), 379

client_header_timeout (hitp), 379
client_max_body_size (hitp), 379
connection_pool_size (http), 380
create_full_put_path (htip), 88
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D

daemon (core), 18

dav_access (hitp), 89

dav_methods (hitp), 89
debug_connection (core), 18
debug_points (core), 19
default_type (http), 380

deny (http), 29

deny (stream), 422

directio (hitp), 380
directio_alignment (hitp), 380
disable_symlinks (hitp), 381
docker_endpoint (http), 93
docker_max_object_size (hitp), 94
doh_bind (http), 96
doh_buffer_size (http), 96
doh_connect_timeout (http), 96
doh_max_size (http), 96
doh_next_upstream (http), 96
doh_next_upstream_timeout (hitp), 97
doh_next_upstream_tries (http), 97
doh_pass (http), 97
doh_read_timeout (hitp), 98
doh_send_timeout (http), 98
doh_socket_keepalive (http), 98
doh_transport (http), 98

E

early_hints (http), 382
empty_gif (http), 99

env (core), 19

error_log (core), 20
error_log_user_tag (hitp), 382
error_page (hitp), 382

etag (http), 383

events (core), 21

expires (http), 140

F

fastcgi_bind (http), 100
fastcgi_buffer_size (http), 100
fastcgi_buffering (http), 100
fastcgi_buffers (http), 101
fastcgi_busy_buffers_size (http), 101
fastcgi_cache (htip), 101

fastcgi_cache_background_update (hitp), 102

fastcgi_cache_bypass (http), 102
fastcgi_cache_key (http), 102
fastcgi_cache_lock (hitp), 103
fastcgi_cache_lock_age (hitp), 103
fastcgi_cache_lock_timeout (http), 103

fastcgi_cache_max_range_offset (http), 103

fastcgi_cache_methods (hitp), 104
fastcgi_cache_min_uses (http), 104
fastcgi_cache_path (http), 104
fastcgi_cache_revalidate (hitp), 107
fastcgi_cache_use_stale (hitp), 107
fastcgi_cache_valid (http), 107
fastcgi_catch_stderr (http), 108
fastcgi_connect_timeout (http), 109
fastcgi_connection_drop (http), 109
fastcgi_force_ranges (hitp), 109
fastcgi_hide_header (hitp), 109
fastcgi_ignore_client_abort (hitp), 110
fastcgi_ignore_headers (hitp), 110
fastcgi_index (http), 110
fastcgi_intercept_errors (http), 111
fastcgi_keep_conn (http), 111
fastcgi_limit_rate (hitp), 111
fastcgi_max_temp_file_size (hitp), 111
fastcgi_next_upstream (hitp), 112

fastcgi_next_upstream_timeout (hitp), 113

fastcgi_next_upstream_tries (hitp), 113
fastcgi_no_cache (hitp), 113
fastcgi_param (hitp), 114

fastcgi_pass (http), 115
fastcgi_pass_header (hitp), 115
fastcgi_pass_request_body (http), 115
fastcgi_pass_request_headers (http), 116
fastcgi_read_timeout (http), 116
fastcgi_request_buffering (http), 116
fastcgi_send_lowat (hitp), 116
fastcgi_send_timeout (http), 117
fastcgi_socket_keepalive (http), 117
fastcgi_split_path_info (http), 117
fastcgi_store (http), 118
fastcgi_store_access (hitp), 119
fastcgi_temp_file_write_size (hitp), 119
fastcgi_temp_path (http), 119

feedback (http), 315

gL ]
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feedback (stream), 493
flv (http), 121

G

geo (hitp), 121

geo (stream), 426

geoip_city (hitp), 123

geoip_city (stream), 428
geoip_country (http), 124
geoip_country (stream), 428
geoip_org (http), 124

geoip_org (stream), 428

geoip_proxy (http), 124
geoip_proxy_recursive (http), 125
google_perftools_profiles, 549
goto (hitp), 256

grpc_bind (http), 125
grpc_buffer_size (http), 126
grpc_connect_timeout (hitp), 126
grpc_connection_drop (http), 126
grpc_hide_header (http), 127
grpc_ignore_headers (hitp), 127
grpc_intercept_errors (htip), 127
grpc_next_upstrean (hitp), 128
grpc_next_upstream_timeout (http), 129
grpc_next_upstream_tries (http), 129
grpc_pass (http), 129
grpc_pass_header (hitp), 130
grpc_read_timeout (hitp), 130
grpc_send_timeout (hitp), 130
grpc_set_header (http), 130
grpc_socket_keepalive (hitp), 131
grpc_ssl_certificate (http), 131
grpc_ssl_certificate_cache (hitp), 131
grpc_ssl_certificate_key (http), 132
grpc_ssl_ciphers (hitp), 132
grpc_ssl_conf_command (http), 133
grpc_ssl_crl (hitp), 133
grpc_ssl_name (hitp), 133
grpc_ssl_password_file (hitp), 134
grpc_ssl_protocols (http), 134
grpc_ssl_server_name (http), 134
grpc_ssl_session_reuse (hitp), 134
grpc_ssl_trusted_certificate (hitp), 134
grpc_ssl_verify (http), 135

grpc_ssl_verify_depth (http), 135
gunzip (http), 135
gunzip_buffers (hitp), 135
gzip (http), 136

gzip_buffers (hitp), 136
gzip_comp_level (http), 136
gzip_disable (http), 137
gzip_http_version (http), 137
gzip_min_length (http), 137
gzip_proxied (http), 137
gzip_static (http), 139
gzip_types (hitp), 138
gzip_vary (http), 138

H

hash (hitp), 317

hash (stream), 494

http (hitp), 384

http2 (hitp), 364
http2_body_preread_size (hitp), 364
http2_chunk_size (hitp), 364
http2_max_concurrent_pushes (http), 364
http2_max_concurrent_streams (hitp), 365
http2_push (http), 365
http2_push_preload (http), 365
http2_recv_buffer_size (hitp), 366

http3 (http), 367

http3_hq (hitp), 368
http3_max_concurrent_streams (hitp), 368
http3_max_table_capacity (hitp), 368
http3_stream_buffer_size (hitp), 368

|

if (http), 256

if_modified_since (http), 384
ignore_invalid_headers (http), 384
image_filter (hitp), 141
image_filter_avif_quality (hitp), 142
image_filter_buffer (hittp), 142
image_filter_heic_quality (http), 143
image_filter_interlace (http), 143
image_filter_jpeg_quality (http), 143
image_filter_sharpen (hitp), 143
image_filter_transparency (hitp), 143
image_filter_webp_quality (hitp), 144

gL ]
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imap_auth, 529
imap_capabilities, 529
imap_client_buffer, 529
include (core), 21

index (http), 144
internal (http), 384
ip_hash (http), 317

K

keepalive (hitp), 318
keepalive_disable (hitp), 385
keepalive_requests (hitp), 320, 386
keepalive_time (http), 320, 386
keepalive_timeout (http), 320, 386

L

large_client_header_buffers (hitp), 387

least_conn (http), 320
least_conn (stream), 495
(http), 321

(

(

stream,), 495
limit_conn (http), 145

least_time

least_time

limit_conn (stream), 429
limit_conn_dry_run (hitp), 146
limit_conn_dry_run (stream), 430
limit_conn_log_level (hilp), 146
limit_conn_log_level (stream), 430
limit_conn_status (hitp), 146
limit_conn_zone (hitp), 147
limit_conn_zone (stream), 430
limit_except (http), 387
limit_rate (http), 387
limit_rate_after (hitp), 388
limit_req (hitp), 148
limit_req_dry_run (hitp), 149
limit_req_log_level (hitp), 149
limit_req_status (hittp), 149
limit_req_zone (hitp), 149
lingering_close (http), 388
lingering_time (hitp), 389
lingering_timeout (http), 389
listen, H44

listen (hitp), 389

listen (stream), 513

load, 553

load_module (core), 21
location (http), 393
lock_file (core), 22
log_format (hitp), 152
log_format (stream), 432
log_not_found (hitp), 395
log_subrequest (hitp), 396

M

mail, 546

map (http), 154

map (stream), 433
map_hash_bucket_size (http), 155
map_hash_bucket_size (stream), 435
map_hash_max_size (hitp), 155
map_hash_max_size (stream), 435
master_process (core), 22
max_commands, 546

max_errors, 546

max_headers (hitp), 396

max_ranges (hitp), 396

memcached_bind (http), 156
memcached_buffer_size (hitp), 156
memcached_connect_timeout (http), 157
memcached_gzip_flag (hitp), 157
memcached_next_upstream (http), 157
memcached_next_upstream_timeout (hitp), 158
memcached_next_upstream_tries (hitp), 158
memcached_pass (http), 158
memcached_read_timeout (hitp), 159
memcached_send_timeout (hitp), 159
memcached_socket_keepalive (http), 159
merge_slashes (http), 396

metric (http), 161

metric (stream), 437
metric_complex_zone (hitp), 162
metric_complex_zone (stream), 437
metric_zone (hitp), 163

metric_zone (stream), 438
min_delete_depth (htlp), 89

mirror (http), 182
mirror_request_body (http), 182
modern_browser (http), 85
modern_browser_value (hitp), 85

mp4 (hitp), 184

gL ]
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mp4_buffer_size (hilp), 184
mp4_limit_rate (http), 184
mp4_limit_rate_after (hitp), 184
mp4_max_buffer_size (hitp), 185
mp4_start_key_frame (hitp), 185
mqtt_preread (stream), 457
msie_padding (http), 397
msie_refresh (hitp), 397

(

multi_accept (core), 2

N

no_port (stream), 496

O

open_file_cache (http), 397
open_file_cache_errors (http), 398
open_file_cache_events (http), 398

open_file_cache_min_uses (hitp), 398

open_file_cache_valid (http), 399
open_log_file_cache (hitp), 152
open_log_file_cache (stream), 432
output_buffers (hitp), 399
override_charset (http), 87

P

pass (stream), 459

pcre_jit (core), 22

perl (hitp), 187

perl_modules (hitp), 187
perl_require (hitp), 187
perl_set (hitp), 187

pid (core), 23

pop3_auth, 530
pop3_capabilities, 530
port_in_redirect (http), 399
postpone_output (http), 399
preread_buffer_size (stream), 516
preread_timeout (stream), 516
prometheus (http), 214
prometheus_template (http), 214
protocol, 546

proxy_bind (http), 217
proxy_bind (stream), 460
proxy_buffer, 531
proxy_buffer_size (http), 217

proxy_buffer_size (stream), 460

proxy_buffering (http), 217
proxy_buffers (hitp), 218
proxy_busy_buffers_size (http), 218
proxy_cache (hitp), 219
proxy_cache_background_update (http), 220
proxy_cache_bypass (http), 220
proxy_cache_convert_head (hitp), 220
proxy_cache_key (http), 221
proxy_cache_lock (hitp), 221
proxy_cache_lock_age (http), 221
proxy_cache_lock_timeout (http), 221
proxy_cache_max_range_offset (hitp), 222
proxy_cache_methods (http), 222
proxy_cache_min_uses (http), 222
proxy_cache_path (hitp), 223
proxy_cache_revalidate (hitp), 225
proxy_cache_use_stale (hitp), 225
proxy_cache_valid (http), 226
proxy_connect_timeout (http), 227
proxy_connect_timeout (stream), 460
proxy_connection_drop (hilp), 227
proxy_connection_drop (stream), 460
proxy_cookie_domain (http), 227
proxy_cookie_flags (http), 228
proxy_cookie_path (hitp), 228
proxy_download_rate (stream), 461
proxy_force_ranges (http), 229
proxy_half_close (stream), 461
proxy_headers_hash_bucket_size (hitp), 229
proxy_headers_hash_max_size (http), 229
proxy_hide_header (http), 230
proxy_http3_hq (http), 230
proxy_http3_max_concurrent_streams  (htip),
230
proxy_http3_max_table_capacity (http), 230
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