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AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwwme cBepeHus
Angie Ingress Controller (ANIC) - aro perenne st ynpasiieHusi TpadbUKOM KOHTEHHEPU3NPOBAHHBIX
nputoxkenuit B Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJlacTepe, yrnpapjds (QyHKIMaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku tpaBmii 0bpaborku Tpaduka. I[Ipogykr 6asupyercs na Angie PRO, uro mozsosisier crponth
Ge301acHble MaCIITAbUPyeMbIe BBICOKOIIPOU3BOIUTEIbHbBIE OKPYKEHUS, UCIIOJIb3Ysl POCCUNCKOE PeIlleHue
¢ IpodeCCUOHAIBHBIMIA CEPBUCAMY MUTDAIMH U TEXHUYIECKOH MO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit Habop dyuxnumit Ingress:

o Banancuposka naepysku TCP, UDP, TLS, HTTP, gRPC'": T'ubkoe pacupejesnenne Tpaduka u ero
[JIABHOTO TIEPEHOCA TIPU OOHOBJIEHUAX MTPUJIOKEHMI

o Tepmunuposanue ceccuti TLS: TlogrBepskKaeHust MOAJIUHHOCTA CEPBUCOB M 3aIlUTHI OHJIANH-
TpaH3aKIUNi

o Hacmpotixu 2ubko20 a02uposarus: Y IPABICHIE COBPEMEHHBIMY JTNHAMUYIECKIME IIPUIOXKEHUSIMA

e Pacwupennan mapupymusayus mpaguka: Paznenenne Tpaduka u paciinpeHnas MapIiipy TH3aIHst
Ha OCHOBE COJEPKUMOI'0

e Oezpanunenue nocmynatowezo mpadura: 110 pasaMIHbIM KPUTEPUAM I8 3AIIUTHl TPUIOKEHIH OT
DDoS

o Modugpuxayus omeemos Ha sanpocov,: Ha yposue 6astancuposmuka HTTP



https://angie.software/angie/pro/
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1.2 CucrtemHble TpeboBaHus

Cuucok nojaepxkuaeMbix OC u apxurekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
ALT Linux 10 x86_ 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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Kak pabotaet Angie Ingress Controller

DTor JOKyMeHT onuckiBaeT pabory Angie Ingress Controller, Takxke ANIC, mOCTPOEHHOTO HA BO3MOXK-
HOCTSX Beb-cepsBepa Angie.

MpbI mpeamnosiaraeM, UTO YUTATE/h 3HAKOM C OCHOBHbIME KoOHIemuaMmu Kubernetes, takumu kak Pod,
Deployment, Service u Endpoints.

2.1 Y7o Takoe Ingress Controller

Ingress Controller - sTo kommonenT B Kitactepe Kubernetes, koTopsiii HacTpamBaeT OaJAHCHPOBIITUK
narpy3ku HTTP B coorBercTBum ¢ pecypcamu Ingress, co3manapiMu mo/ib30BaTe €M KIacTepa.

Ytobsl y3HATH OOJIBIIIE O pecypcax Ingress, obparuTech K OMUITHAILHON JTOKYMEHTAIINN
Kubernetes.

2.2 Angie Ingress Controller Ha BbiIcOkOM ypoBHe

Hagaiite naunem c obmiero uzydenus ANIC. Pacemorpum mpumep Toro, kak ANIC npegocrasiisier K-
€HTAM B MHTEPHETE IOCTYI K JBYM BeO-IIPMJIOXKEHUSM, 3aIyIneHHbIM B KiaacTepe Kubernetes.

B cxeme yaacTByIoT:
e Kiacrep Kubernetes.

o [lonp3oBaTenn Kiacrepa: adMuruUCmpamop, noav3osamens A u nosvdosamens B, KOTOpbIe UCITOJb-
gytoT kjacrep depes API Kubernetes.

o Kauenmovr A u xauenmo, B, KOTOpBbIE MOJKJIIOYAIOTCA K Npuoscenusm A n npuiroscenusm B,
Pa3BEPHYTHIM COOTBETCTBYIOMIMMHU MTOJTH30BATEISAMU.

e ANIC, pazsepryThIil anMunucTparopoMm B Pod B mpocTpancTBe UMeH angie-ingress U HACTPOCHHBIN
¢ momorsio pecypca ConfigMap angie-ingress. s mpocTorsl Mbl n300pa3uan TOabKO omua Pod
ANIC, ograko admurucmpamop OOBITHO pa3BepTHIBAET 10 KpaiiHeit Mepe nBa Pod jyis obecriedenns
uzbprrounoctu. ANIC ucnonnszyer API Kubernetes njist mostydenust nocjaennux pecypcos Ingress,
CO3/IaHHBIX B KJIACTEpE, a 3aTeM HAacTpauBaeT Angie B COOTBETCTBUU C STUMU PECYPCAMU.

o [Ipunooicernue A ¢ neymst Pod, pazBepuyThiMu B npocmpancmee umen A nosvsosamenem A. UroObl
IPEJOCTABUTD JIOCTYII IPUJIOKEHUIO K ero KjmeHtaM (kauenmam A) depes xXocT a.example.com ,
noavdosamenv A cozmaer pecype Ingress A.



https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/services-networking/ingress/
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o [Ipunooicenue B ¢ omuum Pod, pasBepuyThiM B npocmpancmee umer B noavsosamensem B. UTobObI
[PEJIOCTABUTH JIOCTYII K [IPUJIOKEHUIO ero KiueHram (kauenmam B) depes xocr b.example. com,
noavaosamenv B coznaer pecypc VirtualServer B.

o Obwedocmynnas Konewnas mowka, Koropas Haxoaurcsa nepen Pod-amu ANIC. O6brano sro TCP-
6aJIAHCUPOBIIVMK HAIPY3KH (06IaYHBI, IIPOrPAMMHEBIIL HJIN AIIIAPATHBIN) UM KOMOMHAIMS TAKOTO
GasiaHcupoBIuKa Harpys3ku ¢ cepsucom NodePort. Kauenmo A u xauenmo, B IOAKJIIOYAIOTCS K
CBOVM HPHJIOKEHUSAM UePe3 00wedocmyntyio KOHewHY10 MmowKy.

1 mpoCTOTHI HEe yaTeHbl MHOTHE HeobxouMbie pecypcbl Kubernetes, Takue kak Deployment u Service,
KOTOPBIE aJIMAHACTPATOPY U MOJb30BATE/ISAM TaKKe HEOOXOINMO CO3/IaTh.

Hasee ucciieayem Pod ANIC.

2.3 Pod ANIC

Pod ANIC cocrout u3 ogHOro KOHTeHepa, KOTOPHIil, B CBOIO 0Y€pe/lb, BKJIIOUAET B cebsl CIIeyrolee:

e [Ipouecc ANIC, xoropsiii HacTpauBaeT Angie B cooTBeTcTBUM ¢ Ingress W JIpyrUME peCypCcaMmu,
CO3J@HHBIMU B KJIACTEPE.

o [nashwili npouecc Angie, KOTOPBIN yrpaBiser pabounmu nporeccamu Angie.

e Pabowue npouyeccv, Angie, KoTopble 00pabaTHIBAIOT KJIMEHTCKU TpaduK U OaJaHCUPYIOT HAPY3KY
H& CepBEpHbIE PUJIOXKEHMUS.

B HpI/IBe,ZLeHHOfl HUZKe Ta6J'II/IIle OIIKMCaHO KazKJI0€ COeIMHEHNE C YKa3aHUEeM €ro TUulia:

2.3. Pod ANIC 4
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Ne Twun Onucatxne
coeanHe-
HUS
1 HTTP Prometheus nzsiekaer merpuku ANIC u Angie yepes koneunyio Touxky HTTP,
’ KoTopyto mpegocrapiser ANIC.
O IIpumeuannue
Prometheus ue tpebyercs st ANIC, u 9Ty KOHEUHYIO TOYKY MOYKHO OT-
KJIFOUHTh.
HTTPS  ANIC obpamaerca k API Kubernetes, 9To0bl MOJIYYUTh TOCIEIHUE BEPCUU
2. pecypcoB B KiacTepe, u BbinoJiaser 3amuch B APl s obnossienusi crarycon
00pabaThIBAEMBIX PECYPCOB U BBIJIAYN COOBITHIA.
HTTP Kubelet uposepsier rorosuocts ANIC (3nadenue 1o ymosrdaxuio :8081/
& angie-ready), uTo6bl onpegesuTs roropaocts Pod ANIC.
4 Daii- Korma ANIC 3amyckaercs, OH CIUTHIBAET 3 (PailyIoBOW CHCTEMBI wWabA0HDL
’ JIOBBII KoHPuypayuu, HeoOXoauMbIe JjIs reHepaluu Koudurypamnun. [11absiorsr pac-
BBOJI- IIOJIO’KEHBI B KaTaJjiore / KOHTeHepa U UMEIOT paciiupenue .tmpl.
BBIBO/T
Dait- ANIC zanuceiBaeT B cBOM TOTOKM stdout u stderr »KypHAJbBI, KOTOPbIE COOU-
3 JIOBBII paroTCa Cpesoil BBIIOJIHEHNA KOHTEHHEPOB.
BBOJI-
BBIBOJL
Daii- ANIC renepupyer kongueyparyuro Angie Ha OCHOBE PECypCOB, CO3/IAHHBIX B
& JIOBBI KJIacTepe U 3alnchiBaeT ee B dailoByio cucreMy B nanke /etc/angie. @aityibt
BBOJI- KOH(DUIYpAIUKA UMEIOT pacimpenue . conf.
BBIBOJL
. Daii- ANIC 3zanuceiBaer TLS-cepmugpuramor u karouyu u3 Beex cexkperos TLS, Ha
’ JIOBBIIA KOTOPBIE CCHLIAIOTCS Pecypchl Ingress u npyrue pecypcsl, B QailIoByIo CHCTEMY.
BBOJI-
BBIBOJT
HTTP ANIC wusBnekaer merpuku Angie gepe3 UNIX-coker unix:/var/lib/angie/
< angie-status.socket u npeobpasdyer ux B ¢opmar Prometheus, ncnosbsye-
MBI B 11.1.
9 HTTP Yro0bl yOeIuThCSI B YCIEIIHOCTH IePe3arpy3Ku KOHd)I/IpraLLI/II/I., ANIC npo-
‘ BepsieT, UTO MO KpaiHeil Mepe y OJHOro pabouezo npouecca Angie ecTb HOBast
koudurypamusi. s sroro ANIC tipoBepsieT KOHKPETHYIO KOHEYHYIO TOUKY
uepe3 UNIX-coker unix:/var/lib/angie/angie-config-version.sock.
1 N/A Yrobsl 3ammyctursh Angie, ANIC 3amyckaer KOMaH/y angie, KOTOpasi 3aIlyCKaeT
0. 2na6HbLI npoyecc Angie.
1 Curnan  Yrob6sr mepesarpysutrh Angie, ANIC Boimonnasier komamray kill -HUP $(cat
’ /run/angie.pid), KOoTOpas NpOBePsieT KOHMUIYPAIUIO U OTIPABJIAET CATHAJ
[epe3arpy3Ku 24a6HoMy npoyeccy Angie.
Curuman  Yrober BeikTIOUnTb Angie, ANIC BbINOTHSIET KOMaHIy angie -s quit, KOTO-
12. pasi OTIIPABJISET CUTHAJ TJIABHOTO BBIKJIIOUEHUS 24a46HOMY npoueccy Angie.
13 Daii- Laasnoiti npouece Angie oTpaBiisieT Ky pPHAJIBHBIN BBIBOJ] B CBOH ITOTOKH Stdout
‘ JIOBBIA u stderr, KOTOpble COOMPAIOTCS CPEION BBIIOTHEHNS] KOHTEHHEPOB.
BBOJI-
BBIBOJT
14 Daii- Inasnvid npouyece Angie canrbiBaer TLS-cepmuguram u kaouu, yKa3aHHbBIE
’ JIOBBI B KOH(MUI'YpAIUH, [IPH 3aIIyCKe UJIH IIepe3arpy3Ke.
BBOJI-
BBIBO/T
Daii- Lrasnwiti npouece Angie CINTBHIBAET KOHPUYPAUUOHHDIE Pallab, TIPU 3aILyCKe
= JIOBBIIA WU BO BPeMsl TIepe3arpy3KH.
BBOJI-
BBIBOA;
2.3. Pod AMICian  asnwi npouecc Angie YUpaBisieT KUZHEHHBIM UYUKAOM PAOOYUT npoueccoe5
e Angie. On cozmaer paboune IPOIECChl ¢ HOBOW KOHMUTypanueil 1 OTKII09aeT
MIPOIECCHI CO CTAPOIi.
Daii- Pabowuti npouecc Angie oTIpaBIsieT XKy pHAJIBHBIA BHIBOJ B CBOM IIOTOKHU Stdout


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#pod-conditions
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
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2.4 TMpouecc ANIC

B srom pasgese paccmarpuBaercs apxurekTypa mnporecca ANIC, Bkiiodasi Cieayionye Bopochr:
e Kak ANIC obpabaTbiBaeT HOBBII pecypc Ingress, coO3IaHHbBINi TOTB30BATEIEM.
e Kparkoe onmcanne toro, kak ANIC paboraer u Kak OH COOTHOCUTCs ¢ KOHTpoJiiepamu Kubernetes.

e Pazymunbie kommoneHTh! mporecca ANIC.

2.4.1 OGpaboTka HoBOro pecypca Ingress

Hwuxke pacckazano, kak ANIC obpabarbiBaer HOBBIN pecypc Ingress. [Ijist TpoCcTOTBI MBI IIPEJICTABIISIEM
rJIaBHBI 1 paboumii mporneccsl Angie B Bujie eaunoro 0sioka Angie. Takyke obparure BHUMaHUE, YTO
pecypest VirtualServer u VirtualServerRoute obpabarsiBatorcst aHaIOTHYIHO.

Obpaborka HOBOrO pecypca Ingress Bkirodaer B cebs CJIeIyIONINE TATH:
1. Hoavzosamenw cozmaer HOBBIA pecypce Ingress.

2. TIponece ANIC mnosepKuBaeT ksu, pecypcoB B Kiacrepe. Kaui COJEPXKUT TOJBKO T€ PECyPCHI,
koropsle uarepecyior ANIC, takue kax Ingress. Kow cunxporusupyerca ¢ APT Kubernetes, or-
CJIezKBasd U3MEHEHUA B peCpr'dX.

3. Kak TosibKO B kowe MOsIBIsSETCA HOBBIM pecypc Ingress, oH yBeIoMIIsIET KoHMYp ynpasierus 00
M3MEHEHHOM pecypce.

4. Konwmyp ynpasierus TOJIyYIaeT MOCTEIHION Bepcuio pecypca Ingress m3 xawa. IlockosbKy pecypc
Ingress ccputaercs Ha Jipyrue pecypcebl, Takue Kak cekpersl TLS, xonmyp ynpasaerus takxke mo-
JIy4aeT IIOCJIe/IHAE BEPCUH JIIOOBIX PECYPCOB, HA KOTOPBIE BE/LyT TAKHUE CCHLIKU.

5. Kowmyp ynpasaenus reaepupyer TLS-ceprucdukarsr u kioun u3 cekperoB TLS u 3anucbiBaeT ux
B ailyioBy1o cucremy.

6. Konmyp ynpasienus TEHEPUPYET U 3AMUCHIBAET Konduzypayuornve datiabv, Angie, KoTropble cooT-
BETCTBYIOT pecypcy Ingress, u 3amnucbiBaeT ux B (ailjIOByIO CUCTEMY.

7. Koumyp ynpasaenus nepesarpyzxkaer Angie um 0XKuJaeT ycIemHoil nepesarpy3ku Angie. B xome
epe3arpysKu:

e Angie caurbiBaer TLS-cepmuguramov, u karouu.
e Angie cunrbiBaeT KoHPUYPAUUOHHBIE Hatinvl.

8. Konwmyp ynpaeaerus TeHepupyeT cobbiTue s pecypca Ingress m obHOBJsieT ero craryc. Ecim
rmepe3arpys3Ka 3aBeplinaercsd Heyladeil, coobitre Oymer coaepKarh coobiienne 06 ormudKe.

2.4.2 ANIC — 3710 koHTponnep Kubernetes
OcHOBBIBasICh Ha IIPUMEpE U3 IPEIBIAYIIEro Pa3iesa, Mbl MOXKeM 000OIUTh MPUHIUIIBL PAbOTH! Ingress:

ANIC nocmosmmo obpabamuvieaem Kak HOGbE PECYPChl, MAK U USMEHEHUS 68 CYULLCTEYIOWUT PECYDCAT
xaacmepa. B pesysvmame xondueypayus Angie ocmaemca axmyaivroli 0as Pecypcos KAGCMEPa.

ANIC asasiercst npumepom kourposiiepa Kubernetes: ANIC 3amyckaer KOHTYp yIpaBJIeHUsI, KOTOPBIi
rapanTupyert, 9o Angie Bcerga GyJeT HACTPOEH B COOTBETCTBUY C YKEJIAEMBIM COCTOSTHUEM (9TO PECyPCh
Ingress u jpyrue pecypcsl).

ZKemaemoe cocTOsSIHEE COCPEOTOYEHO B CIEAYIONUX BCTPOEHHBIX U mosb3oBarenbeknx (CR) pecypceax
Kubernetes:

e Konduryparus 6a/laHCUPOBKY HATDY3KHU YPOBHS 7:
— Pecypcor Ingress
— Pecypcnr VirtualServer (CR)
— Pecypcnr VirtualServerRoute (CR)

2.4. Npouecc ANIC 6


https://kubernetes.io/docs/reference/using-api/api-concepts/#efficient-detection-of-changes
https://kubernetes.io/docs/reference/using-api/api-concepts/#efficient-detection-of-changes
https://kubernetes.io/docs/concepts/architecture/controller/
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e IlomuTuku ypoBHs 7:

— Pecypcsr Policy (CR)

Koudurypanus 6anancupoBku HATPY3KH yPOBHS 4:

— Pecypcsr TransportServer (CR)

OGHapy»KeHre CEpBUCOB:
— Pecypcsr Service
— Pecypcer Endpoint
— Pecypcnr Pod

Koudurypamnus cekperos:

— Pecypcer Secret

T'nobanbras KoHbUTypaIust:
— Pecypc ConfigMap (Tosbko ofuH pecypc)
— Pecypc GlobalConfiguration (CR, Toabko omun pecypc)

B cnenyromem pazzesie Mbl paCCMOTPUM pa3jindHbie KOMIIOHeHTHI mporecca ANIC.

2.5 KomnoHeHTbl npouecca ANIC

B sTom pazmene mbr onumrem kommoueHTHI mporiecca ANIC u To, Kak OHE B3aMMOJIEHCTBYIOT, BKJIFOYAS
CJIeTyIOIIHE BOIIPOCHI:

1. To, kak ANIC cyeauT 3a U3MEHEHUSIMU PECYPCOB.

2. OcHOBHBIE KOMIIOHEHTHI KOHTYpa yupasierus ANIC.

3. Kak »1u koMmoHeHTHI 00pabdaThBalOT U3MEHEHHE pecypca.
4

HeckombKo AOMOMHATETHHBIX KOMIIOHEHTOB, KOTOPBIE NMEIOT peInaloliee 3HadeHne A1 00paboTKm
U3MEeHeHUA.

ANIC nammcan Ha go U B 3HAYUTEIBHON cTerneHn 3aBucut ot kianenta Go s Kubernetes.

2.5.1 Ksawwn pecypcos

B pasnene Oopabomia 106020 pecypca Ingress mbl ynomunasu, aro ANIC nojiepKuBaeT K311 pecypcos B
KJacrepe, Koropeiit cuaxporusupyercs ¢ API Kubernetes, orciexkuBas uamenenust B pecypcax. Mbl Tak-
JK€ YIOMUHAJIN, 9TO KaK TOJBHKO KIIIT OOHOBJISETCsH, OH YBEIOMJIsIET KOHTYD YIpPaBaeHUusS 00 M3MEHEHHOM

pecypce.

Ksm ma camom jejie mpejcTaBisger coboil Habop un@opmepos. Hanee pacckazaHO, KaK MU3MEHEHHS B
pecypcax obpabareiBatorcs ANIC.

e Jlnsg kaxjoro Tuma pecypca, Koropsiit orciaexubaer ANIC, cosmaerca urndopmep. Hugopmep
BKJIIOYAET B Ce0sS Tpamusuwie, B KOTOPOM XPAHATCA PECYPCHI 9TOTO THUTA. UTOOBI CHHXPOHU3U-
pPOBATH 3TO TPEGHUAUWE C TOCTEIHUMI BEPCUSIMH PECYPCOB B KJIACTEDE, UMPBOPMED HUCIOIB3YeT
A PI-unmepgeticor nabarodenus u nepevucaerus Kubernetes mjst 5T0ro TUa pecypcos.

e Korna B kj1acrepe npoucxoqur usMeHenue (HAIPUMED, CO3/A€TCs HOBBI pecypc), uhgopmep 06-
HOBJISIET CBOE ITPAHUAUWE W BBI3BIBAET 0OPAOOTINKY JJIST 9TOTO UHPopMmepa.

e ANIC perucrpupyer obpabOTUYNKN I KazKI0rO undopmepa. B GosbinHCTBE CiydaeB 06pabom-
YUK CO3MIAET 3allUCh JIJIsl 3aTPOHYTOTO pecypca B paboueli ouepedu, TIe SJeMeHT pabodeil ouepean
BKJIIOYAET THUIl PECYPCA, €r0 MPOCTPAHCTBO UMEH U HA3BAHUE.

e Pabouas ouepedv Bcerma MbITAETCS OCBOOOIUTD caMy cebsi: eCJin B ee HAYaJIe eCTh JIEMEHT, O9epelb
YJIAJIAT €r0 U OTIPABUT €r0 KOHMPOAAEPY, UCTIOIH3YsT (DYHKIHIO 0OPATHOTO BHI30BA.

2.5. KomnoueHnTtbl npouyecca ANIC 7
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o Konumpoanrep siBisiercs ocHoBHBIM KomrioHeHTOM B ANIC, KoTOpbIil 1 peasim3yer KOHTYD yIpaBie-
Husi. OQnmcanue KOMIIOHEHTOB CM. B pazjese Kowmyp ynpasaenus. Iloka 1ocTaTovHO 3HATH, UTO
JUIst 00pabOTKHU 3JIeMeHTa pabodeil Ouepein KoHmpoAsep IMOJIydaeT IOCJIETHIOI BEPCHIO pecypca
U3 TPOHUAUWA, TIEpEHACTpanBaeT Angie B COOTBETCTBUU C PECYPCOM, ODHOBJISIET CTATYC Pecypca u
orupasJsier coobrrue yepes API Kubernetes.

2.5.2 KoHTyp ynpaBneHusi

B arom pazzene paccmarpuatorcst ocHoBHbIe KoMoHeHTH ANIC, u3 KOTOPBIX COCTOUT KOHTYD yIpaB-
JICHUS:

e Konrposrep:

Samyckaer koHTyp yupasjerus ANIC.

Cozmaer SK3eMIISPBl  uHGopmepos, o06pabomyukros, pabouets ouepedu W JIOMOJHUTETHHBIX
BCIIOMOTATEIbHBIX KOMIIOHEHTOB.

— Bxirouaer MeTO/| CHHXPOHU3AIMH (CM. CIIEIYIOMIAI PA3IEN), KOTOPBIN BBI3BIBAET Pabouasn 0ue-
pedv 17t 06pabOTKY U3MEHEHHOT'O PECYPCA.

Ilepemaer uaMeHeHHBIE PECYDCHI B KOHGU2Ypamop s lepeHacTpoiikn Angie.
o Komduryparop:

— Tenepupyer daitel kKoudurypanun Angie, kiroun TLS u ceprudukaTbl Ha OCHOBE pecypca
Kubernetes.

— Ucnonbayer menedorcep Jjist 3alUCU CreHepUPOBaHHBIX (hailjioB u nepe3arpy3ku Angie.
e Mememxep:
— VYupasisier Ku3HeHHBIM TMKJIOM Angie (3amyck, nepesarpyska, 3aBepiieHue paboThl).

— VYupagJisier KoHGUrypanuoHHbiMu aitiamu, kiaodamu TLS u cepruduraramvu.

BcnomorartenbHbie KOMNOHEHTbI

Ectb apa jonosiHUTEIBHBIX BCIIOMOTIATE/IbHBIX KOMIIOHEHTA, MMEIOIINX PeIlaollee 3HaUeHne Jjisi 0bpa-
6orku m3menenuit: Kongueypayus u Jloxarvnoe xpanuauue cexpemos.

KoHdpurypauus

Kondwurypamust comep:kut mocsenee JIOIMyCTUMOE COCTOSTHUE PECypcoB KOHMUTYpaAIUH OaTaHCHPOB-
ku Harpysku ANIC, xkak To: pecypcol Ingress, VirtualServer, VirtualServerRoute, TransportServer u
GlobalConfiguration.

Kongueypayusa nopyepusaer oneparuu gobasjenus (s 100aBJIeHUs UM OOHOBJICHUS) U YAAJECHUS
pecypcoB. Korma Bl 100aBisieTe, OOHOBIIsIETe WK yIAJIsSeTe PeCyPC B KOH(MUTYPAINN, OHA JIEJIAET CJIe-
JyIOIIee:

1. IIposepsier 06beKT (B ciayuae J0GABIEHUs NN OOHOBJIEHUS ).

2. Bprauciisier n3MeHeHUs B 3aTPOHYTHIX Pecypcax, KOTOpble HEOOXOINMO IIepeIaTh B KOH(MUTY PAITUIO
Angie, Bo3Bpalas n3MeHeHUsI BbI3LIBAIOIIEH CTOPOHE.

Hampumep, korma BbI j1o6aBiisiere HOBBIN pecypc Ingress, xondueypayus BO3BpaliaeT u3MeHEHUe, Tpe-
oyromiee ot ANIC nobasiienusi Kouduryparyn Jjist SToro pecypca B KoHdurypanmuonnbie daitisl Angie.
Jpyroit mpuMep: ecyii BBl ClIeJIaeTe CYIIEeCTBYIONMIA pecype Ingress HelefiCTBUTENBHBIM, KOHPUYPAUUA
BepueT u3Mmenenue, rpedyioriee or ANIC yranuTs KOH(MUrYypaIUIo JJIsl STOr0 Pecypca U3 KOH(MUrypalu-
onnbIX (daitnos Angie.

Kpome toro, xongueypayus rapanTupyer, d9To TOJBKO ojauH pecypc Ingress, VirtualServer wm
TransportServer (TLS Passthrough) comep»kut onpeesennsiii xoct (Hampumep, mysite.example.com),
u ToabKo omun pecypce TransportServer (TCP, UDP) comep:KuT Onpene/ieHHbIi TPOC/IyIuBaTeIb (Ha-
upumep, opt 53 miga UDP). 91o rapantupyer, 9ro B KoHdburyparmu Angie He nmpouszoiiger Koamu3uit
MEXK/Iy XOCTOM U IIPOCJIYIIABATEIEM.

2.5. KomnoueHnTtbl npouyecca ANIC 8
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B koneunom cuere, ANIC rapantupyer, uro Kordurypamus Angie B dailjioBoil cucreme oTpazxkaer co-
CcTosiHME OO'BbEKTOB B KOHPUYPAUUY B JIFOOOH MOMEHT BPEMEHHU.

JlokanbHoe xpaHunuuie ceKpeToB

JIokayIbHOE XPAHUIIUIIE CEKPETOB COIEPXKUT JOIYCTAMBIE CEKPETHBIE PECYPChI I CHHXPOHU3UPYET C HIMHI
cooTBercTByIoNue (haityibl B daitaoBoii cucreme. CeKpeThbl NCHOMB3YIOTCS JIJIsT XPAHEHUST CePTHHOUKATOB
n ximoveit TLS (tun kubernetes.io/tls), meHTPOB cepTudUKAIMN, & TAKXKe KJIUEHTCKUX CEKPETOB
nposaiiepa OIDC.

Korma xonmpoanep obpabarsiBaeT n3MeHeHNE B pecypce KOHMUIYPAINH, TAKOM Kak Ingress, oH co3maer
PAaCIIIPEHHYIO BEPCUIO PECYPCa, KOTOPas BKJIIOYAET 3aBUCUMOCTHU, TAKHME KAK CEKPEThI, HEOOXOINMbIE JIJIst
rerepanuu Kouduryparuu Angie. Jlokaavhoe Tpanusuwe cexpemos TO3BOJIIET KOHMPOALEDY IOy IUTD
CCBUIKY Ha (HalIOByIO CHCTEMY JIJIsl CEeKPEeTa ¢ MOMOIIBI0 KJII0Ua CeKpeTa (IpOCTPaHCTBO UMEH/UMS).

2.6 [llepezarpyska Angie

B cnemyromem pasmene paccMaTpuBaeTcs Iepe3arpyska Angie B IEJIOM M, B 9aCTHOCTH, €€ PeaTH3aIust
B ANIC.

2.6.1 llepe3arpy3ska B uesiom

Ilepesarpyska Angie HeoOXoIMa, JIJTsT TIPUMEHEHNST HOBOM KOH(DUTYPAIUY U BKITIOYAET B Ce0sl CJIEYIONIIE
JefiCTBUS:

1. Anmunncrparop ornpasisier curaag HUP (3aBucanue) roasHOMy mporneccy Angie, 9To6b1 3ary-
CTHUTB IIEPe3arpy3Ky.

2. T'maBHbIil TIporiece 3aBepinaeT padboTy pabodmx MPOIECCOB CO CTAPOil KOH(MUrypaueil u 3amyckaer
pabotme TMpOoIEeCcChl ¢ HOBOM KOHMUTYpaIiieii.

3. AMuHECTPATOD MPOBEPSIET, UTO Iepe3arpy3Ka yCIEeITHO 3aBePIIeHA.

O IIpumeuannue

Obparurech K JoKyMeHTayu Angie Jijis oJrydenust 6oJiee oApoOHONH nHGOPMAIH O Iepe3arpy3Ke.

Kak BbInonHUTL nepe3arpysky

Hpoununsiii daiin Angie (angie) nomuepKuBaer oOnepanyio Iepe3arpy3ku ¢ mmapamerpoMm -s reload.
Korma BbI ucriosp3yere Ty OHIHUIO:

1. TIpormecc nposepsier HOBYO KoH(MuUryparuo Angie u 3apepinaer paboTy, ecjii OHa HeJIefiCTBUTEIbHA,
BBIBOJISI COOOIEHNs 00 ommbKax B stderr.

2. Own noceutaer curaan HUP rrasHomy niporieccy Angie u 3aBepiiaer pabory.
B kauecTBe anmbrepHATUBBI BBl MOXKeTe OoTHpaBuTh curaaj HUP HermocpencTBEHHO TyIaBHOMY IIPOIIECCY
Angie.
Kak ybeauntbca B ycnexe nepesarpysku

Komanga kill -HUP $(cat /run/angie.pid) He jokujaeTcs 3aBepineHust nepesarpy3ku Angie. B
pe3ysbTaTe UMEHHO aMUHUCTPATOP HECeT OTBETCTBEHHOCTH 3a IOATBEPXKJIEHHE ee yciemHocTu. EcTb
HECKOJIbKO BapHaHTOB:

e IIposepbre, cO37aIT Jin IJIABHBINA IIPOIECC HOBBIE pabodme rporecchl. Hampumep, 3amycTuB ps uin
npounTas dailJIoByio cucreMmy /proc.

e Ornpasbre HT'TP-3ampoc B Angie, u eciu oTBeTUT HOBBII pabounii mporece, Bl Oy/iere 3HATh, 9TO
Angie ycrienao nepesarpy3uiics.

2.6. Mepesarpyska Angie 9
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(i ) IIpumeuanue

st aToro Tpebyercst JIOIOJIHUTE/IbHAsT HACTPOiiKa Angie.

Ilepesarpyska 3anumaer Hekoe BpeMsi, 00braHO He Menee 200 Mc. DTO BpeMsi 3aBUCUT OT pa3Mepa KOH-
duryparmu, koaudectsa TLS-cepTudukaToB un Ka0Ueil, BKIIOYEHHBIX MOIYyJEl, M0oapodHOCTeH KOHGbU-
rypammn u J0CTynHbIX pecypcon IIIT.

MoteHumnansbHbie Npobnemsi

B GospmmacTBe ciayudaes, ecian koManga kill -HUP $(cat /run/angie.pid) 3aBepiiaeTcst yCIEIIHO,
repe3arpys3ka Takzke Oymer ycuerHoil. B pegkux cirygyasix mepesarpyska 3aBepIiaeTcs Heyaadeil, u riias-
HBIA nporecc Angie mo6aBuT coobinenne o6 ommbKe B »KypHaJl omubok. Harnpumep:

2022/07/09 00:56:42 [emerg] 1353#1353: limit_req "one" uses the
"$remote_addr" key while previously it used the "$binary_remote_addr" key

Ormepariust BBITIOJHSIETCS [JIABHO; Tlepe3arpy3ka He MPUBOIUT K norepe Tpaduka Angie. OpHako gacTbie
repe3arpy3Ku MOTYT IIPUBECTH K MOBBIIIEHHO 3arpy3Ke MaMsTH U MOTEHIIHAJbHOM ocTaHOBKe Angie ¢
ommbkoit OOM (HexBaTKa HaMsITH), 9TO NPUBEJET K morepe Tpaduka. ITO MOXKET ITPOU30ONTH, e€CJIn
Bbl 1) npokcupyere TpaduK, KOTOPBINA UCIIOIB3YET JOJATOKUBYIIME coeaunenus (nanpumep, Websockets,
gRPC) u 2) gacro nepezarpyzkaere KoHMUryparmio. B 3ToM cirydae Bbl MOXKETe CTOJKHYThCHA C HECKOJIb-
KUMU IOKOJIEHUSAMY 3aBepIamonux pabory pabouux mnporeccoB Angie (crapbie pabodne mporeccsl Angie
He OyIyT 3aBepINaThCsd JI0 TeX IMOp, IMOKa BCe COeIUHEHUsT He OyIyT MpepBaHbI OO KJIMEHTAMH, JIHOO
[IPOKCUPYEMBIMU CEPBEpaMU, €CJIU TOJBKO BbI He HacTpoutTe worker shutdown timeout, uro 3acraBut
cTapble pafo4ne IMPOLECChl 3aBepIIaTh PaboTy Imocie TafiM-ayTa). B KoHeuHoM cuere Bce atu pabodme
IIPOTIECCHI MOTYT MCYEPIaTh JMOCTYIHYI0 CUCTEMHYIO TAMSITh.

ITockosbKy Kak crapble, TaK M HOBBIA pabodme Impouecchl Angie cocyImecTBYIOT BO BpeMs IIepe3arpy 3K,
OHa MOKET IPHUBECTH K PE3KOMY YBEJINYCHHUIO MCIIOJIB30BAHMA MAMATH BILUIOTH IO ABYKparTHOro. M3-3a
HEXBATKHU JOCTYITHON HaMsITH IVIABHBIH 1porecc Angie MOXKET JIMIMIUTHCA BO3MOXKHOCTH CO3/IaBATh HOBbIE
paboure IpOoIEeCChI.

2.6. Nepe3sarpy3ka Angie 10
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[NMonb3osaTenbckue wabnoHb

s mamenenust kouduryparun Angie miist pecypcos Ingress, pecypcos VirtualServer u ocaosroro daiira
kouduryparun Angie MOKHO UCIIOJIB30BATH TTOJIH30BATEILCKAE MAOJIOHBL.

TTonwzoBarennsckue mabsonst ANIC nacrpauBatorcs depe3 ConfigMap ¢ TOMONIBIO CIIEAYIONMX KIIOYeii:
e main-template — 3ajaeT OCHOBHON mabyioH KoHdurypanun Angie.
e ingress-template — 3amaer mabnon kouduryparmmun ANIC masa pecypca Ingress.

e virtualserver-template — 3amaer mabson koudurypamnuu ANIC mrs pecypca VirtualServer.

3.1 MNpumep

kind: ConfigMap
apiVersion: vl
metadata:

name: angie-config

namespace: angie-ingress
data:

main-template: |

worker_processes {{.WorkerProcesses}};

include /etc/angie/conf.d/*.conf;
}
ingress-template: |
{{range $upstream := .Upstreams}}
upstream {{$upstream.Name}} {
{{if $upstream.LBMethod }}{{$upstream.LBMethod}};{{end}}

HA{end}}

virtualserver-template: |
{{ range $u := .Upstreams }}

upstream {{ $u.Name }} {
{{ if ne $u.UpstreamZoneSize "0" }}zone {{ $u.Name }} {{ $u.UpstreamZoneSize }};
—{{ end }}

11
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O IIpumeuannue

e IITa6sioHBI B IpuMepe 0Ope3aHbl JIJIsT KPATKOCTH.

e OcHoBHBIe mIabIOHBI angie.tmpl um angie.ingress.tmpl Haxondrcd IO IyTH internal/
configs/versionl. [ITabmon VirtualServer (angie.virtualserver.tmpl) pacIoJIOXKeH IO IIy-
T internal/configs/version2.

3.2 AwarHocTtmnka owwmnbok

e Eciu nosnbzoaresbekuil mabiion cogepxkut omubky, ANIC He 3amycrurcs. Omubka orobpasuTcst
B JKypHAaJIe.

IIpumep ommbKu:

[Error updating Angie main template: template: angieTemplate:98: unexpected EOF ]

e Fciin HEKOPPEKTHBIA MoJIb30BaTEbCKU 11ab/0H 06l job6asyeH nocie 3amycka ANIC, koudury-
parus He obHOBuTCs. Omubka oTobpa3uTces B XKypHaJse, B coobiTuu, cegzanHoMm ¢ ConfigMap.

IIpumep ormmbKm:

Error when updating config from ConfigMap: Invalid angie configuration detected,
—not reloading

Cobortust  ConfigMap MOXKHO TIPOCMOTpPETH € IOMOIIBIO KOMaH/bl kubectl describe -n anic
configmap angie-config.

IIpumep cobbITHsT ¢ OMUOKOI:

Events:

Type Reason Age From Message

Normal Updated 12s (x2 over 25s) anic Configuration from anic/
—angie-config was updated

Warning UpdatedWithError 10s anic Configuration from anic/

—angie-config was updated, but not applied: Error when parsing the main template:
—template: angieTemplate:98: unexpected EOF

Warning UpdatedWithError 8s anic Configuration from anic/
—angie-config was updated, but not applied: Error when writing main Config

3.2. OwarHoctuka owunbok 12
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MypHanbl 1 MOHUTOPUHT

ANIC mognep:kuBaeT MOHUTOPHUHT ¢ TIOMOIILI0 MeTpUK Prometheus u BefeHme *KypHAJIOB.
Ipocmomp orcypranos
Ipocmomp cocmosnusa cepsepa

IIpocmomp cocmoanus pecypcos

4.1 lNMpocmoTp KypHanoB

B ANIC moxn0 ocmorpers »kypuas nporecca Ingress Controller (mpomecca, KOTopblii renepupyer KOH-
durypanuio Angie u nepesarpyzkaer Angie i ee IPUMEHEHUs ), a TAKXKe KYPHAJ JIOCTYIIA U YKYDPHAJ
ommbok Angie. Bee 3anucu uayT B craHIapTHBIA BHIBOI U CTAHIAPTHBIN IOTOK OMMOO0K IIporecca Ingress
Controller. YTo06bI IPOCMOTPETH KypHAJ, BBl MOXKETE BBIIOJTHUTHL KOMaHy kubectl logs mis moja

ANIC.

Hanmpuwmep:

[kubectl logs <angie-ingress-pod> -n angie-ingress

4.1.1 XXypnan npouecca Ingress Controller

2Kypnast mportecca Ingress Controller MOXKHO HACTPOUTD € MOMOIIBIO aAPTYMEHTa, KOMAHIHOW CTPOKH -V,
KOTODBIl 338J[a€T YPOBEHDb JETAJIM3AINHN KyPHAJIA. JHAUECHUE [I0 yMOJYAHUI — 1, P 9TOM 3HAYCHUU
BAITUCHIBACTCS MUHUMAJBLHOE KOJUIECTBO COObITHI. 3HadeHne 3 TMOJIE3HO JJIs yCTPAHEHUs HEMOJIAJIO0K:
BBl cMOXKeTe yBHeTh, Kak Ingress Controller mosywaer obnossienusi or Kubernetes API, renepupyer
koH(purypamuio Angie u nepesarpyxaer Angie.

4.1.2 XXypHanbl Angie
Angie BkIIOUaET IBa JKypPHAJIA:

o Kypras docmyna. B aror xypruan Angie 3anucbiBaer nH(MOPMAIIIO O 3alIpOCaX KJIUEHTOB CPasy
mocyie obpaboTku 3ampoca. 2KypHas nocryna HactpanBaercs depes kKioan ConfigMap: log-format
quist HTTP- u HTTPS-tpaduka u stream-log-format juist ckBozuoro rpacduka TCP, UDP u TLS.
Br1 MOXkeTe OTKIIIOUNTH 3aIHCh XKYypHAJa JOCTYIIa ¢ IOMOINBIO KJIo4ya access-log-off.

o Kyprasa owubor. B aror xypuaa Angie zanucsiBaeT nH(GOPMAIUIO O BOZHUKIIUX TPObBIeMax pas-
JIMYHOTO YPOBHSI KPUTHIHOCTH. DTOT KYPHAJ HACTPAUBAECTCS UYepe3 KJ0Y error-log-level B

13
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ConfigMap. YTo0bl BKJIOYUTH OTJIAJIOTHOE JIOTHPOBAHNE, YCTAHOBUTE 3HavYeHne debug, a Takike
3a/1aiiTe apryMeHT KOMaHJIHOM CTPOKHU -angie-debug. Angie Oyjer 3alyIeH ¢ OTIa/I09HOi BepCh-
eit bunaproro daiina angie-debug.

4.2 lNpocmoTp cocTossHUsA cepBepa

Angie mocrasiisieTcst co crpamnureii craryca Stub Status, Koropast 0ToOpaXKaeT OCHOBHBIE METPUKH.

4.2.1 Joctyn k Stub Status

Heobxomumbre ycmoBus:

1. Stub Status jgoJyizKeH OBITH BKJIFOUYEH 110 YMOJTIAHUIO. Y OeIUTeCh, UTO apI'yMEHT KOMAHIHON CTPOKHU
angie-status 3ajaH Kak true.

2. o ymomuanuro Stub Status mocrymen ma mopry 8080. [TopT MOXKHO M3MEHUTH C IOMOIIBIO apTy-
MeHTa KOMAHIIHOI CTpOoKu angie-status-port. Eciu Bam mopt oriimuaercsa or 8080, m3amenure
xomany kubectl proxy mmxe.

Jrobbl OTKPBITh CTPpaHHUILYy CTaTyCa, BBIIIOJIHUTE CJICYIOIne ﬂeﬁCTBI/IHZ

1. Ucnosb3yiite komauay kubectl port-forward, yTobObl mepeHApaBUTh coequHeHus ¢ nopra 8080
Ha, BaIlleM JIOKaJIbHOM KoMiibiorepe Ha mopt 8080 moma ANIC (3amenute <angie-ingress-pod> Ha
dakTrueckoe uMs 10/1a):

[kubectl port-forward <angie-ingress-pod> 8080:8080 --namespace=angie-ingress ]

2. Orkpoitre 6paysep mo agapecy http://127.0.0.1:8080 /stub status.

Yrobel mosyunTh gocTyn K stub status mssae (6e3 kubectl port-forward), BbimonHuTe Coemyonme neii-
CTBUS:

1. HacrpoiiTe ¢ momormpio aprymeHTa KOMaHIHOH CTpOKM -angie-status-allow-cidrs Osokamu
IP/CIDR, st KOTOPBIX BbI XOTUTE Pa3pelIuTh JOCTYI K crarycy. 1o yMoadaHnuio mocTyn pas-
pemen g 127.0.0.1,:: 1.

2. Ucnomssyiite 1P /mopt, gepes koropsiii gocrynen mog ANIC, 9To6bI MOAKIIOYUTHCS K CTPAHUIE
craryca 1o nyTu /stub_status.

4.3 lNpocmMmoTp COCTOSIHUSI pecypcoB

4.3.1 Pecypcbi Ingress

Pecypc Ingress moxker umeTh cocrosinue, Kyaa sxomut aapec (IP-aapec niam DNS-umst), gepes KOTOpBIit
CTAHOBATCS ODIIEJOCTYIIHBIMHI y3JIBI 3TOr0 pecypca Ingress. AJpec MOXKHO BUAETH B BBIXOIHBIX JAHHBIX
KoMaHIe! kubectl get ingress B crosnbine ADDRESS, kax mokazamo mimxe:

$ kubectl get ingresses

NAME HOSTS ADDRESS PORTS AGE
myapp-ingress myapp.example.com 203.0.113.10 80, 443 2m

ANIC nosizkeH OBITH CKOH(MUIYPUPOBAH TAKMM 00pa30M, 9TOOBI COODIIATH O cOCTOsTHNK Ingress:
1. UcnomnwayiiTe yiar KoMaHIHONW CTPOKM -report-ingress-status.
2. OmpemennTe NCTOYHUK JIJIsT BHEITHETO aIpeca. JTO MOMKET OBITD:

o OmpeteieHHbIH [IOJIb30BATEJIEM azpec, YKA3aHHBIHA B KJIIOYI€ ConfigMap
external-status-address.

e Cuyx0a tuna LoadBalancer, Hactpoernnas ¢ BuermauM [P-anpecom wim 6e3 HEro u yka3aHHas
C TIOMOTIBIO jIara KOMaHTHOM CTPOKM -external-service.

4.2. TpocmoTp cocTosHUs cepeepa 14
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Cwm. mokymenTanuio o kJodam ConfigMap u aprymeHTaM KOMaHIHONW CTPOKH.

O IIpumeuannue

IIpu 3aBepmenun paborsr ANIC me oummaer craryc pecypcos Ingress.

4.3.2 Pecypcbi VirtualServer u VirtualServerRoute

Pecypc VirtualServer wian VirtualServerRoute comeprxkut moste cocrostaust ¢ naGOpPMANAEl 0 COCTOSHIN
pecypca u IP-ajgpec, depe3 KOTOpBI CTAHOBSITCS OOIMETOCTYITHBIMUA Y3JIbI 9TOTO pecypca. Bbl moxke-
T€ YBUJIETb COCTOAHME B BBIXOJHBIX JIAHHBIX KOMaH[ kubectl get virtualservers miam kubectl get
virtualserverroutes, Kak HOKa3aHO HUKE:

$ kubectl get virtualservers

NAME STATE HOST IP PORTS AGE
myapp Valid myapp.example.com 203.0.113.10 [80,443] 34s

YT00bI TPOCMOTPETHh BHENIHUN aJpec MMEHH y3Jia, CBA3AHHBINA ¢ pecypcoM VirtualServer, ncmosmn3yitre
napamerp -o wide:

$ kubectl get virtualservers -o wide

NAME  STATE  HOST IP EXTERNALHOSTNAME U
. PORTS AGE
mysite Valid mysite.example.com ae430f41a1a0042908655abcdefghi jkl-

<,12345678.eu-west-2.elb.amazonaws.com [80,443] 106s

(5 ) IIpumevuanue

[Ipu HamuYuy HECKOJIBKHUX a/IPECOB OTOOPAXKAETCs TOIHKO IIEPBBIH U3 HUX.

Y106bI TPOCMOTPETH JOMOJHUTEILHBIE 3JIPeca WK JOMOJHUTEIbHY0 HH(MOPMAIIMIO O CMamyce pecypca,
HCIIOJIB3YHITE CIAETYIONTYI0 KOMAHLY:

$ kubectl describe virtualserver <NAME>

Status:

External Endpoints:
Ip: 203.0.113.10
Ports: [80,443]

Message: Configuration for myapp/myapp was added or updated
Reason: AddedOrUpdated
State: Valid

Cneuudumkauus cocrosiHus

Caemyromue 1oJisi orobparkaroTcest Kak B craryce VirtualServer, Tak u B craryce VirtualServerRoute:
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Onuncanne cyHKUMOHaNLHBIX xapakTepuctuk, sepcus 0.7.6
Mone Onucanne Tun
State Tekymiee cocrosinue pecypca. Boamoxkuble 3uadenus: Valid (momycrumo), string

Warning (Bammanue) u Invalid (memomycrumo). JlomosHUTENbHBIE CBEIEHUSI
CM. B IOJIe message.

Reason IIprunna nocseHero OOHOBJIEHUSI. string

Message [lomonnurenpHas HHGOPMANUS O COCTOSHHM. string

Externall Chnucok BHEIIHHX KOHEYHBIX TOYEK, JIIi KOTOPBIX XOCTHI pecypca sBistiorcs — externalEndpoint/
0011 OCTY IIHBIMU. /

Caemyrotee mose oToOpazkaercsi TOIBKO B coctosinnu VirtualServerRoute:

Mone Onucaxne Tun

Reference¢ VirtualServer, xoropsiii ccpuraercsa na 3r1oT VirtualServerRoute. @opmar: string
IIPOCTPAHCTBO WUMEH/UMS.

ExternalEndpoint

lNone Onucatve Tun

IP Bremnwuit IP-agpec. string
Hostname Ajpec umenu ysia BHemnrHero 6ayancuposiuka LoadBalancer. string
Ports Cumcox BHEIIHUX IIOPTOB. string

ANIC joirken ObITH HACTPOEH TaKUM 0ODOpa3oM, ITOOBI cOOOmMATH O cocrosiHum VirtualServer wim
VirtualServerRoute.

Eciu et xorure, yrobbr ANIC coobima 0 BHEIHNX KOHEYHHX TOYKAaX, OlPEJIeUTe HCTOYHUK JIJIsi BHEIII-
HEro ajipeca. 9TO MOXKET ObITh:

e OmpeneneHHbIH IIOJTb30BAaTEJIEM aJjpec, YKa3aHHBII B KJTIO'e ConfigMap
external-status-address.

e Cuyxx0a tuna LoadBalancer, nHacrpoennasi ¢ BHemHuM IP-ajipecoM mim 6e3 HEro m ykasaHHas C
TOMOIIBI0 hjiara KOMaHIHOM CTpOKHU -external-service.

Cwm. okymenTaruio 1o kiaodam ConfigMap u aprymentam KOMaHIHOW CTPOKH.

OcraJibHbIe 10JIsT OY/IyT BKJIIOYATHCS B OTYET U 6€3 HACTPOEHHOIO BHEIIHETO aj[peca.

O IIpumeuanne

IIpu 3aBepinennn padorer ANIC He oummmaer craryc pecypcos VirtualServer u VirtualServerRoute.

4.3.3 Pecypcob Policy

Pecypc Policy Brimrouaer B cebst moJie craryca ¢ nadOpMaIiyeil 0 COCTOSHUT pecypca. Bl MoxkeTe yBUI€TH
CTaTyC B BBIXOJHBIX JAHHBIX KOMaHIBI kubectl get policy, Kak MOKa3aHO HUZKE:

$ kubectl get policy

NAME STATE  AGE
webapp-policy Valid 30s

YT00BI TPOCMOTPETH JOIOJTHUTEIBHBIE 3/IPECa UK JOMOJTHUTEIbHYI0 NH(MOPMAIIIIO O CMamyce pecypcea,
HCIIOJIb3YHTe CIeIyIONTyI0 KOMaHy:
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$ kubectl describe policy <NAME>

Status:
Message: Configuration for default/webapp-policy was added or updated
Reason: AddedOrUpdated
State: Valid

Cneuundmkaumns cocrosiHus

B cocrostnun Policy oTrobpaskaroTcst ciemyronue moJs:

lNone Onucatwve Tun

State Tekymee cocrosgume pecypca. Bo3amoxkuble 3nadenus: Valid (;LOHyCTI/IMo) ni  string
Invalid (HemomycTuMo). JI0moaHNTENbHbIE CBEJEHHS CM. B IIOJIE message.

Reason [Iprunna nocseiHero 0OHOBJIEHUSI. string

Message lomosuuresbHast HHMOPMAIUS O COCTOSTHUN. string

4.3.4 Pecypcbl TransportServer

Pecypc TransportServer Briodaer B cebsi 110jie COCTOAHUA ¢ MHPOPMAINMEN O COCTOSHUU pecypca. Boi
MOZKeTe YBHUJETh €r0 B BBIXOJHBIX JAHHBIX KOMaHIbLI kubectl get transportserver, Kak IIOKa3aHO
HNZKe:

$ kubectl get transportserver

NAME STATE  REASON AGE
dns-tcp Valid AddedOrUpdated 47m

YT1006BI TPOCMOTPETH JOMOJTHUTEIBHBIE AJIPECa WU JOMOJTHUTETbHY0 HH(MOPMAIIIIO O CMaMmyce pecypcea,
HUCHOJIB3YHTE CJIETYIONIYI0 KOMaHY:

$ kubectl describe transportserver <NAME>

Status:
Message: Configuration for default/dns-tcp was added or updated
Reason: AddedOrUpdated
State: Valid

Cneuundmkaumns cocrosiHus

B cocrostanm TransportServer 0ToOparKaroTcst CJIeYIONTHe O

[Mone Onucanne Tun

State Tekymee cocrosinume pecypca. Bosmoxkuble 3Hadenus: Valid (momycrmmo), string
Warning (BHmmanme) u Invalid (HemomycTumo). JIOMONHUTENBHBIE CBEEHUST
CM. B IIOJIe message.
Reason IIpuynna nocienHero 0OGHOBIIEHUS. string
Message [lomonHurenpHas HHGOPMANUS O COCTOTHHM. string
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rMABA D

[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2026, OO0 «Be6-Cepsep». Bce npasa sammuiieHs.
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