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Angie PRO J2MHE—TEMRD Hi & FIA LR Web ARZS 550

Web k55852 —Kilid HTTP PrlaR%&H PR LML SR U AR, #11a0, Angie PRO A T12
Bk, BN R, HEk B BIIRSS Kin AN RIBYE LN Z ARG, S PTTMs, (EH%
MR, 5k APIRS KRR E, EE 5 " Sapsan” YI%E LINZ ARG BN, FHFRYIEKE AT
PAH Angie PRO AbHE,

Angie PRO J&:
o JBH Web 558, i CIBEHRS.
o L4-L7 SE3. AVFEIRSS #ZEX TCP/UDP #HA HTTP AT EMH,
o REEMEANRSS 2. 1 RIERIGAZHIHILI Web RS HIE PUIETT,
o TEFIERATES LW, f£ Alpine, Debian, Oracle, RED OS. Rocky fl Ubuntu Az,
o mPERE, TS EREAY Web IRF5EZ—
%% Angie PRO HUFRFR:

« 5 NGINX 0SS #%., Angie PRO 5 Nginx 5E23#%, A ELMAIIER Nginx P LFERKE
FRARBARSS SRR ] Angie PRO,

o WORAIGEITHISEI RS, Angie PRO $RETEREATSCIN IS5 s T BT,  REMSARYE T dlic B fFidt
TASECEER, JFRIRSTRITE 2 n]

o fRBRIRSS BRALANAARCE., RVFEERN REST S EHAMRSIHRHLE, THRRSHM
o SRAFCEMBR, $RALEH AL APT MBRZEAFICRNEES), THRERS L,
o ARBRIRSS AR EANEHERI, Rod A1, (R RN R A AR S 2 4.
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FIABHENE, FE HTTP API 523 Angie PRO FCEZBIEIASEH,
A DNS Hii,
EgnaiilidiviiN

WENEE=TIBPNEF, Angic PRO SHFAZHE NGINX =778, FERWTILELE, #
UEDIRERN (RS

HENFXFY, BEIETE Angle PRO EEFHPERZFZX, limit req 5,
Remie A~ PRI R S IR 55 a4 PR, RERS 1A A P SE LB fE Web IR S5 as YA FRAIRAR

5 Angie PRO BARMIRERFIERTESMR A5 R fU4E Nginx, Nginx Plus. Apache, Envoy. i/ NGINX
fROCTT R (OpenResty, Tengine, Cloudflare) PAK Yandex HIAFRRTT .
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3.1 BZ{TEH= ]

BJA5N Angie, 1E{#H systemd HATLA R

‘$ sudo service angie start

IR ERBIEE, TR

‘$ sudo angie -t && sudo service angie start

Ryl WER

‘$ sudo angie -t && sudo service angie reload

{Z1E Angie:

‘$ sudo service angie stop

I, JBATA R DAR Angie TSI IEEIELT:

‘$ curl localhost:80

ik
THERRA Angie BYIE1T75TARTRER 24575 2T o
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Angie H—PNEHEMZ AN TIEHE, EHENGIRBRNITHGECE, H4HP TOEHR, TIEHERAr s
FRAVIEK, Angie {f AT HARUBEIFRE THAE RS RINLH], £ T/EMEZ M &SREER, T
TEHEBE AR E X E X, Al DN e R B EE, el DARIERTH CPU OB % (&
Wworker _processes)o

BLE G, Angie ESTEIR HATE L ZNZ X (HATZprozy  cache path HHY keys_zone) Jill#T EH
B, DAEHAY ERERE rT AR EAT], MR ERE, QSR T XK/ NE S, iR A A A s H At
R FBIRE TN, Angie FIdFKE S (failed to restore zone at address), H HASHHXIEIKE L
fill,

3.1.1 EFRES

] PS5 R0 Angieo BRUATELT, THBREHRE ID 25 A /run/angie.pid, X4
AIDAERC BN BAE angie. conf M pid 15 HK, THBESFUTES:

TERM, INT PRIE K]

QUIT P <M

HUP BT INEACE, BRI X ((UEHT FreeBSD 1 Linux), {# FH 58 #1/5 AL E 5 30
R TAEEAR  ref: LHE <worker shutdown timeout> A IHA T/E#HAE

USR1 BT H S S

USR2 FHRT AT

WINCH LA %A TAEHAR

R DS kill REEE

$ sudo kill -QUIT $(cat /run/angie.pid)

AT DAGE MG SRl TR, REIXZAIEN, XRIESH:

TERM. INT e ]

QUIT At KA

USR1 BT HE

WINCH TR RERIE (FERHHdebug_points)
3.1.2 B E

NTIE Angle BEFTIREPECE M, BIA EHRR X HUP (55, TR ERAERRARE, K52
FUFECE, W HAESCA R &Ry RN ATITEC BRI, TR IR E SO RS A 1
FLEIZTT, WM AT, EHRREaHH LIERRR, FFa M TR AR, R eI XM,
(HE AR S H I B RSO IR 2 P iR (IR S5 . (EATE & iSRS e, (HRY LRt
FERF K,

Angie IREFENHBRIILEES, REBMIRSSEEXEEINE 1 ITE, X8 BRSO B E N2
TN, FAE AR AR ] D

3.1. E1ThH=EF 5
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$ sudo angie

$ ps aux | grep angie

angie: master process v1.11.7 #1 [angie]

angie: worker process #1

PRINEHNEEC B (TCIRR S A KPR E ), Angie X NFENCEHC B AR QL

$ sudo kill -HUP $(cat /run/angie.pid)

$ ps aux | grep angie

angie: master process v1.11.7 #2 [angie]

angie: worker process #2

GRER AT LB TAEERRARERIZTT, EA TR LT AT DL

$ ps aux | grep angie

angie: worker process #1

angie: worker process #2

ik
NERELE RS S RiE; HT50 Y, Angie TMERESLHI RS S

3.1.3 BEBEFXH

TR HES, A, ARG, AEERAIE UsR (55, TR EFHT A L AT Y
HESE, FHEN i gialT TR o IEHEFHT IS, EHREAFT AT
PFHRE A TR R T H F S, TR RS2 B TR S5 A A SR, IR, 1B L
SZRIRT A0 B, BN &40,

3.1.4 FELFAROTHATXH

BRARARSS 2R AT SR, BRI BRI AT T S, ARG, MFERFELIE USR2 55, FiE
FHEE Y/ A AR ID I XFEMA T A . oldbin JFEZRAYHTSCHE, HIlAN /usr/local/angie/logs/
angie.pid.oldbin, ZRJGEENHTHT AT AT IR, Bl HAT X X 2B 3T TAEHRR,

HER, IHNE#EASXAHRTER T, A0%E, v DVEME DS R TR, aRHa
PAT S ARAZTAAIT, 2] DUREXA MRz —:
o AR EHRAIE HUP 55, IXREENT IR E AL T Eae TR, A5, AT oE
W EHT R RIX QUIT (55 RIUHE XA A FtRe.

o FHTAIEHRARIE TERM (55, ERIAH TAERARNE, WRENZANRH, RA MR
AR, THAIE KILL B SRH AR M HHH FHERNR N, [HA =R B 88 s r TAEE
*5130

3.1. iE{TEHEH 6
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QNS ERPRIR Y, IHA AR W AIERE 1D BSCHA A MIBR . oldbin JE5K.
QUERTHER RN, EIAREHARAIE QUIT 155, REFERRRE,

BLE G, Angie S TEANRATE L Z NI (HATZprory cache path HHEY keys_zone) Jill#T EH
B, DAEHTHY R T AR AT, Nt mriERe, SR H T XK/ NE S, i fIR AR A s AR
K FEURE W, Angie LKL (failed to restore zone at address), H H A XIBIKENL
il

3.1.5 H<ITH’IRN

=% =i BRMLITSHEIEIER, REREH,

—--build-env E%ﬁ%*@ﬁ%ﬁﬂ%ﬁﬁb%ﬁ, RIFIEH,

—c file EH file TEONECE XM, TIASZEER BRI

-e file EH file fEBETR HAESXHE, AR MAINASIT . FRME stderr TEEPRER
i,

-g directives ® B2 R K&K 2, il 4:angie -g "pid /var/run/angie.pid;
worker_processes “sysctl -n hw.ncpu’;'",

-m. -M EoRAERBER (-m) SN BEMEINERR (-Mm) FFIR, AEBH,

-p prefix 9 angie fEFHIEER prefiz B2 (ARG #SUFRTERI E5R; BRIAN /usr/local/
angie/)o

-q ERLE T -t B -T, MBI REIRIEE,; A, TR,

-s signal A FHERIEES: stop. quit. reopen. reload %,

-t AR S, AREIR . Angle M AL BRI, 3968 H AR 2K S

-T 5 -+ M, BERAE SR E RN IE G, SR B b H 2R
o

-v 7R Angie A, AEIE,

-V IR Angie MR, FiashiA, AN R DA BERTRT M@ 28, AR H.

3.2 &%, |iF. #Kk. BE

3.2.1 ERAMEHLEI

Angie SXFFZMERALETT R, FE 7T AR ] HPERR TR E B G . 3R 2 M5 ER T G B Angie
W2 HANERE RSN %, B2, ERE, Al DUER use 152 BAEREERZLELTT %,

DA 2 AT IR R AL BT T

3.2. F#&. 2. FK. BE 7
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FiE it

select T . ERAEGHTENTFE LB RBER, 7TRAEH
-—-with-select_module il —-without-select_module Ay %2 348 T9 R 5 il 5 FH Bl 2
FH AR AR

poll T . ERAEGR T ENTE LB RER, ATRAEA
--with-poll_module F --without-poll_module #4 %% I >R 58 il j5 FH 5 55 A itk
RS,

kqueue =715, AT T FreeBSD 4.14. OpenBSD 2.9+, NetBSD 2.0 #1 macOS,

epoll =R, ATAT Linux 2.6+

/dev/poll  EiXUITIE, ATAT Solaris 7 11/99+. HP/UX 11.224 (eventport), IRIX 6.5.15+ #
Tru64 UNIX 5.1A+,

eventport  event ports FJ{ERJHT Solaris 10+, (HTEXIME, B /dev/poll Fiik. )

3.2.2 HTTP &Rk
HTTP EREZT— RGN, 158N B TR X hb s,

Post-read WIGERT B, TEUERTBRIAF Real P #ER,

Server-rewrite LI Rewrite BHHE XAE server H (fHTE location B4k HIFESHIMEL,

Find-config Rk B, MR4ETER URI &8 locations

Rewrite KT server-rewrite HEE, (HEMNHTE L —MEBOEEH location HHIE X
B rewrite LM,

Post-rewrite RO BL, UNSRFE Rewrite FTBHEIX T1E KM URI, WPKHIE R EEMZEIHTH loca-
tion, W[F] Find-config FTEL,

Preaccess TERERT B, FrifE Angie BEEL (40 Limit Req) M EAMIEEIRRE,

Access O UEZE i A AU HIE SR T B, I8 18 U8 FHARIE Angie S8 (0 Auth Ba-
sic) RSE,

Post-access Kok EL, b satisfy any $68%

Precontent FRERIERFS S (W try  files Fmirror) TEIEI BEM BT ER T,

Content BN B B, 2 MRE Angie BIETEMBOEM EAINAERF, &
f&Indexo prozy pass. fastcgi _pass. uwsgi_pass. scgi_pass Fgrpc_pass FES
TESEALRE,
SRR AR A A, ERH A — DA

Log RIEMEL, PATIERH &I, HETRA Log BEHTE I BLE A AR 7 DA
1TViA H &L,

3.2. F#&. 2. FK. BE 8
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3.2.3 TCP/UDP £iE4bE
K E% PR TCP/UDP 2GR — A5 L, 1ESANM B TR & KA FE:

Post-accept B PR S HIRAA R BL, TERERTBLA M Reall P #EER,

Pre-access KA T AR T B B TR BV A Set HBEER,

Access TESE PR EAR A R < BT FR lI2 P i T TR B TEIERT BV Access Bk,

SSL KA TLS/SSL KIEIBTEL, FELLITBEIEFH SSL Ak,

Preread KOEEARZ TR X IR B, ARV (W1SSL Preread) TR Z
BT EE,

Content SEERACEREAR BRI B, 18P M Return BRAIZ FURAIEMIN., prozy pass

A AT,
Log ISR P 2 IE ARSNGB, TR ERAF Log BEEL,

3.2.4 HbIEIEK

FE#ARR 55281 4%

B, R EBOAIRSS A i _E RS BRI, 2805 AT DATETE SRACERAT DA R B Bl AR 55 s 44 K, 8D
B2 5 IR 55 A Be B A £

o fE SSL B TR, MRYE SNI $ZRTHIE,

o WHERITZ)E,

o WFE Host SkFEZE,
QISRAEACBIESRATER Host kP B S RIE RSS2 24 FR, Angie R HI S FR1E N ARSS 2344 %o
TEIXEER B — D B, #RTREN FH AN FIRYARSS AL B, (R, R W E HfR

o MTFssl_protocols $6§4, MMXFIFRE OpenSSL FEAEMRMEEIT SNI 18 K44 HR N IR 55 A lic B Z /il
RHE, K, B OOERIAIRSS #HEE.

e client_header _buffer size %ﬂmmyef&lashes FE2EBOERIT Z RN, R, IX 35 <5 FH EIA
k5% eelic Bal fH SNI &R SS eelil B,

. XﬂLﬂ:ignorefinvalidiheaders\ large__client _header _buffers Munderscores in__headers ?E‘/%, A

S EREPIER LT B, IRSS delic BICHUR T2 S IRIE TR RITE Host SKFBRIHAT T M,
o FETRME R A S AT IE R EIE RIVIRSS SR h i error_page $5MEHH,

BT 2R AR 5538

Angie B 7CHEMNARSS 28 ML K, FHE— A ANECE, HArE =N ERUIRSS #8811
80:

server {

listen 80;

server_name example.org www.example.org;

3.2. & &F. Bk BF 9



* Angie
Software

IhEEHEIR, lRA 1.11.7

# .
}
server {
listen 80;
server_name example.net www.example.net;
#
}
server {
listen 80;
server_name example.com Www.example.com;
#
}

TEMACE S, Angie (VRYE Host Sk BAE MR MRS 8FRLZAL TSR, Q1R I SKAIE S (MRS 2844 PR
HANITEL, SE TR EE ST B, Angie RATIE KISt 2 Hm TRUBRIAIRSS 28, 1E_LHAYECE S, ZOA
RS EEHE — N —IXJE Angie BIFREERINT . WRT LA listen 1B HH) default_server ZEUEIN
FRE MR 55 25 L %2 BRIA R 55 25

server {

listen 80 default_server;
server_name example.net www.example.net;

#

ik
BIER, BOMRS SRR EZRFREYE, MAZIRS a2 IRIE M,

EfR{t &%
EFREE% (IDN) NAEserver name F8LHHER ASCII(Punycode) FRNERIEE:

server {

listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; #
#

3.2. EE. £F. Bk, BFE 10
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PELIE SR 5E SRR 3528 B BRETTE K
QR RLARVFRZA Host SKFERAVIER, A] PUE X — Ml B B IR TR R AR S5 45

server {

listen 80;
server_name ""
return 444;

}

J

FEHACE T, RS as BRI E NS FATER, BRI Host SKFERAVIER, SRGIRE —PRIRATIEIRHE
A 444, ZA 2K HERE

PHEETEBHRNET IP MENRSEE
IEFATRE P EERHIELE, Hrh— B Ol 55 as MW A R A bk

server {
listen 192.168.1.1:80;
server_name example.org www.example.org;
#

}

server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80;
server_name example.com wWww.example.com;
#

}

J

EHBCE S, Angie B ERIEserver Jeilisten F62MIITERAY P kAR T, Rf5, BAREULAL 1P 3o
HERDUR B server BB server name 8 HINRIE KM Host ShFE, WRAIKFIIRSS LR, ZIEKEFH
ERIAARSS 2RA0E, 4N, 7656 1T 192.168.1.1:80 LFZULEIRIRT www . example . com HYIH KAF H 1% LAY ER
INIRSS A —BNEE — RSS2 —— AN www . example. com AR I3 &€ Yo

QnATRE, BOIARSS a5 2 Wi TR E L, AT DAY AN R B3 2 SCAN R BRIA AR 55 45

server {

listen 192.168.1.1:80;

server_name example.org www.example.org;

3.2. EE. £F. Bk, BFE 11



* Angie
Software

IhEEHEIR, lRA 1.11.7

#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com wWww.example.com;
#

}

ERAE

EZE—DREIAN PHP WuGACE

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

location ~* \.(gifljpglpng)$ {

expires 30d;

location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;

include fastcgi_params;

Angie B /SR BT EFATRA BB EARIIRIZ location, MAZEEMIFIHIT., 4 LEHihlE
Hr, ME—RIETSR location /& location /, BEVLEMELAAIENR, HEENRGIIER. A Angle IRIRECE

3.2. &, &iF. BK. BE

12
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SRR BRI R AG 2 E 2R 208 XY location, 85— PNILECIRIEA R SEIHER, Angie ¥EH %
location, ﬁn%‘%?&ﬁftﬂ!ﬂﬁiiﬁllﬁmi%ﬂi, Angie R 2 BB B EARIYETSR 1ocation,

ik
A 22U location XINIRIERITH URI #7r, THESE, XRENEIRTFR I SEE] DAL
#rhy e, Bl

« /index.php?user=john&page=1

+ /index.php?page=1&user=john

b, EEFrFRATREUSERRENSE:

e /index.php?page=1&something+else&user=john

MAEIEBATE B LIARCE P AT BIE K -

o 1K /logo.gif EHFCHATS location / VLAL, ASFHIENIFEIAX . (gif| jpglpng)$ PEEL, [HI,
BHJGH location A3, fH$ES root /data/www, T RMLILEESCH: /data/www/logo.gif, I
KSR IR P i

o 15K /index.php WEJCHATZ location / VLHD, ARJGHIENFEIXX | (php)$ ULEE, K, &
/53 location ZbFE, 1EREUEHEZNANT 1localhost:9000 B FastCGI RS 88, fastcgi param 18
2F FastCGI 2% SCRIPT_FILENAME K E Y /data/www/index.php, FastCGI HRZS#HUTIZL
e, 2B $document root BN root JFEIQ/?\EI/‘J{E, Q%$fastcgiisc7’ipt7name WENIEK URI, B
/index.phpo

e 1E3K /about.html {XHATS location / PLEL, KIAEL location LB, f#H$54 root /data/
www, JBRBELETEI S /data/www/about . html, FEAF SRR IELE R i,

REFRIESR 7 BONE S, EAXVHRETZE location / ULAC, [RILH I location AbH, A5 indes FERIEHE
S root /data/wuw FELMIAR IR EFME. WRXM /data/www/index . html AEEEH
/data/www/index.php f#1E, ZIELHITE| /index.php NFPEEM], Angie FHRIEZR location, %
TERBHE P UGAEN—E, WRTATR, BERBIE KRR H FastCGI kS H4A0HE,

3.2.5 KB5S

Angie B/ WG RRHIE N RS 4%, AT, Angie SRR, R A SIHREER
IR55 8%, MIXEEARSS AR RN, FRHMA N A A A5 F i

— A B AREE AR 5 A -

server {

location / {

proxy_pass http://backend:8080;

3.2. EE. £iF. &K, A% 13
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ProxYy__pass B2 Angie K% P umiE SRAL 825 5V backend: 8080 (HHNHEEAIIRS #%) ., BB IFZH
5% AT T — A EAEIER,

FastCGIl {¢IE

Angie A]HITRIEREEHENSATHASMESRMEMIZES (W PHP) RN HEFH FastCGL RS
o

5 FastCGI IRFS a3l & H R IEAN Angie BCE W NAEH fastcgi pass T8 RF prozy  pass 6%, AN
i fastcgi_param FEL BRI FastCGI RS A IS EL, RIKX FastCGI RS54 AIAE Localhost: 9000
Vildle £ PHP 1, SCRIPT_FILENAME Z¥(H THIEMASFR, QUERY_STRING SEH TLiEIE KS4,
A RRAIECE LT :

server {
location / {
fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;
}
location ~ \.(gifljpglpng)$ {

root /data/images;

}

HEBIRE T — RS, ZIRGSHEEIER GRSEBIERERIN #id FastCGI PhiE& i EI7E
localhost:9000 BT RERARSS B8

WebSocket {tIE

SORIEEM HTTP/ 1.1 FHEZF| WebSocket, FFEMH HTTP/1.1 HREEH BhXYIE <https://
datatracker.ietf.org/doc/html/rfc2616#section-14.42>¢__ MLl

SR, XEA—DHBZAL: BT Upgrade Ski2— ‘BBkk <https://datatracker.ictf.org/doc/html/
rfe2616#section-13.5.1>°, ‘EANRNE BB R RIIRSS 88, FEIERIAEEH, 20 ] DU H]
CONNECT 77 iR MR A, (HIZFN75 RG] T R AR, KO8 % P o A RE A A AR 55 A5 Y
A1, HEANBEIRS & LI TR ACEL,

Angie KLY —MUERFIRAIRIERS, QURBREERIAIRSS aR [EREE0N 101 (DSBS BmaRL, FF B2
@I IR Upgrade SKIEREMXDIHE, WIARVFEZ P ImAHERR 55 g < RN REE.,

GnAEiATE, BBk (B45 Upgrade fl Connection) AR FUnfEIBZIHAEAIARSS &5, Kk, N T ik
BARFRA AR S5 28 HITE 2 P ot U451 WebSocket WM ARE], #0200 AL X 23k :

location /chat/ {

proxy_pass http://backend;

3.2. . K&, Bk, BE 14
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proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

— N EE ZHREER TR IE R P imniE Kk 2 S FTE Upgrade FE., RIRE ZIRBIWCHEARSS 78
A5 K H Connection SKFEXHIE:

http {
map $http_upgrade $connection_upgrade {
default upgrade;
'' close;
}
server {
location /chat/ {
proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
}
}
}

FINBEHT, R RHEWNIRSHRE 60 HANEREELETMEE EREEECH, 1] DLE
Hprozy read timeout &G MBLEBN N R], =%, 7T PURKEH B AR 55 A5 BE B o E R X Web-
Socket ping i PAEE B N HAG B IE L2 B RTE S

k- el ]

FE26/ 1N SE01 2 [RIEEAT S M2 — ) I RTEOR, AT BRTEA R, SRR, R
IMERFF R A

Angie A] URERRAT HTTP fEt9fids, KRB LI Z DN ARTP RS S, MMER Web MR
FRROPERE. Iy R PRI A] SR,

fHH Angie AT RS BR A B ACE RTRELN R ATR:

http {

upstream myappl {

server srvl.example.com;

3.2. . K&, Bk, BE 15
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server srv2.example.com;

server srv3.example.com;

proxy_pass http://myappl;

}

server {
listen 80;
location / {
}

¥

1 FERRBIR, [F— R A= B BEATE srvi 8] srva o S0H R B SR HT%
i, ERINEREW, HMASRR R EIIEIIHEIEEE: weight. least conn FMip hasho Angie IR A
BISCHIE SN (Ba)) IRSs ast BRI, IXEEARMGEH upstream LR SXHserver W maz  fails
Mifail _timeout F&LHATHLE,

3.2.6 HFILR

#HiE

PR T ACS RIS, k] DUS AT I H &,

Syslog

error_log Maccess log ¥ XFFICKE syslog, LA NSEH TALEZ syslog M HEILR:

server=address

facility=string

severity=string

167E syslog IRSFARMMIbL, HubERT DURIRA L IP itk (Fhelidesn) , sRAE
"unix:" BIZETEER UNIX SERTHE, WRARfEEmA, NERH UDP b
M1 514, WISRIA RN HZAS TP Hidik, I A 28— M@,

WHE syslog HEMIKHE, W RFC 3164 FE X, AIRERIZMEELE: "kern",
"user". "mail"\ "daemon"\ "auth". "intern". "lpr"\ "news"\ "uucp". "clock".

"authpriv", "ftp". "ntp". "audit". "alert", "cron", "localO".."local7",

FRINEN "local?",

5E M access _log B syslog HERI™EMEL I, W RFC 3164 H5E, FIRERIE
error log $8 0B 280 (H) MHE, BRIMEN "info", FHIRHEN™
EEH Angie #i%E, HItTEerror log 8RS EL

tag=siring WHE syslog HEHIIRE, ERIMRZE "angies
nohostname R IETE syslog 1HESKHERNN hostname F-E%,
syslog FCE R
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error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;

access_log syslog:server=[2001:db8::1]:12345,facility=1local7,tag=angie,severity=info combined;

3.3 REER
AHGRINA Angio HIBUABIR, ROGEELRY, FIHHEOTBR, DR E TR,

3.3.1 R

ZRRPHR LIRSS SR A BT R O RENEC B R <, JRACBRHE S5, VB TIERE, RCEF MK
IR DURALIEE ARTEERANTE R, e SHTRETHE, iR HSIC R AL RE R RS 81T
NHIRHHE S

B E R

user www WWw,

worker_processes 2;

error_log /var/log/error.log info;

events {

use kqueue; worker_connections 2048;

B

accept__mutex

JE2FS accept_mutex on | off;
EINME accept_mutex off;
R events

YEH accept_mutex B, TAEFRRHIMESTHNER, WERARNLE NI, AT T/EEREER S UREHER
FIER], XA RE S AR R IR ER, Fepl @ pmE S E R/ D IE R R,

#HiE

f£371F EPOLLEXCLUSIVE FRasfI RSt L sl reuseport 82K, ILFREH accept_mutex,
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accept_mutex_delay

Bk accept_mutex_delay time;
BRINME accept_mutex_delay 500ms;
T events

WRIEH T accept_muter, IELTEE TAEMRTES — D TIEMR IEE O THNERN, SRR EEHE

R R AN AL,

daemon
Bk daemon on | off;
FINE daemon on;
T main

WiE Angie 2NN RIEIT, XEEAETF LR,

debug__connection

[=2ES debug_connection address | CIDR | unix:;
BIME —
ETFxX events

NRFER PR R IR HE, HEMERR SR errorlog 8 RENHES, ERTLOET IPv4 5
IPv6 Mk, MR FAIZIEE SR, N THH UNIX SEREFER, fH wnix: 2805 R HEE,

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

wHik
BEIAR AR, HERTHE Angie INEH HIAHE,

3.3. [FAEER
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debug_ points

Bk debug_points abort | stop;
IRINME —
R main

AR H TR,

HRAENEHEIRN, GIaE TESERERMRLEER TR, B debug_points FfOIREBLSIF
(abort) BRfEILIERE (stop) PAMEM ARSI ERHATHE—D 047,

env
[=2E env variable[=value];
BRINE env TZ;
o974 main

BOANEILT, Angie MMPRMHAGERYRIIFTAINGEZR, H 12 ZEERIN, HIES VPR Rk
R R, BE TR Ee R AR &,

XA )
o AERTHRATSCPRISEIN 12 BRI AR &
o BiPerl FBEHAEM
o X TAERRERTH

TEER, DA AR HI R SE AT REFF A ERA R, RN (GRS &2 &, mylaafes
FEIFERL AR AT, T2 ZRIRLAARATFF AT Perl BEERLTTIA], BRARAIRHAC BN H A5 2o

Bl

env MALLOC_OPTIONS;
env PERLSLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY CERTS=1;

#Hik
ANGIE FAAS R Angie WHSEE, NN HH P EIZIRE,
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error_log
[E=2FS error_log file [level] [[filter=type:value] ...];
EINE error_log logs/error.log error; (B{{ZHURT --error-log-path HELILIN)
EFx main, http, mail, stream, server, location

P HEIER, AER B EIGHEEZ N HE, WRIE nain BLEIHIARIIFE X HEXF, HEH
BN

F-NSHEFEEAEHERN S, FRE stderr BB IRT. BEECESsyslog FIHEILR, HH
"syslog:" %R, ZICRE| TEIANIZERMIX, HH "memory: " BIZRE R M X A/, IXi@H HTHEIA,

ﬁi:/\%}ﬁiﬁﬁaﬁf\?&%”, AIDAZPA Rz — debug. info. notice. warn, error, crit. alert =1 emerg,
XL G B AN 5] e BB H SRR RIS ™ B MR TH R

RE HIRRIL A

debug debug. info. notice. warn. error. crit. alert. emerg
info info, notice. warn. error. crit., alert. emerg
notice notice. warn, error., crit, alert. emerg

warn warn, error. crit. alert. emerg

error error, crit. alert. emerg

crit crit, alert. emerg

alert alert. emerg

emerg emerg

NRAHE I SEL, WEEH error MERNBRIAHERH,

AIIEH) filter= SEIRAPKILEIHE T AHE, ISR A:
o filter=file: prefiz VEECIESCHRTZE (140, ngx_http_access_module.c);
o filter=event:prefiz VCELH{E ID #i4% (141, http.upstream.peer);
o filter=tag:tag PEECHIINZEIH B 55 H PR

%/ filter=file: B{ filter=event: ZHUBILAIZKILHL, (ETPLACHS R IFH EIEIL, 21 filter=tag:
SHER ARSI, A AR ZhE I (BI140, http, stream. mail. upstream, peer,
subrequest), AT LUEIL error log user tag 52U,

ik
P debug HEPHIAERL, HHAEAEE Angie B HIKXHE,

R H SRS EEBA PUMS
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timestamp [level] PID#TID: *request_id message

Hr:
o timestamp —FHFHYH G A
o level —SH{FHIHEZ
o PID#TID —HRRHILARIRIALT
o *request_id —ME—RYIERIRIRFT (WNHRIEH)
« message —fHIRECHMHE SR

events
Bk events { ... };
ERINME —
X main

NN PR T 2 PR S B B RS

include
B include file | mask;
LN —
oS4 any

KA — M STEE mask IEECHISXAFEEEIRCES, BE RSO S TETRIEMRITE SR,

TP

include mime.types;

include vhosts/*.conf;

load_module

181 load_module file;
L NN —
4 main

MIETE AN AR, QI RFEAEATZAXT #5128, WIBET —-prefix MEIETHTHERE, ZIGUERKTE:

$ sudo angie -V
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B

load_module modules/ngx_mail_module.so;

AERENSHREBUZ N AR Angie MRRRAFIEER, MIECR RMOF RSB RHYHIR: "module .7 was

9
o

built for ”..” but you are running ”Angie

lock_file
THIL lock_file file;
EIME lock_file logs/angie.lock; (BRIZENIRT --lock-path FEEIEIN)
4 main

Angie ERBHIHIRE M acceptmuter FFFISILZNERITIH, ERZHRGE, BUZEHET#
TREHR, RIEAREIAES, B2, ERERG L, RKEMHERE lock file HLHl, HFEXRBEDIF4AH

[k

master__process

[F227S master_process on | off;
EINME master_process on;
X main

DUER GRS TR, 20t Angie TR A G,

multi_accept

[F227S multi_accept on | off;

FINE multi_accept off;

Hol5"4 events

on TAEERE R RN 2 AR e
off TARMRR IR EESZ — DR
ik

GURAEM kqueue EEFEALTETTIR, NIRBMGIHAS S, BN E TR HMESREZHE R A,
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pcre_jit
[E27S pcre_jit on | off;
EINE pcre_jit off;
R main

L AR ATT IR N ) TR kS FHBEEA BININ 1% (PCRE JIT),
PCRE JIT 7] DA hsE E N ZRIA AL,

#HiE

JIT 1£ PCRE JE 8.20 kA KA EATH, B8 2fiH --enable-jit ALEIRTIME, XfiH PCRE &
¥ Angie N (--with-pcre=), {f] —-with-pcre-jit EIFH JIT XFF,

pid
=275 pid file | off;
ENIN pid logs/angie.pid; (BEIRBURT --pid-path HJHELIEIN)
T main

TEERFE Angie THERE ID HY fileo, 2O DAREF 77 XA, IXTHRHARIGL W, off WEEHIAI
HESF

wHik
NRTEEHEL EIRB T file I E, (HEFHRAISERT PID XHFRIRFSHEE, WA EH O8It

ssl__engine
[E=2FS ssl_engine B
EINN =
TR main

TR A SSL AN s HI A4 R

ssl__object__cache__inheritable

1Bk ssl_object_cache_inheritable on | off;
FINE ssl_object_cache_inheritable on;
X main
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nSRJEA,SSL MR (SSL IEH. FABH. ZAEER CA UEH. CRL F5R) TR E HBT &N Sk,

QUERMSCHINERR SSL X R AESIN RIAISC AR S| B LIXRECEINE DORIH Bk, WAk, f6EH
engine:name:id.E@*A%ﬁikﬁiﬂ<é§ﬁ§ﬁﬁﬁ&,ﬁﬁ*ﬁ?fjb data:value HIFATHIGRXHARK,

M BN SSL XM RICTEBAR K,

Nk

ssl_object_cache_inheritable

http {
server {
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;
}
}
thread_pool
=275 thread_pool name threads=number [max_queue=number];
ERINE thread_pool default threads=32 max_queue=65536;
TR main

T SRR name MIBE, T 28R BRBRIEIE S, HIHZE TARER,

threads ZH0E i HILRIZEL,

QSRR BT SRR T AT SS, RS EASI PR max_queue ZEXIRM FLVFAERASIFRERFAY
E55%m. BUAMEOLT, BB ERZ AT 65536 MESS. 4RSI HIN, 554 DUEIR TR,

timer__resolution

18 timer_resolution interval;
LN —
X main

FEAR AR BT IS B8 0 2R, M) gettimeofday () RETEHMIIREL, BRIANEMN T, BREEKE
MAZHEHNE SV gettimeofday Q0o FEMRHIRIG :samp: gettimeofday () {NAEFEE [AIRE P VE FH —1X,

Bl:

[timer_resolution 100ms;

[F] B ) A S SIS B R T e {6 L Y 75 1
o QNERfHF kqueue, WIEER EVFILT_TIMER Jd7EES;
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o WIRAEH cventport, MEH timer_create();

o HBN{ER setitimer o

use
B use method;
EIME —
T events

TR T 1) method, BREAFEEIIEE, HN Angie BRIAS MR RSBHITTE,

user
Bk user user [groupl;

BRINE user < MESH --user> < WESH --group>;
EFx main

TE N TAEHREHE user # group FHE (HIESH WESE), WREMW group, WEHS user FIFAH
4,

worker__aio__requests

181 worker_aio_requests number;
LOWINIED worker_aio_requests 32;
EFx events

A aio Flepoll SERACELTT AN, RE AN TIEERIRARZEMFS 1/0 I,

worker__connections

FENER worker_connections number;
LOVNIED worker_connections 512;
94 events

B TAEHERE A] DT IR R R IR

POZICHE, HEFEEEERE (Bl S5 RS SHERSE), AU S&E P miERE, 5—1N5E
RIZEZ, KRRy RN IERECN el S AT I SR B KBRI, Z BRI AT PAE IS worker rlimit_nofile
X
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worker__cpu__affinity

[E27S worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

ERINME —

o974 main

R LEHREHEE CPU £5, 81 CPU REGH AN CPU MIEIMIIR, MiZ &N TIEHEE L —
PNEIREIERG . BUAEN S, TEHEAHE2HEMRER CPU,

fan:
worker_processes 4;
worker_cpu_affinity 0001 0010 0100 1000;

IHEAC BRF B TARMERRPE SRy CPU,

E-F
worker_processes 28
worker_cpu_affinity 0101 1010;

XEE D TEEREYES] CPUO Ml CPU2, 58 AN T/E#HESEE| CPUL 1 CPU3, MIXEIEHT
LA,

RHR(E auto AVFH AR TR EEIA] K CPU:

worker_processes auto;
worker_cpu_affinity auto;

AIERIFERS ST TRR I AT T B 3h48E /T CPU:

worker_cpu_affinity auto 01010101; }

#HiE

ZH5 S NAE FreeBSD #1 Linux FAJH,

worker__priority

HIK worker_priority number;
FINE worker_priority O;
HSl5"4 main
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TE N TAEHERVA M, KUTF nice mPMIMEE: A5 number FRE SN, ARVFIITERDE
M -20 F| 20,

B

worker_priority -10; }

worker__processes

B worker_processes number | auto;
LOWINIED worker_processes 1;
Erx main

TE X TR R,

RAEERRTHFZRR, G5 (EART) CPU L. FIEEdRATRE S IR shas 8o DU Tt X, sk
e, FHIZENATH CPU B EUZ — M AERIE S (fH auto” #22IABHENEM),

worker_rlimit__core

181 worker_rlimit_core size;
EIME —
T main

B TAEHERRAIARZ O S B KR/ MRl (RLIMIT_CORE), FHFAEAERJE FEFERIIE N N ANBR A,

worker_rlimit__nofile

Bk worker_rlimit_nofile number;
ENINE —
EFx main

R TAEHARRM R T SO BR ] (RLIMIT_NOFILE), FT/EREE /S AR E LY AN RR I,

worker_shutdown__timeout

181k worker_shutdown_timeout time;
ERINME —
EFx main

AL B TR LA AT I 18] (DARD M B ), S fase RIS TRI 2R, Angie R 22185 S RIHTTHIAR
AR DME T XM,
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PR PE I M E MR R IEQUIT 55 KRG, ZE SR LIESERE B2 EEIT v g
BRI, TAERRARSUEETESNIE R E RN TR, ARG IUHEMOC I, a0 SRE # (REFHT FF B I ()R I
worker_shutdown_timeout,Angie FF5R il 3¢ HIXEEIERE DASEROC A, BEAN, & i PR R SNERE S
RIS (A 22Dk B lingering timeout 87BN TRIINA 2 2%,

working__directory

Bk working_directory directory;
AIME —
ol 54 main

X TAEERRA AT TR A%, BEEEET AL, XS0, TN ZTE e H
SKAHE AR,

3.3.2 HTTP iR

Access

PRI P TP ik s 24 il X IR 55 as SRR T IRl e SRR TP #ihik, 1P YEEIEK UNIX
SRE R  AR VR ERRH L 75 7], 383 PR AT 90ty B R FH AR o SRR X IR 7 TR R M o 22 2 1

n] DUEH S Auth Basic BB T Auth Request FEHEFIE RS TR IRGIT A, 2 [E R
HoHEF B R BRI, & satisfy $6%

=3t

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

FUFZ N7 P4, EREREIPERCI, 7R Bl, ARV IPv4 %% 10.1.1.0/16 F1 192.168.1.0/24 (-
EIERFE N 192.168.1.1) LA TPv6 MI4% 2001:0dbs: : /32 Wild), BN, FiF#HH Geo 15
P&,

B2

allow

HIK allow address | CIDR | unix: | all;
HIME —
Holi5"4 http, server, location, limit_ except
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TRV M B R [A), RFIRME a1l FORATE %P 0 1P ik,
FFRME unix: FRVHEMT UNIX BERF B,

deny
[E237S deny address | CIDR | unix: | all;
EANE —
o974 http, server, location, limit_ except

TEA T LS B HIE AT ], RFFR(E a1l FRORATH %P 0 1P ik,
RERME unix: EALEM UNIX BERFRITIFL,

ACME

REMERH ACME VHY BERBUERILIEE,

1£ /\)\ﬁﬁﬁ%*@@ﬁi %ﬁy\$/§m@¢[ﬁ*ﬁﬁ%; TR *@%iﬁifﬁ --with-http_acme_module ﬁﬁﬁ'zo TER
H RIS CENEMSEGH, ZER O S TEES,

B & il

B R ERHIFNZ B, 1§20 acme_ config #57

5

acme

£ 1.9.0 IRAL B {CY1E5IH ACME B server HPARIREEMAR (BIFFS ACME #1it)
AR, A& H 7 no valid domain name defined for ACME client” £51%.

Bk acme F47K;
LN —
J:—Fj Server

MNFMESIHEN B ACME & Bserver ¥ server name ?’é’%%’é%ﬂ@ﬁﬁﬁﬁ%, KRG
MIEH: 1R server_name BLE B, IEHH EH DU LUXLLEE R,

IR Angie RSN, BB NFA B DA ROEBIIRATERFAER, AIRERRERARIEREEH, SRR
BANATE, IR ECE R A AR,

#HiE

ZAR SR HENE BiE R P RS HEG, HARIIER I EMAEH, T server HLHTH] DA
& Sacme cert <name> LES|IHIZIET, TIRIZHEEEE acne 52 M server HHFEER acme
N W server name [HHEBRTE R SLATIERIE R Z A0, (B SFHIE A IE T,
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#/iE
H A, SR IENIZRIERIEE 184, XL 44 K15 2,
JERCATIRANAE acme_client I E T challenge=dns WA 327 H5,

A4 A] PAZ R AEE AN R 2B AIE S, B4 RSA 1 ECDSA:

server {

listen 443 ssl;

server_name example.com www.example.com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa,;

acme ecdsa;

acme__client

1E 1.9.0 fRAR KA.
1E 1.11.0 lRAR B AEZEH.

[F=2FN acme_client MK wuri [enabled=on | off] [key_type= KA [key_bits=
F] [email=email] [max_cert_size= #{F] [renew_before_expiry= M [H]
[renew_on_load] [retry_after_error=off| If[f]] [challenge=dns | http | alpn]
[account_key= SZ{F];

EINE —

ol 9"4 http

TEX—NERME—RIZN PRI ACME & P, AV B XA, 2 M EZEN TR, I
HAPNRNX D KNG

4N 525

AR E IR P U FRTE Angie BCEHFFRRIZE 0, PR acme_client. acme 8 FIHEH LA
FREUEEERAS & A B e, AU H S BRI RS e 2 RIR TR

FNBFRSEE ACME HER uri, B4, Let’s Encrypt ACME H3&HJ URI I 2 https://acme-v02.

api.letsencrypt.org/directorys
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#HIE

ACME HEHSTE client B R SXHEAII— D4 location @acme HIfE, AIFHTHECEX ACME H3%
HIIER; BRINBOLT, I location E—MHEBEF uri Mprozy pass ¥, AT ARIEZRNSK B 2
T H AL E,

NT @ﬂi*ﬁ@ii‘&, AFEAER_E TR SR EE E resolver,

#HiE
HTFINA E B, UEBATUE AU IE 5 S (L SR A MRS, BN, Let’s Encrypt HIIUIAIAE <https:

/ /letsencrypt.org/docs/staging-environment/>‘_ A https://acme-staging-v02.api.letsencrypt.org/

directory,
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enabled

key_type
key_bits

email

max_cert_size

renew_before_exp
renew_on_load

retry_after_erro

challenge

account_key

JE FH B F 2 s UE 5 ) BE T G140, 76 A ML B A IR 2 7 S A8 0 e N
ZI, XIRA M.
E NN RS
IEPRIRHE R, HRE rsa,:samp: ecdsas
PRiNH:ecdsa,
IEPARNIEL, ERINE:ecdsa N 256,:samp:rsa A 2048,
PR BB I R I 18 CA BReSs 8 B AR P I (E .
FEEFNER XA AR (LT BAL), DIHER N OFTIE IR
22 MH); RS, FENZEEKR, HSHARE ACME R3S d8 K K
/N B aeme max response  size SRR MK/,
IR B IZSE Angie ARYERL B AV R R KRB, HHHEHTHE
WA 7L,
MR BN EFEIEBEER/NER nax_cert_size {H, M| max_cert_size 18
RSN PAPEEC IR UEH ST RN,
Qﬂﬁ%ﬁi%ﬁfiﬂ%q“%ﬁﬁ%ﬁ@ﬁEqﬁjid‘ﬁﬁii max_cert_size,mUE@%ﬁfiﬂﬁg?giﬂﬁﬁ?Tﬁ%go
EINME: BN,
UEFZE IR R 4R TR I (Al
BRINE:30d,
FEREAE B NN B S 3 i BB IE 35,
TEUEFIREVR I B IR SE AR ], ANSRIREN off, B ARG EH
IHARBUIES
ERINME:2h,
f6E ACME & P Ui 3RiERR, HRE:dns,:samp:http,:samp:alpn.o
alpn fHJEH TLS-ALPN-01 3&1F, 5% Angie #H 5+ ALPN fJ OpenSSL #
3 (A3 FF BoringSSL 5%, AWS-LC ##),
%ﬁi}\{ﬁ:httpo
feE S PEM MR HAR X2, MREEFERHIEKFZHNTAZ
HEAER—, SETENZA ACME & FE— N8 H, IXRAEH.
AR R TR

« RSA ], KEN 8 BIEEL, TEREM 2048 2| 8192 fiL,

« ECDSA %%, &N 256, 384 8¢ 521 fiL,
f87E account_key SN, MR E TS HSEAFTE, AR SAATFLE, Angie K
ZIAERE R AT,
WBIERACME EPuml = 2B ENER B P8 acme client. acme
Bacme hook FELHE AT IR, KM, AR —NE P IRMIZEH N5 —1
& P QA H, AR5 — A% P b R BT B A B R I
AN, BEHAHIEE T enabled=on SEIRE ik QllEE,
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acme_max__response_size

Added in version 1.11.0.

[E227S acme_max_response_size j(/J\;
EINE acme_max_response_size 32k;
o974 http

BRH| ACME IR #s WA 7 1E S B R R INo 411 SR R A3 IEE R, 5K R ROl A RIEB EIZEM too
big subrequest response while sending to client HIEETR, TEHE INIXIE,

acme__client_path

BiL acme_client_path F&{%;
ENINED —
4 http

5 H T A UE BB EAM H SR %fé, IZBSARTEAT RN M S EL --http-acme-client-path HE,

acme_dns_port

£ 1.9.1 FRAR AL E.

HIL acme_dns_port il | ip[: Y] | [ip6][: ¥wH];
BRINME acme_dns_port 53;
R http

TEEMRELEIS UDP A3k H ACME ARS548f DNS 2518 fi (s A ., U 0S40 1 8] 65535 Z A,

S FFEINEE 1P HIEFI RS (T, RIDAER ip: 3% o k&K IPv4 HUHERT [ip6]: 3% oA IPv6
Hisk

acme_dns_port 8053;
acme_dns_port 127.0.0.1;

acme_dns_port [::1];

FUFHEF 1024 sCERAING S, Angie M LAEIH T BUIRIBT,
acme__http_port

Added in version 1.11.0.

1F 1.11.1 iRAR KR AEASE.
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HIL acme_http_port ¥l | ip[: ¥w] | [fip6][: ¥ H];
EINE acme_http_port 80;
o974 http

TEEEHLH T HTTP ACME BifiE R, 5O S A04E 1 3 65535 Z I,

W FEFEIEE TP HbEFA A s O, AT DAMER ip: % oA& AT IPv4 HIEFRD [ip6]: 3 m k%= IPve
Hok

acme_http_port 8080;
acme_http_port 127.0.0.1;
acme_http_port [::1];

QUERIA IRS5 aBC BN MW FE 7 HUMBIERA SR 1, BRSO HTTP RIERIE L F IS as.
ZHEM 1024 BEEARAYNG 145, Angie LB ARIBIT,

acme__hook

£ 1.9.0 FRA K LA,

Bk acme_hook ¥R [uri];
EINME —
ol "4 location

FH BRI ACME % i o AR T F IS R IE, HIE AL e T T2 T R UER, Angie
ZAREIZIE LM location EM—PANERIE K, ERMAHE T X ZEL2ER TR — location HAL
BIEAMIES, B fastcgi pass. proxy  pass, BATAAEAMIE RO FEFER,

ey M%) AL B I IE ACME % Ui B84 FR,
uri WELRITITE; 1HEH FHARIER URL,
BIME:/o

Flan, DURECE R hook 28 & AYMEIEILIE R URI ZI5%5 FastCGI N AHER:

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_
—keyauth;
fastcgi_param REQUEST_URI $request_uri;

fastcgi_pass ...;
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HEZE

fein

$acme_cert_< ZH>

It AFRAY P IR B e — MIET S (WRA) A,

$acme_cert_key_< 4>

it AR i A B UE B B SN A

ik
MEHSAHAE ACME & P3RS 20— MERG AT, & ER a2 AR,

$acme_hook_challenge

FUERA, A]REAYME:dns,:samp:hitp,:samp:alpno

$acme_hook_client

RIEERE ACME & F i 45

$acme_hook_domain

BHIERTIRG . QISRBIBALATIRA, KA * . ATZRILIE,

$acme_hook_keyauth

BT
o £ DNS KEH, FIfE TXT IdkME, I0RBHMEAN _acme-challenge. + $acme_hook_domain
+ .

o« £ HTTP $iE, M rFaRNHE ACME R3S i KR A,

$acme_hook_name

WA, T AFEUAIIUE, BRHEA R AIE & X

8 DNS FIEHHE X HTTP RIEHE X
add (WRINEET) TEE DNS FECEAIRIMEMNE) RSN HTTP 1E5KM
TXT g%, Me 7
remove (FBRTET) A[CAM DNS BCEHMIBR TXT tt HTTP IERAFEAES; 7] DA
e, B 56 w1 2 () B2 & 4 B2 R R
S
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$acme_hook_token

%k, f£ HTTP ik, HMEIERA XM /.vwell-known/acme-challenge/ +

$acme_hook_token,

Addition
PR — N IESS, FH TN R 2 B 2 SE ISR,

4 MNIEARA S, IZBIRBOIAN g, BFREE -~vith-http_addition_module MJEIEIK/F
Ho

fERE BN EENEMEGS, ZEREUSERRES,

B B B

location / {
add_before_body /before_action;
add_after_body /after_action;

B

add__before_body

B add_before_body uri;
EINME —
Hol9"4 http, server, location

FEMA R AR Z TS AINAEBEZE 7E T KIR M SCAR . SEON S FRFER () WIETHAEA& B SERTHC B P 3
IS

add__after__body

Bk add_after_body uri;
EINME —
Holi9"4 http, server, location

FEMA R AR Z JE S INAEBREE 78 T SKIR M SCAR . SEON S FRFER () TIEH AR B SERTHC B P
IS

addition__types

B addition_types mime-type ...;
EIME addition_types text/html;
Holi5"4 http, server, location
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AWERATEE MIME KRB R INCA, BRT "text /html” Z8h, RFFR{E"*” DLELE(T MIME 26

A,

API

APT EERSZE] T — HTTP RESTful #21, FF LA JSON #%zUKE Web ARZS eI ARE R, AN ETHE
FumiERE, HENEXE, DNS &, HTTP &K, HTTP WNZBE, stream BREETE, AR limit_conn
http. limit_conn stream. limit_req Fhitp upstream FRRXIBAIGIHE B

1ZHE #2252 GET M1 HEAD HTTP J5i%; i H A7 E0E K4 S8R

{
"error": "MethodNotAllowed",
"description": "The POST method is not allowed for the requested API element \"/\"."

7E Angie PRO W, IWE AW E— DS E #7, RVFESEFTNBNC BEEBER N EXRE; H
ﬁﬁ, E‘[u@ﬂﬁupsl,mam R IRSS Ao

g

api
B api path;
FINE —
ETFx location

1E location H/EH HTTP RESTful #11,

path ZROZDFHEN. 5 alias TELHRML, EREMTEHR location HIEEMIEHTEE, EHZRE API H
EMARX RS L,

WERAEHITS location HHfEE:

location /stats/ {

api /status/http/server_zones/;

1ER URI 50088 /stats/ DEBECHIER 3 BN path ZEPHEERIIER: /status/hitp/server _zones/s
flan, X /stats/foo/ BIIERI¥GIiR API JLZ /status/http/server_zones/foo/,

FVHE A B api /status/$module/server_zones/$name/ PARTEIEMFRIEZ location H{HH:

location ~~/api/(["/1+)/(.%)$ {
api /status/http/$1_zones/$2;

XH path ZEEN T API JTEMTEEPEIE; AL, MX /api/location/data/ HYIERHIGHEE A R

=)

B
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»
-
|

= "location"

”data/ n

£
N
]

RZAIERKEZ /status/http/location_zones/data/,

~
ik
f£ Angie PRO H, &R DM B ANASHLE APT FRBEYERRSH AR AP
location /config/ {

api /config/;
}
location /status/ {

api /status/;
}

J

path SEGE VBT API Vil

location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

B

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";
auth_basic_user_file conf/htpasswd;
}
ik

AR api METERTSH A RBHRHLA Location H (Bl :samp:location /name/), 3 Hauto redirect
SR detanlt, WAHRAAULIHRSHIERA (/neme ~> /name/),
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api_config_files

=3P api_config_files on | off;
BINME off
1l 94 location

Je FHEEE ] /status /angie/ APT SB73URI config_files MR, AT RIIHARSS A5 S B INE I A
Angie BLE XHHINE, Filan, 6 H A E:

location /status/ {
api /status/;

api_config_files 8

X /status/angie/ IEKIREIREA AR

{
"version":"1.11.7",
"address":"192.168.16.5",
"generation":1,
"load_time":"2026-06-15T12:58:39.789Z",
"config _files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

BONEOLT, SR, RO B S TR SR A BURRIH L (F B
=LY

Angie ff /status/ APl $8 RAERASIHER; 0] DU I EIE Y1 location KIFMIIFIBR, 78
27

location /status/ {

api /status/;

HR VIR ER B, 40_ERR:

location /stats/ {

api /status/http/server_zones/;
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B E B

BB location /status/. resolver. upstream HHJ http, http server. location, cache, http

HifY 1imit_conn Al 1imit_req XE:

http {

resolver 127.0.0.53 status_zone=resolver_zone;
proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

server {
server_name www.example.com;

listen 443 ssl;

status_zone http_server_zone;
proxy_cache cache_zone;

proxy_cache_valid 200 10m;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
}
location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

M iE3K curl https://www.example.com/status/, Angie JR[A]:
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JSON #4

"angie": {
"version":"1.11.7",
"address":"192.168.16.5",
"generation":1,
"load_time":"2026-06-15T12:58:39.789Z"
To

"connections": {
"accepted" :2257,
"dropped":0,
"active":3,
"idle":1

Po

"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
To

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0

1,

||512n: {
"used":1,
"free":7,
"reqgqs":1,

"fails":0

}’

"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
To

"slots": {
|l64|’ . {
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"used":1,
"free":63,
"reqs":74,
"fails":0

1,

"128": {
"used":1,
"free":31,
"reqs":1,
"fails":0

}

}>

"limit_req_zone": {

"pages": {
"used":2,
"free":2542

}!

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0
}’
"128": {
"used":2,
"free":30,
"reqs":3,
"fails":0
}
}
}
}’
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked" :4174,
"reuses":0,
"timedout":0,

"failed":0
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"requests": {
"total":4327,
"processing":0,
"discarded":8

},

"responses": {

"200":4305,
"302":12,
"404":4

}’

"data": {
"received" :733955,
"sent":59207757

}

}’

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

}’

"responses": {

"200":4157,
"304":1
},
"data": {
"received" :538200,
"sent":177606236
}

e
"caches": {

"cache_zone": {
"size":0,
"cold":false,
"hit": {

"responses":0,
"bytes":0
1},

"stale": {

3.3.
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"responses":0,
"bytes":0
},

"updating": {
"responses":0,
"bytes":0

1,

"revalidated": {

"responses":0,

"bytes":0

1,

"miss": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1.

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,

"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

}

},

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":0,
"rejected":O0,

"exhausted":0

},

"limit_reqs": {

"limit_req_zone": {

3.3. [FAEER
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"passed":54816,
"skipped":0,
"delayed":65,
"rejected":26,

"exhausted":0

},

"upstreams": {
"upstream": {
"peers": {

"192.168.16.4:80": {
"server":"backend.example.com",
"service":"_example._tcp",
"backup":false,
"weight":5,

"state":"up",
"selected": {
"current":2,
"total":232
1,

"max_conns":5,
"responses": {
"200":222,
"302":12
1,

"data": {
"sent":543866,
"received":27349934

})

"health": {
"fails":0,
"unavailable":O0,

"downtime" :0

})

"sid":"<server_id>"

},

"keepalive":2

3.3. [FAEER
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"resolvers": {
"resolver_zone": {

"queries": {

"name" :442,
"srv":2,
"addr":0

}7

"responses": {
"success":440,
"timedout":1,
"format_error":0,
"server_failure":1,
"not_found":1,
"unimplemented":0,
"refused":1,

"other":0

)

Al DUBE MIEIE S AUTER, 2881 JSON 7SR —difabr. Hlan:

$ curl https://www.example.com/status/angie
curl https://www.example.com/status/connections
curl https://www.example.com/status/slabs
curl https://www.example.com/status/slabs/<zone>/slots
curl https://www.example.com/status/slabs/<zone>/slots/64
curl https://www.example.com/status/http/

curl https://www.example.com/status/http/acme_clients

curl https://www.example.com/status/http/metric_zones
curl https://www.example.com/status/http/metric_zones/<zone>/metrics

curl https://www.example.com/status/http/server_zones

curl https://www.example.com/status/http/server_zones/<http_server_zone>

$
$
$
$
$
$
$ curl https://www.example.com/status/http/acme_clients/<client>
$
$
$
$
$

curl https://www.example.com/status/http/server_zones/<http_server_zone>/ssl

#HiE

FINBMT, ERAH 1SO 8601 AN FRFEFIRHE; WFRHEE UNIX aoi, 15EEN

FRFERHPESIN date=epoch Z4L:

$ curl https://www.example.com/status/angie/load_time
"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch
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1711929599

R S5 28R
/status/angie

£ 1.9.0 IRARKAEZEE: Fil T build_time FEX,

{
"version": "1.11.7",
"build_time": "2026-06-15T16:05:43.805Z",
"address": "192.168.16.5",
"generation": 1,
"load_time": "2026-06-15T16:15:43.805Z"
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}
version FRYE; 1IELEIB1THY Angie Web RS 2SHURRAS
build FRYER; G R E A AR
build_time FIYER; Angie FIHAT ARG EERSTR], SRA HHA 48X
address TR E; 152 APT iEKRIIRSS B
generation By B ERE N DR B E N S R
load_time FRYER; HIRECE BTN, RAH Y 8K FRRERAZEE
config_files MR ; H R RIRSS S SL B AT AIFTE Angie FLE AL BR 1242,
HAER N ERFIFRRR, Hlan:
{
"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\n\n}\n"
}
B

config_files NRANFEE Fapi config files T&XIATE /status/
angie/ HA[H,

/status/angie/license (PRO)

Added in version 1.11.0: PRO

{
"path": "/etc/angie/license.pem",

"status": "valid",

3.3. [FAEER
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"owner": "Example Corp",

"days_left": 30,

"since": "2024-01-01",

"until": "2025-01-01",

"limits": {
"worker_processes": 16,

"worker_connections": 65535

}
}
path FRE, FATIE SR e B kA%
status FRFER; FA[IEIRAS : missing, invalid, valid. grace, expired B{ pending
owner TR, SRR FHWNF IR A &
days_left 7 WRNIERESZERTRIR R, THERRFANECIE ], ZE
JE B REL
since FAFE; VFRIUEA R4 H i
until FRFE; VPRIUEA ROHES R H
limits XA, RSB VF AT BRI
EE
/status/connections
{
"accepted": 2257,
"dropped": O,
"active": 3,
"idle": 1
}
accepted 7, ORIV P I S
dropped 7, CERFNR I S5
active e, HATESRR e
idle Ber; YRl IR e

f£H slab S EHEZAFER
/status/slabs/<zone>

i slab 700 WHEZAFEXNERASRIEE, Bl0limit conn, limit_req FAHTTP 9%17:

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;
proxy_cache cache_zone;

proxy_cache_valid 200 10m;
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TEERHZNFXRIELTSIHER

pages MNE; NFERSHE R
used By i R NAF T
free e SRR A T
slots MR B MERNINFRESIHE R, slots MRS AR A/NIEHE (8.
16, 32 %, AN AN —FFT80)
used By S A BEE R/ AT REEL
free e SRR INAHEE RN REEL
regs by K (= VW AN R SPSRY6:
fails By B E RN R AL
B
{
"pages": {
"used": 2,
"free": 506
i
"slots": {
nean: {
"used": 1,
"free": 63,
"regqs": 1,
"fails": O
}

fRHTSREY DNS #Eif

/status/resolvers/<zone>

BWEEMRESFIMER, resolver I8 WIILE status_zone S (HTTP 8 Stream) :

resolver 127.0.0.53 status_zone=resolver_zone;

TEERHZNF ORI GIHER
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queries NER; BRGIHHEER

name oy ReAm g i & R (A HT AAAA &)
STV Ber; BIRSRAT ik A% (SRV &)
addr ey Rtk A& S (PTR &)
responses NE; NS R

success B e N A B

timedout B, ENEmrEE

format_error B AR 1 EEER) MmN EE
server_failure B, R 2 (IRSsasiihE) AR £
not_found oy A 3 (BFREETR) HOMR N L
unimplemented B, RS0y 4 ORSEBL) A 7 £
refused ey, MBS0y 5 (GE4E) AYMeRLE &

other ey DAHABARZR AR A & R

sent MNE; BAIX DNS BEHFAIHER

a v, A RAIE RIS E

aaaa BT, AAAA AIEEEE

ptr B, PTR RAUEIREE

sTV By SRV RAUEWREE

ik

queries fll responses Sl Angie TENHAZ LA NMENTIER, BFEM TTL A7 00 HI1E K,
sent FHKFRAIRFILARIRSS dsBIBHREL; W& Z AR ZE R T &7

M AFSLE REC 1035 B 4.1.1 AR,
FF DNS IE&288U7E RFC 1035, RFC 2782 #1 RFC 3596 FRE4HRH,

R

{

"queries": {
"name": 442,
"srv": 2,
"addr": O

Fo

"responses": {
"success": 440,
"timedout": 1,
"format_error": O,
"server_failure": 1,
"not_found": 1,
"unimplemented": O,

"refused": 1,
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"other": 0O
}1

"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,

"ptr": 12

HTTP fR3523F0(E

/status/http/server_zones/<zone>

HUREE server Tﬁﬁi, 1Eserver LFY*i&%smmsizmw 5

server {

status_zone server_zone;

}

B EE BT 0, TEERERIEER. WAL, TEhR%shost BE, DAL X & :

status_zone $host zone=server_zone:5; ]

TEE R Z A ORI DU RS E R

ssl MR SSL it 58, {NAE server 1% & listen ssl; NTELE
handshaked WF; IR SSL 2 F S5

reuses ¥; SSL 1B T A <16 5 A S

timedout W, EN SSL BT S5

failed By RIH SSL BT EEL

requests ME; ERGEHHER

total Ber; B uIE RS EL

processing By, HATELE LR P A SR EL

discarded B R IRME N B8 2 P i i SR R 28
responses MR, WG R

<code> B RN <code> (100-599) FME R (I ZE =
XXX B HAIRZS AR g me B ) I 2 4

data MR, BHEGIHER

received e B P I S =L

sent B, RIERNE PSS T

aNk
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"ssl":{
"handshaked":4174,
"reuses":0,
"timedout":0,
"failed":0

P

"requests":{
"total":4327,
"processing":0,
"discarded":0

}’

"responses":{
"200" :4305,
"302":6,
"304":12,
"404":4

To

"data":{
"received":733955,
"sent":59207757

/status/http/location_zones/<zone>

FIKNEE location B8R, WETElocation Bif in location b N XHIEstatus  zone 85

location / {
root /usr/share/angie/html;

status_zone location_zone;

if ($request_uri ~* "“/condition") {
# ...

status_zone if_location_zone;

B EE SAERHERRET 0, IBFEAEIOETR, X, 8% shost BE, BNHMENI XIS

status_zone $host zone=server_zone:5; ]

TEE R Z A X IR DA R AL THE R

3.3. [FAEER 52



_*Amb
Software

IhEEHEIR, lRA 1.11.7

requests MR, HRGHER

total oy B miE R

discarded B ARACTRNA N T 58 AN 25 F i 1 SR S5
responses WG MM G HHE R

<code> B RN <code> (100-599) HIAEZM £
XXX By HAIRES ARG AR 20 b £Y

data NE; BIRFGIHER

received B IR PRI T S8

sent By RIRGBHE P S

il

{
"requests": {
"total": 4158,
"discarded": O

}7

"responses": {

"200": 4157,
"304": 1

}’

"data": {

"received": 538200,
"sent": 177606236
}
}

/status/http/metric_zones/<zone>

5] http J:T:jq:‘ﬁ/ﬂm,e//ricizonc Eﬁ771/(21,7"7?07(:0711])1(’,,7772077/(2 E XM B E NEhR, fabridid metric Tﬁé\ﬁ*ﬁ
PR & T,

discarded By, WXBAFEASEmEFITERE B AL
metrics MG HERATER, AT bR, (ENEF. N TERXE, ENHE

AR S NTETERR, ENHFARARINR,

RIZE T discard_key JFHIEEZHEELH, EMRRSTEIRGEIEE N AT,

NGB

{
"discarded": 3,

"metrics": {
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"example.com": {
"count": 42,
"max": 8

}

"expired": {
"count": 10,

"max": 3.2

Stream PR32

/status/stream/server_zones/<zone>

FUREE server f8bR, EfEserver £ FXHIE B status zone T8

server {

status_zone server_zone;

B EE BB T 0, IR RIEE. 1AL, TEFRZShost

BN IR -

status_zone $host zone=server_zone:5;

TEE R Z A X IR DA R AL THE R
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ssl
handshaked
reuses
timedout
failed
connections
total
processing
discarded
passed
sessions
success

invalid

forbidden

internal _error

bad_gateway

service_unavailable
data
received

sent

ISEH
LS
T
S
IES
MR
N
B
IES
PSS
NE;
IS
&N

SSL S5 E. Y4 server X8 listen ssl; IHIIT
%Y1 SSL 4EF-AYEREL

SSL 42 HA Rl < 1% 8 H IS R E

& SSL B TR S REL

R SSL 4B TF-HY SR EL

ERSIMER

% U R Y S B

AT ETEACER A P o R A

RO IE RN 5E A 25 P v e S 8K

)T pass F5HEARE 55— I 1 B %8 7 i i 12 VB
SWEGIHER

PARAS 200 FERHITEEL, R

PAMRHES 400 SERRISTEEL, STk m % P umidE N &4, Flan
PROXY P}k

s DAURES 403 SERAITEEL, VIR, B0 24 FELe2e P i

AT 375 [ 52 2 R A
By DM 500 52 RTEEL, PIERIRSS A 1R

By DM 502 SERITRIEEL, RIS, BIANJCizieseiiym_ Bk Ss

iy

By, DM 503 SERRATRIGEL, ARSSAFTH, B4 =4 15 1A 522 R R R il

MNER; BURGIHER
B W& PRI S R
By REBIE PR TR

il

{

"ssl": {
"handshaked": 24,
"reuses": O,
"timedout": O,
"failed": O

Yo

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

}7

"sessions": {
"success": 24,
"invalid": O,

"forbidden": O,
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"internal_error": O,
"bad_gateway": O,
"service_unavailable": 0

})

"data": {
"received": 2762947,
"sent": 53495723

HTTP &%

proxy_cache cache_zone;

proxy_cache_valid 200 10m;

/status/http/caches/<cache>

KFEEH prozy  cache BLERNXI, 170EPA NEE:

"name_zone": {
"size": O,
"cold": false,
"hit": {

"responses": O,
"bytes": 0
Po

"stale": {
"responses": O,
"bytes": 0O

P

"updating": {
"responses": 0,
"bytes": 0

¥,

"revalidated": {
"responses": O,
"bytes": O

Tg

"miss": {
"responses": O,

"bytes": O,
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"responses_written": O,
"bytes_written": O
}’

"expired": {
"responses": 0,
"bytes": O,
"responses_written": O,

"bytes_written": 0

o

"bypass": {
"responses": O,
"bytes": O,
"responses_written": O,
"bytes_written": 0O

}

}
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size
max_size
cold

hit
responses
bytes
stale
responses
bytes
updating

responses
bytes

revalidated

responses
bytes

miss

responses

bytes
responses_written
bytes_written
expired

responses

bytes
responses_written
bytes_written
bypass

responses

bytes
responses_written

bytes_written

7, BAFRIERETRD

By ECE MR A SRR RR

fA/RI1E; Y cache loader MEEELINEEHEN N true

ML ; BRRFMNGIER (prozy cache wvalid)

87, MNGRAF BREA N B S Y

7, WERAF IR 4L

NG, MWERFIREAIIE HAI N G S R (prozy_cache_use_stale)
BT MNGRAF BREA A RS Y

7, NERAFEEEAYE T

PONE S e VARSI i SRV -3 X I O 1 U A< < o ==
(proxy__cache__use__stale updating)

BT, MNGRAF BREA N RS Y

7, NERAFEEAE T4

Mg, M FIREKC B JF E R UE R R R SRR
(proxzy__cache__revalidate)

B, MNGRAF BREA A RS R

], NEAFEEEAE T

MR TEFRAF P AREA RN G THE R

Y E I EI VAL VAR

o7, IWRBRARSS 28 A S 7 8

], B ANGAERINE RS EL

87, GARERNET T

MR RMNGEAFREH CId B R S5 5

£ S EIVALL VRS IRSE ¢

e, MCBRARSS 88 ) S 7 1 8

B, B NGRS

7, EARERNETTE

NG, RIERFHERNMY S THER (proxy__cache__bypass)
e AH R e R Y S

B, MCHRARSS 88 R S 7 8L

87, BNGAZHIN R S5

BT, BARENET T

f£ Angie PRO W, @NSRMEH provy cache path 3823 T cache sharding, #1753 R ¥AEHN shards Xt

EENPSE I ARYAT IS

shards MR K& FHIRR

<shard> NG FRorRENTR, BEREFRZEENGIR

size B S ETR DN

max_size B BR R AN (WRERE)

cold fA/RI1E; Y cache loader MEEELINEEHERN N true
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{
"name_zone": {
"shards": {
"/path/to/shardi": {
"size": O,
"cold": false
1,
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}

ACME &P
/status/http/acme_clients/<client>

XNT http HELBERNE Nacmeclient, REPYFTE P ImATIEIRA:

{
"state": "ready",
"certificate": "valid",
"details": "The client is ready to request a certificate.",
"next_run": "2026-06-15T16:15:43.805Z"
}
state FrFH; ACME B Uik, PIRERY(E: ready. requesting. disabled.
failed,
certificate FRFER; UEIRAS, PTRERYME: valid. expired, missing, mismatch, error,
details FIFE; B ACME #EIRIEIRESTENRE,
next_run HIH;, FRIHKNERSLITIERA 2N, 2 state N disabled Y
requesting A IR [E],
limit_conn

[limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

BMECEW http 0 limit conn Bstream HY limit_conn E R XHINZR, HELFIFE:

"passed": 73,
"skipped": O,
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"rejected": O,

"exhausted": 0O

}

passed B BT RERE L

skipped e AT RKERSEEE 255 577 s )ZE RS 5
rejected s @R ERRHIENER D

exhausted By, BT XA EFE R T IEAS IE R R

limit_req

[limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<zone>

BAECER limit_req FINR, BEMUTIFE:

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": 0
}
passed ey i RIERIEE
skipped e AT KERSEEE 255 1 MiEd riE R G
delayed B MEIRAIEREEL
rejected B 4RGSR EEL
exhausted B, BT XIEEEFE R MAELEAYIE R S 2L
HTTP L%

LA DU RERRIIIEE, W Eupstream L NI E zone 54, HIAN:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;
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/status/http/upstreams/<upstream>

£ 1.9.0 JRAZAZLTE: FHH T busy METIRE.
Hrr <upstream> B zone F8HEE BT upstream HIFAFR

"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",
"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
o

"max_conns": 5,
"responses": {
"200": 222,
"302": 12
¥o

"data": {
"sent": 543866,
"received": 27349934
}!

"health": {
"fails": O,
"unavailable": O,

"downtime": O

}7

"sid": "<server_id>"

}’

"keepalive": 2
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peers

server
service
backup
weight

state

selected
current
total

last
max_conns
responses
<code>

XXX

data
received
sent

health
fails
unavailable
downtime
downstart
header_time
1.3.04)
response_time (PRO
1.3.04)

sid

(PRO

keepalive

backup_switch

MGG EE BT REEMEN TR, FRREAFET Rk R
o BANFXRRAVHA :

FERFER; server TESHIZEL
FRFER; fEserver IERHIEENRS SR (REAEE)

fi/RIE; w5 ERN true
e, BCERINE
FRFE; TR ETIRS RS ERIIE K
o busy: FRKRIEFIRSHANEREECIEE maz conns BB RIBRTI,
AR HEHZIEHIEK;
o down: FANEH, TRIXEXK;
o recovering: MEslow start MHFEHIKE, BEE I RIHERS A IEBOR
R IEK ;
o unavailable: JXZE|max fails PRI,
RIRAIRME R P iE K ;
o up: IEWIE(T, EWRIXIEKR;
Angie PRO FHIFHINIR:
e checking: i BN essential ??ﬂf%fﬁ%%iqq, U IEIRMNE K ;
o draining: BT down, {ERBSERIHE ZTEAVIEK Gl sticky) 15
RRIE;
o unhealthy: AA[RE, {CREAFMIERK,

AXAE fail _timeout B X ARG

ME, TREFRSIHHER

e SRR RS

Her s HREIT RIIE RS

FAPEREEY; WRBREPOEEFEAINE, =0y H Y

7, EENET RRRINTESNERZR SR g (WRIEE)

MR, WG R

BT, RSN <code> (100-599) FIM R EZ 4 &

b/ C N 1tk RN L VAT | BE =26

MR, BAEGHER

e W R 5T SR

Her s RIREIT R R

MR, HRGIHER

ey, 51 RIBERMAZ U

7, WTIEEImaz fails RIS ECT 525N unavailable HIIREL
#7; R unavailable JLIAIERRAVGEINA] (DAZFD Iy ERAL)
FRAEBREBET; RN unavailable FIRR], #820H H

o MR 55 8 42 W B Sk /9 S 15 I (R (BAZ2 #D O B i) ; B
MWresponse_time_factor (PRO)

B, MR S5 35 12 W52 B i 57 A9 7 2 B[R] (BAZZ A Oy B Ar) 5 B
Mresponse_time_factor (PRO)
FRE; RIFHAP ARG ARAIALE id
B HATRAERE

MR, WEENENE BN ETIRE,
(PRO) WITFHE

WA EIFECE T backup  switch

3Rk

timeout

By SniH T A IE KT AEx4l, NEN gy
By, FIRFGE (DAEMDNERAD, ZFﬁiﬁkﬁ@T%ﬁH%?ﬁﬁ Befrek
AAHPRRRET A, NEHITS, MARER&SIAH; EH G 0)

H =
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health/probes (PRO)

W EERCE T upstream, probe (PRO) ¥R, health MRILH —1 probes TR FIEMHEIRS AT
fEFERIH RS, 1M state PR T LRAPFIHAMESS, EA] LU checking il unhealthy:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 10,
"fails": 10,
"last": "2026-06-15T09:56:07Z"

}

}
}
}

state Y checking BRI downtime, FNHALE T essential IRMMIARSS ZRHIARBICE ; unhealthy
TEFRRARSS g tH BRACRRE, JXPRRRIRAS AR A AR5 d A B S E I i h . AR R PRAIE R, 18

2 Mupstream__probes

probes HHJIH AR

count 7, ARG A IR S A
fails B, RIARIE
last FRPEREE T, &ERKE, w8 H

queue (PRO)

SRy EBCE TR, B SOEEE — MRER queue MR, HAAEETERISITH s

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,
"overflows": 13
}
}

THEHMEERTE TR AR
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queued e BEANAIRTIE R S8

waiting By AFIAR S RTHE R 2

dropped e R P o B G AT T A RA S FR S BRI 17 SR 5L 8L
timedout ey DRI T MBS F RS BRI I SR S 2L

overflows s BRI HH & AR SR RER

Stream L

5%E§ﬁﬁ@lj<*5$%ﬁgqyﬁé, ﬁ%ffupsheaWLJ:1<j(qqﬁiﬁizo7ui*ﬁ4%, fian:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/stream/upstreams/<upstream>

£ 1.9.0 FRAKRAEZRE: Hid T busy XETIRE,

}iq5‘<upsm%ant> ﬁ%ﬁﬁﬁHZOTMZ?Eé?EEE§EQUp5h%anL5945$mo

{
"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
P

"max_conns": 5,

"data": {
"sent": 543866,
"received": 27349934

Po

"health": {
"fails": O,
"unavailable": O,
"downtime": O

}
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peers

server
service
backup
weight

state

selected
current
total
last
max_conns
data
received
sent
health
fails
unavailable

downtime

downstart

connect_time

first_byte_time

last_byte_time

backup_switch (PRO

MR BE LIRS aSHT XS EFT KR, 1EFRR, HATRENSE
TR ATERTRIE R B F R :
FIFER; Hserver $62 B RHIHE
FRFH; AEserver fRLHHEERIMRS2IF (WREAE)
fi/RIE; w5 ERN true
B, ST RIRERNNE
FRFH, NN G ATPRS K IR ERIER
o busy: FRKIXFIRFBHNERMCIES maz conns ERIRRM, T
FHRHEHAIEHTIE K
o down: FANEH, FRIXIEK
o recovering: MEslow start MHFEHIKE, BEE I RIHERS A IEBOR
L HIE KR
o unavailable: iKZ|maz fails BRI, 1XPAfail timeout T XWIIRIFEAE
AR P o i 3K
o up: IEHIETT, WHEKIXIER
Angie PRO F BT AIIRZS :
o checking: BLEN essential JFIETEREH, (AIERIMITE K
o draining: KT down, ER BT E XIERTIER GBI sticky) 15
e unhealthy: AATH, R IETRINIE K

M, RN ET A TERENSIHE R

e SRR ST R AE R

Her; HORFINET RIS

FAPEREEY; OGRS SR, A28 H I

By, BN RARINTESNERZN SN &2 QREIRE)

MR ; BHEEmaiHER

B WS RIS 78

Her; RIREINET SRR

MNE; ANENRERAIHER

s ZRENEN T RURBI SR

B, HTIERImar fails {H, NEFTRZEN unavailable HYEIREL
B, WE RALT unavailable RS (CiEBOERE) UGN (DAZFR
BAfr)

FRIEBBETE; NET R BN unavailable IR, F&=y H
B, SMSHELERN YN E (L2 86 ; 2
Wresponse_time_factor (PRO) 6%

B, WIRSF SV PN RFENE (M2 NEA) 5 =
Wresponse_time_factor (PRO) 6%

B, MR S5 35 12 W52 B i 57 A9 7 2 B[R] (BAZZ A Oy B Ar) 5 B
Mresponse_time_factor (PRO) 6%

MN&; BEENEMEBI YIRS, RN EWFECE T backup  switch

1.10.0+4) (PRO) WIZR

active B 4uiH T B aiEsh iS5, RIESh4ZE A, MERN 0
timeout By, RIREGNE (DEMDNBRALD, )50 as Rk B & sk
3.3. [E4EH AEHFRIRERET A, WEATTE, mMARERSIGIEH; F4H F00) e
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£ Angie PRO H, 4R EWFRCE T upstream. probe (PRO) ¥R, health M RILHLE— probes THE,
T FEERRSS SR BRI T E0AS, T state BR T _ERAFIHIAESD, IER]PAZ checking 1 unhealthy:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2026-06-15T11:03:54Z"

}

}
}
}

state fJ checking (HR/RELE | essential ZHERMAARSS &8 FIARPALE ; unheal thy [HFRRARSS A
] FH IX AR AR IR TR IR 55 o AN B S E S M P o A S BRI B PRSI B Woup stream. probes

probes HHHYTHEL#AR:

count 7, ARG A AR S 5
fails B RAIERIIEL
last FLRPREE T, BORIRIAIR A, w28 H

ZhAEE APl (PRO)

% API 18— /config 71, AJJ@Nt PUT, PATCH F1 DELETE HTTP &K LA JSON #& a1 HE# Angie
WIELE. FrE R PR I BEE N — NN, & T2 RN A, BN, Angie 2R
A,

/config BJF1

HHfl, /config WHRIHTHTTP Mstream BHA) LN MRS SIECE; AIE TSI BRI B
RIEERA I,

/config/http/upstreams/<upstream>/servers/<name>

AVFECE S BRI, EAERHERELA X S5 AT 25 T o

URI 2
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<upstream> LiERIAAR; BB /config HHMTHLE, WJBLE 2one 52, ENX—T3E
ZEWF X,
<name> BT RE T R RIHR, XN <service>@<host>, HH:

o <service>@ ;e A[IEMIIARFEAFR, FT SRV ICRMHT,
o <host> JEIRGMEA (UNRIELE resolve) BEH: IP #itik; AJPAFENL
TE AT I A

fan, LDANECE:

upstream backend {
server backend.example.com service=_http._tcp resolve;
server 127.0.0.1;

zone backend 1m;

FRVFLA A5 AR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.example.com/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

It API FH iR E weight. max_conns., max_fails. fail_timeout. slow_start. backup. down
Ml sid 244, Wserver HATAR,

I
XA EM drain (PRO) 2%, Z/5H drain, ¥ down ENFIFHME drain:

$ curl -X PUT -4 \"drain\" \

http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

I

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }

N

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": true,
"down": false,

gjgq": "
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SKBRAT IS EUXBR T upstream HRTAEIIH TR RS, Eit, R EHFACE T random 75i4:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTERINE XL T backup HUHTN ST A

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

{

"error": "FormatError",

"description": "The \"backup\" field is unknown."
}

BIEEE FI SRR A BEIMT 7575, backup SR RETEARIIGHTN %19 sl IR E

/config/stream/upstreams/<upstream>/servers/<name>

FRVFRCE B BT A, AL MHERELA S S5 7 s S IHR S5 19 o

URI B2

<upstream> upstream LR, ZlId /config HATHLE, MAALE zone 152, EX
— PN HEENEXIE,
<name> BT RE T AR, B XN <service>@<host>, HH:

o <service>@ ;& A[IEMIIARFEZFR, HT SRV ICRMAHT,
o <host> ARSI S (WIIRFFLE resolve) BUH IP Hiudik; R DAFELL
TE AT A

g, PANACE:

upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;

zone backend 1m;

FRVFLA A5 AR
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$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.example.
—com:8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

It API FHB87r UVFI B weight, max_conns, max_fails, fail_timeout, slow_start. backup I down
S8, Wserver FRTIAR,

#/ik
XEEEFMA drain (PRO) 2% E)GH drain #X, ¥ down B NFERTHE drain:

$ curl -X PUT -4 \"drain\" \

http://127.0.0.1/config/stream/upstreams/backend/servers/backend. example. com/down

R

[curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": true,

"down": false,

KRR A] IS EAXBR T upstream LRTREIIMTTIESHRIZ A, Kk, R EJHFAECE 7 random JiiA:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

TR TTIRAINE X T backup AUHTAN ST ML

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com

"error": "FormatError",

"description": "The \"backup\" field is unknown."
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#Hik
RIGEfE SR BT 7575, backup S RETEARDIGHTN -1 N I EL,

PR S575 s, AT DA E connection_drop=<value> Z¥{ (PRO) RE & prozy connection  drop
wWE:

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?connection_

—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?connection_

—drop=1000

HTTP A%

LEBA AR R _EFFECEON Y, KRB EEH T AT R HTTP J7RRIE

http {
# ...

upstream backend {
zone upstream 256k;

server backend.example.com resolve max_conns=5;

# ...
¥
server {
# ...
location /config/ {
api /config/;
allow 127.0.0.1;
deny all;
}
¥
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GET

GET HTTP JJiA&E W /config HEMINARE ERYSHA, & ext Hil APT &R AT AHT AR

4N, /config/http/upstreams/backend/servers/ LifRSSas 7 X X F A REf):

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_conns
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

$ curl http://127.0.0.1/config/http/upstreams/backend/servers

$# ...

$ curl http://127.0.0.1/config

AT LA defaults=on SEUREERNIASEE:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on

{

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": false,
"down": false,
"sidq": "

}

}
PUT

PUT HTTP 75 7ATEARE BAZ QI — MBI JSON sKiK, B( * 584 * BBl A LIE,

fltn, 2 backend EIFHHY backend. example.com ARFSAIMINZ RIARTEE N max_fails ZE:

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com/max_fails\" was updated with replacing."

}

BUFE R

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com
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{
"max_conns": 5,
"max_fails": 2
}
DELETE

DELETE HTTP J57AMIBRIEE B2 L * JoniE X * RNRE,; XA, WRAERIME, EXREIIA
{E

fian, ZMER backend LiiFH backend.example.com AR5 # < HIEEKAY max_fails SE:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": "Reset",
"description": "Configuration API entity \"/config/http/upstreams/backend/servers/backend.
—example.com/max_fails\" was reset to default."

}

i defaults=on SEUIRIEHL:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"slow_start": O,
"backup": false,
"down": false,

"gjdq": "

max_fails SEEME NHEIME,

HERAR 55 2, AT DA E connection_drop=<value> Z#{ (PRO) R FEprory connection  drop.
grpc__connection__drop, fastcgi_connection_drops scgi_connection drop Mluwsgi_connection drop %

B

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?connection_
—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?connection_
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—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

PATCH

PATCH HTTP J7iAfERE KA G — LR, sl B b ALK (RFC 7386), @M EHSA
RN E AR JSON E X,

ZITERREUTR . Q0SS E P RSHAEE THRCE Y, WSwiEs; 60, BN,
filan, ZHEPK backend EiFH backend.example.com ARZSESHT down SEL, [RIRMERIFEH SRR AZE:

$ curl -X PATCH -4 '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com\" was updated with merging."

}

B IE B A

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 5,

"down": true

TR, BE PATCH THRIZMLAY JSON XM & * &I * FIIAXNRAF, MAZRE PuT AIFEZERE e,
null {ER—MRIRIGEOL BN TERSESFHHIRIMER R & R BT,

7iE
MRS DELETE AHIF]; FiAlE, ESEBRIME,

Blan, ZEMIERZ BTEINA down S84+ RN BT max_conns:

$ curl -X PATCH -4 '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com
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"success": "Updated",

"description": "Existing configuration API entity \"/config/http/upstreams/backend/servers/

—backend.example.com\" was updated with merging."

}

Hr e S A

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 6

AT null {HAY down SEEHMIER; max_conns HEFHHT,

Auth Basic
FVFBEIIE " HTTP EANUE” PSS UE R 7 440 25 R FR A 55 PR 0 375 A
Vim ] DU b S0@EE 715 RS SRR, s Mk A2 hS RS BRI 5 T0 B satisfy $82 1,

B &R B

location / {
auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

B

auth_basic

[=2F5 auth_basic string | off;
A auth_basic off;
ETFx http, server, location, limit_ except

ES"HTTP FEANE” MhUE P AEERIE, fHENSERE Sul. SEETDUESZR,

off BUE MSCRIBC B R AN A auth basic 1ELHIRER
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auth__basic__user_file

[E27S auth_basic_user_file file;
LN —
EFx http, server, location, limit_ except

A PR P AREN, fans:

# EB
namel:passwordl
name?2:password2:comment

name3:password3

AR DA S A
TSIV ATENILE
o fHH crypt() BREUME; FJLAMEH Apache HTTP Server ZATHRHH htpasswd T.HBK" openssl
passwd” A
o AT MD5 WERIER Apache Z(K (aprl) HEFTHRT; W] DAMEAIAHRIR T HARL;
o IR RFC 2307 HHIRHT" {scheme Jdata” TEIRTEE ; HATSEIIRITT RS PLAIN (—1RfBl, A

MAFEH), SHA (4fi SHA-1 Waf, ANEEH) A1 SSHA (hnh SHA-1 ey, —Se@afim, Jt
HJE OpenLDAP F1 Dovecot),

i

SHA 75 BTSRRI WA Web I35 a2 AR B ©A R g s, DR R NER SHA-1
W 75z UL Bdio

Auth Request

HRE T IR SRAYEE R P I AR FIRSKIR ] 2xx MR XS, WIAEFIIAL, GHERIRIE] 401 BY 403,
TR, FFIR ERHR AR R RS 1 SRR (8 A A A At i B A R ER AR 0 B R

T 401 iR, B uESUER B F1HKNE R AT wiw-Authenticate ko
e }‘}\()E{J(EEB*@@N, IZIEHLERAARA L NI --with-http_auth_request_module F RIS FH o
12k B BN CERNEMEGS, BROESTEmED,

iR DS HA I R &, B0 Access F Auth Basic, 18t satisfy 5%
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=3t

location /private/ {

auth_request /auth;

location = /auth {
proxy_pass ...;
proxy_pass_request_body g
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

=3

auth_request

Bk auth_request uri | off;
LOVNIED auth_request off;
ETrx http, server, location

ARG T RAVEE RGN, FFIRE T IERR ISR URL

auth_request_set

181 auth_request_set Svariable value;
L NN —
4 http, server, location

FERBUERFEKG, 1618 KL R IE N TE (H, [E AT DU E R B AE R AL, B4 $upstream_http_*o

Autolndex

YU VR 2R (/) S5RMIER, HAERBERIIFR, EE, Y inder FBIIRARNRG [ SCHERE, 1EK
SAEHZ AutoIndex FEBRE,

=3t

location / {

autoindex ;
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B<

autoindex
[F227S autoindex on | off;
LNz autoindex off;
Holi9"4 http, server, location

JE B H 8 3kt

autoindex__exact_size

Bk autoindex_exact_size on | off;
FINE autoindex_exact_size on;
ol 9"4 http, server, location

T HTML %3, 48 HRIIER AR S5 R SR, B s IS T30, kT
JRFT,

autoindex__format

=27 autoindex_format html | xml | json | jsonp;
LOWNIED autoindex_format html;
T http, server, location

B E HRAIRRE R,

LA JSONP ¥, [BIE S FRIED callback ERSELE, (RS EERIE ZE, NI A
JSON &3,

XML HiH el PUEN XSLT B Tk,

it
M 7 FH RS 5 - B B 5 DA 2

FE ik
name B H AR
type MRAEAL: file B directory
size BB autoinder exact size IR K/N; T HFE—O0
mtime Unix B A& AV B 5 & 2k B TR]
HTML
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12-Jun-2025 14:21
12-Jun-2025 14:21

1234
4321

<html>
<head>
<title>Index of /files/</title>
</head>
<body>
<hi1>Index of /files/</h1>
<hr>
<pre>
<a href="../">../</a>
<a href="example.txt">example.txt</a>
<a href="image.png'">image.png</a>
</pre>
<hr>
</body>
</html>
XML

<?xml verstion="1.0" encoding="UTF-8"?>
<listing>
<file>
<name>example.txt</name>
<type>file</type>
<size>1234</size>
<mtime>2025-06-12T14:21:00Z</mtime>
</file>
<file>
<name>image.png</name>
<type>file</type>
<size>4321</size>
<mtime>2025-06-12T14:21:00Z</mtime>
</file>

</listing>

JSON

"name": "example.txt",

"type": "file",

"size": 1234,

"mtime": "2025-06-12T14:21:00Z"

"name": "image.png",

"type": "file",

"size": 4321,

"mtime": "2025-06-12T14:21:00Z"
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JSONP

callback([
{
"name" :
"type":
"size":

"mtime":

"name" :
|Itypell :
"size":

"mtime":

"example.txt",

“file",

1234,
"2025-06-12T14:21:00Z"

"image.png",

"file",

4321,
"2025-06-12T14:21:00Z"

autoindex__localtime

BI%
LN e
kX

autoindex_localtime on | off;
autoindex_localtime off;

http, server, location

AT HTML #&28, 187€ H %4138 A )2 DA IR X2 BL UTC #id,

Browser

AN AR BB KM T samp: User-Agent 183Kk F B,

gﬁ

]

$modern_browser

RGBSR, WETFEHmodern browser value Fa2 B ERIE;

$ancient_browser

ARSI N B

, MEZETFHancient browser value & BEIME;
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$msie

WA EAThR A E) MSIE W%, WEET17,
BERB

EERSIH:

modern_browser_value "modern.";

modern_browser msie 5.5;
modern_browser gecko 1.,0.0g
modern_browser opera 0.0
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}html index.html;

AIBREEEER:
modern_browser msie 5.0
modern_browser gecko ©.9.1g
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

modern_browser unlisted;

ancient_browser Links Lynx netscape4;

if ($ancient_browser) {

rewrite ~ /ancient.html;

Y

ancient__browser

HIL ancient_browser string ...;
ENN —
ETrx http, server, location

GRAE :samp: User-Agent 16K FBAAHRENEMHEE BT 45 R, WRZNESEEAIN 52, FIRTAT

Hi 7 netscaped” A M T IEMZFRIXT""Mozilla/[1-4] 7
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ancient__browser__value

[E27S ancient_browser_value siring;
2RIN ancient_browser_value 1;
T http, server, location

HNSancient browser B BIH,

modern_browser

Bk modern_browser browser version;
modern_browser unlisted;

E/UN —

X http, server, location

TR MR NRATHEN ST SR BA B, HYEES AT DUR A MER —1: msie. gecko (F&T Mozilla I3

I/~ . >
Yi#%). opera. safari B{ konqueror,

MRASFT AR AR RIEE: X XX, XXX B} X.X.X.X, FMERIEREDFIN 4000, 4000.99.
4000.99.99 F1 4000.99.99.99,

FPR(H unlisted FEE U RN EEARTIE modern browser Mancient browser F&HFIH, MR ABLAN]
Yads. AN, AR E, ARG RARAE k4R :samp: User-Agent 7B, WNZN Y 38 A
HARFH,

modern__browser_value

HIE modern_browser_value string;
A modern_browser_value 1;
ETrx http, server, location

HNmodern browser ZE B E{H,

Charset

ZEHORHE E B FAF RN E :samp: Content- Type MR SR TR, AN, 1ZARHLA] DIFE FELERR I S T8
B — R FF R ELHON 55 — R P 1T 4R :

o FRHR BRI T — MRS AR 2% i,
o HRERHR T T TR,
RS UTF-8 ZRAIE L,
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=kl
include conf/koi-win;
charset windows-1251;

source_charset koi8-r;

BS
charset
[F227S charset charset | off;
ENIN charset off;
Hol5"4 http, server, location, if in location

KEE N PR INE]:samp: Content- Type MM LFE, WRIZFRES source charset Fa2HFEER

TR, WP THA,

S8 of £ BUHK FIFEISMNE]:samp: Content- Type MR Sk B,

FATER AT DA 2R X

charset $charset;

1

TERXAPEN S, LR E ] REELMEDERCE S Phcharset_map. charset B source charset T6H
R —R, BT utf-8. windows-1251 fll koi8-r FiTE, HEEHEH S conf/koi-win, conf/
koi-utf Al conf/win-utf Xff, XN THEHMFIFE, HFAE—NEMRFEGRENR], Flan:

charset_map iso-8859-5 _ { }

1

IEAh, BT PATE:samp: X-Accel-Charset Wi B Sk 7 By I B F1F 58, A] DUE FH wref: ‘proxy_ignore__headers.

.. .. .. . A
fastegi_ignore__headerss uwsgi_ignore_headers. scgi_ignore_headers Mlgrpc_ignore headers EZEH

IHEIRE,

charset__map

1Bk charset_map charset! charset2 { ... }

ERIN —
Holi5"4 http

IR R FAFIEE 53 — M P AT AR AR R o (R AR R RO AL R S TP e 3 w1 g A7 gkl 2 i

FEFEH 80-FF ERRHIFR 27 B M UTF-8 BEAiN, 1B T P AP SRR R F AT G AX XXX,

B

R~
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charset_map koi8-r windows-1251 {

CO FE ; # /N
Cl EO ; # /N
C2 E1 ; # /I
C3 F6 ; # /)

EHIRS] UTF-8 RN, UTF-8 AT EMRRDNAESE —HIZ4H, FHlan:

charset_map koi8-r utf-8 {
CO DISE ; # /\
C1 DOBO ; # /h
C2 DOB1 ; # /N
C3 D186 ; # /I

~

~

M koi8-r F| windows-1251, PAMM koi8-r #l windows-1251 | utf-8 HYTEREEERIE 7 & XM
conf/koi-win, conf/koi-utf ] conf/win-utf FHE{t,

charset__types

[F27S charset_types mime-type ...;

A charset_types text/html text/xml text/plain text/vnd.wap.wml
application/javascript application/rss+xml;

T http, server, location

(ERURAEALBEE MIME UM I AR, BRT text/html Z4bh, RFFR(E + DLELAE(T MIME 388,

override_charset

Bk override_charset on | off;
BRIA override_charset off;
ETFx http, server, location, if in location

THE 2 75 RO MARBHER. FastCGI/ uwsgi/ SCGL/ gRPC IR 55 a3 5 W E Wi i BEAT #4624 i 2 By 2
f£:samp: Content- Type MRSk B AT FAF I . ANSRE G, U6 A FR MR Wi o7 Fh ) 54+
BN R,

i

AERAE 7SRRI N, WIGELE R0 B PP R0 B 15 R PR, MAE override_charset 15
S E,
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source__charset

Bk source_charset charset;
LN —
o974 http, server, location, if in location

TE XN IR TR R, NRIZFIFERS charset 16 PIRERN FAIEARR, WS PITHAH,

DAV

A 5 TEIEIE WebDAV WMSCSEEI S & B 31k BEALEE HTTP 1 WebDAV 757%: PUT.DELETE,
MKCOL. COPY #1 MOVE,

2 NRAREAT N, BRAS R SIS, TN --with-http_dav_module MEIEIIR S,
ek EH B CENEMEGT, ZERESERES,

wHik
TEHA WebDAV J77EA REFRIER) WebDAV % ik Jois: 5 Hs i —iie i i,

=3t

location / {

root /data/www;

client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path 5

dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

B

create__full_put_path

Bk create_full_put_path on | off;
FINE create_full_put_path off;
TR http, server, location
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WebDAV MVEAXSLVFE CAFTER B R el seff, IR RV R A TR R H 3%,

dav__access

Bk dav_access users:permissions ...;
FINE dav_access user:rw;
T http, server, location

DRI SR H SR E T AR, Bilan :

dav_access user:rw group:rw all:r;

GRSRAEE THE—HEPTE VIRAXER, AT DA P AR -

dav_access group:rw all:r;

dav_methods

[E=2FN dav_methods off | method ...;
BRINE dav_methods off;
ETx http, server, location

RHFEER HTTP 1 WebDAV Fik, S8 off {EATHE IR A1, ARG PUT.
DELETE. MKCOL. COPY #1 MOVE,

fEH PUT 7575 EARRISCEE Fe S NGNS, ARG SR A . MIRAE 0.8.9 FHIG, i SCA-HIEE
AA ] DURAEAR RN RS b, HIGER, EXMERT, XFREMDNXERG RS, M
EEENEMAERE, FIIBEMIEEMZAER location H, RIZIISCHERIEH client_body temp path ¥&
LR BRGNS B FIBAER— DN R G,

/] PUT 75 iR, ATLUBISTE Date Sk B & B2 HIIRIEE,

min_delete__depth

Bk min_delete_depth number;
FINE min_delete_depth 0;
T http, server, location

oY DELETE 75 EMIBRSCH:, Aife 2 iR REFRTRBE SN TRENEE, filt, 52

min_delete_depth 4; }

FRVFHIBR DA N IE SRS fF:
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/users/00/00/name
/users/00/00/name/pic. jpg
/users/00/00/page .html

HAEZE MR

/users/00/00

Docker

Added in version 1.10.0.

ZBELT Docker Bawbn%s, TEHTTP Mstream b N R RARSS SRS ECE, ZHIZIRE
IEH TR, BAEAPEEHLZRNEZEXIE (S Whttp Fstream B zone WA,

ik
EIERSIRES Docker MHFRA (U1 Podman) FEEMH, XL T HRAH APL

AEHEIE APT %822 Docker SRR, SHEHAZHW T docker endpoint 682 16E. HIRBUEFEIZ
ITHIASYIERG, Angle ROMTENTRGFIESIERIIRS, MRASRIAT R ST A AR, MNZE
AREHBE AT T, DANZAERHMAPRE I SE, KBRS Angle BLEH AT upstream L,

#HIE

[l — Al ARINEN 21 upstream H, ERINX—, HEfaE 4 EA N RIHA N HRIPREE
HIET

IXAERAEAN I M _EI81T 2 DA FARSS R REAIE FH —& RS AT AREREI B CHI4,

RIE, EBAT R AL EIESE, FOTRENERINE Angie HUTHUL N HEHH R AR AR ACE :
o LJEEhEA SEMER AR, HNER [P tihbR SIS E AU ;
o S{RIEEMERAGN, EXENMHPBER;

o Y docker pause MEFAMM, MRFFEMIRICH down, {HH docker unpause I
M upo

prid

AL E R B
IZAREHECIRAALT ntep BRSCH, EARBEARSS BR4H AT DAME http b RSCHT stream b RCHIE S
http HYELERA:

http {

# EEHITT B
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# docker_endpoint http://127.0.0.1:2375;
# docker_endpoint https://127.0.0.1:2376;

docker_endpoint unix:/var/run/docker.sock;

# Docker " 2% W K g KA/ (i)

# docker_max_object_size 128k;

upstream u {

zone z Im; # FEXZ R FRXH

}
server {
listen 80;
server_name example.com;
location / {
proxy_pass http://u;
}
¥

stream N XHTRPIELE

http {
# EHETT B
# docker_endpoint http://127.0.0.1:2375;

# docker_endpoint https://127.0.0.1:2376;

docker_endpoint unix:/var/run/docker.sock;

#DMMT%E%WE%kﬁ$(Wﬁ)

# docker_max_object_size 128k;

stream {

upstream u {

zone z 1m;

server {

listen 12345;

proxy_pass u;
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KRB EMHE, Angie 2EHIEN angie.http.upstreams.<name>.port=<port> (T HTTP L
) B angie.stream.upstreams.<name>.port=<port> (FT stream [ TF3) MR, HIETEMRE
I, BEAESEE Docker MZEHEIMIIE (UIRARIGE angie.network FR%E, NIDWEE— ] AL #
AINEIAE R A AP AR S5 22

QSRA AR ILBBMER, IRSFEIEMATRERR, WIRAREE R, WSS aSRPHRCH down,

Angie AR HF A RN docker-compose.yml X B :

services:

myapp:

image: myapp:latest

labels:

- "angie.
- "angie.
- "angie.
- "angie.
- "angie.
- "angie.

- "angie.

http.upstreams.u.port=8080"

network=my_bridge"

http.upstreams.
http.upstreams.
http.upstreams.
http.upstreams.
http.upstreams.

.weight=2"
.max_conns=50"
.max_fails=3"
.fail_timeout=10s"

.backup=true"

RE

PREAEREIRSS SR PR E IS5 A B8, ROUT server RIS EL:
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FRE Hig
angie. (httpl| stream) . Angie ¥EREFIRAIIM; AR ASEIRMEN N <name> K,

upstreams.<name>.
port=<port> ()
angie.

network=<docker-network>

angie. (httpl| stream) .

upstreams.<name>.

weight=<n>

angie. (httpl stream) .

upstreams.<name>.

max_conns=<n>

angie. (httpl stream) .

upstreams.<name>.

max_fails=<n>

angie. (httpl stream) .

upstreams.<name>.

fail_timeout=<t>

angie. (http] stream) .

upstreams.<name>.

backup=true|false

angie. (httpl stream) .

upstreams.<name>.

sid=<string>

angie. (httpl stream) .

upstreams.<name>.

slow_start=<time>

M TIREA S TP HIHERY Docker PIZ844FR,

weight SHHIE,

RAFFELIEREE (nax_conns),

KIMZABME (max_fails),

HHRRBZ AR FEFE (fail_timeout).

K RSs2ehRic g backup.

FRERARSS 4 E H I XIRF AR (sid)o

Jo F B rTECE R A XY slow_start R,

B

docker__endpoint

[E227S docker_endpoint URL;
LN e —
X http

TEEIEREE] Docker SFAPRRATTIEIF IR A SR FIFIRER. SR DU :
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unix:/var/run/ JEI Unix EETFERE (B /var/run/docker.sock),
docker.sock

http:// J@id HTTP 8( HTTPS #2112 Docker AP,
host:port.

https://

host:port

A DA client b N SOH— RO EER:, BEHAEE AP T M D40 Llocation Hi:
o @docker_events F THZUNASF M,
o @docker_containers —F TIKEBUAZHE R,

BRINER T, BMNESEEIEE N prozy pass 185 PAREM I NREBRINEE, 7] AmEAEINR
P AR A HARIZ

WSRIERE 71462, Angie FEMIEERITTTETTITE] Docker HIERE, 1HRIEEIBITHIARIIR, e
MHAREFFAIRATH IR SRR a0, ARIEARSEAE IR ST Sl H A I s R AR 55 4% o

N3]

F@EIS Unix BT (/var/run/docker.sock B{HAM) 1/5[A] Docker ~FF#E, Angie JB1THT{#H
I O I B B A RS PR,

docker_max_object_size

1Bk docker_max_object_size <size>;
EINME 64k
Holi5"4 http

BT Docker 7HKH] JSON WM AR Ay F AR AR Z M X AN,
o XMFHEMIER (APLRA, AaFIR, HRELE) : BMAMOINE SR, SR EAERHR,
o MTHEGEN, EARRCHHFEMAZWX, XAFEIHETRFE .

HURME 64k B LIAINKRY 25 PNE TR

4% Docker APT JEFZFHIR BN RALFIE RN, 2R LR E N R A RS B 31 E IR, SRR E A aE R
AR B EIR A IR B2 2)m, IZRPURH s Bz A 8 22,

Empty GIF
B AR RIBE GIF,
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B E B

location = /_.gif {
empty_gif;

B

empty_gif

HIL empty_gif;
A —
X location

FEEEHI location HE A HBBRIEN GIF,

FastCGlI
VP RIZ 4 FastCGI kRS #5.

B ERB

location / {
fastcgi_pass localhost:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;

B2

fastcgi__bind

[E237S fastcgi_bind address [transparent] | off;
LN —
Hol5"4 http, server, location

5] FastCGI ARSS a0 H b IR B 68 A TP ikl )2 rT s . SEUERT AR S48 &, FERME of £
HBUH M _E—FC BPNARARRY fastegi bind 8L HIBCR, AVFRGEH N 2 ECAH TP HIHERISH I,

transparent ZEUFLITE| FastCGI ARG A AU LR EREIR B AEAHE TP ik, Flansk 5% imiY E L 1P #h
3k
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fastcgi_bind $remote_addr transparent;

BESEEN, Angie T/EMRBHEFZELUEYNH T BBRIETT, 1E Linux L, X207 (REE
T transparent S8, TIEHRBES N FHRBRY% A CAP NET RAW &

#Hik
MRV BC B A R AR B FastCGI IRSS as B 48 i i

fastcgi__buffer_size

Bk fastcgi_buffer_size size;
FINE fastcgi_buffer_size 4k|8k;
ol i9"4 http, server, location

B TIRE FastCGI RSS2 MM BL Y S — B0 0 I XK/, IXHR o3 B L 28— NI Sk
BONEIL T, ZXRPNET—PRF. BRYETA0FE, XA RER 4K 5 8K, HER ARERE/,

fastcgi__buffering

[ER7S fastcgi_buffering on | off;
EINE fastcgi_buffering on;
EFx http, server, location

JEHEEERISR B FastCGI ARSS &5 HIME B A 2%,

on Angie RIREM FastCGI ARG axfzUin, R HLRF 2 H fastegi buffer size
Mifastcgi buffers HERXBBRMXH, % iR IHATHT: CHEBHH
ZEMXSHEIER T RIE, BEEKNZ fastegi busy buffers size PR, 405HR
ZMN DX R S8 T, WA SHUE B T RIK, BRIFE &m0 M Y &5 — &8 7.
bk, YTREMERE LN, ZMISERBOFRIE S, a0 R AR To 1%
A, TA] PUREH A — 380 OR 77 2GR BRI I S2PF v B NI S
Hifastcgi _maz_temp file size Mfastcgi temp file write_size 512 Hl,

of f M . 7E $Z B I N7 BRI 4A % P i, Angie DAY RER—B %" MIPEIA TAE, 1
BRI X EREW: FIM 4K ZHIXEREE 10 FHNRES AR X,
AN, SR e B AT DA 22 1 X, Angie FJ PASEEEIREE, Angie —{XA]
PAMAR 55 28 B W BB B B K K/IN|H fastegi buffer size 18T E. A off
I :ref: fastegilimit_rate AR

AT DB IS 7E X-Accel-Buffering Wi SkF Bt HEIH” yes” B(" no” KRG HEEAHZE M, AJ DA
Hlfastcgi _ignore headers $62 5 EINEE,
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fastcgi__buffers

[E27S fastcgi_buffers number size;
EINE fastcgi_buffers 8 4k|8k;
T http, server, location

BT M FastCGI ARSS a5 I BL 1) 2 X AV BCRAIR DN, BN B 2,
BONBEILT, ZXRPNET—PRFE. BRYETFaA0FE, XA RER 4K 51 8K

fastcgi__busy_ buffers_size

B fastcgi_busy_buffers_size size;
LNz fastcgi_busy_buffers_size 8k|16k;
T http, server, location

HEHR A FastCGI ARSS s AW SL 2% i I, PR AR e B2 ) AR 56 2 TSR EC AN P AT T [ 8 2 i 2 3 M 2 )
ZMXAE RN A, HARGEM X AT TR, QNSRAREE, I AT DURE R 2 i 52 2% mh B I i S, BR
BT, KANZ fastegi buffer size Ml fastegi buffers TSR BRI DNEMX K/ NHIFRH,

fastcgi__cache

B fastcgi_cache zone | off;
ERINE fastcgi_cache off;
TR http, server, location

X TRFNHEZENFEXE, F—XIEA EZ M, SBEDLEETE, off ZHEHM I
—BL BYGIMR AR

fastcgi__cache_background_update

Bk fastcgi_cache_background_update on | off;
EINME fastcgi_cache_background_update off;
T http, server, location

ARVFENE B FIERRERIT AR R, [RINR PR IH AR AN ROR R 2405 i, TETER, AT £ 58
HTIN (58 FH PR IF R 2R A7 W AL
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fastcgi_cache_bypass

[E27S fastcgi_cache_bypass string ...;
HIME —
T http, server, location

TE NAMNEZAF KB N &, MR FRFHESEH R DE - MEPNBHAFET 07, WA INEFH
AR B

fastcgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

fastcgi_cache_bypass $http_pragma $http_authorization;

A PAS fastcgi _no_cache ¥82—(H H,

fastcgi_cache_key

JE27S fastcgi_cache_key string;
HME —
T http, server, location

T ERAFHIEE, BN

fastcgi_cache_key localhost:9000$request_urij;

fastcgi_cache_lock

[=2F5 fastcgi_cache_lock on | off;
BRINME fastcgi_cache_lock off;
ETFx http, server, location

JBRE, —IRAREF—MNMEKIBILIEE RZIES FastCGI ARSS S REFEARYE fastcgi cache key 82 FRIA
HIBTRAETCR [l — A7 LR A HAMIE SO & RN N H IR AE 2217 T BT R AV RAF BRI, S KSR I

Bl fastcgi cache lock timeout F6F B,

fastcgi__cache_lock_age

Bk fastcgi_cache_lock_age time;
FINE fastcgi_cache_lock_age 5s;
ol i9"4 http, server, location

WRAE L FastCGI ARS8 AR R A e EE G — M E REFRE R RIAARTER, WA AR IE—1
1K 2E FastCGI RS 4%
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fastcgi_cache_lock_timeout

Bk fastcgi_cache_lock_timeout time;
BRINE fastcgi_cache_lock_timeout 5s;
T http, server, location

BB fastcgi cache lock WGBS TE], 4EININ RIZIHANS, 15 RIGPALIHL FastCGI ARG a4, (HNERN A2
WA

fastcgi__cache_max_range_ offset

Bk fastcgi_cache_max_range_offset number;
ERINE —
X http, server, location

NF ORGSR IE Lo B R mis . A RuEE i &, YOG KR HIEIES FastCGI IRSS
e, BN AZHEET,

fastcgi__cache_methods

1Bk fastcgi_cache_methods GET | HEAD | POST ...;
FINE fastcgi_cache_methods GET HEAD;
Holi5"4 http, server, location

AN FOIE RKITIEAE IR S HhAI T, NN S A7, "GET” MI"HEAD” J7 MG SN INEIFZR
HEWERIEEEN], BiESH fastcgi_no_ cache 8%,

fastcgi__cache_min_uses

Bk fastcgi_cache_min_uses number;
BRINE fastcgi_cache_min_uses 1;
T http, server, location

REIERIREL, IBENZIEG W AR

i

RETTEBIR B 2R, FEIMERE A X NI EE IS, FIRESBCRAIINEAT N, Z5%E
EEERT, HIFILRSa, MPRET B3, REEFE,
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#HE

= RAFFEREEEL (B40 external-cache-purge) {NMFRSCHE, (HEARSEE fastegi cache min_ uses
AR, X162 BTERIP R R A BTG RIVI5 5, TETE BRI B B T4 nT RE SR RE ™ 2 S %
i

fastcgi__cache_path

[F227S fastcgi_cache_path  path [levels=levels] [use_temp_path=on | off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
LN —
T http, server, location

RERF B MEAMSE, RFBIRFEESUF, R PRIERISC AR URL M MD5
PRELHIEE R

levels ZHUE SURAFHIRIREAIGIN: M 1 2 3, B PMEHIESE 1 8¢ 2, B, fELA TR EH

fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRSI REUN RS

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

AT AN B Jo 5 NG SO, G B a4 1%, IR SR A7 AT UBHEAR RIS RS L. HIE,
TBIER, ERXAENT, XFREM DR G B R], AR TRMIVERARIE, B, #i0sT
EIZEEN B, KR AU SR H SRR Rl — X F RS B,

IS S B SR EE T use_temp_path SR HE,

on WNREWE S HIGE NE on, ¥IEHBHAENEN fastcgi temp  path &
LENE R,
of f ImN S BERRE R A7 H &,

A, FrA TS sl SR (= B AR I = 7 DX, HAAFRAIR/ N keys_zone ZHUACE, — KT
AIDXIRA] ATEER L) 8 T, RAFTeEdE e =N,

£ inactive SEURENII B NAMLIT R HZAZEIEIE MERAZHMBR, ToieHH a0,
BRINE MR :samp:inactive BN 10 738,

RIRRT A7 EPLENH AR IR R A KN AR A7 FTE S R SR B N S TR & i RN elaT
AR, BRMPR LR/ E AR, s POE07 UMER,
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max_size BRAREFRN
min_free FAETE X RSB/ N ] 23 [F] &2
manager_files RRA— I A TR ZE MR A 15T 5 £
BIMEN 100,
manager_threshol PRl — OB RS2 ]
BINMEDY 200 ZFD
manager_sleep Fe BIRAZ A Y N R
BINMEDY 50 ZF)

Angie JEEI—28G, FEIRRT SRAFMEEEREETS, ER R X RS LR ERT R A BRI E Em
BEIZAF X, B DA AT e,

loader files —ROERHE A B KR A7 T H %L
ERINE:100

loader_threshold PFRiill—{RIEAHIHSE]
BRINE:200 ZFD

loader_sleep IR Z RV ERFSF G = A AN ]
ERINME:50 ZF)

fastcgi__cache_revalidate

1Bk fastcgi_cache_revalidate on | off;
FINE fastcgi_cache_revalidate off;
Hol9"4 http, server, location

JARfERHA 1f-Modified-Since I If-None-Match Sk ERHYZ&(1H K E S ki A28 A7 T,

fastcgi__cache_use_stale

Bk fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

BRINE fastcgi_cache_use_stale off;

T http, server, location

WEAES FastCGL IRS5asilfE A & 2L H5 RN, FEMBLEIE 00 T m] PAE R FRIBBY R AR, 5SS
Lﬁfastcgii71(2.7:7?771])5257’(2(1777, FEL LT,

csamer UETETENERE FastOGT BRZS SRALERI R, 101 70 V67 U I O 17 WO
updating — NIANZA, G0 FTRE 74 A LF2E TR, ULV 6 P R O B A2, 3T I

TE B R A7 BRI B/ MEXS FastCGI ARS5 80 15 RIIREL
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AT DB AR A 7 Sk A 0 168 R ) 2 A M 7, £ e 2 2 R T LS R E D B

e Cache-Control SkFELHY stale-while-revalidate ¥ S 1E 22 17 WA N 24 Bij 1IE1F 58 57 I8 (66 FH R |H A
A7 M B

e Cache-Control LFZERIY stale-if-error ¥ & VAR & AESE1R N (55 FH BR IHBY 2 12N N

ik
W ERILE R T IR BIE LS

N TAEHFEH A7 TC RN B/ MUY FastCGIL iS5 801 [FREL, T MEH fastegicache_lock $5%o

fastcgi_cache_valid

Bk fastcgi_cache_valid [code ...] time;
ENINE —
94 http, server, location

PRI R BRI R, I, DA RS

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

FARAS 200 0 302 BN IR E 10 2 BPRYRAE, A 404 MM IR E 1 28R 1T,
WSR R e E 7R A7 N,

fastcgi_cache_valid 5m; J

M 2000 301 F1 302 MR,

A, AT CMER any ZEdEE R AFAEMINNL:

fastcgi_cache_valid 200 302 10m;

fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;
ik

RESHMAT DIEREAEN RN LIS, XA AR ERFN ARG E &Ik,

o X-Accel-Expires KB DAFD BN R BN 7N Al, FAERK N7, REM @
HIZRHT 3k, MIZE H Epoch PURIILEXS I E] (LARY R EAAL), BRI RIS A] AR ZE 77

o WHSLAEE X-Accel-Expires T, MR DATE LT Bt Expires B{ Cache-Control HIXBERFS
i&o
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o WRLAE Set-Cookie FB, MIIHLRME R FF A HERAF

o GERSKEE BARERE B Vary FB, WIHSRIRCRE A S5 A7 . AL & BAHAER vary
FBL, T A A AR AR I A 1 SR Sk Bt TR 17

A DA fastegiignore headers $622 LA IX LEma B Sk B HH I — BRSO AR B,

fastcgi__catch_stderr

B fastcgi_catch_stderr string;
EINME —
EFx http, server, location

REEAEMN FastCGI IRS5 SR AINA R R IR T PR R AT FRF R, WSERENZF AT ER, WIADN FastCGI
MR35 R[] 7 IRk MR, X FRVFAE Angie FACFERN FARRFEEIR, BN

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";

fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect__timeout

181k fastcgi_connect_timeout time;
FINE fastcgi_connect_timeout 60s;
HSl5"4 http, server, location

X5 FastCGI IR55 as @ IERATEIN IR, TEERRE, HEh i EE Al 75 7.

fastcgi__connection_drop

[E2ES fastcgi_connection_drop time | on | off;
FINE fastcgi_connection_drop off;
TR http, server, location

JE AEACERR 55 a8 WA AR M PR ESOE IS ST IR A PT %> DELETE FRICAKAANATHYE, & 1E21%
AR S5 a I A IE R

SN e A RPRAR 55 A AR N — BT NFAE, SRR Lk
B time J3FIERLZL BN BB on I, FEHORE LRI
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fastcgi__force_ranges

[E27S fastcgi_force_ranges on | off;
BRINE fastcgi_force_ranges off;
T http, server, location

TCIE FastCGI ARS5 axMA R HY) Accept-Ranges F-ERANMA], & 9K B I1XARSS 2RIV A7 FN RS2 77 M B 5 F 7
R RN

fastcgi__hide__header

BI% fastcgi_hide_header field;
EME —
ETrx http, server, location

ERINE LR, Angie A2 FastCGI AR #3M N H AL 7Bt Status Al X-Accel-... fRIBLBEN
Ui, fastcgi_hide_header HXRBENRMULIBHIHM T, M, MRFTFERVHEHR TR, A]PUE

Hfastcgi_pass_header ¥8%5

fastcgi_ignore__client__abort

Bk fastcgi_ignore_client_abort on | off;
EFINE fastcgi_ignore_client_abort off;
TR http, server, location

AE 7% PR EANSF IR IR O N RHNERZR, RSN KA FastCGI RS aRHERL

fastcgi_ignore__headers

Bk fastcgi_ignore_headers field;
HME —
TR http, server, location

X FastCGI iR 55 as B 22 Wi i Sk 5 BE RO AL B, AT DA RHG DR 7 BE: X-Accel-Redirect,
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering., X-Accel-Charset. Expires.
Cache-Control, Set-Cookie Fll Vary,

WRAREER, XL 7B =42 DU R AR
o X-Accel-Expires, Expires, Cache-Control, Set-Cookie Fl Vary B EMINZIEIIZEL;
o X-Accel-Redirect HATEIFEE URI AYAELEIE;

* X-Accel-Limit-Rate BEEIFIZ it f&HN R HYIE AR 5
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o+ X-Accel-Buffering Jii FBREA NN 2% 1

e X-Accel-Charset B MNNMNFTEERIFITEE,

fastcgi_index

[E237S fastcgi_index name;
EANE —
o974 http, server, location

BRI RHTIEE R URL ZJGHISX b4, WX T Sfastegi_script_name ZERHIME, BI4N,
AL NIRE

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

X T /page.php 1H3K, SCRIPT_FILENAME S04 T /home/www/scripts/php/page.php, MXf T / 1H
K, BEREFET /home/www/scripts/php/index.phpo

fastcgi_intercept_errors

[E27S fastcgi_intercept_errors on | off;
EINE fastcgi_intercept_errors off;
T http, server, location

HERR K FEEET 300 B9 FastCGI ARG a8l b N (B IR AR P U, 2 EEFHFEEME] Angie DA
HR error page T8 HATAE,

fastcgi__keep__conn

[E2FS fastcgi_keep_conn on | off;
ENINED fastcgi_keep_conn off;
94 http, server, location

ERINTEI T, FastCGI ARSSARIGAEAIEMIRL j5 37 BIOC IS R, (H2, HIERRENE on I, Angie ¥
18R FastCGI RS e RFHIERFT T, XX T8 FastCGI ARES 888 keepalive ERZIE T TIELHNE,

fastcgi_limit__rate

1Bk fastcgi_limit_rate rate;
FINE fastcgi_limit_rate O;
Sl 5"4 http, server, location
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BRI MARHEAR S5 85 BB R IR, rate DABRDFEONRALEE,; "I DA &,

0 SER R R A
wHik

ZIRAR X MERIZER, KR Angie RINFTFMNE] FastCGI ARSSaFHERE, FUEARK
AR RRHI RS, IZFREMXAE S A FastCGI R3S sl R A 2% i IS AR

fastcgi__max_temp_file_size

Bk fastcgi_max_temp_file_size size;
BRINE fastcgi_max_temp_file_size 1024m;
R http, server, location

YEH FastCGI AR5 AN (922 I, ANEREEANE RN IR/ fastegi_buffer _size M fastcgi_buffers &
LB, IR E)—H#8 7] DURTZ RGN SCEA, iZ4a SR EIRN SR AR D, —IRE Al
ISR KN fastegi temp file write size FEF R Bo

0 SRR B % I SR

#Hik
IR ANE TR (7 A7 il 2GR AIMA R

fastcgi__next__upstream

181 fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ...;

ERINME fastcgi_next_upstream error timeout;

£ http, server, location

TR EMREB DL T ROCR B RIZ B4 T — MRS s -

3.3. [FAEER 103



_*Amb
Software

IhEEHEIR, lRA 1.11.7

error
timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

SRS AR ERE, AR SR N Sk R AR R
SRS AR RS, 1A ELAG I SR ol S EO N Sk IR A 2B B

I 55 R[] 23 Wi 7 B TC 3o o

AR S5 AR EARAD A 500 AN ;

AR S5 AR [EARAD A 503 AN N ;

AR S5 A IR [EAD A 403 FOMA S ;

AR S5 A IR RS A 404 FOME ST ;

AR 55 BB BIRAS T 429 HINAN ;

EH, A JFRSF /7% (POST. LOCK, PATCH) HJiERFEC A IXE| LIRSS 285
AafGida N — DRSS, B IR B AR RIE K
BRIERIEZIBL T — DRSS 8o

#HiE

ROZTERRR, RETERARRRFmAXMEMNER, A ATRERIERE#RS T — MRS 8. W2,
GRIRAE A B S R P R AR SR IR I, IR B S R,

ZAGRIETE X T AT 200 5 IR 5 asid E i R =1

error

timeout

invalid_header

http_500
http_503
http_429
http_403
http_404

RPN RN, RIEENIRERR L HIEE

{XAEAE S FRaE N A N R 221K

MABR A R

REERRBL N — D ARSTas AT DAs 2 1L M A AT RR A

fastcgi__next__upstream_timeout

Bk
HME
il 94

fastcgi_next_upstream_timeout {ime;
fastcgi_next_upstream_timeout O;

http, server, location

BRI PLRE R AL 1#825 T — P RSS a7 BIRFTEL

SRR ]

3.3. [FAEER

104


https://datatracker.ietf.org/doc/html/rfc7231#section-4.2.2

* Angie
Software

IhEEHEIR, lRA 1.11.7

fastcgi__next__upstream__tries

Bk fastcgi_next_upstream_tries number;
BRINE fastcgi_next_upstream_tries O;
T http, server, location

BRAHIRFE R G T — MRS 8 FRTREZ IR EL

0 KA RR ]

fastcgi__no__cache

[E227S fastcgi_no_cache string ...;
HME —
T http, server, location

TE XN A SRR RFRIEMLE, MRFHESHPEDE - MERAZHEAREFET07, NIPRAERSY
RTF:

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

fastcgi_no_cache $http_pragma $http_authorization;

Al A5 fastegi cache bypass 6 —{F A,

fastcgi__param

Bk fastcgi_param parameter value [if_not_empty]l;
HME —
o974 http, server, location

WEMNEIBELE FastCGI IRFGMNSEL, BRI DAME AR, BEAHAS, A Y10 LG E X
fastcgi_param FEDHE, IXEEESA M _E—FKIEC B LK,

#/ik
£ Angie I AUFRIHE fastcgi.conf F fastcgi_params X FH, REQUEST_METHOD #I1% &N

$upstream_request_method, IXFAIRUZAER: HEAD F6400 GET I, Ll K771k IZ L,

PUNREIER T PHP PRI/ NEE:
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fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SCRIPT FILENAME S PHP +HTHIEM A%, QUERY_ STRING Z¥HT&ZIETERSEL

MTAEE POST WERIIIAIAR, EFREU N =125

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

AN PHP ffif] --enable-force-cgi-redirect FLE S, WL (£} 200" ) REDI-
RECT STATUS Z¥k:

‘fastcgi_param REDIRECT_STATUS 200;

IRFEL MM if_not_empty fEE, MOEHSHENNENA R IZSHILIRL IR A5:

‘fastcgi_param HTTPS $https if_not_empty;

fastcgi_pass

HIL fastcgi_pass address;
LN —
EFx location, if in location

&E FastCGI IRSFARMIMINE, Huhk AT DA v isAn B 1P stk DAR 3 1 -

‘fastcgi_pass localhost:9000;

N UNIX BERZTRER:

‘fastcgi_pass unix:/tmp/fastcgi.socket;

GNSRIRA ET ON 22 shE, TR AR DA77 SUEE AT, b, stihik T DAERE IR 55 2,

ZRERT IR S, ERXMENT, MR EE A, WHERRRI S 6541 PR RIZAR, R
RERE, WIEEFR AT &5 WA,

i

If fastcgi_pass is placed in a location whose prefix ends with a slash (for example, location
/name/), and the auto_redirect directive is set to default, requests without a trailing slash will be

redirected (/name -> /name/).
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fastcgi_pass__header

[E27S fastcgi_pass_header field;
IRINME —
T http, server, location

FVFRE FastCGI IS5 R APEE I Sk BUEIBLa7% P i

fastcgi__pass_request_body

HIL fastcgi_pass_request_body on | off;
BRINE fastcgi_pass_request_body on;
H 94 http, server, location

EREG B FEEIE RIKE L FastCGI iRE a5, BIES I fastegi pass request _headers $§%

fastcgi__pass_request__headers

[E27S fastcgi_pass_request_headers on | off;
LOWINIED fastcgi_pass_request_headers on;
T http, server, location

TR B R IATE RISKFEALIRLS FastCGI IRS548. H1EZ M fastcgi_pass_request _body F6% o

fastcgi_read__timeout

181 fastcgi_read_timeout time;
PRINE fastcgi_read_timeout 60s;
4 http, server, location

TE XM FastCGI AR 55 a2 R AN I TR, BB N (UAE R SR IR BIRE Z AR B, T B 3
RS, QIR FastCGI IRSFFARTELLIN AINBA R RIEMAE, NEREZ KA,

fastcgi_request__buffering

ik fastcgi_request_buffering on | off;
FINE fastcgi_request_buffering on;
TR http, server, location

J5 P BB 725 P 0 1 SR 2R3

3.3. [FAEER 107



* Angie
Software

IhEEHEIR, lRA 1.11.7

on TEKIE R &ZIEZ| FastCGI ARFG 28 Z B, MBIz EL BEANE KA,
off B SRIRTERZURES 2 B & 153 FastCGI ARSS 88, EIXAMMEM T, (1R Angie EETT

QERIRTESRAR, MITETERE R EBE] N — P55 os.

fastcgi_send_lowat

181 fastcgi_send_lowat size;
PRINE fastcgi_send_lowat O;
T http, server, location

MR ZELWENIEFE Angie ¥ 208 M Hiqueve F7IEB NOTE _LOWAT  br ik 8¢
SO_SNDLOWAT EfEFEI (FHfEERIRD), RE/MEE] FastCGL RS 2FAT LM ERE FH)E
EEREREL

#HiE

AL FE Linux. Solaris fl Windows _F#7ZMK,

fastcgi_send_timeout

181 fastcgi_send_timeout time;
PRINE fastcgi_send_timeout 60s;
T http, server, location

BETA FastCGI XS5 af&HmiE KRNI B, BN TEMUOES N G HEZ AR E, A2 TR
THRAIE T, AR FastCGI ARSS aSAEREIN RIS A FRIREHEATN A, JERERABOC ],

fastcgi_socket__keepalive

722 fastcgi_socket_keepalive on | off;
FINE fastcgi_socket_keepalive off;
kTR http, server, location

AL E R FastCGI ARG5S AT HuTIEHZRT " TCP keepalive” 174,

off FINEN T, EETHEHBRERRNILE,
on NEEFEMN SO _KEEPALIVE EEFYED,
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fastcgi_split__path_info

[E27S fastcgi_split_path_info regex;
HIME —
R location

TN —MNENZFIER, FH Tk Sfastegi path info ZRIME, ZKIEMFRIEXIZEW M HIRA: H—1
A Sfastegi script name ZZEINE, AN Sfastegi path info ZBEIE, FIUN, L FEE

location ~ ~(.+\.php) (.*¥)$ {
fastcgi_split_path_info “(.+\.php) (.%)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

XtF /show.php/article/0001 &K, ‘'SCRIPT FILENAME' 204 % F /path/to/php/show.php, M
PATH_INFO Z¥KET /article/0001,

fastcgi_store

HIL fastcgi_store on | off | string;
ERINE fastcgi_store off;
£ http, server, location

JE R ST OR A7 2L

on RS alias Biroot T8XS N AR R TFE AR
of f R F

A, BT DAGE Ay 28 B ) A+ B B IR B A4

[fastcgi_store /data/www$original uri;

SPFRIE LI TEARYE RN EI R Last-Modified WAINKT B E, WM E/eS Al S, A5 Ean 4%
Ao MG SCAFFIRF AL AT DUBRFEA RIS F RS BRIEER, ERXAMET, IR S
ARG, M2 E a2 IR0, R BOS TEMBENE, RAFRSCIERIE fastegi_temp_path 15
LWERIEIN S B SRETRAE R — P X RSE b,

G A T AU SN RS A HBEIA, B4

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;
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location /fetch/ {

internal;

fastcgi_pass backend:9000;
fastcgi_store ;
fastcgi_store_access user:rw group:rw all:r;

fastcgi_temp_path /data/temp;

alias /data/www/;

fastcgi__store_access

Bk fastcgi_store_access users:permissions ...;
,Ej(l)\fﬁ fastcgi_store_access user:rw;
T http, server, location

B BT QRSO H SRE I RIAER, B40:

‘fastcgi_store_access user:rw group:rw all:r; }

WSRFEE TR group 8L all T5IAIABR, WIAT PAEHE user AXFR:

‘fastcgi_store_access group:rw all:r; }

fastcgi_temp_file__write_size

B fastcgi_temp_file_write_size size;
BRINE fastcgi_temp_file_write_size 8k|16k;
H 94 http, server, location

LEFRF FastCGL k55 2% B0 B 5% o S 1 N SN, BRI — IR N I SCHE YRR K/ BRIAE I
N, KR/AWN3Zfastegi buffer size FMfastcgi buffers 622 E BTN M DX BRI, M BN ST B9 R R/

Hi fastcgi_maz_temp_file size I8 E,

fastcgi_temp_path

B fastcgi_temp_path path [levell [level2 [level3]]]';

EINME fastcgi_temp_path fastcgi_temp; (B{{RHXRT --http-fastcgi-temp-path 14
HZE)

T http, server, location
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EX—DEF, AT FastCGI HRSS asi W B RAR RN SC A, FEHEE H % MDA e =20 1
H R ZREE, Filan, 720 MECE

‘fastcgi_temp_path /spool/angie/fastcgi_temp 1 2; ]

(e S A T REAN R R

/spool/angie/fastcgi_temp/7/45/00000123457 ]

HiEZm fastcgi__cache__path T8 use _temp  path 28,

f&i&4s FastCGl fRBZB[BIISH

HTTP ERLFBIENSEURIRLG FastCGl k5588, 1E1EN FastCGI ARG #Ia 1 THI N FHAZ R AR A,
IXEESEOBEAE NIRRT, H40,:samp: User-Agent Sk FEAEN HTTP_USER_AGENT %%
H, BRT HTTP IERLFBEZAN, BRI A fastcgi param I8 IEIRERSEL

REx

Gl

http_fastegi B SCRENEZ &, WA TIEL fastegi_param 8RB ESEL:

$fastcgi_script_name

13K URI, s8R URI DARMLEE R, WIAIER URI ik M fastcgi _index B ENRS X4, AR
Er]HTI%E SCRIPT_FILENAME 1 PATH TRANSLATED Z#{, XS5 5 H THiE PHP
IIARZFR, Hlan, XF /info/ ER, HHLRES

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

SCRIPT_FILENAME S¥0f% T /home/www/scripts/php/info/index.php,
Y{FH fastcgi split_path_info T'E:‘/v"\ﬂi‘$fastcgiiscript7name‘ T EETIZESKEBNE —MERHED
{E,

$fastcgi_path_info

Hifastegi_split_path_info 8B EE M IIRANME, HLERHTIRE PATH_INFO S,

FLV
ZIHN Flash M0 (FLV) SCHRRIE DR AL AT IR #m >R

EEAEIER URI NERFZRTERAN start S8, @B NIE RO TR EIFRLIE NS, FEHS
fil FLV 3k,

4 MIEARDATEE, IZABRERINARME; FEMA --vith-http_flv_module HEIEIR/EH,
ek E BN CERRAEMEE G, ZERC ST,
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=3t

location ~ \.flv$ {
flv;

B

flv

Bk flv;
BRINE —
ETFx location

£ BB location FPIT /B EHALH,

Geo

ZIEPARIEZ o 1P ik B B A R A &,

=Nl

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 1;

! 2;
2001:0db8::/32 1;
}
e
geo
Bk geo [$address| $variable { ... }
LN —
4 http

A T fee R BRI E MR T2 P om 1P fihk, BRI, kM Sremote addr BRI, {Hih
A DAMH A 2R B A RE, 4N :
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geo $arg_remote_addr $geo {

}

i

BT ZEMEERANA SPOEE, BIEHEATRRE geo &, WARNIEREHIERANINTH,

MR EREARE NN IP Hikk, WS{F7255.255.255.255” Hitlk,
bk AT DA CIDR FoREEfEE NS (RFEA M) e e,
U NRRS L

delete
default

include

proxy

proxy_recursive

HHIERTE & R PI2%

GnERA A i AS DCEL AR E Rk, WY R IR EAE, Lkl CIDR #
RIEFEER, FTPAMFER 0.0.0.0/0 F1 ::/0 X% default, GRAKRIEE default,
TERMER N 2 71 H

BE— A IEAER . AT 2 MEE,

TE SCZASHERAE, 2415 KRR B ZEERI LN, K X-Forwarded-For 15K
LBl 5EMMAERR, ZEERHIER LT AR,

JE AR, W RZE TR, WK X-Forwarded-For HARIEHY
BJa— Mk, M52 EE AT R R il RS B R,
NP {#HF X-Forwarded-For q“ﬁiiﬁE@ﬁ%ﬁ%“4\15§%ﬁ§ffﬂﬂﬂt, MRS ZEE
Mkt DERC R SR 4R i Lk

ranges FoRHUIE R ENTEEEE R, BB 1 APt R ZE RS,
HENAZ T RS
volatile RRNZLRAAEAT
il
geo $country {
default Az
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: : /32;
127.0.0.0/24 US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;

192.168.1.0/24 UK;

}

conf/geo.conf XIFRTREELE DA NAT:
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10.2.0.0/16 RU;
192.168.2.0/24 RU;

{6 P B BURHOUCECAE, 40, X 127.0.0.1 Hbht, BA%EEHME RU, TR US,

N UREREE

geo $country {
ranges;
default
127.0.0.0-127.0.0.0
12T 200, 11=121 . © . © i,
127.0.0.2-127.0.0.255
10.1.0.0-10.1.255.255

192.168.1.0-192.168.1.

7Z;
Us;
RU;
Us;
RU;
255 UK;

GeolP

IRHEZE P 1P Mok QAR B FFIME, (TG IERT MaxMind 82 BN R AR

i+ 1Pve HIEE ZERT,
2 MRS EER, BRIAH RS, MBI --with-http_geoip_module MELEIUIFT/E H,

IPv4 HiEKE/E LR 2] TPve AUHbhE I TR,

#HIE

HAEEHREE MaxMind GeolP #HEZESZEIA MaxMind GeoLite2,

B E B

http {
geoip_country
geoip_city
geoip_proxy

geoip_proxy
geoip_proxy_recursive

GeolIP.dat;
GeoLiteCity.dat;
192.168.100.0/24;
2001:0db8: :/32;

>

B

geoip__country

HIL geoip_country file;
ERIA —
EFx http
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fEE A TAREE P 1P thhkifE B R BRI, [ EER R, AN

$geoip_country_c
$geoip_country_c

$geoip_country_n

AR EZR RS, FIa0"RU”, "US”,
=ARIEZRAKRS, FlaI"RUS”, "USA”,
EZRZFR, HU0"Russian Federation”, ”United States”,

geoip__city
[E27S geoip_city file;
E/UN —
4 http

faoE TR i TP e 5. MR O EEE 2, B IR R, P DIR RS

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

PIALH KRS, BIAN"EU”, "NA”,

PIAZAYEZARS, FIan"RU”, "US”,

=M HIERAES, HIA"RUS”, "USA”,

[E R 2R, a1 Russian Federation”, ”United States”,

EEP DMA XIS (HFRN metro code”), MRIE Google AdWords API H
B HOFHE L,

G,

2,

P EZRIXARS G, @i, N, & B S, filan~48”, "DC”,
EZHX AR GHlX, G, M, & BIBLH5E), FlUT"Moscow City”, "District
of Columbia”,

Wi FR, B0 Moscow”, ”Washington”s

B G i

geoip_org
[E27S geoip_org file;
EAUN —
TR http

faE F TR i 1P ik A BE . (I BdRZER,, FTADAIT AR &

$geoip_org

HAZFR, Ha1"The University of Melbourne”
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geoip__proxy
[E27S geoip_proxy address | CIDR | uniz:;
EAUN —
o974 http

XA L, S TERK B Al EEIER, K X-Forwarded-For 1E3RLFER AL,

geoip__proxy__recursive

Bk geoip_proxy_recursive on | off;
EONIN geoip_proxy_recursive off;
H 94 http

GUREEAIEIAILR, WK X-Forwarded-For MR ER/G— MHitht, A S Al HEHbIEVERCHIE
G P, WSS AR, MK X-Forwarded-For HVRIXHERG — MMEREEHAE, Wi
&5 G ERhE DU ECHY SR a7 it

gRPC
FVFREIERIZIBE] gRPC IRS5 350

7
AR T TP2 FEER,

=3t

server {

listen 9000;

http2

location / {

grpc_pass 127.0.0.1:9000;
}

B
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grpc__bind
[E=2FS grpc_bind address [transparent]| | off;
IRINME —
T http, server, location

5] gRPC MRS HISIER NFEE I AM 1P Hislk (RIHENG ) Kid, SEUER ST R, FkE
off BUHM E—BCEFBNIKAKN) grpe_bind FESHIRUR, VRSB ECAR 1P fihkFIsG

transparent S AIFE| gRPC ARSI HGTIERE MAEA D TP sk &6, AN P umaESL 1P #l
3k

[grpc_bind $remote_addr transparent;

IESEUER, BEFELVEIH T APRIZTT Angie TAEMRE, £ Linux EARTFEIXFEM, KoA0%E
{8 T transparent SH, TAEHES N THEYA CAP_ NET RAW ®EJ1,

wik
ML B AR B AR AR B gRPC IRSSERAI M4 i &

grpc__buffer_size

B grpc_buffer_size size;
FINE grpc_buffer_size 4k|8k;
NS94 http, server, location

BT B gRPC RSS2 WA R SE — R X BRI IX RN, Wi — BRI B S R R B A R
F o

grpc__connect__timeout

Bk grpc_connect_timeout time;
LNz grpc_connect_timeout 60s;
ETrx http, server, location

XS gRPC IRSS SRR I (Rl FREERAYR, M@ R~ eeEd 75 7,
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grpc__connection_drop

[E27S grpc_connection_drop time | on | off;
LNz grpc_connection_drop off;
T http, server, location

JE FITEARBRAR 55 85 M FR RS BRI 0T i i JERR B A PT DELETE i ARIC KA G, & 1EEZAR
55 axIFTH R

0% P e PR S5 AR AL B R — N REE FAFI, SRk,
RHE time JOHIERZ L BN, BN on I, JERIZHNKIT,

grpc__hide__header

Bk grpc_hide_header field;
EME —
ETFx http, server, location

BRINIE L RN, Angie 2% gRPC RS esMm b HSLFEX Date, Server Fll X-Accel-... fEEBAR
i, grpc_hide_header IHS B ANHALBIIMI N T, MKk, WWRFEALTLETER, 7JLAHE

Hgrpc_pass_header 8%

grpc_ignore__headers

B grpc_ignore_headers field ...;
EINE —
X http, server, location

BHMNKB gRPC RS #HYFELEmn 1 L ERAYAL B, 7] DLZME DA R 7 B:X-Accel-Redirect A
X-Accel-Charset,

ATERAREEH, AbERIX e Sk 7 Bo =4 DL R R
o X-Accel-Redirect FAITEIFEE URI HINERE EN];

o X-Accel-Charset REMMN TR FITE,

grpc_intercept_errors

HIA grpc_intercept_errors on | off;
ERINME grpc_intercept_errors off;
TR http, server, location
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HERIS KT EEET 300 B gRPC JIRSS 88 i B B %A% 13 45 % 1 Ui, I B WHEBUTEE M F] Angie fi
Herror _page $a2HATALHEL,

grpc__next__upstream

=275 grpc_next_upstream error | timeout | invalid_header | http_500 | http_502
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

ERINME grpc_next_upstream error timeout;

LT http, server, location

FEEAEMBEAT LT BRI RAZ B LS upstream HAE S — DRSS 3

error SRS EREERE, 1A HAR S SR el S B Sk N R A R
timeout SRS EREIIERE, A AR SR el I e B Sk N A A
invalid_header  ARSSHHIR B Z i N BRI R0 K ;
http_500 55 #81% [BIAAS AT 500 FNE R
http_502 AR S5 AR [EAS A 502 FME R
http_503 ARZS IR BIAD N 503 M A ;
http_504 A %5 4R IR B RS 504 HYME R
http_403 AR 55 2R [BIACAD D 403 FRME
http_404 AR S5 4R IR[EAS A 404 HME R
http_429 ARSS ZRIR [EIAASN 429 HIMA R ;

non_idempotent JEF, ] 1EHSF /7% (POST. LOCK, PATCH) HUTERUNRE & IEEI EARSS 4%,
WA ZEEE S — MRS a4 /5 IR R VF R I RIE K,
of f B IE RGBS T — MRS 25,

#HiE

ROZIC(E, HAERARAE AR EMAAE, A ATRERERGES N — DRSS s, R, aR
TE & R S R rh Ak AR R IR BN, MITE TR 1B S I R R

ZAGRIETE X T 2N 5 IRSS aE B i =t

error, timeout. MHEBHNARINZEIA, BEENIRIETESHIEE
invalid_header

http_500, IXAEFR S HHEE IN A AR A A I =11
http_502.

http_503.

http_504,

http_429

http_403, MABA A BRI 221

http_404
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R SRAGIBL N — DR AT PASZ 2R RIS R FIRRH

grpc__next__upstream_timeout

[E227S grpc_next_upstream_timeout t(ime;
EIME grpc_next_upstream_timeout O;
T http, server, location

BRAI AT AR E R 45 T —IRSS & BIINTAL,

0 KA IR ]

grpc_next__upstream__tries

1%(23 grpc_next_upstream_tries number;
Ej(l}\fﬁ grpc_next_upstream_tries O;
Holi9"4 http, server, location

BRARERAZIBE] T IS5 aATA] REZIR AL,

0 R I RR
grpc__pass

B grpc_pass address;

EINE —

HSl5"4 location, if in location

R H gRPC IR55asttihit, bk Al ARG IS4 8 1P ik, DAK IR 1

grpc_pass localhost:9000;

AEN UNIX BERFIER:

grpc_pass unix:/tmp/grpc.socket;

&, ATDAHER grpe:// HE:

[grpc_pass grpc://127.0.0.1:9000;

FUFERIT SSL 19 gRPC, NAEH grpes:// FT%:
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grpc_pass grpcs://127.0.0.1:443;

QUSRI T O 22 sk, R A ik ECR: DASC 175 U, b, btk ] DAFEE MR 55 441

SEEF DU SR, ERXAEOT, WRHIEEE IR, WAEFTARIIRSS SR PR RIZAF, 1R
RERE, WIEER T e BE

i

WRTEHHRIEETRHLE location HHSE grpc_pass (Bl4l,:samp:location /name/), I
Hauto redirect 18BN default, MW EBEFHTHNIERKLEEN (/name -> /name/)o

grpc__pass__header

Bk grpc_pass_header field;
ENME —
ETFx http, server, location

TP IEASE I Sk B gRPC RSS2 &I 2% 7 i

grpc__read_timeout

Bk grpc_read_timeout time;
EONME grpc_read_timeout 60s;
ETFx http, server, location

TE XM gRPC JIRS5 e SRR N AN N 1), BN AE OSSR BRI E 2 I, T2 EAEE NI
R4, Q1R gRPC MRS5S AFAEMEIN Rl AR AL BRI, WIEERRE SC ]

grpc__send__timeout

Bk grpc_send_timeout time;
ERINME grpc_send_timeout 60s;
£ http, server, location

R B\ gRPC IRSFaeEHmIE KAV I E, R AR OGESINE #RIEZ RIE, AR X MER
W&k, IR gRPC ARSSARTEILIN I AR ENEATNE, MRERERE OS],
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grpc_set__header

Bk grpc_set_header field value;
EINE grpc_set_header Content-Length $content_length;
T http, server, location

RGFEFTE X EEMTFEENLIE 45 gRPC IR esMIERkL, ERDEEXA, TENHEHASE, HHNY
METHBIARE X grpe_set_header FEFN, IXLEF5SA M _E—FECE LK,

MFSLFBRHME N BT, WZTBR A RE$E% gRPC RS54

grpc_set_header Accept-Encoding ""; }

grpc_socket__keepalive

Bk grpc_socket_keepalive on | off;
LN E grpc_socket_keepalive off;
X http, server, location

BLEZR| gRPC ARSSA3HT HUEZEER " TCP keepalive” 174,

off FINBI R, ERFERBERGIIRE,
on NERFERH SO KEEPALIVE BR5%TH,

grpc_ssl__certificate

Bk grpc_ssl_certificate file;
ENINE —
X http, server, location

f8E—1 PEM 8 AIEH S, T 1A gRPC SSL ARS8 T B IE, X4 a] MEHZE &,

grpc_ssl__certificate__cache

1Bk grpc_ssl_certificate_cache off;

grpc_ssl_certificate_cache max=N [inactive=time| [valid=time];
EIME grpc_ssl_certificate_cache off;
T http, server, location

T —ANEE, T A RS R S5 L I Fis,

ISR A NS
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o max —EZFHIRAILRN, HRF N, KMPREL&RDEH (LRU) BT,
« inactive —i& XIURTEARMIT MG HMIERAIIE, EKIN 10 #,

o valid —&EFILRPANEROF AT BRI E. BN 60 . FEHIARIZ G, UL HE#TN
BEEHTRIE,

o off —EH%AF,

Nk

grpc_ssl_certificate $grpc_ssl_server_name.crt;
grpc_ssl_certificate_key  $grpc_ssl_server_name.key;

grpc_ssl_certificate_cache max=1000 inactive=20s valid=1m;

grpc_ssl__certificate__key

Bk grpc_ssl_certificate_key file;
ENINE —
X http, server, location

57— PEM A&XAYEHSCIF, T 1A gRPC SSL R3S a7 St ik,
AIDAEEME engine:name:id RS, XM OpenSSL 5% name FIEEBIEE id HEH,

A DAFEEME store:scheme:id SRAEE XM, F T M OpenSSL $RHEFEFIEMAT URI scheme' (411 ‘pkesil)
HINEEATEE id I,

XFAL ] DA IS &,

grpc_ssl__ciphers

Bk grpc_ssl_ciphers ciphers;
EINME grpc_ssl_ciphers DEFAULT;
Holi5"4 http, server, location

AR gRPC SSL IRFFas I TH RN R EIEER. EHEMLL OpenSSL FHEARHIISIEE,
EHEMSIRRRT 24K OpenSSL iftAs. AJPAMEM openssl ciphers i EATEHIIK,

i

fHH OpenSSL B ,:samp:grpc_ssl_ciphers $§% FNECE TLS 1.3 BB EMN, ZE#HH OpenSSL JE%E
TLS 1.3 HHEEMH, BER- grpc_ssl_conf command 6%, RN FrES SSL BLE MR,

o {E LibreSSL A, TLS 1.3 RS EM: nIPAFFH grpc_ssl_ciphers AlE,
o TE BoringSSL H1,TLS 1.3 HWEEMFELTIEAE,
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grpc_ssl__conf_command

Bk grpc_ssl_conf_command name value;
LN —
T http, server, location

1£5 gRPC SSL AR5 e I IZ EITE OpenSSL AL E i,

#Hik
/] OpenSSL 1.0.2 B EIRAK XHHZ4E2. ZMHM OpenSSL BLE TLS 1.3 HHEM, EHEM

ciphersuites e,

A PATER — A8 E 2 1> grpe_ssl_conf command B2 M HA Y Y a7 al RE X
grpc_ssl_conf _command FEHT, IXEFESA 2 E—RECE YK,

s

TBTEE, EREMCE OpenSSL AIRERSFEESIMT N,

grpc_ssl_crl

TBiE grpc_ssl_crl file;
EFME —
4 http, server, location

FE— NS PEM R MMIEF (CRL) B, ATIE gRPC SSL MRS a:ATIES.

grpc_ssl_name

FENER grpc_ssl_name name;
BRINE grpc_ssl_name “3k H grpc_pass W EH L
X http, server, location

AVFEZHTRIE gRPC SSL RS ZRIUERRIARSS 28R, DARTES gRPC SSL ARSS#a IR N i I
SNI AL BIARSS 28445

BRINELR, 1 grpepass I EN4E,
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grpc_ssl__password_file

[E27S grpc_ssl_password_file file;
IRINME —
T http, server, location

faE MU EEH BB, SNEMEEE SIS 1T, MBEAN 2RREIXEE L EIE,

grpc_ssl__protocols

Bk grpc_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EME grpc_ssl_protocols TLSv1.2 TLSv1.3;
ETx http, server, location

NIE) gRPC SSL [RSS & &8 HI1E K JE FFEE R

grpc_ssl__server__name

BiE grpc_ssl_server_name on | off;
LOWINIED grpc_ssl_server_name off;
ETrx http, server, location

JAFHEZEERTES gRPC SSL ARG Ax @I, 1@ IS5 78 A FriE R TLS ¥ (SNL‘RFC 6066 <https:
/ /datatracker.ietf.org/doc/html/rfc6066.html>_ ) fZIEH grpe sslname 5B IR ERBFR,

grpc_ssl_session__reuse

Bk grpc_ssl_session_reuse on | off;
FINE grpc_ssl_session_reuse on;
HSl5"4 http, server, location

WEES gRPC RS eHBER 2] AEEH SSL &1, R HEFHI’SSL3 GET FINISHED:digest
check failed” F51%, THZ I FEHSTEER,

grpc_ssl__trusted__certificate

Bk grpc_ssl_trusted_certificate file;
EIME —
T http, server, location

EE—1HEE PEM RXZEE CA IEBAXE, FFRIE gRPC SSL AR #3HIIE 15,
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grpc_ssl__verify

[E27S grpc_ssl_verify on | off;
LNz grpc_ssl_verify off;
T http, server, location

JRREEEF X gRPC SSL ARSS SIEHAIIRIE,

grpc_ssl_verify__depth

HIL grpc_ssl_verify_depth number;
EME grpc_ssl_verify_depth 1;
ETx http, server, location

& H gRPC SSL IRS5#IEH HERRIERE,

GunZIP

PR — NI IESR, H TSR guip” G 75 TARI R P iR 5487 A :samp: Content- Encoding: gzip
AOMAIN., 5 75 AP IR AR EUE DA & 2 AR D 1/0 BRI A .

4 NIRRT RS, BROANTE RSB ; MiEid --with-http_gunzip_module FJELEIIEH.
12k H BTN CENRECENSRGY, WEPEEFIRER,

B B = B

location /storage/ {

gunzip g

B

gunzip

Bk gunzip on | off;
LN gunzip off;
X http, server, location

JEHEEERIRT RS gzip SCHHINZE P U ) R Aa M N e R 4. AnSRIBH, IE25 B LA E< DARE & F i
BZHF gzip: gzip http version. gzip prozied Fgzip disable, BIEZB gzip  vary 6%
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gunzip__buffers

Bk gunzip_buffers #& K/;
LN gunzip_buffers 32 4k | 16 8k;
T http, server, location

BT80N R X EER KN, BRAER T, ZBHXAKNETF—DNAGFETIAN, XBURT
&, AIRER 4K 5 8K,

GZip
ZHREPUE—MER] gzip TTTEEAEMMM AIE 98R, FTDARHERBHRIIR/ R 2 %,

=l
i SSL/TLS WM, FE4EMmRN I RE232E] BREACH K,

W=wytl]

gzip >

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

AT DA Szip.ratio B RORICFIABIRIEL 2R,

EL
gzip
Syntax gzip on | off;
E /NN gzip off;
Context http, server, location, if in location

JA AL FAMA R Y gzip 4o

gzip__buffers

Syntax gzip_buffers number size;
2KIA gzip_buffers 32 4k | 16 8k;
Context http, server, location

B TR MNP Z X EM RN, BOANER T, X AKNETF—PAFEIAD, XBRTIEE,
WHEE 4K 5 8K,
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gzip_comp__level

Syntax gzip_comp_level level;
E /NN gzip_comp_level 1;
Context http, server, location

BN gzip FAFFA, FIHEESZHIETEEIN 1 5] 9,

gzip__disable
Syntax gzip_disable regezr ...;
LN —
Context http, server, location

910 User-Agent TERSLFE 515 IENFRIK K PCEL i R T gzip & 4o
IR msie6 X W T IEMIFRIAX MSIE [4-6].7, (HITAEEREE R, "MSIE 6.0; ... SV1I” HHEERIEZ

R Z A,

gzip__http_version

Syntax gzip_http_version 1.0 | 1.1;
E /NN gzip_http_version 1.1;
Context http, server, location

B ERFTHRARAL HTTP AfA U460 B,

gzip_min_length

Syntax gzip_min_length length;
ERIA gzip_min_length 20;
Context http, server, location

BRI gzip IEGEHINAN AT/ N, KX Content-Length MR Sk B -HIfiE,

gzip__proxied
Syntax gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;
ERIN gzip_proxied off;
Context http, server, location
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ARV SR 7 )17 O e SR EE AT RERTE SR IR RIEEAT gzip R4, TE RO ARBHEIE RS SL i SRSk T
B via MIfFERIIE, IZEERZNSE:

off BRI A RIS KA R4, RIS H M S
expired GnERmmR Sk Expires TR HAEZE IR A7, WIS R4S,
no-cache ansRma B Sk B Cache-Control B H B "no-cache” %8, NIJE HE%s;
no-store AR Sk 1 Cache-Control FEE HE G " no-store” 248, NIjE HESs;
private AR Sk L Cache-Control FEX HE G "private” S48, WIfEH £44;
no_last_modified HMSRMAN Sk ALE Last-Modified FER, WIJEFIEHE;
no_etag QR B S ETag B, WIS A E4E;
auth RIEK LS Authorization FEL, WI/EFEYE;
any XA AREE K S FH R4,
gzip_types
Syntax gzip_types mime-iype ...;
ENIN gzip_types text/html;
Context http, server, location

JERXHEE MIME RIRINAN AT gzip 46, BRT text/html Z4h, FFFRME"* PLELAEAT MIME 3¢
M, text/html ZEMRIAIA N ARLEH A,

gzip__vary
Syntax gzip_vary on | off;
ERIA gzip_vary off;
Context http, server, location

Joi F AR F AE M B Sk HE N Vary: Accept-Encoding” 7B, WHRIES gzip. gzip  static B gunzip BIE.

]

REE
$gzip_ratio

IRENREAGEER, TR [EAANA N RN 5 FRGEN N RN EEER

GZip Static

RVFRIENE . gz” Y RAIITELG A, AR HRAE,

2 NTRRD AR, IZARELERIAARAE; BB --with-http_gzip_static_module MEHELEH,
FEM BAIR GRS, ZEERC RS ERET,
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B E B

gzip_static 5

gzip_proxied expired no-cache no-store private auth;

B2

gzip_static
[F=27 N gzip_static on | off | always;
ERNME gzip_static off;
£ http, server, location

= (on) ok (off) KB R SRR, A TES WS & g2ip http_version. gzip_prowied,

gzip__disable M gzip_varyo

(M always B, RAESCHERTATEIL MRS, MITCHRiEE S e @ SR, IXTEE LA RIE

MBS T GunZIP BERINRA .

SR OB gzip an BT HARSRA A A T4, DR AR SRR T 48 SRR 2 H AN [RIAR TR,

Headers

FOVFENA N SKH RN Expires 1 Cache-Control SkFEX, AMALET B

B E B

expires 24h;
expires modified +24h;

expires 024h;

expires 0;
expires =ilg
expires epoch;
expires $expires;

add_header Cache-Control private;

B

add__header

[F=27N add_header name value [always];
BME —
TR http, server, location, if in location

FEMRASA 200, 201 (1.3.10), 204, 206, 301, 302, 303, 304,

SRERT IS E,

307 B¢ 308 B, ANINTEE B2 ma 5 Sk,
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A AHZ A add_header 169, RATELHISHIARE XIE add_header 5L, XEFELA M E—2
FCEYEK,

GNSRAEE T always ZEL, WITCICMARAD AN, HSARINIZ LT B

add__trailer
Bk add_trailer name value [always];
EIME —
T http, server, location, if in location

TEMANES A 200, 201, 206, 301. 302, 303. 307 B¢ 308 Hf, WRiNfEEFERENN KR, SEUEA DA

AR EL
SR,

AIPIEZ add_trailer 6%, RATENFISHIARE AT add_trailer fELM, IXEHFSA SN E—
RECEARK,

ERIEE T always Z8, MITCICNA R G4, #SRINZT B,

expires
[E=2FS expires [modified| time;
expires epoch | max | off;
ENINED expires off;
T http, server, location, if in location

JAFEEEFLENA R ASh 200, 201, 204, 206, 301. 302, 303, 304. 307 B¢ 308 WAMEIEK Expires
1 Cache-Control MR SkFE, Z¥ATUZIEEIA AL,

Expires B RIZ L AN A1 5152 e N RAUEM, GEREM T modified 24K, WM RIESCHF
it TR] 5 45 4 Fh i I TR AR A

AR, FTBAGER @7 RTRHERE — R AP AN R

[expires ©15h30m;

Cache-Control FEMINAEHEUR T8 E N RINFT S
o BFEIf1—"Cache-Control: no-cache”,

o IHEIAIESZE—"Cache-Control: max-age="‘t‘", HH ¢ Z5SHFaE IR, DAY A AL,

epoch ¥ Expires BB N Thu, 01 Jan 1970 00:00:01 GMT” :samp: Cache-Control % &
™ no-cache”s

max ¥ Expires B N”Thu, 31 Dec 2037 23:55:55 GMT?,:samp: Cache-Control %
BN 10 £,

off LI INEHEER Expires F Cache-Control M Sk E%,
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RIGHIZEER] DS AL &

map $sent_http_content_type $expires {

default ;
application/pdf 42d;

~image/ max;

expires $expires;

Image Filter

LR — NI IERS, T JPEG. GIF. PNG. WebP, HEIC 1 AVIF ¥ AVEIE,

Y /\A()EFQEEH‘@@N, gjﬂ)\$§*@@ﬁh*ﬁﬁ%, Eﬁ%%{ﬁﬁﬁ --with-http_image_filter_module *@@iﬁ@%

Mo
MR EF, ZEHE SISHWER, HIENSN  angie-module-image-filter B¢
angie-pro-module-image-filter FYHIHERAFRIER AL,
wHik
IEREER A libgd J2E. EREAE R A B T AT IR A
HEEHL WebP, HEIC 8% AVIF #3X B, :samp:libgd JFER 4R 1FE R B F R IX k% A7 £,
[t
location /img/ {
proxy_pass http://backend;
image_filter resize 150 100;
image_filter rotate 90;
error_page 415 = /empty;
}
location = /empty {
empty_gif;
}
B
image__filter
£ 1.11.0 AR KB,
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5

e image_filter off;

o image_filter test;

e image_filter size;

o image_filter rotate 90 | 180 | 270;
o image_filter resize width height;

o image_filter crop width height;

o image_filter convert type;

2RIA image_filter off;
X location

BN BRI T R AR Y.

off
test

size

rotate 90| 180]
270

resize width

height

crop width height

convert type

A2 JE BB L B R AR BRAL B

WERIAN N JPEG, GIF, PNG, WebP, HEIC =2 AVIF #HIER, S0, K
IR [E] 415(RSZFFRIEAAERY) B,

PL JSON &=k EGIIE R, Bla0:  "img” : { "width": 100, "height":
100, "type": "gif" Y} WIRAAEFIR, WAl R {3>

W E IR RS I ER ER, SEERDESZERE, XA DI sS
resize Fl crop ##—iLfEH,

FRIRAEE R R/ IMZ LB NG, BAAE— DR 48/, 7] DIR 5 — e fS
TEN-". WIRRAFR, RS EIGIRE 415( RS RB5, SEUER]
DnEER, H5 rotate S RMERHN, IREER) 2GR,

T IR KIBRRMZ IR RIS, FH3ET 5 — 1IN 2 RiB%, ZAXTE— 4L
b4/, RTLUCR S — MR TR EN -7, AR ZAEIR, IRS5ERIORIE] 415(R 3
ARSI i, SBER DIEEZE, 35 rotate ZEEMHIN, HEHAE
#i N ZRliRAE,

G e N A&, B3EN jpeg. gif. png. webp. heic Hl avif,
SEUAR AL S &,

image_filter__buffer

1Bk image_filter_buffer size;
ENIN image_filter_buffer 1M;
Holi5"4 http, server, location

E M TR EGR R XA R AR, HEHIZAVNY, RS EIRIE] 415 (ASCRFAVEEAERY) R,
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image__filter__interlace

Bk image_filter_interlace on | off;
2RIN image_filter_interlace off;
T http, server, location

MR, REREBH R, X T JPEG, REEIGRK Y Witk JPEG” #85K,

image_filter__jpeg__quality

HIL image_filter_jpeg_quality quality;
LA image_filter_jpeg_quality 75;
H 94 http, server, location

REEHSH JPEG BRI R, FIHEZAETEEDY 1 3 100, BUNEE RS B R R R

s EER D BIEIRKREN 95, ZEUEF DU ESEZE,

image_filter__sharpen

HIL image_filter_sharpen percent;
2KIA image_filter_sharpen O;
T http, server, location

WA EMGIBUE, B8 E 7 ] DU 100, o (EEEABik. SEUEF IS EE,

image__filter__transparency

Bk image_filter_transparency on | off;
LN image_filter_transparency on;
HSl5"4 http, server, location

E N AERG R GIF EGs B A A ERIEEHER PNG BIGNZ2EMREEHE, BIHEN A SHE

BRI, PNG HHY alpha JEIEEHEIRAIRE,

image_filter_webp__quality

[F227S image_filter_webp_quality quality;
ZRIA image_filter_webp_quality 80;
T http, server, location
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REHAREH WebP EBAIRTE, AHEZAMETEED 1 ] 100, BUNIEE R RIRE B BITR B
Fifetmp i, SREDESZE,

image_filter_heic__quality

HIE image_filter_heic_quality quality;
2RIA image_filter_heic_quality 80;
T http, server, location

REEHUSH HEIC BIGRHEIR, rEZRENER. SRERDESZE,

image_filter__avif__quality

TBiE image_filter_avif_quality quality [speed];
A image_filter_avif_quality 80 6;
o4 http, server, location

EEH AVIF BGHEIERUE, FIIEH) speed SEIRHIIRADERIEE; M MERLHN EE, S8
EA] IS &,

Index

ZIEEACHE DR AT (/) SiRAVIER, XRIERWATLAH Aty autoindex Fhttp random index R
AT,

W=t

location / {

index index.$geo.html index.html;

}

B

index
Bk index file ...;
ERINME index index.html;
X http, server, location

TESXCRPERG IR F, XA RS EE, XHEIRIEER I TRE, JIRNRE— TR
DR — D EALN RIS, Rl

index index.$geo.html index.0.html /index.html;
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FWEEENZ, FHERESISUSSBNEEER, HHIERTEARRA ST, flan, fEH
THCE:

location = / {
index index.html;

}

location / {
#
}

—AN vy FESRSEGR EEES ML EEN " /index . html" AT,

Limit Conn
ZAEHRH T BRI E RS P RER R, Rk B B 1P ik,
HAEFT A ERE SO, (ETE RPARSS A b P B NME SRS ESHE BB R, A 2HHE0ER,

B E B

http {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {

limit_conn addr 1;

}

B

limit_conn

YNGR limit_conn zone number;
EUN —
X http, server, location

NEERBER B ZNF X MR AR VISR, O HRFIN, R3S aROR MR (g RATE
5, Blan, LANEL

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
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location /download/ {

limit_conn addr 1;

XSV TP HUHERIIN S — N

#HiE
f£ HTTP/2 1 HTTP/3 H, &PNFFAIERPAN — P EIRANERL,

AIBVEZ limit_conn 6%, Bl4N, DANECECRERRFIEE D230 1P LIRSS A AER R, RN IR

DS HE AR 55 A ) S e R R

limit_conn_zone $binary_remote_addr zone=perip:10m;

limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;

limit_conn perserver 100;

XL SAAE Y RIPANE A E X Limit_conn LW, M E—RAELEIGIMK,

limit_conn_dry_run

B limit_conn_dry_run on | off;
BRIN limit_conn_dry_run off;
T http, server, location

AT, T, EREERARS], (HRELZAFX F, @t

wHaiit,

limit_conn_log__level

ERAER AR BIE

18 limit_conn_log_level info | notice | warn | error;
2RIN limit_conn_log_level error;
T http, server, location

B ARSS s PR e BRI AT RR A B S =40l
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limit__conn_status

Bk limit_conn_status code;
2RIN limit_conn_status 503;
T http, server, location

BB HHE AR TE KA SRS

limit__conn_zone

Bk limit_conn_zone key zone = name:size;
ENN =
H 94 http

NWHENFXRESY, ZXBRARESMEIPRES. File, ISR SArEREE. #rbes
XK, ZRNHAG, BENZIERAPITEL

{5 7R3 -

limit_conn_zone $binary_remote_addr zone=addr:10m; }

FEIX 2 P i TP bR R B R, X B Y2 $binary_remote_addr ZF &, M /& $remote_addr,

A& $remote_addr HIA/NRTLAM 7 B 15 FHA%E, FHERIRASTE 32 A FE B G 32 8 64 17
WNT7, TE 64 fFA LGZESEH 64 7775,

AP & $binary_remote_addr FIK/NAT IPv4 HILEIGZEN 4 775, B8O T IPv6e HIMEURZEH 16 T, 17
fERPIRASTE 32 (iEE FIAKR S 32 58 64 71, 1F 64 (P& BIAZ S 64+,

—NIRFATRYXAEAT AR TERZY) 32000 1 32 FPIRASEIRZ) 16000 1™ 64 F i HIRAS, a0 SR X EfE ik
THRFER, ARG T H— 2 G RIR EI R,

REZx

Gl

$limit_conn_status
RIFEE B IRTIA455 : PASSED . REJECTED E{ REJECTED_DRY_RUN

Limit Req

IAEH TR SCRERTTRSRAC DR, KPR R B 8 1P il RIE SRACERIEAR I FR2 ]
et 7 IR,
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B E B

http {

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

B

limit_req

[E=2FS limit_req zone=name [burst=number| [nodelay | delay=number];
EINN —
X http, server, location

BB DKIRAE KA R TR RN, ARG SRR DOSREC B AR, W HACBAHAER, D
(TG R DUE SCHOIER A TAC B, 2 M0TRRSPOER, B HBEETRRRERD, HRTERR DU
e &k, BONEIT, RARRENNETE, filgl, PATES

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {

limit_req zone=one burst=5;

FIRVFEHAREE 1 MER, REAEE 5 MEK,
R BAETR R AZ FIRFIN IEIRL 2 175K, WV B2 nodelay:

[limit_req zone=one burst=5 nodelay;

delay ZEUEEE Z1H KL NIERAIRA, BOMEANE, BIFrHIE 2 H9IE KECRBHEIR,

AIPAEZ 1imit_req 6%, BN, DANECECRIBRHIR B 8D 1P HulkAIERACTIRA, (A IRR A R
ARS5 a1 SRAC BE R -

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s; W

limit_req_zone $server_name zone=perserver:10m rate=10r/s;
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server {

limit_req zone=perip burst=5 nodelay;

limit_req zone=perserver burst=10;

XL S L BIPAINE A E X Limit_req FEM, M E—ZRHL BG4 K,

limit_req_dry_run

[E27S limit_req_dry_run on | off;
LN limit_req_dry_run off;
T http, server, location

JERTBITER, EMET, TERCERRAZIRG, EEL =R , S2ERNEENARS
BOEH L5,

limit_req_log_level

TBiE limit_req_log_level info | notice | warn | error;
2RIN limit_req_log_level error;
T http, server, location

BB NRSS a T IR R i e BRIE SR e IR 1S SR A H B IE R, SEIR A H B IE R0 tiE s
E@Eﬁlﬂ%?&%u{fﬁ*?&, W'J;Zﬂ, mEfEET limit_req_log_level notice, MZERE LA info AR,

limit_req_status

1Bk limit_req_status code;
A limit_req_status 503;
o154 http, server, location

B AEAIE KR [F RS,

limit_req_zone

[F227S limit_req_zone key zone=name:size rate=rate;
ENN —
Holi5"4 http
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REHRZNFXBSE, RO SMEEREINS RFalE, IWSFMESATHE 28R EE, )
DIESAR, ZREKHAS, BENZRTERDBIT A,

7RI

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s; }

EIXH, RSRFIE 10 IKFHIXIK one W1, ZXIA G RAEIER AR BT TR 1 MEK,
B 1P HEE e, TEER, XEMHANZ $binary_remote_addr ¥, 1M/ $remote_addr,

X T IPv4 Hiislk, Z8& $binary_remote_addr HIR/NAZN 4 775, AT IPve Hili:, K/INK 16 FHi,
TEEHIRESTE 32 AP B RIAK G 64 74799, 7€ 64 AP A LA 128 7795,

— AR I AT DURTE AL 16000 4 64 T HIRAEAZ) 8000 4 128 FE T HIRE,

IR EERER, FFRERIT iR D E AR, A RAMEAN S TR BTN, WA SRR AR 2
i1k,

rate AERDIEREL (r/s) FoR. MRFEERETHEH—MER, WS HERE ¢/m) TR,
an, FRFEMERFTRHN 30r/mo

HEE

el

$limit_req_status

FRAFBRHITE SR AL FRHR )45 5 . PASSED, DELAYED, REJECTED, DELAYED DRY RUN E{ REJECTED_DRY_RUN

Log
R DR ER S AERHE,

HAELEIE RO 1location B NXHE A, NRIEF RGOSR LLE T A EE R, XATREES
JREEN EAIRIAY 1location,

B E B

log_format compression '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" "$gzip_ratio

access_log /spool/logs/angie-access.log compression buffer=32k;

B
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access__log

[E=2FS access_log path [format [buffer=size] [gzip=level]] [flush=time| [if=condition];
access_log off;

EME access_log logs/access.log combined; (Eﬁ 2 BR T e =
--http-log-path)

£ http, server, location, if in location, limit_ except

WEHERR, AR E NEE, rTER—EEREAZ MNEE, BEES - ISP E
“syslog:” BIZRBLE LK E sysloge FHRME off BUHMRIRANPIFTE access log 162, WIRAKFGEE K,
NIEERTHE XA 7combined” ¥&3o

GUERAEM buffer ZHHSE T RMXKNBHEE T gzip ZE, WG NRBZ M,

B
R X KNS R SAFHI R T 5 AR X T FreeBSD, HA/NZETERAY,

JE GRS, BAEfE DA R OL NS AU
o WERP K HEITIEEBAZITIX;
o GUEREM XA EEHRAAER RIEIE flush 2806 E R TA] 8] FR;
o SHEHITITHAMF B R TR,

WFRFEE T gzip ZHL, BIPXHGET NXMFZ RIS, 40 n] OB 1R, (HEMRBERIE)
2 9(Eutg, (HEAFROREL) MR N, BOAE T, fH 64K F RN X A NIEERA 1, BdELL
JEFHREEIUESE, H AT DARER ] zcat SRR PP e Bl B H St

Nk

access_log /path/to/log.gz combined gzip flush=b5m;

ik
B R HEMN grip B4, Angie HER 21ib FEAIEE,

SR AT DA AR &, (HIHSE H R — 2B AR
o LA TR R R - B R & 3 HAERY B SR B S AR RIAUR,;
o SRIPNEER;

o BIXHEE AN, 5 NGEZRIRH, B2, BT 5 SRR a] TR g7, Kt
fEopen_log_file cache 8 H] valid Z¥0FEE N [EINEAT H SRR, AIRESIAELE A IHSC
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« NMTERHEFA, HSKEIERIREHRESFE—URZERAFE, MA=0E#HE,
oot Mlaccess log NIZAE R —HE B AN FIA:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

if SEUAHZMEHEILS, WREMIEELE RN o s FRE, MASIERIGER, ELATREIH, i
MACRE N 2xx FT 3xx HYIE RIS HICR:

map $status $loggable {
~~[23] 0;
default 1;

access_log /path/to/access.log combined if=$loggable;

log__format

HIK log_format name [escape=:samp:default | json | none| string ...;
ERINME log_format combined "...";
TR http

T H B,

escape SRARVPRZ R SO E N json 2 default; BRINHH default, none [HEEHFHFH
o

M default I, FF77 7, "\” DARAE/INT 32 BUKT 126 BYFARPRAPES SON\xXX 7, QIRARIKEI &
{H, WPRAEFR-" fEAES AHE,

fEH json I, ATPH JSON FRFE A SRVFRYFAFERRGAEL SC: 0577 F07\7 WL SO\ FI7\\7, 18
/J\ﬂ: 32 E"]??@?ﬁiﬁ)‘(jﬂ”\n”\ 77\1.77\ ”\t”\ ”\b”\ 77\f77 ﬁ”\UOOXX”Q

RIERNE PR kAT PARTSE sent_http_ FF3k, 4 $sent_http_content_range,

FilE X combined JALAFIE THLEH:

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';
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open__log_ file_cache

5P S

HME
ol 94

open_log_file_cache max=N [inactive=time| [min_uses=N] [valid=timel;

open_log_file_cache off;

open_log_file_cache off;

http, server, location

TEX—NGRAF, FT 70 R e BARRIH H HOSHSC IR, S8

max WEZ IR E; YR FmHUN, iR/ R (LRU) R
PR,

inactive B EAE BN B AR T IR AR TG X A E RN R, BRI 10 #D,

min_uses WETE inactive SEUET MIIN 8] ST FH I e/ INRER, 2 Ja SUF IR T AR
RIEPREHTIFRS. BN 1,

valid fEEEZ KN B ERE ARG RS FREE. BN 60 #,

off LR

i F 7~ 431

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map
TN 7 ) A B A T LA 2 B B

[W=t]]

map $http_host $name {
hostnames;
default 0;

map

example.com ig
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;

wap. * 4;

$http_user_agent
default 0;

"~0Opera Mini" 1;

$mobile {

3.3.
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B

map

[E37S map string $variable { ... }
EININ =

Holi9"4 http

QR RERRTE S8, WSBENTRRN TS, flan:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {

default "foobar_value";

}

J

XE, ZFE $new_variable HMEHHEMNEERE $varl M $var2 A, SRETEIXLEAS B AR I FHER
IMES

ik
B TR AAE NP, IR AR R A map” 28 BRI T RACERE AT M SAS

map PP EISEEEE IRE RIS RAEZ R AT .
JRAE AT DAV 54 BRI E N RIE
FRFEHR LA RIS RN,

IEMFRIKHM LA ~ FFSTF3L DT X R NG IPLAE, 83 P ~+ FFSIT L BT A X 0 R/ NG HIPERC,
ENEFGEA AT AR S a A A E /IR, /5] DAERAMRE QP 54 R R —E/f M,

GUSRIRMES N AR R R SR —ITAE, IR DA\ 755 MRTS.
SERMER ISR, ZREHAS,

IS ESIVIN ST 28

default value ﬁﬂ%ﬁ1ﬁ%?§i%§%%ﬁ$@@ﬂ, NIZELERE, YREE default Hif, EN
NG RIER N ERF R,

hostnames FRNTRAER] DUB A RIS E B A%, ZSENIEEY R 2 itE
%O

fan,
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*.example.com 1;
example. * 1;

RN RNEE

example.com ilg }

*.example.com 1;

AIAEFEN:

.example.com 1; }

include file BE-MIESENX, TUEZ NS,
volatile ?%7—‘ i?jéﬁfo

U 2 AN A ATTRE, AR E A R HRDCAE, SRR — N ICREROS (R, (R SeNFran
T

1. ARSI R R E

2. ARSI R K TR ERE, B4 *. exanple. com
3. WHESRIEHEIN R KT ERME, B nail.

4. F—PILECAYIENFOAR (FZAERC B SRR IR
5. BRINMH (default)

map__hash_bucket_size

Bk map_hash_bucket_size size;
RN map_hash_bucket_size 32|64|128;
X http

BB map ZERFHRAIMAD BMEBRTAEHEH R AT RN, WERRRNEERIES I B,

map__hash__max_size

B map_hash_max_size size;
LOWN map_hash_max_size 2048;
o974 http

BB map ZEBTHRIEAKD. REBRRNTFAEEES L B,

3.3. [FAEER 146



*Angie
Software
haeiEiR, A 1.11.7

Memcached

BAEHF F M memcached AR SRIRENMN . BELE Smemcached  key R E, MM MNIZIEL Angie 4b
BRI 7T EISE A memcached,

B E R

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;

location @fallback {
proxy_pass http://backend;

B

memcached__bind

[E27S memcached_bind address [transparent| | off;
EINE —
T http, server, location

{2 memcached ARZF AR AT HUSERRIR B H6ERA M TP HdbFIviEN O, SEBUER DB SR, FkE
off BUHM E—ECEIANUAR memcached _bind FELHIRER, RVFRF B S ELAM 1P sk A1,

transparent ST E| memcached ARFFASHTHUEERRTR B IEA D 1P ik, FIa0k 5% iR ESE IP
Hok

memcached_bind $remote_addr transparent; }

T ESEAR, EEFEE LR ARIZIT Angie T/E#HFE, 1 Linux EARFFEIXFEM, K0
RIGE T transparent S, TIEHRESMNTIHENA CAP NET RAW #EJl,

w/iE
T B NI R AR B memcached RS 230 IN4% 7 & .
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memcached__buffer_size

Bk memcached_buffer_size size;
LNz memcached_buffer_size 4k|8k;
T http, server, location

BT B memcached RS geE RN R AT 5 — 880 BUZR I IX RN, W R AEFE WU 32 B [ 25 % 33
4R P 0

memcached_connect__timeout

Bk memcached_connect_timeout time;
BRINE memcached_connect_timeout 60s;
ETrx http, server, location

& X5 memcached 55 a8 IERATEN IR, FEERRR, M@ N HEF A EEE 75 7.

memcached__gzip_ flag

[E2FS memcached_gzip_flag flag;
EIME —
T http, server, location

JA X memcached ARSS 220N HFREIZERINR, W E 7TZRE, WK Content-Encoding MMk
FBOLE N gzip”,

memcached_next__upstream

[=2F5 memcached_next_upstream error | timeout | invalid_response | not_found | off
-

PRINE memcached_next_upstream error timeout;

T http, server, location

TEEEMREE B DL SRR ARG 4 LIt FREY N — MRS

error GRS aREIIERE, A HALIRE SR eSO B SKIN A AR B IR
timeout 5RE5 AN, [ HAL I SR e I3 EA B SK A o A e N
invalid_response Hﬁ%%%ié[ﬁléﬂrﬁm&%%zﬂm&‘;

not_found EH&%%%J:*&?U”W@;

off FHREREIBLE T — RS A
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L

ROZICHE, HAERAREE A REMAER, A ATRERIE RGBS N — DRSS a5, hateil, ik

TE & R RS R rh A AR SR IR I, MITE TR 18 & I R R,

AR IETE LT AT 2N 5 IR 55 aid 5 B I =41

error, timeout. RPN NEMEEIRA, B REFESHIEE
invalid_response

not_found MR R =218

B RAGIBLE N — DR A AT PASZ 2 2 I8 M TR BRI

memcached__next__upstream_timeout

B memcached_next_upstream_timeout time;
FINE memcached_next_upstream_timeout O;
T http, server, location

BRI DLRE SR (L1848 1 IRSS asHIRS AL

0 KA IEERR ]

memcached_next__upstream__tries

1Bk memcached_next_upstream_tries number;
FINE memcached_next_upstream_tries O;
Holi5"4 http, server, location

BRAIFFFERGEL T IRSS AR T REZ IR IREL,

0 KA I RR ]

memcached__pass

Bk memcached_pass address;
HME —
T location, if in location
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B H memcached AR asHitl, Hokbr] DS E IS 1P ikt DAAZ U T

memcached_pass localhost:11211; J

BAFN UNIX BERE IR

memcached_pass unix:/tmp/memcached.socket;

QUERIRAA AT O 22 ik, AT A ik ER: DA 175 SURE T b, stk ] DA @ AR 55 4

#HiE

If memcached_pass is placed in a location whose prefix ends with a slash (for example, location
/name/), and the auto redirect directive is set to default, requests without a trailing slash will be

redirected (/name -> /name/).

memcached_read_timeout

Bk memcached_read_timeout time;
BRINE memcached_read_timeout 60s;
ETFx http, server, location

TE XM memcached iS5 s SREA N ATEEIN I TR, I (EMUGESIRT SR IE Z RN E, A2 T3
AN R, GHER memcached ARSFESTEREIN W ARG EIEMNE, WIEERRE M,

memcached_send_timeout

181k memcached_send_timeout time;
FINE memcached_send_timeout 60s;
TR http, server, location

BEA] memcached IR EAEHIE R AVEN I A, ENITERIGESI G NRIEZ FE, A Z2HTE
BRI T, A12R memcached ARFFARTEIEI A AARSLIBALRINZ, WIERR KM,

memcached_socket__keepalive

B memcached_socket_keepalive on | off;
FINE memcached_socket_keepalive off;
Holi9"4 http, server, location

Bl &%) memcached RS A1 HUTIERZ " TCP keepalive” 17,
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off FINEI T, ERFERBERGNIRE,
on NERFERH SO KEEPALIVE Ei5%T0,
RNETE

$memcached_key

TE X T M memcached AR S523RBS (15,

Metric

Added in version 1.11.0.

ngx_http_metric_module MR ALVFOIEMEEIEN THEIEIR, XEIEIMEFMBELZNED, HE /
status/http/metric_zones/ API 73 XL BIR, R ZMEFRREGRA (e, BETE. BT

19%5), R T4,

B E B

giit API iE3K:

http {

metric_zone api_requests:1im count;

server {

listen 80;

location /api/ {
allow 127.0.0.1;
deny all;
api /status/;

metric api_requests $http_user_agent

=request;

GURAEF AL E A /api/ KEDTEK:

$ curl 127.0.0.1/api/ --user-agent "Firefox"

api_requests FEARE LI BT :

{
"http": {
"metric_zones": {
"api_requests": {

"discarded": O,

3.3. [FAEER

151




* Angie
Software

IhEEHEIR, lRA 1.11.7

"metrics": {
"Firefox": 1

}

B

metric__zone

B metric_zone name:size [expire=on| off| [discard_key=name] mode [parameters];
HME —
TR http

BE—NMEE size KIIGTE name LRI ZENTE XBOREEREIR, ZXIEFRIEN /status/http/
metric_zones/ 73 T mio

ZH:
e expire=<on|off> —[ XIS HIITH:
— WY on, MIEFEIARIFEIR GZEFINE) DUREBRAFE BRI ;
— W ot (BRIN) —EBFHENIIEIR, REMARE,

« discard_key=<name> —& X — N name KGR, T REPWEFIERIE, FINER T
HITEIR, PREBENRET R,

o mode —EHEEHRTE (S WRIEE &) ;
o parameters —FTIEMEEXAIMIINIZE (B4N, average exp HY factor),
PR B -

metric_zone request_time:1m max;

16 AP fifrh, LSRRI TR

{
"discarded": O,
"metrics": {
"keyl": 123,
"key2": 10.5,
}
}
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discarded W7, HENFEXIEPEEFNEREE
metrics N5, Hak SR EAE SRR B ENTER
#/iE

£ 1 MB X3, $#K/NR 39 2717 B —abnsi sy, KRER] ARG 8,000 MHE—H#S&H.,

metric_complex_zone

Bk metric_complex_zone name:size [expire=on| off] [discard_key=name] { ... }
EINME —
Hol5"4 http

EX N BEfahn——HEAHUBERRENR, RIERPREATE D TR, — BBk
AIERIRE N 28

{7
metric_complex_zone requests:im expire=on discard_key="old" {
# T BN N S8
min_time min;
avg_time average exp factor=60;
max_time max;
total count;

£ APL R, IXAERIE STEAMEARAN RTR:

{
"discarded": 3,
"metrics": {
"keyl": {
"min_time": 20,
"avg_time": 50,

"max_time": 80,

"total": 2

Fo

"old": {
"min_time": 3,
"avg_time": 40,
"max_time": 152,
"total": 80

}
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}

}

discarded 7, HENEXBP R EF TR EE

metrics MR, H G B RERNE &f6in, M2t s —4HBA T REN TR

IIE

metric

[E227S metric name key=value [on=request| response| end];

EINE —

Hol9"4 http, server, location

HRIEEHENE X name KIFERRE.
28
o key —EREFITH GERRZER), HTXHME#T4EL
BN 255 F47, QIREEE R, KW 255 FHFFNERS |

o value —HIFTEBAEBIN S (ATBURERD),
GNRAWE, BUAN 0, WERSBUCIRFHONE Y, WHIAN 1;

o on —A[IESEY, FEEMIN TR AR

c ey

— WEA on=request, TEREUWETERIIIE;
— W5RH on=response, FEHERNINIARITTE;
— QAR on=end (BRIN), TEAIXMIN 55,
#ik
EW%BE%WE"J‘%%?, on=request [ ERFAEARTE SR GA location FHITEL HZ, on=response pi|

on=end EFRETEHTI location HITHL,

ARG

metric requests $http_user_agent=$request_time; }

ik
HA ST key=value M AFEIRRIBRNE, AIGH) value BARN 0:

[metric foo $bar; # Z[FE T $bar=0 J
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‘ XNTF count MRAMRAH, ZRARBKGEUE, SAHEIRPEHIZ—FLMH RN,

ik
ﬁ%ﬁifﬁ, §E§%%EZ<Eﬂ&ﬁEQﬁfffﬁiﬂao Bﬁﬁn, 9E%£%E on=request (fgq&ﬁgﬂiﬁﬁ) ﬁﬁfﬁ $bytes_sent (ﬁi
RAE IR F T ED

BRIEREX

A FFEAR R TR
o count —IT4LE;
o gauge —(FK CGHM/ED);
o last —IR/EHEINEINE;
o min —/MH;
o max —HEKMH;
« average exp —fEEIEAI Y (EMA) (% factor);
« average mean —& A TIHE (S window Fl count);
o histogram —#5” i B4 (BIEYIFR),

count

HHERE RO E bR S HTIN R HAE R 1.
BIME—O,

ik
(EfHEbRERT (EREMME) AR B JAHLRE TR 10

B

metric_zone count:1lm count;

RETEE LB VY

#

# metric_complex_zone count:Im {
# some_metric_name count;

# }

server {

listen 80;
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location /metric/ {

metric count KEY;

location ~ ~/metric/set/(.+)$ {

metric count KEY=$1;

location /api/ {

api /status/http/metric_zones/count/metrics/;

e

$ curl 127.0.0.1/metric/

$ curl 127.0.0.1/metric/set/1

$ curl 127.0.0.1/metric/set/23
$ curl 127.0.0.1/metric/set/-32

API FRTFRHHERME :

{

"KEY": 4
}
gauge

gauge MHEME NECFRIFF SN0 HAG, IE(ER N THEEs, TUERD HEER. B o IR TR
FINME—O0,
Bl:

metric_zone gauge:1lm gauge;

# EA R ReATi— A

#
# metric_complex_zone gauge:1m {
# some_metric_name gauge;
# }
server {
listen 80;

location /metric/ {

metric gauge KEY;
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location ~ ~/metric/set/(.+)$ {

metric gauge KEY=$1;

location /api/ {
api /status/http/metric_zones/gauge/metrics/;

RS

$ curl 127.0.0.1/metric/

API HRyFHHTEFRME:

{

"KEY": O
}
ﬁf—‘ﬂ?ﬁiﬁﬁ

$ curl 127.0.0.1/metric/set/5
$ curl 127.0.0.1/metric/set/-5
$ curl 127.0.0.1/metric/set/8

API FRRITUHERRE:

"KEY": 8

last

TR IEREIRIE, NETEMRE, MRE value, WIER] 0,

P

metric_zone last:1m last;

# A BRI

#
# metric_complez_zone last:1m {
# some_metric_name last;
# }
server {
listen 80;
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location /metric/ {

metric last KEY;

location ~ ~/metric/set/(.+)$ {
metric last KEY=$1;

location /api/ {
api /status/http/metric_zones/last/metrics/;

EHrEIR:

$ curl 127.0.0.1/metric/

API FRRITUHERRE:

{

"KEY": 0
}
i b

$ curl 127.0.0.1/metric/set/8000
$ curl 127.0.0.1/metric/set/37
$ curl 127.0.0.1/metric/set/-3.5

APT HHIHUHTEAME:

"KEY": -3.5

min
PRAF R ME H B B/ ME — 24 7T A& ELRTHTES

B

metric_zone min:1m min;

R TET TR Py
#

# metric_complex_zone min:1im {

# some_metric_name min;

3.3. [FAEER

158




_*Amb
Software

IhEEHEIR, lRA 1.11.7

#}

server {

listen 80;
location /metric/ {

metric min KEY;

location ~ ~/metric/set/(.+)$ {

metric min KEY=$1;

location /api/ {

api /status/http/metric_zones/min/metrics/;

FHrEbR:

$ curl 127.0.0.1/metric/set/42.999
$ curl 127.0.0.1/metric/set/-512

$ curl 127.0.0.1/metric/set/1
$ curl 127.0.0.1/metric/

API HRyFHHTEFRME:

"KEY": -512

max

TRAF N ME A 1 R E — S Bl A B A AT E

B

metric_zone max:1lm max;

# A A FBERW A

#

# metric_complex_zone maz:1m {
# some_metric_name mazx;

#}

server {

listen 80;
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location /metric/ {

metric max KEY;

location ~ ~/metric/set/(.+)$ {

metric max KEY=3$1;

location /api/ {

api /status/http/metric_zones/max/metrics/;

SRR

$ curl 127.0.0.1/metric/set/42.999
$ curl 127.0.0.1/metric/set/-512

$ curl 127.0.0.1/metric/set/1
$ curl 127.0.0.1/metric/

API HRyFHATEPRME:

"KEY": 42.999

average exp
fEH] R BRI PIME,

AL SEL factor=<number> —HREHHER FEIEFE ML LAY R EL FVFRIEEEUIETERY 0 £ 99, B
IMEH 90,

RS, HrERIPERR, WRIEE 90, A5 RRFER 90% I LIERTFIER 10%,
Nk

metric_zone avg_exp:1lm average exp factor=60;

# AR B R A — 34 -

#
# metric_complex_zone avg_exp:1m {
# some_metric_name average exp factor=60;
# }
server {
listen 80;

location ~ ~/metric/set/(.+)$ {

3.3. [FAEER 160


https://en.wikipedia.org/wiki/Exponential_smoothing

* Angie
Software

IhEEHEIR, lRA 1.11.7

metric avg_exp KEY=$1;

location /api/ {

api /status/http/metric_zones/avg_exp/metrics/;

EFrERR:

curl 127.0.0.1/metric/set/100
curl 127.0.0.1/metric/set/200
curl 127.0.0.1/metric/set/0
curl 127.0.0.1/metric/set/8
curl 127.0.0.1/metric/set/30

P PH P &L &

APT I FHHTEARIE:

"KEY": 30.16

average mean

WHEBEAREE, % 0[1ESE] wvindow=<o0ff | time> F count=<number>, 73 HlIE X FH T M [E][E]
FEFIFEAR RN, BRINE:window=of £~ ({# | 2 MEEAR) Fo:samp: ~count=10,

ik

B0, :samp: window=>5s ¥XFE EEIT 5 FYNIIEH, window SEAEEN 0, count=number SEIE
HFEAR RN (BAFH), DASEELE SR SEE9E A

B

metric_zone avg_mean:1lm average mean window=5s count=8;

# fEAEFERW A
#

# metric_complex_zone avg_mean:1im {

# some_metric_name average mean window=5s count=8;
# 1
server {

listen 80;

location ~ ~/metric/set/(.+)$ {

metric avg_mean KEY=$1;
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location /api/ {

api /status/http/metric_zones/avg_mean/metrics/;

}
}
BERTHEN:
$ curl 127.0.0.1/metric/set/0.1
$ curl 127.0.0.1/metric/set/0.1
$ curl 127.0.0.1/metric/set/0.4
$ curl 127.0.0.1/metric/set/10
$ curl 127.0.0.1/metric/set/1
$ curl 127.0.0.1/metric/set/1

APT HFiHAFEARE:

"KEY": 2.1

QIR MR JE — IR BT 54 5 Y, FUHHECR: -

{

"KEY": O
}
histogram

O —AH” 17, GERFTENEI A RIE, NBERE R R, SBOBEBIESIRIE R M, NT50

Moot (A zEsE]) 1RA Ho
NFESEUZE numbers —REINBIME, & F5H.

ik
WifE inf B +Inf W] A TPRATA B & SEE MR (H,

Nk

metric_zone hist:1m histogram 0.1 0.2 0.5 1 2 inf;

# AR RN —HAL:
#
# metric_complex_zone hist:1im {

# some_metric_name histogram 0.1 0.2 0.5 1 2 inf;
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#}

server {

listen 80;
location ~ ~/metric/set/(.+)$ {

metric histogram KEY=$1;

location /api/ {
api /status/http/metric_zones/hist/metrics/;

EHrEIR:

$ curl 127.0.0.1/metric/set/0.25

API FRRITUHERRE:

{
"KEY": {
"0.1": 0,
10,208 O,
"0.5": 1,
" o1,
"ar: o1,
"inf": 1
}
}

ﬁf—‘ﬁ?ﬁi%ﬁ:

$ curl 127.0.0.1/metric/set/2

APT HFHATEARE:

{
"KEY": {
"0.1": 0,
0@, 205 @,
"0.5": 1,
0908 4,
EOLENON
"inf": 2
}
}
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HE— BT
$ curl 127.0.0.1/metric/set/1000 J

APT HHIFUHTEIME:

{
"KEY": {
29,408 @,
ECROUER N
ECNGLE
l|1ll: 1’
l|2ll: 2’
gl
}
b
NELE

N fEbR A LN &
e $metric_<name>
e $metric_<name>_key
e $metric_<name>_value
T EAFEIR, SUIERIMN L &

e $metric_<name>_value_<metric>

$metric_<name>

Hmetric 15K, $metric_<name> LWEIZE I A] T HHriahR. HRALELE Rewrite BTEL, RFMN
njs FBERALFHEIR,

TR BELBNEATENE key=value 514, BHEMEANT DAH XA, ZENHAGHK, BEHATOH
BRI SR, EEHBmEsUeE T, RER, MERAH o0, NRSETEENET, B
AN 16

(L NGR

http {

metric_zone counter:lm count;

# WE AT $metric_counter T &

server {

listen 80;

location /metric/ {
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Afs

set $metric_counter $http_user_agent; # % [F T $http_user_agent=0

location /api/ {
allow 127.0.0.1;
deny all;

api /status/http/metric_zones/counter/;

FEA njs BRI RER:

http {

js_import metrics.js;

resolver 127.0.0.53;

metric_complex_zone requests:im {

min_time min;
max_time max;
total count;

location /metric/ {
js_content metrics.js_request;

js_fetch_trusted_certificate /path/to/ISRG_Root_X1.pem;

location /api/ {
allow 127.0.0.1;
deny all;

api /static/http/metric_zones/requests/;

X metrics. js:

async function js_request(r) {

let start_time = Date.now();

let results = await Promise.all([ngx.fetch('https://google.com/"'),
ngx.fetch('https://google.ru/')1);

// R $metric_requests & &% E #

r.variables.metric_requests = “google={Date.now() - start_time} ;
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export default {js_request}; J

{EXf location /metric/ REZRIENKIG, (ERIREW FHIR:

{
"discarded": O,
"metrics": {
"google": {
"min_time": 70,
"max_time": 432,
"total": 6
}
}
}
ik

WETRE, AJDUREEAE; BRE THERN key=value Xf,
LA, TAHETE $metric_<name>_key 28 & HIINEN B BN TEE I HE,

$metric_<name>_key FI $metric_<name>_value

$metric_<name>_key‘*ﬂ $metric_<name>_value R 8o Al E HERE, S E $metric_<name>_value

N ZEAAEPRERT, AifE2 $metric_<name>_key FHIHECLE o

=/iE
N FEIHEPR, $metric_<name> value ZEFHTIEFMEMH », " SIRFFERE,

NIk

http {

metric_zone gauge:1lm gauge;
# AR MT L E $metric_gauge. $metric_gauge_key F7 $metric_gauge value.
metric_complex_zone complex:im {

hist histogram 1 2 3;

avg average exp;

# WA HRMT $metric_complex. $metric_complex_key F1 $metric_complez_value,

server {

listen 80;
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location /gauge/ {

set $metric_gauge_key "foo";

set $metric_gauge_value 1;

# W F: set $metric_gauge foo=1;

return 200 "Updated with '$metric_gauge'\nValue='$metric_gauge_value'\n";
location /complex/ {

set $metric_complex_key "foo";

set $metric_complex_value 3;

# B #: set $metric_complez foo=3;

return 200 "Updated with '$metric_complex'\nValue='$metric_complex_value'\n";

EFHILECE, X /gauge/ HUTER™ A

$ curl 127.0.0.1/gauge/
Updated with 'foo=1'
Value='1"

T /complex/:

$ curl 127.0.0.1/complex/
Updated with 'foo=3'
Value='0 0 1, 3'

#HiE

GNERE FRTERIRMESS $metric_<name>_value, ZMEIFHIRGITN 0o WNRFHF R HTCIR LI VR
RIFAFEE AR, TIBORAN 1,

{NAE $metric_<name>_key Fl $metric_<name>_value HRELIREGASHATIIE,
TEIXFEOLT, 1ZBTE $metric_<name> HHIERISE THHTHY key=value X,
$metric_<name>_key HHIEHFNIEITZE BHEE MR G— M,

$metric_<name>_value HER/RN $metric_<name>_key HHIXEIH I H ARG — ME,
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$metric_<name>_value_<metric>

XFEZu4akR, PICA# A $metric_<name>_value_<metric> ZRBIRBURFE FHaFrA0E, HA <metric>
= N LY i

ARG

http {
metric_complex_zone foo:im {
count count;
min min;

avg average exp;

# A $metric_foo. $metric_foo_key. $metric_foo_value,

# DL K $metric_foo_value_count. $metric_foo_value_min., $metric_foo_value_avg.

server {

listen 80;

location /foo/ {
set $metric_foo_key  bar;

set $metric_foo_value 9;

# & F: set $metric_foo bar=9;

return 200 "Updated with '$metric_foo'\nValues='$metric_foo_value'\nCount='$metric_

—foo_value_count'\n";

}

EFILECE, A /foo/ HITHR™E:

$ curl 127.0.0.1/foo/
Updated with 'bar=9'
Values='1, 9, 9'

Count="1"

HiprB

EiE HTTP 7%

metric_zone http_methods:1im count;

server {

listen 80;

location / {
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metric http_methods $request_method;

location /metrics/ {

allow 127.0.0.1;

deny all;
api /status/http/metric_zones/http_methods/metrics/;
}
}
Wi B :
{
"GET": 65,
"POST": 20,
"PUT": 10,
"DELETE": 5
}
i fSz B+ 18] 43 4

metric_zone upstream_time:10m expire=on histogram
0.05 0.1 0.3 0.5 12 5 10 inf;

server {

listen 80;

location /backend/ {
proxy_pass http://backend;

metric upstream_time $upstream_addr=$upstream_response_time on=end;

location /metrics/ {

allow 127.0.0.1;

deny all;
api /status/http/metric_zones/upstream_time/;
}
}
M) B 2
{

"discarded": O,
"metrics": {

"backend1:8080": {

"0.05": 12,
"0.1": 28,
"0.3": 56,
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"0.5": 78,
l|1ll: 92,
l|2ll: 97’
ngn. 99,
"10": 100,
"inf": 100

EENERER

metric_zone active_connections:2m gauge;

server {
listen 80;

server_name sitel.com;

location / {
# HEHE A

metric active_connections sitel=1 on=request;

# 4R R D

metric active_connections sitel=-1 on=end;

¥
}
server {
listen 80;
server_name site2.com;
location / {
metric active_connections site2=1 on=request;
metric active_connections site2=-1 on=end;
}
}
server {
listen 8080;
location /connections/ {
allow 127.0.0.1;
deny all;
api /status/http/metric_zones/active_connections/metrics;
i
}
M) B 2
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"sitel": 42,
"site2": 17

Prometheus 3}
Angie HE—PMNERHLL, FHF LA Prometheus f&20 BoRIGIR, 2B R B E A6R,
YENERORA, EEEDNIACE:

http {
# Gl "upload” {547
metric_complex_zone upload:im discard_key="other" {
stats histogram 64 256 1024 4096 16384 +Inf;
sum gauge;
count count;

avg_size average exp;

# W "upload” FEATEY Prometheus M
prometheus_template upload _metric {
'stats{le="$1"}"' $p8s_value
path=~"/http/metric_zones/upload/metrics/angie/stats/(.+)$
type=histogram;

'stats_sum' $p8s_value
path=/http/metric_zones/upload/metrics/angie/sum;
'stats_count' $p8s_value

path=/http/metric_zones/upload/metrics/angie/count;

'avg_size' $p8s_value

path=/http/metric_zones/upload/metrics/angie/avg_size;

server {

listen 80;

# EH AT
location ~ ~/upload/(.*)$ {
api /status/http/metric_zones/upload/metrics/angie/;

metric upload angie=$1 on=request;

# FEAT U E A7
location /prometheus/upload_metric/ {

prometheus upload_metric;
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1EX} /upload/. .. REZXIHEKG:

$ curl

127.0.0.

$ 127.0.0.
127.0.0.
127.0.0.

127.0.0.

curl
$ curl
$ curl
$

curl

1/upload/16384
1/upload/64448
1/upload/64
1/upload/1028
1/upload/1028

TEPRER N :

"stats": {
|l64ll B
"256" :
"1024":
"4096":

1,

1,
1,
3,

"16384": 4,

"+Inf":

B

}’
"sum": 82952,
"count": 5,

"avg_size": 1077.9376

PA Prometheus %58, IZFEFRAIAE /prometheus/upload_metric/ IREL:

# Angie Prometheus template "upload_metric"
# TYPE stats histogram

stats{le="64"} 1

stats{le="256"} 1

stats{le="1024"} 1

stats{1le="4096"} 3

stats{le="16384"1} 4

stats{le="+Inf"} 5

stats_sum 82952

stats_count 5

avg_size 1077.9376

Mirror

IR O 5 B BB IE SRR I R TE RV BR, W B8 TE K AW R A5 4 R
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B E B

location / {
mirror /mirror;

proxy_pass http://backend;

location = /mirror {
internal;

proxy_pass http://test_backend$request_uri;

B

mirror

Bk mirror uri | off;
BRINE mirror off;
T http, server, location

RBEFIGTHR R EHREIN URL 7] DAER —BCBEIRITE T 2 DM,

mirror_request__body

[E2FS mirror_request_body on | off;
BRINE mirror_request_body on;
T http, server, location

FERB FmiE SRR SRR, 5 N, 2 P s SROACRAE QTR BR 115 R Z B BURE, EXFEILT,
Hprozy request buffering.fastcgi _request buffering.scgi_request_buffering Fluwsgi _request buffering

TE L BRIARRME PR RSB EA

location / {
mirror /mirror;
mirror_request_body 8

proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body 2
proxy_set_header Content-Length "";

proxy_set_header X-Original-URI $request_uri;
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MP4
ZIHN MP4 SR BN R AR dvim cFfo IXEXXAFEH BA mpd, .mdv Bmda XY RA,

DHIR A S AR A TR AR VA LA, FRERMIARSS 8 208 — D HTTP 15K, ERPIEEEW T H
SRR TR (a7 Ban 400 start, BACNFD), ARSSERIIEIN DAREIHELAA (7 BN BT IE KA 1R], filan:

[http://example.com/elephants_dream.mp4?start=238.88

IXAVFE RIS REATRENL S 0E, B Al AL RE T

N T ZFEFE, BT H.264 AIRSAAEFTIER "moov atom” HIEETCEIE, ERAN—iksy, %A
XHRIRTIER.

N T ITUaTRIR, ey B e ZRPUT R, IXZEI KA~ start=0 ZEEIRFRIE K TE AT,
VP2 AR TCBURTR A SIS R . 00 T ORI AR U N EAERY, RONIR A O E T 46 1%
TR AT NEEEN X, GNFRTTEERAL TSRSk, MT Angie KU, RFETHARIEXIFAARIAT, 1R
TEEHENL T XAFRIARE, Angie DSBS MRS — DHTHIR, DMETTEBIREGR A ETE 2T, X
N—L CPU, WAFMIEEEL 1/0 BT, BILERIFERT e [RIAS P DT IhmBUA, TiAZLE Angie
FERRPNIZAERIE K _EARAAT IR A,

BB SR HTTP 76K end 28, SHIRERMIVE RN, end ZHATPLT start 2T,
AT DA -

http://example.com/elephants_dream.mp4?start=238.88%end=555.55 J

MNFEEEE start 5 end SEIWILELIER, Angie FEM S EEOTEIE, W& KIS ETVEE 1R,
R HARAE P, X5 _EREARIFHAERE .

QISR start ZEAEGEIECHAIFNT, WAREIT KRG SR, 0T ORI, AT LL {E start 5
Z BTSN M AR e I B AT Fh TRl i, X ERiRs i I 4 51 2% MBI P RS

GUIRIEECIE R AR start 1 end 28, WIRATTH, SRR EHERSRIEA R, —SRElEst
XRFFIEETER, FATR R,

4 MIEACRDATER, BN ; BOEIS --vith-http_mp4_module MRS HE, 7EKH
B EENRAEMEGS, TEREESERES,

B
GNERZHIREH TS =770 mpa B, TIRORFHESR

T FLV 3¢, $Rft RO RGHASRE . FLYV 15,

B B B

location /video/ {
mp4 ;

mp4_buffer_size im;
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mp4_max_buffer_size bm;

THIL mp4;
2RIA —
EFx location

T A Bz B S P AR AL B,

mp4_buffer_size

YNGR mp4_buffer_size size;
2RIN mp4_buffer_size 512K;
X http, server, location

E M TALEE MP4 STIFHIZE P IX BTG RN

mp4__max_buffer_size

Bk mp4_max_buffer_size size;
A mp4_max_buffer_size 10M;
£ http, server, location

FETCRURALBIR], AT REFR Z B RAIZRIM X, HOUNMSEEEEAR/D, & Angie ¥53R[A] 500 (PIERAR
Favtiin) MRSsatiR, FFICxPINHA:

7 /some/movie/file.mp4” mp4 moov atom is too large: 12583268, you may want to increase

mp4_max_ buffer_ size

mp4_limit_rate

JE27S mp4_limit_rate on | off | factor;
2RIA mp4_limit_rate off;
T http, server, location

XHERE) MP4 PFEZ 5 R TIRR R, RS, K factor FRUASCIHFRTF-EI LERFER,

o off {HZEHIIERERH,
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« on {HIZHE factor 7 1.1,

o RHIEIRBIHmp s limit _rate after EIMEE N,
TE R THORRHIR : WRE P Ut NERE, SRERMG, Kk, FEERmit conn M
FHRFELS

mp4__limit__rate_after

Bk mp4_limit_rate_after time;
RN mp4_limit_rate_after 60s;
EFx http, server, location

E (DL RN Ry AL i A SR &, X2 28R a A Hmp . limit_rate BEERTEZR R

mp4_start_key_frame

[E27S mp4_start_key_frame on | off;
BRIN mp4_start_key_frame off;
T http, server, location

S i i HH ATTAR 28 DO BRI 4R, QNSR start SECRFEMISCHEMT, NIRTEMIRET mpd g yIFRER
i, SRS E| R ES I VA S FF, 41 Chrome, Safari, QuickTime 1 ffmpeg, Firefox i
93X FE,

Perl

IR AVFAE Perl a5 M B EAEEY, PANIE Perl VARHHAZ] SSI H,

Y M?Jﬁﬁﬁ%*@%ﬁﬂ“, AR EIAN A BOE --with-http_perl_module MRS F o

TEFRATRIACRD 2D IZE I SIS E N — 1N angie-module-perl 19 angie-pro-module-perl
BRI s AT RAREF load module F6 %K,

#HiE
HARERE Perl iRA 5.6.1 SCEERA, C FiEdei 5 H THE Perl HISMIFARAHRE

E #0ia) =&
ARSI VER, IO AT RER 2R,

ATk Perl 1 H B AL B HA ) E W G S SOL 9 BIER, M -Dusemultiplicity=yes 5
-Dusethreads=yes S, AL, N T Perl fEIBITIAIANFME, M{EH -Dusemymalloc=no
SEHTHE, ERECHE Perl FIXESENNE ORBIMHE TEHIEE), 1HEB1T:
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$ perl -V:usemultiplicity -V:usemymalloc
usemultiplicity='define';

usemymalloc='n';

BEE, TR -Dusemultiplicity=yes £ —-Dusethreads=yes SHEWIE Perl fT, A
il Perl BERALLINEHAYE— TN AESHH Perl A,

TN TR R NMEFREFICE G AT RES I Ko RN REIA RN, A] DIEA
AT TSCERIIE I B RSN T2 R

3 Perl BEERPUT IS RNSITHIRIERS, GIANARATIERS, ERERIHARARSS Sl & B %, ST BCes AT T
TR A EAE SR A PR, Kk, BT B A Al il EAE P T TR, BN i A s
(SN

B E B

http {

perl_modules perl/lib;

perl_require hello.pm;

perl_set $msie6 '

sub {
my $r = shift;

my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;

return "";

server {
location / {

perl hello::handler;

perl/lib/hello.pm FEH:

package hello;

use nginx;

sub handler {

my $r = shift;
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$r->send_http_header ("text/html");

return 0K if $r->header_only;
$r->print ("hello!\n<br/>");
if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

return 0K;

perl

Bk perl module :: function | ’sub { ... }’;
E NN —
TR location, limit_ except

NEENEIRE A Perl AP,

perl_modules

BiE perl_modules path;
ERIN —
Hol5"4 http

N Perl B BHNINHKIL,

perl_require

Bk perl_require module;
RN —
Holi9"4 http

S SCRIERFOCEHTEC B NI Z AR, AT DAFAEZ A perl_require 6%,
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perl_set

[E=2FS perl_set $variable module :: function | ’sub { ... };
EINN —

o974 http

NIEEZEIRE— Perl A-FEES,

M SSI iFHA Perl
VA Perl 19 SSI i< E A DA g

<!--# perl sub="module::function" arg="parameterl" arg="parameter2" ...

-—>

$r BRI R E

$r->args

IR[EERZEL

$r->filename
IREIS1HK URI MR HI S,
$r->has_request_body (handler)

GRERTERHPIA TR, WHRME 0, GHRA TR, MOYIERIZEFSENCHEIIFRE 1, ERBOER ARG,
Angie REFHHTEELEEER, TR, APEEREHN DS IH7 E#, A

package hello;

use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {
return DECLINED;

if ($r->has_request_body(\&post)) {

return OK;

return HTTP_BAD_REQUEST;
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sub post {
my $r = shift;

$r->send_http_header;

$r->print ("request_body: \""
$r->print ("request_body_file

return 0K;

__END__

, $r->request_body, "\'"<br/>");

: \"", $r->request_body_file, "\"<br/>\n");

$r->allow_ranges

JE FRAE 2R R 7 I8 FH 9 Y
$r->discard_request_body
87 Angie ZFFIHR M,
$r->header_in (field)

IR [AEE & i RSk T BRI ES

$r->header_only

B AE T2 17 A Wi 7 B (SO SR A IR B 1 i

$r->header_out (field, value)
FE e RSk B E —ME

$r->internal_redirect (uri)

XHEER) uri WEATAEREREEA, SKFREEAITE Perl MBS HUTR MG KL, EITIEERZEE I URL, FF

XFFEEME A E,

$r->log_error (errno, message)

RAREHESE Nerror_loge MR errno AEF, RN S HAGRRHTINEIHE R,
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$r->print (text, ...)
RERRALIB25% F i
$r->request_body

R P IE SR ERE AR T AR SR, MR A i sk B8, 8T RS P imiE K B IRERNGFES, H
FK/NNGEE client maz body  size BRI, FHEEH client body  buffer size % B REIBIIRIX KN,

$r->request_body_file

IR [6] 40,25 % P i 1 SR EARBI SRR, B SE, RMIBRIZ SO, BIRZORIE R ERE A, ME
H client _body_in_file_onlys,

$r->request_method
IR FERE) HTTP T3k,
$r->remote_addr

IR [ i 1P ik,

$r->flush

N7 PR R & IR 2875 F Ui

$r->sendfile (name [, offset [, length ]])

Reta SN AR IR i, LGS EHEE AR R ARG M BRI, SRBURERTE Perl A3
e e KA.

$r->send_http_header ([type])

KEMa N Sk K JRZE R F bt FIERIRAISHLE Content-Type MAN SkFEIVE, WIRMENZ=FRFE, W
AR KIE Content-Type SkFEL,

$r->status (code)
Ea=ULIVARN TN

$r->sleep (milliseconds, handler)

WEEERNCIES, HAETEE N AP TS RN, 7EHLRAB], Angie 2RERANFRIEAMIE K, TEfaERRIZ
S5, Angie YA ZZ2ER0ACEEER, 1EER, B REY DAS |75 &, N TS & L I E R,
NAEF $r->variable()s 7~

package hello;

use nginx;
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sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep (1000, \&next);
return 0OK;

sub next {

my $r = shift;

$r->send_http_header;

$r->print ($r->variable("var"));

return 0K;

_END_

$r->unescape (text)

RIS L %X X TE N GRAg ISR

$r->uri
IR[EE K URL,

$r->variable (name [, value |)

IR[AIB I E G AR A, AR MERE R A A,

Prometheus

I Angie iR, ETEEPE XN, F2A Prometheus #5720 1R [F] XL A2 B AYFE IR,

B

B A .
o status zone ita/v\,

BWERGHER, WEMNMA BRSO EER DI MEL B R ENEX:

e http upstream ﬁstream_upstrea’m Hif) zone $5%;

o resolver FEEZHHY status_zone SN,
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B E B
=M TUWEMRS S HZNEFEXIERGIHEERIER, HEE custon BNHFFAE /pss BIEKAN:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$

type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$

type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$

type=counter;

}
# .
server {
listen 80;
location =/p8s {
prometheus custom;
}
# .
}

Angie HE— B prometheus_all.conf, E':P@éi\—‘?ﬂﬁﬂﬂ%ﬁ?, HEF a1l B

XHAE (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped

type=counter
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'help=The total number of dropped client connectiomns.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle

type=gauge

'help=The current number of idle client connectioms.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/free$

type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
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path=~"/resolvers/([~/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_responses{zone="$1",status="$2"}' $p8s_value
path=~"/resolvers/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]1+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value

path=~"/http/server_zones/(["/]+)/requests/discarded$
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type=counter
'help=The total number of client requests completed in an HTTP server zone without sendingy

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/(["/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+) /responses/(["/1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]1+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zome.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$

type=counter

3.3. REEDR 186




_a}JAngﬂe
Software

IhEEHEIR, R4 1.11.7

'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/http/upstreams/(["/]1+) /peers/(["/]1+) /state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in

< "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]1+) /health/unavailable$

type=counter
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'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge

'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache,

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/1+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
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type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]1+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]1+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value

3.3. REEDR 189




* Angie
Software

IhEEHEIR, R4 1.11.7

path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1" status="$2"}"' $p8s_value
path=~"/stream/server_zones/([~/1+)/sessions/(["/1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zomne.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ ups_state
path=~"/stream/upstreams/([~/]+)/peers/(["/]+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",,peer="$2"}"' $p8s_value
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path=~"/stream/upstreams/([~/]+) /peers/([~/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due to

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

'angie_http_acme_clients_state{client="$1"}' $p8st_acme_cert_state
path=~"/http/acme_clients/(["/]+)/state$
type=gauge
'help=The current state of an ACME client: 1 - ready, 2 - requesting, 3 - disabled, or 4 -

—failed.';

'angie_http_acme_certs_state{client="$1"}' $p8st_acme_cli_state
path=~"/http/acme_clients/(["/]+)/certificate$
type=gauge
'help=The current state of an ACME client certificate: 1 - valid, 2 - mismatch, 3 -

—expired, 4 - missing, or 5 - error.';

map $p8s_value $p8st_all_ups_state {

volatile;
llupll 1;
"down" 2;

"unavailable" 3;
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"recovering" 4;
"unhealthy" 5
# "checking" 6;
"draining" Us
"busy" 8;
default 0;

map $p8s_value $p8st_acme_cli_state {
volatile;
"ready" 1
"requesting" 2
"disabled" &3
"failed" 4

map $p8s_value $p8st_acme_cert_state {
volatile;
"valid"
"mismatch"
"expired"

"missing"

a o W N

"error"

X#HAE (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connections.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectioms.';

angie_connections_idle $p8s_value

path=/connections/idle
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type=gauge

'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+) /pages/used$
type=gauge

'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/([~/]1+) /pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/1+)/slots/(["/]1+)/used$
type=gauge

'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/([~/1+)/slots/(["/]1+)/free$
type=gauge

'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/([~/1+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1" ,type="$2"}' $p8s_value
path=~"/resolvers/([~/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zonme.';
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'angie_resolvers_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zonme.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zome.';

'angie_http_server_zones_requests_processing{zone="$1"}"' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/1+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sendingy

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';
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'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without,,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+) /responses/(["/1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zome.';

'angie_http_upstreams_peers_backup{upstream="$1",,peer="$2"}' $p8st_all_ups_backup
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /backup$
type=gauge
'help=The HTTP upstream peer backup group level.';
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'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,,

—4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/1+) /peers/(["/1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/([~/]1+)/responses/(["/1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in

< "HTTP". ';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/(["/]1+) /peers/(["/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became '"unavailable" due toy

—reaching the max_fails limit.';
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'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/([~/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an upstream peer,

—in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+) /health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an upstream

—peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_backup_switch_active{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /backup_switch/active$
type=gauge

'help=The currently active HTTP upstream servers backup group level.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/queued$
type=counter

'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/waiting$
type=gauge
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'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because the clienty

—had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/timedout$
type=counter

'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/overflous$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the size

—1limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/([~/1+)/(["/1+)/bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/([~/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]1+)/size$
type=gauge

3.3. REEDR 198




* Angie
Software

IhEEHEIR, R4 1.11.7

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/(["/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/(["/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';
p

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
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path=~"/stream/server_zones/([~/]+)/connections/processing$

type=gauge
'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+) /backup$
type=gauge

'help=The "stream" upstream peer backup group level.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all ups_state
path=~"/stream/upstreams/([~/1+)/peers/(["/1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
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path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/current$

type=gauge
'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+)/peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/data/pkt_sent$
type=counter

'help=The total number of packets sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_received$
type=counter

'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/1+)/peers/([~/1+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/([~/]1+)/health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".
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'angie_stream_upstreams_peers_health_connect_time{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/([~/1+)/health/connect_time$
type=gauge

'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/first_byte_time$
type=gauge
'help=Average time (in milliseconds) to receive the first byte from an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/1+)/health/last_byte_time$
type=gauge
'help=Average time (in milliseconds) of the whole communication session with an upstream

—peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_stream_upstreams_backup_switch_active{upstream="$1"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /backup_switch/active$
type=gauge
'help=The currently active "stream" upstream servers backup group level.';

'angie_http_acme_clients_state{client="$1"}' $p8st_acme_cert_state
path=~"/http/acme_clients/([~/]+)/state$
type=gauge
'help=The current state of an ACME client: 1 - ready, 2 - requesting, 3 - disabled, or 4 -,

—failed."';

'angie_http_acme_certs_state{client="$1"}' $p8st_acme_cli_state
path=~"/http/acme_clients/(["/]+)/certificate$
type=gauge
'help=The current state of an ACME client certificate: 1 - valid, 2 - mismatch, 3 -

—expired, 4 - missing, or 5 - error.';
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map $p8s_value $p8st_all_ups_state {
volatile;
llup n

"down"

"unavailable"

"recovering"

"unhealthy"

"checking"

"draining"

llbusyll

SO 0 N O O b W N -

default

map $p8s_value $p8st_acme_cli_state {
volatile;
"ready" 1
"requesting" 2
"disabled" &g
"failed" 4

map $p8s_value $p8st_acme_cert_state {
volatile;
"valid"
"mismatch"
"expired"

"missing"

a s W N

"error"

map $p8s_value $p8st_all_ups_backup {

volatile;

"false" 0;

"true" 1;

default $p8s_value;

FH%:

http {

include prometheus_all.conf;
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server {

listen 80;

location =/p8s {

prometheus all;

$ curl localhost/p8s

# Angie Prometheus template "all"

B

prometheus

151k prometheus template name;
FRINE —
EFx location

N location J:TXTEE_‘/I\*%HQ%@%%, H prometheus__template B2 E Yo i—"'l%ﬂiijﬁtﬂ?ﬁ, It 1ocation

HEH LA Prometheus # R [FIFEARIEFR,

location =/p8s {

prometheus custom;

$ curl localhost/p8s

# Angie Prometheus template '"custom"

prometheus_template

[E=27N prometheus_template template name { ... }
HIME —
H9'4 http

3.3. [FAEER

204




* Angie
Software

IhEEHEIR, lRA 1.11.7

E X —H Angie WWEFTSHIFEIRIIG 2N, tprometheus 82,

#HiE

Angie JEEE— MBI all B, Hp@ S —HEE HRER.

ALESTEHENTERE X, NMEX BB PTNEM: <metric_name> <variable>
[path=<match_string>| [type=<type>] [help=<help>],

metric_name iﬁﬁ%ﬁ‘%%, ZAFRRE LA Prometheus A& AR INEIMA N A, AT A& AERAR
By (..., il
http_requests_total{method="$1",code="$2"}
FRZEE R PAER Angie A R match__string & X NIENFRIE, L] LA
EFHIZRIE A E IR, X BRIHAEIRBEEPMEN B TRAE, fabrfE
H variable &,

variable BB R BORIEFFEFEPREA BN N FR AR B 44 PR, GHRZE BN FEEOR{ESS
Fonz (), MIARERINZEEAR.

TEPREE variable WEREA TR, BOIRIER, fEbeREsmEma, Fran:

'angie_time{version="$angie_version"}' $msec;

$ curl localhost/p8s

angie_time{version="1.11.7"} 1695119820.562

path=match_strin 5 Angie /status API FRIHFEFRIVATA Ui mB& IR A TULES, FRVF—IRKRHEIREY
ZANSIGRIE R

TEVEECEAE], B8R AT SRATEAT BERHT, Flan /angie/generation; ILEEAX KNG, BM
FRUCEL TS %

path=exact_match IHIIEFRF LA TR,
path=-regular_ex {#H PCRE ETk#E; vJPAE XIIRAH, HT metric_name FBRIFRZEH,

W match_string VCECAEAAIERAR, ZERIBALET Angie FEFMEEAZMETESpSs value R, ZLEAITE
f6E path= ITE variable FEHEH,

Q2R match_string ARERFHTEERE, fEFMENAHRNAIZREON R AARIITE £, B4 :

'angie_http_server_zones_count' $p8s_value

path=/http/server_zones/;
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XMTIEMFRIEK, FTREA Z DILACERTE, fEFRREEEXT * B4 * ILECHSIMBIRR T, Z5&HIRH, XAvF
PRI — BRI EA MRS FEARRERIFEAR, Bia0:

'angie_slabs_slots_free{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$;

IR SONBE B P = BTA7 AL B TR XSSO TR R NS E R -

angie_slabs_slots_free{zone="one",size="8"} 502

angie_slabs_slots_free{zone="one",size="16"} 249

angie_slabs_slots_free{zone="one",size="32"} 122

angie_slabs_slots_free{zone="one",size="128"} 22
—n

angie_slabs_slots_free{zone="one",size="512"} 4

angie_slabs_slots_free{zone="two",size="8"} 311

GUSRIRA RS (REFEMIDEACTT %), MIARERITZEhR.

ik
path= SEUEMEFHAPI A Angie BATH,

type=type. S3AIRA Prometheus 1830 BRI RBIAME B FZRFE, BN 15fan—ERms|
help=help M A, AT B A E R IR
NELTE

http_prometheus BHE -1 NED R, 9K Angie API /status R HIFEARERIZ S prometheus template
18SE X IR match_string ZEULECH, 2T &REIREHE,

$p8s_value

R prometheus template HHE LHIFEFRET match_string VEECEAIAR, N TFI%ERIEM Angie fEPREN
FFHETE $p8s_value LWEH, B ETEMTHET path= SEARIFEIRE LT variable TEo

fFEFE $p8s_value ZLEHHY Angie FEFRMEFHF NEZME Prometheus FERAIER, EIXFHL T, &
FICAE map 162, BIARE 545 ER LN ET

map $p8s_value $ups_state_n {

up 0;
unavailable 1;
down 2;
default 3;

prometheus_template main {

'angie_http_upstreams_state{upstream="$1",peer="$2"}' $ups_state_n

3.3. [FAEER 206



https://prometheus.io/docs/instrumenting/exposition_formats/#comments-help-text-and-type-information

* Angie
Software

IhEEHEIR, lRA 1.11.7

path=~"/http/upstreams/(["/]1+)/peers/(["/]1+)/state$;

& Angie Tﬁ*ﬁﬁﬁﬁﬁ_\'{ﬁ, Bl true B false, D EFRWE 1 8¢ vor; WSRFEFMEN null, T
BN (uib) v, X THE, EABE UNIX 22k,

A%:3
RVPREREBEN 5 —4 (BER) IRF5ER.

B E B

location / {
proxy_pass http://localhost:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy_cache cache_zone;
proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

B

proxy__bind

[E=2FN proxy_bind address [transparent| | off;
HME —
H9'4 http, server, location

ERI AT AR SS 2 (0 b MR E A HE TP il (RI&um ) &k, S8 IS &, FiR(E off
BB M E—RBCEARARET prozy  bind FELHIRER, RFRSLHEN 2 ECAR 1P HutkHI3G

transparent SEF R A CHRARSS 20 H vk i MAEA HE TP f@iﬂ:ﬁ@, Wﬂln, MNEF IR ESE IP H#
HE:

[proxy_bind $remote_addr transparent;

H TS EAER, BEFTFELUEIH ) SERIZIT Angie TIEMFE, 1E Linux EAFFEIXFEM, K80
BISE T transparent S, TIEHRESNFHEUA CAP_NET RAW ReJl,

wHik
2 M B AR AR DA AOR B BB R S5 AR B 2 T
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proxy__buffer_size

Bk proxy_buffer_size size;
EINE proxy_buffer_size 4k|8k;
T http, server, location

BB T BRI R 55 a2 M A 7 55 — 0 0 B SR X R/ N 3 e 5 35— S/ NI 7 Ko BR
VBT, RMXIVNET—DAEI BRYEFE A, XA RER 4K 5 8K, {HA] DURERFE /N,

proxy__buffering

HIL proxy_buffering on | off;
EIME proxy_buffering on;
X http, server, location

JE R B SR B WAERIR 55 a8 (40 B 22

on

off

Angie R P NB AR AR S5 2R B U M N, ¥ H AR TFE B Hprozy buffer size
Mprozy buffers FELBEMZMXH, ME i & IESIFATHT: SEHN
ZMHMXSWRGERIE BEBERBE provy busy buffers size, HRZZ X
REGE R, MARIBORERKIE, BRI 2NN B G —# 7. Bk, =
FEANNERMERILDF TN, ZMBRE IR E S, HREA MR T A
TRANTE, WIAT DUR H— &R o> R 7 B AL BRI I 20 e B NI S
Hprozy mazx_temp_file_size Mprozy temp_file write size 38 1Hll,

M 7 E WS N2 BB IR 45 % ' it Angie DAY B2BU —RIX” WITEIR TIE, AR
SR XA FIA0 AN 4K ZerpIX A 10 TN BIA IR, I, qnie®s
ANIE R AT PATRON &M X, Angie WHATRE—IRILTERE, Angie —{RA] AMARSS ERHEIK
HIEHERI B R K/ N prozy  buffer size 1SR E. [ off I, Angie N7
MRz, F Hprozy limit rate AR,

WA PAE IS 7E X-Accel-Buffering WA SkFEE LB yes” 8" no” K5 HEEEH %M, w] DA
Fproxzy ignore headers $6 55 ILIIRE,

proxy__buffers

Bk proxy_buffers number size;
EIME proxy_buffers 8 4k | 8k;
T http, server, location

BB T MR 55 2 1R B E S (1Y) 2% v X BRI RN, BRI
BONBEIL T, X RPDET—PRF. BRYET600FE, XA RER 4K 51 8K,
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proxy__busy_ buffers_size

Bk proxy_busy_buffers_size size;
EINE proxy_busy_buffers_size 8k | 16k;
T http, server, location

=4 JE IR B ACER IR 55 2 WA S A 2% i BF, BIRA 2 M 7 1) AR 5 42 TSR BB W] AT 10 5 2 i 028 M oL ) 2%
X EYERAN, RIS, HARAI G X a] F T2 BO L, QP SRR, 3 AT DA HR 73 7 2 v e S AR

BRAINE R, KANZproxy  buffer size Flprozy  buffers F62 BRI IX A/ INIRR il

proxy__cache

[E2FS proxy_cache zone | off [path=path];
LOWINIED proxy_cache off;
4 http, server, location

X TRAFHSEE A X, RN XIRAT DAE 2 M T . SEMEP S Z &,

off M b — 2Rl BARRRI AT

1E£ Angie PRO H, #&0] DA E Z1ME FIME R keys_zone {EMproxy cache_ path TBERBH BEDH
IXFEM, 1R B I keys_zone [HI prozy  cache 62 path S

path=path AEAE MG * G7A7 * MR TIRAL, PR AR, AR &k E A
ISIEYSVINEIS =

QRER N R MR AE FARER, WIS SR path; BRI, S247 AOME L OR B HLEUAG path,
HE'EMNEAE PR,

IXFVFIEIE R map 15 BIA N TR B S0 BRI R A TR 2R 7 #512.  Content-Type HIRHAI:

proxy_cache_path /cache/one keys_zone=zone:10m;

proxy_cache_path /cache/two keys_zone=zone;
map $upstream_http_content_type $cache {
~“text/ e;
default two;

server {

location / {

proxy_pass http://backend;
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proxy_cache zone path=/cache/$cache;

proxy_cache_valid 200 10m;

XEAWPNRABEN DT X eI Z RS, 1R Content-Type PA text/ JT3k, &S —

R, SNERES AN

#HiE

ER prozy cache B, IBHEIEFEIZ Bprozy cache valid 165 RAAHEHEE MM B IF R, WRAIRE
B Angie NMEHERIME, RN BRGS0 HTTP MR Skiz DA RS i i v 9% 17 5 )

1. X-Accel-Expires 3k (BREMLILEHR).
2. HH max-age =% s-maxage ZHH Cache-Control k.

3. Expires 3k

proxy__cache_background__update

ASRIXLESLEA T S H RESARA N, R A S WERT, BINTCIAIE HIL B

Bk proxy_cache_background_update on | off;
ERINME proxy_cache_background_update off;
X http, server, location

ARVEENIE B TR ERIS AR R I, [FIRPREFRIH A&7 IR [ 255 F .

B
T B RTIR I H 2% 17 0 BN F B U 7 VT o

proxy__cache__bypass

TBiE proxy_cache_bypass ...
N —
4 http, server, location

TE XA MEAF IR 5. AR FRFRS R E DA —MERNZ BAEFET 707, WA NEFH

R 3
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proxy_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

proxy_cache_bypass $http_pragma $http_authorization;

A PAS prozy no  cache 6% —AHH,

proxy__cache__convert__head

[F227S proxy_cache_convert_head on | off;
FINE proxy_cache_convert_head on;
Holi9"4 http, server, location

JARSEE R " HEAD” J7iERN " GET” DUATR A7, WSREEF e ref: AFHE <prozy cache key>
IRELE $request_methods

proxy_cache__key

HIE proxy_cache_key string;
EINE proxy_cache_key $scheme$proxy_host$request_uri;
T http, server, location

T XA HIRE, BI4H:

proxy_cache_key "$host$request_uri $cookie_user";

BOANEIL T, 12482 IMERRL T DU 1 e

proxy_cache_key $scheme$proxy_host$uri$is_args$args;

proxy__cache_lock

TBiE proxy_cache_lock on | off;
BRINME proxy_cache_lock off;
4 http, server, location

ERE, —RARF—MNERIEL g REEAR S 218 TE K RE TR  prozy cache key $82FRIRATHT
RAFICE, N TR TR HAIE SR SR N HIE R ZH, 838 FRFZ T Z2NB TR, &
KERFNRIE prozy  cache lock timeout 8L Eo
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proxy_cache__lock_age

[E27S proxy_cache_lock_age time;
BRINE proxy_cache_lock_age 5s;
T http, server, location

QERAE B2 WACERAR 55 g DMEEHN & (7 T R ARG — D IRSRAETRE I A AR SRR, I ] DAFS A a5 QB R
FantEid—MERK,

proxy__cache_lock__timeout

Bk proxy_cache_lock_timeout time;
PRINE proxy_cache_lock_timeout 5s;
4 http, server, location

& Bprory cache lock BIEIIFE, SN R EIHIRG, ERAGHALIBLE AR A%, ENN A X%
7o

proxy__cache_max_range_ offset

1Bk proxy_cache_max_range_offset number;
ERINME —
Holi5"4 http, server, location

NFTEEERIZEMEE (LN RAD), WATEEEHTECHI WIS E, TEETFERR LR R
S5dn, FFHIRLRE AN SR

proxy__cache__methods

[E=2FS proxy_cache_methods GET | HEAD | POST ...;
LNz proxy_cache_methods GET HEAD;
T http, server, location

AR P iE K T AR LIRS I, WA R F, "GET” FI"HEAD” FIEBASIRIMEIFIR S,
HEENEIEEEN]. BiESRprozy no cache $6%

proxy__cache_min_uses

Bk proxy_cache_min_uses number;
PRINE proxy_cache_min_uses 1;
T http, server, location
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B2 /D UGHE KGR AR A7

s

RETTEIRFEERZNGT . FMPRET XN SEBIHES, FIRESBECR AT N, Z5%E
EEE, HFIERSS, BREFER, REEFE,

#HiE

BT RAAIERREEE (fian external—cache-purge) UMBR >, (BEA=EE prozy_cache__min__uses
RS, %162 BIERIPRF R I EIERIIE R, TEIE RN BB T EER rTRES A R RE ™ A4 T 52
[]['l]]O

proxy__cache_path

1€ 1.9.0 iR L EA .

[F=27 N proxy_cache_path  path  [levels=levels] [use_temp_path=on |  off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [loader_sleep=time| [loader_threshold=timel;

EIANE —

X http

RBERAFH) path MIHMBEL A7 EIRFEES . RAF PRSI ARX 273 N MD5 BREHIZ,
Ro

levels TEXEAFBRIRERPA: 1 2] 3, BMRRERZE 1 5 2,

foan, FECA RECE:

proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; J

AT PRI R

‘/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c J

RAFRIM N B S NGNS, R EmA . G SRS AE Al UBIERRIFSCE RS . (HE,
HER, ERXAEOT, XHREMRDNHERFZRERH], AR TROIEG 2R, B, #I0f
TG EME, KR NAERIGEN SR H SRR — X F RS B,
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use_temp_path=on fifi/@ H TGN ST H 5%

| off
on WERKRIFE Z S E N on, BEFZAE hwaﬁon,E@proxy;fennzﬁpaﬁz?§4%
fRE R H 3%
off I S B R B AE SR A7 H %
keys_zone B H T A TS sh A B8R 5 B H =N KRV, S iR
FEEL =,
1 IR H X IR DA iBZ) 8000 M,
YHH keys_zone fHERIER file B, Angie T FFELIERRIZ X EFIN A
BRI, FRHE NOUEE) BRI e A EHFER AR E e, B
TR B AT SRR ANEF D R A7 NN TFl,
GRER T XK/ NEE B, bR A A B A5 R T T IA R I X, Angie
BioFRES (failed to restore zone at address) F HASHFH XK S
il MR, TIHRAERSRKERAN old; Ea]DIMBRE, SkE HAFRH#
Angie I 2 A 01 E ISR BC BRI
B
IR IEWITETE file HIBRTR, JHFEA Angie ERHMHRHIVIRNER, FH2ZERT
PABT IE ARG A TIA]; AN ERIRET prefix,
inactive NRAEME S EEEE RN RINR T A 8E, WITTIeFOr B A ], HdEatrke
il 28
BRINEL T, inactive SN 10 %1,
#HiE

1E Angie PRO H, ] PAMFEFHMHEIR keys_zone HIGEZ ™ prozy cache path 5%, HEWNAF XK
KANHBEESE — ML HIEE, FRIEMHN prozry  cache 182 M path SEIEIRL 2 I TIREE,

—NRIREY FF RAFEE o RS MR G AT RIS R SR/ N ] SR, Sl R
RGAF RN FIZS A I, MFREOL R EdE. SRR OE AT X7,

max_size
min_free
manager_files

manager_threshol

manager_sleep

sy AN SN E

AT AL S 22 5 A] FH 22 (R B e ) B E
—URIA A PR 5 R 217 WAL
FRIANE: 100,

FR A — A AR RS ]

ZRINE: 200 ZFD,

Be ERAZ H] Y {5 R

IRINME: 50 ZFD,

Angie JHa—7#)5,

RWE—DRERRY ** RAFINEES ** R, BRI R A REE, F
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ROX (5 BINEE R Kb, R DOERTT TR, BRIEAEHEH loader_files ZHUREMNH
FRECERIIA, PRI loader_threshold, ZAJSHETH loader_sleep & XHVEE {5, ARSI
Btte BREREHET, BERIMEGCE S ERTA AT E:

loader_ files —UOE R E NN E A R KR A7 T
EIME: 100

loader_threshold [Rill—{RIEIIFFEEHT R
BRIME: 200 ZF)

loader_sleep Fic BRAZ AT (5N R
EIME: 50 =R

ik
) keys_zone ZEUETE file TR AENNEASHIIRIE,

proxy__cache_revalidate

[E227S proxy_cache_revalidate on | off;
EIME proxy_cache_revalidate off;
T http, server, location

JE TG If-Modified-Since Fl If-None-Match Sk7ER MY S fi SR 3 B 56 UF ik AR 28 £ 10,

proxy_cache_use_stale

B proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ..;

LOWNIED proxy_cache_use_stale off;

T http, server, location

W AEMRLE GO0 T o] DAE AL AR AF NN, TG MRS prozy. next_upstream 5 FIZEHHILAL,

error GUIRTCIRIEFACERARSS AR AL RIS K, T AR VR (8 AT BRI SR A7 M AL
updating BYANSE, ANERGRAT AN 4 AT (A S, AR VR R S AR RN, X AT DATE

SR AT RN B MU QB AR 55 45 A 13 [R1R L

AT AECR AR Sk A 5 P68 P I IR G A A, -+ e 3 B0 B RD 58

e Cache-Control LFEXH stale-while-revalidate ¥ & AVF1E 25 17 WA N, 24 Bl 1E 1F 58 357 I8 (s FH 3 HA Y
A7 M N
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e Cache-Control LFERMY stale-if-error ¥ f& VFFE & AESE1R N (55 F 1 BHRY 2 120 N

#Hik
XL LSRRI Ed 8 1R,

BAEHEFER A TR IN B/ MU RBRAR S5 8 T [FOEL,  wTDAEFH proazy_cache_lock $6%%

proxy__cache_valid

=275 proxy_cache_valid [code ...] time;
EIME —
4 http, server, location

NSRRI B AR BB R A7 IN TR, BilaH, DATR4E<

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

9ARES 200 A1 302 AYMAR IR E 10 2PHRIRAFRITE], AR 404 AOIRRIIREE 1 70 BPAYZAFIN TH
GRERIAERE T R AF I A,

proxy_cache_valid 5m; J

M 200, 301 F1 302 MR,

AN, FTDAMEE any SEORGEAF AR :

proxy_cache_valid 200 302 10m;

proxy_cache_valid 301 ih;
proxy_cache_valid any im;
ik

RESHAMAT DIEREAEN RN LI E, X AR ERFN ARG E &Ik,

e X-Accel-Expires Sk B DARD g B A7 I B S G A7 N 18], AE RN RS2 12, WIERIE DA e /i
2Tk, WIKEH Epoch DUEKRAVAXSI TRl (DR A7), ELFIZIN R R i] AR A7

o WHSLHF AL X-Accel-Expires B, MIAJDATE Expires 8 Cache-Control SkFEHIXEL
#ZH,

o WHSLAPHLE Set-Cookie FER, NINRZEAF LM,

o ERSKHPEEEN " 1) Vary FB, WIAREAFIRNR, GRSk &S HAERT vary 7B, T
R TR ATIE RSk 7 BOR A7 RN R,
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P RAMER prozy_ignore_headers 46 FEFIRIX LM B 3K 5 B — s 2 DM IYALRE,

proxy__connect__timeout

Bk proxy_connect_timeout time;
EIME proxy_connect_timeout 60s;
T http, server, location

TSGR SS AR RN I R, FRETEERR, BN RENEFE S 75 .

proxy__connection_drop

[E2FS proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
T http, server, location

e FTE SRR AR S 2 M PR BREL Y reresolve IEFEE A PI 7% DELETE ﬁ@ﬁiﬁkﬂﬂQﬁﬁHE, ZIEFE%
k55 2 AT 1%

N P e B R S5 AR A B R — DS AFER, ERER R AL,
E time JAHIERLZIL BN REN on I, BRI,

proxy__cookie__domain

Bk proxy_cookie_domain off;
proxy_cookie_domain domain replacement;

LONNIED proxy_cookie_domain off;

T http, server, location

BB MNEHIEEIRS SN Y Set-Cookie SKFEXH domain JEMEAR TR, BIEHHCHEARSS 28R
[EIfY Set-Cookie kFEEH A B M "domain=localhost”s 65

[proxy_cookie_domain localhost example.org;

FtE M E S N7 domain=example.org”,
domain M1 replacement FAFHR AN domain JEHEHATRT SRR, ZEAX RN,

domain F1 replacement FHTERA] DAL S5 & :

proxy_cookie_domain www.$host $host; }

IR AT DMER IENRIERIEE, EXFEN T, domain ML~ FFE5 3k, IENFRIKA AT AR & an
ZAIRFAL BRI, replacement B] CAS|HEA]:
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proxy_cookie_domain ~\.(?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $sl_domain;

A DATE[R —ZK A EZ N prozy_cookiedomain 8%

proxy_cookie_domain localhost example.org;

proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

WRZ ML AN T cookie, RHEEEHE—1
off ZHEUHEM L —RELEIAD proxvy  cookie domain FELHIIR,

proxy__cookie_ flags

HIK proxy_cookie_flags off | cookie [flag ...];
FINE proxy_cookie_flags off;
oS4 http, server, location

N cookie BE—PEZMRE, cookie A AIECAR, ZRLHHAS, bErIDEEAR, 8 NHA

AN
Ho

secure, httponly. samesite=strict. samesite=lax., samesite=none SRS B PR

nosecure, nohttponly, nosamesite SEUMBRAE B IFRAS

cookie AT DAEFIIENIZRIANSE T, EXFIEIT, cookie N EA~" FF5 T3k,

Al DAER —BL EYIFEE £ proxy_cookie_flags 62!

proxy_cookie_flags e httponly;

proxy_cookie_flags ~ nosecure samesite=strict;

MRZNMESTT AN AT cookie, REFEE —MILELIIES . TERBIH, A cookie one #Ml httponly

W&, XFATEEAM cookie TNl samesite=strict FREFFMIER secure fii&,

of f SENEE M L — 2 BC B4k A R proxy__cookie_ flags FEL IR,

proxy__cookie__path

HIL proxy_cookie_path off;
proxy_cookie_path path replacement;

ENINED proxy_cookie_path off;

X http, server, location

B NAEB AR 2RI Y Set-Cookie SkFEXHY path JEMEA SELHISCA, RIS LRSS AR [F1HY

Set-Cookie kFEi A& ME"path=/two/some/uri/”s 5%
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proxy_cookie_path /two/ /; ]

R B 1 85 Oy " path=/some /uri/”,

path K1 replacement FRFEERA] AE S &

proxy_cookie_path $uri /some$uri; }

AR AT DAFE A IENIFRA G E . AEIXMMEOLT, path N LA~ FFSIFKEATIX 3 ARG FPLAD, B¢
PA~* SIS T A X RANG R PERS,  1ENFOEAA] DL & an A RFI L B3R, replacement F]
A5 Her:

[proxy_cookie_path ~*~/user/(["/1+) /u/$1; }

A DATER —KBFEE Z N proxy_cookie_path 62

proxy_cookie_path / /two/;

proxy_cookie_path /one/ /; J

WMRZNMES A DAN T cookie, FHEREE —PNICEHITES .
off ZEEUHM _E—RBCEMUANT proxy cookie path & HIRNR,

proxy__force_ranges

[E227S proxy_force_ranges on | off;
FINE proxy_force_ranges off;
T http, server, location

TEI A CERR S5 2R R ) Accept-Ranges T BLANA], #Ruok BRI SS AR A AARSR A2 N 5
TR SR

proxy__headers_hash_bucket_size

Bk proxy_headers_hash_bucket_size size;
LOWINIED proxy_headers_hash_bucket_size 64;
4 http, server, location

&&prozy hide_header Mprozy set_header FELBHBIIGRRIIMAR/D IBHRIZENTFIEEE B
TRATSTR R,
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proxy__headers__hash__max_size

Bk proxy_headers_hash_max_size size;
BRINE proxy_headers_hash_max_size 512;
T http, server, location

iﬁﬁpma:yfhideiheader %l:lpmz:yisetiheader ESHEHANBRBRNRARD, BHERIEKENEAEEE
B SRS R A

proxy__hide__header

Bk proxy_hide_header field;
ERINE —
X http, server, location

OANEO T, Angie A RIEARSS 25N H1 /Y Date, Server. X-Pad Fll X-Accel-... SKFELH
5% Fiile prozy__hide_header F8 X BN SPALIBHININF B, HR, WRFTEARVHEERTEL, FJRAE

Fproxy pass header 8%

proxy__http__version

JE227S proxy_http_version 1.0 | 1.1 3;
EINE proxy_http_version 1.0;
T http, server, location, if in location, limit__except

BN HTTP WRA, BOIAEM 1.0 A, EIUER 1.1 8 @SRAS keepalive 1EH —EEH,

proxy__http3__hq

JE27S proxy_http3_hq on | off;
EINE proxy_http3_hq off;
o974 http, server

DIHURIIAH) hq-interop MR, ZBEIHAT Angie MIHHTQUIC TLARIEIEMIA,

i
AR THIA R Z IR R % T TS F A

3.3. FE4&ER 220
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proxy__http3_max_concurrent_streams

Bk proxy_http3_max_concurrent_streams number;
LNz proxy_http3_max_concurrent_streams 128;
o974 http, server

WIEE HTTP/3 1 QUIC RE, HREERE HIFLZ HTTP/3 & RMAIR KR, FEEHkeepalive 1%

o

proxy__http3_max_table__capacity

Bk proxy_http3_max_table_capacity number;
PRINE proxy_http3_max_table_capacity 4096;
X http, server, location

RERBERN 268 B
wik

RKUHE L hitp3_maz_table_capacity NIRFGIIERIZ B IE, EEREER, EREEXTEHERE
N BN SR,

proxy__http3_stream_buffer_size

Bk proxy_http3_stream_buffer_size size;
FINE proxy_http3_stream_buffer_size 64k;
TR http, server

BB TRERIE AN QUIC it FIZEMIX ) K/h,

proxy__ignore__client__abort

BiE proxy_ignore_client_abort on | off;
FINE proxy_ignore_client_abort off;
Holi5"4 http, server, location

DRAE 7% PURTEARSF IR FIE O N OQHIERER, 23 R C M5 A VAR 55 s B ES
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https://www.ietf.org/archive/id/draft-ietf-quic-qpack-20.html#name-dynamic-table
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proxy_ignore__headers

Bk proxy_ignore_headers field ...;
IRINME —
T http, server, location

R R B ACHEIR 55 2% A9 Bt 2R e L Sk 57 B B AL B, BT DA BE BLR 57 BX: X-Accel-Redirect,
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering., X-Accel-Charset. Expires.
Cache-Control, Set-Cookie /I Vary,

GNRAREEH, ACBXLESL 7 BOK A AR RUR -
« X-Accel-Expires, Expires., Cache-Control, Set-Cookie fll Vary X BEMINZETF IS
¢ X-Accel-Redirect HUTEHEE URI MINHIEE 1)
o X-Accel-Limit-Rate B M7 F Uity f& Fim R sk 22 Rl 5
o X-Accel-Buffering Jii FHEEE FH M B Y 2% 1

X-Accel-Charset & & WN TR,

proxy__intercept_errors

[F27S proxy_intercept_errors on | off;
EIME proxy_intercept_errors off;
Holi9"4 http, server, location

e RS AR TESET 300 WYAHERNN N B ZEIBE R i, EEEEEIFEEME] Angie PAfH
Flerror page Fa2 AT,

proxy_limit_rate

Bk proxy_limit_rate rate;
ENME proxy_limit_rate O;
ETFx http, server, location

BRI MACER AR S5 85 R EE SL (Y EE . rate ABRDFTHHEE; RFHHZE,

0 SRR R BR

#HE
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ZBRFRE X NERIZER, KR Angie RINFTIFMNERPEARSS 8FANER, SERRIEEE
BRAAIMIE, IXBRAILE S FIR B ACHER S5 e 22 A 3K

proxy__max__temp__file_size

Bk proxy_max_temp_file_size size;
FINE proxy_max_temp_file_size 1024m;
TR http, server, location

2 5 F ok BAREEAR S5 25 BOMA B 2% 0 INF, QN SREEDNR R TCIETR A prozy buffer size Mprozy  buffers 5%
BRI A, Wi L) — 8 7 AT AR RIS S, IR R B IR SRR RN —IRE A
HRIEE A Hprozy temp_ file_write__size ESIRE,

0 B R e B G2 P e P S 7

ik
R ANE TR (7 307 i 2R AINA R

proxy__method

[F227S proxy_method method,;
HME —
Holi5"4 http, server, location

TREAE R A 2RI SS AR BTRSR AP Y HTTP 757K, MiAER BRIV 7R S8Er e S

=N
gio

proxy__next__upstream

£ 1.11.0 IRAR AL 4R EFHPRIFTA IRSS s AT, BB R %16 (MBSO RAE4) TA
TENEIRAPRSIGE IR, Angie IEARZIRIEIH QISR T, AR R — GRS SRR,

=275 proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

ERINME proxy_next_upstream error timeout;

X http, server, location

FRELEMBLEAG L RO B SRALIBLS upstream LHHEY R — DRSS 35 :
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error SRS AN VERE, R ELAR A SR eI E M Y SKES 2 A R
timeout SRS SN VERE, A HAG IR SR e s B I Sk & A R
invalid_header  ARZS#%IR[BIZS M B 8K IC50m N ;

http_500 AR 55 AR BIRASHS Y 500 FAIN N ;

http_502 A 55 48R [BIRZSHD 9 502 FAINE R ;

http_503 AR 55 2R ERZSHS S 503 FRINA N ;

http_504 M55 23X [BIARZSHS 9 504 FYINE N ;

http_403 AR 55 2R BIRASHD 403 FAINA N ;

http_404 55 2% [BIRZSHD Sy 404 FAINE R ;

http_429 AR5S BRIR BIIRASHD N 429 (AN R ;

non_idempotent ﬁﬁﬁ?,ﬂnﬁéﬁ%ﬁ?Ei%iﬁﬁ?ﬂj:ﬁﬁﬂﬁé§%§,NU N JEESE /774 (POST. LOCK,
PATCH) FYIERALGIBLE T —MIRSSEE; 5 IEIUR AR o v R I 2RIE K
off RIE REIBLA T — DRSS 2%

#HiE

ROZPERE, HAERAR AR AR EMARR, A ATRERIE RGBS N — MRS5S s, hateil, ik
FE A R S R A AR IR BRI, MITE TR B R IR,

IR LT AT 2N 5 IR S5 Al AE B A o 2

error RPN RN 2K, BE BN IRIEFE R EE
timeout

invalid_header

http_500 {XAEFE L HHEE N A AR A A 20

http_502

http_503

http_504

http_429

http_403 IKIEASBARA A I 2K

http_404

REERARIBL N — D AIRS5as AT DAs 22 1000 M A AT R

proxy__next__upstream_timeout

TBiE proxy_next_upstream_timeout time;
PRINE proxy_next_upstream_timeout O;
T http, server, location

BRI DLRAE SR AL 1825 T — DRSS a7 BIRFTEL
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0 ZAFH I RR

proxy__next__upstream__tries

1%/213 proxy_next_upstream_tries number;
EINME proxy_next_upstream_tries O;
o974 http, server, location

BRAFIRFE R T MRS & FTATREZ IR EL

0 ZEFH I RR

proxy__no__cache

Bk proxy_no_cache string ...;
EINE —
Hol5"4 http, server, location

TE SR AR RN BAF &M, MR TR 2 DE —METRAZEHARET 07, MR GRS
PRAZ:

proxy_no_cache $cookie_nocache $arg_nocache$arg _comment;

proxy_no_cache $http_pragma $http_authorization;

A A5 prozy cache  bypass F82—#fH H,

proxy__pass
7227 proxy_pass uri;
HME —
ol 5"4 location, if in location, limit_ except

B EARBARSS asA USRI stbE, DAR— AT URL, AT WU location, MM AT PAFEE Y http B https,
Hisik mT AYE E A B TP $tiisik, DAK. — A mlZe i 11 -

proxy_pass http://localhost:8000/uri/;

BETEEN UNIX BERZ TIE, £ wix XET 25, HHE SHHEX:
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proxy_pass http://unix:/tmp/backend.socket:/uri/;

GRSRIRA TN 22 st BTA bR DA 7T SUEE T A, HilEXE T DARE R iR 55 ARt

SHUER DA SRR, EXMEN T, R s, WSEEMRRS SEPERIZAR, w0
%ﬂiﬁi?”, MHEFH resolver RHHE

3K URI 2 AN 75 LB 4G IR S5 45

o W proxy_pass 6% ** WA URI** {5, A4 ST RIZIEL RS AT, ref: MVE <location>
13K URI H15 location PEECAIER /M #H6S HHEE R URI 2.

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

o 2R proxy_pass F4if URI 5, MIFEACBFARTE R, 165K URL DA% i IR HAHIRI L AL i
LRSS, BETECEEMUSRY URT & @728 A MTELIE K URL:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

EREEENT, ik 25 a5 K URT #77:
o Y4 location A IENIFRIAXIGER, AKIEM 4 location i,
TEIXLEEE LR :samp:prozy_pass NMiZAH URI $67E,

o MIEHEM location WHEMEHrewrite 8 H 2L URI I, I H Koo A L AH [A] C Bk Ab I Sk
(break):

location /name/ {
rewrite /name/([~/]+) /users?name=$1 break;

proxy_pass http://127.0.0.1;

TERXRENL S, 452 aE ) URIL KU, SeBRESUERYIER URI LB RS a5
o 47E proxy_pass HHE SR

location /name/ {
proxy_pass http://127.0.0.1$request_uri;
}

EIXFMEN R, RAETESHIEE T URI, ERHLRAEEIRA RS, BHRIGTE R URL
WebSocket RIBFERFIRALE,
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#HE

W proxy_pass METERIRH A RIRALA location H (B4 :samp:location /name/), I
Hauto_redirect 62BN default, MAH B EAMLHIE KRG HEEM (/name -> /name/),

proxy__pass__header
B proxy_pass_header field ...;
EINE —
Holi5"4 http, server, location

FRVFRAARBEARSS SRS ZE ] RISk B AR B il

proxy_ pass_request__body

[E27S proxy_pass_request_body on | off;
LNz proxy_pass_request_body on;
T http, server, location

fERE R IR AATE K IE S8 A B S5 8%

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 8

proxy_set_header Content-Length "";

proxy_pass ...;

RBiES M proxy set_header Mprozy pass request _headers 8%

proxy__pass_request__headers

Bk proxy_pass_request_headers on | off;
EFME proxy_pass_request_headers on;
4 http, server, location

TER IR R R ARTE SR Sk 7 BU B 20 RIE AR 55 4.

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers 3

proxy_pass_request_body g
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proxy_pass ...;

()

HBiES W prozy set header Mlproxy pass request body 6%,

proxy__pass__trailers

Bk proxy_pass_trailers on | off;
LNz proxy_pass_trailers off;
EFx http, server, location

FVF R RIRARSS AR Y B B 7 BAE 145 P i
HTTP/1.1 R EFR 2 T E 2205 o

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";

proxy_pass_trailers g

proxy_pass ...;

proxy__quic__active__connection_id__limit

Bk proxy_quic_active_connection_id_limit number;
FINE proxy_quic_active_connection_id_limit 2;
TR http, server

BB QUIC active_connection_id_limit fEMISEH, XZE MRS 4 0] DAEIF IR ARIES) 14482 1D

B,

proxy__quic__gso

Bk proxy_quic_gso on | off;
EINME proxy_quic_gso off;
X http, server

DI E R T8 H 0 B PAQUIC LAt A PR U IR R
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proxy__quic__host__key

[E27S proxy_quic_host_key file;
LN —
o974 http, server

BRE-MIEERAN file, ZHEPE QUIC —RERRMNE TORSEE M U S5, BOAEIT,
BRE BN AR —DRENE A, R IHEHA KR LA PEEZ,

proxy__read_timeout

Bk proxy_read_timeout time;
ERINME proxy_read_timeout 60s;
X http, server, location

T M RIR R 55 e 1S B 17 AT RE AN B ] AR AN (AR PR IR SR IS B RN B, TS FH TN A 1%
B, ANSRACEEARSS A FE I R ARG BRI 2, WERERE R ],

proxy__redirect

Bk proxy_redirect default;
proxy_redirect off;

proxy_redirect redirect replacement;

LNz proxy_redirect default;
ETrFx http, server, location

BB N AECHHARSS 2NN Y Location” Fl7Refresh” Sk B HHEE iR SCAR,
IR S AR [A] T Sk 7B

Location: http://localhost:8000/two/some/uri/

%

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

R TR EE Y

Location: http://frontend/one/some/uri/

replacement FF BRI A] LA IE AR S5 28 44 PR

proxy_redirect http://localhost:8000/two/ /;
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NG RHEA AR5 2RHI2 AR (WSR2 80).
H default ZEFEENERINE WAL H location ﬂlpmxyfpass B2 S EL, JHZ, NN WEv e R

location /one/ {
proxy_pass http://upstream:port/two/;

proxy_redirect default;

location /one/ {

proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;
b
i)

W prory pass HHLEIEE, WA RTHEH default S5,

replacement FAFERA] LB B2 &

proxy_redirect http://localhost:8000/ http://$host:$server_port/; J

redirect WA AL &2 &

proxy_redirect http://$proxy_host:8000/ /; }

A AT DAE A IENFREEE, TEIXMIEI T, redirect’ XL~ FF5FFLFRIX 73 K/NG HIILRE,
B LU~ FFESIF SRR A X R/NGRIIEAL, ENFRIKAT LR & an A iR AL B AR, replacement’
A RAS I E:

proxy_redirect ~"(http://[":]1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/]1+)/(.+)$ http://$1.example.com/$2;

A DAER —ZAHEE 2 prozy_redirect 572

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;

proxy_redirect http://www.example.com/ /;

AR Z MRS AT DA FAREAR S a5 b ) Sk 7 B, B2 — IR RIE 2
off SEEUHM E—RECEMYAN proxy redirect 5 HIRIR,
A LSS, 1 R] PARRIEAR 5545 A& B AR B2 € [ s i AL 44:

proxy_redirect / /; J
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proxy__request__buffering

Bk proxy_request_buffering on | off;
LNz proxy_request_buffering on;
T http, server, location

JE R B EE 2 P i 1 SR AR B

on FERAR R AER BRI IR A 2 AT, B 2 BEME KA
off TSR 2 AU IR BB S5 450 FEIXAMENL N, AR Angie EETTIRA

REIESRAR, MITCTEEREE R EBE] N — PS5 o

S HTTP /1.1 73 BEEmgmit & X JFAGTE RAARY, ToIeHs A, ERAERE R, BRAIE RS
A HTTP/1.1,

proxy_send__lowat

Bk proxy_send_lowat size;
FINE proxy_send_lowat O;
TR http, server, location

MR ZELRENIEFTME Angie B 2ZB0E T F Hiqueve FEE NOTE _LOWAT Fri&E
SO_SNDLOWAT E¥zFRIi, PAFEE K/ N/ MEERBRARSS 258 w8 AR IR R EE .

#HiE

HAES1E Linux, Solaris 1 Windows #5720,

proxy_send__timeout

Bk proxy_send_timeout time;
EIME proxy_send_timeout 60s;
4 http, server, location

B RIS S 5mIE R AT (A, BN (AE MRS T B AR E, A2 TREMERAE
B, ANIRACEEARSS A 1E LI R NP FRIGENE MR, JERR O A,
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proxy_set_body

[E27S proxy_set_body value;
IRINME —
T http, server, location

AVFEHTE XEBAERSTERAIE RN, ZEAT AU ESOR, ZRENHAS,

proxy_set__header

Bk proxy_set_header field value;
EINE proxy_set_header Host $proxy_host;
H 94 http, server, location

FVFEHTE XSOEMFERIE 2 A RIEARS 2 0IE K ko value FJARLE SO, & N HASE, Y HAY
METHBNEEE N proxy_set _header FEPHS, IXEESESA M E—KECEM A, BRINFH T, HEHE X
[RNEAEE

proxy_set_header Host $proxy_host;

proxy_set_header Connection close;

|

WRBH T 87, FIRIERPASLF R If-Modified-Since. If-Unmodified-Since. If-None-Match.,
If-Match, Range {1 If-Range N{EIBLENRIEARSS 250

A DUBOX AL IE AR B )" Host” 155K KFER:

proxy_set_header Host $http_host;

1

B2, QnRE P umiE SR AEE I TR, WA SEIBEMNE, ERXMIEILT, BRI EM Shost L8 - &
H{ESF T "Host” TERKFERPRIIRSS a8 440K, BB USRI 7 BEAF RN TR 55 a8 24 75

[proxy_set_header Host $host;

AN, ARS5as AR AT DAS AERIIR 55 a3 1 — e fE 3

[proxy_set_header Host $host: $proxy_port;

WERSKFBRHME N AT, WA S RIS A RERIR S 45

[proxy_set_header Accept-Encoding "";
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proxy_socket__keepalive

[E27S proxy_socket_keepalive on | off;
LNz proxy_socket_keepalive off;
T http, server, location

AL B RIMCIEAR S 23 U ERE A" TCP keepalive” 174,

of f FINEO R, ERFHERBERGNNE,
on NERFFFF SO KEEPALIVE E#F1ED,

proxy_ssl__certificate

Bk proxy_ssl_certificate file [file];
LNIN —
H 94 http, server, location

e —MUE PEM MAIEHRIS:, AT R HTTPS ARSS 8T S IiE, AT DAL S 44 i AR

=
B,

SR prozy_ssl_nitls I, ZIELREZMNSEIM AR —1

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy__ssl__certificate__cache

B proxy_ssl_certificate_cache off;

proxy_ssl_certificate_cache max=N [inactive=time] [valid=time];

BRINE proxy_ssl_certificate_cache off;
4 http, server, location

TEX—NRAE, TR B E R SSL IR FIRAH,
ISR A NS

3.3. [FAEER 233




* Angie
Software

IhEEHEIR, lRA 1.11.7

o max —IRERFHHRATTREE, S%AmHN, RPrEiLz/DEH (LRU) BITR,
« inactive —i& XIURTEARMIT MG HMIERAIIE, EKIN 10 #,

o valid —& NEFTLRPMNEROF ] AEH BN, BRI 60 b, FEMIARZ 5, IEFRHEEHT
INEE EHTRIIE,

o off —EH%AF,

Nk

proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key $proxy_ssl_server_name.key;

proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;

proxy_ssl__certificate__key

[E27S proxy_ssl_certificate_key file [file];
IRINME —
T http, server, location

fEE— & PEM MRARSCH, AT AR HTTPS RS 8RHT S ik,

A DAFEEMH engine: “name”:id R, iIXKE AN name B OpenSSL 51EHMEEFTEE id 1Y
R,

SR DAE RIS

MEHprozy ssl_ntls I, ZIELEZW NS A Z

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy_ssl__ciphers

Bk proxy_ssl_ciphers ciphers;
EINME proxy_ssl_ciphers DEFAULT;
Holi9"4 http, server, location
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TEE R HTTPS RS 83 ZIXTE RN B HIINEE. IMEEFL OpenSSL FEREW BLRAIMIE
Eo

I EMHFREUR T 2250 OpenSSL iR, FJDA# ] openssl ciphers i A TSI,

e

U{dH OpenSSL B ,:samp:prozy_ssl_ciphers 8% * & * BLE TLS 1.3 B ELE, B4 H OpenSSL
VAR TLS 1.3 I&EEM, E/EHprozy ssl_conf command 6%, ZIEL BN ZFRmM SSL BLE M
piI]: S

o 1E LibreSSL H1,TLS 1.3 MIEEM * AL * fiH proxy_ssl_ciphers ALHE,

1 BoringSSL A, TLS 1.3 B EMFRETIEAE,

proxy__ssl__conf__command

TBE proxy_ssl_conf_command name value;
LN —
4 http, server, location

ESRIER HTTPS ARG es i IE RN BT E OpenSSL AL E @2,

#/ik
2 OpenSSL 1.0.2 B mRUARR X FF1%$5%, BHH OpenSSL BLE TLS 1.3 TEEM, E/EH

ciphersuites A%,

A DATE Rl — R Al FE € 2 D prozy ssl_conf command 6. = B AH L iR AR A E X
prozy_ssl_conf command FEFH}, XSS A 2 M _E—RECE LK,

i

BHEE, BEREACE OpenSSL AIRESSHEIMT N,

proxy_ssl_crl

[F=27N proxy_ssl_crl file;
HME —
£ http, server, location

e — A PEM A MHIES (CRL) BISfF, AT HRIE /REA HTTPS ARSS aHIIES.
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proxy_ssl__name

Bk proxy_ssl_name name;
EINE proxy_ssl_name $proxy_host;
T http, server, location

SR ST R RER HTTPS RS #IE BRIIRS 24K, DANIE SR HTTPS RS #s %R
e SNT 553 BIRRSS 8844 HR,

BONEN R, B prozy  pass URL BIENLE 7

proxy__ssl_ntls

Bk proxy_ssl_ntls on | off;
EFME proxy_ssl_ntls off;
ETrx http, server

ffiF TongSuo TLS FEER% F i NTLS X,

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

ik
Angie EM --with-ntls BCESE AN FISHF NTLS B SSL FEHATHIE

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password__file

TBiE proxy_ssl_password_file file;
ENINE —
X http, server, location
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fEE— MRS BB, B EMEE RS 1T, MEEAN SRR E G,

proxy_ssl__protocols

[E=2FS proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
EIME proxy_ssl_protocols TLSv1.2 TLSv1.3;
T http, server, location

JE BT HTTPS RS5 d8 A8 18 K F BFa E Hris

proxy_ssl__server__name

Bk proxy_ssl_server_name on | off;
LNz proxy_ssl_server_name off;
T http, server, location

Je A A SRR HTTPS ARG e IERR, @i iS5 as 4 FriE s TLS 7 & (SNI, RFC 6066)
&% EElprnmg/issLnanw BB RIIRSS AR TR,

proxy__ssl__session__reuse

Bk proxy_ssl_session_reuse on | off;
PRINE proxy_ssl_session_reuse on;
4 http, server, location

MmEeEfrfSRKERSHFEESEN 2GR EHR SSL 2ih, WHRHEH U
®7SSL3 GET FINISHED:digest check failed”, WEZIRZEHSTEE,

proxy__ssl__trusted__certificate

1Bk proxy_ssl_trusted_certificate file;
EIME —
Holi5"4 http, server, location

fEE—MEE PEM #REZEE CA RIS, M5 RER HTTPS RS EHIES,

proxy__ssl__verify

[E37S proxy_ssl_verify on | off;
EINME proxy_ssl_verify off;
Holi9"4 http, server, location
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JE HEEE AR HTTPS ARSSERIEHAIRRIE,

proxy_ssl__verify__depth

[E227S proxy_ssl_verify_depth number;
FINE proxy_ssl_verify_depth 1;
T http, server, location

RERHA HTTPS AR5 SIEHHEH AR IERE,

proxy__store

[E2FS proxy_store on | off | string;
FINE proxy_store off;
T http, server, location

JE RS R A7 2

on MR alias Broot 62 FHEE BRI O
off B AR AF

XA DA B string BIRE:

proxy_store /data/www$original uri;

SCAEAE SN TR AR S P IR Last-Modified SkFBRIRE, Wi /T NG X1, AfGEMHA
2o NI SRR N AR AL ] DA T AR SRS b, (B2, TR, EXMENT, X
M= RGEERN N — DX RGE, MARE DX RGPNITRT AR 2RI, RO
TAEMIBERNNE, REFESHRIE prozy temp  path 182 B BRGNS B EEBRAE R — N RS
ko

IHeFE2 AT T AR S A ] 2SR AHE A, Bl :

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

proxy_pass http://backend/;
proxy_store

proxy_store_access user:rw group:rw all:r;
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proxy_temp_path /data/temp;

alias /data/www/;

}

BCEGOXAE:

location /images/ {
root /data/www;
error_page 404 = Q@fetch;

location @fetch {

internal;

proxy_pass http://backend;
proxy_store 5
proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;

root /data/wuw;
}
proxy_store_access
Bk proxy_store_access users:permissions ...;
ERIME proxy_store_access user:rw;
Holi5"4 http, server, location

BB QIR A SN B SR BT AR, Bl :

proxy_store_access user:rw group:rw all:r;

QUERTEIE THEM group BY all JHMIAIR, WA PAEHE user AXFR:

proxy_store_access group:rw all:r;

proxy__temp_file__write_size

B proxy_temp_file_write_size size;
BRINE proxy_temp_file_write_size 8k|16k;
T http, server, location

)5 Ry AR AR 55 s B9 WA 2 2% i B s BN SR IR, BRI — DRSNS ) B R/, BRIATE O
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T, K/INZZprozy buffer size FMprozy buffers 5 BB B M BRI, i SRR R KD
Hiprozy mazx temp_file size $&E,

proxy__temp_path

[=2E5 proxy_temp_path path [levell [level2 [level3]]]‘;
LN proxy_temp_path proxy_temp; (BS{ZHURT #EI%LI —-http-proxy-temp-path)
EFx http, server, location

T T 17 i B AR 55 a R WA B AT IE N SCPFRI E SR FEFEE H SR TR MR 22 =07 H SRR IR
gk, BN, fELLNEEH

[proxy_temp_path /spool/angie/proxy_temp 1 2;

(S AT REAN R R -

[/spool/angie/proxy_temp/7/45/00000123457

%ﬁ%’%I‘Fﬂpmmyica,(:h(zipa,th BN use_temp_path S8,

REXx

el

http_proxy BERSIFENE L&, RIH T prory set header $8HELER:

$proxy_host

prozy_pass T8 HFEE I CHEEAR S5 48 B 2 AR A1

$proxy_port

prozy  pass Y& HEEERIBARBARSS B8R 1, BB ERIANG T
$proxy_add_x_forwarded_for

& il KA FER X-Forwarded-For [ffil$remote addr ZEGHME, PUES MR, WNRE FimiEkk
HARTETE X-Forwarded-For FE, W $proxy add x forwarded for ZR&FET $remote addr 225,

Random Index

GHIEHAL I ARHT AT (/) S5RERITEK, FFE B PR IESE— DN EN RS DR BEIRSS . %R
1 http_index B R AL HE,

= }}\ﬁ{t@*ﬁﬁﬁi IZESLEA N S, et --with-http_random_index_module F I T
HKJE o

TEM BT CRARBRR ARG, ZEREESERR T,
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=3t

location / {

random_index

B

random_index

[=2ES random_index on | off;
BRINE random_index off;
T location

JE P B PR A ] Rl B P R A A P

ReallP

T T 2 P ik A mT 3% 1 88 ORI AR E Sk B R IR B BE R 1 o

M NIRRT R, IZAEERBRIA AR, FFEIEIY -—with-http_realip_module MJENEIUHITEH,
£k E BTN EENEMSRGY, HEEESEREF,

B & B

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive

B2

set_real_ip_from

B set_real_ip_from address | CIDR | unix:;
£/ —
Holi9"4 http, server, location

T L EHIAR IR IERE bR E ik, WAHEE THRIR(E uwnix:, WATE UNIX SBEZ IS E. 7
{E ikt ] DAEE ] EA LA
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real_ip__header

[E27S real_ip_header field | X-Real-IP | X-Forwarded-For | proxy_protocol;
2RIN real_ip_header X-Real-IP;
T http, server, location

TESCENRSLT B, HAEWE A TR imtit,

B & AT O AIE K Sk B E A TR i o, kA0 O N ARYE REC 3986 HEATHEE,
proxy_protocol SRR Fumiik BE AN K H PROXY WHSCEkAYMlE, SAHUNE1E listen 8L IEE
proxy_protocol ZEUKISEIGH PROXY WX,

real_ip_recursive

Bk real_ip_recursive on | off;
2RIN real_ip_recursive off;
ETrx http, server, location

GUEREEABYIER, NS AlE it~ — DU R a5 Ptk 9E Kk Be R  real_ip. header $695E
M JE— b, SRR BV HE R, W5 RSk — DCECAY AR5 P Ak 40 Sk Sk B
BJa—MERME I

NELE
$realip_remote_addr

OR17 IR A P it
$realip_remote_port
TRAF SR 672 P i 1

Referer

R TR Referer Sk BUATCRHVIE R T sle TEIERENZE, WE M HIEY Referer ¥
BAERERZHAEZ N, BIIZERE U E AR 2 AR 2RI 5K, 2 BE L bR L S 88 4%
RIRETE K, B EE], AIERARER, WM REN X Referer TEL

=kt

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

if ($invalid_referer) {
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return 403;

5o

referer__hash__bucket_size

181 referer_hash_bucket_size size;
LONNIED referer_hash_bucket_size 64;
X server, location

EAREIFRIFR AR, IRERRRITEAME BAERIE) SR,

referer__hash_max_size

YNGR referer_hash_max_size size;
ERINME referer_hash _max_size 2048;
X server, location

BEARGIFRIFER R ARIRD, REWRRRIEAIE S AL SO ft,

valid_referers

=275 valid_referers none | blocked | server_names | string ...;
BINME —
£ server, location

FEEHSENEZE Sinvalid_referer B BN FIFEI Referer 1ERLFRE, AN, L EX WL
BN, IREERAX KNG,

ZEAT AT
none 1ERKLHER/D Referer FB;
blocked TERLHTELE Referer FE, (HHEMETHN KBRS AMER; HEEZT
PA http:// B https:// TR FRTER;
server_names Referer 1HRLFEHEEHP— MRS ERBIR;
FEREFIFE TE XRS5 a4 RAIATIER) URL A48, MRS E8BFRAFT SLEEE B Rl A — 1%,
TEReEHA], Referer FEXHAYARSS A i [ Rt 200 ;
EN&# K B IMENIZE~" WEEENE, REXKS http:// B https:// ZJ5
FHARI SR BEATIRAL,
aNk
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valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

NELTE
$invalid_referer

402R Referer WKL FBUABIANZ AN, W FRFH, BN,

Rewrite

R T PCRE IENFOAXE KGR URL, IREIEE R, A FAHIE R E,
breaks if return, rewrite Flset Y81 DA NI AL FE:
o 1E server FRIHEE HNIXIBERFE SHZIRFHAT;
o HEHMT:
— HAEIER URI 2 location;
— TERFH location PIHEE R IZIBLERIE SHZITUF AT,

— WAIER URI #ES, NMEEEA, HAEE 10 K,

B
break
B break;
FINE —
T server, location. if

{E 1AM BT http rewrite BEEIES R,
WRFEDTE location WHETE, WiE KR —D L HIGLELE location HHURSE,

Nk

if ($slow) {
limit_rate 10k;

break;
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if
[E=2FS if (condition) { ... }
ERINE —
ETFx server, location

MTEERI AT RIE, WFNE, WHITAEES NI RIZEBRIES, IR if T8 NIIECE RS T
Ko if FELNIIECEM E—RACED K,

B
BIRA] DATE if SREEA HABIERATIE S, (B BOXFH, KOVIZX A RESBUEIMT N,

FefFR] DUZ DA MER —
o RA; NMREBIMEN S FIFHRET07, WA
o =" F7=" BREAFRZ RS T AT UL

o (XD KRNFILEL) F17~*7 (KX AR/NG TEAD) BEAPR &5 IENFGAHA TN, 1E
MIZRIETA] DAL SR, IX AR PILE $1..89 WRAPHESEM, IErT IR S EIBREA 1~ FI7!
~*7o AFRIENFGAAGE ) 80 FF, MBENRIRFNIZH #1515 800E5 [ SRR,

o ER-£ A0 IBEFRE AR EFE;

o A" FI71d7 IBEAHGE H R SR

o 7 -e” MI7le” BRARAE M. HREFSHHE R GFE;
o fERH-x” fI7lx” BREFHE R HUT X

B

if ($http_user_agent ~ MSIE) {
rewrite ~(.*)$ /msie/$1 break;

}

if ($http_cookie ~* "id=([";1+)(?:;($)") {
set $id $1;
}

if ($request_method = POST) {
return 405;

}

if ($slow) {
limit_rate 10k;
}
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if ($invalid_referer) {
return 403;

}

#HiE

Sinvalid_referer NEZEIMEH valid__referers 1ELIEE,

return
[=2ES return code [text];
return code URL;
return URL;
EINME —
T server, location, if

{2 IE B AR PR AR E R codeo ARARIERAD 444 RTEARKIENAN SLATTEOL T K A&,

A DAEE B E M) URL (TR 301, 302, 303, 307 #1 308) BEHi R 1E A (FH T HAARS) o Wi B 1E S
AFIEER URL o] DAL EAS &, fE RGN, B2 M URL 7] DAFRE N IEARSS 2R84 URL, fEIXAPE
MR, e EE M URL BARIEIER TR ($scheme) LA server name in_ redirect Flport in_ redirect
SR gD

AN, REBH 302 MIIGHIEEI URL ATDAEE NS5, HKSHML http://. https://
5% $scheme” FAFH T3k, URL Al DAL &2 &,

HiEZ B error_page 6%

rewrite
HIK rewrite regex replacement [flag];
N —
X server, location, if

WA E M IENFRIER 518K URI PLBL, W] URI $4% replacement FRFHAIEEM /TN ELL, rewrite
BTG AR AL E SR B IR T P AR £1ags IR MHE— 50, 15 replacement
FIFE DA http://. https:// B $scheme” 13k, WIRCHE(E 1E I8 B € (1R 1455 F i

HIER flag ZEATDURPA R Z —
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last ALY FIEY http rewrite BRI L, HF GRS HAGFHY URI PEECHTHT
location;

break 2 IR Y FIRY hitp rewrite BRHFES 8, 5 break 182 HHF;

redirect IREMASSN 302 BRI EEE M 24 replacement FAFEHRAPA http://. https://
%" $scheme” 3L FH;

permanent IREES 301 HYZKAEE,

SERYEE M URL ARHBIER TR ($scheme) AN server name in_redirect Mport in_redirect 62T
o

B

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;

return 403;

J

{BANIX LEHE S HTE” /download /" location PN, WM ¥ 1ast bR N break, &M Angie K47 10
RPEFAFFIR[E] 500 HHIR:

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra Dbreak;

return 403;

4R replacement FATEREEHHIIERSEL, WICHIRERSECRITIEENZ )G, RN, /£
B 1T R OR B — D R) S a] DR eA], Bian:

rewrite ~/users/(.*)$ /show?user=$17 last; J

GERIEMFRIAAXE S} 80 5048, MR RIKANIZ A 5 [ S 8005 SR,

rewrite_log

[E=3FS rewrite_log on | off;
EFINE rewrite_log off;
T http. server, location. if

JARSEERRE httprewrite BHFERIREE R LA notice AT E error log Ho
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set

[E27S set $variable value;
EINE —

EFx server, location, if

MR RREE, ZEADEEA, ZENHAS,

uninitialized__variable__warn

Bk uninitialized_variable_warn on | off;
BRINE uninitialized_variable_warn on;
T http. server. location, if

e IR A KRR B E S,

PIERSCEL

hitp_rewrite FEBIE L FERC BT BRI N NG, IR EHELFEIE R B B B RE AT, P2 —
ANME AR AR LA

fouan, 54

location /download/ {
if ($forbidden) {
return 403;

if ($slow) {
limit_rate 10k;

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

HE R X

variable $forbidden
check for zero
return 403
end of code
variable $slow
check for zero
match of regular expression
copy "/"
copy $1
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copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

THER, &H limit_rate 18LHHER, FAES http_rewrite BHIEK, 25 if O T RMELE, W
REMFNE, ERGRGHAE, P linit_rate FF 10k

R

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

ERRAENFOE A AR S — DRI S, AT AR — 55452

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

GEIVA:RE =R SR N

match of regular expression
copy $1

copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

SCGlI
FVFEIERIZIB SCGI RS 2%

B E R

location / {
include scgi_params;

scgi_pass localhost:9000;

B

scgi__bind

[=2ES scgi_bind address [transparent] | off;
BIME —
T http, server, location
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5] SCGI AR%S %09 HuhEREIR B H6E A M 1P HBIbAI Al Ess O, SBEDUEEER, FR(E off
HUE M L —EC BRI scgi_bind FELHIRER, RWFRGLH BN ECAR 1P HutkF135

transparent ZENIVFE] SCGI ARG #i Ul E 2R B IR A TP ik, FIank B & i E S 1P ik

[scgi_bind $remote_addr transparent; }

T SEAR, W EEELVEY T ARIZIT Angie TAE#FE, 1 Linux EARFFEIXFEM, K0
BRISE T transparent S, TIEMRESNFIHEYUA CAP_ NET RAW ReJl,

wHik
B HC B R R DA ECR B SCGI RS s M4 i

scgi__buffer_size

181 scgi_buffer_size size;
PRINE scgi_buffer_size 4k|8k;
4 http, server, location

B TR SCGI ARG5S 2 W HINA B A 55— 8 7 BRI X RN, X ER I8 B B35 — /NI R 3k, BR
VBT, RMXIVNET—DAFI. BRYEFE A, XA R 4K 5t 8K, {HA] DURERE/]N,

scgi__buffering

Bk scgi_buffering on | off;
EINME scgi_buffering on;
X http, server, location

JEHEZERISR B SCGI ARS5 aHIM R 2%,

on Angie RPRM  SCGI MR RN, K EIREZ Hscgi buffer size
Mscgi_buffers FELBEMNZMPXH, ME i &ESIHTHT: CEHHN
ZMXSWEBHT AR, HEEAREITscoi busy buffers size, GNRZM
DXORBEE 4, WA S BALIEH T RIK, BRI RN A 5 —#870.  [ElIH,
LREMNEMERLNFTN, ZMRBUREAHFRNIEES, 0SB 5 T
EMANAE, A DU Eorp— 3 R Z BN RGBS S2 e B NI S
Hiscgi_maz_temp file size Mscgi_temp file _write_size 515,

off i o FE R IR B IS N2 BB R 28 2 i, Angie DA” BER—KIE” BIIEIA TR, F25%F
PRI XU BIATM 4K G IXIREE] 10 TRt ZRUE R, [FN, WiR
BN R AT AT &M X, Angie W ATHE—IRI%LTE, Angie —{RA] AMARSS #84% UK
R AREIE R Hscgi buffer size ¥R E, [ off B, :ref:scgi limit_rate 1
A3
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WA DB £ X-Accel-Buffering MR k7B AF1EIE” yes” BR no” K5 AIBRZEFIZ& i, ] DAGE

Flscgi_ignore_headers FaEEFH I I6EE.

scgi__buffers

181 scgi_buffers number size;
ERINME scgi_buffers 8 4k | 8k;
X http, server, location

BT M SCGI A5 a5 1B B Y 2 X BRI RIS, B0 B,
BOANEI T, i XORNET— NN HYEF 6, IXATREE 4K 8 8K,

scgi__busy_ buffers_size

TBiE scgi_busy_buffers_size size;
PRINE scgi_busy_buffers_size 8k | 16k;
4 http, server, location

HIEHKRE SCGI MRS5S s BIMA R 2% I, BRI N0 L 8 AR 52 2 R EUN AT DA T 1818 7 i A2 3R M0 . ) 2%
X YRR, RIS, HARGRIPIX AT T BRI R, ANSRTREE, I A] DURE R 7 i B 2R i 2 I S

BONEOR, KAWNZscgi buffer size Mlscgibuffers Fa BRI MIX K/ NAIRR

scgi__cache
Bk scgi_cache zone | off;
ERINME scgi_cache off;
TR http, server, location

X TR ANFEX I, [Fl— XA D2 P, SEE ISR,

off BRI b —Fl BRI AR AT

scgi__cache_background_update

[E27S scgi_cache_background_update on | off;
EINE scgi_cache_background_update off;
EFx http, server, location

ARG BT IRIOREHIS AR R I, [RIRPREFRIH I 7 IR (B 255 7 Ui
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=
TR, TRV 18 S I8 P R I B 22 A7 M

il

scgi__cache_bypass

HIL scgi_cache_bypass string ...;
BINME —
X http, server, location

TE A MNEZAFHIRE N 5%, MRFIFHSHH R DE - METNBHAEFET 07, AR H
ZRE ] 3

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

scgi_cache_bypass $http_pragma $http_authorization;

A PAS scgi no cache 82 —AF H,

scgi__cache_key

HIL scgi_cache_key string;
ERINME —
X http, server, location

T X ERAFHIRE, BN

[scgi_cache_key localhost:9000$request_uri;

scgi__cache_lock

Bk scgi_cache_lock on | off;
ERNME scgi_cache_lock off;
TR http, server, location

JBRE, —IRRAREF—MERIEISEIEREBELS SCCI RS2 KIEFTMRIEscqi cache  key 8 PRIRAIHT
ZICE, F—EFC R HAME R E RN HIESE TPt T 2B EDRN, R KSR
H scgi__cache__lock__timeout BESKE,
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scgi__cache_lock_age

[E27S scgi_cache_lock_age time;
LNz scgi_cache_lock_age 5s;
T http, server, location

WAL L SCGI RS 48 DAEFTSH R AF L E NG — M RIEFEE R RN ARTZAR, WA DL S — MG
K45 SCCI A% 25,

scgi__cache_lock_timeout

Bk scgi_cache_lock_timeout time;
PRINE scgi_cache_lock_timeout 5s;
4 http, server, location

B Bscgi cache lock WIAKRETR], M TRIZIHAR, & SKEGHALIHRLE SCGI RSS2, HIMN RSB,

scgi__cache_max_range_ offset

Bk scgi_cache_max_range_offset number;
ENIN —
T http, server, location

NFTEHEIERIRE MR (DA TONERAL, NREEE WS R, EETERRE BI85 SCGI 55y,
I BN A S EEAT

scgi__cache_methods

Bk scgi_cache_methods GET | HEAD | POST ...;
FINE scgi_cache_methods GET HEAD;
NS94 http, server, location

GNRE P IE R A IETE AR ST FIH, WA RAEHEFE, "GET” FI"HEAD” J7 kMG INEIFIZR S,
HENERIEE ], BiESMscgi no_ cache 5%

scgi__cache_min_uses

Bk scgi_cache_min_uses number;
BRINE scgi_cache_min_uses 1;
ETrx http, server, location
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B2 /D UGHE KGR AR A7

s

RETTEIRFEERZNGT . FMPRET XN SEBIHES, FIRESBECR AT N, Z5%E
EEHERLF, BEILRSSE, MERETHS, REEHE0,

#HiE

BT RAAERRAEL (a0 external-cache—purge) MR S A, HEAZEE scgi__cache _min__uses it
Wan. ZIL EERIPRERZAMEIE RN, 1EIEMRIIEEE e T RES M ERE ™ A A 52
[]['l]]O

scgi_cache_path

BiL scgi_cache_path  path [Levels=levels] [use_temp_path=on | off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=time];
HME —
EFx http

REZFHSENEMSE, REBIREMEEXE T, B PRSFRR %3 M MD5 BEHIZ,E
%O

levels ZHUE N B EREMIG: N1 5 3, BNIHIERE 180 2, Bilan, 7ELATECEH:

scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

GAFHHI RN IR

‘/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c }

RAFHINAR S NG SCPF, RIGEMAIEF, ImN S FZE ] DURIER RIS RS b, (HE,
THIER, ERXAEOLS, XFRENDIXFRGZ RG], mAZRNIEm AR, B, 2O FE
e E, FAFMIORTFIGI SR H AR R — SRR SE L,

G SR B SRARYE use_temp_path SR E,

on ARA N S IR E N E on, TP A Hﬂ?ﬁ%fﬁﬁﬂ"]scgz;tempipath &
SREI
off I SR ERETRAE 2% A7 H 3k,
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HeAh, FTE TSR A S BAR A (E S ET 7 MR R = A X, HAAFRAIR/NE keys_zone ZHUICLE.
—IRF XA A ERY) 8 T, RAF TR FIEEL = fE .,

£ inactive ST EHIITRIN AR i R RAFEAEIE NEZZ IR, ToieEFrEE EEan .,
BRINEMR, inactive BN 10 78,

REPRH ** A7 ERRER o MR ISR R BRI RF X R AR N T A&, AR/ e
Az EA R, ERMEREL R ERREE. BdE DR kR,

max_size BRARZEFRN
min_free AT E XX RGN ] 23 R &
manager_files RRA— I A TR 2 MR A 15T 5 £
BIAEILT, 100
manager_threshol RR#ill—{RIEMAIFFELNT H]
BINEOLE, 200 27
manager_sleep FeE IR Z HE
BANBHT, 50 ZF

Angie HEI—2 85, FERRT ** RFMNES * HREEIS, CREAMEESF RS EREAT R 2R
B BRANEENRAF X, ANt POEARTT :GE e

loader_files RR ill— PR EAHA TR R A 10T 5 £
BINEOT, 100
loader_threshold PRl —{RIZFHHFELIN H]
BANEOTR, 200 ZF)
loader_sleep FeE IR Z FE
EINEOT, 50 Zf

scgi__cache_revalidate

Bk scgi_cache_revalidate on | off;
FINE scgi_cache_revalidate off;
TR http, server, location

JARERHA 1f-Modified-Since I If-None-Match Sk B (1H KB S ki A 2% 47 1,

scgi__cache_use_stale

HIK scgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

FINE scgi_cache_use_stale off;

T http, server, location
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i E TEMRLETE 5 R m] DA I HAR 22 17 uf"ﬂﬁjo i%ﬁ’%ﬁ’ﬂ%iﬁz’—? scgi__next__upstream TET/?\ HIZELULAL,

error NERTCEIESE SCGI ARSS A RACEIEK, I Fu i IS HARY R A7 Wi S
updating WianZsEL, R SRTEEEIS MR AN, MAFEHAE, Xa] DURRIRE

s/ D B R A RN SCGI ARSS #8895 IR EL

Hoa] DAFE M 7 Sk AR B #2 A A R S AR 2R 2 s, A i . 28 A BA S R s e FO B -
o Cache-Control kFEM stale-while-revalidate ¥ & FUIFAE 2 B (0 £F 58 B i BHA 5% 77 M vy B { FH

Eo

e Cache-Control SKFEXMY stale-if-error ¥R SOV & A= BRI F 3 HAR 22 77 i 1

#HiE
T ER LR T RIS E S

BT R 7L RN R BRI DA SCGI ARSFasAITIIRIREL, PIRAE M scgi cache lock $6%%,

scgi__cache_valid

=275 scgi_cache_valid [code ...] time;
BME —
X http, server, location

MR N AR BB R A7 N TH], Blan, DATRHE<

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

FARAS 200 A1 302 BN IR E 10 FPRR1E, KRS 404 BN IR E 1 PR F.
WA R BA7 N,

scgi_cache_valid b5m;

MY ZEAE 200, 301 A1 302 MR,

A, ATCAE any SEGEERAFEAIIL :

scgi_cache_valid 200 302 10m;
scgi_cache_valid 301 ih;

scgi_cache_valid any im;
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#Hik

SRR LA LI E, X R SRE RN A EmALed.

o X-Accel-Expires k¥ Bt DRV BARLIR BN R A7 I A, FERKEEAMNAESF, WREM @
HIZ0Tk, WIREE Epoch DIREYLRIIIE (DR NERAL), Wi Ry al AZRLF ENZ Al

o WHRSLAHE X-Accel-Expires T, MIAJDATESLFEE Expires B{ Cache-Control Wi ERIT
8.

o WHLEE Set-Cookie FE, NIIHIENAN KA X HEAT

o WERSKELERIRE " 1 Vary FB, WIHZRMIN A RIWEF, MRS HMER vary T,
) SR M 7 R AR A . A T SR Sk 7 BORA TR A7

AIPAME R scgiignore headers $64 58 B L & Sk 7 B i — ek 2 AL,

scgi__connect__timeout

181k scgi_connect_timeout time;
FINE scgi_connect_timeout 60s;
£ http, server, location

X5 SCGI IR55 asdERATEIN IR, TEERRR, B EIEE e 75 #.

scgi__connection_drop

Bk scgi_connection_drop time | on | off;
EINME scgi_connection_drop off;
Hol9"4 http, server, location

JE FRAEAREEARSS 38 M IS BREC reresolve SEREBA PI @i DELETE FRICHAKANAI G, ZEFNZAR
55 AT R

0% P m e R S5 R0 BE T — MR E G N FIEN, JERR I,
E time J3FIERLZIL BN REN on I, BRI,

scgi__force_ranges

THIE scgi_force_ranges on | off;
BRINME scgi_force_ranges off;
ETFx http, server, location

JEie SCGI fik55 s A H Accept-Ranges FEANMA, #BMRE SCGI ARS5ARHIZAF ARG A7 M 5 H
TR SR

3.3. [FAEER 257



* Angie
Software

IhEEHEIR, lRA 1.11.7

scgi__hide__header

Bk scgi_hide_header field;
EINME —
T http, server, location

BINELT, Angie 2K SCGI ARZFSEFMM HHILFER Status fl X-Accel-... fFELHAEF
Uilo scgi_hide_header fEWENWHEBAHM T, Mk, WRFPHEAFZIBFER, AJLE

) e A
Flscgi_pass _header 8%

scgi_ignore__client_abort

Bk scgi_ignore_client_abort on | off;
FINE scgi_ignore_client_abort off;
T http, server, location

FAE 5% PR AR SF IR IR O N RHNERZRS, B MRS SCGI RS aei &R

scgi_ignore__headers

Bk scgi_ignore_headers field ...;
HME —
Holi5"4 http, server, location

RHAXMNKE SCGI AR 55 & By H L i B Sk 5 Br A9 AL B, ] LR DA R 5 BX-Accel-Redirect,
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering., X-Accel-Charset. Expires.
Cache-Control, Set-Cookie Fl Varyo

GUIRREEA, A PHIZ L By 7 AR DU R RSCR:
o X-Accel-Expires, Expires, Cache-Control, Set-Cookie Fl Vary BN (7 HISEL;
« X-Accel-Redirect PUTEIEE URI HIAHFEIEA);
* X-Accel-Limit-Rate BEE A% &AM R A4 (R
o X-Accel-Buffering Jii FHEREE FH M N A 2% s

o X-Accel-Charset BN 7114,

scgi__intercept__errors

JF2RS scgi_intercept_errors on | off;
ERNME scgi_intercept_errors off;
T http, server, location
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HERIS K FEET 300 M) SCGI ARG &8 N WAL IBLA R P i, BB ETE Angie DA
Herror page $82 TR,

scgi_limit_rate

181 scgi_limit_rate rate;
LOVINIED scgi_limit_rate O;
ETrx http, server, location

BRI SCGI ARSS s B B R EE s rate ARV 8dG7E; P DA &,

0 25 FH AR R il

#HIE

PR E X MERIZER, IR Angie RINFTIFMANE] SCGI MRS asAUERE, MEIER
TERRFIFIM R, ZERFNAED AR E SCGI ARSS SerImi N 2% i I A 2K

#
R
fFm
a4
u(yy

scgi__max_temp_file_size

Bk scgi_max_temp_file_size size;
ERNME scgi_max_temp_file_size 1024m;
TR http, server, location

YEHRE SCGI IRSSasiINa R g% i I, ANESREEAN N ANIE B scgibuffer size Mscgibuffers FEWE
FIGRIRIX., JUIaE B P — #5870 AT AERZ BN S, IS 2 I BRI SRR R RN — IR E A S
FEAR RN HHscht@mp%ﬁleiu)riteis’z'ze ESIRE,

0 B R e B 2 P e P S

ik
IR ANE TR (7 A7 i 2 REEEAIMA N
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scgi__next__upstream

5P S

HME
ol 94

scgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |

http_403 | http_404 | http_429 | non_idempotent | off ..;
scgi_next_upstream error timeout;

http, server, location

TEEAEMBLEE LT RO A RAZB S — P RS5:

error

timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

SRS SN VERE, A EAG I SR B E I [ K & AR
SRS AN ERE, AR 1A SR SIS E e [ Sk & A R
AR S5 BRI [B] 23 Wi o7 5 TC R8T
ARSS BB EIRES A 500 IMA R
ARZS 2R BIAAD N 503 B0 R ;
RS BIR EIES R 403 FAIMA R ;
ARSS BB EIRAS A 404 MR N
ARSS BB EIRED N 429 MR N

EH, HH JE%5F 7775 (POST. LOCK. PATCH) MYiERUNEEL KR LIRS

&, WARBBEN T —PMIRSTAS; 5 A IHEIUR B o vF I 3K,

FRRIERGBEN T — MRS A%

#HiE

FEERENR, RATEMARAZ P AR A NAR, A AT RERIE REIBE S — MRS &5 R,
QRERAEAE R B RO A2 FR A AR SR IR BB, ITETRME 2 It AR,

AR LT AT 2N 5 IR S5 A s AE B A i 22

error

timeout
invalid_header
http_500
http_503
http_429
http_403
http_404

UREAEAN N AN ZIR, BIEEARAETG 2 AR

{XAEAE L FHEE A R AR 2

FKIEA RPN RN ZR

REERARIBEN N — D ARSas AT DA 2 10 M TR AT R

3.3. [FAEER
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scgi__next__upstream__timeout

Bk scgi_next_upstream_timeout time;
BRINE scgi_next_upstream_timeout O;
T http, server, location

BRA AT AR IE R AL E] > ARS5aRrI Al

0 KA RR ]

scgi__next__upstream__tries

Bk scgi_next_upstream_tries number;
EINE scgi_next_upstream_tries O;
T http, server, location

BRARIERALIBE] 1 IS5 aeATA] REZIR AL,

0 K A IR ]

scgi__no__cache

Bk scgi_no_cache string ...;
HME —
Hol5"4 http, server, location

T XMANAZRIFBIRAF I WRTFF RSN EDE —~MES N B HAEFET 07, WIFRCRE A 24

R

scgi_no_cache $cookie_nocache $arg nocache$arg_comment;

scgi_no_cache $http_pragma $http_authorization;

Al PAS scgi cache  bypass 65— {FH,

scgi__param

Bk scgi_param parameter value [if_not_empty];
HME —
Holi5"4 http, server, location
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WEMNEHLZ SCCGI REHRMSE, EHAUBEE XA, TEEKHHASG, Y HICE YRR LREE X
scgi_ param ?'Elﬁ/?\ﬁ, IXEEFES A M F—R A B,

PrifE CGL IABEAE & NAEN SCGI kAR ft, TESRIEITRR-PRAEH) scgi_params S

location / {

include scgi_params;

TEFRE scgi_params XFH :samp: REQUEST METHOD ¥ B 5 $upstream_request_method,

RFEL MM if_not_empty FHE, MOCHSEUE N NS A SR HAEBLA MRS %5

scgi_param HTTPS $https if _not_empty;

Scgi__pass
[E=3FS scgi_pass uri;
EINME —
EFx location, if in location

B SCGI RS asstiht, Huhk T DAREE A4 80 TP Hitsik, DAK RI3ZERYYS

scgi_pass localhost:9000;

BAFN UNIX BEREFIRZ:

scgi_pass unix:/tmp/scgi.socket;

QN SRIAA T oh 2 A ik, TR A bR R DA 75 SCAE A . RAh, Hithik T DAFESE AR 55 2

SREF IO E LR, EXMEN T, RN E s, NITERIRRI RS S H PR Z AR, SRR
A, WHEH resolver HiFE,

#HiE

WMRERZ T ERBIMAALA location HHEE T scgi_pass (B location /name/), Ff
Hauto redirect 18BN default, MW EBEFHTHNIERKLEEN (/name -> /name/)o

scgi__pass__header

[E227S scgi_pass_header field ...;
EINE —
T http, server, location
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FVFRF A BEE I Sk BN SCGI RSS2t 18257 F ki

scgi__pass_request__body

[E227S scgi_pass_request_body on | off;
EIME scgi_pass_request_body on;
T http, server, location

TR B IRIATE RIRME L SCGI RSG5 #Y. HiESscgi pass request _headers 8%,

scgi__pass__request__headers

[E2FS scgi_pass_request_headers on | off;
LNz scgi_pass_request_headers on;
T http, server, location

TR B R ATE RISLFEME RS SCGI IR 48, Bi1ESFscgi pass request_body 6%

scgi_read__timeout

HIL scgi_read_timeout time;
BRINME scgi_read_timeout 60s;
ETrx http, server, location

TE XM SCGI A 55 a1 M i AR NS IR T, AR I (SUAE P (OO SR Y AR A 2 RV, T A2 A T Wi
HUfEt, WER SCGI IRSS de eI R AR EM AR, WIERAF O],

scgi__request__buffering

HIL scgi_request_buffering on | off;
ERINME scgi_request_buffering on;
£ http, server, location

J& FHEREE F 2% P 0 SRAR I 2% 08

on TERFE R AIEF] SCGI ARS5 e 21, NP se R I THRIK,
off TERIAERIN 2 AT E] SCGI IRG5as. EIRXAEIT, AR Angie EETT4A

RIETERAR, WITETERIERGIBE] N —DIRF a5

M HTTP /1.1 2 BUEEgmtd 2R R ARTE SRR, ToIe g EHUNMAT, 18 RIKERAG R,
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scgi_send__timeout

[E27S scgi_send_timeout time;
BRINME scgi_send_timeout 60s;
T http, server, location

RHE SCGI M55 asth s KA A, BN AERESEN S #RIE 2 HIE, AR TEDNER
AIfEs, IR SCGI IRSS s EILIN RN AR BN ENEM N, WIERER ],

scgi__socket__keepalive

Bk scgi_socket_keepalive on | off;
PRINE scgi_socket_keepalive off;
4 http, server, location

BLE R SCGI MRS AU ZERZ " TCP keepalive” 174,

of f BNEO T, ERFERRERSNIRE,

on NWERFRM SO _KEEPALIVE BT,
scgi__store

=275 scgi_store on | off | string;

ERNME scgi_store off;

£ http, server, location

JE RRE SCAFOR A7 2 AL

on 5 alias Broot 8% N HIEAR LR X1
off SR

AR ER string BRIRE X4

[scgi_store /data/www$original uri;

SAFHIESIN RARETE IR Last-Modified WM SKFEIRE, WIN H /L5 AlmN I, RIS EM44 1%
Ao I SCPFFIRF AL AT DUBAEA R SR RS e (BZIETER, ERXAMET, IR
RGUEH, A ZRRATRM A Em A RIE, RSO TEMAENE, RERNSEE scgitemppath
TR BRI S B SRERAE R — RS b,

eG4 A T AR RS AR SR AR IR AR, 4D :
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location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

scgi_pass backend:9000;

scgi_store 5

scgi_store_access user:rw group:rw all:r;

scgi_temp_path /data/temp;

alias /data/www/;

scgi_store_access

Bk scgi_store_access users:permissions ...;
FINE scgi_store_access user:rw;
£ http, server, location

B ORISR SRR VTR, B4 :

[scgi_store_access user:rw group:rw all:r;

WERFEE 7T group 8L a1l ViRIAXER, AT DA% T AR -

[scgi_store_access group:rw all:r;

scgi__temp_file_write_size

BiE scgi_temp_file_write_size size;
BRINE scgi_temp_file_write_size 8k|16k;
ol 5"4 http, server, location

LERHRKRE SCGL AR 55 &5 M I 2% h 21 I SO, BRI — 5 A I SO B8R R/, BRIA
BR, K/INZscgi buffer size Mscgi buffers &2 BB BT NZ M XERE, I SCA 8 R KD

Hscgi _maz_ temp_file size B E,
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scgi__temp_path

=3P scgi_temp_path path [levell [level2 [level3]]]";
EIME scgi_temp_path scgi_temp; (B{1RHURT --http-scgi-temp-path MEIEIN)
T http, server, location

A TAAEMN SCGI IRS5 g A BHR AR SCAFRT H 5% FEFEE H % N2 Al DA =2+ H R
R4, 14N, FEA NACE A

scgi_temp_path /spool/angie/scgi_temp 1 2;

(e S AT REAR R -

/spool/angie/scgi_temp/7/45/00000123457

HiEZ W scgicache path 52 use_temp_path Z%{,

Secure Link
P TR ETE KRR BN, R EIER S ARSI, FFRRSI A A dn JE .

TR R Y B S MR IE I PR SR AL I AR I FEAT 1 SRIT BB R IR IE, AN SRBEEA A FRI A dr 8
HHER R EIdHE, MRZEEESIIT R, XL E PIRSTE $secure  link ZEEH AT,

IR AR AP IR E R, BB — ORI secure link secret 82 B, ATREIE REERAE L
M DA AR R IR 0 2 AR ], 58— FR B secure link Msecure link _mds 828 H, HH
TRz Y A= i JE A,

Y /\)\?ﬁﬁﬁ%*@@ﬁﬂb, IR BRI B --with-http_secure_link_module RIS FH
ek E BT CENRA MRS S, B SEmEp,
EQ

secure__link

Bk secure_link FJAI;
EINE —
Holi5"4 http, server, location

EX MU ZRITRFE, T AR B FAR A ME AN A an .

RIS AR B S8R REG B30 TRl

MFAFHR AR BRI AME 5 F secure link_md5 $62 78 XEIFHERN) MD5 A EIET HEEL,
GNRAZTAIANIERE, W Ssecure link ZZRIZBE N FIFHR, WIFRFIRAITAS, AR A FERATA v fE 1,
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MR AR M A B R e8], W Ssecure link ZREMIZEN 0, EN), BEHIEEN 1, HR
&I MD5 A {E PA base64url Zmfid,

QN BEREE A BRI A a A, WS AR Rl A 25T (1970 48 1 A 1 H 00:00:00 GMT) DCRIFIEOL B, 1%
EEREIAXHIEET MD5 BB 25, HLAUES 28R, 15 K& A B PTEIS $secure link  expires
BEH T secure link md5 8%, WRARSGEHARR], NI B A TCRRI A a8 3,

secure_link_md5

181k secure_link mdb %@ﬁiﬁ;
N —
TR http, server, location

TEX—NRIXK, H MD5 BAER I EH 51K PSR [EA T AL
RISAM U EHERE R BRI — s, GEREREA AR A Y], FRiAEN

& $secure link exrpiress
RT F RG], R AEE—EXTEPWIMER, FIa0E bR e gk,

P

location /s/ {
secure_link $arg _md5,$arg_expires;

secure_link_md5 "$secure_link_expires$uri$remote_addr secret";
if ($secure_link = "") {

return 403;

if ($secure_link = "O") {

return 410;

427 /s/link?md5=_ e4Nc3iduzkWRmO1 TBBN Yw&expires=2147483647” FR#| 7 X% 1t 1P Hihk>h
127.0.0.1 B9 /s/link” BT, IZREHEHMARKEME, E2 2038 41 H 19 H (GMT),

f£ UNIX b, AJDUER DL R @2 RE md5 1ERSEUE:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =
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secure__link__secret

Bk secure_link_secret PAIdA;
ZRINME =
X location

X —ME R, HTRETERBERI A,

TR BERERY 5228 URI W RS

/prefix/hash/link J

HA hash SN HEFIALE BIRIEREM TR MD5 BRI H/N#ERIRIR, prefix BIRARHLAVERFAF
o

AEE KRBT T ES AR, W Ssecure link WEMZENMIER URI FREIEER, SN, Sse-
cure_link ZEEPIZ BN TR,

/I

location /p/ {

secure_link_secret secret;

if ($secure_link = "") {

return 403;

rewrite = /secure/$secure_link;

location /secure/ {

internal;

1EK” /p/5e814704a28d9bc1914ff19fa0c4a00a,/link” RN HEE E [A1F]” /secure/link”,

f£ UNIX _E, n] RO AT A S RBU R GG A -

echo -n 'linksecret' | openssl md5 -hex }

HNETE
$secure_link

HERER A AR, BMEBR T RTER R EE
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$secure_link_expires
TETE RAEIBRBERE A E B, X T secure link md5 6%

Slice

RPN IESR, RIERIFD N FIER, BDFIERIREREEERIRN, 2 e M 7 EEN
PN VAZ =2 e

Y })\ﬁ{tﬁg*@@w, EINE N S S IIEEE; TR -—with-http_slice_module R RIS
Ho

fERE BMeENEMEGS, ZRIREESEmES,

B E =5

location / {
slice im;
proxy_cache cache;
proxy_cache_key S$uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

FEMRBIFR, MR ED 1 IRFI TR R FERIYIA

BS
slice
Bk slice size;
LONNE slice 0;
Hol5"4 http, server, location

BBV IR BRI 2 H T A

THIER, ([EIRATEE S B0 2 N T TR E XX F,

R TAEFIERIREIFTFRAITERE, NIZE Sslice_range 22 8AF N :samp: Range 153K Sk FEBHE B4 (IR SS
8 BB T wref: R1F <proxy cache>, NAES$slice range WINBNZZFHE v, FENJEH XK N
206 AN R YR AT
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fein

REE
$slice_range
PAHTTP =i MNFRma a7, #l40, bytes=0-1048575,

Split Clients

AT A/B A, S22 8 A BCH A TR R — B0 & P s B 2l — MRS AR AL E, [RIN R HARHR
73 BB HAbI 7T 7 =

(=]
http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
* nn ;
¥
server {
location / {
index index${variant}.html;

e

split__clients

Bk split_clients string $variable { ... }
HME —
T http

JEMEA string BIEE—D $variable; string FHIZ RS, BEGERWEH, REHBAEH TR
$variable I FAF HAH,

WA BREE ] MurmurHash2 - (32 7)), HEEMETVEE (0 2 4294967295) % H PP BRES 2R H
IIEEDUE TR/ JBECTT (%) AT DAHIIER G ; 8 T H ARG A [ S W 2 e e i E,

I

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

* ||||;

TEIXH, Bt $remote_addrAAA FRFERE, WMAESMHUR:

o {HM 0 % 21474835 (0.5%) 7F=4 .one;
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o {HM 21474836 F| 107374180 (2%) 7~ .two;

o {HM 107374181 F| 4294967295 (FiEHAM(E) F=4 » (BFLFH),

SSI
ZREPUE— NS IR, A TCEEE BN AR SST (IRSS deim i) avd,

=3t

location / {

ssi
B2
ssi
[E=27N ssi on | off;
BRINME ssi off;
o974 http, server, location, if in location

JE FHEREE R R A SST < AOALFE,

ssi__last_maodified

[=2E ssi_last_modified on | off;
PRINE ssi_last_modified off;
ETrx http, server, location

FVFLE SST PRI FE A R B R 4G MA B ) Last-Modified SkBk, DAET-MiM 217,

BIANBILR, KFERESPIEER, ROV N A ECHE gk, ATREt &8l S TR 5 R

Gt R Z BE AR 73

ssi__min_file_chunk

181 ssi_min_file_chunk size;
BRINE ssi min_file chunk 1k;
4 http, server, location

B MBS ERIMNR B RNR/D, WZRNTHR, - sendfile ZIBENTRA R XK,
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ssi__silent__errors

[E27S ssi_silent_errors on | off;
BRINE ssi_silent_errors off;
T http, server, location

RS, £ SST ACFHHAA A AR5 IR, KHEHEH " [an error occurred while processing the directive]”
FIFH,

ssi__types
Bk ssi_types mime-type ...;
EIME ssi_types text/html;
X http, server, location

JERXTBATEE MIME BURINAN AR SST anHIALE, BRT text/html, REFRM(E"*” PLACET MIME

ssi__value_length

B ssi_value_length length;
FINE ssi_value_length 256;
Holi5"4 http, server, location

ZE SSI R SHIENRAKE,

SSI &%

SSI a4 BA LA E A%

[<!——# command parameterli=valuel parameter2=value2 ... —-->

XFFLAT a4

block

TEX DA DMEN include a2 RRIFEREER RIS, BRa] DIELEHAD SST i, ZmL BA LTS

name

BRA4FRo

I
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<!--# block name="one" -->
stub
<!--# endblock —-->

config

WEETE SSI ACBHHARfE I —Le 2%y, B:

errmsg

£ SSI ACERH R K AL EE RN F P 7F e BRINIEOLT, Mt DU A7 R

“[an error occurred while processing the directive]"

timefmt

f&i8% strftime O PREAURSAFATH, TR HIAINIREL, BOAEOCT, EH LIS

TU%A, hd-Uo-%Y SH:UM:U%S Kz

"%s” MG & DARD Bz i e S

echo

W ERNE, ZaCRAUT

W

]

var

K

AR,

encoding

YR 7%, PIRERY(HELEE none. url Fl entity, BRIAEH entitys

default

— M ERESEL, WEEZRARTE N AR, BRI :samp:* (none)‘s

32 AN A
%L
‘<!——# echo var="name" default="no" -->
A .
BN 2F5:
<I-—# if expr="$name" --><!--# echo var="name" --><!-—#

else ——>no<!/——# endif -->
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if

PITHRAEE, XFRATWL

<I--# 4if expr="..." -=>

<!I-—-# elif expr="..." -=>

<I--# else —-—>

<!I--# endif ——>

SRR —BIRE, B U2

expr

KR, FEAA DR
. BRIFEMRE

‘<!——# if expr="$name" -->

o TWERE5ORILEL:

<I--# if expr="$name = text" -->

<I--# if expr="$name != text" -->

\

o BRSEMFIEKALE:

<I--# if expr="$name = /text/" -->
<I--# if expr="$name != /text/" -->

yi

Q2R text HLEAER, WIRBHENIE, IENFANA] DS ERMARMa AR, MEn] a2 &

fEH, Bilan:

<I--# if expr="$name = /(.+)@(?P<domain>.+)/" -->
<!--# echo war="1" -->
<!--# echo war="domain" -->

<!I--# endif ——>

include
BrR—MERNERBE SRS, ZaTEAU TS
file

e WERIs:, Bin:
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‘<!——# include file="footer.html" -->

virtual

feE BB RIER, Blan:

<!--# include virtual="/remote/body.php?argument=value” -->

|

[
BN

|

o MR

-\

fE—T BB EMZNER, B FastCGI/uwsgi/SCGI/gRPC ARSSARALFRIE R 2
RN, WINAERH wait 28

stub

—MNMEFRESE, AR ETEREE IO EARBE R B R & A RN R H A B, 4 :

<!--# block name="one" -->&nbsp;<!/--# endblock -->

<!--# include virtual="/remote/body.php?arqument=value” stub="one" -->

BN AR ETE R BNk,
wait

—MNEESEL, FORTEARSE SST AL RIS RFIERFERT7EM, Bilan:

[<!——# include virtual="/remote/body.php?argument=value"” wait="yes" -->

set

—MNENESEL, TERRIERCER ISR G NeE L&, Flun:

<I--# dnclude virtual="/remote/body.php?argument=value” set="one" -->

M 37 ) e R AR/ INE subrequestoutput buffer size 18R E

location /remote/ {

subrequest_output_buffer_size 64k;

set

RETRIME, ZaSAEAN NS
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LRE, WRMETUEEE, WRFREIE,

)

Bx

el

$date_local

LA RN, #8XH config fLHH timefmt ZEORLE,

$date_gmt

MEINE (GMT). ¥ config 2 H timefmt SEOLE.,

SsL
R HTTPS Frda s HF.

M IRARFIA I, HARRERIAR S WA -—with-http_ssl_module MIEELE .
1ERE BMCRENROMBHG T, ZERC SR,

#HIE

HAEEHAEEL OpenSSL &,

BLERBI
N T REARALPRES Dk, Y
o R LAFHERE R ENE TSRS E,
o JBH keep-alive EHE,
o ERLE RE%RAT,
« BHNE XTEEAE,
o JFAIRER NG an A (BRIAY 5 7048):

worker_processes auto;

http {

# ...

server {

listen 443 ssl;
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keepalive_timeout 70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B

ssl__buffer_size

5P
HME
kX

ssl_buffer_size size;
ssl_buffer_size 16k;

http, server

BT RIEBHRRIZR X RN,

BONBULT, X R/ANA 16k, IR T A AR I i) e NTF8. 8 T i/ MEE 5= T 8, (AT

RERTRESZ A 229, BIT4N:

ssl_buffer_size 4k;

ssl__certificate

181 ssl_certificate file;
L NN —
X http, server

NETER RIS a5 E PEM MINHNEF S, WERER 7 FUEP 2 HME R FEE F ATESS, W% BAR
FPAER—>e e efl]: BuR TS, RERHEIET. PEM f&AIRASH ] DUSAE R —3 A,

AR AT DAZ IR FERE DANEAN R 2L RIUES, B4l RSA #1 ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

U OpenSSL 1.0.2 B S RA SR N A FRIE 68 AARENER 5, N TAIHRTRRA,
ik,

i —E

\
7

o
[Ny

=/
1 OpenSSL 1.0.2 BE AN, AT AESXHHH R &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

TR, MR RRERE R VB SSL B FIEIES, IXAIRESN PERE A ta i #20.

FIDMEE(E data:$variable KA file, XA MW RBMBIER MAEEH RIS, HER, AHUEHL
AR RER R L 2R, FIURRAIEEES AHHR S,

Fiigan
MOZICAE, BT HTTPS WX EIRRE], T AR EARENE, BIIRSS 4 NI T A FERY
IP #bdk,
WSRBH T ssl_ntls, FEL AT AEZ N NS (ERRER S IR 7) A s—1:
listen ... ssl;

ssl_ntls on;

# W NTLS if$
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# 5% RSA EH —REH
ssl_certificate rsa.crt;

ssl_certificate_key rsa.key;
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ssl__certificate_cache

Bk ssl_certificate_cache off;

ssl_certificate_cache max=N [inactive=time] [valid=time];

PRINE ssl_certificate_cache off;
4 http, server

TEX—NRAF, TR B2 R SSL IE FIRAH,

ZIER SR AN B
o max —WERFHIRATTREE, SR AN, RIT&RV#EH (LRU) BT 30EER,
+ inactive —& XILRMERBITFHIEIL MEAEERAVIS E, BRI 10 #Do

o valid —& N EFITLRBEMAEROF AT AR RN, BRIADY 60 75, TEHIRZ )G, UEBRHEERT
INEE EHTRIIE,

o off — %7,

RB:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

ssl_certificate_cache max=1000 inactive=20s valid=1m;

ssl__certificate__compression

HIE ssl_certificate_compression on | off;
BRINME ssl_certificate_compression off;
ETrFx http, server

Ja H TLS 1.3 BRSS#IUET L%,

i

FEfE OpenSSL 3.2 B RN STRIZIE S, SR EAEEIRSIR R {4,

#HiE

FEfER BoringSSL IS F:i%16%; KRR REIRFIR B 214b,

WRBH T ssl_stapling, WEEFRUER ESE,
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ssl__certificate__key

[E27S ssl_certificate_key file;
LN —
o974 http, server

NETEREIRSS #HEE PEM A& UHIRAA S

ik
5 OpenSSL 1.0.2 SUE BRRAH, AT LATES {44 P st AL 28 ik

A DAFEEMH engine:name:id SRIFF file, iIXFEEM OpenSSL 512 name MEEEGIEE id BIFFH,

A DAFEEMH store:scheme:id RIE file, HTFMEEGIEE id A1 OpenSSL $2HEFEFIEM URI scheme
HNELRLAEH, BN plkeslio

AIDMEE(E data:$variable KA file, XA N BMBA AT AR RIS, HHER, SUEM
AR RER R L 2R, HIUTRAATIEEES AHHR H S,

GUERIE R T ssl_ntls, FE AT ARRRZ D28 (AR B 0 RN ER 70) AR

listen ... ssl;

ssl_ntls

# W NTLS if
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# WD\ 5 %M RSA IEH — A AE

ssl_certificate rsa.crt;

ssl_certificate_key rsa.key;

ssl__ciphers
HIL ssl_ciphers ciphers;
EINE ssl_ciphers HIGH:!aNULL: !MD5;
X http, server

faE RS EM. B EM L OpenSSL EFERAIM FETE, HIlUN:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP; }

HHEMYIRBURT LK) OpenSSL kA, FIPAffF openssl ciphers A H LRI,
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B

i OpenSSL I :samp:ssl_ciphers 6% AECE TLS 1.3 MEBEMH, ZH OpenSSL BLE TLS
1.3 ZBHEM, B ssl_conf command 8%, ZIRL BN TR &Y SSL ELE IR,

o 1E LibreSSL H1,TLS 1.3 tEM AIPAMHEH ss1_ciphers FiE,
 f£ BoringSSL H1,TLS 1.3 HHEEHRATIERE,

ssl__client__certificate

Bk ssl_client_certificate file;
ERINME —
ETrx http, server

f57E PEM MEHIZAEE CA IEFSUF, AT RIE Z P miEH, DURAES M ssl_stapling I3RUE OCSP Wi
MO

UEBFNRG LR P fio QIR BIXFEM, AT LMER ssl_trusted_ certificate 6%

ssl__conf_command

1Bk ssl_conf_command name value;
ERINME —
T http, server

B EITE OpenSSL ALE M2,

wHik
FEfEH] OpenSSL 1.0.2 BUE mRARN SZRHZES . ZEMH OpenSSL ACE TLS 1.3 HHEL:, IEHH

Ciphersuites s

A DAERI—G_ EFEE 2D ssl_conf _command 6%

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

WY FIRANEE E X ssl_conf _command 152, MIXLEFELS M _E—MECERFI A,

B
HIEACE OpenSSL AIREFBURIMT N,
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ssl__crl
[E27S ssl_crl file;
LN —
o974 http, server

feE AT RIE 2P uiERr PEM MRHIES (CRL) X,

ssl__dhparam

Bk ss1_dhparan file;
BRINE —
ETx http, server

fEE—E& DHE ®HEMFN DH 2893,

B
BIANER SN RESH, FILA 2R DHE ®HEF,

ssl_early__data

[E37S ssl_early_data on | off;
FINE ssl_early_data off;
Holi9"4 http, server

JaFEZEH TLS 1.3 FHI%HE,

FERMEIE P RZIENIERIZE ERACh R, N 7R R R ER S, M

H$ssl_early data 22 &,

proxy_set_header Early-Data $ssl_early_data;

#HIE

TEfEA OpenSSL 1.1.1 BUEEMA AR BoringSSL B FFZFES

3.3. [FAEER

282


https://datatracker.ietf.org/doc/html/rfc8446#section-2.3
https://datatracker.ietf.org/doc/html/rfc8470
https://boringssl.googlesource.com/boringssl/

* Angie
Software

IhEEHEIR, lRA 1.11.7

ssl_encrypted__hello__key

Added in version 1.11.0.

[E=3FS ssl_encrypted_hello_key file;
AINME —
o974 http, server

fEE—MEE PEM HRAA ECH FASIM ECHConfigList IS0, 1%F65 I IS EZIR, BN
% P iAl e (ECH) BY OpenSSL B¢ BoringSSL % NI H,

ssl__ecdh__curve

181 ssl_ecdh_curve curve;
LOWINIED ssl_ecdh_curve auto;
4 http, server

fE ECDHE Y EMIIHhLR,

7iE
TE{HF OpenSSL 1.0.2 88 SRS, 7] PAYEE 21 HiZk, 51140

ssl_ecdh_curve prime256vl:secp384ril; ]

FHRME auto XM T OpenSSL 1.0.2 B ERAAH OpenSSL JENBAIZAFR, 805 1R IH kA X M
T prime256v1,

#HiE

TEfEH] OpenSSL 1.0.2 SCERRARN, %15 BIRSS ISR SR, Ktk 4 T ECDSA Ik
PREGIEH L, EEAREEFIER R,

ssl_ntls
Bk ssl_ntls on | off;
PRINE ssl_ntls off;
4 http, server

TEfEA TongSuo TLS FEN /B FARSS Akt NTLS HYSZHE,
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listen ... ssl;

ssl_ntls 5

#Hik
WDHER --with-ntls BLESEHTHE Angie, FEEFHMHMAISZRF NTLS B9 SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \

--with-ntls
ssl__ocsp
[E=27N ssl_ocsp on | off | leaf;
EINE ssl_ocsp off;
ETrx http, server

JE R mIE B OCSP K, leaf SEUNS ik 5055 IE,
FTAHE OCSP eI IEH TAE, wef:ssl_verify client $§ M IE A on B¢ optional,
ST OCSP MR F 4144, WRHEE resolver 152,

B

ssl_verify_client 5
ssl_ocsp H

resolver 127.0.0.53;

ssl_ocsp__cache

=275 ssl_ocsp_cache off | [shared:name:size];
LOWINIED ssl_ocsp_cache off;
ETrx http, server

B PRI LAAT OCSP WIEMIRFRIAIIARN, ZERMFERA LEHRE s, A
DATEZ D HE LU IR 55 e Hh (58 AR R A PRI 2R A7

off ZHEIEMHEMZA,
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ssl__ocsp__responder

[E27S ssl_ocsp_responder uri;
HIME —
o974 http, server

FEIETE " Authority Information Access” UEH BHHRER OCSP M ER URL FTFI0UE &P uiE+,

N FE nttp:// OCSP MR 4

ssl_ocsp_responder http://ocsp.example.com/;

ssl__password__file

[E=RFS ssl_password_file file;
LN —
X http, server

T —MIEL EHEEERSE, SN EMIEESIE —THhiEE, MEEHR RO A

1B,

2Nk

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name WwwZ2.example.com;
# VT DR A A RO
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off
BRINE ssl_prefer_server_ciphers off;
o974 http, server

TEEEMM SSLv3 Fl TLS WRMIN, IS5 de i E MR T & PR s &1,

ssl__protocols

[E=2FN ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
RINME ssl_protocols TLSv1.2 TLSv1.3;
H 94 http, server
J& &2 PR,
/i

TLSv1.1 1 TLSv1.2 ZEUAEM ] OpenSSL 1.0.1 3¢5 S hRA I B 2L,
TLSv1.3 Z2HUAEEH OpenSSL 1.1.1 B¢ EhRAS R,

ssl_reject__handshake

1Bk ssl_reject_handshake on | off;
FINE ssl_reject_handshake off;
Hol5"4 http, server

WG H ,ref:server BLHRY SSL B F K HE4L,
Flan, fEATE AR, S5IRGESZIAZE example.com B SSL 125454

server {
listen 443 ssl default_server;

ssl_reject_handshake ;

}

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;

}
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ssl__session__cache

[E=2FS ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
BRINE ssl_session_cache none;
o974 http, server

REHTHERIESEIRAENAN, R7 DU L MRS

off PSSR S TG Angie BTG R P iR A AT A,

none IRANES L R1ERAF . Angie TR FIRMETEAI AR, (HEPR EAERLF
PR RTE S

builtin OpenSSL NEKAF; (Nl —DLIEHEEM, RERDUITERIETE, WRAE
TERD, WIFET 20480 PNRIE, ERINEZFRIRESBNFRA

shared FERTE TEH R MR RS, RERNAFINRAIEE; 1 RFHTA] AE

fif%) 4000 M1, BMNEERENE —MEESR, BAEMHEFZIRNZEER] LA
EZ N ERIRS#FER, FRAEFEH ssl_session ticket key 82 EAECE, T
BIEHTBIER. ZEMERRE TLS S1EEEEH,

PIRRZRAF R AL A] AR, fil4n :

ssl_session_cache builtin:1000 shared:SSL:10m;

(EAASE Y AL 2 G A7 T A6 FH PR B 2R A7 % B = R

ssl__session__ticket__key

1Bk ssl_session_ticket_key file;
ERINME —
HSl5"4 http, server

REMUEHTIEMRSE TLS 21EERNEHIS. RFEAEZS MRS SR R LZHFEREH, U
S RFTN, BINET, AN RIE,

GNSHEE T2 NEH, WUERS —NEYIRINE TLS 21E5E, XA BRI, Fn:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

ISR 80 BR 48 i HIBENLESE, AT LAREA DA an <Al :

[openssl rand 80 > ticket.key

FRYESCERN, A AES256 (FHF 80 F1&4H) 80 AES128 (FHTF 48 F &) #HATIIE,
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ssl__session__tickets

[E27S ssl_session_tickets on | off;
BRINE ssl_session_tickets on;
o974 http, server

JEFHEEEREIS TLS 215 5HE BT RIS,

ssl__session__timeout

HIL ssl_session_timeout {ime;
BRINME ssl_session_timeout b5m;
ETx http, server

e & Fm ] A H 2 TR 2 80N AL,

ssl__stapling

Bk ssl_stapling on | off;
ENINED ssl_stapling off;
ETrx http, server

JE FEZE FARSS 88 2517 OCSP Wi, 1~f:

ssl_stapling 5
resolver 127.0.0.53;

A OCSP BITIER TIE, NIZANEARSSIEBMAERNES, R sl certificate XA EHIRNE
B, WINRSS SEBWUAE HFNEBNAFAET ssl_trusted_certificate $6LFEE I IFH,

i
AT N OCSP MR E 414, IENFEE resolver F62

ssl__stapling__file

Bk ssl_stapling file file;
HME —
LT http, server

A, FITH OCSP MaRLRE FEE IS AEHIREL, AR ERSS LB EE ) OCSP MR #,
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ZSHRN DER #8538, HH openssl ocsp a4,

ssl_stapling__responder

[E227S ssl_stapling_responder uri,
LN e —
X http, server

BEIEHY B ”Authority Information Access” HFEER OCSP M & H) URL

{SZHF http:// OCSP Wi :

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
FINE ssl_stapling_verify off;
TR http, server

Jo A AR SS 284 OCSP M i F 56 IE,

BERIE IR T/E, RAEMssl trusted certificate ¥a ARG AL FMAZ LR, RIEFFTE HE
WEPECE N Z BT,

ssl__trusted__certificate

[E3FS ssl_trusted_certificate file;
LN —
ETrx http, server

BT E PEM BMAZEME CA IEBRXME, ATRIE FFuiEs, PAKRIERHssl stapling BEGIE
OCSP Mip,

sl client certificate WERNEBEARE, XLEUERBRFIRA S ZIRAR i,

ssl__verify__client

=275 ssl_verify_client on | off | optional | optional_no_ca;
ERNME ssl_verify_client off;
X http, server

JE AR P URIE B IE, JR RS RAFETE $ssl client verify A&,
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optional TERE P UIES, WRIEB AR TRE,
optional_no_ca IENRFFUGIET, (HARZEREHZEERN CA IEREH, XIEHTH Angie JMB
HIAR S T T S PR IE 3SR RYIE o

ssl__verify__depth

HIL ssl_verify_depth number;
PRINE ssl_verify_depth 1;
T http, server

B P iR SRR,

$EIRANIE

http_ssl *ﬁﬁ%i‘i%’ﬂ/l\ﬂlfﬁx\@%ﬁi?&1ﬁ@, AJ DA error__page ?’é/&\jﬁﬁiﬁﬁi

495 A PUIE RIS IR AR R A AR
496 B ASE BT TR RS ;
497 HHERE & %%] HTTPS 4,

BEFKREEE KRB ZGE, MNEZE (W $request_uriv Suriv Sargs F) B,

REx

e

hitp__ssl FEARSZRFN E AL &

$ssl_alpn_protocol

IR[EITE SSL #EFHARNEE ALPN JEBERIHMY, &R A2 7575
$ssl_cipher

RETE LR SSL R FH R E AR,

$ssl_ciphers

R[5 SRR R E AR, CRIBEHEEFAZSRSIMH, RAR7EHER, fln:

AES128-SHA:AES256-SHA:0x00£f

#HiE

XAEREH OpenSSL 1.0.2 B SARAN A 2L R, W THRIARA, ZZE(CEH TH XIS,
¥ A H ERR = LT,
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$ssl_client_escaped_cert

IR[EI SN2 AY SSLERER PEM AR imiE+ (URL 4Wi9),
$ssl_client_fingerprint

IREE N SSL ERERY R P ImiE B SHAL $550,
$ssl_client_i_dn

AR REC 2253 IRMEIE @AY SSL JEHEME P uHIEBR”? Mk #E DN” Z4F 58,

$ssl_client_i_dn_legacy

IREE N SSL R P IRIEAY” Mk # DN FRFH,
$ssl_client_raw_cert

IREIE LK SSL #EHER PEM MU F i+,
$ssl_client_s_dn

MRIE RFC 2253 JR[BICEEIZA SSLIERERTE FURIET A" T8 DN” FRF e,
$ssl_client_s_dn_legacy

IREE N SSL ERRE P IRMIET R T8 DN” FAFH,
$ssl_client_serial

IREE N SSL ERERE P ImMIE BRI PSS,
$ssl_client_sigalg

IR[E| ALY SSL IERERIE PR IE R AR RTE <https://www.iana.org/assignments/tls-parameters/

tls-parameters.xhtml#tls-parameters-16>‘_,

ik
{AEMER OpenSSL 3.5 B SARAN A % &, X TRIFMRA, MERERNZTFIFH,

ik
ZARUEHTH 218,
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$ssl_client_v_end

IR [|] 28 e A5 OSSR H o
$ssl_client_v_remain

IR [6] 75 - S Lk A5 E T A SRR R AL
$ssl_client_v_start

IR [|] 2 e A5 A6 H 3,
$ssl_client_verify

IR A1 FUHIE B UFAY45 5 . SUCCESS. FAILED:reason, {MSRAIRMLIEFNIIR[A] NONE,

$ssl_curve

IR[EIE SSL BT HIR A T A5 B i dh £, ©RIRIHIZAZ 2 ARSI, RAA A7 EHER, Flin:

prime256v1

#HiE
XAEFEM OpenSSL 3.0 BRESARANA SCRHZE &, N TRIHRA, ZZRBER N FITH,

$ssl_curves

IR [A1E PSRN ES R CRIRIHIZRIZA ARSI, ARAAT LA/ f R, fian:

0x001d:prime256v1:secpb21rl:secp384rl

ik
XAEFEM OpenSSL 1.0.2 BUE RRARN A %3 &, M THRIAMRA, ZZERER NZ TS,

ZAROEH TR 2,
$ssl_early_data

GUERMEA TLS 1.3 FHEHE HAEFARZER, NWHRE1, SRGR[E7,

$ssl_encrypted_hello

Added in version 1.11.0.

QUEREERNER FmEE (BCH), WRRE1, &HUGERE,
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$ssl_protocol
IR A N2 HY SSL ORI
$ssl_server_cert_type

FRIEARSS SRUE BRI A2, BUYEN RSA. DSA. ECDSA, ED448, ED25519, SM2, RSA-PSS B unknown,
$ssl_server_name

IRENEE SNT 15 KATARSS 28R,

$ssl_session_id

IREIEENL Y SSL ER N 2IEFRIRRF .

$ssl_session_reused

NS SSL XIEWEM, WHRE"r”, ARRE?,

$ssl_sigalg

IR E BN SSL EREIARS A UE BT B/ EIE <https://www.iana.org/assignments /tls-parameters/

tls-parameters.xhtml#tls-parameters-16>°_,

ik
{XAEMEA OpenSSL 3.5 BB @ARANA SIRHZE &, N THRIARAE, R RERNZ TR E,

wHik
ZEBRICER TH =15,

Stub Status
IR O A AR 5 2R B TRl

Y MIEACRS H *@@Hﬂ‘, NP N --with-http_stub_status_module FIREIETR 5
H.

TERH B CENR UGS, ZERCESERET,

B E R

location = /basic_status {

stub_status;
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MRS AR T Ma R, RREARRSER, WRHTR:

Active connections: 291

server accepts handled requests
16630948 16630948 31070465

Reading: 6 Writing: 179 Waiting: 106

B2

stub__status

Bk stub_status;
EINME —
Holi5"4 server, location

WG BRI NFERLE VIR

iz

RFELITIRSER:

Active connections

HRITEERE P IS REEL, B ERER,
accepts

RSz P I R S

handled

AEPRRER S, W, MBEUES accepts M,
MR o

requests
P R
Reading

SRR BEHOE RSLHIE R

Writing

AT IEAE IV i 5 [0 W L ) R

FRABIR BN FLEFIFERRE] (FIAN, worker connections
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Waiting
4 TS PRI R B P S R

REE

Ll

$connections_active

5 Active connections BB,

$connections_reading

5 Reading W{EAHFE],
$connections_writing
5 Writing W{EAHE,
$connections_waiting
5 Waiting FEAHIE,

Sub

PR NS IR, B NMEE T ERE O 5 — T ERRAB L,

NSRS FIEERS, MBI HAIEE; EROEM --vith-http_sub_module MEEMTIRIE .

TER B BRI EFHEERREEMEGT, ZERE S e,

B E B

location / {

sub_filter '<a href="http://127.0.0.1:8080/"

'<a href="https://$host/"';

sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/"';

sub_filter_once

}

ES

sub_filter
Bk sub_filter string replacement;
HME —
£ http, server, location

B EFH AT R BT . DEACERHR A AT SIS AN X KNG o B A ER R AT
RS E, 7R BESO LA DHEEZ N sub_filter fES, XU NIE L BIFHIAE X

sub_filter FEMIIEN A M E—RECED A,
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sub__filter__last__modified

Bk sub_filter_last_modified on | off;
ERINE sub_filter_last_modified off;
T http, server, location

VAR B WA AR B R 4G N ) Last-Modified SkFER, DAME NN ELE,
ENEN T, BTN SIS REA BN, SkTRESEERR.

sub__filter__once

181 sub_filter_once on | off;
ERINME sub_filter_once on;
X http, server, location

TR G NESR D B R AT R — IR E R B

sub_filter__types

[F227S sub_filter_types mime-type ...;
FINE sub_filter_types text/html;
Hol9"4 http, server, location

FRT text/html Ak, IBTEFEE MIME ZBI0 B HH S F 47 R e, RPR{E ™ PLEC(E(] MIME 287,

Upstream

BH—1 LT, TR Eprozy pass. fastcgi pass. uwwsgi pass. scgi_pass. memcached_pass

Mgrpe_pass ¥a2H{EFIARSS 254,

=3t

upstream backend {
zone backend 1m;
server backendl.example.com weight=5;
server backend2.example.com:8080;
server backend3.example.com service=_example._tcp resolve;

server unix:/tmp/backend3;

server backupl.example.com:8080  backup;

server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;
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server {

location / {

proxy_pass http://backend;

}

B
backup_switch (PRO)

Added in version 1.9.0: PRO

BT backup_switch permanent|=timel;
AIME =
LT upstream

ZHEL AR TEEhAH (R EREIHRBIARSS SR A2 AT RS SRk mIeE ). WRIETESNA
FRTCIEN N — DN IERIKEIRSS a8, H HARRBENEISMH, MZAR OGN, JF84E KR4 B o m

ZHP RIS Ao

RE X T permanent ZEUHILH time {H, NNZAMEIE G REFEIINE, H HAS Bl ERR LR
FANHIH, WRIGE T time, MIZHRTESIRZSFERGE AIIS [R] [FI RS 3, S8t ds K B R B R AT

AR, GHIRARSS s (EH TAENRR [E FHX 22,

TR

upstream my_backend {
server primaryl.example.com;

server primary2.example.com;

server backupl.example.com backup;

server backup2.example.com backup;

backup_switch permanent=2m;

GRS AR RS SR B Oy e, I IS SIS SRITE 2 RN iz A i, 2 7rehid)E,

HEBaR X EPRE TR AR, (R EIER TOE, WARERS NS,

bind_conn (PRO)

Bk bind_conn value;
EINE —
T upstream
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AIE N EEFAFRN value TFET v Fl o I, SRVPRIARSS SR8 E 2% ImiE+%

i)

bind_conn 5 AATERT G X B M EIIE 7T ENES 2 G HEH, SN AEEH, RS sticky 5%
—EEfHER, W bind_conn MAHTE sticky ZJ5.

Bh
fHFZIE ST ref: Proxy <http__proxy> PO B AR 5%7\55_%, fl4n:

proxy_http_version 1.1;

nn.,
3

proxy_set_header Connection

LRI FUZ R NTLM S0y RIERERE, Hrh R Z AR R TR OR S P im 21 IR 55 e 920
iE:

map $http_authorization  $ntlm {
~*%"N(?7:TLM|egotiate) 1;

upstream ntlm_backend {
server 127.0.0.1:8080;

bind_conn $ntlm;

}
server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
# ...
}
}

feedback (PRO)

[E=27S feedback wariable [inverse] [factor=number| [account=condition_variable]
[Last_byte];

HME —

X upstream

£ upstream HIRERE T RBAIEIIMHLIH], EIEID R NRBEARSS g2 09 BCEE  LLPE SRBHE R 3745
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TATEIBRR, ESNYE variable FIERAI RIZEML, FFZATESRAFHIZIH,
A DHEE A RS

variable MAIREUR BHE R B, BN % FoRTERESR I RETER; (B AR 55 e L2 M b Skl

77 PR A% (E,
i%ﬁﬁﬂﬁ%%%ﬁ@’l\ﬂmﬁjﬂlﬂi&ﬁiﬂﬂﬁ, HARYE inverse Ml factor IREII AT
FEIE,

inverse GSRIRE TSR, WIRBHER U MIfRe: BURAIER R B4 AR,
factor HEFEMERNF EBRBHERR 7. ARUEN 0 ] 99 ZHAVEEE, ERMEN 90,

SESHEMER FEECEE AR,
HTF-Hk, iR E A AR QR 90, NINERH 90% B2 fi (A
X 10% A E,

account TEE — PR R, HTEHHETH RS EIRLENRL, {5 %00 N H AR R

S e g on I, TS M R A R IS E I
ik

BINIE R ref: EINRE <u_upstream probe> AR N AE S FEHE
W Kt Supstream  probe ZEES account 45 &5 AT DAEL & ix Lo B sl £ = HE
BRILAth Ffr A e oL

last_byte FRVFERRICE S BN e AR R B AERAR 55 2 A28, TS BUZ MR 3ko

B

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;

server backend2.example.com;

}
map $upstream_http_custom_score $feedback_value {
"high" 100;
"medium" 5k
"low" 50;
default 10;
}
map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";
default "1t
}
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IHE P, AR AR e 7 Sk o B R RS AE 70 8% IR BN IR S5 BNl LA T 702K, HFHAE Supstreamprobe ETRINZE
f, ABER H high_priority Al AN R BN H L2 Ui id SR A0 A,

hash

[=2E5 hash key [consistent];
BINME —
T upstream

TR ae it E I T 1, Hh g Pt IR SS AL G S E R E. BT DAE S AR, B&
KHEHAE, HERE, NHFPRMSMBRIRS 85 1T e SECR 2 B ERLN 2R FRINIRS 38, ZHTES
Cache::Memcached Per]l FEFEZ

hash $remote_addr; }

LA N Z A IP MR (B, 5/ resolve 2%R), MRS5 &N A BRI HIIE AT HE
e, B EATIRIN R AT REAE A R AR S5 8% < M TR, X RIME P oA, AR —BE 21, s

consistent %L,
WRIEE T consistent SEL K ketama —BUERH /715, %77 AR MWH AP N ERARSS 25

i, AR S BRI A FRI RS 8. XA BT NRFIRSS L E SRR amhR, ZhES
Cache::Memcached::Fast Perl FEFZY, HH ketama_points SEILEN 160,

ip_hash
HIA ip_hash;
HME —
TR upstream

MR Ss ardl e e BTk, RYER i 1P bk fEARSS 8% < Rl ECIE K. (A% TPv4 sk Y AT
=ANNMEHEGEER) 1Pve HlE(ENIGA . %75 TARERR B Al — % P Im A E SRIGLLARIEEI R — R 55 4%,
PRAFIZIRSS as AR Mo FEIXAMBROLT, & i KL e S — A ks ds. A ATRERZ, X RIZR—
=)iFEE

AR FHEIGNFFRIE B IRS5 2, MAEH down ZEHRICE, DARFFE Fii 1P HuhkAY S AiIG 7

upstream backend {

ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;

server backend4.example.com;
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keepalive
[E27S keepalive connections;
HIME —
o974 upstream

G 2 LIRSS AR R R AT

connections ZHIR BN TIEHARZF PR RIZ] LIRSS a8 N keepalive MERATR AR, 4
S AR, BRI/ R RTERERE R A

#HiE

FERAE R Z, :samp:keepalive $§2FIRH| Angie TAEHEARRT DAFTH B RN LIRSS 2300 IERE S5
connections SN IZEIFEMAR, PAELE RIFARSS 25 thRBACEEHT AL NIEEE,

BN
keepalive {5 MIETH B REIIH T IENIEL Z FHM, SN ERAEER,

i keepalive EFZHY memcached _EifFHCE R

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#..
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
}
}

XF HTTP, N4 prozy hitp version 8 EN"1.17, FIEFR Connection SkFEX:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
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}
server {
#...
location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
#
}
}
ik

B, ] DUR A E AR S5 #8518 Connection: Keep-Alive” SkFBERMEH HTTP/1.0 FrAJE#, H

AEFE R T o

T FastCGI fRSS5 88, Fr i B fastegi keep conn A BEAE keepalive JE4%E T1E:

upstream fastcgi_backend {

server 127.0.0.1:9000;

keepalive 8;

server {

#...

location /fastcgi/ {

fastcgi_pass fastcgi_backend;

fastcgi_keep_conn on;

ik
SCGI 1 uwsgi MM HE keepalive EERZHIMEE,
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keepalive__requests

[E=2FS keepalive_requests number;
EINE keepalive_requests 1000;
T upstream

RE A PUEE 1 keepalive MBI R AIE K, IRBRARITEREUE, TR,

TE HISEANE BON TR MR A L2 21, R, 8 A s B R TS SR BT RE S BN 7 I
%, TREBOXFEM,

keepalive_time

722 keepalive_time time;
EINME keepalive_time 1h;
ol 5"4 upstream

FRAIA] POES — 1 keepalive EERACERIE KAV Rl IABNILIRG, EERR 725 S48 RS2 lUE 5%
Eil

keepalive_timeout

Bk keepalive_timeout timeout;
BRINE keepalive_timeout 60s;
X upstream

BB S LIRSS G2 N R EHE R R RHT IR SN B R,

least__conn
JE27S least_conn;
EINE —
T upstream

T 55 as2EL I i P B 750, KSR G B a 1o B SR B D VIR S5 4%, [RIIN =5 B IR 55 4RO, 4N
R Z NIRRT E:, W R AIBEE WS # 75 ERR = e T,

least__time (PRO)

K least_time header | last_byte [factor=number] [account=condition_variablel;
LN —
LT upstream
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TERE 55 as2EL I i A S Bt 75 1%, AT sl IR S5 8 RO SR AL & 55 - L0 R A TR A B B e o7 s ]
B, AR5 AR RIS HIE K%,

header G TR R SK A LS R,

last_byte T2 (50 PR R Wi [ A SR B

factor Eresponse_time_factor (PRO) WIfERIMEE, RGBT, NSEBETE,
account FEE— R R, H T mImRLEm 5 (0 S E R, (CS IR AR Z

ne gy oo B, A SEHESME,
/i

BRAINTED R ref: FERNMEBEFRN <u_ upstream_probe> KRR N AL S 7E T
Brh: K Supstream probe ZZES account GEEER, Al DAL SIX LN, £
2 HERRE A AT MR,

MAEMETE API Y LIFERR H ARG 850 health MR HH) header_time ({f3k#F) A1 response_time
(AR TEREM,

queue (PRO)

TBiE queue number [timeout=time];
ENINE —
4 upstream

MRTEE —RZAN TCIERIE RSB ARSS 4 (Blan, 7568 AR 55 H b B 18] 2 57 #0080 ik
Flmaz  conns FRFIR), IERASPAEL; MR, Angie ZIARHHRAFE RN,

ZIEL M number ZHOLE TIEHR IASIHRIRRIERE, WRAFIC T, WAE iR A 502 (Bad

Gateway) %1%,

#HiE

prozy_next_upstream $6< KNG THBAATTER, BRI, GRVIERIERE 7RSS SRETTIE
ReHAZ G Z RS &=, WIESK AT RESIR AR,

YUERAE timeout WEM BRI (BRI 60 D) ARk S5 asKACEHEBAAIE R, W2 P iR [l 502
(Bad Gateway) #HiRo I IQHIERERIE P umfIE KB MIASIFRHER; A PT FAA @ BASIHT IR RIR
SHTHHEES

e
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queue 5 RIERTH X BB IRNHE L Z G EH; SNERARIER,

random
[=2E random [two];
HME —
T upstream

NS5 asAEE T TT %, RE R LR R IEREAIIRSS 45, RIS 5 R AR S5 AR .

WRFEE T HER two 240, Angie BENLEREEN MRS, ARG least  conn FFIEMNAIEFE—AS, Bl
Rl SRIL IR ATENER S E D RS 25

response__time__factor (PRO)

1%(23 response_time_factor number;
FINE response_time_factor 90;
Holi5"4 upstream

BB 5802 a ) A Bleast time (PRO) SAEYSET 77 TERI - L0 R I [R] I SERT **
BRI FEE T

FEERT number BT, FrEDN FEEMERIZIMEL N, WERTEE S 90, WIBSERTER 90% FHER 10%. B
BETEREA 0 F 99(2).

ST RS RAE APT W AR A PARSS#F health X ZRHHY header_time ({XkHE) A
response_time (%Hﬁg”@ﬁ) JEAXE I,

ik
TR L & R e s T AR A EY M 57 proxy__next _upstream, fastcgi__next upstream

~ uwsgi_mnext _upstream  scgi_next upstream  memcached__next_upstream bl grpc__next__upstream
EOHAE, AN, :samp:header time [EAAERR BRI PR SKEEIS 8 #7115, 1M response_time {XTE
R s e . N BT AR

server

Bk server address [parameters);
BINME —
4 upstream

3.3. [FAEER 305


https://en.wikipedia.org/wiki/Moving_average#Exponential_moving_average

* Angie
Software

IhEEHEIR, lRA 1.11.7

E X ARSF AR EL 22, kil iT DARSE I B TP itk AT+ Alides [, BEEDN UNIX JSE
FHAE (TE unix: BIRZIG). WIRARfEEHH, MMM 80, MATANZA 1P Mk A 2 —IRMEE
MRS ERo

A PUE XA RS

weight=number WEIRS SSHINE, BOIMEN 1.
max_conns=number FRFIFRILARSS ERATER AR NS ShERZ L, BRNMEDY o, FoRBA MR, anSRARSS
MAREILZ=NFX i, WAZBRHlZ TR AR,

wHik
JERZRRRERE, 2D TR = AE X N, BIAEARSS 3 097E 300 23 R R S 8T e il

max_conns 'fﬁo

max_fails=number —X BAEFEE N fail timeout B RIERINS IRSS 2R iBIE B FMR TR IREL, IRBNZ G
M55 2R AR 25, REERAN RIS B E,

Alz, 3 . \) . .
KW Z K W E X Hproxy next upstream. fastcgi _next upstream. wwsgi_next upstreams

. A
scgi__next_upstream~ memcached__next upstream *Dg’r‘pc next__upstream ESHHE,

8t max_fails B, Mupstream probe (PRO) WHERE, IR ATRIH; 2 ufiiE KGR
PCEMBNZRSS &, BEREREHATHNIE,

#/ik
WRHAH] server IESMENTNZ MRS 28, H max_fails BEE SN TENIRS S
ﬁﬂ%ﬁ:ﬁ@*ﬁﬁﬁﬁ server TE/?\E, J:fﬁ?‘:':‘ﬁﬂﬁ/l\ﬂﬁ%%g, ] max_fails i&%ﬁf_ﬂ{’ﬁﬁﬁ#%%ﬁ@%o

max_fails=1 FRIANZBIREL
max_fails=0 25 25

fail_timeout=time —IZEN A, FEHHARIAAUL AfaE RE SRS #EE R E (maz fails) ,
MRG58 A AN AT, RIG ARG AAEFFRIN [ BN R ATHIRS, 2 E R,

BINMEDY 10

ik
RATH] server FaMTNZ DRSS, H fail_timeout RERIHINH T MRS .

GERAEMT AT server 16%)5, LiFH G —MRkSS4s, W fail_timeout WENEMEMFHRHIR
o
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backup

down
drain (PRO)

KRS SRIC A BT IRS 28, MU EMRFG AR AR, ERHEIIER,
WIBRASTE T backup_switch (PRO) $6§%, HEHNEMBHEMEER,

KRS BRPRIC K AR Ho

BRSO NHFIRE; XEWRE BIUZEBCR B Jeniidid sticky #0E R STER
EXR, AN, 1745 down HFUAHFL,

s

backup AN GES hash. ip_hash Flrandom TAEIE 7 iE— A,

down fl drain ¥ E v,

resolve

service=name

FOVF AR S AR N TP HIlEF R, FRAEAS BN EC B A0 T B8
Eo BHBBMATIZNGE 15 BRIE L resolvers
JEH DNS SRV IR I EARSS HFR. ZMIZSEER, BIHNIRSa
€ resolve 28, HIFHAHFFIEEWR,
WMRARS B EEZ A, WAREE REC MR ATR: IRSSAARATI _ Big, A&
JETERUGHIIN _tepe B, ARSSAFR http KFZEN _http. _tcp.
Angie JEITH EFTEALAIIRSS AR ALK M SRV id5%, i@ DNS ZREX
FHRABGHIRS R, DR EN TR IE,
o HERSMIEHEN SRV 5k (PLEPEFARMIICR) BfEiT A ERSER, MM
HMICF AN E IR ZS, R server KB T backup, N EE HZEIE
A SRV LA A ik o5as, HAbIC 2N,
o WEELT server 5P weight S, WREIRLSAGR SRV iIdxH
e TAEE, NIEEHES I BRI E,

TEHRBIH, XAIEFR _http._tcp.backend.example.com FASTEK:

server backend.example.com service=http resolve;

sid=id

WEHAPIIARSS S ID, WRAIEEIZSE, ID KiXE N 1P HilkAliG 88 UNIX
ERTIRAZH 78 MD5 WA E,

slow_start=time

WEIR ARSI EZR D IKE R IE], SERE Bleast conn T7TE#ATHE
PN

WMRIGE T8, HEMmaz fails Mupstream__probe (PRO) BIFAEXRE, IR
S5 A TR S5 PR BN N ATIE T, WNXARSS 88 AR5 € BN H] B N2 A0 38 1
FEE IR E,

WA EZSE, EROIENT, RSS2 PIHARE NIAEFIRIZT,
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#/iE
MR P HEE T —1 server, slow_start ¥ESEHFSH 20,

state (PRO)

[E227S state file;
EIME —
Hol9"4 upstream

FEE— file, AT RAMARE LIFARSS 334132, UM AT A2, L0 BE S /var/1ib/
angie/state/ (FreeBSD L)y /var/db/angie/state/) RAFfi#HE M, HEFELHTIFBIR, £
Al B IR LRI

upstream backend {

zone backend 1m;

state /var/lib/angie/state/<FILE NAME>;

J

X ARG ER ARG KRLT server, THIBIIHLE API 1E /config/hitp/upstreams,/ Hl 73 B LIRSS o5
I, SXHFNBERSBUER, ZMAE Angle J5 3BT N B N 1528

£

FE upstream RHIHH state 52, HIFNEER server 5%, HFRELZENEX (2o0ne),

sticky
7E 1.10.0 WA &L PRO
1 1.11.0 IRARAASE.

£ 1.11.0 FAZ A2 H: PRO

[E=2FS sticky cookie name [attr=value]...;
sticky route Jvariable...;
sticky learn zone=zone create=$create_varl... Lookup=$lookup_varl... [header]
[norefresh| [timeout=time];
sticky learn [zone=zone] lookup=lookup_varl... remote_action=uri
remote_result=3remote_var [norefresh| [timeout=timel;

N —

94 upstream
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FLE SR, DORE P imRin e 2IREARSS &, X hE— 1 28deE; EHFSiE T sticky 5
LHINRSSEE, FILAMEserver LA drain (PRO) %1,

B

sticky fHIERTH TEERIE MBI IRNHE L Z G EH, SNRAEIEM. RS bind_conn
(PRO) 5 —#2fEH, M bind_conn #MLE sticky ZJ5o

cookie *ﬁfﬁ
AR cookie REH G, EHTELMH cookie ITSIEIREN =

TEN FEAAREYE Z /1, 55— DR Ui KRR & 1 B 7 15 A 22 GRS a8 2RJG Angie &
BB MRRPTEIRS 8T cookies

cookie 241 (name) Hi sticky fEPE X, HIEXMNMN Tsid CRHEserver $6%). WRBE T sticky secret,
HAE S — P A TIR TR AL B,

JREHEFIE cookie RUTRR M BN Hisid e MRS A% WNFIZARSS & n] B IRACBIE K, U
TSP B R S B T TR 5 — N IR S AR

AT DIEFE S L cookie JE1E; BRINEILT, (U%E path=/, JBIEER AL S &, EMFRHEDEM,
ERHIGERNZE: attr=, B, sticky cookie path= ZXEHHE path &%,

HRBIIE— DN srv_id BY cookie, RN 1 /NN, fEHKBZRAYEA:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

route B3

A P P SRS EHARIRTT, IXEEARIATTATRESK B URL. cookie BUIFR RS EL, RIGIERIK, HIEH
TIHEIRRRF CEFAERE L,

JEvm AR S5 e AT REIR [A]— N s AR 55 as AR ATE RIBE B 1D, BEAE RS sid PURC,
JEERTERNARH R 1D, BIAHIE cookie BUEHZ 4L,
IR — N RYIFORIZEGEH ID, H—NMERE RS sid BATILEL,

TEMRBIF, Angie B/EKHE route cookie, RIGRE route EIHSEL:

upstream backend {
server backendl.example.com:8080 "sid=server 1";

server backend2.example.com:8080 "sid=server 2";
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sticky route $cookie_route $arg_route;

learn =, (PRO 1.4.04+)

R T B AR R B SR & P L2 e i, EARRTE, SREL AR EIE R TE DA A FFRIN

2NEMGURARSS SR IR AN, create HI lookup & AMMAE BRI E M 16, MEMEZZNER,
R ID 72 create FE—NEEZRE, HlaN, ERTBEREMR cookie,

%iﬁﬁﬁ%ﬁi’igp‘]ﬁ':ﬂ JEIL zone name:size E X, WS timeout B (ERIAN: 1 /NE) V‘]iﬁﬁiﬁﬁ,
XTER I,

BINEOUT, Angie fERHRE AN RIF 216, EEHIIEE, 15 norefresh,

B FURIE R AIRIE ID 18T lookup f2H, EAIFIHKIE —PDIETZ R, WREAZ], NWOAHIER,
/] header RITEAZENLEINALN LIRS, TABIETEEIMMNALES,

il: {HF examplecookie BIIESXIE:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky learn
create=$upstream_cookie_examplecookie
lookup=$cookie_examplecookie

zone=client_sessions:1im;

i remote_action MY learn B (PRO 1.8.0+)

{1 remote_action fil remote_result JEIIMBXTEFIEER RIS ID, HENFXFLELR; IR
B AP, create 5 remote_action TIHEA,

RIGTE timeout  (BAIA: 1/PHY) /R, 5 remote_action JCK.
BN, Angie TEERHRE N RIHT 216 TTL, &M norefresh AIZEH HINERE,
zone fEff/f] remote_action M ZRIIEM, WIRIZAE, Angie HZEIHIMNEEIE,
HAR TR
o MEB—NIEZMH) lookup ZEHHEIRIG ID, WREA, MIELEEIFRMEAELIM,
o WMRIKET zone HRIGFIE, NEHEHIZIL,
o MRRARIEHIRA zone, JEFE— DRSS AH A remote_action Ml HTTP FiEK, H&E:

— ZE ID ($sticky  sessid) ;
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— RH sid= B Isticky sid BIARSS# 1D,
3 HTTP 3k GEldprozy set header) RIZIXEEEE,
o JERRTFAENA Y :
— 200/201/204 HHIAZTE; WIRIZE T zone MEAFE,

— 409 FIRMR (WRIZE T zone) —TEREREE]S — 1R 28 HH remote_result FeHUE

IEJEHIIRSS 48 1D,
— HARESH s RS 8 1D —[ENRFJFEIAARSS 8.

remote_result {#H] upstream_http_* 228 MIFEF i 10 B s Bk R

Rl 2215 ID SR H $cookie_bar, JHIT $upstream_http_x_sticky_sid HiA:

http {

upstream ul {
server srvl;

server srv2;

sticky learn zone=sz:1lm
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;

}
server {
listen localhost;
location / {
proxy_pass http://ul/;
}
location /remote_session {
internal;
proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://remote;
}
}

AN MEERIBCE RG], R AEE X-sid SkHIR[EIZTE 1D,

MITHHIASE S Angie HUERE:
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http {

proxy_cache_path cl keys_zone=sl:1im;

upstream tc_0 {
server 10.0.0.1 sid=web-server-01;

server 10.0.0.2 sid=web-server-02;

sticky learn
lookup=$arg_id
remote_action=0Qcreate_session

remote_result=$upstream_http_x_sid;

}
server {
listen 127.0.0.1:8080;
location / {
proxy_pass http://tc_0/;
}
# Request to the remote session store
location @create_session {
internal;
proxy_set_header X-Sticky-Sessid $sticky_sessid;
proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://session_backend;
proxy_connect_timeout 1s;
proxy_read_timeout 1s;
proxy_cache si;
proxy_cache_valid 200 1d;
proxy_cache_key "$scheme$proxy_host$request_uri$sticky_sessid";
}
}

M 7= 81

HTTP/1.1 200 OK

X-Sid: web-server-01

X-Session-Backend: backend-pool-1
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BRI Angie 285
o $upstream_http_x_sid — web-server-01

e $upstream_http_x_session_backend — backend-pool-1

remote_result B Hl web-server-01 KEFFITHLAY sid,
sticky FEEE LIRSS BHIRAS
o PRICHY doun BRRIMAYARSS 28 2 BEHERR,
o )T max_conns BRHIFIIRSSEF 2B
o drain R55&F (PRO) fE sticky BTN HARIRFFILECIN Y FTRERGLE - H T Hr 218,
o IRERIIRSS a8 & BB EF M,

SEB] DME A sticky  secret Mlsticky strict E—F AT R, TSRS PEIM A, sticky_strict M, M

FENREISME; MRHFE, WiE4IEXR,
sticky HEHAE zone LR T BN upstream, XIAREIEZ D upstream B Z AIFE=E,

sticky__secret

[E=2FS sticky_secret string;
LN e —
o974 upstream

K string TENEREAINE] MD5 IR EEEP, T cookie Ml route B Nsticky 6%, string AT LA

458, AN $remote_addr:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie cookie_name;

sticky_secret my_secret.$remote_addr;

s E XM NEIETRAEGTE; ZAZ IR A B :

$ echo -n "<VALUE><SALT>" | md5sum

sticky__strict

[ER7S sticky_strict on | off;
EINE sticky_strict off;
EFx upstream
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JERIN, WERATTRAIRSS a8 AT, 2F B Angie FZF5HRE] HTTP 502 #i%, MAZE LA
A AR S5 As I AR A S8 FH AT At P P AR 55 2

upstream
[=2E5 upstream name { ... }
BINME —
T http

X —HIRGG . MRS5as ] AT A REESE . tsh, ATDAR S AR TCP f1 UNIX BERR IR
%%go

NGB

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;
server backupl.example.com backup;

}

SRR, TR AT 0 7 MRS B 2 U, 6 LA, 15 7 R A7
BE:5 ME R A IZEZ] backendl.example.com, 5 M = MRS A S FEI—ME K,

QSRAE S RS SIBE IR A AR, ERFPLIEE T — DRSS a4, RIS, E2IZH BT
IR55a%. ARTCTEMMENTARSS 88 RIS IR, & iR WS 5 B e — MR SF Al (R A5 R

zone
[=2E zone name [size);
BINME —
4 upstream

T XA KR AR, IR AE TR Z A = B BRI RS, 2N mT DAt
AN X, ERXAE T, ReEfaE —IRK/NRIA,

i

HAEEEEN size NN, BHAXIMREXIBMNE, HETAR/NEE R/ N—H R FEIX IR
W B S,
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HEZE

fein

http_upstream BHRSZHR A N B &:

$sticky_sessid

5 sticky HHY remote_action —{HMH; M Lookup ZREUIHIIAZIE 1D,
$sticky_sid

5 sticky HH] remote_action —HfEH; FIEJCHTS R RIKAIIRSS &% 1D,
$upstream_addr

fefif B ARSSERAT 1P sibERISH [, B0 UNIX BUERTHIRAS, WRETFERGHIRBCR 172 MRS e,
EATIRIHBEE FE S 0 b, B4n:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

W EAEMN— MRS A E) S — RSS2 N E E 1) (HH X-Accel-Redirect EQETTOﬁipagﬁ giﬁﬂﬁ
WSk B R R AR SS ga sk H 8 5 5, Bl

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

QISRTCTRIERERSS A, XL BIRFIRT a4 1Y 2775,
$upstream_bytes_received

M LIRSS dHE R T 8, R B Z DERRERIZ SE S0, FEUT Supstream_addr 28R
ks

$upstream_bytes_sent

RIKF LIRSS A A8 REZ MERNEMIESTE S0, K0T Supstream__addr ZEEH I
j:JJ:O

$upstream_cache_status

{RAZVT AT N 2B A7 RS, IRASA] DASZ MISS. BYPASS. EXPIRED. STALE. UPDATING., REVALIDATED B{
HIT:

o MISS: TERAFHARIREIARL, 15 RPUL B LIRSS 25

o BYPASS: LA A7, 1R EHILBE LIRS 25,

o EXPIRED: 217 AYNAR. CLid ], 1) bR 55 de (& il Kk AR #T N A

o STALE: Z2AZAIMA R S 3, (B RIR BEEA R P, EEIRAM LIRSS 25 E RN A

o UPDATING: ZZA7 (MmN LI HA, (HAP RSB BEEG 7% P, (RIS IEAE EA T A _E IR 55 2 A 3T
o REVALIDATED: ZZA7HUMAN Eid 1], B E A ERIRIE, Tof M LIRSS 48 BT,
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o HIT: MM NETFEAHIREL,
WERERGIL BAF T AR E, NAZEIZEE,

$upstream_cache_key

Added in version 1.11.0.

HERTIE RN,
$upstream_connect_time

R12 5 LRSS A8 L IEFZ PR AL 2R IS (] I 18] ARD N B R 77, A=/ 9%, 7E SSL MBI T, &
TR FIEZR ANt E, ZNERIIN R FIE ST E 5288, BT Supstream addr 28 HRYHE,

$upstream_cookie_<name>

EiAR S5 AR 1E Set-Cookie WiV kT EX AR AIAMITEE A FRH) cookieo (XPRTFBRIG— MRS5S %M K H Y

cookie,

$upstream_header_time

TR M LT AR 5 B2 W e 7 Sk e 4 2 BRI D BF 1] DARD N B R A, BAAZERD R, 221N 2 IS 1]
ESHE SR, BOUT Supstream__addr 222 HHIHIIE,

$upstream_http_<name>

PRAZARSS Al N Sk 7B IA,:samp: Server WM Sk FEXAJ@IT $upstream_http_server AP mIREN, ¥
SkF B FREE N A B AR S DA $http_ RO KNS EAHIE, (NERIFER G — DRSS 23 i i H 1
SFBL

$upstream_request_method

Added in version 1.11.0.

T LiEERIIE R T, M9 7R HEAD %6470 GET BUIRE T prozy method I, ERIRES % F Ui lE K
TIEAT,

$upstream_queue_time

PRAFIE SRTE N —IRARSS 2t Z BTE S| WRAE R IS [R]; ISP DARD O B (R (7, R ZM iR, 2R
RIS B HIESTE S92, FMEUT Supstream_addr 28 & HHIHIIE,

$upstream_response_length

PRTF I AR S5 AR E I b (S s K AT N BN R R 22N I R E S A1 'E 52008, 281
F Supstream addr 22 EAHIHIE,

=

3.3. [FAEER 316



* Angie
Software

IhEEHEIR, lRA 1.11.7

$upstream_response_time

PRAF M LT AR 55 A R i o2 i A 2R AU RS ) BSH i) DARD R B AR (7, AR ¥R, 2P S AT R IE
SME S0, BLLTF Supstream addr 22 BEARIHIE,

$upstream_status

TRAF L IR S5 2 AR B i B RS T, 22 MR HRSRS FIE S E S 0k, ZKEUT Supstream._addr
L EPRHE, GERTCIRERERSS 4%, XL RIRSF 502(Bad Gateway) KA,

$upstream_sticky_status

KT SR AIRAS,
" T SRR LB A S R PER_E T,
NEW R SRR B
HIT A RS BIE R 2R R AR S s
MISS WA RS BRTE SR IER B A B R R PR AR S B

KEZMNERIIRESRHIESE 5288, MUTF Supstreamaddr 22 & HIHIIE,

$upstream_trailer_<name>

TRAE M L7 AR 55 s AR E I B AR FE Y B

Upstream Probe

BHEHCN Upstream SEERF 3@ BRI,

B E R

server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
fails=3
passes=3
max_body=10m

mode=idle;
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B

upstream_probe (PRO)

[=2F5 upstream_probe  name  [uri=address]  [port=number|  [interval=time]
[method=method] [test=condition] [essential [persistent|| [fails=number]
[passes=number| [max_body=size] [mode=always | idle | onfaill;

BRINE —
ETrx location

Rupstream HAHHEIRS S8 E X FMEFRN, XL FFAES upstream_probe 62 MM 1ocation
LR eHIEE prozy pass. wwsgi_pass FIRIFELIEE. Angie MRIEFEE NS ECE M _LiFHP S
M55 a I TIE K,

R AR S A3 0GR B2, ZEF| upstream_probe 15 MIFTA S L & DA E I H & AT £
(Y location b NI LFHIFTE S5, WIARSS #F@ RN, X IEprory nest upstream
Muwsgi _next upstream &5, PAMprozy set header o

BN, EirBAHEANFEXI (2one)s —4> L AT DABCE 2 TR,

U2

7RI PATEE A i

name

uri B INE prozy pass. wwsgi_pass FSEHIIER URL, ERIAA /.

port RIS K A8 Fom 5

interval R Z B EIRE. ERINN Bs.

method HRIMERE HTTP 751k, FKIAN GET.

test TEVERIAR ZAERI A, NS BRI FRTE, WIREEE A v 5
non, TR

essential MERIRE, MRS HIPIIEIRSTFERIE, TEERNZ B 2R % P fiE Rk &k
2

persistent HENSHFEENEH essential; £ ELEHEMMEB ZETIER TIEMN
persistent ARZ5ESICHT B SLidId AR BN AT 4ad aE K

fails (AR SS a2 N MRS SRS R EL BN 1,

passes HEARSS 288 N RS SR I KRB BIAA 1.

max_body Wi B TE SR R KR . BRIADH 256k,

mode R, BT IR S5 asAI IR :

o always —CIBARSS A IS AT ERIEA TR ;
o idle —R MR MA AR FE AR 55 #% DA K B B P iE SR DOk E 2T
interval MIARSS %5,
o onfail —{UIRMIMERERIARSS 25,
ZRINN always,
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IR

upstream backend {

zone backend 1m;

server backendl.example.com;

server backend2.example.com;

map $upstream_status $good {

200 mg0 e
}
server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=5s
test=$good
essential
persistent
fails=3
passes=3
max_body=10m

mode=idle;

RIMARIERITEAIME R -

o W), MRSSHAES HHEER * A * essential WIMZATASIEWE iR (QIREED
BTN LIRSS dFE I Z RO R R, NPT persistent #RM) o WERIEA RN, N

INNIRSS AR I e

o WHIARSSARECERT * AFA] * RIMEFNHE fails BIH, sERSIHAG KR maz fails BIE, A

HRSS deAMERE A SRR P miE K,

o BEAMERAIIRSS a3 EHRBON D ZERER), NHEER * Frf * RIAUEE] B passes

18; 25, EEmar fails B{E,

3.3. [FAEER

319




* Angie
Software

IhEEHEIR, lRA 1.11.7

HEE

fein

http_upstream_probe X FFDL FNEZL &

$upstream_probe (PRO)

MHIE SN upstream_probe FIFAFR,

$upstream_probe_body (PRO)

{Eupstream probe FARIHZIHIARSS SMAN IE S HK/NZ max_body PRl

UserlD

AP EIE SR PR AR cookies FZUNBIIFIIR B cookies I AN B2 & Suid__got M $uid set

HATIOF, ZEPLS Apache B mod uid HEELFER,

B E B

userid ;
userid_name uid;
userid_domain example.com;
userid_path /s

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
£S
userid

=27 userid on | v1 | log | off;

RINE userid off;

4 http, server, location

JE IR E cookies FIICTAEREIMY cookies:

on JE AR ERRA 2 [ cookies FIIEFIZULENHT cookies;
vi JE AR ERRA 1 [ cookies FITEFHZULENNT cookies;
log FEHILE cookies, fHJEAILRIZIREIN cookies;
off BEHIEE cookies FITERIZENN cookies,
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userid_domain

[E=2FS userid_domain name | none;
BRINE userid_domain none;
T http, server, location

ENXIEE cookies Fik, SE none B E cookies IR,

userid__expires

[=2E5 userid_expires time | max | off;
EINE userid_expires off;
ETx http, server, location

KB NI E8 N AR cookies FURTE, 28 max 255 cookie 72037 4 12 H 31 H 23:55:55 GMT” i
B, S8 off 2T cookie TENIE B UG EE RN T 8,

userid_flags

HIL userid_flags off | flag ...;
ERINME userid_flags off;
T http, server, location

WRSBEAZ off, MEX—PEZEZND cookies HIMIMIRE: secure, httponly, samesite=strict,

samesite=lax, samesite=none,

userid_mark

[E37S userid_mark letter | digit | = | off;
FINE userid_mark off;
NS94 http, server, location

MRSEA I off, WIJEH cookie FRICHLHIFFIREREFRICHI TR, ZALHIH TR R P iR IR
[EIN RN B R userid_p3p /8K cookies I HANTEl, FRidA] PUBEMIE TR (K K/INE), EFe”
=7 ?ﬁo

GRIRE ThRE, NPRHSEELE cookie HIIZ P IRFRIRITH] base64 FoRHIEE — MEFERF S#ATHEL
GREMNAILEE, M fERfEERIbRIL, I REN:samp: PoP SKEHTAIE cookie,
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userid_name

[E27S userid_name name;
BRINE userid_name uid;
T http, server, location
B cookie &FF,
userid_p3p
HIL userid_p3p string | none;
EINE userid_p3p none;
ETx http, server, location

BERY cookie A IXN:samp: PSP SkFERIME, WNRIEL L ENRIKIE none, NILEMIRN AL
1%:samp: P3P 3k,

userid__path
BiE userid_path path;
FINE userid_path /;
T http, server, location

EMIZ'E cookies FIHEIZ,

userid_service

1Bk userid_service number;
ERNME userid_service X4 Eify IP Hiil;
HSl5"4 http, server, location

WRBZ MRS (RSS) ZMFRIARE, MRy NARSS 2 EH B ) number PARALRZE P UmAR IR AT HY IHE
—M, XNFRRA 1 Y cookies, BRIMENE, MNTFRRA 2 1Y cookies, ERINMENHARSS 2:HY 1P Mk A&
ST ROANAS S s Ei )5 i NE

RETE
$uid_got

cookie FARMIFZENNTZ AR LT
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$uid_reset

R RIRENEEZFRFRAENE o, MFRFIMIRATHEHER, FNAKE log KR FBRTHEERRRF

FIE R E error loge

$uid_set
cookie ZHRANEIEIZE FURFRIRFT,

uWSGI

VP RIZIEL uWSGI ik55a%.

B E B

location / {
include uwsgi_params;

uwsgi_pass localhost:9000;

}

B

uwsgi__bind
[=2E5 uwsgi_bind address [transparent| | off;
HME —
R http, server, location

5] wWSGI ARSF 2510 HIN ERR EHEE R A TP HIkEFATAES 1, SEBETUE ST E, R E off
BUHM b —RBCEARARRT wwsgibind FELHIRER, RVFRGH BN ECAR 1P HUIERAIH I,

transparent SEAFE] uWSGI RS as 1 H Ul ERLJR B AEA R 1P Mtk a0, J5 8 % i ESL 1P H

HE:

[uwsgi_bind $remote_addr transparent;

N TS EAER, BEFENERA T BIRIZIT Angie TAF#RE, 7E Linux BARFREOXFEM, Eovan

BRIGE T transparent S8, TIEHRESN TN A CAP._NET RAW ReJl,

ik
2 M B AR 3R DAPEEOR B uWSGH RS dsBIMI 2 it o
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uwsgi__buffer_size

Bk uwsgi_buffer_size size;
EINE uwsgi_buffer_size 4k|8k;
T http, server, location

BT BN uWSGI IRSS asZ A N 55 — B 0 BRI IX RN, X BR300 & — D/ NI R Sk
BIANEIL T, I XRNET— NI, HYEF 6N, XA REZ 4K 8¢ 8K, {HAIDAETGE /),

uwsgi__buffering

HIL uwsgi_buffering on | off;
PRINE uwsgi_buffering on;
X http, server, location

JE FHERZERISR B uWSGI R3S &8 Wi K A 2% i,

on Angie RRM oWSGI A% N, R HLRTFE R Huwsgi buffer size
Fluwsgi_buffers L RBRIZMX A, [ F i IEFHATHIT: CHEBHH
ZMX SR IERE T &%, BHEER/NZuwsgi_busy_buffers_size BRHl, 0%
P DXRBE T, WA L3 TR0, FRAEE &0 8 A i — &R
Ire Bk, MFBELAUEERELNF TN, FMRBOT R IES, R0
TEIETRANAE, WIAT DOREE — & R A7 BIRE AL BRI IS S2 A vy B NI SO
Huwsgi_max_temp_file size Muwsgi_temp_file_write_size a1 Hl,

off M 7 12 W s 37 B 3825 % P 0o Angie DA™ BRER—RI%” BIIEIA TAE, AR
SR IPIX SE T 14N, M 4K SR IXIREEY 10 51 232 BRI, RN, a5
Wi B2 AT DA 22 X, Angie RJ DASEREBREVE, Angie — XA AMARSS 852 £L

BB AR/ D uwsgi buffer size 18R B, HH off I, :refiuwsgi limit_rate
M,

WA PAE IS 7E X-Accel-Buffering WA SkFEE LB yes” 8" no” K5 HEEEH %M, w] DA

Fluwsgi_ignore__headers 85 LIIRE,

uwsgi__buffers

JE27S uwsgi_buffers number size;
FINE uwsgi_buffers 8 4k | 8k;
T http, server, location

BT M uWSGI IRSS & 1R R A 2% i X ORI AR/, BER BN
BONBEIL T, X RPDET—PRF. BRYET600FE, XA RER 4K 51 8K,
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uwsgi_busy_buffers__size

[E27S uwsgi_busy_buffers_size size;
EIME uwsgi_busy_buffers_size 8k | 16k;
T http, server, location

HEARE uWSGL 55 as AR RLE L2 I, BRAENR R R 52 22 R RN R AT T 1808 P i A A0 1 )
R AR RN, RIS, FARAGZRM D R] FI TR, QNRAREE, I ] DRREER I B 2% rhE I ST PF AR

BONEN T, KNZuwsgi buffer size Muwsgibuffers 515 BRI IHIX A/ NFIBR ],

uwsgi__cache

181 uwsgi_cache zone | off;
LOWINIED uwsgi_cache off;
4 http, server, location

EXHTRAFHSEEAGFX IR, [Fl— XIS D2 DT . SEE SR,

off M b — 2Rl BARRRI AT

uwsgi__cache__background_update

B uwsgi_cache_background_update on | off;
EINE uwsgi_cache_background_update off;
ETFx http, server, location

ARVFEENIE B T IRRCR ERIS AR A7 I, (R RE I I 22 17 I NOR (11255 F i

B
ER, DHULVE 1 B A i BN A e

uwsgi__cache__bypass

ik uwsgi_cache_bypass ...
LN —
T http, server, location
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TE XA MR IRBU R R 26, AR FRF RSP E DA~ MENANZE BARET 07, MARNEFH
ARHRIE R

uwsgi_cache_bypass $cookie_nocache $arg _nocache$arg_comment;

uwsgi_cache_bypass $http_pragma $http_authorization;

Al PAS wwsgino_cache $&&—EEH,

uwsgi__cache_key

[E37S uwsgi_cache_key string;
HME —
Holi9"4 http, server, location

T SERAFHIBE, BN

uwsgi_cache_key localhost:9000$request_uri; J

uwsgi__cache__lock

[E27S uwsgi_cache_lock on | off;
BRINE uwsgi_cache_lock off;
T http, server, location

JEHE, —RARTF—MERKIEEIE REZIES uWSGT IR B RE TR IE vwsgi cache key FHPRIR

HITRAF TR [Al— 52 A7 T 2R A EL AR SRR S A Me B H ERAE 92 77 BRI T R R AR, B KSR
Bl wwsgi cache lock timeout I8 E,

uwsgi__cache_lock_age

Bk uwsgi_cache_lock_age time;
FINE uwsgi_cache_lock_age 5s;
TR http, server, location

WRE LS uWSGI RS 28 DAEFE R & e 2 WG — ME RIETE ER R AR 52, AT DAFEE—1
HREA uWSGI RS,

uwsgi__cache__lock__timeout

Bk uwsgi_cache_lock_timeout time;
FINE uwsgi_cache_lock_timeout 5s;
T http, server, location
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BB uwsgi_cache_lock KRR, I RIZIHHES, TERRHEALIRS uWSGT iRSS 48, (HIRNAN A2k
7o

uwsgi__cache_max_range_ offset

Bk uwsgi_cache_max_range_offset number;
LN —
T http, server, location

NFTHEEIERIZE MR (DTN, REEE W&, JEEIE R UEEE] wWSGI IRkSS
s, FF HWARN AR

uwsgi__cache_methods

=2ES uwsgi_cache_methods GET | HEAD | POST ...;
EFINE uwsgi_cache_methods GET HEAD;
£ http, server, location

AR PSR T IAEIAE 2 oI, MR R, "GET” MI"HEAD” J5iRIBAXUMINEISZRH,

I ERIEEEAN ], BiESRuwsgi no cache &%,

uwsgi__cache__min__uses

Bk uwsgi_cache_min_uses number;
EINE uwsgi_cache_min_uses 1;
ol i9"4 http, server, location

B2 /D UGHE KGR R A7

B

R TTBIRFEERZNGTT, FMRETF XN ERIES, FIRESECRAIMAIT N, E5%E
EEHERLF, BEILRSSE, MERETHS, REEHE0,

#/ik
B RAFERRE (B4 external-cache-purge) MR SCHE, (EASEE wwsgi cache_min_uses

s, ZIER B ERIP R R AIEIE RIS, AR E TS T RE S MR RE = AL S 52
[]I-'H]O
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uwsgi__cache__path

[E=2FS uwsgi_cache_path  path  [levels=levels] [use_temp_path=on |  off]

keys_zone=name:size inactive=time max_size=size min_free=size
y
manager_files=number manager_sleep=time manager_threshold=time
g g p g
loader_files=number| [loader_sleep=time| [loader_threshold=time|;
p
EINE —
Hol9"4 http

BRI NBEMEMS I, REBIRTEEXET, RFPRSUER R B MD5 BREHIZS
R

levels ZHUE SURFHIRRE G : N1 2 3, BIPGIRAAE 1 82 2, Blan, 1ELL NECEH:

‘uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT RS R R HR

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

RAFRIMNL B ST NG SR, RGEMmAZ . G SCHFZAE Al UBIERRIF SRS . (HZ,
THER, ERXAEIS, PR EN D XIFRGZAER], AT EmAIRIE, B, O
THEMGENE, FFFIFERIEN SR B AR RAE R — RS B,

G S B SRARYE use_temp_path SR E,

on WERB W HSEE HILE NE on, WKEHBSAEMNERN vwsgi_temp path 5
LRENHEFR,
off (BN S PE R ELRETRE SR A7 H 3

AN, FrE TS S BRI A BRI (E R AE I N X, PRI keys_zone ZELE., —
RF TR A] DAFERL) 8 T8, RAFTEIR I =N+,

£ inactive SEUFEE I B NAMLIT R HIZZEHEIE MEAZHMMBR, ToieHHr e an(a,
BRINE LT :samp:inactive BN 10 738,

—NRITREY o SRAFE PSR o R IR KRR RN RAF T AR GE_E BN T 2 R &, i
RN RS AT 23 TR, e M ER il fe D 6 R £ DAOE AT ZNIBR
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max_size e NAN ) F PN ETHIEN

min_free BAEAE X 25 L n] 2 R A &/ N E

manager_files —RIEH BRI e R 5 A7 TR
#RINE:100

manager_threshol FR—IEAAIE[A]
BRIMHE:200 ZFD

manager_sleep IR AR (AN )
ERINE:50 ZFD

Angie B3 —¥E, REEE—DRIFREY ** BB ** R, TR EXF RS BRI A7
BARRIE EMEE G A7 DX, It DUEARTT AT,

loader_ files — RGP INEN B RS A7 AL
EIME:100

loader_threshold PFRiill—RIEAHIHTE]
BRINE:200 ZFD

loader_sleep IERZ AR FFE (E R )
ERINME:50 =/

uwsgi__cache__revalidate

Bk uwsgi_cache_revalidate on | off;
FINE uwsgi_cache_revalidate off;
£ http, server, location

JA R If-Modified-Since Fl If-None-Match SkFERMY &1/ SR B 3T 46 UF ist HA Y 22 (7 T,

uwsgi__cache__use_stale

A uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

EINE uwsgi_cache_use_stale off;

T http, server, location

W ETEMREETE i o] DA IS A 2 F M N, 2352 ES uwsgi next upstream F5HISELVLEL,

error GRERTCTRIESRE uwsgi ARSS ARACBIIE K, W AL VF(E A BRI 22 A7 M L
updating B ANZ R, WSR2 AT IEAE BT IR R A MR, AR PFEE . 3X AT DARORRR & Hl

/D BT A BRI uwsgi ARS525A9 17 [FITEL

AT DAECFR AR Sk A 5 FH 68 PR S 2 A7 P, e 22 3 B U i RO BN :
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o Cache-Control kFEM stale-while-revalidate ¥ fi& FUIFAE 2 B (0 £F 58 i BHA 5% 77 e . B { FH

‘Ho

e Cache-Control SKFEXMY stale-if-error ¥R SOV & AL BRI 88 3 HAR 22 77 i 1

#HiE
T TERI LR T IR BIE L 2

H T EHEFT BT T EN R IR E IR DX uwsgi ARSSBFIIEKEL, 7T AMFEH wwsgi cache lock 6%

uwsgi__cache_valid

Bk uwsgi_cache_valid [code ...] time;
EINME —
X http, server, location

SR RIS BB, B4, AR

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 404 im;

NACHES 200 F1 302 BN IRE 10 S 8PIETE, NARES 404 RN IZE 1 28 1F,
WA G E B A7 I TR,

uwsgi_cache_valid 5m;

WAYEEAZ 200, 301 F1 302 MAIRY,

A, ATCMER any ZEUdEE R AFAEMINN:

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 301 ih;
uwsgi_cache_valid any im;

B 7 S AT DA BTENIR S P B, TIOR8 TR S W BB 12 I,

« X-Accel-Expires SKFBRAFDIN BN IR BENAI N (% A2 IN TR, (B 0 ZAFHMAR AEETE, WNFRMEDL @ Al
2013k, MIZEH Epoch DSRAVAEXS IR (DRI EANT), Wi AT DAZR A7 B (Al

o WAL AHE X-Accel-Expires T, MEZIFSEH Expires B{ Cache-Control SkFHHE.

o Hif Set-Cookie SkFERAYNAN KA X HEAT,
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o WARKE " 1) Vary SkFBRIIMN A RS WET, A HAMER vary Sk BRI R 7E % &
MR TE R L F BB 0L MR A7

AT A A wwsgi_ignore headers Y8 EEF X IX e SL 2 B HR I — DL Z NI AL B,

uwsgi__connect__timeout

181k uwsgi_connect_timeout time;
FINE uwsgi_connect_timeout 60s;
£ http, server, location

TE X uwsgl RS5 AR IERATEN IR, FETRAR, M@ N R~ eEd 75 7,

uwsgi__connection_drop

Bk uwsgi_connection_drop time | on | off;
FINE uwsgi_connection_drop off;
Holi5"4 http, server, location

P B Y ARBRAR 55 B R 5T b I RREk A PT @ DELETE 1 MEHFF R BREAR I A K AR RTINS, 2 AR
FNZIRS5 A I %

AR PR SS AR R — DI E T NFIFR, SRR 1k,
& time J3HERLZ L BN BEN on I, ERCR LRI,

uwsgi__force_ranges

[E227S uwsgi_force_ranges on | off;
EINE uwsgi_force_ranges off;
T http, server, location

Teie uwsgi RS ERAINIR R FFTE Accept-Ranges 2B, B 9K H XRS5 2517 AR G2 A7 e 2 f A
FHEHEIS R,

uwsgi__hide__header

18 uwsgi_hide_header field;
L NN —
T http, server, location

ERINTEOL R Angie N2H uwsgi ARSSERMAM LT B Date. Server. X-Pad 1 X-Accel-... f&i#
2R P Vit uwsgi__hide__header B EANSTHRIEN M TR, M, RFERFEIETE, 7] A

. A
Fuwsgi_pass header 6%
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uwsgi_ignore_client__abort

Bk uwsgi_ignore_client_abort on | off;
LNz uwsgi_ignore_client_abort off;
T http, server, location

WAAE 24 P PE RS R S A TR 0 R ORI RE N, A RS uwsgl MRS AR,

uwsgi__ignore__headers

Bk uwsgi_ignore_headers field ...;
EME —
ETx http, server, location

ZRHXN kA uwsgi R 55 &5 f 55 26 7 Sk = BE R AL B, BT DA ZBE DA R 5% BE:X-Accel-Redirect.
X-Accel-Expires. X-Accel-Limit-Rate. X-Accel-Buffering. X-Accel-Charset. Expires.

Cache-Control, Set-Cookie Fll Vary,
QRERAREEH], BRI S BORE 28 DU R RCR:
o X-Accel-Expires. Expires. Cache-Control, Set-Cookie Fll Vary WEMN 7 S
o X-Accel-Redirect HITEFEE URI HIPNHSE E 7]
e X-Accel-Limit-Rate iﬁ%rﬁ%)ﬂﬁﬁ%ﬁﬂﬁ@m@%%m
o X-Accel-Buffering /o FERES AN 2% 1,

o X-Accel-Charset BN TR T4,

uwsgi__intercept__errors

Bk uwsgi_intercept_errors on | off;
EINME uwsgi_intercept_errors off;
T http, server, location

FE RS R T EEET 300 A uwsgi ARSS A R N IZAEIBLE 5 i, @ PHEBOFEE RS Angie DAL
ﬁﬁ Error__page *Eé\j&fﬁ%fﬂo

uwsgi_ limit_rate

181 uwsgi_limit_rate rate;
BRINME uwsgi_limit_rate O;
ETx http, server, location
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BRAIM uwsgi JRS5ESIREE R ANEE, rate MM EGEE; 7] DM HZE&E,

0 SER R R A
wHik

BRAIZAZIE R ILER, FIAIER Angie FRHTHFMANE] uwsgi (kS5 as B, SRR e RHHY
P, BRHMAESS R B uwsgi ARG AN 20T AR,

uwsgi__max_temp__file_size

Bk uwsgi_max_temp_file_size size;
LOWINIEN uwsgi_max_temp_file_size 1024m;
H 94 http, server, location

YIFHRE uwsgi ARG ESHUNN 2% 0 B, A1 SREEANNA R AIE S wwsgi buffer size Mluwsgibuffers 8%
BB, W0 R — 5553 AT PRZ RGN S, AR B IRN SRR AR RN —IRE Al
NAEREAR R/ N wwsgi temp file writesize TR B

0 SRR B S i E I SR

#Hik
IR AE TR 7 s B2 AIa R,

uwsgi__modifierl

Bk uwsgi_hide_header field;
L NN —
4 http, server, location

ZRIANTEN R, Angie 24 uwsgi ARSF AR H Sk FEE Date. Server. X-Pad Fll X-Accel-... fEIE%
% FUfi, uwsgi_hide_header fEX BN SWLIBNHMFER, MR, WRFERVHMEHTE, 7] PAE

; B A
Fuwsgi_pass _header 8%
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uwsgi_modifier2

Syntax uwsgi_modifier2 number;
Default uwsgi_modifier2 0;
Context http, server, location

Sets the value of the modifier2 field in the uwsgi packet header.

uwsgi__next__upstream

[E=2FN uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

PRINE uwsgi_next_upstream error timeout;

4 http, server, location

FEEAEMBEAT L T BRI RAZ LS upstream HAE S — MRS

error RAVERAETR, I RAGHHE IR B B Sk e 1R
timeout FEGRNTIERE, (L5 RIS Sk 1 18] 4 A2 B
invalid_header  ARSS&SIR [B]Z i N BY TR0 K ;

http_500 25 8 IR B RS 500 HYRE R

http_503 ARZS AR ERAD A 503 AN ;

http_403 ARSS ZRIR [BIAAS N 403 HIMA R ;

http_404 ARSS BB EIRES A 404 MR N

http_429 ARSS BB EIRED T 429 MR R

non_idempotent JEH, WIREL M LIRSS 28X TIEXK, WA A 1E%5F 751% (POST.LOCK,
PATCH) WIERIZ B4 H — MRS 48, B HLSET A E IR K,
off 2 P M 7 2% 1 81 S

#HiE

RLIZ B, N ERRIAE PR ARERINAER, A ATRERE KGR N — MRS a5, R B, 4R
RN AR I A A A A SR IR BN, WITETA B R N,

RIS T AT 2N 5 IR S5 A s AE B A i 220
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error WEAP AN 2R, BMEARTERS S HHHEE
timeout

invalid_header

http_500 {XAEFE L HHEE I A B A R 245
http_503

http_429

http_403 TKIER LRSI 2

http_404

REERARIBL S — D ARSTas AT DAs 2 100 M A AT RRA

uwsgi__next__upstream_timeout

Bk uwsgi_next_upstream_timeout time;
ERINME uwsgi_next_upstream_timeout O;
X http, server, location

BRAA] DLRFE SR AZ1828 T — > ARSS asHIRS AL

0 S I FR

uwsgi__next_upstream__tries

HIL uwsgi_next_upstream_tries number;
LONINIED uwsgi_next_upstream_tries 0;
4 http, server, location

BRAIFF R G T RS SRR REZ IR EL

0 R RR ]

uwsgi__no__cache

Bk uwsgi_no_cache string ...;
LNz —
ETrx http, server, location

T ARG N PRI BIRAF B S MRFFFRS P EDE —MEPNBHAFT 07, WA RFNR:
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uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

uwsgi_no_cache $http_pragma $http_authorization;

Al A5 wwsgicache  bypass 52—k,

uwsgi__param

Bk uwsgi_param parameter value [if_not_empty];
BINME —
T http, server, location

RENAEEL uwsgi RF5aISE REMUUEXA, ZRNMHHAS, HHMNE S0 ERAE X

uwsgi_param fEN, IXLEFESA M E—RBL ELR K,

FRIfE CGT INEAS & NAEN uwsgi Skt 1S AT TR RN uwsgi_params X

location / {

include uwsgi_params;

GUSR(EM if_not_empty fEEHES, MUY SEUAE N NZEINA R S EUL B LIRSS 5

uwsgi_param HTTPS $https if_not_empty;

uwsgi__pass

[F=27N uwsgi_pass [protocol:/ /] address;
HME —
EFx location, if in location

B uwsg RSG5 asAIPPANtbE, fENPNY, ATDHERE uwsgi B suwsgi
uwsgi)o HEHERT DAFEE IR B TP ikt PAA i 1 -

(ZZ4 uwsgi, #T SSL iY

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

BE RN UNIX BERFIRE, E8IA wix ZEHHE SHHEXR:

[uwsgi_pass unix:/tmp/uwsgi.socket;

R TN 22 sk, AT i ECR: DAR 75 SN, RS, bk mT DA 55 a4t
SHREVTDEEZR, EXMEIT, R E A, WRIERIR IS SFH PR ZAATR, W

BARERE, WFEH resolver HARE
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#HE

WRTEH A B ERHLAYATSEAY location H4EE T uwsgi_pass (4l location /name/) , Jf
Hoauto redirect 38BN default, WA EIHFLHIE R HETA (/name -> /name/),

uwsgi__pass__header

[F27S uwsgi_pass_header field ...;
EINE —
Hol9"4 http, server, location

FVFRFIEAGZEINT ST BN uwsgi IS5 a3 (& 18257% 7 Ui

uwsgi__pass_request__body

[E227S uwsgi_pass_request_body on | off;
EINME uwsgi_pass_request_body on;
T http, server, location

FBRES W FEEIE RIKEBLS uwsgi RS 88, BIESMuwsgi pass request headers $6%

uwsgi__pass_request__headers

[E27S uwsgi_pass_request_headers on | off;
EINE uwsgi_pass_request_headers on;
T http, server, location

Je FH R R IR 4A T SR SL BB IR LS uwsgi ARG #8. B1ES uwsgi pass _request _body F6%

uwsgi__read__timeout

[E=RFS uwsgi_read_timeout time;
LOWINIEN uwsgi_read_timeout 60s;
ETFx http, server, location

TE XM uwsgi ARG58RI R BN IR [R], I (X AE OO SL BRI E Z IR B, TR TR
AUfEs, WIER uwsgl AR5 ARTELLI RIPAREHEMAE, MHERSRBIEH,
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uwsgi__request__buffering

[E27S uwsgi_request_buffering on | off;
BRINME uwsgi_request_buffering on;
T http, server, location

JE R B EE 2 P i 1 SR AR B

on AR RIEE uwsgi IRSFEZ AT, MAFIHFER I ERIE.
otf T RSN S B R R E] uwsgi HRS5 8. XA, IR Angie EETFHA
RIEERIE, MERTIEEEE] N — RS 25

M HTTP /1.1 B Rgmig AOR R AGTE SRR, TCITe B, TERIAECR Bz,

uwsgi_send__timeout

181 uwsgi_send_timeout time;
BRINME uwsgi_send_timeout 60s;
94 http, server, location

B uwsgi IRFFaSEHIE RGBSR, BN XEMRESE NRIEZFIRE, MARHTEMER
HIfEs, WIER uwsgl RIS AL IR AR, MBERSR B,

uwsgi_socket__keepalive

HIA uwsgi_socket_keepalive on | off;
ERINME uwsgi_socket_keepalive off;
TR http, server, location

BLEE| uwsgi ARG a0 HUEZERET " TCP keepalive” 174,

of f NGB T, ERFHHRERENIRE,
on NERFEMH SO KEEPALIVE EHFYED,

uwsgi_ssl__certificate

Bk uwsgi_ssl_certificate file;
HME —
HSl5"4 http, server, location
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f&E — PEM AAXANEFR M, HTRZ RN uwsgi IRFEFHATHMIUE, AR DI HZE SR,

uwsgi_ssl__certificate__cache

1Bk uwsgi_ssl_certificate_cache off;

uwsgi_ssl_certificate_cache max=N [inactive=time] [valid=time];

FINE uwsgi_ssl_certificate_cache off;
HSl5"4 http, server, location

AR, T R SSL I M.
Bl FBH

max —RERFHFHIRATTRYEE, HEAREN, FLEDMER (LRU) BTTRRFBIEER,
inactive —& MILRIEARBII IS HASERAIIS A, BRIAN 10 #D,

valid —& XEMFTLRPM AN EROF ] BRI R, BN 60 #b. FEMIRZ )G, UEHRHEH
I EFrRIIE,

off — XML,

aNIE

uwsgi_ssl_certificate $uwsgi_ssl_server_name.crt;
uwsgi_ssl_certificate_key $uwsgi_ssl_server_name.key;
uwsgi_ssl_certificate_cache max=1000 inactive=20s valid=1m;

uwsgi__ssl__certificate__key

Bk uwsgi_ssl_certificate_key file;
LN —
4 http, server, location

EE—T PEM SRR HAH, HATMZ20 uwsgi IRFSHIET S RIIE,
A DAFEEMH engine: “name ™ :id RAE XM, XM OpenSSL 5% name HFINEEEGIEE id I,

A DIFE7EME store:scheme:id RAVE LR, FHF M OpenSSL 12 IEMEY URI /7% (40 pkesll) il
HEHGET id B%H,

XEAL ] DA IS &

uwsgi_ssl__ciphers

B uwsgi_ssl_ciphers ciphers;
EINME uwsgi_ssl_ciphers DEFAULT;
Holi5"4 http, server, location
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FEE LA uwsgi IS5 ZIEE KNG HRMEEN, MEEMLL OpenSSL FEFEARAAE 4G E,
INEBEYREBUAT 2250 OpenSSL iRA, AIPAf#H] openssl ciphers i EFTEESIK,

i

fiiH OpenSSL B, uwsgi_ssl_ciphers 5% FHECE TLS 1.3 WINEEMS, ZEH OpenSSL &%
TLS 1.3 INEEH:, B uwsgi ssl_conf command 182, ZI8S BN RS SSL BL & I,

e {E LibreSSL A, TLS 1.3 % EM 7] DA uwsgi_ssl_ciphers BLHE,

o f£ BoringSSL W1, TLS 1.3 INEEFEETIFEEE,

uwsgi__ssl__conf__command

B uwsgi_ssl_conf_command name value;
ENE —
Holi9"4 http, server, location

ES52Z 2N uwsgi IR S ENJERERNIZ BT OpenSSL BLE M,

#Hik
M OpenSSL 1.0.2 B @A SXHFI%1E. EAE OpenSSL HELE TLS 1.3 fIEEMF, HEHM

ciphersuites o

A DATER — KAl 5 & 2 1 wwsgi_ssl_conf command 1652, 2 HAX Y Y 57 5% A E X
wwsgi_ssl_conf _command 5N, IXEEFESA M E—RECE YA,

B
THER, BEREENIE OpenSSL FIRERSBUEIMT A,

uwsgi_ssl_crl

JERFS uwsgi_ssl_crl file;
EINME —
T http, server, location

fEE—1 PEM fEFRIM#IES (CRL) SXfF, MTRIE Z2H) uwsgi IRFFEFAIIETS,
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uwsgi_ssl__name

[E27S uwsgi_ssl_name name;
LNz uwsgi_ssl_name “uwsgi_pass W EH L
T http, server, location

ARFEERTEIE 220 uwsgi IRFSHFIE TR 284K, DANAES L2 uwsgi MRS A& IERER @
I SNT L% RS 44 FR.

FINEO R, [ uwsgi pass Fa2HHIFENH.

uwsgi__ssl__password_file

[E2FS uwsgi_ssl_password_file file;
HME —
4 http, server, location

fEE - MUEEH DK, BPOLRME 1T, MEEHRRZREDL,

uwsgi__ssl__protocols

B uwsgi_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
LONINIED uwsgi_ssl_protocols TLSv1.2 TLSv1.3;
94 http, server, location

JE R 22H uwsgi ARS5as & IX TR N FH AR E PR

uwsgi__ssl__server_name

Bk uwsgi_ssl_server_name on | off;
ERINME uwsgi_ssl_server_name off;
X http, server, location

JEHSEERHTES %4 uwsgi RS AEIERN, @i S84 irdE s TLS 78 (SNI, RFC 6066) &
iiﬂﬂuwsgz;sslinanw BB IIARSS A FR,

uwsgi_ssl__session_reuse

BiE uwsgi_ssl_session_reuse on \ off;
EFINE uwsgi_ssl_session_reuse on;
Holi5"4 http, server, location
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WEMLSZE® uwsgi RFEBEBEBNZGAILLEH R H &P
B”SSL3 GET FINISHED:digest check failed” 1%, EZIRZEHSIGE,
uwsgi_ ssl__trusted__certificate
181 uwsgi_ssl_trusted_certificate file;
L NN —
ETrx http, server, location
FEEEE PEM UG CA MBI, HTRIE Z2H uwsgl ARG ARATIES,
uwsgi_ ssl_ verify
Bk uwsgi_ssl_verify on | off;
LONINIED uwsgi_ssl_verify off;
o4 http, server, location
Je HEEEH uwsgi ARG A UETYEIE,
uwsgi_ssl__verify__depth
Bk uwsgi_ssl_verify_depth number;
PRINE uwsgi_ssl_verify_depth 1;
4 http, server, location
WHE uwsgi MRS SFUEBHERI I TIERE,
uwsgi__store
=275 uwsgi_store on | off | string;
ERINME uwsgi_store off;
£ http, server, location
Ja RSO R B
on 5 alias Broot F5XF BLAYBRAR R SO
of f SR SR
Al AR RN string BAIRE X4
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‘uwsgi_store /data/www$original uri; ]

SCAFROE LI TRARFEFZ UL EIRY Last-Modified WA k¥ BRI B, WM B /5 NI S, 2R 5 B 441%5C
o I SCPFFIFRF AR AT DUBAE AN R B SR RGE L B RIE TR, ERXAEIL S, XIFRAEM NSRS
Z AV, T ASZ AT RR T R B A A 18R I VO THEM e A, (RAF SR wwsgitemp path
TEL I BRIRN S B R RAER — X RS L.

A2 AT T AR S A ] 2SR AR A, il :

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

uwsgi_pass backend:9000;

uwsgi_store ;

uwsgi_store_access user:rw group:rw all:r;

uwsgi_temp_path /data/temp;

alias /data/www/;

uwsgi__store_access

Bk uwsgi_store_access users:permissions ...;
LNz uwsgi_store_access user:rw;
T http, server, location

B QIR SN B SR BT RAER, B :

‘uwsgi_store_access user:rw group:rw all:r; ]

GRERFETE THEAT group BX all VIMRIAXER, TIAT DA FH P AR :

‘uwsgi_store_access group:rw all:r; ]
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uwsgi_temp_file__write_size

Bk uwsgi_temp_file_write_size size;
EIME uwsgi_temp_file_write_size 8k|16k;
T http, server, location

YEHRKRE uwsgh ARSS o B0 RS2 S N SN, BRI — RS ANIEi SCH IR RN, BRIATE
MR, KAWNZuwsgi buffer size Fluwsgi buffers &2 B ERIPNGZMHDXBRE, I SCAFR AT B R K/

Huwsgi _maz_temp_file size 18R B,

uwsgi__temp__path

[F=27N uwsgi_temp_path path [levell [level2 [level3]]]’;
ERINME uwsgi_temp_path uwsgi_temp; (%féﬂXﬁ%qi MRS --http-uwsgi-temp-path)
T http, server, location

TEXHTAEMN uwsgi IRFFaSREIEIBHRRVIRI AR E SR, EfEE HR M2 ] MERA = HRE
REERE, B, A NECE

‘uwsgi_temp_path /spool/angie/uwsgi_temp 1 2; J

(e S A AT REAN R R

/spool/angie/uwsgi_temp/7/45/00000123457

BiESMuwsgicache path T&8LH] use__temp_path SEL,

HTTP/2

TR HTTP /2 M52+,

Y MNIRACRDAT RS, BOA MR A, N --with-http_v2_module MEIEIIE HE,
R B BATCENKERMGEGY, xR E S ERE,

B E =B

server {

listen 443 ssl;

http2 8

ssl_certificate server.crt;

ssl_certificate_key server.key;
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#HE

EIER, B TLS #% HTTP/2 EHFE" NAHBWE” (ALPN)TLS ¥ BXFE, ZUIEEM
OpenSSL 1.0.2 RRASFF 4R,

W ssl prefer server ciphers Fa BN E on”, MNECEZ S EMF DIFFE REC 9113 [k A B4
F HA R SR

BS

http2
HIK http2 on | off;
ERINME http2 off;
TR http, server

B HTTP /2 Hhi,

http2_body__preread_size

1Bk http2_body_preread_size size;
EINME —
LT http, server

BB MERIEIMXOR/N, RIS R Z AT, THRARA] PURTFAEIZ R X A,

http2_chunk_size

B http2_chunk_size size;
FINE http2_chunk_size 8k;
Hol9"4 http, server, location

BB R AR 73 BRATERE FR RN (EI RS SBCE @RI, EIE S S i T POKEHEE mzinit ek
%go

http2__max__concurrent_pushes

H 1.2.0 AT,

B http2_max_concurrent_pushes number;
BRINE http2_max_concurrent_pushes 10;
TR http, server
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BRAIER LS R,

http2__max_concurrent_streams

1%/213 http2_max_concurrent_streams number;
FINE http2_max_concurrent_streams 128;
X http, server

WEERETIF A HTTP /2 s REE,

http2__push

H 1.2.0 AT,
Bk http2_push uri | off;
EINME http2_push off;
T http, server, location

BIERIE (X)) MHEE uri AUTER, BRI TE RN —E A 1K, RSN A 4 B AR

URI, f5140:

http2_push /static/css/main.css;

uri EHA] AR SR,

AIDATE[R — P B AIHEE 2 hitp2 push 682, off ZEEUHM L—RECEMARN) hitp2 push F5LH

R

http2_push_preload

H 1.2.0 lRAFH.

HIL http2_push_preload on | off;
EME http2_push_preload off;
ETrx http, server, location

JE R Link” MR SKFERFRHEER) PINEBERE B el 1% 15K,

http2_recv__buffer_size

181 http2_recv_buffer_size size;
LOVNIED http2_recv_buffer_size 256k;
4 http
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EBD TR B AR X RN,

HEE

fein

http_v2 BERSCRE DL NN E AL &

$http2

PIRTHI PR IA R

h2 FoRET TLS ) HTTP/2
h2c FORETHASC TCP ) HTTP/2
o AU Ry 23 i

HTTP/3

N FIMERIRE HTTP /3 WhSGLR:, RIS S/ BUR Prozy BB RS ECE R RERIRSS ds 1R

e proxy_http3 hq

e proxy_http3 max__concurrent__streams
e proxy_http3 max_table_capacity

e proxy_http3_stream_ buffer size

e proxy_ http_version

e proxy_pass

e proxy_ quic__active__connection_ id_ limit
e DTOTY quUic_gso

e proxy_ quic__host_key

4 MNIRAHAT N, EBRERIA S FREEH] --with-http_v3_module MJELIEITRIEHI,

TERE B CERRIFURBG T, ZERE U SERRET,

B ERB

http {
log_format quic '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;
server {

# AT ERFHREY,EW
# Xt http/3 Fn https {40 #3% 0
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listen 8443 quic reuseport;
listen 8443 ssl;
ssl_certificate certs/example.com.crt;

ssl_certificate_key certs/example.com.key;

location / {
# I T#EZ HTTP/3 Wy 7 &
add_header Alt-Svc 'h3=":8443"; ma=86400"';

ik
Mo

FIREANB TR,

AP, :samp:reuseport 1ETTH EE
. quic FERAAH IR,

TEIR, Eid TLS #52 HTTP/3 EEFHE TLSv1.3 MMEH, MMM OpenSSL 1.1.1 fRASTF4E ]

0-RTT XHRE OpenSSL 3.5.1 BEEMRA, 53, ATPA#FEA BoringSSL. LibreSSL B{ QuicTLS 3k

£ 1.29.1 A ZAT, TCilssl early date TEHIELNA, FICIEIEL OpenSSL JGH 0-RTT >HFo
X HTTP/3 1K, SRR E Host 3k, | $http_host LHAM :authority Tlk¥I4AK,

fEMRSS a5 ERT— listen ...

quic L HIEE. ATAHM listen

<

http3
[E=2FS http3 on | off;
BRINE http3 on;
o974 http, server

JEFH HTTP/3 Wl Pre,

http3_hq
HIL http3_hq on | off;
TRINME http3_hq off;
ol 974 http, server

JERTE QUIC EHA(EIENNL FrEEMEY HTTP/0.9 B,
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i
XAEB TR Z AR R L T T A /5 o

http3_max__concurrent_streams

181 http3_max_concurrent_streams number;
PRINE http3_max_concurrent_streams 128;
4 http, server

#tafk HTTP/3 1 QUIC &E, HiE —MNMERFIF AL HTTP/3 15K ER AL &,

http3_max__table_capacity

Bk http3_max_table_capacity number;
EIME http3_max_table_capacity 4096;
TR http, server

EARSS aERER 2545 B R,
ik

KW prozy  http3 max_ table capacity T&5 FAFRIRIER, NBREIR, 4 Jot A B2 A7 AR ) 30
DEMEASHEEA,

http3_stream_buffer_size

Bk http3_stream_buffer_size size;
FINE http3_stream_buffer_size 64k;
TR http, server

EMHTBEHE A QUIC MAYZEMX K,

quic_active_connection_id_limit

B quic_active_connection_id_limit number;
BRINME quic_active_connection_id_limit 2;
T http, server

&H QUIC active_connection_id_limit fEiZEIH, X2 A LAFIETENRSS a5 _EAYZERE ID AYRAEE
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quic__bpf
[E27S quic_bpf on | off;
EINE quic_bpf off;
R main

AR eBPF #&H QUIC R, BH)E, rPASZEr QUIC ERITR,

#Hik

ZAEAE Linux 5.7+ E3HF,

quic__gso
BiA quic_gso on | off;
EME quic_gso off;
4 http, server

JE R (E P o BRGEN AR L et 8 A A

/i
Al B 3EANAE 524 UDP_SEGMENT MY Linux 3234,

quic__host__key

[E27S quic_host_key file;
L NN —
T http, server

REMUE AT IE OIS E BN UE S A ER file SXOF. BRANTEILT, BHREHTANEN R 24K

—MBENLE S, A IRERERN SRS PEER,

quic_retry
B quic_retry on | off;
ERINME quic_retry off;
TR http, server
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JEH QUIC HibEIGUE YheE, IXBELE Retry BIEEE NEW _TOKEN Wit &iEH M, PAKKIETE
Initial R ARSI SR,

HNEXE

http_v8 BHSZFRF LA B R

$http3

PR A PR CAR AR

h3
hq

nn

HF HTTP/3 #E#
T hq 4
R 23 4

$quic_connection
QUIC EEZR35

XSLT

PR — NS IS, A — P XSLT AR XML Wik,

4 MIRARDAT R, BRI WAEA --with-http_xslt_module HEEIE H'E,

FERATHIAR i, X2

angie-pro-module-xslt HYJH7 FIFE (L,

SRR, HFEN—-DHN

angie-module-xslt

o}

#HiE

ZAEHEEE |ibxml2 F1 libxslt

B E R

location / {
xml_entities
xslt_stylesheet
xslt_stylesheet

/site/dtd/entities.dtd;
/site/xslt/one.xslt param=value;

/site/xslt/two.xslt;

B2

xml_entities

Bk xml_entities path;
EINE —
Holi5"4 http, server, location
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TEEFHTAFSEARE) DTD U S ERL B B, HTEORIER, BB e BT XML
FRAEIARIINBTER, IR, FEEM LTI XRISUF, SN XML 54, R R
FAFAK, Ban:

[<!ENTITY nbsp "&#zal; ">

xslt__last_modified

181k xslt_last_modified on | off;
FINE xslt_last_modified off;
X http, server, location

£ XSLT #45H1R] S R B8 46 MA B Y Last-Modified SKFEE, DMBET WA S 47,

BONEILT, SKFBgiisbr, O R Ay AR IR B ek, AT RERL &8 2R BT 3R B 5 JRAA I
ST B R ER 70

xslt__param

[F227S xslt_param parameter value;
EINE —
X http, server, location

JE X XSLT FEARISEL, [EHRAMN XPath RIAN, [HA] DAREEE, ZHFRELIBAEHERXRE, 7]
PAEF xslt__string__param *El‘/?"\o

AIAAE 2 xs1t_param 1655, WRYFTRANEAE X xslt_param Flaslt string param 3§45, NIXLE
EREM E— N ECE IR,

xslt_string__param

Bk xslt_string_param parameter value;
LN —
H 94 http, server, location

BN XSLT HARNFAFERSE, PR XPath RIXABRRE, EATAEESER,

AIAEZA xslt_string_param 62 WS YHIPANZA E L slt param xslt_string_param 582,
X EAE 2R _E— DB AR K,
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xslt__stylesheet

Bk xslt_stylesheet stylesheet [parameter=value ...];
IRINME —
o974 location

X XSLT FERRNHAIESE, FERIERCE R B,

ST RMEE, el UER: DRRFFHE 1T d, MRSEEE 7R/, NSO %3A7 It
b, libxslt ERGU SR FRETF PRI SEA 35 [ S 800G 1 SHERK, flan:

paraml='http%3A//www.example.com':param2=value2

SHRRAT DR SR, flan, BANSEATR DA D EEH R

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params
paraml="'$valuel' :param2=value?2

param3=value3;

A DHEE Z MERSR, BNTHZEE BRI IR

xslt__types
Bk xslt_types mime-type ...;
ERINME xslt_types text/xml;
X http, server, location

B FHAHEE MIME RBIRNE N 748, BRT text/xml Z4b, FFERE*” DLECET MIME 2884, 40
HgE 2 HTML Wiz, WE MIME 2B 8E MO8 text/html,

o0 HTTP BERSIIL T HTTP ARSS aspIAATIRE : WihE RS ath, BCEM TIEREEHIAE, 1§
PSSR, BCEEE M, S keep-alive JERZ DU E FRIE RN R ARk,

AR H AR T IhRE, ARV N S RMTER R ISR ENLE HTTP RS54,

B

absolute__redirect

[E=2FN absolute_redirect on | off;
BRINE absolute_redirect on;
ETFx http, server, location
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GISREEH  Angie %2 H I EEE [A)REZ AR 9

S g s . . . . BA
BiES M server _name_in_redirect Fport in_redirect &%

aio
[=2F5 aio on | off | threads [=pool|;
LONNE aio off;
o974 http, server, location

fE FreeBSD 1 Linux /& FEEEFH 20 S04 1/0 (A1O) HIfEH:

location /video/ {

aio

output_buffers 1 64k;
}

1E FreeBSD _E, M FreeBSD 4.3 FF4aR] LA AIO, 7E FreeBSD 11.0 ZHil,AIO A] DARFSTEEZEINZH:

options VFS_AIO }

B E N PIAZ RTINS RS A AN

‘kldload aio }

£ Linux b, MPZRRCA 2.6.22 TG AT DMER ATO, AN, JEFRZ)E M directio, 75 MRS 2 FH 2E:

location /video/ {
aio
directio 512;
output_buffers 1 128k;
}

f£ Linux |, :ref:directio RAEH T EU%E 512 FAFNFHIEE (AT XFS 7 4K), XIFRIARNTFRE
DABHZEARE AR, XN T 07 EIE RAHAEMN ST ST A6/ FLV 15 RWR bt 78 ST SLFIR B2 152
ARAFFHIE R R =%,

SFE Linux EFNEH AIO Flsendfile B, X RFBEET directio 162 HHEERDHISCAHER ATO, i
X TR N S EREE directio I E sendfile:

location /video/ {
sendfile
aio
directio 8m;
}

Ba, I PAGE 28R B A0 SXfF, A RFH2E TR
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location /video/ {
sendfile

aio threads;

}

BRHNUA A SR R 1l AZRRE, QNSRBI TIARR, W20 default” B, it tha]

DAfsE FH AR R

aio threads=pool$disk;

1

fEH aio on FHEMH --with-file-aio BLESEIHITHE, FH aio threads FEMFH

--with-threads S¥UHITHEL,

B, 28BS epoll. kqueue Fleventport JiiEFER. ZEBRIENHE Linux EZ32F,

HiEZ M sendfile $6%.

aio__write
181 aio_write on | off;
LONINIED aio_write off;
ETrx http, server, location

GREM T aio, TEERERHHMTE A, HEl, XMXIEMEM aio threads WARK, H HAMNRTEAE

B ARER R 55 A R WAL BSAE AT R S

alias
Bk alias path;
FINE —
T location

DRI B SOF 2, BN, (EAH DA N ACE:

location /i/ {
alias /data/w3/images/;
}

MNT /i/top.gif HIIER, KZIEXXM: /data/w3/images/top.gifs

path ER] DAELE &, HAEESdocument root M $realpath, roots

UEARAEM A IENFGAFUE I BAER alias, WNZENZOERN 0 EH/HZRA, I H alias N 5| HIXLE

FARA, Han:
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location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

v B VLACHE E A i 5 T 70 I

location /images/ {
alias /data/w3/images/;
}

BRI root 182

location /images/ {

root /data/w3;

}

auth_delay
[E27S auth_delay time;
BRINE auth_delay Os;
T http, server, location

FEIRAEHHR[A] 401 WA R AT RIARTZBOER, PARG L7 2 60 811k ah o BRI AR e B,

auto__redirect

[F=2FN auto_redirect [on | off | default];
BRINE auto_redirect default;
H 94 http, server, location

P ATSRALE AR A N B EE0E 7] 4T4:

location /prefix/ {

auto_redirect 5

TEIXE X /prefix HIIERSSEEEMEF| /prefix/o

{8 on TS HEEM], M of f 2B, BB N default I, ({CEN B Hapis prozy  pass. fastcgi pass.
uwsgi_passs scgi_passs memcached pass Wgrpe  pass RIRIE RN A ]F HEE M,

3.3. [FAEER 356



* Angie
Software

IhEEHEIR, lRA 1.11.7

chunked__transfer__encoding

Bk chunked_transfer_encoding on | off;
BRINE chunked_transfer_encoding on;
T http, server, location

AVFE HTTP/1.1 MBS, S 6E AR R E P EZSRAEA SR R Gm g, IX AT RE TR
M,

client

Added in version 1.10.0.

1F 1.10.1 RAR K EZEEH.

[E=2FN client { ... }
ERINME —
T http

O — RN client ERX, HITALEE Angie BATHUTHIAES HTTP 1EK, MEARINEE iRz 5,

client b RICRKE AR Angie BERIIRSS RS A REMRE, RVPHBTAOMER, fElt BT
o, HREE XA E (A e ATZ); ENJCIEEIMNE HTTP 15K 5, HeEEid PR SS as AL LA
77 A,

client EFXHT:

o TEACME BURAIEISFIE L) location @acme [AIUEMA NI LXK, AT LA Bk
BHTHUMNCE;

o fEDocker FEHLHIELTHE X HY location Q@docker_events il @docker_containers [A] Docker
APT KIXTER, AT DUE R (CRE AR )15 2 B TR NIC &

o @it upstream probe (PRO) MARBRARSS A4 T (R FEIRI;
o fE Upstream PEHLHE R remote_action Msticky learn BT,
XFFEZA client AVFEGNMRNNZD location ROHIBHIZE, XETRAMLEES,

TEFA client AHEEFFSMNHAEEF ZXA AN location HAKK, KihlzE, XHE N THAENTT
SRR client HUHEATHIBSERAVHMBECE (FIUNACME B Docker),

HEHZD client HIFARAKIL B HIRA:

client {

proxy_set_header Host docker.example.com;

proxy_set_header Authorization "Basic QWxhZGRpbjpvcGVuIHN1c2FtZQ==";
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location @docker_events {

location @docker_containers {

client {
proxy_method GET;
proxy_set_header Host backend.example.com;
proxy_set_header X-Real-IP $remote_addr;

location @health_check {

proxy_pass http://upstream-server/health;

#HIE

XEATMHEHSEM location HMHMEMIES, HEFR EHRAENELEES (40 js_content
Hautoinder) FZEBAIREE (Wmap), AN B EAEBIE RFES (41 upstream_probe) A AR,

TEHAMIE RAC TR B B3B8 (Q0limit_req. auth_request. try_files. EURIITERS. XSLT %) 7
IXBEAELEH,

client_body_ buffer_size

Bk client_body_buffer_size size;
FINE client_body_buffer_size 8k|16k;
Holi9"4 http, server, location

BB EUR P IE SRR R X RN, WISRIERIAK T2 X, MPREEANE SRR E 735 Al 2
e BRIANTEW R, BHMX A NETFHANNET, 7F x86. HAth 32 i FE x86-64 |, iX/2 8K, fEHAth
64 P F-A L, #HEE 16K,

client_body_in_file_only

Bk client_body_in_file_only on | clean | off;
LONINIED client_body_in_file_only off;
4 http, server, location
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HiE & S R RN P i i SRIRRE RIS, LR R TE VAR A, BRAE R FH $request_body  file 28
w8 Perl B $r- >requestbody  file FTIERFEH

on T SRACTE 5 A B sk s 44
clean FVFMBRIE SRAC TG B R RYIE R S

client__body__in_single_ buffer

[E27S client_body_in_single_buffer on | off;
LOWINIED client_body_in_single_buffer off;
4 http, server, location

W2 AR RN PRI SRR R AE B DRI IX . BAERE A Srequestbody ZERMMEILTE S, AR
D I IR R

client_body_temp_path

=2E client_body_temp_path path [levell [level2 [levelS]]];

FINE client_body_temp_path client_body_temp; (% 2T ) 3 3k I
--http-client-body-temp-path)

NS94 http, server, location

X7 R P mir SRR SRR H SR TR H % N ez Al DA =201 H SRR IRES K, BN, £
ARECEH

client_body_temp_path /spool/angie/client_temp 1 2;

e S AR A2 ] BEAN T

/spool/angie/client_temp/7/45/00000123457

client__body__timeout

HIE client_body_timeout time;
LOVINIED client_body_timeout 60s;
ETrx http, server, location

ST SCSEHE P i T SRR BN IR TR], AN (B PR SRR 2 [RIRT I I BRI, TS AT EENIH
SRR, AR P Im LRI R RAR AT, WIE SRR LA 408 (Request Time-out) IR 1L,
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client_header__buffer_size

Bk client_header_buffer_size size;
BRINE client_header_buffer_size 1k;
o974 http, server

BB R P miE SRR EM X RN, T RZHAEK 1K FHRRMPXHEENR T, H2, GRIERE
K cookie, BRH WAP % F i, WIATRETCIEBNE 1K Ho ARG RITEIE KL FERICEB ML
X, W5 ECH large client header buffers T8 ELE R E KEZMIX,

GUSRAE server PAHEE G, WIAT DAREHIBROAIRSS SRAU(E, TRIEIES BRI a1 e #o0.

client_header_timeout

181k client_header_timeout time;
FINE client_header_timeout 60s;
£ http, server

T SCBEREEE v i SR SRR I IR [, 41 SR i CE L N ) PR AR N SRSk, T SRAKF A 408 (Request
Time-out) FHIRZ L,

client_max_body_size

B client_max_body_size size;
FINE client_max_body_size 1m;
Hol9"4 http, server, location

BB A SRR R AR RN Q0RIE R BRI IS B B AME, A% P iR [E] 413 (Request En-
tity Too Large) f515. IETER, WYEARTCIEIEM BRI R,

0 SRR AR PR SRR RN

connection__pool_size

Bk connection_pool_size size;
EINE connection_pool_size 256 | 512;
T http, server, location

ARV S NERNNGEI I HAESAERERTZIIRD, EH AN, BIAEIT:
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256 (F°17) £ 32 piF& |k
512 (F) 1 64 P& E

default__type

HIE default_type mime-type;
EIME default_type text/plain;
ETrx http, server, location

BN FIERIA MIME 2884, SR R4 5] MIME SRR AT DAEE R types 16018 E

directio
=275 directio size | off;
LOVINIED directio off;
ETrx http, server, location

FEEUCK T o T AN, JB A 0_DIRECT #Ri& (FreeBSD. Linux), F_NOCACHE FRi& (macOS)
B directio() PR¥Y (Solaris) MM, ZIEL 2 HMNEERAEE R sendfile . BIWAHTHRHEEKZ
(G

directio 4m;

B AF Linux A aio B,

directio_alignment

K directio_alignment size;
EINME directio_alignment 512;
Holi5"4 http, server, location

W& directio BN FF 7o TERZEUBN T 512 FHXNFFHUEHR T, HZ, 78 Linux NMEH XFS I, 7%
R HIINE] 4K,

disable__symlinks

[ER7S disable_symlinks off;

disable_symlinks on | if_not_owner [from=part];
EME disable_symlinks off;
4 http, server, location
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B CEAT T SCAEIR AN AL AT 5

off VPR HRITT SHER AT E, XREIMTN.
on QIR ESAR T AR o AT S5 1, MR AR A% S

if_not_owner GNERBE R AV AR 0 21T 5 3R, HiZhkE 5 HAsm N R BA TR
&, WHELT A%,

from=part TERG BT 5 REE I (725?5( on if_not_owner), B ESKENERISHBE T,
A DUEIHYMEE from=part ZECRBI X BLAIAER 2 AT SHEZRIRE, 1E
IXAMEOL R, IXNFEERIRER 7> Z JE BB IR AR s Rk AT S,  GHR1%
EN BB A ARG ER 7, MR e B, MERAREIEE S —
Feo WNFRIZ(ES XA R, WA ER SiEE, SEUEH A DIEHZ R,

B

disable_symlinks from=$document_root;

HIEAEEA openat O Fl fstatat O #HAMRS LT H, R AGEIEIRRAR FreeBSD. Linux
1 Solaris,

Bh
on fl if not_owner SEISEHINAFETT4Y,

FEASHFHUNERTHTT HRWRS L, #ARESHEE TN AT R AN B R B A BBUR.

#HE

AutoIndexs Random Index F1DAV FEt H i 2R HIES,

early__hints
Bk early_hints string ...;
ERINE —
X http, server, location

€ SR 103 Early Hints” WM B85 FURIIGRMT, WRTFFBRSEED —MERNEHAET o, N
R Y M -

map $http_sec_fetch_mode $early_hints {
navigate $http2$http3;
}

server {
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location / {
early_hints $early_hints;
proxy_pass http://example.com;

error__page

[F=2FN error_page code ... [=[response]] uri;
LN —
o974 http, server, location, if in location

TE SRR E SRR TR URL, wri {ER] AR &

Nk
error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

X2 FENEREEFIZHEE R wri, FEREZ P ImIE KT IEE BN GET” (N TER"GET” MI"HEAD” Z 4N
FRET575)o

AR, FTBAFERIZRAEL =response HYTETRRFANL AN B HBON 55— MKHY, Bil4n:

error_page 404 =200 /empty.gif; }

QNSRRI N B IR S5 88 51 FastCGI/uwsgi/SCGI/gRPC IRFS#¥A0TE, H HIZ RS %8 vl AEIR [ AN [F] (1)
W N AES (1140 200, 302, 401 B 404), NI A] A& TR B AR

error_page 404 = /404.php; }

QnSRAEN R EE AU A TR B 2L URL A5 7%, AT AR IR BRI E] a4 ) location:

location / {
error_page 404 = @fallback;
}

location @fallback {
proxy_pass http://backend;
}

ik
GURAEACTE uri JAIR A ZEREIR, 2R B 5 2B BB TR AR A B3R [ 258 7 it
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W] PAEA URL EEE A TH IR AL FE:

error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

TEIXFREGLT, BRAEGL T 1A% R [EI e S ARS 302, ‘& HRE B SO B E Al . AAS 2 — (301, 302,
303, 307 F1 308),

etag
[=2F5 etag on | off;
EINME etag on;
Holi9"4 http, server, location

JE FEEE R N S B B 2R K ETag MR SK T B

http
[E=3FS http { ... }
EINE —
T main

TREECE S B RSE EHATEE HTTP AR5 a5,

if_modified_since

[E=2FS if_modified_since off | exact | before;
EINE if _modified_since exact;
T http, server, location

FEE QA B B LI ] 5 Tf-Modified-Since 1Rk FBHAIIN AT bLAL:

off e B 4G 2N EfB 2R
exact FEHRDLAC
before ey v A BRI TE) /N T EREE T If-Modified-Since 1i R 3Lg B A A]

ignore__invalid__headers

181 ignore_invalid_headers on | off;
LONNIED ignore_invalid_headers on;
T http, server
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P2l Angie 275 2N A TCAIRHISR T B ARSI B, B, ST, FIREE RS I

55 (EHunderscor@sf7,'77/7hca,ders E%E@ﬂ?”)o

QNRAE server PERITRAE AR, W] DAE BRI AR 5545 U (EL

internal

Bk internal;
ERINE —
ETFx location

FEEL TN location HEEH T HHIER, M TIMEIER, Hm% ik E 404 (Not Found) £#51%, WHB
TE R ELAE DU T LAh:

o Herror page. index. random index Fliry files 8 BEEFIIE R
o H LIRSS ARY X-Accel-Redirect MaRN LFELE E MG K;

o HHS9ST B include virtual @2, Addition BHIES AN auth request Flmirror 82 TEEY
FiEK;

o Hrewrite 62 HXRITIERK,

B

error_page 404 /404.html;

location = /404.html {

internal;

}

BT 404 $5IREEFHE internal 89 location b FXXHUIRMEIMY, #MERIE K AT DA E 7 2 A [F HY
location, IXFRVFXSHMERFIAERIE KA FHAHRIAURGER, (HIFAT-RREIBALE, Fan:

location /path {

internal;

error_page 404 =Qexternal;

proxy_pass https://internal;

location @external {

proxy_pass https://external;

J

fEIXH, AMEEIER GET /path FHfXPEF| https://external/path, fiAH IS IA KA1 AL E
https://internal/path,
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#HE

T B 5 IR A E T RE T BRI PEER, PR EE T 1A B R BRI 1R IR F H FR AT, Re ik (]
500 (Internal Server Error) iR, TEXMIEHL T, AILATESS IR HEHE 2| rewrite or internal
redirection cycle HE.

keepalive__disable

B keepalive_disable none | browser ...;
EINME keepalive_disable msie6;
HSl9"4 http, server, location

R SIT AR EINE S RFERE, browser ZEEEER TN WA o

none TS N U8 28 o AR R4
msie6 —HIKE| POST 1EK, Z2HSIHMA MSIE RYLRFHER
safari HES macOS 125 macOS #IER G LY Safari F12E Safari W EsAIREFERE

keepalive__requests

B keepalive_requests number;
EINE keepalive_requests 1000;
T http, server, location

IR EEE —MREHEE ] DB B ORIE R, MEIBEIRAIE R, RO,

TE IS AN BN TR MR N 2 2, R, 68 A m iR TSR ERTRE R S B0 A
TEEH, ANEBOXFER,

keepalive_time

TBiE keepalive_time time;
LOVNIED keepalive_time 1h;
ETrx http, server, location

BRI — D ORFFE R PR R AR KN A, IABNEIN TR, R R 5 SLE R B2 5 5K,
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keepalive_timeout

[E=2FS keepalive_timeout timeout [header _timeout];

BRINME keepalive_timeout 75s;

T http, server, location

timeout BB R R P I AR IR S5 2 vim PR 14 T AR IR IS 1]
0 B ORI RE N 2 P Ui 242

AN ANES AN B A i E Keep-Alive: timeout=time SkFBRIME, XADNZEAT A FEL,

Keep-Alive: timeout=time kT Mozilla I Konqueror iHjll, MSIE 27EKZ) 60 #Vf5 HITRMLR
FEEE,

large_ client__header__buffers

181 large_client_header_buffers number size;
BRINME large_client_header_buffers 4 8k;
94 http, server

BE T EBOR A P i SR SRR X S RBEE RN, 1 RAT AR — DM XKD, &N
A% P iR A 414 (Request-URI Too Large) R, TERLFEAARREREIL — DRI RN, BN
ZFumRIE 400 (Bad Request) $H1R, ZRMIXANAERR EN L, BUABO R, BMXKR/NET 8K F7,
QUERAETE RALPRES SRS R F O R RS, IX R i DR ORI

QUSRAE server FORlTEE AR, WIAT CARE FTERIARR 55 2 A fEL

limit_except

[E=2FS limit_except methodl [method2...] { ... };
HME —
Ehx location

PR location AR HTTP 5%, method Z¥4A] AJE PA R &2 —:GET, HEAD, POST, PUT, DELETE, MKCOL.
COPY. MOVE, OPTIONS. PROPFIND, PROPPATCH. LOCK. UNLOCK BY PATCH, I GET J5i%Eth£(di HEAD /5
B, AT LMEFH Access Fl Auth Basic REEFESRRAIRT EAD 7S IR 7]

limit_except GET {
allow 192.168.1.0/32;
deny all;

}
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#Hik
HoRBIFFRRREIE A T BR GET F1 HEAD ZAMNATE 7115,

limit_rate
FENER limit_rate rate;
BRINE limit_rate O;
X http, server, location, if in location

BRIl 2 7 S AL A S IR, TR AR 7 i e . TESA AR IR, REVZ2EH N MERIZE
(9, AT An SR P i R ST RN, IR R AR BRI R 1

SRERT NS R, EFREARERE R A RHERAEIT, XAl RERA A

map $slow $rate {
1 4k;
2 8k;

}

limit_rate $rate;

THRARRRA AT DALE Slimit_rate ZE B IRE, EAEEH 75 7:

server {

if ($slow) {
set $1limit_rate 4k;
¥

PR A AT DATE A B IR 55 8% WM B Y X-Accel-Limit-Rate Sk F B I E, A] DAf#
Hprozy ignore headers, fastcgi _ignore_headers, wwsgi_ignore_headers Mscgi_ignore headers

R E L IIRE,

limit_rate__after

HIE limit_rate_after size;
BRINE limit_rate_after O;
ETx http, server, location, if in location

IREVIGER, TR e A i B )RR SZ BIR S, S8ER RS &,

B
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location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;
}

lingering__close

=275 lingering_close on | always | off;
LN lingering_close on;
T http, server, location

P Angie QIRISCHAIE iR

on Angie RFERF FHALEL R AR ImEIASMIE, ReseexiiEsk, HEFAR
T3 1R A% F i Al REIEAE A% B 2 B

always Angie FHURSFRIFFAEEERT NG 25 P IS

off Angie NEFRFESHUE, RZRIQHERE, HATHZBIAHL, FIEFEER TR
IVAESEN

FH HTTP /2 ERERIRA, TE server RAWFEEZTEZ

lingering__time

[E=2FS lingering_time time;
EINME lingering_time 30s;
T http, server, location

Ylingering _close "ERUN, HFELHEE Angie A0HE (REBUTZME) >k B & F i EIMGE I & KN A, 1E
25, RO, RIS A H 2 8dE,

lingering__timeout

JE27S lingering timeout t(ime;
EINME lingering_timeout 5s;
T http, server, location

Hlingering close "R, HAEDFE SR HE 28 P U BB RR R E RN (A], QIR LI i AR ULE
g, RSO, SN, BRI SOREUT 20 Angie FROTIEERFE 28R, 7 S5-I 208 75
ZEE, BBt lingering  time 8518 E I TE,

FEUHESS ATHATR, 25 7 i PR R AL 22 RN 1R 22/ IAF) 1ingering_timeout FRFETE A RIS 74 25K 4],
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#HE

1£ nginx 1, ZUFIFESFRN keepalive min_ timeouts

listen

1E 1.10.0 RA K LA H.

LN
EPFxX

listen address|:port] [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

listen port [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

listen unix:path [default_server| [ssl] [http2 | quic| [proxy_protocol]
[backlog=number| [rcvbuf=size] [sndbuf=size] [accept_filter=filter| [deferred|
[bind] [so_keepalive=on|off|[keepidle|:[keepintvl]:[keepcnt]];

listen *:80 | *:8000;

server

WEIRWERFN address M port, BIRGSAFEZIERM UNIX BERFEER, address tHA] DUZ T

%, Bgn:

listen 127.0.0.1:8000;

listen 127.0.0.1;
listen 8000;
listen *:8000;

listen localhost:8000;

IPv6 HutikH T HES4eE:

listen [::]:8000;
listen [::1];

UNIX BEZFZHH wnix: FIRIETE:

listen unix:/var/run/angie.sock;

A PARIRAEE address F1 port, BAXFEE address BAIETE port, HEMEHLEER AT, & DAHLN :
o WNRAVEEH address, WIHE RN 80,

o WISANLEH port, Angie ¥IWTATAERTHM IPv4 (DU IPv6, WIREEM) #0, i ORE—
M server BN EA NIEAL Host KAV KHVERIAIRSS #=o
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o WRTEEEMIZIEL, Angie TELVEIHA P BIRIZITINER «:80, S *:8000,

default_server

ssl

http2

quic

proxy_protocol

68 T BEIRS S RN T address:port MTIBRIAIRS S (BT EM AL
— BT ERET).

MR default_server ZHHES, ZIRITERTFHIENINRSS I 2L E
HFONZERE TR RS I — DRSS 38,

TSR ERE T F AR IEREER AT SSL BT LAE, XV RN AL
#HTTP A1 HTTPS ERAVIRSS estR At B RZEAACE,

FCE i 452 HTTP /2 B4, 1@, N TRETIE, ENIEE ss1 2%, {H Angie
AT DABC E N #EZ A SSL Y HTTP /2 i&E#:

H 1.2.0 iRAFEH.

B ttp2 1685,

Bo B #52 QUIC 1E#:, ZEHMIETR, Angie A8 FIFBECE HTTPS FiHL,
BHE quic fa, BIERIPMHEE reuseport PAER] DA 2 TIEHEER,
TSR ERE T FHEZ A R N H PROXY PN,

listen fHXIEA] DHEE L MRE TERFAX RGNS E, XLESEATDMEENT listen 52
PRI, X TR T ER T R e — Ik
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setfib=number

fastopen=number

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on |

off

reuseport

multipath

so_keepalive=on
| off |

[keepidle]:[keepint

NI ER IS ER R FIB (SO_SETFIB %), HR{NAE FreeBSD FHRL,
NI EREFAHTCP Fast Open”, FFFR il A 52 5 = %32 F 1A 1 B
RKEE,
Ly

FRARAR S5 2R REfS AL 2 X ICT A BARAER SYN BdlEfl, SAZE/E A
TCP Fast Open”,

% listen() WY backlog S, IS HIRMHIFHEELERERAIN B AL,
ZFNEM T, £ FreeBSD. DragonFly BSD #1 macOS _| backlog &N -1, 1E
HtF& EiEN 511,

NI BT BRI IX K/ (SO_RCVBUF &1,
NIETER TR ERIRZMIX K/ (S0_SNDBUF &),

N ERE IR BRI IEAR A4 FR (SO_ACCEPTFILTER JEIN), XIS IR 1EKHE
NIERRIHL accept O Z AN HHITIEIE, XIXAE FreeBSD #1 NetBSD 5.0+
B, FIREMMEN dataready F1 httpreadys.

fE/RTE Linux BfEAZEIR accept() (TCP_DEFER_ACCEPT EHZFIEII),
FERNAER address:port XEATHIA bind O WH. XIREH, ENWHEA
2 BAMEEN TEARFEMIER listen 582, HHEA— listen 15T
Z57E port HIPTAEHIE (+:port), Angie ¥ bind() F| *:port, MIXERIE,
TEIXRPE L SR EAT getsockname () FRGEYH FH DARFIE 1532 Utk 40 SRAE T
T setfib, fastopen. backlog, rcvbuf, sndbuf. accept_filter. deferred.
ipv6only, reuseport 1% so_keepalive S8, WX THEN address:port
PR TERARAY bind O T

e (@l 1PV6_VEONLY EfZ7IAI) MIT@ACAFiiL [] i IPve BT ZEE
HE52 1Pv6 RSN 1Pve F1 IPv4 5, WSEERINITE. ERAEES
BN E XK,

RN TAEHZ O AT IR T B (FF Linux 3.9+ 1 DragonFly BSD
{#iF SO_REUSEPORT E#E 7%, S{1E FreeBSD 12+ L ffiff] SO_REUSEPORT_LB),
T ARAE TAE R Z [A) 7 BCAE A%, H A{XAE Linux 3.9+, DragonFly BSD
1 FreeBSD 12+ AR,

B

AU reuseport S AIRERT R L LR E,

JAAIEIE Multipath TCP (MPTCP) #%2i%#, H Linux WERRA 5.6 X,
i s quic %
N EEFELE " TCP keepalive” 1T,

0 WREHE I SE, WERTFHERRERRNLE
on NEEFITIS SO_KEEPALIVE j&IN
off NEREFF[F] SO_KEEPALIVE JZ&IH
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FLCPRE RS SCFE# ] TCP_KEEPIDLE, TCP_KEEPINTVL Al TCP_KEEPCNT Ef%FIEIITE G M ER T
fii_ 1% E TCP keepalive 2%, fEIX 2%t | (HA1$E Linux, NetBSD, Dragonfly, FreeBSD 1 macOS),
A DAf#HF] keepidle. keepintvl fll keepcnt SHEGHITACE, LB — DM NS, EIXMPER T,
N EREFETE RSN B AR i,

[so_keepalive=30m: :10

K23 RGN (TCP_KEEPIDLE) &8N 30 70#h, KHAMIEING (TCP_KEEPINTVL) R NRSERIAE, K
BRIMREL (TCP_KEEPCNT) X &N 10 R,

zZN

listen 127.0.0.1 default_server accept_filter=dataready backlog=1024;

location
[E=2FS location ([=|~|~*| "~ ] wri | Gname)+ { ... }
EIME —
TR server, location

HRIETER URI 25 VLTI RIA T ORI B E.

PERCZ B XS ATELRY URL $AATHY, FERRIG DL %X X7 JERGRAGHISCA, BT XA B AR A A7 |
SR, PARRTRERE P MHABRHLIL A MR Z JE T,

location AJDAMRIERFFHRE X, AT AR EMIFRIAZE o
IEMIFRIRTAE P AT BB -

- AX I3 R/NE I PLEL
- X R/NE KPR

H T HRENSTEKVEECH location, Angie B /SR H AT FAF € X location (HiZE location), FEIX
LE Jocation H, EFEFICAEEA R ILACETZM location,

#HiE

MNFAXDRNERHRIERSE (W macOS), AISKFATERILAEANX D ANE, Hi2, PEERNRT Y
X E,

SRE TR IR IE M ZRIA AEBC B S A IR & IE N RIAT,  7E58 —IRIEAC/S 12 IEH R, F i AR AL
RIRCE, EREAH RS S IENFERAIICAE, WA ZATHCERTRTS location HIECE,

PR T N HEREIM—LEHISMEDL, location BRA]PURKE,
IEMIFGAFCAT DAOTHARA, X EAf AR 5 v LS HAthFe < —fEE A
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GIIRB A VERCHTZR location BA ~~ BT, WA A IENFIAR,

A, ER = BI65F, FTRAE X URI Ml location HUFEFAPLAL, WISREKEIFEHIICADL, WHERZ L, #ilan,
AR 7 ERIE LA, X location =/ REAIPRIXLETE RV EIEE, KON RES R EXIL,
XHFERY location AREFL S HREN location, [RERE N T FEHHULHL,

I

location =/ {

#configuration A

location / {

#configuration B

location /documents/ {

#configuration C

location ~~/images/ {

#configuration D

location ~*\.(gifl|jpgljpeg)$ {

#configuration E

/ ERGICEACE A,
o /index.html 1 REFICEIACE B,

o /documents/document.html iFKEILACELE C,
o /images/1.gif 15 KFGILACECE D,

o /documents/1.jpg IEKIFILAALE E,

#HiE

GNERATZE location PARMTFRIEERE Hauto redirect A, WS EAIREN: S iERFNAN, H
URI &6 R EFATEAEH AT T 5 ATS e 2 0TAC, WIZREED 301 KK AESE A, famipn 1
FLHYIER URI,

X FAEHH URI PEECHY location, A2 FH B € [A):

location /user/ {

proxy_pass http://user.example.com;

}

location =/user {

proxy_pass http://login.example.com;

;
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@ AIZRENX T — fi%h location, I location AT HMIERAE, mE(HTFIEREEM, BNIF
AEIRE, WAREEL S HRE locations
HENME

ZANE XAHEIBCE R 1ocation B R XXAPAUEIEERED location HHFIH A PEEC RIS IR A
BCEHCRESE, XFRN * 4HE * location,

RIRATERGIFFRIECE A, D 1 E € X THFERECE; &R ENHE R~ location:

location =/
~~/images/
~*\. (gif | jpgljpeg)$ {
# E R EE

&M location tHA] PUBLHERI—E 57

location =/

@named_combined {

=wh
HE location MJPLEEFRIAXMBIRFTAIRIEAA & Z B A GEHR 48, EFZR: location ~*/

match(inglesler)$ ...,

#HiE

A, & location TRE ** H#E ** fFIKET URI IV proxy_pass 5%, WARERE api 8
alias, {HJ2, XA DMERE THE M BN B,

log__not__found

B log_not_found on | off;
FINE log_not_found on;
Holi5"4 http, server, location

Ja B R AR B SRR IR IR B errorlog H,
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log__subrequest

[E27S log_subrequest on | off;
EINE log_subrequest off;
T http, server, location

Je AR 15 RIE R access log Ho

max__headers

HIL max_headers number;
BRINME max_headers 1000;
ETx http, server

B ARV P I E KL B BRI, INSET IR, KR [E] 400 (Bad Request) #1R,
HUIAESTEserver FIREN, FRER M AERNIRSS 8SHIEH, AXELER, SRR LIRS dhikie &8

ﬁo

max__ranges

THIL max_ranges number;
LN —
94 http, server, location

BRI 7T/ E A R R AR VPRI R ATEERCR . I IRFIRTE SRRy R fa e v, BOAENLT, EHE

B A IR,

0 SR EE SR

merge_slashes

Bk merge_slashes on | off;
ERINME merge_slashes on;
X http, server

JE B URT AR B MHARRIAT R 46 0 B RHAT,
THTER, RGN T IEPCECATSR 77 ER AN IE W RA T B B R E

one.php TEREGEAZILEE

W R A R4, :samp: // scripts/
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location /scripts/ { }

H AT RER RSSO L, (R E 25N /scripts/one . php.

QSR URI B35 base64 ZnbSfI4HR, WIATRETR Z X AESH, IV base64 ENHREEM "/ 45, (HZ, tHT

LEFE, BRI K AR,
QISRAE server PERITEE LGS, WIAT DAGE FTERIANIR 5 85 A9 fEL

msie_padding
HIE msie_padding on | off;
EINE msie_padding on;
ETrx http, server, location

JE B IRZSR T 400 9 MSIE 2 5l S A ANTERE, DORFIR R/ N ANE] 512 5779,

msie__refresh

[=2F msie_refresh on | off;
LOVINIED msie_refresh off;
ETrx http, server, location

JE I BREE A MSIE 28 i i A2 B T

open_file_cache

181 open_file_cache off;

open_file_cache max=N [inactive=time];
FINE open_file_cache off;
£ http, server, location

P B A] DA DA N R IR A7

o FIOTHISCHFRRTT, EMBIAR/NFIE RIS H);

o HRFEMEER,

o XFERENR, BIA07 SCPEARIRE, » JCERBUIR 55,
HREAFNIBT open file cache errors a2 HHE .
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max WEEZAAT IR RAEE; AN, ¥R RE&MER (LRU) K7TR
inactive TE S —/NINFTE], GHERAE N TR R TG RITTER, WPRE MG RS
RN 60 #
of f %A
GNGE
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;

open_file_cache_errors 5

open_file_cache_errors

Bk open_file_cache_errors on | off;
FINE open_file_cache_errors off;
£ http, server, location

Je e A IEI open file cache BAF X EIRESIR,

open_file_cache_min_uses

1Bk open_file_cache_min_uses number;
FINE open_file_cache_min_uses 1;
TR http, server, location

BB open file cache $§2M inactive SEECEMARIAN, IR ERF P IRFHT I TR H&R /)
ST AR EL

open__file__cache_valid

Bk open_file_cache_valid time;
EINE open_file_cache_valid 60s;
T http, server, location

WBNKUEopen file cache JCERIRTE,
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output__buffers

[E27S output_buffers number size;
TRINME output_buffers 2 32k;
T http, server, location

T2 B P T B 2 TS i 7 PR 2 b X SRR R N

port_in_redirect

Bk port_in_redirect on | off;
BRINME port_in_redirect on;
ETx http, server, location

JE B EEHAE Angie & 404 BEE MIAPHEE N .,
FEERPHEHFERS GV E server name in redirect $855 o

postpone_output

[ERFS postpone_output size;
ENME postpone_output 1460;
EFx http, server, location

GUIRATRE, & BRI E MR HEE, B2 Angie BV AIEEREN T EKIX,

0 SRR B

read__ahead

Bk read_ahead size;
EINE read_ahead 0;
T http, server, location

R B SAFIN PUAZ R IS

£ Linux b, {#f] posix_fadvise(0, 0, 0, POSIX_FADV_SEQUENTIAL) RGVAH, Ktk size SEEW
20,

£ FreeBSD |, ffiff] fcntl (O_READAHEAD, size ) RGLJAH, ZAHM FreeBSD 9.0-CURRENT FF4AZ

Fo

3.3. FE4&ER 379



* Angie
Software

IhEEHEIR, lRA 1.11.7

recursive_error__pages

5P S
HIME
EFx

recursive_error_pages on | off;
recursive_error_pages off;

http, server, location

JERSEER R error_page 6L HATZIREE A, HIEEE AIRTIREBUR AR,

request__pool_size

53PS
HME
kX

request_pool_size size;
request_pool_size 4k;

http, server

FVPRETARE NG RIINAE L R X PERERTRZMATR /N, 38 H A NAE

reset__timedout__connection

Bk
HME
EFxX

reset_timedout_connection on | off;
reset_timedout_connection off;

http, server, location

JE P B B B RN R A S P ARPR I ARY 444 XPAIRDERS, EBEIZ TR T, ERMER T AT,
JHIZE SO_LINGER MEIN, BIN{EN 0, HEET KM TCP RST #UIREIR Fim, HRME HERZT
KERIFTHNTE, X0 BT I R AR BRI ERE 70T FIN. WAIT1 RS B IX EM.

#HiE

keep-alive ZERZTERN N 2 1EH 5%,

resolver

[=2E resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

EINME —

HSl9"4 http, server, location, upstream

FCE TR Ll AR 5 ds A AR Ay ik 44 PRl 55 e, Bilan:

resolver 127.0.0.53 [::1]:5353;
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Huhlm] DS E IS4 80 TP Hiutik, FFalidesm . QESRRTEE W, WIEEHmE 53, AARARSS 48 AR 7T
&M,

#HiE

B A AT S AT AN, B0 127.0.0.53 (systemd-resolved), MAEAILfENT#S (W 8.8.8.8), A
HEMrEs % DNS BIHRFBELE =77, MR EREBE X,

#HE

ZIERESIWIRERYRK, FHAERPRIEREE S, ERDRE, 25Nk EE —kK, RER
e, s RIE AR,

BIANEILT, Angie fEFIME) TTL [HEFER, WRKRIETE resolver 15 HANITAIZ DNS &ify
(Ban, EfCHE hEREE AR AR RN, WATRZEISERTE: SRR S R GTeT
PRI TIANT, PIIEM) valid SEARFEEITH:

valid FIIES R IR VFE 20 I 2% 17 A 250

resolver 127.0.0.53 [::1]:5353 valid=30s;

BONEILE, Angie fEREHTINZRIN AR 1Pv4 F1 IPv6 Hiht,

ipv4=off AR 1Pv4 ik
ipv6=off AR 1Pv6 ik

status_zone AIESE; BRI E XS IR DNS IRS5ER1E KM RFEIR (/ status/ re-

solvers/<zone>)

N3]
Witk DNS 8, RS Y RIPRTRIE AR 25 R DNS ARS8

4527
£ Docker HUZITIN, N ATAES DNS ARS5aetuiit, Fi140 127.0.0.11,
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resolver__timeout

Bk resolver_timeout time;
BRINE resolver_timeout 30s;
EFx http, server, location, upstream

B AR RN IR, B4

resolver_timeout b5s;

error_log__user_tag

Bk error_log_user_tag value;
L NN —
X http, server, location, limit_ except

MEE IR HEILSRIRINRE TIERIRE . value B—1> B2ME, PILMEHZE, Zi52 7 PAZ IRIEE AR
MEZANRZE, PRI PATE error_log HEF filter=tag: HATULHEL,

root
B root path;
ERINME root html;
TR http, server, location, if in location

REIFRIIRE R, Flan, EH N ECE

location /i/ {
root /data/w3;

¥ &RI% /data/w3/i/top.gif XIFRMN /i/top.gif TEK,
path B DAELEZ &, {HSdocument root Fl $realpath root BRI,

XAFFAZHIAIE (OO R URI BI0E] root 6 HIE, GHIRFTFEEIL URIL, MAEH alias 55

satisfy
[=2ES satisfy all | any;
ERINE satisfy all;
TR http, server, location
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WERFFA (all) E/D— (any) Access, Auth Basic B{Auth Request FEERFLVFTIA], W FRVFTTAL,

location / {

satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

send__lowat

Bk send_lowat size;
BRINME send_lowat O;
ETFx http, server, location

MR ZIE % B NIETME, Angie BB kqueve 757/ NOTE_LOWAT FRi&EBL SO_SNDLOWAT E#%
FIETCR R/ IMLE P inER T R IERIEREL, EIXMRE N NEE e E AN

send__timeout

1Bk send_timeout time;
FINE send_timeout 60s;
T http, server, location

B AR i (L Fa i SR I [R] I XE PRSI S R TR, T AN2 3 A 14
QR P AE M R A P BTN Y, EERERE BRI

sendfile
[E=2FS sendfile on | off;
ERNME sendfile off;
Hol9"4 http, server, location, if in location

JBFHBZE sendfile ) FIEER,
aio AJFH TN sendfile () WilNEEHE:

location /video/ {
sendfile ;

tcp_nopush 5
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aio

}

TEHECE A :samp:sendfile() i SF_NODISKIO FraslilH, X HASTEME 1/0 LFHZE, M2k & EdE
PEAFEH, A5 Angie B BEER— DMK E SR PBAEMNEL, 125 —IRIEEUN FreeBSD WK S
[IRT 128K F i INEEINTE A, HIESEBCRY LA 16K SUmEEdE, Xl AERH read _ahead 182 HEX,

sendfile_max_chunk

B sendfile_max_chunk size;
FINE sendfile_max_chunk 2m;
T http, server, location

PRAHIEAIRN sendfile ) JAHAA] DMEHIRIEUR B, GIRIRARE], —DPOEEZRT R 7e 2 b H LIEi
o

server
Bk server { ... }
N —
T http

WEELIRS SRS, BT IPEET 1P Hith) MIEFRFR LT "Host” TERLFE) MERIRS 252
[BI3AE BARA 73BR o A, cref:listen 52 THIR N 1232 IR 55 21 B I A L A6 1 ref: server_name f&
H A RSS2 44 FR

Angie QHATAEELE R SO H AL T Bd BRI,

server_name

HIK server_name name ...,
EINME server_name "";
74 server

B LIRSS a4 R, B4

server {

sServer_name example .COmMm WWW. example .com;

}

B MNREIRN E IR E AR
MRFEAIRAT AR EZ B S () REFHRAFRATE — R B 5 o0
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server {
server_name example.com *.example.com Www.example.*;

}

IXFERI BRI IBBCAT AR
ERIRBNRI AT DN BARA] PAEH N —

server {

server_name . exa.mple .com;

}

] DATEAR S A AR i T IE N FOE K, FEAFRETIN_ LIRS (7~7):

server {
server_name ~ www\d+\.example\.com$ www.example.com;

}

IEMIFRIAFCRT AR SR, X Eeiigkn] DATE M5 2 Fh -

server {

server_name ~~ (www\.)?7(.+)$;

location / {
root /sites/$2;

server {

server_name _;

location / {

root /sites/default;

ENEFEA PR 2 A2 &, X E ] DIEH S

server {

server_name ~~ (www\.)?7(?<domain>.+)$;

location / {

root /sites/$domain;

server {

server_name _;
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location / {
root /sites/default;
}
}

#ik
RIS LIS BB N Shostname, WIEFNLZRFFF,

AT DA 2 iR 55 s A4 AR

server {

server_name www.example.com ""

}

AR AR S5 as i, AISRAAFRIEEC 2 NMEE RIZEIR (B4, EECATAARAIENIZRIAZNER IEAD), F4%
DAL e 184 55 — D UEEC AT AL 14

FETHHAA TR

PLE SIT kI S BT A FR, BI4H + . example . com;

DU 545 R 1 i BT AR, P10 mail. *;
SE—NITECRY E IR (e B HERINT ), G2 4A7R,

B

BAE TLS H i server_name, T % TLS EHZ L, AL ULAL HTTP &K Host, KI5
TERHRE F IR ISR,

server__name_in_redirect

1Bk server_name_in_redirect on | off;
FINE server_name_in_redirect off;
NS94 http, server, location

JEHERZERAE Angie & P40 BEERAEH Hserver name 82 E N EIRFG 2B IR,

on R server name F6LREN FEIRFSIRATR
off fEH " Host” 1 RKFERPAIEIR, R FBAFLE, NI HARSS ST 1P M,

BB M B H port in redirect 5215,
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
BRINE server_names_hash_bucket_size 32| 64 | 128;
o974 http

RERFS ARG RAIA AN BOMEBUR T SRR TIIRDN, BXREERARITEAEEE #
FRETSCRE AR A

server_names__hash__max_size

181 server_names_hash_max_size size;
BINME server_names_hash_max_size 512;
4 http

RERFS AR RIR AR AXZERARIEANE S IR R4t

server__tokens

[E=2FN server_tokens on | off | build | string;
BRINE server_tokens on;
H 94 http, server, location

JA B EE RS IR DUEIA Server MRSk FERHE/R Angie A,
build SEUS B RELIR, ZAFREHHERN R configure SEILE, SHA—EER,

1E Angie PRO W, {ISRIEDIRE T string, FFEBEMA DEEZ &, FHIRTUHEAM Server MM k7
B i A R B R E G R ESR IS IR SS A AR, IARFIM R HR, = string K2ER Server F
BT R,

status__zone

=275 status_zone off | zone | key zone=zone[:number];
N —
4 server, location, if in location

DB — N HEZERNTF XA T UWE /status/ hittp/location_ zones/ <zone> Fl/status/hitp/server _zones/
<zone> $&hRo

2 server b N A DAL [E — DN XEGHATEIEEE ;, FFRE of f TEHREM location HLHEEHEIEIR
=

FEREAS zone [ERNEZR 2 AT_E N SCHIFTETER G HF 2] — D= 17 Xk
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server {

listen 80;

server_name *. example .com;

status_zone single;

# ...

BRIEEAFREL T2

key WELERNFRE, HEREXKSHIERNTH, FrE S E = EHEFEERE
KW HLE—E, R 23 E, WA EHiEhR.

zone HENAE X R,

number (F]}%) T WCERAE RS A B KRB, WIERMTHY key (BRI LRRT, B TR 2H
F| zone T,

BIMEN 1,

FELARRBI, FrG 20 $host (EYIERIIIHE] host_zone W1, AEMIE—FY $host HIHERERTE
b, BEIE 10 NMERH, — EIXBNHIRH], (EMEIMNY $host {HEFR B E1E host_zone T:

server {

listen 80;

server_name *.example.com;

status_zone $host zone=host_zone:10;

location / {

proxy_pass http://example.com;

(Kl ZERRHHEFRTE APT St rh s AL 3,

subrequest__output__buffer_size

B subrequest_output_buffer_size size;
FINE subrequest_output_buffer_size 4k | 8k;
Holi5"4 http, server, location

BT TERI N AR X RN BOAEL T, BIMXARNET—PNAET, XE 4K 5L 8K, B
RTFA, Bl IRERE/N,
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#Hik
R POE A T I RARMRAFE AT PRI FIRR, BIAN, IXAERT 715K B 55T B,

tcp_nodelay
Bk tcp_nodelay on | off;
EINME tcp_nodelay on;
Holi5"4 http, server, location

Jo FEEEH TCP_NODELAY JETRIEH . iR 2 (R RS SRS B LT, HAh, 'BAE SSL iEHE,
TCEMIRAN WebSocket fCHE FRHI4E 3 .

tcp_nopush
JE2FS tcp_nopush on | off;
LNz tcp_nopush off;
EFx http, server, location

Je B A AE FreeBSD _f#H TCP_NOPUSH EHZ AN Linux | f#H TCP_CORK EfZ LI, XL
IETUNAESE ] sendfile BN R B RIZIETTIF

o {E Linux 1 FreeBSD 4.* I, £ —/MdE G H & XM B SLAN SCHRIFF3k;
o DASEECEUIRE AR A S

try_files
Bk try_files file ... uri;
try_files file ... =code;
ENINE —
T server, location

R T KB R G AE, FFER S — NMREIRSCFETIE AR, AEPRAE 41T location HY_ETRSCH
AT XIFRIBSIERRIE file ZEEEM root Malias 162HE, A UEIIAEAIRR B E AR E H %2
TAFE, BN $uri/. AIRBAIKENTLATH, M TN EE M2 &5 — SRR urio

f5an:

location /images/ {
try_files $uri /images/default.gif;
}
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location = /images/default.gif {
expires 30s;

}

BIE—MSEATLUZH T ARTEE R URL a4 location M5 H (A1 edrupal). BLPA =code JER
fRImE SRS (14N =404):

location / {
try_files $uri $uri/index.html $uri.html =404;
}

WOZERERE, SEFH try_files FHSRMIMAGHAFIRECR, XA RES I PERE £ SURIFZIA,

It :samp: try_files ANIZH T EHISLER_ERETHEITH, Fi40:

location /bad_pattern {

# try_files $uri $uri/ =404; # FI{EFH!

A, :samp:try_ files AROIZH THEXAAFAERNETEE R KER try_files I8 AWM MM
o Bt ERESDNXEREFE, XIWIMRGNE,

o HIR, AEMSCHFTTRE TR (BIA0 47 bt 2. BUREEER) BN SO Al 2 IR 2 5
AEPERERY, IXATRER HI BRI R EE Sxx IR SBHHRN %A,

At TESCER A, ATREZIEEILA A RIS

location / {

try_files $uri $uri/ @drupal; # FikEFE!

X AR ME— A R EER, I/ try_files RS EREA, (HRAEMEFL, ROV TFHERE
XHROFAE. EMIIRRTTERMER error_page 152, EIRAIZLERRA:

error_page 404 = Qdrupal;

log_not_found 5

M, £ RGI:

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
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try_files $ETEXIE RIZIBLA R —RAPELEN FastCGl MRS Z I E PHP XA R G L, X B

A try_files prea=pi oM

RIEF Mongrel BHaY{ERRH:

location / {
try_files /system/maintenance.html
$uri $uri/index.html $uri.html

@mongrel;

location @mongrel {

proxy_pass http://mongrel;

5 Drupal/FastCGl —#2 % Ry R

location / {

error_page 404 = Qdrupal;
location ~ \.php$ {
try_files $uri @drupal;
fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param QUERY_STRING $args;

# ... HAM fastcgi_param

location @drupal {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;
fastcgi_param QUERY_STRING g=$uri&$args;

# ... HW fastcgi_param
}
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5 Wordpress 1 Joomla —i#2{& Ry = Hl:

location / {

error_page 404 = Qwordpress;
location ~ \.php$ {

try_files $uri @wordpress;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... HAM fastcgi_param
location @wordpress {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;

# ... HW fastcgi_param

}

types
=275 types { ... }
EINME types text/html himl; image/qif gif; image/jpeg jpg;
4 http, server, location

RS9 A BB ) MIME 288, §RAANX I RANG . 2 44 T DAL 2 — A .

N

types {
application/octet-stream bin exe dll;
application/octet-stream deb;

application/octet-stream dmg;

Angie %Mﬂ‘?#%@%%éﬁ%ﬂ@ﬁ%%ﬂ‘ﬁy T conf/mime.types N,
FUHRFE M location XA NN IR [A]"application /octet-stream” MIME 2884 n] DA DA RECE :

location /download/ {
types {1
default_type application/octet-stream;
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types__hash__bucket_size

Bk types_hash_bucket_size size;
LNz types_hash_bucket_size 64;
T http, server, location

REIUBHENMA . ARRERRENFAEE, 260 SHNIE,

types__hash_max_size

Bk types_hash_max_size size;
EME types_hash_max_size 1024;
ETx http, server, location

EIUBHENRANARD, ARRERHRNEMER, B2 BHRIe,

underscores__in__headers

181 underscores_in_headers on | off;
LOWINIED underscores_in_headers off;
ETrx http, server

JE FE R TR P il RSk B R Rk, S N RIZRIIE RN, 22 FRE & R RIZAIE R L7 B
BRRICNTERL, FZignore invalid_headers 8 HIZIH,

RZIELAE server PUHHERE, W AT DA I BRIA RS 2R AI1E,

variables__hash_bucket_size

181 variables_hash_bucket_size size;
ERINME variables_hash_bucket_size 64;
X http

RETRBHERNMAD, AXRRERTHRVFMER, S0 #IRITIE,
variables__hash__max_size

1F 1.11.0 KRR LA

181 variables_hash_max_size size;
PRINE variables_hash _max_size 2048;
T http
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LRI RIBEAKR . ARZERHENENEE, ESH BIITie,

%ﬁ

AETE

http core FRIRSZHES Apache Server ZRZIRILALIN B &, HIL, XERRTRE Fimig K LFERN
&=, 40 $http_user_agent, $http_cookie FF, IAh A HMLE:

$angie_version

Angie fiRA
$arg_<name>
THRITHHIZEL name
$args
THRITHIIZEL
$binary_remote_addr

R E P, T IPva stk ERTEMEZON 4 797, X T IPve fHERIDY 16 277

$body_bytes_sent

RIBLHE P78, A EEEIm RSk, 1t 85 mod_log_config Apache HHLA"%B” SEFHA

$bytes_sent

RIRGE P Im 7T 8

$connection

EETYIS

$connection_requests

T — R A HH A S AT SR EL
$connection_time

HEREIN ] (DAFD O Bafir), BAZM o HR
$content_length

Content-Length TERLF B
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$content_type
Content-Type TERLFE

$cookie_<name>

HBEHEE name B cookie

$document_root

BFTERM root Balias F5LMIE

$document_uri

5 $uri #HIH

$host

FZLAUTALSEN T : 1 RATH A TN, B0 Host” 1 RKFERAP A M4, 85 1R ICELIARSS d844 FK
$hostname

FEH4

$http_<name>

£ 1.11.0 fRAKAEZLTE: £ HTTP/3 iR, WIRFFHAELE Host 1Kk, $http_host M
:authority‘ﬁh§k§ZE§q“%Uﬁﬁito

ERIERLT B, BREANERIG AR BT HHO) /NG HR BT S840 N RIZr) B4R
$https

QNERIERTE SSL & NIBAT, WA on, M F1FH

$is_args

WRIERITESEL, WA 7, BN s e

$is_request_port

R Srequest_port {HARZS, WA+, BN FATH

$limit_rate

1 B A B AT R WA SRR, 2 Wlimit rate

3.3. FE4&ER 395



_9Fl\ngka
Software

IhEEHEIR, lRA 1.11.7

$msec

SR TE) (DARD ), BAZR R
$nginx_version

nginx A

$pid

TAEHERER) PID

$pipe

GRARIE KB TAKE I, WA p, BRI
$proxy_protocol_addr

K H PROXY WHSCKAYE P ittt

I AE listen 82 WX E proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_port
KH PROXY PSSk v 1

RSB A listen $8RHILE proxy_protocol ZHCREH PROXY i,
$proxy_protocol_server_addr

R H PROXY WHSCKIIARSS 23 it

GBI AE listen 82 HIZE proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_server_port
K H PROXY PHSCKAYARSS & -

RSB AE listen 82 HIRE proxy_protocol SHCKEH PROXY ¥,

$proxy_protocol_tlv_<name>

K H PROXY WMGELH TLV, name 7] PUE TLV RRIZHRe HEUE, E5—MIEN R, ZEN 7538,
ML 0x JR1ZE:

$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV thn] DUl TLV KA R HEUE ], P EERA ss1_ AHTZR:

3.3. FE4&ER 396



_9Fl\ngka
Software

IhEEHEIR, lRA 1.11.7

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

XFAR TLV RBZFR:
« alpn (0x01) - HE#E LERIA_LEVMY
o authority (0x02) - & ImfEIER) LN MEH
o unique_id (0x05) - ME—i&EH ID
e netns (0x30) - AI#4Z HIAIAAFR
o ssl (0x20) - il SSL TLV 45ty
XFFPAR SSL TLV KEIZFR:
« ssl_version (0x21) - FFUMEZPHHN SSL A
e ssl_cn (0x22) - SSL UEiEHAR
o ssl_cipher (0x23) - iYL FR
o ssl_sig_alg (0x24) - A TR BIEHNRERE
o ssl_key_alg (0x25) - NARIL
AR, ISR DL NR#R SSL TLV AU FF:

o ssl_verify - FF Ui SSL IEFIRIELSR: WIRZ P iRt T HRIERDD, W o, BIICYIE
|

TSI TE listen 62 HI%E proxy_protocol SR PROXY WL,
$query_string

5 $args tHE

$realpath_root

521K root Blalias F52HHEX N AIAERT R 1244, FA 155 BEREA AT ) SERRES 12
$remote_addr

& itk

$remote_port

&P it 1
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$remote_user

T FEAR Sy I U ALY FH P 44
$request

SEREH IR TERAT
$request_body

[ERNE

R BB (7 00D I, B BEAE B procy pass. fastegi pass. wwsgi_pass Mlscgi_pass 16
LRI E * A

$request_body_file
BETE SRR S F4

TERLPREE RN, T2 MIBRIZ S, BIRZIAE RKAKE A, B M client_body in_file only, TEARBRIE K
(Al FastCGI/uwsgi/SCGI RS a3 A& 1% KRIHZIBIMIN SRR, N3 BIE R prozy  pass request  body
off fastcgi_pass_request body off wwsgi_ pass request body off Bscqi pass request body off T&Z
FEHTE SRR B UL 18,

$request_completion

MERIER TR, WY oK, SRS TR
$request_filename
MHTERASFRRIR, T root Blalias 15 PASIER URI
$request_id

M 16 NBESLT AL A ME— 1B SRR IRAF, PA-F7RBERI R
$request_length

HRKE (BAEFERIT. KAERIR)

$request_method

B3R 7715, J@E N GET 8¢ POST

$request_port

FZLANMESER: 165K URL B9 authority ZHFFREYNGR S, 8" Host” TRk BRI 5
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$request_time

TERACHEIN R] (DARD O RAGL), B ZRD 7R, I P RS — N2 15 ORI I TR
$request_uri

SERHFIATEK URL GH2ED, EIERCEE R ASHEN; 2050 74T (ATREEESHY) URI
$scheme

TERTTZE,"http” B https”

$sent_body

Added in version 1.11.0.

FIERBIMEIE R MR A (G HAFEENF I ); A0 23 7 R

$sent_http_<name>

(RN K7 B 28 B A B R B T EE MO /NG R BT 580 4o R RIZ ) = B
$sent_trailer_<name>

RN R A 2 A IR A FE T B 728 B8 A4 N B H8 00ord LT B0/ NG R BT S8k 450 B IR 2 R A R
$server_addr

REZIE KR5S as stk

HEARAERE FE—RRGA M RV ref:listen 162055 E ML FFH bind S¥
$server_name

FAZIE R ARSS a8 44 F%

$server_port

FAZIE SRR SS a1

$server_protocol

THRUMY, J@HN"HTTP/1.07, "HTTP/1.1” 8”"HTTP/2.0”

$status

M AR
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$time_iso8601

ISO 8601 FRERS AL H]

$time_local

T H SR R AR N ]

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

KTHFFum TCP EHERIEE,; 1E5KHF TCP_INFO EREFIATIRI RSt LAl

$uri

WERAE AT URL, 2Rk

$uri AER]REFE I SRACEDS RR A R AL, BIANTEE ] rewrite ATES R, PUTAEREE MR, sFEHE
HZ 5SS,

3.3.3 H{ER

Access

AR R VF AR SE £ P it ) 5

B E B

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

Nz ke 2, EEIERESE — NUCECI, fEREIH, R 1Pv4 %% 10.1.1.0/16 1 192.168.1.0/24
(RadEiilk 192.168.1.1) PAKZ TPv6 %% 2001:0db8: : /32 Vi,

B

allow
Bk allow address | CIDR | unix: | all;
BME —
T stream, server

TRV MR B R ), ANSRAERE T RPRME unix:, WIARWATHE UNIX BEZTHIVIFL,
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deny
[E=2FS deny address | CIDR | unix: | all;
LN —
T stream, server

B4 M4 s A5 R, QISRAEE THRFR(E unix:, WHEZSRTA UNIX BREZF RV,

ACME
Added in version 1.10.0.
ARVFEH ACME WA :samp:stream £ N CHE X IARSS 3% B 31KBUE .

fEref:  MIERBEEE  <sourcebuild> WK, ZBHLRBINLSSHAE, LHFEH HWESH
--with-stream_acme_module (RN FF%E option:/--with-http _acme_module ) R E. 1K H ref:
BN EEE <install-packages> P EMEG T, ZEREESEREF,

#HiE

KT IEWIZAT, stream HLAHN T samp:http P25, XRBEN stream HBEHAFEHAE HTTP Bl E #
Mt BA B] B1 A 2 F i S

B & il
BXRECERFIFIZEDIE, EZ2H acme_config stream HR77

EL

acme
Bk acme name;
EINME —
X server

MNFEESIH HTTP HERAFBE ‘name'l:ref: ACME & <acme_ client> HIFTHE ref:s_server Bt
@I ref:s  server name 18 TREENITE A, BREEAMES; W8 samp:server _name BLE L 4ZT
1k, UEI 4 5 i DAIE X L AL,

FEEHR Angie JBIN, ZOMFTH VD AROERIAERIIES. PIRERRFEFRIESEN, chFE%
BCIRE, PANMIERIRBRIZE,

wHik
B, Ed ENRAR e R 5Z 30, k.
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ﬁﬁﬁﬂ%}ﬁ&éﬁfl%EsanqxacnuzﬁchentEPH@ challenge=dns AT J

AT DA IREETE I UINEAN FIZERATIESS, 1140 RSA 1 ECDSA:

server {

listen 12345 ssl;

server_name example.com www.example.com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa,;

acme ecdsa;

M E
$acme_cert_<name>

HA ‘name' FU& FURRIRAT R G — MEFB XM WERA) HAE,

$acme_cert_key_<name>

HA M ‘name B i E FIFNE B HEHSAFRINE,

#HiE
IEBAFAE ACME &2/ MR T —/MEREA A, mEH A ERshE AR,

Geo

ZIEPARIEZ o 1P ik B B A R EE R &,

[t

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ilg

381l 28

3.3. [FAEER 402



* Angie
Software

IhEEHEIR, lRA 1.11.7

2001:0db8::/32 1;

}

ES

geo
B% geo [$address| $variable { ... }
ERIA —
ol 574 stream

e 2 B HMEANFAMRA T2 7 1P Huhk, BOAROCT, HUEERE Sremoteaddr 25, {BHA] IR E
HAthA &, Fan:

geo $arg_remote_addr $geo {

}

wik
K28 BAXAE BEFAIN A BOFAL, B DARNEAE R B AR geo 28R, WA AT EFEALHIE AT INTH,

WRAABAMERZ — AR 1P Hutk, WHEH7255.255.255.255” Hitik,
Huhk AT DAFEE N CIDR FRNEHIIRTSE (BLE B ik ) s RTER,
BT AR S

delete THIBRFE & F A 2%
default L P IS VAR E LN, RS R AE, kDA CIDR RoniEtE
FERT, AT RAF?0.0.0.0/0” F17: /07 X3F default, MARIEE default A, BRINE
NI H
include BE -1 E St ER . AIEZ M EE
ranges feRit DEEE Rt E, WS BNVBAEE AL, N TINR geo FEREATIMEL, Hulk
RE% TR HES
volatile FERZE BT
Bl
geo $country {
default A8
include conf/geo.conf;
delete 127.0.0.0/16;
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127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

conf/geo.conf XIFAIHERLE LATAT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

{5 FH B ELARDEEC M, BIan, T 127.0.0.1 Hilik, ¥ %E£E RU, TIAZE US,
{6 G R B 7= A4

geo $country {

ranges;
default 7748
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

}

GeolP

E TR IR MaxMind BB, HRAEZ i 1P ik ol @ &,
U RIS TPv6 RUECIRIERT, TPvd MU 2HEAEHON TPvA WU TPv6 MOk,
£ MIRACES AR, FE{H A ——with-stream_geoip_module FEEEI S A AL,

#HiE

AT MaxMind GeolP

B E R

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;

3.3. [FAEER
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B

geoip__country

Bk
LN e
kX

geoip_country file;

stream

TEE A TARAEE P TP Mk AfoE [ SR AR, 6 I e 2 i T DARE Y DA 2 &

$geoip_country_c
$geoip_country_c

$geoip_country_n

M RHEZ A, g, "RU”, "US”,
=FRERMARS, Flan, "RUS”, "USA”,

EZRZFR, 540, "Russian Federation”, ”United States”s

geoip__city
[E27S geoip_city file;
BME —
kR stream

TaE FI T ARIEE i 1P b 5, MRk B9 dE 2E, 8 A It 5 e i mT DAGE R DA 22

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code
$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

P BEMAES, BIan, "EU”, "NA”,

WFREERMAS, #ilan, "RU”, "US”,

=FREERMAS, Hlan, "RUS”, "USA”,

EZR 4R, 40, ”"Russian Federation”, ”United States”,

EEA DMA KB (MFoh” HgE™), HRYE Google AdWords API HifY
HIFHE AL,

2

2,

PN TFRRER XA X, it M. &, BEBEs), flan, 7487, ~
DC”,

ERMIX 2R (X, 9t M. & B , #la0, "Moscow City”, 7
District of Columbia”,

Wi HR, HIaN, "Moscow”, ”Washington”,

R it o
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geoip_org
[E27S geoip_org file;
LN —
o974 stream

TaE FI AR i 1P At AR ER e, o FH e S e I R DA DA R AR

$geoip_org HAZFR, Hla0, "The University of Melbourne”s

Limit Conn

A TR B, RRAE R BB TP bk AR,

B &

stream {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

limit_conn_log_level error;

B

limit_conn

Bk limit_conn zone number;
E2UN —
LT stream, server

REHZNE XA E AR RRAVFERR, GBI IRGIN, RSSRCIER, fl, 2

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

3.3. [FAEER
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limit_conn addr 1;

XARVFEA TP HulkRIRE — &R,
HEEZ A limit_conn fHMN, (EMACERIRFIRIE M,
USRS RIHABIAE X 1imit_conn 6%, NIXEAGRE AT — ML EIHILE K,

limit_conn_dry_run

HIL limit_conn_dry_run on | off;
A limit_conn_dry_run off;
T stream, server

AR TR BT, ERAERICAIRE], (R =R X h, ERIERNBEARSIE
i,

limit_conn_log__level

1Bk limit_conn_log_level info | notice | warn | error;
A limit_conn_log_level error;
TR stream, server

B RSS s PR R R N AR A H &I =40l

limit_conn_zone

1Bk limit_conn_zone key zone = name:size;
E NN —
LT stream

RELEAGFXIBRSH, R RE SIS, FlE, ST AnERE. e EE
A, ZRNHASG, AATHRERERIEITR,

ARG

limit_conn_zone $binary_remote_addr zone=addr:10m;

XH, & IP HilEH $binary_remote_addr LRIV HE,

XF IPv4 Hiiflk, $binary_remote_addr FYK/NK 4 F7Hi, AT IPve HIMENN 16 F15, £ 32 i F&
b, TFRERIRASIAZ S 32 5E 64 717, 1F 64 (FE B 64 710,
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— MNP AT PAGRTERZY) 32000 4> 32 T HPIRARERE) 16000 4> 64 FTTHPRAS, AHRXKIRAE(#
FER, RSG5 asRE R MNER,

NELTE
$limit_conn_status

RIFEFRHIE R SR A4 5 . PASSED, REJECTED BY REJECTED_DRY_RUN

Log
R DR E R T ATERHE,

B E B

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '

'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

Ei=icg
access__log
=27 access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]];
access_log off;
A access_log off;
ol 9"4 stream, server

WEZMHES AR, SXEE, A ITER—EEYG Hee 21 HE, BEEE —PNS8PE
JE "syslog:" HZK, PIDABLEICRE|sysloge FETRE off HUHMATHA LI access_log 5%

QUEREER T buffer B gzip 4, WIHET AR,

B
P X AN IS BRI R T 5 AR X T FreeBSD, 1%A/NEICIRHIAT,

JE g, BERE ASCf
o WMRTATHENEEEMIX;
o WIREMNEHELL £1ush SEEEE NN E FIFEIH;
o HTAEBRRENT T HESC I SR,
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R T gzip B8, WEERHKRKAES NS Z BT RS, AP AR B 1 (BR, R
) e (R, EMWEBERRL) ZF. BUNEHT, /] 64k FHAIRMDCR/IIIESESA] 1o B
PURFBESE, HES A DHEEMINBEET zcat" T AMEBEE,

ZNVE

access_log /path/to/log.gz basic gzip flush=bm;

7/iE
T ZHF gzip JE4E, Angie 2MER 2lib FEAIE,

XAFEAE AT AR SR 8, (HIX R H S — 2R -
o A TEEREREN user MIZEATEIZE HEH XA OISR
o RIMNEME;

o BIRHEG AN, GNELRIEH, 2R0, BT AT DRSS E F RSP AR R (7%
TEA7H, RIAE AR, ATRERAEopen log file cache FEM valid SR ERIN HA
LSHEPNIER S

if ZRERAFMFREILR, GERAMFFEN nor BT, WARIERIZRIE,

log__format
L log_format name [escape=default | json | none] string ...;
EIUN —
ol 54 stream

faE HEAsK, fian:

log_format proxy '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time "$upstream_addr"

'"$upstream_bytes_sent" "$upstream_bytes_received" "$upstream_connect_time"';

escape SRR EPIRE json 5 default PR X; ERINEH default, none HEEH TR X

i default I, 7770 "\” DURAE/NT 32 BURT 126 AUFFPRAEE O \xXX7 AHRARERENE
BIH, NWHRICR—DEFR-",

fEH json I, FrETE JSON FRFEHAR VI FRFACREL S 75777 7\ ” % SO\ 7 F17\\7,
,fE/J\ﬂ: 32 E(J??‘Qi*ﬁi{z:xﬂgw\nn\ u\r”‘ ”\t”\ 77\bw‘ a7\fa7 ﬁ”\UOOXX”O
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open__log_ file_cache

[E=2FS ope
ope
ERIA ope

n_log_file_cache max=N [inactive=time] [min_uses=N] [valid=time];
n_log_file_cache off;
n_log_file_cache off;

4 stream, server

EX—NRAE, MTAER IR S BRSNS H SRS, %5 B AU IS

REZF TSN RAEE, HEFREN, KARIREMEA (LRU) K

max
pYEN

inactive BB A AR N R R ART 1RSSR HTRIIN R BRIAR 10 #),

min_uses WHETE inactive Z}?ﬁ(ﬁXE’JEﬂEﬂV‘]Yﬁ:@ﬁﬁmﬁid‘()\ﬁ PMELEROIA TR RFE
ZAETETIT; BOAHN 1o

valid B R E S AZ AR LRI PR ERII TR BRI 60 #D,

off %R,

FTERB:

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map

ORI &R, HAEMH T H M B AE,

=3t

map $remote_addr $limit {

127.0.0.1 Ui g

default $binary_remote_addr;

limit_conn_zone $limit zone=addr:10m;

limit_conn addr 1;

EL

map
Bk map string $variable { ... };
ERINME —
o974 stream

B R, HERBTE -2, 2SR UESZENTHRIEATEE, Fln:
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set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

EIXH, 2% $new_variable MERFHM N & $vart Fl $var2 ik, sFMNRXLERERE N, N
i FHERIMEL

wik
BT ENEEANA SPORE, BRI T KRR map” 28 WA R B INEIMI A,

map HRARIZEEEETRE SR 2 S S R,
JRE AT AT A B MIFRIA I S\
FAFERILER A X RN

IEMIFRIAFN A ~ 155735 PREAT X0 R/ NE BIPLEE, BEEA ~+ PS5 13k DA T AN X 70 R/NE BIPEEL, 1
MFIEAFT A SR BfaR, J5& Al AS 45 R AL B —ie e HAE S EH.

WERIES N EERRIRIIASEZ —VLEE, W PA N\ FFS/ENRTE,
SERER DIEE XA, ZRLHAS,
S L MRS

default value WRIE(E S e E R RERAILEE, NMRRBSERE, MARIEE defoult B, 2R
INGEREBE RN TR,

hostnames e RIFMER] U2 A RSB R E14%. WS EESRZ it
TEo

B,

*.example.com 1;

example. * ilg

AR PIZRIE R

example.com ilg

*.example.com 1;

A DAEFH N
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.example.com 1;

include file BE— I, HhuEE, a2 S,
volatile R R RAT,

MRFES 2T E A RITES, FlanfasFlE N FRIAXERVCHS, MK — DN ICECRIARIK, ek
a0

1. A RS R E

2. RIS B K FAFH(E, Bl *. example.com

3. IR R K FATERE, B nail.

4. F—PUCECAIENFORR (FAERC B A IR
5. BUME (default)

map__hash_bucket_size

1Bk map_hash_bucket_size size;
FINE map_hash_bucket_size 32(64(128;
X stream

& Bmap ZEBTHRIFAD. BOMEBIR TABSNZFT RN, AREERHROFAEE, E2
B,

map__hash__max_size

B map_hash_max_size size;
BRINE map_hash_max_size 2048;
T stream

& Emap ZEMIARIRAKRDN. AXRRERAFERNEMAGEE, ESU 82,

MQTT Preread
e FMIE B BAFE I E R (MQTT) RAH) CONNECT dEfl AR EEE F i ID IR 44 3.1.1 F1 5.0,

Y MIFAHD FTERRS, IZAEPUAAUEIL --with-stream_mqtt_preread_module MESHUSH, 16K H &
MR AEEMEERT, ZREREESERE,
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B E B
BEE iR 1D EEADPARSEE:

stream {
mqtt_preread
upstream mqtt {

hash $mqtt_preread_clientid;
# ...

B2

mqtt__preread

Bk mqtt_preread on | off;
ENIN mqtt_preread off;
HSl5"4 stream, server

PERIAETEHTEL N coNNECT Bia B IEIER. MRSEHUEM (on), FERER LN HEFE RS

AR

HEE

el

A RAEE I TEAIREIR, 126 MQTT FrFEARAS 3.1.1 #1 5.0,
$mqtt_preread_clientid

ME—% F bR IR AT

$mqtt_preread_username

Al 4,

Pass

TR OB B RBRIEH T TP, Stream B Mail BERHECEREAIRIFERE T,
IR ARV SNI PUTIEFEIERY SSL 21k,

B E R
1E stream BERACFE SSL/TLS & ibJ5, HEREHE RS heep B
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stream {

server {

listen 8000 default_server;

ssl_preread 8

# ...
T
server {
listen 8000;
server_name foo.example.com;
pass 127.0.0.1:8001; # to HITP
}
server {
listen 8000;
server_name bar.example.com;
# ...
¥
}
http {
server {
listen 8001 ssl;
# ...
location / {
root html;
}
T
}
B
pass
Syntax pass address;
E /NN —
Context server

ZAE LW AR P ImERE ML BRI R RS BRI, address AT DAPEDN TP HUBIERING 245 H -
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‘pass 127.0.0.1:12345;

HEE N UNIX BEEFHRR:

‘pass unix:/tmp/stream.socket;

AN, address AT AR EI%E

‘pass $upstream;

Proxy
fUFEIS TCP. UDP #l UNIX BEZFRIEEIER,

B E R
server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
}
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
B
proxy__bind
Bk proxy_bind address [transparent| | off;
HME —
EFx stream, server
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AR S 2310 U E TR B fE A 1P Hislk, SEEFMDUE ST E, FF%RE off BUHM E—&
BRE LA prozy_ bind FEMIRER, RF RS H A ECAR TP ik,

transparent ZEN VPR ARSS ee iy R B R AR HD TP ik, #5140, SR B R FumAYE ST 1P ik

proxy_bind $remote_addr transparent; ]

FUHE N SEAEN, Angie TAEFIEE FZELUEI ) SURIZ T, £ Linux b, XA2HFH: G E
T transparent 28, TIEHRBRES N TEHRBRY A CAP NET RAW &E

ik
MR AL E RS F R DA ECR B ERAR S ds M 48 it i

proxy__buffer_size

Bk proxy_buffer_size size;
FINE proxy_buffer_size 16k;
X stream, server

BB T MWRERAR S a SR BEAR R 2 R DR/ [RIIN I8 8 T B P I R SR R X RN

proxy__connect__timeout

BiE proxy_connect_timeout time;
EIME proxy_connect_timeout 60s;
Holi5"4 stream, server

T X AP SS A L FE AR N N [F]

proxy__connection_drop

[F227S proxy_connection_drop time | on | off;
FINE proxy_connection_drop off;
Holi9"4 stream, server

TEAPRARSS 88 WAL RS BRECH Wit BERRERA PI 7% DELETE FRICAKAARATHG, JHAZIESIZA
Bk SS A HIFTR 215,

AT P e CE RS AR Y R — DL ER T NFAER, TERHE L,
&HE time JAHRTEL L BIN; BEHN on I, ZTHIZENKIT,
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proxy__download_rate

Bk proxy_download_rate rate;
EIME proxy_download_rate O;
T stream, server

BRA MACEEAR S5 a5 B R IRE . rate AR T TTEHEE,

0 25 AR PR il

i

BRAIZE DRI ER), RILAIIR Angie RINHTFMNERBIARSS SR, SRR Z AR

I

SEMEF ISR, R ERIERE A RFIERAHEICT, XATsERA -

map $slow $rate {
1 4k;
2 8k;

}

proxy_download_rate $rate;

proxy__half__close

TBE proxy_half_close on | off;
EOME proxy_half_close off;
4 stream, server

JE FHEZE RN K] TCP ERERIEANTIH ("TCP HKH"), GHREH, TCP ARBRHRE ORI 2 i < ]

RN IE,

proxy__next__upstream

TBiE proxy_next_upstream on | off;
%ﬁi)\fﬁ proxy_next_upstream on;
T stream, server

IR S RS S AL I, B R AR 2 P IR R Liint ARy R — D IRS4%.

R RIS N — D IRSTas AT DA 22100 M TR AT RR A
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proxy_ next__upstream_timeout

[E27S proxy_next_upstream_timeout time;
LNz proxy_next_upstream_timeout O;
T stream, server

BRAHIRERE L T IRS5 AR R VFI AL,

0 KA RR ]

proxy__next__upstream__tries

ﬁgﬁg proxy_next_upstream_tries number;
EINE proxy_next_upstream_tries 0;
T stream, server

BRARERE LIRS N MRS5S A REZIR AL,

0 K A1 BR il
proxy__pass

Bk proxy_pass address;

EINE —

TR server

BEAPARSS ashUtiil, address RJDAFEE NIEA4EL TP ki, DA S

proxy_pass localhost:12345;

AEN UNIX BEREFIER:

proxy_pass unix:/tmp/stream.socket;

QUSRI AT O 22 bk, PR HbIERE DA 7T SURE T HeAh, sk ] AT E R 55 4
it T DAE P AR B EE

[proxy_pass $upstream;

FEIXRB LT, FERNDRRIIR TS a2t FHIRERIRSS as 44 PR, QISRARERE, WIEE/ resolver WA,
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proxy__protocol

Bk proxy_protocol on | off;
EINE proxy_protocol off;
T stream, server

NEHEARSS #A9IER T PROXY PRI,

proxy__protocol__version

Bk proxy_protocol_version 1 | 2;
EME proxy_protocol_version 1;
H 94 stream, server

WE AT 2RSS A IERER PROXY WMXRA, XIZETERHprory protocol B, WRAS 2 72iF
KiEHprozy protocol tlv ¥EFBECEM TLV,

proxy__protocol__tlv

Added in version 1.11.0.

TBiE proxy_protocol_tlv name value;
LN —
94 stream, server

A IERNRIEEIRSS 250 PROXY Y v2 SKishl TLV, value FICAMELEZE &, name A]CAE TLV 228144
PRELHEECE; fElG— MBS, (ERAToREEffe €, H0A 0z FF3ko AT SSL TLV, f#H ss1_ Hi%; Ff
TREY ss1_verify ZFRIEE SSL TLV BIIIEFE, 36X TEproxy protocol version BB 2 BWHHH,

proxy__requests

[E227S proxy_requests number;
EINME proxy_requests 0;
T stream, server

RER P IRSIEIR VSR, IRENZEEN, B SEE UDP MG RIS E R mir, fEkEls
M EREER G, KB RPN — DR B 218, 4rE & iR AR
S5 e HE R U R N £ R I, S HIRBEN I, RTEK L,
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proxy__responses

[E27S proxy_responses number;
LN —
T stream, server

S UDP PR, BB R WACERSS A3 B i R IR A BRI R, B N RTEA AR
o BRANBOLT, BAE iR AR A2 IR,

GNSAEE N FAE, WAL, B2, QERWCEIN N, H 2 TE RS, MR AR Z I LY,

proxy_socket__keepalive

[E2FS proxy_socket_keepalive on | off;
EFME proxy_socket_keepalive off;
4 stream, server

NENMRIEARSS 20 s EEELE " TCP keepalive” 174,

of f NEU T, ERFERRERSNIRE,

on NERFRA SO_KEEPALIVE EfFIE,
proxy__ssl

BiL proxy_ssl on | off;

ENINED proxy_ssl off;

T stream, server

NEEARSS A B9IER S SSL/TLS #r%

proxy__ssl__certificate

Bk proxy_ssl_certificate file [file];
ERINME —
X stream, server

faE — MU E PEM ASUIEBRISCIF, AT A RBRARSS a3t T S geiiE, S fF4a ] DAUE A &,

2B prory ssl_ntls N, ZIELEZN DN SEMA 22—
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server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__certificate__key

[ER7S proxy_ssl_certificate_key file [file];
LN —
T stream, server

fEE— 1S PEM MRARSCH, AT aREARS aHE T S0 RIE, X4 Fal AR,

MJEHprozy ssl ntls B, ZIESHEZM DN SEM AR —

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__ciphers

[F227S proxy_ssl_ciphers ciphers;
EINE proxy_ssl_ciphers DEFAULT;
o974 stream, server

TR AR S5 R AR TH R IN B VI E M. IEEMFEL OpenSSL FERERAIAR G

INEEHFIFREUR T 2250 OpenSSL iR, RAJPAFH openssl ciphers i P& H LS,

e
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Y{FH OpenSSL B ,:samp:prozy_ssl_ciphers 8% * A * BLE TLS 1.3 BMIHEL, B H OpenSSL
BiE TLS 1.3 NIBEL, B prozy ssl__conf command 182, IS BN EH SSL BB I,

o TE LibreSSL H',TLS 1.3 M EM: * ATLA * {#H proxy_ssl_ciphers FiE,

o 1E BoringSSL H, JTLiERCE TLS 1.3 MEEM,

proxy__ssl__conf__command

Bk proxy_ssl_conf_command name value;
LN —
T stream, server

15 RBRARSS A AL R IN B B AR OpenSSL BLE 4

#wiE
M OpenSSL 1.0.2 B 5 S RA I 2% 45%, B H OpenSSL BLE TLS 1.3 INEEME, E/EH

ciphersuites A%,

A DATE A — R A5 E 2D prozy_ssl_conf _command $5°. 2 HAX Y Y ETHHI %A E X
prozy_ssl_conf command T'E:‘/%Eﬂ‘, IXEEFE S M E—RBC B K,

i

R, BEREACE OpenSSL AlRESSHEIMT N,

proxy_ssl_crl

Bk proxy_ssl_crl file;
BME —
T stream, server

faE —MUE PEM A MHIES (CRL) By, AT 5 IE ARERARSS 28 HIIEF,

proxy_ssl__name

B proxy_ssl_name name;
ERINME proxy_ssl_name e 3= proxy_pass SESIR
T stream, server
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SevFE s T UE ARERARSS AR AR SS a8 2 AR, DANAES RERSS AR AL RN IEIS ST €35 HIAR
S antatie IRS5aRA ARt AT DAGE A BAE

BINEOUR, - prozy pass FaHEE LR N4,

proxy_ssl_ntls

Bk proxy_ssl_ntls on | off;
BRINE proxy_ssl_ntls off;
H9'4 stream, server

S TongSuo TLS FEN, HAHZFiiat NTLS SRR,

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

}
~
#Hik
Angie DEM --with-ntls BCESHITE, FHEMMMATSHRF NTLS B SSL &
./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls
J

proxy__ssl__password_file

HIL proxy_ssl_password_file file;
LN —
4 stream, server

T — MU S EEIERSOE, SN EEEE RIS 1T, B ARAROR 20X 2 R T
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proxy_ssl__protocols

[E=2FS proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
LNz proxy_ssl_protocols TLSv1l.2 TLSv1.3;
T stream, server

NIEEEAR S5 85 I T R B AR E RTHM

proxy_ssl_server__name

Bk proxy_ssl_server_name on | off;
EME proxy_ssl_server_name off;
H 94 stream, server

JA e A 5 AR AR S5 48 VBRI, @IS IRSs a4 FRdE R TLS $7/8 (SNI, RFC 6066) &%
Hiprozy ssl_name &P E MRS A4 7o

proxy__ssl__session_reuse

Bk proxy_ssl_session_reuse on | off;
ERINME proxy_ssl_session_reuse on;
T stream, server

FEE GRS 2 TIEN 2GR AEA SSL £1f, WRHEH MM SSLs GET_FINISHED:digest
check failed” $51%, THZIXFEHSIEER,

proxy__ssl__trusted__certificate

Bk proxy_ssl_trusted_certificate file;
EINME —
LT stream, server

6 — MR PEM ARG E CA IEBRIXAF, ATIRIE ERS SRATIES.,

proxy__ssl__verify

[F227S proxy_ssl_verify on | off;
EIME proxy_ssl_verify off;
T stream, server

JE T EEE AT CER IR 55 25 IE T A 3R TIE,
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http://en.wikipedia.org/wiki/Server_Name_Indication
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proxy_ssl__verify__depth

[E27S proxy_ssl_verify_depth number;
LNz proxy_ssl_verify_depth 1;
T stream, server

B PRARSS A UE B B I SIE TR

proxy__timeout

Bk proxy_timeout time;
EME proxy_timeout 10m;
H 94 stream, server

REE e B R SS dE R BN SRS SR E 2 A AR N I R A SR AE SRR R A5 s e, %
BER BRI,

proxy__upload_rate

Bk proxy_upload_rate rate;
ERINME proxy_upload_rate O;
T stream, server

BRI M i S B ER AR, SR DAY 7 B e

0 25 AR Rl

ik
TR ARE XS N ERCERY, AN RE P m R TR N ERE, B R RS IR P

SRHERTDNE SR, XERZERIERE R A REDER AR T aERA A

map $slow $rate {
1 4k;
2 8k;

proxy_upload_rate $rate;
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RDP Preread

FEfEF RDP PR, BB AR VFAE M S T R AT SR B 215 IR E R Cookies

YMIRICRS MRS, FFEEId --with-stream_rdp_preread_module PEEIURF LA, 7F Al

M eERREME SRS, SR EESERET,

BCE =5
HEEEB Cookie HIARF2F

XA T sticky 820 learn fiz:

stream {

rdp_preread

upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

B

rdp__preread

Bk rdp_preread on | off;
LOWINIEN rdp_preread off;
H 94 stream, server

PERIFEPTEENT . N RDP #1X Cookie HZEUER, WIRIZEN on, FAEFEER LT SCHEHEFE NS

R &,

REx

L]

Cookie {ERTE XHURT RDP HHZARA,

$rdp_cookie

A Cookie 1H,
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$rdp_cookie_<name>

HAFRE AP Cookie FELHIH,

ReallP

AV E U (e PROXY HMSCkr IR 1, AU isten $55 TR B
proxy_protocol SECRHISE/EH PROXY W,

EPIN v *@@Hﬂ‘, NGB O AR S, NEH --with-stream_realip_module M ERIE TR
JAHE,

£ BN eFErEmSE GRS, ZRREESEmES,

B E =5

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set_real_ip_from

[E=2FS set_real_ip_from address | CIDR | unix:;
HME —
T stream, server

T X EHIAR IR EME bR E bk, WRIEE THRRME unix:, WATE UNIX BERTRBIEE,

HEE

el

$realip_remote_addr

TREE Jsa e - it
$realip_remote_port
PR B JEhas - i i 1

Return

IR AVFAE Fm A ST E RME, RERAER,
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=3t

server {
listen 12345;

return $time_iso8601;

}
BS
return

Bk return value;

EINE —

Hol5"4 server
FEE SRR P i E, ZE R AELE SR, R NHAE,
Set
R AN BRI E —ME
AcE Bl
server {

listen 12345;
set $true 1;

}
EL
set

Bk set Svariable value;

ERINME —

X server
MEER AR E —ME, ZEF A E AR, B8 KHAS,

Split Clients

ZEBRERH T A/B A, B228 A AT B AR R 2R — o EL B 7 i F 21— IR 55 as eRBC B Y7
=, [FRPRRIARER 5 | S 2 AT
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[t
N
stream {
# ...
split_clients "${remote_addr}AAA" $upstream {
0.5% feature_testl;
2.0% feature_test2;
* production;
}
server {
# ...
proxy_pass $upstream;
}
}
ES

split__clients

Syntax split_clients string $variable { ... }
ERINME —
Context stream

JEIINE string HATIEFREIE—D Svariable; string PR BHE N, ERWIEH, AREWBHERTIE
£ $variable MFFFRE,

IS PREUE A MurmurHash2 (32 i), HEEAMETERE (0 £ 4294967295) 2 H BB 2IME; B2
FLOE TR AR N, JEECRT (+) ATABIAESR S ; A8 T H AR A S 7 (B At 2 H 7 B AYMEL,

zZN

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

nn.
* >

XH, £ $remote_addrAAA FRTHRPFFMZ RS, WBAEIMIR:
o {HN 0 %) 21474835 (0.5%) 774 .one
o {H} 21474836 F 107374180 (2%) 74 .two

o {EN 107374181 %] 4294967295 (i HAh{E) F=4 v (—PNBFRE)
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SSL

FTRAFEARSS 2R SSL/TLS WMl fe I SCH

Y }‘}\()E{JQ@*@@N, ﬁtﬁﬁ%gjilj\z:/i\?ﬁ*@@, 1A FH —--with-stream_ssl_module M ELR IR 5 B
ek H B CERNRAEMEG T, AR T A S TE T,

i

IHAEHFEE OpenSSL &,

B E R
N T FEARMCBR A5 T, Y
o RELIEIER R IRENE T A,
o ERILE RIE%AT,
« ZEHNE RTEEL,
o FFATREMEIN TG AFI (] (BRIATY 5 72 %):

worker_processes auto;

stream {
#..
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B
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ssl_alpn
Bk ssl_alpn protocol ...;
IRINME —
T stream, server

TR SR ALPN HhlFIFR, aiSRE At ALPN, Wi Hor— Nl

map $ssl_alpn_protocol $proxy {
h2 127.0.0.1:8001;

http/1.1 127.0.0.1:8002;
}
server {

listen 12346;

proxy_pass $proxy;

ssl_alpn h2 http/1.1;
}

ssl__certificate

[E=2FS ssl_certificate file;
EINME —
T stream, server

TR E MRS ARH PEM ASIEF SO, ASRER T UEFAHMNETR ZHEE HP RIUESS, W RAZ LI 12 R —
XPFRfEE: FUERERT, AERHEUEH, PEM A E P AT DUSRHE R —SC R,

A5 4 A] PAZ IR AEE AN R 2B AIE S, B4 RSA 1 ECDSA:

server {
listen 12345 ssl;

ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.

ssl_certificate

ssl_certificate_key example.com.

example.com.

rsa.key;

ecdsa.crt;

ecdsa.key;

A OpenSSL 1.0.2 B AR SR AN R IEAS B S SRIE S

XFIHRRA, HEEH — MIEHE,
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ik
i/ OpenSSL 1.0.2 B @ RRAR, A DIE X4 i A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

B, HRREWRE IR SSL BT MNBIES, IXATRES X PERE A A i #20
FDAEE data: $variable” EDRAUVE file, JXHF AR B ANEIE AT A FH H R S
THER, PEMAERATRES TR Z 2FRE, IR S HBERES NS

ssl__certificate__compression

1Bk ssl_certificate_compression on | off;
FINE ssl_certificate_compression off;
TR stream, server

Ja R TLS 1.3 IR EHER 548,

i

i/ OpenSSL 3.2 BUHE AN STRHZIE S KR EAE LIRS R B AR,

#HiE

M BoringSSL W SCHFZIES; KRR EARIESIREAE 214D,

WA T ssl_stapling, WIEB L4514 822,

ssl__certificate__key

=275 ssl_certificate_key file;
HME —
94 stream, server

faE 4 e IS5 251 PEM RN H S

ik
] OpenSSL 1.0.2 B AR, AT DATE A4 Pl AR &,
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A[DAfE/E engine: “name™:id fERMAE file, IXFEM OpenSSL 5% name MEEBIEE id IEHA,

A]PAFE7E store:scheme:id {HRMFF file, XHTMNEBEE id A1 OpenSSL 2R FFMAT URI
scheme JEEEA, HIA0 pkeslio

FDMEE data: “$variable” fERAUE file, IXRE N BANEE M RSO, EER, 4
TR RTRER TR Z 2R3 8, B R AEdES AR H S,

ssl__ciphers
Bk ssl_ciphers ciphers;
ERNME ss1_ciphers HIGH:!aNULL: !MD5;
TR stream, server

e R B EN, BHEMHLL OpenSSL FEHERIRSRAEE, HI40:

[ssl_ciphers ALL: 'aNULL: 'EXPORT56 : RC4+RSA : +HIGH : +MEDIUM: +LOW: +SSLv2: +EXP;

FHEAHFRBURT EZEER OpenSSL iitAR, FIPAfEH openssl ciphers i EH BRI,

B

/] OpenSSL I ,:samp:ssl_ciphers $§% FEECE TLS 1.3 HBEEM, B OpenSSL ElE TLS
1.3 BHEM, WG Hssl_conf command 6%, B35 E T TH T £ &4 SSL Bl &,

o {E LibreSSL A,* AL * f#H ss1_ciphers ECE TLS 1.3 ZHHELM,
« £ BoringSSL 1, iRATIAALE TLS 1.3 HHEM

ssl__client__certificate

Bk ssl_client_certificate file;
EINME —
T stream, server

FBE— TS PEM BRAZEL CA EB XM, HTRUE B umiEd, ARTERHssl stapling I 3RIE
OCSP MiN,

IEBFNRGLIRE R P fio QR BIXFE, Al LMER ssl_trusted__certificate 8%

ssl__conf_command

Bk ssl_conf_command name value;
EIME —
Holi5"4 stream, server
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RBTE OpenSSL BLE i,

#HiE

fE/H OpenSSL 1.0.2 B EIRAN XHFI%4E2. MM OpenSSL BLE TLS 1.3 HHEMF, HEHHEM

. . AN A
ciphersuites ff 2,

A AEIR]—RAHRE S ssl_conf_command 35

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

N YETRANEE E X ssl_conf command BN, A E— Rt Bk R IX e,

Bmh
EA%ACE OpenSSL AIRESHEAIMT N,

ssl_crl
1Bk ssl_crl file;
ERINME —
X stream, server

fEE— S PEM BRAMMIES (CRL) B3XfF, ATIE 2 umiEf,

ssl_dhparam

Bk ss1_dhparan file;
LN —
T stream, server

6T DHE #HEMK DH S0,

BN
BONE SN IRE TS, Fi A =2EH DHE #EHEEMF.
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https://docs.openssl.org/master/man3/SSL_CONF_cmd/

* Angie
Software

IhEEHEIR, lRA 1.11.7

ssl_early__data

Added in version 1.9.0.

[E=3FS ssl_early_data on | off;
EINE ssl_early_data off;
T stream, server

JEFEZEH TLS 1.3 FLHI%HE,

#HE

fiFH OpenSSL 1.1.1 B EMRABL BoringSSL X HZFE2

ssl_encrypted__hello__key

Added in version 1.11.0.

JE227S ssl_encrypted_hello_key file;
EIANE —
L stream, server

faE il & PEM #38 ECH FA$AF1 ECHConfigList IS, IR ABIRIEE, FFESHFHINER i

[z (ECH) #Y OpenSSL 8 BoringSSL #J#E; & NIA S,

ssl_ecdh_curve

181 ssl_ecdh_curve curve;
LOVNIED ssl_ecdh_curve auto;
4 stream, server

f57€ T ECDHE % EMA Lk,

#/ir
i OpenSSL 1.0.2 B{EE S hfA, AT DAE & 2 45 ith <k, flan:

ssl_ecdh_curve prime256vl:secp384ril;

KPR auto fE/R Angie TE#F OpenSSL 1.0.2 58 EhRAKR#EH OpenSSL FEMNBEIFIZE, si1EIHMA

A prime256vi,
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#HE

M OpenSSL 1.0.2 BUSE ERRAN, 5B EMSS a8 X FRRIIIZRSIFR, Flit, 7 ECDSA iEH
IEH TR, EERRAIER SR,

ssl_handshake__timeout

Bk ssl_handshake_timeout time;
EFINE ssl_handshake_timeout 60s;
TR stream, server

TEAE SSL 252 A A e i s a].

ssl__ocsp
[E227S ssl_ocsp on | off | leaf;
EINE ssl_ocsp off;
T stream, server

JE R P UIEREER OCSP KiE, leaf SENA R iiE 5 AVISIE,
FH OCSP WUEIEH TAE, ref:s  ssl_wverify_client 8% N I%EN on B optionals
ZENT OCSP MR g8 FHLA, IENFEE resolver F625

Bl:

ssl_verify_client
ssl_ocsp

resolver 127.0.0.53;

ssl__ocsp__cache

[E=2FS ssl_ocsp_cache off | [shared:name:size];
BRINME ssl_ocsp_cache off;
T stream, server

REMTA7E OCSP SIEE FIRIETINSHIRAFHI AR, RS LR AT, BAH
[FlAA PR AT ] DAFE 22 D RESUIR 5 2 H 6 o

off ZREILHHZA,
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ssl__ocsp__responder

[E27S ssl_ocsp_responder uri;
HIME —
T stream, server

BEIERY B ”Authority Information Access” HER OCSP MM #% URI, F T 4k HHIE T,
{NSZHE http:// OCSP MR 23

ssl_ocsp_responder http://ocsp.example.com/; ]
ssl_ntls

[E=27N ssl_ntls on | off;

FINE ssl_ntls off;

HSl5"4 stream, server

R TongSuo )8 RS 28 NTLS Zf#,

listen ... ssl;

ssl_ntls 5

ik
Angie MEMH --with-ntls WEIEIHATIE, HEEESEM NTLS £ SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

ssl__password__file

[ERFS ssl_password_file file;
LN —
T stream, server

feE & E Y BYEIENSOE, RS MBS EE IR G —1T, MBE AR 20X S i e

Nk

stream {

ssl_password_file /etc/keys/global.pass;
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server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}
server {
listen 127.0.0.1:12346;
# o % % T DA R SR R R i
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off;
EINE ssl_prefer_server_ciphers off;
X stream, server

TEEAERER] SSLv3 1 TLS #HMIN, IRFFasEm EF ML T & i &,

ssl__protocols

EI% ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME ssl_protocols TLSv1.2 TLSv1.3;
TR stream, server
J& R fEE IR
ik

TLSv1.1 1 TLSv1.2 ZEUAEM ] OpenSSL 1.0.1 55 S hRA I G 2L,
TLSv1.3 Z2HUAEEH OpenSSL 1.1.1 B EhRAS G 3L,

ssl__session__cache

K ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
FINE ssl_session_cache none;
Holi5"4 stream, server
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REFESTESENRFRAN AN, ZfFr] DUZ DA MEREZER:

off TR ER I 2T S AF: Angie BARRT 1% P m 15 N RERCER A

none T AR b i X T 2% A7 : Angie SRIZ P R IE n] AR, (HSEPR EAESRAT
P ERTES L

builtin OpenSSL WEETF; (X — P LIEEREH, RERNAXITEEIEE. WRARS
HAZN, WRET 20480 N=TE, HRANERE I RESBINERER .

shared A TR Z AL ERAE, RN AFT N BATEE; — IR TRl DAfF

2] 4000 NG, BNEEREN B AEEATR. BAMHERZRAZEE AT ATE
2O MRSEP R, BT ENER. FEMERRHR TLS SIEEIEEHA, R
B sslsession_ticket key 8% BNALE,

PRRZR AR AT DA, 3040

ssl_session_cache builtin:1000 shared:SSL:10m; }

(EL{A5E P A 2 G A T A6 FH PR B 2R 17 % B i R

ssl__session_ticket__key

HIE ssl_session_ticket_key file;
LN —
R stream, server

RENUESHTINENRE TLS RIEZIER SIS, IROHTEZ MRS & Z R EMREIR RS, W
RSB FN, BOANET, 8 HREHLA R,

GNSAEE T2 NEH, MUEA S —DNEYIRINE TLS RIEFRIE, XAV E®B L, fl:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

ZXXAERELE 80 BY 48 FATRIREN LA, AT DAGEA] DU R A <> Al

openssl rand 80 > ticket.key

IRIESCIFRN, R AES256(FH T 80 1) 8¢ AES128(H T 48 F ) BATINE,

ssl__session__tickets

[E27S ssl_session_tickets on | off;
FINE ssl_session_tickets on;
T stream, server

JEHEEEHEE TLS 208 Sk HITRIERE
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ssl__session__timeout

Bk ssl_session_timeout time;
BRINE ssl_session_timeout 5m;
T stream, server

farE & P Al DA FH 2GS BN T,

ssl__stapling

HIL ssl_stapling on | off;
EINE ssl_stapling off;
ETx http, server

JE FHEEERI RSS2 51T OCSP Wik, 7RHl:

ssl_stapling 8
resolver 127.0.0.53;

ZUHE OCSP T IER TAE, BIXKITEARSS 2Rk & & UEF . Wk sl certificate XA EHEIES,
AR S B UE P& & HIE N IZAFAE T ssl trusted certificate XA,

B
R T @M OCSP MRy 28 EH14, EMNIZFEE resolver 6%

ssl__stapling__file

Bk ssl_stapling_ file file;
HME —
TR http, server

REJE, 2ITH OCSP MR WEE RIS A HIRER, AR EWIRSS S HEER OCSP WM,

ZX N ZZ DER #83X, H1 openssl ocsp i 4K,

ssl__stapling__responder

HIK ssl_stapling_responder uri;
BIME —
TR http, server
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BEIERY R "Authority Information Access” Hf&ER OCSP MM #317 URL,

{NSZHE http:// OCSP MR 73

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

JE27S ssl_stapling verify on | off;
EINME ssl_stapling_verify off;
X http, server

JE B EEFAARSS ek OCSP Wil B A3 E

BRI R I TAE, MAZHE R ssl trusted certificate 82 KRGS 2 UEPMULZE BUUETS . ARIUEFAIFTA HE
UERECE N ZASERIE S,

ssl__trusted__certificate

HIL ssl_trusted_certificate file;
LN —
H 94 stream, server

BE— M E PEM RZET CA IEB X, FTRIE & imiE+,
sl client_certificate ERIEBEAME, IXLUERYIRADKIEL R Vi,

ssl__verify__client

B ssl_verify_client on | off | optional | optional_no_ca;
BRINME ssl_verify_client off;
EFx stream, server

SR P UIERIRIE, JIEEE RAFAETE Sssl client verify ZZ&H, WIHRAER T URE 550 UEHA R & A2 551,
WE R Im AR AT R AR, MNERREHCH],

optional TERE P UHUES, WRIEBZE N TR IR,
optional_no_ca WERE P IE, EAEREEZETN CA IEHER, XIEH TH Angie SME
AR 55 P T SR IE 5 38 TR A1 o
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ssl_verify__depth

[E27S ssl_verify_depth number;
BRINE ssl_verify_depth 1;
T stream, server

B P e RE P SR UE IR,

HNEE

Bl

stream_ssl BIHRSCRE DL MR &:

$ssl_alpn_protocol

IR[EIFE SSL B2 FHARNEIS ALPN JEEEMIHMY, SNHR A2 7R,
$ssl_cipher

IR[A 2L SSL ERZ PRI B4R,

$ssl_ciphers

R A SRR E SRR, CRIRTINEEFABIRSIH, RATE A7 SEHLE R, fi:

AES128-SHA:AES256-SHA :0x00ff

i

{XAEAER] OpenSSL 1.0.2 B SRAN B2 FHZL R, M TIHRA, ZEELCEH THr&E, H A
XHH BB EER,

$ssl_client_cert

IREIE LA SSL B E P IRIES (PEM ), BREE—1THMUEE— 1748 PARIZR AT 3K,
$ssl_client_fingerprint

IRETE LR SSL AT FIRIE ) SHAL 1520,

$ssl_client_i_dn

HRIE RFC 2253 IR[EIC @AY SSL ERERIE FUmER” Bk & DN” F1FH,
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$ssl_client_raw_cert

RETE K SSL AR P IRIES (PEM #530),

$ssl_client_s_dn

R REC 2253 IR[AIEHEIZH SSL IERRTE FUIETHY” 8 DN” 47,
$ssl_client_serial

REE LK SSL A P IMIE BRI TS,

$ssl_client_sigalg

IR[E E AT SSL ERERI R FIRIERRT B4 51k,

ik
{XAESER OpenSSL 3.5 BE S RAMN SCRHZ AL &, X T IHRA, X RER N FIFH,

ik
A BRCER TH X1,

$ssl_client_v_end

IR 1] 28 e A5 A £5 R H 3,
$ssl_client_v_remain

AR [6]75 F diLE F5 1 H AT A3RARR
$ssl_client_v_start

IR 1] e A5 AR 46 H 3,
$ssl_client_verify

IR A1 i UE 45 56 UE A 45 5 SUCCESS,  FAILED :reason, U IEBATELENR[E] NONE,

$ssl_curve

IR[A] SSL BT A HOL R AP b i Ak, CRIATRRZ DAARRAIHE, RATH DA7 2o, B4

prime256v1
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#Hik
XAEMEM OpenSSL 3.0 BUE RARAN SHFi%E R, XN TIHRA, WZRER NZE T,

$ssl_curves

IR [A1E P SRR E S R, CRIRTHIZR DA FRFI H, ARANRT DA+7 Sl o, fian:

0x001d:prime256v1:secpb21rl:secp384rl

ik
XAEFEM OpenSSL 1.0.2 BUE AN SXRHZ &, N T IHRA, R RBER NS FIFH,

BERMUEH TH =1,

$ssl_early_data

GREREEA T TLS 1.3 FHIEdE HAR TR, WHRE 1, SG&E 7,

$ssl_encrypted_hello

Added in version 1.11.0.

GNERAER T N P EsE (ECH), WBRIE 17, & &R [E 7,
$ssl_protocol

IREE N SSL ERERIHML,

$ssl_server_cert_type

MRIEARSS SR UE B A EHA2R7Y ) B{E >l RSA. DSA. ECDSA. ED448, ED25519. SM2, RSA-PSS Y unknown,

$ssl_server_name
IR[EERE SNT 1R AIIARSS 2R FR,
$ssl_session_id

REIEEEAN ) SSL ERENSIERIART,

$ssl_session_reused

2R SSL RIEHEHIMBRIE ", AWK [E]"7,
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$ssl_sigalg

IR[AI AT SSL ERZHIIRSS SRUEFRY S 5F1k,

ik
{XAEMEMH OpenSSL 3.5 B RARARN SHFi%E R, XN TIHRA, WZRER NZE T,

#Hik
ZARUER T H 218,

SSL Preread

JEFM ClientHello {HEHHREUE EMALKIE TLS, Flamad SNI iHRIIRFSasAIREAE ALPN H)
HIBML,

4 MIRARSFTEERS, BOAEIL S AR ISR BNIZEE --with-stream_ss1_preread_module 4
EIEWUE H .

fERE BN CENEMESS, ZEREUSEERET,

BCE R

BidAR SR B FRERE L

map $ssl_preread_server_name $name {
backend.example.com backend;
default backend?2;

upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;

}

server {
listen 12346;
proxy_pass $name;
ssl_preread 5

}
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B R AR 55 28
map $ssl_preread_alpn_protocols $proxy {
~\bh2\b 127.0.0.1:8001;
~\bhttp/1.1\b 127.0.0.1:8002;
~\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread 8
}

B SSL thill R A AR 5528

map $ssl_preread_protocol $upstream {
" ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default tls.example.com:443;

# ssh F1 https FE[F —3% 0

server {
listen 192.168.0.1:443;
proxy_pass S$upstream;

ssl_preread ;

B

ssl__preread

Bk ssl_preread on | off;
2RIN ssl_preread off;
X stream, server

TEFUEEL B3 M ClientHello 1HEFREUE R

NEZE
$ssl_preread_protocol

&SRR SSL PIMSURAR

3.3. [FAEER
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$ssl_preread_server_name
T SNI IERHIARSS #44FKo
$ssl_preread_alpn_protocols

FHANES ALPN [ SRR, IXEEIE S 0.

Upstream

R TR A1 _ERSL, Al fEprozy. pass FELHEM,

B E R B

upstream backend {
hash $remote_addr consistent;

zone backend 1m;

server backendl.example.com:1935 weight=5;

server unix:/tmp/backend3;

server backend3.example.com service=_example.

server backupl.example.com:1935  backup;

server backup2.example.com:1935  backup;

resolver 127.0.0.53 status_zone=resolver;

server {

listen 1936;

proxy_pass backend;

_tcp resolve;

B

upstream

[=2E upstream name { ... }
LN e —
Ehx stream

A — M RSS A, IRS5as AT AT SRR o Ak, 10T TCP M UNIX BER T HIIRSS 4 a] AR &

(EdE

Nk

upstream backend {

server backendl.example.com:1935 weight=5;
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server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;

server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

}

ERINB OV, B B8 7 A TE IR SS 4 2 A1 3Bl 76 RTREI, & 7 MEREZ R
SrBC:5 NEREE backendl.example.com:1935, 58 ~MIE = MRS 84 1 NMEE,

ISRAES RS SRIBE IR A LR, R RIRS T —DIRSTE:, RIS, BE22AFTH EW TIERR
S ano WIERE A MRS ds BUIBISHRI, ERR PO,

server
Bk server address [parameters);
BINME —
4 upstream

T XRS5 A LA A28, btk a] DA E I sl A 0w 1Y TP ik, sREFEEN unix: AR
JEH) UNIX ERFKE, B2 1P #ilkAAE & — 008 MRS 35,

A BUE XA S

weight=number WEARS RN, BRIAHN 1,
max_conns=number BRHIZIRIEARSS 2s B K FRINTESNEREE, BRIMEN o, FRIK A RHl, tRARS
PR ENTE B, WRZFREDS D TAEH AR

max_fails=number —BTEfail timeout BTSN A N5 IR S5 B R 2R ER, IRE % IREL
JE R IR SS e AN T H; PR JE AR RH TR RS2 TR B,

IXH, KRGS RS S AL N A B R B

w/iE
WERHPH server FEMHTNZ MRS, H max_fails B BIRN HFE MRS A5,
WRIEFRNTFTE server 5% /5 upstream REE— AR ER, N max_fails B ILRFHIEH 21,

max_fails=1 BRIN L,
max_fails=0 B 2R GT

fail_timeout=time —i% BN HIEL, TEUMEHARI N & A f @ IR BT 5 RS #IBE R (max fails) AR
M5 8RR . ARG RS AR MR TR BN RFF A AT PIRAS, 2 A 2EI,
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BONTEOLR, IHEIREDN 10 ),

#HiE

WA H server FaMHTNZ MRS A, H fail_timeout ¥ E IR FH T MRS 2%
WRENTTA server 52 )5 upstream HEEF— MRS ES, W fail_timeout REIERIFEHZ

o
backup RelRSsastric & inikssas. HEMRFERARTHN, ©RZEBGE K,
down Rk S5 aspRic A KA AT

drain (PRO)

Rk S5 as i v IR, IXEWRE B RIRNCR B Z ANEX sticky 48E IR TEHY
R, BNHATHEMT down,

s

backup SEAGES hash Flrandom IS 775 — L EH,

down fl drain Z¥(H J¥.

resolve

service=name

J& F A% 5 A N B TP il AR ARk, To iR BN Eic B RV AT BE 8T, i
BN FHZANF IR H; BAHE M resolvers

JA @t DNS SRV xR EM S 4R, ZEMSEER, MATHEE resolve
¥, BAE TN E RS 36 .

NSRRGSR S, WIARYE REC PRUETE AR IRSSAARATIN _ #igE, A5
EREIIN _tepo I, ARFSAFR http K2R _http. _tcpo

Angie JEIHEMTEACRIIRSS 2R FALZA KN SRV Id5%, HiEId DNS 2R
ZHENIRSS 28512, DA EM TR RFNAE,

o mEUERA SRV % (HEHR/MUERERICT) Mt on EARSSE, Hith
RN E RS A8, QR server X E T backup, Fm L H SRV id
SN N iS5 4, HABIC KU,

o BERLT server FEPH weight S8, WHRFESH SRV IEREPILE T
PO, T fE A 451 BRI,

HRBPRE A _http._tcp.backend.example.com o%:

[server backend.example.com service=http resolve;

sid=id

WEAHATIIRS S ID, tRAKRIEEIZSEL, ID ¥ILEN 1P HutikFlvG s UNIX
HERTHRARN7S#H MDs IA{E,
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slow_start=time WEIRSIIEMERSN, HRME Bleast conn BT K E HAER
inglz]s
WMRIRE 71228, HERSH[ERBE s fails Mupstream__probe (PRO) FIFE
PTG FHRBON R, AR5 AR5 E AN [A] B NI ik & H A S 2 AR
WRRLEZSE, EROIENT, ARSS e LR PIHAR E R E 4R AR,

#/ik
WS upstream FHRIEE T — server, slow_start BAEVERHFHH 21,

state (PRO)

Bk state file;
BINME —
T upstream

FEERAMARNE LIRSS 2RPIRI fileo M BATIMARIZEER, SO —DEAE YRS HEZ®
/var/lib/angie/state/ (FreeBSD _+H /var/db/angie/state/) ﬂﬂﬂ:ﬁﬁﬁlﬂj?’éﬂﬁ:, KB A ZE=AE
BLE IS4

upstream backend {

zone backend 1m;
state /var/lib/angie/state/< X &>;
}

X BHAIARSS BRVNIRAE ELLIT server, HHIBHEECE API 1£ /config/stream /upstreams/ FrHEBAIRSS
iy, HENBEESER, ZHE Angie J52EUAC B B EIN BREL

i
BTE upstream HHH state 5%, HHANE server 5%, HFEEHZNEFX (zone),

zone
K zone name [sizel;
LN —
Hol5"4 upstream

TN EX AR, ZNEX AN ERISTIRES, £ TR mE=E, 2 A
PAER R — X, FEIXAMEN T, HEfEE —OOR/NIA],
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#HE

HEERER size NN, BEEA IR XIBMAR, (EMR/NEE —HASN— = FEXIR
WEF AN,

backup_switch (PRO)

Added in version 1.10.0: PRO

[=2ES backup_switch permanent|=timel;
BIME —
X upstream

ZIEL B M TEShHmANZ EHIT ARG A RIRE S, RIMNZ ATSERBIIRSS SRAU4T4G, WARTETS
AP TEN T —NERERBRSSa:, HHERBESOH, Z&ERSONENH, EEEREET
TE M ENZH IR a0

REX T permanent ZHEUEIA WAIME, ARG RIEIINE, A2 BEIEHEE IR
R, GIBHEE T time, HRTESNRSTESEE AN R RIRR I, S a8 K PR & A SR
2H, GNERARSS 8 EH TOENR [F 2 LeA,

I

upstream media_backend {
server primaryl.example.com:1935;

server primary2.example.com:1935;

server reservel.example.com:1935 backup;

server reserve2.example.com:1935 backup;

backup_switch permanent=2m;

}

GRIR B BER M RS AR VIR s e, FTA IE8aE KR iz st 2 2eh. 2 2edBliE, 7
HEMasER A LIRSS Ay, WARENTER TE, WEREERONTESH,

feedback (PRO)

[F=27N feedback variable [inverse] [factor=number| [account=condition_variablel;
LN —
£ upstream

N upstream 5 FIEET RIBHI T B BIALH, EOEId R MBI 55 A B EE 3 AP 2 [ B E R Bh A5 1A
BNBIIGRR, ZERIE variable [EREN ML, HZANESRMALIH,
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A DHEE LA N2

variable MAFIRBUR BHER L &, ENIZFoRTERESE Retatr; RoT ARSS #e1 i,
iﬁfﬁﬁﬁﬁ%%gﬁ"]/l\“mﬁztpiﬁfﬁigﬂﬁ, FHARYE inverse 1 factor B AES)]
FEHE,

inverse MRIRE T IZSH, REBERSURIARRE: BRI ERRE TR,

factor HEFEEN BHERIIEA . GRUEHN 0 ] 99 FUEEL, FRIMEN 90,
FEMERER R AT,
(Rl FBOK, BT EN AR AER ] SRR 7E 90, RFEX 90% HISERTEFIY 10%
HIHTE,

account TR — R R, AT ETH R SHERE, (R ERAET v 5
non I, AEH R IBHESEHTTEIE.,

i

BIANBOLT, RERN NREBEAEEEHES; & Supstream_probe ZES
account Z5A{EHA] A& B s E EHER AL A NE,

I

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;
server backend2.example.com:1935 weight=2;

}

map $protocol $feedback_value {

"TCP" 100;
"uDp" 75;
default 10;

}

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";
default ",

}

A BARYE D G TP RGP IRSS 8 T 2038, FHAE Supstreamprobe LHIMZRAE, X
Hiit high_priority IRIMEH M ik =215,
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hash
=3P hash key [consistent];
BINME —
T upstream

REFRTE I T, HPE P -k as i IS A AR S, e UEE AR, TRERKHEHAS,
EEE, MNHPTMEMEREMARSS 2Rl RS SRR Z B E M B R RIS 38, X F1ES Perl
Cache::Memcached JEFRE.

(RN

[hash $remote_addr;

LEERET I ZA IP HILRIRAR (B0, #H resolve 240, MRSFEA SRR ML THE
Fe, BIEAIRINE Al REFEANFIRSS ds Z RIA R AR, XS P imo . MR —2 01, 16

A consistent 2L,

USRAETE T consistent B8, R ketama —BWEMA /TIAE _EIRTT TR, %A S MAHEM
sl BRARSS ey, A R SR RS BTG B AR SS g8 RIZTT AR TRAFIRSS A8 nl SR BB Y
ZAFmHE, %7155 Perl Cache:Memcached::Fast FEFEZ, HH ketama_points ZELE N 160,

least__conn

181 least_conn;
ERINME —
4 upstream

NATRE NI TR, H SRR TR ANE RS D IIIRSS 4, [RINE EBARSS E, RG24
BIERIRS AR, WHIREMTRINEDIES (Geil) 75kl

least__time (PRO)

[F=27 N least_time connect | first_byte | last_byte [factor=number]
[account=condition_variable];

EINE —

Holi9"4 upstream

NHFETE NBIIBTTIER, KRR IRATE RS a3 MR 5 HAP M R RSO L I 2R TRDBRARR, Al
55 ae KRR IS ROk 2
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connect ZIE LB RN LIE R TN ]

first_byte G M PRI S 58— 1 PRSI AL

last_byte A FH AR U S B M O FY) P Y57 I T

factor PUT S response_time_factor (PRO) tHRIRYLIRE, WIRIEE T8, WEES
B

account fEE— IR RE, ATEATEHHESEEMLER, (CHERENETEETE

:‘F nn ﬁ non HTJ" ﬁ’%%%ﬁlﬁi@{ao
#/ik

BINBER T, B0 AFREESEWHES; B Supstream_probe &S account &4
SR UEEEN, ERHREMAENS,

MAMETE API Wupstream f5i8 H, PAIRSS28HY health X R H ) connect_time, first_byte_time il
last_byte_time X EI,

random
[E=2FN random [two];
BRINE —
ETFx upstream

NHFEE BT, FEREIBATENERNIRSS &, [R5 BRSS A E,

QNSRAEIE T RNERT two 248, Angie RRENLEREM MRS S, AEEHIEERTTRERE MRS . B
INTTE R least__conn, "ERFEREE B THENERZE LRV R85

response__time__factor (PRO)

[E227S response_time_factor number;
EINE response_time_factor 90;
kTR upstream

Nleast_time (PRO) SWEIIETTIFEAGEEMA FREDNBUL V1) R R R RN, JeRifE R
AT

TEEHT number BOR, HHEXSFEJERTZIAZUR N WFAEEN 90, RKFRH 90% HIJCHiE, CRA 10%
HHHE. ARUETEED 0 B 99 (&),

MHITTEEERIE API Mupstream fabr H, DRSS 2RHY health X RHH connect_time (EIIEREM
IfME) . first_byte_time (FEURMAN ZE— N TTRINTED) F1 last_byte_time (FZUKSEHREMA N AIH E])
A ZI,
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#Hik
RS BARIIRINL, 2 RA IR prozy  neat upstream FETHE

sticky

f£ 1.10.0 fRA KA H: PRO
1E 1.11.0 IiRAR LA E: PRO

[E=2FS sticky route walue...;
sticky learn zone=zone create=$create_varl... lookup=$lookup_varl...
[connect] [norefresh] [timeout=time];
sticky learn lookup=$lookup wvarl... remote_action=uri
remote_result=3remote_var [remote_uri=uril;

EINE —

T upstream

RIEE — S EEIENK, BEER P IS LRSS ez BEkTESTE, EEP W sticky HIARSS
R EHR, A PATE server R drain &I (PRO),

B
sticky M IHERTH MBI T IREL 25, SNPRICTE Tk,

route ﬁfﬁ

A P P SR FHARIRTT, IXEEARIATT AT DA AE] Angie RIVAIBERZBIES . BRI RIEMERIR,
RO eI T e HE, (HINRELAEE A IESARIARF, MEES,

EIXE, BERER, EIFARSS AT DN i Bl — NS, I DO R ANERY 75 FOR B EFRIRRT, %
HIARIRFF R server 162 W sid ZEUME, 1EIER, WRIEE T sticky secret 185, %S SPENING
b,

Ay B {6 P R % 1 )2 P i ) 5 SRR A AL 35 IR 55 s UK HORR IR T, FF DUXAE Y75 UG B 2% PR AE

Angie ZEH,

LS E e ST EN TR, HTRE, BEFRENEREMEINRS S, HHE— M E2ME;
NG H S server $82 MW sid ZEOHATECES, WIRARSS BRI R INEATIEAR 55 2R ek e 5215+, FARYEAD
BB IEERE S — B IRSS 2R
IXH Angie f£ $route LR EIKIEHIRIRTF, ZZERIE Ssslpreread server name HWHEHMAE (GER
%‘Zﬁﬁﬁﬁssliprermd) :

stream {
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map $ssl_preread_server_name $route {
a.example.com a;
b.example.com
default

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {

listen 127.0.0.1:8080;

ssl_preread

proxy_pass backend;

}

learn 3 (PRO)

AT, RS E R E R P mg e 2R E B ks as; MR, RoOveshsn
FoiRSsas, FRIEFHEILEAE XY, R 2 MMEIE TR IR 3

FEIXE, RERETRE LIRS aSHEREEOIER, create Ml lookup ZHth T faE di{rl I HT
RGN ERIA RVEZE R, X DSEHERAT A IR,

RUNRFFREH create FREMHE—MESZREIE; HlaN, XATPUZ LRSS a5 45,
DGR AZ I HAAFRFIR/NE zone ZHUEE, WRITETE timeout FHEM N AIARML
Vi, ISR, BOMERN 1 /M,

BRIV, Angic S5 {5 £ U T 2 VAR BT 17 I FIRIEK X145 L. norefresh 24
OIS TR SVET AR R, M EE R b

i BB XTGP I SHE R L & HARIRTT . lookup MM TS E R R BYIRMEIERZPHRR
TEARRRE, R — P AES LRI, WRAREUEMAE, MZERPEIAHTIER, REAIFR AT
EHSEZAFR A RIEHEITINL, SRR IR R NG IR S5 a5 ToIRAC B, FAARIEAC B A T
YT IR — B RS As.

connect ZYAVIES LIRS IEIERE G AIOERTE, MRKAE, REIUEIERAI RGO
. OF UDP %, RIGEMRGaHEREEIZAIOE,)

TERBlH,  Angie fHF $rdp  cookie ZE R RIBRFEIRSTE:
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stream {

upstream backend {

server 127.0.0.1:3390;
server 127.0.0.1:3391;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {
listen 127.0.0.1:3389;
rdp_preread 8
proxy_pass backend;

}

i remote_action MY learn =X (PRO 1.10.0+)
remote_action fll remote_result ZEAVHMEHIZESTERFE (PRO) AR EAEHESTERIRAT,
57 zone MY learn BN, MK FNEAMBF SN, MENF NEREIRITEFE,

remote_action SENFFEIA client £ N XA location, remote_uri SEHFEER i HTTP &K Z
8% location B URL, EVIABM T, BE/E /o remote_uri HAJAEEZE,

A — AR RN . AN RAEARHUARIRE RTEFRIRTF, Angie R[F] remote_action ZEHEEHIZ
BB RIERD FIER,

MTEERIAN, Angie FUUT DA N RIE:

« B, M lookup FIERAHIE —PNESLEFIRMIIERNAT, WIREZEA N, NEHIER
MR, AMERRTEZTE,

o PRJG Angie [F] remote_action S¥IEEMNIZIEFMEZIXFD HTTP FIEK, %IE RN AIFEERE
frruts s

— 2R H lookup ZH KIEFRRRF (EECEH, XZsticky sessid LH);

— Pk RS ERIIFRIRAT: server 52 H sid= SEIE (WHRIEE), SRS HLIRN MD5 I
#i (FEECEA, X $sticky sid ZBE),

$sticky_sessid H $sticky_sid LRI HBNLL stream_ HIKFHIE HTTP L TFX:
$stream_sticky_sessid. $stream_sticky_sid. XARFERIE HTTP {88 #EHE], HlanaE
‘ﬁpmzyfsetih,eade7’ f#F HTTP 3k,

o JEREAFAEAEEIFERIFIRE] HTTP MM :
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FRES 9 200, 201 5 204 BN N EHIAFMZEAR S a5 IZREFER] ARIRAE HTTP ks 1EC (PRO)
':F'ﬁ@*%e{ﬁﬁﬁ%%%ﬁ\iﬂﬁ; Al PAE remote_result *%HX’_L'O

A M ERWEIE M HTTP UGN (RS HEIRAER) BN EERIARSS S PRIRTF, Angie
{56 P B WD BRI AR 55 A

ARG5S ZARIRAFIEI remote_result SEXMIZARTAIENA N HFH42E: B0 DAFEE A upstream_http_ HIZK
HAE &, XS EN Angle HANAIE, ATVIRSRBIZEFEMHEN HTTP Mk, S Ssent body K
EF MR (S, filan, 3R Y X-Sid: serverl SkTE $upstream_http_x_sid A EHAITA], H
{H79 serveri,

THEZE—ME AL BRG], TRREMETE X-Sticky-Sid SkHUIREIARSS BARIRATF, MITTFRIAETE % Angie
HIEFE:

http {

client {

location @sticky_clientl {

# FFKE stream upstream W% & ;

# CHXBTED stream_ * W HK A E| HTTP ETF X
proxy_set_header X-Sticky-Sessid $stream_sticky_sessid;
proxy_set_header X-Sticky-Sid $stream_sticky_sid;
proxy_set_header X-Sticky-Last $msec;

proxy_pass http://127.0.0.1:8080;

proxy_cache remote;

proxy_cache_valid 200 1d;

proxy_cache_key $scheme$proxy_host$request_uri$stream_sticky_sessid;

stream {

upstream u {

server 127.0.0.1:8081 sid=backend-01;
server 127.0.0.1:8082 sid=backend-02;

sticky learn lookup=$remote_addr # stream 2}%
remote_action=0@sticky_clientl # K H client M location
remote_resu1t=$upstream_http_x_sticky_sid # HTTP %7 &
remote_uri=/foo; # Bhw /

}

server {
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listen 127.0.0.1:8080;

proxy_pass u;

XH, KREIZREAFERIMRLT T :

HTTP/1.1 200 OK

X-Sticky-Sid: backend-01

X-Session-Info: active

NS A AT
o $upstream_http_x_sticky_sid, {H N backend-01;
o $upstream_http_x_session_info, {EN active,

T $upstream_http_x_sticky_sid L ETE remote_result S HiEE, HERWH TEERES
sid=backend-01 MJARSS 2%,

sticky 8L 2F B upstream HIRFEIVIRAS:
o PRICY down BRHH TR TTE I A A FIRIAR S5 e R HEPRAE IR 2 S,
o CBRFIRAREZESHINRS S (/1 max_conns W) RirE I BT,
o WA drain JEIHIMRSSAF (PRO) fE sticky BTUN UFRIRFFILACIH AT DABOde s T QI gr 21,
o WERIJCHIA RIS # RS, sticky R HIMKEHME,

sticky BT AR LU sticky secret Mlsticky strict 52— HELE, WHR sticky TIEEFEIRS 2%
sfRSs AR AT, T SR ARYE e i B B 77 TR T AL T, FRIEEH T sticky_strict 5%, 1E
sticky_strict on; BIRN T, THRRKHAELIFIRAIFE TR,

£ sticky 6K zone ZEHFERIHZNF XA A FHY upstream HZ AL, FNHLME
M H ERIXIE,

sticky_secret

[E27S sticky_secret string;
BME —
4 upstream

¥ string YENERMETINE] MD5 WA EEH, T route BN N sticky 682, String 7] SIS E,
40 $remote_addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;
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sticky route $route;
sticky_secret my_secret.$remote_addr;

}

HEAIER A E G, ZHZ UM AAALH]:

$ echo -n "<VALUE><SALT>" | md5sum

sticky__strict

[E237S sticky_strict on | off;
FINE sticky_strict off;
Holi9"4 upstream

JERINS, WERATRAIIRSS SR, Angie ReAE A umiR RDERH IR, TARENRE S — D HRIRSS
i, JEFE R ARIREI AR SS a5 N HIBRIAT N,

HEZE

fein

stream_upstream BHLZ LA NN E AL &:

$sticky_sessid

5 sticky ) remote_action —iEHFH; M Lookup ZREXFIHILGESIEFRIRSTo

$sticky_sid
fﬁsth%y H1fJ remote_action ‘*iﬂﬁﬁfﬁ;z?ﬁngﬁﬁ£§é§ﬁ§9§E*H@Hﬁ§§%§ﬁﬁﬂaf§o

sticky_sid & upstream R server 5H) sid= ZEIME (ANRIEE), BF RS SHEAPRAT MD5 I
il

$upstream_addr

fefif Bl SSas ) 1P #hERISE 1, B0 UNIX BRER T HURR, MREAEEEPBR 72 MRS, ©
AR IE S 536, Bl

192.168.1.1:1935, 192.168.1.2:1935, unix:/tmp/sock
WRTCFIE RS o5, ZE BB T4 BIHFR
$upstream_bytes_received

M _EFIRSS SRR T8, 2 MERERERIESHIE S 20, UT Supstream__addr 2B HEIHLLE,
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$upstream_bytes_sent

KIER| BRSSO T T R, 2 NMEERENIESE S0, LT Supstream_addr 2SR,

$upstream_connect_time

EREE| B ARSS eI, ISR DARD N A OR 17, A= PR, 2 MEEIE A IESTE 520,
BT $Supstream  addr Z5EFPRIHIAE,

$upstream_first_byte_time

FEWCE — AR YR R]; ISR DARD Oy B R A7, B 2R R, 2N ERERIIN R HIZS 0, 2600
F Supstream _addr 252 HRIHIHE,

$upstream_session_time

RIUGFFEENTR], ARy A, BAZM PR, 2 MERININRIAIES 08, K0T Supstream__addr 225
PR i

$upstream_sticky_status

MR RIRAS,

n EEERHEIRE A sticky FIARSS 24,

NEW EEAE SRR R,
HIT B &R S B RER RS 2P R AR S 25
MISS BB EAS B RE RS B 2 B B EIE R AR SS 45

ZMNERIEHIESFE 500, K0T Supstream addr 28 A RIHIE,

Upstream Probe

REHR stream. upstream SEELT F o EEREERMI,

BLE R

server {

listen ...;

# ...
proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=5s
test=$good

essential
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fails=3

passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

#®/iE
fR¥E RFC 2616 (HTTP/1.1) Al RFC 9110 (HTTP Semantics), HTTP k¥ CRLF 51
(\r\n) 77b&, TAZUERH \n,

B

upstream_probe (PRO)

Bk upstream_probe name [port=number| [interval=time] [test=condition]
[essential [persistent]] [fails=number] [passes=number| [max_response=size]
[mode=always | idle | onfail] [udp| [send=string];

EINE —

EFx server

Rupstream ARG IE X EFMEFRN, ZHAES upstream_probe FEPNTF— server LN
Hprozy  pass L HFET

AR AR S5 2R ETE KR ECD, MIARSS #Ri@it R, FF#IE upstream_probe FHLHIFTH SEULE LI
TE X BN server b N UMAIEH _LIEMFTAESE, tfhprozy next upstream 5%

BRERIRMIEE, L BA I ZANEXI (zone)o — DA DIELE 2 MAT,
BN
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name
port
interval
test

essential

persistent

fails

passes

max_response

mode

udp

send

R R TFZ AR
RIS KA & I 5o
PRI Z A1 TRIFE. BKIAE—5s,
RIMA S, SOV BT AF R, IR REHEE Ry v 5 o, WHRMIAR @,
WRIRE, FRERSHIIEIRE, RIS ST RN T~ 2 R BeE -
U1 Ko
BENSHFEEE LG H  essential; £ L HE X A1 #IA N B FEW
persistent AR55 #5075 & Sl BRI B T aa 2 B0E K
{55 85 28 N AMERRAE SRR IR EL,  BOAE—1.
(iR 55 a8 22 o et RE R Sad I PR TN R B, BROME— 1,
Wi B2 AT B R NAE RN ARERIEE R fH, WIEERIMAR 15, BRINME—256k,
R, BT IR S5 asAI R :

o always —JCIBARSS AR IRZS AT AR TR ;

o idle — ¥R Wiy A 8 B A Al 55 8% DA K B kIR & P oo i SR Dok B 3d

interval HIARSS#R-

o onfail — (IR EREAIARSS &5
%ﬁi&ﬂa——alwayso
GuERfEE, MIEEA UDP PrBSGEFTIRI, BOAMBOL, (EH TCP #ATHN,
NRMEIRHVESE: A data: BIZRAIPNIREBURECCIFRR TR (X SAR B T
/usr/local/angie/ HIB&TR),
RS

o LEERE EERVIBINFTFHRBCLE; WENSERFENFH,

o XPFEMSINATFREERIMBACE; ORI RN RSB N A,

o FRRRAIVIRIRR: SCPFN 644, H3RN 755,

o FEHBENGS (mv) BEHXAF, AR EREGHE.

zZN

upstream backend {

zone backend 1m;

server a.example.com;

server b.example.com;

}

map $upstream_probe_response $good {

~200 "y
default

}

server {
listen ...;
#
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proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

R ERTTEAIE R -

o V), MRESHIEBINHEELER FTf essential MM ATASIERE PG R, WIRAECEE
HARSS S EI Z ATBOA NI RE, WPk persistent R, AHIRIZA MR, WEIANARSS SR,

o GIRONARSS ASECER) EMHRINAE] fails BUIRSSERIER maz fails, MINNARSSESAER H A4
W& P K

o BEAEERIIRSS 88 FHABOA R, NHACER iR AUAE & H K passes; Zfa, R
EEmaz_ fails

upstream__probe__timeout (PRO)

[ER7S upstream_probe_timeout time;
BRINE upstream_probe_timeout 50s;
kX server

WEMHupstream _probe (PRO) a2 BLE M FARI 5 IR S5 28 B HE R R 23 R IFR); anSREit
BRI, EERER R A,

REE

1]

stream_upstream S E S VAN A=

$upstream_probe (PRO)

MENES upstream_ probe B FR,
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$upstream_probe_response (PRO)
TEH upstream probe BL B T BRI HA B F2 SR AN R N 2

O TTEBSEEL TALEE TCP M1 UDP ERERIEATIRE : W& RS astk, ImERs ., BCENEL, SSL/
TLS 4, DASEMmURS (WEdEZE, DNS fiHARET TCP #1 UDP IB1THIMMNL MR,

ATT PR AR T IR IhRE, AVFERIGHIEC BRI TR SS 8% OGN A R R AT oKo
4 MIRAEA R, HABRBOAN S W] --with-stream WEIEHEH'E. f£2kH Ti1E
R ARG, R e A SR,

B E R

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

stream {
upstream backend {

hash $remote_addr consistent;

server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

upstream dns {
server 192.168.0.1:53535;

server dns.example.com:53;

}

server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;

}

server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;

}

server {
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listen [::1]:12345;

proxy_pass unix:/tmp/stream.socket;

B
listen

1£ 1.10.0 KRA L EZEEH.

[F=2FN listen  address[:port] [ssl] [udp]

[fastopen=number] [backlog=number]
[accept_filter=filter] [deferred] [bind]
[so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

HME —
J:—FY server

[proxy_protocol]
[rcvbuf=size]

[ipv6only=on

[setfib=number]
[sndbuf=size]

[reuseport]

EIRS SR RESOERR N ELTH address M1 port, FJLAUHERE port, IXHE Angie HFHWTFTA A FHAEY

IPva (BAf 1Pv6, WSREEM) &M, Hskthe] DUZ M4, Flan:

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # 5 x:123/5 H [
listen localhost:12345;

IPv6 Mtk 7T HES4eE:

listen [::1]:12345;
listen [::]:12345;

UNIX HEZZMHAH unix: FIRIETE:

listen unix:/var/run/angie.sock;

Uit 1 Y0 A3 FH 155 0 BR R 28 — R e — i RS E -

listen 127.0.0.1:12345-12399;
listen 12345-12399;

#/ik
A EIMIAR S 2T AR EHY address:port X,
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ssl FEVHEE AL R AT A IERE N AE SSL BT L%,

udp FCE T B DACPREE . O T AE R — TG FRACER B AH Rk A A £
*E@, N AFEE reuseport 28,

proxy_protocol VR EE I O _ERSZ AT A IERE N A PROXY Y,

listen X AIDAA LN S ERTH KA RGUH R E RTINS
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setfib=number

fastopen=number

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on |

off

reuseport

multipath

NI BRI BRI 1% FIB (SO_SETFIB J&IR), HAFI{AE FreeBSD L
3o

N ERET R TCP Fast Open”, F BRI HARSER =R THIEZRASIRY
RRKE,

o

PRAEAR 5 2R RE TS AL Bl 22 R U AH R RHF EE R SYN By, SNIAZEREM
IHIhRE,

% listen() WY backlog S, S HIRMHIFHLELERERAII BRI,
ZRINEM R, £ FreeBSD. DragonFly BSD il macOS L, backlog &N -1,
FEHAM & EIRE N 511,

B ETERFRIRERERMIX R/ (SO_RCVBUF JETD),

RE TSR TR RIRZMIX K/ (SO_SNDBUF &),

BB R BRI 1A PR (SO_ACCEPTFILTER &) , I IERRAEKF 1%
NIEFRIEL accept O Z AN HH T IE, IXINAE FreeBSD #1 NetBSD 5.0+
LB, AIEEZEES dataready fl httpready,

FE/R1E Linux b FHZER accept() (TCP_DEFER_ACCEPT EfEF%TN),

WS EBEEGTRNAEN address:port NIEATHIRW bind O WH, FHELLE, WRA
Z N EAHE port (BARFMIER 1isten 52, HHEA— listen F52 AT
e R AT AL (Fport), Angie #H bind () F *port. MIZIFEMNE, 1E
IXMIEIL IR AT getsockname O FRGEVH FH DAAE S S L, Q0 SRAEH
T setfib, fastopen. backlog. rcvbuf. sndbuf. accept_filter. deferred.
ipv6only, reuseport E{ so_keepalive 4, NN T4HEH address:port X ¥4
GRLEHEAT IR bind O VM,

2% (@S 1PV6_VeONLY ER:FIEIN) € IIm@RLA it /-] 1Y IPve B
FIRRANEZ 1Pv6 ERIE R RN IPv6 Al TPv4 &R, WWSEEAFE. B
RETE/S BN B — IR,

WS HEER AN TR AT EZS (£ Linux 3.94 1 Drag-
onFly BSD _L{#f] SO_REUSEPORT EZFIEII, BTE FreeBSD 12+ _L{HH
SO_REUSEPORT_LB) , FCVFPIXIE LIEMEFRZ 2 BCfE NiERE, HAET{XAE Linux
3.94. DragonFly BSD I FreeBSD 12+ EHXL

B
AL IR RE R R L 2R A,

JARE 28812 TCP <https:// en.wikipedia.org/ wiki/ Multipath_ TCP>‘
(MPTCP) WhIERERE, M 5.6 WRAFFIEIE Linuz NEHF, HSE
5 :samp:‘udp IR

so_keepalive=on | off | [keepidle]:[keepintvl]:[keepcnt]

LB NI EREFRTCP keepalive” 1T M,
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. RABMHSE, WERTHERRERSNIRE

on NEFEFIE SO _KEEPALIVE %I
of f WEHEFEIE SO _KEEPALIVE YETi

FUe R E R G #5(4iH] TCP_KEEPIDLE. TCP_KEEPINTVL 1 TCP_KEEPCNT EfEFikTifE & NEZ I
fii L% E TCP keepalive 2%, FIXLASZ  (HFTEHE Linux 2.4+, NetBSD 5+ F1 FreeBSD 9.0-
STABLE), ®JRAM#F keepidle. keepintvl Fl keepent SEIHTHLE, 7] AEME— DN NS, EIXHD

BT, MHNERFIEIT RSO BER AR,
f5ian,

so_keepalive=30m::10

1

F3 R (TCP_KEEPIDLE) &N 30 77%fF, RKHARMIAIFE (TCP_KEEPINTVL) R NASENINE, K

FRMREY (TCP_KEEPCNT) &E N 10 IRIRM,

preread__buffer_size

Bk preread_buffer_size size;
BRINE preread_buffer_size 16k;
T stream, server

FREIE XTI

preread_timeout

HIE preread_timeout t¢imeout;
EME preread_timeout 30s;
T stream, server

TR T [ B AN I [

proxy__protocol_timeout

Bk proxy_protocol_timeout timeout;
EME proxy_protocol_timeout 30s;
R stream, server

TR B PROXY PMSCKSERATEIN I TRl 4 SRAE LI TRl R R F e B8 SKEE,  MBERR R ],
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resolver

[E=2FS resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

LN —

4 stream, server, upstream

LB TR Ll AR S5 ds A AR AT o ik sk il 55 e, Bilan -

[resolver 127.0.0.53 [::1]:5353;

Huhkr] DB AL 8 1P Hiutik, FFalidess [, QIRRTEE I, IR 53, AR e AR5
&,

i

RVUE A AT SfEfTas, Bl 127.0.0.53 (systemd-resolved), MIFAILMEN S (40 8.8.8.8), &
HEHT AR 2K DNS BRTEAE =77, FHIINE AR5 i XU,

#HiE

ZIEREIWIRERIR, HAlEHPRIEREE S, R DR, ZES R EE R, 1RER
e, WIEJERIE AR

EINEM R, Angie fEHMMNA TTL (HEFZER, WERKIEE resolver 5L HAHITIIA DNS &l
(Ban, TE Proxy WA EIEAFRIAE RN, WAFREIEE M AVREAE R 3N RS
AT, PIER valid SRATFESITH:

valid FIES B VR 30 N 2% A7 A R

[resolver 127.0.0.53 [::1]:5353 valid=30s;

FINEOUR, Angie TEMENTIN ZFEINZEEK [Pv4 1 1Pv6 ik,

ipva=off H 1Pv4 itk R
ipv6=off 2 1Pve Hibk &R

status_zone LIRS fEfaE XIS A DNS ARS5 a5 1d KA R FSFRAYICER (/status/re-

solvers/<zone>)
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45257
Witk DNS K, B INAEE Y 2 2R F AL R DNS RS54,

4N 525
£ Docker FIZTTIY, (FAAHRATAEE DNS ARS5asiit, BI4n 127.0.0.11,

resolver__timeout

1B resolver_timeout time;
FINE resolver_timeout 30s;
EFx stream. server., upstream

BB AL PRI IR, B4

resolver_timeout 5s;

error_log_user_tag

Bk error_log_user_tag value;
BRINE —
ETrx stream. server

e 15 H ISR EIE R E MRS, value 22— BZ4H, AIDMEA R, %3827 AZ IR$87E AN
2%, PSR PAEerror log HEH filter=tag: BEATILAL,

server
T server { ... }
ERINE -
R stream
WEARSSARHIECE,

server_name

B server_name name ...;
ERNME server_name "";
Holi5"4 server
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BB U 55 a8 I A4

i)

1 stream B :samp:server name 6 ET IRFGEAFRIER (SNI), UEH T TLS EH, ZEH
B, BHHEMHN A server PRAH BLE TLS & IREUSH TLS Filid,

=N

server {
listen 443 ssl;
server_name example.com www.example.com;
ssl_certificate /etc/angie/cert.pem;

ssl_certificate_key /etc/angie/key.pem;

B NI E IR AR AR

MRFEAIRAT AR S RS (+) R HAFREY S — 800 Bl 5 — B 70

server {

server_name example.com *.example.com www.example.*;

IXEELIRFR N IEACAT A,

] DATEAR S as A AR A FTE N FGA R, THRRAEA PRI LIRS (-):

server {

server_name www.example.com ~ “www\d+\.example\.com$;

IEMFGEFAT DA &4 AR, Al H s> -

server {

server_name ~~ (www\.)7(.+)$;

proxy_pass www.$2:12345;

IEMFEP A AR R A &, a]fE H A5 <>

server {

server_name ~~ (www\.)?7(?<domain>.+)$;

proxy_pass www.$domain:12345;

MRFE LI SHIRE N $hostname, NISHHANLEFHI FH14,
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AR R UIRSS a3, WERBFRICEL 2 DM E RV (AN, JBECAT 2 FRAIIENIZRIXHARILAD ), K%

DA EER R 1842 55— DR L A AL 1K
o FEHATR
o DIESIFRRIR KBRS FR, B4 *. example. com
« DESHRENR KBTS, U0 nail. *
o B NPLEAYIENIZRIAT (FZRCE S BRI )

server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
ERNME server_names_hash_bucket_size 32|64]|128;
X stream

R BIRF ARG RAAI AN BRNMEBIR TG R AFA THIR ),

server__names__hash_max_size

Bk server_names_hash_max_size size;
FINE server_names_hash_max_size 512;
X stream

B IR ARG RETER AR,

status__zone

[E37S status_zone zone | key zone=zonel:count];
EINE —
Ehx server

DBLIEZEAE X I DAMRER /status /stream /server _zones/<zone> HIFEIR,

2 server b NSCAT DAL R — XSG T EE ISR
BE zone TEIRRE L AT E N XHIFTETERER G — DML 217 X

server {

listen 80;

server_name *. example .com;

status_zone single;
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}

BRIBEAVHET L NS

key WEBENFRE, HEREXSHIERNTH, A s G = EEFEERE
BRSO HE R, R A3 E, WA,

zone HENEX AT,

count (A]IE) F TR FEPRE S Y B R ER . ANSRTHY key fEEEIS ERRI, EA K 4H
F| zone o

BOIMEN 1o

ED{FH—?WJEF‘, ﬁﬁﬁﬂﬁ*ﬁ[ﬁl $server_addr fﬁﬁ@ﬁ%?ﬁﬁ?ﬂ?” host_zone ':F‘O ji’/l\uﬁ—ﬂg
$server_addr M LTSI, EEIfEhrAHEEIXRE] 10, ZJ5, EHH $server_addr {HEFHARIMNE

server_zone #H:

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;
# ...

}

server {

listen 3306;

proxy_pass backend;

status_zone $server_addr zone=server_zone:10;

}

A REITERRIE APT iy HHE 2 DRSS i 70

stream
B stream { ... }
L NN —
T main

TRMECE M B RSC, AEEAPEE RS a5 2
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tcp_nodelay
[E27S tcp_nodelay on | off;
EINE tcp_nodelay on;
X stream. server

Je FHEAE ] TCP_NODELAY JEIIAMHE A, 12 WO 25 F it iZe 42 A0 2 A ER AR 55 28 ZE B8R A F o

variables__hash_bucket_size

Bk variables_hash_bucket_size size;
BRINE variables_hash_bucket_size 64;
o974 stream

REZBRRHRIINAD B RIIEAME BRI S 4,

variables__hash__max_size

181 variables_hash_max_size size;
LOWINIED variables_hash_max_size 1024;
H 94 stream

RELRIGTR RN, REIGH RIS EAEIRAT SO fit,

NEZE
#0 stream BESZFFA RN B &:

e

$angie_version

Angie hRAR

$binary_remote_addr

TR AR Pl TPv4 HEAE R AR 4 775 IPv6 HilEh 16 #79
$bytes_received

MBS M 1 8

$bytes_sent

RIXEN R A
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$connection

EEFYIS

$hostname

FHL4

$msec

SEINE (F)), =R
$nginx_version

nginx A

$pid

TAE#RER) PID

$protocol

T 5% F i@ s i P Tep 8¢ uDp
$proxy_protocol_addr

K H PROXY WHSCLAYE Pt ;ASEIEIL (E listen F62HIRE prozy protocol ZEK G PROXY
e

$proxy_protocol_port

K H PROXY WHSCARYZEE it [ o ASEIEIELE listen 82 HIRE prozy protocol ZEUKJAH PROXY
S

$proxy_protocol_server_addr

K H PROXY tHiSCARIARSS ga itk ;ASSEIEIELE listen 82 HIRE proxzy protocol ZEUKJAH PROXY
e

$proxy_protocol_server_port

K H PROXY tHSCKRIARSS gt [ o ASCIEIELE listen 82 HIRE proxy protocol ZEKJAH PROXY
3N

$proxy_protocol_tlv_<name>

M PROXY WHMSCKIREU TLV, name A BUZ TLV KAIZFRECHEIE, 1EE—MIBOLT, IZE+/NHE
filfEE, FHAAHA 0z TF3k:
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$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV tHA] L@ TLV SRR KA HEER VI, P EA ss1_ I3k

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

XFAR TLV AR
o alpn (0x01) - HEHE BRI REVMY
« authority (0x02) - & UifEIEH EHAIE
o unique_id (0x05) - ME—JEHZHRIAST
« netns (0x30) - M X FLFR
o ssl (0x20) - Ml SSL TLV &i#
XHFFPAR SSL TLV 2B FR:
o ssl_version (0x21) - B UMEREHEAA SSL iRA
o ssl_cn (0x22) - UEFiEAHAFR
o ssl_cipher (0x23) - i EHBIR
o ssl_sig_alg (0x24) - I TFEBIEBREE
o ssl_key_alg (0x25) - NHRTE
MESZH PURRBR SSL TLV REUZ Tk
o ssl_verify - BFUHEBIIELR: MRZ AR AL TIEBIF HIIERIINA 0, TN IER(E

NSEIEIE A listen F82HIRE proxy protocol ZECKGH PROXY M,
$remote_addr

% P otk

$remote_port

& P Uit 1

$server_addr

B IR SS AL, T E T BEEFEFERRF A, N TRRRGVIH , ref:s_listen 15541
ZitaE LI H bind 25K,
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$server_port

PEAZIER IR S5 as i

$session_time

LB, DB 2L, HE AR
$status

REIRE, TR R Z—:

200 XIERINTERK

400 TCILfRMT R P s, Flan PROXY Whilck

403 BRAEViR], B iR S22 vt BRI
500 NHRARSS e e iR

502 FIRMISE, BIAnJCikieEein) LiFARSS da i
503 ARSSASPTF, (A 24 175 1) 5202 42 50 BRI

$time_iso08601

ISO 8601 FRiFEAS A A S [A]

$time_local

1 A H EAS A A R ]

3.3.4 HBHFRLR

Auth HTTP

I HE IS AE AL B T IE R Z BT ACRRIMNY HTTP 75 RRCBIE T FIRKANAIE, 1R FIEKIRE 2xx R
A&, BIERRARSACEE; nSIRIA] 401 5L 403, AN AV BRAGAIRG P, AR H AR R AR S % 500 H
BRo IXPTTRIEE H T RONERFELIMNEIRSS, i— 8 N AR AL, 805 OAuth 8¢ LDAP F5H =77

e

auth_http
=275 auth_http uri;
LN —
EFx mail, server

B HTTP INEARSS 28/ URL, WRSESARW <2,
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auth_http__header

[E27S auth_http_header header value;
LN —
T mail, server

Rt B9 SRR AN B A BB INEAR S5 8 A9 K o IESKEE AT DU R =340, DURIEIE K2 R H Angie.
o

auth_http_header X-Auth-Key "secret_string";

auth_http__pass__client__cert

Bk auth_http_pass_client_cert on | off;
BRINME auth_http_pass_client_cert off;
T mail, server

¥ Auth-SSL-Cert k#f5 PEM #%3X (urlencoded) HY% - uitliE 15 B MNEIZIELINIEARSS 2R B0 TE K+,

auth_http_timeout

1Bk auth_http_timeout time;
FINE auth_http_timeout 60s;
£ mail, server

B SINERSS SIE SR E R,

HTTP WA T5INEIRSS 9815, MRRH HEE R, (SR R,

E e TR
#ok:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external/xoauth2/oauthbearer/none
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

3.3. [FAEER 479




* Angie
Software

IhEEHEIR, lRA 1.11.7

ipezlLIve

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

ESILEIvE

HTTP/1.0 200 OK
Auth-Status: Invalid login or password

Auth-Wait: 3

NRIZA Auth-Wait SKHS, ROREFHIRHRERE, SRS FIONEZIA P BENT. N TERTE
SERIN RN, Altt, BADSIEHF R TERONEZ IR REB A IR —E 10-20 IRERG, ARSS 2507700 B
A Auth-Wait kR (%ﬂ(ﬁ#ﬂf Auth-Login-Attempt %%ﬁﬁpﬂ?ﬁ)o

LFH APOP 8. CRAM-MD5 I, 1ERIR 40 RAlR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009Cmail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

SN

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143
Auth-Pass: plain-text-pass

J

L XOAUTH2 8. OAUTHBEARER I :samp: Auth- User 1 Auth-Pass Sk & MG SASL i
R R B FH P B 3 FREE SR

GRERME N TFELE Auth-User Skiff, ‘B RE M T 5 EmIANERHF 4.

XF SMTP, WiNIEZ %€ Auth-Error-Code Skill—UNRIFLE, ECRAEFEIRIGHL N AIEMM R, &
0,535 5.7.0° fREBHFBOIAGIIZE] Auth-Status 3k,

X T XOAUTH2 #1 OAUTHBEARER, $&1RMANIEA]REFLE Auth-Error-SASL Sk, HATENEIMNY
SASL JRIAZIELARE i (SMTP:334,IMAP /POP3: +), TE& 1%t XOAUTH2 Wi i 250 B 5% OAU-
THBEARER Wi AQ==J5, IR[FI>R H Auth-Status HJEH1R.
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f54n, AR IAEAR 5525 Y A W S

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

M SMTP % F iU E 5%

451 4.3.0 Temporary server problem, try again later

NERAEL SMTP AFFZIAIE, WERK TRR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>
Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

XF SSL/TLS % uii&EsE, IS Auth-SSL Sk, 3 H Auth-SSL-Verify W EL &% UmiE BRIERIESE
R, W05 )5 FH:SUCCESS,:samp: FAILED:reason, PANINREH UEF NN NONE,

BEERE FmIEB N, HIEME B AR IET DT % K Sk # (£ 1#: Auth-SSL-Subject, Auth-SSL-Issuer,
Auth-SSL-Serial fl Auth-SSL-Fingerprint, ARG T auth hitp pass client cert, IEHAR SR IEIT
Auth-SSL-Cert Sk¥fff&id, CENZIERAIPMNFIERSRIERT Auth-SSL-Protocol I Auth-SSL-Cipher
SKEBRE, THRIEN T AR

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain

Auth-User: user

Auth-Pass: password
Auth-Protocol: imap
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
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‘ Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cbb5abad J

LM fE HPROXY  hiX i, HiEME B KBS A TIEKRLIRAME i%:Proxy—Protocol—Addr\

Proxy-Protocol-Port, Proxy-Protocol-Server-Addr il Proxy-Protocol-Server-Port,

IMAP

ZREBYE ] IMAP WRAFO R, SLVPIRSS a SHRFF BRI B, LS IMAP IS5 asHER, A
B War 2 s AR R R, FHR L 2/ S i RIEMTH EIRESE .,

BS
imap_auth

£ 1.11.0 RA LA H.

181 imap_auth method ...;
LN EN imap_auth plain;
T mail, server

ZE IMAP FHImAFRI S RIET R, XFRRTTTEE:

plain LOGIN, AUTH=PLAIN

login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5, AT #ITEERE TIE, BB ARG EE,
external AUTH=EXTERNAL

xoauth2 AUTH=XOAUTH2

oauthbearer AUTH=OAUTHBEARER

FASC B 356 0UE 771 (LOGIN @74, AUTH=PLAIN I AUTH=LOGIN) 4448 H, R WRAIEE plain Fl 1login
51k, :samp: AUTH=PLAIN 1 AUTH=LOGIN KA BHINEEEimap capabilities H,

imap__capabilities

Bk imap_capabilities extension ...;
ERINME imap_capabilities IMAP4 IMAP4revi UIDPLUS;
£ mail, server

WETEMRY, CAPABILITY m<RHMEELEE U IMAP P ¥ RAIR, WRigstarttls 80
{H,:ref:m__imap__auth 5L HIEER S HIRUE /T IEM STARTTLS <X Hahdma a3k 4,
fEER U RIRRNN IMAP J5UmPT R B A BN (ARIX ey 8 5 & ek f5 58 i AH 8,
BIY Angie 1BHMRE 2 v i 22 ARBR 2 J5 U N )
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imap__client__buffer

[E27S imap_client_buffer size;
BRINE imap_client_buffer 4k|8k;
X mail, server

REH TR IMAP @ RIRMX AN, BRNERT, B RNET —PNFI, X2 4K 38K, A
RER TR,

POP3

ZRE ] POP3 BRAFIMUEIRE, FLVFARSS 8 NHRAFARSS 8 TEIH R, EIEEE] POP3 IR55 4, KR
BRI, REEZ2NE, HEBEEIRE, e TEE TR,

BS
pop3_auth

1E 1.11.0 lRAR K A28,

B pop3_auth method ...;
RN pop3_auth plain;
Hol5"4 mail, server

REARVFH POP3 F USRI TTE, SKRHITTIER:

plain USER/PASS. AUTH PLAIN, AUTH LOGIN

apop APOP, N TEITTTEARY, B AR E T A7,

cram-md5 AUTH=CRAM-MD5, AT EI7TIEER, BRI ARINETE X AE 0,
external AUTH=EXTERNAL

xoauth2 AUTH=XOAUTH?2

oauthbearer AUTH=OAUTHBEARER

PHSC B 7y 5 0E 75 1% (USER/PASS. AUTH PLAIN 1 AUTH LOGIN) 4AZ8A M, REWHREEIEE plain Ji
i, :samp: AUTH PLAIN 1 AUTH LOGIN A= HBIEEEpop3  capabilities H,

pop3__capabilities

Bk pop3_capabilities extension ...;
ENN pop3_capabilities TOP USER UIDL;
X mail, server

WEEWR CAPA @OREEAEPMN POP: ML FRAIFE. BB (5510
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{H,ref:m_pops auth 1ELHIEET W FHIUETTE (SASL ) Ml STLS < BINEHMEILY]%E
M,

T8 POP3 e KR B AR X, IXEEuR R P mCEA iR (RS RS 5 Oy k)5 (8
HRaRSHE, 2 Angie BHARRE R P o 2 A CBEE S v ) o

Proxy

ZARPAR TR AL (POP3, IMAP, SMTP) MSKHR, [HRSS2RAEAS 78 1 & P U AIHB AR 55 2 = [A]
R, BEIRSS S ENERE, HHBHS. SSL/TLS 8t STARTTLS H#UT%2HMRIE, EMEHZ
Uit R, SR RIEIESE B B UE 7T IR S5 A%

B

proxy__buffer

Bk proxy_buffer size;
LN proxy_buffer 4k|8k;
X mail, server

REMTRHEZMX AN, BINERT, ZHXARNET—PAFE, RIEFaAFE, B2 4K 5
8K,

proxy__pass__error_message

Bk proxy_pass_error_message on | off;
LONNIED proxy_pass_error_message off;
EFx mail, server

Ta R R e E B I I I R RIS BB R TH B AR IR 202 Ui

HH, WRME Angie HEMBIERY), WEwmITRREIHIR, WRETRIRERHER, WEKRERET —
LLNERR, ERXAELT, EmEE RS TN B Ras P miEE. A, X THLE POP3 RSy
e, IEWEMEAVEERMNIZIERIT N, EXAEOR, MEMZiEL,

proxy__protocol

[F227S proxy_protocol on | off;
EIME proxy_protocol off;
Holi9"4 mail, server

N5 JEmIEREEH PROXY P,
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proxy_smtp__auth

[E27S proxy_smtp_auth on | off;
LNz proxy_smtp_auth off;
X mail, server

JE AR AUTH 72 1fE SMTP JEumid TP S 5k,

MR XCLIENT WEH, W XCLIENT % ¥A2Ki%E LOGIN 25,

proxy__timeout

B proxy_timeout time;
EINE proxy_timeout 24h;
T mail, server

WE P e AR SS A& 2 AP ME S E S R ERE T, A SRAE LEI R AR AR F T EE, W&
BB M,

xclient
B xclient on | off;
PRINE xclient on;
kT mail, server

JE FHEZERIAEIE R SMTP Jaim &3 G5 P im 2 81 XCLIENT @<,
i XCLIENT, HEPEEHRRBEREAS R P IREEE AR, FRARFEX L b A A FBR
NSRJE A XCLIENT, WITEEHZZIEUN Angie EIBLL G2

o EHLO 555854475

+ XCLIENT

« EHLO BY HELO, W& Imfi{&IE

WMRIELE U 1P Hibk R E| iR FRFEmAHEINE, W'ES7E XCLIENT i< NAME S5 &%, Wk
KARIZFR, ferARIHbE, SR MATE, NITE NAME 2500 5)# [UNAVAILABLE]., 41SRAEMATIT
A AR, WA [TEMPUNAVAIL] {H,

WIREEA XCLIENT, WIFEIERZE U, WRE P imnfEE 7 EHLO, Angie =55 A4 —E(&1E EHLO
e, SNE5RS R —RE&H HELO,
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ReallP

ZAEH R P LA O B O AE PROXY PIMSCKHR R E R HIE RO T, AAUEIS (E listen 165>
HIEE prowy_protocol ZECRIEHTEH PROXY HHil,

=3t

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set_real_ip_from

Syntax set_real_ip_from address | CIDR | unix:;
Default —
Context mail, server

T X ORI R IE AL FSZ SR, WREEE THRIAME unix:, WIATH UNIX BEZRFHRBIE
(5=
SMTP

A F AT SMTP HRAMN ISR, FARSS SRR P i AR AR 55 2 = 18] (4 H il B B A4 3 1o
VNS SMTP RS 80ERE, H#H LOGIN 8{ PLAIN AiEHATLAINIE, 2t STARTTLS 1
SSL/TLS /N, FHARSEINUESS SRk % P uiE Ko

E?
smtp_auth

1E 1.11.0 lRAR K EZEH.

JER7 smtp_auth method ...;
LOWINIEN smtp_auth plain login;
X mail, server

BE SMTP & U ARVFHY SASL INIE F5ik. KRN/ 2004
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plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5, 7T EER TIE, BEOHARINERE R EE,
external AUTH EXTERNAL

xoauth2 AUTH XOAUTH2

oauthbearer AUTH OAUTHBEARER

none AHFEEINIE

BASCINUE 7775 (AUTH PLAIN 1 AUTH LOGIN) ZAZE M, (HUNSRAFEE plain Ml login J7i%, M| AUTH
PLAIN A1 AUTH LOGIN A= HINEEEsmip  capabilities o

smtp__capabilities

Bk smtp_capabilities extension ...;
BIME —
T mail, server

WETEMRY, EHLO frNHEIBLG% P i) SMTP VY RYIFR, RiEstarttls ¥aHIME, smtp_auth 18
SH¥EERIAIE AR STARTTLS <2 Haldsma| ==,

fEER P U BRI A MTA Fiscfry B R AR YA (NRXEY RSINEEEHNGSMHER, 4
Angie ZEHHURE R P iE AR F 5N

smtp__client__buffer

Bk smtp_client_buffer size;
BRINE smtp_client_buffer 4k|8k;
ol 9"4 mail, server

WEH TR SMTP 2 MEMX AN, BRANBHT, X KKNEF—PANEILHE, RIEEERHE,
XIEE R 4K 58 8K,

smtp__greeting__delay

HIE smtp_greeting_delay time;
EINE smtp_greeting_delay O;
EFx mail, server

FVFERIE SMTP [ARIEZATREER, DHEAERIR SMTP < Z HiRAESFFF AT - i,
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SSL

RGO AP (POP3, IMAP, SMTP) J8H SSL/TLS N>, SLvFE F imiiRSS as < Al
TREmE, ENENERRM SSL/TLS M#, SXRF STARTTLS FH4¢, BEEIEHFIEY, F42H] SSL
RHE, E R,

G TRACHIA R, ZAR BN S NZ M --with-mail_ssl_module MJEETIEHIE.,
TERE B CERRFURBG T, ZERC U SERRET,

#/iT
AR ZL OpenSSL &,

B E B
NT DA B ES T, =R
o R LR ECRE WEN S B ENSE,
o ERILE RTEELT,
o BEHINE RTERL,
o FFATRENANZIE A E ] (BRIAY 5 or):

worker_processes auto;

mail {

server {
listen 993 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA :RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;
ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

#

}

3.3. [FAEER 488




* Angie
Software

IhEEHEIR, lRA 1.11.7

B2

ssl__certificate

[F227S ssl_certificate file;
HME —
LT mail, server

TEEAE MRS ERH PEM AIEF SO, GIRER T HUEHANETHE ZHEE P RIES, Mi% AP AER—

terhfeaE: FIEBER, ARG EHPRIES, PEM #2NAEEH ] DURLE R — XA,
e AT A IR4E7E, ANEAFEIZRBIAIES, #1140 RSA #1 ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B A SRR FIEB A MIERHE, N T IHMA, HREeEH—MEHHE,
A AfE7E E data: “certificate” R file, IX NI A5 A FH R Rl S
EEFE, TYEHEERRES TR L 2RRE, FIAR & AEIES N H S,

ssl__certificate__compression

B ssl_certificate_compression on | off
BRINE ssl_certificate_compression off;
X mail, server

JeFH TLS 1.3 RS #IET L%,

ik
ZIERAEME M OpenSSL 3.2 B RARAI 5250, SRR ERAERIRS R RS (L,

#HiE
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IERAEME M BoringSSL B350, SCRIIEAERIRSIR S 21ib,

ssl__certificate__key

18 ssl_certificate_key file;
L NN —
T mail, server

BELATEMRS A PEM #8UREH
A]DAEEMH engine: “name:id RIUF file, IXM OpenSSL 5% name MEFEE id FIEH,

A DATEE(E store:scheme:id RAE file, A TIEEAGIEE id F1 OpenSSL fRHLFEFIEM URI
scheme FIEEEA, BIAN pkes 1o

AIDAEEME data: “key™ RAAE file, XMEEHEHAM AL PE S, BER, NYFEHIEERAES
HRZ2RE, P ERRIES N5 H S,

ssl__ciphers
Bk ssl_ciphers ciphers;
ERINME ss1_ciphers HIGH:!aNULL: !MD5;
£ mail, server

faE B AR, %65 OpenSSL RIS FGE, HI40:

[ssl_ciphers ALL:'aNULL: 'EXPORT56 : RC4+RSA : +HIGH : +MEDIUM: +LOW: +SSLv2: +EXP;

FEHIFIRIUR T EZEEM OpenSSL hkRA, AILUMEHR] openssl ciphers i & H LYK,

i

A OpenSSL B ,:samp:ssl_ciphers 1§42 * 22 * BLE TLS 1.3 %M, ZEH OpenSSL &%
TLS 1.3 %, 1B ssl_conf command 8%, ZIELRAXZFEEH SSL ELE M NAT,

o {E LibreSSL A,* A DA * f#H ss1_ciphers FCE TLS 1.3 %5,

« {E BoringSSL H, 522 TCIABLE TLS 1.3 %,
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ssl__client__certificate

[E27S ssl_client_certificate file;
LN —
X mail, server

FeE A TR & PIER PEM MRZZEE CA IEB M,
UEBHNFRRGRIBLEE F i WRAFEIXNE, ATPAEF ssl_trusted_certificate 6%

ssl__conf_command

Bk ssl_conf_command name value;
EIME —
T mail, server

WBTE OpenSSL BLE i,

#HiE

A2 TEMEH OpenSSL 1.0.2 BE SRRARR 52 2 #f, ZH OpenSSL BLE TLS 1.3 %A%, EMH

. . AN
ciphersuites Af 2,

A AFEE— A LFEEZ S ssl_conf command 5%

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

XEIESAAE Y HIR AN E X ssl_conf _command F8HF, A2 MAT—MECE R HN DK,

B
TETER, EFEACE OpenSSL AIREX SFERIMT N,

ssl_crl
B ssl_crl file;
HME —
T mail, server

feE AT HUE & P miE B H) PEM ASUMEBSIES (CRL) X
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ssl_dhparam

Bk ssl_dhparam file;
IRINME —
X mail, server

{8E DHE %M DH S8,

B
BONEOL PRILES L, FHItA 2 H DHE %6,

ssl_ecdh_curve

1Bk ssl_ecdh_curve curve;
FINE ssl_ecdh_curve auto;
ol 5"4 mail, server

{6 ECDHE I HhZE,
ik

S OpenSSL 1.0.2 S AR, AT DAERE Z MLk, fign:

[ssl_ecdh_curve prime256vl:secp384ril;

KPR auto f5/~ Angie TE{# ] OpenSSL 1.0.2 B SRARE OpenSSL FENERIFIFR, BAERIHIR
AHER prime256v1,

i

L OpenSSL 1.0.2 BUE @A, A5 BEMRSS A KHRFRIHIZRYIFR, A, b 7 ECDSA ik
PIEH TIE, SRR AR B2,

ssl__password_file

[F227S ssl_password_file file;
HME —
LT mail, server
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fEE— A, RS E Y] WENEE, S0 ENEIERE 1T, MEEHAN SRR E I EE L E

B,

B

mail {

ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name mail2.example.com;
# W LR A B R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off;
FINE ssl_prefer_server_ciphers off;
TR mail, server

fEEAEM SSLv3 M1 TLS WM, AR5 a5 BRD ML IE T2 F it i i

ssl__protocols

[F=27 N ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ENIN ssl_protocols TLSv1.2 TLSv1.3;
£ mail, server

JE RHEE BT P

#iE
TLSv1.1 F1 TLSv1.2 SEUNAEE OpenSSL 1.0.1 B SRR B R,
TLSv1.3 SEUAAEREH OpenSSL 1.1.1 B HE SIRAR AR,
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ssl__session__cache

[E=2FS ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
BRINE ssl_session_cache none;
X mail, server

REFERTES RN AN, Zfen] DUZ DA MEREER:

off TR ER I 2T 27 Angie RIS A2 P im X 1E A ] B A

none fa AHBEE 11 (i X T5 2% A7 : Angie BRI P Im TG A A, ESChR EAELR T
FERIESEL

builtin OpenSSL WEEF; (X — P LIEEREH, ZRERNAIIEEIETE, WRAE
TER/, MFFET 20480 D RIG, FHNEZT FIRESENFR A

shared A LAEHRRE AHZERF, RERDUFTEE, —IRFT0] D EL

4000 M IE, BMEERENA —MEEAIR. BEHESRINZERE ] L
MREG A, BRAEBEM sslsession ticket key F6L TABLE, BNEXLHT
B4k, FAAEFE A H: TLS 216 R IERH,

PIRRZRAF R A] DARIHE S, 5104

ssl_session_cache builtin:1000 shared:SSL:10m;

(EAASE Y AL 2 G A7 T A6 FH PR B 2R A7 % B = R

ssl__session__ticket__key

1Bk ssl_session_ticket_key file;
ERINME —
HSl5"4 mail, server

REUSHTINEMRE TLS WEFIEREHARS . WRFEAEZ MRS G2 R ZHFERESA, U
S RTN, BOANEOT, 8 BENIE R,

GRSAEE T2 NS, WA S —DEYIRINE TLS R1EFHIE, XAV BB, Bl

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

PSR 80 BY 48 T i HIBEHLEE, AT DAE A AR A <> il

[openssl rand 80 > ticket.key

FRIES RN, R AES256(HT 80 F1i%%H) 8 AES128(FHT 48 F&H) TN,
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ssl__session__tickets

Bk ssl_session_tickets on | off;
BRINE ssl_session_tickets on;
X mail, server

JAFHEEERIEIE TLS S 2EIE IRE =18,

ssl__session__timeout

53PS
HME
kX

ssl_session_timeout time;
ssl_session_timeout b5m;

mail, server

e & Fm ] A H 2 TR 2 80N AL,

ssl__trusted__certificate

Bk
HME
EFxX

ssl_trusted_certificate file;

mail, server

FREES PEM MRIZEE CA WEBHIXH, HTRIE & iHiEd,
ssl_client_certificate WBRIEREARF, IXEIERYIRASKIELEE F Vi

ssl__verify__client

53PS
HME
ol 574

ssl_verify_client on | off | optional | optional_no_ca;
ssl_verify_client off;

mail, server

JE R FRIEB R IRIE, SRS RRE AL 1EKAY Auth-SSL-Verify k&, WIRIERFURIEHR

IEE R A AR R

, BB R PR ATR TR AES, R,

optional

optional_no_ca

TR PRIES, HAEUEBFAEN A TIRIE

THRZFFUIES, (EAZREBZEER CA EBHH, KEHTH Angie SN
IR SS AT SLPRE R IRIERIIE O, IEBRIAA AT DO %04 BHAMEARSS #8918 K
i,
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ssl_verify__depth

[E27S ssl_verify_depth number;
BRINE ssl_verify_depth 1;
T mail, server

B P e R RS IER

starttls
[ER7S starttls on | off | only;
LOWINIEN starttls off;
X mail, server
on AVFX POP3 ] STLS @4, X IMAP Fl SMTP {#] STARTTLS 4
off fEa{#H STLS Al STARTTLS #ii4;
only BORMSEHEAT TLS #eift,

R DM PRI ST T WA ARBEAR S e B A T RE: EARX SMTP, IMAP 1 POP3 FRYAISCHE, ACER
SSanb, HEPRIE RIS H. P S IRIE, DU T HRIPHRAERER) SSL/TLS 3,

AR EABERY R T I IIRE, VPSR IE A BRI R AR S5 88 DAIE I & Fi SR 76 5K
4 MNIRAHAT R, HEREAN YT EE; B --with-mail MENEIUS e, 1ERE FRATRE
CERNPAEMEET, B CE SR,

L B

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
mail {
server_name mail .example.com;
auth_http localhost:9000/cgi-bin/auth.cgi;

imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
pop3_capabilities LAST TOP USER PIPELINING UIDL;
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smtp_auth login plain cram-md5;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;

xclient 5

server {
listen 25;

protocol smtp;

}
server {
listen 110;
protocol pop3;
Proxy_pass_error_message 8
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
}
B
listen

£ 1.10.0 fiRAR KA.

Bk listen address[:port] [ssl] [proxy_protocol]| [backlog=number| [rcvbuf=size|
[sndbuf=size] [bind] [ipv6only=on | off] [reuseport] [so_keepalive=on|
off|[keepidle]:[keepintvl]:[keepcnt]];

HME —

R server

BB IRSEEZIE RN ERE TN address M1 port, AIPARAETE port,Angie R Wl A AT Y IPv4 $2
A (AR5 H, 145 1Pv6), address AT DUZ FAL4, Hl40:

listen 127.0.0.1:110;

listen *:110;

listen 110; # 5 x:110 M
listen localhost:110;

IPv6 Hutk A 77 HES4eE:

listen [::1]:110;
listen [::]1:110;
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UNIX BEZFHH unix: FIZRIETE:

listen unix:/var/run/angie.sock;

#®/iE
AABIARS g5 T AR FIE address:port X,

ssl TaE AR I 1 _ERAZ A A IR ATV AE SSL AR A%,
proxy_protocol  fEETEIN M ERAZIIFTHERAMEM PROXY PN, IREXHIEER L4 B
TR UEAR ST &, FPT AT ks P it

listen 5 A IA LD S ERFH R IR GUHHIRE IS

backlog=number 1£ listen() VAHHILE backlog 5L, %S EBRGIFAEEE R AR K KE,
ZRNTEM R, £ FreeBSD, DragonFly BSD 1 macOS | backlog &N -1, fEH:
i F& LIE 511,

rcvbuf=size FETERE TR ERRZ X KN (SO_RCVBUF JER),
sndbuf=size FNETEZR TR ERIEZ X K/ (SO_SNDBUF EIR),
bind e R NG EM address:port M HHATEIMM bind O A, FL L HREZITEE

FEIE S {EARFEHIBEE 1isten $5%, HEHHEA— listen FE2 MTEE U 1
Fra ik (*:port), Angie ¥ bind O B *:port, MiZFEREIE, TEIXFFH M T Kt
1T getsockname () FRGLIE FH DARIE Be3z B Btk aSRER T backlog. revbuf.
sndbuf. ipv6only. reuseport B so_keepalive %%, BRI TLEEM address:port
ARIRZHAT A bind O W,

ipv6only=on | WHE (8L IPV6 VEONLY EfEFIEIN) WMITEACAFHL -] B IPve BT 2

off R TPv6 I 2 AN 52 TPv6 1 IPv4 158, WSBEINTFR. BHEEE
RSN E—IR,

multipath JE @I Multipath TCP (MPTCP) #321%4%, 7 Linux W 5.6 M EmRAH
XHo

so_keepalive=on | off | [keepidle|:[keepintvl]:[keepcnt]

N EZEFELE " TCP keepalive” 1T,

. WRAERSH SR, MERTRERRERSRIKE

on NEFEF IS SO_KEEPALIVE JZEIH
off NEREF ] SO_KEEPALIVE T

FLUe P E R G #5(6 TCP_KEEPIDLE. TCP_KEEPINTVL Fll TCP_KEEPCNT B FikTE & NEZEFEIHE
fii L% E TCP keepalive S8, TEIX.ERS L, AU keepidle, keepintvl I keepcnt SHGHITHL
B AIAEE—DEN DS, TGS, N ERE R RSN E R AR
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foan,

so_keepalive=30m: :10

J

=S IREIN (TCP_KEEPIDLE) BB 30 708, KiARMIFFE (TCP_KEEPINTVL) fREANRGEAIME, HRHR

TYREL (TCP_KEEPCNT) BN 10 AR,

A RIBARSS AT IR address:port Xo

mail
[E=2FS mail { ... }
BRINE —
T main

TRMACE S MF B RS, FEHE AR ARG 8516 <

max_commands

HIL max_commands number;
BRINME max_commands 1000;
H 94 mail, server

B B Oy I eI A B A L, PSRN DoS Wi IR,

max__errors

[E3FS max_errors number;
BINME max_errors 5;
EFx mail, server

BRI, I I RBUE R SR

protocol
[E27S protocol imap | pop3 | smip;
LN —
974 server

L EREARS S, ZRIPE IMAP, POP3 F1SMTP,
WA EIZIES, Al DEIE 1isten 155748 E AUEIZ N 1 E SA T HMYL:
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imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

Y }\)\{)Efﬁﬁ%*@@ﬁﬂ’, Al DA --without-mail_imap_module., --without-mail_pop3_module F
--without-mail_smtp_module MJEIEINEE A FHREMITML,

resolver
Ei% resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone| | off;
LNNE resolver off;
T mail, server

BLEH TERE i EV AN ARS8, DO EGBA S IR &, FHAENRE SMTP KA
FXCLIENT f5%, filan:

resolver 127.0.0.53 [::1]:5353;

RIRE off REEMIR P Ui LHLAA AT, HEUHAE ARG E,

sk R DAEE AL B TP bk, A e Ho ARARTEE W L, WIGERINR I 53, AFRIRSS a8 LR IRTT
&M,

#HiE

B A TS AT AN, B0 127.0.0.53 (systemd-resolved), MAEAILfEN#S (W 8.8.8.8), A
Hgires =t DNS EHRBEAE =77, FHHMEFRFRERX,

#HiE

ERESBIREIRYK, F B o] DTERER PRI 2T . R DR, 15 ek e e —IR, a0
REEEE, Wikje—IKE X EX,

BONTEOL N, Angie (AN AT TTL ESREFE R, WHRARIETE resolver 5% HAIITHIA DNS #ify
(B4R, F£ Proxy A EE AARTTAME I 2R ), WIANTRZERGE Mt 85 APRREE S Sh i 8 R ST 4
HATHRNT, FNER valid SEAYER AT

valid ANESHE, RVPE SRR TSR BRERCY

resolver 127.0.0.53 [::1]:5353 valid=30s;
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BONTEOL R, Angie FEMEHTIN Z RN AL IPv4 F IPv6 Hiht,

ipvé=off B 1Pv4 Mk &K
ipv6=off 2H 1Pve Mtk AR

status_zone Eﬁﬁ"/ﬁ%ﬁ(, E*’é‘ﬁlzﬂztpﬁ)ﬂ DNS HE%%%%**D”W@%EE@W%

452
TPk DNS i3, BIAE L 2SR E AL HECE DNS R4

4N 5257
1£ Docker HHIZATHY, [#EPEE DNS ARS5asHitl, #ilan 127.0.0. 11,

resolver__timeout

Bk resolver_timeout time;
FINE resolver_timeout 30s;
Holi5"4 mail, server

BB A PRI TR, B4

resolver_timeout 5s;

server
[E=3FS server { ... }
HME —
X mail
BERSS aHIAC B

server_name

[E27S server_name name;
LNz server_name hostname;
T mail, server

R EMRSS SRR, HT
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o POP3/SMTP ARS52RINPILAFIETE;
o SASL CRAM-MDS5 iAUFHARIAYERE;
o JEEER| SMTP J5unitiy EHLO i<, tHREH T XCLIENT & iEi#,

WERARIEEIZAGS, WEEFHPLEH hostname,

timeout
Bk timeout time;
FINE timeout 60s;
TR mail, server

BT A BRI 5 v < AT I i Tl

3.3.5 Google PerfTools &R

il Google Performance Tools X Angie TAEMFERHTIEREI AT, IXBLHEIM Angie FFA NG, BIT4R
A XN, CPU FEMHAMEREEFRAV TG R, Tt It AL 55 2 sk,

16 MIEACRI AR, BRI ; SR --with-google_perftools_module FESEUE

/i
IEHRFRE aperftools J&,

W=t

google_perftools_profiles /var/log/angie/perftools; }

PERE T AR AZ B AERML /var/log/angie/perftools.< TAE# 42 PID> HISCHFH,

B

google_ perftools__profiles

1Bk google_perftools_profiles S FRIEK;
ERINME —
£ main

BENIARTR, AT EME Angie TAEHRIMEREDIEE. TIEER ID SMMEXHFARERN RS
ZJ&, Bltn: /var/log/angie/perftools.1234,
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3.3.6 WASM #&ir
WAMR

ZEHAR LS WebAssembly Micro Runtime FISERE, FFHAT WASM 883, FEMwasm modules £R
XIMENRE TIBITINEIHE S,

BT ES, ZBHUE ShSHER, HEN—14% angie-module-wamr FIHNZ KR,

W=t

wasm_modules {

wamr_heap_size 16k;

wamr_stack_size 16k;

load fft_transform.wasm id=fft;

B

wamr__heap_size

181k wamr_heap_size size;
2KIA wamr_heap_size 8k;
EFx wasm__ modules

N BB BHE KN,

wamr__global_heap_size

HIK wamr_global_heap_size size;
A wamr_global_heap_size 1m;
T wasm__modules

HNEEA WAMR BfTHRHZERE K/,

wamr_stack__size

Bk wamr_stack_size size;
ENIN wamr_stack_size 8k;
X wasm__modules

N B RS BI BAR KN,
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Wasmtime

PSR S Wasmtime BT AYERK, PABIT WASM 88, FfMwasm  modules bR SCEHN T —4LE
RiE TIafTiNIE <,

AR, PR DL sh&ST7 SR, FHEN— P40 angie-module-wasmtime HYHIHE
Tk,

=3t

wasm_modules {

wasmtime_stack_size 8k;

wasmtime_enable_wasi 5

load fft_transform.wasm id=fft;

B

wasmtime_enable_ wasi

B wasmtime_enable_wasi on | off;
BRINE wasmtime_enable_wasi on;
ETFx wasm__modules

JA B WebAssembly System Interface APT B, iX4E API N7E Angie LIZ1TH WASM 5L
fRAE T EAR) POSIX 2ET)RE,

#Hik
A PAEA load 6BAFASIFEEE Angie RPER) APL

wasmtime_stack__size

1Bk wasmtime_stack_size size;
FINE wasmtime_stack_size 8k;
T wasm__modules

¥ max wasm_stack [HIZBENRFEH size, MIIRHIFIT WASM ARSI AT Y R AR HER 23 ]

OIS T Angie FRRIEEA WASM T : IXTUESCRAINEGE U1 TIAT WASM ik, DINECE
TTHIRFIE AN PR
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* Angie
Software

IhEEHEIR, lRA 1.11.7

AT AR T M IhRE, (EERENS RIGECE A LRI RANTE KA WASM Rk,
AR ES, ZERAEN S, FFEN— 14N angie-module-wasm HYIZEHEM,

L B i

# XS A HAL G B R
load_module modules/ngx_wasm_module.so;
load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;

# A AN A E : https://git.angie.software/web-server/angie-wasm

load_module modules/ngx_http_wasm_host_module.so;

events {

wasm_modules {

#use wasmtime;

load ngx_http_handler.wasm id=handler;

load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars "ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg_b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_a','$arg b','$arg c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
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B

load

=275 load file id=identifier [fs=host_path:guest_path]... [api=api]... [type=command |
reactor]

EININ —

T wasm__modules

MR file MBAEHIE N HEL—NE—H) identifier (BFRSED. TEMEGIFEF, IFIUEHIL IR
‘e Al ASERIE,

3RS S22 ¢

fs ARVE PR ENL BRI H . TR ARRER E R 2 RIEE %S
api WA AP BAFRRRHIELR AR VFE AT APT S1I5R, QHSRARER 2 AN AT I Y

API CRTEBAESIHD), RAR[E”APT REKE]” R,
BINEOUT, FrE API #A] TR,
type P B S A i ]
o 1E command BT, HIEHUT —IRFFEPITIEHBHEINES,
o fE reactor BN, HlAFHRMERMIZIT, AFREZRIT, XHE
PRI ERE: WUERBTIRRBRY, RIRES A4 NAF N,

wasm_modules

[=2E wasm_modules { ... };
ARIA —
R main

—NIPHES, TR T NIZIEE WASM 5 ECE X fF B RS BRI PAEE T INE WASM BB Ay
LA E R E BTS2,

3.3.7 BElEER

Core EHEIRS M, HFEFEHAM Angie B,

3.3.8 HTTP #&HiR
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HTTP

Access

ACME
Docker
Addition
API

Auth Basic

Auth Request
AutoIndex

Browser (E3FH)

Charset
DAV
Empty GIF
FastCGI
FLV

Geo

GeolP

gRPC
GunZIP

GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter!
Index

Limit Conn
Limit Req
Log

Map
Metric
Memcached
Mirror

MP/

SEFE HTTP 15 KAINA R 0L RE, B HTTP
Mg as. ERREAS S

FF 1P HuhbAT CIDR JEREIR 5 R,

/] ACME #Ch HTTP ARS8 H 33K BURIS2
H SSL IEH,

HTF Docker A ehnS sl S EHTUEIRS 24,
TEMA R IE S B2 fE 4l A FE 2 AR A B
RESTful HTTP #£1, FH T IREUEEA Web AR5 8%
=B JSON #s=NgtiH e, AR B AR

e
ETHALMEMEAR HTTP S0y 58uEH T
[EERGHS

fHERXAMNGE HTTP ARSS I FidsKiE T4
TR R 5 S B 3h 4 ik B %513,

=T User-Agent SLATHI Y A A

C, BB e R i 7 i i

i/ WebDAV WMXAEARSS &% BT SO E B,
AL — PR RIEH GIF,

B RACHHER FastCGI RS 8%,

Flash Video (FLV) XA UL o

¥ 1P sk O R E R B E,

i MaxMind GeolP #(#7 22 5T b R B IR EX
IP M3k,

FERAHEF] gRPC IRS5E8,

fiIE GZip RAERINA N DAY TIBER, PARAESS F vt
A ZFF RGO N EH

5/ GZip J71EE4aM R DT A i &,

AL GZip 77 EETUEAE R F S S

& e b7 Sk 7 B

i/ HTTP/2 thibHEIER,

i/ HTTP/3 M AEHIE K,

Bl G,

BLERG XM, ATAERRIT (/) EREMIEK,
R &I KREL (IEshEHeE) PARG i %k,

RRL Il sk 4913 DARYT LE 3ok 250 25 R A5

Fic B 1 K H 28 PABR BRI V7 17 A T e A0 704 B
o

BT e BN A &

SN API HHE E E EUETE IR,

M Memcached ARZS kR ML,

KIE RGN H RS AR,

MP4 AR L,

ZTn
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R1-#EEQ

Perl!
Prometheus

Proxy
Random Index

ReallP

Referer

Rewrite

SCGI
Secure Link

Slice
Split Clients

SST

SSL

Stub Status (EFFH)
Sub

Upstream

Upstream Probe
UserID

uWSGI
XSLT!

EIAE Perl 15 S HHEEMIIEZHERY RITEERIAL
MR,

Prometheus A& ARG 2 fEbn H T Ii=f 48
T,

R R AR EIH A HTTP ARSS &5,

NEGRHT (/) g5RAIIE RBENLIE RS [,
1855 — MMRERAR S5 a8 e a1 T I i e 20 7 i stk A
Ui 1

¥5UF Referer 3KMH,

7R URI B2, BEEM, ZRIZEMKAEELE
o

K1 R RIRE] SCGI RSS2

B A BRI 7 A R RE 11 A 22 R BERE

BE R N2 D F IR DIRBCR A Fr By, AR
AT R A7 RPN R

SIEEHT A/B IR, S22k M, 7 i HAMmF
SR LI R R &

SEFRME R AR SST(ARSS avim il ) an e,
FTAb HTTPS EKAY SSL/TLS FLE,
ARG 2R R AE SR TR

FEME . TE SRR AT B

e B A T o S B AR AR 55 A 4

JAERAR 55 25 4 IC B E B BRI

RIBFIAE IR A ME— 25 P IR A AT Cookie T
RGBT o

KiE SR ARIE] wWSGI ARS8

M XSLT 165 ##t XML 30,

DRI, XERHUR SIS, FHEY B R AN RIS SR B B,
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3.3.9 Stream iR

Stream FHF1E L4 EHE A TCP Ml UDP XA O TR SS 28 DIRE
Access HF 1P HilbAT CIDR JEREIEY 7 A2l

ACME fEH ACME WM iiRSs &% E shRESHH SSL IEF,

Geo ¥ 1P ik FE O dE e R B E,

GeolP M MaxMind GeolP %fff/A 5 FHuF BARER 1P HuhkEdiE,

Limit Conn

BRI A i R AR 1E 3 %

Log He B 1 H A8 PABRERBEIE T n) FH T M= A 4 B 89,

Mayp BT TUE SR BEEN e e &

MQTT Pre- FEMIEAEIIERE Z BTN MQTT B IR P ImbR R I - 44,
read

Pass RENEREREEFIREN R ERT.

Proxy Bic B 2 A AR S5 25 A ACHE,

RDP Preread  TEMH MBI RR Z BTN RDP ZEEHE Cookies,

ReallP 1855 — MBI S5 45 1o T IN A 72 - i LA i o

Return TEIEFZIN AV P Ui A IR AR E (R T A A Tt — 2 A,

Set BEIEENZEE,

Split Clients
SSL
SSL Preread

BIEAT A/B WA, SLEEM. 7 MHEHMFREZ L HRN G R R &,
SSL/TLS #1 DTLS WY&k,

FEARHEIT SSL/TLS K IEMIIEN R ClientHello HEFFIZEUE R, HEM L iy
RS Z i,

Upstream BB T A E# AR AR 55 A8 4.
Upstream FARERARSS 2R LH AL B 3 3l BRI,
Probe

3.3.10 HBHHRIR

Mail DR RERAR S5 2R DI RES

Auth HTTP  {#H HTTP &R ASMTARSS 85 #E1TFH P S I UERIARSS 84, DAE S S8,
IMAP IMAP FHSF,

POP3 POP3 Wil #¥,

Proxy BB 2 H A AR S5 A A A,

ReallP 1255 — MIRARSS 88 J5 121 TIN A 2 2 P it s R 3 11

SMTP SMTP WEZH,

SSL SSL/TLS F StartTLS #HY 3+,

3.3.11 Google PerfTools {&EiR

Google PerfTools

5i5 Google Performance Tools FEEE AR, FT M R EEE T,
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3.3.12 WASM &R

WASM*Pagename? 508, 1 {1 WASM ZhEE, £ Angie F/EH WASM HREGHAT,

WAMR 5 WebAssembly Micro Runtime 5%,
Wasmtime 5 Wasmtime BT INEE K,
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A

absolute_redirect (http), 353
accept_mutex (core), 17
accept_mutex_delay (core), 17
access_log (http), 141
access_log (stream), 408

acme (http), 29

acme (stream), 401
acme_client (hitp), 30
acme_client_path (http), 33
acme_dns_port (http), 33
acme_hook (http), 34
acme_http_port (http), 33
acme_max_response_size (http), 32
add_after_body (http), 36
add_before_body (http), 36
add_header (http), 130
add_trailer (hitp), 131
addition_types (http), 36

aio (http), 354

aio_write (hitp), 355

alias (http), 355

allow (http), 28

allow (stream), 400
ancient_browser (http), 81
ancient_browser_value (htip), 81
api (http), 37
api_config_files (http), 38
auth_basic (http), 75
auth_basic_user_file (http), 75
auth_delay (hitp), 356
auth_http, 478
auth_http_header, 478

auth_http_pass_client_cert, 479
auth_http_timeout, 479
auth_request (hitp), 77
auth_request_set (http), 77
auto_redirect (hitp), 356
autoindex (hitp), 78
autoindex_exact_size (http), 78
autoindex_format (http), 78
autoindex_localtime (http), 80

B

backup_switch (hitp), 297
backup_switch (stream), 451
bind_conn (http), 297

break (http), 244

C

charset (http), 83
charset_map (hitp), 83
charset_types (hitp), 84

chunked_transfer_encoding (http), 356

client (http), 357
client_body_buffer_size (http), 3
client_body_in_file_only (http),

client_body_in_single_buffer (hitp), 359

client_body_temp_path (http), 359
client_body_timeout (http), 359

client_header_buffer_size (hitp), 359

client_header_timeout (http), 360
client_max_body_size (hitp), 360
connection_pool_size (http), 360
create_full_put_path (htip), 85
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D

daemon (core), 18

dav_access (http), 86
dav_methods (hitp), 86
debug_connection (core), 18
debug_points (core), 18
default_type (hitp), 361

deny (http), 29

deny (stream), 400

directio (http), 361
directio_alignment (http), 361
disable_symlinks (hitp), 361
docker_endpoint (http), 90
docker_max_object_size (hitp), 91

E

early_hints (hitp), 362
empty_gif (http), 92

env (core), 19

error_log (core), 19
error_log_user_tag (hitp), 382
error_log_user_tag (stream), 471
error_page (http), 363

etag (http), 364

events (core), 21

expires (hitp), 131

F

fastcgi_bind (hitp), 92
fastcgi_buffer_size (http), 93
fastcgi_buffering (http), 93
fastcgi_buffers (hitp), 93
fastcgi_busy_buffers_size (htip), 94
fastcgi_cache (http), 94
fastcgi_cache_background_update (http), 94
fastcgi_cache_bypass (http), 94
fastcgi_cache_key (hilp), 95
fastcgi_cache_lock (http), 95
fastcgi_cache_lock_age (hitp), 95
fastcgi_cache_lock_timeout (http), 95
fastcgi_cache_max_range_offset (http), 96
fastcgi_cache_methods (http), 96
fastcgi_cache_min_uses (hitp), 96
fastcgi_cache_path (http), 97
fastcgi_cache_revalidate (http), 98

fastcgi_cache_use_stale (hilp), 98
fastcgi_cache_valid (http), 99
fastcgi_catch_stderr (hitp), 100
fastcgi_connect_timeout (http), 100
fastcgi_connection_drop (hitp), 100
fastcgi_force_ranges (http), 100
fastcgi_hide_header (http), 101
fastcgi_ignore_client_abort (http), 101
fastcgi_ignore_headers (http), 101
fastcgi_index (hitp), 102
fastcgi_intercept_errors (http), 102
fastcgi_keep_conn (hitp), 102
fastcgi_limit_rate (hitp), 102
fastcgi_max_temp_file_size (http), 103
fastcgi_next_upstream (http), 103
fastcgi_next_upstream_timeout (hitp), 104
fastcgi_next_upstream_tries (hitp), 104
fastcgi_no_cache (http), 105
fastcgi_param (hitp), 105

fastcgi_pass (http), 106
fastcgi_pass_header (http), 106
fastcgi_pass_request_body (http), 107
fastcgi_pass_request_headers (http), 107
fastcgi_read_timeout (hitp), 107
fastcgi_request_buffering (http), 107
fastcgi_send_lowat (hitp), 108
fastcgi_send_timeout (http), 108
fastcgi_socket_keepalive (hitp), 108
fastcgi_split_path_info (hitp), 108
fastcgi_store (hitp), 109
fastcgi_store_access (http), 110
fastcgi_temp_file_write_size (http), 110
fastcgi_temp_path (hitp), 110

feedback (http), 298

feedback (stream), 451

f1v (hitp), 112

G

geo (http), 112

geo (stream), 403
geoip_city (http), 115
geoip_city (stream), 4105
geoip_country (http), 114
geoip_country (stream), 405

geoip_org (http), 115

gL ]
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geoip_org (stream), 405

geoip_proxy (http), 115
geoip_proxy_recursive (hitp), 116
google_perftools_profiles, 502
grpc_bind (http), 116
grpc_buffer_size (http), 117
grpc_connect_timeout (http), 117
grpc_connection_drop (http), 117
grpc_hide_header (hittp), 118
grpc_ignore_headers (hitp), 118
grpc_intercept_errors (hitp), 118
grpc_next_upstream (http), 119
grpc_next_upstream_timeout (hitp), 120
grpc_next_upstream_tries (http), 120
grpc_pass (http), 120
grpc_pass_header (http), 121
grpc_read_timeout (hitp), 121
grpc_send_timeout (hitp), 121
grpc_set_header (http), 121
grpc_socket_keepalive (hitp), 122
grpc_ssl_certificate (hitp), 122
grpc_ssl_certificate_cache (http), 122
grpc_ssl_certificate_key (http), 123
grpc_ssl_ciphers (hitp), 123
grpc_ssl_conf_command (hitp), 123
grpc_ssl_crl (hitp), 124
grpc_ssl_name (hitp), 124
grpc_ssl_password_file (hitp), 124
grpc_ssl_protocols (http), 125
grpc_ssl_server_name (http), 125
grpc_ssl_session_reuse (hitp), 125
grpc_ssl_trusted_certificate (http), 125
grpc_ssl_verify (hitp), 125
grpc_ssl_verify_depth (http), 126
gunzip (http), 126

gunzip_buffers (hitp), 126

gzip (http), 127

gzip_buffers (hitp), 127
gzip_comp_level (http), 127
gzip_disable (hitp), 128
gzip_http_version (hitp), 128
gzip_min_length (http), 128
gzip_proxied (http), 128

gzip_static (hitp), 130

gzip_types (hitp), 129

gzip_vary (http), 129
H

hash (hitp), 300

hash (stream), 452

http (hitp), 364

http2 (http), 345
http2_body_preread_size (hitp), 345
http2_chunk_size (hitp), 345
http2_max_concurrent_pushes (http), 345
http2_max_concurrent_streams (hitp), 346
http2_push (http), 346
http2_push_preload (http), 346
http2_recv_buffer_size (http), 346

http3 (http), 348

http3_hq (http), 348
http3_max_concurrent_streams (hitp), 349
http3_max_table_capacity (hitp), 349
http3_stream_buffer_size (hitp), 349

|

if (hitp), 244

if_modified_since (http), 364
ignore_invalid_headers (http), 364
image_filter (hitp), 132
image_filter_avif_quality (hitp), 135
image_filter_buffer (hitp), 133
image_filter_heic_quality (http), 135
image_filter_interlace (http), 133
image_filter_jpeg_quality (hitp), 134
image_filter_sharpen (http), 134
image_filter_transparency (hitp), 134
image_filter_webp_quality (http), 134
imap_auth, 482

imap_capabilities, 482
imap_client_buffer, 482

include (core), 21

index (http), 135

internal (http), 365

ip_hash (http), 300

K

keepalive (http), 300
keepalive_disable (hitp), 366
keepalive_requests (http), 302, 366
keepalive_time (hitp), 303, 366

gL ]
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keepalive_timeout (hitp), 303, 366

L

large_client_header_buffers (hitp), 367

least_conn (http), 303
least_conn (stream), 453
least_time (http), 303
least_time (stream), 453
limit_conn (http), 136
limit_conn (stream), 406
limit_conn_dry_run (hitp), 137
limit_conn_dry_run (stream), 407

limit_conn_log_level (hitp), 137

limit_conn_log_level (stream), 407

limit_conn_status (hitp), 137
limit_conn_zone (http), 138
limit_conn_zone (stream), 407
limit_except (http), 367
limit_rate (http), 368
limit_rate_after (http), 368
limit_req (http), 139
limit_req_dry_run (hitp), 140
limit_req_log_level (http), 140
limit_req_status (http), 140
limit_req_zone (hitp), 140
lingering_close (hitp), 369
lingering_time (hitp), 369
lingering_timeout (http), 369
listen, 497

listen (http), 370

listen (stream), 466

load, 506

load_module (core), 21
location (hitp), 373
lock_file (core), 22
log_format (http), 143
log_format (stream), 409
log_not_found (http), 375
log_subrequest (http), 375

M

mail, 499
map (hitp), 145

map (stream), 410
map_hash_bucket_size (http), 146

map_hash_bucket_size (stream), 412
map_hash_max_size (http), 146
map_hash_max_size (stream), 412
master_process (core), 22
max_commands, 499
max_errors, 499
max_headers (http), 376
max_ranges (http), 376
memcached_bind (http), 147
memcached_buffer_size (hitp), 147
memcached_connect_timeout (hitp), 148
memcached_gzip_flag (hitp), 148
memcached_next_upstream (hitp), 148
memcached_next_upstream_timeout (http), 149
memcached_next_upstream_tries (http), 149
memcached_pass (http), 149
memcached_read_timeout (hitp), 150
memcached_send_timeout (http), 150
memcached_socket_keepalive (hitp), 150
merge_slashes (hitp), 376
metric (hitp), 154
metric_complex_zone (htlp), 153
metric_zone (hitp), 152
min_delete_depth (hitp), 86
mirror (hitp), 173
mirror_request_body (http), 173
modern_browser (http), 82
modern_browser_value (hitp), 82
mp4 (http), 175
mp4_buffer_size (http), 175
mp4_limit_rate (htip), 175
mp4_limit_rate_after (hittp), 176
mp4_max_buffer_size (hitp), 175
mp4_start_key_frame (hitp), 176
mqtt_preread (stream), 413
msie_padding (http), 377
msie_refresh (hitp), 377

(

multi_accept (core), 22

O

open_file_cache (http), 377
open_file_cache_errors (hitp), 378
open_file_cache_min_uses (hitp), 378
open_file_cache_valid (hitp), 378
open_log_file_cache (hitp), 143

gL ]
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open_log_file_cache (stream), 409
output_buffers (hitp), 378
override_charset (http), 84

P

pass (stream), 414

pcre_jit (core), 22

perl (hitp), 178

perl_modules (hitp), 178
perl_require (hitp), 178

perl_set (hitp), 178

pid (core), 23

pop3_auth, 483
pop3_capabilities, 483
port_in_redirect (http), 379
postpone_output (http), 379
preread_buffer_size (stream), 469
preread_timeout (stream), 469
prometheus (hitp), 204
prometheus_template (hitp), 204
protocol, 499

proxy_bind (http), 207

proxy_bind (stream), 415
proxy_buffer, 484
proxy_buffer_size (hitp), 207
proxy_buffer_size (stream), 416
proxy_buffering (hitp), 208
proxy_buffers (http), 208
proxy_busy_buffers_size (http), 208
proxy_cache (http), 209
proxy_cache_background_update (hitp), 210
proxy_cache_bypass (http), 210
proxy_cache_convert_head (http), 211
proxy_cache_key (hittp), 211
proxy_cache_lock (http), 211
proxy_cache_lock_age (http), 211
proxy_cache_lock_timeout (http), 212
proxy_cache_max_range_offset (http), 212
proxy_cache_methods (hitp), 212
proxy_cache_min_uses (hitp), 212
proxy_cache_path (http), 213
proxy_cache_revalidate (http), 215
proxy_cache_use_stale (http), 215
proxy_cache_valid (hitp), 216
proxy_connect_timeout (hitp), 217

proxy_connect_timeout (stream), 416
proxy_connection_drop (hitp), 217
proxy_connection_drop (stream), 416
proxy_cookie_domain (http), 217
proxy_cookie_flags (http), 218
proxy_cookie_path (http), 218
proxy_download_rate (stream), 416
proxy_force_ranges (http), 219
proxy_half_close (stream), 417
proxy_headers_hash_bucket_size (hitp), 219
proxy_headers_hash_max_size (hitp), 219
proxy_hide_header (hitp), 220
proxy_http3_hq (http), 220

proxy_http3_max_concurrent_streams  (hitp),

220
proxy_http3_max_table_capacity (htip), 221
proxy_http3_stream_buffer_size (hilp), 221
proxy_http_version (http), 220
proxy_ignore_client_abort (http), 221
proxy_ignore_headers (htip), 221
proxy_intercept_errors (hitp), 222
proxy_limit_rate (hitp), 222
proxy_max_temp_file_size (hitp), 223
proxy_method (hitp), 223
proxy_next_upstream (hitp), 223
proxy_next_upstream (stream), 417
proxy_next_upstream_timeout (http), 224
proxy_next_upstream_timeout (stream), 417
proxy_next_upstream_tries (hitp), 225
proxy_next_upstream_tries (stream), 418
proxy_no_cache (htip), 225
proxy_pass (hitp), 225
proxy_pass (stream), 418
proxy_pass_error_message, 484
proxy_pass_header (hitp), 227
proxy_pass_request_body (http), 227
proxy_pass_request_headers (hitp), 227
proxy_pass_trailers (hilp), 228
proxy_protocol, 484
proxy_protocol (stream), 418
proxy_protocol_timeout (stream), 469
proxy_protocol_tlv (stream), 419
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