Beb- 000 «Beb-Cepeep», OFPH 1227700436578, HH 9704151517
*CepBep yn. JleBa Tosctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021

PRO

Onuvcanne dpyHKLUMNOHANbHbIX
XapaKTepucTuk

Bepcus 1.7.0

OOQO «Beb-CepBep»

ceHT. 25, 2024



*

Beb-
cepsep

00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021

Ornasnexue

1 AmnxHOoTanus 1
2 OO6mume cBegeHus 2
3 @PyHKIUOHAJIbHbIE XapPaKTEPUCTUKU 4
3.1 VupaBieHne BO BPEMS BBITOTHEHUT . . « « « o o o v e v e v et e e e e e e e e e e e e e e 4
3.1.1  Ncrob30BaHUE CUTHATIOB .« .« ¢ v« v v vt e e et e e e e e et e e e e e )

3.1.2  N3meneHme KOHMUTYPAIIIM . . . . o v v v v v e i et e et e e et e e e e e e )

3.1.3  Poramust IOr-alyioB . . . . . . . i e e e e e e e e 6

3.2  CoeuHeHUusl, CECCUU, 3aIIPOCHL, JIOTHPOBAHUE . .« . « o« o o o v v et e e e e e e o e o 7
3.2.1 MexaausMbl OOPAOOTKH COGIIMHEHUM . « « « v o v v v v e e e i e e e e e e e e 7

3.2.2  O6paborka HTTP-ceccuit . . . . . . . . .. o e 8

3.2.3 O6paborka TCP/UDP-ceccnit . . . . . . . . ... o i i s 8

3.2.4  O0pabOTKA BAIIPOCOB . « . « v v v e e et e e e e e e e e e e 9

3.2.5  IlpokcupoBanue n OAJTAHCUPOBKA HATPY3KU . . « o « o v v o o v v et e e o o o 13

3.2.6  JIOTHPOBAHUE . . . . . . v v v v vttt et e e e e e e e 16

3.3 BCTpPOEHHBIE MOYIIM . . . . . o v v vt e i e e e e e e e e e 16
3.3.1  OCHOBHOM MOIYJIB « + « « v v v v e e e e e e e e e e e e e e e e e e e e e 17

3.3.2  HTTP-MOIYIIb . . . . o o oot e i e e e e e e e 27

3.3.3  IIOTOKOBBIM MOJYIIB . . . .« . v vt it ittt et e e e e e e 355

3.3.4  IIOYTOBBII MOZYTTB . . . .« o v vt it ittt et e e e e e 431

3.3.5  Momymn Google PerfTools . . . . . .. .. ... 453

3.3.6  OCHOBHOM MOIIYJID « « v v ¢ v v v et e et e e e e e e e e e e e e e 454

3.3.7  HTTP-MOIYIH . . . . o o o o ot e e e e e s e e e e e e e e e 454

3.3.8  IIOTOKOBBIE MOIYIIHL . . « .« o v v v vt ittt et e e e e e e e e e 455

3.3.9  IIOYTOBBIC MOIYIIHL . . . .« v vt it ettt e et e e e e e 455

3.3.10 Momymb Google PerfTools . . . . . .. ... .o 456

4 TIpaBa HA WHTEJJIEKTYAJIbHYIO COOCTBEHHOCTH 457
AndaBuTHblii yKazaTejb 458




Beb- OO0 «Beb-Cepeep», OI'PH 1227700436578, HH 9704151517
*cepBep yn. JleBa Tosctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021

rNABA 1

AHHoTaums

Hacrostmuit 1okyMeHT cofiepKuT onucanne GyHKINOHATHHBIX xapakTtepuctuk Angie PRO. Angie PRO
— 3¢ DEeKTUBHBIN, MOIIHBIM 1 MaCIITAOUPyeMbIit BeO-cepBep.
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Obuyme ceepeHus

Angie PRO — enunCcTBeHHBIH KOMMepUYecKuii BeG-cepBep, pa3paboTKa KOTOPOro JIoKam30oBaHa B Poccun.

Beb-cepBep — 310 KJ1acc mporpaMMHOTO 00eCIedeHns, IPEIOCTABIISIONIEr0 JTOCTYI K CETEBBIM PeCcyp-
cam 110 uporokoiry HTTP koneunbiMm mosib3oBaresisiM. Angie PRO, Hanpumep, MOXKeT UCIIOJIb30BATHCS
JIsi paboOThl MHTEPHET-CAMTOB, MOOMJILHBIX IPUJIOKEHU, KHOCKOB CaMOODCTyKUBAHUS B METPOIOJIM-

TeHe,

MYJIbTUMEIMITHBIX CHUCTEM B TO€3/IaX JAJIbHEro cienoBanusd. KaxKiaplit pas, KOrja Mmojab30BaTe/lb

OTKPBIBAET CANT, MOOMIFHOE TIPUJIOKEHNE, MOJIb3YeTCsT KHOCKOM CAMOOOC/IY2KUBAHUS B METPOIIOJINTEHE,

WK JTazKe MYJIbTUMEIUIHOM cucTeMoii B moese «Carcany, 3a1poc moJib30BaTe sl MOXKeT ObIThL 00paboran

Angie PRO.
Angie PRO — sr0:

Beb-cepBep obiniero Hasnavenusi. Hammcan na sizbike C.

Bamnancuposiiuk L4-L7. ITo3sosser bamancupoBarh HArpy3Ky MKy CEpBEpAMHU KaK IO ITPO-
rokosam TCP/UDP, tak u mo HTTP.

IIpokcupyromiuit u ksmmpyommii cepBep. [lo3osisier yckopsiTb paboTy BeG-CEPBHUCOB C II0-
MOIIIHIO THOKOTO MEXaHU3Ma KIMIMPOBAHUS.

HoctytieH o Bce nonysisipabie miatdopmbi. Cobupaercs u tecrupyercs oyt Alpine, Debian,
Oracle, RED OS, Rocky, Ubuntu.

HpOI/IBBOAI/ITeJII)HOCTI). O,HI/IH N3 CaMbIX IIPOU3BOJIUTE/IbHBIX Be6—cepBep0B B MUpeE.

ITouemy Angie PRO:

Cosmectumocts ¢ NGINX OSS. Angie PRO nonnocThio coBmectnm ¢ Nginx, Takum ob6pazom
JII000# CyIecTByOMMi mob30BaTEb NEINX MOXKET 0e3 CephE3HBIX 3aTPaT U MPOCTOsT CEPBUCOB
nepeiitu Ha Angie PRO.

Pacmupennasi craTucTuka u MOHUTOPUHT B peajibHOM Bpemenu. Angie PRO umeer Bo3-
MOYKHOCTD TIOJTHOTO MOHUTOPUHTA HArPY3KHU CEPBEPA B PEXKMMe PeaJTbHOIO BPEMEHH, UYTO O3BOJISET
JMHAMAYECKHU yIIPABIATH KOHMDUTYPAIUsIMHA 110 TPOMUIIIO HAIPY3KU U COOJIIONATD MOJHYO JTOCTYII-
HOCTb CEpPBHCA.

JdunnamMmudyeckasi KOH(pUrypamnusi rpyIil NPOKCUPYEMbBIX CepBepPOB. B0O3MOXKHOCTL yIIpaBs-
JISITh HACTPONKAMU T'PYIII MPOKCUPYEMBIX cepBepoB ¢ momotbio yaoororo REST unrepdeiica Ge3
OCTAHOBKU CEPBHCA.

VYaajsieHue 3J1eMEeHTOB K3Ia. BO3MOXHOCTE yjlajleHusl 9JIEMEHTOB Kelta depe3 yipooHoe API 6e3
OCTaHOBKH CEPBHCA.
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e AKTHBHaAsI MPOBEPKA COCTOsSIHUSI MPOKCUPYEMBIX cepBepoB. IIpoBepka Ha «KHUBy4YeCTb» U
IIPOKCUPOBAHUE TOJILKO Ha T€ TPYIIIHI TPOKCUPYEMbBIX CEPBEPOB, KOTOPhIE OTBEYAIOT TI0 33 ITAHHOMY
aJTOPUTMY.

e /TuHaMuYecKoe XPaHUINIIE KJIIOY-3HAYEeHUe». J[nHaMmdyecKoe yIIpaBJIeHHE TePEMEHHBIMU

kouduryparun Angie PRO wepes HTTP API.
o /Tunammueckoe obHoBsienHue DNS.
e IIpokcupoBaHue c MPUBSI3KOU ceccHii.

e Penosuropuii ¢ quanamudeckumu cropouanMu moayiasamu. Angie PRO nomepxuBaer 60J1b-
mrHCTBO cropoHHuX Mojyseir NGINX u gaét BosaMoKHOCTE 6e3 TpobJieM yeTaHABINBATE UX, IIPEJIO-
CTaBJIsAs TAPAHTUIO UX PabOTOCIIOCOOHOCTH U IIOJIJIEPIKKY.

e CuHxpoHU3alUs 30H pas3jeligeMoii naMaTh. BO3MOXKHOCTH HCIOJIL30BATh 30HBI KeIla,
limit _req m t.1. B kiactepe Angie PRO.

e CokpbITHE UM IIEPCOHAJIbHBIN OpPEHJUHT MMEHH cepBepa B 3aroJioBKax oTBeTa. Bos-
MOXKHOCTb U3MEHUTh WJIM CKPBITH Ha3BaHUE U BEPCHUIO BeO-cepBepa OT I0JIb30BaTesel.

Ilepedenb MHOCTPAHHOIO MPOrPAMMHOIO ODECIIEYEHUsI, UMEIOIIEr0 CXOJACTBO (PYHKIIMOHAJIBHBIX XapaK-
TEpUCTUK ¢ mporpaMMubiM obecriedenuneM Angie PRO: Nginx, Nginx Plus, Apache, Envoy, npoayxTsi,
ucnoas3ytomue pemteans NGINX (OpenResty, Tengine, Cloudflare), obsaunbie pemenus dunekca.
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CDyH KUNOHaNbHbIE XaPaKTEPUCTUKN

3.1 YnpaBneHue Bo BpemMsl BbIMOJIHEHUSA

Yrober 3amycturh Angie PRO, ucrnosp3yiite systemd u clieayIonyo KOMaHIy:

[$ sudo service angie start ]

PeKOMeHﬂyeTCH npeaBapuTe/JIbHO IIPOBEPUTH CUHTAKCUC KOH(lDI/IpraI_[I/II/I. Bor kak sTo cleJsiaTh:

[$ sudo angie -t && sudo service angie start ]

YTo06b! mTepe3arpy3uTh KOH(MUTYPAIIAIO:

[$ sudo angie -t && sudo service angie reload

Yro6sr ocranoButh Angie PRO:

[$ sudo service angie stop

[Tocste ycTaHOBKHU BBIMIOJIHUTE CJIEIYIONTYI0 KOMaH Ly, 91006l yoeauTbes, aro Angie PRO paboraer:

[$ curl localhost:80

(5 ) IIpumevuanue

MeTO,ILI)I 3aIlyCKa OTKprTOﬁ Bepcuu Angie MOTYT Pa3/In9aThbCA B 3aBUCUMOCTU OT METO/Ia YyCTAHOBKHU.

Angie PRO umeer ojinH ryIaBHBIN TPOTIECC U HECKOJIBKO pabOvInX MPOIECCOB. [UIaBHBINA MPOIECC OTBEYAET
3a UTEHHWE W OIEHKY KOH(MUTYpAIlMu W yIpaBjeHHe padodIuMu mporeccamu. Pabodne mporiecchbl obpa-
GarbiBatoT akTudeckue 3anpockl. Angie PRO ucrosib3yer mMojieib Ha OCHOBE COOBITUN M MEXaHU3MBI,
zapucsiue or OC, mist 3pPeKTUBHONO pacIpe/ie/ieHusl 3alPOCOB MeXK Iy paboummu mporeccamu. KoJu-
9eCcTBO pabOUMX MPOIECCOB OIPEIEIISIETCS. B KOH(MUTYPAIMOHHOM (ailjie 1 MOXKET ObITh (DUKCHUPOBAHHBIM
JIJTsT TAHHON KOH(MDUTYPAIIMN U aBTOMATUYECKU PEryJIMPOBATHCS B 3aBUCHMOCTU OT YUCJIA JOCTYITHBIX
snep CPU (cm. worker processes).
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3.1.1 Ncnonb3oBaHue curHanos

Angie PRO Take MOXKHO yIPaBIAThH C MOMOIIHIO CUTHAJIOB. [10 yMOIYaHUIO WIEHTHMUKATOP TPOIECCa
IJIABHOTO TIPOTIECCa 3aIUChiBaeTcss B dair /var/run/angie.pid. DT1o ums dailna MOXKHO U3MEHUTD
BO BpeMms koundwuryparun uid B daitie angie.conf ¢ momompbio aupekTuBbl pid. [71aBHBIL mporecc
[TOJIJIEP?KUBAET CJIEIYIONINE CUTHAJIBI:

TERM, INT Bricrpoe 3aBepierne paboTh
QUIT Ilocmenennoe 3asepuwenue paboThI
HUP Ilepesarpyska koudwurypamuu, OGHOBIEHHE YacOBOIO II0sica (TOJIBKO st

FreeBSD u Linux), 3amycKk HOBBIX pafOuMX MPOIECCOB ¢ OOHOBJIEHHOH KOHMbU-
Iypalue, nocmenennoe 3a6epuienie CTapblx pabOINX IPOIECCOB

USR1 Ilepezamyck daitioB xKypHaaoB
USR2 O0HOBJIEHNE UCITOJIHIEMOrO (haitia
WINCH Iocmenenroe sasepuenue pabOINX MPOIECCOB

OraenbHbIe pabovne MPOIECChl TAK¥KE MOXKHO KOHTPOJIUPOBATH C IMTOMOIIBIO CUTHAJIOB, XOTS 3TO He 00sI-
3aresibHO. [lo/iepkuBatoTCs CaeyIonue CUrHAJIBL:

TERM, INT Brictpoe 3aBepierne paboThi

QUIT Ilocmenennoe 3asepuiernue pabOThI

USR1 Ilepesamyck daityioB 2KypHaJIOB

WINCH AnomasibHoe 3aBepinenue paboThl  Jid  oTiaagku  (Tpefyercs  BKJIIOUEHUE

debug _points)

3.1.2 N3meHeHune kKoHcpurypayunm

Yrober Angie PRO nepeunTast koudurypamonubiii dpaii, HeobXoauMo OTIpaBuTh curaai HUP riaBHOMY
nporeccy. CHadasia TJIABHBIN IPOIECC TPOBEPSIeT KOPPEKTHOCTh CHHTAKCHUCA, 8 3aTEM IIBITAeTCS PUMe-
HUTH HOBYIO KOH(UTYPAIUIO, YTO BKJIIOYAET B ce0s OTKPBITHE HOBBIX (DailjIoB »KypPHAJIOB U COKETOB JIJIs
npociaymuBanus. Eciu npuMeHeHue HOBOW KOH(MUrypaIuu He y/aj0Ch, TJIABHBIN IIPOIECC OTKATHIBA-
€T U3MEHEHUsI U MPOJI0JIKAET paboTy co crapoil Kouduryparmeii. Ecein npuMenenue mpouio yCremHo,
TJIABHBIH TIPOIECC 3aIlyCKAET HOBbIE PADOYNE TPOIIECCHI ¥ OTIIPABJISET COODIEHUs CTAPBIM PADOIUM TIPO-
1eccam ¢ mpoch0oit 3aBepIuThest nocmenenio. Crapbie pabodre MPOIEecChl 3aKPBIBAIOT CBOM COKETHI ISt
OpPOC/IyIIUBaHUA U IIPOJOJIZKAIOT O6CJ'Iy}KI/IBaTb CYHIECTBYIOIINX KJINEHTOB. HOCJ'Ie TOI'O KaK BC€ KJIMEHTHbI
OyayT 0OCIyKEeHbI, cTapble pabovne MPOIECChl 3aBEPIIATCS.

Angie PRO orciexxuBaer uamenenust KoH(UTypaIiu s KaykJoro mporecca. Homepa mokosienuit Haau-
HAIOTCS € 1, KOTJIa cepBep 3aIlyCKAETCs BIIEPBBIE. DTH HOMEPA YBEINIUBAIOTCS C KAXKJIBIM TIepe3arpy3Koii
KOHMUI'YPAIUU U BUIHBI B 3aI0JIOBKAX IIPOIIECCOB:

$ sudo angie
$ ps aux | grep angie

angie: master process v1.7.0 #1 [angie]
angie: worker process #1

Tocne ycuemnoii nepesarpysku Koudurypanuu (He3aBUCUMO OT TOrO, ObLIHM Jid (DAKTUIECKHUEe H3MeHe-
uust), Angie PRO yBesmunBaer HOMED MOKOJIEHUS! JJIsI TIPOIIECCOB, KOTOPBIE MOy YU HOBYIO KOHMUTY-
panuio:

$ sudo angie -s reload
$ ps aux | grep angie

angie: master process v1.7.0 #2 [angie]
angie: worker process #2

3.1. ¥YnpaBneHune BO BpemMsi BbINOJHEHUS 5
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Ecau kakune-1ub60 padbotine mporecchl U3 MPeIblIyInX MOKOJIEHUN MPOI0/IKAI0T paboTaTh, OHU Cpa3y Ke
CTAHyT 3aMETHBI:

$ ps aux | grep angie

angie: worker process #1
angie: worker process #2

© IIpumeuanue

He myTaiire HOMep moKoJIeHNs KOH(MDUTYpaIuu ¢ HEKUM ,.HoMepoM mporecca’; Angie PRO He ucrnonn-
3yeT HEeIPEPBLIBHYIO HYMEpalldiO IPOLECCOB JJId IPAKTUIECKUX LiesIeit.

3.1.3 Porauyusa nor-dpaiinos

s poramun Jior-daitsioB cHadaja nepenMenyiite daitibl. 3areMm ornpasbre curHag USR1 rimaBHOMY
mporieccy. [JIaBHBINM IPOIECC CHOBA OTKPOET BCE OTKPBITHIE JIOT-(DAMJIBI U HA3HAYAT WX HEIPUBUJIETH-
POBAHHOMY TIOJIL30BATEIIO, OJ] KOTOPBIM paboraior paboune mporecchl. [locie yCermenHoro oTKphuITus
GbaitIoB TJIABHBIN MPOIECC 3aKPOET BCE OTKPBIThIE (ailjibl U yBEIOMUT pabotne MpoIecchl 0 HeobXo-
JIMMOCTH OTKPBITh CBOH JIOT-daiiibl. Paboune mporecchl Tak»Ke HEMEJIEHHO OTKPOIT HOBbIe (hailjibl U
3aKpOIOT cTapble. B pesysbrare crapbie (ailibl CTAHOBSITCS JOCTYIHBIMU I IOCTIeIyoMeil 00paboTKy,
TAKOI KaK CXKATHE, TIOYTU CPA3y.

O6HoBneHne ucnonHsemoro caiina Ha nerty

Y1066 OOHOBUTH HCIIOJIHIEMBIN (aflyl cepBepa, CHavaja 3aMEHUTE CTapbIil HCIoIHeMbli dailin Ha HO-
BBII. 3aTeM oTHpaBbTe curHaj USR2 riiaBHOMY mIporieccy. 1UraBHbIi IPOIece IepenMeHyeT CBOM TeKYIIHii
daitn ¢ uaeHTHGUKATOPOM Iporecca B HOBBIM daitn ¢ cyddukcom .oldbin, manpumep, /usr/local/
angie/logs/angie.pid.oldbin, u 3aTeM 3aIyCTUT HOBBIN UCIOJHSAEMBIH (baiti, KOTOPLI, B CBOIO OUe-
PeJib, 3aIlyCTUT HOBble paboUMe IIPOIECCHI.

O6paTI/ITe BHUMaHUE, 9TO CTaprIU/I TJIaBHBINA Iponecc HE 3aKPbIBa€T CBOU COKETHI JJIsA IIPOCAYyHNINBaHUA
1 MOXKET OBITh yIIPaBJIseM JIJIsl TIepPe3allyCkKa CBOMX PabOdMX MPOIECCOB B ciydae HeobxomumocTu. Kem
HOBBIN MCHOJTHsIEMBIH haiti paboTaeT He TaK, KaK OXKUAJIOCh, BbI MOXKETE IMPEIIPUHSITH CJIEMLYIONne
JIEeICTBUS:

e Ormpasbre curnas HUP crapoMy IVIABHOMY MPOIECCY. DTO 3AIyCTUT HOBBIE paboumne mporeccsl 6e3
MOBTOPHOrO 4TeHusi KoHuryparmu. [locje 3T0ro BbI MOXKeTe 3aBepIIUTh BCE HOBBIE IPOIECCHI
nocmenenro, ornpasus curgaa QUIT HOBOMy IVIaBHOMY IIPOIECCYy.

e Ormpasbre curuaj TERM HoBomy raBHOMY mporieccy. OH OTIpaBUT COOBINEHNE CBOUM pabodnM
IIpoleccaM € IIpocb00il HeMeyIeHHO BhITH. Ecin Kakue-mnbo IPOIEcChl HE BBIXOJIST, OTIIPABbTE
curast KILL, 9ToOBI 3aCTaBUTh UX BbINTH. Kor/ia HOBBINM TUIABHBIN IIPOIECC 3aBEPIIUTCS, CTapPHIil
IVIABHBIH MIPOIECC aBTOMATHYIECKH 3aIlyCTUT HOBBIE PA0OYUE MPOIECCHI.

Ecim HOBBIIl TyiaBHBIN [pOIECC 3aBEPIIUTCS, CTAPBIA TVIABHBIN Tporecc yaaant cyddukc .oldbin u3
nmenn daita ¢ uaeHTHUKATOPOM ITPOIECCA.

Ecau obHOBIEHME TIPOTIIO yCIenHo, orupaBbTe curia QUIT ctapoMy TJIaBHOMY IIPOIECCY, U OCTAHYTCSI
TOJIBKO HOBBI€ ITPOIIECCHI.

3.1. YnpaBneHune BO BpemMsi BbINOJHEHUS 6



*BGG' 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
cepeep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

MapameTpbl KOMaHAHOW CTPOKKU

-7, -h BriBox cipaBku o mapamerpaM KOMAHIHON CTPOKH, 3aT€M BBIXOJL.

--build-env BriBom BcrmomorarenbHOM nHMOpMaInn 00 OKpYyKEeHUN COOPKH, 3aT€M BBIXOJ.

-c datin 3alycK ¢ aJbTepHATUBHBIM (Patliiom KOHMUTYpanuu BMecTo daiiyia 1mo ymoada-
HUIO.

-e datin 3alycK ¢ aJlbTePHATUBHBIM JIOT-(HaiA0M OIMMOOK BMECTO (Paling No YMOALGHUIO.
CrenmanbHoe 3HaUeHNe stderr 3aIaeT CTAHIAPTHBIN (aiiy OMIbOK.

-g dupexmusnt 3alycK ¢ YyCTAHOBKOW 24000.46HbLE JUpPEKmue Konguzypauul, HampuMep: angie
-g "pid /var/run/angie.pid; worker_processes “sysctl -n hw.ncpu’;".

-m, -M BbIBO/JI ClIMCKa BCTPOEHHBIX (-M) MJIM BCTPOEHHBIX M 3arPy2KeHHbIX (-M) Momyiieii,
3aTeM BBIXO/I.

-p npegpuxc 3alryck ¢ 33J[aHHBIM npedukcom IyTH angie (Karasora, B KOTOPOM OyyT HaXO-
nuThest Qailuibl cepBepa; 1o ymordanuio — /usr/local/angie/).

-q BuiBom ToibKO coobtmenuit 06 ommbKax, ecyiu 3aManbl -t win -T; naade apdexTa
HeT.

-S cugHan OrnpaBka cuzHa.Aa TIIABHOMY IIpOIieccy: stop, quit, reopen, reload u Tax jiaJee.

-t Tecruposanue daitia kouduryparmn, 3areM Boixon. Angie PRO nposepsier cun-
TaKCUC KOH(UTYPAIINN, PEKYPCUBHO BKJIIOYast (DaMJIbl, YIIOMSHYTbIE B HEIl.

-T To ke, 9TO -t, HO C BBIBOJOM CBOJTHOM KOHMUTYPAIIMH B CTAHIAPTHBIN MOTOK
BBIBO/IA II0CJIE PEKYPCUBHOI'O BKJIIOUYEHUs BCEX YIIOMAHYTHIX B Hell (aiiios.

-v Brisox Bepcun Angie PRO, 3arem BBIXOS.

-V Buisog Bepcun Angie PRO, Bepcuu KOMIIMIATOPA U KCIIOJIH30BAHHBIX TIAPAMETPOB

COOpKH, 3aT€M BBIXOI.

3.2 CoepunHeHus, ceccumn, 3anpochbl, JIOTMpPOBaHME

3.2.1 MexaHu3ambl 0OpaboTku coeguHeHui

Angie PRO momgepxuBaer pasumdHbie METOIBI 00paboTKu coequHenuii. JlocTymHOCT KOHKPETHOTO Me-
TOJa 3aBUCHT OT UCIOJIb3yeMoil miardopmbl. Ha miardopmax, momiepKuBaroNmx HECKOJIBKO METOIOB,
Angie PRO o6brar0 aBroMaTnyecku BoiOupaer Haubosee apdekruBubiit Meron. OgHako, mpu HeOOX0 -
MOCTH, METOJT 0OpabOTKU COEIMHEHN MOYKHO SIBHO BBIOPATDH C MOMOIIBIO JTUPEKTUBBI USE.

JloCTyIHBI CIEIyIONTne MEeTOIbI 00PAOOTKY COETMHEHNUI:

MeTon Onucaxue

select Cranmaprabiit  mMeron. CooTBETCTBYONUIT  MOJYJIb COOMPAETCS ABTOMATHIECKH
Ha 1iardopMax, He HMemux Oosee 3PPEKTUBHLIX MeToaoB. Omium  cOopKu
--with-select_module u --without-select_module MOryT OBITH UCIIOJIH30BAHBI JJIsI
[IPUHYUTEIHHOIO BKIIIOUEHUST NN OTKJIIOUYEHUs COOPKU 3TOrO MOJYJIS.

poll Crammaprabiit  Meron. CoOOTBETCTBYOIINN MOJIYJIb COOMPAETCS ABTOMATHIECKH
Ha wiaardopMmax, He wuMeomux Oosee 3pdekTuBHBIX MeTonoB. Ommum cObopku
--with-poll_module u --without-poll_module MOryT OBITH HCIIOJIB30BAHBI JJIs IIPH-
HY/IUTEJIFHOTO BKJIIOUEHUS WM OTKJIIOYEHNUsT COOPKH STOTO MOJLYJISL.

kqueue OdderruBHbit Meron, mocrynubiii Ha FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 u
macOS.
epoll DdderTuBHBI MeTOT, HoCTyIHbIH Ha Linux 2.6+.

/dev/poll  DddexTupHblil MeTONM, mocTynHb Ha Solaris 7 11/99+, HP/UX 11.22+ (eventport),
IRIX 6.5.15+ u Tru64 UNIX 5.1A+.

eventport Meroz, event ports gocrynen ma Solaris 10+. (I13-3a u3BecTHBIX MPOGIEM PEKOMEH-
JLyeTcsi UCI0JIb30BaTh MeTos /dev/poll.)

3.2. CoepuHeHusi, ceccumn, 3anpocbi, IOrMpoBaHne 7
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3.2.2 O6paborka HTTP-ceccuin

Kaxaprit HTTP-3anpoc mpoxoaut uepes psi a3, Ha KaxK10# n3 KOTOPBIX BBIIOJIHSAETCS OIIPE/IeT€HHbII

Tu 0O6pabOTKM.

Post-read
Server-rewrite

Find-config
Rewrite

Post-rewrite
Preaccess
Access

Post-access
Precontent

Content

Log

Havasibras daza. Momysib ReallP BbI3bIBaeTCsl Ha 3TOM ase.

®Paza, HA KOTOPO 06pabaThIBAIOTCS JUPEKTUBBI U3 MOy Rewrite, OpeIesieH-
Hble B 6J10Ke server (HO BHe 6jI0Ka location).

Crennasibaas ¢asza, Ha KOTopoit Beibupaercs location wa ocaoBe URI 3ampoca.
Tloxoxka Ha a3y Server-rewrite, HO IPUMEHSIETCS K MIPABUIAM Tewrite, Ompe-
JleJIeHHBIM B 6utoke location, BEIOpaHHOM Ha NpenbLIyIneil dase.

Cuenmasibaast da3a, Ha KOTOPOU 3alIPOC IIEPEHAIIPABIISETCS B HOBOE MECTO, KaK
na ¢aze Find-config, ecim ero URI 6611 m3menen Bo Bpems da3bl Rewrite.
Ha sroit dasze cranmaprasie mogayaun Angie PRO, takme xak Limit Req, peru-
CTPUPYIOT CBOM OOPaOOTINK.

®Paza, Ha KOTOPOIi IPOBEPSIETCS IPABO KJIMEHTa Ha BBIIIOJIHEHHUE 3aIIPOCa, OOBIYHO
C TIOMOIIBIO cTaHIapTHBIX Momaysieir Angie PRO, rakux kak Auth Basic.
CuermasibHas dasza, Ha KOTOPOil 00pabaThIiBAeTCs TUPEKTUBA salisfy any.

Ha sr1oit dhaze cranmaprable MOy/IH, TaKne KaK JUPEKTUBLI {1y files w marror,
PETUCTPUPYIOT CBOU OOPAOOTINKH.

QPa3za, Ha KOTOPOI OOBITHO TeHepupyercss oTBeT. Ha 3TOM 3Tame HECKOJIbLKO
craggapTHbix Mogyseit Angie PRO perucrpupyoor cBou 06paboTUnKM, BKIIFOIAS
Indexr. O6pabOTINKU BBI3BIBAIOTCSI IIOCJIEI0BATEIBHO, TOKA, OJMH U3 HUX He MPO-
U3BEJIET BBIBOJI.

OunanbHas ¢dasa, HA KOTOPOH BBIMOJIHSIETCs JJOTHPOBAHNE 3AIIPOCOB. B HaCTOS-
1ee BpeMsi TOJIbKO MOMIY/Ib L0g PEerucTpupyer CBOM OOPADOTIMK Ha ITOM ITaIlle
JITsT BeJIeHUsI >KypPHAJIA, JTOCTYIIA.

3.2.3 Ob6paboTtka TCP/UDP-ceccnii

TCP /UDP-ceccust OT KIreHTa MPOXOJAUT Yepe3 psii pa3, Ha KarxKJI0H U3 KOTOPBIX BBITOJIHSIETCSI OIIPe/Ie-
JIEHHBIN TUI 00pabOTKU:

Post-accept
Pre-access
Access

SSL
Preread
Content

Log

Hagaspras daza mocie npunsaTus coenuaenus: oT Kanenta. Ha sroit dhase BbI-
3bIBaETCA MOIYIb ReallP.

IIpenpapurenbhas dasa s TpoBepKHu jocTyma. Momyau Set BBI3BIBAIOTCS Ha,
aroii dase.

®Daza st OrpAHUYIEHNUsI IOCTYyTIa KJINEHTa Tepelt (paKTuIecKoit 00pabOTKOM TaH-
HbIX. Ha 9TOM 3Tare BbI3bIBAETCS MOIYIb Access.

da3za, na Koropoii npoucxonut 3asepiirerne TLS/SSL. Ha s1oii dase BosbiBaercs
MOLyJIb SSL.

Daza I 9TeHns Ha9aJIbHBIX OaiiT JaHHBIX B preread buffer, 9To0bI MO3BOIUTH
TaKUM MOJTyJisiM, Kak SSL Preread, TpoaHAIN3UPOBATH JAHHBIE JI0 X 0OPAOOTKH.
Ob6szarenbras daza, Ha KOTOPOit JaHHbIE (DAKTHIECKHA 00PadATHIBAIOTCS, OOBITHO
¢ yqactueM Mojyiisi Return, KOTOPBIA OTIPABJISET OTBET KJIMEHTY.

OPunanbHasg dasza, Ha KOTOPOH (GUKCUPYETCs Pe3yabTaT 00pabOTKMA CecCuu KJIu-
enta. Ha 3Toit dba3e BuI3bIBaeTCI MOIYTH LOg.

3.2. CoepuHeHusi, ceccumn, 3anpocbi, IOrMpoBaHne
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3.2.4 O6paboTka 3anpocos

Bbibop BupTyansHoro cepsepa

M3znavaibHO coe/MHEHNE CO3/aeTcs B KOHTEKCTE cepBepa 1o ymosrdanuio. VIMs cepBepa MOXKeT ObITDH
OTIPEIEJIEHO HA CJIEIYIOIMNX dTanax 00pabOTKU 3ampoca, KayK b 13 KOTOPBIX yIaCTBYeT B BHIOOPE KOH-

duryparmun cepsepa:
e Bo Bpems SSL-pykonoxkarusi, 3apatee, B coorBercTBun ¢ SNI.
e Ilocite 06pabOTKM CTPOKM 3aIpoca.
e Ilocse obpaboTku moJist 3arosioBka Host.

Ecmm mmst cepBepa He omnpesiesieHo mociae o6pabOTKM CTPOKH 3aIpoca WM IOJst 3aroyiopka Host,
Angie PRO ucnosib3yer mycroe uMs B Ka4eCTBe UMEHU CepBepa.

Ha KazK/JIOM U3 9TUX 3TaIlOB MOI'YT IIDUMEHATHCA PA3JINIHbIC KOHCbI/II‘ypaLLI/II/I cepBepa. HOSTON{y HEKOTO-
pbie TUPEKTUBBI CJIEAYET YKA3bIBATH C OCTOPOZKHOCTBIO:

e B ciyuae qupeKkTHBBI S5l protocols CIUCOK MPOTOKOJIOB ycTaHaBinBaercs oubanorekoit OpenSSL
JIO IPUMEHEHHsT KOH(UTyPAIUU CepBepa B COOTBETCTBUU ¢ MMEHeM, 3ampoineHHbiM depe3 SNI. B
pe3yJsibTaTe IMPOTOKOJIBL CJIEIyeT YKA3bIBATH TOJBKO JIJIsi CEPBEPA II0 YMOJIYAHUIO.

e Jlupektussl client header buffer size m merge_ slashes npUMEHSIOTCS JIO ITE€HUSI CTPOKU 3aIIPO-
ca. IToaToMy 9TH IUPEKTUBBHI UCHOJB3YIOT JUOO KOH(MUIYDPAIUIO CEPBEpPA IO YMOJIIAHUIO, JIUOO
KOHGUIYpanuio cepBepa, Buibpanuyio depe3 SNI.

e B ciydae JIUPEKTHUB tgnore__invalid_ headers, large_ client__header _buffers u
underscores_in_headers, KOTOpble yYacTBYIOT B 00pabOTKe HOJIEil 3arojOBKOB 3allpOCa, KOH-
duryparyst cepBepa JOIOIHUTEIHHO 3aBUCUT OT TOrO, ObLIa Jin OHA OOHOBJIEHA B COOTBETCTBHUH CO
CTPOKOM 3ampoca WM IoJeM 3arojoBka Host.

e OtBeT ¢ omubKOit 06pabATHIBAETCH C UCIOIH30BAHIEM TUPEKTUBLI €107 page Ha cepBepe, KOTOPDIi
B JIAaHHBII MOMEHT 00pabaTHIBAET 3aIPOC.

BmpTyaanble cepeepbl Ha OCHOBE UMEH

Cuauasa Angie PRO omnpenesnsier, kakoil cepsep o/KeH 06pabaThlBaTh 3aIpoc. PaccMOTPUM MPOCTYIO
KOHMUI'YPAIHIO, TJle BCe TPHU BUPTYaJbHBIX CEPBepa CJIyIIAT Ha 1mopTy 80:

server {
listen 80;
server_name example.org www.example.org;
#

}

server {
listen 80;
server_name example.net www.example.net;
#

}

server {
listen 80;
server_name example.com www.example.com;
#

}

3.2. CoepuHeHusi, ceccumn, 3anpocbi, IOrMpoBaHne 9
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B s1oit kordurypanun Angie PRO onpenesisier, kakoii cepBep J10J12KeH 00paboTaTh 3aIlpoc, OCHOBBIBASICh
HCKJIIOUATEJIbHO Ha 10Jie 3arosioBka Host. Ecium 3HadeHnne 3Toro 3arojioBka He COBIAJAET HU C OJHUM
73 MMEH CepBEPOB WJIN €CJIN 3aIPOC He COMEPXKUT ITOro 3aroioska, Angie PRO mampasut 3ampoc K cep-
Bepy IO YMOJTYAHUIO JJIsT STOTO TMOPTA. B IpUBEIEHHOI BhINle KOH(MUTYPAIIUA CEPBEPOM TI0 YMOJTIAHIIO
SIBJISIETCST TIEPBBI — 9TO siByisieTcst craHgapTHbiM moBegenneM Angie PRO. Tak:ke MOXKHO sIBHO yKa-
3aTh, KaKOi cepBep J0KEH ObITh CEepPBEPOM IO yMOJUAHUIO, UCIOIL3ys mapamerp default_server B
JUpEKTHUBe [isten:

server {

listen 80 default_server;
server_name example.net www.example.net;
#

(i ) IIpumeuanue

O6paruTe BHUMaHUE, YTO CEPBEP II0 YMOJIYAHWIO SIBJISIETCS CBOMCTBOM CJIYIIAOIIETO COKETa, a He
WMEHH CepBepa.

Me>xxayHapogHble umeHa

Mexnynaponsbie JqomeHable uMera (IDNS) 10JKHBI yKa3bIBaThCsl B AUPEKTUBE SETUET  NAME C UCIOJIb-
sosanueM npegcrasiuenus ASCIT (Punycode):

server {
listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; # npumep.ucneimarue
#

}

3anper 3anpocoB c HeonpegeneHHbLIMU UMeHaMU CepBepoB

Ecnm 3anmpocsr 6e3 3arosioBka Host HexKesraTeIbHBI, MOXKHO OIIPEIE/INTh CEPBEP, KOTOPbIil IIPOCTO OTKJIO-
HSET TaKHe 3aIPOCHI:

server {
listen 80;
server_name "";
return 444;

+

J

B sroit kondurypanun umst ceppepa 3a/1aHO [IyCTOH CTPOKOM, 9TO COOTBETCTBYET 3aIpocaM 0e3 3arojioBKa
Host. 3aTeM BO3BpAIaeTCs CIIENNAIBHBIN HECTAHIAPTHBIN KOf 444, KOTODBIN 3aKPBIBAET COEINMHEHNE.

3.2. CoepuHeHusi, ceccumn, 3anpocbi, IOrMpoBaHne 10


https://en.wikipedia.org/wiki/Internationalized_domain_name

Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

CoueraHne BMpTyanbHbIX CEPBEPOB, OCHOBAHHbIX Ha nmeHax n IP-agpecax

Paccmorpum Gostee citozkuyo KoHDUIypanuio, Ijie HEKOTOPble BUPTYaJIbHbIE CEPBEPHI CIYIIAIOT HA Pa3-
HBIX aJ[pecax:

server {
listen 192.168.1.1:80;
server_name example.org www.example.org;
#

}

server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80;
server_name example.com www.example.com;
#

¥

B sroit koadurypanun Angie PRO cragasia nposepsier IP-anpec u mopt 3ampoca 1o gupektuBam listen
6JIOKOB server. 3aTeM OH IpOBepsieT I0Jie 3arojoBka Host 3ampoca 1o 3amucsaM server name OJOKOB
server, xkoropble coBnaju ¢ IP-anpecom n moprom. Ecnim mmst cepBepa He HalimeHo, 3ampoc Oymaer o0-
paboran cepBepoM Mo yMmosdanuio. Hampumep, 3ampoc K www.example.com, IOJy9YeHHBI HA IIOPTY
192.168.1.1:80, 6yner obpaboTaH cepBEPOM II0 yMOJIYAHUIO JJIs ITOrO IOPTa — T.€. IEPBBIM CEPBEPOM
— I[IOCKOJIbKY WWW.example.com He OIPEJIeIeH JJIsl 9TOrO HOPTA.

Kak ymommHasiocs paHee, cepBep IO yMOJIYAHUIO SIBJISETCSI CBOMCTBOM CJIYIIAIOIIErO COKETa, M MOXKHO
OIIPEJIENIUTh Pa3HbIe CEPBEPHI 110 YMOJYAHUIO /ISl PA3HBIX IIOPTOB

server {
listen 192.168.1.1:80;
server_name example.org www.example.org;
#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com www.example.com;
#

}

3.2. CoepuHeHus, ceccumn, 3anpocbi, JTIOrMpoBaHne 11
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Bbibop nokauwuii

Pacemorpum npoctyto kouduryparuo PHP-caiira:

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

¥
location ~* \.(gif|jpglpng)$ {

expires 30d;

}
location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;
include fastcgi_params;

Angie PRO cnavasa wmer nanbojiee KOHKpeTHBIH mpedukce location, 3agaHublil OYKBaJIbLHBIME CTPO-
KaMU, HE3aBUCHUMO OT UX IIOPsJIKA B CIIUCKe. B mpuBeieHHO BhIllle KOHMUIYPAIIMY €INHCTBEHHBIH IIpe-
dukc jokanuum — 370 location /, KOTOPBI COOTBETCTBYET JIIOOOMY 3aIlpOCy U OyJIeT MUCIIOIb30BATHCS
B KadecTBe mocieaHero cpeqacra. 3areM Angie PRO mpoBepsieT Jjokanum, ompejieIeHHbIE ¢ TOMOIIBIO
PeryJIsipHBIX BbIDasKeHUil, B MMOPsIIKE UX IOsBJI€HUs B KOHMuUryparmonanoM daiie. [lepBoe coBmaaromniee
BbIpazkeHue 3asepinaer mouck, u Angie PRO ucnossayer a1y location. Eciu Hu oHO perynsipHoe BbIpa-
JKeHre He coBiaiaer ¢ 3ampocoM, Angie PRO ucnonb3yer Hanbosree KoHKpeTHY0 TpeduKcHyo location,
HalJeHHYIO paHee.

O IIpumeuannue

Jlokarum Bcex TunoB mpoBepsiioT Toabko URI wacTh cTpokm 3ampoca, UCKIOYast apryMeHThI. DTO
CBSI3aHO C T€M, YTO apI'yMEHThI B CTPOKE 3aIlpoca MOTYT ObITh yKa3aHbl PA3HBIME CIIOCODAMU, HAIIPU-
Mep:

e /index.php?user=john&page=1
e /index.php?page=1&user=john

KpOMe TOT'0, CTPOKa 3alIpOoCa MOXKET COJ/iepzKaTb JII060€ KOJIMIEeCTBO ITapaMeTpoOB:

e /index.php?page=1&something+else&user=john
J

Temepn maBaiiTe paccMOTPHUM, KaK 3aIpochl OyIyT 0oO0pabaThIBATHCS B MPUBEICHHON BBHIME KOH(MUTYpa-
uu:

e 3ampoc /logo.gif cragasa coorBeTcTByeT pedukcy location /, a 3aTeM PeryJspHOMY BbIpazke-
uuio . (gif | jpglpng)$. Ilosromy o obpabaTeiBaeTcs HOCIeHEeN JToKalueit. Vcob3ys JUpeKTUBY
root /data/www, 3ampoc cornocrasisiercs ¢ daitiom /data/www/logo.gif, u daiin orupasisercs
KJIHEHTY.

3.2. CoepuHeHusi, ceccumn, 3anpocbi, IOrMpoBaHne 12




Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

e 3ampoc /index.php TakKe M3HAYAIBHO COOTBETCTBYeT Ipedukcy location /, a 3aTeM peryJisp-
Homy BbIpazkenuio . (php)$. CiemoBaTesbHO, OH 06pabaTHIBACTCS MTOCJIEIHEH JIOKAINEH, U 3a1poc
nepenaercs ceppepy FastCGI, ciymaromemy na localhost:9000. lupexkrusa fastcgi  param ycra-
nasiauBaeT nmapamerp FastCGI SCRIPT_FILENAME B /data/www/index.php, u cepBep FastCGI Bor-
nosastet daitn. [lepemennas $document rool ycraHaBIMBaeTCs B 3HAYEHUE JUPEKTUBBI root, a
nepeMenHnasi $fastcgi scriptname ycranasimubaercs B URI sanpoca, T.e. /index.php.

e 3ampoc /about.html coorBeTCTBYeT TOJBKO Ipedurcy location /, mo3ToMy OH 0O6pabaTHIBAETCsT
B 970l JioKaruu. Vcmomb3ysi qupekTtuBy root /data/www, 3ampoc comocrasjisiercs ¢ daitiom /
data/www/about.html, u daiiyi OTIPABIAETCS KIIHEHTY.

Obpaborka 3ampoca / 6ojee ciaokua. OH COOTBETCTBYeT TOJILKO mpedukcy location /, mosTtomy oOH
obpabarbiBaeTcs B 3Toi Jiokanuu. JlupekTuBa inder 3aTeM MpoBepsieT HAJIUIHE WHICKCHBIX (hailioB B
COOTBETCTBHUU C €€ mapaMeTpaMu U JUPEKTUBO root /data/www. Ecim daitn /data/www/index.html
He cymecTByeT, HO (aiti /data/www/index . php CyIIeCTBYeT, INPEKTUBA BBIITOJIHAET BHYTPEHHIOIO IIepe-
anpecaruio Ha /index.php, u Angie PRO crHoBa wmimer Jjiokanuu, Kak ecjm Obl 3alpoc ObLI OTIIPABJIEH
KameHToM. Kak ymoMmHaIOCh pamee, MepeajipecOBAHHBIN 3aIpoc B KOHEIHOM HTOre OymeT oOpaboram
cepsepom FastCGI.

3.2.5 lNpokcupoBaHue n banaHcupoBka Harpysku

OHuM W3 pacIpoCTpaHeHHBIX crocoboB ucnosb3oBanus Angie PRO saBisercsa nacrpoiika B KadecTBe
npokcu-cepiepa. B aroit posm Angie PRO npunuMaeT 3ampochl, IepeHapaBIsgeT uX Ha TPOKCUPyeMble
CEpBEPHI, IOJIYYaeT OTBETHI OT 9TUX CEPBEPOB M OTIIPABJISET OTBETHI OOPATHO KJIMEHTAM.

IIpocroit mpokcu-cepsep:

server {
location / {

proxy_pass http://backend:8080;
}

Hupextusa prozy pass 3actaBur Angie PRO mepesaBaTh 3ampocsl KJIneHTOB Ha cepsep backend:8080
(npokcu-cepsep). CymiecTByeT MHOXKECTBO JONOJHATENLHBIX JUPEKMUG, KOTOPBIE MOXKHO UCIOJIL30BATH
JUId TaJIbHENIeil HaCTPOUKHI IIPOKCU-COETUHEHUS .

Mpokcuposanue FastCGl

Angie PRO moxkeT ucmosib3oBaThes Jiist Mapripytusanuu 3ainpocos Ha FastCGI-cepsepbl, KOTOpbIe BbI-
MIOJTHSIIOT TIPUJIOYKEHHUsI, TIOCTPOEHHBIE C MCIIOJIb30BAHUEM DPA3INIHBIX (DPEHMBOPKOB U SI3BIKOB IIPOIPaM-
MupoBaHus, Takux kak PHP.

TIpocreiimas kouduryparus Angie PRO s paborsr ¢ FastCGI-cepsepoM BKJIIO9aET HCHOJB30BAHUE
JMUPEKTUBHI fastcgi pass BMECTO JUPEKTHUBBI Proxy pass, a TaKxkKe IUPEKTHB fastcgi  param Ijs ycra-
HOBKU TIapaMeTpoB, nepeaBaeMbix FastCGl-cepsepy. [Ipenmosiokum, aro FastCGl-cepsep moctymen mo
ajgpecy localhost:9000. B PHP mapamerp SCRIPT_FILENAME MCIIOSIB3YyeTCs I OMPEIETIeHNsT NMEHN
ckpurnTa, a nmapamerp QUERY_STRING uCIIONb3yeTCs I Mepeatn IapaMeTpoB 3ampoca. Pe3yabrupyio-
masi KOH(pUryparus: OyIer CJiejyrore:

server {
location / {
fastcgi_pass localhost:9000;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;
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location ~ \.(gifl|jpglpng)$ {

root /data/images;

Ora KoHUTypaIs HACTPAUBAET CEPBEP, KOTOPBII HAIIPABJISIET BCE 3alPOCHI, KPOME 3aIPOCOB K CTATH-
9eCKMM M300pakKeHnsiM, Ha MMPOKCUPYEMBbIit cepBep, paboTaromuii Ha localhost:9000 wepe3 mpoOTOKOI

FastCGI.

Mpokcuposanne WebSocket

s obrosienus coequuenus ¢ HTTP /1.1 mo WebSocket ucronbayercs MexaHu3M npomokoashozo ne-
pexarovernusn <hitps://datatracker.ietf.org/doc/html/rfc2616#section-14.42>, nocrynustii 8 HTTP/1.1.

OjHakO €CTh TOHKOCTB: IOCKOJIbKY  3arojioBok Upgrade  sIBJISIETCS  3420406K0OM — Nepexoda
<https://datatracker.ietf.org/doc/html/rfc2616#section-13.5.1>, OH He nepemaeTcs OT KJIUEHTA K
IpOKCHpyeMoMy cepBepy. IIpy MCIOIb30BAHUM TIPSMOrO IPOKCUPOBAHUS KJIMEHTHI MOT'YT UCIOJIb30BATH
merorr CONNECT g o6xoza 21oit mpobiieMbl. DTOT MOJX0 He paboTaeT mpu OOGPATHOM MPOKCHUPO-
BaHUM, TAK KaK KJIMEHTHI He OCBEJIOMJIEHBI O KaKHUX-JIM0O IIPOKCHU-CepBepax, U TpebyeTcs ClienuasbHast
00paboTKa Ha IIPOKCH-CEPBEPE.

Angie PRO peayiuzyer crienuaabHbIil pesKuM paboThl, KOTOPBIA MO3BOJISIET YCTAHOBUTD TYHHEb MEXKLY
KJIMIEHTOM ¥ IMPOKCUPYEMBIM CEPBEPOM, €CJIU ITPOKCHUPYEMBIA cepBep BO3BpAIaeT oTBeT ¢ Kogom 101
(Switching Protocols), a kineHT 3ampaliuBaeT IepeKJIOYeHre IPOTOKOJIA Yepe3 3arosoBok Upgrade B
3alrpoce.

Kak y»ke ynmoMuHasoch, 3aroJloBKH 1epexojia, Bkiovas Upgrade n Connection, He mepearoTcs OT KJIU-
€HTa K MpOoKcupyemMoMy cepBepy. [loaroMy, 9T006BI TPOKCUPYEMBI cepBep ObLIT OCBEIOMJIEH O HAMEPEHUHN
KJIMEHTA MIEPEKJII0INTHCA Ha TPoToKosg WebSocket, 9Tu 3aroioBKE JTOJI2KHBI OBITH TIEPEIaHbl sIBHO:

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade';

Boustee cioxubIil IprMep IeMOHCTPUPYET, KAK 3HAUEHHE II0JIs 3arojioBka Connection B 3ampoce K IIPOK-
CHPYEeMOMY CepPBEpPY 3aBHUCUT OT HaJju4us 1ojs Upgrade B 3aroJIOBKE 3aIIpOca KIUEHTA:

http {
map $http_upgrade $connection_upgrade {
default upgrade;
''" close;

3

server {

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
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proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;

Tlo ymomuanuio coemuuenne OyaeT 3aKPBHITO, €CJIN TPOKCAPYEMbIil CepBEP He IepeaeT HUKAKUX JAHHBIX
B Tederne 60 cekyH . DTOT TallM-ayT MOXKHO yBEJUYHUTH C MMOMOINBIO JIMPEKTUBBI proxy read  timeout.
B kadecTBe aJibTepHATHBBI: Ha IIPOKCHPYEMOM CEpPBEPE MOXKHO HACTPOUTH IIEPUOUIECKYIO OTIIPABKY
kaipoB WebSocket ping juist copoca TaiiM-ayTa u IPOBEPKHU TOIO, AKTUBHO JIM COEIUHEHUE.

BanaHncu POBKa Harpy3ku

BasmancupoBka HAPY3KH MKy HECKOJIbKUME IK3EMIIISPAMA IPHUJIOXKEHUS — ITO IIHPOKO HCIIOIb3Y-
eMasl TEeXHUKa JJIs ONTHMU3AINHI KCIIOJIH30BAHUS PECYPCOB, MaKCUMM3AIMHU IIPOIIYCKHOM CIOCOOHOCTH,
YMEHBIIIEHUsI 3aJeP>KEK 1 00eCIiedeHrsl OTKA30yCTONYNBBIX KOHMUrYpaIui.

Angie PRO moxkHO ucnosb3oBaTh B KadecTBe BbicOKO3bderTusHOro HTTP-6anancuposiuka HArpy3-
KW JITsT pacipeesieHns Tpaduka MeKIy HECKOJbKUMH CepBepaMU IMPUJIOXKEHHUN, TeM CaMbIM YJIydITast
[IPOU3BOAUTEBHOCTD, MACIITAOUPYEMOCTb U HAJAEXKHOCTH BEO-IIPUIOXKEHMUIA.

Camast ipocrast KoHduryparus Jjisi 6ajlaHCHPOBKY HArpy3Ku ¢ momoinbio Angie PRO moxker BoIrIsiaeTs
CJIEJTY FOIIMM 00pa30M:

http {
upstream myappl {
server srvl.example.com;

server srv2.example.com;
server srv3.example.com;

}
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

B npuBemennoMm mpumepe Tpu IK3eMILISpa OJHOTO W TOTO K€ HPUJIOXKEHWs paboTaloT Ha CepBepax C
srvl no srv3. Korja meroy 6alaHCHPOBKY HATDY3KH He HACTPOEH SIBHO, MO YMOJTYAHUIO MCIIOJIB3YeTCsl
KpyroBoii Mero/ (round-robin). Ipyrue nomjiepkuBaeMble MEXaHU3Mbl 0aIaHCUPOBKY HAIPY3KU BKJIIOUA-
ot1: weight, least conn u ip_hash. Peanusamus obpatHoro mpokcu B Angie PRO takike mojiiep:kuBaer
BCTPOEHHBIE (HUJIM [IACCUBHBIE) IIPOBEPKU COCTOSTHUSI CEPBEPOB. DTH IIPOBEPKH HACTPANBAIOTCS € TIOMOIIBIO
aupekTus max_ fails n fail timeout BHyTpu OJI0Ka server B KOHTEKCTE upstreanm.
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3.2.6 JlornpoBaHune

© IIpumeuannue

B JIOIIOJIHEHNE K IIePpeYrCJIEHHBIM 3/1€Chb OIIIUAM, Bbl TaK2Ke MO2KeTe BKJIIOYUTDH OTJIaﬂO‘{HLIfI JIOT.

Syslog

HupekTussl error log u access log mojepKuBaoT JJoruposanue B syslog. s HACTpOUKU JIOrupoBa-
Hus B syslog MCHOJIB3YIOTCS CJIEAYIONIE TapaMeTphL:

server=address VkazwiBaeT ajipec ceppepa syslog. Anpec MOXKeT ObITH JJOMEHHBIM UMEHEM WJIH
IP-agpecom ¢ meobsizaTespHBIM TOPTOM, Jub0 myTeM K UNIX-momenHomy coke-
Ty, YKa3aHHBIM TOC/I€e mpedukca "unix:". Ecan mopt He yka3aH, UCIOIb3YeTCs
UDP-nopr 514. Eciim nomenHOe mMs pa3pelraeTcs B HeCKOJbKO IP-aspecos, nc-
IOJIL3YETCs IIEePBBIA Pa3peIIeHHbIH aapec.

facility=string YcranaBiamBaer ypoBeHb it coobmienmit syslog, kak omnpezeneno B RFC

3164. BoamoxkHble ypoBHH BKJO4YaOT: "kern", "user", "mail", "daemon",
Ila:u.-th.ll7 "intern"7 lIlpI.II7 Ilnewsll’ Ilu.-u.cpll7 "ClOCk", Ilauthprivll’ llftpll7 Ilntpll’
"audit", "alert", "cron", "localO".."local7". [lo yMOJIIAHUIO UCIIOIb3YETCS
"local7".

severity=string OrmpeiesisieT ypoBeHb Cepbe3HOCTH cO00IeHnit syslog st access log, Kak yKa-
zano B RFC 3164. Bo3amokHbIe 3HAY€HUS T€ K€, UITO U /I BTOPOTO IapaMeTpa
(ypoBenb) mupekTussl error log. Ilo ymomganuio ucnossdyercs "info". Cepbes-
HOCTBb cooDIIeHnii 06 omubKax omnpezuesnsiercs Angie PRO, mosromy sTor mapa-
MeTp UTHOPHUPYETCS B IUPEKTHBE €707 log.

tag=string YcranaBiauBaeT Ter it coobienuit syslog. Ilo ymosraannio ucnosib3yercst Ter
"angie".
nohostname Ortkmrodaer gobapieHne moJist hostname B 3arojloBOK COOOIIeHus syslog.

IIpumep xouduryparun syslog:

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;
access_log syslog:server=[2001:db8::1]:12345,facility=local7,tag=angie,severity=info,
—combined;

O IIpumeuannue

Coobriernst B syslog 3anChbIBAIOTCS He Yallle pa3a B CEKyHILY, YTOOBI IIPEIOTBPATUTD IIEPEIIOTHEHTE.

3.3 BcTpoeHHble mogynn

B sTom cripaBouHuKe onmcanbl cobcrBennbie Moyn Angie PRO, mamsr mpumepsl KoHbuUrypanum, mepe-
YUCJIEHbI UX JUPEKTHUBbI U IIapaMeTpPbl, a TaK>Ke BCTPOCHHbIE II€EpEMEHHbIE.
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3.3.1 OcHoBHoOW mMoaynb

Monyne npegocTaBiisieT OCHOBHYO (DYHKITMOHAJIBHOCTD U JIMPEKTUBBI KOH(UTY DAL, HEOOXOIUMBIE JIJIst
6a30BoI pabOTHI CepBepa, & TAKKe PEIaeT BaXKHbIE 33/1a9M, TAKNE KaK yIIPaBjeHne paboImMu IpoIecca-
MU, HACTPOIKa COOBITUIHO-OPHEHTUPOBAHHBIX MOIeIel 1 00paboTKa BXOAANINX COSINHEHUH U 3aIIPOCOB.
OH BKJIIOYAET KJIIOYEBbIE JINPEKTUBBI [IJIsI HACTPONKM OCHOBHOI'O IIPOIIECCA, BEJIEHUSI YKyPHAJIOB OIMTHOOK
U KOHTPOJISA IIOBEJIeHUs cepBepa Ha HU3KOM YPOBHE.

Mpumep koHdurypauymn

user Www Www;
worker_processes 2;

error_log /var/log/error.log info;
events {

use kqueue; worker_connections 2048;

OupekTussbl

accept _mutex

Cunraxcuc accept_mutex on | off;
Ilo ymon4a- accept_mutex off;
HHUIO

KonTrekcr events

Korma accept_mutex BkJIIOUYeH, paboune MPONECCHl OYIyT HIPUHIMATH HOBbIE COEIUHEHUS I00YEPE/IHO.
WNnave yBemomeHns O HOBBIX COEIMHEHUSX TOJIYIAIOT BCe PabOUUe MPOIECCHI, UTO MOXKET TMPUBECTU K
He(pHEKTUBHOMY MCIIOJIB30BAHUIO CUCTEMHBIX PECYPCOB, €CJIU KOJIMIECTBO HOBBIX COEIUHEHNIT HEBEJIMKO.

© IIpumeuannue

Her mneoOxommmocTr BKIIIOYATH accept_mutex Ha CHCTeMax, KOTODPbIE IOJIEPKUBAIOT hJirar
EPOLLEXCLUSIVE, niu IIpU UCIOJIb30BAHUU JUPEKTUBLL 7€USEport.

accept _mutex _delay

Cunrakcuc accept_mutex_delay epema;
Ilo ywmomua- accept_mutex_delay 500ms;
HHIO

Konrekcr events

Ecmu accept  muter Brimoden, sta TupEeKTUBA yKA3bIBAET MAKCUMAJILHOE BPEMSI, B T€UY€HE KOTOPOrO Pa-
Gounii IIPOIIECC XK 1T, YTOOBI IIPOJAOJIZKUTH IIPUHUMATH HOBbIE COEIMHEHNs, €CJIN JPYTroil pabouunil IIporecc
y2Ke 00pabaTbIBaeT HOBBIE COEIMHEHUSI.
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daemon
Cunrakcuc daemon on | off;
Ilo ymonua- daemon on;
HHIO
Konreker main

Omnpegensier, 6yaer qu Angie PRO 3zamyckarhest B pexkume geMona. Vcmonap3yercs B OCHOBHOM JIst
pa3paboTku.

debug connection

Cunrakcuc debug_connection adpec | CIDR | unix:;
Ilo ymomua- —

HHIO

KonTexcr events

Bkitrouaer oTiamogHbIil JIOr [1yIst OT/IE/IBHBIX KJINEHTCKUX coequHennii. [Ijis oCcTaJbHBIX COequHEeHM nc-
[IOJTb3YETCsl YPOBEHb JIOTa, 33JaHHBIN IUPEKTUBON error log. YKa3blBaTh COeIMHEHWs MOXKHO 1o [Pv4-
win [Pv6-aapecy, ceru mian nmenn xocra. Vcnosb3yiite mapamMerp unix:, 9T00bI BKIIIOYUTDH OTJIAI0IHBII
Jior s coequnnennit gepes UNIX-cokeTnr.

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

@ Baxno

Yrobsl 9Ta qupekTuBa paborana, B cbopke Angie PRO joskeH ObITH BKIIOYEH OTJIAIOIHBIN JIOT.

debug points

Cunrakcuc debug_points abort | stop;
Ilo ywmomua- —

HHIO

Konrekcr main

DTa IUPEKTUBA UCIOJIb3YETCs st OTIAIKMA.

B ciyuae obuapyKenust BHyTpeHHEH OIMUOKN, HAIIPUMED, YTEIKH COKETOB B MOMEHT Tepe3alrycka pabo-
YHUX MPOIECCOB, BKIOUeHne debug_points ymbo co3mact daiin mamma namstu (abort), 160 OCTAHOBUT
nporiece (stop) JUist aHAJIN3a ¢ OMOIIBIO OTJIA[IUKA.
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env
Cunrakcuc env nepemennas [=snauenuel;
IIo ywmomua- env TZ;
HUIO
Konrekcr main

ITo ymomaanuio Angie PRO ymansier Bce mepeMeHHBIE OKDYZKEHNUsI, YHACIEIOBAHHBIE OT POIUTEIBCKOTO
mporiecca, KpoMe mepeMeHHoit TZ. DTa JUpeKTHBa MO3BOJSET COXPAHUTH JaCTh YHACIEIOBAHHDLIX IEpe-
MEHHBIX, IIOMEHATh UX 3HAUYEHUs] HJIA CO3/IaTh HOBbIE IIEDEMEHHbIE OKPY KEHHSI.

OTU 1IepeMeHHbIE 3aTeM:
® HACJIEIYIOTCA BO BPEMS 00HOBACHUA UCTLOAHACMO20 PAllAG HA AETY;
® WCIOIB3yIOTCH Momyaem Perl;
® JOCTYIHBI pabOYMMU IIPOIECCAMMU.

O6paruTe BHUMaHME, YTO YIIPABJIEHAE CUCTEMHBIME OUOIMOTEKAMHI TAaKIUM 00pa30M MOXKET ObITh He BCe-
ria 3¢ OEKTUBHBIM, TTOCKOJIBKY ONOJIMOTEKH YaCTO MPOBEPSIOT ITEPEMEHHBIE TOJIHKO BO BPEMsT MHUITHAJIU-
3amnuu, KOTOpas IPOUCXOMIUT JI0 CpadaThIBaHUs 3TON AupeKTuBbl. [lepemennas TZ Bcera HAC/IEIyeTCA U
JocTynHa Momaystio Perl, eciin He 33/1aHO SIBHO WHOE ITOBEJEHIE.

IIpumep:

env MALLOC_OPTIONS;
env PERL5LIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_CERTS=1;

© IIpumeuannue

Ilepemennast okpy»kenusi ANGIE ucrosib3yercs BayTpu Angie PRO u me momkna 3a/1aBaThCs HAIIPSI-
MYIO IOJIb30BaTeJIEM.

error log
Cunrakcuc error_log datin [yposensl;
IlIo ymomga- error_log logs/error.log error;
HUIO
Konrekcr main, http, mail, stream, server, location

Hacrpausaer sioruposamnue, 1mo3BOJIsAs yKa3bIBATh HECKOJIBKO JIOTOB Ha OJHOM yPOBHE KOHMUIYPAIIWH.
Eciu daitn jiora He ykazaH $IBHO Ha ypOBHE KOH(MUrypaluu main, OyJIerT HCIOJb30BATbCs (aila 1mo
YMOJTYAHUIO.

BBIIl TapaMerp yKa3biBaeT (ailn jjs xpanenus Jjora. Crennaabaoe 3HaveHne stderr T CTaH-
Ile apame a3piBaeT ¢a aHe ora. CrenmaspbHoe 3HadeHne std 3a/1a€T CTa.
JapTHBINA OTOK omuboK. [ HacTpoiiku jiorupoBanus B syslog ucnonab3yiite npedukce "syslog:". s
JIOTUPOBaHUS B LUKJMdecKuil Oydep mamMsaTu ucnoJib3yiire npedukc "memory:", 3a KOTOPBIM CJIELyeT
pasmep O6ydepa; 0OBITHO OH UCHOJIb3YETCs JJIs OTIIAIKH.

Bropoit mapameTp 3a1aeT ypoBeHD JIOTHPOBAHUS OJHIM W3 CJIEIYIONUX 3HadeHmwil: debug, info, notice,
warn, error, crit, alert mian emerg. YpPOBHU IEPEUNCIIEHBI B MOPSIIKE BO3pacTaHus cepbe3nocTu. [Ipu
3a/IaHUU YPOBHs Oy/IyT JIOTUPOBATHCS COODIEHUS PABHOTO U D0JIee BHICOKOTO YPOBHSI:
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HacTtpoiika VpoBHU 3anucu

debug debug, info, notice, warn, error, crit, alert, emerg
info info, notice, warn, error, crit, alert, emerg
notice notice, warn, error, crit, alert, emerg

warn warn, error, crit, alert, emerg

error error, crit, alert, emerg

crit crit, alert, emerg

alert alert, emerg

emerg emerg

Ecnu stor napamerp He 3a1aH, 10 YMOTIAHUIO UCIOJIB3YETCS YPOBEHD JIOTHPOBAHUS €XTor.

@ Baxno

YrobbI 318 nupekTuBa paborana, B coopke Angie PRO noskeH ObITH BKJIFOUEH OTJIAOTHBINA JIOT.

events
Cunraxcuc events { ... };
Ilo ymomua- —
HUIO
Konrekct main

IIpemocTaBiseT KOHTEKCT KOH(PUTYpAITMOHHOTO (aitia s JUPEKTUB, BIUIIONINX Ha 00pabOTKY coeun-
HEHUIA.

include
Cunraxcuc include gaiin | macka;
IlIo ywmomua- —
HHUIO
Konrekcr JII0001

Bxuouaet B Kouduryparuio apyroit paita uan dpaitabl, moaxoasame Io/1 33 IaHHy 0 Macky. BRIrouaemMbie
dailJIibl JOJKHBI COJIEPXKATh CHHTAKCUYECKU BEPHBIE JINPEKTUBbLI U OJIOKH.

IIpumep:

include mime.types;
include vhosts/*.conf;
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load module

Cunrakcuc load_module ¢hatin;
Ilo ywmomua- —

HUO

KonTekct main

3arpyKaeT JMHAMAYIECKUN MOIY/Ib U3 yKa3aHHOro daitia. OTHOCHTEIbHBIE Iy TH 33AI0TCsI OT TapaMeTPa
cOOpku --prefix, yTOYHATH KOTOPBI MOXKHO TaK:

[$ sudo angie -V

TIpumep:

[load_module modules/ngx_mail_module.so;

lock _file
Cunrakcuc lock_file daiin;
IIo ymonua- lock_file logs/angie.lock;
HATO
Konrekcr main

Angie PRO wucmosib3yer Mexanm3M 6JIOKUPOBOK JJIsT peaTu3alu accepl mulexr U cepuaiu3aliiny T0CTYIa
K pasgeﬂﬂeMoﬁ IIaMATH. Ha 6OJ'H)IHI/IHCTB6 CucremM 6JIOKI/IpOBKI/I yIIpaBJ'[HIOTCH C IIOMONIIBIO aTOl\fIapHI)IX
oreparuii, 9To JAe1aeT 3Ty JUPEKTUBY HEeHYKHOi. OIHAKO HA HEKOTOPBIX CHCTEMAX UCIIOJIb3YeTCsl aIbTep-
HaTUBHBIN MexaHu3M lock file. DTa nupekTuBa ycraHaBIuBaeT mpeduKC s nMeH (ailsioB OJIOKHPOBOK.

master process

CunaTakcuc master_process on | off;
IIo ymon4a- master_process on;
HUIO

KonTexcr main

Oupenessier, 6yayT Jiu 3aIlyCKaThCs pab0Ine IPOIECCHl. DTa AUPEKTHBA IPeAHA3HAYCHA JIJIs pa3paboT-
qnkoB Angie PRO.

multi__accept

CunaTakcuc multi_accept on | off;

Ilo ywmomua- multi_accept off;

HUIO

Konrekct events

on Pabouwmit nmporecc Oyier npuHUMAaTH CPa3y BCE HOBBIE COEIMHEHUSI.

off Pabouwnit nporiecc Oyier npuHUMATH TOJBKO OJIHO HOBOE COEJIMHEHUE 33 Pas3.
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(i ) IIpumeuanue

JIMpeKTUBa UTHOPUPYETCS IIPU UCIOJIH30BAHUU METO/Ia 00PabOTKU COeIMHEHU kqueue, TaK KaK OH
caM 3a/1aeT YUCJIO HOBBIX COEJIMHEHU, OKHUJIAIONINX ITPUEMA.

pcre_jit
Cunrakcuc pcre_jit on | off;
Ilo ywmomua- pcre_jit off;
HUIO
KonTekcr main

Paspemmaer mwin 3anpemaer ucnoab3osaane JIT-kovmmmisimpn (PCRE JIT) muis peryssipHBbIX BbIpasKeHuid,
M3BECTHBIX Ha MOMEHT HApCHHra KOHMUIYpAIUH.

Ucnonszosanne PCRE JIT 3amerno yckopsier 00pabOTKy PEryasipHBIX BBIPAXKEHUIA.

@ Baxmno

st paborer JIT nHeobxomuma 6ubimoreka PCRE Bepcun 8.20 mim Bbilie, cobpaHHasi ¢ Iapamer-
poMm cBopku --enable-jit. Ecsm Angie PRO cobupaercs ¢ 6ubimorekoit PCRE (--with-pcre=),
nongaepkka JIT BkiIodaeTcs ¢ momomnpio mapaMerpa --with-pcre-jit.

pid
Cunrakcuc pid datia | off;
Ilo ymonua- pid logs/angie.pid;
HUIO
Konrekcr main

VKasbiBaeT ¢haiin, rie OyaeT XpaHUTbCs ujieHTHduKaTop riasHoro nponecca Angie PRO. @aiiir cozpaercs
ATOMapHO, YTO 0DECIIeYMBAET KOPPEKTHOCTb €ro cojepkumoro. Hacrpoiika off oTkIOYaeT co3jaHue
sroro aitia.

© IIpumeuanue

Ecnu 3uagenwe file m3amensieTcsa npu IepeKOHMUIypAIUy, HO YKA3bIBAET HA CUMJIMHK IIPE/IBIIYIIErO
PID-daiina, daiis He OyaeT co37aH 3aHOBO.
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ssl__engine

Cunrakcuc ssl_engine ycmpolicmeo;
Ilo ywmomua- —

HUIO

KonTekct main

Samaer Ha3zBaHue ammaparaoro SSL-akceaeparopa.

thread _pool
Cunraxcuc thread_pool uma threads=wucao [max queue=wucaol;
Ilo ywmomua- thread_pool default threads=32 max_queue=65536;
HUIO
Konrekcr main

3ajaeT uMA U ApaMeTphl IIyJa TOTOKOB, HCIOJb3YyEeMOrO JiJisi MHOTOIOTOYHON 00pabOTKM omeparuii
9TeHHs U OTHPaBKU PailjioB Oe3 6u0kuposanuss pabodInx MPOIECCOB.

ITapamerp threads 3a/aeT 9mUCIIO IOTOKOB B IIyJI€.

Ecin Bce oToKM B IyJie 3aHATHI BBIIIOJIHEHUEM 3aJaHUi, HOBbIE 3aJlaHus XKIAyT B ouepeau. [lapamerp
max_queue OrPAHUIMBAET YHUCJIO 33/IaHUI, 0XKHIAIONINX CBOETO BBIIOJHEHHS B odepedu. [1o ymoraanuro
B oYepean MOXKET HaXOAUThes 10 65536 3amannii. Ecin odepenn mepenosiHeHa, HOBbIE 3aIaHNsT 3aBepIla-
IOTCS C OIIUOKOI.

timer resolution

Cunrakcuc timer_resolution unmepsan;
Ilo ymomua- —

HUIO

Konrekct main

VMeHbIIaeT paspelieHne TaiMepoB BpeMeHH B pabodunx MPOIECccax, 3a CUeT Yero YMEHBIIAETCS THCJIO
CHCTEMHBIX BbI30BOB gettimeofday (). Ilo ymomyanuio gettimeofday () BbIZbIBAETCS IIPHU KAXK/IOM II0JIY-
geHnn cobbITHit n3 sapa. [Ipu ymenbennn pasperntenns OyHKIMSA BEI3BIBAETCS TOJIBKO Pa3 38 YKa3aHHBII
UHTEPBaJI.

IIpumep:

[timer_resolut ion 100ms;

BuyTpennsas peanusanus nuHTepBaJa 3aBUCUT OT HCIIOIB3YEMOI'O METO/IA:
e OuibTp EVFILT_TIMER, ec/i UCIOJB3YETCA Kqueue.
o Oyuknus timer_create(), ecu ucmonblyercs eventport.

o Oymuknua setitimer (), B MPOTUBHOM CJIytae.
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use
Cunrakcuc use memod;
Ilo ywmomua- —
HUIO
Konrekcr events

3amaer memod, UCIoIb3yeMblit IIst obpabomru coedunerutd. OOBIYHO HET HeOOXOAMMOCTH 33/1aBaTh €ro
SIBHO, TIOCKOJIBKY TI0 yMosrdaamnio Angie PRO Bouibupaer naubosiee 3¢hdeKTUBHBIH MeTO/I.

user

Cunrakcuc user noavsosameasv [epynnal;

Ilo ywmomua- user <mapaMeTp c6OpKE --user> <mapaMeTp COOpPKU --group>;
HUIO

KonTekcr main

3aJaer moab30BaTe/Id U IPYIILY Jid pabounx npoueccos (cM. Takxke napamerpsl coopku). Eciu 3anan
TOJIBKO TTOJIb30BATEIb, /I TPYIIIBI TAKXKE 33a€TCs YKA3aHHOE UMS [T0JIb30BaTEIs.

worker aio requests

CunTakcuc worker_aio_requests “uc.o;
Ilo ywmomua- worker_aio_requests 32;
HUIO

Konrekcr events

IIpu ucnosb30BaHUM A10 ¢ METOIOM OOPAOOTKU COeMHEHUN epoll 3a1aeT MAKCUMYM OIlepaIuii aCHHXPOH-
HOT'O BBOJIA-BBIBOJIA, OXKUIAIONINX 0OPabOTKU, MIJIS OJHOTO pabovdero mporecca.

worker connections

Cunrakcuc worker_connections wuc.o;
Ilo ymomua- worker_connections 512;
HUIO

Konrekcr events

Sa,qae'r MaKCUMyM COGAI/IHBHI/II‘/'I7 KOTOpbIe OJTHOBPEMEHHO MOXKET OTKPBITH pa6O‘II/IIU/I IIporiecc.

ObpaTuTe BHUMAaHUE, YTO 9TO UUCJIO BKJIOYAET BCE COEIMHEHUSI, TAKNe KaK COEJUMHEHUs C IPOKCUPY-
eMBbIMH CepBepaMy, a He TOJbKO KimeHTckue. Kpome Toro, dhakTudeckoe KOJUIECTBO OJHOBPEMEHHBIX
COeTMHEHNT He MOXKET IIPEBBINIATD CHCTEMHBIN JIMMAT Ha OTKPBITHIE (Dailyibl, KOTOPDI MOKHO HACTPOUTD
¢ omoriwio worker rlimit_nofile.
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worker _cpu _ affinity

Cunrakcuc worker_cpu_affinity wmacka_ CPU ...;
worker_cpu_affinity auto [macka_ CPU];

Ilo ymomua- —

HUIO

Konrekcr main

IIpuBsassiBaeT paboune MPOIECCHl K TPYIIaM IPOIeccopoB. Kaxkaas rpyIima IpoIeccopoB 3a1aeTcsa Ou-
TOBOII MACKOI pa3perneHHbIX IporeccopoB. st KarxKoro pabodero mporecca JT0JIKHA ObITh 3a/1aHa OT-
JleJIbHasgd I'pyIIia. HO YMOJIT9aHUIO pa6oqI/Ie IPOIEeCChl HEe NMPUBA3aHbl K KOHKPETHBIM IIPDOIIECCOPaM.

ITpumep:

worker_processes 4,
worker_cpu_affinity 0001 0010 0100 1000;

DTa KOHPUrypalys IPUBA3bIBAET KaXK bl paboumii poIece K OTIAeJILHOMY IIPOIECCOpY.

B kauecTse aJIbTePHATUBDI:

worker_processes 2;
worker_cpu_affinity 0101 1010;

D10 npuBs3biBaeT mepsbiil pabounii npornecc Kk CPUO u CPU2, a Bropoii pabouwnii nporecc k CPUL u
CPUS3. Takast HacTpoiiKa MOAXOIUT JJIsl TUIIEPTPEINHTA.

CHGLH/IBJH)HOG 3HadyeHne auto 1mo3BoJIdeT aBTOMaTUYEeCKU IIpUBA3bIBATH pa60‘II/Ie IPOIECChI K JOCTYITHBIM
[IpOIeccopam:

worker_processes auto;
worker_cpu_affinity auto;

C nmomorbio HeoOA3aTETBHON MACKH MOYKHO OTPDAHUIUTD IIPOIECCOPHI, JOCTYITHBIE JIJI AaBTOMATHIECKOM
IIPUBSA3KU:

[worker_cpu_affinity auto 01010101; }

@ Baxkno

JupekTuBa gocrynHa ToJbKO Ha FreeBSD u Linux.

worker _priority

Cunraxcuc worker_priority wuc.o;
Ilo ymomua- worker_priority O;
HUIO

KonTrekcr main

3ajiaeT IPUOPUTET ILJIAHUPOBAHUS PabOYUX IIPOIECCOB MOJ0OHO TOMY, KaK 9TO JeJIaeTcs KOMaH 0 nice:
OTPpUILIATEILHOE “UCAO O3HAYaeT 0oJiee BLICOKUIA npuopuTeT. JIuana3oH BO3MOXKHLIX 3HadeHuil — or -20
1o 20.

IIpumep:

3.3. BcrtpoeHHble moaynu 25



eb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

B
*cepBep yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

[worker_priority -10; }

worker _processes

Cunrakcuc worker_processes wucao | auto;
Ilo ymomya- worker_processes 1;

HUIO

Konreker main

3asaer 4uciio pabodnx IPOIECCOB.

OnruMabHOE 3HAYEHHE 3aBUCUT OT Pa3HbIX (DaKTOPOB, BKJIOUAS YUCIIO SJIED TPOIECCOopa, KOJUIECTBO
JKECTKUX JIMCKOB U XapaKTep HArpy3kKu. Eciiu Bbl He yBEPEHbI, PEKOMEH/IYeTCs Ha9aTh C YUCIIa JOCTYITHBIX
sIJIEP TIPOIeccopa. 3HaYeHre auto MbITAeTCsl aBTOMATHIECKH OIPEJIEIUTh OITUMAIbHOE KOJIMIECTBO.

worker rlimit core

Cunrakcuc worker_rlimit_core pasmep;
Ilo ywmomua- —

HUIO

Konrekcr main

Memnsier orpannvenue Ha Haubosbmuil pasmep gamia namsara (RLIMIT_CORE) jyisi paboduux IIPOIECCOB.
Wcronbayerest i1 yBeIUYIeHnsI OTpaHUYIeHusT 6e3 Iepe3alycka TJIABHOTO MIPOoIiecca.

worker rlimit nofile

Cunrakcuc worker_rlimit_nofile wucxo;
Ilo ymomua- —

HUIO

Konrekct main

Memnsier orpanudenue Ha MAKCUMAJIbHOE YUCJIO OTKPBITHIX (aitiaos (RLIMIT_NOFILE) s pabodux 1po-
neccoB. Vcronp3yercs st yBeJandeHus orpaHnydeHns 0e3 mepe3amycka IVIABHOT'O IIPOIECCa.

worker _shutdown _timeout

Cunrakcuc worker_shutdown_timeout gpema;
Ilo ymomua- —

HUIO

Konrekcr main

3asaer TafiMayT B CEKyHIAX JJIs ITOCTEIIEHHOrO 3aBepiieHus pabdoumx mporecco. Ilo ncrevennn yka-
zannoro spemenn Angie PRO mormbitaercst 3aKpbITh BCe OTKPBITBIE Cefi9ac coeIMHeHNs, 9TOObI yCKOPUTD
3aBepienne paboThI.

Ilocremnentoe 3apepieHne padOThl UHUIUUPYETCsi OTIPABKO# cuzrnana QUIT riiaBHOMY mpoIeccy, Ko-
TOPBII TPUKA3bIBaeT pabOYIMM IPOIECcaM IIPEKPATUTh MPUHUMATH HOBBIE TOAKIIOUEHUS, TTO3BOJIsS 3a-
BEPIIUTH y2Ke CyIlecTByoomue. Pabodnme mporecchl Tpoao/KaoT 00padaThBATh AKTUBHBIE 3aIIPOCHI 10
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WX 3aBEPINEHNsI, TIOCJIe 9ero KOPPEKTHO 3aBepIIaioT CBO0 pabory. Ecim coeguHenns: ocTaioTcst OTKPbI-
TBIMU J10JIbIIIe Wworker_shutdown_timeout, Angie PRO npunymuTeIbHO 3aKpOeT 3TU COEIMHEHUS IJIst
3aBepIIeHns] PabOTHI.

working _directory

CunaTakcuc working_directory xama.noz;
Ilo ymomua- —

HUIO

KonTekcr main

Sa,ZLaGT KaTaJIorT, KOTOpBIfI 6y)1€T TEeKYUIUM JIJIs1 pa6oqer0 nporecca. OcnosHoe OpuMeHeHne — 3alluChb
JaMIla ITaMATH, IIO9TOMY pa60‘1HfI IIporecc J0JI2KeH UMETHh IIpaBa Ha 3allUCb B 3TOT KaTaJlOr.

3.3.2 HTTP-mogynb

Access

Monyne yupasaser mocTtynoMm K pecypcam cepBepa Ha ocHoBe [P-ampecoB kimenToB mm cereil. O
[IO3BOJISIET Pa3pPeniaTh Win OJOKHPOBATH JOCTYII Jisd onpeneseHHbX [P-agpecos, IP-anamazonos wan
UNIX-cokeToB, 4TOOBI MOBBICUTH 0E30IACHOCTH, OIPAHUYNBAs JOCTYI K BaKHBIM pa3jesaM BeO-caiita
NI IIPpUJIOZKEHU .

JocTym Takke MOXKHO OIPAaHUYIUTH C MTOMOIIBIO APOJIst, UCIIOIB3Yst MOnysib Auth Basic, nim Ha OCHOBe
pe3yJIbTaTa Mo3ampoca, NCoib3ys Moayiab Auth Request. YToObI OJHOBPEMEHHO MPUMEHATH OrPAHUYIE-
HUS IO aJIPECy U TAPOJIIO, UCIIOIb3yiTe TUPEKTUBY salisfy.

Mpumep kondurypauun

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

IIpaBuia 06pabaTHIBAIOTCS MOCIEIOBATEIHHO 0 IEPBOTO COBIAIEHUsI. B 9TOM IpuMepe T0CTy pa3perieH
Tosibko st IPv4-cereit 10.1.1.0/16 u 192.168.1.0/24, 3a UCKIIOYEHHEM OTIEILHOTO ajpeca 192.
168.1.1, u mua IPv6-cerm 2001:0d4b8::/32. Korga mpaBuys MHOTO, TPEAITOYTHTENIHHO HUCIOIH30BATH
repeMeHHble u3 Moy ist (Geo.
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AduvpekTunsbi

allow

Cunraxcuc allow adpec | CIDR | unix: | all;
Ilo ymomua- —

HUIO

Konrekcr http, server, location, limit except

Pa3pemaeT JOCTYII JIJIs1 yKa3aHHOI>'I CeTHU Uit aJipeca. CHeLII/Ia.HbHOG 3HadeHue all o3Hagaer BCe IP-a/:Lpeca
KJINEHTOB.

Hobasneno B Bepcun 1.5.1: CrenuasibHoe 3Hadenre unix: pasperraer goctyi Jjis jodberx UNIX-cokeros.

deny
Cunrakcuc deny adpec | CIDR | unix: | all;
Ilo ywmomua- —
HUIO
Konrekcr http, server, location, limit except

3amperaer JOCTYII s yKa3aHHoi cetn min agpeca. Crenmaabaoe 3Hadenue all ozuagdaet Bee [P-agpeca
KJIMEHTOB.

Hobasneno B Bepcuu 1.5.1: CrenpasipHoe 3HadeHre unix: 3amnperiaer goctyi Jjist jgiods6rx UNIX-cokeros.

ACME

ObecneanBaeT aBTOMATHIECKOE TOJIyUeHNe CePTU(MUKATOB C UCIOIb30BaHueM mporokoaa ACME.

IIpu cbopke m3 MCXOIHOTO KOMA MOMIY/Ib HE COOMPAETCS MO YMOJYAHUIO; er0 HEeOOXOIUMO BKJIIOUUTH C
ITIOMOIIBIO ITapaMeTpa cOOpKM --with-http_acme_module. B makerax u o6pa3ax u3 HAIIUX PEIIO3UTOPHUEB
MO/LyJIb BKJIIOYEH B COODKY.

ITaru mist BRITOYeHUs 3ampoca cepTuUKATOB B KOH(PUTY PAIIAN:

1. Hactpoiite kameHT ACME B 6j10ke http ¢ momombio IUPEKTUBBI acme  client, 3amaromeit
YHUKAJbHOE UMs KJIUEHTa U JIPYyrue IapaMeTphbl; MOXKHO HACTPOUTH HECKOJIbKO KJjneHnToB ACME.

2. YKaXuTe JIOMEHbI, [Js KOTOPBbIX 3aIIPAIUBAIOTCI CEPTUMUKATHI: /i JOMEHHBIX UMEH,
MEPEYNCTIEHHBIX BO BCEX JIMPEKTUBAX SErver name BceX OJIOKOB Server ¢ JUPEKTHBAMU acCme,
yKasbIBaromuMu Ha oaud u 1ot ke Kianentr ACME, Gyner Boiian equnbiii ceprudukar.

3. O6ecneubre npuem BbI3oBoB ACME, orkpois nopt 80; ocranbHoe ciaeiaer Moayiab. Ceitdac
Angie PRO nomsepkuBaer mpoBepKy jgoMeHHbIX uMeH Tojibko 110 HTTP, uro Tpebyer oreera Ha
CIIENUAJILHBIA 3ampoc ot ygaocrosepsiomniero nentpa (CA); aro Tak nazsiBaemblil Boizos ACME.

4. Hacrpoiite SSL ¢ ucnosb30BaHNEeM MOJIyY€HHOTO cepTudmKaTa u Kiao4da: Momyss genaer
cepTUMUKATHI U KJIIOYH JOCTYIHBIMUA B BUJIE GCMPOCHHOLET NEPEMEHHDLT, KOTOPBIE MOXKHO HUCIIOJIb-
30BaTh B KOHMUIYPAIUN [IJIsI 3arl0JIHEeHusT Ssl_ certificate u ssl_ certificate_ key.
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Oetanu peanusayun

Kimoun n ceprudukarhl KANEHTOB Xpauarcsa B Kognposke PEM B cooTBeTCTBYOMMX MOIKATAIOTaX Ka-
TaJjora, 3aJJaHHOIO C IIOMOIIBIO TapaMeTpa cOOpku --http-acme-client-path:

$ 1ls /var/lib/angie/acme/example/

account.key certificate.pem private.key

Kmmenty ACME tpebyercsa yuernas 3anuch Ha cepepe CA. [liist ee co3ianust U yIpaBieHNsT €10 KJIHEHT
UCIIOJIB3YEeT 3aKPBIThIN K04 (account .key); ecyiu KJIIOYa y HErO elle HeT, KJIOY CO3IaeTCsl [IPU 3aILyCKe.
3aTeM KJIMEHT HMCIOJIb3YeT €ro JIIsi PErHCTPAIMK YIeTHON 3aliCH Ha CEPBEPeE.

(5 ) IIpumeuanue

Ecnu y Bac yxe ecTh K109 y4eTHOI 3aMnCh, IOMECTUTE €r0 B MOJIKATAJION KJIMEHTA MEPE]T 3aIlyCKOM
JJ1d IIOBTOPHOTI'O MCIIOJIb30BaHUS YYETHOU 3allUCH.

Kmnenr ACME rtakzke HCIOIb3yeT OTAENbHBINA Kiod (private.key) Jyuis 3apocoB Ha IOAIHCH CEPTH-
durara (CSR); ecsn HyKHO, 9TOT K04 cepTUhUKATA TAKIKE CO37A€TCsI ABTOMATUIECKH IIPH 3aILyCKe.

IIpu 3amycke KJIMEHT 3ampalinBaeT cepTUMUKAT, €U €ro eIle Her, Mo nuchiBasg u orupasisis CSR s
BCeX JIOMEHOB, KOTOpbIMU OH ympasJset, cepsepy CA. Cepsep mnposepsier Biajenue jgomenom mo HTTP
u BbIIaeT cepTuduKaT, KOTOPBII KJIMEHT COXPAHSIET JOKAIBbHO (certificate.pem).

Kor,aa HpI/I6JII/I}Ka€TCH 3aBepHieHne Cpoka ,HQIU/ICTBI/IH CepTI/ICbI/IKaTa NJIN U3SMEHAeTCd CIIMCOK JJOMEHOB, KJIN-
enT noanuckiBaer u orupasiger eme ogud CSR ma cepsep CA. Cepsep cHoBa IpoBepsgeT BJaJeHHE U
BBIJIAET HOBBI CePTUMUKAT, KOTOPBIA KJIMEHT yCTAHABIUBAET JIOKAJIBHO, 3aMEHSIS ITIPEIbIIY I,

Mpumep koHurypayun

3mecy kmment ACME ¢ umenem example ympaBisieT JoMeHaMH example.com W www.example.
com. Ceprudukar u ero K4 JOCTYHHbI 4epe3 IpedUKCHbIE IepeMeHHble $acme cert < name>
u Sacme_ cert key <name>. OHu comepKar cooTBercTByOmMe (ailbl, KOTOPbIE HCIOJIb3YIOTCS C
ssl_certificate u ssl_ certificate_key:

http {
resolver 127.0.0.53; # mpebyemca Oasa Oupekmues 'acme_client'’

acme_client example https://acme-v02.api.letsencrypt.org/directory;

server {

listen 80; # Moxem cmoame e Odpyzom baoke 'server'
# c Opya2um cnuckom OOMEHO8
# uau Oaxe 6e3 Hezo

listen 443 ssl;

server_name example.com www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;
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Kak yxke ormeuasioch, mopt 80 j1o/KeH ObITh OTKPBIT Jist ipuema BbrzoeoB ACME o HTTP. Oauaxo,
KaK YKa3bIBAEeT IPEJBIIYIIIil IPUMED, AUPEKTUBA [isien JJIsi 9TOrO IMOPTa MOYKET CTOSTh B OTIAEIBHOM
6s0ke server. Ecan cymecTByromero 0JI0Ka ¢ TaKOi JUPEKTUBOI HET, MOXKHO OIDAHUYUTH HOBBIN OJIOK
onHMME TOJBKO BhrzoBamu ACME:

server {
listen 80;
return 444; # Hem omeema, coeduHeHue 3aKpbIMO

IToyemy sto paboraer? Momysb mepexBaThIBaeT 3anpochl K /.well-known/acme-challenge/<TOKEN>
[ocJie 9TEHUsI 3ar0JIOBKOB, HO JI0 BBIOOpA BUPTYAJBHOTO cepBepa W 0OpabOTKM JUPEKTHUB 7ewrite u
location. Takue mepexBadeHHBbIE 3alIpOChl 0OpabaTbiBaroTcst, ecyin 3Hadenne TOKEN cooTBeTCTByeT OXKm-
JTaeMOMY IjIsi KOHKPETHOTO Bbr3oBa. QOpalneHuns K JUPEKTOPUHN He DYIeT; 3aIpoc TOJTHOCTHI0 00pabaThi-
BaETCsT MOJLYJIEM.

OupekTussbl

acme

Cunrakcuc acme uMi;
Ilo ymomua- —

HUIO

Konrekct server

L5t Bcex JJOMEHOB, YKa3aHHBIX B JUPEKTUBAX SETUEr _name BO BCeX BJIOKAX Server, KOTOPBIE CChLIAITCS
Ha kauenm ACME ¢ umeneMm umasa, OyieT mMoIydeH eIuHbIi cepTUMUKAT; eCIU U3MEHUTCS KOH(MUTYpaIust
server_name, cepTudukaT Oy/eT OOHOBJIEH JJIsi yIeTa N3MEHEHU.

(i ) IIpumeuanue

Ceityac JOMEHBI CO 3BE€3I0YKOI U JOMEHBI, 33JaHHbIE Y€PEe3 PEryJIsipHbIE BbIPAXKEHUsI, He MO IIEPIKI-
BAIOTCs U OYyT MPOILYIIEHBDI.

Ara, JAUPEKTUBa MO2KET OBITH YKa3aHa HECKOJIbKO pa3 JIJIfd 3alPYy3KN CepTH(bHKaTOB Pa3HbIX THUIIOB, Ha-

npumep RSA u ECDSA:

server {

listen 443 ssl;
server_name example.com www.example.com;

ssl_certificate $acme_cert_rsa;
ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;
ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;
acme ecdsa;
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acme_ client

Cunrakcuc acme_client wumsa wuri [enabled=on|off] [key type=mun| [key bits=uucao]
[email=email] [renew before expiry=epems]| [retry after error=off|epemsl;

Ilo ymomua- —

HHIO

Konrekcr http

Ompepeinsier kiauear ACME ¢ rinobanpHo yHUKAIBHBIM Uumenem. OHO JTOJKHO OBITH JIOMYCTHUMBIM JIJTsT
KaTaJora u OyJAeT UCIOIb30BaThCa 0e3 ydueTa perucTpa.

Bropeim obsizaresibabiM mapaMerpoM siBiisiercst uri Karajgora ACME. Hampumep, URI karajora Let’s
Encrypt ACME ykaszan kak https://acme-v02.api.letsencrypt.org/directory.

Yro0bI mupekTuBa paboTasa, B TOM 2Ke KOHTEKCTE JIOJI?KeH OBITh HACTPOEH 1esolver.

(i ) IIpumeuanue

it TecTUpPOBAaHUS YIOCTOBEPSIONINAE IEHTPHI OOBITHO IPEIOCTABIIAIOT OTIEJIbHBIE TECTOBBIE CpPe-
ael. Hampumep, cpena tectuposanus Let’s Encrypt — https://acme-staging-v02.api.letsencrypt.org
directory.

enabled BxuioyaeT mim OTKJIIO9aET KJIUEHT; 9TO IMOJE3HO, HAIPUMED, JJIS BPEMEHHOTO
OTKJIFOUEHUsI KJIMEeHTa 0e3 ero yJIaJieHrsl U3 KOH(MUIYPaIuu.
Ilo ymomaanuio: on.

key_type Tun aaropurMa 3aKpBITOTO KiIo4da st cepTudukara. JlomycTrnMble 3HaATCHUS:
rsa, ecdsa.
Ilo ymomaanuio: ecdsa.

key_bits KommaecTBo 6utoB B Kioue ceprudukata. [lo ymorganuio: 256 s ecdsa, 2048
JJIsI rsa.

email Heobsi3arenpHbIi aipec 3IeKTPOHHOM TOYTHI JJ1si OOPATHOI CBS3W; UCIIOIH3YETC S

[IpU CO3/IAHUU yueTHOM 3amucu Ha cepBepe CA.

renew_before_exp Bpewms 1o ucreuenus cpoka geiicTBus cepTudukaTa, KOrjia I0JKHO HA9aThCsI €r0
OOHOBJICHUE.
IIo ymomuanrmro: 30d.

retry_after_erro Bpewms /10 MOBTOPHO IOIBITKH, €CIH HOIYYNTH cepTUMUKAT He yaaaoch. Ecim
3a/1aH0 3HaveHne off, KJIMeHT He OyIeT CHOBA IIBITATHCH MOJIYIUTh CEPTUMDUKAT
I0CJIe OIINOKH.
Ilo ymomaanuio: 2h.

acme_client path

Cunrakcuc acme_client_path nymo;
Ilo ymomua- —

HHIO

Konrekcr http

Ilepeonpenenser nyms K KaTajgory jjisd XpaHeHHUs! CePTHMOHUKATOB U KJIOUeil, 33 JaHHOMY 1Ipu COOPKE C
IIOMOIIBIO TTapaMeTpa cOopku --http-acme-client-path.
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BcTpoeHHble nepemeHHble
$acme_cert_<name>

Conepzxunmoe nocsenero daiiia ceprudukara (€Cu OH €CTh), HOJLyYeHHOIO KJIMEHTOM € 9THM UMEHEM.

$acme_cert_key_<name>

Conepxumoe daitta Kiro9a cepruduKara, UCIOIb3yEMOT0 KJIMEHTOM € ITHUM UMEHEM.

@ Baxmno

Qaiis ceprucukara gocryreH, ToJbKo ecu KianeHT ACME mosyumn xorst 661 oiuH ceprudukar, a
BOT (hailyl KJIfo4ua JIOCTYIIEH Cpa3y IMOCJIe 3aIlyCKa.

Addition

PubTp, M0OABJISIONINIT TEKCT JI0 U TOCJIE OTBETA.

IIpu cbopke m3 MCXOAHOrO KOJIa MOJYJIb HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIOUYHUTH C
TOMOIIBIO TapameTpa cOopku --with-http_addition_module. B makerax m oOpasax m3 HAIUX PEIO3U-
TOPUEB MOJLYJIb BKJIIOYEH B COODKY.

Mpumep koHurypayun

location / {
add_before_body /before_action;
add_after_body /after_action;

OupekTusnbl

add_before_body

Cunrakcuc add_before_body uri;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

JobaBiisieT Iepesr TeJIOM OTBETA TEKCT, BbIJABAEMBIil B pe3yabrare paboThl 3aJaHHOrO moazamnpoca. I1y-
crasi cTpoka ("") B KauecTBe IapaMeTpa OTMeHsIeT JobaBIeHNe, YHACIEIOBAHHOE C IIPEJIBLILYIIETO YPOBHSI
KOH(UT'YpaIuu.
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add _after body

Cunrakcuc add_after_body uri;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

JlobaBiisier mocsie Teja OTBETa TEKCT, BhIIABAEMbI B pe3ysibTare paboThl 33JJaHHOTO moa3anpoca. [lycras
crpoka ("") B KadecrBe IapaMeTpa OTMEHseT JI00aBJIeHHE, YHACIEIOBAHHOE C MPEIbIIYIIEr0 YPOBHI
KOH(MpUTYpaInu.

addition _types

Cunrakcuc addition_types mime-mun ...;
Ilo ymonva- addition_types text/html;
HHIO

Konrekcr http, server, location

Paspemaer mobaBnsaTs Teker B orBeTax ¢ ykazanubiMu MIME-tunavu B monosuenune K text/html. Crre-
nUaJIbHOE 3HAYEHHE * cOOTBeTCTBYET Jobomy MIME-Twumy.

API

Monyns API peamusyer HTTP RESTful uarepdeiic mrst mosryaenus 6a30Boit nadopmMalmu o Bed-cepBepe
B dopmare JSON, a Takxke cmamucmuky 1O KJINEHTCKAM COEIUMHEHHSIM, 30HAM pa3/e/sdeMoil maMs-
i, DNS-3anpocam, HTTP-zanpocam, kamry HTTP-orBeros, ceccusim MOmyst stream U 30HAM MOIYJIEi
limit_conn hitp, limit_conn stream, limit_req m http upstream.

WNurepdeiic mpuaumaer HTTP-meronpr GET u HEAD; 3ampoc ¢ JpyTruM MeTOJOM BBI3OBET OLIUOKY:

{
"error": "MethodNotAllowed",
"description": "The POST method is not allowed for the requested API element \"/\

B Angie PRO B 3TOoM unTepdeiice ectb pasies JuHAMUYECKOT KOHPU2YPAUUL, TTOZBOJIAIONIAN MEHSTh
HaCTPOIKK 0e3 Iepe3arpy3Ku KOH(MUIypallud WK [epe3alycka; cefiuyac JOCTYIIHa KOH(MUIYPAIUs OT-
JIeJIBHBIX CEPBEPOB B cocTaBe upslream.

OupekTusnbl

api

Cunrakcuc api nymo;
Ilo ymomua- —

HUIO

Konrekcr location

Bruniouaer HTTP RESTful unrepdeiic B location.
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TTapameTp nymo saBisercd obs3aTeabHbIM. [1lom00HO qupekTHBE 0lias, 33/1aeT MyTh /I 3aMeHbI YKa3aH-
HOTO B location, Ho 1o gepeBy API, a He (aityioBoii cucTeMsbr.

Ecmu ykazan B npedukcaom location:

location /stats/ {
api /status/http/server_zones/;

3

gactb URI 3anpoca, coBrazaomas ¢ upedurcom /stats/, Oymer 3aMeHeHa HA IIyTh, YKA3AHHBINA B Iapa-
MeTpe nymo: /status/hitp/server zones/. K npumepy, mo 3ampocy /stats/foo/ GymeT mOCTYIIEH 37€MEHT
API /status/http/server_zones/foo/.

JonyckaeTcs UCIIOIb30BaHUE TIePEMEeHHbIX: api /status/$module/server zones/$name/ n ucnosnbzosa-
HUe BHyTpHU regex location:

location ~~/api/([~/1+)/(.%x)$ {
api /status/http/$1_zones/$2;
}

3/ech mapaMeTp nymb OIpeJesIseT MOJMHLI myTh K d7ementy API; tak, u3 3ampoca K /api/location/
data/ OyayT BBIJEJEHBI IIePEeMEHHbIE:

$1 = "location"
$2 "data/"

1 xoneunslit 3anpoc 6yner nMers BuL /status/http/location_zones/data/.

© IIpumeuannue

B Angie PRO moxno paznaenmurs APl dunamuneckot konguzypayuu n HendmerseMbrit A PI cmamyca,
OTPaKAIOIINN TEKYIIee COCTOSTHUE:

location /config/ {
api /config/;
}

location /status/ {
api /status/;

3

(. J

Takzke mapaMerp nyms MO3BOJSET yIPaBIATh gocTynom K API:

location /status/ {
api /status/;

allow 127.0.0.1;
deny all;

WNan xe:

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";
auth_basic_user_file conf/htpasswd;
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api_ config_files

Cunrakcuc api_config_files on | off;
IIo ywmomua- off

HUIO

Konrekcr location

Brutowaer mwim orkitodaer gobaBiieHne o0bekTa config files, MEPEUUCIISIIONIETO COMEPIKIMOE BCEX
daitnos koudurypamun Angie PRO, 3arpykeHHbIX ceffdac 9K3eMILIIPOM CepBepa, B COCTaB pPa3Jiena
API /status/angie/. Hapumep, npu Taxoii KoHGUrypalmu:

location /status/ {
api /status/;
api_config_files 8

3anpoc kK /status/angie/ Bo3BpaInaer NpUOIUIUTEIHHO CJIEIYIONIEe:

{
"version":"1.7.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2024-09-19T12:58:39.789Z2",
"config files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

Ilo ymomganuio BBIBOJ OTKJIIOYUEH, TaK KaK (hailjibl KOHDUTYPAIUHA MOTYT COIEPKATH 0CO00 TYBCTBU-
TeJbHbIe, KOH(DUIEHITNAIbHBIE CBEJICHMUSI.

Metpukn

Angie PRO nybusimkyer cratuctuky ucnosib3oBanust B pasueie APl /status/; orKpbITh J0CTyH K Hei
MOYKHO, 33/IaB COOTBETCTBYIOMM# location. Ilomubrit gJocTy:

location /status/ {
api /status/;

}

IIpumep gacTHIHOTO AOCTYNA, yKe MPUBOIUBIIAICS BBIIIIE:

location /stats/ {
api /status/http/server_zones/;

}

3.3. BcrtpoeHHble moaynu 35




Beb- OO0 «Beb-Cepeep», OI'PH 1227700436578, HH 9704151517
*cepBep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onucanne dyHKLMOHANbHBLIX XapakTepucTuk, sepcusa 1.7.0

Mpumep koHburypaumn

C koudwuryparnueit, BKIodaromeii location /status/, 30ubl resolver, http B upstream, http server,
location, cache, 1limit_conn B http u 1limit_req

http {

resolver 127.0.0.53 status_zone=resolver_zone;

proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;
keepalive 4;

3

server {
server_name www.example.com;
listen 443 ssl;

status_zone http_server_zone;
proxy_cache cache_zone;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
}
location /status/ {
api /status/;

allow 127.0.0.1;
deny all;

B orBer ma 3ampoc curl https://www.example.com/status/ Angie PRO Bossparaer:

aepeso JSON

"angie": {
"version":"1.7.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2024-09-19T12:58:39.789Z"
I

"connections": {
"accepted":2257,
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*BeG-
cepeep
"dropped": 0,
"active":3,
"idle":1
e
"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
},
"slots": {
"ean: {
"used":1,
"free":63,
"reqs":1,
"fails":0
Fo
U124
"used":1,
"free":7,
"reqs":1,
"fails":0
}
}
},
"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
}a
"slots": {
ll64ll: {
"used":1,
"free":63,
"reqs":74,
"fails":0
},
"128": {
"used":1,
"free":31,
"regs":1,
"fails":0
}
}
},
"limit_req_zone": {
"pages": {
"used":2,
"free":2542
1,
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"slots": {
"4 {
"used":1,
"free":63,
"reqs":1,
"fails":0
Yo
"128": {
"used":2,
"free":30,
"reqs":3,
"fails":0
}
}
}
}’
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked":4174,
"reuses":0,
"timedout":0,
"failed":0
i

"requests": {
"total":4327,
"processing":0,
"discarded":8

},

"responses": {
"200":4305,
"302":12,

"404":4

1,

"data": {
"received":733955,
"sent" :59207757

}

i

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

I

"responses": {
"200":4157,
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"304":1

},

"data": {
"received":538200,
"sent":177606236

}

}

},

"caches": {
"cache_zone": {

"size":0,

"cold":false,

"hit": {
"responses":0,
"bytes":0

1,

"stale": {
"responses":0,
"bytes":0

1,

"updating": {
"responses":0,
"bytes":0

.

"revalidated": {
"responses":0,

"bytes":0

I

"miss": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

}3

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

X

s

"limit_conns": {

3.3. BcrtpoeHHble moaynu 39




Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

"limit_conn_zone": {
"passed":73,
"skipped": 0,
"rejected":0,
"exhausted":0

s

"limit_reqgs": {
"limit_req_zone": {
"passed" :54816,
"skipped":0,
"delayed":65,
"rejected":26,
"exhausted":0

X,

"upstreams": {
"upstream": {
"peers": {
"192.168.16.4:80": {
"server":"backend.example.com",

"service":"_example._tcp",
"backup":false,
"weight":5,

"state":"up",
"selected": {
"current":2,
"total":232
e

"max_conns":5,
"responses": {

"200":222,
"302":12

Fe

"data": {
"sent":543866,
"received" :27349934

Fe

"health": {
"fails":0,
"unavailable":O0,
"downtime":0

Fe

"sid":"<server_id>"
Yo

"keepalive":2

3.3. BcrtpoeHHble moaynu 40




Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

"resolvers": {
"resolver_zone": {
"queries": {
"name" :442,
"srv":2,
"addr":0
i

"responses": {
"success":440,
"timedout":1,
"format_error":0,
"server_failure":1,
"not_found":1,
"unimplemented":0,
"refused":1,
"other":0

Habop mMeTpuk MoKHO 3amrpocuTh 1o oTiesabHoit Bersu JSON, mocTpous coorBercrByromuii 3ampoc. Ha-
npuMep:

curl https://www.example.com/status/angie

curl https://www.example.com/status/connections

curl https://www.example.com/status/slabs

curl https://www.example.com/status/slabs/<zone>/slots

curl https://www.example.com/status/slabs/<zone>/slots/64

curl https://www.example.com/status/http/

curl https://www.example.com/status/http/server_zones

curl https://www.example.com/status/http/server_zones/<http_server_zone>
curl https://www.example.com/status/http/server_zones/<http_server_zone>/ssl

S hH fH H H P P P P

© IIpumeuannue

Ilo ymomganuioo momyns ucmomblyer ajs gar crpoku B ¢opmare ISO 8601; urober BMeCTO 3TOrO
HCITOJIH30BaTh Iestounciaenubrii popmar smoxu UNIX, mobasbre mapamerp date=epoch kK cTpoke 3a-
mpoca:

$ curl https://www.example.com/status/angie/load_time
"2024-04-01T00:59:59+01:00"
$ curl https://www.example.com/status/angie/load_time?date=epoch

1711929599
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CocrosiHue cepsepa

/status/angie

"version": "1.7.0",

"address": "192.168.16.5",

"generation": 1,

"load_time": "2024-09-19T16:15:43.805Z"

"config files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."

}
}
version Crpoka; Bepcus 3amyiieHHoro cepsepa Angie PRO
build (PRO) Ctpoka; cbopKa, eciin yKa3aHa IPU KOMIUIAIIH
address Crpoka; ajipec cepsepa, npuHsBIiero 3ampoc Kk API
generation Yucio; Bepcus (IIOKOJIEHUE) KOHMUIY DAY, OTCIATHIBAEMASI C TIOCIIETHETO
zamycka Angie PRO
load_time Crpoka; BpeMsl TocJIe iHel mepe3arpy3ku Kouduryparwn B hopmate damoi;
CTPOKOBBIE 3HAYMEHUS JAIOTCS C MUJIIUCEKYH/IHBIM Da3peIIeHneM
config_files OObeKT; ero 4jieHbl — abCOIOTHBIE WMEHa Bcex (ailjloB KOHMUIYpaIun
Angie PRO, 3arpy:keHHbIX ceffdac 3K3eMIJISIPOM CEPBEPa, a X 3HAYCHUS —
CTPOKOBBIE TIPEJICTABIICHUS COJIEPKUMOTO (hailioB, HAIPUMED:
{
"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\
—n\n}\n"
}
‘% OcropoxHOo
O6mbekT config_files ecTh B /status/angie/, TOJbKO €CIIM BKIIOUEHA
JupekTuBa api_ config files.
CoepguHenns

/status/connections

{
"accepted": 2257,
"dropped": O,
"active": 3,
"idle": 1
}
accepted YHucso; cyMMapHOe KOJIMIECTBO MPUHATHIX KJIUEHTCKUX COETUHEHUI
dropped YHucsio; cymMMapHOe KOJIMIECTBO COPOIIEHHBIX KJIUEHTCKUX COEIMHEHUN
active YHucio; TeKyIee KOJIMIECTBO AKTUBHBIX KJIMEHTCKUX COEIUHEHUI
idle Yuco; TeKyimee KOJMMIECTBO 6€3IeHCTBYIOMIX KIMEHTCKAX COETIMHEHTIT
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3oHbl pa3gensiemoii namaTu ¢ pacnpegenedvnem slab
/status/slabs/<zone>

CrarucTuka Jyist 30H pas3/essieMoit ImaMsTi ¢ paclipe/iesiennem slab, rakux xak limil  conn, limit_req n

HTTP cache:

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;
proxy_cache cache_zone;

B ykazanmoit TakuMm 06pa30M 30HE pas3jiesisgeMoi maMaT OyaeT COOMPAThCs CAeIYIONast CTATHCTAKA:

pages OOBbeKT; CTATUCTHUKA IO CTPAHUIAM [TAMSITH
used YHucto; TeKyIee KOJIMIECTBO UCIOJIB3YEMbIX CTPAHUI] TAMSITH
free Yiuciio; TeKyIee KOJIMIECTBO CBOOOIHBIX CTPAHUIL TAMATH
slots O0BEKT; CTATUCTHKA IO CJIOTAaM IaMSITH, 110 KaXKJOMy U3 pa3MepoB. slots

COJIEPXKUT JIAHHBIE TI0 pa3Mepy cioTa namsatu ( 8, 16, 32, u T.J1., BIUIOTh IO
[OJIOBUHBI Pa3Mepa CTPAHUIIBI MaMATH B OaiiTax)

used Yucsio; Tekyee KOJIMIEeCTBO UCIOIb3YEMBbIX CJI0TOB IIaMATH 33 IaHHOIO Pa3-
; Y1y Y A
Mepa
free YHucsto; Tekylnee KOJTHIECTBO CBOOOIHBIX CJIOTOB ITAMITH 33 ]AHHOTO pa3Me-
pa
regs YHucmo; cyMMapHOe KOJHMYECTBO MONBITOK BBIJICICHUS TMAMSATH YKA3aHHOTO
pa3mepa
fails YHucsmo; KOMIeCTBO HEYTABITUXCS TOMBITOK BBIICTEHUS MTAMATH YKA3AHHOTO
pa3Mepa
IIpumep:
"pages": {
"used": 2,
"free": 506
Fo
"slots": {
"64" o {
"used": 1,
"free": 63,
"reqs": 1,
"fails": O
}
}

DNS-3anpocbl k pe3onsepy
/status/resolvers/<zone>

s cbopa craTucTUKHM B JUPEKTHBE resolver Hy:KHO 3ajaTh mnapamerp status_zone (HTTP wiu
Stream):

[resolver 127.0.0.53 status_zone=resolver_zone; }

B ykazannoit TakuM 00pa3oM 30HE pas3aesseMoil MaMsITH OyIeT cOOMPAThCs CJIEIYIONas CTATHCTUKA:
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queries
name

STV
addr

responses
success
timedout
format_error
server_failure
not_found
unimplemented
refused
other

sent
a
aaaa
ptr
STV

OOBbEKT; CTATUCTHUKA 3AIPOCOB

Yucso; KOJIMYIECTBO 3alPOCOB Ha npeobpa3oBanue uMeH B ajpeca (A- u
AAAA-zanpocsr)

Yucs10; KOJIMYIECTBO 3aIIPOCOB Ha [IpeobpasoBaHue cepBUCOB B ajapeca (SRV
3a1pOCHI)

Yucs10; KOIMIECTBO 3alIPOCOB Ha IpeobpasoBanue ajipeco B umeHa (PTR-
3aIpPOCHI)

OO6BbEKT; CTATHCTHKA OTBETOB

Yucsto; KOMMIECTBO YCIENHBIX OTBETOB

Yucsto; KOJIMIecTBO 3alIPOCOB, He JIOXKIABIIIXCST OTBETA

Yucio; konmmaectso orBeToB ¢ KogoMm 1 (Format Error)

Yuciio; KommaecTBo 0TBeTOB € KoztoM 2 (Server Failure)

Yuciio; kommaectBo orBeToB ¢ KojgoM 3 (Name Error)

Yuco; kommaectso orBeToB ¢ KoxoM 4 (Not Implemented)

Yuco; kommaectBo orBeToOB ¢ KomoM 5 (Refused)

Yucsto; KOMMIeCTBO 3alIPOCOB, 3aBEPIIEHHBIX C JPYTUM HEHYJIEBBIM KOJIOM

O6bekT; craTucTrka oTmpasjaeHHbx DNS-3ampocos

Yucio; KOJIMIECTBO 3aIpocoB TUa A

Yucsto; KommaecTBo 3ampocos tuna AAAA

Yucso; kommgecTBo 3ampocos tuma PTR

Yucito; KommaecTBo 3ampocos tuma SRV

Kompr orBeros ommcanst 8 REFC 1035, gwacts 4.1.1.

Paznuunnie Tunsr DNS-3anuceit ormmcanst 8 RFC 1035, RFC 2782 u RFC 3596.

IIpumep:
{

"queries": {
"name": 442,
"srv'": 2,
"addr": O

T,

"responses": {

"success": 440,
"timedout": 1,
"format_error": O,
"server_failure": 1,
"not_found": 1,
"unimplemented": O,
"refused": 1,

Fo

"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,
"ptr'": 12

}

}
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HTTP server u location

/status/http/server_zones/<zone>

s cbopa cTATUCTUKU B KOHTEKCTE server Hy2KHO 3aJaTh JUPEKTUBY status zone:

server {

status_zone server_zone;

B yKaBaHHOﬁ TaKHM O6p330M 30HE paBILe.HHeMOIU/I IIaMATH 6y,ueT CO6I/IpaTbCH CJIeIyIoNTad CTaTUCTUKA:

ssl O6bekT; SSL-merpuku. [IpucyrcrByer, eciin B server ecth listen ssl;
handshaked YHucii0; cyMMapHOe KOJIMYECTBO YCIeIHbIX SSL-pyKomoxaruii
reuses Yucsto; cymMMapHOe KOJUYECTBO IOBTOPHBIX HCIIOJIb30Banuit SSL-ceccuii BO

Bpems SSL-pykomoxkaTuit

timedout YHucso; cymmapaoe konaectBo SSL-pyKomoxKkaTuit ¢ ICTEKIUM TaiiMay TOM
failed Yucsto; cyMMapHOe KOJIMIECTBO HEYCHenHbrx SSL-pykonoxaTuit

requests O0bEKT; METPUKHU 3aIIPOCOB
total YHucsio; cyMMapHOe KOJIMYECTBO KJIMEHTCKHUX 3aIIPOCOB
processing YHucio; TeKyIee KOJIMIeCTBO 00CTYKIUBAEMBIX KJIMEHTCKUX 3aIPOCOB
discarded YHucio; cymMMapHOE KOJUYIECTBO 3AIIPOCOB 3aBEPIINEHHBIX 0€3 OTIPABKH OT-

BeTa

responses O0bEKT; METPUKH OTBETOB
<code> YHuciio; HEeHyJIEBOE KOJIMYECTBO OTBETOB €O crarycoM <code> (100-599)
XXX Yucio; HeHy/IeBOE KOJTMYECTBO OTBETOB C JIPYIUM KOJOM CTaTyCa

data OOBbeKT; METPUKH TAHHBIX
received YHucsio; cymMMapHOe KOJIUIECTBO OAlT, MOIyIeHHOEe OT KJIMEHTOB
sent Yucsio; cyMMapHOe KOJIUYIECTBO OalT, OTIIPABIEHHOE KJIUEHTAM

IIpumep:
"ssl": {
"handshaked": 4174,

"reuses": O,
"timedout": O,
"failed": O

e

"requests": {
"total": 4327,
"processing": O,
"discarded": O

e

"responses": {
"200": 4305,
"302": 6,

"304": 12,
"404": 4

}’

"data": {
"received": 733955,
"sent": 59207757

}
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/status/http/location_zones/<zone>

s cbopa craTucTuku B KOHTEKCTe [ocation win if 6 location Hy»KHO 331aThb IUPEKTUBY Status zone:

location / {
root /usr/share/angie/html;
status_zone location_zone;

if ($request_uri ~“* "~/condition") {
# ...
status_zone if_location_zone;

B ykazamnoil Takum 006pa3oM 30He pazesseMoil maMsTu OyJeT cOOMPAaThCs CJIe/IyIoIasl CTATUCTHKA!

requests O0BbEKT; METPUKHU 3aIIPOCOB
total YHucmo; cyMmmMapHOe KOJIMIECTBO KIANEHTCKUX 3aIIPOCOB
discarded Yucsio; cymMMapHOe KOJUYECTBO 3AIIPOCOB 3aBEPIIEHHBIX 0€3 OTIPABKH OT-
BeTa,
responses OOBbEKT; METPUKHU OTBETOB
<code> Yics10; HEHyIIEBOE KOJIMYECTBO OTBETOB O craTycoM <code> (100-599)
XXX YHucs0; HEHYJIEBOE KOJTMYIECTBO OTBETOB C APYTUM KOIOM CTATYCA
data O0BEKT; METPUKHU JTAHHBIX
received YHucso; cyMMapHOe KOJIMIECTBO H6AT, MOyIeHHOE OT KJIHEHTOB
sent Yucso; cyMMapHOe KOJIMIECTBO OAMT, OTIPABIEHHOE KJIMEHTAM
IIpumep:
{

"requests": {
"total": 4158,
"discarded": O

},
"responses": {
"200": 4157,
"304": 1
},
"data": {
"received": 538200,
"sent": 177606236
}

3.3. BcrtpoeHHble moaynu 46




*Beﬁ- 000 «Beb-Cepsep», OMPH 1227700436578, MHH 9704151517
cepeep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

Stream server
/status/stream/server_zones/<zone>

s cbopa cTATUCTUKU B KOHTEKCTE server Hy2KHO 3aJaTh JUPEKTUBY status zone:

server {

status_zone server_zone;

B ykazannoit TakuMm 00pa3oM 30HE pas3IesieMoil TaMsITH Oy/IeT cOOMPAThCs CJEIYIONas CTATUCTUKA:

ssl O6mbekT; SSL-merpuku. [IpucyrcrByer, eciin B server ectb listen ssl;
handshaked YHucso; cymMMapHOe KOJUIECTBO YCIeIHbIX SSL-pyKomoxkaTmii
reuses Yucito; cyMMapHOe KOJUYECTBO TOBTOPHBIX HCIOJIb30Banuit SSL-ceccnit Bo
Bpemst SSL-pykomoxkaTuii
timedout Yucsto; cymMmMapHOe KOTHIecTBO SSL-PYKOIIOKATHI ¢ UCTEKITUM TaliMayTOM
failed Yucio; cyMMapHOe KOJIMIECTBO HEYCHENTHbIX SSL-pykonoxkaTuit
connections OObeKT; METPUKHU COETMHEHMUIA
total YHucso; cyMMapHOe KOJIUIECTBO KJIMEHTCKUX COETUHEHUI
processing YHucio; Tekyinee KOJTMIECTBO OOCTYKMBAEMbBIX KJIHEHTCKUX COEINHEHUN
discarded YHuco; cyMMapHOE KOJIMYECTBO KJIMEHTCKUAX COEJIMHEHNIT, 3aBEPIIIEHHBIX 0e3
CO3/TaHUSI CECCUH
passed Yucso; cymMMapHOE KOJIMYECTBO KJIUEHTCKUX COEIUHEHNH, IepeJaHHbIX Ha
JAPYTOi MPOCIIYIITUBAIOIINI TOPT AUPEKTUBAMUI Pass
sessions O0BEKT; METPUKHU CECCUIt
success YHucsmo; KOJIUYECTBO Cecchii, 3aBepiieHHbIX ¢ Kogom 200, 9To oO3HaAvMaeT
YCIIENITHOE 3aBepIIeHne
invalid YHucso; KOJTMYIECTBO cecchil, 3aBepieHHbIXx ¢ KojoMm 400, ciaydaercs, KOraa

cepBep He MOXKET IIPOYUTATh JJaHHBIE OT KJIMEHTa, HalpUMep, 3aroj0BOK

PROXY protocol

forbidden YHucsmo; KOJTMYIECTBO ceccrii, 3aBepITeHHbIX ¢ KojaoMm 403, Korma JOoCTyI 3a-
IIPEIEH, HAIIPUMED, OT'PAHUYEH JIJIsl OIIPEJIEJIEHHOIO aJIpeca KJIMEHTa

internal_error YHuc10; KOJIMIeCTBO ceccuil, 3aBepieHHbIX ¢ KojaoM 500, BHTYpPEHHsIsS Omuo-
Ka cepBepa

bad_gateway Yucsto; KOIMIECTBO ceccii, 3aBepIineHHbix ¢ Kogom 502, Bad Gateway, econ,

HAIPUMED, cepBep B upstream HEJIOCTYIEH WM HE MOXKET OBbITh BBIOpaH
service_unavailable Ywucsio; KoJimuecTBO ceccuil, 3aBepiieHHbIX ¢ KoioM 503, Service Unavailable,
€cJIiu, HAIPUMED, JOCTYII OPPAHUYEH YUCJIOM BXOISIIUX COEIUHEHUI

data OOBbeKT; METPUKH TAHHBIX
received Yucsio; cymMMapHOe KOJIUIECTBO OANT, MOIyIeHHOE OT KJIMEHTOB
sent Yucsio; cyMMapHOe KOJIMYIECTBO OallT, OTIIPABIEHHOE KJIHEHTAM
IIpumep:
"ssl": {

"handshaked": 24,
"reuses": 0,
"timedout": O,
"failed": O

},

"connections": {
"total": 24,
"processing": 1,
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"discarded": O,
"passed": 2

+,

"sessions": {
"success": 24,
"invalid": O,
"forbidden": O,
"internal_error": O,
"bad_gateway": O,
"service_unavailable": 0O

T,

"data": {
"received": 2762947,
"sent": 53495723

HTTP caches

[proxy_cache cache_zone;

/status/http/caches/<cache>

s KaxKa0it 30HbI, CKOH(MUTIYPUPOBAHHON B proxy cache, XpaHATCS CJIELYIONINE JAHHBIE:

{

"name_zone": {
"size": O,
"cold": false,
"hit": {

"responses": O,
"bytes": 0
Fe

"stale": {
"responses": O,
"bytes": O

},

"updating": {
"responses": O,
"bytes": O

},

"revalidated": {
"responses": 0,

"bytes": O

+s

"miss": {
"responses": O,
"bytes": O,
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"responses_written": O,
"bytes_written": O

},

"expired": {
"responses": 0,
"bytes": O,
"responses_written": O,
"bytes_written": O

1,

"bypass": {
"responses": O,
"bytes": 0,
"responses_written": O,
"bytes_written": O

}

}
}
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size
max_size

cold

hit
responses
bytes
stale

responses
bytes
updating

responses
bytes
revalidated

responses
bytes

miss
responses
bytes

responses_written

bytes_written

expired
responses
bytes

responses_written

bytes_written
bypass

responses
bytes

responses_written

bytes_written

YHucso; TeKyIuit pa3Mep K11Ia,

Yucsio; orpaHudeHne Ha MAaKCHMAJIbHBII pazMep K3IIa, €CJId 3aJaH0 B KOH-
duryparmmun

Jlorumaeckoe 3HaUeHne; true, MOKA 3a2pY34UK KW MOJAIPYKAET TAHHBIE C
JIACKA,

O6beKT; METPUKN BO3BPAIIEHHBIX U3 K3IIIa 0TBETOB (proxy cache walid)
Yucso; cyMMapHOe KOJIMIEeCTBO OTBETOB, IPOUNTAHHBIX U3 KIIIA

Yucyto; cyMMapHOe KOJIMYEeCTBO DT, MPOYNTAHHBIX U3 KIIIa

OO0BEeKT; METPUKH MPOCPOYEHHBIX OTBETOB, BO3BPAINEHHBIX U3 KIIIA
(proxzy_cache_use_stale)

Yucso; cyMMapHOe KOJIMIEeCTBO OTBETOB, MIPOUNTAHHBIX U3 KIIIA

Yucso; cyMMapHOE KOJIHMIEeCTBO DAiT, IPOUNTAHHBIX U3 K3IIA

OObeKT; METPUKYM TPOCPOYEHHBIX OTBETOB, BO3BPAIIEHHBIX U3 KIIMIA, ITOKA,
JaHHbIE B Kal1e o0HOBJsoTCs (proxy cache use  stale updating)

Yucio; cyMMapHOe KOJIMIECTBO OTBETOB, MTPOYNTAHHBIX U3 KIIIA

Yucsto; cyMMapHOe KOJIMIeCTBO DAiiT, MPOINTAHHBIX U3 KIIIA

OOBbeKT; METPUKH IIPOCPOYEHHBIX U PEBAJIAIUPOBAHHBIX OTBETOB, BO3BPA-
IIEeHHBIX U3 Kama (proxy cache revalidate)

Yucsto; cyMMapHOE KOJIMYECTBO OTBETOB, IPOYNTAHHBIX U3 KIIIA

Yucsto; cyMMapHOe KOJMIEeCTBO DT, MPOUNTAHHBIX U3 KIIIA

O0bEeKT; METPUKHU OTBETOB, HE HANJEHHBIX B KIIIIE

Yucsto; cyMMapHOE KOJIMIECTBO COOTBETCTBYIOIINX OTBETOB

Yucsto; cymMMapHOe KOJUYECTBO OANT, IPOYUTAHHDBIX C IIPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOE KOJIMIECTBO OTBETOB, 3AITUCAHHBIX B KIIII

Yucsto; cyMMapHOe KOJIMIeCTBO OaiiT, 3alMCAHHBIX B KA1

O0bEKT; KOJIMIECTBO OTBETOB, BO3BPAIIEHHBIX HE U3 KA, T.K. IPOCPOIEHEI
Yucso; cyMMapHOE KOJIMIEeCTBO COOTBETCTBYIOIINX OTBETOB

Yucso; cyMMapHOe KOJUYIECTBO OANT, IPOYNTAHHBIX C IIPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOe KOJIMIeCTBO OTBETOB, 3AIIMCAHHBIX B KAIIT

YHucso; cyMMapHOe KOJMIECTBO OAiiT, 3aIMCAHHBIX B KIIIT

O0beKT; CTAaTUCTUKA  OTBETOB, BO3BPAIIEHHBIX B  00XOJ  K3IIa
(proxzy cache_bypass)

Yucsto; cyMMapHOe KOJMYECTBO COOTBETCTBYIOIIMX OTBETOB

Yucso; cyMMapHOe KOJIMIECTBO OANT, MPOYNTAHHBIX C MPOKCUPYEMOIO Cep-
Bepa

Yucso; cyMMapHOE KOJIMIEeCTBO OTBETOB, 3AIIMCAHHBIX B K3III

Yucso; cyMMapHOe KOJIMIECTBO OAfiT, 3aIIMCAHHBIX B K1

Hobasneno B Bepcun 1.2.0: PRO

B Angie PRO upu BrintoueHnn wapdurea Kowa ¢ MOMOINBIO JUPEKTUB proxy cache  palh OTIeIbHBbIE
map/bl YKa3bIBAIOTCS KAK O0bEKTHI-WIEHBI B 00beKTe shards:

shards OOBbeKT; €ro WiIeHbl — OTJEIbHBIE IIAP/IbI
<shard> OObeKT; IpeICTABIIeT OTAEIbHBIN AP, a UM 00bEeKTa — IIyTh KIIIIa
sizes YHucsmo; Tekyuit pasmep mapiaa
max_size Yucsi0; MAaKCHMAJIBHBIN pa3Mep Iap/a, eCiu 33/1aH B KOHMUryparun
cold Jlormyeckoe 3HadeHue; true, MoKa 3a2pYy3uuK Kawwa IMOATPYKAET JTaHHBIE C
JACKa
{

"name_zone": {
"shards": {

"/path/to/shardl": {
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*BeG-
cepeep
"size": O,
"cold": false
g
"/path/to/shard2":
"size": O,
"cold": false
}
}
}
limit_conn

[limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

Kaxknast n3 ckoHdUTrypupoBaHHbIX 30H: [imit conn 6 hitp nau limit _conn 6 slream CONEPKUT CJIELYIO-

mue JaHHbIe

{
"passed": 73,
"skipped": O,
"rejected": O,
"exhausted": O
}
passed YHucio; cyMMapHOe KOJIMYECTBO IIEPETAHHBIX Ha IIPOKCHPYEMBIl CepBep Co-
€JIMHEHNIA
skipped Hucso; cyMMapHOe KOJMYEeCTBO COEIUHEHUH, MEePEIAaHHBIX C HYJIEBBIM WU
npeBocxoaamuM 255 bair <key>
rejected YHucmo; cyMMapHOe KOJUIECTBO COSINHEHUH CBEPX CKOH(MUTYPUPOBAHHOTO
OrpaHUYEeHUST
exhausted YHucio; cyMMapHOe KOJIMYECTBO COEJIUHEHUT, COPOIIEHHBIX W3-38 [1E€PEIoJi-
HEHUSI XPAHUJINIIA 30HbI
limit_req

[1imit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<zone>

Kaxkmast 3 ckoH(MDUIYPUPOBAHHBIX 30H [imil_1eq COINEPKUT CJIELYIOIINE JTaHHbIE

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": O
}
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passed
skipped

delayed
rejected
exhausted

Yiucsio; cyMMapHOe KOJIUYIECTBO IMPOKCUPOBAHBIX COETNHEHUI

YHucsio; cyMMapHOe KOJIMYEeCTBO COEIUHEHUH, IepeIaHHbIX
npeBocxoasmyM 255 dair <key>

YHucso; cyMMapHOe KOJMYECTBO 33/ IEP2KAHHBIX COEIMHEHMIT
YHucso; cyMMapHOe KOJUIECTBO COPOIIEHHBIX COETUHEHUI
Yucsio; cyMMapHOe KOJIMIECTBO COEIUHEHM, COPOIIEHHBIX

HEHUA XPpaHUJINIIa 30HbI

C HYJIEBBIM HJIA

n3-3a IIEPEeIroJI-

HTTP upstream

Hobasneno B Bepcun 1.1.0.

YT06b! BKIIOYUTH COOP CJIEIYIONIINX METPHUK, 33aiiTe JUPEKTUBY 207 B KOHTEKCTE Uupstrearn, HAIIPUMED:

upstream upstream {
zone upstream 256k;

server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/http/upstreams/<upstream>

riae <upstream> — UM ancmpuma, B KOHCbI/II‘ypaH,I/II/I KOTOPOT'O YKa3aHa JUPEKTUBa ZONeE.

{
"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,

"weight": 5,
"State": ||up||,
"selected": {

"current": 2,
"total": 232

i

"max_conns": 5,
"responses": {

"200":
"302":
1,

"data": {
"sent":

222,
12

543866,

"received": 27349934

I,

"health": {
"fails": O,
"unavailable": O,
"downtime": O
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"sid": "<server_id>"

i

"keepalive": 2
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peers

server
service

slow_start

(PRO 1.4.0+)

backup
weight
state

selected
current
total
last

max_conns

responses
<code>

XXX

data
received
sent

health
fails
unavailable

downtime

downstart
header_time
(PRO 1.3.0+)
response_time
(PRO 1.3.0+)
sid
keepalive

OOBEKT; COMEPKUT METPUKH BCEX IIHMPOB AIICTPUMA BO BJIOYKEHHBIX O0BHEK-
TaX, IMEHa KOTOPBIX — KAHOHUYIECKUE IIPEICTABICHUS aJIPECOB STUX IIHPOB.
BuyTpu Kak10ro BIOXKEHHOTO 00bEKTA:
Crpoka; cepBep, Kak OH yKa3aH B JUPEKTHUBE SETver
Crpoka; UMsl CepBHCa, YKA3aHHOE B JUPEKTHUBE SErver, eCIu CKOHMUrypu-
POBaHO
Yuciio; 3aaHHOE 71T cepBepa 3HadeHue slow  start, BBIpakKeHHOE B CEKYH-
Jax.
IIpu samanun 3HadyeHus uyepes coomeemcemeyrowut nodpaszdes API muna-
MHUYeCKON KOHMUTypaluu MOXKHO yKa3aTh HE TOJIHKO YHCJIO CEKYHJ, HO U
BPEMsI C TOYHOCTBIO /IO MUJIJTHCEKYH/I.
Jlormueckoe 3navenue; true s backup cepsepon
Yucsio; cKOHDUTYpUPOBaHHBIH weight
Crpoka; TeKyIee COCTOSHIE MUPa, U KAKAE 3aIPOCHI €MY OTIIPABJIAIOTCS:
e checking (PRO): HacTpoeH Kak essential u HpOBEpsieTCs, OTIPAB-
JISIIOTCSL TOJIBKO NPOSEPOUHBLE 3GNPOCHL;
e down: OTKJIIOYEH BPYYHYIO, HE OTHPABJIIOTCS HUKAKHE 3aIIPOCHI;
e draining (PRO): anajornuen down, HO OTIIPABJISIFOTCS 3aIIPOCHL CEC-
cHii, IPUBA3AHHBIX paHee uepes sticky;
® recovering: BOCCTAHABJIMBAETCs IOCJe cOOsi coracHo slow  start, oT-
[IPaBJISIETCS BCe OOJIBIIE 3AIIPOCOB;
e unavailable: mocTtur mpejena mar_ fails, OTHPABISIOTCS TPOOHBIE
KJUEHTCKHE 3aIPOChl ¢ HHTEpBAJIOM fail timeout;
e unhealthy (PRO): nepaGoraionuii, OTIPABIISIOTCA TOJBKO NPOGEPO -
HblE 3ANPOCHL;
® up: pPabOTOCIOCOOEH, 3AIIPOCHI OTIPABISIOTCH KAK OOBITHO.

O0ObeKT; CTATUCTUKA BBIOOPA MTUPOB

YHucio; TeKyInee KOJIUIECTBO COEIMHEHUN K IADPY
YHucsio; ob1ree KOIMIECTBO 3aIIPOCOB MIEPEIAHHBIX [TAPY

Crpoka WIn 9UCJI0; BpEMsI MOCIEHEro BRIOOpa mupa B dhopmare damot
YHucnno; maxcumansvHoe KOJIMIeCTBO OJTHOBPEMEHHBIX aKTUBHBIX CO€JIMHEHU
K TIUPY, €CJIU CKOH(MUTYPUPOBAHO

OO6BbEKT; CTATHCTUKA OTBETOB

Yuci10; HeHyJIeBOE KOJIMIECTBO OTBETOB cO crarycom <code> (100-599)
YHucii0; HEHYJIEBOE KOJTMIECTBO OTBETOB C APYTUM KOIOM CTATYCA

O0bEeKT; METPUKU JIAHHBIX

Yucso; cyMMapHOE KOJIMIECTBO OAMT, IOy IeHHOEe OT IHPa

YHuci0; cyMMapHOe KOJIMYECTBO OalT, OTIIPABIEHHOE TTUPY

OOBbEKT; CTATUCTHUKA IO COCTOSIHUIO MDA,

YHucsio; 0b1ee KOJIMIeCTBO HEYAATHBIX MTOIBITOK PAOOTHI C MMUPOM

Yucsmo; cTOMBKO pa3 MAP CTAHOBUIICA unavailable Mo JOCTHKEHUN 3HAYTE-
Hus maz_ fails

Yucso; cymMapHoe BpeMsi (B MIJUIMCEKYHJIAX), B T€YeHHE KOTOPOIO IHD
OBLI HEJIOCTYIIEH JjIst BRIOOpa Kak unavailable

Crpoka MIn 9ucjI0; BpeMs, KOrja nmup craj unavailable, B opmare damo.
Hucno; cpeee BpeMst (B MUJLIMCEKYHIIaX) IIOJIyY€HHsI 3aI0JIOBKOB OTBETA
OT cepBepa; CM. IUpeKTuBy response_ time factor (PRO)

Yuciio; cpesHee BpeMst (B MIUIIMCEKYH/IaX ) MOy U€HUs] OTBETA OT CEPBEpPA,;
CM. JImpeKkTuBy response time_ factor (PRO)

Crpoka; id cepsepa, yKa3aHHBIA B KOH(MDUTYPAIIUN AllCTPUMA

YHuciio; TeKyIee KOJIMIECTBO KIIIMPOBAHHBIX COETNHEHUI
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health/probes (PRO)

Wawmeneno B Bepcun 1.2.0: PRO

Ecnu gjist ancrpuma HacTpoeHbl ipoBepku upstream,_ probe (PRO), To B o6bekTe health TakxkKe eCTb
BJIOKEHHBINT 0OBEKT probes, cojeprKaliuii CYeTUYnKu IIPOBEPOK pabOTOCIIOCOOHOCTH cepBepa, a state,
[IOMHMMO 3HaYeHUI U3 TabJINIBI BBIIE, MOYKET IPUHUMATh 3HadeHust checking n unhealthy:

{

"192.168.16.4:80": {
"state": "unhealthy",

n n. n n

"health": {

B

"probes": {
"count": 10,
"fails": 10,

"last": "2024-09-19T09:56:07Z"

3uadenne checking y state He yunrbiBaeTcs B downtime m O3HAYAET, 9TO CepBep, MPOBEPKA KOTOPOIrO
HaCTpOeHa C mapaMeTpoM essential, eme He NpoBepsijicd; 3HadeHne unhealthy — d4rTo cepsep Hepa-
6oratormit. O6a 9TU COCTOSIHUST TaK»Ke O3HAYAIOT, U9TO CEpPBEp He ydacTByeT B Oasrancuposke. Jlerasm
IIPOBEPOK CM. B OIUCAHUU upstream_ probe.

Cuerunknu B probes:

count Yuciio; obiiee KOJIMIECTBO IIPOBEPOK ITOIO CEPBEPA
fails YHucso; KOIMIEeCTBO HEYCIEITHBIX ITPOBEPOK
last Crpoka mjm 9ucjI0; BpeMsi OCIeIHell MpoBepKu B (hopmare damovi

queue (PRO)

Usmeneno B Bepcun 1.4.0: PRO

Eciu nns ancrpuma HacTpoeHa ouepedv 3anpoco6, TO B OOBEKTE allCTPUMa, TAKXKE €CTh BJIOXKEHHBII
OOBEKT queue, COMEPKAIIUN CISTINKHU 3AIIPOCOB B OUEPEIN:

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,
"overflows": 13
}
}

3HaveHUsT CIETINKOB CYMMUPYIOTCS TI0 BCEM PabOUUM TPOIECCAM:
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queued Yucto; ob1iee KOIMIECTBO 3aIIPOCOB, MOMABIIAX B OY€PEIb

waiting Hucso; TekyInee KOTUIEeCTBO 3aIPOCOB B OU€Pe/IN

dropped Yucto; 06Imee KOJUIECTBO 3aIMIPOCOB, YIAJIEHHBIX U3 OYEPEIN M3-33 TOTO
YTO KJIACHT IIPEKAECBPEMEHHO 3aKPbLII COCIUHECHNE

timedout YHucsto; 0b6111ee KOJMIECTBO 3AIIPOCOB, YAAJCHHBIX U3 OUEPEIN M0 TalMayTy

overflows Yucito; ob1iee KOTUIECTBO CIIYIaeB [IEPEIIOJTHEHUS OIePeIH

Stream upstream

YT00bI BKIIOYATH COOP CIIELYIONNX METPHUK, 33/aiiTe JUPEKTUBY Z0NE B KOHTEKCTE upstream, HAIIPUMED:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;
keepalive 4;

/status/stream/upstreams/<upstream>

31ech <upstream> — UMsI aNCMPuMa, B KOHPUTYpaAIMU KOTOPOI'O UCIIOJIb30BAHA, JIUPEKTUBA ZOTE.

{
"peers": {

"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",
"backup": false,

"weight": 5,
"state": "up"
"selected": {
"current": 2,
"total": 232
}’

"max_conns": 5,
"data": {
"sent": 543866,
"received": 27349934
Lo

"health": {
"fails": O,
"unavailable": O,
"downtime": O
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peers OOBbEKT; COMEP:KUT METPUKHU BCEX MUPOB AICTPUMA BO BJIOYKEHHBIX 00bEK-
TaX, IMEeHa KOTOPBIX — KAHOHUYECKHE IIPEJICTABIEHUS aIPECOB ITUX IIUPOB.
BuyTpu Kak10ro BIOXKEHHOTO 00bEKTA:
server Crpoka; ajipec, 3aJIaHHbBII JIUPEKTUBOM Server
service Crpoka; UMsi CEPBUCA, €CJIU OHO YKA3aHO B IUPEKTUBE Server
slow_start Ywucio; 3aaHHOe s cepBepa 3Ha4YeHue slow start, BBIPAXKEHHOE B CEKYyH-
(PRO 1.4.0+) JIax.
Ilpu 3ajanuu 3Havenus: depes coomsemcemeayrowut nodpazdes API nuna-
MHUYECKOW KOHMUTYpAInd MOXKHO yKa3aTh HE TOJIHKO YHCJIO CEKYHJ], HO U
BpeMsl C TOYHOCTBHIO JO MUJIJIMCEKYHJL.
backup Jlormyeckoe 3HavUeHNe; true /I 3aIIaCHBIX CEPBEPOB
weight YHucso; 3aJJaHHBIA 19 TTUPa 6ec
state Crpoka; TeKyIee COCTOSHIE MHUPAa:
® up: paboOTOCHOCOOEH, 3AIPOCHI OTIIPABJIISIOTCS KAK OOBITHO;
e down: OTKJIIOYEH BPYYHYIO, HE OTIPABJIAIOTCA HUKAKHE 3aIIPOCHI;
e draining (PRO): anasornuen down, HO OTIPABJISIFOTCS 3AIIPOCHL CEC-
cuil, IPUBA3aHHBIX paHee depes sticky;
e unavailable: moctur upenena maz_ fails, OTHPaBILIOTCA IPOOHBIE
KJIMEHTCKHE 3aIPOChl ¢ HHTePBaJIoM fail limeout;
® recovering: BOCCTAHABJIMBAETCs HOcCJe cOosi coriacHo slow  start, or-
[IPaBJISIETCS BCe OOJIBIIE 3AIIPOCOB;
e checking (PRO): HacTpoeH Kak essential u mpoBepsieTCsl, OTIPAB-
JISIIOTCS TOJIBKO NPOSEPOUHBIE 3ANPOCHL;
e unhealthy (PRO): nepaGoraionuii, OTIPABJISIIOTCA TOJBKO NPOGEPO -
Hole 3anpPoCchl.
selected O0ObeKT; CTATUCTUKA BBIOOPA 9TOr0 MUPa JJIs OIKJIFOUeHUsT
current Yucio; Tekymee KOJTMIECTBO MOJIKJIIOYEHNN K ITHPY
total YHucio; obiree KOJIMIECTBO MOIKJIIOYEHUN, HATPABIEHHBIX STOMY ITHADY
last Crpoka manm 9uCja0; BpeMsi, KOrja Oup ObLI BRIOPAH B IOCIETHUN Pa3, B

max_conns

dopmare damui
YHucnio; makcumasbroe KOJINIECTBO OJHOBPEMEHHBIX aKTUBHBIX ITOJIKIIIOYe-
HU# K IIUPY, €CAd OHO 33J1aHO

data OOBbEeKT; CTATUCTUKA TIEPEIAYN TaHHBIX
received YHucio; obiree KOMIecTBO HANT, MOy I€HHOE OT MHUPa
sent Yucsmo; ob1iee KOJIMIECTBO H6ANT, OTIIPABICHHOE THPY
health O0BEKT; CTATHCTUKA IO COCTOSTHUIO TTHPA
fails YHucsto; 0b11ee KOJMIECTBO HEYIATHBIX MOMBITOK CBA3ATHCS C MTUPOM
unavailable YHucso; ob1iee KOJIMIECTBO MEPEXOI0B B COCTOsIHME unavailable mo gocTu-
JKEHUU 3HaYeHust mar  fails
downtime YHucsio; obiree BpeMst B MIJUIMCEKYHIAX, B T€UEHIEe KOTOPOT'O ITAP HAXOIUJIICS
B COCTOsIHMK unavailable (HemocTyIeH Jist BBIOODA)
downstart CTpoKa W/ YKCJIO; BpeMsi, KOTJIa IIUP [IOCJIEIHN pa3 cTaJ unavailable, B
dopmare damui
connect_time Ywucno; cpeanee BpeMs (B MUJJIMCEKYHJIAX) YCTAHOBJIEHUS COEIUHEHUS C
(PRO 1.4.0+) CepBepoM; CM. JIUPEKTUBy response time  factor (PRO)
first_byte_time Yuciio; cpensee Bpemsi (B MUJLIMCEKYHJIAX) [OJIy9YeHHs II€PBOrO Gaiita OT-
(PRO 1.4.0+) BeTa OT CepBepa; CM. IIUPEKTHUBY response_time  factor (PRO)
last_byte_time Ywucio; cpearee BpeMst (B MUJUIMCEKYHIAX) TOJYUYEeHHsI [IOJHOTO OTBETA OT
(PRO 1.4.0+) cepBepa; ¢M. JAupeKkTuBy response time_ factor (PRO)

Msmeneno B Bepcun 1.4.0: PRO

Eciu B Angie PRO gyig ancrpuma Hacrpoensl npoBepku upstream_ probe (PRO), To B obbexre health
TaKXKe eCTh BJIOYKEHHBII 00LEKT probes, cofiepKallyii CIeTINKHU ITPOBEPOK PADOTOCIIOCOOHOCTHU CEpBEPA,
a state, mOMUMO 3HaYEHUIl U3 TAOIUIILI BBIIIE, MOYXKET IPUHIMATH 3HaYeHus: checking un unhealthy:
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{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2024-09-19T11:03:54Z"

}

}
}
}

Suagyenme checking y state o3HaYaer, YTO CepBep, IMPOBEPKA KOTOPOIO HACTPOEHA C IIapaMeTPOM
essential, eme He mpoBepsiyics; 3Hadenne unhealthy — uro cepsep Hepaboraromuit. Oba 3TU cocTO-
SAHUS TaKyKe O3HAYAIOT, YTO CEPBep He yJyacTByeT B OajaHcupoBKe. /leTasm mpoBEpPOK CM. B OIMCAHUHI
upstream__ probe.

Cuerunknu B probes:

count Yiuciio; obiee KOJIMIECTBO IIPOBEPOK ITOIO CEPBEPA
fails YHucso; KOUYIEeCTBO HEYCIETHBIX TTPOBEPOK
last Crpoka W 9ucJIo; BpeMs MOCIeIHEN IPOBepKH B hopMaTe damo.

APl gunamuyeckoii koHdurypauumn (PRO)

Hobasneno B Bepcuu 1.2.0: PRO

B cocraBe API ectb pazznen /config, mosposstonuii tuHaMuaecKn MeHATh Konduryparmio Angie PRO
B ¢popmare JSON ¢ nomomipio HTTP-3anpocos PUT, PATCH u DELETE. Bce u3MeHeHusi aTroMapHbBI: HOBBIE
HACTPOMKM MPUMEHSIOTCS TIEJIUKOM JTub0 He mpumMensiiorcst Bosce. [Ipu omubke Angie PRO coobuut, B
9eM IPUINHA.

Moppaspensl /config

Ceituac B pasgese /config H0CTyIHA HACTPOWKA OTIEJIHLHBIX CEPBEPOB B COCTABE ATICTPUMOB JIJIsT MOJLYJIei
HTTP u stream; 4uciio HaCTPOeK, K KOTOPBIM IIPUMEHUMA, JHHAMAYECKasi KOHPUTypalins, IJIaHOMEPHO
YBeJINIUBaeTCs.

/config/http/upstreams/<upstream>/servers/<name>

IlozBouisier HaCTpauBaTb OTAEJIbHbIE CEPBEPLI B COCTaBe allICTpuMa, B TOM YHCJIE ,ZLO6&BJ'I§ITI> HOBbIE U
VAaJigTh HaCTPOCHHDBIE.

ITapameTrps! B coctase mytu URI:

3.3. BcrtpoeHHble moaynu 58



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

<upstream> Nwmst 6st0Ka upstream; 9ToObI HACTPAUBATH €T0 Uepe3 /config, B HEM JIOJIK-
Ha OBITH 3a/laHa JIUPEKTUBA Z0NE, ONPEIEIIAIONIast 30Hy Pa3/Ie/IaeMOoN TaMs-
TH.

<name> VIMms KOHKpETHOrO cepBepa B COCTaBe yKa3aHHOTO <upstream>; 3ajaeTcs B

dopmate <service>@<host>, rmue:
e <service>Q@ — HeobgA3aTeIbHAA YACTH, 33/AI0IIAS UM CEPBUCA B Iie-
Jasax paspernenns SRV-3amnmnceii.
e <host> — JOMeHHOe MMs cepBuca (mpu Haguauu resolve) wnu I1P-
aJpec; TaK2Ke MOXKHO yKa3aTh IOPT.

Hanmpuwmep, mis coemyromneit KOHMDUTYpAITA:

upstream backend {
server backend.example.com:8080 service=_http._tcp resolve;
server 127.0.0.1;
zone backend 1m;

JonmycTuMBbl Takue MMeHa, CEPBEPOB:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.
—example.com:8080/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1/

Oror mogpazzen API nossosisier 3amaBars mapamerpsl weight, max_conns, max_fails, fail_timeout,
backup, down u sid, onmMcaHHBIE B pa3jene server.

O IIpumeuannue

OrzenpHOrO TapamMeTpa drain 31eCh HET; BKIIOYUTD PEsKUM drain MOXKHO, 33/1aB JJIst dOWN CTPOKOBOE
3Ha4denue drain:

$ curl -X PUT -d "drain" \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

IIpumep:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?

—defaults=on

{
"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,
"down": false,
"sid": ""

}

J

DaxTuuecKn JOCTYIIHBI 6yﬂyT TOJIBKO Te€ ITapaMeTpbl, KOTOPbIE IIOJAJeP>KUBaeT TeKyH_[I/Iﬁ METO/, OaJraH-
CUPOBKU Harpy3KHu ancmpuma. TaK, €CJIX aIICTPUM HAaCTPOECH C METOJ0M 6aJIaHCI/IpOBKI/I random:

upstream backend {
zone backend 256k;
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server backend.example.com resolve max_conns=5;
random;

To ,HO6&BI/ITI) B HEr0 HOBBIit cepBep C ImapaMeTpoM backup HEBO3MO2KHO:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

"error": "FormatError",
"description": "The \"backup\" field is unknown."

© IIpumeuannue

Jlaxke ¢ COBMECTUMBIM METOIOM OAJIAHCHPOBKH IapamMeTp backup MOXKHO 33JaTh JIUIIb IpA 100aB-
JIEHUU HOBOI'O cepBepa.

IIpu yjaJieHUn cepBEpPOB MOYKHO YCTAHOBHTBH apryMeHT connection_drop=<smadenue> (PRO), urober
[IEPEOIIPEIETTUTh HACTPOUKU proxy connection_ drop, grpc_ connection_ drop, fastcgi  connection_ drop,
scgi_ connection_ drop m uwwsgi_ connection_ drop:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?
—connection_drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?
—~connection_drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3. example.com?
—connection_drop=1000

/config/stream/upstreams/<upstream>/servers/<name>

IlozBouisier HaCTpauBaTb OTAEJIbHbIE CEPBEPLI B COCTaBe allICTpuMa, B TOM YHCJIE ,ZLO6&BJ'I§{TI> HOBBIE U
VAaJidTh HaCTPOCHHDBIE.

ITapameTps! B coctase mytu URI:

<upstream> M 610Ka upstream; 9T00bI HACTPAUBATH €ro Yepe3 /config, B HEM JOJIK-
Ha OBITh 33/]aHA JIUPEKTUBA Z07€, ONPEIEIIIONIas 30Hy Pa3Ie/IsIeMon TaMs-
TH.

<name> Msa KOHKpETHOro cepBepa B COCTaBe YKAa3aHHOTO <upstream>; 3aJaeTcs B

dopmare <service>@<host>, rue:
e <service>@ — meoOs3aTebHAS YACTD, 33AIOIIAS UM CEPBUCA B Tie-
Jisix paspemenust SRV-zamnuceii.
e <host> — moMeHHOe MMs ceppuca (npu Hasguuuu resolve) win 1P-
aJipec; TakKe MOXKHO yKa3aTbhb IIOPT.

Hampuwmep, nys ciemytormeit KouUrypammm:
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upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;
zone backend 1m;

JorycTuMbl Takyue IMeHa CEPBEPOB:

$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.
—example.com: 8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

Sror nojgpazzaen API nossosisier 3amaBars mapamerpsl weight, max_conns, max_fails, fail_timeout,
backup u down, onucaHHbIe B pa3iese server.

© IIpumeuanue

OTmenbHOrO Mapamerpa drain 3/1eCh HET; BKJIIOYUTH PEXKUM drain MOKHO, 3aJ1aB I doWn CTPOKOBOE
3HadeHne drain:

$ curl -X PUT -d "drain" \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com/down

J

IIpumep:

curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?
—defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,
"down": false,

J

PaKTUIECKH JOCTYIHBI OYAYT TOJIBKO T€ MapaMeTPbl, KOTOPbIE IMOIEPXKUBAET TEKYIIUi MeTo OaJiaH-
CHPOBKU HATPY3KH ancmpuma. Tak, ecjin acTpUM HACTPOEH C METOIOM OajJaHCHPOBKU random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;
random;

To no6aBuUTH B HErO HOBBIN CEpPBEP C IMapaMeTpoM backup HEBO3ZMOXKHO:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com

"error": "FormatError",
"description": "The \"backup\" field is unknown."
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(i ) IIpumeuanue

Jlake ¢ COBMECTUMBIM METOJIOM DaJIAHCHPOBKHU HapaMeTp backup MOXKHO 3aJaTh JIMIIb [IpU J00aB-
JICHW HOBOT'O CEepBeEpA.

Ilpu ymajeHuu cepBepoOB MOXKHO YyCTAHOBUTH apryMeHT connection_drop=<smauenue> (PRO), urobbr
[IEPEOTIPEIETTUTh HACTPOUKHU proxy connection  drop:

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?
—connection_drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?
—connection_drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?
—connection_drop=1000

HTTP-metoabi

PaccvoTpum ceMaHTHKY KaXKJI0ro M3 MPUMEHUMBIX K 3ToMy pazjeny HTTP-merono ma mpumepe cie-
JAyromeil KOHMUryparun arncTpuMa;

http {
#o...

upstream backend {
zone upstream 256k;
server backend.example.com resolve max_conns=5;

# ...
}
server {
# ...
location /config/ {
api /config/;
allow 127.0.0.1;
deny all;
}
}
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GET

HTTP-meron GET mo3BOJISET 3allPOCUTH CYIIHOCTH IO JIIOOOMY CYINECTBYIOIIEMY IIyTH B Ipeaenax /
config Tak ke, KaK 3TO JIeJaeTcsd B Apyrux pasjgenax APIL.

Hanpumep, mis Berku cepsepoB ancrpuma /config/http/upstreams/backend/servers/ JIOIyCTUMBI
TaKue 3aIPOCHL:

N

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—conns

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

$ curl http://127.0.0.1/config/http/upstreams/backend/servers

$ # ...

$ curl http://127.0.0.1/config

HO.quI/ITb IMapaMeTpPhbl 110 YMOJT9aHUIO MO?KHO C apI'YMEHTOM defaults=on:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on J

{

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,
"sid": ""

PUT

HTTP-meron PUT mozBosisier co3narh HOBYIO JSON-CyIIHOCTH 1O yKa3aHHOMY IIYTH WU NOAHOCITILIO
3aMEHHUTD CYIIECTBYIOILYIO.

Hanpumep, uTobs! 100aBUTH He 33/ 1aHHBII panee napameTp max_fails y cepsepa backend.example.com
B alcrpuMe backend:

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—fails

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com/max_fails\" was updated with replacing."

}

[TpoBepuM n3MeHEHUS:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 5,
"max_fails": 2
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DELETE

HTTP-meron DELETE yaaJsier paree 3adarHbie HACTPOUKU 10 YKA3aHHOMY IIyTH; IIPH 3TOM BOCCTAHAB-
JINBAIOTCA 3HAYEHUs 110 YMOJYAHUIO, €CJIU OHU €CTb.

Hanpumep, 9To6bl yaaauTh U3MEeHEHHBIN paHee mapaMeTp max_fails y cepBepa backend.example.com
B ancrpumMme backend:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_
—fails

"success": "Reset",
"description": "Configuration API entity \"/config/http/upstreams/backend/servers/
—backend.example.com/max_fails\" was reset to default."

}

IIpoBepum n3amenenus ¢ aprymenTom defaults=on:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?
—defaults=on

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,
"sigq": ""

ITapameTp max_fails BepHYyJCA K 3HAUECHUIO IO YMOJTIAHUIO.

PATCH

HTTP-meron PATCH 103BOJISIET CO3/IaTh HOBYIO CYIITHOCTD [0 yKA3aHHOMY IIyTH JINOO YaCTUIHO 3aMEHUTD
um gonoHuTh cymectyiomtyio (RFC 7386), ornpasus B manubix JSON-omnpenenenue.

Merox paboraer Tak: eciu CyITHOCTH, yKA3aHHBIE B HOBOM OIIPENIEJIEHUU, YK€ €CTh B KOH(DUIYPAIWH,
oHU OY/IyT TEPe3alCaHbl; eCJN UX HET, TO OHU OYIyT J10OABJICHBI.

Hanpumep, 4Tobpl mOMeHATH 3HaYeHHE ITapaMeTrpa down y cepBepa backend.example.com B armcrpume
backend, ocraBuB npouee 6e3 U3MEHEHUI:

$ curl -X PATCH -d '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

{

"success": "Updated",

"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com\" was updated with merging."
}

IIpoBepuM m3MeHeHMsT:
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[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

-/

"max_conns": 5,
"down": true

Ob6parure BHUMaHMe, 9TO mepeganublil ¢ 3ampocom PATCH JSON-00beKT cauacsa ¢ yzKe CyIeCcTBYOIIHM,
a He 3aMEeHUJI ero IeJIUKOM, Kak Obiao Obr ¢ PUT.

Ocobblit cityvail TpeICTaB/IsA0T 3HadeHrst null; OHU MCIIOJIB3YIOTCS JJIs YIAJIEHUS OT/IeJIbHBIX 9JIEMEHTOB
KOHMUT'YPAIIH B XOJI€ TAKOT'O CJIMSTHUS.

O IIpumeuannue

Taxkoe ynanenune anajgorunano gaefictsuio DELETE; B 9aCTHOCTH, BOCCTAHABIUBAIOTCS 3HATEHUS 110 YMOJI-
YJaHUIO.

Hanpumep, 4aTobbl ymaauTh n00aB/IeHHBI paHee mapaMerp down U OJHOBPDEMEHHO C 9THM H3MEHUTh
max_conns:

$ curl -X PATCH -d '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": "Updated",
"description": "Existing configuration API entity \"/config/http/upstreams/
—backend/servers/backend.example.com\" was updated with merging."

}

IIpoBepum u3MeHeHUs:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

-

{

"max_conns": 6

}

ITapameTp down, mjist KOTOPOro OBLIO IIepe/IaHo 3Ha4YeHne null, yiajieH; 3HaUeHNne max_Cconns M3MeHEHO.

Auth Basic

TlosBossteT OrpaHUYNTh AOCTYI K pecypcaM C IPOBEPKON MMEHM U HapOJis MOJIb30BATEIs 110 IIPOTOKOJLY
«HTTP Basic Authentication».

OrpaHu9uTh JOCTYI MOYKHO TaKXKe I10 adpecy WIH 10 pesyavmamy nodsanpoca. OIHOBpEMEHHOE Orpa-
HUYEHUE JIOCTYIa 0 aJPeCy U MAPOJII0 YIIPABJISIETCS JIUPEKTUBON Satisfy.
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Mpumep koHcpurypayun

location / {
auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

OupekTussbl

auth _ basic

Cunrakcuc auth_basic cmpoxa | off;

Ilo ymomua- auth_basic off;

HUIO

Konrekcr http, server, location, limit except

Bkirrouaer npoBepky nMeHu u mapoJisi moJib3oBarelis 1o nporokosiy «HTTP Basic Authentications». 3a-
JIAHHBIN TTapaMeTp UCIOJIb3yeTcs B KadecTse realm. B 3HadeHnn mapamerpa JOMYCTUMO HCIIOJIb30BAHUE
[I€PEMEHHBIX.

off OTMEHSIET JIeHCTBIE YHACIEIOBAHHON C MPEIbIAYIIEero YPOBHs KOHMUTYPAIIUN TN~
pekTuBbl auth_ basic

auth basic_user _file

Cunrakcuc auth_basic_user_file ¢atin;

Ilo ymomua- —

HUTO

Konrekcr http, server, location, limit except

Samaer @atii, B KOTOPOM XPAHATCS MMEHA U 1apoJu moJb3oBareseit. Dopmar daiia cirery ommii:
# xKoMMeHTapuit nMsl:maposbl UMA2:1apoIb2:KOMMEHTAPUN UMsI3:11ap0oJIb3

B umenu gating MOXKHO HCIIOIB30BATH IIEPEMEHHBIE.

TlonnepkuBatoTcsi CieayoNue TUILI TAPOJIEii:

e samudposanuble GyHKImedd crypt(); MOryT ObITH CO3/IAHBI € IIOMOIIBIO yTHIUTHL htpasswd u3 mauc-
tpubytusa HTTP-cepepa Apache nian KkomaHabl «openssl passwd»;

e X3MIMPOBaHHBIE C MIOMOIIBIO aJIroputMma, ocHosanuoro Ha MD5, o sepcun Apache (aprl); moryr
OBITH CO3JIAHBI TEMU YK€ WHCTPYMEHTAMU;

® 3aJIaHHBIE COIJIACHO CUHTAKCUCY «{crema}dannves Kak ormcano B RFC 2307; B nacTosgmumii MOMEHT
peasinzoBanbl cxembl PLAIN (B KauecTBe puMepa, He cieyer npuMenaTs), SHA (npocroe SHA-1
X3IMMpoBaHue, He cieayer npuMensatb) u SSHA (SHA-1 xsmmpoBaHue ¢ COJBbIO, UCHOJIB3YETCS B
HEKOTOPBIX mporpaMmax, B dacraoctu OpenLDAP u Dovecot).
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“%* OcTopozxkHO

Tlonnepxkka cxembl SHA ObL1a 106aBjeHa JIUING J1JIsi 0OJIEMYEHUs] [TPOIecca MUTpanyy (Gailjios mapo-
Jieit ¢ npyrux Beb-cepeepoB. Ee He ciieilyeT IpUMEHSTH JJIsi HOBBIX IapOJieii, T.K. HCIIOJIb3yeMOe IIPH
srom SHA-1 xsmupoBanue 6€3 oMU yA3BUMO K B3JIOMY IIPHU ITOMOIIMK DALy KHBIX TAOJINIL.

Auth Request

IIpemocTaBisieT BO3MOXKHOCTH aBTOPU3AINN KJINEHTA, OCHOBAHHON Ha pe3y/bTaTe moa3amnpoca. Ecim mos-
3aIIpOC BO3BPAIAeT KO OTBeTa 2XX, JocTyl paspemaercs. Eciau 401 wim 403 — jocTyn 3amperaercs ¢
COOTBETCTBYIOIIUM KOJIOM OIMHUOKY. JI000i 1pyroi Kol OTBeTa, BO3BPAIAEMbIil IOI3aIIPOCOM, CIUTAETCS
OIIIOKOA.

IIpu ommbke 401 xkymenTy Tak:ke nepeaercs 3aroiaoBok « WWW-Authenticate» uz orsera momzamnpoca.

IIpu cObopke m3 UCXOIHOTO KOIA MOMIY/Ib HE COOUPAETCS IO YMOJYAHUIO; er0 HEeOOXOJAUMO BKJIIOUUTH C
ITIOMOIIBIO TTapaMeTpa cOOpKM --with-http_auth_request_module. B makerax m obpa3ax M3 HaIINX
PEIo3UTOPUEB MOJLYJ/Ih BKJIFOUEH B COOPKY.

Momynab MoxKeT ObITH CKOMOMHUPOBAH C JAPYTHUME MOJIYJISIME JOCTYyIA, TaKuMu Kak Access u Auth Basic
C TIOMOIIBIO JTUPEKTUBBI Satisfy.

Mpumep koHcpurypauyun

location /private/ {
auth_request /auth;

#

}

location = /auth {
proxy_pass
proxy_pass_request_body 3
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

OupekTnssol

auth request

Cunraxcuc auth_request uri | off;
Ilo ywmomua- auth_request off;
HUIO

Konrekcr http, server, location

BrurouaeT aBTOopm3anuio, OCHOBAHHYIO Ha Pe3yJIbTaTe BBIIOJTHEHUs mojgamnpoca, n 3amaet URIL, ma koro-
pblit Oy/1eT OTIPAaBJIEH OI3AIIPOC.
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auth request _set

Cunrakcuc auth_request_set $nepemennasn snavenue;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

VcraHaBIMBAET MEPEMEHHYIO B 3AIIPOCE B 33]AHHOE 3HAUEHUE IIOCJIE 3aBEPIIEHUS 3aIIPOCA ABTOPUIAIINH.
SHaueHne MOXKeT COJepKaTh ePEeMEHHbIe U3 3aIpOca ABTOPU3AIlUNY, HALIpUMED, Supstream_ hitp  *.

Autolndex

O6ciryzkuBaeT 3anpOChl, OKAHYUBAIONIMECS KOCO# 4eproit (/), u Bhlmaer jumcTuHr Kartajora. O6GBIYHO
zarpoc nomajgaer K Moayio Autolndex, korma Momysib Inder He HAIE]T WHIAEKCHBINA (haillr.

Mpumep koHurypayun

location / {

autoindex ;
}
OdupekTusnbl
autoindex
CunTrakcuc autoindex on | off;
Ilo ymomua- autoindex off;
HUTO
Konrekcr http, server, location

PaspemaeT 1 3allpeniaeT BBIBOJ JIMCTHUHI'A KaTaJiora.

autoindex exact _size

Cunraxcuc autoindex_exact_size on | off;
Ilo ymomua- autoindex_exact_size on;
HUIO

Konrekcr http, server, location

s gopmama HTML onpenesisier, Kak BBIBOAUTH pa3Mepbl (GailjioB B JIMCTUHIE KATAJOTA: TOYHO WJIU
OKDYTIJIsis 10 KIIobaiT, merabaitT u rurabaiir.
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autoindex format

Cunrakcuc autoindex_format html | xml | json | jsonp;
Ilo ymomua- autoindex_format html;

HHIO

Konrekcr http, server, location

Sagaer hopMaT BBIBOJA JIMCTUHTA KATAJIOTA.

IIpu ucnonszoBanuu dopmara JSONP mmsa callback-dyuknuu 3anaercss B aprymente 3armpoca callback.
Ecin aprymeHT oTCyTCTBYET MM MMeeT IIyCTOe 3HadeHue, TO ucob3yercs popmar JSON.

Brison B popmare XML mozkeT ObITH peobpazoBan mpu oMoty Moaysis XSLT .

autoindex localtime

Cunrakcuc autoindex_localtime on | off;
Ilo ywmomua- autoindex_localtime off;
HUIO

Konrekcr http, server, location

st popmama HTML onpepessier, B Kakoii BpeMEeHHOI 30HE BBIBOJMTH BPEMsI B JINCTUHIE KaTaJjora: B
JiokasbHo# mim B UTC.

Browser

Cozzaer repeMeHHble, 3HaYeHUsI KOTOPBIX 3aBUCAT OT 3HaUeHns 1oJist « User-Agent» B 3arojioBke 3ampoca.
MepemeHHbie

$modern_browser

paBHA 3HAYEHUIO, 33JAHHOMY JUPEKTUBON modern browser walue, ecam Gpay3ep OIO3HAH KaK COBpe-
MEHHBI;

$ancient_browser

paBHA 3HAYEHUIO, 3aJaHHOMY IUPEKTUBOU ancient browser wvalue, ecam 6Gpay3ep OIIO3HAH KAK yCTapeB-
NI

$msie

paBHa «1», ecoiu Gpaysep onoszHan Kak MSIE Jiroboii Bepcumn.
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Mpumep koHburypaumn

Bbibop ungekcHoro daiina:

modern_browser_value "modern.'";

modern_browser msie 5,63
modern_browser gecko 1.0.0;
modern_browser opera ©.03
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}thtml index.html;

MepeHanpasnenue ans crapbix Opay3epos:

modern_browser msie 5.0;
modern_browser gecko 0.9.1;
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;
modern_browser unlisted;
ancient_browser Links Lynx netscape4;

if ($ancient_browser) {
rewrite -~ /ancient.html;

}

OdupekTussbl

ancient browser

Cunrakcuc ancient_browser cmpoxa ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaeT MOJCTPOKU, TPU HAXOXKJEHWHM KOTOpbiXx B mojie «User-Agent» 3arosioBka 3ampoca Opaysep
cuntaerca ycrapesmuM. CrenuaibHas CTPOKa <«netscaped» COOTBETCTBYET PEryJIsipHOMY BbLIPAsKEHUIO

«~Mozilla/[1-4]».
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ancient browser value

Cunrakcuc ancient_browser_value cmpoka;
Ilo ymomua- ancient_browser_value 1;

HUIO

Konrekcr http, server, location

3ajaeT 3HaYeHne I IIEPeMeHHbIX Jancient  browser.

modern browser

Cunrakcuc modern_browser 6paysep sepcus;
modern_browser unlisted;

Ilo ymomua- —

HUO

Konrekcr http, server, location

3asaeT Bepcuio Opay3epa, HaulHasl ¢ KOTOPOil OH CUATaeTCs COBpEMEHHbIM. B KatuecTBe Opaysepa MOKHO
3azaTh msie, gecko (6paysepsl, coznannbie Ha ocHose Mozilla), opera, safari win kongueror.

Bepcun moxkuo 3agath B popmarax X, X. X, X.X. X min X.X.X.X. MakcumaabHbIe 3HAUEHUS IS KaXK-
joro u3 dpopmatoB coorBercTBenno — 4000, 4000.99, 4000.99.99 u 4000.99.99.99.

CruermaibHoe 3HadeHne unlisted ykKa3blBaeT CUMTATH COBPEMEHHBIM Opay3ep, He OMUCAHHBIN IUpeK-
TuBaMu modern_ browser u ancient browser. B IpOTHBHOM cjydae HellepedHCJIeHHBIN Opay3ep Oyjer
cuuTaThCsd yerapesimM. Ecin B 3arosioBke 3ampoca Her mosisa «User-Agents», To 6paysep cunraercs Here-
PEYUCJIEHHDBIM.

modern browser value

Cunrakcuc modern_browser_value cmpoxa;
Ilo ymomua- modern_browser_value 1;

HUIO

Konrekcr http, server, location

3asaer 3HAYEHNE JIA IepeMeHHbIX $modern  browser.

Charset
Jobasisier ykazanHyo KoaupoBky B mojie «Content-Type» 3arosioBka orsera. Kpome Toro, Moy/ib mo-
KeT HepeKO,ILI/IpOBaTb JaHHbIC U3 O,ILHOﬁ KO,HI/IpOBKI/I B ,ZprI‘yIO C HeKOTOpI)IIVH/I OI‘paHI/I‘IeHI/IHMI/I:

® IIePEKOJIMPOBAHUE OCYIIECTBISAETCSA TOJIBKO B OJHY CTOPOHY — OT CepBepa K KJIMEHTY,

® TIEPEKOINPOBATHCI MOTYT TOJIBKO OTHODAMTHDBIE KOJUPOBKHU

e wyu oxuHObadiTHBIEe KOopupoBku B UTF-8 u obparHo.
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Mpumep koHcpurypayun

include conf/koi-win;

charset windows-1251;
source_charset koi8-r;

OupekTusnbl
charset
CunTrakcuc charset koduposxa | off;
Ilo ywmomua- charset off;
HUIO
Konrekcr http, server, location, if B location

Hobasisier ykazannyo koaupoBky B mojie «Content-Type» 3arosmoBka orBera. Ecim sTa KOIupOoBKa OT-
JIMYAETCS OT YKA3aHHOW B JUPEKTUBE source charset, TO BBINOJHSIETCS TEPEKOINPOBAHIE.

ITapamerp off ormensier nobaBJieHne KogaupoBku B mosie «Content-Type» 3arosioBka orsera.

KO,ILI/IpOBKa MOXKeT OBLITh 3a/laHa C IIOMOIIbIO HepeMeHHOfII

[charset $charset; ]

B srom ciydae HeoOGX0aMMO, YTOOBI BCE BO3ZMOXKHBIE 3HAYEHUS MEPEMEHHON IIPUCYTCTBOBAJIU XOTs ObI
OJIMH pa3 B JII0OOM MecTe KOH(MUIYpaluu B BUJE JUPEKTUB charset map, charset mwmu source charset.
s komupoBoxk utf-8, windows-1251 u koi§-r mjist TOT0 1OCTATOYHO BKIIIOUYUTD B KOH(MUTYPAITIIO (DaliIbl
conf/koi-win, conf/koi-utf u conf/win-utf. Qs npyrux KOIAUPOBOK MOXKHO IIPOCTO CJIEJIATh (PUKTUBHYIO
TabJIUILy TIEPEKOINPOBKH, HAIIPUMED:

[charset_map is0-8859-5 _ { } }

Kpome Toro, komupoBka MoxkeT 6bITh 3ajana B mosie «X-Accel-Charset» 3arosioBka orBera. 9Ty BO3-
MO>KHOCTH MOXKHO 3aIPETUTH C MOMOIIBIO JUPEKTUB proxy ignore_ headers, fastcgi ignore headers,
uwsgi_tgnore_headers, scgi_ignore_headers u grpc_ignore_headers.

charset _map

Cunraxcuc charset_map xoduposkal xoduposral { ... }
Ilo ymomua- —

HUIO

Konrekcr http

OnucbiBaeT TabJIUILy IEPEKOIUPOBAHUS U3 OJHON KOJUPOBKH B ApyTyio. Tabauna jijist 00paTHOro mepeKo-
JMPOBaHUs CTPOUTCS Ha OCHOBAHUU TEX Ke JaHHBIX. KOIbl CHMBOJIOB 33/1a10TCsI B IIECTHAIIATEPUIHOM
Bujie. Heonucanubie cumBosiel B ipefenax 80-FF 3amensiiorest na « ?». Ilpu nepexkoguposanun u3z UTF-8
CHUMBOJIbI, OTCYTCTBYIOIIME B OJHOOAWTHON KOAUPOBKE, 3aMeHSIOTCs Ha « (I ZXXXX;».

IIpumep:

charset_map koi8-r windows-1251 {
CO FE ; # small yu
Cl1 EO ; # small a
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C2 E1 ; # small b
C3 F6 ; # small ts

IIpu onucanun tabuinl nepekogupoanusd B UTF-8, koabr komguposku UTF-8 m0mKHBI OBITH yKa3aHbI
BO BTOPOII KOJIOHKE, HAITPUMEP:

charset_map koi8-r utf-8 {
CO DI8E ; # small yu
C1 DOBO ; # small a
C2 DOB1 ; # small b
C3 D186 ; # small ts

TTosiabie TabsmIBl TpeobpazoBanust u3 kois8-r B windows-1251 n u3 koi8-r u windows-1251 B utf-8 Bxomar
B puctpubyTuB u Haxouarca B dainax conf/koi-win, conf/koi-utf u conf/win-utf.

charset _types

Cunrakcuc charset_types mime-mun ...;

Ilo ywmomua- charset_types text/html text/xml text/plain text/vnd.wap.wml
HUIO application/javascript application/rss+xml;

Konrekcr http, server, location

Paspermaer pabory Mozyis B orBetax ¢ yKasanHbiMu MIME-tunamu B monosnnenue x «text/hitml». Cne-
nuaJjbHoe 3HadeHue « *» coorsercryer juooomy MIME-rumy.

override charset

CunTakcuc override_charset on | off;

Ilo ywmomua- override_charset off;

HUIO

Konrekcr http, server, location, if B location

OmnpeiesisieT, BBITIOJHSITD JIA IEPEKOUPOBAHNE JIJIsT OTBETOB, IOy Y€HHBIX OT IIPOKCUPOBAHHOTO CEPBEPA
i ot FastCGI/uwsgi/SCGI/gRPC-cepBepa, eciiu B oTBeTax yKe yKas3aHa Koauposka B mose «Content-
Type» 3arosioBka oTBera. FEcjin nepekogupoBaHue paspenieHo, T0 B Ka4eCTBE UCXOMHON KOJUPOBKU UC-
[OJIb3YeTCsl KOJUPOBKA, YKA3aHHAS B [TOJYYEHHOM OTBETE.

(i ) IIpumeuanune

Ecim orBer 6bLT mIOMIyUeH B mog3amnpoce, TO, HE3ABUCUMO OT 3HAYEHUS JUPEKTUBHI override charset,
BCerJla BBIMTOIHAETCS IIEPEKOINPOBAHNE U3 KOJUPOBKU OTBETA B KOJUPOBKY OCHOBHOI'O 3aIIpOCa.
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source charset

Cunrakcuc source_charset xoduposka;

Ilo ymomua- —

HUO

Konrekcr http, server, location, if B location

3asiaeT MCXOMHYIO KOIMPOBKY OTBeTa. KCjiM 3Ta KOAMPOBKA OTIMYAETCS OT YKA3aHHOU B JIUPEKTUBE
charset, TO BBITIOTHSIETCST TIEPEKOINPOBAHUE.

DAV

IIpennasnaden st aBTOMATH3AINA 337849 yIpaBjieHus (aiilaMu Ha cepBepe Mo mpoTokoay WebDAV.
Monyns obpabarsiBaer HTTP- u WebDAV-meronst PUT, DELETE, MKCOL, COPY u MOVE.

IIpu cObopke m3 MCXOMHOTO KOMA MOMIY/Ib HE COOMPAETCS MO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOUUTH C
IIOMOIIBIO TTapaMeTpa cOopku --with-http_dav_module. B makerax m oOpasax U3 HAIINX PEINO3UTOPHUEB
MOJTYJIb BKJIFOUYEH B COOPKY.

@ Baxno

WebDAV-kjienTsl, KOTOpBbie TPEOYIOT It paboThl JomoHuTeabHbIx WebDAV-Mmeronos, ve OymyT
paboTaTh C STUM MOJIYJIEM.

Mpumep koHdurypauymn

location / {
root /data/www;

client_body_temp_path /data/client_temp;
dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path 5
dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

AdvpekTunsbl

create_full _put_path

CunTakcuc create_full_put_path on | off;
Ilo ywmomua- create_full_put_path off;
HUTO

Konrekcr http, server, location
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Ilo cuermudukanun WebDAV-meron PUT moxker cozgaBarh (aill TOJIBKO B y2Ke CyIIeCTBYIOIIEM KaTa-
Jiore. /laHHast TUPEKTUBa, pa3peliaer co3/1aBaTh BCe HEOOXOIMMbIE TPOMEXKYTOYHbBIE KATAJIOTH.

dav access

Cunrakcuc dav_access noab308ament:npasa . . . ;
Ilo ymomua- dav_access user:rw;

HUIO

Konrekcr http, server, location

SajaeT nmpaBa JOCTyIa Ui Co3/aBaeMbix (hailjioB U KATAJIOTOB, HAIIPUMED,

[dav_access user:rw group:rw all:r;

Ecan 3amanst kakue-mnbo mpaBa [y group min all, To mpaBa JTs user yKas3bpIBaTh HEODSI3aTETHHO:

[dav_access group:rw all:r;

dav__ methods

CunaTakcuc dav_methods off | memod ...;
Ilo ywmomua- dav_methods off;

HUIO

Konrekcr http, server, location

Paspemraer ykazaunasie HTTP- u WebDAV-meronnt. [lapamerp off 3amperniaer Bce MeTombl, 06pabaTh-
BaeMble naHHBIM MomyseMm. [lommepxkusatorcs ciemyromnme meroas: PUT, DELETE, MKCOL, COPY u
MOVE.

@aii, 3arpyxkaembiii Merogom PUT, 3anuceiBaercsa Bo BpeMeHHBIH daili, a moToM 310T (aiil mepenme-
HOBBIBaeTCA. BpemeHHbIl (Dailyi 1 ero MOCTOSHHOE MECTO XPAHEHHUs MOIYT DPACIOJIAraThbCsd HA PA3HBIX
daitnoBbix cucremax. OJIHAKO HYZKHO yUIUTBIBATH, YTO B 9TOM CJydae BMECTO JIEIIEBOH OIepalluu Imepe-
VMEHOBBIBaHUSI B IIpeJiesiax OJIHOM baitsioBoil cuctembl (aiij Konupyercs ¢ OHON (HhailjIoBOI CUCTEMbI Ha,
napyryio. Ilostomy Jrytime, eciau coxpansieMble hailiibl Oy/IyT HAXOJUTHCS Ha TOM »Ke (aflioBoii cucreme,
9TO U KATaJIOr C BpeMeHHbIMU dafiaMu, 3a1aBaeMblil JUPeKTuBoil client body temp path nns mammoro
location.

IIpu cozmanuu daitna ¢ momoribio Meroga PUT moxkuO 3a1aTh JaTy MOAuMUKAINU, [IEPEIaB ee B MOJe
3arosioBka «Datey.

min_delete _depth

Cunrakcuc min_delete_depth wucao;
Ilo ymonya- min_delete_depth 0;
HUIO

Konrekcr http, server, location

Pazpemmaer metony DELETE yrnansars daityibl mpu ycJaoBUU, 9TO YUCIO IJIEMEHTOB B IIyTH 3aIIpoca He
MeHbIIIe 3aJlaHHOor0. Hampumep, nupekTusBa

[min_delete_depth 4; ]
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paspeniaer ynanadaTh Gailiibl 0 3aIpocam

/users/00/00/name
/users/00/00/name/pic. jpg
/users/00/00/page . html

U 3anpergaeT yJdaJieHue

[/users/OO/OO J

Empty GIF

Boigaer ognonmkcenbubrit mpospaunbiit GIF.

Mpumep koHurypauun

location = /_.gif {
empty_gif;

OupekTnssbl

empty _gif

Cunrakcuc empty_gif;
Ilo ymomua- —

HUIO

Konrekcr location

Paspermraer B comepxkaiem location BbIaBaTh OJHOIMHKCENBHBIN Tpo3padnbiii GIF.

FastCGl

TlozBosster mepenasars 3ampockl FastCGI-cepsepy.

Mpumep koHpurypauun

location / {
fastcgi_pass localhost:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;
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AduvpekTunsbi

fastcgi_ bind

Cunraxcuc fastcgi_bind adpec [transparent| | off;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer JiokaabHbIN [P-agpec ¢ HeoOsi3aTEIbHBIM IIOPTOM, KOTOPbIHA Oy1eT UCIO0JIb30BATbCS B UCXOISIIITX
coenuuenusix ¢ FastCGl-cepepom. B 3mHavenunm mapamerpa IOIMyCTHMO HCIIOJIB30BAHUE MMEPEMEHHBIX.
Cuermasnbaoe 3Ha4deHne off oTMeHsIeT 1eficTBIe yHACIEIOBAHHOM C IPE/IBIIYINEro yPOBHS KOH(MUTY AN
JIMPEKTUBHI fastcgi  bind, MO3BOJIsIS cCTEME CAMOCTOSITEIHHO BRIOMPATDH JOKaIbHbIH [P-ampec u mopr.

IIapameTp transparent mosBosisieT 3a7aTh HeJOKaJbHBIH [P-aipec, KOTOpBIl OyIeT MCIOIB30BATHCHA B
ucxonsimux coepunenusix ¢ FastCGl-cepsepom, Hanpumep, peasibabiii [P-anpec xiuenta:

[fastcgi_bind $remote_addr transparent; }

st paboThl mapaMeTpa 0OBIYHO TpebyeTcs: 3amycTuTh paboune nporecchl Angie PRO ¢ npuBmierusivu
cynepnoavdosamens. B Linux sTo He TpebyeTcs, Tak Kak ecju yKa3aH napaMeTp transparent, To pabodue
mporieccsl HacaenytoT capability CAP_ NET RAW u3 ry1aBHOTO TIPOIECCA.

@ Baxmno

HeobxoiMo HaCTPOUTD TabJINILy MAPIIPYTH3AINAN s1/Ipa JJIs IepexBara cereBoro Tpaduka ¢ FastCGI-
cepsepa.

fastcgi _buffer_size

Cunrakcuc fastcgi_buffer_size pasmep;
Ilo ymonua- fastcgi_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sajzaer pasmep 6ydepa, B KOTOPBIA OyJIeT 4uTarThCcs IepBas 4acTh OTBeTa, mojydaemoro or FastCGI-
cepBepa. B 3Toit acTu oTBeTa 0OBIYHO HAXOMUTCS HEOOJIBINON 3ar0JIOBOK 0TBeTa. 110 ymMordanuio pasmep
osHOTO Oybepa paBeH pasMepy CTpaHUIlbl naMmsaTu. B 3apucumoctu ot miardopmbr 310 mwim 4K, wmm 8K,
OHAKO €r0 MOYKHO CJIeJIaTh MEHBIIIE.

fastcgi_ buffering

CunTakcuc fastcgi_buffering on | off;
Ilo ywmomua- fastcgi_buffering on;
HUTO

Konrekcr http, server, location

Paspemaer nin 3anperaer ucnosib3oBath 0ydepusaiuio orseroB FastCGI-cepsepa.
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off Angie PRO npunumaer orser FastCGl-cepBepa Kak MOXKHO OBICTpee, COXPaHsIsI
ero B Oydepbl, 3a/IaHHbIe TUPeKTUBaMu fastcgi  buffer size u fastcgi  buffers. Ec-
JII OTBET HE BMEIAETCS MEJUKOM B TIAMSATH, TO €r0 YaCTh MOYKET OBITH 3aIIUCAHA
HA JIUCK BO 6peMeHmblil (pats. 3ammch BO BpeMeHHbIE (DaNIbl KOHTPOJIUDYETCS
nupekTuBaMu fastcgi max_temp file size m fastcgi temp file write_ size.

on OTBET CHHXPOHHO MEPEJIAeTCs KJIMEHTY Cpaldy »Ke I[I0 Mepe €ero MOCTYIJICHUs.
Angie PRO wme nbiTaercst cuurarh Bech orBeT FastCGI-cepsepa. MakcumaabHbIi
pa3mep jaHHbX, KoTopblit Angie PRO MoxkeT npuHsaTh OT cepBepa 3a OIMH pas,
3a/1aeTcs IUPEeKTUBOU fastcgi  buffer size.

Bydepuzarus moxker ObITh TaK:Ke BKJIIOYEHA WJIM BBIKJIIOYEHA IIYTEM HEPEAdd 3HAUCHUS <yes» WUJIH
«no» B nosie «X-Accel-Buffering» 3arosoBka orBera. 9Ty BO3MOKHOCTH MOYKHO 3aIIPETUTH C MOMOIIHIO
JIMPEKTUBLI fastcgi ignore_headers.

fastcgi buffers

Cunrakcuc fastcgi_buffers wucro pasmep;

IIo ymonua- fastcgi_busy_buffers_size 8 4k|8k;
HUIO

Konrekcr http, server, location

SasaeT aucso u pazmep 0ydepoB JTst OIHOTO COeMHEHNST, B KOTOPBIE OyJIeT YNTATHCS OTBET, OJTyIaeMblii
ot FastCGI-cepsepa. Ilo ymosraanuio pasmep ofHOro 0ydepa paBeH pa3mMepy CTPAHUIBL. B 3aBucuMocTH
ot miaardopmel 310 win 4K, nmm 8K.

fastcgi _busy buffers size

Cunrakcuc fastcgi_busy_buffers_size pasmep;
Ilo ymonua- fastcgi_busy_buffers_size 8k|16k;
HUIO

Konrekct http, server, location

IIpu Bruttouennoit oygpepusayuu orseros FastCGl-ceprepa, orpanmanBaeT cyMMapHbIi pa3mep 6ydepos,
KOTODPBIE MOTYT OBITH 3aHSTHI JJIsI OTIIPABKYM OTBETa KJIMEHTY, [TOKA OTBET eIle He MPOYUTAH IEJTHKOM.
Ocrasimuecst 6ydepbl TeM BpeMeHeM MOT'YT HCIIOJIb30BaThCs JIJIsl YTEHUs] OTBETA U, IPU HEOOXOIUMOCTH,
Oy depusarun yacTu oTBeTa BO BpeMeHHbI (daiir. [lo ymomuanuio pazmep orpannveH aBymMs Oydepamu,
3aJIaHHBIMU AUpeKTuBamu fastcgi  buffer size u fastcgi  buffers.

fastcgi_cache

Cunraxcuc fastcgi_cache 3ona | off;
Ilo ywmomua- fastcgi_cache off;
HUIO

Konrekcr http, server, location

3ajiaer 30HY pasiesisieMOi IaMsITH, UCII0/Ib3yeMoil [ijist KamupoBanus. OJIHa 1 Ta yKe 30Ha MOXKET UCIIOJIb-
30BaThCA B HECKOJIBKUX MecTaX. B 3HavUeHWM mmapameTpa MOXKHO HCIOJIB30BaTh mepeMeHuble. [lapamerp
off zamperaer K3MMUPOBaHNE, YHACICIOBAHHOE C IPEIbIAYINErO YPOBHsT KOH(MUTYPAITU.
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fastcgi cache background update

Cunrakcuc fastcgi_cache_background_update on | off;
Ilo ywmomua- fastcgi_cache_background_update off;
HHIO

Konrekcr http, server, location

TlozBossteT 3amycTuTh (DOHOBBIN TIOI3AIPOC M1JIsi OOHOBJICHUS IIPOCPOYEHHOTO 3JIEMEHTA KA, B TO BPEMsI
KaK KJIMEHTY BO3BPAINAETCHA yCTAPEBINUI KIMUPOBAHHBIN OTBET. VCcmosb30BaHne yCcTapeBIero KImmpo-
BAHHOI'O OTBETa B MOMEHT €r0 OOHOBJIEHHS JOJI2KHO OBITH DA3DEULEHO.

fastcgi cache bypass

Cunrakcuc fastcgi_cache_bypass cmpoxa ...;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3amaer ycyioBus, IPU KOTOPBIX OTBET He Oymer Oparbcst m3 Kamra. e 3HaveHne XoTsi ObI OHOTO M3
CTPOKOBBIX IMapaMeTPOB Herycroe u He paBHO «0», TO OTBeT He GEPeTCs U3 KIIIA:

fastcgi_cache_bypass $cookie_nocache $arg _nocache$arg_comment;
fastcgi_cache_bypass $http_pragma $http_authorization;

MokHO MCIIOJIB30BATH COBMECTHO C AUPEKTUBOI fastcgi mo  cache.

fastcgi cache key

Cunrakcuc fastcgi_cache_key cmpoxa;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer KIIIOY JIjTsi KIMIUPOBAHUS, HAIIPUMED,

[fastcgi_cache_key localhost:90003request_uri;

fastcgi _cache lock

CunTakcnc fastcgi_cache_lock on | off;
Ilo ymomga- fastcgi_cache_lock off;
HHIO

Konrekct http, server, location

Ecin BRIITOYEHO, OJTHOBPEMEHHO TOJBKO OJHOMY 3aIpocy OyJeT MO3BOJIEHO 3allOJHUTL HOBBIA 3Jie-
MEHT K3IlIa, HACHTHMOUIMPYEMbIl COIacHO aupekTuse fastcgi  cache  key, nmepemas 3amnpoc na FastCGI-
cepBep. OcTajbHBIE 3alPOCHI ITOTO KE 3IJEMEHTa OyayT /OO OXKUJATH IOSIBJIEHUSI OTBETA B Kd-
e, b0 OCBODOXKIEHMS OJOKMPOBKU ITOTO IJIEMEHTA, B TE€UEHUE BPEMEHU, 3aJaHHOTO JIUPEKTUBOI
fastcgicache_lock timeout.
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fastcgi cache lock age

Cunrakcuc fastcgi_cache_lock_age spems;
Ilo ywmomua- fastcgi_cache_lock_age 5s;
HHIO

Konrekcr http, server, location

Ecmm nocienauit 3anpoc, nepenannbiit Ha FastCGl-cepBep 1st 3ammoHeHrsT HOBOTO 3JIEMEHTA KIIMa, He
3aBepINIIICS 3a yKazaHHoe Bpems, Ha FastCGIl-cepBep MoxKeT OBITH MEpeIaH eIre OJIUH 3a1pocC.

fastcgi cache lock timeout

Cunrakcuc fastcgi_cache_lock_timeout spems;
Ilo ywmomua- fastcgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Bamaer taiimayT s fastcgi cache lock. Ilo ncrevennn yka3aHHOIO BpeMeHH 3alpoc OyieT mepegaH Ha
FastCGI-cepsep, ogunako orBer He OyI€T KIMMPOBAH.

fastcgi__cache max_range offset

CunTakcuc fastcgi_cache_max_range_offset wucno;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3amaer cMemenue B GaliTax JjIg 3aPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Gaiir (byte-range
requests). Eciu guanazon HaxofuTcsd 3a yKa3aHHBIM CMEIIEHHEM, Tange-3alpoc OyleT HepeiaH Ha
FastCGI-cepsep u oTBer He Oy/ieT KIMIMPOBAH.

fastcgi_cache _methods

Cunraxcuc fastcgi_cache_methods GET | HEAD | POST .. .;
Ilo ywmomua- fastcgi_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecnu meros 3ampoca KjnmeHTa yKa3aH B 9TO JupeKkTuBe, TO oTBer Oynmer kamupoan. Merompr «GET»
u «HEAD» Bcerna go6aBsioTcst B CIIUCOK, HO TEM HE MEHee PEKOMEHIyeTCsl IePEeInCIaTh ux saBHo. CM.
TakK>Ke JUPEKTUBy fastcgi no cache.
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fastcgi cache min_uses

Cunrakcuc fastcgi_cache_min_uses wucno;
Ilo ywmomua- fastcgi_cache_min_uses 1;
HHIO

Konrekcr http, server, location

3ajiaeT 9uCIIo 3aIpoCoOB, MOC/IE KOTOPOr0 OTBET OYIEeT KIIINPOBAH.

fastcgi_cache path

Cunraxcuc fastcgi_cache_path nymo [levels=yposru] [use temp path=on]off]
keys zone=umsa:pasmep [inactive=epemsa| [max _size=pasmep| [min _free=pasmep|
[manager files=wucao| |[manager sleep=epemsa] [manager threshold=epems]

[loader files=wucao]| [loader sleep=epema] [loader threshold=epemal;
Ilo ymomga- fastcgi_cache_min_uses 1;
HHIO
Konrekcr http, server, location

SajaeT myTh U Ipyrue napaMerpsl karma. Jlanmbie Kamma xpauarcs B daitnax. Kimodom n nmenem daitia
B K31IIe siBasieTcsd pesyabrar dyukimn MD5 ot mpokcuposannoro URL.

ITapameTp levels 3aJlaeT YPOBHHU UEPAPXUU K3IITa: MOXKHO 33J1aTh OT 1 /10 3 ypoBHel, HA KaXKJOM YPOBHE
JorryckaloTes 3uadenus 1 wian 2. Hampumep, pu UCIOIb30BAHUA

[fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

nMeHa (HailyioB B K31Ie OyIyT TAKOTO BUJA:

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

Ksmupyembliit oTBeT cHavaa 3aIMCHIBAETCS BO BPEMEHHBIN (haiijl, a TOTOM 3TOT (Paiiyl IepernMeHOBbIBa-
ercsi. Bpemennbie hailyibl 1 KIIII MOTYT PACIOaraTbCsi Ha Pas3HbIX dailyioBeix cucremax. OqHAKO HY2KHO
YUIUTBIBATH, 9TO B 9TOM CJIy9ae BMECTO JEIIeBOI Olepaliuu epernMeHOBBIBAHNS B IIpeJesax OfHON daii-
JIOBO#T cucTeMbl (aitsl KomupyeTcs ¢ OmHON (PaitIoBoil cucTeMbl Ha APYTyo. I1losaToMy Jydrne, ecan K1
Oy/IeT HAXOAUTHCS HA TOH ke (PailjloBoO CUCTeMe, ITO M KATAJIOT C BpEMEHHBIMU (aitiamMu.

Kakoi#t m3 karasoroB OyJeT HCIOIB30BATHCS JIJIs BPEMEHHBIX (DANIOB OIPENENsIeTcs IapaMeTPOM
use_temp_path.

on Eciu mapamerp He 3a/1aH njix yCTAHOBJIEH B 3HAYEHUE «ON», OYIET UCIIOIb30BATH-
CsI KaTaJIor, 33/1aBaeMbIil IUPEKTUBON fastcgi temp path nnst manuoro location.
off BpeMeHHbIe (hailjibl OYIyT pacloaraTbCs HEIIOCPEICTBEHHO B KATAJIOre KIIIIa.

Kpome Toro, Bce akTUBHBIE KJIIOYN U WHMOPMAIUsT O JAHHBIX XPAHSATCA B 30HE PA3JIe/IsieMOil aMsITH,
UMs U pa3Mep KOTOPOi 3aJIal0TCsl [apaMeTpoM keys_zone. 30HBI pa3MepoM B 1 MerabailT J0CTaTOYHO
I8 XpaHEHUS OKOJIO 8 THICTY KJIIOUeit.

Ecin x 1aHHBIM K3111a He 00paInaroTcs B TeUeHNe BPeMeHH, 33/IaHHOI0 I1lapaMeTpoM inactive, To JJaHHbIE
YIAJISI0OTCS, HE3aBUCUMO OT nx cBexkectu. Ilo ymomyanuio inactive pasen 10 MunyTaMm.

CruermasibHbI Tporiecc cache manager ciieiuT 3a MAKCUMAJIBLHBIM Pa3MEPOM KIIIIa, 8 TaKXKe 38 MUHU-
MaJIbHBIM 00beMOM CBOOOTHOTO MeCTa Ha, (DAlJIOBOi cucTeMe ¢ KIIIEM, U yAaJIseT HauMeHee BOCTPeOOBaH-
Hbl€ JAHHBIE IIPY [IPEBBIIIEHNN MAKCUMAJIHHOIO Pa3Mepa KIIa WA HEJOCTATOIHOM 00beMe CBOOOIHOTO
MecTa. YaajeHue JaHHBIX ITPOUCXOINT UTEPAIUIMU.
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max_size MaKCHUMaJIbHOE IIOPOrOBOE 3HaUEHUE pasMepa K3IIa

min_free MWHMMAJIBHOE TIOPOTOBOE 3HAaYeHUEe 00'beMa CBOOOIHOrO MecTa Ha (hailJIoBOii Cu-
cTeMe C K3IIeM

manager_files MaKCAMAJIbHOE KOJTUIECTBO YAAJIIEMBIX 3JEMEHTOB KIIa 3a oany mrepamnuio [1o

yMmosrganuio 100
manager_threshol orpannydnBaeT BpeMs paboTsI o/iHOM nreparuu 1o ymosdanuio 200 MuLIHCEKYHT
manager_sleep BpeMs, B Te9eHIEe KOTOPOro BBIIEPXKUBAETCS Nay3a MexK 1y ureparusamu o ymor-
HaHWIO H() MUIINCEKYHT

Yepes munyty nocie crapra Angie PRO aktuupyercst crieruanbubiii mporece cache loader, koropbrii
3arpyzkaerT B 30HY K3IIa WHMOPMAIUIO O paHee KIMUPOBAHHBIX JAHHBIX, XPAHANNXCS HA (hailioBoi
cucreme. 3arpy3Ka TakyKe TPOUCXOJIUT UTEPAIIUSIMHU.

loader_files MaKCUMAaJIbHOE KOJIMYECTBO IJIEMEHTOB KIIMa K 3arpyske B omHy ureparuio [lo
yMomrgaruio 100

loader_threshold orpanmuymBaeT Bpems paboTol ool nrepanun [To ymomuannio 200 MUIIACEKYHT

loader_sleep BpeMsi, B TeUEHNE KOTOPOTO BBIIEP:KUBAETCS May3a MeK 1y urepanuamu [1o ymour-
YaHU0 (0 MUJIUCEKYH]T

fastcgi cache revalidate

Cunraxcuc fastcgi_cache_revalidate on | off;
Ilo ywmomua- fastcgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBasmmanuio mpoCcpOIEHHBIX JIEMEHTOB K311, TPU TOMOIIY YCAOBHBIX 3AIIPOCOB C MTOJISIMHU
3aroJioBka «If-Modified-Since» u «If-None-Match».

fastcgi_cache use _stale

Cunrakcuc fastcgi_cache_use_stale error | timeout | invalid header | updating | http 500
| http 503 | http 403 | http 429 | off .. .;

Ilo ywmomua- fastcgi_cache_use_stale off;

HUIO

Konrekcr http, server, location

OmpeiesisieT, B KAKUX CJIy9YasiX MOYKHO HCIOJIb30BAaTh yCTAPEBINUI KIMUPOBaHHBIN OTBeT. [lapamerpsr
JUPEKTUBBI COBIIAJAIOT C IapaMeTPAMU JIUPEKTUBHI fastcgi  next upstream.

error IIO3BOJISIET UCIOJIb30BATh YCTAPEBIINN KIIIMPOBAHHBINA OTBET IIPU HEBO3MOXKHO-
cru BeiOopa FastCGI-cepsepa i1 06paboOTKH 3ampoca.
updating JOIIOJTHUTEJIBHBINA ITapaMeTp, pas3penraeT UCIOIb30BaTh yCTaPEeBIINNA KIITNPOBAaH-

HBIl OTBET, eCJIi HA JIAHHBI MOMEHT OH YK€ ODHOBJISIETCSI. DTO MO3BOJISIET MU-
HUMM3UPOBaTh umncjo obpamenuit K FastCGI-cepBepam 1pu 0OHOBJIEHUN K3IIIHU-
POBaHHBIX JAHHBIX.

HcnonbzoBanue ycTapeBIIero K3MMPOBaHHOI'O OTBETa MO2KET TaKKe ObBITH pa3peInieHo HeIlroCpeJICTBEHHO
B 3aroJIOBKE OTBE€Ta Ha OIIPEJIe/ICHHOE KOJIUYIECTBO CEKYH/I IIOCJ/IE TOr'O, KaK OTBET yCTapeJl.
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e Pacmmpenne stale-while-revalidate mosist 3arosioBga «Cache-Control» pasperaer HCIIOIB30BATH
yCTapeBINUil KIMUPOBAHHBINA OTBET, €CJIM Ha, JIAaHHBI MOMEHT OH y2Ke OOHOBJISIETCSI.

e Pacmupenne stale-if-error moss 3aronoska «Cache-Controly paspemaer ucrmosb30BaTh yCcTapeBIimii
KSIIMPOBAHHBIN OTBET B CJIydae ONIUOKH.

(5 ) IIpumeuanue

Taxkoit criocod MeHee IPUOPUTETEH, YeM 3aJI[aHUe TAPAMETPOB JUPEKTHUBHI.

Yrobbl MuHMMH3UpOBaTh uncyiao obpamennit K FastCGl-cepBepaM mpu 3amosHeHNM HOBOTO 3JIEMEHTA,
K?3IMIa, MOXKHO BOCIIOJIB30BATLCs JUPEKTUBOI fastcgi  cache  lock.

fastcgi__cache valid

Cunrakcuc fastcgi_cache_valid [kod ...| epems;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3&,&&6‘1’ BpeMsdA KIMMUPOBaHUA IJId PA3HBIX KOJOB OTBETA. HaHpI/IMep, JANPEKTUBLI

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 1m;

3a7a10T BpeMs K3mmpoBanud 10 muayT 7y1st oTrBeToB ¢ Koymamu 200 m 302 m 1 MUHYTY I OTBETOB C
Kozmom 404.

Ecnu ykazano TosbKo BpeMsi KIIIMPOBAHUS,

[fastcgi_cache_valid 5m;

TO K3mupytorcs Toabko oTBeTsl 200, 301 m 302.

KpOMe TOIr'o, MO2KHO K3IIUPOBaThb JII00BIE OTBETHI C IIOMOIIBIO ITapaMeTpa any:

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;

© IIpumeuannue

TTapameTpsl K3IMUpPOBaHUsT MOT'YT TaKKe OBITh 3aJ[aHbI HEIIOCPEICTBEHHO B 3ar0JIOBKE OTBETa. TaKoii
c1rroco® TPUOpUTETHEE, YeM 33/[aHIE€ BPEMEHU KIIMUPOBAHUS C IIOMOIIBIO JTMPEKTUBEI.

e ITosie 3aronoBka «X-Accel-Expires» 3ajaer BpeMsi K3IIMPOBaHUS OTBETA B CEKyHJaX. SHadeHue ()
3allpernaeT K3NMpoBaTh OTBeT. K 3Havdenne HaunHaeTcs ¢ npedukca @, oHO 3a/71aeT abCOTIOTHOE
BpeMsl B CEKYHJIaX C HaJaJia 3M0XHU, 10 KOTOPOrO OTBET MOXKET OBITh KIITHPOBAH.

e Ecu B 3arososke Her nonst «X-Accel-Expires», mapamMeTpbl KSMUPOBAHKS OTPEAEIIOTCS IO TOJISIM
zarosioBka «Expires» mim «Cache-Controls.

e Otser, B 3arojloBKe KOTOPOro ecthb mnoje «Set-Cookies, He OyaeT KIMMPOBATHCS.

e OTBer, B 3aroJI0OBKe KOTOPOTO €CTh TI0JIe «Vary» O CIeIMaIbHBIM 3HAUYeHHeM «*», He OyJeT Kamm-

poBaTbest. OTBeT, B 3ar0JI0BKE KOTOPOT'O €CTh TI0JIe « Varyy ¢ IpyruM 3HadYeHneM, OyIeT KIIMPOBaH
C Y9IETOM COOTBETCTBYIOIINX ITOJIEN 3aIr0JI0BKa 3aIIPOCA.
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O6paboTKa 0IHOTO Wik H0JIee U3 STUX IOJIEH 3ar0JI0BKa MOXKET OBITH OTKJIFOUEHA [IPU IIOMOIIM JUPEKTUBBI

fastegi_ignore_headers.

fastcgi _catch _stderr

Cunrakcuc fastcgi_catch_stderr cmpoka;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajaeT CTPOKy JIsl OUCKA B MOTOKe omuboK orBera, mosydennoro ot FastCGl-cepsepa. Ecim ctpoka
HaiijeHa, To cumraercs, uro FastCGl-cepBep BepHyn weseprvili OTBET. DTO MO3BOJIsieT 00pabATHIBATD
ommbku npuioxkenuit B Angie PRO, nanpumep:

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";
fastcgi_next_upstream error timeout invalid_header;

fastcgi _connect _timeout

Cunrakcuc fastcgi_connect_timeout epemas;
Ilo ywmomua- fastcgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer TaiimayT 1yis ycraHoBienusi coenunaenusi ¢ FastCGl-cepsepom. Heobxomumo mmeTs B BUIy, 9TO
9TOT TaliMayT OOBITHO HE MOYKET MPEBBIMIATL 75 CEeKYyHI.

fastcgi _connection _drop

Cunraxcuc fastcgi_connection_drop gpems | on | off;
Ilo ymomua- fastcgi_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpauBaer 3aBepiiieHne Bcex COeIUMHEHMIT ¢ IIPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLI yJIaJIeH U3 IPYIIIbI
I TIOMEYEH KaK IMMOCTOsTHHO HEeJOCTYIHBIN B pe3ysbTare mporecca reresolve man komandv. A PI DELETE.

CoeiuHeHne 3aBePIIAETCs, KOTIa 00pabaThIBAETCs CJIeIyIoniee COObITHE YTEHUs WU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBeEpA.

VcraHOBKA 6pemeny BKIIFOUAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHUs]; TP BBIOOPE 3HAYUEHUS ON COEIIU-
HEHUs 3aBEPIIAIOTCA HEME/JICHHO.
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fastcgi force ranges

Cunrakcuc fastcgi_force_ranges on | off;
IlIo ymomua- fastcgi_force_ranges off;
HUIO

Konrekcr http, server, location

BrurouaeT moepKKy JAUAla30HOB 3anpainuBaeMbix OaiirT (byte-range) Jyis KIIMMPOBAHHBIX U HEKSIIIH-
poeanubix orBeToB FastCGI-cepsepa BHe 3aBucuMocTH OT Hajudus moJist « Accept-Ranges» B 3arosioBkax
9TUX OTBETOB.

fastcgi _hide header

Cunrakcuc fastcgi_hide_header noue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymomganuio Angie PRO He mepeaer KimeHTy moJjist 3aroyioBka «Statusy» m «X-Accel-...» u3 oTBe-
ta FastCGl-cepsepa. lupekruBa fastcgi  hide header 3amaer IOMOJHUTENbHBIE MOJIsI, KOTOPBIE HEe OY-
JyT niepesiaBaThest. Ecau ke miepeiaty moJieil Hy?KHO pa3perinTh, MOXKHO BOCIIOJIB30BATHCS JIMPEKTHBOM
fastcgi_pass_ header.

fastcgi _ignore client _abort

Cunrakcuc fastcgi_ignore_client_abort on | off;
Ilo ymomga- fastcgi_ignore_client_abort off;
HHIO

Konrekct http, server, location

Ompepersiet, 3akpbiBaTh Jin coenunente ¢ FastCGl-cepBepoM B citydae, eciii KJIMEHT 3aKPbLJI COEINHEHNE,
He JI0K/IaBIINCh OTBETA.

fastcgi _ignore headers

Cunrakcuc fastcgi_ignore_headers nouxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samperaer 06paboTKy HEKOTOPBIX moJieit 3aroyioBka n3 orsera FastCGl-cepsepa. B nupekTuBe MOKHO
ykazarb noJist «X-Accel-Redirect», «X-Accel-Expires», «X-Accel-Limit-Rate», «X-Accel-Buffering», «X-
Accel-Charset», «Expires», «Cache-Controls, «Set-Cookie» u «Varys.

Ecnu we 3anpemieno, 06paboTKa 3TUX MOJIEN 3ar0JIOBKA 3aKJII0UIAETCA B CJIEIYOIIEM:

o «X-Accel-Expires», «Expires», «Cache-Control», «Set-Cookie» u «Vary» 3amaior napamempo. xa-
WUPOBAHUSA OTBETA;

o «X-Accel-Redirect» mpousBomur enympernee neperanpasierue Ha ykaszanabiii URIL;
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e «X-Accel-Limit-Rate» 3amaer ozparuvenue ckopocmu mepegadan OTBeTa KJIUEHTY;
o «X-Accel-Buffering» BrJIOYaeT WM BBIKJIIOIAET OYdepusatuio OTBETA,;

o «X-Accel-Charset» 3ajaer xkejgaeMyo x00uposky OTBETA.

fastcgi__index

CunTakcuc fastcgi_index ums;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer uMst daiisia, KOTOPBI P CO3JAHUN TIEPEMEHHOM fastcgi  script  name 6ymeT 106ABISITbCS TI0-
cite URI, ecim URI 3akamuuBaercs Kocoit ueproii. Hampumep, mpr Taknx HaCTPOMKax

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

u 3ampoce /page.php mapamerp SCRIPT FILENAME 6yzner pasen /home/www/scripts/php/page.
php,
a upu 3amnpoce / - /home/www/scripts/php/index.php.

fastcgi _intercept _errors

Cunrakcuc fastcgi_intercept_errors on | off;
Ilo ymomua- fastcgi_intercept_errors off;
HHIO

Konrekcr http, server, location

Ompepertsiet, repeiaBaTh Jiu KianeHTy orBersl FastCGI-cepsepa ¢ Komom 60stbIie 6o pasabiM 300, mwin
JKe [TepexXBaThIBATh X U IepeHanpaBisaTh Ha 06paboTky Angie PRO ¢ moMombio JUpeKTUBLL €r7or _ page.

fastcgi _keep conn

Cunrakcuc fastcgi_keep_conn on | off;
Ilo ywmomua- fastcgi_keep_conn off;
HUIO

Korrekcr http, server, location

IIo ymomaanuio FastCGl-cepsep Oymer 3akphIBaTh coeauHeHnE Cpaly 2Ke MOCJe OTIPABKU OTBeTa. [Ipum
ycranoBke 3naderus on Angie PRO ykaspiBaer FastCGl-cepsepy ocTaBisTh COeIMHEHMST OTKPBITBIMHA.
DT0 B 4acTHOCTH Tpebyercs i PYHKIUOHUPOBAHUS nocmosHHoir coedunenuti ¢ FastCGl-cepsepamu.
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fastcgi limit_rate

Cunrakcuc fastcgi_limit_rate cxopocmo;
Ilo ywmomua- fastcgi_limit_rate O;

HUIO

Konrekcr http, server, location

Orpann4mBaeT CKOPOCTh YTEHHsI OTBETa OT IPOKcHpyeMoro cepsepa. Ckopocmb 3amaercss B Gaiitax B
CEKYHJIY; MOXKHO HCIIOJIb30BATh IIEPEMEHHBIE.

0 OTKJIIOYAET OIPAHNYEHNE CKOPOCTH

© IIpumeuanue

Orpanutvenne ycTaHaBIUBAETCS Ha 3aIpoc, modromy, ecin Angie PRO omHoBpeMeHHO OTKpOET 1Ba
coenuuenusi Kk FastCGl-cepBepy, cymmapHast CKOPOCTh Oy/IeT BIBOE BBIIIE 33JAHHOIO OTDAHUYICHUS.
Orpanndenue paboTaeT TOJIHKO B CIydae, ecjin BKoueHa oygepusayus orseroB FastCGl-cepsepa.

fastcgi_max_temp _file size

Cunrakcuc fastcgi_max_temp_file_size pasmep;
IIo ymonua- fastcgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecmm Brirogena 6ygepusayus orserop FastCGl-cepBepa, n oTBeT He BMeNIAeTCsl EJIMKOM B Oydepsr,
3aJIaHHble aupeKkTuBamu fastcgi  buffer size m fastcgi buffers, qacTb orBeTa MOXKeT OBITH 3alHCAHA BO
BpeMeHHbII (aitn. DTa TUPEKTUBa 33/1aeT MaKCUMAJIbHBIN pa3Mep BpeMeHHOro daiira. Pasmep manHbIX,
cOpachIBAEMBIX BO BPeMEHHBIN (ailyr 3a onH pas, 3aJaeTcs TUPEKTUuBoil fastcgi temp file write  size.

0 OTKJIFOYaET BO3MOXKHOCTb OydepHu3aliii OTBETOB BO BpEMEHHBIE (hailiibl

© IIpumeuannue

IlammHoe orpaHnYIeHne He PACIIPOCTPAHACTCA Ha OTBETHI, KOTOPBIE OYIYT KW Upo8aHs, MIN COXPAHEHBI
Hna Jucke.

fastcgi__next upstream

Cunrakcuc fastcgi_next_upstream error | timeout | invalid header | http 500 | http 503 |
http 403 | http 404 | http 429 | non_idempotent | off .. .;

Ilo ywmomua- fastcgi_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OmpenesisieT, B KAKUX CJIydasx 3ampoc OyIeT mepegaH CJIeAyOMeMy CepBepy:
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error IIPOM30IILJIA OIMOKA COEINHEHNUsI C CEPBEPOM, TIEPEIadn €My 3aIPOCa WM ITEHUSI
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPOM30IIIesI TaliMayT BO BpPeMs COCJIUHEHUA C CEPBEPOM, Iepelladil eMy 3aIpoca

WM YTEHUd 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BEepHYJI IIyCTOU MW HEBEPHBIN OTBET;

http_500 cepsep BepHYJ oTBeT ¢ Kogom 500;
http_503 cepBep BEPHYJ OTBET ¢ KojoM 503;
http_403 cepBep BepHYJI OTBET ¢ Kogom 403;
http_404 cepBep BepHYJI OTBET ¢ KogoM 404;
http_429 cepBep BEPHYJ OTBET ¢ KoJoM 429;

non_idempotent 00BITHO 3ampockl ¢ HenjemnoreHTHBM MeTonoM (POST, LOCK, PATCH) ue ne-
pelaroTcs Ha JIPYTroii CepBep, eC/IM 3aIllpOC CEPBEPY IPYIIIIBI y2Ke ObLI OTIIPABJIEH;
BKJIIOUYEHNE [TapaMeTpa SIBHO PA3PEINaeT MOBTOPSTH IMOJI0OHBIE 3aIIPOCHI;

off 3allpelraeT Iepegady 3aipoca CJIeAYIOeMy cepBepy.

© IIpumeuannue

Heobxonnmo moHnMaTh, 9TO IIepeiatia 3ampoca CIeyIoIneMy cCepBePy BO3MOXKHA TOIBKO IIPH YCJIOBUU,
YTO KJIMEHTY ellle HUYEero He Iepe1aBasiochk. 1o ecThb, eciiu ommbKa Wi TaiiMayT BOSHUKIIN B CEPEIITHE
repejladu OTBETA, TO UCIPABUTH ITO YK€ HEBO3MOXKHO.

JupekTruBa Tak>Ke OMPEeIseT, 9TO CAUTACTC Heydaunot nonumkot paboThl C CEPBEPOM.

error timeout BcerJa CUUTAIOTCS HEYJIAUHBIMU IIONBITKAMU, JarKe €CJIM OHU He YKa3aHbI B JIU-
invalid_header peKTuBe

http_500 CUNTAIOTCA HEYJIQ9HBIMU IONBITKaAMU, TOJIBKO €CJIM OHU YKa3aHbl B JUDEKTHUBE
http_503

http_429

http_403 HUKOTI'JIa HE CUUTAIOTCH HEYJAYHbIMU ITONBITKAMUI

http_404

Ilepenada 3anpoca cieayomeMy cepBepy MOXKET ObITh OFPAHUYEHA 10 KOAUMECTNEY NONLIMOK U 10 8pe-
MEHU .

fastcgi next upstream _timeout

Cunrakcuc fastcgi_next_upstream_timeout spemas;
IIo ymomuya- fastcgi_next_upstream_timeout 0;
HUIO

Konrekcr http, server, location

OrpanngmBaeT BpeMsi, B T€YeHHE KOTOPOro BO3MOYKHA Ie€peada 3a1poca CAcIy0UEMY CePEepy.

0 OTKJIIOYAET 3TO OrPDAHUYECHUE
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fastcgi next upstream _tries

Cunrakcuc fastcgi_next_upstream_tries wucno;
Ilo ywmomua- fastcgi_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpaHn9mBaeT 9MUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCA CACOYIOUEMY CEPEEPY .

0 OTKJ/IIOYa€T 3TO OrpaHUYIeHNE

fastcgi_no_cache

Cunrakcuc fastcgi_no_cache cmpoxka ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer ycjoBus, IPU KOTOPBIX OTBET He OyIeT COXpaHATbCS B K31MI. ey 3HavUeHne XoTst Obl OJTHOTO U3
CTPOKOBBIX IIAPAMETPOB HEIlycToe U He paBHO «0», TO OTBeT He Oy/IeT COXPAHEH:

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;
fastcgi_no_cache $http_pragma $http_authorization;

Mo>KHO HCIIOJIB30BaTh COBMECTHO C JUPEKTUBON fastcgi  cache  bypass.

fastcgi_param

Cunraxcuc fastcgi_param napamemp snauenue [if not emptyl;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer mapamerp, KOTophiit Oyaer nepenasarbesi FastCGl-cepeepy. B kadecrBe 3HadYeHMS MOXKHO HUC-
[0JIb30BAThH TEKCT, MEPEMEHHbIE U UX KOMOWHAIMU. JIMPEKTUBBI HACIELYIOTCS C MPEILIIYINEro YPOBHS
KOH(MUTYpAIUU IPH YCIOBUH, ITO HA JAHHOM YPOBHE HE ONMCAHBI CBOU JUPEKTUBHI fastcgi  param.

Huke npuBesen npuMep MUHIMAJIBHO HEOOXOMMMBIX HapamMeTpoB s PHP:

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

ITapamerp SCRIPT FILENAME wucnosib3yercst B PHP mist onpeiesiennst nMeHu ckpuiira, a B mapameTpe
QUERY _STRING nepemaiorcst mapaMeTpbl 3a11poca.

Ecmu ckpunrer obpabarsiBator 3ammpockt POST, To HyKHBI elie Tpu napameTpa:

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;
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Ecsim PHP 6511 cobpan ¢ napamerpom Koudurypamuu —enable-force-cgi-redirect, To Hy»KHO IepeaBaTh
napamerp REDIRECT STATUS co 3nagenuem «200»:

[fastcgi_param REDIRECT_STATUS 200; }

Ecin mupektmBa ykasana ¢ if _not_empty, Takoifl mapaMmerp ¢ IyCTBIM 3HAYEHUEM II€PEIaBATHCI Ha
cepBep He OyJer:

[fastcgi_param HTTPS $https if_not_empty; ]

fastcgi pass

Cunrakcuc fastcgi_pass adpec;
Ilo ymomua- —

HUIO

Konrekcr location, if B location

3amaer ajpec FastCGl-cepepa. Ajpec MoxkeT OBITH yKa3aH B BUJE JIOMEHHOTO uMenu win [P-ajpeca, n
nopra:

[fastcgi_pass localhost:9000; }

win B Buge nytu UNIX-cokera:

[fastcgi_pass unix:/tmp/fastcgi.socket; }

Ecnmu nomenHOMY MMEHH COOTBETCTBYET HECKOJIBKO &JIPECOB, TO BCE OHM OYyT MCIIOJb30BATHCS IO OYe-
peau (round-robin). U, kpome Toro, agpec MOxKeT ObITh 2pynnot cepsepos. Eciu ucnosb3yercs rpynmna,
yKa3aTh MIOPT HEBO3MOYKHO; BMECTO 9TOI0 YKAYKUTE TOPT JIJIsi KAYXKJIOr0 CepBepa BHYTPH I'PYIIILI OTIE/ b
HO.

B 3mavenun mapamerpa MOXKHO HCIIOJIB30BATh IIEpEMEHHBIE. B 9TOM cjiydae, ecjin ajpec yKa3aH B BUIE
JIOMEHHOTO UMEHU, MMsI UINETCS CPeIN OMUCAHHBIX 2DYNn Cepeepos W eCJIN He HalIeHO, TO OIPeIesIsieTCsT
C IOMOIIBIO resolver’a.

fastcgi pass_header

Cunrakcuc fastcgi_pass_header nouxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Paspemaer nepenaBars or FastCGl-cepBepa kiauenTy sanpeusernvie 0as nepedauy mMOJst 3aroj0BKa.
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fastcgi pass_request body

Cunrakcuc fastcgi_pass_request_body on | off;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

TlozBosster 3amperuTh mepemady ucxomuoro tena 3ampoca Ha FastCGl-cepsep. Cm. Tak:ke NUPEKTUBY
fastcgi_pass_request headers.

fastcgi pass _request headers

Cunrakcuc fastcgi_pass_request_headers on | off;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Ilo3Bosisier 3anpeTuTsh nepegady mnoseit 3arosioBka ucxogunoro 3anpoca na FastCGl-cepsep. Cm. Takike
JUPEKTUBy fastcgi  pass request body.

fastcgi_read _timeout

Cunrakcuc fastcgi_read_timeout spema;
Ilo ywmomua- fastcgi_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sagaer TaiimayT npu yrenun orsera FastCGl-cepsepa. TaiimayT ycranaB/inBaeTcs He Ha BCIO Ieperady
OTBETa, a TOJIBKO MEXK/Iy JAByMs oneparnusiMu 9yrenusi. eju 1o ucredennn storo Bpemenn Fast CGl-cepsep
HUYero He IepeacT, COeJUHEHNEe 3aKPbIBACTCH.

fastcgi_request _buffering

Cunrakcuc fastcgi_request_buffering on | off;
Ilo ywmomua- fastcgi_request_buffering on;
HUIO

Konrekcr http, server, location

Pa3pemaeT 1 3allpeniaeT UCIIOJIb30BaTh 6y(bep1/13amxno TeJia 3allpoca KJIMEHTA.

on TEJIO 3aIPOCa MOJHOCTBIO “UMAEmCcs OT KJIUEHTa MEPE]] OTIPABKOM 3ampoca Ha
FastCGI-cepsep.
off TesIo 3ampoca ornpasisercs Ha FastCGl-cepsep cpa3y »Ke 10 Mepe ero mocTyTi-

JieHusi. B aTOM citydae 3ampoc He MOXKET ObITh IepeliaH cAedylouemy cepeepy,
ecm Angie PRO yke Ha9asl OTIIPABKY Tejia 3a1poca.

3.3. BcrtpoeHHble moaynu 91



yn. JleBa Tonctoro, g. 14, stax 1, kB. 2, r. Mockga, 119021

Beb- 000 «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

fastcgi send lowat

Cunrakcuc fastcgi_send_lowat pasmep;
Ilo ywmomua- fastcgi_send_lowat O;
HHIO

Konrekcr http, server, location

IIpu ycranoske nupekTuBbl B HenysneBoe 3naderne Angie PRO 6ymer nbitarbcss MUHUMU3UPOBATH YUC-
JIO omeparuii OTIpaBKu Ha ucxogdanmx coequnenusx ¢ FastCGl-cepepom smmbo mpu momoru duiara
NOTE_LOWAT metoma kqueue, mubOO mpu moMOIMHU mapamerpa cokera SO_SNDLOWAT, ¢ yKa3aHHBIM pa3Me-
pom.

© IIpumeuannue

Dra aupekTuBa UrHOpHpyercs Ha Linux, Solaris 1 Windows.

fastcgi_send _timeout

Cunrakcuc fastcgi_send_timeout spemas;
Ilo ywmomua- fastcgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

Sagzaer TaiimayT npu nepegade 3anpoca FastCGl-cepsepy. TaiimayT ycranaBimBaercsi He Ha BCIO Tlepejiar-
9y 3ampoca, & TOJIbKO MEXKJY JIBYMs OlE€panusaMu 3amnucu. Kean mo ncredennn 3toro Bpemenn FastCGI-
cepBep He IMPUMET HOBBIX JIAHHBIX, COE/IMHEHHNE 3aKPbIBAETCS.

fastcgi socket keepalive

Cunrakcuc fastcgi_socket_keepalive on | off;
Ilo ywmomua- fastcgi_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudurypupyer nosenenue «TCP keepalives st ucxogsmux coequaennit k FastCGI-cepsepy.

" Ilo ymomanuio /it coKeTa AeHCTBYIOT HACTPOUKH OMEPAITHOHHONW CHCTEMBI.
on Jtst cokeTa BKJodaercs mapamerp SO KEEPALIVE

3.3. BcrtpoeHHble moaynu 92



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*CepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

fastcgi split _path _info

Cunrakcuc fastcgi_split_path_info regex;
Ilo ymomua- —

HHIO

Konrekcr location

3a/1aeT peryJIsipHOE BBIPAKEHNE, BBIIEISIONIee 3HAYEHNE I epeMenHoit $fastcgi path info. Perymsap-
HO€ BBIpasKeHre JOJPKHO UMETD JIBa BBIJICJICHUS, U3 KOTOPBIX IEPBOE CTAHOBUTCS 3HAYEHUEM ITEPEMEHHOM
$fastcgi script_name, a BTOpoe - 3HAYEHWEM MEpeMeHHON $fastcgi path info. Hanpumep, nmpu takmx
HaCTPONKax

location ~ ~(.+\.php) (.%)$ {

fastcgi_split_path_info ~(.+\.php) (.*¥)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

u 3ampoce /show.php/article/0001 mapamerp SCRIPT FILENAME 6yner pasen /path/to/php/
show.php,

a mapamerp PATH INFO - /article/0001.

fastcgi store

Cunrakcuc fastcgi_store on | off | empoxka;
Ilo ymomua- fastcgi_store off;

HUIO

Konrekcr http, server, location

Paspemaer coxpanenne ma muck Gbaitios.

on coxpaHsieT (bailyibl B COOTBETCTBUM C IIyTSIMHU, YKA3aHHBIMUA B JUPEKTUBAX alias
WA 7001
off 3aImpeniaer coxpanenne (aitios

Kpome Toro, nvms daitsia MOXKHO 3aaTh SIBHO C IIOMOIIBIO CTPOKHU C MEPEMEHHBIMU:

[fastcgi_store /data/www$original _urij;

Bpems usmenenust aityioB BbICTaBJISIeTCsl COMVIacHO moJryderHHoMy mojio «Last-Modifieds B 3arosioBke
orBera. OTBeT CHAYAJIA 3AMMCHIBACTCS BO BPEMEHHBIN (ail, a moToM 31oT (aill IepenMeHOBBIBAETCS.
Bpewmennsrit haityi 1 TOCTOSHHOE MECTO XPAHEHHUS OTBETA MOLYT PACIIOJATATHCS HA PA3HBIX (HAMIOBBIX
cucremax. OJHAKO HY>KHO YIUTBIBATH, UTO B 3TOM CJIydae BMECTO JENIEBON OlepaIliy TePernMeHOBbIBa-
HUsI B TIpeJiesiax OJIHOM (haityioBoit cucTeMbl (hailyl KomupyeTcs ¢ oJHO# (aityloBoil cucTeMbl HA JAPYTYIO.
TlosTomy Jtyuriie, eciu coxpaHnsieMble dailjibl OyIyT HAXOJAUTHCS HA TOH 2Ke (DailyloBOil cucreme, 4TO U
KATaJIor C BpeMeHHbIMU bailyilaMu, 33/ 1aBaeMblil TUPEKTUBOI fastcgi temp path mis naruoro location.

JupeKkTuBy MOKHO UCIOJIB30BATD [IJIsl CO3/IAHMUS JIOKAJIBHBIX KOIMI CTATHIECKNX HEM3MeHAEeMbIX (haljioB,
HallpuMep:

location /images/ {
root /data/www;
error_page 404 = /fetch$uri;
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location /fetch/ {
internal;

fastcgi_pass backend:9000;
fastcgi_store 3
fastcgi_store_access user:rw group:rw all:r;

fastcgi_temp_path /data/temp;

alias /data/www/;

fastcgi store access

Cunrakcuc fastcgi_store_access NOJb30BATEIN:IIPABA . . . ;
IIo ymonua- fastcgi_store_access user:rw;

HUIO

Konrekcr http, server, location

3ajsaer mpaBa JIOCTYIA [ CO3/IaBAEMBIX (DAMJIOB U KATAJOTOB, HAIIPUMED,

[fastcgi_store_access user:rw group:rw all:r; J

Ecmm 3aJaHbI KaKue-Jmbo npaBa Jjid group njin all, TO IIpaBa JJIgd USer YKa3bIBaTb HeobsI3aTe/IHHO:

[fastcgi_store_access group:rw all:r;

fastcgi temp file write size

Cunrakcuc fastcgi_temp_file_write_size pasmep;
IIo ymonua- fastcgi_temp_file_write_size 8k|16k;
HHIO

Konrekcr http, server, location

OrpanngymBaeT pasMep JIAHHBIX, COPAChIBAEMBIX BO BPEMEHHBIN (haiilyl 3a OJUH pa3, MPU BKJIIOYEHHON
oydepuzaru orseroB FastCGI-cepsepa Bo Bpemenubie daiisnr. [lo ymomganuio pazmep orpaHuveH JBy-
M Oydepamu, 3aJJaHHBIME JUpeKTuBaMu fastcgi  buffer size mn fastcgi  buffers. MakcumasbHBIH pa3Mep
BpeMeHHOro dailia 3aaeTcs JUPEeKTUBoil fastcgi  max_temp file size.

fastcgi temp_path

Cunrakcuc fastcgi_temp_path nymo [yposensvl [yposenv? [yposernv3]|| ;
IIo ymomuya- fastcgi_temp_path fastcgi_temp;

HUIO

Konrekcr http, server, location
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SajaeT UMs KaTajora Juisi XpaHeHhs BpeMeHHbIX bailjioB ¢ mgaHHbIMA, moJydeHHbIME OT FastCGI-
cepBepoB. B KaTajiore MOXKeT UCIOIH30BATHCS MEPApXUsl MOJIKATAJIOIOB 10 TpexX ypoBHe#. Hampumep,
[IpU TAKO# KOH(UTYpAITH

[fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

BpeMeHHbII (aila OyIeT CIeLyoNero Buia:

[/spool/angie/fastcgi_temp/7/45/00000123457 ]

Cwm. Takxke napamerp use_temp path nupextussl fastcgi  cache  path.

MapameTpsbl, nepepasaembie FastCGl-cepeepy

TTosst 3arosioeka HTTP-3anpoca nepenatorcst Fast CGl-cepsepy B Buje mapamerpoB. B mpusioxkeHusix u
ckpurrax, 3amnyneHabix B Buje FastCGI-cepsepa, a1u mapaMerpbl 0OBIYHO JOCTYITHBI B BUJIE TIEPEMEHHBIX
cpeapl. Hampumep, moste 3aromoBra «User-Agents» mepemaercst kak napamerp HTTP USER_AGENT.
Kpome moneit 3arosmoska HTTP-3ampoca mMokHO mepeaBaTh TPOU3BOJIBHBIE MAPAMETPHI C IIOMOIIBIO
JIUPEKTUBHI fastcgi  param.

BCTpoeHHble nepemMmeHHble

B mopyste http  fastcgi ecTh BCTpOEHHBIE TIEpEMEHHBIE, KOTOPBIE MOYKHO HUCIOJB30BATDH s (DOPMUPOBaA-
HUsI TAPAMETPOB C HOMOIIBIO JUPEKTUBBI fastcgi  param:

$fastcgi_script_name

URI 3zamnpoca unn xe, ecnin URI 3akamunBaercss kocoit ueptoit, To URI 3ampoca, gomnosnennoe nMeneMm
MHJIEKCHOTO daiira, 3a/1aBaeMoro JIUPeKTUBON fastcgi inder. DTy mEePEeMEHHYIO MOXKHO HCIOJIb30BATh
qust 3aganus mapamerpos SCRIPT FILENAME u PATH TRANSLATED, ncrosb3yeMbIX, B 9aCcTHO-
cru, ajsa onpefenenns nmenn ckpunra B PHP. Hanpumep, ms 3ampoca /info/ m npu mcnoJsib30BaHIT
JINPEKTUB

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

mapamerp SCRIPT FILENAME 6yner pasen /home/www/scripts/php/info/index.php.

IIpu ucnob30BaHUU IUPEKTUBLI fastcgi  split path info nepemennas $fastcgi  script name paBHa 3HA-
YEeHUIO TIEPBOrO BBIJEJEHUs], 3aaBaeMOr0 TOM JTUPEKTUBOI.

$fastcgi_path_info

3HAYEHNE BTOPOI'O BBIIEJIEHUS, 3aJ[aBAaeMOr0 JUPEKTUBON fastcgi split  path_info. DTy nepemeHHyIO
MOYKHO MCIIOJIb30BaTh Juist 3aanus mapamerpa PATH INFO.
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FLV

ObfecnieunBaeT CepBEPHYIO MOJIEPKKY IceBao-crpumunra g daiios Flash Video (FLV).

On crieruabHBIM 00pa30M 00pabaThIBAET 3AlPOCHI ¢ APIYMEHTOM start B CTPOKe 3ampoca, MOChLias B
OTBET cojiep:KuMoe (aiisia ¢ 3aIpPOIIEeHHOr0 cMeleHus B baiitax, mobasus nepea uum FLV-3aromosox.

IIpu cbopke M3 MCXOHOrO KOJIa MOJY/Ib HE COOMPAETCS 0 yMOJIYAHUIO; €r0 HEOOXOIMMO BKJIIOUYHUTH C
TOMOIIBIO TTapameTpa cOopkn --with-http_flv_module. B makerax m oOpasax m3 HAIINX PEO3UTOPUEB
MOJIY/Ib BKJIIOYEH B COODKY.

Mpumep koHpurypayun

location ~ \.flv$ {
flv;
}

OupekTusnbl

flv

Cunrakcuc flv;

Ilo ymomua- —

HUIO

Konrekct location

Bxowaer B comepxkareM location 06paboTKy 9THUM MOIYJIEM.

Geo

Cosmaer nepeMeHHbIe, 3HAUEHNS KOTOPBIX 3aBucaT oT IP-agpeca kimenta.

Mpumep koHurypauyun

geo $geo {
default 0;
127.0.0.1 2;

192.168.1.0/24 1;
10.1.0.0/16 ilg

I 2;
2001:0db8::/32 1;
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AduvpekTunsbi

geo

Cunrakcuc geo |$adpec| $nepemennan { ... }
Ilo  ymomua-
HHIO

Konrekcr http

OnucbiBaeT i1 yKa3aHHOM [IepeMEHHON 3aBUCUMOCTD 3HadeHust oT [P-ajpeca kymenra. Ilo ymomyanuto
anpec Gepercs U3 mepeMeHHoit $remote  addr, HO €ro TakXkKe MOXKHO IOJYYUTh U3 JIPYIoil IepeMEeHHOil,
HaIIpUMeD:

geo $arg_remote_addr $geo {

L)

}

(5 ) IIpumeuanue

TTocko/IbKY TIepeMeHHbIe BBIYUCIAIOTCS TOJHKO B MOMEHT MCIIOJb30BAHUS, caMO IO cebe HaJudue
Jiazke GOJIBITIOrO YNCIa OObSBIICHUN IEPEMEHHBIX ge0 He BJIeYeT 3a COOON HUKAKUX JIOMOJHUTEbHBIX
pacxo0B Ha 00pabOTKY 3aIIPOCOB.

Ecnu 3navenune mepemenHoit He mnpejcraBiasgeT u3 cebs npaBuwiabHb [P-ampec, To mcnosnmb3yercs amapec

«255.255.255.255».

Anpeca zapmarorcss smbo npedukcamu B dopmare CIDR (Bkirouasi ojuHOUHBIE ajipeca), Jubo B BUJE
JIMAIIA30HOB.

Takxe IOAACP2KUBAIOTCA CJACAYIOIMNE CIICIUaJIbHBbIC ITapaMETPBI:

delete ylaJigeT OIMCAHHYIO CeThb

default 3HAYEHNE IIEPEMEHHOI, eCc/in aJpec KJIMEHTa He COOTBETCTBYET HU OJHOMY W3 3a-
nmaHHbIX agpecoB. Ipu 3aganun agpecos B dopmare CIDR Bmecto default MmoxuO
ucnoab3oBarsb «0.0.0.0/0» u «::/0». Eciu napamerp default He ykasan, 3Hade-
HUEM II0 yMOJI9aHUIO OyJIeT Imycras CTPOKA.

include BKJIIO9aeT (haiI ¢ aJpecaMu U 3HAMEHUSAMEA. BKIIOUeHNH MOKET OBITH HECKOJIBKO.

proxy 3aJ1aeT JIOBEPEHHbBIE ajpeca, P 3aIlpoce C KOTOPBIX OY/IeT UCIOJIb30BATHCS aJl-
pec B mepegaHHOM II0JIe 3arojioBka 3ampoca «X-Forwarded-Fors. B ornmaue ot
OOBIYHBIX &JIPECOB, JOBEPEHHBIE aJ[peca MPOBEPSIOTCS [TOC/IEI0BATEIBHO.

proxy_recursive BKJIIOYaeT PEKYPCUBHBII MOUCK ajipeca. 1Ipu BBIKIIOUEHHOM PEKYPCHBHOM ITOWC-
K€ BMECTO HCXOJIHOTO a/Ipeca KJINUEHTA, COBIAJAIONIET0 C OJHUM M3 JIOBEPEHHBIX
aJIpecoB, OyJIeT UCITOIb30BAThLCS [TOCJIEIHUI ajIpec, lepedannblil B « X-Forwarded-
Fors. Ilpu BKJIFOUEHHOM PEKYPCHUBHOM IIOMCKE BMECTO MCXOIHOIO aJIpeca KJIMeHTa,
COBIIAIAIOIIETO C OJHUM U3 JIOBEPEHHBIX AIPECOB, OYIET UCIOJIB30BATHCS TOCIIE -
HUl HEe TOBEPEHHBIN ajipec, mepemanubiii B « X-Forwarded-Fors».

ranges YKa3bIBaeT, 9YTO ajpeca 3aJIal0TCs B BHUJE JIMAITA30HOB. DTOT HAPAMETD JIOJIKEH
OBITH 11epBBIM. JIjIs1 yCKOpeHus 3arpy3Ku I'e0-0a3bl HyKHO PacloJiaraTh aJipeca B
[TOPsIJIKE BO3PACTAHUSI.

IIpumep:
geo $country {
default w73
include conf/geo.conf;
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delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8::/32;

127.0.0.0/24 Us;
127.0.0.1/32 RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

B daitse conf/geo.conf moryTt GbITh TaKue CTPOKH:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

B kagecTBe 3HaUeHUS BHIOMpaeTCsd MaKCHUMAJIbHOE COBIAJEHNe, HAIpUMep, it ajapeca 127.0.0.1 6yner
BuIOpamHo 3uadenue RU, a ne US.

IIpumep onmcanust AMAIA30HOB:

geo $country {

ranges;
default 63
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

}

GeolP

Cozmaer mepemMeHHBbIE, 3HAYEHUS KOTOPBIX 3aBucAT oT [P-agpeca kiameHTa, MCMOIB3ysd TOTOBBIE OA3bI
nanabix MaxMind nian ux anajoru.

IIpu ucrop3oBanum 6a3 JaHHBIX ¢ o IepKKoit IPv6 IPv4-anpeca urryTes orobpakenubivu Ha [Pv6.

IIpu cbopke U3 HCXOZHOIO KOJIA MOMIYJIb He COOMPAeTCdA IO yMOIYAHUIO; €r0 HEOOXONUMO BKJIIOUUTH C
[IOMOIIBIO TTapaMeTpa cOopku --with-http_geoip_module.

@ Baxno

st sToro Momysst HyxkHa 6asa jaHHbix MaxMind MaxMind GeolP wuian ee amajior, Hampumep
MaxMind GeoLite2 nwim IIMY CCOII.

Mpumep koHdurypauymn

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: :/32;

geoip_proxy_recursive on;
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AduvpekTunsbi

geoip _country

Cunrakcuc

Ilo  ymomua-
HUIO

Konrekcr

geoip_country datin;

http

Sasaer 6a3y JaHHBIX JJIsI ONIPEJIEJIeHNsI CTPAHbl B 3aBUCUMOCTH OT 3HadeHus 1P-ajgpeca KJmeHTa.

IIpu

HUCIOJIb30BAHUN 3TOH 6a3bl JAHHBIX JOCTYIHBI CJIEAYIOIMNue NepeMeHHbIe:

$geoip_country_c
$geoip_country_c
$geoip_country_n

JBYXOYKBEHHBIH KOJI cTpaHbl, Hanpumep, «RU», «USs».
TPexOYKBeHHbIN KoJ crpanbl, HanpuMep, «RUS», «USA».
Ha3BaHUe cTpaHbl, HampuMep, «Russian Federation», «United States».

geoip _city
Cunrakcuc geoip_city dalin;
Ilo ymomua- —
HUIO
Konrekcr http

Sasaer 6a3y JAHHBIX JIJIs OIMPeIEeIeHNsT CTPAHbI, PETHOHA U TOPOJIa B 3aBUCUMOCTH OT 3HaueHus [P-aapeca
kiimenTa. [Ipu ncnosmp3oBanun 310l 6a3bl JAHHBIX JOCTYIHBI CJIEYIOIINE IEPEMEHHBIE:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun
$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

JIByXOyKBEHHBIN KOJI KOHTHHEHTa, HanpuMmep, «EUs, «NA».

JBYXOYKBEHHBIH KOJT cTpanbl, Hapumep, «RU», «US».

TpexOyKBeHHBIN KOJ cTpanbl, HanpuMmep, «RUS», «USA».

Ha3BaHWe CTPaHbl, HarpuMep, «Russian Federations, «United States».
DMA-xoz pernona B CIITA (Tak:ke M3BECTHBIN KaK «KOJL ArJIOMEPAIUN» ), COTTIAC-
uo reoraprerunry Google AdWords API.

IIHIPOTA.

JOJITOTA.

JIByXCUMBOJIbHBIH KOJI PErroHa cTpaHbl (0671acTh, Kpaii, IITar, npoBUHIWMS, dhe-
JlepasibHasl 3eMJIsl U TOMY MOJI00HOe), HampuMmep, «48», «DCs.

HA3BaHUE PErMOHA CTPAHbLI (06J1aCTh, Kpail, TaT, IPOBUHIMS, (heIepabHast 3eM-
Jig u ToMy 1ojiobuoe), nanpumep, «Moscow City», «District of Columbias.
Ha3BaHme Topoia, Hampumep, «Moscow», « Washingtons.

MIOYTOBBIN MHIEKC.
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geoip _org
Cunrakcuc geoip_org daiin;
Ilo ywmomua- —
HUIO
Konrekcr http

Samaer 6a3y JAaHHBIX JJIs OIpee/IeHns] HA3BaHUsl OPraHU3alN B 3aBUCUMOCTH OT 3HadeHus [P-ampeca
KameHTa. [Ipn ncmoap30BaHnn 9TOi 6a3bl JAHHBIX JOCTYIIHA CJIEAYIONAs TepeMeHHAasT:

$geoip_org Ha3BaHue opranm3anuu, Hanpumep, «The University of Melbournes.
geoip _proxy

Cunrakcuc geoip_proxy datia;

Ilo ymomua- —

HUIO

Konrekcr http

3asaer J0BEpEHHBIE aIpeca, MIPU 3aIPOCe ¢ KOTOPBIX OyIeT UCIOIH30BATHCH aPEC B IEPEIAHHOM II0JIe
3aroJioBKa 3ampoca «X-Forwarded-For».

geoip _proxy recursive

CunTakcuc geoip_proxy_recursive on | off;
Ilo ywmomua- geoip_proxy_recursive off;
HUIO

Konrekcr http

IIpu BBIKJIFOYEHHOM PEKYPCHUBHOM TOWCKE BMECTO HMCXOMHOTO aJpeca KJUEHTA, COBIIAJAONIETO C OTHIM
73 JIOBEPEHHBIX aPECOB, OYIET MCIOJIb30BATHCS IMOCIEIHUI aapec, mepedannbiit B « X-Forwarded-Fors.
IIpr BRIIIOUEHHOM PEKYPCHUBHOM IOUCKE BMECTO HMCXOJTHOIO &JIpeca KJIMEHTa, COBIAJIAIONIErO C OHIM
U3 JIOBEPEHHBIX aJIPECOB, OYJIET UCIOIH30BATHCS MTOCJIEHII He JOBEPEHHBIN aJIpec, MepeJaHHblil B «X-
Forwarded-Fors.

gRPC

ITosBossier mepemaBars 3amnpocst gRPC-cepsepy.

@ Baxkno

Jytst paboThl 3TOr0 MOyt HeobxoauMm moysib HTTP2.
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Mpumep koHcpurypayun

server {
listen 9000;

http2 B
location / {

grpc_pass 127.0.0.1:9000;
}

OupekTussbl

grpc__bind

Cunraxcuc grpc_bind adpec [transparent] | off;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer JiokabHbIN [P-agpec ¢ HeobsI3aTEIbHBIM IIOPTOM, KOTOPbIH OyJIeT UCIOJIb30BATHCS B UCXOISIIIX
coenuuenusix ¢ gRPC-cepsepom. B 3Hauennn napamerpa JIOIyCTUMO HCIIOJIb30BaHue epeMeHHbIx. Crre-
nuajgbHOe 3HadYeHWe off OTMeHsieT IefiCTBUE yHACTEIOBAHHON C IPENBIIYINEro YPOBHS KOH(MUTYpAIUU
JIUPEKTUBBI grpc_ bind, 1103BOJIsIsI CHCTEMe CaMOCTOSTEIbHO BbIOMpATh JoKaabHbl [P-anpec u mopt.

IIapamerp transparent mo3BosisieT 3a7aTh HeJOKaJbHBIH [P-aipec, KOTOpBIil OyIeT UCIOIH30BATHCH B
ucxonsanux coeaunenusix ¢ gRPC-cepsepom, Hanpumep, peasibHbiil [P-agpec kianenTa:

[grpc_bind $remote_addr transparent; }

Iljist paboThl mapaMeTpa OOBIYHO TpebyeTcs 3aiycTuTh paboune nporecchl Angie PRO ¢ npusuierusmu
cynepnoavzosamenrs. B Linux aTo He Tpebyercst, TaK KaK €CJIM yKa3aH IHapaMeTp transparent, To pabodune
mporiecchl HacaenytoT capability CAP. NET RAW u3 ryiaBHOTO TIpoIecca.

@ Baxno

HeobxomumMo HACTPOUTD TAbJIMILy MapIIpyTU3AIWK spa JJisl epexBaTta cereBoro rpaduka ¢ gRPC-
cepsepa.

grpc_ buffer _size

Cunrakcuc grpc_buffer_size pasmep;
ITo ymonua- grpc_buffer_size 4k|8k;
HUIO

Konrekct http, server, location

Sasgaer pasmep Oydepa, B KOTOPBI OyJeT YUTAThCs I[epBasi 4acTh OoTBeTa, mnosydaemoro ot gRPC-
cepsepa. OTBET CHHXPOHHO ME€PEIAeTCs KJINEHTY Cpa3y Ke 10 Mepe €ro IMOCTYILICHHSI.
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grpc_connect _timeout

Cunrakcuc grpc_connect_timeout spems;
Ilo ywmomua- grpc_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sagmaer TatimayT s ycranossenus coeaunerus ¢ gRPC-cepsepom. Heobxonumo umers B BUIY, 9TO 3TOT
TaiiMayT OOBITHO HEe MOXKET MPEBLIMATE 7D CEKYHI,.

grpc__connection _drop

Cunrakcuc grpc_connection_drop epems | on | off;
Ilo ywmomua- grpc_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpauBaer 3aBepiiieHne Bcex COeIUMHEHMIT ¢ IIPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLI yJIaJIeH U3 IPYIIIbI
I TIOMEYEH KaK IMOCTOsTHHO HEeJOCTYIHBIN B pe3ysbTrare mporecca reresolve man komandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyIoniee COObITHE YTEHUs! WU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBeEpA.

VcraHOBKa 6pemeny BKIIFOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUs]; TP BBIOOPE 3HAUEHUS ON COEIIU-
HEHUs 3aBEPIIAIOTCA HEME/JICHHO.

grpc_hide _header

CunTakcuc grpc_hide_header nose;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymomuanuto Angie PRO He mepemaer kymeHTy 1oJist 3arojiopka «Dates, «Servers» m «X-Accel-...»
n3 orsera gRPC-cepsepa. Jdupexktusa grpc hide header 3amaer nonojHuTe/bHbIE TOJSI, KOTOPbIe He
OyayT mepemaBaThes. Ko ke mepegady mosieii HyKHO Pa3perinTh, MOXKHO BOCIIOJIB30BATHCs TUPEKTUBOM
grpc_pass__header.

grpc_ignore headers

Cunrakcuc grpc_ignore_headers noze ...;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

Samperiaer 06pabOTKy HEKOTOPBIX moJjeil 3arosioBka m3 orBeta gRPC-cepepa. B mumpekTnBe MOXKHO
ykazaTh nojist «X-Accel-Redirecty n «X-Accel-Charset».

Ecau we 3amperieno, 06paboTKa 3TUX MOl 3aro/I0BKa 3aK/II0YAETCA B CJIEIYIOMIEM:

o «X-Accel-Redirect» mpousBomur enympernee nepernanpasienue Ha ykaszanabiii URL;
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o «X-Accel-Charset» 3amaer kejaeMyto k00uposky OTBeETa.

grpc_intercept _errors

Cunrakcuc grpc_intercept_errors on | off;
Ilo ywmomua- grpc_intercept_errors off;
HHIO

Konrekcr http, server, location

Ompepersiet, iepeiaBaTh Jin KianeHTy orseThl gRPC-cepBepa ¢ Komom Godtbiie 6o pasuabim 300, niin ke
[epexBaThIBATh UX U IepeHaIpaBisaTh Ha 00paborky Angie PRO ¢ momorpio fupeKkTuBsl error  page.

grpc_next upstream

Cunrakcuc grpc_next_upstream error | timeout | invalid header | http 500 | http 502 |
http 503 | http 504 | http 403 | http 404 | http 429 | non idempotent | off

Ilo ymonua- grpc_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OrmpeiesisieT, B KAKnUX CJIydasx 3arpoc OyJIeT mepejaH CIeIyIoeMy B IPYIIe upstream cepBepy:

error IIPOM30IILJIA OMMOKA, COEINHEHUSI C CEPBEPOM, TIEPEIAdn €My 3aIPOCa MJIM ITEHUS
3aroJIOBKa OTBETa CEPBEPA;
timeout [IPOM3OIIIeNT TailMayT BO BPEMsI COEIMHEHUsI C CEPBEPOM, IIEPEIadl eMy 3aIpoca

WM YTEHUs 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BEpHYJI IIyCTOHU MM HEBEPHBIN OTBET;

http_500 cepBep BepHYJI OTBET ¢ KojoM 500;
http_502 cepBep BEPHYJ OTBET ¢ KomoM 502;
http_503 cepBep BepHYJI OTBET ¢ KomoM H03;
http_504 cepBep BEPHYJI OTBET ¢ KojoM H04;
http_403 cepBep BepHYJ OTBET ¢ KojoMm 403;
http_404 cepBep BEpHYJ OTBET ¢ KojoMm 404;
http_429 cepBep BEpPHYJ OTBET ¢ KojoMm 429;

non_idempotent  06GbIYHO 3anpockl ¢ HewpemnorerTHbM MeronoM (POST, LOCK, PATCH) ue ue-
pelaroTCsl Ha APYTOi CEPBEp, ECJIU 3aIPOC CEPBEPY IPYIIILI Y2Ke ObLI OTIPABJIEH;
BKJIIOUEHNE TIapaMeTpa SIBHO Pa3periaeT MOBTOPSATH MOJ0OHBIE 3AIIPOCH;

off 3ampelraer nepeady 3ampoca CIeyIIeMy cepBepy.

O IIpumeuannue

Heobxommo mornMaTh, ITO Iepeata 3a1poca cjie Iy oeMy cepBepy BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIEero He Iepe1aBaIoch. 10 eCcTh, ecjii OmmuOKa WIu TaiiMayT BOSHUKJIIN B CEPEIIHE
repejlady OTBeTa KJUEHTY, TO JefiCTBUe JUPEKTUBbI Ha TaKOIl 3aIIpOC HE PACIPOCTPAHAETCA.

JlupexkTuBa Tak>Ke OIPEJIEISIET, ITO CIUTACTCH Heyda ot nonvimkol paboOThI ¢ CEPBEPOM.
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error timeout Bcerja CUMTAIOTCA HECYJIAYHBIMU IIOIBITKAMU, JaKe €CJIM OHM HE YKA3aHbI B JIH-
invalid_header pexTuse

http_500 CYUTAIOTCA HEYIAQYHBIMU MOIILITKAMU, TOJILKO €CJIM OHU YKa3aHbl B IUPCKTUBE
http_502

http_503

http_504

http_429

http_403 HUKOIZIa He CUATAIOTCA HEYJAYHBIMU IMOIBITKAMUI

http_404

Ilepemada 3ampoca ciaemayomeMy cepBepy MOXKET OBITh OFPAHUYEHA [0 KOAUMECTNEY NONLIMOK U IO 6Pe-
MEHU.

grpc_next upstream _timeout

Cunrakcuc grpc_next_upstream_timeout spems;
Ilo ymomua- grpc_next_upstream_timeout O;
HHIO

Konrekcr http, server, location

OrpanngmBaer BpeMsi, B TeYeHHE KOTOPOI0 BO3MOXKHA ME€PeIada 3arpoca caedyiouLemy cepBepy.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

grpc_next upstream _tries

Cunrakcuc grpc_next_upstream_tries wuc.o;
Ilo ywmomua- grpc_next_upstream_tries 0;
HUIO

Konrekcr http, server, location

OrpaHn9mBaeT 9mCJIO MOIYCTUMbBIX TOIMBITOK IS IEPEIAdn 3aIPoca CACIYIOUEMY CEPBEPY.

0 OTKJIIOYAET 3TO OrpaHUYCHUE
grpc pass

Cunrakcuc grpc_pass adpec;

Ilo ymomua- —

HUIO

Konrekcr location, if B location

Sanaer agpec gRPC-cepBepa. Ajpec MmoxeT ObITH yKa3aH B BHJE JOMEHHOrO mMenu wim [P-anpeca, u
mopTa:
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[grpc_pass localhost:9000;

mwin B Buse nytu UNIX-cokera:

[grpc_pass unix:/tmp/grpc.socket;

TaxzKe MOKET UCIOJIB30BATBCA CXEMa «grpc:// »:

[grpc_pass grpc://127.0.0.1:9000;

s ucnosnbzosanus gRPC no SSL HeoGXoAuMO UCIIOJIB30BATE CXEMY «(rpcs://»:

[grpc_pass grpcs://127.0.0.1:443;

Ecnu jomMenHOMY MMEHE COOTBETCTBYET HECKOJIBLKO aJIPECOB, TO BCE OHU OY/IyT UCIIOIB30BATHCS IO 0OYepe-
mu (round-robin). Kpome Toro, B kKauecTBe azpeca MOXKHO YKa3aTh 2pynny cepeepos. ECan nenoabp3yercst
rpyIIa, yKa3aTh IIOPT HEBO3MOXKHO; BMECTO 3TOI0 YKAXKUTE IOPT JJIsi KayKI0T'0 CEPBEPA BHYTPHU IPYIIIIBI
OT/IEJIBHO.

B smavennn mapamerpa MOXKHO MCIIOJB30BATDH IepeMeHHbe. B 9TOM ciiydae, ecam agpec yKa3aH B BUIE
JIOMEHHOI'O UMEHU, UM MINETCS CPeId OIMCAHHBIX IPYIII CEPBEPOB U €CJIM He HallJIeHO, TO OIpeIessieTcst
C IOMOIIBIO resolver’a.

grpc_ pass_header

Cunrakcuc grpc_pass_header nouxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Paspemraer nepenasars ot gRPC-cepBepa Kinenty sanpewennvie dai nepedatu MO 3ar0OBKA.

grpc_read _timeout

Cunrakcuc grpc_read_timeout gpems;
Ilo ywmomua- grpc_read_timeout 60s;
HHIO

Konrekcr http, server, location

Sagaer Taiimayr npu urenun orBera gRPC-cepBepa. Taiimayr ycranaBiamBaeTcsi HE HA BCIO IEperady
OTBETa, a TOJBbKO MEXK/y JAByMs omeparusamu dreHus. Fcmm mo ucrevennn sroro Bpemenu gRPC-cepsep
HAYEro He MEPEIACT, COeINHEHNE 3aKPhIBAETCS.
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grpc_send _timeout

Cunrakcuc grpc_send_timeout epemas;
Ilo ywmomua- grpc_send_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer tafimayT npu nepemade 3amnpoca gRPC-cepsepy. TaiimayT ycranaBinBaeTcs HE Ha BCIO IEPEIady
3aITPOCAa, a TOJBKO MEXK/LY JIByMsl onepalusmu 3amucu. Eciau o ncredennn sroro spemenu gRPC-ceprep
He IIPUMET HOBBIX JAaHHBIX, COeJIMHEHNUE 3aKPbIBaeTCd.

grpc_set header

Cunrakcuc grpc_set_header nose snauenue;

Ilo ymonua- grpc_set_header Content-Length $content_length;
HHIO

Konrekcr http, server, location

ITozBossier mepeonpenesaTh WIn HO0ABIATH HOJIA 3aT0JIOBKA 3aIllpOCa, nepedasaeimovle IPOKCHPYEMOMY
cepBepy. B kadecTBe sHaveHUA MOXKHO HCIOIB30BATH TEKCT, IIEPEMEHHbIE U HX KOMOnHANuu. JInpekTHBbI
HACJIEIYIOTCs C IPEABLAYINEro yPOBHsI KOH(MUTYpAIUN IPX yCIOBHUU, ITO Ha JAHHOM YPOBHE HE OIHMCAHbI
CBOM JUPEKTHBEI grpc_ set  header.

Ecnu 3nagyenume mosist 3arojioBka — IycTasi CTPOKa, TO Iojie BoobOime He Oymer mepenasarbesi gRPC-
cepBepy:

[grpc_set_header Accept-Encoding "";

grpc_socket _keepalive

Cunraxcuc grpc_socket_keepalive on | off;
ITo ymonua- grpc_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudurypupyer nosenenue «TCP keepalive» jijist HCXOASIIMX COEIUHEHUIT K IIPOKCUPYEMOMY CEPBEDY.

" IIo ymomaanuio Jjist cokeTa JAeHCTBYIOT HACTPOUKH ONEPAITMOHHONW CUCTEMBI.
on JIst cokeTa BRovdaeTcs mapamerp SO KEEPALIVE
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grpc_ssl_certificate

Cunrakcuc grpc_ssl_certificate datin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer daiin ¢ ceprudpukarom B popmare PEM nia ayrenrudukanun va gRPC SSL-cepsepe. B nmenn
daiisia MO2KHO HCIIOIH30BATH IIEPEMEHHBIE.

grpc_ssl_certificate key

Cunrakcuc grpc_ssl_certificate_key dgatis;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer daits ¢ cekpeTHbIM Kt0uoM B popmare PEM myisa ayrenrudukanun va gRPC SSL-cepsepe.

Bwmecro daitma MOXKHO yKa3aTh 3HaUeHne «engine:umsa:ids, KOTopoe 3arpysKaeT KJII0Y ¢ YKa3aHHBIM id
u3 OpenSSL engine ¢ 3a/1aHHBIM TMEHEM.

B umenn (1)&171.71& MOZKHO HCIIOJIB30BaTh II€pEeMEHHBIE.

grpc_ssl_ciphers

Cunrakcuc grpc_ssl_ciphers wugpoi;
Ilo ywmomua- grpc_ssl_ciphers DEFAULT;
HUIO

Konrekct http, server, location

OmuceiBaer pasperienabie mudpsl 1ist 3anpocoB K gRPC SSL-cepsepy. [Iudpsr 3amatorcst B dhopmare,
noiepzkuBaeMomM 6ubsmorekoit OpenSSL.

TlosHBII CIMCOK MOXKHO TTOCMOTPETH € TIOMOIIBIO0 KOMAHIBI « 0penssl cipherss».

grpc ssl conf command

Cunrakcuc grpc_ssl_conf_command ums 3HauEHUE;
Ilo ymomaa- —

HUIO

Konrekcr http, server, location

3ajiaer IpOM3BOJIbHBIE KOH(MUrypalmorHbie Komat ibl OpenSSL nipu ycranosienun coepunenns: ¢ gRPC
SSL-cepBepom.

@ Baxkno

JupekTuBa nojepxKupaercs npu ucnosb3oBannu OpenSSL 1.0.2 u Bbiie.
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Ha omaom ypoBHe MOXKeT OBITH YKA3aHO HECKOJILKO JIUPEKTUB grpc_ ssl_conf command. TupeKTUBBI
HACJIEYIOTCS C IPEIBIIYIIEro yPOBHS KOH(MDUTYPAIUY IIPU YCJIOBUH, UTO HA JJAHHOM YPOBHE HE OIUCAHBI
CBOM JIUPEKTHUBEI grpc_ ssl_conf command.

“* OcropoxHOo

CﬂeﬂyeT Y4IuThIBaTh, 9TO USMEHEHUE HACTPOEK OpenSSL HaIlIpAMYIO MOZKET IIPUBECTU K HEOXKHNJIaH-
HOMY ITOBEIECHUIO.

grpc ssl crl

Cunraxcuc grpc_ssl_crl gatin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

VYkasbipaer daiis ¢ orosBannbiMu ceprudukaramu (CRL) B dopmare PEM, ucnosnb3yembivu upu npo-
sepre ceprudurara gRPC SSL-cepsepa.

grpc_ssl_name

Cunrakcuc grpc_ssl_name ums;

IIo ymonua- grpc_ssl_name “uMa XOCTa U3 grpc_ pass;
HUIO

Konrexct http, server, location

[TosBouisieT mepeolpeieIuTh UMsI CEPBEPA, UCII0JIb3yeMoe Iipu nposepke ceprudukara gRPC SSl-cepsepa,
a TakxKe It nepedayu e2o wepes SNI npu ycraHossienun coeaunenusi ¢ gRPC SSL-cepsepom.

IIo ymomyanmuio nCIoIb3yeTcss UM XOCTa U3 §TpC_ Pass.

grpc_ssl_password _file

Cunraxcuc grpc_ssl_password_file datin;
IIo ywmomua- —

HUIO

Konrekcr http, server, location

Sagaer ailyr ¢ TapoIAMA OT CEKPemMbLr KAat04ell, TIae KaXKIbIH TapoJib YKa3aH Ha OTJ/IEJbHOM CTPOKE.
TTaposin IpUMEHSIOTCS IO OYMEPE I B MOMEHT 3arpy3KU KJIIOYA.
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grpc_ssl_protocols

Cunrakcuc grpc_ssl_protocols [SSLv2| [SSLv3| [TLSv1| [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ymomua- grpc_ssl_protocols TLSvl TLSv1l.1 TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server, location

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 mo6aBiieH K HCIIOIB3yEMBIM [0 YMOJIIAHUIO.

Paspernraer ykazanubie mpoTokossl s 3amnpocos K gRPC SSL-cepsepy.

grpc ssl server name

Cunrakcuc grpc_ssl_server_name on | off;
Ilo ywmomua- grpc_ssl_server_name off;
HUIO

Konrekcr http, server, location

Pasperraer win 3anpemnaer nepeiady UMEHH CepBepa, 3aJaHHOrO JUPEKTUBON ¢rpc  ssl name, depes
pacumpenue Server Name Indication nporokosa TLS (SNI, RFC 6066) upu ycraHoBIeHHU COEIUHEHMsI
¢ SSL-cepsepom gRPC.

grpc_ssl_session reuse

Cunrakcuc grpc_ssl_session_reuse on | off;
IIo ymomua- grpc_ssl_session_reuse on;
HUIO

Konrekcr http, server, location

Ompenesisiet, ucmoib30BaTh i MOBTOpHO SSL-ceccun npu padore ¢ gRPC-cepepom. Eciu B storax mo-
spiisiiorest omubku «SSL3  GET FINISHED:digest check failed», T0 MOXHO TOIPOGOBATH BBIKJIIOYUTD
ITOBTOPHOE HCITOJIb30BAHUE CECCHUI.

grpc_ssl_trusted certificate

Cunrakcuc grpc_ssl_trusted_certificate ¢aiis;
Ilo ymomua- —

HUTO

Konrekcr http, server, location

Samaer daiin ¢ mosepenubivu ceprudukaramu CA B dopmare PEM, ucnonbp3yembiMu pu nposepie
ceprucukara gRPC SSL-cepsepa.
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grpc_ssl _verify

Cunrakcuc grpc_ssl_verify on | off;
Ilo ywmomua- grpc_ssl_verify off;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anpermaer nposepky ceprudurata gRPC SSL-cepsepa.

grpc_ssl_verify depth

CunTakcuc grpc_ssl_verify_depth wucuo;
Ilo ywmomua- grpc_ssl_verify_depth 1;
HUIO

Konrekcr http, server, location

VcranapauBaer riybuny mnpoBepku B 1enouke ceprudukaroB gRPC SSL-cepsepa.

GunZIP

OubTp, pacnakosbiBatomuit orBersl ¢ « Content-Encoding: gzips /i1 TexX KJIIMEHTOB, KOTOPbIE HE MTOJIIEP-
JKABAIOT METOJ| CxKaTus «gzip». Moayiap OymeT mose3eH, KOrja JJaHHbIe YKeJIaTeJIbHO XPAHUTh CoKAThIMHI
JJ1s1 SKOHOMUM MeCTa U COKPAIIEHHsI 3aTpaT Ha BBOJ-BBIBOJI.

IIpu cbopke U3 UCXOTHOTO KOIA MOMIY/Ib HE COOMPAETCS IO YMOJTIAHUIO; €r0 HEOOXOIUMO BKJIIOYHATH C TI0-
MOIIIBIO TapameTpa cOopku --with-http_gunzip_module. B makerax u obpa3ax u3 HAIUX PEIIOZUTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.

Mpumep koHdurypauymn

location /storage/ {

gunzip 8
#
}
AdvpekTunsbl
gunzip
CunTakcuc gunzip on | off;
Ilo ywmomua- gunzip off;
HUTO
Konrekcr http, server, location

Paspemaer nin 3anpemaer pacrnakoBKy OTBETOB, CXKATBIX METOJOM gZip, IJIs TeX KJIMEHTOB, KOTOPBIE
€ro He TOJJIEPKUBAIOT. EC/u pasperieHo, TO M OIpPeIeSIeHUsI, TOIIEPKUBACT JIM KJIMEHT gzip, Tak-
JK€ YUUTBIBAIOTCS CJIEYIONNe TUPEKTUBLL: gzip hitp  version, gzip provied u gzip disable. Cm. Takxke
JIUPEKTUBY §zip vary.
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gunzip _buffers

Cunrakcuc gunzip_buffers wucro pasmep;
Ilo ywmomua- gunzip_buffers 32 4k|16 8k;
HUIO

Konrekcr http, server, location

Sagzaer gucyo u pa3mep OydepoB, B KOTOPhIEe OYIeT pa3KuMaThcsa oTBeT. [lo yMordanuio pa3mMep oOgHOro
6ydepa paBen pasmepy crpanuibl. B 3aBucumoctu ot mwirardopmsr 3to mwin 4K, nin 8K.

GZip

PuIbTp, CKUMAIOIINIA OTBET METOJOM EZip, 9TO MO3BOJISIET YMEHBIIUTh Pa3Mep MePeaBA€MbIX JTAHHBIX
B 2 u 6osiee pas.

‘% OcropoxHOo

Ilpu wucnonbzoBannu nporokona SSL/TLS cxkarbie OTBETHI MOIYT OBITh IIOJBEPXKEHBI ATAKAM
BREACH.

Mpumep koHpurypayun

gzip ;

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

Jljist 3ammucy B JIOT JIOCTUTHYTOTO KO PUIMenTa C2KaTsi MOYKHO UCIIOJIB30BATD IIEPEMEHHYIO $gzip  ratio.

AduvpekTunsbi
gzip
CunTakcuc gzip on | off;
Ilo ywmomua- gzip off;
HUTO
Konrekcr http, server, location, if B location

Pazpermaer un 3amperiaer c:kaTue OTBETa METOJIOM EZip.
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gzip _buffers

Cunrakcuc gzip_buffers wucnro pasmep;
IIo ymomga- gzip_buffers 32 4k|16 8k;
HUIO

Konrekcr http, server, location

Samaer yncyio u pasmep 0ydepoB, B KOTOpbIE Oy/ieT CKUMaTbCsi OTBeT. 110 yMOT9aHuio pa3mMep OJHOro
6ydepa paBen pasmepy crpanumbl. B 3aBucumoctu ot mwiardopmsr 3to mwin 4K, mn 8K.

gzip_comp _level

Cunrakcuc gzip_comp_level cmenenv;
Ilo ywmomua- gzip_comp_level 1;

HUIO

Konrekcr http, server, location

YcraHaBIMBaEeT CTENEHb CXKATUsI OTBETa METOAOM gzip. JlomycTiuMble 3HAYEHNS HAXOIATCS B JUATIA30HE
or 1 mo 9.

gzip _disable
CunTakcuc gzip_disable regex ...;
Ilo ymomua- —
HUIO
Konrekcr http, server, location

SanpemaeT CKaTue orTBeTa MeTOJ0M ngp JJIsA 3aIIPOCOB C IIOJISAMUA 3ar'0JIOBKa «User—Agent», COBIIa/1at0-
IMAMUA C 3aJaHHBIMU PEryJIsIPHBIMU BbIPDAZKCHUAMMU.

CrienpasbHasi Macka msie6 cOOTBETCTBYET PeryJsipHoMy Bbipaxkenuto « MSIE [/-6].», Ho paboTaer ObicT-
pee. 13 sroit macku uckirogaercs «MSIE 6.0; ... SVI1».

gzip_http _version

Cunrakcuc gzip_http_version 1.0 | 1.1;
Ilo ywmomua- gzip_http_version 1.1;
HUIO

Konrekcr http, server, location

VceranapauBaer muanMmasibayio HTTP-Bepcuio 3anpoca, HeoOXoauMy o [yt CKaTUsl OTBETA.
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gzip_min_ length

Cunrakcuc gzip_min_length dauna;
IlIo ymomua- gzip_min_length 20;
HUIO

Konrekcr http, server, location

VcraHaBamBaeT MUHUMAJIBHYIO JUIMHY OTBETA, KOTOPBIA Oy/IeT C:KUMaTbCsi MeTofoM gzip. lsmua ompe-
nensiercs Toabko n3 oy «Content-Lengthy 3aromoska oTsera.

gzip _proxied

Cunrakcuc gzip_proxied off | expired | no-cache | no-store | private | no last modified |
no_etag | auth | any ...;

Ilo ymomua- gzip_proxied off;

HHIO

Konrekcr http, server, location

Paspemaer wm 3anpermaer cxkaTne OTBETa METOIOM EZIip /I MPOKCUPOBAHHBIX 3AIIPOCOB B 3aBUCUMOCTH
OT 3aIpoca U OTBETa. 10, YTO 3aIpPOC ITPOKCHPOBAHHBIN, OIPEIEISeTCs Ha OCHOBAHUN HAJIMIHUS II0JIS
«Via» B 3arosioBke 3ampoca. B qupekTuBe MOXKHO yKa3aTh OJHOBPEMEHHO HECKOJIBKO ITapaMeTpPOB:

off 3alIpernaer CXKaThe it BCeX MTPOKCUPOBAHHBIX 3AIIPOCOB, UTHOPUPYS OCTAJIbLHBIE
mapaMeTrphl;

expired pa3pemniaer c;KaTue, eCJIU B 3ar0JI0OBKe OTBETa eCTh 1oJie «Expires» co 3HadenmeM,
3aIIPENAIONIAM KIIINPOBAHUE;

no-cache paspelaer cxkaTue, ecju B 3aroyioBke orBeTa ecThb moJie «Cache-Controls ¢ ma-
pameTpomM «no-caches;

no-store paspemniaer cxkaTue, ecyim B 3arojioBke orBera ecthb moje «Cache-Controly ¢ ma-
paMeTpoM «no-stores;

private pasperraer cxkaTue, ecjii B 3aroJioBke orBeTa ecThb moJie «Cache-Controls ¢ ma-

paMmeTpom «privates;
no_last_modified pa3spermaer cxkarue, ecju B 3arojioBke orsera HeT moJist «Last-Modified»;

no_etag pa3pemaer cKaTue, ecjii B 3ar0JIOBKe oTBeTa HeT moss «HTags;
auth paspelaer CXKaTue, eCJU B 3ar0JIOBKE 3a1poca ecThb noje «Authorizations;
any pa3pemniaer cKaTue JJis BCeX IPOKCHPOBAHHBIX 3aIIPOCOB.
gzip types
CunTakcuc gzip_types mime-mun ...;
Ilo ywmomua- gzip_types text/html;
HUIO
Konrekcr http, server, location

Paspemaer cxkarue orBeTa MeTOIOM gzip i yKazanHbix MIME-tunos B gonosnenue k «text/htmls.
Crenuasbroe 3uadenue «*» coorsercrsyer jirobomy MIME-tuny. Orserst ¢ Tunom «text/html» cxxuma-
I0TCSI BCETJIA.
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gzip_vary
Cunrakcuc gzip_vary on | off;
IIo ywmonua- gzip_vary off;
HUIO
Konrekcr http, server, location

Pasperaer win 3anpemnaer BbIaBaTh B OTBETE MOJie 3aroioBka «Vary: Accept-Encodings, ecin ak THBHBI
JUPEKTUBBI gzip, gzip_ static WIM qunzip.

BcTpoeHHble nepemeHHble

$gzip_ratio

JOCTUTHYTHIN KOI(DPUIMEHT CXKATUST — OTHOIIEHUE pa3Mepa MCXOIHOIO OTBETA K PAa3Mepy CKaTOro.

GZip Static

IlozBossteT oTHaBaTh BMECTO OOBIYHOTO (haiijia IIpeBapUTE/IbHO C2KAThIM (ailsl ¢ TAKKM K€ UMEHEM U C
PaCIIIPEHUEM «.ZZ».

IIpu cbopke M3 MCXOIHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; er0 HeOOXOAMMO BKJIIOYHUTH C
IIOMOIIBIO mapamMerpa cOOpku --with-http_gzip_static_module. B makerax u obpasax m3 HAIIUX pe-
[TO3UTOPHUEB MOJTYJIb BKJIIOYEH B COOPKY.

Mpumep koHdurypauymn

gzip_static 8
gzip_proxied expired no-cache no-store private auth;

OupekTusnbl
gzip _static
CunTakcuc gzip_static on | off | always;
IIo ymonua- gzip_static off;
HUIO
Konrekcr http, server, location

Paspemmaer (on) mim 3anpemaer (off) nposepky rorooro cxkaroro daiina. IIpn nCmoab30BaHIT TaKKe
YUUTBIBAIOTCA TUPEKTUBLL gzip hilp version, gzip proxied, gzip disable u gzip _vary.

Co 3nadenneM always BO BCEX CJIydasix OyIeT MCIOJIb30BATHCS CXKATHIN (ails, 6e3 IPOBEPKH IIOJJIEPKKN
Ha CTOPOHE KJIMEHTA. JTO MOJIE3HO, €CJIU HA JINCKE BCE PABHO HET HECXKATHIX (DailyIoB, MU UCIIOIH3YETCS
momynb GunZIP.

CxkumaTh dailiibl MOXKHO C TIOMOIIBIO TPOTPAMMBI gZip WM COBMeCTUMON ¢ Heil. 2KemaresbHO, ITOOBI
JlaTa v BpeMsl MOJIMGUKAIUN UCXOHOIO U CKaTOro (hailjloB COBIAIAIIN.
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Headers

TlozBossteT BBIIAaBaTH oI 3arosioBka «Expiress u «Cache-Controly, a Takke 100aBaSITh TPOU3BOIBHBIE

II0JId B 3aroJIOBOK OTBETa.

Mpumep koHpurypayun

expires 24h;

expires modified +24h;
expires 024h;

expires 0;

expires -1;

expires epoch;

expires $expires;

add_header Cache-Control private;

OdupekTusnbl

add_header

Cunrakcuc add_header ums snauenue [always|;
Ilo ymomua- —

HHIIO

Konrekct http, server, location, if B location

Hobasiisier yka3aHHOe II0JI€ B 3aI0JIOBOK OTBETa 1P yCJIOBHHU, 4TO Koz orsera pasen 200, 201 (1.3.10),
204, 206, 301, 302, 303, 304, 307 wiu 308. B 3nauennn mapameTpa MOXKHO UCIIOJIB30BATH MepPEeMEHHbIE.

Hupextus add_header MoXKeT OBITH HECKOJIBKO. JIMPEKTUBBI HACIIEIYIOTCS C IIPEJBILYIIEr0 YPOBHS KOH-

duryparuy Ipu ycJoBHH, YTO Ha JAHHOM YPOBHE He OIUCAHBI CBOU AUPEKTUBLI add_ header.

Ecmu ykazan napamerp always, To moJie 3arojioBka Oy/ier 100aBIeHO HE3aBUCUMO OT KO/Ia OTBETA.

add _trailer

Cunrakcuc add_trailer uma snauenue [always|;
Ilo ymomua- —

HHIO

Konrekcr http, server, location, if B location

Jlobapiisier yKa3aHHOE TI0JI€ B KOHEI[ OTBETA IIPU yCJIoBUH, 9T0 Koi orBeta pasern 200, 201, 206, 301, 302,

303, 307 mwam 308. B 3naveHnn MOXKHO HCIIO/IH30BATH IIEPEMEHHBIE.

Hupektus add_ trailer MoxxeT OBITH HECKOIBKO. JIMPEKTUBBI HACJIEIYIOTCS C IPEIBIAYIIETO YPOBHS KOH-

duryparuu npu ycJIoBUU, YTO HA JIAHHOM YPOBHE He OIHCAHBI CBOU JUPEKTUBbI add_trailer.

Ecan ykazan mapamerp always, TO yKa3aHHOe 1oJie OyeT /100aBJI€HO HE3ABUCUMO OT KOJIa OTBETA.
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expires

Cunrakcuc expires [modified] spems;
expires epoch | max | off;

Ilo ywmomua- expires off;

HUIO

Konrekcr http, server, location, if B location

Paspemaer nwan 3anpemniaer 106aBiasaTh Wiad MeHATb 1ojs «Expiress um «Cache-Control> B 3arosioBke
OTBeTa TPH YCJIOBUU, ITO KOJ oTBera paseH 200, 201, 204, 206, 301, 302, 303, 304, 307 wmm 308. B
KadgeCTBe IlapaMeTpa MO2KHO 3a/laTh ITOJIOZKHUTEJIbHOE WJIN OTPUIlaTE/IbHOE BPEMHI.

Bpewms B moste «Expiress mosydaeTcs Kak cymMMa TEKYIIEro BpeMeHU U BPEMEHH, 3aJJAHHOTO B JIUPEKTHU-
Be. Ecim ncnosb3yercst mapamerp modified, To BpeMs mojiydaeTcs KaK CyMMa BPEMEHU MOIA(MDUKAIIN
daiisa 1 BpeMeHu, 3aJaHHOTO B JUPEKTUBE.

Kpome Toro, ¢ nomorpio npedukca «@Qs» MOXKHO 3aJ1aTh BPEMs CyTOK:

[expires ©15h30m;

Conepxumoe moutst «Cache-Controly 3aBucuT oT 3HAKA 33 JAHHOTO BPEMEHHU:
e orpunarenbnoe speMs — «Cache-Control: no-cache».

e TI0JI0KUTeIbHOE uin paBHoe HyJto Bpemsi — «Cache-Control: max-age="t"», rme ¢t 310 Bpemsi B
CeKyHJIaX, 3aJJaHHOE B JINPEKTUBE.

epoch sazaer Bpemst «Thu, 01 Jan 1970 00:00:01 GMT» (1 stuBapst 1970 00:00:01 GMT)
ans mosst «Expires» n «no-caches mst mosst «Cache-Controls.

max zagaer Bpemsa «Thu, 31 Dec 2037 23:55:55 GMT» (31 nexabps 2037 23:55:55
GMT) ajia nonsa «Expiress u 10 ser mis noss «Cache-Controls.

off 3almpeniaer J00aBIATh WM MeHSTh oy «Expires» u «Cache-Control» B 3aro-

JIOBKE€ OTBETAa.

B znauenun IIOCJIEITHErO IapaMeTpa MOXKHO MCIIOJIb30BaTh II€pEMEHHbIC:

map $sent_http_content_type $expires {

default ;
application/pdf 42d;
“image/ max;

}

expires $expires;

Image Filter

OuibTp i npeobpazoBanus m3odbpaxkennit B popmarax JPEG, GIF, PNG u WebP.

IIpu cbopke W3 MCXOIHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHATH C
IIOMOIIBIO ITapaMeTpa cOopku --with-http_image_filter_module.

B mammx penosuropusx MOAYJbL COOpaH IMHAMUYECKH M JOCTYIEH OT/AEJbHBIM IIAaKeTOM angie-pro-
module-image-filter.
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@ Baxno

st aToro Moynst Heobxoauma 6ubsmoreka libgd. PekoMen ryercst HCIIOIb30BATH CAMYIO TIOCJIETHIOI0
BEPCUIO OUOJIMOTEKMN.

s upeobpasoBanust n3obpaxkenuit B popmare WebP 6ubinoreka libgd momxkua ObITH cobpaHa C
noyiepkkoit WebP.

Mpumep koHcpurypauyun

location /img/ {
proxy_pass  http://backend;
image_filter resize 150 100;
image_filter rotate 90;
error_page 415 = /empty;

}

location = /empty {
empty_gif;

}

AduvpekTunsnbi

image_ filter

Cunrakcuc
image_filter off;

image_filter test; image_filter size; image_filter rotate 90 | 180 | 270;
image_filter resize wupuna evicoma; image_filter crop wupuna evicoma;

Ilo ymonua- image_filter off;
HHIO
Konrekcr location

Sazaer TUI IpeoOpa3sOBaHKs N300PAYKEHUST:
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off OTKJIFOUaeT 06pabOTKy JTaHHBIM MOJLYJIEM BO BJIOXK€HHOM location.

test [IpOBEPSIET, YTO OTBET JEeHCTBUTENHHO SBJISIETCHd W300parKeHneM B ¢opMaTe
JPEG, GIF, PNG wmu WebP. B nporusnom ciaydae Bo3Bparmaercs ommbka 415
(Unsupported Media Type).

size
BbIIaeT nH@opManum ob nzobpakeuuu B popmare JSON, Hanmpumep:
{ «img» : { «width»: 100, <height»: 100, «type»: «gif> } }
B cay4dae oimubKu BBIIAETCH
rotate [IOBOPAYMBaeT N300paKeHne MMPOTUB YaCOBOIl CTPEJIKM HA yKAa3aHHOE YUCJIO I'Da-
9011801270 JaycoB. B 3HadeHnn nmapamMerpa JOMYyCTUMO HUCIIOJIb30BaHUE TEPEMEHHBIX. MOoXKHO

HCIOJIB30BATh KaK OT/IeJIbHO, TaK M COBMECTHO C IPEOOPA30BAHUSIMU Tesize U CTop.
resize wupura TPONOPIMOHAIBHO YMEHBIIIAET N300PaKEHNE 10 YKA3aHHBIX pa3MepoB. Eciu Tpe-
BHLLOMA OyeTcst YMEHBIUTD TOJIHKO 0 OJTHOMY U3MEPEHUIO, TO B KAY€CTBE BTOPOTO MOXKHO

yKazaThb «-». B ciyuae ommbku cepsep Bozspaiiaer ko1 415 (Unsupported Media

Type). B 3HaUeHHAX napaMeTpoB JOIyCTHMO UCIOJIb30BAHUE IIEPEMEHHBIX. 11pu

HCIOJIb30BAHUK COBMECTHO C rotate, TIOBOPOT M300pParKEHUsI ITPOUCXOIUAT IIOCJIE

YMEHBIIIEHUST PA3MEPOB M300PaKeHNUs .

Crop WupPuHG 6bl- TPOIOPIIMOHAJIHHO YMEHbBINAeT n300pakeHue 70 pa3mepa OoJIbIreil CTOPOHLI U
coma obpe3aeT JUIIHIE Kpas 0 Apyroit cropone. Ecian Tpedbyercss yMEeHbIUTD TOIBKO

10 OJTHOMY H3MEPEHHUIO, TO B KadeCTBe BTOPOIO MOXKHO yKa3aTh «-». B ciydae

omubku cepsep BozBpainaer ko 415 (Unsupported Media Type). B snadenusix

mapaMeTpoB JIOIYCTUMO KCIIOJIH30BaHNE EePEeMEeHHbIX. [Ipyu MCIoIb30BaHNN COB-

MECTHO ¢ rotate, MOBOPOT M300parKEHWsT MPOUCXOIUT O YMEHBIIEHUS PA3MEpPOB

M300paKEHUSI.
image _filter _buffer
Cunrakcuc image_filter_buffer pasmep;
Ilo ywmomua- image_filter_buffer 1M;
HUIO
Konrekcr http, server, location

3amaeT MakCUMaJIbHBIN pasMmep Oydepa JIa 9TeHHs H300pazkeHus. 1Ipu IpeBBITIeHNN pa3Mepa cepBep
Bepuer ommbky 415 (Unsupported Media Type).

image _filter _interlace

CunaTakcuc image_filter_interlace on | off;
Ilo ywmomua- image_filter_interlace off;
HUIO

Konrekcr http, server, location

Ecim BritOueHO, TO MTOroBBIe M300parkeHusi OYIAyT ¢ dYepeccTpodyHocThio. B ciayuae JPEG mrorosbie
n3obpaxkenusi oOyayT B (popmare «progressive JPEG».
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image filter jpeg quality

Cunrakcuc image_filter_jpeg_quality xauecmeo;
Ilo ywmomua- image_filter_jpeg_quality 75;

HUIO

Konrekcr http, server, location

3ajaer xkejraeMoe KadecTBO peobpa3oBanHoro nzobpaxkenus B dopmare JPEG. lomycrumbie 3HadYeHmst
Haxomarcss B auamaszone or 1 mo 100. MenbmuM 3HaYeHUsIM OOBITHO COOTBETCTBYET XYJIIEEe KAIeCTBO
n300paKeHnsT M MEHBINNH 00beM IMepeIaBaeMbIX JAHHBIX. MakcuMa bHOe PEKOMEHIyeMoe 3HATEHIe —
95. B 3nadennn napameTpa JIONMYCTUMO UCIOJIb30BaHNE TIE€PEMEHHbBIX.

image _filter _sharpen

Cunrakcuc image_filter_sharpen npouexm;
Ilo ywmomua- image_filter_sharpen O;

HUIO

Konrekcr http, server, location

ToBbrmaer pe3kocTh uToroBoro mzobpazkenwus. [IpomnenTt peskoctu MoxkeT ObITH Oosbie 100. 3nadenue
0 OTKJIIOYAET MOBBIIEHNEe PE3KOCTH. B 3HAUeHNN mapaMeTpa JOIMyCTUMO HCIIOJIH30BAHNE TePEMEHHBIX.

image _filter _transparency

Cunrakcuc image_filter_transparency on | off;
Ilo ymomya- image_filter_transparency on;
HUIO

Konrekcr http, server, location

OrnpeiesisieT, COXpaHaTh JI MPO3PAYHOCTh pu obpaborke m3obpakennii B popmare GIF u B dopmare
PNG c nperamu, 3aanabivu naguntpoit. [lorepst mpo3padHocTy O3BOJISIET MOy IUTh 60JIee KAeCTBEHHOE
n3obpaxkenue. [Ipospaunocts ajibda-kanasua B popmare PNG coxpaHsiercsi BCeria.

image filter webp quality

Cunrakcuc image_filter_webp_quality xauecmeo;
Ilo ywmomua- image_filter_webp_quality 80;

HHIO

Konrekcr http, server, location

3ajaeT kejraeMoe KadecTBO peobpa3oBaHHOro nzobpaxkenus: B popmare WebP. lomycrumble 3navdenmst
Haxonarcss B auamnaszone or 1 go 100. MenbmuM 3HadeHnsIM OOBITHO COOTBETCTBYET XYJIIIIEe KAaIeCTBO
n300pazkeHusi 1 MEeHbBIIN 00beM Iepe/laBaeMbIX JaHHbIX. B 3HAUeHNHN apaMeTpa JOIYyCTUMO HUCIIOJIb30-
BaHMe MMePEMEHHBIX.
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Index

O6ciryzkuBaeT 3alpochbl, OKAHUIUBAIOIIMeCcs: Kocoil yeproit (/). Takue 3ampochl Tak:Ke MOIYT OOCIIYKHU-
BaTbcs Mogyasimu Autolnder w Random Index.

Mpumep koHpurypayun

location / {
index index.$geo.html index.html;

}
OupekTusnbl
index
Cunrakcuc index datia ...;
Ilo ywmomua- 1index index.html;
HUTO
Konrekct http, server, location

Ompepersier aiiibl, KOTOpbIe OYJIyT UCIOJIB30BATHCS B KadecTBe MHJEKca. B mMenn aiijia MOKHO UC-
[I0JIb30BaTh IepeMenHble. Hanmane daiiios npoBepsieTcss B HOPAIKe UX [I€PEIUCIeHNs. B KOHIlE CIucKa
MOXKEeT CTOATH (haily ¢ abcoroTHBIM TyTeM. [Ipumep:

[index index.$geo.html index.0.html /index.html; ]

Heob6xomumo nMers B BUJLY, 9TO IIPU KUCIIOJIB30BAHUN UHIEKCHOIO dailjia JjiejiaeTcsi BHYTPEHHee IepeHa-
[IpaBJIEHNE U 3aIIpOC MOXKeT ObITh 0OpaboraH yKe B Apyrom location’e. Hanpumep, B Takoit KoHdurypa-
LN

location = / {
index index.html;

}

location / {
#

}

zanpoc "/" 6ymer dakTuuecku obpaboran Bo BropoM location’e xak " /index.html".

JS

ITo3Bosisier 3aaBaTh 0OPAOOTINKY Ha Njs — IIOJAMHOXKECTBe si3bika JavaScript.

B mamux pemosuropusix MOmysb cOOpaH JIUHAMUYECKH W JIOCTYIEH OTIEIbHBIM ITAKETOM angie-pro-
module-njs; TOIKJIIOYATEH €ro MOXKHO C ITOMOIIBIO TUPEKTUBHI [oad module.
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Mpumep koHburypaumn

http {
js_import http.js;

js_set $foo http.foo;
js_set $summary http.summary;
js_set $hash http.hash;

resolver 127.0.0.53;

server {
listen 8000;

location / {
add_header X-Foo $foo;
js_content http.baz;

location = /summary {
return 200 $summary;

location = /hello {
js_content http.hello;

location = /fetch {
js_content http.fetch;
js_fetch_trusted_certificate /path/to/ISRG_Root_X1

location = /crypto {
add_header Hash $hash;
return 200;

.pem;

Qaitn http. js:

function foo(r) {
r.log("hello from foo() handler");
return "foo";

}

function summary(r) {
var a, s, h;

s = "JS summary\n\n";

s += "Method: " + r.method + "\n";

s += "HTTP version: " + r.httpVersion + "\n";

s += "Host: " + r.headersIn.host + "\n";

s += "Remote Address: " + r.remoteAddress + "\n";
s += "URI: " + r.uri + "\n";

s += "Headers:\n";

3.3. BcrpoeHHbie mogynu

121




Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

for (h in r.headersIn) {
s += " header '" + h + "' is '" + r.headersInl[h] + "'\n";

}

s += "Args:\n";
for (a in r.args) {
s += " arg 4o 4 " o§g 'y r.args[a] + lll\nll;

}

return s;

}

function baz(r) {
r.status = 200;
.headersQOut.foo = 1234;
.headersOut ['Content-Type'] = "text/plain; charset=utf-8";
.headersOut['Content-Length'] = 15;
.sendHeader () ;
.send("nginx") ;
.send("java");
.send("script");

KK HHRKRR

r.finish();

}

function hello(r) {
r.return(200, "Hello world!");
}

async function fetch(r) {
let results = await Promise.all([ngx.fetch('https://google.com/'),
ngx.fetch('https://google.ru/')1);

r.return(200, JSON.stringify(results, undefined, 4));
}

async function hash(r) {
let hash = await crypto.subtle.digest('SHA-512', r.headersIn.host);
r.setReturnValue (Buffer.from(hash) .toString('hex'));

}

export default {foo, summary, baz, hello, fetch, hash};

OdupekTusnbl

js_body _filter

Cunrakcuc js_body_filter giynruua | modysv.pynruyus [buffer type=cmpoxa | 6ygepl;
Ilo ymomua- —

HUIO

Konrekcr location, if in location, limit except

Sagaer GyHKINO Njs B kadecTBe GuiibTpa Tesa orBera. OyHKIMs (DUIBTPA BBIZBIBACTCS I KAXKIOTO
6JIOKa JIAHHBIX TeJIa OTBETa CO CJIEYIONUMHU apryMeHTaMu:
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r o6bexkT HTTP request

data BXOJISIIIUI OJIOK JTaHHBIX MOXKET OBITH CTPOKOI miau O0ydepoM B 3aBHCHUMOCTU OT
3HadeHns buffer type, IO yMOJMAHUIO SIBJISIETCSI CTPOKOM.

flags 00BEKT CO CJIEAYIONINMA CBOMCTBAMMI: last — JIOTMYeCcKoe 3HaTYeHne

true — ecju JaHHbBIE ABJSIOTCS MOCTeTHUM Oydhepom.

Qyuknus GUIbTpa MOXKET epeaBaTh CBOIO MOIMMUIIMTPOBAHHYIO BEPCUIO BXOJISIIETO OJIOKA, JAHHBIX
creyroreMy (bUIBTpy Teja oTBeTa mpu nomornu Bei3osa r.sendBuffer(). Ilpumep mpeobpazosanust 6yKB
B HIDKHUM PETUCTDP B Tejle OTBETa:

function filter(r, data, flags) {
r.sendBuffer(data.toLowerCase(), flags);
}

st ormenst dusbrpa (610KU TaHHBIX OYIyT NepejaBaThCs KAneHTy 6e3 Bbr3osa js_ body _filter), MoxkHO
ucrob3oBaTh r.done().

Ecim dynkius duibrpa usMeHsier JIMHY Tejla OTBeTa, TO HEODXOINMO OYHUCTHUTH 3arojIOBOK OTBETa
«Content-Length» (eciu npucyrcrsyer) B js_header filter, 9To6bl NPUMEHUTH TOBJOIHOE KOAUPOBAHUE.

(5 ) IIpumevuanue

Tak kak obpaboT4auk js body filter nomkeH cpaly BO3BpAIATh PE3YJIbTAT, TO IOIEPXKUBAIOTCS
TOJIBKO CHHXPOHHBIE oneparyn, TakuM o6pa3oM, aCHHXPOHHBIE OllepaIu, HanpumMep r.subrequest()
uim setTimeout(), He ONIEPKUBAIOTC.

js_content

Cunrakcuc js_content gynryua | Modyan. pyrruua;
Ilo ymomua- —

HUIO

Konrekcr location, if in location, limit except

3ajaer MYHKIUIO njs B KadecTBe 0b6paboTanka cojmepkuMoro location. MoxkHO cebnaThbest Ha (DyHKIAIO
MOJLYJISI.

js_fetch buffer size

Cunrakcuc js_fetch_buffer_size paswmep;
Ilo ywmomua- js_fetch_buffer_size 16k;
HUIO

Konrekcr http, server, location

3asaer pa3smep Oydepa, KOTOPBIit OyIeT NCIOIbL30BaThCS I YTeHus u 3amucu st Fetch APT.
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js_fetch _ciphers

Cunrakcuc js_fetch_ciphers wugpoi;

IlIo ymomua- js_fetch_ciphers HIGH:'!'aNULL:!MD5;
HUIO

Konrekcr http, server, location

OnuceiBaer pasperiernsie mudpst 11 HTTPS-coenurennit npu momoru Fetch API. IMudpor 3amarores
B dopmare, moiep:kuBaeMoM o6ubmorekoit OpenSSL.

TloHBIH CIMCOK MOYXKHO TTOCMOTPETDH € TIOMOIITBIO KOMAHIbI «0openssl cipherss.

js_fetch _max_response buffer size

Cunrakcuc js_fetch_max_response_buffer_size paswmep;
Ilo ywmomua- js_fetch_max_response_buffer_size 1m;
HUIO

Konrekcr http, server, location

3ajjaeT MaKCHUMAJIBHBIN pa3Mep OTBeTa, MoJrydeHHoro mpu nomomnu Fetch API.

js_fetch_protocols

Cunrakcuc js_fetch_protocols [TLSvl| [TLSv1.1] [TLSv1.2] [TLSv1.3[;
Ilo ywmomua- js_fetch_protocols TLSvl TLSv1l.1 TLSv1.2;

HUIO

Konrekcr http, server, location

Paspemaer ykazannbrie mporokosibl gyt HTTPS-coequnenuit npu momonu Fetch APT.

js_fetch_timeout

Cunrakcuc js_fetch_timeout spems;
Ilo ywmomua- js_fetch_timeout 60s;
HUTO

Konrekcr http, server, location

Sajaer TaliMayT npu dreHnn u 3anucu npu momormnu Fetch API. TaiimayT ycranaBiamBaeTcst He Ha BCIO
repesiady OTBETA, & TOJBKO MEXKJIY JBYMs OIEpaIusMU YTEeHHd. KC/IM IO MCTedYeHWH 3TOro BpPEeMEHH
JaHHDBIe He IlepellaBajliuCh, COeJUHEHNEe 3aKPhIBaeTCs.
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js_fetch trusted certificate

Cunrakcuc js_fetch_trusted_certificate catin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Samaer daitn ¢ gosepennbivu ceprudukaramu CA B dopmare PEM, ucnosb3yeMbiMu mpu ITPOBEPKE
HTTPS-ceprudukara npu nomormu Fetch API.

js_fetch verify

Cunrakcuc js_fetch_verify on | off;
Ilo ywmomua- js_fetch_verify on;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anpermaer nposepky ceprudukara HTTPS-cepsepa mpu momomu Fetch API.

js_fetch_verify depth

Cunraxcuc js_fetch_verify_depth wucao;
Ilo ywmomua- js_fetch_verify_depth 100;
HUIO

Konrekcr http, server, location

Vcranapusaer riaybuny nposepku B 1enodke HTTPS-ceprudukaros npu momonu Fetch APT.

js__header_filter

Cunrakcuc js_header_filter gpynxyus | modyav.pyrrxyus;
IIo ywmomua- —

HUIO

Konrekcr location, if in location, limit_except

Sasaer GyHKIUIO Njs B KadecTBe (DUIHTPA 3ar0JI0BKa OTBETA. UPEeKTUBA TO3BOJISET MEHSITH TPOU3BOJIb-
HbIE I10JI8 3aI'0JIOBKa OTBETA.

© IIpumeuannue

Tak kak obpaboTuuk js_header filter nomxen cpa3y BO3BpallaThb PE3YJIbTAT, TO IIO/JIEPXKUBAIOTCH
TOJIbKO CHHXDOHHBIE onepaiuu. Takum o6pa3oM, aCHHXPOHHbBIE Ollepanuy, HanpuMmep r.subrequest()
uim setTimeout(), He MOJIEPKUBAIOTCS.
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js_import
Cunrakcuc js_import wmodyav.js | uma_ axcnopma from modyaw.js;
Ilo ymomua- —
HUIO
Konrekcr http, server, location

WNmmnoprupyer MOmy/ib, MMO3BONLAOIIAN 3a7aBaTh oOpaborumkn location w mepeMeHHBIX Ha  njs.
Hms_sxcnopma  gBJsleTCs HPOCTPAHCTBOM HMEH IIpu  JiocTylie K dyHKIusM  Moayias. Ecan
UMA__IKCNOPMG HE 33]IAHO, TO IPOCTPAHCTBOM UMEH OYyJIeT SIBIATHCS UM MOJLYJIS.

[j s_import http.js;

B mpumepe mpu mocryiie K 9KCIOPTY B KAYECTBE IPOCTPAHCTBA MMEH HCIOJIB3YeTCS UMsi MOIyJst hitp.
Ecsin mMIOpTHpYeMBIit MOJLYJIb SKCIIOPTUPYET f00(), TO Juist MOCTyTa Uemob3yercst hitp.foo.

upexkTus js_import MOXKeT ObITh HECKOJIBKO.

js_path
Cunraxcuc js_path nymo;
Ilo ywmomua- —
HUIO
Konrekcr http, server, location

3ajiaer JIONOJHATE/BHBIA Iy Th JjIs MOJLYJIeil njs.

js_preload object

Cunrakcuc js_preload_object uma.json | ums from gaiin.json;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

IIpenBapurenpHo 3arpykaer HeM3MeHsEMbIT OObEKT BO BpeMsi KoHbUryparuu. Mmsa UCIOIb3yeTcs B
KavyecTBe MMEHU IJI00aJIbHON ITepeMeHHON, Yepe3 KOTOPYI0 O0bEeKT JOCTyIeH B Koje njs. Ecin uma He
yKa3aHO, TO OYJIeT UCIIOIb30BAThC UM daitia.

[js_preload_object map.json; }

B npumepe map ucrnosb3yeTcs B KaUeCTBE UMEHN BO BPEMS JOCTYIA K [IPEIBAPUTEIHHO 3aIDYKEHHOMY
0OBEKTY.

Hupextus js_preload_ object MoXKeT OBITH HECKOIBKO.
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js_set
Cunrakcuc js_set $nepemennasn dyrryus | modyav.yrruus;
Ilo ymomua- —
HUIO
Konrekcr http, server, location

Sagaer QYHKIMIO NS JJIs yKa3aHHOM mepeMeHHol. MOoXKHO cChLIaThbCst Ha (DYHKITUIO MOLYJISI.

OyHKIMS BBI3BIBAETCHA B MOMEHT IIEPBOTO OOPAIEHUS K MEPEMEHHOM JJIst JJAHHOTO 3a1poca. TOIHBIA MO-
MEHT BbI30Ba (DYHKIMU 3aBUCUT OT (fa3bl, B KOTOPOI POUCXOAUT OOpAIleHre K MePEMEHHON. DTO MOXKHO
HCIIOJIB30BAaTD JJIs1 PeAIU3aIH JOIOJTHATEIbHON JIOTUKYU, HE OTHOCAIIENCS K BBITUCIIEHUIO ITIePEMEHHOI.
Hampumep, ecsin mepementast ykazana B JupekTuse log  format, To ee 06paboTInK He OYIeT BBIITOTHATh-
cst 710 a3l 3aIUCH B JIOT. DTOT 00pabOTINK TAKIKE MOYKET UCIIOIb30BAThCS JJIsl BBITOJTHEHUS ITPOIIELY
HEITOCPEICTBEHHO TIePe]; OCBODOXK IEHIEM 3aIIPOCa.

(5 ) IIpumeuanue

Tak xkak 00pabOTYHK js_Sel JOJKEH Cpa3y BO3BPAIATh PE3YJIbTAT, TO IIOJJIEPYKUBAIOTCS TOJIBKO
CUHXDOHHBIE oneparuu. TakuM 06pa3oM, aCHHXPOHHBIE olepaiuu, Hampumep r.subrequest() wam
setTimeout(), He MOIEPKUBAIOTCS.

js_shared dict_zone

Cunrakcuc js_shared_dict_zone zone=uwmas:pasdmep [timeout=epems| [type=string | number]
[evict];

Ilo ymomua- —

HUIO

Konrekcr http

3amaer uma U pasmep 30HBI Pa3AessdeMOoil TaMsATH, B KOTOPO XPAHUTCS CJIOBAPh KJIOUYEH U 3HAYCHU,
pa3nessieMblit MeXK Iy PabOdIUMU IIPOIECCAMM.

type Heo0A3aTebHEI [IapAMEeTD, [03BOJIAeT M3MEHUTh THI 3HAYEHUS HA YHCIIOBOIL
(number), Mo YMOJTYAHUIO B KAYeCTBE KJIOYA U 3HAUEHHUS HCIOJIB3YeTCs CTPOKA
(string).

timeout HeoOsA3aTebHBIIN TapaMeTp, 33/1aeT BPeMs, [0 3aBEPIIEHIN KOTOPOTO BCE 3aIICH
B CJIOBape yIAJSIOTCA U3 30HBI

evict HeOo0A3aTebHBI TapaMeTp, YAAIdeT CaMylo CTapylo Hapy KJIIOY-3HadeHUE DU

IIEPEIOJTHEHUN 30HbI

IIpumep:

example.conf:
# Cosdaemcsa canoeapb pasmepom 1Mb6 co CmpOKOSbLIMU 3HAYEHUAMU,
# napel KAY-3HAYEHUE YOAAAOMCA NPU OMCYMCMEUU GKMUBHOCMU 8 mexerue 60 cekyHO:
js_shared_dict_zone zone=foo:1M timeout=60s;

# Cozdaemca cnoeape pasmepom 512K6 co cmpokoSbMU 3HAYEHUAMU,
# yoaasemcs camMas CMapPas NApPa KAOY-3HAYEHUE NPU NEPENONHEHUU 3OHbL:
js_shared_dict_zone zone=bar:512K timeout=30s evict;
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# Cosdaemca nocmoaHKelll ca08apb padmepoM 32K6 C HUCAOBbIMU 3HAUEHUAMU:
js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));
}

function set(r) {
r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

}

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));
}

function increment(r) {
r.return(200, ngx.shared.num.incr(r.args.key, 2));

J
js var
Cunrakcuc js_var $nepemennan [3nauenuel;
Ilo ywmomua- —
HHIO
Konrekcr http, server, location

Ob6bsBisieT IepesalmcbiBacMyTIo IMIepeMeHHYIo. B kauecrBe 3HaUEHHS MOXKHO HCIOJIb30BATH TEKCT, IIepe-
MEHHbIEC U UX KOM6HHaHHH. HepeMeHHaﬂ He IIepe3alluCbIBaeTCd II0CJIe IIepeHallpaBJ/ICHUA, B OTJIMIUE OT
IIepeMeHHbIX, CO3/[aHHBbIX IIPpU ITOMOIIU JUPDEKTUBBI set.

AprymeHT 3anpoca

Kaxkaprit HTTP-06paboTyank njs mosrydaer OJuH apryMeHT, 00beKT 3a1poca.

Limit Conn
Ilo3BosisieT OrpaHMYUTh YUCJIO COENUHEHHIl 10 3aJaHHOMY KJIIOUY, B YACTHOCTH, YHCJIO COETUHEHUN C
onuoro IP-aspeca.

VYuTBIBAIOTCS HE BCE COSIUHEHNS, a JINIIH Te, B KOTOPLIX NMEIOTCST 3alIPOChl, 00pabaThIBaeMble CEPBEPOM,
¥ 3ar0JIOBOK 3alIpoca y2Ke IIPOYUTAH.
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Mpumep koHcpurypayun

http {
limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {
limit_conn addr 1;

3

OupekTnssbl

limit conn

Cunrakcuc limit_conn 30Ha “ucnao;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3aiaer 30Hy pa3/IesIsieMoil MaMSITH U MAKCHMAJIBHO JOITYCTUMOE UNCJIO COEINHEHUN ISt OTHOTO 3HAYCHS
KJiova. [Ipu mpeBbIIeHrH 3TOro 9rca B OTBET Ha 3alIPOC cepBep BepHET owubky. Hampumep, TupeKTUBBI

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
location /download/ {
limit_conn addr 1;

3

pa3pemniamT OJHOBPEMEHHO 0bpabaThiBaTh HE OoJsiee OMHOTO coeauueHus ¢ oxuHoro [P-aapeca.

(5 ) IIpumeuanue

B HTTP/2 u SPDY KaxK/iplil apajulesIbHBIN 3aIPOC CUUTACTCS OTIEJILHBIM COEJIUMHEHIEM.

HupekTus limit _conn mMoxkeT OBITH HecKosibKO. Hampumep, ciiemyiomas KOHMUTypaIus OrpaHuInBaeT
YUCJI0 COEJIMHEHNIA C CepBEPOM C OJIHOTO KJIHmeHTCKoro IP-ajpeca u B TO yKe BpeMsl OrpaHUIUBAET 00IIee
YUCJIO COEJINHEHUI C BUPTYaJIbHBIM CEPBEPOM:

limit_conn_zone $binary_remote_addr zone=perip:10m;
limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;
limit_conn perserver 100;
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JUpEeKTUBBI HACTEIYIOTCS C MIPEIBIAYINEro YPOBHS KOHMUTYPAITUN IIPU YCIAOBUU, UTO HA JAHHOM yPOBHE
He OIMCAHBI CBOU JINPEKTUBHI limit_ conn.

limit conn dry run

Cunrakcuc limit_conn_dry_run on | off;
ITo ymonwa- 1limit_conn_dry_run off;
HUIO

Konrekcr http, server, location

Bxiiogaer pexxum npobHOTOo 3amycKa. B JanHoOM pekuMe YUCsI0 COeIMHEHU He OrPAHNINBAETCS, OJHAKO
B 30Me Pa3dessemoli namMAmU TEKYIee THCJI0 N30BITOUHBIX COEIMHEHII YIUTHIBACTCI KAK OOBITHO.

limit conn log level

Cunrakcuc limit_conn_log_level info | notice | warn | error;
IlIo ymomga- 1limit_conn_log_level error;

HUIO

Konrekct http, server, location

SajaeT XKejaeMblil YPOBEHb 3AITUCH B JIOD CJyYaeB OTPAHUYEHUS YUCJIa COEJMHEHNUI.

Iimit_conn_status

Cunrakcuc limit_conn_status x0d;
Ilo ywmomuya- 1limit_conn_status 503;
HUO

Konrekcr http, server, location

IIozBosisieT epeonpeeMTh KO OTBETA, UCIOJIb3yEeMbIN TPU OTKJIOHEHUN 3aIIPOCOB.

limit conn zone

Cunrakcuc limit_conn_zone K.oY zZOne — HA36AHUE PASMED;
Ilo ymomua- —

HUIO

Konrekcr http

3ajiaer mapaMeTpbl 30HBI Pa3/esIsieMOil TaMsITH, KOTOPas XPAHUT COCTOSTHUE JJTsl PA3HBIX 3HAYEHUH KJTFO-
qa. CocTosiHUe B 9aCTHOCTH COMEPYKUT TEKYIIee YUCI0 coeluHeHnil. B KadecTBe KJII09a MOXKHO HCITOJIhb-
30BATh TEKCT, IIEPEMEHHBIE M UX KOMOWHAIMHU. 3AIPOCHI C IIyCTHIM 3HAYCHUEM KJII0Ya HE YIUTHIBAIOTCS.

IIpumep ncnonb3oBaHMS:

[limit_conn_zone $binary_remote_addr zone=addr:10m;

3/tech B KadecTBe KIo49a ucrnosb3yercs IP-agpec kinenra. O6parnre BHIMAHNE, ITO BMECTO TEPEMEHHOMN
$remote_addr ucnosb3oBana repeMenHas $binary_remote_addr.
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Jymna sHavenus mepeMennoit $remote addr moxker xosebarbes or 7 g0 15 GaiiT, Ipu 3TOM pasmep
XPAHMMOI'O COCTOSIHUSI COCTaBjsieT Jinbo 32, ymbo 64 Oaiita Ha 32-6uTHBIX mwiardopmax u Beerga 64
Gaiita Ha 64-OUTHBIX.

Jonna 3navenus nepemennoit $binary remote _addr Bcerna pasna 4 Gaiiram mis IPv4-anpecos uim 16
6aitram ms IPv6-anpecos. IIpu sTom pa3mep cocrosuus Bcerga pasen 32 min 64 6aiitam Ha 32-OUTHBIX
mwiardopmax u 64 Gaitram Ha 64-OUTHBIX.

B 3one pazmepom 1 merabaitT MOXKeT pasMeCTUThCsI OKOJIO 32 THICAY COCTOsIHUN pa3mepoM 32 baiita min
16 TeIcaY cocTosiauit pasmepom 64 Oatita. [Ipu mepemnosiHeHNN 30HBI B OTBET HA MOCJIEIYIONINE 3AIIPOCHI
cepBep OyzeT BO3BpAIIATh 0w uOKY.

BcTpoeHHble nepemeHHble
$limit_conn_status

XPaHUT pe3yabTaT OrpaHUYeHUsT qUCTIA, COEeJIMHEH NI PASSED, REJECTED WIn
REJECTED DRY RUN

Limit Req
TlozBosIsIeT OrpaHUYUTH CKOPOCTH OOPADOTKY 3AIPOCOB M0 3aIaHHOMY KJIIOUY WJIMA, KaK YaCTHBIN CIIy-

qail, CKOPOCTb 0OpabOTKU 3AIPOCOB, MocTynammux ¢ oguoro [P-agpeca. Orpanndenue obecnieanBaeTcst
¢ momotpbio Meroma «leaky buckets.

Mpumep koHcpurypayun

http {
limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {
limit_req zone=one burst=5;

3

OupekTnssbl

limit_req

Cunrakcuc limit_req zone=nassanue [burst=vucao| [nodelay | delay=xucaol;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3aJiaer 30Hy pasjeigeMoii maMaTu (zone) u MAKCUMAJbLHBIA pa3Mmep Bciuiecka 3anpocos (burst). Ec-
JIU CKOPOCTD TMOCTYIJIEHUs 3a4IIPOCOB MPEBBIMIAET OMUCAHHYIO B 30HE, TO NX 06paboTKa 3aJ1epKUBAeTCs
TaK, ITOOBI 3aITPOCHI 0OPADATHIBAINCH C 3aAHHON CKOPOCTHIO. V3OBITOUHBIE 3AITPOCHI 33 I€PIKUBAIOTCSI
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JI0 TeX TIOP, MOKA UX YUCJIO HEe TMPEBBICUT MAKCUMAJIBHBINA pa3dMep BeIiecKa. [Ipu mpeBbiieHnn 3ammpoc
3aBepiaeTcd ¢ omuoOkoit. Ilo yMomuanuio MakcuMasbHBI pa3Mep BCIJIeCKa paBeH Hys0. Hampumep,
JUPEKTUBDI

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {
limit_req zone=one burst=5;

}

IIO3BOJIAIOT B CpeJHeM He 6outee 1 3allpoCa B CEKYH/Y CO BCIIJIECKaMH HeE 6oJtee 5 3aIIPpOCOB.

Ecin ke m30bITOUHBIE 3aIIPOCHI B IIPEJIEIax JIMMUATA BCILJIECKOB 33/I€PXKNBATh HEe TPeOyeTCst, TO CJIejlyeT
HCIIOJIb30BaTh napaMerp nodelay:

[1imit_req zone=one burst=5 nodelay; }

ITapamerp delay 3a/aeT JIUMHUT, 110 JTOCTUKEHUHA KOTOPOr'O M30BITOYHBIE 3aIIPOCHI 33/I€PYKUBAIOTCS. JHA~
YeHre 110 YMOJTIAHUIO PABHO HYJIIO U O3HAYAET, 9TO 33€PKUBAIOTCHA BCE M3OBITOIHBIE 3AIIPOCHI.

HupekTus limit_req MoxxeT ObITH HeckKOIbKO. Hanpumep, cienyronias KOHGUIYPAIHs OTPAHTINBAET CKO-
pPOCTh 00PabOTKHU 3aIIPOCOB, TOCTYMIAIOIMNX ¢ oJHOor0 [P-aipeca, 1 B TO YKe BpeMsI OTPAHNYNBAET CKOPOCTD
00pabOTKM 3aIIPOCOB OJIHUM BUPTYAJIbHBIM CEPBEPOM:

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s;
limit_req_zone $server_name zone=perserver:10m rate=10r/s;

server {

limit_req zone=perip burst=5 nodelay;
limit_req zone=perserver burst=10;

J

JupeKTUBhI HACTEIYIOTCS C MPEIbIAYINEro YPOBHsT KOHMUTYPAIIUN P YCJIOBUH, 9TO HA JTAHHOM YPOBHE
He OIKCAHBI CBOU JIUPEKTUBHI limit  Teq.

limit _req dry run

Cunrakcuc limit_req_dry_run on | off;
IlIo ymomua- limit_req_dry_run off;
HUIO

Konrekcr http, server, location

Bkirouaer pexkum mpobHOro 3amycka. B maHHOM pexkumme CKOPOCTb 00pabOTKX 3alpOoCcCOB HE OrPAHUYHU-
BAETCA, OTHAKO B 30HE PA30eAAeMOl NAMAMU TEKYIEe INCI0 M30OBITOUHBIX 3allPOCOB YIUTHIBACTCA KaK
OOBIYHO.
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limit _req log level

Cunrakcuc limit_req_log_level info | notice | warn | error;
Ilo ymomwa- 1limit_req_log_level error;

HUIO

Konrekcr http, server, location

3ajaeT keaeMblil yPOBEHb 3allUCU B JIOI CJIyYaeB OTKa3a B 00pabOTKE 3alpOCOB IPHU IPEBBIIICHUN
CKOPOCTHU ¥ CJIyJaeB 3aJiepKeK Ipu oOpaboTKe 3ampoca. 3a epKKK 3allUChIBAIOTCS B JIOT ¢ YPOBHEM Ha
€JIMHUILY MEHBINNM, YeM OTKa3bl, HAlpUMep, eciu ykazano limit_req log level notice;, TO 3a7epKKu
OyIyT 3alUCHIBATHCSA B JIOT HA yPOBHE info.

limit_req_status

Cunraxcuc limit_req_status xod;
ITIo ymomua- limit_req_status 503;
HUIO

Konrekcr http, server, location

IlozBosisieT epeonpenenTh KO OTBETA, UCIOJIb3yEeMbIN TPU OTKJIOHEHUN 3aIIPOCOB.

limit req zone

Cunrakcuc limit_req_zone K.a10% zone—ra3sanue:pasmep rate—ckopocmo;
Ilo ymomua- —

HUIO

Konrekct http

3ajiaer mapaMeTphbl 30HBI Pa3/IeIsieMOil TaMSTH, KOTOPas XPAHUT COCTOSTHUE [IJTsl PA3HBIX 3HAYEHUH KITIO-
ga. CocTosiHme B YACTHOCTU XPAHUT TEKYIIEE JIHCJIO M30BITOTHBIX 3alIPOCOB. B KadecTBe KII0Ya MOXKHO
WCIOJIb30BATh TEKCT, IIePEMEHHbIE U UX KOMOWHAIINU. 3aIllPOCHI C MYCTHIM 3HAYEHUEM KJIIOYa HE YIUThI-
BaIOTCA.

HpI/IMep HCIIOJIL30BaHU A

[limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

B nannoM ciydae cOCTOSIHMS XPAHATCA B 30He one pasmepoMm 10 merabailT, U cpemHsisi CKOPOCTb 0Opa-
OOTKU 3aIPOCOB JIJTsl STON 30HBI HE MOXKET IPEBLINIATL 1 3a1poca B CEKYH/LY.

B kadecrBe ruroua ucnonwsdyercst [P-agpec ksmmenta. OOpatuTe BHUMaHUE, 9TO BMECTO IIEPEMEHHOI
$remote_addr ucnosb3yercs mepemertasi $binary_remote_addr.

Jymua sHavenust nepemenuoit $binary remote_ addr Bcerma pasua 4 6aiiram gy IPv4-ampecos mim
16 Gaitram gy [Pv6-azxpecos. Ilpu sTom pasmep cocrosuusi Beerya paBeH 64 Oaiitam Ha 32-OUTHBIX
mwrardgopmax u 128 daiitam Ha 64-OMTHBIX ILIAT(HOPMAX.

B 3one pazmepom 1 merabaifT MOXKeT pasMeCTUThCsS OKOJIO 16 Thicsd cocTosinuit pa3zmepom 64 Haiita man
OKOJIO 8 THICSY COCTOSHUIT pa3mepoM 128 OaifT.

IIpu mepemnosiHeHUn 30HBI yIaJisieTCs HanMeHee BOCTPeOOBAHHOE cocTosiHue. Ecim u 9To He 1O3BOJISET
€O03/1aTh HOBOE COCTOsIHUE, 3aIIPOC 3aBEPIIAETC C 0WUOKOU.

Ckopoctb rate 3ajaercs B 3a1pocax B ceKyny (r/s). Ecium xKe HyKHa CKOPOCTH MEHBIIIE OJHOTO 3a1IpOca
B CEKYHJLY, TO OHA 33JIaeTCs B 3a1pocax B MUHYTY (r/m), HAIIpUMED, HOJI3AIpOoca B ceKyH Iy — 310 30r/m.
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BcTpoeHHble nepemeHHble
$limit_req_status

XPAHUT PE3yJIbTAT OrPaHUYEHUsI CKOPOCTH TocTyiienus 3amnpocos: PASSED, DELAYED, REJECTED,
DELAYED DRY RUN wmu REJECTED DRY RUN

Log

Moaynb 3amuchbIBaeT JIOTH 3allpOCOB B YKa3aHHOM (hpopMaTe.

Jloru 3amuceiBarOTCs B KOHTEKCTE location’a, Tie 3akaHUYnBaeTCst 06paboTka. D10 MOXKeT ObITh location,
OTJINYHBII OT EePBOHAYAJIBHOIO, €CJIM B IIporecce 00pabOTKU 3aIIpoCca MIPOUCXOMUT GHYMPEHHEE TLEPEH-
npasaerue.

Mpumep kondurypauun

log_format compression '$remote_addr - $remote_user [$time_local] '

'"$request" $status $bytes_sent '
'"$http_referer" "$http_user_agent" "$gzip_ratio"';

access_log /spool/logs/angie-access.log compression buffer=32k;

OupekTusnbl

access log

Cunrakcuc access_log nymo [Ppopmam [buffer=pasmep| [gzip[=cmenenv]] [flush=epema]
[if=ycaosuell;
access_log off;

Ilo ywmomua- access_log logs/access.log combined;

HIHIO

Konrekcr http, server, location, if B location, limit except

SagaeT nymo, gopmam U HacTPOiiKu OydepuzoBanHol 3amucu B Jior. Ha oHOM ypoBHE KOHbUrypanun
MOXKET UCIIOJIB30BaThCsI HECKOJIBKO JIOTOB. 3aIliCh B sysl0g HACTpanBaeTcs yKa3aHueM npedukca, «syslog:»
B nepsoM napamerpe. CrenuanbHoe 3HadeHue off ormeHsieT Bce JUPEKTHBBI access_log s TEKYIIEro
ypoBus. Eciu dopmar He ykazaH, TO UCIONB3YETCS MIPEIONpPeneseHHbIi hopmar «combineds.

Ecim 3aan pasmep 6ydepa ¢ momolinpio napaMerpa buffer nwin ykasas napaMerp ¢zip, TO 3alllChb OyIeT
Oy bepu30BaHHOIA.

“* OcropoxxHo

Pasmep Oydepa noikeH ObITb He OOJIBINIE pa3Mepa aTOMAPHON 3alucu B AUCKOBBIN daitr. s
FreeBSD sTor pasmep neorpanmdes.

[Tpu BrITOYEHHO# Oydepu3annu JaHHbIE 3AMUCHIBAIOTCI B (aili:
® ©CJIM Oovepe/iHasl CTPOKA JIOTa He MoMeInaeTcst B 0ydep;
e cciu JlaHHbIe B Oydepe HAXOmATCs JIOJIbIIEe NHTEPBAJIa BPEMEHH, 3a/[AHHOr0 napaMeTpoM flush;

® IIDU NEPEOMEKEPOLIMUU JLUZ—dj(LﬁJLa nn 3aBEepHIICHUN pa6oqero oporecca.
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Eciu 3aa1 napamerp g¢zip, To 6ydep 6yier ckuMaTbcsl 1epet 3auchbio B ¢aita. CrerneHb cxKaTusl MOXKET
ObITh 3a/aHa B juamnasoHe oT [ (GbicTpee, HO XyxXKe cxkarhe) n0 9 (MejJieHHee, HO JIydIle CXKATHE).
Ilo ymomganuto ucnonb3ytores Oydep pasmepom 64K Gait u crenenb cxxarust 1. laHHBIE CoKUMaioTCs
ATOMApPHBIMU OJIOKAMU, U B JIIOOOI MOMEHT BpeMeHU JIorT-hailil MOXKeT ObITh PACHAKOBAH WJIM MPOYUTAH
C TIOMOIIBIO YTUIUTHL «ZCats.

IIpumep:

[access_log /path/to/log.gz combined gzip flush=5m; }

@ Baxmno

s mopepkku gzip-cxkarus JioroB Angie PRO nosken 6biTh cobpan ¢ 6ubinoTekoii 21ib.

B nytu daiiia MOKHO UCIIOIB30BATH TIEPEMEHHBIE, HO TAKWE JIOTH MMEIOT HEKOTOPhIE OTDAHMICHMUS:

® 1.04b306aMeEND, C TPABAME KOTOPOTO PA0OTAIOT pabovne IIPOIECCHI, MOJKEH MMETh IIPaBa Ha CO-
3nanne QailjioB B KaTajgore ¢ TAKMMU JIOTaMU;

e He paboraer Oydepusarus;

e bails1 OTKpBIBaETCs JJIsl KayK/[0W 3allMCH B JIOT U Cpa3y Ke IocJe 3anucu 3akpoiBaercs. Ciejyer
OJIHAKO UMETDH B BUJLY, UTO IIOCKOJIbKY JIECKPUIITOPHI YACTO UCHOJIb3yeMbIX (DailjloB MOTYyT XPaHUTh-
¢ B KdIIIe, TO NIPU POTAIIMN JIOTOB B TEUEHIE BPEMEHH, 33/JAHHOI0 ImapaMeTpoM valid TUpEeKTUBBI
open_log_file cache, 3anCh MOXKET MIPOJIOJIZKATHCS B CTapbIil daili.

e IIpU KaxKJOH 3alliCcHu B JIOT IIPOBepAeTCs CyIleCTBOBaHUE KOPHEBOI'O KaTaJjlora JjId 3allpoca — €CJIH
9TOT KATaJIOI He CYIIeCTBYET, TO Jor He co3jaercs. Iloaromy root u access log Hy?KHO OIUCHIBATH
Ha OJIHOM YPOBHE KOH(MUTYpPAIAN:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

ITapamerp if BK/IIOUAET YCJIOBHYIO 3aIHCh B JIOT. 3aIIPOC He OyIeT 3aIIUCHIBATHCS B JIOT, €CJIU PE3YJILTATOM
BBIUNCJIEHUS YCJIOBUS SIBJIsIeTCS «(» WMJIM IIycTasl CTPOKa. B ciemyromeM IpuMepe 3alpochl ¢ KOJAMUI
OTBeTa 2XX U 3XX He Oy/IyT 3allUCHIBATHCS B JIOT:

map $status $loggable {
~~[23] O0;
default 1;

}

access_log /path/to/access.log combined if=$loggable;

log_format
Cunrakcuc log_format umsa [escape=default | json | none| empoxa .. .;
Ilo ymomga- log_format combined "...";
HHIO
Konrekcr http

3asaer dhopmar Jora.

ITapameTp escape 1103BoOJISIET 3a1aTH SKPAHUPOBAHNIE CUMBOJIOB json win default B IepeMEeHHbIX, 110 yMOJI-
YaHUIO UCHoJIb3yercs default. 3natieHre none OTKIIOYAET SKPAHUPOBAHNE CUMBOJIOB.
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IIpu ucnionbzosannu default cumBoubr «"», «\ », & TAaK¥Ke CUMBOJIBI CO 3HAYEHUSIMU MeHbIIe 32 MiIu GOJIbIIe
126 sxkpanupytorcs Kak «\xXX». Ec/iu 3HaueHne nepeMeHHoi He HaliJIeHO, TO B KAYeCTBE 3HAYCHUSI B JIOT
OyJeT 3aIuChIBATHCS TeUC «-«.

IIpu ucnosp3oBanUU jSon IKPAHUPYIOTCS BCe CUMBOJIBI, HegomyctuMble B JSON crpokax: cuMBOJIBI «''»
u «\» IKpaHuUpyroTca Kak «\"» 1 «\\», CUMBOJIbI CO 3HAYCHUSIMHU MeHbIIle 32 IKPAHUPYIOTCS Kak «\N»,

Ar», «\t», <\b», <\f» mwm «\u00XX>.

Crpokmu 3arosioBkKa, IlepeJaHHBIE KJHUEHTY, HauMHAIOTCA C mpedukca sent hitp , Hampumep,
$sent_hitp content range.

B komdurypanum Bcerga CymecTByeT MpeIonpeae/ieHHbiii hopmar combined:

log_format combined '$remote_addr - $remote_user [$time_local] '
'""$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';

open_log_file cache

Cunrakcuc open_log_file_cache max=N [inactive=epems| [min uses=N| [valid=epemas];
open_log_file_cache off;

Ilo ywmomua- open_log_file_cache off;

HUIO

Konrekcr http, server, location

3asaer K311, B KOTOPOM XPAHSATCHA JIECKPUNTOPHI (ailjioB 4acTO MCIOJIb3YEeMbIX JIOTOB, IMEHA KOTOPBIX
3a/IaHbI C UCIOJb30BaHNeM rrepeMeHHbIX. [lapameTpsr:

max 33/1aeT MaKCHUMaJIbHOE YHCJIO JEeCKPUITOPOB B KIIIIe; IIPU IE€PENOJHEHUN KIIIIa
nanmenee Bocrpebosannbie (LRU) neckpunropbl 3aKpbIBAIOTCS

inactive 3a/1aeT BpeMs, II0CJIe KOTOPOTO K3IINPOBAHHBIA JECKPUIITOD 3aKPbIBACTCA, €CJIN
K HeMY He ObLJIO 0OpaIleHnii B TeIeHne STOro BpeMeHn; 1o ymoadanuio 10 cekynsm,

min_uses 3a/1aeT MUHAMAJIbHOE YHCJIO UCIOJb30BaHUil (hailia B TeYeHNe BPEMEHH, 3a/IaH-

HOT'O IIApaMeTPOM inactive, TOCae KOTOPOTo JIeCKPUIITOp (haiiia Oyrer ocraBaTbCst
OTKPBITBIM B K3III€; TT0 YMOJYaHUIO 1

valid 3a/1aeT, Yepe3 KaKOe BPeMsi HY2KHO MPOBEPATH, 4TO (haflyl erne CyImIecTByeT Mo,
TeM JKe IMeHeM; 10 yModaHnio 60 cekyH/T
off 3alpenaeT K3

IIpumep ucnonb30BaHMS:

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2; }

Map

COS,HaeT IIepeMeHHble, 3Ha4YCHUA KOTOPBIX 3aBUCAT OT 3HAYEHU JAPYTrux 1nepeMeHHbIX.
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Mpumep koHcpurypayun

map $http_host $name {
hostnames;

default 0;

example.com 1;
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;
wap. * 4,

map $http_user_agent $mobile {
default 0;
"“Opera Mini" 1;

OupekTnssbl

map

Cunrakcuc map cmpoxa $nepemennan { ... };
Ilo ymomua- —

HUTO

Konrekcr http

Cozmaer HOByIO mepeMeHHYI0. Ke 3HatUeHne 3aBUCUT OT MEPBOTO IMapaMerpa, 3aJaHHOTO CTPOKOU C mepe-
MEHHBIMHU, HaIIPUMeD:

set $varl "foo";
set $var2 "bar";

map $varl$var2 $new_variable {
default "foobar_value";

}

3nech mepemenHas $new_variable Oymer uMerh 3HaYEHME, COCTABICHHOE U3 JIBYX NepeMeHHbIX $varl u
$var2, win 3HavYEHWE IO YMOJIYAHUIO, €CJIU 9TU IepeMEHHbIE HE OIPEIeICHbI.

O IIpumeuanne

TTockoJIbKY TIepeMeHHbBIE BBIYUC/ISFOTCS TOJIBKO B MOMEHT UCIIOJIB30BaHUSI, CAMO II0 cebe HAJIUIne JTaxKe
6OJIBIIIOTO UMCIa OObSIBIIEHUI TIEPEMEHHBIX «Map» He BjedeT 3a cO0OU HUKAKUX JIONOJHATETHHBIX
pacxomoB Ha 0OPabOTKY 3aIIPOCOB.

ITapameTpsl BHyTpU OJI0Ka map 3aaI0T COOTBETCTBHE MEXK/Ly MCXOIHBIMHU M PE3yJILTUPYIOMUME 3HAYTE-
HUSIMU.

I/ICXO,IIHI)IQ 3HaYCHUA 3aJIAI0TCA CTPOKAMU UJIN PEryJIsApPHBIMU BbIPDazKCHUAMU.

CTpoKu MpOBEpsIIOTcs 6€3 ydera PerucTpa.
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Ilepes peryiaspHbIM BbIpaKeHUEM CTABUTCS CAMBOJ «  », €CJIM IIPU CPABHEHUU CJIeIyeT YIUTHIBATDL pe-
IUCTP CHUMBOJIOB, JIMGO CUMBOJIBI «~ *», €CJIN PEruCcTp CUMBOJIOB yUYHTHIBATH HE HY?KHO. PeryisipHoe BbI-
paKeHne MOXKeT COJepKaTh UMEHOBAaHHBIE U ITO3UIIMOHHBIE BbIJIEJIEHUS, KOTOPbIE MOT'YT 3aTe€M HCIIOJIb-
30BaThCd B JPYIUX JUPEKTUBAX COBMECTHO C Pe3yJIbTUPYIONIEil ITepeMeHHOM.

Ecnu nexoHoe 3HaUEHNE COBIAIAET ¢ MMEHEM OJIHOTO M3 CHENUAIbHBIX aPAMETPOB, OIIMCAHHBIX HUXKE,
repeJi HUM CJieJlyeT [MOCTAaBUTh CUMBOJ «'.

B kauecrse PeE3YyJIbTUPYIONIECTO 3HAYCHUA MOXKHO YKa3aThb TEKCT, HIEPEMCEHHYIO U UX KOM6I/IH8J_II/II/I.

Takxxe IOAAEP2KUBAIOTCA CJACAYIOINE CIIeIUaJIbHbIE ITapaMeTPBI:

default snauenue 3aJ1a€T PE3YJIBTUPYIOIIEe 3HAUCHHE, €CJIM UCXOAHOE 3HAUEHUE HE COBIIAIAET
HU C OJHUM W3 IIepevuncieHHbIX. Eciu mapaverp default He yKasaH, pe3yiib-
TUPYIOIUM 3HAYEHUEM 0 YMOJTIAHUIO OYJIeT IyCTasi CTPOKA.

hostnames YKa3bIBAET, UTO B KAYECTBE UCXOAHBLIX 3HAYEHMI MOXKHO HCIIOJIb30BaTh MaC-
Ky JJIsl TIEPBOI MJIN [TOCJIeIHEN YaCTH UMEHHN XOCTa. DTOT IIaPAMETP CJIeILyeT
YKa3bIBaTh IePEe] CIIMCKOM 3HAYCHUIA.

Hampuwmep,

*.example.com 1;
example. * 1;

Bwmecto nByx 3amnuceit

example.com 1;
*.example.com 1;

MO2KHO HCIIOJIb30BaThb OJHY:

[.exa.mple .com 1;

include ¢atin BKJIToUaeT Gailyr co 3HaUeHnsIMU. BKITIOYeHnT MOXKET ObITh HECKOJIBKO.
volatile YKa3bIBA€T, YTO IIePEMCHHAas HE KIIMIUPYETCs.

Ecan ucxomHoMy 3HAUYEHHIO COOTBETCTBYET HECKOJBKO M3 YKA3aHHBIX BapUAHTOB, HAIIPUMEP, OTHOBpPE-
MEHHO TOAXOJST U MacCKa, W PEryJsipHOE BbIpaXkKeHue, OyJeT BbIOpaH MEpPBBIM MOAXOISINNA BAPDUAHT B
cJIeIyIoIeM IopsiJiKe IPHopuTeTa:

CTPOKOBO€ 3Ha1Y€HNE 06e3 MacKn

caMoO€ JJINMHHOE CTPOKOBOE 3HaAYCHHE C MaCKO# B Ha4daJie, HallpuUMep <« %, emample.com»

1

2

3. caMoe JNIMHHOE CTPOKOBOE 3HAMEHHWE ¢ MACKOH B KOHIE, HampuMep «mail. *»

4. nepBoe HOIXOJIsIIee PEryJIsipHOe BhIpazkeHue (B IOpsiJIKe CJIeJ0BaHusl B KOHGMUIYypanuoHHoM daiise)
)

3HaUeHne no ymoadanuio (default)
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map _hash _bucket _size

Cunrakcuc map_hash_bucket_size pasmep;

Ilo ymomya- map_hash_bucket_size 32|64|128;
HUIO

Konrekcr http

3asaer pa3mMep KOP3WHBL B XIIMI-TAOJUIAX JJI IEPEMEHHBIX Map. SHAYCHUE [0 YMOJTIAHUIO 3aBUCHT OT
pa3mMepa CTPOKHU Ka1Ia mporieccopa. 1lompobdree HacTpoitka X31-Tabul; 00CyKIAeTCst OTIETbHO.

map _hash _max _size

Cunrakcuc map_hash_max_size paswmep;
Ilo ywmomua- map_hash_max_size 2048;
HUIO

Konrekcr http

3amaeT MaKCUMAaJIbHBIA pa3Mep X3II-TabJ NIl I epeMeHHbIX map. [lonpobHee HACTPORKA XIII-TAOJINII
00CY?KIaeTCsT OTAETHHO.

Memcached
Tozsosger mosyuars orBer u3 cepsepa memcached. Kiou 3amaerca B nepemennoit $memcached_ key.

Oreer B memcached fomKeH GbITH MPEIBAPUTENHHO TOMEIEH BHEITHUM Mo oTHomenunio Kk Angie PRO
CII0CcOOOM.

Mpumep koHpurypayun

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;
}
location @fallback {
proxy_pass http://backend;
}
}
AduvpekTunsbl

memcached _bind

Cunrakcuc memcached_bind adpec [transparent| | off;
Ilo ymomua- —

HHIO

Konrekcr http, server, location
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Sazaer JiokabHbIi [P-agpec ¢ Heobs3aTEIBHBIM IIOPTOM, KOTOPBIN Oy/1eT UCIOJIb30BATHCS B UCXOISIIIX
coeIMHEHUsIX ¢ cepBepoM memcached. B 3HaueHnn mapamerpa JOMyCTUMO HCIIOJIH30BAHUE ITEPEMEHHBIX.
Cuermaibaoe 3Hadenne off oTMeHsieT HeiicTBrUe yHACIEIOBAHHON C IPENBIIYINEro YPOBHsST KOH(MUIypa-
nuu JupekTunsl memcached bind, TI03BOJIsIS CHCTEME CAMOCTOSITEILHO BLIOMpaTh JoKaabHbI [P-apec
U TIOPT.

IIapamerp transparent mosBosiseT 3a7aTh HeJOKaJbHBIH [P-anipec, KOTOpBIil OyIeT UCIOIH30BATHCHA B
UCXOISATINX COEIMHEHUSIX C IIPOKCUPYEMBIM CEpBEPOM, HAllpuMep, peaJibhbiil [P-anpec kiuenta:

[memcached_bind $remote_addr transparent; }

st paboThl mapaMeTpa OOBIYHO TpebyeTcs 3amrycTuTh paboune nporecchl Angie PRO ¢ npuBmierusivu
cynepnoavdosamens. B Linux sTo He TpebyeTcs, TaK Kak ecju yKa3aH napamerp transparent, To pabodne
mporecchl HacaenytoT capability CAP. NET RAW u3 ry1aBHOTO TIPOIECCa.

@ Baxmno

Heobxommmo HACTPOUTH TAOJIHITY MAPIIPYyTU3AIIAN SIPa JJIsI IepexBaTa CeTeBOTO TpaduKa ¢ cepBepa
memcached.

memcached _buffer _size

Cunrakcuc memcached_buffer_size pasmep;
Ilo ywmomua- memcached_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Sazaer pasmep Oydepa, B KOTODBIH OyIeT YUTATbCs IepBas 4acTh OTBETa, I0JIyYaeMOro OT CepBepa
memcached. OTBeT CHHXPOHHO II€PEIAeTCs KJINEHTY CPa3y Ke 110 Mepe €ro MOCTYIJICHHS.

memcached connect timeout

Cunrakcuc memcached_connect_timeout epems;
Ilo ymomga- memcached_connect_timeout 60s;
HUIO

Konrekcr http, server, location

SajaeT TaitMayT JIs yCTAHOBJIEHUsT coeinaenns ¢ cepsepom memcached. Heobxoumo umeTs B BULy, 9TO
9TOT TaiiMayT OOBIYHO HE MOKET IIPEBBIINATH 75 CEKYH/I.

memcached gzip flag

Cunrakcuc memcached_gzip_flag ¢aae;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Bxioyaer mpoBepKy ykazaHHOrO (oiara B orBere cepBepa memcached u ycranosky mosst «Content-
Encoding» 3arosioBka orBeTa B «gzip», €Cu 3TOT (Jiar yCTaHOBJIEH.
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memcached next upstream

Cunrakcuc memcached_next_upstream error | timeout | invalid response | not found | off .. .;
Ilo ywmomua- memcached_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OrmpeiesisieT, B KAKUX CJIy9asix 3ampoc OyIeT mepeaH CIAeAYIONeMy B IPyIne upstream cepBepy:

error IIPOM30IILJIA OIMNOKA COEINHEHNUS C CEPBEPOM, IIEPE/IAdN MY 3aIPOCa UJIM YTEHUS
3arojI0BKa, OTBETA CEPBEPA;
timeout MIPOU30IIIe/T TafiMayT BO BPEMs COEJIMHEHUSI C CEPBEPOM, MEPEJIavdnl €My 3aIlpoca

WUJIA YTEHUS 3ar0oJIOBKa OTBETa CepBepa;
invalid_response cepBep BEpHYJI IIyCTON WM HEBEPHBIA OTBET;
not_found cepBep He HallleJ OTBET;

off 3allpelaeT Iepegady 3alpoca CIeLyIoNeMy cepBepy.

O IIpumeuanne

Heobxommo nmornMaTh, 4TO Iepeata 3apoca cje/IyoIeMy cepBepy BO3MOXKHA TOJIBKO [IPU YCJIOBUH,
9TO KJIUEHTY €Ille HUIEro He Iepe1aBaioch. 1o eCcTh, ecjii OmmOKa Wl TaiiMayT BOSHUKJIIN B CEPEIIHE
rnepejiagy OTBeTa KJIMEHTY, TO JefiCTBUE JUPEKTUBBI Ha TAKOIl 3aIIpOC HE PACIPOCTPAHAETCA.

JlupekTrBa TaK>Ke OIPENENIsAeT, YTO CUUTAETCH HeydauHolt nonvmkot paboThl C CEPBEPOM.

error timeout BcCerga CUMTAIOTCA HCYJIAYHBIMU IIOIBITKAMU, JarKe €CJIM OHM HE YKA3aHBI B JIH-
invalid_response peKTHUBE
not_found HHUKOI'J@ He CUUTACTC HEYAaYHBIMH IIOIBITKAMHI

Ilepenada 3ampoca ciaemayoomeMy cepBepy MOXKET OBITh OFPAHUYEHA 10 KOAUMECTNEY NONLIMOK U IO 8Pe-
MEH.

memcached next upstream _timeout

Cunrakcuc memcached_next_upstream_timeout epems;
Ilo ymomua- memcached_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

OrpannymBaeT BpeMs, B T€YeHNe KOTOPOro BO3MOXKHA Tepejiada 3a1mpoca cAedyou,emy cepBepy.

0 OTKJIIOYAET 3TO OFPAHUYEHUE
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memcached next upstream tries

Cunrakcuc memcached_next_upstream_tries wuc.ao;
Ilo ywmomua- memcached_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpaHnYmBaeT 9MUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCca CACIYIOUEMY CEPBEDPY.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

memcached pass

Cunrakcuc memcached_pass adpec;
Ilo ymomua- —

HUIO

Konrekcr location, if B location

Bajaer ajpec cepsepa memcached. Anapec MoxkeT ObITH yKa3aH B BUJIE JOMEHHOTO uMenu uiau [P-ajpeca,
7 TIOpTA:

[memcached_pass localhost:11211; J

mwin B Buje mytn UNIX-cokera:

[memcached_pass unix:/tmp/memcached.socket; }

Eciu nomenHOMY MMEHU COOTBETCTBYET HECKOJIBLKO aJ[PecOB, TO BCE OHU OYIYT UCIOJIb30BATHCS 10 OYepe-
nu (round-robin). Kpome Toro, B kauecTse ajipeca MOXKHO YKa3aTh 2pynny cepsepos. Feau uenoab3yercs
rpylIa, yKa3aTh I[IOPT HEBO3MOXKHO; BMECTO 3TOI'0 YKaKUTe IOPT IS KarK/I0ro cepBepa BHYTPU I'DYIIIBI
OT/IeJIbHO.

memcached read timeout

Cunrakcuc memcached_read_timeout epema;
Ilo ywmomua- memcached_read_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer TailimayT mpm ureHnn orBeTa cepBepa memcached. TaiimayT ycraHaBImBaeTCst He HA BCIO IIE€pe-
Jlady OTBeTa, a TOJIbKO MEXKJy JIBYMsl OlepaIisMi YTeHus. FKciiM 1m0 UcTedeHnn 3TOro BpeMeHrn CepBep
memcached HUYEro He MEPEIACT, COEIMHEHNE 3aKPhIBACTCS.
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memcached send timeout

Cunrakcuc memcached_send_timeout epema;
Ilo ywmomua- memcached_send_timeout 60s;
HUIO

Konrekcr http, server, location

Samaer TaiimayT mpu mepemade 3ampoca cepBepy memcached. Taiimayr ycramaBimBaeTcs He Ha BCIO
epeiaty 3ampoca, a TOJbKO MEXKJy IABYMsi OIE€PAIMAME 3amucu. Kcjn M0 WCTeYeHnn STOTO BPEMEHHU
cepBep memcached He TpUMeT HOBBIX JAHHBIX, COEIMHEHUE 3aKPBIBACTCS.

memcached socket keepalive

Cunrakcuc memcached_socket_keepalive on | off;
IIo ywmomua- memcached_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudurypupyer nosenenune «TCP keepalives mrs ncxoagamux coeuHeHUT K TPOKCUPYEMOMY CEPBEDY.

" Ilo ymomaanuio Jijisi coKeTa JAefCTBYIOT HACTPONKH OMEPAITHOHHONW CHCTEMBI.
on Jutst cokeTa BKJtodaercsd mapamerp SO KEEPALIVE

BCTpOEHHbIe nepemMmeHHble

$memcached_key

3asaer KJIIOY JIjTsl TIOJTyYeHnst OTBeTa n3 cepBepa memcached.

Mirror

TlozBosIsIeT 3epKaJMPOBATH UCXOIHBII 3aIIPOC IIPH ITOMOIIH CO3/1aHus (DOHOBBIX 3ePKAIUPYIOMINX 1038~
pocoB. OTBeTHI Ha 3ePKAJUPYIONINE TOI3ANPOCH UTHOPUPYIOTCS.

Mpumep koHurypauyun

location / {
mirror /mirror;
proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://test_backend$request_uri;
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AduvpekTunsbi
mirror
Cunraxcuc mirror uri | off;
Ilo ymomua- mirror off;
HUIO
Konrekcr http, server, location

Sagaer URI, Ha KoTOpbIil OyieT 3epKaaIupoBaThCsa UCXOIHBIN 3anpoc. Ha omHOM ypoBHE KOHMUrYpanum
MOYKET OBITH 3aJaHO HECKOJBKO 3epPKaJl.

mirror_request _body

CunTakcuc mirror_request_body on | off;
Ilo ywmomua- mirror_request_body on;
HUIO

Konrekcr http, server, location

OrnpeiesisieT, 3epKajJupoBaTh JIX TEJIO 3aIpoca KJIHEeHTA. Fciim BKIIIOYEHO, TO TEJO 3allpoca KJINEH-
Ta Oy/eT IPOYUTAHO IIEpPe]] CO3/AHMEM 3€PKAJMPYIOINX I10/3alpocoB. B sToMm ciryuae HeOydepuso-
BaHHOE IIPOKCHPOBaHME TeJsa 3alpoca KJIMEHTa, 33/iaBaeMoe JIMPeKTHBaMu proxy request buffering,
fastegi request buffering, scgi request buffering m uwsgi request buffering, 6ymeT OTKIIIOYEHO.

location / {
mirror /mirror;
mirror_request_body 2
proxy_pass http://backend;

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body 3
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;

MP4

ObGecrieunBaeT CepBEPHYIO MOJJEPXKKY IICEBIO-CTpUMUHTA JJist (aiinos B popmare MP4. Takue daitb
OOBIYHO UMEIOT pacmmpenus .mp4, .m4v u .m4a.

IIceBmo-cTpumuHr paboraeT B mape ¢ COBMECTHMBIM Memuarieepom. [laeep mocwimaer cepsepy HTTP-
3alPOC € YKa3aHUeM TOYKM BDEMEHHU CTapTa B apryMeHTe start cTpoku 3ampoca (BpeMsi 33/[aeTCsl B CeKyH-
Jlax), & CepBEP B OTBET IIOCHLIAET TI0TOK, Y KOTOPOTO HAYAJBHAS ITO3UIUST COOTBETCTBYET 3aIllPOIIEHHOMY
BPEMEHU, HAIIPUMED:

http://example.com/elephants dream.mp4?start=238.88

DT0 TO3BOJISIET B JIIOO0M MOMEHT BPEMEHH BBITTOJHUTH TPOU3BOJIBHOE TIO3UIIMOHUPOBAHNIE, & TAKKE HAIATh
BOCIIPOU3BE/ICHNAE C CePEeAUHBI BPEMEHHOM IIKAJIbI.
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B dopmarax, ocnoBanubix Ha H.264, merajmamubie, HeOOXOIUMbIE JJIsI TOAIEPKKN TO3UITMOHUPOBAHMSI,
XPAHSTCsI B TaK HA3BIBAEMOM <«IMOOV-aTOME». JTO 4acTh (aiia, KoTopas COIEPKUT MHIEKCHYI0 HH(POP-
MaIMIio I BCero aiiia.

o magajia BOCIIpOU3BEICHUS TIJIEePY HEOOXOIMMO MPOIUTAThL MeTaJaHHbIe. J[JIs1 9TOr0 OH OTCHIIAET CIie-
NUAJBHBIN 3a1Ipoc ¢ aprymMenToM start=(0. Muorume Koaupyiomire mporpaMMbl J00AB/IIIOT METAJAHHbIE B
KOHell paiia. TO HEOITUMAJIBHO IS IICEBIO-CTPUMUHIA, IIOCKOJIbKY ILIeepy HOTpedyercsl 3arpy3uTh
daiil eIMKOM MpexXK e YeM HadaTh BOCIpou3BeleHue. Ecin mMeTagaHHbIe HAXOIATCA B HadaJe (aiiia,
Angie PRO gocraTouno HayaTh OTIPaBIATH B OTBET cojep:kumoe aiiia. Ecau ke Mmerajanuble Ha-
XOIATCA B KOHIIE (paifia, moTpedyeTcss mpodanTaTh BeCh (ailyl M MOArOTOBUTH HOBBIN MOTOK, B KOTOPOM
MeTaJaHHbIE IIPEAIIECTBYIOT MeJIMIHBIM JaHHBIM. JTO TpeOyeT JOIOJHUTEIHLHOIO IIPOIECCOPHOIO Bpe-
MeHH, TAMSATH U JUCKOBOTO BBOJA/BBIBOJIA, TOSTOMY JIyHIle 3apaHee 0/ [rOTOBAThH UCXOMHBIH balis st
IICEBJIO-CTPUMUHTA, HEXKEJIN JICJIATH ITO JJIs KayKJIOr0 3aIpoca.

Monyne Takxe noggepxusaer apryment end HTTP-zamnpoca, 3amaromuii BpeMst OKOHYAHIST BOCITPOU3-
BeJleHNs OTOKa. AprymenT end 3aJaeTcsi COBMECTHO C apryMEHTOM Start WM CaMOCTOSTEIbHO:

http://example.com/elephants dream.mp47?start—238.88&end=555.55

st 3anpoca ¢ HeHyjieBbIMu apryMmentamu start uiau end Angie PRO cuurbiBaer u3 daiina MerajaHHbIE,
TOTOBHUT MOTOK C 3aIPONIEHHBIM JIMAIA30HOM U OTIIPABJISIET €ro KJIMEHTY. DTO TOXKe TPeOyeT JIOIMOJIHU-
TEJIbHBIX PECYPCOB, KAK YKA3aHO BBIIIIE.

Ecmu apryment start yka3piBaeT Ha BHIEOKAJIP, HE SIBJISIONIMIICS KJIIOYEBBIM, TO HAYAJIO TAKOTO BHJIEO
MOXKET BOCIPOM3BOIUTLCA ¢ omuOKamu. B sToMm ciiydae K 3ampamimBaeMOMy BHIEO M02ym OBITH JI0-
GaBJieHBI OJIMKAMIIMIT K TOYKe start KJIFOYEBON KaJlp U BCe IMPOMEXKYTOUYHBbIE KA phl MeXK 1y HuMu. [Ipu
BOCIIPOU3BEIEHUN TU KaJAPhl OYIAYT CKPBITHI IIpu moMorm edit-jucTa.

Ecnum 3anpoc, obpabarbiBaeMblit STUM MOJYJIEM, HE COIEPKUT apryMEHTOB start u end, TOMOJTHUTEIbHBIE
pecypchbl He TpaTaTcs, a aili OTChlIaeTCA HEITOCPEICTBEHHO KaK CTaTu4decKuit pecypc. Hekoropsie miee-
PBI TAKIKe MOJJIEP’KUBAIOT 3aIIPOCHI ¢ yKA3aHWEM JINATIA30HA 3anpaimnBaeMbix 6aiT (byte-range requests),
JUIsl HUX 3TOT MOJYJIb HE TPEOyeTCs.

IIpu cbopke W3 UCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCs MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHATH C
IOMOIIBIO TTapameTpa cOopkn --with-http_mp4_module. B makerax m oOpasax m3 HAIINX PEIO3UTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.

“* OcropoxHO

Ecnu panee ncnonbzoBasicst cTOpoHHUI MOy Ih Mp4, CIEAYET €ro OTKIIIOYATD.

Cxoxkast noJepKKa 1ncesgo-crpumunra s FLV-daiisioB obecrieunBaercss Mmogyiaem FLV .
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Mpumep koHcpurypayun

location /video/ {

mp4 ;
mp4_buffer_size im;
mp4_max_buffer_size 5m;
}
OupekTussbl
mp4
Cunrakcuc mp4;
Ilo ymomua- —
HUIO
Konreker location

Bkutrouaer B comeprxkariem location 06paboTKy 3THM MOIYJIEM.

mp4 _buffer_size

Cunraxkcuc

mp4_buffer_size paswmep;

Ilo ywmomua- mp4_buffer_size 512K;

HUIO

Konrekcr http, server, location

Sajiaer Hava bHBIN pasmep Oydepa, ucnoJibsyemoro npu obpaborke MP4-daiiios.

mp4 _max_ buffer _size

Cunraxkcuc

mp4_max_buffer_size pasmep;

Ilo ywmomua- mp4_max_buffer_size 10M;

HUIO

Konrekcr http, server, location

B xome 06paboTkn MeTagaHHBIX MOXKET MOHAI00uThC Oydep bosbirero pa3mepa. Ero pasmep me MoxKeT
npeBbIIaTh ykaszanaoro, naade Angie PRO Beprer ceprepryio omubky 500 (Internal Server Error) m

3alluieT B JIOT CJieyroiiee COO6H.L€HI/IGZ

«/some/movie/file.mp4» mp4 moov atom is too large: 12583268, you may want to increase

mp4 max_buffer size
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mp4_limit_rate

Cunrakcuc mp4_limit_rate on | off | xosdpuyuenm;
IlIo ymomua- mp4_limit_rate off;

HUIO

Konrekcr http, server, location

OrpanmamBaer cKOpocThb mepegadn 3amporieaaoro MP4-daiiia kimenty. [Ipenenbroe 3nadenne Bbrauc-
JISIeTCsT YMHOYKEHHUEM 33JIAHHOTO Koadunyuenma Ha cpennuit burpeir daiina.

e CrenunajbHoe 3HaueHne off OTK/II0YaeT OrpaHUYeHre CKOPOCTH.
e CrernuajpbHOe 3HAYEHUE ON COOTBETCTBYET koadpuyuenmy 1.1.
e Hauayo meiicTBust OrpaHUYeHns PeryJnpyeTcs 3HadeHueM mp4  limit  rate  after.

3ampocsl OrpaHUYUBAIOTCS WHIUBUJIYAJIBHO: €CJIM KJIMEHT OTKPBLI JIBa COEJIMHEHUsI, ODOINasi CKOPOCTh
yaBauBaeTcs. B cBs3u ¢ 3TUM 0OpaTuTe BHHMAaHUE HA [imit  cOnn W COIyTCTBYIOIINE JTUPEKTHUBEI.

mp4 _limit_rate after

Cunrakcuc mp4_limit_rate_after spemas;
Ilo ywmomua- mp4_limit_rate_after 60s;
HUIO

Konrekcr http, server, location

ajaer (B nepecyere Ha BpeMsl BOCIIPOM3BE/IEHUs) O0bEM MEIUAAHHBIX, [OCJIE IePeadn KOTOPOro CKO-
pocThb Oyzer orpaHuveHa JUPEKTUBON mp/ limit rate.

mp4 _start _key frame

Cunrakcuc mp4_start_key_frame on | off;
Ilo ywmomua- mp4_start_key_frame off;
HHIO

Konrekcr http, server, location

Brirouaer pexkuM, B KOTOPOM BHJIEO BCETIa HAYMHAETCS ¢ KJIIOYEBOTO BHUJIEOKaIpa. ey apryment start
He yKa3blBaeT Ha KJIIOUYEBOH KaJp, TO IEePBOHAYAJIbHbIE KaJpbl OYAyT CKPLITHL Ipu oMoy mpé edit-
jincra. Edit-aucThl moaaepKkuBatoTcss OOJIBIIMHCTBOM ILIeepoB U Opay3epoB BkJrodast Chrome, Safari,
QuickTime u ffmpeg, yacruuno nouepxkuatorcs B Firefox.

Perl
Moayas mo3BosisieT nucaTh obpaborunku location m mepeMmenubix Ha Perl, a Tak»Ke BCTaBIATH BBI3OBbI
Perl B SSI.

IIpu cbopke m3 MCXOHOrO KOJIa MOJY/Ib HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIOUYHUTH C
ITOMOIIBIO ITapaMeTpa cOopkr --with-http_perl_module.

B mammx pernosuTopusix MOIYJb COOpaH AMHAMHUYECKH U JOCTYIIEH OTHEJIbHLIM IIAKETOM angie-pro-
module-perl; TOAKIIOYNTH €ro MOXKHO C IIOMOIIBIO JUPEKTUBLL load module.
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@ Baxmno

st c6opku 3Toro Mmouysisi Heobxoaum Perl Bepcum 5.6.1 u Bbime. Kommmisitop C mojizkeH ObITH
COBMECTHM C T€M, KOTOPbIM ObLT cobpan Perl.

N3BecTtHble npobnembi

MO,ZLy.HL SKCHepHMeHTaHbeIﬁ, IIO9TOMY BO3MO2KHO BCe€.

s Toro uTobbl Bo BpeMms nepekonduryparmu Perl mepekoMIminpoBas m3MeHEeHHbIE MOIYJIH, €10 Hy K-
HO cobpaTrh ¢ mapamerpamu -Dusemultiplicity=yes nan -Dusethreads=yes. Kpome Toro, 9ro6n1 BO Bpemst
pabotsl Perl Tepsir MenbIne naMsaTH, €ro Hy2KHO coOpaTh ¢ napamerpoMm -Dusemymalloc=no. Y3Hats 3HA-
YeHUsl 9TUX [aPAMeTPOB y yKe cobpaHHoro Perl MoxKHO Tak (B IprMepe IIPUBEIEHBI KeJIaeMble 3HATEHMUSI
apaMeTpoB):

$ perl -V:usemultiplicity -V:usemymalloc |br|
usemultiplicity='define'; |br|
usemymalloc='n";

Heobxomumo yunrsiBarh, 9o mocie mepecbopku Perl ¢ mHoBbiMu mapamerpamvu -Dusemultiplicity=yes
nnu -Dusethreads=yes mpumeTcs TakKe mepecodpaTh n Bce OnHapHble Moayau Perl, Tak Kak OHEM ITPOCTO
rnepecTanyT paboraTh ¢ HOBbIM Perl.

BosmozkHO, raBHBIH mporiece, a BCJIe 3a HUM U pabodne MpOIecchl, OYIyT YBEJININBATHCS B Pa3Mepax
IpU KazK10ii Tiepekonduryparmn. Kora riiaBHbIH TPOIECC BHIPACTET 0 HEITPUEMJIEMBIX PA3MEPOB, MOXK-
HO BOCIIOJIB30BAThCS TIPOTIEAYPOIT 00H06AEHUA cepeepa Ha Aemy, He MEHSIS TIPU 9TOM CaM UCIIOJTHSIEMBbIi
dait.

Ecmu monymes Perl BbinosiHseT JUIMTENBHYIO OLIEPAIINAIO, HAIIPUMED, OIPEIEIIAeT aJpec 10 UMEHU, COe/ -
HSIETCsI C JIDYTUM CEPBEPOM, JIeJIaeT 3allpoc K 0a3e JAaHHBIX, TO Ha ITO BPEMsl BCE OCTAJIbHBIE 3aIpo-
ChbI, 00C/Ty2KMBaeMble TAHHBIM PA0OYUM IIPOIeccoM, He OyryT obpabarbiBaTbes. [losTomy pekomeHyercs
OT'PAHUYUTHLCS OMEPAIUSIME, BPEMS MCIIOMHEHNS KOTOPBIX KOPOTKOE M Ipe/ICKa3yeMoe, HarpuMep, obpa-
meHne K JIOKaIbHOM (hailioBoii cucreme.

Mpumep koHcpurypayun

http {

perl_modules perl/lib;
perl_require hello.pm;

perl_set $msie6 '
sub {

my $r = shift;
my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;
return "";
}
server {

location / {
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perl hello::handler;

}

Mounyis perl/lib/hello.pm:

package hello;
use nginx;

sub handler {
my $r = shift;

$r->send_http_header("text/html");
return OK if $r->header_only;

$r->print ("hello!\n<br/>");
if (-f $r->filename or -d _) {
$r->print ($r->uri, " exists!\n");

3

return 0OK;

_END__

OupekTusnbl

perl

CunaTakcuc perl modyan :: dynkyua | 'sub { ...}
Ilo ywmomua- —

HUIO

Konrekcr location, limit _except

YcranasiauBaer obpaborumk Perl ast manmoro location.

perl _modules

Cunrakcuc perl_modules nymuv;
Ilo ymomua- —

HHIO

Konrekcr http

3azaer JONOJHUATENbHBIA Iy Th jy1s1 MomyJieii Perl.
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Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

perl _require

Cunrakcuc perl_require modyav;
Ilo ymomua- —

HUIO

Konrekcr http

Sazaer mMs MOIYJIs, KOTODPBIA OyIeT MOArpyKaTbCsi HPHU KaxKIoi mepekondurypamun. JlupexkTus
perl_require MOXKeT OBITH HECKOJIBKO.

perl set
Cunrakcuc perl_set $nepemennan modyav :: Pynwyus | 'sub { ... }";
Ilo ymomua- —
HUIO
Konrekcr http

VcranapauBaer obpaborunk Perl st ykazaHHOI mIepeMeHHO.

Buizos Perl ns SSI

®opmar komauasl SSI ¢ BerzoBom Perl citepyrormmii:

<!--# perl sub="molyas::pynkyua" arg="napamempl" arg="napamemp2" ...
-->

MeTtoabl o6bekTa 3anpoca $r
$r->args

BO3BpAIIAET apryMeHTHI 3aIIPOCa.

$r->filename

BO3BpaIaeT uMs daia, coorsercrayiomee URI 3ampoca.

$r->has_request_body (0bpaboruuk)

BozspainaeT 0, ecu B 3ampoce Her TeJia. Eciin ke B 3a11poce eCTh T€JI0, TO YCTAHABIUBAETCS YKA3AHHBII
obpaborunk u BosBpamaerca 1. Ilo okoHuanuu urenusi Tesia 3amnpoca Angie PRO BwisoBer ycraHoB-
JleHHbII 0b6paboTunk. ObparuTe BHUMaHUE, YTO HY?KHO II€peaBaTh CChLIIKY Ha (DYHKINIO 00pabOTIMKA.
IIpumep:

package hello;
use nginx;

sub handler {
my $r = shift;
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if ($r->request_method ne "POST") {
return DECLINED;
}

if ($r->has_request_body(\&post)) {
return 0OK;

}
return HTTP_BAD_REQUEST;

}

sub post {
my $r = shift;
$r->send_http_header;
$r->print ("request_body: \"", $r->request_body, "\"<br/>");
$r->print ("request_body_file: \"", $r->request_body_file, "\"<br/>\n");
return OK;

}

1;

_END__

$r->allow_ranges

paspernaer UCIoJb30BaTh Auanasonsl 6aiT (byte ranges) npu nepejade oTBeTa.

$r->discard_request_body

ykasbiBaer Angie PRO urnopupoBars Tejio 3ampoca.

$r->header_in (nose)

BO3BpallaeT 3Ha4Y€HUE 3a/JaHHOI'O II0JIA B 3ar'0JIOBKE 3allpOCa KJIMEHTA.

$r->header_only

onpezaesideT, Hy2KHO JIA IlepelaBaTbh K/JIMEHTY TOJBKO 3aroJIOBOK OTBETa WJIA BECb OTBET.
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$r->header_out (mose, 3HaqeHue)

yCTaHaBJ/JIMBaECT 3HaYCHHUE JJId 3aJaHHOI'O IIOJId B 3ar'0OJIOBKE OTBETa.

$r->internal_redirect (uri)

JleJIaeT BHYTPEHHee MepeHarpaB/ieHne Ha yKa3aHuelii uri. [lepenanpapienne mpoucxouT yKe Mocje 3a-
Bepienus: obpadorunka Perl. Meron npunumaer sxkpanupoBanabie URI u mogaepkuBaeT mepeHamnpas-
JIEHHUSI B uMeNosantvie location.

$r->log_error (kog_ owmbkm, coobujerve)

3AIUCHIBAET yKa3aHHOE coobinenue B error log. Ecim xod  owubku HeHyseBoOii, To K coobiennto 6yer
nobaBjIeH KOJI OIIUOKK U €€ OIKICAHUE.

$r->print (rekcr, ...)

METO/ IIepeJaeT KJINCHTY JaHHbIC.

$r->request_body

BO3BpAIIAET TEJIO 3aIIPoca KJIMEHTA IIPU YCJIOBUH, YTO TEJIO HE 3alUCAHO BO BpeMeHHbIN daiti. s Toro
9TOOBI TEJIO 3aIIPOCa KJINEHTA TAPAHTHUPOBAHHO HAXOWIOCH B MAMSITH, HY>KHO OTPAHUYUTD €r0 pa3Mep C
momotbio client max_body size m 3a7aTh JOCTATOYHON pasmep s Oydepa client body buffer size.

$r->request_body_file

BO3BpaIaeT nMs daiiyia, B KOTOPOM XPAHUTCS TeJIO 3ampoca KiauenTa. [lo 3aBepirenuto obpaborku daiia
HEOOXOIMMO YIAJIUTL. st TOro 9ToOBI TEI0 3alpoca KJANEHTa BCET/a 3aIlMCHIBAJIOCH B dail, ciaexyer
BKJOUnThH client body in_ file only.

$r->request_method

Bosspamaer HTTP-meros 3ampoca kinenTa.

$r->remote_addr

Bo3ppammaet [P-agpec kinnenTa.

$r->flush

HEeMe/IJICHHO I1epeaeT JaHHbIe KJINEHTY.
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$r->sendfile (ums [, cmewenue [, gauna )

repeiaeT KJIMEHTY COJIepXKUMoe yKaszanHoro daiina. Heobsi3areabHble mapaMerpbl 3a/al0T HAYAIBHOE
CMeIleHne 1 JUINHY TepeIaBaeMbIX TaHHbIX. HermocpeIcTBeHHO epe/iatia JAHHBIX IPOUCXOJIUT yIKe TOCTe
3aBepiienusi oopaborunka Perl.

$r->send_http_header ([Tun])

repeaeT KJIHEHTY 3arojIOBOK OTBera. Heobs3aTe bHBI HapaMeTp THI yCTAHABIMBAET 3HAYEHHE I10-
aa «Content-Type» B 3arosioBke orserta. Ilycras cTpoka B KadecTBe THUIA 3alPEINAET II€PEIady OIS
«Content-Types.

$r->status (kog)

yCTaHaBJIUBaET KOJ OTBETA.

$r->sleep (MuanucekyHabl, 06paboTymK)

YCTAHABJIUBAET YKA3aHHBIA 00pabOTUYMK W OCTaHABIMBAET OOPAOOTKY 3ampoca Ha 3aJaHHOE BPEMS.
Angie PRO B 310 Bpems mpogozkaer obpabaThiBaTh JApyrue 3amnpockl. [lo ncredennn ykazaHHOrO Bpe-
menn Angie PRO Bbi3oBer ycranosienusiit oopaborank. Obparure BHUMAHUE, 9TO HYKHO IepeIaBaTh
CCBIIKY Ha (DYHKIMIO obpaboTyunka. s rmepesiatdn JaHHBIX MEXIy 00paboTIMKaMU CJIEIYeT HUCIOJIb30-
Barb $r->variable(). Ilpumep:

package hello;
use nginx;

sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep(1000, \&next);
return 0K;

sub next {

my $r = shift;

$r->send_http_header;
$r->print ($r->variable("var"));

return 0OK;
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$r->unescape (rekcr)

JIEKOJIUPYeT TeKCT, 3aJaHHblil B Buge «%HXX».

$r->uri

Bozsparmaer URI 3ampoca.

$r->variable (ums [, 3Haqenue |)

BO3BPAIIAET WM yCTAHABINBAET 3HAYEHNE YKA3AHHON mepementoii. [lepemennble JIOKAIbHBI 151 KAXKIOTO
3alpoca.

Prometheus

UPAET CINaAMUCTIULK] i UCXOJIS U3 Ol JIEHHBIX B KOH(DUT uu 1abJI0HOB, U BO3Bpa-
Cobupae Angie PRO, ucxo, 3 ompe/esie o a abJIOHOB, 03BPa
maeT cpOpMUPOBAHHBIE Ha OCHOBAHNN THX MAOJOHOB MeTpuku B hopmare Prometheus.

A Buumanwue

YT00bI cOOMPATH CTATUCTUKY, BKJIIOYATE B HY?KHBIX KOHTEKCTAaX 30HY PAa3/eIsdeMOil TaMATH C ITOMO-
IBIO:

® JMPEKTUBHI zone B hitp upstream wumm stream__upstream;
® JIUPEKTUBBI Status zone;

e mapameTpa status_zone B AUPEKTHBE resolver.

Mpumep koHpurypauun

Tpu meTpukn g5t cOopa CTATUCTUKH 3AIIPOCOB K CEPBEPHBIM 30HAM PA3IEIseMOll TaMsITH, 00beINHEHHbBIE
B ma0JIOH custom u OIyOJIMKOBaHHBIE 10 IIyTH /p8s:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/total$
type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter;

+
# ...

server {
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listen 80;
location =/p8s {

prometheus custom;

3

i1 000

3

B cocras Angie PRO BxomuT BCcnomorarenbHbIil (aiiyi prometheus_all.conf, Kyja BKJIIOYEH HAOGOP
00ITIey TOTPEONMBIX METPHUK, CBEJIECHHBIX B MIab/oH all:

Cogaepxumoe daiina (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter
'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter
'help=The total number of dropped client connectiomns.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge
'help=The current number of idle client connectiomns.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=""/slabs/([~/]+)/pages/free$
type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.
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'angie_slabs_pages_slots_free{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.
1.
'angie_slabs_pages_slots_reqs{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/reqs$

type=counter
'help=The total number of attempts to allocate a memory slot of a specific size

—in a slab zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]+)/slots/([~/]1+)/fails$

type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specificy

—size in a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/queries/([~/]1+)$

type=counter
'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1" ,type="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/sent/([~/]1+)$

type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver

—zone.';

'angie_resolvers_responses{zone="$1", status="$2"}' $p8s_value
path=""/resolvers/([~/]+)/responses/([~/]1+)$

type=counter
'help=The number of resolution results with a specific status in a resolver zone.

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/handshaked$

type=counter
'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/reuses$

type=counter
'help=The total number of session reuses during SSL handshakes in an HTTP server

—zone.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/timedout$

type=counter
'help=The total number of timed-out SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/failed$

type=counter
'help=The total number of failed SSL handshakes in an HTTP server zome.';
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'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/requests/total$
type=counter
'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP servery
—zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone
—without sending a response.';

'angie_http_server_zones_responses{zone="$1",6code="$2"}"' $p8s_value
path=""/http/server_zones/([~/]+)/responses/([~/1+)$
type=counter
'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/total$
type=counter
'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone
—without sending a response.';

'angie_http_location_zones_responses{zone="$1", 6 code="$2"}"' $p8s_value
path=""/http/location_zones/([~/1+)/responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/received$
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type=counter
'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 -
—unavailable, or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=""/http/upstreams/([~/]+)/peers/([~/]1+)/responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream;

—peer in "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream
—peer in "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable",
—due to reaching the max_fails limit.';
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'angie_http_upstreams_peers_health_downtime{upstream="$1" ,peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "HTTP" was
—"unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a,
—specific cache status.';

'angie_http_caches_bytes{zone="$1", status="$2"}' $p8s_value
path=""/http/caches/([~/1+)/([~/1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific
—cache status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_bytes_written{zone="$1" 6 status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+) /bytes_written$
type=counter
'help=The total number of bytes written to an HTTP cache zone with a specificy
—cache status.';

'angie_http_caches_size{zone="$1"}' $p8s_value
path=""/http/caches/([~/]1+)/size$

type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/shards/([~/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP
—cache zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_conns/([~/1+)/([~/1+)$
type=counter
'help=The number of requests processed by an HTTP limit_conn zone with a specificy
—result.';
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'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_reqs/([~/1+)/([~/]1+)$

type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific

—result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/handshaked$

type=counter
'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in a stream server,

—zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/timedout$

type=counter
'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/failed$

type=counter
'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/total$

type=counter
'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream

—sserver zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/discarded$

type=counter
'help=The total number of client connections completed in a stream server zone

—without establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/passed$

type=counter
'help=The total number of client connections in a stream server zone passed fory

—handling to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=""/stream/server_zones/([~/1+)/sessions/([~/]1+)$
type=counter
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'help=The number of sessions finished with a specific status in a stream server
—zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 -
—unavailable, or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+) /selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in
—"stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;

—peer in "stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in '"stream" became "unavailable",
—due to reaching the max_fails limit.';
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'angie_stream_upstreams_peers_health_downtime{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "stream" was
—"unavailable".';

3

map $p8s_value $p8st_all_ups_state {
volatile;
llupll
"down"
"unavailable"
"recovering"
default

we

“e a ©o

O > W N -

.o

Copepxxumoe daiina (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter
'help=The total number of accepted client connections.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter
'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge
'help=The current number of active client connectiomns.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge
'help=The current number of idle client connectioms.';

'angie_slabs_pages_used{zone="$1"}"' $p8s_value
path=""/slabs/([~/]+) /pages/used$
type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}"' $p8s_value
path=""/slabs/([~/]+) /pages/free$
type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/used$
type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.
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'angie_slabs_pages_slots_free{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]+)/slots/([~/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.

L
—

'angie_slabs_pages_slots_reqs{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size
—in a slab zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specificy
—size in a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/queries/([~/]1+)$
type=counter
'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/sent/([~/1+)$
type=counter
'help=The number of sent DNS queries of a specific type to resolve in a resolvery
—zone.';

'angie_resolvers_responses{zone="$1" status="$2"}"' $p8s_value
path=""/resolvers/([~/]1+)/responses/([~/1+)$
type=counter
'help=The number of resolution results with a specific status in a resolver zone.

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in an HTTP server,
—zone.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/timedout$
type=counter
'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/ssl/failed$
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type=counter
'help=The total number of failed SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/total$
type=counter
'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}"' $p8s_value
path=""/http/server_zones/([~/]+) /requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server,
—zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+) /requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone
—without sending a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=""/http/server_zones/([~/]1+)/responses/([~/1+)$
type=counter
'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/server_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP server zone.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/total$
type=counter
'help=The total number of client requests in an HTTP location zome.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone
—without sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=""/http/location_zones/([~/]+)/responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status in an HTTP location zone.';
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'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=""/http/location_zones/([~/]+)/data/sent$
type=counter
'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1" ,peer="$2"}"' $p8st_all_ups_state
path=""/http/upstreams/([~/]+) /peers/([~/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 -
—unavailable, 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+)/peers/([~/]+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]1+)/selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /responses/([~/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream
—peer in "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="8$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+)/data/received$
type=counter
'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;
—peer in "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",,peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/unavailable$
type=counter
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'help=The number of times when an upstream peer in "HTTP" became "unavailable",
—due to reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1", ,peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]1+) /peers/([~/]+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "HTTP" was
—"unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+) /health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an
—upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an
—upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/probes/count$
type=counter
'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/http/upstreams/([~/]+) /peers/([~/]+)/health/probes/fails$
type=counter
'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/queued$
type=counter
'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/waiting$
type=gauge
'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because
—the client had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+) /queue/timedout$
type=counter
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'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=""/http/upstreams/([~/]+)/queue/overflows$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the
—size limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a,
—specific cache status.';

'angie_http_caches_bytes{zone="$1", status="$2"}' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific
—cache status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific,
—cache status.';

'angie_http_caches_bytes_written{zone="$1", 6 status="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/([~/]+)/bytes_written$
type=counter
'help=The total number of bytes written to an HTTP cache zone with a specific,
<,cache status.';

'angie_http_caches_size{zone="$1"}' $p8s_value
path=""/http/caches/([~/]1+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=""/http/caches/([~/]1+)/shards/([~/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP
—cache zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_conns/([~/1+)/([~/1+)$
type=counter
'help=The number of requests processed by an HTTP limit_conn zone with a specificy
—result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=""/http/limit_reqs/([~/1+)/([~/]1+)$
type=counter
'help=The number of requests processed by an HTTP limit_reqs zone with a specificy
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—result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter
'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/reuses$
type=counter
'help=The total number of session reuses during SSL handshakes in a stream server
—zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/timedout$
type=counter
'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/ssl/failed$
type=counter
'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/total$
type=counter
'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream
-,server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone
—without establishing a session.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=""/stream/server_zones/([~/1+)/sessions/([~/]1+)$
type=counter
'help=The number of sessions finished with a specific status in a stream servery
—zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=""/stream/server_zones/([~/]+)/data/received$
type=counter
'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}"' $p8s_value
path=""/stream/server_zones/([~/]+)/data/sent$
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type=counter
'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 -
—unavailable, 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+) /selected/current$
type=gauge
'help=The number of sessions currently being processed by an upstream peer in

< "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /selected/total$
type=counter
'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]1+) /peers/([~/]+)/data/sent$
type=counter
'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="8$1" ,peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+)/data/received$
type=counter
'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]1+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream;
—peer in "stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in '"stream" became "unavailable",
—due to reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/downtime$
type=counter
'help=The total time (in milliseconds) that an upstream peer in "stream" was
—"unavailable".';

'angie_stream_upstreams_peers_health_connect_time{upstream="$1",peer="$2"}' $p8s_value
path=""/stream/upstreams/([~/]+) /peers/([~/]+) /health/connect_time$
type=gauge
'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';
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'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}"' $p8s_
—value

path=""/stream/upstreams/([~/]+) /peers/([~/]1+) /health/first_byte_time$

type=gauge

'help=Average time (in milliseconds) to receive the first byte from an upstream
—peer in "stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_
—value

path=""/stream/upstreams/([~/]1+)/peers/([~/]+)/health/last_byte_time$

type=gauge

'help=Average time (in milliseconds) of the whole communication session with an,

—upstream peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]+) /health/probes/count$
type=counter
'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=""/stream/upstreams/([~/]+)/peers/([~/]1+) /health/probes/fails$
type=counter
'help=The total number of failed probes for this peer.';

map $p8s_value $p8st_all_ups_state {
volatile;
Ilupll
"down"
"unavailable"
"recovering"
"unhealthy"
"checking"
"draining"
default

e we we

o we

we

we

O NO O d WN -

we

3

Ero ucnosnbsosanue:

http {

include prometheus_all.conf;

# ...
server {
listen 80;
location =/p8s {
prometheus all;
}
# oo
}
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$ curl localhost/p8s

# Angie PRO Prometheus template "all"

OupekTusnbl

prometheus

Cunrakcuc prometheus umsa_ wabiroHa;
IIo ywmomua- —

HUIO

Konrekcr location

YkasbiBaer JUISE KOHTEKCTa, location mabJI0H-00pabOTINK, 38, 1aHHbBII JTUPEKTUBOIT
prometheus _template. Ilpm 3ampoce sTor location BBIMHCISIET W BO3BpAIAeT METPUKHU IMa0OJIOHA
B ¢popmare Prometheus.

location =/p8s {
prometheus custom;

3

$ curl localhost/p8s

# Angie PRO Prometheus template '"custom"

prometheus _template

Cunraxcuc prometheus_template umsa_wabaona { ... }
Ilo ymomua- —

HUIO

Konrekcr http

OrnpeiesisieT MMEHOBAHHBIN 1Ma0JIOH METPUK, cobupaeMbIx u dKcropTupyembix Angie PRO, mjs ucrosib-
30BaHUs C IUPEKTUBON prometheus.

(5 ) IIpumevuanue

B cocra Angie PRO Takke BxouT roToBbIit mabyoH all, KyjJa BKIOUYeH HAOOp HanboJiee 00IIeyo-
TPEOUMBIX METPHK.

Mozker coziepKaTh IPOU3BOJIBHOE YHCIIO ONPE/IeIeHNil MeTPUK, KasK1ast U3 KOTOPBIX UMeeT CJIELYIONLYIO
CTPYKTYPY: <UMA_Mempuky> <nepemennas> [path=<cmpoka conocmassenus>| [type=<mun>|
[help=<cnpaska>|;
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UMsI_MEeTPUKHU 3ajiaeT UMsi METPUKH, TI0J] KOTOPBIM OHa Oyier jobaBjeHa B popmare Prometheus
B OTBET Ha 3a1poc. MoxKeT cozepKarh Heobs3aTeIbHYI0 YaCTh ¢ METKAMM (. . . ),
HaIIpUMED:

http_requests_total{method="$1",code="$2"3}
B 3nagyeHusix METOK MOXKHO HCIOJb30BaTh nepemennbie Angie PRO; eciiu empo-
KQ_ CONOCMABAEHUSA 33JI1aHa PETYJISIDHBIM BBIDAyKEHHEM, TO MOXKHO TaKyKe HC-
[IOJIb30BATH OIIPEJIEJIEHHbIE B 9TOM BBIDAXKEHUW I'PYIIBI 3aXBaTa. lakKue Iepe-
MEHHbIE€ U I'DYIIIBI BBIMHUCIAIOTCA MPU IIOJYyYE€HUU 3HAYE€HUdA METPUKH, KOTOPOeEe
3a/1a€T NepemerHas.

IlepeMeHHas 3ajiaeT UM IIEPEMEHHOM, KoTopas OyJIeT BhIUNCJICHA U JI00aB/IeHa KaK 3HAUEHUE
METPHUKH B OTBET Ha 3ampoc. Eciin mepeMeHHO HeT WJIu Pe3yJIbTaT BBIYUCIEHUS
mycr (""), MeTpuKa He J100aBIIseTCH.

MeTpurKa BBIYHC/IAETCS CO 3HAYEHUEM, KOTOPOE 3aJaeT NepemerHas; IPHU YCIeXe BbIYUCIEHUS METPUKA
J106aBJIsIeTCS B OTBET, HAIIPUMED:

[ 'angie_time{version="$angie_version"}' $msec;

$ curl localhost/p8s

angie_time{version="1.7.0"} 1695119820.562

path=ctpora_como CormocraBisercs co BcCeMU KOHEIHBIMHY ITyTSIMA METPUK B Tojiepese /status API-
unnatepdeiica Angie PRO, mo3BoJisist 100aBUTH B OTBET Cpa3y HECKOJIBKO IK3EM-
IJIIPOB METPHKH.

IIpu conocrapyienun myTu 6epyTcsl ¢ HAYAJIBHONW KOCO# uepToif, HO 0e3 KOHeUYHOH, HampumMep /angie/
generation; Ipu 3TOM PEruCTpP CHMBOJIOB He y4uuTbhIBaeTcs. ECTh JBa criocoba conocTaB/IeHust:

path=Touroe_cooT IIpoBepsiercss IOCUMBOJILHBIM CDaBHEHHUEM.
path="peryusapuoe IIposepsiercs npu nomoru 6ubmorekn PCRE; moxer 3a/1aBaTh rpymibl 3axBaTa,
JJIsl CIIOJIB30BAHUS B METKAX IOJIA UMSA MEMPUKU.

Ecmu cmpoka_ conocmasaenus cOOTBETCTBYET KaKOMY-THOO MyTH, TO 3HadeHne MeTpuku Angie PRO mo
HEMy 3aHOCHUTCS B IepeMeHHyIo $p8s  value, KOTOPYIO IIpU 3aJaHHOM path= MOKHO HCIIOJIB30BATH B MOJIE
nepemMerHa.

B ciydae perysnsipHOro BelparkeHus COBIAIAIONINX IIyTell MOXKeT ObITh HECKOJIBKO; METPHUKA J100aBIIA€TCS
B OTBET JJIsi kaotcdozo COBIIaJieHus. B coderaHwy ¢ rpynnaMy 3aXBara 3TO MTO3BOJISIET IMOJIYYUTh Psifl
METPUK C OJTHUM HUMEHEM U PA3HBIMU METKaMH, HallpuMep:

'angie_slabs_slots_free{zone="$1",6size="$2"}"' $p8s_value
path=""/slabs/([~/]1+)/slots/([~/]+)/free$;

D10 ompejesenne 1006aBJISIET METPUKH JJIsi BCEX 30H W BCEX PA3MEPOB, KOTOPhIE €CTh ceifdac B KOH(MU-
ryparuu:

angie_slabs_slots_free{zone="one",size="8"} 502
angie_slabs_slots_free{zone="one",size="16"} 249
angie_slabs_slots_free{zone="one",size="32"} 122
angie_slabs_slots_free{zone="one",size="128"} 22
angie_slabs_slots_free{zone="one",size="512"} 4
angie_slabs_slots_free{zone="two",size="8"} 311
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Econ cosnasiennit Her (ipu J1060M Criocobe COMOCTABJIEHN), TO METPHUKA He JTOGABIISIETCSL.

O IIpumeuannue

ITapamerp path= mocrymen Tosbko mpu cbopke Angie PRO ¢ mogynem API.

type=Tu, 3a/al0T COOTBETCTBEHHO THUII W CIIPABOYHYIO CTPOKY MeTpWKd B dopmare
help=cnpaska Prometheus, koTopsie /100aBISIOTCS ¢ Hell B OTBET 03 M3MEHEHUIT U IIPOBEPOK.

BcTpoeHHble nepemeHHble

B monyse http_prometheus ecTb BCTpoeHHAs IEpeMeHHAs, IOy JIAONIAs 3HAYCHUE IIPU COIIOCTABICHIT
myreit MeTpuk u3 padzeina /status APl-unrepdeiica Angie PRO ¢ napamerpom cmpoka_ conocmasaerus
METPHUK, 33/IaHHBbIX JUPEKTUBON prometheus template.

$p8s_value

Eciun ecmpoxa_ conocmasaenus merpuku, 3amaHHOil B prometheus template, cOOTBETCTByET KaKOMY-
Jinbo 1y, To 3Hadenne Merpuku Angie PRO, Haxojsiimeecs: 1o 3ToMy IIyTH, 3aHOCUTCSI B ITIEPEMEHHY O
$p8s_value. OHa mpejHA3HAYEHA JJIS WCIOJB30BAHUSI B IIOJI€ NMEPEMEHHAA B OIMPEIEJICHUAX METPUK,
KOTOPBIE BBIUUCJIAIOTCA HA OCHOBE ITapaMeTpa path=.

Suadvenus merpuk Angie PRO, 3anocumbie B epemennyio $p8s_value, He Bcerya OTBEYAIOT TOTPEOHO-
cram popmaTta Prometheus. Torma MOKHO BOCIIOB30BATHCS JUPEKTUBON map, HAIPpUMED s Tpeobpa-
30BaHUsI CTPOK B UUCJIA:

map $p8s_value $ups_state_n {

up 0;
unavailable 1;
down 2;
default &g

>

prometheus_template main {
'angie_http_upstreams_state{upstream="$1" ,peer="$2"}"' $ups_state_n
path=""/http/upstreams/([~/]1+) /peers/([~/]1+)/state$;

Ecim y merpukn Angie PRO siormyeckoe 3Hauenue, 1o ecth true miau false, nmepeMeHHasl MOJIydYaeT
sHadenue "1" miau "0" COOTBETCTBEHHO; €C/IM 3HadeHHe MeTpuku — null, To mepemeHHasl OyjeT paBHa
"(null)". Jlnsg mar mcnosb3yercs meodnciaerubii popmar smoxu UNIX.

Proxy

TTo3BouisieT mepesaBaTh 3aIpOChl APYroMy (IPOKCHPYEMOMY ) CEPBEDY.
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Mpumep koHcpurypayun

location / {

proxy_pass http://localhost:8000;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
}
OupekTussbl
proxy _bind
Cunrakcuc proxy_bind adpec [transparent] | off;
Ilo ymomua- —
HUIO
Konrekcr http, server, location

Sagmaer JjiokaabHbIN [P-amgpec ¢ HeOOsi3aTEILHBIM TIOPTOM, KOTOPBIH OyIeT UCIOJIb30BATHCS B UCXOISIIIIIX
COEJIMHEHUSIX C MIPOKCUPYEMBIM CepBEepOM. B 3HadYeHMM mapamMerpa JOMyCTUMO HCIIOJIB30BAHUE ITEPEMEH-
wbix. Crernuasibaoe 3Hadenne off OTMEHsET JeiiCTBIE YHACIEJOBAHHON ¢ MPEJBIIYINero ypoBHs KOHMU-
rypanuu JUpeKTUuBbl proxy bind, m03BOJIsAS CUCTEME CAMOCTOATEIbHO BhIOMpATh JOoKaIbHBI [P-aapec u
[IOPT.

ITapamerp transparent mo3BoJjisieT 3aJaTh HeJOKaJbHBIH [P-aipec, KOTOpBIl OyIeT UCIo/Ib30BaTHCS B
HUCXOISIINX COeINHEHNAX ¢ MPOKCUPYEMBIM CEpPBEPOM, HAIIPUMep, peaabHblil [P-anpec kimnenTa:

[proxy_bind $remote_addr transparent;

J

st paboThl mapamerpa oObIYHO Tpebyercs 3amycTuTh paboune nporecchl Angie PRO ¢ npusuierusivu
cynepnoavzosamens. B Linux sTo He TpebyeTcs, Tak Kak ecjId yKa3aH napaMeTp transparent, To pabodne
nporteccol Hacseayor capability CAP_ NET RAW u3 ryraBHOrO 1poriecca.

@ Baxno

Heobxommmo HacTpouTh TAOIMIy MApIIPYTU3AINAN S/Ipa, JJIs IEPEXBaTa, CeTEBOTO TpaduKa C MPOK-
CHPYEeMOro cepBepa.

proxy _buffer_size

Cunrakcuc proxy_buffer_size paswmep;
Ilo ywmomua- proxy_buffer_size 4k|8k;
HUO

Konrekcr http, server, location

Sajzaer pasmep Oydepa, B KOTOPBI OyIeT YUTaThCs [epBas 4acTh OTBETA, ITOJLy9IaeMOro OT IIPOKCUPYe-
MOro cepBepa. B 3Toii 9acTu orBeTa OOBIYHO HAXOIUTCsE HEOOJIBINON 3aro/ioBOK orBeTa. [lo ymosraanuio
pa3mep oxHOro Oydepa paBeH pazMepy CTPaHUILI mamaTh. B 3aBucumocTtn ot mwiardopmel 31o min 4K,
mwin 8K, 01HaKO ero MOXKHO CJIeJIaTh MEHBIIIE.
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proxy _buffering

Cunrakcuc proxy_buffering pasmep;

Ilo ywmomua- proxy_buffering on;

HUIO

Konrekcr http, server, location

on Angie PRO mnpuHEMaeT OTBET MPOKCHPYEMOTO CepBepa KaK MOXKHO OBICT-

pee, coxpaHsisi ero B Oydepbl, 3aJaHHble AUpEKTUBAMEU prory buffer size
u proxy buffers. Ecim oTBeT He BMeIIaeTCs IEIUKOM B MaMsiaTb, TO €ro
9acTh MOXKET OBITh 3alMcaHa Ha JUCK BO Gpemenmosli @alin. 3amuch BO Bpe-
MeHHbIe (DallyIbl KOHTPOJUPYETCS JUPEKTUBAMU proxy mazr_temp file size m
prozy temp file write_size.

off OTBeT CHHXPOHHO MEPEIAeTCsl KIUEHTY Cpa3y Ke MO Mepe €ro IOCTYILICHUS.
Angie PRO He nbiTaercss cuutaTh BECh OTBET IIPOKCUPYEMOro ceppepa. Maxkcu-
MaJIbHBIN pasmMep JaHHbIX, KOTOphiii Angie PRO MoxkeT npuHsTh OT cepBepa 3a
OJINH pa3, 3aJaeTcs UPEKTUBOH proxy buffer size.

Bydepuzanust Mmoxker ObITH TaKKe BKJIFOUYEHA, WJIM BBIKJIIOUEHA IIyTEM Ie€peadn 3HAYEHUS <«yes» WU
«no» B moyie «X-Accel-Buffering» zarosioBka orBera. 9Ty BO3MOKHOCTH MOYKHO 3AIIPETUTH C MOMOIIHIO
JIMPEKTUBBI proxy ignore headers.

proxy _buffers

Cunrakcuc proxy_buffers wucao pasmep;
Ilo ywmomua- proxy_buffers 8 4k|8k;
HUIO

Konrekcr http, server, location

Sajsaer uncyio u pa3mep 0ydepoB st OIHOTO COeIUHEHVsI, B KOTOPbIe OY/IeT YMTAThCS OTBET, IOJIydae-
MBIif OT TIpoKcupyeMoro cepsepa. [lo ymosganuio pazmep omguoro Oydepa paBeH pazMepy cTpaHuibl. B
3aBucuMoCTH OT 11ardopmbr 310 mwim 4K, mm 8K.

proxy busy buffers size

Cunrakcuc proxy_busy_buffers_size pasmep;
Ilo ywmomua- proxy_buffers 8k|16k;

HUIO

Konrekcr http, server, location

IIpu BrIIOUEHHON OYhepusaruy, OTBETOB IMIPOKCUPYEMOTO CepBepa, OrPAHMIMBAECT CYMMAapHBI pa3Mep
6ydepoB, KOTOpble MOTYT OBITH 3aHSITHI JJIs OTIPABKH OTBETA KJIMEHTY, [TOKA OTBET eIlle He IIPOYn-
tan 1esukoM. Ocrasimecst 6ydepbl TeM BpeMEHEM MOTYT UCIOJIb30BATHCS JJIsi UTEHUsI OTBETA W, DU
HeoOxoMMocCTH, Oydepusaluy 4acTu oTBeTa BO BpeMeHHbIN daiii. Ilo ymonyanuio pasmep orpaHudeH
BEJIMYIUHON 1ByX OydepoB, 3a/laHHbIX JupeKTuBaMu prory buffer size m provy buffers.
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proxy cache

Cunrakcuc proxy_cache sona | off [path=nymou];
Ilo ywmomua- proxy_cache off;

HUIO

Konrekcr http, server, location

3asaer 30HY pasjessieMoil maMsiTu s K3mwupoBarus. OIHY W Ty »Ke 30HY MOXKHO HCIIO/IH30BATh B
HECKOJIbKMX MecTax KoHdurypanuu. B 3HaueHnn mapaMerpa JOMyCKAIOTCS TePEMEHHBIE.

off 3alperaeT KIMUPOBaHe, YHACIEIOBAHHOE C IIPEIBIIYIIEro YPOBHS KOHMUTYpa-
[[WAM.

Iobasneno B Bepcun 1.2.0: PRO

B Angie PRO MOXHO yKa3aTh HECKOJBKO IUPEKTUB proxy cache  path, UCTOIB3YIONAX OJHO W TO Ke
3HavYeHrne keys_zone, 4TOOBI BKJIIOYUTH wapdune kawa. Ilpu aroMm cienyer 3amarh napaMerp path jau-
DPEKTHUBBI proxy cache, UCIOJIB3YIOMEH 9TO 3HAYEHNE Keys_zone:

path=nymo 3HavueHNe BBIUHUCISIETCS B MOMEHT KIWUPOSAHUSA OTBETa OT OIKEH/a U IPEIIo-
JlaraeT WCIIOJIb30BaHUE [TEPEMEHHBIX, B TOM JHCJIE COAEPKAMUX HH(MOPMAIIIIO U3
OTBETA.
Ecmu orBeT Gepercs n3 KaI1a, TO nYymb He BEIYUCISIETCS 3aHOBO; TAKIM 00pa3oM,
K3IIIMPOBAHHBIN OTBET COXpaHseT W3HAYAJBHBIN Nymb, TOKa He OyIer yIajieH u3
K31I1a.

DTO TO3BOJIIET BBIOMPATH HYXKHBIH IIyTh KIIIa, IPUMEHsIsI JUPEKTUBBI /Map WIA CKPUIITHL K OTBETaM OT
6skenia. [Ipumep st Content-Type:

proxy_cache_path /cache/one keys_zone=zone:10m;
proxy_cache_path /cache/two keys_zone=zone;

map $upstream_http_content_type $cache {
“~text/ e;
default two;

}
server {
location / {
proxy_pass http://backend;
proxy_cache zone path=/cache/$cache;
}
}

3/ech ecTh JBa IyTH Kd3MIa U O0TOOpaykeHwe HepeMeHHOM, 4ToObl mX pasyndarh. Ecim Content-Type
HauYMHAETCs ¢ text/, OyJer BbIOpaH IEpBLIi 11yTh, MHAYE — BTOPOIi.

3.3. BcTpoeHHble mopynu 176




yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

proxy cache background update

Cunrakcuc proxy_cache_background_update on | off;
Ilo ymomua- proxy_cache_background_update off;
HHIO

Konrekcr http, server, location

TlozBossteT 3amycTuTh (DOHOBBIN TIOI3AIPOC M1JIsi OOHOBJICHUS IIPOCPOYEHHOTO 3JIEMEHTA KA, B TO BPEMsI
KaK KJIMEHTY BO3BpAIllaeTCsl yCTapeBIINiT KIIUPOBAHHbBIIT OTBET.

A Braumanne

Vcnonb3oBanme ycrapeBIero K3mupoBAHHOIO OTBETA B MOMEHT €ro OOHOBJIEHUS IOJIKHO OBITH pa.3-
PEWEHO.

proxy cache _bypass

Cumnrakcuc proxy_cache_bypass ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer ycJIOBUsi, IIPU KOTOPBIX OTBET He Oyner OGparbesi 3 Kaira. FKcim 3HaveHue Xorsi ObI OJHOIO W3
CTPOKOBBIX IIAPAMETPOB HeEIlycToe U He paBHO «0», TO OTBeT He OepeTcs U3 KIIa:

proxy_cache_bypass $cookie_nocache $arg nocache$arg_comment;
proxy_cache_bypass $http_pragma $http_authorization;

Mo>KHO HCIIOJIB30BATh COBMECTHO C AUPEKTUBOMN prory no  cache.

proxy cache convert _head

CunTakcuc proxy_cache_convert_head on | off;
Ilo ywmomua- proxy_cache_convert_head on;
HUIO

Konrekcr http, server, location

Pazpemaer nnu sanpermaer mpeobpasosanue Meroga «HEAD» B «GET» s kamuposanus. Eciau mpe-
06pa3oBaHKe BBIKJIIOYEHO, TO HEOOXOAUMO, YTOOBI K410 KIOUWUPOGuHUSA BKIIOYAI B cebsa $request  method.
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proxy cache key

Cunrakcuc proxy_cache_key cmpoxa;

Ilo ymom4a- proxy_cache_key $scheme$proxy_host$request_uri;
HHIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KINTUPOBAHUS, HAIIPUMED,

[proxy_cache_key "$host$request_uri $cookie_user"; J

ITo YMO/T9aHUIO 3HaYCHUE TUPEKTUBDI OJIN3KO K CTPOKe

[proxy_cache_key $scheme$proxy_hostPuri$is_args$args; }

proxy cache lock

Cunrakcuc proxy_cache_lock on | off;
Ilo ywmomua- proxy_cache_lock off;
HHIO

Konrekcr http, server, location

Ecnm BK/IIOYEHO, ONHOBPEMEHHO TOJIBKO OJHOMY 3aIllpOCy OyZeT IO3BOJICHO 3allOJIHUTH HOBBIH 3JIEMEHT
KOIIa, UAeHTHUIUPYEMbIil COIIACHO IUPEKTHBE prory cache key, mepeiaB 3ampoc Ha IMIPOKCHUPYe-
MBIl cepBep. OcTasIbHBIE 3aIIPOCHI ITOIO K€ dIeMeHTa OyIyT Jmbo OXKHUIATH IIOSIBJIEHHs! OTBETa B K-
e, OO0 OCBOOOXKIEHUS OJIOKUPOBKH 3TOIO 3JIEMEHTa, B TeYeHHe BPEMEHH, 3aJaHHOIO IUPEKTHUBOI
proxy_cache_lock _timeout.

proxy cache lock age

CunTakcuc proxy_cache_lock_age spema;
Ilo ywmomua- proxy_cache_lock_age 5s;
HHUIO

Konrekcr http, server, location

Ecnn HOCJIG,HHI/Iﬁ 3aI1poc, HepeﬂaHHbeI Ha HpOKCpreMLIfI cepBep JJid 3allOJIHEHU S HOBOT'O 3JIEMEHTa K31IIa,
HE 3aBEPINUJICA 3a YKa3aHHOE BpEMs, Ha HpOKCI/IpyeMI)Iﬁ CcepBep MOXKET OBLITh nepeian ene OJuH 3alIpocC.

proxy cache lock _timeout

Cunraxcuc proxy_cache_lock_timeout epems;
Ilo ymomwa- proxy_cache_lock_timeout 5s;
HHUIO

Konrekcr http, server, location

Bamaer TaiimayT mist prozy cache lock. Ilo mcrevennn ykazaHHOTO BpEMEHHU 3aIpoc OyJeT Mepesian Ha
[IPOKCHUPYEMBIil CEPBEP, OJHAKO OTBET HE OYyJeT KIIMMUPOBAH.
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proxy cache max_range offset

Cunrakcuc proxy_cache_max_range_offset wucno;
Ilo ywmomua- —

HHIO

Konrekcr http, server, location

3ajaer cMemenue B GaiiTax Jijid 3a0POCOB € yKa3aHUEM JMalla3oHa 3anpammuBaeMbix Gaiir (byte-range
requests). Eciin quana3on HaXoAuTCs 38 YKA3aHHBIM CMEIIEHHEM, Tange-3apoc GyJer nepejian Ha IPOK-
CHUpYyeMblii cepBep U OTBET He OyleT KIIIMPOBaH.

proxy cache methods

Cunrakcuc proxy_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- proxy_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecmu meron 3ampoca kiamenTa yka3aH B 9TOi JupekTuBe, TO oTBer Oymer kamupoan. Meromsr «GET»
un «<HEAD» Bcerma g06aBJIsilOTCS B CIIMCOK, HO T€M He MEHEe PEKOMEHyeTCs Iepeunc/IsaTh nx asHo. CM.
TakxXKe JIUPEKTUBY proxry no_ cache.

proxy cache min_uses

Cunrakcuc proxy_cache_min_uses “uc.o;
Ilo ywmomua- proxy_cache_min_uses 1;
HHIO

Konrekcr http, server, location

3asiaeT 9uciIo 3a1pocoB, IOC/Ie KOTOPOro OTBET OYIeT KIIIUPOBAH.

proxy cache path

Cunrakcuc proxy_cache_path nYymo [levels=yposru] [use temp path=on]off]
keys zone=umsa:pasmep [inactive=epems| [max size=pasmep| [min _free=pasmep]
[manager files=wucao] [manager sleep=epemsa] [manager threshold=epems]

[loader files=wucao] [loader sleep=epemas| [loader threshold=epemal;
Ilo ywmomua- —
HHUIO
Konrexct http

SajaeT nyms U Apyrue napamerpsl kama. JlaHubie Kama xpaHsTces B daiurax. Vmenem daitia B Ka1I1e
siBJisieTcst pedyabrar dyuknun MD5 oT kaoua kowuposarus.

levels 3a7laeT YPOBHU MEPAPXUN K3ITa: MOXKHO 33JI1aTh OT 1 710 3 ypoBHEl, Ha KayKJIOM
YPOBHE JIOIYCKAIOTCA 3HaUYeHus1 1 mian 2.

Hanpumep, npu ucnons3oBanun
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[proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; ]

uMmeHa (haityioB B K3111e OYIyT TaKOTO BUJIA:

[/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d650290 ]

Ksmmupyembiit oTBeT cHadasia 3alMChIBAETCS BO BPEMEHHBIN (ailil, a moToM 3TOT (dailyl TepenMeHOBbIBa-
ercsi. Bpemennbie hailyibl M KOIII MOTYT PaCIojiaraTbCsi Ha pasHbIX dailtyioBbix cucremax. OqHAKO HYKHO
YUIUTBIBATH, 9TO B 3TOM CJIy9ae BMECTO JEIIeBOil Olepallui epernMeHOBBIBAHNS B IIpeesiax OIHON (aii-
JIOBO# cucTeMbl (ailal KOmupyercs ¢ OfHOHN (ailyioBoil cucremsl HA Apyryo. [losroMy sydmre, ecim K31
OymeT HAXOAUTHCS HA TOI Ke (PailloBoOil CHCTEMe, ITO M KATAJIOT C BPEMEHHBIMU (aitmamu.

use_temp_path=on ompe/essieT KaTajJor, KOTOPBI OyIeT UCIOIb30BATHCH JJIsi BPEMEHHBIX (hailyioB

on Ecnu napamerp He 3a/1aH nin yCTaHOBJIEH B 3HAYEHME On, OY/IET UCIOJIb30BATHCS
KATAaJIor, 3a/I[aBAeMbIil TUPEKTUBON proxy temp path nas mamaoro location
off BpeMeHHbIe (halyIbl OYIyT PaCIoIaraTbCs HEOCPEICTBEHHO B KATAJIOTe KIIIIa,
keys_zone SajaeT uMs U pa3Mep 30HBI PA3JIe/IsIeMO TAMSITH JIJIsT XPAHEHUsT BCEX aKTUBHBIX

KJIOUell 1 MHMOPMAIIUU O JIAHHBIX. 30HBI pa3MepoM B 1 MerabaiiT j10cTaTOvHO
ISl XpAHEHUST OKOJIO 8 TBICTY KJIIOUE.

inactive Ecim k nanabiM K318 He 00pAIAIOTCS B TE€Y€HUE BPEMEHU, 3aJAHHOTO STUM II1a-
paMeTpoM, TO HaHHBbIE YIAJIAIOTCSH, HE3ABUCUMO OT UX cBexkecTd. 1lo ymosrdamnuio
inactive paBeH 10 MuHyTaM.

(i ) IIpumeuanue

Iobasmeno B Bepcum 1.2.0: PRO

B Angie PRO mMoxXHO 33/1aBaTh HECKOJIBKO JUPEKTUB prory cache_ path ¢ OJHUM U TeM Ke 3Hade-
HreM keys_zone. Pasmep 30HBI pa3iessgemMoil maMsaTh MOXKHO YKa3bIBATbh TOJIHKO B MEPBOI M3 HUX.
Bribop Mexiy mupekTuBamu Oy/ieT IPOM3BOAUTHCA HA OCHOBE IapameTpa path cooTBeTcTBYyIOIIEit
JUPEKTUBLI proxy cache.

Crenmasibublit mporecc cache manager ciieuT 3a MAKCUMAJIBHBIM Pa3MEpOM KIIIIA, & TAKKe 338 MUHU-
MaJIbHBIM 00beMOM CBOOOIHOTO MecTa Ha (ail/IOBOIt cCUcTeMe ¢ KIITeM, U y/IassieT HauMeHee BoCcTpeboBaH-
HbIE JaHHBIE IIPY [IPEBBIIIEHNN MAaKCHMAJIBHOIO Pa3Mepa K3Ia WM HEJOCTATOYHOM 00benMe CBOOOIHOTO
MecTa. YiajeHune JaHHBIX [TPOUCXOIUT UTEPAIUIMU.

max_size MaKCHUMaJIbHOE OPOrOBOE 3HAUYEHHE pa3Mepa K314

min_free MHUHUMAJLHOE ITOPOTOBOE 3HAMEHHE 00beMa CBOOOIHOrO MecTa Ha (hailIoBOH CH-
cTeMe ¢ KalleM

manager_files MaKCUMAaJIbHOE KOJUYIECTBO YAAJIIEMBIX 3JIEMEHTOB K3Ia 3a ofany murepamnuio [lo

yMomrgaruio 100
manager_threshol orpanuduBaer BpeMs paboTsl oHOM nreparuu [lo ymosrdanuio 200 MuiimcekyH
manager_sleep BpeMsI, B T€YeHIE KOTOPOrO BBIIIEPXKUBAETCH Tay3a MexK Iy ureparusmu [1o ymos-
YaHUIO () MUJIMCEKYH/T

Yepes munyty nocie crapra Angie PRO akTuBupyercs cuernuasibabiii mporece cache loader, koropsriit
3arpyzkaer B 30HY K3IIa WHMOPMAIUI0 O paHee K3IINPOBAHHBIX JAHHBIX, XPAHSAIIUXCS Ha (ailjioBoi
cucreMe. 3arpy3Ka TaK2Ke IIPOUCXOUT UTEPAIUSIMA.

3.3. BcTpoeHHble mogynu 180



Beb- 000 «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

*cepBep yn. JleBa Tonctoro, g. 14, stax 1, kB. 2, r. Mockga, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

loader_files MaKCHMAaJIbHOE KOJIMYECTBO 3JIEMEHTOB K3IIa K 3arpy3ke B ofaHy mrepanuio Ilo
yMomrgaruio 100

loader_threshold orpanmuymBaeT Bpems paboTsl oxuHol nrepamun [lo ymomuannio 200 MAJTACEKYHT

loader_sleep BpEMsI, B T€Y€HIE KOTOPOrO BBIIEPKUBAETCH Iay3a MexK Iy ureparusyu 11o ymoir-
YaHUI0 () MUJINCEKYH]T

proxy _cache _revalidate

Cunrakcuc proxy_cache_revalidate on | off;
Ilo ywmomua- proxy_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemaer peBasmmanuio mpoCpOYEHHBIX JIEMEHTOB KIIIIa, TPU TOMOIIY YCIOBHBIX 3AIIPOCOB C MTOJISIMU
3aroJioBka «If-Modified-Since» u «If-None-Match».

proxy cache use stale

Cunrakcuc proxy_cache_use_stale error | timeout | invalid header | updating | http 500 |
http 502 | http 503 | http 504 | http 403 | http 404 | http 429 | off .. .;

Ilo ywmomua- proxy_cache_use_stale off;

HUIO

Konrekcr http, server, location

OrmpeiesisieT, B KaKUX CJIy9Yasix MOYKHO HCIOJIb30BAaTh yCTapeBINUi K3MUPOBaHHBIN orTBeT. [lapamerpsr
pen ) y ycrap p p P
JUPEKTUBBI COBIAJAIOT C IIapaMeTpaMu JUPEKTUBBI proxy next upstream.

error Tlo3BosisIeT MCIIOTBL30BATh YCTAPEBIUI KIMTUPOBAHHDBIN OTBET IPU HEBO3MOXKHO-
¢TU BBIOOpA IPOKCHPOBAHHOIO CepBepa st 06pabOTKU 3ampoca.
updating LlonoTHUTETFHBIN TapaMeTp, Pa3pelraeT UCIOIb30BATh YCTAPEBITUH KIITUPOBAH-

HBIIl OTBET, €CJIN Ha JAHHBII MOMEHT OH y2Ke OOHOBJISIETCS. DTO MO3BOJISET MUHU-
MHU3UPOBATh YUCJIO OOPAIEHNI K ITPOKCHPOBAHHBIM CepBepaM IIPU OOHOBJICHUI
K3IIMPOBAHHBIX JAHHDBIX.

Vcnonp30Banne ycrapeBIero K3INPOBAHHOTO OTBETa MOXKET TaKKe OBITh Pa3pelIeHO HENOCPEICTBEHHO
B 3aroJIOBKe OTBETa Ha OIIpeJieJIeHHOe KOJINYECTBO CEKYHJ, II0CjIe TOro, KaK OTBET ycTapesl:

e Pacmmpenne stale-while-revalidate momst 3aronoska «Cache-Control» paspermaer mcmob30BaTh
YCTapEBINUil KIMUPOBAHHBINA OTBET, €CJIM HA JTAHHBII MOMEHT OH y?Ke OOHOBJISIETCS.

e Pacmpenue stale-if-error moutst 3arososka «Cache-Controly pasperaer UCob30BaTh yCTapeBIIAN
K3IIMPOBAHHBIN OTBET B CJIy4Yae OUIUOKH.

© IIpumeuannue

Taxkoit crtocod MeHee TPUOPUTETEH, YeM 3aIaHIe TaAPAMETPOB JTUPEKTUBBI.

Y106bI MUHUMU3UPOBATH YUCJIO OOpAIEeHN K IIPOKCUPOBAHHBIM CepBepaM IIPH 3all0JIHEHUN HOBOI'O 3JIe-
MEeHTa K3IIIa, MOXKHO BOCIIOJIB30BAaThCs JUPEKTUBON proxy cache lock.
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proxy cache valid

Cunraxcuc proxy_cache_valid [kod ...| epems;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3asaer BpeMst KIITUPOBAHUS JIJIsT PA3HBIX KOJIOB OTBeTa. Hampumep, IUpeKTUBbI

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 1m;

3a7a10T BpeMs K3 mmpoBanusd 10 muayT 77151 oTBeToB ¢ Komamu 200 m 302 m 1 MUHYTY /I OTBETOB C
Kozom 404.

Ecnu ykazaHno TOJIBKO BpeMsi KIIIMPOBaHUSI,

[proxy_cache_valid 5m; }

TO K3mupyroTcs Tosapko oTBeTsl 200, 301 u 302.

KpOI\le TOT'0, MO2KHO K3IIUPOBaThH JII0OBIE OTBETHI C IIOMOIIBIO ITapaMeTpa any:

proxy_cache_valid 200 302 10m;
proxy_cache_valid 301 1h;
proxy_cache_valid any im;

© IIpumeuannue

[TapameTphl KSIIMPOBAHUS MOT'YT TaKKe ObITh 3a/IaHbI HEITOCPEICTBEHHO B 3ar0JIOBKE OTBETA. [aKoi
c1roco® IPUOpUTETHEE, YeM 33/[aHIE€ BPEMEHU KIIUPOBAHUS C IIOMOIIBIO JTUPEKTUBBI.

e Ilosie 3aronoBka «X-Accel-Expires» 3amaer BpeMsi K3IIMPOBaHUS OTBETA B CEKyHJIAX. JHadYeHue ()
3allpelnaeT KINMpoBaTh oTBeT. K 3Hadenne HavunHaeTcs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMs B CEKYHJIAX C HAYAJIa JMOXHU, 10 KOTOPOrO OTBET MOXKET OBITh KIITHPOBAH.

e Eciu B 3arosioske et nouist «X-Accel-Expires», mapaMerpbl KIIMIUPOBAHUS OLPEIAEISIOTCS 10 TIOJIAM
zarojioBka «Expires» mim «Cache-Controls.

e OrBeT, B 3aroJioBKe KOTOPOTO ecTh mojie «Set-Cookies, He OyieT KIIIMPOBaTHCSI.

e OTBeT, B 3aroJI0OBKe KOTOPOTO €CTh TI0JIe «Vary» O CIeIMaIbHBIM 3HAUYCHHEM <« ¥», He OyeT Kamm-

poBatrbest. OTBeT, B 3ar0JI0BKE KOTOPOIO €CTh MoJie « Vary» ¢ JIpyTuM 3HaYeHueM, Oy/1eT KIIUPOBaH
C y9IeTOM COOTBETCTBYIOIINX II0JIEl 3aI0JI0BKa 3aIIPOCA..

O6paboTrKa 0/1HOTO WK H0JIee U3 STUX IOJIEH 3ar0JI0BKa MOXKET OBITh OTKJIFOUEHa [IPU IIOMOIIM JTUPEKTUBI
proxy _ignore_headers.
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proxy connect timeout

Cunrakcuc proxy_connect_timeout epems;
Ilo ywmomua- proxy_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sazaer TafiMayT Ul YCTAHOBJIEHHUSI COEIUMHEHUs C IIPOKCHPOBAHHBIM cepBepoM. Heobxommmo mMeThb B
BHJLY, YTO 3TOT TaiiMayT OOBIYHO HE MOXKET IPEBLIIIATH 75 CEKYH/I.

proxy connection drop

Cunrakcuc proxy_connection_drop epems | on | off;
Ilo ywmomua- proxy_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpauBaer 3aBepiiieHne Bcex COeIUMHEHMIT ¢ IIPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLI yJIaJIeH U3 IPYIIIbI
I TIOMEYEH KaK IMOCTOsTHHO HEeJOCTYIHBIN B pe3ysbTrare mporecca reresolve man komandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyIoniee COObITHE YTEHUs! WU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBeEpA.

VcraHOBKa 6pemeny BKIIFOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUs]; TP BBIOOPE 3HAUEHUS ON COEIIU-
HEHUs 3aBEPIIAIOTCA HEME/JICHHO.

proxy _cookie_domain

CunTakcuc proxy_cookie_domain off; proxy_cookie_domain domen 3amena;
Ilo ywmomua- proxy_cookie_domain off;

HUTO

Konrekcr http, server, location

3ajiaeT TEKCT, KOTOPbIl HY»KHO m3MeHuTh B arpubyre domain moseit «Set-Cookie» 3arojioBka oTBeTa
IPOKCHUPYyeMOro cepsepa. IIpenonokuM, IpoKCUpyeMblil cepBep BepHyJI moJie 3arosioBka «Set-Cookie» ¢
aTrpubyToM «domain=localhost». TupexkTusa

[proxy_cookie_domain localhost example.org;

[IEPENuIeT JaHHbI aTpubyT B Buje «domain—example.orgs.

Touka B Havaje CTPOK domeHn U 3aMEHA, 8 PABHO KakK U B arpubyre domain WrHopupyercs. Perucrp
3HAYEHUST HE MIMEET.

B CTPpOKaXx domern U 3ameHa MOXKHO MCIIOIb30BATh IIepeMCcHHbIE:

[proxy_cookie_domain www.$host $host;

ﬂHpeKTHBy TaK>Ke MO2KHO 3a/aTb IIPU IIOMOIIN PEeryjIdpHbIX BI)Ipa}KeHPIfI. HpI/I 3TOM domer JOJIZKEeH
HAYUHATHCSI C CUMBOJIA, < ». PerJIHpHOB BbIpazKeHUue MOXKeT COAepzKaTb MMEHOBaHHbIEC U ITO3UITMOHHBIC
BbIIOEJICHUA, & 3aMEHA CCBLIIATHCA Ha HHUX:

[proxy_cookie_domain ~“\. (?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $s1_domain;

3.3. BcTpoeHHble mogynn 183



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

Ha oxxom ypoBHe MOXKeT OBITH YKa3aHO HECKOJIBKO JUPEKTUB proxy cookie_ domain:

proxy_cookie_domain localhost example.org;
proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

Ecim x cookie MOryT OBITH IPpUMEHEHbI HECKOJIBKO JUPEKTUB, 6yﬂeT BbI6paHa nepBasd U3 HUX.

ITapamerp off oTMeHsIeT JelicTBUE yHACIEIOBAHHBIX C IPEIBIIYIIEr0 YPOBHS KOHMDUIyPAIUY AUPEKTHUB
proxy_ cookie_ domain.

proxy _cookie flags

Cunrakcuc proxy_cookie_flags off | cookie [paae ...|;
Ilo ywmomua- proxy_cookie_flags off;

HUIO

Konrekcr http, server, location

3aaeT oIMH MJIK HECKOJILKO (J1aros st cookie. B kadecTBe cookie MOYKHO HCIIOJIB30BATh TEKCT, ITEPEMEH-
Hble U UX KoMOmHamuu. B KagecTBe ¢yara MOKHO HCIOJIH30BATH TEKCT, IEPEMEHHBIE U UX KOMOUHAIINM.

TTapameTpnr secure, httponly, samesite=strict, samesite=lax, samesite=none K0O6ABISIOT COOTBETCTBYIO-
me GJard.

TTapamerpsr nosecure, nohttponly, nosamesite yIaasroT COOTBETCTBYIOIIIE (hJIard.

Cookie Takzke MOXKHO 3aJ1aTh [PU IMOMOIIX PEryJIsiPHBIX Bbipaxkenuit. [Ipu srom cookie momken mHadu-
HATBCSI C CUMBOJI& «  ».

Ha onmom ypoBHe KoHDUIYpamuu MOXKeT ObITh yKa3aHO HECKOJIBKO JUPEKTHB proxy cookie_ flags:

proxy_cookie_flags e httponly;
proxy_cookie_flags ~ nosecure samesite=strict;

Ecaun x cookie MoryT OBITH MpuMeHEHBI HECKOJIBKO JUPEKTUB, Oy/eT BhIOpaHa IepBas n3 HuUX. B jmaH-
HoMm tpumepe diar httponly nobasisiercs Kk cookie one, Jyst ocrasbHBIX cookie gobaBistercst duar
samesite=strict u ynajusiercss QJar secure.

ITapamerp off ormensier JeiicTBue BCeX JUPEKTHB proxy cookie_ flags Ha JaHHOM ypOBHE.

proxy _cookie path

Cunrakcuc proxy_cookie_path off;
proxy_cookie_path nymb samena;

Ilo ywmomua- proxy_cookie_path off;

HHIO

Konrekcr http, server, location

3asiaeT TEKCT, KOTOPBIN HY>KHO U3MEHUTH B aTpudyTe path moseit «Set-Cookiey 3arosioBka oTBeTa mMpoK-
cupyeMoro cepsepa. IIpesmookumM, TpoKCUpyeMbIil cepBep BepHyJI Tojie 3arosioBka «Set-Cookie» ¢ at-
pubyrom «path=/two/some/uri/». Jupexrusa

[proxy_cookie_path /two/ /;

[epENNIIeT JaHHBIH aTpuOyT B Bude «path=/some/uri/».

B CTPOKax nymv U 3aMeHA MO2KHO HCIIOJIB30BAaTh II€epEeMEHHbIE!:
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[proxy_cookie_path $uri /some$uri;

1

JUpeKTUBY TaKzKe MOXKHO 33JIaTh IIPU IOMOIIN PEryJIapHBIX BbipakeHuil. [Ipu aTtom nymos 107KeH Ha-
9UHATHCST MO0 C CUMBOJIA «  », €CJIM IIPU CPABHEHWH CJIEJyeT YUUTBIBATH PETHCTP CHUMBOJIOB, JINOO C
CUMBOJIOB «~ ¥» €CJIM PerucTp CHMBOJIOB YUYUTBIBATH HE HY?KHO. PeryssipHoe BBIPaXKE€HHE MOXKET COIEp-

2KaTh UMEHOBaHHbIC U ITO3UIITMOHHBIC BBIACJICHUA, a 3a4MEHA CChLJIaThCA Ha HUX:

[proxy_cookie_path ~x~/user/([~/1+) /u/$1;

Ha oxom ypoBHe MoXKeT OBITH yKa3aHO HECKOJIBKO JIUPEKTUB proxy cookie path:

proxy_cookie_path /one/ /;
proxy_cookie_path / /two/;

Ecmu k cookie moryT ObITh IpUMEHEHBI HECKOJIBKO IUPEKTUB, OyIeT BbIOpAaHA IepBas U3 HUX.

ITapamerp off ormensier JeficTBHE yHACIEIOBAHHBIX C IPEIBIIYIIETO YPOBHS KOH(MUTYPAIUNA JTUPEKTUB

prozy _cookie_ path.

proxy force ranges

Cunraxcuc proxy_force_ranges off;
Ilo ywmomua- proxy_force_ranges off;
HHUIO

Konrekct http, server, location

Bkiroyaer mojyiepKKy JMANa30OHOB 3alpalmBaeMbix OaiT (byte-range) Jyisi KIIIMPOBAHHBIX U HEKI-
IIIPOBAHHBIX OTBETOB IIPOKCUPYEMOTrO CepBepa BHE 3aBHCUMOCTH OT HaJjudus moJsi «Accept-Rangess B

3aroJIoOBKax 3THUX OTBETOB.

proxy headers hash bucket _size

Cunrakcuc proxy_headers_hash_bucket_size pasmep;
IlIo ymonua- proxy_headers_hash_bucket_size 64;
HUIO

Konrekcr http, server, location

Sajaer pasMep KOP3WHBI IS XIM-TabJIUI, WCHOJb3yeMbIX JupeKkTuBaMu prory hide header

prozy set header. IlompoOHee HacTpoWKa X3M-TabIUI] 06CYKIAeTC OTIETBHO.

proxy headers hash max _size

Cunrakcuc proxy_headers_hash_max_size pasmep;
Ilo ymomga- proxy_headers_hash_max_size 512;
HUIIO

Konrekct http, server, location

SajaeT MaKCUMAJbHBIA pa3Mep X3IMI-TaOJIuIl, WCHOJb3yeMbIX JupeKTuBaMu proxry hide header n

prozy set header. IlompoOHee HaCTpoOUKa X3M-TabIUI] 006CYKIAETCH OTIETBHO.
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proxy hide header

Cunrakcuc proxy_hide_header nouxe;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

ITo ymomuanmio Angie PRO me mepemaer kamenTy moss 3aronoBka «Dates, «Servers, «X-Pads n «X-
Accel-. .. » n3 oTBeTa IPOKCHPOBAHHOTO cepBepa. Jupektusa prozy hide header 3amaer JOMOTHUTETH-
Hble TI0JI1, KOTOpbIe He OyAyT IepenaBaThbcsa. Kcin ke mepenady MOJel HY»KHO Pa3pPEIInTh, MOXKHO BOC-
[I0JIb30BATHCA JUPEKTUBON proxy pass_header.

proxy http version

Cunrakcuc proxy_http_version 1.0 | 1.1 | 3;

Ilo ywmomua- proxy_http_version 1.0;

HUIO

Konrekcr http, server, location, if B location, limit except

Samaer Bepcuio nporokosa HTTP nna npokcuposanus. 1o ymosraanuio ucnosbayercs Bepcust 1.0. st
paboThI nocmosarHbLr coedunenull peKoMenayercs Bepcust 1.1 nian Bbie.

proxy http3 hq

Cunrakcuc proxy_http3_hq on \ off;
Ilo ywmomua- proxy_http3_hq off;
HHUIO

Konrekcr http, server

OTKIIIOYAeT UM BKJIIOYAET O0COOBIN PEXKMM COryiacoBaHus hq-interop, UCHOIB3YEMbIl B (DY HKIINOHAb-
ubix Tecrax QUIC, Ha Koropele mosaraercs Angie PRO.

proxy http3 max _concurrent streams

Cunrakcuc proxy_http3_max_concurrent_streams wuc.ao;
Ilo ywmomua- proxy_http3_max_concurrent_streams 128;
HHUIO

Konrekcr http, server

3ajaer MmakcuMaiabHoe Ynciao napamwieabasix HTTP /3-norokos B coeduneruu. Tpebyer BKtogenus no-
CMOAHKOIT cOeUHeHUT.
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proxy http3 stream buffer _size

Cunrakcuc proxy_http3_stream_buffer_size pasmep;
Ilo ywmomua- proxy_http3_stream_buffer_size 64k;
HUIO

Konrekcr http, server

Samaer pasmep Oydepa, ucnoab3yemoro s arerus u 3amnucu () UIC-nomorkos.

proxy _ignore client abort

CunTakcuc proxy_ignore_client_abort on | off;
Ilo ywmomua- proxy_ignore_client_abort off;
HUIO

Konrekcr http, server, location

OrpeiesisieT, 3aKpbIBATH JIM COEJMHEHNE C IPOKCUPYEMBIM CEPBEPOM B CJIydae, eCId KJIUEHT 3aKPhLI
coeJIMHEHNe, He JTOXKIABIINCH OTBETA.

proxy _ignore _headers

Cunraxcuc proxy_ignore_headers noze ...;
Ilo ymomua- —

HHUIO

Konrekcr http, server, location

amnpemaer o6pabOTKy HEKOTOPBIX MOJIel 3arojioBKa M3 OTBETa IMPOKCHMPOBAHHOIO cepBepa. B jupex-
THBE MOXKHO yKaszarh moJis «X-Accel-Redirect», «X-Accel-Expires», «X-Accel-Limit-Rate», «X-Accel-
Buffering», «X-Accel-Charset», «Expires», «Cache-Controls, «Set-Cookie» u «Vary».

Ecan we 3ampererno, 06paboTKa 3TUX MOJIeil 3aro/I0BKa 3aKJII0YAETCA B CJIEIYIOMIEM:

o «X-Accel-Expires», «Expires», «Cache-Control», «Set-Cookie» u «Varys 3amaror napamempo, k-
WUPOGANILA OTBETA;

o «X-Accel-Redirect» mpoussomur enympennee nepernanpasichue Ha ykaszanabii URI;
o «X-Accel-Limit-Rate» 3amaer ozparuverue ckopocmu nepegadn OTBETa KJIHEHTY;
o «X-Accel-Buffering» Bkirouaer mjin BbIKJItOUaeT Oydepusauo OTBETA;

o «X-Accel-Charset» 3ajiaer kejmaemMyio k00uposky OTBETA.

proxy _intercept _errors

Cunraxcuc proxy_intercept_errors on | off;
Ilo ywmomua- proxy_intercept_errors off;
HUIO

Konrekcr http, server, location

Orpeiesisier, iepeiaBaTh I KJIUEHTY IPOKCUPOBAHHBIE OTBETHI C KOJIOM 0oJibiie jinbo paBHbiM 300, mim
JKe IIepeXBaThIBATh UX U IIepeHanpaBdaTh Ha 00paboTky Angie PRO ¢ moMomibio JJUPEeKTHBEL €707 page.
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proxy limit_rate

Cunrakcuc proxy_limit_rate cxopocmuv;
Ilo ywmomua- proxy_limit_rate O;

HUIO

Konrekcr http, server, location

OrpaHnmgmBaeT CKOPOCTb YTEHHWS OTBETa OT IPOKcHpyemoro cepsepa. Ckopocmbv 3amaercs B Oaiirax B
CEeKYH/Ly; MOKHO HCIIOJIb30BaTh IIepEeMeHHBIE.

0 OTKJIIOYAET OIPAHUYEHNE CKOPOCTH

O IIpumeuannue

Orpannvenre ycTaHABINBAECTCS Ha 3a11poc, mosromy, ecan Angie PRO ofHOBpeMeHHO OTKpOET J1Ba CO-
€JIMHEHNsI K TIPOKCUPYEMOMY CEpPBepy, CyMMapHasi CKOPOCTH Oy/eT BJIBOe BbIIIe 3aJJaHHOTO OrPaHUJe-
Hust. OrpaHnyeHne paboTaeT TOJIBKO B CIIydae, eCIN BKIIUEHa 0ydepusdatis OTBETOB TIPOKCUPYEMOTO
cepBepa.

proxy max_temp _file_size

Cunraxcuc proxy_max_temp_file_size pasmep;
Ilo ywmomua- proxy_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecin Bkmiovuena oygepusaiia OTBETOB IPOKCUPYEMOTO CEPBEPA, U OTBET HE BMEIIACTCH IEJINKOM B Oy de-
pBbI, 3a/laHHbIE JUpeKTUBaMu prory buffer size u prory buffers, 9acTb oTBeTa MOYXKET OBITH 3aIIUCAHA BO
BpEeMeHHbII (haitn. DTa TUPEKTUBa 3a/1aeT MaKCUMAJbHBINA pa3Mep BpeMeHHOro daitia. Pasmep maHHBIX,
cOpachIBAEMBIX BO BPEMEHHBIN (bailyr 3a ouH pas, 3aJaeTcs AUPEKTUBOH provy temp file write  size.

0 OTKJIIOYaeT BO3MOXKHOCTb OydepHu3aliii OTBETOB BO BpEMEHHBIE (hailiibl

O IIpumeuannue

JlaHHOE OrpaHWYeHre He PACIIPOCTPAHSETCS HA OTBETHI, KOTOPBIE OYIYT KW UPOGaHs, WU COXPAHEHBI
na Jucke.
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proxy method

Cunrakcuc proxy_method wmemod;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sagaer HTTP-meros, KoTOpBIit OyIeT MCIOIB30BATHCS B IIEPEIABAEMBIX HA IPOKCUPYEMBIN cepBep 3a-
pocax BMECTO METO/a U3 KJIHEHTCKOIO 3ampoca. B 3HaYeHWH IapaMeTpa JOMYCTHMO WCIOJIH30BAHUE
[Il€pEMEHHBIX.

proxy next upstream

Cunrakcuc proxy_next_upstream error | timeout | invalid header | http 500 | http 502 |
http 503 | http 504 | http 403 | http 404 | http 429 | non idempotent | off .. .;

Ilo ymomua- proxy_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OrmpefiesisieT, B KAKUX CJIydasx 3arpoc OyJIeT mepeiaH CIeIyIoeMy B IPYIIe upstream cepBepy:

error [IPOM30IILJIA OIMOKA COEINHEHUsI C CEPBEPOM, TIEPEIadn €My 3aIPOCa MJIM ITEHUSI
3arojI0BKa OTBETA CEPBEPa;
timeout IIPOM30IIIesI TaliMayT BO BpPeMsl COCJUHEHUdA C CepBEPOM, Ilepejladil eMy 3alpoca

WM YTEHUd 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BepHYJI IIyCTOU M/ HEBEPHBII OTBET;

http_500 cepsep BepHYJ oTBeT ¢ KojoMm 500;
http_502 cepBep BEPHYJ OTBET ¢ KOjoM 502;
http_503 cepBep BepHYJI OTBET ¢ KogoM H503;
http_504 cepBep BEPHYJ OTBET ¢ KojoM H04;
http_403 cepBep BepHYJI 0TBeT ¢ KojoM 403;
http_404 cepBep BEPHYJ OTBET ¢ KojoMm 404;
http_429 cepBep BEPHYJ OTBET ¢ KOjoM 429;

non_idempotent 006bI4HO 3a1pochl ¢ nengemuorenTibiM Merogom (POST, LOCK, PATCH) ue ue-
pPeIaroTCs Ha IPYTOil CepBep, €C/IM 3alPOC CEPBEPY IPYIIIBI yKe ObLI OTIIPABJIEH;
BKJIIOYEHHE TIAPAMETPa SIBHO Pa3PEINAeT IIOBTOPSITH MOJ00HBIE 3AITPOCHI;

off 3alpelraer nepejgady 3alpoca CJIeAyIoNeMy cepBepy.

O IIpumeuanne

Heobxo/1mMmo mornMaTh, ITO Iepeiata 3a1poca CjIe/IyoIeMy cepBepy BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIEero He Iepe1aBaiochk. 1o ecTh, ecjii OmmOKa Wi TaiiMayT BO3HUKJIN B CEPEIIHE
repejlady OTBeTa KJIMEHTY, TO JeHCTBUE JUPEKTUBBI Ha TAKOIl 3aIIpOC HE PACIPOCTPAHAETCA.

JupekTrBa Tak>Ke OIPENEIIsAeT, 9TO CUUTAETCH HeydayuHolt nonvmkot paboThl C CEPBEPOM.
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error timeout Bcerja CUMTAIOTCA HECYJIAYHBIMU IIOIBITKAMU, JaKe €CJIM OHM HE YKA3aHbI B JIH-
invalid_header pexTuse

http_500 CYUTAIOTCA HEYIAQYHBIMU MOIILITKAMU, TOJILKO €CJIM OHU YKa3aHbl B IUPCKTUBE
http_502

http_503

http_504

http_429

http_403 HUKOIZIa He CUATAIOTCA HEYJAYHBIMU IMOIBITKAMUI

http_404

Ilepemada 3ampoca ciaemayomeMy cepBepy MOXKET OBITh OFPAHUYEHA [0 KOAUMECTNEY NONLIMOK U IO 6Pe-
MEHU.

proxy next upstream timeout

Cunrakcuc proxy_next_upstream_timeout epemas;
Ilo ywmomua- proxy_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

OrpanngmBaer BpeMsi, B TeYeHHE KOTOPOI0 BO3MOXKHA ME€PeIada 3arpoca caedyiouLemy cepBepy.

0 OTKJIIOYAET 9TO OrpaHUYCHUE

proxy next upstream tries

Cunrakcuc proxy_next_upstream_tries wucao;
Ilo ywmomua- proxy_next_upstream_tries O;
HHIO

Konrekcr http, server, location

OrpaHn9mBaeT 9mCJIO MOIYCTUMbBIX TOIMBITOK IS IEPEIAdn 3aIPoca CACIYIOUEMY CEPBEPY.

0 OTKJIIOYAET 3TO OrpaHUYCHUE

proxy no cache

Cunrakcuc proxy_no_cache c¢cmpoxa .. .;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer ycjoBus, IIPU KOTOPBIX OTBET He OyIeT COXpaHSATbCs B K31Il. Kcjin 3HaUeHne XoTst Obl OJIHOTO W3
CTPOKOBBIX IIAPAMETPOB HEITyCcToe U He paBHO «0», TO OTBeT He Oy/IEeT COXPAHEH:
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proxy_no_cache $cookie_nocache $arg_nocache$arg_comment;
proxy_no_cache $http_pragma $http_authorization;

MokHO HCII0JIB30BATH COBMECTHO C JIUPEKTUBON proxy cache bypass.

proxy _pass

Cunraxcuc proxy_pass URL;

Ilo ywmomua- —

HUIO

Konrekcr location, if B location, limit _except

3ajiaeT IPOTOKOJI U aJIpec IIPOKCUPYEMOTO cepBepa, a Takxke HeobsizaresbHbIl URIL, Ha KOTODBIN J10J12KeH
oTobpaxkaThcs location. B KatecTBe mpoTOKOIa MOYKHO yKa3aTb http mim https. Aznpec moxker ObITH
yKa3aH B Bujie JoMeHHOro umenu wim [P-anpeca, n Heobs3areibHOrO mopTa:

[proxy_pass http://localhost:8000/uri/; J

1 B BUJIE IIYTHU U]NI)(—COKQT&7 KOTOprfI YKa3bIBa€TCd IIOCJIE CJIOBA unix M 3aKJ0YaETCI B JABOCTOYMA:

[proxy_pass http://unix:/tmp/backend.socket:/uri/; ]

Ecan momeHHOMY MMEHU COOTBETCTBYET HECKOJIBKO 8JIPECOB, TO BCE OHU OY/IYT UCIIOIb30BATHCS 110 OUepe-
qu (round-robin). Kpome Toro, B kauecTse ajipeca MOXKHO YKa3aTh 2pynny cepsepos. Feam nenoan3yercst
rpymmna, yKa3aTh MOPT HEBO3MOYKHO; BMECTO 3TOTO YKAXKUTe TMOPT JJI Ka’KJIOT0 CepBepa BHYTPH TPYTIITHI
OT/IEJTHHO.

B 3Hauyenun mapamerpa MOXKHO HCIIOJIb30BaTh IIEpEMEHHBbIE. B 9TOM cjydae, ecjin ajpec yKa3aH B BUIE
JIOMEHHOT'O UMEHU, UMl MINETCsl CPeIU ONMCAHHBIX IPYIII CEPBEPOB U €CJIM He HAIEHO, TO OIpeesseTCst
C TIOMOIIBIO resolver’a.

URI 3ampoca mepeiaercst Ha cepBep Tak:

o Eciu nupekTusa proxy pass ykazana ¢ URI, To npu nepemnade 3ampoca cepBepy 4acTb HOPMAAUZO-
sannozo URI 3ampoca, coorBercTByIomas location, 3amensercsa aa URI, ykazaHHbI B IUPEKTUBE:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

e Ecim mupexktusa proxy pass ykazana 6e3 URI, To npu o6paboTke 1mepBOHAYAIBHOIO 3a1IpOCa Ha
cepsep mepemaercs URI 3ampoca B Tom 2Ke BHze, B KAKOM €0 MPHUCIAJ KJIUEHT, a Ipu 00padoTKe
n3menennoro URI - mopmasuzosannbiit URI 3ampoca memmkom:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

B pane ciyaaes wacte URI 3ampoca, mofjexantyio 3aMeHe, BbIIeJUTh HEBO3MOXKHO:
e Eciu location 3amaH perysisipHbIM BBIDAXKEHUEM, & TAKXKe B MMEHOBAHHBIX location’ax.
B srux cayuasix prory pass cnenyer ykaspisarh 0e3 URI.

e Eciu BHyTpH npokcupyemoro location ¢ MOMONIbIO JUPEKTUBHI rewrite m3mensiercss URI, u nmemnmo
¢ 9roit Koudburypanueit Gymer obpadarbiBaTbest 3amnpoc (break):
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location /name/ {
rewrite /name/([~/]1+) /users?name=$1 break;
proxy_pass http://127.0.0.1;

B stom ciyaae URI, ykazaHHbIil B fUpEKTHBE, NTHOPUPYETCH, U HA CePBEP nepenaercs n3mernennsii URI
3AITPOCA TEJTUKOM.

e IIpu mcrnosib30BaHUY [TIEPEMEHHBIX B ProTy  pass:

location /name/ {
proxy_pass http://127.0.0.1$request_uri;
}

B sTom citydae ecniu B qupektuse ykazan URI, on mepesraercsa Ha cepBep Kak ectb, 3aMensia URI nepso-
HaYAJIHLHOTO 3aIIPOCa.

IIpoxkcuposanne WebSocket Tpebyer ocoboit nacmpotiku.

proxy pass_header

Cunrakcuc proxy_pass_header noue ...;
Ilo ymomua- —

HUTO

Konrekcr http, server, location

Paspemaer nepegaBaTh 0T TPOKCUPYEMOTO CEPBEPA KIIMEHTY 3GANPEWLEHHBIE DAL NePeiayts IO 3ar0JI0B-
Ka.

proxy pass_request body

Cunrakcuc proxy_pass_request_body on | off;
IIo ymonga- proxy_pass_request_body on;
HUO

Konrekcr http, server, location

IlozBosisieT 3ampeTuTh MEpeiady UCXOTHOTO Tejla 3aIpoca Ha MPOKCUPYEMBIN cepBep.

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 3
proxy_set_header Content-Length "";

proxy_pass ...;

Cwm. TakxKe JUPEKTHUBBI proxy set header m proxy pass request headers.

3.3. BcrtpoeHHble moaynu 192



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*CepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

proxy pass_request headers

Cunrakcuc proxy_pass_request_headers on | off;
Ilo ymom4a- proxy_pass_request_headers on;
HUO

Konrekcr http, server, location

IlozBosisieT 3ampeTuTh NIEpeady MoJeil 3aroJJ0BKa UCXOIHOTO 3aIIpoca Ha MMPOKCUPYEMBIN cepBep.

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers 8
proxy_pass_request_body 2

proxy_pass ...;

Cwm. Takke IUpPEeKTUBHI proxy sel header m prory pass request body.

proxy _quic_active__connection _id _limit

CunTakcuc proxy_quic_active_connection_id_limit wwucno;
Ilo ywmomua- proxy_quic_active_connection_id_limit 2;
HUIO

Konrekcr http, server

3amaer 3HaYeHne TpaHcrnopTHoro napamerpa (QUIC active_connection_id_limit. 9To MakcuMabHOE
9UCJI0 AKTUBHBIX MJICHTU(DUKATOPOB COEJIMHEHUI, TOIIePXKUBAEMBIX JIJI OJHOI'O cepBepa.

proxy _quic_ gso

Cunraxcuc proxy_quic_gso on | off;
Ilo ywmomua- proxy_quic_gso off;
HUIO

Konrekct http, server

OTKJII0YaeT WK BKJIOYAET OTIPABKY JAHHBIX B OIITUMU3UPOBAHHOM ITakeTHOM pexkume (QUIC| ucosib-
3YIOIIEM IIPOrPaAMMHOe CHUYKEHUEe HAIPY3KH IyTeM cerMeHTalun (generic segmentation offload).

proxy quic__host key

Cunraxcuc proxy_quic_host_key daiin;
IIo ywmomua- —

HUIO

Konrekct http, server

Sazaer @atia ¢ CEKpPeTHBIM KJIIOUOM, IpuMensieMbiM B () UIC tipu mudgpoBannn TokeHOB Stateless Reset
un Address Validation. Ilo ymoJraanuio cirydaiiHblil KJIOY CO3A€TCsl IIPU KaXKJIOM Tiepe3airycke. TOKeHbI,
CO3/IaHHBIE MIPU IOMOIIM CTAPBIX KJII0Uell, He TPUHUMAIOTCH.
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proxy read timeout

Cunrakcuc proxy_read_timeout spems;
Ilo ywmomuya- proxy_read_timeout 60s;
HUIO

Konrekcr http, server, location

3asaer TaliMayT IpU YTEHWHW OTBETA IPOKCHPOBAHHOIO cepBepa. laiiMayT ycTaHABIMBAETCS HE HA BCIO
mepeiaty OTBETA, & TOJbKO MEXKIY JBYyMs OIEpPAIUsIMHU UTeHHs. EKC/IM 1O MCTevYeHn:d 3TOr0 BPEMEHH
IIPOKCUPYEMBIil cepBep HUYero He IepejlacT, CoeIMHeHNe 3aKPbhIBAeTCH.

proxy redirect

Cunrakcuc proxy_redirect default;
proxy_redirect off;
proxy_redirect nepenanpasierue 3a.MeERA;
IIo ymonua- proxy_redirect default;
HUIO
Konrekcr http, server, location

3ajaeT TeKCT, KOTOPBI Hy>KHO M3MEHUTD B MOJIsAX 3arojioBka «Location» u «Refresh» B oTBeTe mpokcu-
pyeMmoro cepsepa.

IIpeamonoskuM, TPOKCUPYEMBIN cepBep BEPHYJ IOJIe 3ar0JI0BKA:

[Location: http://localhost:8000/two/some/uri/

JupexTusa

[proxy_redirect http://localhost:8000/two/ http://frontend/one/;

nepernunmnieT 3Ty CTPOKY B BUJIE:

[Location: http://frontend/one/some/uri/ ]

B 3ameHsieMoil cTpOKe MOXKHO He yKa3bIBaTb MM CEPBEpa:

[proxy_redirect http://localhost:8000/two/ /;

Torga Oy/IyT IOJICTABJIEHBl OCHOBHOE MM CepBepa U IOPT, ecyu OH oTyindeH oT 80.

TaHJApTHASA 3aMeHa, 3ajaBaeMas napamerpom default, ucrosb3yeT napamMeTpbl JUPEKTUB localion n
C , default, locat
proxy pass. IlosToMmy nBe HUKeNPHUBEIEHHbIE KOH(MDUI'YPAIIUN OJUHAKOBBL:

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect default;

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;
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“%* OcTopozxkHO

ITapamerp default HemOImMyCTHM, €CJIM B ProTy pass UCIOIL3YIOTCS ITepEeMEHHBIE.

B CTPOKE 3ameHa MO2KHO HCIIOJIb30BaTh II€pEMEHHbIE!

[proxy_redirect http://localhost:8000/ http://$host:$server_port/;

B CTPOKE NnepeHanpasacHue TOXKe MOXKHO HCIIOJIb30BaTh II€PpEMEHHBIC:

[proxy_redirect http://$proxy_host:8000/ /; J

JIMpEeKTUBY TaKkKe MOXKHO 33/IaTh NP MOMOIIM PETY/ISPHBIX BbipakeHuit. [lpu atom nepenanpasaierue
JIOJIZKHO HAUUHATHCS JINOO C CUMBOJIA, « », €CJIA IIPU CPABHEHUU CJIEAyeT YIUTHIBATH PEIUCTP CAMBOJIOB,
b0 ¢ CUMBOJIOB «~ *», €CJIM PETUCTp CUMBOJIOB YIUTBHIBATH HE HY?KHO. PerysipHOe BBIPAYKEHHE MOYKET
cojiepzKaTh UMEHOBAHHbIE U IIO3UIIMOHHBIE BBIJICJIEHUS, & 3aMEHG CChLIATHCA Ha HUX:

proxy_redirect ~~(http://[~:]1+):\d+(/.+)$ $1$2;
proxy_redirect “*/user/([~/]1+)/(.+)$ http://$1.example.com/$2;

Ha ozom ypoBHe MoKeT OBITh yKa3aHO HECKOJIBKO JINPEKTUB proxy redirect:

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;
proxy_redirect http://www.example.com/ /;

Ecnu k mosistm 3aroioBKa B 0TBETE IIPOKCUPYEMOTO CEPBEPA MOT'Y T OBITH IPUMEHEHBI HECKOJIBKO TUPEKTUB,
OymeT BhIOpaHa TepBasi U3 HUX.

ITapamerp off orMmensier jeficTBHe yHACJEIOBAHHBIX C IPEJIBILYIIErO YPOBH KOH(MUIYPALUH AUPEKTUB
proxy _redirect.

C moMOIIbIo 3TOH IUPEKTUBBI MOXKHO TaKKe T00ABJISATH UMsi XOCTa K OTHOCUTEIbHBIM MIEPEHAIIPABJICHN-
M, BbIJJaBa€MbIM IIPOKCUPYEMBIM CEPBEPOM:

[proxy_redirect / /s J

proxy _request _buffering

CunTakcuc proxy_request_buffering on | off;
Ilo ywmomua- proxy_request_buffering on;
HUIO

Konrekcr http, server, location

Paspemaer nim 3amnperaer ncnosib3oBaTh Oydepusauio Teaa 3ampoca KJINeHTa.

on TEJIO 3aIIPOCa IIOJHOCTBIO “UMmaemcA OT KJIWEHTa Ilepel] OTIIPABKOM 3alpoca Ha
IIPOKCUPYEMBI cepBep.
off TeJIO 3aIIpoca OTIIPaBJdeTCd Ha IIPOKCHPYEMBIN cepBep cpa3y 2Ke II0 Mepe ero

mocTyIieHusi. B 9ToM citydae 3ampoc He MOYKeT ObITh TepefiaH CAedyouemy cep-
eepy, ecim Angie PRO y»ke mHadas oTmpaBKy Teja 3ampoca.

Eciu pig ornpasku Tesia uexomHoro samnpoca ucnosb3yercs HTTP /1.1 u nepenada JaHHBIX 9acTAMU
(chunked transfer encoding), To Tesio 3anpoca 6ydepusyercs: He3aBUCUMO OT 3HAYEHUST TUPEKTUBDI, €CJIU
LISl IIPOKCUPOBaHus Takxke He sxarover HTTP/1.1.
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proxy send lowat

Cunrakcuc proxy_send_lowat pasmep;
Ilo ywmomua- proxy_send_lowat O;
HHIO

Konrekcr http, server, location

IIpu ycranoBke qupekTuBbl B HeHyseBoe 3uadenne Angie PRO Oyer nbiTaTbcs MUHUMU3UPOBATH YHCJIO
omepaIuii OTIPABKN Ha MCXOMANINX COEIUHEHUAX C MPOKCHUPYEMBIM CepBEPOM JIOO IpH moMornu ¢Jiara
NOTE_LOWAT metoga kqueue, mub0 ipu momorn mapamerpa coketa SO_SNDLOWAT, ¢ yKa3aHHBIM Pa3MepPOM.

O IIpumeuannue

Dra aupekTuBa UrHopupyercs: Ha Linux, Solaris 1 Windows.

proxy send _timeout

Cunraxcuc proxy_send_timeout epema;
Ilo ywmomua- proxy_send_timeout 60s;
HHUIO

Konrekcr http, server, location

Sajiaer TaifiMayT IpU Iepejade 3apoca IIPOKCUpyeMoMy cepBepy. TaiiMayT ycTaHaBIUBaeTCs HE Ha BCIO
repeady 3arpoca, a TOJbKO MEXKJIy JIBYyMs OIepaIldsMU 3aluch. Kcam mo mcrevdeHun 3TOro BPEMEHH
MIPOKCUPYEMBIl cepBep He MPUMET HOBBIX JAHHBIX, COeTMHEHNE 3aKPhIBACTCS.

proxy set body

CunTakcuc proxy_set_body snauenue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITozBoutsier IepeoIpe/ie/InTh TeJa0 3allpoca, IIepelaBaeMoe Ha HpOKCI/IpyeMbel cepBep. B kauecTBe 3HaUe-
HIA MOXKHO HCIIOJIB30BaThb TEKCT, IICPEMCHHBIC M UX KOM6I/IHaI_LI/II/I.

proxy set header

CunTakcuc proxy_set_header nose snauenue;

Ilo ywmomua- proxy_set_header Host $proxy_host;
HUIO

Konrekcr http, server, location

Tlo3BosisieT mepeonpeiesaTh Wik J0OABIATEH IOJsT 3ar0J0BKA 3aIpoca, nepedasaembie TPOKCUPYEMOMY
cepBepy. B KadecTBe 3HaueHUs MOXKHO UCIIOJIb30BATh TEKCT, IEPEMEHHbIE U UX KOMOUHAIMN. JIupeKTuBbI
HACJIEIYIOTCS C TIPEBIIYINEro yPOBHS KOH(MUIYPAIIMY TIPU YCJIOBUM, YTO HA JAHHOM YPOBHE HE OIUCAHBI
CBOM JMPEKTHUBBI proxy set header. Ilo yMoIgaHuIo 11epeopeiesisiioTCs TOJIBKO JBa OJIsL:
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proxy_set_header Host $proxy_host;
proxy_set_header Connection close;

Ecim Brimoueno ksmmposanue, mojs 3arososka «If-Modified-Since», «If-Unmodified-Since», «If-None-
Matchs, «If-Match», «Ranges u «If-Range» mcxommoro 3ampoca He mepealTcs Ha MPOKCUPYEMBIi cep-
Bep.

Hewusmenennoe noste 3arosioBka 3ampoca «Hosty MoxkHO nepenarh Tax:

[proxy_set_header Host $http_host; }

OjtHAKO, ecyid 9TO MoJIe OTCYTCTBYET B 3ar0JIOBKE 3aIpOCa KJIMEHTA, TO HUYEro IepesiaBaThbcs He OyJIeT.
B srom cirydae Jiydine BOCHOIB30BaThCA MEPeMeHHON $host - ee 3HaUeHNE PABHO UMEHHU CEpBEpa B II0JIE
«Host» 3aronoBka 3armpoca, uim 2Ke OCHOBHOMY UMEHU CepBepa, €CJIH IOJIsT HET:

[proxy_set_header Host $host; ]

Kpome Toro, MoKHO TI€peiaTh UMs CEpBepa BMECTE C ITIOPTOM IIPOKCUPYEMOTO cepBepa:

[proxy_set_header Host $host: $proxy_port; }

Ecnu 3nadenune moss 3arosioBka — IycTasi CTPOKa, TO II0JIe BOOOIIE He OyJeT IepesaBaThCs IIPOKCUpPYe-
MOMY CepBepY:

[proxy_set_header Accept-Encoding ""; ]

proxy socket keepalive

Cunrakcuc proxy_socket_keepalive on | off;
Ilo ywmomua- proxy_socket_keepalive off;
HHIO

Konrekcr http, server, location

Koudwurypupyer nosenenune «TCP keepalives rst ucxoagammx coeuHEHUT K TPOKCUPYEMOMY CEPBEpY.

" Ilo ymomanuio Jjist coKeTa AeHCTBYIOT HACTPOUKH OMEPAITHOHHONW CHCTEMBI.
on Jutst cokeTa BKJodaercsd mapamerp SO KEEPALIVE

proxy ssl certificate

Cunrakcuc proxy_ssl_certificate daiin [paiial;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

Samaer daitn ¢ ceprudurarom B dopmare PEM s ayrentndukarmu na mnpokcupyemom HTTPS-
cepBepe. B nMmenn ¢aitia MOXKHO MCIOIB30BATEH TEPEMEHHBIE.

Hobassieno B Bepcun 1.2.0.

IIpu BrIOUeHHOM prozy ssl ntls qupeKTUBa IPUHUMAET JIBa apryMEHTa BMECTO OIHOIO:
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location /proxy {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy _ssl _certificate _key

Cunrakcuc proxy_ssl_certificate_key ¢atia |Patial;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sagaer daiin ¢ cekpeTHbIM KirodoM B hopmare PEM mjist ayrenrudukanun #Ha npokcupyemom HTTPS-
cepBepe.

Bwmecro daitia MOXKHO yKa3aTh 3HaUeHNe «engine:umsa:ids, KOTopoe 3arpysKaeT KJII0Y ¢ YKa3aHHBIM id
u3 OpenSSL engine ¢ 3a/jaHHBIM TMEHEM.

B NMEHU Cbafma MO>KHO HCIIOJIb30BaTh II€pEMEHHDBIE.
Jobasneno B Bepcun 1.2.0.

IIpu BrartouenHoM proxy ssl ntls mupekTUBa TPUHUMAET /IBA aPryMEHTa BMECTO OIHOIO:

location /proxy {
proxy_ssl_ntls 3

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy ssl ciphers

Cunrakcuc proxy_ssl_ciphers wugpoi;
Ilo ywmomua- proxy_ssl_ciphers DEFAULT;
HHIO

Konrekct http, server, location

OrmuceiBaeT paspeliennble mudps st 3arpocos K npokcupyemomy HTTPS-cepsepy. IIudpsr 3agatorcs
B dopmare, mojiep:kuBaemMoM o6ubmorekoit OpenSSL.

TloHBII CIMCOK MOXKHO TIOCMOTPETH € IIOMOIIBI0 KOMAHIBI « 0penssl cipherss.
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proxy ssl conf command

Cunrakcuc proxy_ssl_conf_command umasa 3nauenue;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3asiaeT MpOM3BOJIbHBIE KOHMUrYpanuoHHbie kKoMan sl OpenSSL mpu ycTaHOB/IEHUN COEIUHEHNS C IPOK-
cupyembim HTTPS-cepBepom.

@ Baxmno

JupekruBa nomuepxkuBaercs npu ucrnosb3oBanun OpenSSL 1.0.2 u Bbire.

Ha ogmoM ypoBHE MOXKeT OBITH yKa3aHO HECKOJIBKO JUPEKTHB proxy ssl_conf command. JTupeKTHBBI
HACJIEYIOTCS C IPEBIIYIIEr0 yPOBHS KOH(MDUTIYPAIMY [IPU YCJIIOBUH, UTO HA JJAHHOM YPOBHE HE OIUCAHBI
CBOM JIUPEKTUBBI proxy ssl_conf command.

“* OcropoxHOo

Ciremyer y4uTbiBaTh, 9YT0 u3MeHeHne HacTpoek OpenSSL HApsMyo MOXKET IIPUBECTH K HEOXKUIaH-
HOMY TIOBEJICHUIO.

proxy ssl crl

Cunrakcuc proxy_ssl_crl datin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

VYkasbiBaer daiis ¢ orosBanubiMu ceprudukaramu (CRL) B dopmare PEM, ucnosnb3yembivu upu npo-
sepre ceprudukara nporcupyemoro HTTPS-cepsepa.

proxy ssl _name

Cunrakcuc proxy_ssl_name ums;

Ilo ymonya- proxy_ssl_name $proxy_host;
HUIO

Konrekcr http, server, location

Tlo3BosisieT mepeonpeseuTh UMsI CepBepa, HCIOJb3yeMoe P nposepke cepTuduKaTa MTPOKCUPYEMOro
HTTPS-cepsepa, a Takxke jist nepedavu e2o wepes SNI pu yCTaHOBJIEHUN COEIMHEHUSI C IIPOKCUPYEMBIM
HTTPS-cepsepom.

ITo ymourganuio ucrosibzyercst nMst xocta n3 URL’a, 3aaHHOr0 AUPEKTUBOM proxy  pass.
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proxy ssl ntls

Hobasieno B Bepcun 1.2.0.

Cunrakcuc proxy_ssl_ntls on | off;
Ilo ywmomua- proxy_ssl_ntls off;
HHIO

Konrekct http, server

Bkirouaer kymentckyro nomuepkkKy NTLS npu ucnosibzoBaruu TLS 6ubsmorekun TongSuo.

location /proxy {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

@ Baxmno

Angie PRO HeoOxomuMo cobpaTh ¢ HCIIOJIB30BAaHUEM IapaMerpa KoHdburypamuu —with-ntls, ¢ coor-
percrByomeit SSL 6ubanorekoit ¢ mogaep:xkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy ssl password file

Cunrakcuc proxy_ssl_password_file gatin;
Ilo ymomua- —

HUTO

Konrekct http, server, location

Samaer dailyl ¢ TAPOIAMHI OT CEKPEMHLIL KAN0well, Tae KaXKAbIi 1aposib YKa3aH Ha OTJE/ILHON CTPOKe.
IIaposmn mprMeHSIOTCS IO OYepe I B MOMEHT 3arpy3KH KJIIoda.

proxy _ssl_protocols

Cunraxcuc proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- proxy_ssl_protocols TLSvl TLSvl.1 TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server, location

Wsmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOJIB3yEMbBIM [0 YMOJIIAHUIO.

Paspemaer ykazannbre mpoTokosibl fjist 3ampocoB kK npokcupyemomy HTTPS-cepsepy.
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proxy ssl server name

Cunrakcuc proxy_ssl_server_name on | off;
Ilo ywmomua- proxy_ssl_server_name off;
HUIO

Konrekcr http, server, location

Paspermaer wiu 3anpeniaer nepeady UMEHU cepBepa, 3aJaHHOrO JUPEKTUBONW proxry ssl name, depes

) J__ — )
pacummpenne Server Name Indication nporokosa TLS (SNI, RFC 6066) mpu ycraHOBIeHHU COEIUHEHMsI
¢ nporcupyembim HTTPS-cepsepom.

proxy ssl session reuse

Cunrakcuc proxy_ssl_session_reuse on | off;
IIo ymonua- proxy_ssl_session_reuse on;
HUIO

Konrekcr http, server, location

OmpeniesisieT, UCIOIB30BATD JU TOBTOPHO SSL-ceccun mpu pabore ¢ mpokcupyeMbIiM cepBepoM. Ecmm B
Jiorax mnosiBJisiiorcst ook «SSLS  GET FINISHED:digest check failed», To MOXHO 1mopo6oBaTh BbI-
KJIIOYUTH TTOBTOPHOE MCIIOJIB30BAHIE CECCHIA.

proxy ssl trusted certificate

Cunrakcuc proxy_ssl_trusted_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daiin ¢ mosepenubivu ceprudukaramu CA B dopmare PEM, ucnonbs3yembiMu pu nposepre
ceprucdukara nporcupyemoro HTTPS-cepsepa.

proxy ssl verify

Cunrakcuc proxy_ssl_verify on | off;
Ilo ymomua- proxy_ssl_verify off;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anpermaer nposepky ceprudukara npokcupyemoro HTTPS-cepsepa.
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proxy ssl verify depth

Cunrakcuc proxy_ssl_verify_depth wucno;
Ilo ymomua- proxy_ssl_verify_depth 1;
HUIO

Konrekcr http, server, location

VcranaBauBaer riyOnHy MPOBEPKHU B Tenovke ceprudukaTos mpokcupyemoro HTTPS-cepsepa.

proxy _store

Cunraxcuc proxy_store on | off | ecmpoxa;
Ilo ywmomua- proxy_store off;

HUIO

Konrekcr http, server, location

Pazpemaer coxpanenne Ha guck ¢aitios.

on coxpansieT (hailyibl B COOTBETCTBUU C IIyTSIMH, YKA3AHHBIMUA B JAPEKTUBAX alias
WUJIA 7001
off 3amperaer coxpanenne haitaon

Nnmsa daiisia MOXKHO 33J]aTh SBHO C IIOMOINBIO CTPOKY C II€PEMEHHBIMU:

[proxy_store /data/www$original uri; }

Bpemst usmenenust ¢pailjioB BHICTABJIAETCS COTJIACHO MojrydeHHoMmy mosro «Last-Modified» B 3arosioBke
orBera. OTBeT CHaYaJia 3aIUCHIBAETCS BO BPEMEHHBIN (ailjl, a moToM 31oT (aill IepenMeHOBBIBAETCS.
Bpemennsiit daiisn u mocTosTHHOE MECTO XpaHEHUsI OTBETa MOTYT PACIOJIaraTbCs HA PA3HBIX (DailJIoBBIX
cucremax. OMHAKO HY?KHO yYUTHIBATH, YTO B 9TOM CJIy9ae BMECTO JIEMIEBOM ONepaInu mepenMeHOBbIBa-
HOs B IIPEJeax OaHOM (hailyioBoil cucreMbl (hailyli KOMUPYETCs ¢ OAHON (haMIOBON CHCTEMBI HA JIPYTYIO.
TlosTomy sydme, ecau coxpansemble aitbl OyIyT HaXOIUTHCA Ha TOH Ke (hailtoBoil cucteme, UTO U
KaTaJIor C BpeMeHHbIME (bailjlaMu, 33/ 1aBaeMblil TUPEKTUBOU proxy lemp path njs manHOTO location.

JlupekTuBy MOXKHO HCIIOJIB30BaTh JIJIsl CO3/IAHUS JIOKAJIBHBIX KOIMII CTATHIECKUX HEM3MEHsIeMbIX (DajIoB,
HaIIpUMeDP, TaK:

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;

proxy_pass http://backend/;
proxy_store 5

proxy_store_access user:rw group:rw all:r;
proxy_temp_path /data/temp;

alias /data/www/;

nJIn Tak:
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location /images/ {

root /data/www;
error_page 404 = Ofetch;
}
location @fetch {
internal;

proxy_pass http://backend;
proxy_store 5

proxy_store_access user:rw group:rw all:r;
proxy_temp_path /data/temp;

root /data/www;

proxy store access

Cunrakcuc proxy_store_access noAb308aMesL:Npasa . . . ;
IIo ymonua- proxy_store_access user:rw;

HUIO

Konrekcr http, server, location

Sajiaer mpasa JIOCTYIIA JIJIs CO3/IaBAEMbBIX (DAMJIOB U KATAJOrOB, HAIIPUMED,

[proxy_store_access user:rw group:rw all:r; ]

Ecmn 3a/IaHbI Kakue-Jmbo opaBa JJad group UJIn all, TO IIPpaBa JIJIsI user yKa3bIBaTb HeoO0sI3aTeJIbHO:

[proxy_store_access group:rw all:r;

proxy temp _file_write_size

Cunrakcuc proxy_temp_file_write_size pasmep;
Ilo ywmomua- proxy_temp_file write_size 8k|16k;
HUIO

Konrekcr http, server, location

OrpannumBaer pa3Mep JAHHBIX, COPACBIBAEMBIX BO BPEMeHHbIH (hailyl 3a OJWH pa3, IPU BKJOUYEHHOM
Oydepusaruu OTBETOB IIPOKCUPYEMOTO cepBepa BO BpeMeHHbIe daitibl. [lo ymosaanuio pa3mep orpaHu-
qeH nByMms Oydepamu, 3aJaHHBIMU OUPEKTHBAMEU procry buffer size m proxy buffers. MakcumanabHbIi
pa3mMep BpeMeHHOro (ailiia 3ajaeTcs JUPEeKTUBoi proxy max_temp file size.
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proxy temp path

Cunrakcuc proxy_temp_path nymo [yposenvl [yposenv? [yposenv3||| ;
Ilo ymomua- proxy_temp_path proxy_temp;

HUIO

Konrekcr http, server, location

3asaer UMs KaTaJIora Jijis XPAHEHUs BPeMEHHBIX (hailjioB ¢ JaHHBIMU, IOy YEHHBIMU OT IIPOKCUPYEMBIX
cepBepoB. B Kkarajiore MOXKeT HCIIOIb30BATHCA MEPAPXUS MMOJKATAJIOTOB 10 Tpex yposmeit. Hampmmep,
MIPpU TAKOW KOHQUTYpaInu

[proxy_temp_path /spool/angie/proxy_temp 1 2;

BpeMEeHHBIH (aita OyIeT CIeayIoImero Buia;

[/spoo1/angie/proxy_temp/7/45/00000123457

Cwm. Takxke napamerp use_ temp path nupekTussl proxy cache  path.

BcTpoeHHble nepemeHHble

B momyte hitp  prozy ectb BCTpoeHHBIE IIepeMEHHbBIE, KOTOPbIE MOYKHO HCIIOJIB30BATH J1JIsl (GOPMUPOBAHUS
3aroJIOBKOB C ITOMOIIBIO JUPEKTUBBI prory set header:

$proxy_host

UM U IOPT IIPOKCHPYEMOI'O cepBepa, KaK YKa3aHO B JIUPEKTUBE Prory  pass;

$proxy_port

IIOPT IIPOKCUPYEMOI'0 cepBepa, KaK yKa3aHo B JJUPEKTUBE PTOTY  Pass, NN CTaHIapTHBIA IIOPT IPOTOKOJIA;

$proxy_add_x_forwarded_for

TI0JTE 3ar0JI0BKA 3ampoca KianenTa «X-Forwarded-Fory n mobasiiennast K HeMy depe3 3aaTyI0 epeMeHHast
$remote addr. Eciu xe nonst «X-Forwarded-For» B 3arosioBke 3ampoca KJHEeHTa HET, TO TepeMeHHast
$Sproxy add_x_ forwarded_ for paBHa mepemenuoii $remote addr.

Random Index

O6ciryzkuBaeT 3allpOChl, OKAHIMBAIOIINEC KOCOH 4ueproii (/), ¥ BblIaeT ciydailubiii daill B KadecTse
nHjeKcHOro daiina karasora. Momysb BbIONHAETCH 10 MOAYJsd hitp index.

IIpu cbopke m3 MCXOHOrO KOJIa MOJY/Ib HE COOMPAETCS 0 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIIOUYHUTH C
IOMOIIBI0 TTapameTpa cOopkm --with-http_random_index_module. B makerax m obpasax u3 Hamux
PEIo3UTOPUEB MOJYJIb BKJIIOUEH B COOPKY.
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Mpumep koHcpurypayun

location / {
random_index ;

}

OupekTusnbl

random index

Cunrakcuc random_index on | off;
Ilo ywmomua- random_index off;
HUIO

Konrekcr location

Pazpermaer unan 3amnpemntaer B comep:kaiieM location 0OpabOTKY STHUM MOJIYIEM.

ReallP

IloszBosisieT MeHATH aJapec u Heo0sI3aTeIbHbBII IIOPT KJ/IMEHTa Ha IepeaaHHble B YKa3aHHOM II0JI€ 3aroJIOBKa.

IIpu cbopke M3 UCXOTHOTO KOIA MOJIY/Ib HE COOMPAETCS IO YMOJTIAHUIO; €10 He0OX0IUMO BKJIIOUUTD C 10O~
MOIIIBIO TapameTpa cbopku --with-http_realip_module. B makerax u o6pa3ax U3 HAIIUX PEO3UTOPHUEB
MOJIyJIb BKJIFOUYEH B COOPKY.

Mpumep kondurypauyun

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;
real_ip_recursive 8

OupekTusnbl

set_real ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
Ilo ywmomua- —

HUIO

Konrekct http, server, location

3ajaeT JOBEpEHHBIE aIpeca, KOTOPBIE ITepeIaloT BEPHBIN aJipec Jjist 3aMeHbl. Fciin yKazaHo crieruaibHoe
3HadeHne unix:, jgoBepeHHbIMU OyayT cuntarhesa Bce UNIX-cokersi. /loBepeHubie ajipeca MOTYyT OBITH
TaKKe 3aJIaHbl [IPU TIOMOIIY UMEHU XOCTA.
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real _ip header

Cunrakcuc real_ip_header nose | X-Real-IP | X-Forwarded-For | proxy protocol;
Ilo ywmomua- real_ip_header X-Real-IP;

HUIO

Konrekcr http, server, location

BagaeT II0JI€ 3aroJIOBKa 3alIpocCa, SHaAY€HHNEe KOTOPOro 6y,ZL€T HCIIOJIB30BaTHCA OJIdA 3aMEHDBI a[peCa K/JINECHTa.

3HadeHue MmoJist 3aroJIOBKa 3a1poca, cojiepKaiiee HeoOsa3aTe/IbHbBII MOPT, TAKYKe UCIIOIL3YETCs JIJIsT 3aMe-
HBI TIOPTa KJIMEHTa. AJIpec U MOPT JOJIKHBI ObITh yKa3aHb! corsiacHo RFC 3986.

ITapamerp proxy_protocol MeHsieT ajpec KJueHTa Ha yka3aHHBIN B 3arosioBke PROXY-mporokoia.
IIporokosn PROXY momken ObITH NpeABAPUTENIHHO BKJIIOYEH IIPU IIOMOINM YCTAHOBKHU IapaMerpa
proxy protocol B nupexTuse listen.

real ip recursive

Cunraxcuc real_ip_recursive on | off;
Ilo ywmomua- real_ip_recursive off;
HUIO

Konrekcr http, server, location

IIpu BBIK/TIOMEHHOM PEKYPCUBHOM ITOMCKE WCXOJHBIN aJpec KJIUEHTa, COBIAJIAIONINN C OJHUM U3 JIOBE-
PEHHBIX aJIpPECOB, 3aMEHsEeTCd Ha IIOCJAEIHUN aJipec, lepeJaHHblil B MOJIe 3ar0JI0OBKa 3alpoca, 3aJaHHOTO
aupeKTuBoit real ip header. Ilpu BKIIIOU€HHOM PEKYPCHBHOM ITOMCKE MCXO/HBINA a/IpeC KJIMEHTa, COBIIa-
JAIOLIIMHA C OTHUM U3 JIOBEPEHHBIX 3/IPECOB, 3aMEeHAeTCA Ha IIOCAEeJHUN He JJOBEPEHHBINA apec, IIepeIaHHbIA
B 3a/IaHHOM II0JIe 3aroJIOBKa 3alpoca.

BcTpoeHHble nepemeHHble
$realip_remote_addr

XPaHUT UCXOJHBII aJpec KJINEHTa

$realip_remote_port

XPAHUT UCXOJHBII NTOPT KJIUEHTA

Referer

TlozBossteT GIOKMPOBATH MOCTYI K CAMTy JJIsi 3alpOCOB ¢ HEBEPHBIMU 3HadeHmsiMu 1ojist «Referers B
zarosioBke. CireflyeT mMeTh B BHJLY, 9TO IMOJJIEJATH 3AlIPOC C HYKHBIM 3HadeHumeM moyst «Referers me
coCTaBJIsieT OOJIBIIIONO TPY/A, IIOSTOMY I[€JIb UCIIOJIH30BAHUS JAHHOIO MOIYJIS 3aKJII0YAeTCs He B CTOIIPO-
IIEHTHOM OJIOKPOBAHUH ITOJ00HBIX 3aIIPOCOB, a B OJIOKUPOBAHUH MaCCOBOI'O IIOTOKA 3aIIPOCOB, CAEIAHHBIX
oObrgHbIMEU Opay3epamu. Hy»KHO Tak»Ke yUUTBHIBATH, 9YTO OOBIYHBIE Opay3epbl MOI'YT He IIePeIaBATh II0JIe
«Referers maxke mjist BEpHBIX 3aIIPOCOB.
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Mpumep koHcpurypayun

valid_referers none blocked server_names
* . example.com example.* www.example.org/galleries/
“\.google\.;

if ($invalid_referer) {
return 403;
}

OdupekTusnbl

referer _hash _bucket size

Cunrakcuc referer_hash_bucket_size pasmep;
Ilo ywmomua- referer_hash_bucket_size 64;
HUIO

Konrekcr server, location

SajaeT pasMep KOP3WHBI X3M-Tabur co 3nadenusMu «Referers. ITogpobuee HACTpOMKa X3II-TabJIHIL
006Cy?K/TaeTCsT OTIETHHO.

referer hash max size

Cunrakcuc referer_hash_max_size pasmep;
Ilo ywmomua- referer_hash max_size 2048;
HHIO

Korrekcr server, location

3asaeT MaKCHUMAJIbHBIN pasMep xX3m-tadmaun co 3nadenusmu «Referers. Ilompobree macTpoiika X3rii-
TaOIUIL 0OCYKIACTCS OTIETHHO.

valid referers

Cunraxcuc valid_referers none | blocked | server names | cmpoxka . . .;
Ilo ymomua- —

HUIO

Konrekcr server, location

Samaer 3Hadenms moas «Referer» 3arosoBka 3ampoca, TpW KOTOPBIX BCTPOEHHAS IIEPEMEHHAs
$invalid_ referer GymeT MMeTh IyCTYIO CTPOKY B KA4eCTBE 3HAYEHUs. B NPOTMBHOM CiIydae 3HAYEHUE
nepemenHoi paBuo «1». [lonck coBmajienust mpousBouTcs H6€3 ydaera perucrpa CUMBOJIOB.

ITapaMeTpbl MOTYT OBITBH CJIEIYIONIHE:
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none noste «Referer» B 3arosioBke 3ampoca OTCyTCTBYET;

blocked nosie «Referers B 3arojioBke 3ampoca IMpUCYTCTBYET, HO €ro 3HAYEHUE YJIAJIEHO
MmexkcereBbiM 9KpaHoM (firewall) wim npokcu-cepBepoM; K TAKUM 3HAYEHUSIM OT-
HOCSTCsI CTPOKY, He HAauYuHAamomumecs Ha «http://» wiu «https://»;

server_names B nojie «Referer» 3arosioBka 3ampoca yKa3aHO OIHO W3 UMEH CepBEPa;

IIpPOU3BOJIbHAS 3ajiaeT UMsl cepBepa u HeobsizaTesbHOe Hadayo URI. B Havasie nim KoHile nuMmeHu

CcTpoxka cepBepa MoXKeT ObITh «*». IIpu mposepke mopt cepsepa B noje «Referer» urmo-
pupyercs;

peryispHoe B Ha4aJIe I0J2KeH ObITh CUMBOJI « ». HeoOX0IUMO yYUTHIBATh, 9YTO H& COBIIAIECHUE

BhHpaXeHUe ¢ BbIpazkKeHHeM OyleT [POBEepsATHCS TEKCT, HauuHamomumiicss nocuae «http://> uim
«https://».

IIpumep:

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/
~\.google\.;

BcTpoeHHble nepemeHHble
$invalid_referer

Ilycras crpoka, eciau 3Hadenue mosisi «Referers 3arosioBka 3ampoca cantaercs npasuivhoum, nHade «1s.

Rewrite
TTozBonster mamensts URI 3ampoca ¢ momompio peryaspabix Beipaxkenuii PCRE, menars nepenamnpasite-
HUS ¥ BBIOMPATH KOH(MUTYPAIHIO [0 yCJIOBUIO.
Hupexkrussl break, if , return, rewrite u set 0OpabATHIBAIOTCA B CJIEAYIOMIEM IOPSIIKE:
® TI0CJIe[0BATE/IBHO BBIIIOJIHSIOTCST JUPEKTUBBI 9TOIO MOJLYJIsI, OIIMCAHHBIE HA YPOBHE Server;
® B IUKJE:
— umercs location mo URI 3ampoca;
— II0CJIEJIOBATEILHO BBITIOJIHSIIOTCSI JIMPEKTUBBI 9TON0 MOJLYJIsI, OIIMCAHHbBIE B HalijleHHOM [ocation;

— 1k noBropsercs, ecian URI 3ampoca usmeranca, no ne boree 10 pas.

OdupekTusnbl

break

Cunrakcuc break;

Ilo ymomua- —

HUIO

Konrekcr server, location, if

3agepimaer 06pabOTKy TEKyIero Habopa JUPEKTUB MOy hitp rewrite.

Eciun nupekrusa ykazana BHyTpH location, naibHelmas o6paboTKa 3aIpoca IIPOJIOJIXKAETCA B 9TOM
location.

IIpumep:
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if ($slow) {

limit_rate 10k;

break;
}
if
Cunraxcuc if (yeaosue) { ... }
Ilo ymomua- —
HUIO
Konrekcr server, location

IIpoBepsieTcs ykazanHoe ycjaoBue. Ecii OHO HCTUHHO, TO BBITIOJIHSIIOTC yKa3aHHbIE B (DUTYPHBIX CKOOKAX
JIMPEKTUBBI 9TOTO MOJIYJIsl U 3alpOCY HAa3HAYAETCS KOH(MUIypalldsi, yKa3aHHAsT BHYTPHU IUPEKTUBBI if.
Koudwurypamyuu BayTpu nupekTus if HACIAEMLYIOTCS C MPEIABIAYIIErO YPOBHS KOH(MUTY DA,

B kagecTBe ycaoBust MOTYT OBITH 3a/IaHBI:

UMSsI TIePEeMEHHO; JTOKHBIMU 3HAYEHUSIME TIePEMEHHOM ABJISIIOTCS TycTas CTpoKa wian «0s;
CpaBHEHHUE TIEPEMEHHON CO CTPOKOH € TIOMOIILIO ONEPATOPOB «=» U «!=»:

COOTBETCTBUE IIEPEMEHHOI PEryJIAPHOMY BBIPAXKEHHUIO C yIETOM PErucTpa CHMBOJIOB — « » U 0e3
HEro — <« *». B peryssipHbIX BBIPDAyKEHUSAX MOYKHO HMCIIOJIb30BATH BBIIEIEHNUsI, KOTOPBIE 3aTeM J0-
CTynHbl B BUJIe nepemeHabix $1..$9. Takrke MOXKHO HCIIOJIL30BATH OTPHUIATEILHBIE OIIEPATOPBI «! ™ »
u «!7*5. Eciin B pery/sipHOM BBbIDarKeHUN BCTPEYAIOTCS CUMBOJIBI « }» WJIN <;», TO BCE BbIPArKEHHE
cJIeyeT 3aKJI0YATh B OJIMHAPHBIE UJIN JIBOMHBIE KABBIYKU.

IIpoBepKa CyIecTBoBanus (aifa ¢ TOMOIIBIO orepaTopoB «-f» u «!-f»;
IIPOBEPKA CYIIECTBOBAHUS KATAJIOTA C ITOMOINLIO ormeparopoB «-d» u «!-d»;

IPOBEPKA CYIIECTBOBAaHNUsT (haiiia, KATAJI0ra WJIN CAMBOJIIMYECKON CCHLIKH C MOMOIILIO OTIEPATOPOB
«-e» n «l-e»;

IPOBEpKA MCIIOJIHIEMOCTH (hbaiiia ¢ TIOMOIIBIO OIEPATOPOB «-X» U «!-X».

IIpumepsnr:

if ($http_user_agent ~ MSIE) {

}

rewrite ~(.*)$ /msie/$1 break;

if ($http_cookie ~“* "id=([~;1+)(?:;I$)") {

set $id $1;

if ($request_method = POST) {

return 405;

if ($slow) {

limit_rate 10k;

}
if ($invalid_referer) {
return 403;
}
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(i ) IIpumeuanue

3HavYeHne BCTPOEHHON mepeMeHHON Jinvalid referer 3amaercs qupektusoit valid referers.

return
Cunraxcuc return kod [mekxcm|;
return xod URL;
return URL;
Ilo ymomua- —
HUIO
Konrekcr server, location, if

3aBepiaer 06pabOTKy U BO3BpaIlaeT KJAUEHTY yKas3aHHBIH xoz. Hecrammaprabiit koj 444 3akpbiBaer
coequHeHre 6e3 mepeIadn 3aroJI0BKa OTBETA.

Mozxno 3anars jubo URL nepenanpasnenus (mius xkozos 301, 302, 303, 307 u 308) smbo TekcT Tesa
oTBeTa (JIUIS OCTAJIBHBIX KOZI0B). B Tekcre Tesa orBera n URL mepeHampaBiieHUsT MOXKHO UCHOIB30BATH
niepemennbie. Kak wactuoiit caydait, URL mepenanpasienust moxkeTr ObiTh 3a7ad kKak URI, jmokanbHbIi
JIsl TAHHOTO cepBepa, 1pu 3toM rostabit URL nepenanpassienust (GoOpMUPYETCsT COTTIACHO CXEMe 3aIpoca
($scheme) u mupexkTuBam server name_in_ redirect u port _in_ redirect.

Kpome Toro, B kauecTBe eIMHCTBEHHOTO TapaMeTpa MOKHO yka3ars URL 71718 BpemMeHHOTO 1epeHanpasJie-
Hust ¢ KopoM 302. Takoit mapaMeTp J0JIXKEH HAIMHATBCS CO CTPOK «hitp://», «https://» wiu «$scheme».
B URL Mo02KkHO MCIIOB30BaTh TIEPEMEHHBIE.

CM. Tak>Ke NUPEKTHUBY €707 page.

rewrite
Cunrakcuc rewrite regexr samena [Paael;
Ilo ywmomua- —
HHIO
Konrekcr server, location, if

Ecmm ykazamnoe perysisipHoe Bbipaxkenue regex coorsercTByeT URI 3ampoca, URI mamensiercs B co-
OTBETCTBHUM CO CTPOKOH 3amensl. JIMpeKTHUBBI rewrite BBIMOJHSIOTCS ITOCJIEIOBATEIHLHO, B MOPSAIKE UX
ciiesioBanust B KOHMuUryparuonnoMm daitse. C moMompio ¢prara MOXKHO IPEKPATUTD JTAJbHEHITYI0 00pa-
601Ky supekTuB. Eciu cTpoka 3amMens HauuHaercs ¢ «hitp://», «hitps://» win «$schemes, o obpaborka
3aBEPINAETCS W KJIUEHTY BO3BPAIAETCS [IEPEHAIIPABJICHNE.

Heob6si3arenbublil mapamerp ¢nar MoyKeT OBITH OJTHUM U3:

last 3aBeplaeT 00pabOTKy TeKyInero Habopa JUPEKTUB Moayis hitp rewrite, mociue
9€ero MIIETCs HOBBIA location, coorBercTByIomuit mamenennomy URI;

break 3aBepIrnaeT oOpabOTKy Tekylnero Habopa AUPEKTUB Mouyis hitp rewrite anajo-
TUYHO JUpEKTuBe break;

redirect BO3BPAIIAET BPEMEHHOE ITepEeHAIpaBIeHe ¢ KOJIoM 302; NCIOIb3yeTCs, €CJIH CTPO-
Ka 3aMeHH He HaduHaercs ¢ «http://», «https://> nnmn «$scheme»;

permanent BO3BpAIIaeT ITOCTOTHHOE IlepeHanpasiienne ¢ kKogom 301.

Hosueiit URL uepenanpasienuii dopMupyercst cornacuo cxeme 3ampoca ($scheme) u aupexkrun
server _name_in_ redirect m port_in_ redirect.
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IIpumep:

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;
return 403;

Ecin ke 9T JUpeKTUBLI IOMecTUTh B location «/download/», To Hy:kHO 3aMenuTh duar last Ha break,
naade Angie PRO cuenaer 10 mukios u Bepuer omubky 500:

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra break;
return 403;

Ecnu B crpoke 3amMens yka3aHbl HOBbIE apTyMEHTBHI 3aIIPOCa, TO IPEIbIAYIINE apryMEHTHI 3aIpoca I0-
GaBisroTCA 1ocsae Hux. Eciim Takoe 1oBeieHNe HEXKeJIaTeIbHO, MOXKHO OTKA3aThCS OT 9TOr0 J100aBJIEeHNS,
YKa3aB B KOHIIE CTPOKH 3aMeHbI 3HaK BOIIPOCA, HAIIPUMED:

[rewrite ~/users/(.*)$ /show?user=$17 last; }

Eciin B perysisipHOM BBIPDA’KEHUM BCTPEUAIOTCS CHUMBOJIBI «}» WIH «;», TO BCE BBIDAYKEHUE CJIEJIyeT 3a-
KJIIOUUTBH B OIMHAPHBIE WM JBOIHBIE KaBBIUKU.

rewrite log

Cunrakcuc rewrite_log on | off;
Ilo ymon4a- rewrite_log off;
HUIO

Konrekcr http, server, location, if

Paszpemaer nnn 3anpemniaer 3anuceiBaTh B €770 log Ha YypOBHE notice pe3ysbTaTbl 00pabOTKU JTUPEKTUB
Monyns http rewrite.

set
Cunrakcuc set $nepemennan snavenue;
IIo ywmomua- —
HUIO
Konrekct server, location, if

VcranaBuBaeT 3HaYeHUNE YKa3aHHOU mepeMeHHON. B KadecTBe 3HaUEHUS MOYXKHO HCIOJIB30BATh TEKCT,
TIepeMeHHbIe U UX KOMOWHAIIAH.
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uninitialized variable warn

Cunraxcuc uninitialized_variable_warn on | off;
Ilo ywmomua- rewrite_log on;

HUIO

Konrekcr http, server, location, if

Onpe,aenﬂe’r, HY>KHO JIX IIICATH B JIOT IIPEAYTIPEZKIACHNA O HEMHUIINAJIN3NPOBAHHBIX MTEPEMEHHDBIX.

BHyTpeHHee ycTpoiicTBO

JupexTunsl Mojtysst hitp rewrite KOMIHIUDYIOTCH Ha CTa UK KOHMUIYpaIUu BO BHYTPEHHUE UHCTPYK-
MW, MHTEPIPETHPYEMbIe BO BpeMst 00paboTku 3ampoca. ureprperaTop mpeacrasiisieT u3 cebsi IPOCTYIO
CTEKOBYIO BUPTYAJIbHYIO MAIIAHY.

Hanpumep, TUpeKTUBEI

location /download/ {
if ($forbidden) {
return 403;

}

if ($slow) {
limit_rate 10k;

}

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

OyIyT TPAHCJIUPOBAHBI B TAKHE MHCTPYKIUU:

nepeverHas $forbidden
IpoBepKa Ha HOIb

Bo3BpaT 403

3aBeplleHre BCero Koza
nepeMernHas $slow
IpoBepKa Ha HOIb
IpOBEpKa PEeryISIpHOTO BHpPaXeHUS
konupoBarue "/"
xonupoBanue $1
komupoBanue "/mp3/"
xonupoBarue $2
konupoBarue ".mp3"
3aBeplleHre PEeryISpHOTO BHpPaXeHUS
3aBeplleHre BCETro KoJa

J

ObpaTuTe BHUMAHUE, 9TO WHCTPYKIWI JUIs JUPEKTUBBI limit rate HET, MOCKOJbKY OHA HE MMEET OT-
HomieHus: K Mojyiio hitp rewrite. s 6ioka if cosnmaercs ornenbHas koudwurypaius. Eciau ycioBue
HMCTUHHO, 3aIIPOC HOJIydaeT 3Ty KoHduryparuo, u B neit limit_rate pasen 10k.

JupekTuBy

[rewrite ~/(download/.*) /media/(.*)\..*$ /$1/mp3/$2.mp3 break; }

MOKHO CJI€JIATH HA OJ[HY WHCTPYKITHIO MEHBIIIE, €CJIU B PETYJIIPHOM BBIPAYKEHUH [TEPEHECTHU IEPBYIO KOCYTO
9epTy BHYTPb CKODOK:
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[rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

TOI‘,H& COOTBETCTBYIOIIINE MHCTPYKINN 6yﬂyT BbBIIVIAJIETH TaK:

IIpOBEPKA PErYISAPHOTO BHPAXEHUS
xonupoBanue $1

KomupoBaHue "/mp3/"

xonupoBauue $2

konupoBarue ".mp3"

3aBeplleHre PETrYISpHOTO BhHpPaXeHHUsS
3aBeplleHre BCEero kKoza

SCal

TTozBonster mepemasars 3ampocsr SCGI-cepsepy.

Mpumep koHurypayun

location / {
include  scgi_params;
scgi_pass localhost:9000;

OdupekTusnbl

scgi__bind

Cunrakcuc scgi_bind adpec [transparent] | off;

Ilo ywmomua- —
HUIO
Konrekcr http, server, location

Samaer sokabubI [P-anpec ¢ Heobs3aTEIBHBIM TTOPTOM, KOTOPBII OY/I€T MCIIOIB30BATHCS B UCXOJIATIIX
coenunenusix ¢ SCGI-cepepom. B 3HaueHnn napamerpa JIOIMyCTHMO UCIOJIb30BaHue repeMeHHbix. Crre-
nuajbHOe 3HadyeHue off OTMeHsieT JIefCTBHe yHACIEIOBAHHON C IIPEBIIYINEero YPOBHS KOH(MUIYpAIIU
JIUPEKTUBDI scgi_ bind, 103BOJIsI CUCTEME CAMOCTOSITEJILHO BBIOMPATD JOKaabHbl IP-agpec u opr.

ITapamerp transparent mo3BosisieT 3a7aTh HeJOKaJbHBIN [P-anpec, KOTOpbIil OyIeT UCIOIB30BATHCH B
ucxoggamux coeguaenusix ¢ SCGI-cepsepom, nanpumep, peanbubrii [P-anpec kiamenra:

[scgi_bind $remote_addr transparent;

)

st paboThl mapaMerpa OOBIIHO Tpebyercs 3amycTuTh paboune mnporecchl Angie PRO ¢ mpuBmiernsvm
cynepnoavzosamens. B Linux sTo He TpebyeTcs, Tak Kak €CIU yKa3aH napamerp transparent, To pabodune
nporneccsl Hacseayor capability CAP_NET RAW u3 ryiaBHOTO IIpOIiecca.

@ Baxno

cepBepa.

HeobxomumMo HaCTPOUTH TAOJUIy MApIIPYTH3AIAN sIApa Jijist epexBara cereBoro tpaduka ¢ SCGI-
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scgi_buffer _size

Cunrakcuc scgi_buffer_size paswmep;
Ilo ywmomua- scgi_buffer_size 4k|8k;
HUO

Konrekcr http, server, location

Samaer pasmep Oydepa, B KOTODPBI OyIeT YUTATHCA MEpBas dacThb oTBera, mogydaemoro or SCGI-
cepBepa. B 910if vacTn oTBeTa 0OBITHO HAXOIUTCS HEOOJIBINOH 3aro/I0BOK oTBeTa. 110 ymomuanuio pa3mep
onHoro 6ydepa paBeH pasMepy crpaHuIbl namsaTu. B 3asucumoctu ot miardopmst 3to mwin 4K, mim 8K,
OJIHAKO €r0 MOXKHO CJIeJIATh MEHBbIIIE.

scgi _buffering

Cunrakcuc scgi_buffering paswmep;

Ilo ymomgya- scgi_buffering on;

HUIO

Konrekcr http, server, location

on Angie PRO npunnmaer orBer SCGI-cepBepa Kaxk MOXKHO ObICTPee, COXPAHSIS €ro

B Oydepbl, 3a/IaHHbIe TUPEKTUBAMU scgi_ buffer size m scgi_ buffers. Eciam orBer
HE BMEIAETCSI [IEJIMKOM B IIaMSTh, TO €70 9aCTh MOXKET OBbITH 3aIlCaHa Ha JUCK BO
epemenblil (atia. 3auuch BO BpeMeHHbIe (hailyibl KOHTPOJINPYETCs JUPEKTHBAMUI
scgi_max_temp_file_ size m scgi_temp_file write_ size.

off OTBeT CHHXPOHHO IIepefaeTCs KJIMEHTY Cpady 2Ke IO Mepe €ro IOCTYILICHHUS.
Angie PRO me nwiraerca cumrars Bech orBer SCGI-cepBepa. MakcumabHBIi
pa3mep janbiX, KoTopblit Angie PRO MmoxkeT npuHaTh OT cepBepa 3a OfuH pas,
3a/1aeTcs JUPEKTUBOR scgi buffer size.

Bydepuzanust Mmoxker ObITH TaKKe BKJIIOYEHA, WJIM BBIKJIIOUEHA IIyTEM Ie€peladn 3HAYEHUS <«yes» WU
«no» B mosie «X-Accel-Buffering» 3arosoBka orBera. 9Ty BO3MOKHOCTH MOYKHO 3AIIPETUTH C MTOMOIIHIO
JUPEKTUBLL scgi ignore_ headers.

scgi_buffers

Cunrakcuc scgi_buffers wucao pasmep;
ITo ymomya- scgi_buffers 8 4k|8k;
HUO

Konrekcr http, server, location

Sasaer uncyo u pazmep 6ydepoB st OTHOTO COEIMHEHNUsI, B KOTOPBIE OYIeT YUTATHCS OTBET, [TOJLY IaeMbIii
ot SCGI-ceprepa. [To ymoraanuio pasmep ojroro Oydepa paBeH pazmMepy cTpaHuiibl. B 3aBucuMocTu ot
wrardopmsl 310 win 4K, nan 8K.
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scgi _busy buffers size

Cunrakcuc scgi_busy_buffers_size pasmep;
IIo ywmomua- scgi_buffers 8k|16k;

HHIO

Konrekcr http, server, location

IIpu Brarouennoit 6ygpepusayuy orseroB SCGI-cepBepa, orpanmyunBaeT cyMMapHBIil pa3mep Oydepos,
KOTOPBIE MOT'YT OBITH 3aHSATHI [JIsi OTIPABKU OTBETa KJIMEHTY, IOKA OTBET €Ille He MPOYUTAH IIEJTUKOM.
Ocrasiiuecst 6ydepbl TeM BPpeMEeHEM MOTYT HCIIOJIb30BATHCS JIJIsl 9TEHUsI OTBETA W, IIPU HEOOXOIUMOCTH,
Oydepusaun 4acTu OTBeTa BO BpeMeHHBIN daiin. Ilo ymomyanuio pa3mep orpaHuydeH BeJIMYMHON JBYX
Oydepos, 3aJlaHHbIX JupeKTuBamMu scgi_ buffer size m scgi_ buffers.

scgi cache

Cunrakcuc scgi_cache sona | off;
Ilo ymomua- scgi_cache off;
HUIO

Konrekcr http, server, location

SajaeT 30Hy pazzessieMoil MaMsTH, UCI0JIb3yeMoil s KammpoBanus. OHa 1 Ta Ke 30Ha MOXKET UC-
M0JIb30BATHCS B HECKOJILKUX MecTaX. B 3HaueHnn mapamMerpa MOXKHO UCIOJIb30BATh MEPEMEHHBIE.

off 3aImpeniaeT KIMMPOBAHUE, YHACIEIOBAHHOE C IIPEIBIAYINEro YPOBHS KOHMUrypa-
AN,

scgi__cache _background _update

CunTakcuc scgi_cache_background_update on | off;
Ilo ywmomua- scgi_cache_background_update off;
HUIO

Konrekcr http, server, location

TlozBosisteT 3amycTuTh (DOHOBBIN TO3AIPOC J1JIsi OOHOBJIEHUS IPOCPOYEHHOIO 3JIEMEHTa K3IIIa, B TO BPEMS
KaK KJIMEHTY BO3BPAIA€TCs YCTAaPEBIINIT KIIIUPOBAHHBIII OTBET.

A Baumanne

Hcnonb3oBanue YCTapeBIIEro K3IMMUPOBAHHOTO OTBE€Ta B MOMEHT €TI0 0OHOBJICHU S JOJIZKHO OBLITh pa3-
PeEWEHO.
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scgi_cache bypass

Cunrakcuc scgi_cache_bypass ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajsaer ycJioBUs, TIPU KOTOPBIX OTBET He Oymer Oparbcst m3 Kamra. e 3HaveHne xXorsi ObI OJHOTO U3
CTPOKOBBIX MMapaMeTpoOB Hermycroe u He paBHO «0», TO OTBET He GEPETCs U3 KIIIA:

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;
scgi_cache_bypass $http_pragma $http_authorization;

MO2KHO HCIOJIB30BATh COBMECTHO C JUPEKTHBON scgi no  cache.

scgi_cache key

CunTakcuc scgi_cache_key cmpoxa;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sajiaer KIIIOY JIJTsi KIMTUPOBAHUS, HAIIPUMED,

{scgi_cache_key localhost:9000$request_uri; J

scgi_cache lock

CunTrakcuc scgi_cache_lock on | off;
Ilo ymomga- scgi_cache_lock off;
HUIO

Konrekcr http, server, location

Ecin BRIITOYEHO, OJTHOBPEMEHHO TOJBKO OJHOMY 3aIlpocy OyJeT MO3BOJIEHO 3allOJHUTL HOBBIN 3Jie-
MEHT K3Ia, WJICHTUMDUIMPYEMBI COIJIACHO JUpeKTHBe scgi cache key, nepenas 3ampoc uHa SCGI-
cepBep. OcrajbHBIE 3alPOCHI ITOTO KE 3IJEMEHTa OyayT JbO OKUJATH IOSIBJIEHUSI OTBETA B Kd-
e, OGO OCBODOXKIEHUsT GJIOKUPOBKYM ITOTO JJIEMEHTA, B TEUYEHHe BPEMEHW, 3aJJaHHOTO JIUPEKTHUBOI
scgi_cache_lock  timeout.

scgi_cache lock _age

CunTakcuc scgi_cache_lock_age spemsa;
Ilo ywmomua- scgi_cache_lock_age 5s;
HUIO

Konrekcr http, server, location

Eciu nocnenunii 3anpoc, nepenannbii Ha SCGI-cepBep s 3amoiHeHNs] HOBOTO 3JIEMEHTa K3Ila, He
zaBepimics 3a ykazanaoe Bpems, Ha SCGI-cepBep MoxkeT OBITH IE€pEJAH eIle OJIUH 3aIpoc.
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scgi_cache lock timeout

Cunrakcuc scgi_cache_lock_timeout epemas;
Ilo ywmomua- scgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Samaer taitmayTt mys scgi cache  lock. Tlo mcreveHnn yKaszaHHOTO BPEMEHU 3ampoc OyIeT IepeiaH Ha
SCGI-cepBep, 0THAKO OTBET HE OYIET KIMUPOBAH.

scgi _cache max range offset

Cunrakcuc scgi_cache_max_range_offset wucno;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajaer cMenenue B GaliTax Jijig 3aIPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Oaiir (byte-range
requests). Eciin nuanazon HaxopuTes 3a yKa3aHHBIM CMEIIEHUEM, range-3aipoc oyaer nepejgan va SCGI-
cepBep U OTBET He Oy/IeT KINNPOBaH.

scgi_cache methods

Cunrakcuc scgi_cache_methods GET | HEAD | POST .. .;
Ilo ywmomua- scgi_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecmu meron 3ampoca kiameHTa ykKa3aH B 9TOi JupekTuBe, TO oTBer Oymer kamupoan. Merompr «GET»
u «HEAD» Bcerna mo6aBsgioTcs B CIIUCOK, HO TEM HE MEHee PEKOMEHIyeTCs MePEeIncIaTh ux saBHo. CM.
TaK>Ke JUPEKTUBY Scgi_no_ cache.

scgi__cache min_uses

Cunrakcuc scgi_cache_min_uses wucxo;
Ilo ywmomua- scgi_cache_min_uses 1;
HUIO

Konrekcr http, server, location

3ajiaeT 9uciIo 3a1pocoB, OC/Ie KOTOPOro OTBET OYIeT KIIUPOBAH.
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scgi_cache path

Cunrakcuc scgi_cache_path nymo [levels=yposru] [use_temp path=on|off]
keys zone=umasa:pasmep [inactive=epems| [max _size=pasmep| [min_free=pasmep]
[manager files=wucao] [manager sleep=epema] [manager threshold=epems]

[loader files=wucao] [loader sleep=6pems| [loader threshold=epemal;
Ilo ymomua- —
HUIO
Konrekcr http

SajaeT mMyTh U JIpyrue napamerpsl Karmra. Jlanabie kamia xpanarcea B daitax. Vmenem daitra B KaIIe
sBJisieTcs pedyabrar dyuknun MD5 oT kaoua kowuposarus.

ITapameTp levels 3a/1aeT YPOBHU UEPAPXUN K3ITa: MOXKHO 3aJaTh OT 1 710 3 ypoBHell, HA KaXKJIO0M YPOBHE
JIOTyCKAIOTCsl 3HadeHns 1 mim 2.

Hanpumep, npu ucrosgp3oBanuu

[scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one: 10m;

nMmeHa GaityioB B KI1IIe OYIyT TaKOro BUIA:

[/data/angie/cache/C/29/b7f54b2df7773722d382f4809d65029c

Kosmmpyembiit orBeT cHadasia 3anChIBAETCS BO BPEMEHHBIH (ailil, a moToM 3TOT (ailyl mepenMeHOBbIBa-
ercst. Bpemennbie (aityibl 1 K31 MOTYT PACIOJIaraThbCst Ha pas3HbIX (paitiioBbix cucremax. OqHAKO HYZKHO
VYUTBIBATH, UYTO B 9TOM CJIydae BMECTO JIEIIEBOI OllepaIiuy epenMeHOBBIBAHUS B IIpeJiesiax ojiHoi daii-
JIOBO# cucTeMbl (ailjl Konmpyercsi ¢ OHOHN aityioBoil cucrembl Ha Apyryto. [losroMy sydire, ecim K31
OyZeT HAXOMUTHCS Ha TOU Ke (ailJIoBOl cHCTeMe, 9TO U KATAJIOr C BPEMEHHbIMU (hailjiaMu.

Kakoit n3 karajoros OyJleT HCIOJIB30BATBHCH JJIsi BPEMEHHBIX ailIoB, OlpejessieTcsl IIapaMeTpPOM
use_temp_path.

on Eciu mapamerp He 3a/1aH mjin yCTAHOBJIEH B 3HAYEHUE «ON», OYIET UCIOIb30BATh-
CsI KATaJIor, 3a/1aBaeMbIil TUPEKTUBON scgi temp path must nannaoro location
off BpeMeHHbIe (alyIbl OYIyT PacIoIaraTbCsi HEOCPEICTBEHHO B KATAJIOTe KIIIIa,

Kpome Toro, Bce akTuBHBIE KII0YN U HWHMOPMAIU O JAHHBIX XPAHATCA B 30HE PA3IEISIEMON HaMATH,
UM U padMep KOTOPOU 3aJIaf0TCs apaMeTpoM keys_zone. 30HBI pa3MepoM B 1 MerabailT J0CTaATOYHO
JJIsl XpaHEHUs OKOJIO 8 THICAY KJIIOUeld.

Ecim k nanapiM ko118 He 00paIaTes B TeYeHNe BpeMeH!, 33/IJaHHOTO ITapaMeTpoM inactive, TO JaHHbBIE
VAAJIAIOTCSI, HE3aBUCUMO OT UX CBexKecTH. [lo ymomaanuio inactive paBen 10 MuHyTaM.

CuernuaJjibHbIN Ipoliecc cache manager ciieauT 3a MAKCUMAJILHBIM Pa3MEPOM K3IIIa, a8 TaKKe 38 MUHU-
MaJIbHBIM 00bEMOM CBOOOTHOTO MecTa Ha (ailIoBOit cucTeMe ¢ KIIIeM, U y/IasseT HauMeHee BoCcTpeboBaH-
HBI€ JAHHBIE IIPU [IPEBBIIIEHUN MAKCUMAJIBHOIO pa3Mepa K3Ia WK HeJOCTATOTHOM 00beMe CBOOOIHOTO
MecTa. YIaJleHue JTAaHHBIX ITPOUCXONUT UTEPAITUSIMH.

max_size MaKCHUMAaJIbHOE TIOPOrOBOe 3HAYEHUE paszMepa, K3IIa,

min_free MHUHUMAJILHOE ITOPOTOBOE 3HAYEHUE 00beMa CBODOHOrO MecTa Ha (hallioBON Ch-
cTeMe C K3IIeM

manager_files MAaKCHMAJIbHOE KOJMYIECTBO YIAJSIEMBIX JIEMEHTOB K3Ia 3a OfHy ureparmio [1o

ymosraanuio 100
manager_threshol orpanu4duBaeTr BpeMs paboTsl o/HO# nreparuu [lo ymosraanuio 200 MuincekyH
manager_sleep BpeMsI, B Te4eHIEe KOTOPOrO BbIJIEPXKUBAETCA Iay3a MexK 1y ureparusmu 1o ymos-
YaHUI0 50 MUJIHMCEKYH]]
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Yepes munyTy nocie crapra Angie PRO akTuBupyercs cuenuasibabiii mponecc cache loader, koropsrit
3arpyzkaerT B 30HY K3IIa WHMOPMAIUI0 O paHee K3IMIUPOBAHHBIX JAHHBIX, XPAHSAIIUXCS Ha (hailjioBoi
cucreMe. 3arpy3Ka TaK2Ke IIPOUCXOUT UTEPAIUSIMA.

loader_files MaKCUMAaJbHOE KOJMYIECTBO IJIEMEHTOB KIIa K 3arpy3ke B oaHy uteparmio ITo
yMmoJsraanuio 100

loader_threshold orpanmumsaeT BpeMs paboThl omHoi nrepanun [lo ymomgannro 200 MUIIINCEKYH T

loader_sleep BpeMsI, B TeUEHUE KOTOPOTO BBIJIEPXKUBAETCS May3a MezK 1y urepanusamu [1o ymor-
9aHUO0 H() MUJLIICEKYH]T

scgi cache revalidate

CunTakcuc scgi_cache_revalidate on | off;
Ilo ymonua- scgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemraer peBammanuio MpoCPOYCHHBIX 3JIEMEHTOB K3IIa IPHU IIOMOIIM YCJIOBHBIX 3aIIPOCOB € IIOJISME
3aroJioBka «If-Modified-Since» u «If-None-Matchs.

scgi cache use stale

Cunrakcuc scgi_cache_use_stale error | timeout | invalid header | updating | http 500 |
http 503 | http 403 | http 404 | http 429 | off .. .;

Ilo ywmomua- scgi_cache_use_stale off;

HHUIO

Konrekcr http, server, location

OHpe):LeJ'IHeT, B KaKHX CJIy4dasX MO2KHO HCIIOJIb30BaThb yCTa.peBHII/Iﬁ KSH_II/IpOBaHHI)IfI OTBeT. HapaMeTpH
JAUPEKTUBLI COBIIaJAI0OT C IIapaMeTpaMu JUPEKTUBbI S‘Cg’l;_ 77,(3,77//_ 71,]781/7’(3(1,777/.

error [To3BoMIsIET MCTIOIB30BATH YCTAPEBIIHIT KIMUPOBAHHBIA OTBET ITPU HEBO3MOXKHO-
ctu Beibopa SCGI-cepBepa [y1st 06pabOTKH 3aIpoca.
updating JlonoJHUTEIBbHBIH TapaMeTp, Pa3peniaeT UCII0JIb30BaTh YCTAPEBIINN KIITUPOBAH-

HBIIl OTBET, eCJIM Ha JIAHHBII MOMEHT OH y2Ke ODHOBJISIETCSI. DTO MO3BOJISIET MUHU-
Mu3npoBaTh dncyio obparennit K SCGI-cepBepam mpu 0OHOBJIEHUN K3ITUPOBAH-
HBIX JIAHHBIX.

Vcnonb3oBanme ycrapeBIero K3IMMIPOBAHHOTO OTBETA MOXKET TaKKe ObITH Pa3pPEeNIeHO HENOCPEICTBEHHO
B 3ar0JIOBKE OTBeTa Ha OIIpejieJIeHHOe KOJIMYEeCTBO CeKYyH/I IIocjie TOro, KaK OTBET ycTapeJi:

e Pacmmpenne stale-while-revalidate momst 3aronoska «Cache-Control» paspermaer ucrob30BaTh
yCTapeBIuil KIMUPOBAHHBIA OTBET, €CJIM Ha, JIaHHBI MOMEHT OH y2Ke OOHOBJISIETCSI.

e Pacmmpenue stale-if-error mostst 3arosioBra «Cache-Controly pasperiaer nucmnosib30BaTh yCTaPEBITHT
KSIIUPOBAHHBIN OTBET B CJIy4Yae ONIMOKH.

O IIpumeuanne

Takoii criocob MeHee MPUOPUTETEH, UeM 3a/[aHUE IIapaAMeTPOB JTUPEKTUBHL.
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Yr06bI MUHUMU3UPOBATH Yucjo obpariennii K SCGI-cepBepaM IIpu 3all0JIHEHUU HOBOI'O 9JIEMEHTa KIIIIA,
MOXKHO BOCITOJTb30BAThCA JUPEKTUBOMN scgi  cache lock.

scgi__cache _valid

Cunrakcuc scgi_cache_valid [kod ...| epema;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsl PA3HBIX KOJOB oTBera. Hampumep, nupeKTUBLI

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

3a7a10T BpeMs KaymmupoBaHus 10 muHyT J71s1 oTBeToB ¢ KomaMu 200 u 302 m 1 MUHYTY I OTBETOB C
Kozom 404.

Ecnam ykazaHo TOIBKO BpeMs K3ITUPOBAHUS,

[scgi_cache_valid 5m; J

TO K3MUpyIoTcs ToabKo orseTsl 200, 301 um 302.

Kpome Toro, MokHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO ITAPAMETPa, any:

scgi_cache_valid 200 302 10m;
scgi_cache_valid 301 ih;
scgi_cache_valid any im;

(5 ) IIpumeuanune

ITapameTpbl KIITUPOBAHUS MOTYT TaK:Ke OBITh 33/IaHbI HETIOCPEJICTBEHHO B 3ar0/I0BKe OTBeTa. Taxoit
cI1ocob IpPUOPHUTETHEE, YeM 3aIaHNe BPEMEHU KAIITUPOBAHUS C ITOMOIILIO JUPEKTUBEI.

e Tlose 3aroioBka «X-Accel-Expires» 3ajiaeT BpeMsi K3IMUPOBaHUsS OTBETA B CEKyHIaxX. JHadeHue ()
3aIperniaer KIMupoBaTh oTBeT. Ecin 3uavenne HaunHaercs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMs B CEKYH/IaX C HaJYaJIa SIOXH, 10 KOTOPOro OTBET MOXKET OBITH KIIINPOBAH.

e Ecim B 3arosioBke Her mosst «X-Accel-Expires», mapaMerpbl K3MMPOBAHUS OIPEAEIISIOTCS 10 TOJISM
zarojyioBka «Expires» man «Cache-Controls.

e Ortger, B 3arojioBKe KOTOpOro ectb mnojie «Set-Cookier, He OymeT KIMUPOBATHCH.

(] OTBeT7 B 3aroJjiIOBKeE KOTOPOT'O €CThb II0JIe <<Vary>> CO crrenuaJIbHBIM 3Ha4Y€HUeM <<>‘<

», He OyZIeT K3IIu-
poBaTbest. OTBET, B 3ar0JIOBKE KOTOPOI'O €CTh T0JIe « Varys ¢ JIpyruM 3HadYeHueM, OyIeT K IIMPOBaH

C y49€TOM COOTBETCTBYIOIINUX 1IoJIeil 3aroJI0BKa 3alpoca.

O6paborka o1HOTO Wi H0JIee U3 ITUX TMOJIEH 3ar0JI0BKa MOXKET OBITh OTKJIIOUYEHA [TPU TIOMOIIH JTUPEKTABBI
scgi_ignore_headers.
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scgi__connect _timeout

Cunrakcuc scgi_connect_timeout spemsi;
Ilo ywmomua- scgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

Sagmaer TaiimayT 1yist ycranosjerus coequaenns ¢ SCGI-cepsepom. Heobxonumo nMers B BuLy, 9TO 3TOT
TaiiMayT OOBITHO HEe MOXKET MPEBLIMATE 7D CEKYHI,.

scgi__connection drop

Cunrakcuc scgi_connection_drop epems | on | off;
Ilo ymonua- scgi_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpauBaer 3aBepiiieHne Bcex COeIUMHEHMIT ¢ IIPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLI yJIaJIeH U3 IPYIIIbI
I TIOMEYEH KaK IMOCTOsTHHO HEeJOCTYIHBIN B pe3ysbTrare mporecca reresolve man komandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyIoniee COObITHE YTEHUs! WU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBeEpA.

VcraHOBKa 6pemeny BKIIFOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUs]; TP BBIOOPE 3HAUEHUS ON COEIIU-
HEHUs 3aBEPIIAIOTCA HEME/JICHHO.

scgi force ranges

CunTakcuc scgi_force_ranges off;
Ilo ywmomua- scgi_force_ranges off;
HUTO

Konrekcr http, server, location

Bkirrouaer mopep:kKy JAuana3’oHOB 3alpallluBaeMbIX OailT (byte—range) JJISI KSIIMPOBAHHBIX U HEKSIITU-
poBannbix orBeToB SCGI-cepBepa BHe 3aBucuMOCTH OT Hajmdus moJist «Accept-Ranges» B 3arosioBkax
9TUX OTBETOB.

scgi_hide header

CunTakcuc scgi_hide_header noaxe;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymomuanuio Angie PRO He mnepenaer kiaueHTy mojist 3arojioBka «Status» u «X-Accel-...» u3 or-
Bera SCGI-cepsepa. JlupexktuBa scgi hide header 3amaer JONOJHATENbHDBIE OIS, KOTOPbIE HE OyIyT
repesiaBaThCcA. Hem ke mepemady mosieil Hy»KHO DPa3peInTb, MOXKHO BOCIIOJb30BATHCS JTHPEKTUBOI
scgi_pass__header.
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scgi_ignore client abort

Cunrakcuc scgi_ignore_client_abort on | off;
Ilo ywmomua- scgi_ignore_client_abort off;
HUIO

Konrekcr http, server, location

Omnpepnesiet, 3akpbiBarh ju coeguaenne ¢ SCGI-cepBepom B cirydae, eciii KJIUEHT 3aKPBLI COEIUHEHNE,
HE JIOXKJIABIINCH OTBETA.

scgi_ignore headers

Cunrakcuc scgi_ignore_headers nose ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samperiaer 06pabOTKy HEKOTOPBIX MoJieil 3aroyioBka u3 orBera SCGI-ceprepa. B mupekTuBe MOXKHO
ykazarb nojs «X-Accel-Redirect», «X-Accel-Expires», «X-Accel-Limit-Rate», «X-Accel-Buffering», «X-
Accel-Charset», «Expiress, «Cache-Controls, «Set-Cookie» u «Vary».

Ecau ne 3ampereno, 06paboTKa 3TUX MOl 3aro/I0BKa 3aKII0YAETCA B CJIEIYIOMIEM:

o «X-Accel-Expires», «Expires», «Cache-Control», «Set-Cookie» u «Vary» 3amaior napamempol k-
WUPOGANUA OTBETA;

o «X-Accel-Redirect» mpousBomur enympernee neperanpasicrue Ha ykaszanabiii URIL;
o «X-Accel-Limit-Rate» 3amaer ozparuverue ckopocmu nepegadn oTBeTa KJIHEHTY;
o «X-Accel-Buffering» BrJ09aeT MM BBIKJIIOIAET OYdepusatuio OTBETA,;

o «X-Accel-Charset» 3ajiaer kejraemMmyio x00uposky OTBeTa.

scgi intercept errors

Cunrakcuc scgi_intercept_errors on | off;
Ilo ywmomua- scgi_intercept_errors off;
HUIO

Konrekcr http, server, location

Oupepnensier, nepenaBarh Jin KineHTy orBeThl SCGI-cepBepa ¢ kogom Gouibiie oo paabiM 300, o ke
epexBaThIBATh UX U MepeHApaBIsaTh Ha 00paborky Angie PRO ¢ momoIpio AUpeKTuBbL error  page.
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scgi_limit_rate

Cunrakcuc scgi_limit_rate ckopocmy;
Ilo ymomua- scgi_limit_rate O;

HUIO

Konrekcr http, server, location

OrpannumBaer ckopocTh drerus orBeta or SCGI-cepsepa. Ckopocme 3amaercs B GailTax B CEKyHJLY;
MOYKHO UCIIOJIb30BATh MIEPEMEHHBIE.

0 OTKJIIOYAET OIPAHNYEHNE CKOPOCTH

© IIpumeuanue

OrpaHunyeHre yCTaHABIMBAETCs Ha 3a11poc, moaTomy, ecan Angie PRO ogHoBpemenHO OTKpOET J1Ba, CO-
exunenns Kk SCGI-cepBepy, cymMMmapHasi CKOPOCTBb OyJIeT BIIBOE BbIIe 3a1aHHOr0 orpannydenusi. Orpa-
Hu4YeHre paboTaeT TOJIBKO B CIydae, ecyid BKodeHa oygepusauus oreroB SCGI-cepBepa.

scgi_max_temp _file size

Cunrakcuc scgi_max_temp_file_size pasmep;
IIo ymomuya- scgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecnu Britouena 6ygepusayus orBeroB SCGI-cepBepa, n oTBeT HE BMEIIAETCS [IEJIUKOM B Oyephl, 3a1aH-
Hble JupeKTuBaMu scgi_ buffer size m scgi_ buffers, qactb oTBeTa MOXKeT OLITH 3alHCAHa BO BPEMEHHBII
daits. DTa IUpeKTHBA 33IaeT MAKCHMAJIbHBIN pa3Mmep BpeMmeHnHnoro daiiia. Pasmep mammpix, cOpacsiBa-
€MBIX BO BPEMEHHDII (hailyr 3a ouH pa3, 3aJaeTcs AUPEKTUBOH scgi  temp file write  size.

0 OTKJIFOYaET BO3MOXKHOCTb OydepHu3aliii OTBETOB BO BpEMEHHBIE (hailiibl

© IIpumeuannue

IlammHoe orpaHnYIeHne He PACIIPOCTPAHACTCA Ha OTBETHI, KOTOPBIE OYIYT KW Upo8aHs, MIN COXPAHEHBI
Hna Jucke.

scgi__next upstream

Cunrakcuc scgi_next_upstream error | timeout | invalid header | http 500 | http 503 |
http 403 | http 404 | http 429 | non_idempotent | off .. .;

Ilo ywmomua- scgi_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OmpenesisieT, B KAKUX CJIydasx 3ampoc OyIeT mepegaH CJIeAyOMeMy CepBepy:
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error IIPOM30IILJIA OIMOKA COEINHEHNUsI C CEPBEPOM, TIEPEIadn €My 3aIPOCa WM ITEHUSI
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPOM30IIIesI TaliMayT BO BpPeMs COCJIUHEHUA C CEPBEPOM, Iepelladil eMy 3aIpoca

WM YTEHUd 3ar0JI0BKa OTBETa CepBepa;
invalid_header cepBep BEepHYJI IIyCTOU MW HEBEPHBIN OTBET;

http_500 cepsep BepHYJ oTBeT ¢ Kogom 500;
http_503 cepBep BEPHYJ OTBET ¢ KojoM 503;
http_403 cepBep BepHYJI OTBET ¢ Kogom 403;
http_404 cepBep BepHYJI OTBET ¢ KogoM 404;
http_429 cepBep BEPHYJ OTBET ¢ KoJoM 429;

non_idempotent 00BITHO 3ampockl ¢ HenjemnoreHTHBM MeTonoM (POST, LOCK, PATCH) ue ne-
pelaroTcs Ha JIPYTroii CepBep, eC/IM 3aIllpOC CEPBEPY IPYIIIIBI y2Ke ObLI OTIIPABJIEH;
BKJIIOUYEHNE [TapaMeTpa SIBHO PA3PEINaeT MOBTOPSTH IMOJI0OHBIE 3aIIPOCHI;

off 3allpelraeT Iepegady 3aipoca CJIeAYIOeMy cepBepy.

© IIpumeuannue

Heobxonnmo moHnMaTh, 9TO IIepeiatia 3ampoca CIeyIoIneMy cCepBePy BO3MOXKHA TOIBKO IIPH YCJIOBUU,
YTO KJIMEHTY ellle HUYEero He Iepe1aBasiochk. 1o ecThb, eciiu ommbKa Wi TaiiMayT BOSHUKIIN B CEPEIITHE
rnepejladu OTBETa KJIMEHTY, TO JeHCTBUE IUPEKTUBBI HA TAKOIl 3aIIpOC HE PACHPOCTPAHSETCH.

JupekTruBa Tak>Ke OMPEeIseT, 9TO CAUTACTC Heydaunot nonumkot paboThl C CEPBEPOM.

error timeout BcerJa CUUTAIOTCS HEYJIAUHBIMU IIONBITKAMU, JarKe €CJIM OHU He YKa3aHbI B JIU-
invalid_header peKTuBe

http_500 CUNTAIOTCA HEYJIQ9HBIMU IONBITKaAMU, TOJIBKO €CJIM OHU YKa3aHbl B JUDEKTHUBE
http_503

http_429

http_403 HUKOTI'JIa HE CUUTAIOTCH HEYJAYHbIMU ITONBITKAMUI

http_404

Ilepenada 3anpoca cieayomeMy cepBepy MOXKET ObITh OFPAHUYEHA 10 KOAUMECTNEY NONLIMOK U 10 8pe-
MEHU .

scgi__next upstream _timeout

Cunrakcuc scgi_next_upstream_timeout epems;
Ilo ymonmya- scgi_next_upstream_timeout O;
HUIO

Konrekcr http, server, location

OrpanngmBaeT BpeMs, B T€UeHNE KOTOPOr0 BO3MOYKHA Tepejiada 3a1poca cAedyou,emy cepBepy.

0 OTKJIIOYAET 3TO OrPDAHUYECHUE
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scgi_next upstream _tries

Cunrakcuc scgi_next_upstream_tries wucno;
Ilo ywmomua- scgi_next_upstream_tries 0;
HHIO

Konrekcr http, server, location

OrpaHnYmBaeT 9MUCJIO OIMYCTUMbBIX HOMBITOK IS IEPEIAYN 3aIPOCca CACIYIOUEMY CEPBEDPY.

0 OTKJ/IIOYa€T 3TO OrpaHUYIeHNE

scgi no cache

Cunrakcuc scgi_no_cache cmpoxa ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajiaer ycjoBus, IPU KOTOPBIX OTBET He OyIeT COXpaHATbCS B K31MI. ey 3HavUeHne XoTst Obl OJTHOTO U3
CTPOKOBBIX IIAPAMETPOB HEIlycToe U He paBHO «0», TO OTBeT He Oy/IeT COXPAHEH:

scgi_no_cache $cookie_nocache $arg nocache$arg _comment;
scgi_no_cache $http_pragma $http_authorization;

Mo>kHO HCIIOJIB30BATh COBMECTHO C AUPEKTUBOH scgi  cache  bypass.

scgi param

Cunrakcuc scgi_param napamemp snauenue [if _not empty];
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer mapamerp, KoTopsiil Oymer nepenaBarbes SCGI-cepBepy. B kadecTBe 3HAUEHMS MOXKHO UCIIOJIB-
30BaTh TEKCT, IEPEMEHHbIE U UX KOMOmHaImu. JIMpeKTUBbl HACIEAYIOTCS C TPEIbIIYINEro YPOBHS KOH-
duryparuy mpu ycJIOBUE, YTO Ha JAHHOM YPOBHE He ONUCAHbI cBou jaupektuBsl SCGI-param.

CranmaprtHble nepevennbie okpyzkenust CGI moskHBI nepegaBarbest Kak 3arosioBku SCGI, cm. aii
scgi_params M3 TUCTPUOyTHBA:

location / {

include scgi_params;
#
}

Ecmu nupexktuBa ykazana ¢ if _not_empty, TO Takoil mapaMeTp C IIyCThIM 3HAYEHHUEM I1E€PEIABATHCS Ha
cepBep He Oymer:

[scgi_param HTTPS $https if_not_empty;
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scgi_pass
Cunrakcuc scgi_pass URL;
Ilo ymomua- —
HUIO
Konrekcr location, if B location

3amaer agpec SCGI-cepsepa. Ajpec Moxer ObITH yKa3aH B BHIE JIOMeHHOro mMmenu win [P-anpeca, u
mopra:

[scgi_pass localhost:9000; }

win B Buge mytn UNIX-cokera:

[scgi_pass unix:/tmp/scgi.socket; J

Ecnmu nomenHOMY MMEHU COOTBETCTBYET HECKOIBKO aPECOB, TO BCE OHU OYIYT MUCIOJIb30BATHCS IO OUepe-
nu (round-robin). Kpome Toro, B kauecTse ajipeca MOXKHO YKa3aTh 2pynny cepsepos. Eciu ucnoab3yercs
rpylIa, yKa3aTb I[IOPT HEBO3MOXKHO; BMECTO 9TOI'0 YKaKUTe IOPT I KaxK/I0ro cepBepa BHYTPU I'DYIIIbLI
OT/IeJIbHO.

B 3Havyenun mapamerpa MOXKHO HCIIOJIb30BAaTh IIEpEMEHHbIE. B 9TOM cjydae, ecji ajpec yKa3aH B BUIE
JIOMEHHOT'O UMEHU, UM UINETCsI CPEIU ONMMCAHHBIX TPYIII CEPBEPOB U €CJIM HE HANIEHO, TO OMPEIeIIeTCsT
C HOMOIIBIO resolver’a.

scgi_pass__header

Cunrakcuc scgi_pass_header nose ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Paspemaer nepenaBars or SCGIl-cepBepa kaueHTy 3anpeusernvie 0as nepedauy MO 3ar0J0BKa.

scgi_pass_request _body

Cunrakcuc scgi_pass_request_body on | off;
Ilo ywmomua- scgi_pass_request_body on;
HUIO

Konrekcr http, server, location

TlosBosisier 3amperuth mnepejaty ucxoaHoro tesa 3ampoca Ha SCGI-cepBep. CMm. Tak)Ke JIUPEKTHBY
scgi_pass_request_headers.
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scgi_pass_request headers

Cunrakcuc scgi_pass_request_headers on | off;
Ilo ywmomua- scgi_pass_request_headers on;
HUIO

Konrekcr http, server, location

ITo3Bosisier 3anpernuTh nepegady mosei 3arojoBka ncxoguoro 3ampoca na SCGI-cepsep. CMm. Takxke Ju-
PEKTHUBY scgi_pass_request body.

scgi_read _timeout

Cunrakcuc scgi_read_timeout epems;
Ilo ywmomua- scgi_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sanaer rtaiimayr mpu urenun orBeta SCGI-cepBepa. TaiimayT ycranaBimBaeTcs He Ha BCIO HEPEIAdy
OTBETA, & TOJLKO MEXKJy JBYMs orepalusmu drenus. Fciu o ucredennn storo Bpemenn SCGI-cepsep
HUYEro He [epesiacT, COeMHEHNe 3aKPbIBACTCS.

scgi_request buffering

Cunrakcuc scgi_request_buffering on | off;
Ilo ywmomua- scgi_request_buffering on;
HUIO

Konrekcr http, server, location

Pa3pemaeT I 3allpeniaeT UCIIOJ/Ib30BaTh 6y(bep1/13a111/110 TeJla 3allpoCa KJINEHTA.

on TEJIO 3aIpOCca MOJHOCTBIO “UMAemcs OT KJIUEHTa Mepes] OTIPABKOM 3ampoca Ha
SCGI-cepsep.
off TeJio 3ampoca ornpanisiercss Ha SCGI-cepBep cpasy ke 1o Mepe ero mocTytiie-

Husi. B 3TOM citydae 3ampoc He MOXKET OBITh HEePEJIaH CACOYI0ULEMY CEPBEDPY, €CITH
Angie PRO y»ke Haday OTIIpaBKY TeJja 3a1poca.

Ecin nns ornpasku Tesia uexonHoro 3anpoca ucnosbsyercs HTTP/1.1 u nepeijaua naHHBIX 9acTsaMu
(chunked transfer encoding), To Teso 3ampoca Gydepusyercs: He3aBUCUMO OT 3HAUEHUST TUPEKTUBHI.

scgi_send _timeout

Cunrakcuc scgi_send_timeout epems;
Ilo ymomua- scgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

Sagaer taiimayT mpu nepeaade 3amnpoca SCGI-cepsepy. TaiimayT ycraHaB/inBaeTcsi He HA BCIO Ieperady
3a1poca, a TOJBKO MEXKIy ABYMsi oneparnusMu 3amucu. Eciu mo ucrevenun 3roro spemern SCGI-cepsep
He IPUMET HOBBIX JIAHHBIX, COEJIMHEHNE 3aKPhIBAETCH.
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scgi_socket keepalive

Cunrakcuc scgi_socket_keepalive on | off;
Ilo ywmomua- scgi_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudwurypupyer nosenenue «TCP keepalives jurst ucxogsmux coequuenuit k SCGI-ceprepy.

" Ilo ymomvaanuio Jist coKeTa JAeHCTBYIOT HACTPORKH OMEPAITHOHHONW CHCTEMBI.

on Jutst cokeTa BKJodaercs mapamerp SO KEEPALIVE
scgi_store

Cunrakcuc scgi_store on | off | empoxa;

Ilo ywmomua- scgi_store off;

HUO

Konrekcr http, server, location

Paspemaer coxpanenne Ha quck ¢haitios.

on coxpansieT (aityibl B COOTBETCTBUU C IIyTsIMH, YKA3aHHBIMUA B JUPEKTUBAX lias
WA 700t
of f 3alpeIaeT coxpaHenne (aitaos

s (baﬁﬂa MOZKHO 33/1aTh dBHO C IMOMOINBIO CTPOKY C II€PEMEHHbIMN:

[chi_store /data/www$original uri; }

Bpems usmenenust aityioB BBICTABJISIETCsI COIVIACHO moJiydeHHOMY mojito «Last-Modifieds B 3arosioBke
orBera. OTBeT CHaYaJIa 3AMUCHLIBAETCS BO BPEMEHHBIN (ail, a moroM 31oT (aill IepenMeHOBbIBAETCS.
Bpemennsriit daitan u mocTogHHOE MECTO XpaHEHUsI OTBETA MOTYT PACIOJIATaTbCs HA PA3HBIX (DAIOBBIX
cucremax. OHAKO HY>KHO YYUTBIBATH, UTO B 3TOM CJIyIae BMECTO JEMIEBON OlepaIiiyl TepernMeHOBbIBa-
HUS B TIpeJiesiax OHOI (haityioBoit cucTeMbl (hailyl KomupyeTcs ¢ oaHoi (aityloBoil cucTeMbl HA JAPYTYIO.
TlosTromy Jryuriie, eciim coxpaHsieMble ailjibl OyIyT HaXOJAUTHCS HA TON »Ke (DailyloBOil cucremMe, 4TO U
KaTaJIO ¢ BpeMeHHBbIMU (hailjiaMu, 3a/aBaeMbIil TUPEKTUBON scgi  temp path njst janHoro location.

,Z[I/IpeKTI/IBy MOZKHO HUCIIOJIb30BAaTDh JJId CO3JaHNA JIOKAJIbHBIX KOIIMI CTATUYIECKUX HEU3MEHIEMbIX (baﬁﬂOBI

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;
scgi_pass backend:9000;

scgi_store 8
scgi_store_access user:rw group:rw all:r;
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scgi_temp_path /data/temp;

alias /data/www/;

scgi_store_access

Cunrakcuc sScgi_store_access noab308aMesu:Npasa . . . ;
Ilo ymonua- scgi_store_access user:rw;

HUIO

Konrekct http, server, location

SajaeT nmpasa J0CTyIa I Co3/aBaeMbix (hailjioB U KATAJIOTOB, HATIPUMED,

[scgi_store_access user:rw group:rw all:r; }

Ecnu 3amaner kakue-1mbo mpasa fiist group waun all, To mpaBa jis User yKa3blBaTbh HEO00s3aTeIbHO:

[scgi_store_access group:rw all:r; }

scgi_temp_file_write_size

Cunrakcuc scgi_temp_file_write_size paswmep;
Ilo ymonua- scgi_temp_file_write_size 8k|16k;
HUTO

Konrekcr http, server, location

OrpannvmBaeT pasMep JIAHHBIX, COPACHIBAEMBIX BO BPEMEHHBIN (aiilyl 3a OJUH pa3, MPU BKJIIOYEHHON
6y depusaruu orseroB SCGI-cepBepa Bo BpeMenHble daitibl. [lo ymosganuio pasmMep orpaHuveH By Msi
6ydepamu, 3aJaHHBIMEI JUPEKTHBaMY scgi_ buffer size m scgi buffers. MakcumaabHBIN pasmMep BpeMeH-
HOTO (bailyia 3a7aeTcs TUPEKTUBOM scgi max temp file size.

scgi_temp_ path

CunTakcuc scgi_temp_path nymo [yposenvl [yposenv? [yposensv3||| ;
Ilo ywmomua- scgi_temp_path scgi_temp;

HUIO

Konrekcr http, server, location

Sajiaer uMsi KaTaJjora JiJisi XpaHeHUs] BpeMeHHbIX (DailjioB ¢ JaHHbIME, HotyueHHbIME 0T SCGI-cepBepos.
B karajore mMoxkeT UCIOIB30BATHCS HEPApPXUs MOJIKATAJIOIOB 0 Tpex ypoBHeil. Hampumep, mpu Takoit
KOHMUTYpaIun

[scgi_temp_path /spool/angie/scgi_temp 1 2;

BPEeMeHHbII (haila OyIeT CIeLyIONEero BuIa:

[/spool/angie/scgi_temp/7/45/00000123457

Cwm. Takxke napamerp use_temp path nupexkTussl scgi  cache  path.
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Secure Link

IlozBosisieT MPOBEPATH &yTEHTUIHOCTH 3aIPAIIBAEMBIX CCHUIOK, 3aIlUINAThL PECYPChHl OT HECAHKITMOHU-
POBAHHOT'O JIOCTYIIA, & TaKXKe OrPAaHUYUBATH CPOK JCHCTBUS CCBHLIOK.

IIpaBUIBHOCTD 3aITPAIIIBAEMON CCBIIKH IIPOBEPSIETCS CPABHEHIEM IIEPEIAHHOIO B 3aIIPOCe 3HATYEHIA KOH-
TPOJIBHON CYMMBI CO 3HAMEHUEM, BBIUUCIIAEMBIM JIJIsI 3a1poca. ECian cChlIKa UMeeT OrpaHuYeHHBINH CPOK
JIEHCTBUS M OH MCTEK, CCHLIKA CUNTAETCsl ycrapesiieil. Pe3yaprar 9Tux MpoBepoK MeaeTcs JOCTYIHBIM
B 11epeMenHoii $secure link.

Moysp peanmsyeT [Ba aJbTEPHATHUBHBIX PEXKHMMa PabOTHL. B mepBoM pekmme, KOTOPBIN BKJIIOYAETCS
JUPEKTUBO# secure_ link secrel, MOXKHO NPOBEPUTH ayTEHTUYHOCTH 3AIPAIINBAEMBIX CCHIJIOK U 3allll-
TUTb UX OT HECAHKIMOHUPOBAHHOIO JIOCTyHa. BTOpPOil pexKuM BKJIIOYAETCA NUPEKTHUBAME secure_ link u
secure_link md5, 1 IO3BOJISAET TaK:Ke OTPAHUYINTH CPOK JIEHCTBUSA CCBHLIOK.

IIpu cbopke M3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; er0 HeOOXOAMMO BKJIIOYHUTH C
IIOMOIIBIO TTapamMerpa cOOpKu --with-http_secure_link_module. B makerax u obpa3ax m3 HAIIUX pe-
[IO3UTOPHUEB MOJTYJIb BKJIIOYEH B COOPKY.

OupekTussbl

secure link

Cunrakcuc secure_link ewpastcerue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3asiaeT CTPOKY C IEPEMEHHBIMU, U3 KOTOPOil OYJEeT BBIIEJIEHO 3HAYCHNE KOHTPOJIBHON CYMMBI U BPEMs
JefiCTBUSA CCBLIKH.

MCHOJ’IBSyeMBIe B BbIpa2K€HHUU IIepeMEHHbIE OOBIYHO CBSI3aHBI C 3aIllpoOCOM; CM. NPUMeEP HUKE.

Brisiestennoe u3 cTpoku 3HaMEHNE KOHTPOJIBHOM CyMMbBI CpaBHUBaeTcCd co 3HadeHneM MDb5-xsmra, Bervamc-
JISIeMbBIM JIJIsI BBIPAyKeHNUs, 33/IAHHOTO JIMPEKTUBON secure link md5.

Ecnm KOHTpOJIbHBIE CyMMBI He COBIIQJIAIOT, 3HAYEHUWEM IIEPEMEHHOH Jsecure [link cTaHoBUTCS IycTas
crpoka. Eciim KOHTPOJIbHBIE CyMMBI COBIIAIAIOT, IPOBEPSIETCsT BPEMsI IeMCTBUS CCHLIKU.

Ecn cpok JeiicTBus CCBLIKK 3aJaH U UCTEK, nepeMeHnas $secure link nosydaer smauenue 0. B mpo-
THUBHOM CJIydae OHa moJiydaer 3Haderue 1. 3uaderne MD5-xa1r nepemaercs B 3ampoce 3aKOAMPOBAHHBIM
B base64url.

Ecnn ccplika nMeeT orpaHUeHHbIH CPOK IefCTBUSI, BPEMsI ee IeHCTBHS 33aeTCsl B CEKYHJAX C Hadasa
smoxu (1 staBaps 1970 roma 00:00:00 GMT). 3unauenune ykasbiBaercst B BeipaykeHunn nocie MD5-xama u
OTJIeJIAETCA OT Hero 3ansaToil. Bpems meficTBUS CCBUIKY, IIEPEIAHHOE B 3aIPOCE, JEJAETCS JTOCTYIIHBIM
B IlepeMeHHON $secure link  expires jyist ucnonb3oBanust B jupektuse secure link md5. Eciu BpeMst
JefICTBHA CCBLIKH He 3aJIaHO, CCBLIKA MMeeT HeOTDAHWYEHHBIN CPOK JeHCTBUA.
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secure_link  md5b

Cunrakcuc secure_link_md5 swipasicerue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3asaer BbIpaXKeHue, JJisd KOTOpPOro cumraercs 3uadernne MD5-x31m, cpaBHIBaeMoOe C IepeIaHHbIM B 3a-
poce.

BeipazkeHne JOJIKHO COEpKATh 3alUIAeMyI0 9YacThb CCBIIKH (PECyPC) M CEKPETHYIO COCTABJISIO-
myo. Eciu ccblika nMeer OrpaHUYeHHBIR CPOK JefiCTBH:A, BLIPAaKE€HHE TaKKe JOJIKHO COLEPXKATh
$secure_link__expires.

s mpeioTBpaIeHns HECAHKIIMOHMPOBAHHOTO JIOCTYTIA BBIPAXKEHUE MOXKET CO/IEPKATH MHMOPMAITUIO O
KJINEHTE, HAIIPUMED, €ro aJIpec u Bepcuio dpaysepa.

IIpumep:

location /s/ {
secure_link $arg_md5,$arg_expires;
secure_link_md5 "$secure_link_expires$uri$remote_addr secret";

if ($secure_link = "") {
return 403;

}

if ($secure_link = "0") {
return 410;

}

J

Cepuika «/s/link?md5=_e4Nc3iduzkWRmO1 TBBNYw&expires—2147483647» orpaHuduBaer JOCTYII K
«/s/link» mig kauenta ¢ IP-agpecom 127.0.0.1. Ceblika Takzke UMeeT OMPAHUYEHHBIH CPOK JIEHCTBU 10

19 siaBapst 2038 roga (GMT).

Suauenne aprymenTta 3amnpoca mdb Ha UNIX MOKHO MOJIydnTh Tak:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =

secure link secret

Cunrakcuc secure_link_secret c.1060;
Ilo ymomua- —

HUIO

Konrekcr location

BagaeT CEeKpeTHOE CJIOBO IJIdA IIPOBEPKHN ayTECHTUIHOCTU 3allpallnBacMbIX CCBIJIOK.

Tloamsrit URI 3anparmmBaeMoil CCHIIKU BBITJISIIAT TaK:

[/npecpnxc/xam/ccmnxa }
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re x3mur — MD5-xa11 B miecTHaAIaTepUTHOM BU/IE, BHIYUCJIEHHBIH /)1 KOHKATEHAIINN CCHIJIKA U CEKPeT-
HOT'O CJIOBa, a MpedUKC — IPOU3BOJIbHAsS CTPOKa 6€3 KOCBIX YepT.

Ecmm 3zampammmBaemasi cCbLIKa TPOXOIUT MPOBEPKY HA ayTEHTUYHOCTH, 3HAYECHUEM IIEPEMEHHOI
$secure link cramoBmTes ceblika, Belaenennas u3 URI sampoca. B mporusHoM ciryvae sHaUeHmEM HIEpe-
MEHHOM Jsecure link cTaHOBUTCS IIycTasi CTPOKA.

IIpumep:

location /p/ {
secure_link_secret secret;

if ($secure_link = "") {
return 403;

}

rewrite ~ /secure/$secure_link;

}

location /secure/ {
internal;

}

ITo zanpocy «/p/5e814704a28d9bc1914f19fa0c4a00a/link» GyjeT BBIIOJHEHO BHYTpPEHHEE II€pPEHAIIPAB-
JeHne Ha «/secure/links.

Suadenue xama s gagHoro npuMepa #a UNIX MOXKHO MOJSIy9IuTh Tak:

[echo -n 'linksecret' | openssl md5 -hex }

BcrtpoeHHble nepemeHHbie
$secure_link

Pe3ym)TaT IIPOBEPKU CCHIJIKH. KOHerTHOe 3Ha4YCeHUEe 3aBUCUT OT BbI6pa.HHOI‘O pexKumMma pa6OTbI.

$secure_link_expires

Bpewmst nieficTBUS CCBITKN, IlepelaHHOe B 3ampoce. IIpenHa3HateHO NCKITIOUUTENBHO JIJIs NCIIOJIb30BAHMS
B JupekTuse secure link mdb.

Slice

PuIbTp, KOTOPBIH pa3duBaeT 3aIIpoc Ha MOA3AMPOCHI, KaXKIbIH 13 KOTOPBIX BO3BPAIIAET OMPEIeTeHHbIH
) )
guara3on orBeta. OuabTp obecnednBaeT 6osee IPDEKTUBHOE KIMUPOBAHUE OOJIHIITUX OTBETOB.

IIpu cbopke U3 NCXOTHOIO KOIa MOJIYJIb He COOMPAETCS [0 YMOJIMAHUIO; €10 HEOOXOAUMO BKJIIOUUTD C I10-
MOIIBIO TTapaMerpa cOopku --with-http_slice_module. B makerax m oOpa3ax m3 HAIINX PEMO3UTOPUEB
MOJIY/Ib BKJIIOYEH B COODKY.
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Mpumep koHcpurypayun

location / {
slice im;
proxy_cache cache;
proxy_cache_key  $uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

B manrom mpumepe oTBeT pa3dmBaeTCs Ha KIIHUpyeMble (pparMeHThl pa3MepoM B 1 MerapaiiT.

OupekTussbl
slice
Cunrakcuc slice pasmep;
Ilo ymomua- slice 0;
HUIO
Konrekcr http, server, location

Bamaer pasmep dhparmenta. HysreBoe 3Hadenne 3amnpenaer pazdueHne oTBeToB Ha (OParMeHThl.

A TIpenynpexnenue

ObpaTuTe BHUMAHNE, 9TO CJUIIKOM HU3KOE 3HAYEHNE MOYKET IIPUBECTH K M3JIUIIHEMY MOTPEOIEHUIO
[MaMsITA U OTKPBITHIO OOJIBIIIOIO KOJIUYECTBa (DAMJIOB.

Jlis Toro, 9To6hl OA3aIPOC BEPHYJI HEOOXOAUMBIH IUana3oH, nepeMeHnas Jslice  range moJKHa ObITH
repejilana Ha IIPOKCUPYEMBIN cepBep B KadecTBe mojisg «Ranges 3arosioBka 3ampoca. Ecam BKIIFOYEHO
KAUWUPOBAHUE, TO HEOOXOMUMO JOOABUTE $slice  range B KA10M KIULUPOBAHUA U GKAOUUMD KIIMTUPOBAHUE
orBeToB ¢ KozoM 206.

BcTpoeHHble nepemeHHble
$slice_range
Tekymuit nuana3zon dparmenta B dopmare HTTP byte range, manpumep bytes=0-1048575.

Split Clients

Mouynb remepupyer nepemennbie jjig A /B-recTupoBanus, KaHAPEEUHBIX DPEJIU30B U JAPYTUX CHEHAPH-
€B, KOTODbIE HAIPABJSAIOT OIPEIEJEHHBII MPOIEHT KJIMEHTOB HA OJWH CEepBEep WM KOH(MUTYpPAIUio, a
OCTaJIbHBIX — KYJa-TO ellle.
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Mpumep koHcpurypayun

http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
* llll;
}
server {
location / {
index index${variant}.html;
AduvpekTunsbl

split_ clients

Cunrakcuc split_clients cmpoka $nepemennan { ... }
Ilo ymomua- —

HHIO

Konrekcr http

Coszpaer $nepemennyio, X3MUpPyst cMpoxy; MEPEMEHHbIE B CMpoke TOACTABIISIOTCS, PE3YJILTAT X3IIUPY-
€TCsl, 3aTeM TI0 3HAYEHUIO X314 BEIONPAETCS CTPOKOBOE 3HAUeHne $nepemernnoi.

Oyuknust xsmmposanud ucnosbdyer MurmurHash2 (32 6ur), u Bech nuanason ee 3uadenuii (¢ 0 1o
4294967295) comocTaBsieTcsl ¢ KOP3UHAMHU B TIOPSIJIKE TOSIBJIEHUS]; MTPOIIEHTHBIE BEJMYIHHBI OIIPe/IeIsl-
0T pasMep KOp3uH. B KOHIle MOXKET CTOSITh METACMMBOJI (*); XOIIH, He IOIAaBIINe B JPyTue KOP3UHBI,
COTIOCTABJISIIOTCS C MPUJAHHBIM €My 3HAYEHUEM.

TIpumep:

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

nn.
* 3

3Jiech TOCIe TOJACTAHOBKU B CTpoKe $remote_addrAAA 3HaUEHUS X3IIA PACIPEIEISIOTC CJIELYTOIINM
obpazom:

e 3nauenus or 0 g0 21474835 (0,5%) mator .one;
e 3HaveHns or 21474836 mo 107374180 (2%) nator . two;
e 3HaueHns or 107374181 mo 4294967295 (Bce ocrasbHbE) gatoT "" (IyCTYIO CTPOKY).
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SSI

Dunbrp, obpabarsiatomuii Komamabl SSI (Server Side Includes) B npoxousiimux gepe3 HEro oTBeTax.

Mpumep koHurypayun

location / {

ssi ;
#
OupekTusnbl
ssi
Cunrakcuc ssi on | off;
Ilo ywmomua- ssi off;
HUTO
Konrekct http, server, location, if B location

Paspermraer nin 3anpermaer o6paborky koman SSI B orBerax.

ssi_last_modified

Cunrakcuc ssi_last_modified on | off;
Ilo ymomua- ssi_last_modified off;
HUIO

Konrekcr http, server, location

TlosBossieT coxpannTh moJte 3arooBka «Last-Modified» mcxommoro orsera Bo Bpems obpaborku SSI mst
JIYIIero K3IMIMPOBAHUST OTBETOB.

Ilo ymomyanuio moJie 3arojioBKa yaJjisercs, TaK KaK COJEPKHMMOEe OTBeTa U3MEHsIeTCS BO BpeMsl obpa-
OOTKM U MOXKET COJEpPKaTh TUHAMUIECKU CO3JAaHHBIE 3JIEMEHTHI WJIN YaCTH, KOTOPblE N3MEHUJIUCH HE3a-
BUCHMO OT MCXOJHOI'O OTBETA.

ssi_min_file_ chunk

Cunrakcuc ssi_min_file_chunk pasmep;
Ilo ywmomua- ssi_min_file_chunk 1k;
HUIO

Konrekcr http, server, location

SajilaeT MUHUMAJIBHBIN pa3Mep JacTeil oTBeTa, XpaHsIIUXCs Ha, JUCKe, HA9MHAsI C KOTOPOI'0 UMeeT CMBICII
[IOChLIATH UX C IIOMOIMIBIO0 sendfile.
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ssi silent errors

Cunrakcuc ssi_silent_errors on | off;
Ilo ymomua- ssi_silent_errors off;
HUIO

Konrekcr http, server, location

Paspemaer He BBIBOIUTH CTPOKY «[an error occurred while processing the directive[», eciu BO Bpemst
obpaborku SSI nmpowuzornia ommoKa.

ssi_types
Cunrakcuc sSsi_types mime-mun ...;
Ilo ywmomua- ssi_types text/html;
HUIO
Konrekcr http, server, location

Paspemaer o6paborky komann SSI B orBerax ¢ ykazanubivu MIME-runiamu B gonosinenue k «text/htmls.
CrennasbHaoe 3HadeHne «*» coorsercrByeT 000My MIME-THITY.

ssi_value_length

CunTakcuc ssi_value_length dauna;
Ilo ywmomua- ssi_value_length 256;
HUIO

Konrekcr http, server, location

3ajiaeT MaKCUMAJIbHYIO JJINHY 3HAYEHUi mapamMeTpoB B SSI-koMaHIax.

Komangb SSI

O6mwuii popmar Komama SSI Taxoii:

[<!——# komarda napamempl=3navenuel napamempl=3Haveruel ... --> ]

TlopepxuBatOTCs CAEIYIONTNE KOMAH/IbI:

block

OnuceiBaeT 6J10K, KOTOPBIA MOXKHO HCIIOJIb30BATH KaK 3aIJIyIIKy B KoMaH e include. BHyTpu 610Ka MOTyT
6bITh Jpyrue KoMaHael SSI. ITapamerp komaHbI:
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name

uMs 6J10Ka.

IIpumep:

<I--# block name="one" -->
3ariymkKa
<!--# endblock -->

config

3ajiaeT HEKOTOPBIE [TapaMeTPhl, UCIIOJIb3yeMble Ipu 00paboTke SSI, a UMeHHO:

errmsg

CTPOKA, BBIBOJISIIAsICA P oImnbKe BO BpeMsi obpaborku SSI. ITo ymosryaHuio BBIBOIUTCS TaKas CTPOKA:

[an error occurred while processing the directive]

timefmt

crpoka dopmara, nepejgasaemas yukiun stritime() jgist BeiBOma garThl u Bpemenu. Ilo ymosuaHuio
HCITOJIB3YEeTCsT TaKoil (popmar:

«RA, %d-%b-%Y %H:%M:%S %Z>»

Jlyis BBIBOJIA BpeMEHH B CeKyHaax noaxomut dgopmar «%s».

echo

BriBoaut 3navenune nepemennoit. [lapamerpbl KOMAHIbL:

var

UM IIePEMEeHHONA.

encoding

criocob KojmpoBanus. Bo3aMoxKHBI Tpu 3HadeHuss — none, url u entity. Ilo ymomganuio ucmoab3yeTcst
entity.

default

HECTaHJIAPTHBINA ITapaMeTp, 3aJal0lIiil CTPOKY, KOTOpas BBIBOJIUTCS, €CJIM IIePpEMEHHAs He OIIpeJiesIeHa.
ITo yMOMYaHUIO BBIBOJUTCSI CTPOKA < (10ME)>.

Komanna

[<!——# echo var="name" default="nem" --> }

3aMeHAeT TaKYIO IMOC/JIeJ0BATECIbHOCTHL KOMaH/I:
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<l--# 4f expr="$name" --><!--# echo var="name" --><!--#
else -->meT<!--# endif -->

if

Bermosusier YCJIOBHO€ BKJIIOYEHUE. HO,ILZLep}KI/IBaIOTCH CJIeIyromue KOMaH/Ibl:

<!'--# 2f expr="..." -->
<!--# elif expr="..." -->

<I--# else -->

<I--# endif -->

Ha JIAaHHBIIA MOMEHT O IEP2KUBaETCA TOJIBKO OJUH YPOBEHDL BJIO2KEHHOCTH. HapaMeTp KOMaH/IbI:

expr

BbIpazKeHue. B BbIpa2K€HUU MOXKeT OBITH:

® IIPOBEPKa CYIIECTBOBAHUS II€PEMEHHOI:

[<!——# if expr="$name" --> ]

® CpaBHEHHE HepeMeHHOﬁ C TEKCTOM:

<!--# if expr="$name = text" -->
<!--# if expr="$name != text" -->

® CpaBHCEHUHE HepeMeHHOfI C peryJIdpHbIM BbIDazKC€HUEM:

<I--# if expr="$name = /text/" -->
<!--# if ecpr="$name != /text/" -->

Ecnu B text BcTpewalorcs mepeMeHHBIE, TO TMPOU3BOIUTCS IOJCTAHOBKA WX 3HadeHwit. B perymspHOM
BBIPA’KEHUN MOKHO 3a/laTh ITO3UIIMOHHBIE U NMEHOBAHHBIE BBIJIEJICHU, a 3aT€M HCIIOJIb30BaTh UX Yepe3
IepeMeHHble, HallpuMeD:

<I--# if expr="§name = /(.+)@(?P<domain>.+)/" -->
<I--# echo var="1" -->
<I--# echo var="domain" -->

<I--# endif -->

include

Bkitiouaer B oTBeT pe3ysibrar Apyroro 3ampoca. [lapameTps KoMaHIbI:
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file

3a7aeT BKJIIOYAEeMbIi (baili, Hampumep:

[<!——# tnclude file="footer.html" --> ]

virtual

3a/1aeT BKJIIOYAEMbIH 3aIIpOC, HAIIPUMED:

[<!——# include virtual="/remote/body.php?argument=value” --> ]

Heckosibko 3ampocoB, yKa3aHHBIX Ha OJHON CTpaHWIle U 00pabaThIBAEMBIX IMIPOKCUPYEMBIMU WU
FastCGI/uwsgi/SCGI/gRPC-cepBepamu, paboraror napajuiesabho. Eciu Hy»KHa mocjegoBarejbHas 00-
paboTKa, cllefyeT BOCHOIb30BATLCS IapaMeTpOM wWait.

stub

HECTAaHJIAPTHBIN IapaMeTp, 330l nMs OJI0Ka, COIEPKUMOE KOTOPOro Oy/1eT BBIBEJIEHO, €CJIH TEJIO
OTBETa Ha BKJIIOYAEMBIH 3aIIPOC IIyCTOE MJIM €CJIHM IIPU MCIIOJTHEHUH 3aIIPOCa, IIPOM30IILIa OIIHOKa, HAIIPU-
Mep:

<!--# block name="one" -->&nbsp;<!--# endblock -->
<I--# include virtual="/remote/body.php?arqument=value” stub="one" -->

Co;LepmuMoe 3aMelatoIero OJI0Ka O6pa6a.TI>IBa€TCH B KOHTEKCTE€ BKJII0YaeMOI'0 3alIpoca.

wait

HeCTaH,ZLapTHbeI ITapaMeTp, yKaBbIBaIOU.IHfI, HY2KHO JIM 2KJ/1aTh ITIOJTHOT'O MCIIOJTHEHHUS JTaHHOI'O 3allpoca,
npexKjae 4eM IIPpOJA0JIZ2KaTh BBIIIOJTHEHUE SSL HallpuMep:

[<!——# include virtual="/remote/body.php?argument=value” wait="yes" --> ]

set

HECTaHIaPTHBIN mapaMeTp, YKa3bIBAIONIU, UTO YIaIHbII Pe3yIbTaT BBIIIOJHEHHS 3aIIpOca HY?KHO 3allu-
caTb B 33/IaHHYIO IIePEMEHHYIO, HAIIPUMED:

[<!——# include virtual="/remote/body.php?argument=value" set="one" --> ]

MakcuMaJIbHBIN pa3Mep OTBeTa 3aJ1aeTCs JUPEKTUBO subrequest  output buffer size:

location /remote/ {
subrequest_output_buffer_size 64k;

#

}
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set

IIpucBanBaer 3uadenne nepemennoit. [lapaMerpbl KOMaHIbI:

var

UM [IePEMEeHHOMA.

value

3HavYeHHe MepeMeHHoi. Eciim B nmpucBamBaeMoM 3HAYEHWHU €CTh IepPEeMeHHBbIE, TO ITPOU3BOIUTCS ITOJICTa-
HOBKAa X 3HAYEHUA.

BcTpoeHnHble nepeMeHHble
$date_local

TeKyllee BpeMs B JIOKAJbHOI BpeMeHHO 30He. PopmMar 3a1aeTcst KOMaHI0# config ¢ napameTpom timefmdt.

$date_gmt

tekymiee Bpems B GMT. @opmar 3amaercss KOMaHI0# config ¢ napamerpom timefmit.

SSL

Ob6ecneunBaer padbory 1o nporoxkosry HTTPS.

IIpu cbopke m3 MCXOAHOrO KOJ@ MOJY/Ib He COOMPAETCS 10 yMOJIYAHUIO; €ro HeOOXOMMO BKJIOUYHUTH C
IIOMOIIBIO TTapameTpa cOopkn --with-http_ssl_module. B makerax m oOpa3ax m3 HAIINX PEMO3UTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.

@ Baxno

st aToro mosysist HykHa obubsmoreka OpenSSL.

Mpumep koHpurypayun

st yMeHbIeHusT 3arpy3KU IIPOIECCOPa, PEKOMEH,TYeTCsT
® YCTaHOBHUTDb YUCJIO PaOOYUL NPOUECCO8 PABHBIM YHUCILY IIPOIECCOPOB,
® paspemnurhb keep-alive coeIMHEHNS,
® BKJIIOUUTD Pa30eaaeMmulil KU, CeCCHit,
® BBIKJIIOUNATDH 6CMPOEHHbI KIUL CECCH

® 1, BO3MOXKHO, YBEJIMIUTD SPEMA JHCU3HU ceccnr (IO yMOJIIAHUIO 5 MUHYT):

worker_processes auto;
http {

#
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server {
listen 443 ssl;
keepalive_timeout  70;

ssl_protocols TLSvl TLSv1l.1 TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA :RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;

OdupekTusnbl

ssl_buffer_size

Cunrakcuc ssl_buffer_size pasmep;
Ilo ywmomua- ssl_buffer_size 16k;
HUIO

Konrekct http, server

3amaer pasmep Oydepa, UCIOIB3yeMOro IPU OTIPABKE JTaHHBIX.

Ilo ymosraanuio pasmep Oydepa pasern 16k, 94T0 COOTBETCTBYET MUHUMAIBHBIM HAKJIATHBIM PACX0IaM
npu nepezade 60abmux oTeeroB. C Ieb0 MUHIMHU3AIAY BpEMeHH T10J1yYeHnst Havasa orsera (Time To
First Byte) MoxkeT ObITh [OJIE3HO MCIIOJIb30BATH MEHBIINE 3HAYCHUS, HAIPUMED:

[ssl_buffer_size 4k; }

ssl _certificate

Cunrakcuc ssl_certificate dgaiia;
IIo ywmomua- —

HUTO

Konrekct http, server

VkassiBaer daitn ¢ ceprucdukarom B popmare PEM st mannoro BupryaabHOro cepsepa. Eciu BmecTe
C OCHOBHBIM CepPTU(MHUKATOM HYKHO YKA3aTh IPOMEXKYTOUYHbBIE, TO OHU JIOJIKHBI HAXOIUTHCS B 9TOM K€
daiisie B ciemyomeM HOpsIKe: CHaYajaa OCHOBHOU cepTHdUKAT, a 3aTeM IIPOMeXKyTOo4uHble. B sToM Ke
daitse MOXKET HAXOAUTHCA CEKPETHRIN Kio4u B hopmate PEM.

OTa JUPEKTHBa MOXKET ObITh yKa3aHa HECKOJbKO pa3 JJis 3arpy3Ku CepTUMUKATOB Pa3HBIX TUIOB, Ha-
npumep RSA u ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;

#

Bo3MmoxkHOCTE 3a/1aBATh OT/IEIbHBIE TIEMOYKH CePTUMUKATOB [IJIsi PA3HBIX CePTU(UKATOB €CTh TOJbKO B
OpenSSL 1.0.2 u Bormme. [list 6ojiee crapbix BEPCHil CJIeIyeT YKA3BIBATH TOJIBKO OJHY IIEMOYKY cepTudu-
KATOB.

@ Baxxno

B umenu daiita MOXKHO UCIIOIB30BATH MepeMennbie pu ucnosb3oBannu OpenSSL 1.0.2 u Berre:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

IIpu ucnosib30BaHNN TEPEMEHHBIX CEPTUMUKAT 3arpyKaeTcs TP Kaxk 10 omepanyuu SSL-pykomokaTus,
9TO MOKET OTPHUIATEIbHO BAUATH Ha ITPOU3BOIUTEIHHOCTD.

Bumecro daitna MOKHO yKasaTh sHadenue «data:$nepemernas», Ipu KOTOPOM CepTU(MUKAT 3arpyKaeTcsa
13 IIepeMeHHOI 6e3 UCII0JIb30BaHUsI IPOMEXKYTOUHBIX (DAJIOB.

Henaexariee ncob3oBanne mo00HONO CHHTAKCHCA MOXKET ObITh HEDE30IacHO, HAIIPUMED IAHHBIE
CEKPETHOT'O KJII0Ya MOTYT IIOIIaCThb B /102 0ULU607€.

@ Baxno

Hy2xn0 nmers B Buy, uro n3-3a orpanndenus nporokoiaa HTTPS mrs makcumMaibHO! COBMECTHMOCTH
BUPTYyaJIbHBIE CEPBEPHI JOJKHBI CIyIMIaTh HA pasHbix [P-agpecax.

Hobasieno B Bepcun 1.2.0: Ecnu 3aan pexkuM ssl_ ntls, TupeKTHBa MOYXKET IPUHUMATH J[Ba apryMeHTa
(wacTu KIIFOUA NI MOANKMCH U MNMPOBAHNSI) BMECTO OJ[HOIO:

listen ... ssl;
ssl_ntls on;

# OsolUHol cepmuguxam NTLS
ssl_certificate sign.crt enc.crt;
ssl_certificate_key sign.key enc.key;

# MOXHO ucnoavsoeame Hapady c 0bbluHbM cepmugukamom RSA
ssl_certificate rsa.crt;
ssl_certificate rsa.key;
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ssl _certificate key

Cunrakcuc ssl_certificate_key ¢hatis;
Ilo ymomua- —

HUIO

Konrekcr http, server

VkaspiBaeT daiin ¢ cekperHbiM K090M B (hopmare PEM misi 7aHHOTO BUPTYaJbHOTO CEpBEpa.

@ Baxmno

B umenu draiisia MOXKHO MCIIOJIB30BaTh IepeMeHHble 1pu ucnoJib3oBaauu OpenSSL 1.0.2 u BbIme.

Bwmecro daiina MoXKHO yKa3aTh 3HadeHne «engine:umsa:id», KOTOpoe 3arpy»Kaer K04 ¢ yKa3aHHBIM id U3
OpenSSL engine ¢ 3a/JaHHBIM UMEHEM.

Bmecto datina Takyke MOXKHO yKa3aTh 3HaueHme «data:$nepemermnas», Ipu KOTOPOM CEKPETHBIN KJIHOY
3arpyzkaercsd U3 IepeMeHHON 0e3 MCIO0Jb30BaHUs IPOMEXKYTOUHBIX (aitnos. [Ipu sToM ciaemyer yIuThI-
BaTb, YTO HEHAJJIe’KAIIee UCIOIb30BAHNE I0JJOOHOI0 CHHTAKCUCA MOYKET OBITh HEOE30IIaCHO, HAIPUMED
JIAHHBIE CEKPETHOTO KJIFOYa MOTYT IOMACThb B 402 0WUOOK.

Hobasieno B Bepcun 1.2.0: Eciu 3aman pexxum ssl nitls, mupeKkTnBa MOYXKET IPUHUMATH J[Ba aPryMEHTa
(dacTu KJIIOYA Jist HOANUCH U MUMPOBAHUS) BMECTO OHOTO:

listen ... ssl;
ssl_ntls ;

# Oeolinol cepmugukam NTLS
ssl_certificate sign.crt enc.crt;
ssl_certificate_key sign.key enc.key;

# MOXHO ucnoavsoeame HapAly C 0bbluHbM cepmugukamom RSA
ssl_certificate rsa.crt;
ssl_certificate rsa.key;

ssl ciphers

Cunraxcuc ssl_ciphers wugpni;

IlIo ymomua- ssl_ciphers HIGH:!aNULL:!MD5;
HUIO

Konrekct http, server

OmnuceiBaer paspemernbie mudpsbl. [ludps 3amarorcs B dopMmare, MOIIEPKUBAEMOM OUOIHOTEKOM
OpenSSL, nanpumep:

[ssl_ciphers ALL:!'aNULL: 'EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +L0OW: +SSLv2: +EXP; ]

IlosHbIil CIMCOK MOXKHO IIOCMOTPETH € IIOMOINBIO KOMAaHIBI « 0penssl cipherss».
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ssl client _ certificate

Cunrakcuc ssl_client_certificate gatin;
Ilo ymomua- —

HUIO

Konrekcr http, server

VkazwiBaer daitn ¢ gosepennbivu ceprudukaramu CA B dpopmare PEM, koropbie nCmonb3yoores s
nposepku KiaueHTckux cepruduraros u orseros OCSP, ecom Britoven ssl stapling.

Crncok cepruduxaToB 6y/IeT OTIPABIIATHCS KINEHTaM. ECiIm 9T0 HeXKelaTeIbHO, MOYKHO BOCIIOJIB30BaThb-
¢ TUPEeKTHuBOil ssl trusted certificate.

ssl conf command

Cunrakcuc ssl_conf_command umsa 3HaueHue;
IIo ywmomua- —

HUIO

Konrekct http, server

3ajiaer Mpou3BoJIbHBIE KOoHMUIYparronHbie Koman bl OpenSSL.

@ Baxno

JupekruBa nomiepxkuBaercs npu ucrnosib3oBanun OpenSSL 1.0.2 u Beire.

Ha omnom yposHe MOKeT OBITH yKa3aHO HECKOJIBKO IUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JIMpeKTUBBI HACTIEYIOTCS C MPEJIBIIYINEro YPOBHsT KOH(MUIYPAIUU IPY YCJIOBUU, UTO HA JAHHOM YPOBHE
He OIMCAHBI CBOM JUPEKTHUBHI sl conf command.

‘% OcropoxHOo

Nsmenenne HaCTPO€EK OpenSSL HaIlIPpAMYIO MOXKET IIPUBECTU K HEO2KUJJaHHOMY ITOBEJIEHUIO.

ssl crl
Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —
HUIO
Konrekcr http, server

VYkaspipaer daiii ¢ orossanabiMu ceprucdukaramu (CRL) B dopmare PEM, ucnosb3yembivu Jyist npo-
6EPKU KIIMEHTCKUX CEPTU(MUKATOB.
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ssl_dhparam

Cunrakcuc ss1_dhparam gatin;
Ilo ymomua- —

HUIO

Konrekcr http, server

VkaseiBaer daitn ¢ mapamerpavu st DHE-mudpos.

“* OcTopoxHOo

ITo ymomyanuio nmapamerpsl He 3amanbl, u coorBercTBeHHO DHE-mudpsr He OyayT ncnoabp30BaThCs.

ssl_early data

Cunraxcuc ssl_early_data on | off
Ilo ywmomua- ssl_early_data off;
HUIO

Konrekcr http, server

Pazpemaer nan 3anpemaer TLS 1.3 early data.

3ampocsl, oTmpasieHHbie BHyTpH early data, MOryT ObITH TOJBEPIKEHBI ATAKAM [TOBTOPHOIO BOCIIPOU3-
pesenust (replay). s 3ammrsl OT I0JOOHBIX ATAK HA YPOBHE IIPUJIOXKEHUS HEOOXOMMO HCIOJIb30BATDH
nepeMennyio $ssl early data.

[proxy_set_header Early-Data $ssl_early_data;

@ Baxmno

JlupekTuBa nomuepzkuBaercs npu ucrnosib3oBanun OpenSSL 1.1.1 u Boimte wim BoringSSL.

ssl ecdh curve

Cunrakcuc ssl_ecdh_curve Kpuesasa;
Ilo ymomua- ssl_ecdh_curve auto;
HUTO

Konrekcr http, server

Sagaer kpusywo st ECDHE-mudpos.

@ Baxkno

IIpu ucronpzoBaruun OpenSSL 1.0.2 u BbIlTe MOYXKHO yKa3bIBATh HECKOJIBKO KPUBBIX, HATIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; J
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CuernuaJjibHOE 3HaYEHNE auto COOTBETCTBYET BCTPOEHHOMY B Oubnoreky OpenSSL cimcKy KpUBBIX JIJIst
OpenSSL 1.0.2 u Boimme, wian prime256vl njs 6ojiee cTapbIX BEPCHIiA.

@ Baxno

IIpu ucnonbzoarnu OpenSSL 1.0.2 u Bbillle JUPEKTUBA 33/1A€T CIIUCOK KPUBBIX, [OJJIEPKUBAEMBIX
cepsepoM. [Tosromy jist paborsl ECDSA-ceprudukaToB BaxkKHO, YTOOBI CIIMCOK BKJIIOYAJ KPUBBIE,
HCITOJTb3YEMBIE B CePTH(DUKATAX.

ssl ntls

Hobasneno B Bepcun 1.2.0.

Cunrakcuc ssl_ntls on | off;
Ilo ymomua- ssl_ntls off;
HUIO

Konrekcr http, server

Bkutiouaer cepsepryio nognepxkky NTLS npu ucnonbzoBannu TLS 6ubsmorekn TongSuo

listen ... ssl;
ssl_ntls 5

@ Baxno

Angie PRO neobxomuMo cobpaTh ¢ MCHOJB30BaHUEM TapaMeTpa Koudbwuryparun —with-ntls, ¢ coot-
BercrByiorieit SSL 6ubsmorekoit ¢ nomuepxkkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \

--with-ntls
ssl _ocsp
Cunrakcuc ssl_ocsp on | off | leaf;
Ilo ywmomua- ssl_ocsp off;
HUIO
Konrekcr http, server

Bkirouaer mpoBepky OCSP nyist nemmouku kiamenTckux ceprudukaros. [lapamerp leaf BkiOUaer mpo-
BEPKY TOJIBKO KJIUEHTCKOTO CePTU(MUKATA.

s paborbr mpoBepku OCSP  HeoOX0aMMO JIONOJIHUTEIBHO yCTAHOBUTH 3HAYEHUE JIUPEKTUBBI
ssl_werify client B on mim optional.

It mpeobpazosanus umenn xocra OCSP responder’a B azgpec He0OOXOAUMO TOMOJTHATEIBHO 3a0aTh JIN-
PEKTUBY Y'CSUZ’U(),T'.

IIpumep:
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ssl_verify_client ;
ssl_ocsp 5
resolver 127.0.0.53;

ssl_ocsp cache

Cunrakcuc ssl_ocsp_cache off | [shared:uma:pasmepl;
Ilo ywmomua- ssl_ocsp_cache off;

HHIO

Konrekcr http, server

Sajiaer uMsi 1 pa3Mep K3IIa, KOTOPbIl XpaHUT CTaTyC KJIUEHTCKUX cepTudukaTos s nposepku OCSP-
oTBeTOB. K31 pazessieTcss MexXK 1y BCeMH pabodnuMu rporeccaMu. Ka1i ¢ 0IMHAKOBBIM HA3BAHUEM MOYKET
HCIIOJIb30BAThCSI B HECKOJIbKUX BUPTYAJIbHBIX CEpBEpax.

ITapamerp off 3ampemniaer UCIIOIH30BAHNE KA.

ssl ocsp responder

Cunrakcuc ssl_ocsp_responder url;
IIo ywmomua- —

HUIO

Konrekct http, server

Ilepeonpenensier URL OCSP responder’a, yka3zaHHbBIi B pacmupenun ceprudukara <«Authority
Information Access» It nposepru KIMEHTCKUX CEPTU(MUKATOB.

TonuepzxuBatorcst Tosbko «http://» OCSP responder’si:

[ssl_ocsp_responder http://ocsp.example.com/;

ssl _password file

CunTakcuc ssl_password_file ¢hatia;
Ilo ymomua- —

HUTO

Konrekcr http, server

Sagaer daiyl ¢ mapoIAMUA OT CeKpemmbLr Katouell, Tae KaXKIbIH IapoJib YKa3aH Ha OT/EJbHON CTPOKE.
TTaposin TpUMEHSIOTCS IO OYEPEIN B MOMEHT 3arpy3Ku KJIIOYA.

IIpumep:

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;
ssl_certificate_key /etc/keys/first.key;
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server {
server_name www2.example.com;

# emecmo galing MOKHO YKA3AMb UMEHOEAHHLIL KAHAA
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;

ssl_prefer server ciphers

CunTrakcuc ssl_prefer_server_ciphers on | off;
Ilo ymomua- ssl_prefer_server_ciphers off;
HHIO

Konrekcr http, server

IIpu wucnosbzoBannu nporokosoB SSLv3 u TLS ycramasimBaer TpHOPUTET CEPBEPHBIX IMUMPOB HAT
KJINEHTCKAMU.

ssl_protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3] [TLSv1| [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- ssl_protocols TLSvl TLSvi.1 TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 qo6aBiieH K HCIOIB3yEMBIM [0 YMOJJIIAHUIO.

Paszpemaer ykazannbie 1poTOKOJIBIL.

@ Baxkno

ITapamerpsr TLSv1.1 mw TLSv1.2 pa6orator Tosbpko mpu ucnoab3oBannn OpenSSL 1.0.1 u Bbirmme.

[Mapamerp TLSv1.3 paboraer Tosbko npu ucnoiab3oBaraun OpenSSL 1.1.1 u Beimre.

ssl_reject handshake

Cunraxcuc ssl_reject_handshake on | off;
Ilo ywmomua- ssl_reject_handshake off;
HUIO

Konrekcr http, server

Ecmu Briroueno, To oneparuu SSL-pykomnoxarusi B 6Ji0Ke server OYAyT OTKJIOHEHBI.

Hampumep, B 3T0it KOHMUTypanun OTKJIOHSIOTCS Bece omnepanun SSL-pyKomoxKaTusi ¢ UMEHeM CepBepa,
OTJINIHBIM OT example.com:
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server { )
listen 443 ssl default_server;
ssl_reject_handshake 8
}
server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;
}

ssl session cache

Cunrakcuc ssl_session_cache off | none | [builtin[:pasmep|| [shared:nasearue: pasmepl;
Ilo ywmomua- ssl_session_cache none;

HHIO

Konrekcr http, server

3ajaer TUI U pa3Mephl K3IIel Jjisi XpaHeHnsT TapaMeTpoB ceccuil. THUI K31ma MOKeT ObITh CJIEYOIIM:

off JKECTKO€ 3allpeleHne UCIoIb30Banns Kama ceccuit: Angie PRO sBHO coobimaer
KJIMEHTY, IYTO CECCHUU HE MOTYT HCIIOJIH30BATHCS IIOBTOPHO.
none MSTKOE 3alpelleHne UCIojb3oBanust Kama ceccuit: Angie PRO coobmaer kiimen-

Ty, 94TO CECCHM MOTYT HCIOJBb30BATHCS TIOBTOPHO, HO HA CAMOM JIeJIe HE XPAHUT
apaMeTphbl CECCHU B K3IIIE.

builtin BerpoeHHbI B OpenSSL K31, HCmosib3yercst B paMKaX TOJBKO OHOTO Pabovero
nporecca. Pasmep kama 3a1aercs B ceccusix. Kenm pazmep He 3a/1aH, TO OH paBeH
20480 ceccusim. Vcmosib30BaHre BCTPOEHHOTO K3IIIa, MOXKET BECTH K (DparMeHTa-
U TAMSTH.

shared KAIII, Pa3eIsieMblii MeXK 1y BCceMu pabounMu mporeccamu. Pazmep Kata 3a1aeTcs
B OaiitTax, B 1 mMerabaiiT moxkerT momecTuThbcs okosio 4000 ceccumit. Y KarxKI0To
Pa3/esIIeMOro K3IIIa, JIOJ?KHO OBITh TPOU3BOJIbHOE Ha3BaHue. K31 ¢ OMHAKOBBIM
Ha3BaHUEM MOXKET HCIIOJIb30BATHCS B HECKOJIbKUX BUPTYaJIbHBIX cepBepax. Takxke
OH WCIIOJIb3YeTCsl JJIsi aBTOMATUIECKOTO CO3/IaHNs, XPAHEHUs] U TEPUOIUIECKOTO
obuossenus kiaoueil TLS session tickets, ecsim oHE He yKa3aHBI SBHO C IIOMOIIIBHIO
IUpPeKTuBh ssl_session_ticket key.

Mo>KHO HCIIOJIB30BATH OJIHOBPEMEHHO 00a THIIA K3IIa, HAIIPUMED:

[ssl_session_cache builtin:1000 shared:SSL:10m; }

OJTHAKO WCITOJIb30BAHUE TOJIBKO PA3JIE/IsIeMOr0 K3Ima 0€3 BCTPOEHHOTO JTO/IKHO OBITH 6osee 3dhdexTus-
HBIM.

3.3. BcTpoeHHble mopynu 249



*Beﬁ- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
cepeep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

ssl _session ticket key

Cunrakcuc ssl_session_ticket_key ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server

Sazaer ailyi ¢ CeKPETHBIM KJII0YOM, MPUMEHsIeMbIM Ipu mudpoBarnu u pacmmudposanun TLS session
tickets. JlupekTuBa HEOOXOMMMA, €CJIN OMMH U TOT K€ KJII0Y HY>KHO HCIIOJIb30BATH Ha HECKOJIBKUAX CEpPBe-
pax. Ilo ymorganuio UCIOIB3yeTCs CIyIaiiHO CreHepUPOBAHHBINA KJTIOY.

Ecin ykazano HeCKOJILKO KJII0Yeli, TO TOJIbKO IEePBbIH K09 UCHob3yeTca Jist mudposanusa TLS session
tickets. 910 MO3BOJISIET HACTPOUTH POTAIUIO KJIIOUEH, HAIIpUMED:

ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qait gosker cogepxkarTh 80 wau 48 OailT CirydailHbIX TaHHBIX M MOXKET OBITH CO3AH CJIEIYIOIIei KO-
MaHJIOM:

[openssl rand 80 > ticket.key }

B 3aBucumocTu or pasmepa daiia mis mmdposanus Gyer ucnosib3osarbesd jubo AES256 (mus 80-
GafTHBIX Kittodei), mmbo AES128 (s 48-6aiiTHBIX Kitoueit).

ssl session tickets

Cunraxcuc ssl_session_tickets on | off
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekcr http, server

Pazpemaer uan 3anpemniaer Bo3obHOBIeHNE ceccuit ipu momormu TLS session tickets.

ssl session timeout

Cunrakcuc ssl_session_timeout spemasa;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekcr http, server

SaﬂaGT BpeMs, B T€IeHHE KOTOPOr'O KJINEHT MOXKET IIOBTOPHO HCIIOJIB30BaTh ITapaMeTpPbl CECCHUU.
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ssl _stapling

Cunrakcuc ssl_stapling on | off;
Ilo ywmomua- ssl_stapling off;
HUIO

Konrekcr http, server

Paspemaer nim 3anpemaer npukperieane OCSP-orseros cepepom. [lpumep:

ssl_stapling 8
resolver 127.0.0.53;

g padorer OCSP stapling moskxen Ob1Th m3BecTeH cepTuduKaT M3maTe st ceprudukrara cepsepa. Fe-
JI1 B 33JIaHHOM NUPEKTHBOH ssl certificate daiiyle He CONEPKUTCH MPOMEKYTOIHBIX CEPTU(PUKATOB,
TO cepruduKaT U3aTessi cepTudUKaTa CepBepa CJejlyeT MOMEeCTUTh B (aiisl, 3aJaHHbII JUPEeKTHBOM
ssl_trusted_ certificate.

A Baumanue

s npeobpazosanust umenu xocra OCSP responder’a B azipec He0OXOAMMO JOTOJHUTETIHHO 38/IaTh
JUPEKTUBY resolver.

ssl_stapling _file

Cunrakcuc ssl_stapling_file ¢paiin;
Ilo ymomua- —

HUIO

Konrekcr http, server

Eciu 3aziano, To Bmecro onpoca OCSP responder’a, ykazaHHOro B cepruduKaTe cepBepa, OTBET bepercs
n3 yKazaHHOTO (aiiia.

Otser nomken 6biTh B popmare DER u MoxeT ObITH CreHeprpOBaH KOMaHIOM «openssl ocsp».

ssl _stapling_responder

Cunrakcuc ssl_stapling_responder url;
Ilo ywmomua- —

HUIO

Konrekct http, server

Ilepeomnpenensier URL OCSP responder’a, ykazauublii B pacmmpennn ceprudmurara «Authority
Information Access».

Tonnep:kuBatorcst Tosbko «hitp://» OCSP responder’sr:

[ssl_stapling_responder http://ocsp.example.com/;
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ssl _stapling _verify

Cunrakcuc ssl_stapling_verify on | off;
Ilo ywmomua- ssl_stapling verify off;
HUIO

Konrekcr http, server

Paspemaer nim 3anperaer nposepky cepsepom orBeroB OCSP.

Jtst paboTOCIIOCOOHOCTH TIPOBEPKY CePTU(MUKAT U3TATEsT CEPTUUKATA CepBepa, KOPHEBO# cepTuduKkaT
U BCE TPOMEXKYTOIHBIE CEPTUMUKATHI JIOJXKHBI OBITh YKA3aHbI KAK JIOBEPEHHBIE C ITOMOIIBIO TUPEKTHBEI
ssl_trusted certificate.

ssl _trusted _certificate

Cunrakcuc ssl_trusted_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekct http, server

Samaer daitin ¢ goBepenubivMu cepruduraramu CA B bopmare PEM, KoTOpbIe HCIONB3YIOTCS I Npo-
eepru KimeHTCKuX ceprudukaroB u orseroB OCSP, econ Brintouen ssl_ stapling.

B ornmmaune ot ssl_ client  certificate, cumcok 3Tux cepTHdUKATOB He OYIET OTIPABISTHCA KIHMEHTAM.

ssl_verify client

Cunraxcuc ssl_verify_client on | off | optional | optional no ca;
Ilo ywmomua- ssl_verify_client off;

HUIO

Konrekct http, server

Paspemniaer poBepKy KJIMEHTCKUX CepTUQUKATOB. Pe3y/bTarT MpoBepKH JOCTYIIEH 4Yepe3 II€PEMEHHYIO
$ssl_client_wverify.

optional 3aIpPAaIBAET KJINEHTCKU CePTUMUKAT, U €CIu cePTUMUKAT ObLI IPEIOCTABIEH,
[IPOBEpSIET €ro

optional_no_ca  3ampalimBaeT cepTUdUKAT KJINEHTa, HO He TpebyeT, YTOOBI OH ObLI IMOJIIICAH
noBepeHHbIM cepTuduraTomM CA. DT0 nmpeHa3HAYEHO MJIs CIy9aeB, KOrja (pak-
THYeCKas IPOBepKa cepTuHUKATa OCYIIECTBJISIETCS BHEINTHUM 0 OTHOIIEHUIO K
Angie PRO cepsucom.
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ssl_verify depth

Cunrakcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr http, server

VcranaBauBaer riyOnHY MPOBEPKU B IEMIOYKE KJINEHTCKAX CEPTUMUKATOB.

O6paboTtka ombok

Monyne http_ssl momiepKuBaeT HECKOJIBKO HECTAHIAPTHBIX KOJOB OIMMOOK, KOTOPBIE MOYXKHO HCITOJIhb-
30BaTh JJId IIepEHAIIPABJICHUS C IIOMOIIBLIO JIUPEKTUBBI €110 page:

495 [IPU [IPOBEPKE KJIUEHTCKOro cepTH(UKATA ITPOU3OIILIA OINOKA;
496 KJIMEHT HE IIPEJIOCTABUI TPeOyeMblil cepTugUKAT;
497 00bruHbI 3ampoc ObLT moctan Ha mopt HTTPS.

IlepeHanpabieHue JeJaeTcs IOCIe TOro, KaK 3alpoc HOJHOCTLIO Pa3o0paH U JOCTYIHLI TAKHE HepeMeH-
HBIE, KaK $request  uri, $uri, $args m aApyrme nmepeMeHHBIE.

BcTpoeHHble nepemeHHble

Monyns http ssl nopjep:kuBaeT BCTPOEHHBIE IIeDEMEHHbIE:

$ssl_alpn_protocol

BO3BpAIaeT MPOTOKOJ, BuiOpanubiii mpu momoru ALPN Bo Bpemsi SSL-pykonoxkarwusi, jubo IyCTyIO
CTPOKY.

$ssl_cipher

BO3BpAIAET Ha3BaHUE UCIOJIH3yeMOoro mudpa s ycTaHoBjaennoro SSL-coeunenust.

$ssl_ciphers

BO3BPAIAET CINCOK IMMPOB, IMOJIEPKUBAEMBIX KJIMEHTOM. VI3BecTHble mndpbl yKAa3aHBI IO HNMEHH,
HEU3BEeCTHbIE YKa3aHbl B IIECTHAIIIATEPUYHOM BHUJIe, HAIIPUMED:

AES128-SHA:AES256-SHA :0x00{f

@ Baxkno

Ilepemennasi moTHOCTBIO MO IepKUBaeTcs pu ucnoab3oBannn OpenSSL Bepcun 1.0.2 u Boie. [lpu
WCITO/Tb30BAHUU 0OJiee CTapbIX BEpCHil MepeMeHHAsl JIOCTYITHA TOJBKO JJis HOBBIX CECCHN U MOXKET
COJIEPKATH TOJIBKO M3BECTHBIE MTH(MPHI.
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$ssl_client_escaped_cert

Bo3Bpaiaer Kiuentckuii ceprudukar B hopmare PEM (3akomuposan B dopmare urlencode) s ycra-
HOBJIeHHOTO SSL-coenunenns.

$ssl_client_fingerprint

Bosspainaer SHAl-oTneyaTrok KJIMEHTCKOIO cepTuduKkara JiJisi YyCTaHOBJIEHHOTO SSL-coeauneHust.

$ssl_client_i_dn

BO3BpalaeT cTpokKy «issuer DN» KJmmeHTCKOro ceprudpukara JJjisl yCTaHOBJIEHHOTO SSL-coennHenus co-
rinacao RFC 2253.

$ssl_client_i_dn_legacy

BO3BpalaeT cTpoky «issuer DN» kjmeHTCKOro ceprudukara Jjisl yCTaHOBJIEeHHOrO SSL-coenuHeHust.

$ssl_client_raw_cert

BO3BpAaIllaeT KJIUEHTCKUIl ceprudukar Jijisi ycraHoBjeHHOro SSL-coequnenus B ¢popmare PEM

$ssl_client_s_dn

Bo3BpalaeT crpoky <«subject DN» kjmenTckoro ceprucukara Jjisi ycTaHOBJIEHHOrO SSL-coenuHeHust
corstacao RFC 2253

$ssl_client_s_dn_legacy

BO3BpaIaeT cTpoky «subject DN» kymenTCKOTO ceprudukara Jijisi ycTaHOBJIEHHOTO SSL-coeanHeHus.

$ssl_client_serial

BO3BpAIAeT CEepUITHBIN HOMEp KJUEHTCKOIO cepTudUKaTa JJjisl yCTaHOBJIeHHOrO SSL-coemuHenust.

$ssl_client_v_end

BO3Bpallla€T JaTy OKOHYaHHNA CPOKa ‘HeﬁCTBI/IH KJIMEHTCKOI'O CepTI/I(bI/IKaTa.
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$ssl_client_v_remain

BO3BPAIAET YUCJIO [HEH, OCTABIINXCS JI0 UCTeYeHnsl CPOKa AefCTBUs KJIMEHTCKOrO cepTudUKaTa.

$ssl_client_v_start

BO3BpAIIAET ATy HAYAJIA CPOKA JIEHCTBUS KJIMEHTCKOIO cepTrudukara.

$ssl_client_verify

BO3BpAIlaeT Pe3y/IbTaT IIPOBEepKU KiaueHTckoro ceprudukara: SUCCESS, « FAILED:reason» u, eciau cep-
TuduKaT He OBLT mpegocTasieH, NONE.

$ssl_curve

BO3BpAIIAET COIJIACOBAHHYIO KPHUBYIO, HUCIIOJH30BAHHYIO Jijisi OOMeHa KJjodamMu Bo Bpems SSL-
pykomnoxkaTusi. I3BecTHBbIE KpUBbIE YKA3aHBI 10 UMEHH, HEM3BECTHBIE YKA3aHbI B IIECTHA/IIATEPUIHOM
BUJIEe, HAITPUMED:

prime256v1

@ Baxmno

Tlepemennas nomgepxuBaercs npu ucrnoiab3oBanun OpenSSL Bepcun 3.0 u Boime. [Ipu ncnoms3oBa-
HUU OoJiee CTApBIX BEPCUil 3HAYEHUEM IIePEMEHHO OyIeT mycTasi CTPOKA.

$ssl_curves

BO3BPAIIAET CIIMCOK KPUBBIX, ITO/[JIEPKUBAEMBIX KJIUEHTOM. I3BeCTHbIE KpUBBIE yKA3AHDI 110 MMEHHU, HEN3-
BeCTHbIE yKa3aHbl B IIeCTHA/IIATePUYHOM BHJIE, HallpuMep:

0x001d:prime256v1:secp521rl:secp384rl

@ Baxxno

Ilepemennast nojepkuBaercs npu uciosib3oBanuun OpenSSL Bepcun 1.0.2 u Bbime. Ilpu ucmosib3o-
BaHUU OOJiee CTApPbIX BEPCHil 3HAYEHUEM IIEPEMEHHOM OyIeT IycTasi CTPOKA.

Ilepemennast 1OCTyIIHA TOTBKO ISt HOBBIX CECCHIA.

$ssl_early_data

BozBparmaer 1, eciam ucrnosb3yercss TLS 1.3 early data n omeparus SSL-pykonoxkaTusi He 3aBepIlieHa,
WHAYE <».
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$ssl_protocol

BO3BpAIIAET MPOTOKOJI yCTaHOBJIeHHOrO SSL-coenuenusi.

$ssl_server_cert_type

npuHumaeT 3HadeHnud RSA, DSA, ECDSA, ED448, ED25519, SM2, RSA-PSS uiau unknown B 3aBUCUMOCTHU OT
Tumna cepruduKaTa U KJI04Ia cepBepa.

$ssl_server_name

BO3BpAaIllaeT UMsl cepBepa, 3ampoliersoe depe3 SNI.

$ssl_session_id

BO3BpAIIAET UICHTUMUKATOP CECCUH yCTaHOBJIeHHOTO SSL-coeunenust.

$ssl_session_reused

BO3BpalllaeT I, €CJIN CeCCUusd OblLJIa, UCIIOJIL30BaHA, IIOBTOPHO, NHAYE «.».

Stub Status

IIpenocraBaser moctyn K 6a30Boit mHGOPMAIIUK O COCTOSTHUU CEPBEPA.

IIpu cbopke m3 MCXOMHOTO KOMA MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOAUMO BKJIIOUUTH C
IIOMOIIBIO MTapamMerpa cOopku --with-http_stub_status_module. B makerax m obpasax m3 HaIIUX pe-
[IO3UTOPHUEB MO/LY/Ib BKJIIOYEH B COOPKY.

Mpumep kondurypauymn

location = /basic_status {
stub_status;

B nmanHOll KOHpUrypaluu co37aeTcsi MpocTasi BeO-CTpaHUIla C OCHOBHOI MHQOpMAIeil O COCTOSHIUH,
KOTOpasi MOXKET BBITISIETh CJIEAYIONUM 00pa3oM:

Active connections: 291

server accepts handled requests
16630948 16630948 31070465

Reading: 6 Writing: 179 Waiting: 106
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AduvpekTunsbi

stub _status

Cunrakcuc stub_status;
Ilo ymomua- —

HUIO

Konrekcr server, location

Mudopmanust o cocrosinuu Oyer JOCTYIIHA U3 JAHHOTO location.

OaHHble

IocrymHa ciieyrornas HHQOPMAIUs:

Active connections

Texyree 9ncI0 aKTUBHBIX KJIUEHTCKUX COEJIMHEHMi, BKIoYas Waiting-coeuaenus.

accepts

CyMl\lapHOG YUCJIO IIPUHATBIX KJINEHTCKUX COG,HI/IHGHI/IIU/I.

handled

CymmapHOe 4uncjio obpaboraHHbIX —coemuHeHnit. OOBIYHO 3HAYEHHWE 3TOrO IapaMeTpa  COBIAJA-
er ¢ accepts, €cJu HE JOCTUTHYTO KaKOe-HUOYJb CHCTEMHOe OrpaHuYeHue (HAIPUMED, JUMUT
worker _connections).

requests

CyMMapHOe 9uCJI0 KJIMEHTCKUAX 3aIlPOCOB.

Reading

Tekyree aucio coenuuenuii, B KoTopbix Angie PRO B Hacrosnmii MOMEHT YUTAeT 3ar0JI0BOK 3aIpoca.

Writing

Tekyrmee ancio coenuuenuii, B KoTopbix Angie PRO B nHacrosmmit MOMEHT OTBeYaeT KJIUEHTY.
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Waiting

Texyree gncso 6e30efCTBYIONNX KANEHTCKUX COSTUHEHNH B OXKUIAHUN 3AIIPOCA.

BcTpoeHHble nepemeHHble

$connections_active

TO 2Ke, 4TO U 3HadeHue Active connections;

$connections_reading

TO 2Ke, 9TO u 3HavueHue Reading;

$connections_writing

TO Ke, 9TO U 3HadeHue Writing;

$connections_waiting

TO ¥Ke, UTO U 3HadeHue Waiting.

Sub

OuabTp, N3MEHLIONNI B OTBETE O/IHY 33/JaHHYIO CTPOKY Ha JPYTYIO.

IIpu cbopke M3 MCXOTHOrO KOJIa MOIY/Ib HE COOMPAETCs MO yMOJYAHUIO; €r0 HEOOXOAMMO BKJIIOYHUTH C
IIOMOIIBIO TTapameTpa cOopkn --with-http_sub_module. B makerax m oOpasax m3 HAIINX PEIO3UTOPUEB
MO/TyJIb BKJIIOYEH B COODKY.

Mpumep koHpurypauyun

location / {
sub_filter '<a href="http://127.0.0.1:8080/' '<a href="https://$host/"';
sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/';
sub_filter_once 5

OupekTussbl

sub_filter

Cunrakcuc sub_filter cmpoka 3amena;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

3ajaeT CTPOKY, KOTOPYIO HY?KHO 3aMEHUTDb, U CTPOKY 3aMEHBbI. 3aMeHsieMasl CTPOKa IpoBepsieTcs 0e3
ydeTa perucrpa. B 3aMeHsiemMoit CTpOKe U B CTPOKE 3aMEHbI MOXKHO UCIIOJIb30BATh ItepeMenubie. Ha oxmom
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YPOBHE KOHMDUTYPAIIH MOYXKET ObITh YKA3aHO HECKOJIBKO AUPEKTUB sub__ filter. JIIMpeKTUBBI HACIIELYIOTCS C
[IPEJIBIIYIIEro yPOBHSI KOH(MDUT'YPAIUH IIPHU YCJIOBUY, 9TO Ha JIAHHOM yPOBHE HE OIUCAHBI CBOU JINPEKTUBBI

sub_ filter.

sub_filter last_modified

CunaTakcuc sub_filter_last_modified on | off;
Ilo ymomua- sub_filter_last_modified off;
HUIO

Konrekcr http, server, location

ITosBosisier coxpanuth mnosie 3arosioBka «Last-Modified» mcxomaoro orBera Bo BpeMsi 3aMEHBI JIJIsT JIy -
IIero KAIMNUPOBAHUS OTBETOB.

Ilo ymomganmio moJie 3arojIoBKa yIAJAseTCsI, TaK KaK COIEPKUMOE OTBETa M3MEHSIeTCs BO BpeMsi obpa-
0OTKH.

sub_filter once

Cunraxcuc sub_filter_once on | off;
Ilo ymomua- sub_filter_once on;
HUIO

Konrekcr http, server, location

OHpe,ILe.HHeT, CKOJIBKO pa3 HY?KHO HNCKaTbhb KazK/IyI0 U3 3aMEHAEMbIX CTPOK: OJIMH pa3 WJIX MHOT'OKPATHO.

sub_filter _types

Cunraxcuc sub_filter_types mime-mun ...;
Ilo ywmomua- sub_filter_types text/html;
HUIO

Konrekcr http, server, location

Paspermaer 3ameHy cTpok B orserax ¢ ykasaHHbiMu MIME-tunamu B nomnonuenune K «text/htmil». Cne-

uaJbHoe 3HadYeHue «*» coorsercrByeT Jjirobomy MIME-Tumy.

Upstream

IIpenocraBisieT KOHTEKCT JJIsl OIMCAHUS I'PYIIIBI CEPBEPOB, KOTOPbIE MOT'YT HCIIOJIb30BATHCS B JUPEKTHU-
Bax proxy_ pass, fastcgi_pass, uwsgi_pass, scgi_ pass, memcached_pass M grpc_ pass.
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Mpumep koHcpurypayun

upstream backend {
zone backend 1mj;

server backendl.example.com weight=5;
server backend2.example.com:8080;
server backend3.example.com service=_example._tcp resolve;

server unix:/tmp/backend3;

server backupl.example.com:8080  backup;
server backup2.example.com:8080  backup;

resolver 127.0.0.53 status_zone=resolver;

server {
location / {
proxy_pass http://backend;
}

OdupekTusnbl

bind conn (PRO)

Cunrakcuc bind_conn snauerue;
Ilo ymomua- —

HUIO

Konrekcr upstream

IlozBossteT IpUBSA3aTH CEPBEPHOE COEIMHEHNE K KIIMEHTCKOMY B MOMEHT, KOTJIa 3HaAYeHUe, 3a/JAHHOE CTPO-
KO U3 IlepeMeHHBIX, CTAHOBUTCS OTJIMYHBIM OT "" m "0".

A Baumanue

JupekTrBa bind_conn JI0/KHA HMCIOJIB30BATHCA IOCTE BCEX JIUPEKTHUB, 3aAONUX TOT WJIA WHOMN
MeTo ], OAJIAHCUPOBKM HATrPy3KH, WHAaYe OHA He Oyzer paborars. Eciam oHA MCIONB3yeTcs HApsILy C
JUPEKTUBOil sticky, To bind_conn J0J/KHA CTOSATH Hocje sticky.

A Buaumanune

IIpu ucnosb3oBanuy AUPEKTUBBI HACTPOUKN MOIYJS Prory JOJKHBL TOIMYCKATH UCIOJH30BAHUE II0-
CTOAHHBIX COeJUHEHUl, HalIpUMeD:

proxy_http_version 1.1;

proxy_set_header Connection "";

Tunwaupiit TpuMep HUCIOAbL30BaHWS JUPEKTUBBI — MpokcupoBanme coemunnennit ¢ NTLM-
ayTeHTUdUKAIMEH, T1e Tpebyercs 00eceYnTh IPUBI3KY KJINEHTa K CEpBEPY B HAYAJE COIVIACOBAHUS:

map $http_authorization  $ntlm {
“x°N(7:TLM|egotiate) 1;
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}

upstream ntlm_backend {
server 127.0.0.1:8080;
bind_conn $ntlm;

}
server {
i 0oc
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
tA50c
}
}

feedback (PRO)

Hobasneno B Bepcun 1.6.0: PRO

Cunrakcuc feedback nepemennasn [inverse| [factor=wucao| [account=ycaosnan nepemenras)
[last byte];

Ilo ymomua- —

HHIO

Konrekcr upstream

3asaer B upstream MexaHu3M OAJAHCHPOBKU HATDY3KH 110 00paTHOM cBsizu. OH IMHAMUYIECKH KOPPEKTH-
pyeT perienns Ipu 6aJAHCHPOBKE, YMHOXKAasI BeC KaXK/IOT0 TPOKCAPYEMOrO cepBepa Ha CPeJiHee 3HATEHUE
o0paTHOit CBsI3WM, KOTOpOE MEHSIETCS C TeYeHHEM BPEMEHH B 3aBUCHMOCTU OT 3HAYEHUS Nepemennolt u

[IO/TYNHSAETCH HeOOSA3aTeIbHOMY YCIOBHIO.

MOFyT OBLITh 3a/1aHbl CJACAYIONINE ITapaMETpPBI:
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IIepeMeHnHasda

inverse

factor

account

last_byte

Ilepemennasi, m3 KOTOpOit Gepercs 3HAYEHME 00paTHOM cBst3u. OHA JIOIKHA [TPEe/I-
CTaBJISITH CODOI METPUKY ITPOU3BOIUTETBHOCTU U COCTOSTHUST; IIPEJIITOIArAeTCs,
9TO CepBEp MEPEIAET €€ B 3ar0JIOBKAaX MJIM WHBIM 00pa30M.

3HadveHne OIEHUBACTCS MMPU KAXKJIOM OTBETE OT CEPBEPA U YIUTHIBAETCS B CKOJIb-
34IIEM CPeJIHEM COIVIACHO HACTpoiikaM inverse m factor.

Ecin mapamerp 3aiaH, 3HaYeHre 0OPATHON CBsI3U WHTEPIIPETUPYETCS HA0DOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-
gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.

Yewm Gosblie K03DPUIMEHT, TEM MEHbBIIE HOBbIE 3HAYEHUS BJIMAIOT Ha CPEIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

VKa3bIBaeT YCJIOBHYIO IIEPEMEHHYIO, KOTOPAs KOHTPOJIUPYET, KAKAE OTBETHI YU~
ThIBaIOTCs 1ipu pacdere. CpejiHee 3HAYEHNE OOHOBJISIETCS ¢ YIETOM 3HAYEHUS 00-
paTHO CBSI3U U3 OTBETA, TOJBKO €CJIU YCJIOBHAA IEPEMEHHasl STOTO OTBETa HE
paBHa "" uiam "0".

O IIpumeuanne

ITo yMOT9IaHIIO OTBETHI B XOIE GKMUSHVIT NPOGEPOK HE BKIIOIAIOTCS B PACTIET;
KOMOUHAIMS TIepeMeHHoM Supstream  probe ¢ account MO3BOJISIET BKIIOUNATD
3TU OTBETHI WK JIaYKe UCKJIIOYUTH BCE OCTAJIBHOE.

TTozBossteT 0OPAOATHIBATE JAaHHBIE OT IPOKCUPYEMOTO CEPBEPA IMOCJTIE TOJIY I€HUST
IIOJTHOT'O OTBETa, & HE TOJIBKO 3ar'0oJIOBKa.

IIpumep:

upstream backend {

zone backend 1mj;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;
server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

"high"
"medium"
"low"
default

100;
75;
50;
10;

map $upstream_probe $condition_value {
"high_priority" "1";

"low_priority"
default

n "n.
0"
n "n.
s

DTa KOH(Urypalys KaTeropu3upyer OTBEThl CEPBEPOB 0 YPOBHSM OOPATHOI CBsI3U HA OCHOBE OIIpEIe-
JIEHHBIX OIEHOK M3 TOJIEH 3arOJIOBKOB OTBETa, a TaKyKe JM0baBJIsieT yCaoBue Ha Supstream  probe, ITOOBI

YUIUTBIBATH TOJIBKO OTBETHI OT AKTUBHON IPOBEPKU high priority mim OTBeTHI Ha OOBIMHBIE KITUEHTCKUE

3aIIPOCHI.
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hash
Cunrakcuc hash xatou [consistent];
Ilo ymomua- —
HHIO
Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JeJIsIeTCs TIPU TTOMOIIYM X3IMUPOBAHHOIO 3HAYEHUs KJIo4va. B KadecTBe KJI09a MOXKET HMCIOJIb30BATHCS
TEKCT, lepeMeHHble U nX KombuHarmu. Clieyer OTMETUTD, 9TO JI00oe 100aBjIeHre WU YAaJeHue cepBe-
POB B I'PYIIlle MOXKET IIPUBECTHU K II€PEPACIIPeIeIeHII0 OOJIBITMHCTBA, KUYl Ha Jipyrue cepBepbl. Meros
coBmectuM ¢ bubauorekoit Perl Cache::Memcached.

Ecnu 3agan mapamerp consistent, TO BMeCTO BBIMIEOIMCAHHOIO METOAa OYIET MUCIIO/IB30BATHCS METOJ,
KOHCHCTEHTHOTO X3ImpoBanus ketama. Merom rapanTupyer, 9To npu J00aBIEHUN cepBepa B IPYTIILY UJIH
€ro yJajeHnn Ha JIpyTHe CepBephI OyJIeT MepepacipeiesieH0 MUHIMAIbLHOe IuCIo Kioveit. [Ipumenenue
MeTOJa JJIsl K3IUPYIOIIUX CepBEPOB obeciiednBaeT OOJIBIINIA IIPOIEHT MONaIaHuil B K31l MeTos coBMe-
cruM ¢ 6ubsmorekoit Perl Cache::Memcached::Fast npu 3nadenunn mapamerpa ketama points paBHbIM

160.

ip__hash
CunTakcuc ip_hash;
Ilo ymomua- —
HUIO
KonrekcT upstream

Sajiaer Jjisi TPYIILI MeTOJ OAJIAHCUPOBKY HAIPY3KH, IIPU KOTOPOM 3aIIPOCHI PACIIPEJIE/ISIIOTCS 110 CepP-
BepaMm Ha ocHoBe IP-ajpecoB kiamenToB. B kavecTBe Kjiova Jjis XSMIUPOBAHUS UCIOIb3YIOTCSA MEPBBIE
tpu okTeTa [Pv4-anpeca knmenta wim [Pv6-anpec kimenrta meankom. MeTos rapanTupyer, 9To 3ampochl
OJIHOTO ¥ TOT'O K€ KJIMEHTa OyIyT BCeria IepeiaBaThbCs HA OJUH U TOT 2Ke cepsep. Eciu ke 3ToT cepsep
Oy/IeT CUYUTATHCS HEJOCTYIHBIM, TO 3aIPOCHl 9TOT0 KJIMEHTa OYILyT IepeiaBaThcs Ha Jpyroit cepsep. C
OOJIBITION J10JTEll BEPOSTHOCTH 3TO TaKKe OYyJIeT OJUH U TOT YK€ CEPBEP.

Eciu onun u3 cepBepoB HyKHO yOpaTh Ha HEKOTOPOE BPEMs, TO JJIsi COXPAHEHUsI TEKYIIEro XIITHPOBAHUS
IP-agpecoB KIMEHTOB ITOT cepBEp HYKHO IMOMETUTH HapamMeTpoM down:

upstream backend {
ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;
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keepalive
Cunrakcuc keepalive coedunenus;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajeficTByeT K31 COeUHEHU /It TPYIIIbI CEPBEPOB.

IlapameTrp coemwHeHES yCTAHABINBAET MAKCAMAJbHOE YHCJIO HEAKTUBHBIX MOCTOSHHBIX COEIUHEHUN C
cepBepaMy IPYIIIbI, KOTOPbIE Oy/IyT COXPAHATHCH B K3IIIe KaXKJ0ro padodero nporecca. [Ipu npesbimernn
9TOro YucjIa HauboJee TaBHO HE HMCIIOJIb3yeMble COeIMHEHNsT 3aKPbIBAIOTCS.

© IIpumeuannue

Cremyer 0co00 OTMETHTH, YTO JUPEKTHBA keepalive He OrpaHUYIUBAET ODINEE YUCIO COEJMHEHU C
cepBepaMu TpyIIbl, KOTopble pabodune mporecchl Angie PRO moryrt orkpeits. [Tapamerp coenunenus
cJieJlyeT yCTaHAB/IMBATH JOCTATOYHO KOHCEPBATUBHO, YTOOBI CEPBEPHI IPYIIIBI MO-IIPEKHEMY MOIJIH
00pabaThIBATH HOBBIE BXOJISIIIME COEIUHEHMS.

A Baumanue

HupektuBa keepalive J0/KHA HMCIIOJB30BATHCA IOCTE BCEX JIUPEKTHUB, 3aJAIONUX TOT WJIA WHOMN
MeTo ], OATAHCUPOBKY HATDY3KH, WHAaYe OHA He Oymer paboTaTh.

IIpumep KoubUTrypalmu rpymnmbl cepsepos memcached ¢ MOCTOSHHBIMYA COETUHEHUSIMU:

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#...
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
}
}

Hna HTTP pupexktuBy proxy hitp version caemyer ycranoBuTh B «1.1», a moje 3arosioBka
«Connection» — OYUCTUTD:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;
}

server {
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#.o..

location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;

proxy_set_header Connection "";

O IIpumeuannue

XOTb 3TO M HE PEKOMEHIYEeTCs, HO TaKKe BO3MOYKHO HCIIOJIb30BaHUE ITOCTOSHHBIX COEINHEHUil C
HTTP/1.0, myrem nepegaun noss 3aronoska «Connection: Keep-Alive» cepsepy rpyIib.

st paborbl mocrostHHbIX coegubenuii ¢ FastCGl-cepBepamu morpebyercst BKJIIOYUTH JTUPEKTUBY
fastegi keep conn:

upstream fastcgi_backend {
server 127.0.0.1:9000;
keepalive 8;
}
server {
#...
location /fastcgi/ {
fastcgi_pass fastcgi_backend;
fastcgi_keep_conn 8
#
}
}

(i ) IIpumeuanue

IIporokossr SCGI u uwsgi He OIpenesaoT CEMaHTUKY MOCTOSTHHBIX COEIMHEHUN.

keepalive _requests

CunTakcuc keepalive_requests wuc.o;
Ilo ywmomua- keepalive_requests 1000;
HHIO

Konrekcr upstream

BagaeT MaKCUMaJIbBHOE 9UCJIO 3alIPpOCOB, KOTOPbIE MO2KHO CJe/IaTh II0 OTHOMY ITIOCTOAHHOMY COCJIUHEHUIO.
ITocsie Toro xak COeJIaHO MaKCHMaJIbHOE YHCJIO 3aIIPOCOB, COCAUMHECHUE 3aKPbIBACTCA.

Ilepuommaeckoe 3aKpbITHE COETUHEHNI HEOOXOINMO /I OCBOOOXKIEHUS MAMSATH, BBIICIEHHON IO KOH-
KpeTHble coemquueHns. [[0aToMy MCIIOIB30BaHME CAUNIKOM OOJIBITIONO MAaKCHMAJIBLHOTO YHUCJA 3aIlPOCOB
MOYKET MPUBOJIUTH K IPE3MEPHOMY MOTPEOIEHUIO TAMATH U HE PEKOMEH IYETCSI.
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keepalive time

Cunrakcuc keepalive_time 6pema;
Ilo ywmomua- keepalive_time 1h;
HUIO

Konrekcr upstream

OrpaHnymBaeT MAKCUMAJIBHOE BPEMs, B T€UEHNE KOTOPOTO MOT'YyT 00pabaThIBATHCS 3AIIPOCHI B PAMKAX I10-
CTOSTHHOT'O coenuenus. [1o nocTrkeHnn 3aJaHHOT0 BpEMEHN COeIMHEHNE 3aKPbIBACTCH 110C/Ie 00pabOTKI
o4epeHOro 3alpoca.

keepalive _timeout

Cunrakcuc keepalive_timeout epemas;
Ilo ywmomua- keepalive_timeout 60s;
HUIO

Konrekcr upstream

Samaer TaiiMayT, B Te4eHNE KOTOPOTO HEAKTUBHOE TIOCTOSHHOE COEINHEHNE C CEPBEPOM I'DYIINBI He Oy/1eT
3aKPBITO.

least conn
Cunrakcuc least_conn;
Ilo ywmomua- —
HUTO
KonTekct upstream

3asaer 118 TPYNNIBl METOJ OAJAHCUPOBKU HATPY3KHU, IIPA KOTOPOM 3aIPOC IEPEIaeTCs CEpBepy C Ham-
MEHBIINM YUCJIOM AKTHBHBIX COEIMHEHUIl, C yIeTOM BECOB CepBepoB. EcCim moaxoauT cpasy HEeCKOJIBKO
CepBEepOB, OHU BLIOMPAIOTCS IUKIMYecKH (B pexkuMe round-robin) ¢ y4eToM uX BeCOB.

least _time (PRO)

Cunrakcuc least_time header | last byte [factor=wucao] [account=ycroeHnas_nepemennas);
Ilo ymomua- —

HHIO

Konrekcr upstream

3azaer st TPYIIBI MeTO/ OAJAHCUPOBKHU HATPY3KH, IIPA KOTOPOM BEPOSTHOCTH IMEPEIAYN 3aIpoca aK-
TUBHOMY CepBEpPY OOpPATHO MPOIOPIMOHAJBHA CPEJJHEMY BDEMEHH €ro OTBETa; YeM OHO MEHbIIe, TeM
0oJTBITIE 3aITPOCOB Oy/IET TOJIyIaTh CepBep.

header JMpeKTUBa yINTHIBAECT CPEIHEE BPEMS MOy I€HUsT 3ar0JIOBKOB OTBETA.
last_byte JlupekTrBa UCIOIb3yeT CPeHee BPeMs [TOJIyIeHUsT TIOJHOTO OTBETA.

Hobasneno B Bepcun 1.7.0: PRO
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factor Boimosiasgier Ty ke dbyHKIMIO, 9TO U response_time factor (PRO), m nepeomnpe-
JeJsleT ero, ecjau IapaMeTp 3aaH.
account VKa3bIBaeT YCJIOBHYIO IEPEMEHHYIO, KOTOPasd KOHTPOJIUPYET, KAKAE OTBETHI YU~

TBIBAIOTCH 1pu pacdere. CpejiHee 3HaYe€HIEe OOHOBJISIETCS, TOJHKO €CJIU yCIOBHAS
epeMeHHas oTBeTa He pasBHa "" wym "0".

(i ) IIpumeuanune

IIo yMOTIaHTIO OTBETHI B XOJIE AKMUSHIT NPOSePOK He BKIIOYAIOTCS B PACIET;
KOMOUHATIMSA TIepeMeHHol $upstream probe ¢ account MO3BOJSAET BKJIIOUNATD
9TU OTBETHI WU JlaXKe UCKJIIOYUTDH BCE OCTAJIBLHOE.

Tekyrue cpejiHye 3Ha4YeHUs, BBIYHUCJIEHHbIE ¢ ydeToM factor m account, IpejcTaBJIEHBI TaKXKe KakK
header_time u response_time B o0bekTe health cepsepa cpegu mempur ancmpuma B APIL.

queue (PRO)

Iobassieno B Bepcun 1.4.0: PRO

Cunraxcuc queue wucao [timeout=apemsl;
Ilo ymomua- —

HHIO

KonrekcT upstream

Eciu s 3anpoca He yaeTcs Ha3HAYUTH IPOKCUPYEMbIHl cepBep C IIEPBOil IONBITKU (HAIPpUMED, IIPU
KPaTKOCPOYHOM Iiepeboe B paboTe WU BCIUIECKE HATPY3KHU C JOCTUKEHUEM TIPEJIeNIa MaL  CONNS), 3apoc
He OTKJIOHsIeTcs]; BMecTo 3roro Angie PRO mbiTaercs mocraBuTh €ro B ouepeib Ha 06paboOTKYy.

YucsieHHBII TApAMETD JTUPEKTUBBI 33/1a6T MAKCUMAJIBHOE KOJMIECTBO 3aIlIPOCOB B OU€pe I pabouez0 npo-
uecca. Eciu odepelib 11eJIMKOM 3all0JIHEHA, KJIUEHTY oTxaeTcsd omubka 502 (Bad Gateway).

O IIpumeuannue

K 3zanpocam B ouepein Tak2Ke IpUMEHSIETCS JIOTHKA JUPEKTUBBL provy next upstream. B gactHOCTH,
ecJin Jyist 3a1poca ObLI BEIOpAaH CepBeEpP, HO IEPeIaTh ero Ty/a He y/aji0Ch, TO OH MOXKET BEPHYTHCS B
0Yepeb.

Ecsiu cepBep s nepenadqu 3ampoca B ouepeiy He ObLI BbIOpaH 3a BpeMs timeout (110 yMoOJIdaHHIO
— 60 cexynnu), KiueHTy ormaercs omubka 502 (Bad Gateway). Eine u3 odyepeinn ymassiorcsi 3a1pochl
OT KJINEHTOB, IIPEXKJIEBPEMEHHO 3aKPbIBIINX coepunenue; B AP ecTb CUETINKHA COCTOSIHHIT 3aIIPOCOB,
[IPOXOISAIIIX YePe3 0UepPe/ib.

A Baumanue

JlupekTruBa queue JOJKHA UCIOJb30BATHCS MOCIE BCEX IUPEKTUB, 33AIONINX TOT WJIM WHON METO.
6aJIAHCUPOBKY HATDY3KH, WHAYE OHA He OyzmerT padoTaTh.
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random
Cunrakcuc random [twol;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sazaer i TPYNIBL METO, OAJAHCUPOBKU HAUPY3KH, IIPU KOTOPOM 3aIIPOC MEPEIAETCs CJIYUIANHO BbI-
OpaHHOMY CEPBEPY, C YIETOM BECOB CEPBEPOB.

Ecin ykazan zHeobsizaresbHbIi napamerp two, Angie PRO ciyuaiinbiM oOpa3oM BeIOMpaeT JiBa cepBepa,
13 KOTOPBIX BBIOMPAET CEPBEP, UCIIOJIb3Ysl METOL least  conn, IPU KOTOPOM 3aIIPOC IEPEAeTCs Ha CepBep
C HAMMEHBINUM KOJIMYeCTBOM AKTUBHBIX COEJIMHEHUIA.

response _time_factor (PRO)

Cunraxcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HHUIO

KonTexcr upstream

Sajaer Jyis MeTosa 6ajaHcupoBKU HArpy3ku least  time (PRO) koadduimenT criaKuBaHus IpeabLLy-
IIero 3HAYEHUSI [IPU BBIMUCIICHUN CPETHErO BPEMEHH OTBETA 10 (DOPMYJIE IKCIIOHCHITHAIBLHO B3BEIIICHHOTO
CKOJIB3SIIEr0 CPEJIHEro.

Yewm Oouibllle yKa3aHHOE “UCAO, TEM MEHbBIIE HOBbIE 3HAYEHUs BJIUAIOT HA CPe/iHee; ecyan yka3arb 90, TO
Oyaer B3aTo 90 % ot npenpurymero snadenud u jumb 10 % ot nosoro. Jomycrumble 3Hadenus — ot 0
110 99 BKIIOYUTEIBHO.

Tekylpe cpejiHue 3HAYEHHs IPEJICTABIEHBl KaK header_time (TOJBKO 3arojioBKH) M response_time
(orBeTsl 1eMKOM) B 00bekTe health cepsepa cpeau mempur ancmpuma B AP

(i ) IIpumeuanune

IIpn mozcdeTe y4YUTHIBAIOTCS TOJIBKO YCHENIHbIE OTBETHI; YUTO CYUTATh HEYCIENTHBIM OTBETOM,
OIPENENSIOT AUPEKTUBLI proxy next upstream, fastcgi next upstream, wwsgi next upstream,
scgi_mext upstream, memcached next upstream u grpc_next upstream. Kpome Toro, 3mnaue-
Hre header_time IepecYnTHIBAETCS, TOJBKO €CJIM ITOJy4deHbI W 00paboTaHBI BCE 3aroJIOBKH, a
response_time — TOJBKO €CJIXA IOJIy4CH BECb OTBET.

server
Cunraxcuc server adpec [napamempol;
IIo ywmomua- —
HUIO
Konrekct upstream

SajaeT ajgpec W Jpyrue mapaMeTpbl cepBepa. Ajipec MoyKeT OBITh yKa3aH B BHJE JIOMEHHOTO MMEHU
nu [P-agpeca, n HeobsizaTesnbHoro nmopra, win B Buje myTu UNIX-cokera, KOTOPBIT yKa3bIBAETCS TTOCTIE
npedukca unix:. Ecim nopr He ykazaH, ucnosib3yercs nopT 80. JloMeHHOe nMsi, KOTOPOMY COOTBETCTBYET
HecKOIbKO [P-aJipecos, 3a1aeT cpa3y HECKOIBKO CEPBEPOB.
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MoryT ObITH 33/IaHBI CJIEIYIONINE TapaMeTPhI:

weight=wucno 3aJ1aeT BeC CepBepa MO yMOJTIAHUIO 1.

max_CONNsS=4UcA0 OI'PAaHNYMBAET MAKCHMAJIbHOE YHCJIO OJHOBPEMEHHBIX aKTHUBHBIX COCIWHEHUN K
[IPOKCUPYEMOMY CepBepy. 3HAadUeHHe 10 YMOJYAHUI0 paBHO O W O3HAYAET, UTO
orpanmdeHust Hetr. Ecu rpyima He HaXOMUTCS B 30H€ PA3EIsIieMOil MaMsITH, TO
orpaHumveHne paboTaeT OTMAEJbHO JJjIs KayKI0ro pabodero mporecca.

O IIpumeuannue

IIpu BKIIOYEHHBIX HEAKMUSHHLLT NOCTMOAHHLLT COSTUHEHUSX, HECKOJIBKUAX PAOOYUUL NPOUECCAT U 30HE
paszdensemoti namamUu, CyMMapHOe YUCJIO AKTUBHBIX W HEAKTUBHBIX COEIMHEHUI C MPOKCUPYEMBIM
CcepBepOM MOXKET IIPEBBIIIaTh 3HAYEHUEe mar_ CONnS.

max_fails=vucA0 — 3aJaeT YUCJIO HEYIATHBIX MOMBITOK CBI3U C CEPBEPOM, KOTOPBIE JIOJIZKHBI ITPOU30iITH
B TedeHune 3aJaHHoro fail timeout BpeMeHU JJjis TOrO, YTOOBI CEPBEP CANTAJICHA HEIOCTYITHBIM; IIOCJIE STOTO
oH 6yJIeT TIOBTOPHO ITPOBEPEH Y€pe3 TO YKe CaMOe BPEMs .

Yrto cunmTaeTcs HEYJNAYHONH IIONIBITKON, OIpeJeseTcs JUPEKTUBaMU  prory next upstream,
fastegi_next _upstream, uwsgi_mnext upstream, scgi_next upstream, memcached_mnext upstream
u grpc_next upstream.

IIpu npesbimennn max_fails cepBep TakkKe IPU3HAETCS HEPAOOTAIOIINM C TOUKH 3peHust upstream _ probe
(PRO); knmeHTCKEE 3a1pOChl He OY/yT HAIPABJIATHCS K HEMY, IIOKa IIPOBEPKHU He IPU3HAIOT ero pabora-
FOTITUM.

© IIpumeuannue

Ecnun nupekTuBa server B rpyline pa3periaeTcd B HECKOJBKO CEPBEPOB, ee HACTPOiiKa max_fails
IpUMeHsdeTCd K KaXKJIOMy CepBepy OTJEJIBHO.

Ecnu ocste pazperenust Bcex qUPEKTUB Server B allCTPUME OCTAETCs TOJBKO OJIMH CEPBEP, HACTPONKA
max_fails He JmeicTByeT 1 OYIET MPOUTHOPUPOBAHA.

max_fails=1 YUCJIO HOIBITOK II0 YMOJIYaHUIO
max_fails=0 OTKJIIOYAET y4eT ITOIIBITOK

fail_timeout=gpemsa — 3a7aeT NEPUOJ, BPEMEHH, B T€UYEHUE KOTOPOr'O JOJIZKHO HPOU30UTHU OIPE/IC/ICH-
HOE 9HCJI0 HEeyJauHbIX HOIBITOK CBA3M C cepBepoM (maz_ fails), 4robbl cepBep CUUTAJICH HEJIOCTYIHBIM.
3areM cepBep OCTaeTCs HEIOCTYIIHBIM B T€YEHHE TOTO K& CaMOI'0 BPeMeHH, IIpeXK e 4eM OyeT IIpOBEpeH
IOBTOPHO.

3uadgenue 110 ymordanuio — 10 ceKyH/I.

© IIpumeuannue

Ecnan nupekTuBa server B rpyIie pa3pemniaeTcs B HECKOJIBKO CEPBEPOB, ee HACTpoiika fail_timeout
IPUMEHAEeTCS K KaXKJIOMYy CEPBEPY OTIEJIBHO.

Eciiz ocsie paspernienns Bcex IUPEKTHB Server B AIICTPUME OCTAETCS TOJIBKO OJINH CePBep, HACTPOIKA
fail_timeout He jelicTByeT 1 OYAET MPOUTHOPUPOBAHA.
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backup ImoMevaeT cepBep Kak 3anacHoil. Ha Hero Oy/yT mepesaBaThCst 3allpOCHI B CJIydae,
ecJiu He PabOTAaIT OCHOBHBIE CEPBEPHI.

down noMeYaeT cepBep KaK NOCTOAHHO HEJIOCTYITHBIIA.

drain [OMeJaeT cepBep Kak pasrpyzkaeMblil (draining); 9To 3HAYMT, 9TO OH [OJLYYAET

TOJIBKO 3aIIPOCHI CECCHil, IPUBA3aHHBIX paHee depe3 sticky. B ocrambHOM mOBe-
JICHUE TaKoe K€, KaK B pexkume down.

‘% OcropoxHo

IIapameTrp backup HejIb3sl HCIOJIB30BATH COBMECTHO C MeTO/IaMU OaJaHCHPOBKU HArpys3ku hash,
1p__hash n random.

ITapameTpnl down u drain B3aMMHO HMCKJIIOYAIOIIHE.

Hobasieno B Bepcun 1.1.0.

resolve ITO3BOJISIET OTCJIEXKUBATH U3MEHeHUs crucka [P-ampecoB, cooTBeTCTBYIONIErO 10~
MEHHOMY MMEHW, 1 OOHOBJISTH ero 6e3 mepesarpysku KoHduryparmu. [Ipu sTom
TPyIIa JOJKHA HAXOIUTHCS B 30HE PA30eAAEMOT NAMAMU; TAKIKE JTOJKEH ObITh
OIIPENIEJIEH NPE0OPA306AMENL UMEH 6 AdPECA.

service=umasa BKJIfO4YaeT mpeobpasosanne SRV-zammceit DNS u 3ajaer umsa cepeuca. s pa-
60THI MapaMeTpa HeOOXOIMMO 33JIaTh IapaMeTp resolve y cepBepa, He yKa3biBast
IOPT cepBepa IIPU UMEHHU XOCTa.
Ecimm B nmenn ciryxk06b1 HeT TOUEK, hopmupyercs ums mo crapmapry RFC: k
MMEeHU CJIy2KOBI J100aBsteTcs IpeduKe _, 3aTeM depe3 TOUKY /100aBiseTcs _tcp.
Taxk, nms cay0b1 http gact B pesysiabrare _http._tcp.
Angie PRO paapemntaer SRV-3amucu, 00be/InHsIsi HOPMATH30BAHHOE UMST CJTy ?KOBI
U MMs XOCTa W IOJIydasl CIIMCOK CEPBEPOB JIs IOJIYyIE€HHONH KOMOWHAIIMU Yepe3
DNS, BmecTe ¢ ux mpropuTETAMEU U BECAMU.

e SRV-zanmcu ¢ HaMBBICHIUM [PUOPUTETOM (T€, KOTOPbIE UMEIOT MUHUMAJIb-
HOe 3HAYeHUE IPHOPUTETA) PA3PEINATCs KAK OCHOBHBIE CEPBEPBI, & IIPO-
4qre 3aliCH CTAHOBATCS 3allaCHbIMU cepBepaMu. Eciu backup ycTaHOBIIEHO
¢ server, SRV-3amucu ¢ HAUBBICIIIM [IPUOPUTETOM PA3PEIIAIOTC KaK 3a-
[IACHBIE CepBEPHI, & IIPOUUE 3AIUCH UTHOPUPYIOTCS.

e Bec amasormuen mapamerpy weight mupektuBbl server. Ecium Bec 3aman
KaK B caMoii JupekTuBe, Tak u B SRV-3amucu, ncnoap3yercs: Bec, yCTaHOB-
JICHHBIII B JJUPEKTUBE.

B srom npumepe BbImonHSIETCS ToncK 3anucu _http._tcp.backend.example. com:

[server backend.example.com service=http resolve; ]

Iobasyieno B Bepcun 1.2.0: Angie

Hobasneno B Bepcun 1.1.0-P1: Angie PRO

sid=ud zamaer ID cepsepa B rpymme. Ecim mapamerp me 3aman, To ID 3amaerca kak
mectHaAnaTepudnbiit MD5-xsm1 IP-agpeca u mopra minn mytu UNIX-cokera.

Hobasieno B Bepcun 1.4.0.
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slow_start=epemsa 3ajaeT BPEeMs BOCCTAHOBJICHHS BeCca CEpBepa, BO3BPAIIAIONIETOCs K pabore mpu
GaJIaHCUPOBKE HAIPY3KH METONOM round-robin wmua least conn.
Ecmm mapamerp 3aman u cepBep mocie cOOsi CHOBA CUMTAETCS PADOTAIOIINM C
TOYKY 3peHust mar _ fails u upstream_ probe (PRO), 1o Takoii cepBep pABHOMEPHO
HaOMpaeT YKa3aHHBIN JIJIsi HETO BEC B TE€UEHUE 33IAHHOTO BPEMEHH.
Ecsn napamerp He 3aj1aH, TO B aHAJOTHYHON CUTYaIlMU CEPBEP CPa3y HAUMHAET
paboTy ¢ yKa3aHHBIM JIJIsI HET'O BECOM.

O IIpumeuannue

Ecnu B ancrpume 3aman TobKO 07uH server, slow_start He paboraer u OyIeT UTHOPUPOBATHCH.

state (PRO)

Hobasneno B Bepcun 1.2.0: PRO

Cunrakcuc state ¢atin;
Ilo ymomua- —

HUIO

Konrekcr upstream

VkaspiBaeT alia, Te TOCTOSHHO XPAHUTCS CIIUCOK CepBEpOB arcrpuma. [Ipu ycraHoBKe m3 HAIuX ma-
KETOB JIJIsl XpaHeHusl TakuX (hailjioB CIEIUAILHO CO3JaeTcsd Karajor /var/lib/angie/state/ (/var/
db/angie/state/ Bo FreeBSD) ¢ coorBercrByomumu paBaMu JOCTYIa, U B KOHMDUIYDAIMHA OCTAETCs
J00aBUTH JIUIIb UMs daiiaa:

upstream backend {

zone backend 1m;
state /var/lib/angie/state/<UMd ®AWUIIA>;

Crmcok cepBepoB 31ech umeer dopmar, anajgorudubiii server. Comepxkumoe daiiia u3MeHseTcs mpu
J1000M M3MEHEHHUN CEPBEPOB B pazzene /config/http /upstreams,/ depe3 API xonduryparm. Paiir can-
TeiBaeTcs npu 3amycke Angie PRO uin nepesarpyske KOHQUTYpaIluu.

“* OcropoxkHOo

Yro6b! HCIIOIB30BATH TUPEKTUBY State B GJIOKe upstream, B HEM He JIOJIXKHO ObITH JUPEKTUB Server,
HO Hy»KHa 30Ha pasjieseMoil mamsaru (zone).
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sticky

Hobasneno B Bepcuu 1.2.0: Angie

Iobasseno B Bepcun 1.1.0-P1: Angie PRO

Cunraxcuc sticky cookie name [attr=3nauerue]...;
sticky route $variable. . .;
sticky learn zone=sona create=$create varl... lookup=§lookup wvarl... [header|
[timeout=epemal;

Ilo ymomua- —

HUIO

Konrekcr upstream

HacrpamBaer mpuBA3Ky KJIMEHTCKUX CECCHil K MPOKCHPYEMBIM CEpBEpaM B PEKMME, 33 aHHOM IIEPBBIM
IIapaMeTpoM; /I Pa3rpy3KH CEPBEPOB, Y KOTOPBIX 3a/laHa JUPeKTuBa sticky, MOXKHO HCIIOJIb30BaTb
omnuio drain B 6J10Ke server.

A Buumanue

JupexTuBa sticky IOJIKHA HCIIOIB30BATHCH IIOCIE BCEX JUPEKTUB, 33JAI0MIUX TOT UM MHOH MeTO.
0aJIaHCHPOBKH HAIDY3KU, HHA4Ye OHa He Oyner paborarb. Eciu oHa ncrmosib3yercs HApsLy ¢ IUPEKTH-
Boit bind_conn (PRO), To bind_conn jo/2KHA CTOATH mocse sticky.

PexxuMm cookie

DTOT peXuM HCIoJb3yer cookie st xpanenus: ceccuit. OH MOIXOMUT JIJIs cUTyaruii, Korma cookie yxke
HUCIOJIB3YIOTCA JIJIs yIIDABJIEHUSI CECCUAMU.

31ech 3apoc OT KJUEHTA, II0Ka He HMPUBA3aHHOIO K KAKOMY-TO CepBepY, OTIIPABJISIETCS HA CEPBEP, BbI-
OGUpaeMbIit COTTIACHO HACTPOEHHOMY MeTomay GamancupoBku. [Ipu stom Angie PRO ycranasmuaer cookie
C YHUKAJIbHBIM 3HaYeHUEeM, NJIeHTUMDUIMPYIOIIIM CEPBEp.

Umst cookie (name) 3amaercss aumpekTmbBoil sticky, a 3HaueHme (value) COOTBETCTBYET NApaMETDY
sid JUPEKTUBBLI Server. YUTHTe, 9TO MapaMeTp JIONOJHUTEJLHO X3IIMPYeTcs, eC/I 3a/1aHa JUPeKTHBA
sticky _secret.

Tlocnenyromume 3ampockl OT KJIMEHTa, COMEPKAIIIE TAKOU cookie, mepe1aloTcs Ha CepBep, 3aIaHHbIi 3HA-
qenmeM cookie, TO ecThb cepBep ¢ ykKazaHHBIM Sid. Ecan BeIOpaTh cepBep HE YIAeTCsS WU BHIOPAHHBII
cepBep He MOXKeT 00paboTaTh 3a1poc, TO Oy/IeT BLIOPAH JPYTo#l cepBep COIIACHO HACTPOEHHOMY METOTY
0aJIAHCUPOBKH.

JlupekTrBa 103BOJIIeT HA3HAYATH aTPUOYTHI TAKOTO cookie; e IMHCTBEHHBIN aTpudyT, yCTaAHABIMBAEMBIT
o yMoT9aHuio, — path=/. 3HayeHus aTpudyTOB 33IAI0TCA CTPOKAMU C IIEPEMEHHBIMHU. TOOBI yIaIuTh
aTpubyT, 3a7aiiTe 1y Hero mycroe 3uHadenue: attr=. Tak, sticky cookie path= 3amaer cookie 6e3
arpubyra path.

3necy Angie PRO coznaer cookie srv_id co cpokoMm jeiicTBus B 1 9ac U JIOMEHOM, 38 IJaHHBIM [T€PEMEH-
HOW:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

PexxkuMm route
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DTOT PEeXKUM HCIOJb3yeT PEIONPEIeeHHbIe HIeHTU(UKATOPBI MAPIIPYTOB, KOTOPbIE MOTYT OBITH
Bcrpoenbl B URL, cookie mn apyrue cBoiicTBa 3ampoca. OH MeHee IHOOK, TaK KaK 3aBUCUT OT IIPEJIOIIpe-
JIeJIEHHBIX 3HAYEHUN, HO JIyUIlle TOAXO/INUT, €CJIU TaKue UIAeHTU(MPUKATOPHI Y2KEe UCIOIb3yIOTCS .

31eCh TIPOKCUPYEMBIi cepBep MPH MOJIYYEHUN 3aIIpOca MOXKET HA3HAYUTH KJIMEHTY MapIIpyT W BEPHYThH
€ro WACHTIMUKATOP CIOCOOOM, M3BECTHBIM W KJAWEHTY, U cepBepy. B KadecTBe maeHTnduUKaATOpa MapIIl-
pyTa JOJKHO HMCIOJb30BATHCS 3HAYMEHIE apaMerpa Sid JUPEKTHUBBI Server. Y ITUTE, 9TO IapaMeTp H0-
[TOJIHUTEJIBHO XIIIUPYETCs, €CIU 3aJIaHa JTUPEKTHBa sticky secret.

Tlocaepyrommume 3ampochl OT KJIIMEHTOB, YKEJIAIOIINX CIIOIB30BATH 3TOT MAPIIPYT, JOJPKHBI COIEPKATh BbI-
) )

JIAHHBII cepBepoM HIeHTU(MDUKATOP, IIPUIEM TaK, 9ToObI OH momaJt B iepementbie Angie PRO, nanmpumep

B cookie WU apzymenmol 3anpoca.

B mapamerpax JupeKTHBBI YKa3bIBAIOTCs [IEPEMEHHBIE JIJIsi MAPIIPyTU3aIi. 1To0bI BHIOPATh CepBep,
Ky/ia TepeIaeTcst TOCTYIUBINNIA 3aIIpOC, UCIIOIL3YeTCs MepBast HEIyCTasl MePEMEHHAsT; OHA 3aTeM CpaB-
HUBAETCS C IAapaMeTpoM sid JUpeKTHBBI server. Ecim BbIOpaTh cepBep He yIAaeTCsl WM BBIOPAHHBII
cepBep He MOXKeT 00paboTaTh 3ampoc, TO OyAeT BHIOPaH JIPYTOil cepBep COrIACHO HACTPOEHHOMY METOJLY
6aJIAHCUPOBKH.

3neck Angie PRO umer npenrudukarop MmapiipyTa B cookie route, 3aremM B apryMeHTe 3a1poca route:

N

upstream backend {
server backendl.example.com:8080 "sid=server 1";
server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

Pexxum learn (PRO 1.4.0+)

B sTom pexkume 115 mpUBS3KU KIMEHTA K KOHKPETHOMY ITPOKCHPYEMOMY CEPBEPY HCIOJIB3YETCS TIHA-
MHUYECKU TeHePUPYEeMbIil KJII04d; OH O0jiee THOOK, TAK KAK HA3HAYAET CEPBEPHI HA X0y, XPAHUT CEAHCHI B
30He 00IIell TaMSATH U IO/[JIEPXKUBAET PA3IMIHBIE CIIOCOOBI ITEPEIavin UACHTU(PUKATOPOB CECCHUil.

3/1ech ceccust cO3/1aeTcsl Ha OCHOBE OTBETa MpoKcupyeMoro ceppepa. C mapamerpamu create u lookup
[IEPEUNCISTIOTCS TIePEMEHHBIE, YKA3bIBAIOIINE, KAK CO3IAI0TCs HOBBIE U UIIYTCsl CYIIECTBYOIIME CECCHUH.
O6a mapameTpa MOXKHO HCIIOJIB30BATH 10 HECKOJIBKY Pas3.

W nentudukaropoM ceccun CIyKUT 3HAUEHNE TEPBOIl HEIyCTOI ITepeMeHHo, yKa3aHHO# ¢ create; Ha-
[IPUMeED, 3TO MOXKET OBITh cookie ¢ NPoKCUPYeMO20 CEPBEPQ.

Ceccun xpaHsITCsl B 30HE ODITE TaMsITH; ee UMsI U pa3Mep 3aJIaloTcsd apaMeTpoM zone. Ecim k ceccun
He ObLIO OOpaleHuil B TeueHne BpeMeHu timeout, oHa yjassercsd. 3HadeHne 1o yMoadanuio — 10 MuHyT.

Tocnemyroniue 3ampocsl OT KJIUEHTOB, YKEJIAIONUX UCIOJIb30BATD CECCUIO, JOJIKHBI COIEpPKATH €e MJIeH-
THMUKATOD, IPUIEM TakK, ITOOBI OH IIOTAJI B HEIIYCTYIO MEPEMEHHYIO, YKa3aHHYI0 ¢ lookup; TOrja ero
3HaveHue OyJIeT COIMOCTABJIEHO C CecCUsiMU B 00IIeii namsTu. Eciau BeIOpaTh cepBep He yaeTcs WU Bbl-
OpaHHBII cepBep He MOKeT 00paboTaTh 3a1poc, TO OYAeT BBIOPAH JIPYTOil cepBep COrIaCHO HACTPOECHHOMY
MeToy OaJaHCHPOBKH.

ITapamerp header mo3BOJISIET CO3/IATH CECCUIO CPA3y IOCJE MOJIYI€HUs 3ar0JI0BKOB OTBETA OT IIPOKCUPY-
eMOro cepBepa. Be3 Hero ceccusi co3zaeTcs TOJIBKO IIOCJIE 3aBePINeHns: 00paboTKU 3arpoca.

B npumepe Angie PRO cosmaer ceccuio, ycranasiusas B oTBere cookie ¢ nMmeneMm examplecookie:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky learn
create=$upstream_cookie_examplecookie
lookup=$cookie_examplecookie
zone=client_sessions:1im;
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sticky secret

Hobasneno B Bepcuu 1.2.0: Angie

Iobasseno B Bepcun 1.1.0-P1: Angie PRO

Cunrakcuc sticky_secret cmpoxa;
Ilo ymomua- —

HUIO

Konrekcr upstream

Hobasiisier cmpoky Kax cosib B pyuxmumio MD5-xammmpoBanust /st IUPEKTUBHI Sticky B peknMax cookie
u route. Ompora MOXKET COIEPKATDH IIePEeMeHHbIe, HAIpuMep $remote_ addr:

upstream backend {
server backendl.example.com:8080;
server backend2.example.com:8080;

sticky cookie cookie_name;
sticky_secret my_secret.$remote_addr;

J

Couib J106aBJIsIeTCs TIOC/Ie XIMIMPYEMOT0 3HAYEHUsI; YTOObI HE3ABUCUMO IIPOBEPUTH MEXAHI3M XIIIHMPOBa-
HUS:

[$ echo -n "<VALUE><SALT>" | md5sum J

sticky _strict

Iobasyiero B Bepcun 1.2.0: Angie

Hob6asmeno B Bepcun 1.1.0-P1: Angie PRO

Cunraxcuc sticky_strict on | off;
Ilo ywmomua- sticky_strict off;
HUIO

Konrtekcr upstream

IIpu Brumouennu Angie PRO 6yzer Bozspamars kiuenty ommbky HTTP 502, eciu xkejaemblii cepsep
HEJIOCTYIIEH, BMECTO HCIIOJIb30BAHUsI JIFOOOTO JIPYrOro JOCTYITHOTO CepBepa, KaK 9TO ITPOUCXOJINT, KOIIa
B TPYyIIIEe HET JOCTYIIHBIX CEPBEPOB.

upstream
Cunrakcuc upstream uma { ... }
Ilo ymomua- —
HUIO
Konrekcr http

OnumceiBaer rpymiy cepBepoB. CepBepbl MOT'YT CJIYIIATh HA Pa3HBIX IOpTax. Kpome TOro, MOKHO OIIHO-
BPEMEHHO HCIIOJIb30BaTh ceprepsl, caytratomniue Ha TCP- 1 UNIX-cokerax.

IIpumep:
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upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

server backupl.example.com backup;

J

ITo yMOJIMaHWIO 3aIIPOCHI PACHPENEJIsIOTCs 110 cepBepaM NuK/Andeckn (B pexkume round-robin) ¢ ydve-
TOM BECOB CEPBEPOB. B BBIMENPUBEIEHHOM IIpUMeEpEe KaXKIble 7 3aIpOCOB OYIyT pacIpeiesieHbl Tak: b
3ampocoB Ha backendl.example.com u 110 OHOMY 3aIlpoCy Ha BTOPOIt W TPETHit CepBEPHI.

Eciu npu nonbiTke paboThl ¢ CEPBEPOM IIPOUCXOIUAT OIMIUOKA, TO 3AIIPOC IEPEIAETCS CJIELYIONIEMY Cep-
BEpY, U TaK JlaJiee JO TeX IIOpP, IOKa He OyyT olpobOBaHBI Bce paboTaomue cepBephl. Ecim He yracTcs
[TOJIy9UTh YCHEIIHBIA OTBET HU OT OJHOIO U3 CEPBEPOB, TO KJIMEHTY OyJieT BO3BPAIIEH Pe3YJIbTaT pabOThI
C TIOCJIETHUM CEPBEPOM.

zone
CunaTakcuc zone umsa [pasmepl;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sajiaer UM U pa3Mep 30HBI Pa3lesisieMOll MaMsTH, B KOTOPO XPaHsITCs KOH(MUIypalus IPYIIbl U ee
pabodee cocTosiHUE, pa3le/isgeMble MeXKIy pPabouuMu IporeccaMu. B OmHOI U TOil »Ke 30He MOr'yT ObITh
Ccpa3y HEeCKOJIBKO TPYIII. B 3ToM ciiydae J0CTATOYHO YKAa3aTh pa3Mep TOJIbKO OJINH Pas3.

BcTpoeHHble nepemeHHble

Momynps http_upstream mojaepKuBaeT CJIEAYIONINEe BCTPOEHHBIE TIEPEMEHHBIE:

$upstream_addr

xparuT [P-agpec u mopt mm myrs k UNIX-cokery cepBepa rpymmsl. Ecim npu 06padboTke 3ampoca ObLIn
¢/ieJTaHbl OOpAIeHnsT K HECKOJBKUM CEPBEpaM, TO UX aJIpeca Pa3JIesIAioTCs 3aIsITOM, HAIPpUMED:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

Ecan npousorniiio BHyTpeHHee ITepeHanpaBIeHne OT OJHOM I'PYIIIBI CEPBEPOB HA, JIPYTYIO C MTOMOIIBIO «X-
Accel-Redirect» nmu error page, T0 aapeca, COOTBETCTBYIOIINE PA3HBIM IPYIIIIAM CEPBEPOB, PA3IE/ISIOTCS
JBOETOYMEM, HAIIPUMED:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

Eciu cepsep He MoxkeT ObITh BBIOpAH, TO IIEPEMEHHAsT XPAHUT UMSA 2DYNNbL CEPEEPOS.
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$upstream_bytes_received

qucio HaiiT, MOoJyYEeHHBIX OT CepBepa IPYIIbl. SHAYEHUs] HECKOJIbLKUX COEJIMHEHNN Pa3esisioTCs 3alls-
TBIMU U JIBOETOUUSIMU TI0JIOOHO aJIpecaM B NlepeMeHHON Supstream  addr.

$upstream_bytes_sent

qucJ1o OailT, MepeJaHHBIX Ha CEPBEP IPYIIIbl. SHAYEHUS] HECKOJIBKUX COEINHEHUN Pas3IesIsTiOTCs 3AIIATHIMUI
U JIBOETOUUSIME TIOJI00HO aJIpecaM B IepeMeHHoN Supstream_ addr.

$upstream_cache_status

XPAHHUT CTATYC JIOCTyIa K K311y orBeToB. CraTyc MoxkeT ObITh oxauM n3 MISS, BYPASS, EXPIRED, STALE,
UPDATING, REVALIDATED nan HIT:

e MISS: OTBer He HalijileH B K3IIe, U 3aIIPOC MIEPEAH HA CEPBEP.
e BYPASS: K»amr oboiiieH, 1 3amipoc HAIPSIMYIO TIepeiaH Ha CepBep.
e EXPIRED: OTBer B K3Ille ycTapej, U Ha CEepBEP IMepPeaH HOBBIIl 3a1Ipoc Jjisi OOHOBJIEHHsSI KOHTEHTA.

e STALE: OTBer B K3IIle yCTapeJI, HO MO-IIPEKHEMY IIePeIaeTCs KJINEHTAM, IOKa, Yepe3 KAKOe-TO BPeMst
He IPOon30iiieT OOHOBJIEHIE KOHTEHTA C CEPBEPA.

e UPDATING: OTBer B K3Ille ycTapes, HO MHO-TIPEKHEMY IepeiaeTcs KJMEHTaM, IOKa y¥Ke HIyIee
OOHOBJIEHIE KOHTEHTa C CEPBEPA HE 3aBEPIIHUTCH.

e REVALIDATED: OTBer B K3IIle ycTapesi, HO OBbL yCIIEITHO IeperpoOBEPEH U He HYKIaeTCs B OOHOBJIE-
HHUU C cepBepa.

e HIT: OrBer ObLI B34T U3 KIIIA.

Ecau 3amnpoc nomen B 06xo Ka1ra 6e3 obpallennst K HeMy, IepeMeHHasl He yCTAHABIMBACTCS .

$upstream_connect_time

XPAHUT BpeMsl, 3aTPAUYeHHOE Ha YCTaHOBJIEHHE COEJIMHEHUsI C CEPBEPOM I'PYIIIBI; BPeMsl XPAHUTCS B Ce-
KYHJIaX C TOYHOCTBIO JI0 MUJLIHCEKYHI. B ciyuae SSL Brjtouaer B cebsi BpeMsi, IOTPaYeHHOe Ha PYKO-
noxkaTtue. BpeMeHna HECKOIBKUX COEMHEHUN PA3/IeIIOTCs 3AlATBIMU U JTBOETOUYNAMY ITOIO0HO aJpecam
B 11epeMenHoii $upstream addr.

$upstream_cookie_ ums

cookie ¢ yKasaHHBIM HMEHEM, IIepeIaHHbI cepBepoM rpymmbl B mose «Set-Cookie» 3arosoBka orBera.
Heobxomumo nmeTs B BuLy, 9To cookie 3allOMUHAIOTCS TOJHKO U3 OTBETA MOCJIETHETO cepBepa.

$upstream_header_time

XPaHUT BpeMsl, 3aTPadeHHOe Ha IIOJIydeHHe 3ar0JIOBKa OTBETa OT CepBepa I'PYIIIIbI; BPeMs XPAHUTCS B
CEeKyHJIaX C TOYHOCTBIO JI0 MUJIJINCEKYH/I. BpeMeHa HeCKOJIbKUX OTBETOB Pa3JIeJIsAI0TCs 3aIISIThIME U JIBOE-
TOYUAME TOJOOHO aJpecaM B epeMeHHON Supstream  addr.
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$upstream_http_ mms

XpaHsT IMOJIsl 3ar0JIOBKA OTBeTa cepBepa. Hampumep, mojie 3arojioBKa OTBETa «Servers JIOCTYIHO B ITe-
pemennoit $upstream_ http server. IlpaBuia npeoGpa3oBaHus MMEH IIOJIEH 3ar0JIOBKA OTBETA B MMEHA
[IEPEMEHHBIX TaKue Ke, Kak Jyist epeMeHHbIX ¢ npedukcom «$http  ». Heobxomumo umers B By, 9TO
IIOJIA 3ar0JIOBKA 3alIOMUHAIOTCA TOJIBKO U3 OTBETa IOCJEIHEro cepsepa.

$upstream_queue_time

XPAHUT BpEMsi, POBEJIEHHOE 3aIllPOCOM B ouepedyu 10 OYEepPEeHOTO BBIOOpA CepBepa W BBIPAXKEHHOE B
CEeKYHIAX C TOYHOCTHIO JI0 MILIACEKYHI. BpemeHa HECKOJbKHX IOIBITOK PA3EISIOTCS 3alsiThIMA 1
JIBOETOUMAIME TIOJO0HO aIpecaM B EPeMeHHoN Supstreamn  addr.

$upstream_response_length

XPAHUT JJINHY OTBETA, [TOJIyIEHHOTO OT CepBepa IPYIIIIbL; AJINHA XPAHATCs B Oaiirax. JJIHHbI HECKOTBKUX
OTBETOB PA3/IeJISIIOTCsl 3alATBIMU U JIBOETOUUSIMU TIOJOOHO aJpecaM B epeMeHHoit Supstream  addr.

$upstream_response_time

XPpaHUT BpeMsl, 3aTpadeHHOe Ha IIOJIyUeHNe OTBETa OT CepBepa I'DYUIILI; BPeMs XPaHUTCS B CEKYHJIaX C
TOYHOCTBIO JI0O MUJITUCEKYH[I. BpeMeHna HECKOJILKUX OTBETOB PA3E/SIOTCS 3AISTHIMU U JBOETOUUSIMEI
oI00HO ajpecaM B mepeMenHoit Jupstream addr.

$upstream_status

XPAHUT CTATyC OTBETAa, IOJIyYeHHOI'O OT cepBepa Ipyiibl. CTaTyCchbl HECKOJIBKUX OTBETOB PA3JIEJISIIOTCS
3AIATHIMU U JBOETOYUSIMU MOJO0HO ajpecaM B mepeMennoit $upstream addr. Ecau cepsep He MOXKeT
ObITh BLIOpaH, TO epeMenHas xpanut craryc 502 (Bad Gateway).

$upstream_sticky_status

Craryc IpUBSI3aHHBIX 3AIIPOCOB.

" 3ampoc OTIpaB/ieH B I'PYIIILY CEPBEPOB, IJIe IPUBS3KA HE BKJIOUYEHA.

NEW 3ampoc He cOoIepXKUT UH(POPMAIMK O IIPUBSA3KE K CEPBEPY.

HIT 3amnpoc ¢ MPUBA3KON OTIIPABJICH Ha >KEJIAEMBII cepBep.

MISS 3ampoc ¢ IpUBA3KO OTIIPABJIEH Ha CEPBEP, BRIOPAHHBIN 110 aJrOPUTMY OaJIaHCH-
POBKH.

CraTychl U3 HECKOJIBKUX COEIUHEHUI Da3IeIAI0TCH 3alIATHIME U JBOCTOUNSIMHA MOZOOHO apecaM B Iie-
pemenHoit $upstream addr.
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$upstream_trailer_ ums

XPaHUT I10JId U3 KOHIIAa OTBETa, IIOJIyYeHHOI'O0 OT cepBepa I'PYIIILL.

Upstream Probe

Peasinzyer akrusnble npoBepku paborocrnocobunocru (health probes) mus Upstream.

Mpumep koHurypayun

server {
listen ...;

location @probes {
proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=5s
test=$good
essential
fails=3
passes=3
max_body=10m
mode=idle;

OupekTnssbl
upstream_ probe (PRO)

Hobasneno B Bepcuu 1.2.0: PRO

Cunrakcuc upstream_probe umsa [uri=adpec] [port=wucao] [interval=epems] [method=memod|
[test=ycrosue] [essential [persistent]] [fails=wucao] [passes=wucao]
[max_body=pasmep| [mode=always|idle|onfail[;

Ilo ymomua- —

HHIO

Konreker location

3ajaeT aKTUBHYIO IIPOBEPKY PAbOTOCIIOCOOHOCTU CEPBEPOB TEX uUpSirearm, KOTOPbIe YKAa3aHbI B JINPEK-
THBaX Prory pass, uwsgi pass W T. J. B TOM JKe KOHTeKCcTe location, rjge HaXoguTcs IUPEKTUBA
upstream_probe. [Ipu stom Angie PRO peryispHO BBINIOIHSIET 3aIpOChl COMVIACHO yYKA3aHHBIM Tapa-
MeTpaM K KaKJIOMY CepBepY B COCTaBe aIllCTpHMA.

CepBep IPOXOJUT IIPOBEPKY, €CJIM 3aIlPOC K HEMY YCIIEIITHO BBIMIOJIHSAETCSI C YYEeTOM BCEX MapaMeTpoB
caMoil TMPEeKTUBbI upstream_probe m BceX ImapaMeTpPOB, BIUAIONINX HA HUCIOJb30BAHUE AIICTPUMOB TEM
KOHTEKCTOM location, rjie oHa 3ajaHa. DTO KacaeTcs B TOM UHCJE JIUPEKTUB proxy nexl upstream,
uwsgi_next upstream u up., a Takke prory set header m T. .
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Yr0o6BI HCIOIB30BATE ITPOBEPKH, B AIICTPUMe HEOOXOMMA 30Ha paseseMol namsatu (zone). st oqHoro
AIICTPUMA MOXKHO OIIPEIEe/INTh HECKOJIBKO ITPOBEPOK.

MoryT 6bITH 3a/1aHBI CJIEAYIONINE TAPAMETPHIL:

uMsa O06s13aTeIbHOE MMST TTPOBEPKH.

uri URI 3ampoca, KOTOpBIit 700aBIIA€TCA K APTyMEHTY PTroTy  pass, uwsgi  pass U T. 1.
ITo ymosrqanuio — /.

port AJIbTepHATUBHBIN IOPT JIJTs 3AIIPOCA.

interval WMurepsan mexmy nposepkamu. [lo ymosraanmio — 5s

method HTTP-meron 3ampoca mpoBepku. [To ymosrgannio — GET.

test IIpoBepsiemoe mpm 3arpoce ycjIOBHe; 33JIaeTCs CTPOKON € IepeMeHHBIME. Eciu
pe3yabTaT MOJCTAHOBKH IlepeMeHHBIX — "" mim "0", mpoBepKa He IIPOiijieHa.

essential Ecan napamerp 3aj1aH, TO N3HAYAIBLHO COCTOSTHUE CEPBEPA HOJIEZKUT YTOTHEHHIO
7 KJIMEHTCKUE 3aIPOCHI HE TIePEIaloTCs €My, TIOKa IIPOBEPKa He OyeT mpoiiieHa.

persistent VcraHOBKa 9TOr0 mapameTrpa TpebyeT cHadasia BKIIOYUTh essential; cepBepsl ¢

persistent, paboraBmuiue 70 nepe3arpy3Ku KOHMUIYPAIIH, HAUHHAIOT 101y 9aTh
3aI1poChl 6€3 HEOOXOAMMOCTH CHAYAJIA TIPOATH 3Ty IIPOBEPKY.

fails YHucio mocsie1oBaTeIbHBIX HEYCIENTHBIX 3aIIPOCOB, TP KOTOPOM IIPOBEPKA CUU-
TaeT cepBep Hepaboratormum. [lo ymosraanmio — 1.

passes Yuciio moc/ie[0BaTeNIbHBIX YCIENTHBIX 3aIIPOCOB, IIPU KOTOPOM IIPOBEPKA CUUTAET
cepsep pabortaromum. [To ymomraanuio — 1.

max_body MaxkcrMaabHBIT 00beM TaMATH [ Teja oTBera. [lo ymomyanuio — 256k.

mode Pexxum 11poBepku B 3aBHCHMOCTH OT PabOTOCIOCOOHOCTH CEPBEPOB:

e always — cepBepbl IPOBEPAIOTCA HE3aBUCUMO OT COCTOSHUS;
e idle — TWPOBEPSIOTCS HEPAOOTAIONINE CEPBEPHI, a TaKyKe CepBEpbI, TIE C
[OCJIEJTHET0 KJIMEHTCKOT'O 3allpoca IIPOIILJIO BpeMd interval.
e onfail — MPOBEPAIOTCS CEPBEPDHI TOJBKO B HEPAOOTAIOIIEM COCTOSHUU.
IIo ymomuanmio — always.

IIpumep:

upstream backend {
zone backend 1m;

server backendl.example.com;
server backend2.example.com;

}

map $upstream_status $good {
200 "1y
}

server {
listen ...;

location @probes {
proxy_pass http://backend;

upstream_probe backend_probe

uri=/probe

port=10004

interval=>5bs

test=$good

essential

persistent

fails=3
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passes=3
max_body=10m
mode=idle;

Heranu paborsr:

e ll3HavaabHO cepBep He MOIydaeT KJINEHTCKHUE 3aIllpOChl, IOKa He MPOIeT 6ce 3aaHHbBIE /I HETO
NPOBEPKH C MapaMeTpoM essential (mpormyckasi MoMeYeHHBbIE Kak persistent, eciun koHburypa-
Ml Tlepe3arpy»KeHa 1 JI0 3TOrO cepBep cunrasicsi paborarormum). Ecin Takux MpoBepoK HET, cepBep
CUNTAETCST PAOOTAIOIIIIM.

o Cepsep cunTaeTcst HepabOTAIONIUM U HE TIOJIY9aeT KJIMEHTCKUE 3alIPOCHI, €CJIH KaKaA-AU00 38 TaHHAsT
JITsT HETO ITPOBEPKA JIOCTUraeT cBoero mopora fails mim caMm cepBep JIOCTHraeT mopora maz  fails.

e Yro0b! Hepa6OTaIOHI,I/Iﬁ cepBep CHOBa MOI' CHUTATbCHA pa60TaIOHJ,HM7 6Ce 3a/laHHbIC JIJIgd HEro 1Ipo-
BEPKU JTOJIZKHBI JIOCTUYb CBOET'O TOpOTra passes; IMOCJIC 9TOTO YIUThIBACTCA IIOPOT 7’77,(1,.’17_')((1,7;15.

BcTpoeHHble nepemeHHble

Momynb http_upstream_probe MOIEPKUBAET CJIECIYIONINE BCTPOECHHBIE TTEPEMEHHBIE:

$upstream_probe (PRO)

Wmst akTUBHOI ceitvac nmpoBepKu upstream.  probe.

$upstream_probe_body (PRO)

Teso orBeTa OT cepBepa, MOIYYEHHOTO IIPU IIPpOBEPKe upstream _probe. Ero pa3mep orpaHndeH napamer-
poMm max_body.

UserlD

Bouraer cookie jyist miaentuduxanun kiauentos. s 3ammcu B Jior MOJIyYEeHHBIX M BBLIAHHBIX cookie
MOXKHO HCIIOJIb30BATh BCTPOEHHBIE TepeMenHble Suid golt m $uid set. Mojysb COBMECTHM C MOJLyJIEM
mod uid st Apache.

Mpumep koHurypayun

userid ;

userid_name uid;

userid_domain example.com;

userid_path /8

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
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AduvpekTunsbi
userid
Cunraxcuc userid on | vl | log | off;
Ilo ymomua- wuserid off;
HUIO
Konrekcr http, server, location

Paspemaer win 3amnperaer Bblgady cookie u 3amuch IPUXOISIIX cookie B JIOT:

on paspermaer BbIaady cookie Bepcuu 2 W 3alKCh MPUXOIAIINX cookie B jior;

vl paspermaer Bbmady cookie Bepcuu 1 u 3amnch TPUXOIAIIUX cookie B Jjior;
log 3aIpeniaer BeIIady cookie, HO pa3pelaer 3alKCh MPUXOILAIINX cookie B Jior;
off 3alpeniaer Bbliady cookie u 3anmchk mpuxomsmmx cookie B JIor.

userid _domain

Cunrakcuc userid_domain ums | none;
Ilo ywmomua- userid_domain none;

HHIO

Konrekcr http, server, location

Sazaer moMeH, [JIst KOTOPOro ycraHasausaercsa cookie. [Tapamerp none 3ampelnaer BELIABATD JOMEH IS
cookie.

userid _expires

Cunrakcuc userid_expires spema | max | off;
Ilo ywmomua- userid_expires off;

HUIO

Konrekcr http, server, location

3amaer BpeMsi, B TedeHHE KOTOPOro Opaysep mosken xpanuth cookie. ITapamerp max ycramasimBaer
cpok xpanenusi cookie o 31 gexabpst 2037 roma 23:55:55 GMT. Ykasanue mapamerpa off mo3Bossier
OT'PaHUYUTHL BpeMs JieficTBus cookie ceccueit 6pay3epa.

userid _flags

Cunrakcuc userid_flags off | guae ...;
Ilo ywmomua- userid_flags off;

HUIO

Konrekcr http, server, location

Ecan nmapamerp me off, 3amaerT ogWH WM HECKOJBKO JIOMOJHUTEIBHBIX (DIAroB M cookie: secure,
httponly, samesite=strict, samesite=lax, samesite=none.
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userid mark

Cunrakcuc userid_mark 6yxea | yugpa | = | off;
Ilo ywmomua- userid_mark off;

HUIO

Konrekcr http, server, location

Ecmm mapamerp me off, BK/IIO9aeT MeXaHU3M MapKHPOBKHU cookie W 3a/1aeT CHMBOJI, UCIOJIb3YEMBbIH B
Ka4eCcTBe METKU. DTOT MEXAHU3M II03BOJISET JOOABUTD MM U3MEHUTH userid  p3p u/uiau BpeMsl XpaHeHHst
cookie, HO IIPU 9TOM OCTaBUTH HEM3MEHHDBIM UICHTU(MUKATOP KIreHTa. MeTKoit MoXKeT ObITh J1t00ast OyKBa,
aHrymiickoro andasura (€ yueToM perucrpa), mudpa uin 3HAK «=».

Ecnm meTka 3a7aHa, TO OHa, CPABHUBAETCS C TIEPBBLIM JIOTIOJIHSIIOIIM CUMBOJIOM B base64 mpejicTaBieHIn
nIeHTHUKATOPA KJINEeHTa, epegaBaeMoM B cookie. Ecyin onn He coBmamaroT, To cookie mepernochliaercs
C 3aJIAHHOIT METKOIf, BpeMeHeM XpaHeHHUs W 3aroioBKOM «P3P».

userid name

Cunrakcuc userid_name ums;
Ilo ywmomua- userid_name uid;
HUO

Konrekcr http, server, location

3anaer ums cookie.

userid_p3p
Cunraxcuc userid_p3p cmpoxa | none;
Ilo ywmomua- userid_p3p none;
HUIO
Konrekcr http, server, location

Sajiaer 3HAUYEHME 11 11015 3arosioBKa «P3P», Koropoe Oyier BoiaBaThbest BMecte ¢ cookie. Eciin 3a1am0
CITeruaJIbHOe 3HaYeHre none, To B OTBeTe He Oyaer 3arojoBka «P3P».

userid_path
Cunraxcuc userid_path nymu;
Ilo ywmomua- userid_path /;
HUIO
Konrekcr http, server, location

3ajaeT myTh, JJIsi KOTOPOT'O yCTaHABINBAETCs cookie.
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userid service

Cunrakcuc userid_service nomep;

Ilo ywmomua- userid_service <IP-agmpec cepBepa>;
HHIO

Konrekcr http, server, location

Eciin npenTudukaTopbl BbIIAIOTCS HECKOJILKUMU CepBepaMu (CEPBUCAMHE ), TO KazKJIOMY CEPBUCY CJIEILyeT
Ha3HAYUTH CBOI COOCTBEHHBII HOMEp, IJIs 00ECIIeUeHNs YHUKAJIHHOCTH BBIIABAEMBIX UIEHTHMOUKATOPOB
kueHToB. Ilo ymosrganuio st cookie mmepBoit Bepcuu MCMOJb3yeTcs Hob. st cookie BTOpoit Bepcuu
110 YMOJTYAHUIO UCIOJIB3YETCs THCJI0, COCTABICHHOE U3 MOCIeHIX deThipex okTeToB [P-ajpeca cepsepa.

BcTpoeHHble nepemeHHble
$uid_got

WNwms cookie m mosryaeHHbIil maeHTH(OUKATOP KINEHTA.

$uid_reset

Ecin 3navenmneM siBiisieTcsi HelycTasi CTpOKa He paBHasi 0, TO KJIMEHTCKHE HUJIeHTU(PUKATOPHI MePeBbI-
npaforesi. CriermapbHoe 3HadeHne 1og JOMOJIHUTEIBHO IPUBOUT K BbIatde COOOIIEHUIN O ITePEeBhIIAHHBIX
nnenTudukaTopax B error_log.

$uid_set

Nwmst cookie u BbIIaHHDBINA MIEHTUPUKATODP KJIHMEHTA.

uWSGI

ITosBosisier mepemaBars 3amnpockl uWSGI-cepsepy.

Mpumep koHdurypauymn

location / {
include uwsgi_params;
uwsgi_pass localhost:9000;

OupekTussbl

uwsgi_bind

Cunrakcuc uwsgi_bind adpec [transparent| | off;
Ilo ymomua- —

HHIO

Konrekcr http, server, location
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Sazaer JiokabHbIi [P-agpec ¢ Heobs3aTEIBHBIM IIOPTOM, KOTOPBIN Oy/1eT UCIOJIb30BATHCS B UCXOISIIIX
COEJIMHEHUsIX C UWsgi-cepBepoM. B 3HaueHnn mapamerpa JIOMYCTHMO UCIOJIb30BaHue rnepeMeHHbix. Crre-
nuajbHOe 3HadeHue off OTMeHsieT JIefCTBHE yHACIEIOBAHHON C IPENBIIYINEro YPOBHS KOH(MUIYpAIUU
JIUPEKTUBBI uwSgi_ bind, TO3BOJIsISI CHCTEMEe CaMOCTOSITEILHO BBIONPATh JoKaabHbI [P-anpec u mopr.

ITapamerp transparent mo3BosisieT 3a7aTh HeJOKaJbHBIH [P-anpec, KoTOpbIit OyIeT UCIOIH30BATHCHA B
UCXOJIAIIUX COEIMHEHUSIX C UWSEi-cepBepoM, HarpuMep, peaibublii I[P-anpec kiamenra:

[uwsgi_bind $remote_addr transparent;

st paboThl mapamMerpa 0ObIMHO Tpebyercs 3amycTuTh paboune mnpormecchl Angie PRO ¢ npusmiernsvu
cynepnoavzosamenrs. B Linux aTo He Tpebyercst, TaK KaK €CJIM yKa3aH IHapaMeTp transparent, To pabodue
nporeccsl Hacsaeayor capability CAP_NET RAW u3 ryiaBHOrO IIpoIiecca.

© Baxmno

Heobxommmo HacTpouTh TAOIUILy MapIIPYyTH3ANNNA Spa JJIS IMepexBaTa CeTeBOro TpaduKka ¢ Uwsgi-
cepsepa.

uwsgi _buffer_size

Cunrakcuc uwsgi_buffer_size paswmep;
IIo ymonua- uwsgi_buffer_size 4k|8k;
HUIO

Konrekcr http, server, location

Samaer pasmep Oydepa, B KOTOpBIi OyJeT YUTAThCs MEpBasg YaCTh OTBETA, MOJYIAeMOro OT UWSEZi-
cepBepa. B 310it acTu orBeTa 0OBIYTHO HAXOAUTCS HEDOJBINON 3ar0/I0BOK 0TBeTa. 110 ymMordanuio pasmep
oiHOrO Oydepa paBeH pa3Mepy CTPAHUILI MaMATH. B 3aBucuMocTtu ot miardopmbl 3to win 4K, nnn 8K,
OJIHAKO €r0 MOXKHO CJIeJIATh MEHBIIIE.

uwsgi _buffering

Cunrakcuc uwsgi_buffering paswmep;

Ilo ymonmua- uwsgi_buffering on;

HUIO

Konrekcr http, server, location

on Angie PRO npunnmaer orBer uwsgi-cepBepa Kak MOXKHO ObICTpee, COXPaHsIs ero

B Oydepnl, 3ajaHHble JUPeKTHBaAMU uwsgi buffer size m uwsgi  buffers. Ecam
OTBET HE BMEIAETCH IEJUKOM B IMAMSTb, TO €r0 JaCTh MOXKET ObITh 3aINCAHA
HA JIUCK BO 6peMeHmblil (hats. 3amuch BO BpeMeHHbIE (DalIbl KOHTPOJIUPYETCS
JUPEKTUBAMY uwsgi _maz_temp file size m wwsgi_temp_ file write_ size.

off OTBeT CHHXPOHHO MEPEJIAeTCs KJIHUEHTY Cpa3y Ke [0 Mepe €ro IOCTYILICHUSI.
Angie PRO He mbiTaercst cauTaTh BeCh OTBET uwsgi-cepBepa. MakcumasbHBII
pa3mep jaHHbX, KoTopblit Angie PRO MoxkeT npuHsaTh OT cepBepa 3a OIUMH pas,
3a/1aeTcs IUPEKTUBON uwsgi  buffer size.

Bydepuzarus moxker ObITH TAK:Ke BKJIIOYEHA WJIM BBIKJIIOYEHA IIYTEM HEPEIAdd 3HAYCHUS <yesy WJIH
«no» B nosie «X-Accel-Buffering» 3arosoBka orBera. 9Ty BO3MOYKHOCTH MOYKHO 3aIIPETUTH C MOMOIIHIO
JUPEKTUBBL uwsgi ignore_headers.
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uwsgi _buffers

Cunrakcuc uwsgi_buffers wucao pasmep;
ITo ymomya- uwsgi_buffers 8 4k|8k;
HUO

Konrekcr http, server, location

Sasaer uncyo u pazmep 6ydepoB it OTHOTO COEIMHEHNUsI, B KOTOPBIE OYIeT YUTATHCS OTBET, [TOJLY IaeMbIii
oT uwsgi-cepsepa. ITo ymomaanuio pasmep omHoro 6ydepa paBeH pa3Mepy CTPAHUILI. B 3aBUCHMOCTH OT
wiardopmsl 310 win 4K, nan 8K.

uwsgi busy buffers size

Cunrakcuc uwsgi_busy_buffers_size pasmep;
ITo ymomya- uwsgi_buffers 8k|16k;

HUIO

Konrekcr http, server, location

IIpu BRIIOUEHHON Oyhepusanuy OTBETOB UWSEZi-cepBepa, OrpaHHINBAET CYMMAPHBIA pasmep Oydepos,
KOTOPBIE MOTYT OBITh 3aHSTHI JJIS OTIIPABKYU OTBETa KJIMEHTY, [TOKA OTBET eIle He MPOYUTAH IEJTHMKOM.
Ocrasinecst 6ydepbl TeM BpeMeHEM MOTYT HCIIOJIb30BATHCS JIJIsT 9TEHUsI OTBETA W, TIPH HEOOXOIUMOCTH,
Oyepusaiuu 4acTu OTBeTa BO BpeMeHHbI daiiin. [To ymMoruanuio pasMep orpaHUYeH BeJIMIMHON JBYX
OydepoB, 3aJlaHHbIX JUpeKTUBAMU uwsgi buffer size m uwsgi_ buffers.

uwsgi cache

CunTakcuc uwsgi_cache sona | off;
Ilo ywmomua- uwsgi_cache off;
HUIO

Konrekcr http, server, location

SajaeT 30HY paziessieMoil MaMsTH, UCI0JIb3yeMoil st KammpoBanus. OHa 1 Ta Ke 30Ha MOYKET UC-
MIOJIb30BATHCA B HECKOJILKUX MecTaX. B 3HavueHnn mapamMeTpa MOXKHO UCIOJIb30BATh IEPEMEHHBIE.

off 3aIpeniaeT KIMMPOBAHNE, YHACIEIOBAHHOE C IPEIBIAYINEr0 YPOBHS KOHMUTypa-
AN

uwsgi _cache _background _update

CunTakcuc uwsgi_cache_background_update on | off;
Ilo ywmomua- uwsgi_cache_background_update off;
HUTO

Konrekcr http, server, location

IlozBossieT 3amycTuTh (DOHOBBIN TOI3APOC [1JIsi OOHOBJIEHUS [IPOCPOYEHHOIO JIEMEHTA K3IIIa, B TO BPEMsI
KaK KJIMEHTY BO3BPAIA€TCs YCTaPEBIINiT KIIIUPOBAHHBIII OTBET.
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A Buaumanune

Vcnonb3oBanme ycrapeBIero K3mupoBAHHOIO OTBETA B MOMEHT ero OOHOBJIEHUS IOJIKHO OBITH pa.3-
PEWEHO.

uwsgi_cache _bypass

CunTakcuc uwsgi_cache_bypass ...;
Ilo ymomua- —

HUTO

Konrekcr http, server, location

3ajiaer ycJIOBUsi, IIPU KOTOPBIX OTBET He Oyner OGparbesi w3 Kaiia. FKcim 3HaveHne Xorsi ObI OJHOIO W3
CTPOKOBBIX TIAPAMETPOB HelrycToe U He paBHO «0», TO OTBeT He Oepercs U3 KIIa:

uwsgi_cache_bypass $cookie_nocache $arg _nocache$arg_comment;
uwsgi_cache_bypass $http_pragma $http_authorization;

MozkHO HCII0JIB30BATH COBMECTHO C JIMPEKTUBON uwsgi no  cache.

uwsgi _cache _key

CunTakcuc uwsgi_cache_key cmpoxa;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sajiaer KJIFOY JIJIsi KINIUPOBAHMUSI, HAIIPUMED,

[uwsgi_cache_key localhost:9000$request_uri; ]

uwsgi_cache lock

Cunraxcuc uwsgi_cache_lock on | off;
Ilo ywmomua- uwsgi_cache_lock off;
HUIO

Konrekcr http, server, location

Ecnu BrIIIOYEHO, OJHOBPEMEHHO TOJIBKO OIHOMY 3alpocy OyZeT IO3BOJIEHO 3allOIHUTL HOBBIH 3JIe-
MEHT KdIIa, NACHTUDUIUDYeMBIil COIVIACHO AUPEKTUBe uwsgi cache key, mepemaB 3aIpoc Ha uwsgi-
cepBep. OcTasbHBIE 3aIPOCBI ITOrO K€ 3IJIEMEHTa OyLyT JaubO OXKUIATH MOSBJEHUs OTBETa B K3-
me, gu60 0CBOOOXKJEHNsI OJIOKUPOBKM 3TOI'O 3JIEMEHTA, B TEUEHNE BPEMEHH, 3a/IaHHOI'O JIMPEKTUBOM
uwsgi_cache_lock timeout.
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uwsgi_cache lock age

Cunrakcuc uwsgi_cache_lock_age spems;
Ilo ywmomua- uwsgi_cache_lock_age 5s;
HHIO

Konrekcr http, server, location

Ecam mocnmennwmit 3ampoc, nepelaHHbIl Ha UWSgi-cepBep JJIsl 3aIllOJTHEHUs] HOBOT'O 3JIEMEHTa KIIIa, He
3aBEPINIIICS 33 YKA3aHHOE BPeMs, Ha UWSgZi-CepBep MOXKeT OBITh MEPEAH eIre OIUH 3aIpoc.

uwsgi_cache lock timeout

Cunrakcuc uwsgi_cache_lock_timeout epems;
Ilo ywmomua- uwsgi_cache_lock_timeout 5s;
HHIO

Konrekcr http, server, location

Bamaer TaiimayT miis vwsgi  cache lock. Ilo ncredennn ykazaHHOrO BpEMEHU 3alPOC Oy/eT IepesiaH Ha
uwsgi-cepBep, OTHAKO OTBET He OyIeT KIIMMPOBAH.

uwsgi_cache max_range offset

CunTakcuc uwsgi_cache_max_range_offset wuc.o;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3amaer cMemenue B GaliTax JjIg 3aPOCOB € yKa3aHUEM JHMalla3oHa 3anpammuBaeMbix Gaiir (byte-range
requests). Eciin quana3zon HaxoguTes 3a yKa3aHHBIM CMEIIEHUEM, range-3aipoc Oyer epejian Ha Uwsgi-
CcepBep W OTBET He OyIeT KIIMIHPOBAH.

uwsgi _cache methods

Cunraxcuc uwsgi_cache_methods GET | HEAD | POST ...;
Ilo ywmomua- uwsgi_cache_methods GET HEAD;

HUIO

Konrekcr http, server, location

Ecnu meros 3ampoca KjnmeHTa yKa3aH B 9TO JupeKkTuBe, TO oTBer Oynmer kamupoan. Merompr «GET»
u «HEAD» Bcerna go6aBsioTcst B CIIUCOK, HO TEM HE MEHee PEKOMEHIyeTCsl IePEeInCIaTh ux saBHo. CM.
TaK>Ke JUPEKTUBY uwsgi no _ cache.
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uwsgi cache min uses

Cunrakcuc uwsgi_cache_min_uses wuc.ao;
Ilo ywmomuya- uwsgi_cache_min_uses 1;
HUIO

Konrekcr http, server, location

3ajiaeT 9uCIIo 3aIpoCoOB, MOC/IE KOTOPOr0 OTBET OYIEeT KIIINPOBAH.

uwsgi _cache _path

Cunraxcuc uwsgi_cache_path nymo [levels=yposru] [use temp path=on]|off]
keys zone=umsa:pasmep [inactive=epemsa| [max size=pasmep| [min _free=pasmep|
[manager files=wucao| |[manager sleep=epemsa] [manager threshold=epems]

[loader files=wucao]| [loader sleep=epema] [loader threshold=epemal;
Ilo ymomua- —
HHIO
Konrekcr http

SajaeT mMyTh W JIpyrue mapamerpbl Karma. Janabie kama xpanaTcea B daitax. Vmenem daita B Ka1re
aBjsieTcs pesyabrar dyakiun MD5 oT xaova xawuposarui.

ITapameTp levels 3aJlaeT YPOBHHU UEPAPXUU K3IITa: MOXKHO 33J1aTh OT 1 /10 3 ypoBHel, HA KaXKJOM YPOBHE
JOITyCKaIOTCs 3HadeHus 1 wan 2.

Hanpumep, npu ucnons3oBanun

[uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

nMeHa GaiyioB B K31re OyIyT TAKOTO BUIA:

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

Kosmupyewmbiit oTBeT cHavaa 3aIMCHIBAETCS BO BPEMEHHBIN (haiiyl, a TOTOM STOT (hailyl IepenMeHOBbIBA-
ercs. Bpemennbie (haityibl 1 K31 MOTYT PACIoJIaraTbCst Ha pa3HbIX (pailyioBbix cucremax. OqHAKO HYKHO
YUIUTBIBATH, 9TO B 9TOM CJIydae BMECTO JEIIEeBOI Ollepallui IepenMeHOBbIBAHNS B IIpeJesiax onHoi daii-
JIOBO#T cucTeMbl (hailsl KonmupyeTcs: ¢ ofHON (haitloBoit cucTeMbl Ha APYryio. [losTomy Jytrmne, ecian K31
OyJeT HAXOMUThCS Ha TOU Ke (ailJIoBOil crCcTeMe, YTO U KATAJIOr C BpeMEeHHBbIME (hailjiamMu.

Kakoi#t n3 karasjoros OyJleT HCIOJIB30BATHCH JJIsi BPEMEHHBIX (DailjIoB, OIpesessieTcsl IapaMeTpPOM
use_temp_path.

on Ecan napaMeTp He 3aJ1aH WX yCTAHOBJIEH B 3HAYEHHE «ON», OYIET UCIIOJIH30BATh-
CsT KaTaJIor, 33/1aBaeMbIil IUPEKTUBON uwsgi temp path pas mannoro location
off BpeMeHHbIe (haiibl OyIyT pacIoaraTbCs HEIIOCPEICTBEHHO B KATAJIOre KIIIa

Kpome Toro, Bce akTuBHBIE KJIIOYN W WHMOPMAIUS O JAHHBIX XPAHATCA B 30HE PA3/IEIsIeMON TaMsTH,
UM U pa3Mep KOTOPOWi 3aJIal0TCsl apaMeTpoM keys_zone. 30HBI pa3MepoM B 1 MeraGailT J0CTaTOYHO
JJ1s1 XpaHEHUsT OKOJIO 8 THICSY KJIIOUeit.

Ecnu x nanapIM Ka111a He 06paInaioTcs B TeYeHIe BpEMEHH, 33/ IaHHOIO0 ITapaMeTpoM inactive, To qaHHbBIE
yIAJSIOTCS, He3aBUCUMO OT X cBexkecTd. Ilo ymomganuio inactive pasen 10 MumHyTaM.

Cuermasbabiii Tporecc cache manager ciieiuT 3a MAKCUMAJIHHBIM Pa3MEPOM KIIIIA, 8 TAKXKE 33 MUHU-
MAaJIbHBIM 00EMOM CBODOTHOTO MeCTa Ha (ail/IOBOIt CUCTEME C KIIEM, U y/IassieT HanMeHee BoCTpeboBaH-
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Hbl€ JaHHBbI€ IIPpU IIPEBLINICHNN MaKCHUMaJIbHOI'O pa3Mepa K3Illa NI HeJOCTATOIHOM obbeme CBO60,£LHOFO
MecTa. yﬂaﬂeHI/Ie JAHHBIX IIPOUCXOIUT UTEePaIUAMU.

max_size MAaKCHMAaJIbHOE IIOPOrOBOE 3HAYEHHE PA3Mepa KIIIa

min_free MHUHUMAJIbHOE TOPOTOBOE 3HAYEHHE 00beMa CBOOOIHOrO MecTa Ha (hailIoBOH Ch-
creMe ¢ K3IIeM

manager_files MaKCUMAJbHOE KOJIHUIECTBO YIAAJISEMbIX 3JIEMEHTOB K3IIa 3a ojHy nrepanuio 1o

yMomrgaruio 100
manager_threshol orpanuduBaer BpeMs paboTsl 0HOM nreparuu [lo ymosrdanuio 200 MuiincekyHI
manager_sleep BpeMsI, B Te9eHIE KOTOPOrO BBIIEPKUBAETCH Iay3a MexK Iy ureparusyu 1o ymoir-
YaHUIO () MUJIMCEKYH/T

Yepes munyty nocie crapra Angie PRO akTuupyercs cuenuasibabiii nporecc cache loader, koropsriit
3arpyzkaer B 30HY K3IIa HWHMOPMAIUI0 O paHee K3IIUPOBAHHBIX JAHHBIX, XPAHANIUXCS Ha (ailsioBoi
cucreMe. 3arpy3ka TaKKe IIPOUCXOJUT UTEPAIUSIMU.

loader_files MaKCAMAaJbHOE KOJMYIECTBO IJIEMEHTOB KIIMa K 3arpy3ke B ommHy mureparmio ITo
ymorganuto 100

loader_threshold orpanm4uBaeT BpeMsi paboThl o/iHO ureparnuu [lo ymomaanuio 200 MUIIACEKYH/T

loader_sleep BpeMsI, B TeUEHUE KOTOPOTO BBIJIEPXKUBAETCS Tay3a MezK Iy nrepanusamu [1o ymour-
YaHUIo H() MUIINCEKYHT

uwsgi cache revalidate

Cunrakcuc uwsgi_cache_revalidate on | off;
Ilo ymon4a- uwsgi_cache_revalidate off;
HUIO

Konrekcr http, server, location

Paspemraer pesammanyio MpoCPOYECHHBIX 3JIEMEHTOB K3IIa TP ITOMOINM YCJIOBHBIX 3aIIPOCOB € IIOJISME
3aroJioBka «If-Modified-Since» u «If-None-Matchs.

uwsgi cache use_stale

Cunrakcuc uwsgi_cache_use_stale error | timeout | invalid header | updating | http 500 |
http 503 | http 403 | http_404 | http_429 | off . ..;

Ilo ymonva- uwsgi_cache_use_stale off;

HUIO

Konrekcr http, server, location

OrmpefiesisieT, B KaKUX CIydasix MOXKHO HCIIOJIH30BATh YCTAPEBIINN KIIMMUPOBAHHLIN oTBeT. Ilapamerpsi
JUPEKTHUBBL COBIAJAIOT C IIapaMeTpaMHi JUPEKTUBBL uwsgi nexrt upstream.

error TTozBosIsIET MCIOIB30BATH yCTAPEBIINIT KIIMMPOBAHHBIA OTBET P HEBO3MOXKHO-
CTH BBIOOpa UWSgi-cepBepa s 00pabOTKM 3ampoca.
updating JlotioTHUTEIbHBIN TApAMETD, PA3PEIIaeT NCIO0JIB30BATh YCTAPEBIINI KIIMUPOBAH-

HBIIl OTBET, eCJIM Ha JIAHHBII MOMEHT OH y2Ke OOHOBJISIETCSI. DTO MO3BOJISET MUHU-
MU3UPOBATh YHCJIO OOpAIeHnii K Uwsgi-cepBepaM Ipu OOHOBJIEHUN K3ITUPOBAH-
HBIX JIAHHBIX.
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Vcnonp30oBanne ycrapeBIero K3INPOBAHHOIO OTBETa MOXKET TaKKe OBITh Pa3peNIeHO HENOCPEICTBEHHO
B 3aroJIOBKe OTBETa Ha OIpeJIeJIEHHOE KOJIMYECTBO CEKYHJI ITOCJIe TOTO, KaK OTBET yCTapel:

e Pacmmpenne stale-while-revalidate mons 3aromoska «Cache-Control» paspermaer mcmob30BaTh
YCTapEBINil KIMUPOBAHHBIA OTBET, €CJIM HA JAHHBII MOMEHT OH y?Ke OOHOBJISETCS.

e Pacmmpenue stale-if-error mosst 3arososka «Cache-Control» pasperaer UCIonb30BaTh yCTapeBIIAii
K3IIMPOBAHHBIN OTBET B CJIy4ae OUIUOKH.

© IIpumeuannue

Taxkoit crtocod MeHee TPUOPUTETEH, YeM 33IaHIe TaPAMETPOB JIUPEKTUBBI.

Yr0o0BI MUHIMHU3UPOBATH IHCIO O0PAIEHNI K Uwsgi-cepBepaM IIPHU 3aI0IHEHIH HOBOT'O 9JIEMEHTa KIIIA,
MOXKHO BOCITOJIb30BAThCA JUPEKTUBON uwsgi cache lock.

uwsgi _cache valid

Cunrakcuc uwsgi_cache_valid [kod ...]| epemas;
Ilo ywmomua- —

HHIO

Konrexct http, server, location

SajaeT BpeMsi KIITUPOBAHUs JIJIsT PA3HBIX KOJOB oTBeTa. Hampumep, IUpeKTUBLI

uwsgi_cache_valid 200 302 10m;
uwsgi_cache_valid 404 im;

3a7a10T BpeMs KymmupoBaHus 10 muHyT 171s1 oTBeToB ¢ KozmaMu 200 m 302 m 1 MUHYTY JUI OTBETOB C
KozoMm 404.

Ecnan ykazaHo TOIBKO BpeMs K3ITUPOBAHUS,

[uwsgi_cache_valid 5m; J

TO K3MUpyIoTcs Toabko orseThl 200, 301 m 302.

Kpome Toro, MOKHO K3MMPOBATH JIIOOBIE OTBETHI C ITOMOIIBIO [TAPAMETPA any:

uwsgi_cache_valid 200 302 10m;
uwsgi_cache_valid 301 1h;
uwsgi_cache_valid any im;

(5 ) IIpumeuanue

ITapameTpbl KIITUPOBAHUS MOTYT TaK:Ke ObITh 33/IaHbI HEITIOCPEICTBEHHO B 3ar0/I0BKe oTBeTa. Taxoit
c1rocob IPUOpPUTETHEE, YeM 3aJ[aHe BPEMEHU KAIUPOBAHUS C IIOMOIIBIO JIMPEKTUBHI.

e Tlosie 3arosioBka «X-Accel-Expires» 3ajaeT BpeMsi K3MUPOBaHUS OTBETA B CEKyHIaxX. JHadeHue ()
3alperaer KIMupoBaTh oTBeT. Ecin 3HaveHne HaunHaeTcs ¢ npedukca @, oHO 3a/1aeT abCOTIOTHOE
BpeMsl B CEKYHJIAX C HAYaJa 3MOXH, JJO KOTOPOIO OTBET MOXKET OBbITh KIIIHPOBAH.

e Eciu B 3arosioeke Her noJist « X-Accel-Expiress, mapaMerpbl KIMUPOBAHUS OIIPEIEJISIFOTCS TI0 TOJISIM
3aroJioBka «Expires» man «Cache-Controls.

e Ortger, B 3arojioBKe KOTOpOro ectb mnojie «Set-Cookier, He OymeT KIMUPOBATHCH.
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e OTBeT, B 3ar0JIOBKE KOTOPOTO €CTh 1OJIe «Vary» O CHelUaJbHbIM 3HAYEHUEM «*», He OyJeT K3IIu-

POBaTHCH. OTBGT, B 3aroJIOBKe KOTOPOI'o €CTb I10J1e «Vary» C APpYIruM 3HaQ4Y€HUEM, 6y,ueT K3 POBaH
C y49€TOM COOTBETCTBYIOITUX ITOJIEA 3ar0JIOBKa 3alrpoca.

O6paboTka 0HOro win 6oJee U3 ITUX TOJIeH 3ar0JI0BKa MOKET ObITH OTKJIIOYEHA ITPU TOMOIIN JUPEKTUBBI
uwsgi_tgnore_headers.

uwsgi _connect _timeout

Cunrakcuc uwsgi_connect_timeout spems;
Ilo ywmomya- uwsgi_connect_timeout 60s;
HUIO

Konrekcr http, server, location

3asaer TaiiMayT st yCTAHOBJICHUS COeIUMHEHNs ¢ Uwsgi-cepsepom. HeoOxonumo nMers B BULY, 9TO 3TOT
TaiiMayT OOBITHO HE MOXKET IPEBLIMIATE 1D CEKYHI.

uwsgi__connection _drop

Cunrakcuc uwsgi_connection_drop épems | on | off;
Ilo ymomva- uwsgi_connection_drop off;

HUIO

Konrekcr http, server, location

HacrpaunBaer 3aBepiiieHne Bcex COeqUMHEHMIT ¢ IPOKCUPYEMBIM CEPBEPOM, €CJIA OH OBLT yJIaJIeH U3 IPYIIIbI
WK TIOMEYEeH KaK IMOCTOsIHHO HEeJIOCTYIHBIN B pe3ysbTrare mporecca reresolve man xomandv. A PI DELETE.

CoeiuHeHne 3aBEPIIAETCsI, KOTIa 00pabaThIBAETCs CJIeIyoNiee COObITHE YTEHUs UJIU 3aIlUCH JIJIs KJINEHTa,
WU TIPOKCUPYEMOTO CepBepa.

VcraHOBKA 8pemeny BKIIIOYAET TafiMayT JI0 3aBEpIIEeHNs COEIMHEHNUsI; TP BHIOOPE 3HAYUEHUS ON COEIIU-
HEHUs 3aBEPIIAIOTCA HeMe/JICHHO.

uwsgi force ranges

CunTakcuc uwsgi_force_ranges off;
Ilo ywmomua- uwsgi_force_ranges off;
HUTO

Konrekcr http, server, location

BriiouaeT momepKKy AUala3oHoB 3anpaimuBaeMbix OaiirT (byte-range) [yt KIIIMPOBAHHBIX U HEKSIIIH-
POBAHHBIX OTBETOB UWSZi-CepBepa BHE 3aBUCUMOCTU OT Hajmdus moJist «Accept-Ranges» B 3arosioBkax
3TUX OTBETOB.
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uwsgi hide header

Cunrakcuc uwsgi_hide_header nouze;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

ITo ymomuanmio Angie PRO me mepemaer kamenTy moss 3aronoBka «Dates, «Servers, «X-Pads n «X-
Accel-...» u3 orBera uwsgi-cepsepa. lupexkTuBa uwsgi_hide header 3amaer TOMOTHUTEIbHBIE OIS,
KOTOpBIe He Oy/IyT mepeaBarhes. Ecin ke mepemgady mosieit Hy KHO Pa3pPEeInTh, MOXKHO BOCIOIB30BATLCS
JUPEKTUBOH uwsgi_pass_header.

uwsgi _ignore client _abort

Cunrakcuc uwsgi_ignore_client_abort on | off;
Ilo ymomga- uwsgi_ignore_client_abort off;
HHIO

Konrekcr http, server, location

OrpeiesisieT, 3aKpbIBATDH JIU COEJIMHEHNE C UWSEI-CEPBEPOM B CJIydae, eCJIi KJIUEHT 3aKPbLI COeINHEHNE,
He JI0K/IaBIINACh OTBETA.

uwsgi _ignore headers

Cunrakcuc uwsgi_ignore_headers nose ...;
Ilo ymomua- —

HHUIO

Konrekcr http, server, location

Sampernaer 06pabOTKy HEKOTOPBIX IOJIel 3arojioBKa M3 OTBeTa uwsgi-cepBepa. B jaupekTuBe MOXKHO
ykazarb noJist «X-Accel-Redirect», «X-Accel-Expires», «X-Accel-Limit-Rate», «X-Accel-Buffering», «X-
Accel-Charset», «Expires», «Cache-Controls, «Set-Cookie» u «Varys.

Ecnu we 3allpeIreHo, o6pa60TKa 9TUX MOJIEH 3aroJIOBKa 3aKJ/JII0YaeTcCs B CJIEIYIOIIIEM

o «X-Accel-Expires», «Expires», «Cache-Control», «Set-Cookie» u «Vary» 3amaior napamempo. xa-
WUPOBANUSA OTBETA,

o «X-Accel-Redirect» mpousBomur enympernee neperanpasierue Ha ykaszanabiii URIL;
o «X-Accel-Limit-Rate» 3amaer ozparuvenue ckopocmu mepesadn OTBETa KJIUEHTY;
o «X-Accel-Buffering» BritiO9aeT mim BBIKIIOIAET OYdhepusatuio OTBETA,;

o «X-Accel-Charset» 3amaer kejgaeMylo k00uposky OTBETa.
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uwsgi_intercept errors

Cunrakcuc uwsgi_intercept_errors on | off;
IlIo ymonmua- uwsgi_intercept_errors off;
HUIO

Konrekcr http, server, location

OrpeiesisieT, epeIaBaTh JiM KJIMEHTY OTBETHI uwsgi-cepsepa ¢ KojioM 6odibire 6o paBabiM 300, win ke
[epexBaThIBAThH UX U IepeHaIpaBisaTh Ha 00paborky Angie PRO ¢ momorpo fupekTuBsl error  page.

uwsgi_limit_rate

Cunrakcuc uwsgi_limit_rate cxopocmu;
Ilo ywmomua- uwsgi_limit_rate O;

HUTO

Konrekcr http, server, location

Orpanu4uBaeT CKOPOCTb YTEHHs OTBeTa OT uwsgi-cepBepa. Ckopocmo 3asaercs B OallTax B CEKyHJLY;
MOXKHO HCIIOJIb30BATH IIEPEMEHHBIE.

0 OTKJIIOYaeT OrPDAHUYEHNE CKOPOCTH

O IIpumeuannue

OrpaHuyeHre yCTaHABIMBAETCs Ha 3a11poc, 1mo3Tomy, ecian Angie PRO ogHOBpeMeHHO OTKpPOET JBa, CO-
eJIMHEeHUsI K UWSZi-cepBepy, CyMMapHasi CKOPOCTb OyJeT BIBOE BBIIIE 3aJaHHoro orpanudenus. Orpa-
HU4YeHre paboTaeT TOJIBKO B CIydae, eCJId BKJIIOUYEHA 0y @epusaiii OTBETOB UWSgi-cepBepa.

uwsgi max temp file size

Cunrakcuc uwsgi_max_temp_file_size pasmep;
IIo ywmomua- uwsgi_max_temp_file_size 1024m;
HUIO

Konrekcr http, server, location

Ecau Brmouena oygepusayus 0OTBETOB UWSgi-cepBepa, U OTBET He BMEIAETCS IEIUKOM B Oydepnl, 3a-
JIaHHBIE IUPEKTUBAMU uwsgi_ buffer size m uwsgi_ buffers, vacrs oTBeTa MOXKET OBITH 3allliCaHa BO Bpe-
MeHHBIN dailjl. DTa JIUpeKTHBa 3aJaeT MaKCUMaJbHBIA pa3Mep BpeMeHHOro daitia. Pasmep maHHBIX,
cOpacbIBaeMbIX BO BpeMEHHBIN (hail 3a OJMH pa3, 3a/1aeTcsd IUPEKTUBOM uwsgi temp file write  size.

0 OTKJTIOYAET BO3MOXKHOCTDH Oy(hepu3aIuu OTBETOB BO BpeMeHHbIEe (halIbI

O IIpumeuannue

JlaHHOE OrpaHWYeHre He PACIIPOCTPAHSETCS HA OTBEThI, KOTOPBIE OYIyT KW UPOGaHs, WX COXPAHEHBI
na Jucke.
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uwsgi _modifierl

Cunrakcuc uwsgi_modifierl wucno;
Ilo ywmomuya- uwsgi_modifierl O;
HUIO

Konrekcr http, server, location

Samaer 3nadenue noss modifier]l B 3arosoBke naxkera uwsgi.

uwsgi_modifier2

CunTakcuc uwsgi_modifier2 wuc.o;
Ilo ywmomua- uwsgi_modifierl 0;
HUIO

Konrekcr http, server, location

3anaer 3nadenue noss modifier2 B 3arosoBke maxkera uwsgi.

uwsgi next upstream

Cunrakcuc uwsgi_next_upstream error | timeout | invalid header | http 500 | http 503 |
http 403 | http 404 | http 429 | non idempotent | off .. .;

Ilo ywmomua- uwsgi_next_upstream error timeout;

HUIO

Konrekcr http, server, location

OnpeneﬂﬂeT, B KaKHUX CJIy4dadX 3alIpoC 6y,£LeT nepegaH CjlIeAylleMy B I'pYIIne u,pstre(mz, cepBepy:

error MIPOM30IILIA OMMOKA COEINHEHUSI C CEPBEPOM, TIEPEIadn €My 3aIPOCa MJIN ITEHUS
3aroJIOBKa OTBETa CEPBEPA;
timeout IIPON30IIIesT TafiMayT BO BpeMs COeJIMHEHHSI C CEPBEPOM, IIEPEeJIadl eMy 3aIpoca

WA YTeHUsI 3aroJIOBKa OTBeTa cepBepa;
invalid_header cepBep BEpHYJI IIyCTOW MM HEBEPHBII OTBET;

http_500 cepBep BepHYyJI OTBET ¢ KogoM 500;
http_503 cepBep BEPHYJ OTBET ¢ KomoM H503;
http_403 cepBep BepHYJI 0TBeT ¢ KogoM 403;
http_404 cepBep BEPHYJ OTBET ¢ KojoMm 404;
http_429 cepBep BEPHYJ OTBET ¢ KojoM 429;

non_idempotent 00bI4HO 3a1pochl ¢ nengeMuorenTibiM Merogom (POST, LOCK, PATCH) ue ue-
pPeIaroTCs Ha IPYTOii CepBep, €C/IM 3alpPOC CEPBEPY IPYIIBI yKe ObLI OTIIPABJIEH;
BKJIIOUEHHE TIAPAMETPa SIBHO Pa3PEINAeT MOBTOPSITH MOJ0OHBIE 3AITPOCHI;

off 3alpeInaeTr mepeiaty 3alpoca CJIeLyIONEeMY cepBepy.

O IIpumeuanne

Heobxommo mornMaTh, 9TO Iepeiata 3a1poca CIe/IyoIeMy cepBepy BO3MOXKHA TOJIBKO IIPU YCJIOBUH,
9TO KJIMEHTY eIlle HUIEero He Mepe1aBaiochk. 1o ecTh, ecjii OmuOKa Wl TaiiMayT BO3HUKJIN B CEPEIIHE
rnepejlady OTBeTa KJIUEHTY, TO JeHCTBUE IUPEKTUBBI Ha TAKOIl 3aIIpOC HE PACHPOCTPAHAETCA.
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JlupekTuBa TaK>Ke OIPEJIEISeT, ITO CIUTACTCH Heyda ot nonvimkol paboOThI ¢ CEPBEPOM.

error timeout Bcerga CYATAIOTCA HEYJAYHBIMU IIONBITKAMH, JazKe €CJIM OHW He YKa3aHBI B JIH-
invalid_header PEeKTuBe

http_500 CUYATAIOTCA HEYJIQYHBbIMU MOIIBITKAMU, TOJBKO €CJIM OHU YKA3aHbl B JIUPEKTUBE
http_503

http_429

http_403 HUKOIJIa HE CYUTAIOTCA HEYJaYHBIMU MOIbITKAMU

http_404

Ilepemada 3ampoca ciaemayoomeMy cepBepy MOXKET OBITh OFPAHUYEHA [0 KOAUMECTNEY NONLIMOK U IO 6Pe-
MEHU.

uwsgi_next upstream _timeout

Cunrakcuc uwsgi_next_upstream_timeout epemas;
Ilo ywmomua- uwsgi_next_upstream_timeout 0;
HHIO

Konrekcr http, server, location

OrpannmgmBaer BpeMs, B T€UeHHE KOTOPOIO BO3MOXKHA MEPeIada 3ampoca caedyouLemy cepBepy.

0 OTKJIIOYaeT 3TO OrPAHUYCHUE

uwsgi_next upstream _tries

Cunrakcuc uwsgi_next_upstream_tries wuc.o;
Ilo ywmomuya- uwsgi_next_upstream_tries O;
HHIO

Konrekcr http, server, location

OrpaHn9nBaeT 9MCJIO TOIMYCTUMbBIX HOIBITOK JIJIs MEPEIAYn 3aIPOCca CACIYIOUEMY CEPBEDPY.

0 OTKJIIOYAET 3TO OrPAHUYCHUE

uwsgi_no_cache

Cunrakcuc uwsgi_no_cache cmpoka .. .;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

3ajsiaer ycjaoBus, IPpU KOTOPBIX OTBET HE OyIeT COXpaHATbCS B K3MIl. ey 3HavMeHne XoTs Obl OTHOTO U3
CTPOKOBBIX ITapaMeTpoB Herycroe u He paBHO «0», TO OTBeT He Oy/eT COXPAHEH:

uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;
uwsgi_no_cache $http_pragma $http_authorization;
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MozkHO MCIIOJIB30BATH COBMECTHO C JUPEKTUBOH uwsgi cache  bypass.

uwsgi _pass

Cunrakcuc uwsgi_pass [npomoxoa://| adpec;
Ilo ymomua- —

HHIO

Konrekcr location, if B location

3ajiaeT MPOTOKOJ W aJIpec uwsgi-cepBepa. B KadecTBe MPOTOKOJIA MOXKHO yKa3aTh Uwsgi minm suwsgi
(secured uwsgi, uwsgi yepe3 SSL). Axpec moxker ObITH yKa3aH B BHJE JOMEHHOIO numeHu uian 1P-azapeca,
U TIOpTa;

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

1 B BUJIE IIYTHU UlVI)(—COI(eTa7 KOTOprfI YKa3bIBaeTCd MOCJIE CJIOBA unix M 3aKJI0YAETCI B JBOETOYMLA:

[uwsgi_pass unix:/tmp/uwsgi.socket; ]

Eciu nomeHHOMY MMEHU COOTBETCTBYET HECKOJIBKO aJ[PECOB, TO BCE OHU OYILYT UCIOJIb30BATHCSI IO OUepe-
nu (round-robin). Kpome Toro, B kauecTse ajipeca MOXKHO YKa3aTh 2pynny cepsepos. K nenoan3yercs
rpy1Ia, yKa3aTh [IOPT HEBO3MOXKHO; BMECTO 3TOT'0 YKaKUTe IMOPT I KaxK/I0r0 cepBepa BHYTPU I'DYIIIBI
OT/IeJIbHO.

B 3Hauenun mapamerpa MOXKHO HCIIOJIb30BaTh IIEpeMEHHbIE. B 9TOM ciydae, ecjin ajpec yKa3aH B BUIE
JIOMEHHOI'O UMEHU, UMl MINETCsl CPeU OIMMCAHHBIX IPYIII CEPBEPOB U €CJIM He HANIEHO, TO OIPeesIseTCst
C TIOMOIIBIO resolver’a.

uwsgi _pass__header

Cunraxcuc uwsgi_pass_header nose ...;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Pa3pemaeT epejgaBaTb OT uwsgi—cepBepa KJIMEHTY 3anNpeuw,cHHble ona nepe()m{,u I10JIg 3ar'0JIOBKa.

uwsgi pass_request body

Cunrakcuc uwsgi_pass_request_body on | off;
Ilo ywmomua- uwsgi_pass_request_body on;
HHIO

Konrekct http, server, location

Ilo3BosisieT 3ampeTHTH IEpenatdy MCXOAHOrO Tesa 3ampoca Ha uwsgi-ceppep. CM. TakiKe TUPEKTUBY
uwsgi_ pass_request _headers.
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uwsgi_pass_request headers

Cunrakcuc uwsgi_pass_request_headers on | off;
Ilo ywmomua- uwsgi_pass_request_headers on;
HUIO

Konrekcr http, server, location

ITo3Bosisier 3anperuTh nepegady moJei 3aroJIOBKa NCXOJHOIO 3ampoca Ha uwsgi-cepep. CM. Takke Ju-
PEKTHUBY uwsgi_pass_request body.

uwsgi _read _timeout

Cunrakcuc uwsgi_read_timeout epems;
Ilo ywmomua- uwsgi_read_timeout 60s;
HUIO

Konrekcr http, server, location

Sasaer TaliMayT IpW YTEHHU OTBETA UWsgi-cepBepa. TaiiMayT ycTaHABINBAETCS HE HA BCIO MEPEIady
OTBETa, a TOJIHBKO MEXKIY ABYMS OIEePAIUsIMU YTeHUs. FCIu 0 MCTEeYEHUH 3TOr0 BPEMEHN Uwsgi-cepBep
HUYero He IIepe/jacT, CoeJUHEHNEe 3aKPbIBACTCH.

uwsgi _request buffering

Cunrakcuc uwsgi_request_buffering on | off;
Ilo ywmomua- uwsgi_request_buffering on;
HUIO

Konrekcr http, server, location

Pa3pemaeT I 3allpeniaeT UCIIOJ/Ib30BaTh 6y(bep1/13a111/110 TeJla 3allpoCa KJINEHTA.

on TEJIO0 3aIIPOCa MOJHOCTBIO “Umaemcs OT KIJIMEHTa Iepel] OTIIPABKON 3aIlpoca Ha
uwsgi-cepsep.
off TeJIO 3AIIPOCca OTIIPABJISIETCS HA UWSZi-CepBep Cpa3y 2Ke II0 Mepe ero IOCTYILIe-

Husi. B 3TOM citydae 3ampoc He MOXKET OBITh HEePEJIaH CACOYI0ULEMY CEPBEDPY, €CITH
Angie PRO y»ke Haday OTIIpaBKY TeJja 3a1poca.

Ecin nns ornpasku Tesia uexonHoro 3anpoca ucnosbsyercs HTTP/1.1 u nepeijaua naHHBIX 9acTsaMu
(chunked transfer encoding), To Teso 3ampoca Gydepusyercs: He3aBUCUMO OT 3HAUEHUST TUPEKTUBHI.

uwsgi _send _timeout

Cunrakcuc uwsgi_send_timeout epems;
IIo ymon4ya- uwsgi_send_timeout 60s;
HUIO

Konrekcr http, server, location

SaﬂaeT TaﬁMayT IIpH Iiepejgavde 3alrpoca uwsgi—cepBepy. TaﬁMayT yCTaHaB/JINBaE€TCsl HE Ha BCIO II€peaavdy
3a1poca, a TOJIBKO MEXKAYy ABYMd oneparmdMu 3allncCu. Ecmiu o ucrevenun sroro BpeMeHun uwsgi—cepBep
HE IIPUMET HOBBIX JaHHBIX, COCIUMHECHUEC 3aKPbIBACTCA.
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uwsgi socket keepalive

Cunrakcuc uwsgi_socket_keepalive on | off;
Ilo ywmomua- uwsgi_socket_keepalive off;
HUIO

Konrekcr http, server, location

Koudwurypupyer nosenenue «TCP keepalives jurst mcxoasgmmx coeuHEHNT K UWSgi-cepBepy.

" Ilo ymomvaanuio Jist coKeTa JAeHCTBYIOT HACTPORKH OMEPAITHOHHONW CHCTEMBI.
on Jutst cokeTa BKJodaercs mapamerp SO KEEPALIVE

uwsgi _ssl _certificate

Cunrakcuc uwsgi_ssl_certificate ¢atin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daitn ¢ ceprudukarom B dhopmare PEM s ayrenruduranmm wa suwsgi-cepBepe. B nmenn
daiisa MOXKHO UCIIOIH30BATH TIEPEMEHHBIE.

uwsgi_ssl _certificate key

CunTakcuc uwsgi_ssl_certificate_key daiis;
Ilo ywmomua- —

HUTO

Konrekcr http, server, location

Samaer daitn ¢ cekpeTHbIM Ki0uoM B ¢popmare PEM myis ayrenrudukanum Ha suwsgi-cepBepe.

Bwmecro daitia MOXKHO yKa3aTh 3HaUeHne «engine:umsa:ids, KOTOpoe 3arpyzKaeT KJII0Y ¢ YKa3aHHBIM id
u3 OpenSSL engine ¢ 3a/jaHHBIM TMEHEM.

B umenn (l)afma MO2KHO HCIIOJIb30BaTh II€pEMEHHDBIE.

uwsgi ssl ciphers

Cunrakcuc uwsgi_ssl_ciphers wugpoi;
ITo ymon4a- uwsgi_ssl_ciphers DEFAULT;
HUIO

Konrekcr http, server, location

OrnuceiBaeT pa3perneHube Pl it 3apocoB K suwsgi-cepsepy. [udpor 3agaorcsa B dpopmare, mom-
nepxkuBaeMoM oubsmorexoit OpenSSL.

TlosHBII CIMCOK MOXKHO TIOCMOTPETH € TIOMOIIBI0 KOMAHIBI « 0penssl cipherss».
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uwsgi _ssl _conf command

Cunrakcuc uwsgi_ssl_conf_command umsa 3nauerue;
Ilo ymomua- —

HHIO

Konrekcr http, server, location

3ajsaer Mpon3BoJIbHBIE KOHMUTYparmonable Koman 16l OpenSSL mpu ycraHOBICHNN COeIMHEHUsT C UWSEI
HTTPS-cepsepom.

@ Baxmno

JupekruBa nomuepxkuBaercs npu ucrnosb3oBanun OpenSSL 1.0.2 u Bbire.

Ha ogHOM ypoBHE MOXKET OBITH yKa3aHO HECKOJLKO JUPEKTUB uwsgi ssl_conf command. TupeKTHBBI
HACJIEYIOTCS C IPEBIIYIIEr0 yPOBHS KOH(MDUTIYPAIMY [IPU YCJIIOBUH, UTO HA JJAHHOM YPOBHE HE OIUCAHBI
CBOM JIUPEKTHUBBI uwsgi_ssl_conf command.

“* OcropoxHOo

Ciremyer y4uTbiBaTh, 9YT0 u3MeHeHne HacTpoek OpenSSL HApsMyo MOXKET IIPUBECTH K HEOXKUIaH-
HOMY TIOBEJICHUIO.

uwsgi ssl crl

Cunrakcuc uwsgi_ssl_crl dgatin;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

VYkasbiBaer daiis ¢ orosBanubiMu ceprudukaramu (CRL) B dopmare PEM, ucnosnb3yembivu upu npo-
sepre cepTudUKaTa SUWSgi-cepBepa.

uwsgi ssl name

Cunrakcuc uwsgi_ssl_name umasa;

IIo ymonga- wuwsgi_ssl_name “uMa XocTa U3 Uwsgi pass;
HHIO

Konrekcr http, server, location

TlosBosisieT mepeorpeeuTh UMsl CepBepa, UCIOJb3yeMoe pu nposepke ceprudukara uwsgi HTTPS-
cepBepa, a Takxke Iy nepedaiu ez2o wepes SNI Ipu yCTAHOBJIEHUU COEJIMHEHUs C SUWSZI-CEPBEPOM.

ITo ymourganuio ucrosibzyercs nMst xocta n3 URL’a, 3a/laHHOTO JUPEKTUBON wwsgi  pass.
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uwsgi_ssl _password _file

Cunrakcuc uwsgi_ssl_password_file gatin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Sazaer aila ¢ TApOIIMU OT CEKPEMHLIT KAN04e, T/Ie KaXK bl Mapo/ib yKa3aH Ha OTAE/IBHONU CTPOKE.
TTaposmn mpuMeHSIOTCsT IO OYepe I B MOMEHT 3arpy3KH KJIIOYa.

uwsgi_ssl_protocols

Cunrakcuc uwsgi_ssl_protocols [SSLv2] [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- uwsgi_ssl_protocols TLSvl TLSv1l.1 TLSv1.2 TLSv1.3;

HUIO

Konrekcr http, server, location

Wsmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOIB3yEMbBIM [0 YMOJIIAHUIO.

Paspemaer ykazannbre IpOTOKOJIBI [ 3AIIPOCOB K SUWSEi-cepBepy.

uwsgi ssl server name

Cunraxcuc uwsgi_ssl_server_name on | off;
Ilo ywmomua- uwsgi_ssl_server_name off;
HUIO

Konrekcr http, server, location

Pasperraer wim 3anperaer nepejiatdy UMEHU cepBepa, 33 JaHHOIO JUPEKTUBON uwsgi  ssl_name, depes
pacummpenue Server Name Indication nporokosa TLS (SNI, RFC 6066) npu ycraHoBIeHHN COEIUHEHMsI
C 3alUIIEHHBIM UWSgi-CEpBEPOM.

uwsgi ssl session reuse

Cunraxcuc uwsgi_ssl_session_reuse on | off;
Ilo ywmomua- uwsgi_ssl_session_reuse on;
HUIO

Konrekcr http, server, location

OrmpeiesisieT, NCIOJIB30BaTh Jin MOBTOPHO SSL-ceccuu mpu pabote ¢ suwsgi-cepepom. Eciu B jorax mo-
apiisiiorcst omubku «SSL3  GET FINISHED:digest check failed», To MOXKHO 110IIpOoOOBATH BBIKJIIOYUTD
[TOBTOPHOE WCITOJIb30BAHUE CECCHUI.
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uwsgi _ssl trusted certificate

Cunrakcuc uwsgi_ssl_trusted_certificate ¢atin;
Ilo ywmomua- —

HUIO

Konrekcr http, server, location

Bagaer daiin ¢ gosepennbivu ceprudukaramu CA B dopmare PEM, ucnonb3yembiMu mpu nposeprke
ceprucdukara uwsgi HTTPS-cepsepa.

uwsgi _ssl_verify

Cunrakcuc uwsgi_ssl_verify on | off;
Ilo ywmomua- uwsgi_ssl_verify off;
HUIO

Konrekcr http, server, location

Paspemaer nin 3amnperaer mpoBepKy cepTuduKaTa SUwsgi-ceppepa.

uwsgi_ssl_verify depth

Cunraxcuc uwsgi_ssl_verify_depth wucno;
Ilo ywmomua- uwsgi_ssl_verify_depth 1;
HUIO

Konrekcr http, server, location

YcranaBiauBaeT TIyOMHY MPOBEPKH B IEIIOYKE CEPTHMUKATOB SUWSZi-cepBepa.

uwsgi _store

Cunrakcuc uwsgi_store on | off | cmpoxka;
Ilo ymomga- uwsgi_store off;

HUIO

Konrekct http, server, location

Paspermaer coxpanenne na auck Gaitaos.

on coxpaHsieT (bailyibl B COOTBETCTBUM C IIyTSIMU, YKA3AaHHBIMUA B JUPEKTUBAX alias
WA 7001
off 3ampemniaer coxpanenne (aitios

ms (baﬁna MOZKHO 33/1aTh dBHO C MOMOINBIO CTPOKYU C IIEPEMEHHBIMN:

[uwsgi_store /data/www$original uri; }

Bpems msmenenns daitsios BbicTaBisieTcst corsiacHo nosydennomy nosio «Last-Modifieds B 3arososke
orBera. OTBeT cHavAIA 3AIMCHIBACTCS BO BPEMEHHBIN (ailI, & MOTOM 3TOT (Daill IePEernMEHOBBIBACTCS.
Bpemenusrit ¢aiisn # MOCTOSHHOE MECTO XPAHEHNsI OTBETA MOIYT PACIOIAraThbCd Ha PA3HBIX (PalIOBLIX
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cucremax. OHAKO HY>KHO YIUTBIBATH, UTO B 3TOM CJIyIae BMECTO JENIEBON OlEPaIlii [T€PerMEHOBbIBa-
HUsI B NIPEJIEIaX OJHOM (hailyioBoil cucreMbl (bailjl KOMUPYeTCsi ¢ OAHON (hailJIoBOI CHCTEMBI HA JIPYTYIO.
TlosTromy Jyurrie, eciu coxpaHsieMble dailjibl OyIyT HAXOAUTHCS HA TOH 2Ke (DailyloBO#l cucremMe, 9TO U
KaTaJIO C BpeMeHHBbIMNI (bailjiaMu, 3aaBaeMblil TUPEeKTUBON uwsgi temp path nas nannoro location.

,Z[I/IPEKTI/IBy MOZKHO HUCIIOJIb30BATDH JJId CO3JaHNA JIOKAJIbHBIX KOIIMI CTATUIECKUX HEU3MEHSIEMBIX CI)afIJ'IOBZ

location /images/ {

root /data/www;
error_page 404 = /fetch$uri;
}
location /fetch/ {
internal;
uwsgi_pass backend:9000;

uwsgi_store 8
uwsgi_store_access user:rw group:rw all:r;
uwsgi_temp_path /data/temp;

alias /data/www/;

uwsgi store access

Cunrakcuc uwsgi_store_access noab3084MeAu:Npasa . . . ;
IIo ymonua- uwsgi_store_access user:rw;

HUIO

Konrekcr http, server, location

Sajiaer mpasa JOCTYIIA JIJIs CO3aBAEMbIX (DAJIOB U KATAJOrOB, HAIIPUMED,

[uwsgi_store_access user:rw group:rw all:r;

Ecau 3amans kKakue-mnbo mpaBa s group Win all, To mpaBa 71 User yKa3bIBaTh HEOOsSI3aTeIbHO:

[uwsgi_store_access group:rw all:r;

uwsgi_temp _file_write_size

Cunrakcuc uwsgi_temp_file_write_size pasmep;
Ilo ywmomua- uwsgi_temp_file write_size 8k|16k;
HUIO

Konrekcr http, server, location

OrpannumBaer pa3Mep JAHHBIX, COPACBIBAEMBIX BO BPEMeHHbIH (hailyl 3a OJWH pa3, IPU BKJOUYEHHOM
Oydepusaruun 0TBETOB uwsgi-cepsepa Bo BpemeHHbIe daitiapl. [lo ymMomyanuio pasmep orpaHudeH IBY-
M Oydepamu, 3aJanabIMu JUPEKTUBAMU uwsgi  buffer size m uwsgi  buffers. Makcumanbublil pa3zmep
BpeMeHHOro dailia 3aaeTcst JUPEeKTUBON uwsgi  max_temp file size.
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uwsgi_temp path

Cunrakcuc uwsgi_temp_path nymo [yposenvl [yposenv? [yposenv3||| ;
Ilo ywmomua- uwsgi_temp_path uwsgi_temp;

HUIO

Konrekcr http, server, location

3asaer uMsi KaTajora [l XpaHEHUsT BPEMEHHBIX (DalljIoB ¢ JTAHHBIME, IOy I€HHBIMU OT UWSZi-CEPBEPOB.
B karajiore MOXKeT HCIIOIB30BATHCA MEePApPXUs IMOIKATAJIOTOB 10 Tpex yposueil. Hampumep, mpu Taxoii
KOHMUTyparuu

[uwsgi_temp_path /spool/angie/uwsgi_temp 1 2; }

BpeMEeHHBIH (aita OyIeT CIeayIoImero Buia;

[/spool/angie/uwsgi_temp/7/45/00000123457 }

Cwm. Takxke napamerp use_ temp path nupekTussl uwsgi cache  path.

HTTP/2

Ob6ecneunBaer nomuepxxky HTTP /2.

IIpu cbopke M3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
[IOMOIIBIO TTapaMerpa cOOpku --with-http_v2_module. B nmakerax m obpazax u3 HAIIAX PENO3UTOPHUEB
MO/TyJIb BKJIIOYEH B COODKY.

Mpumep koHdurypauymn

server {
listen 443 ssl;

http2 ;

ssl_certificate server.crt;
ssl_certificate_key server.key;

@ Baxmno

Yrober npuaumars HTTP /2-coequnenns no TLS, neobxomumo Hajgudue HONNEPXKKH PaCIIMPEHUS
«Application-Layer Protocol Negotiation» (ALPN) nporokosa TLS, nosieusmmeiicst 8 OpenSSL Bepcun
1.0.2.

Ecan nupexrusa ssl_prefer server ciphers ycraHOB/I€Ha B 3HAYEHUE <Oy, WUPPbL JTOJZKHBI OBITH Ha-
CTPOEHBI TAKUM 00pa30M, 4TOOBI cOOTBeTcTBOBaTh uepHoMmy cuucky RFC 9113, Appendix A a Takxke
[IO/IJIEP>KUBATHCS KITHEHTAMH.
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AduvpekTunsbi

http2

Hobasneno B Bepcun 1.2.0.

Cunrakcuc http2 on | off;
IlIo ymomua- http2 off;
HUIO

Korrekcr http, server

Paspemaer nporokoar HTTP /2.

http2_body_preread _size

CunTakcuc http2_body_preread_size pasmep;
Ilo ymomua- —

HUIO

Konrekcr http, server

BasgaeT pa3zmep Oydepa i KarXKJI0Tr0 3a1poca, B KOTOPBII MOXKET COXPAHSIThCS TEJO 3allpoCca JI0 TOro,
KaK OHO HadHeT 00pabaThIBATHCS.

http2 _chunk _size

Cunrakcuc http2_chunk_size pasmep;
Ilo ywmomua- http2_chunk_size 8k;
HUTO

Konrekcr http, server, location

SajaeT MaKCUMaJIbHBII pa3Mep dYacTeii, Ha KOTOpOe Oyner pas3iessiTbCsi Tesio orBera. C/UIIKOM Ma-
JIEHbKOE 3HaJYeHMe MOYKET [IPUBECTH K POCTY HAKJIAIHBIX pacxoioB. CIUIIKOM OOJIbITOEe 3HAYEHNE MOYXKET
HEraTUBHO CKA3aThCA Ha IMPUOPUTHU3AINN U3-38 OJOKMPOBKU OTECPEII.

http2_max_concurrent _pushes

Ycrapeno, Haunaas ¢ Bepcun 1.2.0.

Cunrakcuc http2_max_concurrent_pushes wucno;
Ilo ywmomua- http2_max_concurrent_pushes 10;
HUIO

Konrekcr http, server

OI‘paHI/I‘II/IBaeT MaKCHMaJIbHOE YHCJIO IIapaJlJIeJIbHbIX ])US}L—S&HPOCOB B COCJUHECHUN.
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http2 _max_concurrent streams

Cunrakcuc http2_max_concurrent_streams wucno;
Ilo ywmomua- http2_max_concurrent_streams 128;
HUIO

Konrekcr http, server

3ajaer MakcuMaiibHOe uciio napasuieibubix HTTP /2-00ToKoB B coepunenuu.

http2_push

Ycrapeno, naunnaas ¢ Bepcun 1.2.0.

Cunraxcuc http2_push uri | off;
Ilo ymomua- http2_push off;
HUIO

Konrekcr http, server, location

3abJiaropeMeHto ornpasiger (push) zampoc K 3aJaHHOMY Uri BMECTE ¢ OTBETOM HA OPUIMHAJIBLHBIHI
zamnpoc. ByayT obpaboranst Tosapko orHocuTesnbabie URI ¢ abcomorabiMu myTsiMu, HAIpUMep:

[htth_push /static/css/main.css; }

B snavenun uri JOIIYCTUMO HCIIOJIb30BaHUE IIEPEMEHHDBIX.

Ha ommom ypoBme kondwuryparmn MOXKHO yKa3aThb HeCKOJbKO http2 push nupextus. Ilapamerp off
OTMEHSIeT JeUCTBHE YHACIEIOBAHHBIX C IIPEBILYINEr0 YPOBHsS KOHMUTYpAIUU MUpPEKTUuB hitp2  push.

http2 push _preload

Ycerapeno, naunnas ¢ Bepcun 1.2.0.

Cunraxcuc http2_push_preload on | off;
IIo ymonua- http2_push_preload off;
HUIO

Konrekcr http, server, location

Pazpermaer aBromaruueckoe mpeobpazoBanue preload links, ykazannbix B mossax «Links» 3arosioBka oT-
BeTa, B push-3ampocsr.

http2_recv_buffer_size

Cunrakcuc http2_recv_buffer_size pasmep;
ITo ymom4ya- http2_recv_buffer_size 256k;
HUIO

Konrekct http

Sajaer pasmep BXOIHOrO Oydepa 1yt pabouezo npouecca.
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BCTpoeHHble nepemMmeHHble

Monyns hitp 02 mnomjiepKuBaeT CJieAyloOle BCTPOEHHbIE IIepEMEHHBIE:

$http2

COTJIACOBAHHBIN UJACHTU(MDUKATOP IIPOTOKOJIA!

h2 st HT'TP /2 gepes TLS
h2c g HTTP /2 gwepes nezammudposanusiii TCP
" Imycrasg CTPOKa JJjid OCTAJIbHBIX CJLydaeB

HTTP/3

Ob6ecneunBaeT noaaepKKy mporokosa HTTP /3 mia coequnennii ¢ KIMeHTaMu, a TAKXKe I COCIUHEHNN
C TIPOKCUPYEMBIMU CepBEpaMU, HACTPAUBAEMBIX TIPU ITOMOIIH CJICAYIONUX JUPEKTUB U3 MOyt Proxy:

e proxy http3 hq

proxy http3 max_ concurrent streams

proxy http3  stream_ buffer size

prozy _hitp _version

® proxy pass

e proxy quic_ active connection id_ limit
® proxy quic_ gso

e proxy quic_host key

IIpu cbopke W3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHUTH C
[IOMOIIBIO TTapamMerpa cOOpkm --with-http_v3_module. B nmakerax u obpazax u3 HAIIAX PENO3ZUTOPHUEB
MO/TyJIb BKJIIOYEH B COODKY.

Mpumep koHdurypauymn

http {
log_format quic '$remote_addr - $remote_user [$time_locall
'"$request" $status $body_bytes_sent '
'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

server {
# 0aa ayvwel coemecmumocmu pekoMerdyemcs
# ucnoavszosams oduxakossblli nopm 0as http/3 u https
listen 8443 quic reuseport;
listen 8443 ssl;

ssl_certificate certs/example.com.crt;
ssl_certificate_key certs/example.com.key;

location / {
# ucnoasvsyemcs 0as obsaeaenus o noddepxke htip/3
add_header Alt-Svc 'h3=":8443"; ma=86400"';
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@ Baxno

Yrober npuanMars HTTP/3-coenunennss mo TLS, HeoGxomuMo HaJauuue IOJJIEPXKKH IIPOTOKOJIA
TLSv1.3, nosiBusmeiicss B OpenSSL Bepcun 1.1.1.

OupekTusnbl

http3
Cuurakcuc http3 on | off;
Ilo ywmomua- http3 on;
HUIO
Konrekcr http, server

Paspemaer corsacoanue nporokosa HTTP /3.

http3 _hq
Cunrakcuc http3_hq on | off;
Ilo ywmomua- http3_hq off;
HUIO
Konrekcr http, server

Paspemaer cormnacosanue nporokosa HTTP /0.9, ucnonbsyemoro B dynkinnonaibubix recrax QUIC.

http3_max_concurrent _streams

Cunraxcuc http3_max_concurrent_streams “uc.o;
Ilo ywmomua- http3_max_concurrent_streams 128;
HHUIO

Konrekcr http, server

Bamaer MakcuMabHOE Yucsio napasuebbix HTTP /3-n0ToKOB B coepuHeHun.
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http3 stream _buffer _size

Cunrakcuc http3_stream_buffer_size pasmep;
Ilo ywmomua- http3_stream_buffer_size 64k;
HUIO

Konrekcr http, server

Samaer pasmep Oydepa, ucnoab3dyemoro s areruns u 3amnucu QUIC-moTokos.

quic active connection id limit

CunTakcuc quic_active_connection_id_limit wucxo;
Ilo ywmomua- quic_active_connection_id_limit 2;
HUIO

Konrekcr http, server

VceranapiauBaer 3Hadenne TpaxcrnoprHoro napamerpa QUIC active  connection id_limit. 9To makcu-
MaJjbHOe 3Hadenue 1D coennnenuii, BO3MOXKHOE 111 XpaHeHUs Ha cepBepe.

quic_ bpf
CunTakcuc quic_bpf on | off;
Ilo ywmomua- quic_bpf off;
HUIO
Konrekct main

Paspemaer mapmipyruzanuio nmakeros QUIC npu nomorn eBPF. Ecu mapiipyTusaiust BKIFOYeHa, TO
obecrreunBaercsa nogmepxkka mMurpannn QUIC-coennnenmii.

@ Baxmno

JupeKTrBa MOIepKUBaETCd TOJIbKO Ha Linux 5.7+.

quic gso
CunTakcuc quic_gso on | off;
IIo ymomua- quic_gso off;
HUIO
Konrekct http, server

Paspernraer orpaBky onTHMH3NPOBAHHOIO ITAKETHOTO pexknuMa mpu romornu segmentation offloading.

@ Baxkno

OnruMu3npoBaHHAST OTIIPABKA, MOJJIEPyKUBAETCS TOJIBKO Ha Linux ¢ nommepxkkoit UDP_ SEGMENT.
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quic__host _key

Cunrakcuc quic_host_key ¢aiia;
Ilo ywmomua- —

HUIO

Konrekcr http, server

3azaer gatia ¢ CEKPETHBIM KJIIOUOM, IIPUMEHsIeMbIM 1ipu mmudpoBannu stateless reset n address validation
TOKeHOB. 1[I0 yMOS9aHUIO CO3/AaeTCsT CAyJIailHbIN KJII0Y IPU KaXKI0ii repe3arpy3ke. TOKeHbI, CO3IaHHbIe
[IPU IOMOIIY CTAPBIX KJIIOYeil, He IIPUHUMAIOTCS.

quic_retry
Cunrakcuc quic_retry on | off;
Ilo ywmomua- quic_retry off;
HUIO
Konrekcr http, server

Paspemaer dynknuonansaocts QUIC Address Validation, B Tom dmcite oTripaBKky HOBOTO TOKeHA B Retry-
nakere win NEW_ TOKEN frame u Baquganuio ToKeHa, moJydennoro B Initial-makere.

BcTpoeHHble nepemeHHble

Momysb http  v83 nompep:KuBaeT CJIeLyIONne BCTPOEHHbBIE IIEPEMEHHBIE:

$http3

COTJIACOBAHHBIN UJICHTU(MDUKATOP IIPOTOKOJIA!

h3 st HT'TP /3-coeuuennit
hq st hg-coenuuaennit
" mycrasg CTPOKa IJjid OCTAJILHBIX CJLydaeB

$quic_connection

nopsijikoBbiit Homep QUIC-coenunenust

XSLT

QubTp, npeodbpaszyiomuit XML-oTBeT ¢ moMoInbo oHOro wim Heckoabkux XSLT-mrabmoHos.

IIpu cbopke m3 UCXOIHOTO KOIA MOMYJIb HE COOUPAETCS MO YMOJYAHUIO; €r0 HEOOXOJIMMO BKJIIOUUTH C
TOMOIIBIO ITapaMerpa cOOpkr --with-http_xslt_module.

B mammx pemosuTopusx MOMLYIbL COOpPaH TUHAMUYIECKH W JOCTYIEH OTACIbHBIM ITAKETOM angie-pro-
module-zslt.
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@ Baxno

st aToro Mopysst HyKHbI 6ubsroreku libxml2 u libxslt.

Mpumep kondurypauymn

location / {
xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;
xslt_stylesheet /site/xslt/two.xslt;

OdupekTusnbl

xml entities

Cunrakcuc xml_entities nymo;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Samaer daitt DTD, B KoTOpOM ONUCAHBI CHMBOJIBHBIE CYITHOCTH. DTOT (Dailyl KOMIUIUPYETCS HA CTAJAN
kouduryparun. [lo TexHWYeCKUM TpUYIMHAM MOJY/Ib HE MMeeT BO3MOXKHOCTH WCIIOJIb30BATH BHEITHEE
[TOJIMHOXKECTBO, 3aJ[aHHOe B 0OpabaTrbiBaeMoM XML, M03TOMY OHO UTHOPUPYETCsi, & BMECTO HEr'O MCITOJIhb-
3yeTcsi CIEIUAJIbHO 33 JaHHbIN daiia. B aTom daiiie He HyKHO onucbiBaTh cTpyKTYypy XML, mocraTroano
TOJIBKO OO'bSIBJIEHUST HEOOXOIMMBIX CUMBOJIBHBIX CYIITHOCTEH, HATPpUMED:

[<!E1VTITY nbsp "#zal; "> J

xslt _last _modified

Cuurakcuc xslt_last_modified on | off;
Ilo ymomua- xslt_last_modified off;
HUIO

Konrekcr http, server, location

TlosBonster coxpanuth moje 3arojoBka «Last-Modified» wucxomsoro orsera BO Bpemsi XSLT-
IpeobpPa30BAHUN [IJIsT JIyUIIEro KIITHPOBAHUS OTBETOB.

ITo YMOJI9aHUIO I10J1€ 3ar'0JIOBKa Y/JAaJIsleTCsd, TaK KaK COACPKHUMOE OTBETa U3MEHACTCA BO BpEMA Hpe06—
Pa30BaHud U MOXKET COACPzKaTh AWMHAMHWYIECCKN CO3JaHHBIE JIEMEHTHhI MJIN YaCTHh, KOTOPbIe U3MEHUJINCH
HE3aBUCHUMO OT HCXOJHOI'O OTBETA.
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xslt _param

Cunrakcuc xslt_param napamemp 3Ha%EHUE;
Ilo ymomua- —

HUO

Konrekcr http, server, location

Samaer napamerpsl 1y XSLT-mabaonoB. 3HaueHNe pacCMAaTPUBAETCs Kak Beipakerne X Path. B 3naue-
HAW MOXKHO HUCIIOJIb30BATDH IT€peMeHHble. K HyKHO mepeiaTh B Ma0J0H CTPOKOBOE 3HAYEHUE, MOXKHO
BOCIIOJIB30BATLCs JUPEKTUBON wslt  string  param.

Hupexktus xslt _param MoxKeT OBITH HECKOJBLKO. JIMPEKTHBBI HACJIEAYIOTCS C IPEIBLAYIIEr0 YpPOBHS
KOHMUTYpAIMKA [P YCJIOBHM, UTO HA JAHHOM YPOBHE He ONHCAHBI CBOM JIMPEKTUBLI sl param wu
xslt_ string param.

xslt _string__param

Cunrakcuc xslt_string_param napamemp 3navenue;
Ilo ymomua- —

HUIO

Konrekcr http, server, location

Sasaer cTpokoBble mapamerphl s XSLT-mabsionos. Beipaxkenust XPath B 3Hauennn napamerpa He
WHTEPIIPETUPYIOTCA. B 3HaYeHNN MOYKHO HCIOJIB30BATh ITEpEMEHHBIE.

Jupexktus xslt  string  param MOXKeT OBITh HECKOJIBKO. JIMPEKTUBBI HACIIEYIOTCS C IPEIbIIYIIErO yPOB-
Hsl KOH(UTYpAIUU [P YCJIOBUHU, 9TO HA JAHHOM YPOBHE HE OIUCAHBI CBOW JUPEKTHUBBI Islt param wu
zslt_string _param.

xslt_stylesheet

Cunrakcuc xslt_stylesheet wabnon [napamemp=snavenue . ..|;
Ilo ymomua- —

HHIO

Konrekcr location

Samaer XSLT-mabson u Heobs3aTebHbIE TTApaMeTphI It 9Toro mabona. [1labon KoMIumImpyercs Ha
cTaIuu KOHMPUTYpaInu.

ITapameTpbl MOXKHO 3aJ1aBaTh KaK 110 OTIEJBHOCTH, TaK M TPYIIHAPOBATHL B OIHON CTPOKE, Pa3JIesisis
CHMBOJIOM «:». Kcjim »Ke B caMuX MapaMerpax BCTPEYaeTCs CHMBOJI «:», TO €ro Hy2KHO 3KPaHHPOBAaTh
B Buze «%3A». Kpome toro, libxslt TpebGyer, 9T06bI TapamMeTphbl, COIEPKAIINE HE TOJIBKO aadaBUTHO-
1 pOBbIE CUMBOJIBI, OBLITH 3aKJII0YEHBI B OIMHAPHBIE WU JIBOMHBIE KABBIYKHU, HAIIPUMED:

[param1= 'http%3A//wuww.example.com' : param2=value?2

B ommcannn mapamMeTpoB MOXKHO HCIIOJIB30BATH IIEPEMEHHbIE, HAIPUMED, IIejias CTPOKA IapaMeTPOB MO-
2KeT OBITh B3sITa M3 OIHON ITepEeMEHHO:

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params
paraml='$valuel' :param2=value?2
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param3=valued;

MozkHO yKa3aTh HECKOJIBKO ITA0JIOHOB — B 3TOM CJIydae OHHU OYIyT NPUMEHSATHCS IIOCJIEI0OBATEIHLHO B
MIOPSI/TKE UX OIMCAHUS.

xslt _types
Cunrakcuc xslt_types mime-mun ...;
ITo ymomya- xslt_types text/xml;
HHIO
Konrekcr http, server, location

Paspemaer npeobpazosanus B orBerax ¢ ykazanabiMu MIME-runamu B monosnenue x «text/zml». Cue-
nuajbHOe 3HaUYeHue * coorBercTByeT jrodbomy MIME-Tumy. Eciu B pesyibrare mpeobpa3oBanust BEIIAETCS
HTML-orser, o ero MIME-Tun mensiercs ua «text/html».

Bazoswiit HTTP-monyne peanusyer ocHoBHylo dyHnkKIimonaiasHocTs HTTP-cepBepa: sTo onpenesenue
CepBEepPHBIX OJIOKOB, HACTPOIKA JIOKAIWH JIJIsI MAPIIPYTU3AIINN 3aPOCOB, [Iepeiada CTaTUuIecKux hailion
7 KOHTDOJIb JIOCTYIIA, HACTPOWKA DEJIMPEKTOB, HOJIepKKa coequneHuil keep-alive m yupasiieHue 3aro-
JIOBKaMH 3aIlIPOCOB U OTBETOB.

OcraJjibHbIE MOJIYJIM 9TOTO Pa3jiesia PACIIUPSIOT 3Ty (yHKIIMOHAIBLHOCTD, TO3BOJIss THOKO HACTPANBATE
u ontumusduposaTh pabory HTTP-cepBepa 1o pa3udHbie ClieHApUH 1 TPEeOOBAHUS.

AdvpekTunsbl

absolute _redirect

Cunrakcuc absolute_redirect on | off;
Ilo ywmomua- absolute_redirect on;
HUIO

Konrekcr http, server, location

Ecin 3anperieno, To nepenanpasienus, BeiaBaembie Angie PRO, 6yayT oTHOCHTEIBHBIMY.

Cwm. TakxKe JUPEKTHBBL server name_in_ redirect w port_in_ redirect.

aio
Cunrakcuc aio on | off | threads|=pool|;
Ilo ymomua- aio off;
HUIO
Konrekcr http, server, location

Paspemaer wiu 3anpermaer ucnosb3oBanue GhaiioBoro acuaxponHoro seojga-seisoja (AIO) Bo FreeBSD
u Linux:

location /video/ {
aio ;
output_buffers 1 64k;
}
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Bo FreeBSD AIO moxHO wncrosib3oBarh, HaunHas ¢ FreeBSD 4.3. o FreeBSD 11.0 AIO moxxHO 1160

CO6paTb B d1pe€ CTaTUIEeCKU:

[options VFS_AIO ]

JInbOo 3arpy3uTh JUHAMHYECKHU Yepe3 3arpyrKaeMblil MOMYJIb sapa:

[kldload aio }

B Linux AIO MOXKHO HCIIOJIB30BATh TOJIBKO HauMHasi ¢ Bepcuu sijapa 2.6.22. Kpome Toro, HeobxoamMo
TaK>Ke JIOIOJTHUTE/IbHO BKJIIOUNTE directio, mHa4Ye dTeHue Oyer OJIOKUPYIONIMCH:

location /video/ {

aio )
directio 512;
output_buffers 1 128k;

}

B Linux directio MOXXHO HCIIOJIB30BATH TOJIHKO [IJIsi 9T€HHUs OJIOKOB, BBIDABHEHHBIX HA rpanuiy 512 Gair
(nmm 4K nyia XFS). HesoipaBaennstii Korery daiina Oyger ynrarbes 6iokupoBanHo. To ke oTHOCHTCS K
3ampocaM ¢ yKasaHHeM JHalia3oHa 3anpanmsaeMbix Gaiir (byte-range requests) u k 3anpocam FLV me ¢
Hadaja daiija: YTeHne HeBbIPABHEHHBIX HAYAJIA U KOHIA OTBETA OyIeT OJIOKUPYIOIUMCS.

IIpu omnoepemennom Britouernu AIO u sendfile B Linux jist daitio, pazmep KOTOPBIX HOJbIe JTHOO
o K

paBeH yKa3aHHOMY B JupekTuse directio, Oymer uctnoiab3oBarbes AlO, a nys daitaoB MeHbIEro pasmepa

WJIN TIPU BBIKJIIOYEHHOM directio — sendfile:

location /video/ {
sendfile ;
aio H
directio 8m;

}

Kpowme Toro, aurars u omnpasssms Gaitiabl MO2KHO B MHOTOITOTOTHOM PEXKMMe, He OJIOKUPYS IIPUA STOM
pabotmii mportecc:

location /video/ {
sendfile 5
aio threads;

Oneparuu dTeHust WU OTIPABKU (PailyioB Oy1yT 00padaThBaAThCsl IIOTOKAMU U3 YKa3aHHOTO NyA6. FKeim
IIyJI TIOTOKOB HE 3aJ[aH sBHO, UCIIOJIb3yeTcs Iy ¢ uMmeneM default. Vms mysia MoxkeT OBITH 3aaHO IPU
[TOMOIIY TIEPEMEHHBIX:

[aio threads=pool$disk; }

Tlo ymosrqanuio o iiep2KKa MHOTOTIOTOYHOCTH BBIKJTIOUEHA, €€ COOPKY CJIeyeT Pa3pEelIuTh C IIOMOIIBIO
KOHMUTYPAIMOHHOTO TapamMerpa —with-threads. B HacTosmuii MOMEHT MHOTOIIOTOYHOCTH COBMECTHMAa,
TOJILKO ¢ MeTojamMu epoll, kqueue u eventport. OrnpaBka (haiijioB B MHONOIMOTOYHOM PEXKUME TOJJIEPIKU-
BaeTcs TOJbKO Ha Linux.

Cwm. Takke nupekTuBy sendfile.
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aio write
Cunraxcuc aio_write on | off
Ilo ymomua- aio_write off;
HUIO
Konrekcr http, server, location

IIpu BR/ITOYEHHOM @70 pa3pernaeT ero MUCIoJb30BaHue it 3amucu (aitaos. B HacTrosmumit MOMEHT 3TO
paboTaeT TOIHKO IIPY UCIOJIB30BAHUE ai0 threads M OTpaHUYIEHO 3AIMUCHI0 BPEMEHHBIX (DailIoB ¢ TAHHBIMA,
[TOJIYYEHHBIMU OT IIPOKCHPYEMBIX CEPBEPOB.

alias
Cunrakcuc alias nymo;
Ilo ymomua- —
HUTO
Konrekcr location

T 3aMeHy JJIs yKaszaHaoro location’a. Hampumep, npu takoit koudwur, uu:
3amaer 3ame azaHHOrO location’a. Ha ep, aKOIl KO a

location /i/ {
alias /data/w3/images/;
}

Ha 3anpoc /i/top.gif Gyner ornan daitn /data/ws/images/top.gif.

B 3HaueHmM mnapamMerpa nYymb MOXKHO HCIOJB30BATH I€peMeHHble, Kpome Sdocument root u
$realpath_root.

Ecmu alias ncnonbsyercs BayTpu location’a, 3aJaHHOTO PETyJIsIPHBIM BBIPAYKEHUEM, TO DPETYJISPHOE BbI-
paXkeHnue JOJIKHO COJIEPXKATH BBIJIEJIEHNUs, & caM alias — CCHLIKM HA 9TH BbIJIEJE€HUs, HAIPUMED:

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

Ecau location n mocieausist 9acTh 3HAYEHUS JTUPEKTUBLI COBIIAIAIOT:

location /images/ {
alias /data/w3/images/;
}

TO JIy4Ille BOCIIOJIb30BATHCS JIUPEKTUBOM 700t :

location /images/ {
root /data/w3;
}
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Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*CepBep

auth _delay
Cunrakcuc auth_delay epemas;
Ilo ywmomua- auth_delay Os;
HUIO
Konrekcr http, server, location

SamepxkuBaer 06pabOTKy HEABTOPU30BAHHBIX 3AIIPOCOB ¢ KOmoM orBera 401 jist mpeoTBpaIeHns aTak
10 BPEMEHU B CJIy9ae OrPAHUYIeHUs JOCTYIA [0 NaAPOoAI0 WU IO PE3YALMaAMY Nod3anpoca.

auto_redirect

Cunrakcuc auto_redirect [on | off | default;
Ilo ywmomua- auto_redirect default;

HUIO

Konrekcr http, server, location

Konrponupyer nmosenenue nepenanpasienus, Korja npedurc location 3aKaHINBAETCA KOCOU UEPTOii:

location /prefix/ {
auto_redirect ;

3

3nech 3anpoc K /prefix Oyaer nepenanpasien Ha /prefix/.

VcranoBka 3HaveHuil on u off OTKIIIOYAET M BKJIIOYAET II€PEHAIIpaBJIeHNEe B SBHOM Buje. Eciu ykaza-
HO default, mepeHanpasiieHne BKJIIOYAETCHA, TOJIBKO eciu location obpabaThIiBaeT 3ampochl 4epes api,
proxy _pass, fastcgi pass, uwsgi_ pass, scgi_ pass, memcached_ pass, nau grpc_ pass.

chunked _transfer _encoding

CunTakcuc chunked_transfer_encoding on | off;
Ilo ymomga- chunked_transfer_encoding on;
HUIO

Konrekcr http, server, location

ITozBossier 3anperuts dhopmar nepegadn ganubix dactamu (chunked transfer encoding) 8 HTTP/1.1. 9To
MOZKET TI0HaI00MThCs TP UCTIOJL30BAHNN IIPOrPaMM, He mojaepkuBapommx chunked encoding, HecmoTpst
Ha TpeDOBaHMs CTaHIAPTA.

client _body buffer _size

Cunrakcuc client_body_buffer_size paswmep;
Ilo ywmomua- client_body_buffer_size 8k|16k;
HUIO

Konrekcr http, server, location

Sazaer pasmep Oydepa sl YTeHUsI Tejla 3alpoca KJMeHTa. Kcim Tejo 3ampoca 0OJIbIIe 3aaHHOIO
Oydepa, TO BCe TeJI0 3alpoca WA TOJBKO €ro YaCTh 3aIUCBIBAETCS 60 epemerHoili (atin. [1o ymoraanumio
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pa3mep oanoro 6ydepa paBeH JAByM pa3MepaMm crpanuiibl. Ha 286, apyrux 32-OMTHBIX IaaTdOpMax u
286-64 »ro 8K. Ha npyrux 64-6urHbix miardopmax 310 obbrauo 16K.

client _body in_file only

Cunraxcuc client_body_in_file_only on | clean | off;
ITo ymomgya- client_body_in_file_only off;

HUIO

Konrekcr http, server, location

OmnpeenseT, COXpAHATD JIM BCE TEJIO 3apoca KaneHTa B daiir. JJupekTHBY MOXKHO HUCIIOJIB30BATH JIJISL OT-
JIQJIKU W TIPU UCTIOIB30BAHUY NIepeMeHHoi $request  body  file wma meroma $r- >request  body  file Mmomymst
Perl.

on BpeMeHHbIe (haMJIbl T0 OKOHIAHUH 0OPAOOTKHU 3aIIpOCca HE YIaIsIiOTCs
clean paspernaer ymaasaTh BpeMeHHbIe (ail/ibl, OCTABIIAECS 10 OKOHYAHUN 00PabOTKI
3aIpoca

client body in_single buffer

Cunrakcuc client_body_in_single_buffer on | off;
IlIo ymomga- client_body_in_single_buffer off;
HUIO

Konrekcr http, server, location

OrmpeiesisieT, COXpaHATH JIX BCE TEJIO 3aIIPOca KJIMEeHTa B OHOM Oydepe. JIupekTuBa peKOMEH IyeTCs Ipu
MCIIOIb30BAHNN NIEPEMEHHON $request  body muis yMeHbImeHnst TpeOyeMOro 9uc/ia Oreparuii KOmupoBaHUS.

client body temp path

Cunrakcuc client_body_temp_path nymo [yposennvl [yposenv? [yposenss|||;
Ilo ywmomua- client_body_temp_path client_body_temp;

HUIO

Konrekcr http, server, location

3asaer KaTajor Jisi XpaHeHWsT BPEMEHHBIX (hailjioB C TejlaMHu 3allpOCOB KJIUEHTOB. B Karajore MOXKeT
HCITOJTb30BATHCH UePApPXus MOJIKATAJIOIOB /10 Tpex ypoBHeil. Hampumep, mpu takoit kouduryparmn

[client_body_temp_path /spool/angie/client_temp 1 2; J

IyTh K BpeMeHHOMY baility Oy/IeT CJIeayIonero Bua:

[/spool/angie/client_temp/7/45/OOOOO123457 }
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client body timeout

Cunrakcuc client_body_timeout spems;
Ilo ywmomua- client_body_timeout 60s;
HUIO

Konrekcr http, server, location

Sazaer TafiMayT IpU 9TEHUM TeJa 3aIpoca KaneHTa. laiiMayT yCTaHABJIMBAETCs HE HA BCIO MEperady
TeJia 3aIpoca, a TOJIBKO MEXKJIy ABYMs IOCJIEIOBATEILHBIMU OIEPAIUIMA dTeHus. ECan mo ucredeHun
9TOro0 BpEMEHU KJIMEHT HUYEro He Iepelact, 00paboTKa 3ampoca npekpainaercs ¢ omubkoii 408 (Request
Time-out).

client header buffer _size

Cunrakcuc client_header_buffer_size pasmep;
Ilo ymomua- client_header_buffer_size 1k;
HUIO

Konrekcr http, server

Sasaer pasmep Oydepa st YT€HUsT 3arojoBKa 3arpoca KjueHnrta. s GoJbIIMHCTBA 3aIPOCOB T0CTa-
TouHo Oydepa pasmepom B 1K 6aiit. OpHako ecyim B 3ampoce ecTh JJIMHHBIE COOKies, MM ke 3ampoc
npumes or WAP-kimenra, To oH Moxker He nomecturhes B 1K. Ilosromy, ecim crpoka 3arpoca wjn
T10JI€ 3ar0JIOBKA, 3a11pOCa He TOMEIIAIOTCS TOJTHOCTHIO B 9TOT Oydep, TO BBIIEISIOTCA Oydepbl OOIbIero
pa3mepa, 3aJaBaeMble TUPEKTUBOM large client header buffers.

Eciin qupekTuBa yKaszaHa Ha YPOBHE Server, TO MOYXKET HCIOJIb30BaThCs 3HAYEHHE U3 CEPBEPa 110 YMOJI-
qaunio. [logpobuee cM. B pazesie Buibop supmyaivhozo cepsepa.

client header timeout

Cunrakcuc client_header_timeout apems;
Ilo ymomua- client_header_timeout 60s;
HUIO

Konrekcr http, server

3ajaeT TatMayT IPU YTEHUH 3ar0JOBKA 3a1IpOCa KJIMEHTA. FCIIH 110 MCTEYeHIH 9TOTO BPEMEeH! KJIUEHT He
[IepeIacT IIOJHOCTBIO 3ar0JI0BOK, 00paboTka 3anpoca npekpamaercs ¢ omubkoii 408 (Request Time-out).

client _max_ body size

Cunrakcuc client_max_body_size pasmep;
Ilo ywmomua- client_max_body_size 1m;
HUIO

Konrekcr http, server, location

3aaeT MaKCUMAJbHO JOIYCTUMBIH pasMep Teja 3ampoca KineHTa. Ecim pazmep OoJibIlle 3aJaHHOTO, TO
kJueHty Bosspamiaercs ommbka 413 (Request Entity Too Large). Cienyer umers B Buiy, 910 6pay3epbl
HE YMEIOT KOPPEKTHO MOKA3bIBATH 3Ty ONIHOKY.
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0 OTKJ/IIOYAa€T IIPOBEPKY pa3Mepa TeJia 3allpoCa KJIUECHTA

connection pool _size

CunTakcuc connection_pool_size pasmep;
IIo ymonua- connection_pool_size 256 | 512;
HUIO

Konrekcr http, server, location

TlozBosIsIET TPOM3BOINTH TOYHYIO HACTPOUKY BBIJIEJIEHUS TAMSTH 110/, KOHKPETHBIE COEIMHEHUsI. JTa -
PEKTHBA HE OKa3bIBAET CYIIECTBEHHOIO BJIUSHIS HA TTPOU3BOIUTEIHHOCTD, U €€ He CJIe/LyeT UCIOIb30BaTh.
Ilo ymomaanuio:

256 6aiT Ha 32-OuTHBIX TIaTdOPMAax
512 6aiiT Ha 64-O6urHbIX TIaTdOPMAX

default_type

Cunraxcuc default_type mime-mun;
Ilo ywmomua- default_type text/plain;
HUIO

Konrekcr http, server, location

Sagaer MIME-tun orseros 1o ymosruanuio. CoorBercrue pacinupenuii umen daitiio MIME-tumy or-
BETOB 33/1a€TCsI C TIOMOIIBIO JIMPEKTUBHI [Ypes.

directio
Cunrakcuc directio paswmep | off;
Ilo ywmomua- directio off;
HUIO
Konrekcr http, server, location

Paspemmaer ucnosnszosars duraru O DIRECT (FreeBSD, Linux), F NOCACHE (macOS) wn dyHk-
muto directio() (Solaris) npu urernn daitnos, pasmep KOTOPBIX 0OJIbIINE OO0 paBeH yKasaHHOMY. JIupek-
THBa aBTOMATHYECKHU 3allpelaeT UCHoIb30Banue sendfile s JaHHOTO 3ampoca. PeKoMeHIyeTcs HCIOJIb-
30BaTh I OOJIBIIHX (DAIOB:

[directio 4m;

WU TIPU UCIIOJIb30BaHUM (10 B Linux.
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directio_alignment

Cunrakcuc directio_alignment pasmep;
IlIo ymonua- directio_alignment 512;
HUIO

Konrekcr http, server, location

VcranaBauBaeT BhIpaBHUBaHUE s directio. B OOJBIMUHCTBE CaydaeB J0CTATOYHO 512-0aiiTOBOrO BBI-
PABHUBAHUSI, OJHAKO TpH Hcroib3oBannun XEFS mox Linux ero myxuo yBeanautsd g0 4K.

disable symlinks

Cunrakcuc disable_symlinks off;
disable_symlinks on | if not owner [from=uacmo];
Ilo ymomua- disable_symlinks off;
HUIO
Konrekcr http, server, location

OmpeiesisieT, KaK CJIeIyeT MOCTYHIATh ¢ CHMBOJUIECKIMUI CCHLIKAMU MIPU OTKPBHITHH (DAMJIOB:

off CHUMBOJITYIECKUE CCHIIKH B IIYTH JIOITYCKAIOTCS W HE TIPOBEPSIOTCS. DTO CTAHIAPT-
HOE IIOBEJICHHUE.

on Ecin 11000it KOMIIOHEHT I1yTH SIBJISIETCSI CHMBOJIMYECKO# CCHIIKOM, JOCTYII K (haii-
JIy 3alpernaeTcd.

if_not_owner HocTym kK daiiry 3ampermaercs, eCiin JJI000H KOMIIOHEHT Iy TH SBJISIETCST CAMBOJIH-
9ECKOl CCBIITKOM, a CChLITKA U 00HEKT, HA KOTOPBI OHA, CCHIIAETCS, MMEIOT PA3HBIX
BJIAJICJIBIICB.

from=vacmo IIpu npoBepKe CUMBOJIMIECKUX CCBUIOK (IIapaMerpbl on u if not_owner) oObrd-

HO TIPOBEPSIOTCS BCEe KOMIIOHEHTHI MyTH. MOXKHO He TpOBEpPATH CHMBOJIAYE-
CKHE CCBUIKM B Hada/JIbHOW YacTU IIyTH, yKa3aB JONOJHUTEJHHO Iapamerp
from=wacmv. B 3TOM Ciydae CHMBOJIMYECKUE CCHIIKH ITPOBEPSIIOTCS JIUINb Ha-
9uHas C KOMIIOHEHTA IIyTHU, KOTOPBIN CJIe/IyeT 3a 3aJIaHHONW HaYaIbHOM YacCThIO.
Ecnn 3navenue He siBisgeTcd HaYaIbHON YaCTBIO MIPOBEPSIEMOrO MyTH, MyTh ITPO-
BepsieTCs TEJIMKOM, KaK ecJii Obl 9TOT mmapaMerp He ObLIT yka3aH BoBce. Fcim
3HAYEHNE [EJINKOM COBIIAJAeT ¢ nMeHeM aiiyia, CAMBOJIUIECKIE CCHLIKA HE IIPO-
BepsIoTCs. B 3HaYEHNN mapaMerpa MOYKHO HCIOJIH30BATh IT€PEMEHHBIE.

IIpumep:

[disable_symlinks from=$document_root;

Ora JIUpeKTHBa JOCTYIHA TOJLKO Ha CHCTEMaX, B KOTOPBIX ecThb uHTepdeiicel openat() u fstatat(). K
TaKUM CHCTEMaM OTHOCATCsI coBpeMeHHble Bepcun FreeBSD, Linux u Solaris.

A TIpenynpexnenue

ITapamerpsr on u if not owner TpebyIOT JONOIHUTEIHHBIX 3aTPaT Ha 00PabOTKY.

Ha cucremax, He 10JJIEp2KUBAIONITUX OIEPAINIO OTKPBITHS KATAJOTOB TOJBKO JJIsl TIOUCKA, JIJIS UCIIOJIb-
30BaHUs ITUX MAPAMETPOB TPeOyeTcsi, 9TOObI pabovne MPOIECChl UMEJIN IPABO YUTATH BCE IPOBEPSIEMbIE
KaTaJIOT .
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(i ) IIpumeuanue

Moguysu Autolnder, Random Index m DAV B HacTOSAIMA MOMEHT UTHOPUPYIOT 3Ty IUPEKTHUBY.

error page

Cunrakcuc error_page k00 ... [=[omeem]| uri;
IlIo ywmomua- —

HUIO

Konrekcr http, server, location, if B location

Samaer URI, koTopslit Oy/ieT MOKa3bIBATHCS JIJIsi YKA3AHHBIX OMMUOOK. B 3HaYeHUN uri MOXKHO UCIIOJIb30-
BATh [TEpEMEHHBIE.

IIpumep:
error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

IIpu sTOM JlestaeTcst BHyTpEHHEE [IepeHallpaBIeHue Ha yKa3aHHbIN U7, a MeTOJ] 3aIIpOoCa KJIMEeHTa MEHsIeTCsI
na «GET» (m1a Bcex meronos, ormmunbix or «GET» u «<HEAD»).

Kpome Toro, Mo2KHO TOMEHSITH KOJT OTBETA Ha JAPYTOil, NCIIOIB3Ysl CHHTAKCHUC BUAMIA =0MEem, HAIIPUMED:

[error_page 404 =200 /empty.gif; }

Ecisiu omubounbIit orBeT 06padaThiBaeTcs HpokcupoBanubiM cepsepoM mwin FastCGI/uwsgi/SCGI/gRPC-
CEPBEPOM, U 9TOT CEPBEP MOXKET BEPHYTb pa3Hble KOABI 0TBeTOB, Hanpumep, 200, 302, 401 nmm 404, To
MOXKHO BbIJIaBaTh BO3BPAIAEMbIil UM KOJI:

[error_page 404 = /404 .php; ]

Ecau npu BHyTpenHeM nepenamnpaniiennn e HyKHO MeHdITh URI 1 MeTo1, TO MO2KHO TI€pe1aTh 00paboTKy
ommuOKY B MMEHOBaHHbIH [ocation:

location / {
error_page 404 = @fallback;
}

location @fallback {
proxy_pass http://backend;

}

© IIpumeuannue

Eciin npu obpaborke uri mpomcxomuT OmmuOKa, KIUEHTY BO3BPAIIAETCA OTBET C KOIOM IIOCJIETHE
CJIYIUBITIENCS OITUOKM.

Taxk2Ke cymecTByeT BO3MOXKHOCTh HCITOJIb30BaTh nepeHanpasiennss URL st 06paboTku ommboK:

error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

B sTom citydae mo yModaHUIO KIMEHTY BO3BpalnaeTcs Ko orsera 302. Ero MOXKHO M3MEHUTH TOTHKO
HA OJIMH M3 KOJIOB OTBeTa, OTHOCAIuUXCs K nepenanpasienusm (301, 302, 303, 307 u 308).
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etag
Cunrakcuc etag on | off;
Ilo ymon4a- etag on;
HUIO
Konrekcr http, server, location

Paspemaer nin 3anperaer aBromarudeckyo reaeparuio mojis «KTags 3arosioBka orBera Jijisi craTude-
CKUX PECypPCOB.

http
Cunrakcuc http{ ... }
Ilo ywmomua- —
HUIO
Konrekcr main

IIpenocraBisier KOHTEKCT KOH(MUIYpPAIMOHHOrO aitia, B KOTOpOM yKasbiBarorcs jaupektusbl HTTP-
cepsepa.

if _modified _since

Cunraxcuc if_modified_since off | exact | before;
Ilo ywmomua- if_modified_since exact;

HUIO

Konrekcr http, server, location

OmpenesisieT, Kak CpaBHUBATH BpeMsi MoauduKaiuu orsera ¢ BpemeneM B mojie «If-Modified-Since» 3a-
TOJIOBKA 3aI1poca.

off OTBET BCETJIa CUNTAETCA U3MEHUBIINMCS
exact TOYHOE COBIIAJICHUE
before BpeMsl MOAUMPUKAIME OTBETa MEHBIE WM PABHO BPEMEHW, 33JIAHHOMY B IIOJIE

«If-Modified-Since» 3arosoBka 3ampoca

ignore invalid headers

Cunrakcuc ignore_invalid_headers on | off;
Ilo ymonva- ignore_invalid_headers on;
HUIO

Konrekct http, server

Ecim Bkmodeno, Angie PRO urnopupyer moJist 3arojioBka ¢ HeJOIMyCTUMBIMU UMeHAMH. JlOomycTuMbIMu
CUYUTAIOTCSI UMEHA, COCTOSIIINE U3 aHTJINHCKUX OyKB, udp, JeDUCOB U BO3MOXKHO 3HAKOB 10/ [MEPKUBAHUS
(mocJietHEE KOHTPOJIUPYETCsT IUPEKTUBOH underscores in_ headers).

Ecim nupekTnBa ykazana Ha ypoBHE Server, TO MOYKET HCIOJb30BATHCS 3HAUYEHHWE U3 CepBEpa IO yMOJ-
YaHUIO.
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internal
Cunrakcuc internal;
Ilo ywmomua- —
HUIO
Konrekcer location

VkasbiBaeT, 9T0 location MOXKET HUCIOJIb30BATbCsI TOJIBKO [IJIsi BHYTPEHHUX 3alpOcoB. [ljist BHeImHUX 3a-
pocoB KJmeHTy Oyzer Bozspaniarhes omubka 404 (Not Found). Bayrpennumu 3ampocaMu siBJIsIIOTCS:

® 3aIpOCHI, [TIepeHAIPABICHHBIE TUPEKTUBAMU €rT0T_page, index, random_index u try_ files;

® 3aIIpOCHI, IIepeHaIpaBJIeHHBIE ¢ TOMOIILI0 moJst «X-Accel-Redirect» 3arosioBka oTBeTa BBINIECTOSI-
IIIETO CEPBEPA;

® TIO/3aIpPOChl, (opMHUpyeMble KOMaHmIou include virtual womymss SSI, AUpeKTHBAMU MO
Addition, a Takxke gupekTuBaMu auth request m mirror;

® 3aIpPOChl, U3MEHEHHbIE JTUPEKTUBON rewrite.

IIpumep:

error_page 404 /404.html;

location = /404.html {
internal;

}

O IIpumeuannue

st ipeIoTBpAIieHIsT 3aI[UKIMBAHNS, KOTOPOEe MOYKET BO3HUKHYTDH IPH UCIOIB30BAHIN HEKOPPEKT-
HBIX KOH(DUTYPAIHil, KOJIMIEeCTBO BHYTPEHHUX IIEPEHAIPABICHUI OrPAaHIIEHO jlecaAThio. [1o mocTimxke-
HUHI TOro orpaHmndeHust Oyger Bosspaiena omubka 500 (Internal Server Error). B takom ciaydae B
Jior-daitie ormmboK MOXKHO YBUIETH coolItenne rewrite or internal redirection cycle.

keepalive _disable

Cunrakcuc keepalive_disable none | 6paysep ...;
Ilo ywmomua- keepalive_disable msie6;

HUIO

Konrekcr http, server, location

Samnpemaer coenuHenus keep-alive ¢ HeKOppeKTHO Bemymumu cebs Opaysepamu. Ilapamerpsr 6paysep
YKa3bIBaIOT, HA Kakue Opay3epbl 9TO PACIPOCTPAHACTCS.

none paspermaer coemunenusa keep-alive co BcemMu Opay3epamMu

msie6 3alpeniaer coeuHenns keep-alive co crapeivu Bepcusimu MSIE mocste oty yenust
sanpoca POST

safari zampemniaer coeauHenus: keep-alive ¢ Safari m momoOHbIME UM OpayzepaMu Ha

macOS u nmoxodbuwx eit OC
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keepalive requests

Cunrakcuc keepalive_requests wuc.ao;
Ilo ywmomua- keepalive_requests 1000;
HUIO

Konrekcr http, server, location

3asaeT MaKCUMAJIBHOE YHUCJIO 3alPOCOB, KOTOPBhIE MOXKHO CIIEJATh IO OJHOMY keep-alive coemumHEHUIO.
Tlocse Toro, Kak c/e/1aHO MAKCHMAJIBHOE JHCJIO 3aIIPOCOB, COSIMHEHNE 3aKPbIBACTCH.

Tlepuomudeckoe 3aKpbITAE COSTUHEHNI HEOOXOINMO /I OCBOOOYK/IEHUST MAMSTH, BBIJIEIEHHON 10/ KOH-
KpeTHble coemuuenus. [loaTomy mcmosgb3oBaHme CAUMIKOM OOJIBIIIONO MaKCHMAJBHOIO YHUCJIA 3aIPOCOB
MOXKET IIPUBOIUTH K UYPE3MEPHOMY IMOTPEOIEHHUIO TTAMSITH U HE PEKOMEHLYeTCs.

keepalive _time

Cunrakcuc keepalive_time epema;
Ilo ywmomua- keepalive_time 1h;
HUIO

Konrekcr http, server, location

OrpannvyuBaeT MaKCUMAJIbLHOE BPEMsI, B TedeHHEe KOTOPOTrO MOI'YT 00pabaThIBATHCS 3AlPOCHI B paMKaX
coenuuenus keep-alive. Ilo moCTHKeHNH 3a,JaHHOIO BPEMEHHU COEIUHEHUE 3aKPBIBAETCS II0CJIe 00PAbOTKH
O4YepeIHOro 3alrpoca.

keepalive _timeout

Cunraxcuc keepalive_timeout madmaym [3azoro60x matimaymal;

Ilo ywmomua- keepalive_timeout 75s;

HUIO

Konrekcr http, server, location

TakiMayT 3aJIaeT BpeMsi, B TeUYeHne KOTOporo keep-alive coenwHeHme ¢ KJIMEHTOM He Oyier
BaKPBITO CO CTOPOHBI CEpBepa

0 zanpemniaer keep-alive coenaenust ¢ KJINEHTAMEI

Bropoii, neobasameavhoil, napamerp 3amaer 3uadenue B moje «Keep-Alive: timeout=spemsi» 3arojgoBka
orBera. JIBa mapamerpa MOTYT OTJIHIATLCS JPYT OT JAPYTa.

TToste «Keep-Alive: timeout=spemsi» 3arosoeka nonumaior Mozilla u Konqueror. MSIE cam 3akpbiBaer
keep-alive coemunenne npumepno gepes 60 cexyH.
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large client header buffers

Cunrakcuc large_client_header_buffers xoauuecmeo pasmep;
Ilo ywmomua- large_client_header_buffers 4 8k;

HUIO

Konrekcr http, server

3asaeT MakCUMAaJbHOE YUCJI0 U pasdMep OydepoB mjist 9TeHusi OOJIBIIOrO 3aroJioBKa 3aIpoca KJIMEHTA.
Crpoka 3arpoca He J0JKHA [PEBBINATH pa3Mepa OfHOro Oydepa, nHade KIUEHTY BO3BPAIAETCS OIMII0-
ka 414 (Request-URI Too Large). ITose 3arosioBka 3ampoca TakKe HE JIOJKHO IIPEBBINIATH pa3Mepa
ozxHOrO Gydepa, nHave Kianenty sosspamaercst onmmoka 400 (Bad Request). Bydepst BbiiesstioTest TOIb-
KO 110 Mepe Heobxoaumoctu. [1o ymoruanuio pasmep oauoro 6ydepa papen 8K 6aiit. Eciin mo okonuanumn
00paboTKM 3ammpoca CoeJMHEHNe TEPEXOIUT B cocTosiHue keep-alive, 3tu 6ydepbl 0CBOOOK TAIOTCS.

Ecmun nupektuBa ykazana Ha ypOBHE Server, TO MOXKET HCIIOJIb30BATHCHA 3HAYEHNE M3 CEPBEPA 110 YMOJI-
YaHUIO.

limit_except

Cunrakcuc limit_except memodl [memod2...|{ ... };
Ilo ymomua- —

HUIO

Konreker location

OrpanmuanBaer HTTP-meronsr, mocrymmbie BHyTpm location. I[lapamerp merom wmoxker OBITH O
wnm w3 GET, HEAD, POST, PUT, DELETE, MKCOL, COPY, MOVE, OPTIONS, PROPFIND,
PROPPATCH, LOCK, UNLOCK wm PATCH. Eciu paspemen meron GET, to meron HEAD rtax-
ke Oyzer pasperte. JlocTynn K OCTajbHBIM METOJaM MOXKET ObITh ONPDAHMYEH IPU IOMOIIM JUPEKTUB
mopyiteit Access m Auth Basic.

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

(5 ) IIpumeuanue

Orpanndenve B mpuMepe JeficTByeT Jjisd Bcex MeronoB, kpome GET u HEAD.

limit rate
Cunrakcuc limit_rate ckopocmob;
Ilo ywmomua- limit_rate O;
HUO
Konrekcr http, server, location, if B location

OrpanngmBaeT CKOpOCTb Iepejadn orBeTa KiaueHTy. CKOpoCTh 3ajiaeTcs B baiiTax B CEKYHJLy. SHAUEHIE
0 oTkjrodaeT orpanudenue ckopoctu. Orpanutdenne yCcTaHABINBACTCS Ha 3alIPOC, TOITOMY, €CJIU KJIHEHT
OJTHOBPEMEHHO OTKPOET IBa COEINHEHNs, CyMMapHas CKOPOCTH OYZET BIBOE BBIIIE 33 ITAHHOTO OrPAHUYIe-
HUA.
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B 3nagenun ITapaMeTpa MO2KHO HUCIIOJIb30BaTh II€pEeMEHHbIE. OT0 MOXKeT OLITH IOJIE3HO B CJIyvadX, KOrjlda
CKOPOCTHb HY2KHO OI'DaHUYINBATHL B 3aBUCUMOCTHU OT KaKOro-j1bo YyCJ10BUA:

map $slow $rate {
1 4k;
2 8k;

}

limit_rate $rate;

OrpaHnyeHne CKOPOCTH MOYKHO TaKXKe 33J1aTh B IIEPEeMEHHOM $limit rate, OMHAKO MCIOIB30BATH JIAHHBIN
MeTOJ, He PEKOMEH/IyeTCsI:

server {

if ($slow) {
set $limit_rate 4k;
}

Kpome Toro, orpanmvenwe CKOpOCTH MOXKeT OBITH 3ajaHO B mojie «X-Accel-Limit-Rate» 3arosios-
K& OTBeTa IPOKCUPOBAHHOIO CepPBEpa. DTy BO3MOYKHOCTH MOXKHO 3AlPETUTH C IIOMOIIBIO JUPEKTHUB
prozy ignore_ headers, fastcgi ignore headers, uwsgi_ignore headers u scgi_ignore_ headers.

limit _rate _after

Cunrakcuc limit_rate_after pasmep;

Ilo ymomua- limit_rate_after O;

HUO

Konrekcr http, server, location, if B location

Ba,uae'r Ha4YaJIbHBII 00beM JaHHBIX, IIOCJIE IIepeJadud KOTOPOIro HaduHaeT OIpaHUINBATLCA CKOPOCTDL IIe-
pelavau OTBETa KJINCHTY. B znauennn IIapaMeTpa MOXKHO HCIIOJIb30BaTh II€pEMEHHBIC.

IIpumep:

location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;
}

lingering close

Cuurakcuc lingering_close on | always | off;
Ilo ymomga- lingering_close on;

HUIO

Konrekcr http, server, location

VipasiisieT 3aKPbITHEM COEINHEHUN C KINEHTAMI.
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on Angie PRO 6yner owcdamv u 06pabamuviéams TOMOJHATEILHBIE JTAHHBIE, TIOCTY-
[MafoIIye OT KJIMEHTA, IePeJl MOJHBIM 3aKPBhITHEM COEJIMHEHUs], HO TOJBKO €CJIN
9BPHUCTHUKA YKA3bIBAET HA TO, UYTO KJIMEHT MOXKET €IMe MTOC/IaTh TaHHbIE.

always Angie PRO Bcerma Oyzer »kaaTh u 00pabaThbiBaTh JOIOJHATEIbLHBIE JaHHBIE, 10~
CTyIAOIIKe OT KJIMEHTA.
off Angie PRO He Oyzer »K1aTh [IOCTYILIEHAS JIONOJHATEILHBIX JAHHBIX U CPA3y YK€

3aKPOET COEIMHEHNE. DTO MOBEEHNE HaPYIIIaeT MPOTOKOJI U TI09TOMY HE JIOJIZKHO
HCIIOJIb30BAThC 6€3 HEOOXOIMMOCTH.

Joa yopasienus 3akpoiruem HTTP /2-coequnenuit qupekTuBa 10JKHA ObITH 3a/aHa Ha YPOBHE SETver.

lingering _time

CunTakcuc lingering_time epems;
Ilo ywmomua- lingering time 30s;
HUIO

Konrekcr http, server, location

Ecmm neiictyer lingering close, sta nupekTrnBa 3ajaeT MaKCHMAaJbHOE BpPeM:d, B TeYeHHE KOTOPOT'O
Angie PRO 6yzner o6pabarbiBarh (YUTaTh ¥ UCHOPUPOBATD) JOMOJHUTE/IBLHBIE JAHHbIE, MOCTYHAIONIIE
ot kyimenTa. [lo mpomrecTBum 3TOrO BpeMeHu coenHenne OyIeT 3aKPbhITO, JIaXKe eCJIn OYyIyT eIlle TaHHbIe.

lingering _timeout

CunTakcuc lingering_timeout spems;
Ilo ywmomua- lingering timeout 5s;
HHIO

Konrekcr http, server, location

Ecau peiictByer lingering  close, ara JUPEKTHBA 33aeT MAKCUMAJIBHOE BPEMsI OXKHJIAHUS TOCTYILICHUS
JIOTIOJTHUTETbHBIX JAHHBIX OT KJWEeHTa. FCm B TedeHWe TOro BpPeMeHM JaHHBIE He ObLIN ITOJIy9eHBI,
COeJIMHEHNEe 3aKPBIBAETCA. B MPOTUBHOM cilydae JaHHbIE YUTAIOTCsl U urHopupyiorcs, u Angie PRO
CHOBA 2KJIeT TOCTYILIEHUs JAHHBIX. [IUKI «KIaTh-9UTaTh-UTHOPHPOBATH» TOBTOPSAETCS, HO HE JIOJIBIIE
9eM 3a/IaHO TUPEKTUBOil lingering time.
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listen

Cunrakcuc listen adpecl:nopm| [default server| [ssl] [http2 | quic] [proxy protocol]
[setfib=xucao] [fastopen=uuc.o] [backlog=uucao] [revbuf=pasmep]
[sndbuf=pasmep] [accept filter=guavmp] [deferred] [bind] [ipv6only=on|off]
[reuseport] [so keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];
listen nopm |default server| [ssl| [http2 | quic| [proxy protocol] [setfib=xuc.o]
[fastopen=~uc.o] [backlog=4ucao] [revbuf=pasmep] [sndbuf=pasmep]
[accept filter=¢puavmp]  [deferred]  [bind]  [ipv6only=on|off]  [reuseport]
[so_ keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];
listen unix:nymos [default server] [ssl] [http2 | quic] [proxy protocol]
[backlog=wucao] [rcvbuf=pasmep| [sndbuf=pasmep| [accept filter=guarvmp|
[deferred] [bind| [so_keepalive=on|off|[keepidle|:[keepintvl]:[keepcnt]|;

IIo ymomua- listen *:80 | *:8000;

HHIO

KonTexcr server

Sagzaer adpec u nopm Ajis CIAYIIAIONIEro cokera min myTh 1 UNIX-cokera, Ha KOTOPBIX cepBep Oyjer
IpUHUMATH 3anpockl. MoxKHO yKa3aTh adpec u nopm, audO0 TOJIBKO adpec Win TOJAbKO nopm. Kpome Toro,
adpec MOXKeT ObITh UMEHEM XOCTa, HAIPUMED:

listen 127.0.0.1:8000;
listen 127.0.0.1;
listen 8000;

listen *:8000;

listen localhost:8000;

IPv6-anpeca 3amaiorcss B KBQIpaTHBIX CKOOKAX:

listen [::]:8000;
listen [::1];

UNIX-cokeTsl 3a1at0TCsT TPU IOMOIIX TpeduKca unix::

[listen unix:/var/run/angie.sock; J

Ecmm ykazan Toipko adpec, To ucnosblyercs mopt 80.

Ecmm mupekTnBa He yKasaHa, TO uCmoab3yercs jmoo *:80, ecim Angie PRO paboraer ¢ npusmiernsamm
Cymeprosib3oBaresist, oo *:8000.
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default_server  cepBep, B KOTOPOM YKa3aH 3TOT IapaMerp, OY/IeT CePBEPOM II0 YMOJYAHUIO JIJIsT
yKazaHHOH napbl adpec:nopm (caywarouwuds cokermn). Eciu ke TUpeKTHB ¢ mapa-
MeTpoM default server HeT, cepBEPOM IO YMOJIYIAHUIO JIJIsI CJIYIIAIOIIETO COKETa
OyZIeT mepBbIil BCTPEYAIONUiCcA B KOH(MDUTYPAIIAA CEPBED, B KOTOPOM OIIMCAH STOT
CJIYIIAIOIIUI COKET.

ssl YKa3bIBa€T HA TO, YTO BCE COEJMHEHUs, IIPUHUMAEMbIE HA JAHHOM CJIyIIAOIIEM
COKeTe, JIOJKHBI paboTarh B pexxume SSL. DTo mosposisier 3a1aTh KOMIIAKTHYIO
KOHMUTYpaIuio i cepBepa, paboratomero cpady B aByx pexnmax — HTTP u
HTTPS.

http2 03BOJIsleT puHUMAaTh Ha caymramomem cokere HTTP /2-coemunenusi. O6braHO,
9TOOBI 9TO PaboTasIO, CIIeIyeT TaKxKe yKa3aTh napamerp ssl, omaako Angie PRO
MOKHO TakKe HacTpouThb u Ha npuem HTTP /2-coequnennii 6e3 SSL.
Ycrapeno, HaunHast ¢ Bepcun 1.2.0.
Wcnonwayiite B3amen mgupexktuBy hitp2.

quic mo3BoJisteT npuHIMaTh Ha 3ToM opty QUIC-coemuuenus. st ncnosb3oBaHus
sroii onnuu B Angie PRO no/mkeH ObITh BKJIFOUEH U HacTpoeH Mouaysb HTTPS.
Korna quic BKIoUeH, Tak»Ke MOXKHO yKa3aTb reuseport, YToObI NCIOJIb30BATD
HECKOJIBKO pab0dmX IIPOIIECCOB.

proxy_protocol  yKa3bIBaeT HA TO, 9TO BCE COEIMHEHWSI, IPUHUMAEMbIE HA JTAHHOM CJIYIIAIONIEM
COKeTe, JIOJKHBI UCII0JIh30BaTh mpoTokos PROXY.

B nupexTuse listen MOXKHO TakKe yKa3aTh HECKOJIBKO JTOTOJHUTEHHBIX TAPAMETPOB, CHEIM(MPUIHBIX JJIsT
CBSI3AHHBIX C COKETAMHU CHCTEMHBIX BBI30BOB. DTH MapaMeTPhl MOXKHO 3aJaTh B JII0OOH JTupekTuse listen,
HO TOJIBKO OJMH Pa3 I CJIYIIAIOIIEro COKeTa.

setfib=vucno zagaer Tabiuiy mapmpyTtusanuu, FIB (mapamerp SO _SETFIB) njis ciayniao-
mero cokera. B Hacrosiuii MoMeHT 310 paboraer Toabko Ha FreeBSD.

fastopen=vucao pritoyaer «TCP Fast Opens Juist ciymaromiero cokera M OrPaHUYMBAET MaK-
CUMAJIbHYIO JIJINHY OYEPE/IN COEUHEHU, KOTOPBIE elle He 3aBEPIIUJIN IIPOIECcC
TPEXCTOPOHHETO PYKOIIOXKATHUSI.

“* OcTopoxkxHO

He Bxiouaiite «TCP Fast Opens», He ybeauBImnch, 9T0 cepBep MOXKET aJeKBATHO 0OpabaTHIBATH
MHOTOKPATHOE IOJIyY€HUE OJIHOTO U TOro ke SY N-Iakera ¢ JaHHBIMA.
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backlog=xucr0 3azaer napamerp backlog B BeI30Be listen(), KOTOPBIl OrPAHMINBAET MAKCAMAIIb-
HBII pa3Mep ovYepen OXKUIAKIUX pueMa coeauaennii. [lo ymomganuto backlog
ycranaBiauBaercs paBHbIM -1 mis FreeBSD, DragonFly BSD u macOS, u 511
TS APYTHUX TLIAT(OPM.

rcvbuf=pasmep zazaer pasmep Oydepa npuema (mapamerp SO_RCVBUF) njs ciymiamoiiero
coKerTa.

sndbuf=pasmep zamaer pasmep Oydepa nepemaqan (napamerp SO SNDBUF) jajist cJiyliaioniero
cOKeTa.

accept_filter=¢it 3amaer naspanue accept-duiprpa (napamerp SO ACCEPTFILTER) nna ciy-
IIAIOIIEr0 COKETa, KOTOPBIH BKIIOYAETCS JJIsT (DUITHTPAIIUN BXOIAIIUX COETMHEHIIH
nepe nepeadeit ux B accept(). Paboraer Tonbko Ha FreeBSD u NetBSD 5.0+.
MozkHo ucnosib3oBarh aBa puiibrpa: dataready u httpready.

deferred YKa3bIBAET UCIIOJIH30BATh OTJIOZKEHHBI accept() (mapamerp
TCP DEFER ACCEPT cokera) Ha Linux.
bind YKa3bIBa€T, 4YTO I JAHHOI'O CJAYIIAIOIIErO COKeTa HYXKHO [es1aTbhb bind( ) oT-

JIEJIbHO. DTO HYKHO IIOTOMY, UTO €CJIA OIHUCAHBI HECKOJIBKO IHUPEKTHUB listen ¢
OJIMHAKOBBIM IIOPTOM, HO Pa3HBIMH aJIpecaMu, W OJIHA U3 JTUPEKTHUB listen ciy-
nraeT Ha BeexX ajpecax mig gansoro nopma (*:mopm), o Angie PRO caenaer
bind() rosbko ua *:nopm. Heobxomumo 3aMeTUTD, YTO B 3TOM CJIy4ae JJisi Olpe-
JIeJICHUsT aJipeca, Ha KOTOPBIA IPUIILIO COEJUHEHUE, JEJIAeTCsl CUCTEMHBIH BbI-
308 getsockname(). Ecim ke ncnonb3yrorest mapameTps setfib, fastopen, backlog,
rcobuf, sndbuf, accept_ filter, deferred, ipv6only, reuseport nmu so_ keepalive, To
JLUISL JIAHHOM Tapbl adpec:nopm BCErja JeaaeTcst OTAe/bHBIA BbI30B bind().

ipv6only=on | off onpexensier (uepe3 mapamerp cokera IPV6 VG6ONLY'), Gyner i cirymarommit
na wildcard-anpece [::] IPv6-coker npunumars Tosbko IPv6-coequnenns, nim xe
onuoBpeMenHo IPv6- u IPv4-coemuuenns. [lo ymonmuanuio mapaMerp BKJIIOYEH.
YeTaHOBUTH €r0 MOXKHO TOJIBKO OJIMH Pa3 Ha CTapTe.

reuseport YKa3bIBAET, YTO HY?KHO CO3/IaBAaTh OTIE/IbHBIN CJIYINAIONIUNA COKET JJIsi KarKIO-
ro pabouero nporecca (depe3 mapamerp cokera SO REUSEPORT maa Linux
3.9+ u DragonFly BSD win SO REUSEPORT LB s FreeBSD 124-), mo3so-
JIsisI SIIPY PACIPEIEIATh BXOJSAIINE COeMHEHUs] MEXK Ty PabOIMMK MTPOIECCaMU.
B Hacrosiiuit MmomeHT 310 paboraer Tosbko Ha Linux 3.9+, DragonFly BSD u
FreeBSD 12+.

‘% OcTopoxHo

HeHa;LﬂeX(amee HCIIOJIb30OBaHUE ITapaMeTpa ’F@U,S@pO'Ft MOXKeT OBITh HEOE30TIaCHO.

so_keepalive=on | off | [keepidle]: [keepintvl]: [keepcnt] koudurypupyer jjis CJIyIIAIOMEro co-
keta noBenenne « TCP keepalives.

€CJIU TIapaMeTp OIyIIeH, I COKeTa OyIyT JefiCTBOBATh HACTPOUKHU OII€PAIHOH-
HOH CUCTEMBI

on Jutst cokeTa BKJodaercsd nmapamerp SO KEEPALIVE

off quist cokera mapamerp SO KEEPALIVE BbIKIIOUaeTCS

Hexkoropsrie onepannoribie CHCTEMBI TOIEPKUBAIOT HACTPOiiKy mapamerpoB « TCP keepalive» na yposue
cokera nocpezicrBoM mapamerpos 1'CP KEEPIDLE, TCP_KEEPINTVL u TCP_KFEFEPCNT. Ha Ta-
KUX CUCTEMAaX UX MOXKHO CKOH(MDUTYPUPOBATH C ITOMOIIBIO TapaMeTpoB keepidle, keepintvl u keepent. Omun
WK JIBa IapaMeTpa MOIYT ObITh OIYIIEHBI, B TAKOM CJIydae Jijis COOTBETCTBYIOIIErO MapaMerpa COKeTa
OyIyT JeiiCTBOBATh CTAaHIAPTHBIE CUCTEMHBIE HacTpoiiku. Hampumep,

[so_keepalive=30m: :10 }
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ycraHosur Tafimayr Gesmeiicreust (TCP_KEFEPIDLE) B 30 wMuHyT, JUisi UHTepBaja 1pod
(TCP_KEEPINTVL) Gyner peficTBoBaTh CTaHJApPTHAs CHCTEMHAs HACTPONKA, a CUETYHK IIPO6
(TCP_KFEEPCNT) 6yner pagen 10.

IIpumep:

[1isten 127.0.0.1 default_server accept_filter=dataready backlog=1024; }

location

CunTakcuc location (| =| 7| 7*| ~7 | wri | Quma)+ { ... }
IIo ywmomua- —

HUIO

Konrekcr server, location

YcranaBiauBaeT KOHMUTYPAITUIO B 3aBUCHMOCTH OT TOoro, coorBercTByeT Jin URI 3ampoca kakomy-u6o
13 BBIPAXKEHUI COIIOCTABJIEHUS.

Lutsr conocrasienus ucnosbdyercs URI 3ampoca B HOpMaJIM30BaHHOM BUJIE, TIOC/E JIEKOIUPOBAHUS TEK-
cTa, 3aJanHoro B Buje % XX, mpeobpa3soBaHus OTHOCHTEIBHBIX 3JIEMEHTOB ITyTH «.» W <..» B PEaJIbHBIE
7 BO3MOXKHOM 3aMmeHb, ABYX W O0OJIee TIPS UAYIIAX KOCBIX IePT Ha OIHY.

Sagarsb location MOXKHO PePUKCHOM CTPOKOI MJIA PETYJISIPHBIM BBIPAYKEHUEM.

PerﬂHprIe BbIpazKeHUsA 3aJal0TCA C MO,ZLI/I(l)I/IKaTOpOI\IZ

* st ToncKa coBmajeHns 6e3 yueTa perucTpa CUMBOJIOB
C yuerom perucrpa

Ytob6nr HaiTU location, COOTBETCTBYIOMNI 3aIpoCcy, BHAYAJE MPOBEPAIOTCs [ocation’sl, 3alaHHbIE IIpe-
durcabME cTpokamu (npedukcusie location’st). Cpenn HUX uieTcs location ¢ COBIAIAIOMUM TIpeduK-
COM MaKCHMAJIbHOMN JIJTMHBI U 3aII0OMIHAETCS.

© IIpumeuanue

JLJIsi OIrepaIMoHHBIX CUCTEM, HEUYBCTBUTE/IBHBIX K PECUCTPY CHMBOJIOB, Takux kKak macOS, cpaBHe-
HUEe ¢ TPePUKCHBIMU CTPOKAMU MPOU3BOAUTCH Oe3 yduera perucrpa. OIHAKO CpABHEHUE OIDAHUYIEHO
TOJBKO OmHOOAUTHBIMEU [ocale’stvu.

3areM MPOBEPSIIOTCS PEryJIsiPHbIE BBIPAYKEHUsI B IMOPsiJIKE UX CJIeJOBaHUS B KOH(MUTYpaImoOHHOM daii-
ste. IIpoBepka peryaspHbIX BBIPAXKEHUN MPEKPAIAETCs TIOCIE TIEPBOrO XK€ COBIAJICHUSI, U UCIIOIb3YeTCS
COOTBETCTBYIOMIAas KoHdurypanusi. Fciin coBnajienne ¢ perysipHbIM BhIpaXK€HUEM He HalJIeHO, TO UC-
MOJIb3yeTCst KOH(MUTYpAIUs 3allOMHEHHOTO paHee mpedurcHoro location’a.

3a HEKOTOPbBIMU UCKJIIOYEHUAMUN, O KOTOPBIX 'OBOPUTCA HUZKE, oJioku location MOoryT OBLITEH BJIOYKEHHBLIMU.

Perynsapuble BoIpaxkeHnss MOTYT CO3/1aBaTh TPYIIBLI 3aXBaTa, KOTOPbIE 3aTE€M MOYKHO HCIOJIb30BaTh B
JAPYIUAX JUPEKTHBaX.

Ecau y cosmasmiero mpedukcHoro location’a ykazan MoaudukaTop ~, TO PeryJspHble BhIPAXKEHUS He
[IPOBEPSIFOTCS.

Kpome toro, ¢ momomnipio MmoguduraTopa = MOXKHO 337aTh Tounoe coBrajgenne URI u location. Ilpu Tou-
HOM COBIIQJICHUH IIOMCK Cpa3y ke npekpainaercs. Hamnpumep, eciau 3anpoc / ciaydaercd 9acTo, MOXKHO
YCKOPUTH 0OpabOTKY TaKMX 3aIllpoOCcOB, YKa3aB location =/, TaK KaK MOWCK MPEKPATHUTCS IIOCTE Tep-
BOIO Ke cpaBHeHus. Takoit location He MOXKeT MMeTh BJIOKEHHBbIE location, TaK KaK OH 3aJaeT IOJIHOe
COBIIaJICHUE.
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IIpumep:

location =/ {
#Konpuaypayua A
}

location / {
#konpuaypayua b

}

location /documents/ {
#KoHpuaypayua B
}

location ~~/images/ {
#konpuaypayua I’

}

location ~*\.(gifljpgljpeg)$ {
#konpuaypayua J
}

s 3ampoca / Gyuer BbiOpana kondurypamnus A, mjis 3amnpoca /index.html — xkoudurypamnus B, aia
zarpoca /documents/document.html — koudurypanus B, qs 3anpoca /images/1.gif — xoudurypa-
nwus I, a mrs 3ampoca /documents/1. jpg — xoudwuryparus [l

(5 ) IIpumeuanue

Ecin npedukcnsiit location 3aman ¢ Kocoit 4epToil B KOHIlE U BKJIIOUEHA JUpeKTuBa auto redirect,
npoucxout caemyomee: Ha 3anmpoc ¢ URI 6e3 Kocoit yepThl B KOHIE, B OCTAJILHOM COBIIAIAOIIAN C
npeduKcoM, OyIeT BO3BPAIIEHO IIOCTOSHHOE IepeHamnpasjenne ¢ komoMm 301, ykaseBatoree Ha URI
3ampoca ¢ 100aBJIEHHON B KOHITE KOCOI 4epTOii.

Ecnu 3anats location ¢ TounsiMm coBuanenneM URI, mepenampapiienve He MCIOIB3YETCS:

location /user/ {
proxy_pass http://user.example.com;

}

location =/user {
proxy_pass http://login.example.com;
}

IIpedukc @ zamaer umernosarnvii location. Takoit location He uCHOJIBb3yeTCs IpU OOBIYHON 00pPabOTKE
3aITPOCOB, a IpeJHA3HAYEH TOJBKO JJIs [IepeHalpaBiienns B Hero 3ampocos. Takue location He Moryr
OBITH BJIOXKEHHBIMU W HE MOTYT COJEPXKATh BJIOXKEHHBIE [ocation.

3.3. BctpoeHHble mopynu 331



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

Kombuxuposattbie location

st ymobceTBa HECKOILKO [ocation ¢ OMUHAKOBON KOH(UIYpaImeii MOKHO 3alMMCATh KOMIAKTHO, TEPETNC-
JIUB B OIHOM location cpa3y HECKOJIbKO BBIPAXKEHU COMOCTABJIEHUSI U 33JIaB JIJIsl HUX €JIUHYI0 KOH(MUrY-
panuio. Takue location HA3BIBAIOTCA KOMOUHUPOBAHHDBLMU.

Eciu, nanpumep, npenosiokuTh, 9To B npeasiryineM npumepe kouduryparmuu A, I' u /I coBnajaior, To
UX MOXKHO 3aIMCATh ¢ TMOMOIIBI0 KOMOMHUPOBAHHOTO location:

/

~~/images/

“*\. (gif|jpgljpeg)$ {
#obwas KOHPU2YDAYUS

location

IMenoBannsiil location TakzKe MOXKET OLITH YaCThLIO KOM6I/IHI/IpOBaHHOFOZ

location =/
O@named_combined {

“* OcropoxHOo

B kombunmpoBanHubIX location Mexy MOmuMUKATOPOM BBIPAYKEHUS COIOCTABJICHUS M CAMUM BbIPa-
JKEHUEM He MOXKET CTosTh mpobesi. IlpaBunbno: location ~*/match(ingles|er)$

(i ) IIpumeuanue

Ceituac KOMOMHMpOBaHHBIE location He MOIYyT HENOCPEICTBEHHO COIEpP:KaThb JIUPEKTUBBI
proxy pass, B KoTopbix 3a1an URI, a takxke api u alias. IIpu sTOM Takme JUPEKTUBBI MOXKHO HC-
MIOJTb30BATH B JAPYrux location, BIOKEHHBIX B KOMOMHIUPOBAHHBIIA.

log_not_found

Cunraxcuc log_not_found on | off;
Ilo ywmomua- log_not_found on;
HUIO

Konrekcr http, server, location

Paspermraer nin 3arnperaer 3anuceBaTh B errorlog omubOKu 0 ToM, uTo dailil He HaiijieH.

3.3. BcTpoeHHble mogynu 332



eb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

B
*cepBep yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

log subrequest

Cunrakcuc log_subrequest on | off;
Ilo ywmomua- log_subrequest off;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anpernaer 3anucbiBaTh B access  0g MOIBAIPOCHL.

max ranges

CunTakcuc max_ranges “ucAo
Ilo ymomua- —

HUIO

Konrekcr http, server, location

OrpannymBaeT MaKCUMaJbHOE JIOIYCTUMOE YHUCJIO JMAIIA30HOB B 3alpocaX ¢ yKA3aHUEM JUAIla30Ha 3a-
npammuBaeMbix OaiirT (byte-range requests). 3ampocsl, IpEeBHINAOIIME YKA3AHHOE OrpaHuIeHne, 00pada-
THIBAIOTCA KaK €CJIN 6])1 OHHM HE COAEPKaJIN YKa3aHUA ANaIlla30HOB. HO YMOJJIYaHUIO YUCJIO JUaIlla30HOB HE
OTPAHUYIECHO.

0 IIOJTHOCTBIO 3allpenlaeT IIOJACP2KKY JANAlla30HOB

merge _slashes

Cunrakcuc merge_slashes on | off;
Ilo ymonmya- merge_slashes on;
HUIO

Konrekcr http, server

Paspemaer nan 3amperaer npeobpazoBanne URI myrem 3amensbr AByx u 6ojiee MOAPST UIYIIIX KOCBIX
4gepr («/») Ha OIHY.
HeobxomMo uMeTh B BHLy, 9TO 9TO IPeoOpa30BaHne HEOOXOAMMO JIJIsi KOPPEKTHON TPOBEPKH TPEedUKC-

HBIX CTPOK U PEryJIsipHBIX BbIpakeHwuii. Eciiu ero He nenarh, To 3anpoc //scripts/one.php He monajer
B

{1ocation /scripts/ { }

7 MOXKeT OBbITh 00C/Iy?kKeH Kak crarumdecknit daitr. [losTomy on npeobpasdyercst K Buiy /scripts/one.
php.
Samper peobpazoBaHus MOXKeT moHaa06uThest, eciim B URI ncnonb3yorest nMena, 3aK0IupOBAHHBIE Me-

TosoM basel4, B KOTOPOM 3aJeficTBOBaH cUMBOJ «/». OJHAKO M3 cOOOparKeHuii GE30IacCHOCTH JIydIIe
n36eraTh OTKJIFOYEHHS [TPeOOPaA30BAHUSI.

Ecmu JUPEKTUBA YKa3aHa Ha YPOBHE sServer, TO MOXKET HUCIIOJIB30BaThCAd 3HAYCHUE U3 cepBepa 110 YMOJI-
YaHUIO.
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msie_ padding
Cunrakcuc msie_padding on | off;
Ilo ywmonua- msie_padding on;
HUIO
Konrekcr http, server, location

Paspemaer nin 3anpemmaer gobasiisite B orBersl i1 MSIE co crarycom 6osbie 400 komMeHTapHil 115t
yBeJIngeHusi pa3Mepa orBeTa 10 512 6aiiT.

msie _refresh

Cunraxcuc msie_refresh on | off;
Ilo ymomua- msie_refresh off;
HUIO

Konrekcr http, server, location

Pazpemaer uwan 3anpemaer Beigasarh 1t MSIE kamenTos refresh’sr BMecTo mepenamnpasiieHmii.

open_file_cache

Cunrakcuc open_file_cache off; open_file_cache max=DN [inactive=6pems;
Ilo ywmomua- open_file_cache off;

HUIO

Konrekcr http, server, location

3ajiaer K311, B KOTOPOM MOT'YT XPaHUTHCH:
® JIECKPUIITOPHI OTKPBITHIX (ailioB, nadopMmalms 06 uX pasMepax U BPEMEHU MOIU(PUKAIINN;
e mHMOpPMAIUS O CYIIECTBOBAHIY KATAJIOTOB;
e urdopmalms 06 ommnoKax MoucKa daiiia — «HeT daiiaay, «HET paB Ha YTEHUE» U TOMY TOI00HOe.

KSH_II/IpOBaHI/Ie ommnboK HY2>KHO Da3pemuTb OTAEJIbHO ,ZLHpeKTHBOﬁ op(zn_ﬁl@_ C(J,Ch(f_ Eerrors.

max 33/1a€T MAKCUMAaJIbHOE HYMCJIO 9JIEMEHTOB B KJIIIE; IIPU IIEPETIOTHEHUH K3IIa y/Ia-
JIAIOTCsT HauMeHee BocTpeGosannbie meMenTs! (LRU);
inactive 3a/1a€T BPEMsl, ITOCJI€ KOTOPOTO 3JIEMEHT KA YIAJSIETCs, eCJIU K HeMY He ObLIO
obpallleHuil B TeYeHne 9TOro BpeMeHH; 110 yMoadannio 60 cexyH;
off 3alpeniaeT KIIIl.
IIpumep:
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;
open_file_cache_errors 3
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open_file cache errors

Cunrakcuc open_file_cache_errors on | off;
Ilo ywmomua- open_file_cache_errors off;
HUIO

Konrekcr http, server, location

Paspemaer nim 3anperaer kammupoBanue ommOOK noncka paitjaos B open  file  cache.

open file cache min uses

CunTakcuc open_file_cache_min_uses “ucao;
Ilo ywmomua- open_file_cache_min_uses 1;
HUIO

Konrekcr http, server, location

SajiaeT MUHIMAJIBHOE YHCJIO OOpallieHnii K (paiijly B TeUeHne BpeMeHM, 33/IJaHHOrO ITapaMeTpoM inactive
JMPEKTUBLI open_ file  cache, HEODXOMMMBIX JIJISI TOTO, YTOOBI JECKPUITOD (aiiyia 0cTaBajICsd OTKPBITHIM
B KOIIIE.

open_file_cache_valid

Cunrakcuc open_file_cache_valid spems;
Ilo ywmomua- open_file_cache_valid 60s;
HUIO

Konrekcr http, server, location

Ormpesiesisier BpeMsi, depe3 KOTOPOE CJIE/LyeT IIPOBEpPSTh AKTYaJbHOCTh HH(MOpMaIuu 0O 3jeMeHTe B
open_ file_ cache.

output _buffers

Cunrakcuc output_buffers wucao pasmep;
Ilo ywmomua- output_buffers 2 32k;

HUTO

Konrekcr http, server, location

Sajiaer wucao U pasmep 0ydDEpPOB, UCIOJIB3YEMBIX DA YTEHUU OTBETA C JIMCKA.

3.3. BcTpoeHHble mopynu 335



yn. JleBa Tonctoro, g. 14, stax 1, kB. 2, r. Mockga, 119021

Beb- 000 «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

port_in_redirect

Cunrakcuc port_in_redirect on | off;
Ilo ywmomuya- port_in_redirect on;
HUIO

Konrekcr http, server, location

Pa3pemaeT Wi 3allpelraeT yKa3bIBaTb IIOPT B abCoAOMHBLT IIepeHallpaBJICHUAX, BbIJaBacMbIX

Angie PRO.

Ucnonp3oBanme B IepeHANPAaBICHUAX OCHOBHOTO HMEHH cepBepa  yHpaBideTcd JAUPEKTHBOM
server _name_ in_ redirect.

postpone_output

Cunrakcuc postpone_output pasmep;
Ilo ywmomua- postpone_output 1460;
HHIO

Konrekcr http, server, location

Ecim 510 BO3MOXKHO, TO OTIpaBKa JIAHHBIX KJIMEHTY Oyjer orioxkena moka Angie PRO ne makomur 1mo
Kpaiineit Mepe yKa3aHHOe KOJUTIECTBO OAUT JJIsi OTIPABKU.

0 3anpeniaeT OTJIOXKEHHYIO OTIIPDAaBKY JaHHBbIX

read ahead

Cunrakcuc read_ahead pasmep;
Ilo ywmomua- read_ahead O;

HUTO

Konrekcr http, server, location

Sagaer spy pasmep mnpegarenus npu pabore ¢ daitiamu.

Ha Linux ucnonb3yercsi CUCTeMHBIH BbI30B posiz_ fadvise(0, 0, 0, POSIX FADV_SEQUENTIAL), no-
9TOMY IIapaMeTp pa3Mep TaM HTHOPUPYETCSI.

Ha FreeBSD wucnonbsyercs cucremubiii Boi3oB fentl(O READAHEAD, pasmep ), HOsSBUBIIUIACIT BO
FreeBSD 9.0-CURRENT.

recursive error pages

Cunrakcuc recursive_error_pages on | off;
Ilo ymomwa- recursive_error_pages off;
HUIO

Konrekcr http, server, location

Paspemaer nnn 3amperaer mesiaTh HECKOJIBKO MEPEHAIPABICHUI Yepe3 NUPEKTUBY error page. duciio
TaKUX IePeHalIPaBJICHUI 02paHuyeno.
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request pool _size

Cunrakcuc request_pool_size pasmep;
Ilo ywmomua- request_pool_size 4k;
HHIO

Konrekcr http, server

TlozBosIsIeT TPOU3BOANTD TOUHYIO HACTPONKY BBIJAEICHUI TAMSATH O/ KOHKPETHBIE 3AIIPOCHL. DTa JIUPEK-
THBa HE OKa3bIBaeT CYIIECTBEHHOI'O BJINAHMUSA Ha ITPOU3BOIUTEILHOCTD, U €€ He CJe/lyeT UCIOIb30BaTh.

reset timedout connection

Cunraxcuc reset_timedout_connection on | off;
Ilo ymomua- reset_timedout_connection off;
HUIO

Konrekcr http, server, location

Paspemaer wm 3anperaer cOpoc coeuHEHNUI IO TAIMAay Ty, & TAK¥Ke [IPU 3aKPHITHHU COeMHEHMIA ¢ TTOMO-
b0 HecTaHAapTHOrO Koma 444. Copoc memaercs ciemyrormmM obpa3om. Ilepen 3akpbiTuem cokera st
mero 3asaercs mapamerp SO LINGER c rtaitmaytom (. Ilocsie aTOro mpu 3akpbITHH COKETa KJIHEHTY
orcoutaercss TCP RST, a Bcsa maMeATh, CBI3aHHAs C 9TUM COKETOM, OCBODOXKIAETCS. DTO MO3BOJIAET U3-
6eKaTh JUINTEILHOTO HAXOXKJIEHUST y2Ke 3aKPbITOro coketa B cocrosiuuu FIN WAIT1 c 3amojHeHHBIME

6y depamu.

© IIpumeuanue

coequuenns keep-alive O UCTEIEHNN TaiiMayTa 3aKPBIBAIOTCS OOBITHBIM 0OPA30M.

resolver
Cunrakcuc resolver adpec ... [valid=spemas] [ipvd=on|off] [ipv6=on|off] [status zone=30mnal;
Ilo ymomua- —
HHIO
Konrekcr http, server, location, upstream

Samaer cepepbl DNS, wucrmosb3yemblie 1y mpeoOpa30BaHUsi UMEH BBINMIECTOAIINX CEPBEPOB B ajpeca,
HAIPpUMED:

[resolver 127.0.0.53 [::1]:5353;

Ajipec MoxkeT OBITH yKa3aH B BHje JoMeHHOro mmvenu win [P-ajgpeca, u neobsizarenbuoro nopra. Ecim
mopT He yKa3aH, ucroiab3yercs nopt 53. Cepsepsl DNS onpammBaoTest TUKJIMIeCKH.

ITo ymomuanuio Angie PRO kammupyer orBersl, ucnosib3ys 3uadenune TTL u3 orsera.

valid 1e0bA3aMeAbHBLT TTAPAMETD, IO3BOJISET TIEPEOIPEIEINTh CPOK KIMMUPOBAHIS OT-
BeTa
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[resolver 127.0.0.53 [::1]:5353 valid=30s; ]

ITIo ymomganuio Angie PRO 6yaer uckars kak IPv4-, Tak u IPv6-agpeca npu mpeobpa3oBaHuu UMeH B
azpeca.

ipvé4=off zamperaer nonck [Pv4-anpecos
ipv6=off zamnperaer nouck [Pv6-anpecos
status_zone HeobA3amenvHoili TapaMeTp; BKIIIOYaeT cOOp METPHUK 3aIpocoB U 0TBeTOB DNS-

cepsepa (/status/resolvers/<zone>) B yKa3aHHON 30HE

© Coser

s npenorsparienuss DNS-ciydunra pekoMmenryercst ucmnoib3oBarb DNS-cepBepbl B 3alUIEHHON
JIOBEPEHHOI JIOKAJILHOW CETH.

resolver _timeout

Cunrakcuc resolver_timeout epems;

Ilo ymomua- resolver_timeout 30s;

HUIO

Konrekct http, server, location, upstream

Sasaer TaifimMayT JiJisl TpeoOPa30BaAHUsI UMEHHU B &JIPEC, HAIPUMED:

[resolver_timeout 5s; }
root

Cunrakcuc root nymo;

Ilo ywmomga- root html;

HUIO

Konrekcr http, server, location, if B location

3ajiaeT KOPHEBOI KaTaJIor [jisi 3a1pocoB. Hampumep, nmpu Takoit KOH(MUIypaimn

location /i/ {
root /data/w3;
}

B OTBeT Ha 3arpoc /i/top.gif Oyner orian daitn /data/w3/i/top.gif.

B 3mavenuu mnapamerpa I[yTh MOXKHO HCIIOJL30BaTh LepeMeHHble, Kpome Jdocument root u
$realpath_root.

IIyts x daitny dbopmupyercs myrem mpoctoro jobasierus URI k 3uavenuto qupekTuBbl root. Ecin ke
URI HEOOXOIMMO ITOMEHSTh, CJIeLyeT BOCIIOJIb30BATHCA IUPEKTUBON alias.
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satisfy
Cunrakcuc satisfy all | any;
Ilo ywmomua- satisfy all;
HUO
Konrekcr http, server, location

Paspemaer mocryn, ecsim ero paspemator Bee (all) wam xors 661 ogun (any) uz mouysneit Access, Auth
Basic nin Auth Request.

location / {
satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";
auth_basic_user_file conf/htpasswd;

send lowat

Cunrakcuc send_lowat pasmep;
Ilo ywmomua- send_lowat O;

HUIO

Konrekcr http, server, location

IIpm ycranoBke 310it TupeKTUBHL B HeHysIeBoe 3HadeHne Angie PRO Gymer mblTarhcss MUHUMU3UPOBATD
9UCJTO OTIEPAITHil OTIIPABKHU Ha KJIMEHTCKUX COKeTax Jinbo mpu romoru ¢dyiara NOTE_LOWAT meroma kqueue,
aubo mpu momornu napaMerpa cokera SO_SNDLOWAT. B oboux caydasx Oy/eT MCIIOMb30BAH YKa3aHHBIHI
pas3mep.

send _timeout

Cunrakcuc send_timeout epems;
Ilo ymomua- send_timeout 60s;
HUIO

Konrekcr http, server, location

3ajaeT TaiiMayT Ipu repejade oTBeTa KJANEHTY. TaifiMayT ycTaHABIMBAETCs HE HA BCIO MEpeady OTBETa,
a TOJIBKO MEXJy JBYMsI OIepalusMy 3amnucd. Ecin 1o MCTeYeHNM 3TOr0 BPEMEHH KJIMEHT HUYero He
IIPUMET, COeJMHEHNE OYIET 3aKPBITO.
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sendfile
Cunrakcuc sendfile on | off;
Ilo ymomua- sendfile off;
HUIO
Konrekcr http, server, location, if B location

Paspemaer win 3anpeniaer ucnoib3osarh sendfile().

BoamoxkHO ucnosb3oBanue aio Jjisl MOAPY3KU JaHHBIX s sendfile():

location /video/ {
sendfile ;
tcp_nopush 8
aio H

}

B rakoit kouduryparyu dynkuusa sendfile() BobiBaercsa ¢ duiarom SF NODISKIO, B pesyiabrare 4ero
oHa He OJIOKHpYeTCsT Ha JUCKe, a coobImaer 06 OTCyTCTBAN JaHHBIX B mamsaTu. [locie storo Angie PRO
WHUIUUPYET aCHHXPOHHYIO TOATPY3KY JAHHbIX, unTas onud 6aitt. [Ipu sTom sipo FreeBSD noarpyxaer
B mamMaTh niepBblie 128K GaitT daitna, oHAKO TIPU TOCIEAYIONUX YTEeHUIX (haill MOATrPYyKAETC TaCTIMI
TosbKO 110 16K. I3MeHnTDh 3T0 MOXKHO C IIOMONIBIO JUPEKTUBEI read ahead.

sendfile_max_ chunk

Cunrakcuc sendfile_max_chunk pagmep;
Ilo ymomua- sendfile_max_chunk 2m;
HUIO

Konrekcr http, server, location

OrpanuunBaer 00beM JJAHHBIX, KOTOPBINA MOXKeT [epejiaH 3a ojuH Bbi3oB sendfile(). Bes aroro orpannde-
HUsI OJTHO OBICTPOE COEJIMHEHNE MOYKET IIeJINKOM 3aXBaTUTh PabOUYMii IIPOIIECC.

server
Cunrakcuc server { ... }
Ilo ymomua- —
1503000)
Konrekcr http

3aaerT KOHQUIYpanuio IS BEPTYaJbHOTO cepBepa. JeTKoro pasjiefeHHusi BUPTYAJIbHBIX CEPBEPOB HA
IP-based (ma ocnoBanuu IP-anpeca) u name-based (ua ocHoBanuu nosist «Host» 3arosioeka 3amnpoca) er.
BMecTo 3TOro AupekTuBamu listen ONUCBIBAIOTCS BCE aJ[peca M NOPTHI, Ha KOTOPBIX HY?KHO IPUHUMATH
COeJIMHEHMSI JIJIsI TOTO CepBepa, & B JIMPEKTUBE Server name YKa3bIBAIOTCS BCe UMeHa CePBEpPOB.

Tlompobuee: Kax ob6pabamuvieariomes 3anpocol
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server name

Cunrakcuc server_name UMs ...}
Ilo ymomua- server_name "";
HUIO

Konrekcr server

3ajsiaeT UMeHa BUPTYaJbHOI'O CepBepa, HaIpUMED:

server {
server_name example.com Www.example.com;

}

IIepBoe mMs CcTAHOBUTCSH OCHOBHBIM MMEHEM CEPBEPA.

B umMeHax cepBepoB MOXKHO HCIIOJB30BATh 3Be3/0UKY («*») JIsl 3aMeHbI MepBoil Win mocJieHell 1acTu
WMEHU:

server {
server_name example.com *.example.com www.example.*;

}

Takre mMeHa Ha3bIBAIOTCA UMEHAMI C MACKOIL.

,Z[Ba, II€PBBIX BBIMICIIPUBEACHHBIX MMEHU MOXKHO O6'b€,l];I/IHI/ITI) B OJIHO:

server {
server_name .example.com;

}

B kauecTBe MMEHH cepBepa MOYKHO TaKXKe HCIOJIb30BATH PETyJIsPHOE BBIDAXKEHWE, YKA3aB Iepef] HUM
THIIbIY (<« »):

server {
server_name ~“www\d+\.example\.com$ www.example.com;

}

PCFyJIHpHOC BbIpazKeHNE MOXKET COACPZKATH BBIJICJICHUA, KOTOPbHIC MOT'yT 3aTEM NUCIIOJIB30BATHCA B JIPDYTUX
JAUPEKTHUBAX:

server {
server_name ~~ (www\.)?7(.+)$;

location / {
root /sites/$2;
}
}

server {
server_name _;

location / {
root /sites/default;
}
}

menoBannbie BbLIEJICHUA B PETYJ/IAPHOM BbIDaK€HUU CO3/1al0T IIE€pEeMEHHbIEe, KOTOPbIE MOI'YyT 3aT€M HUC-
IOJIB30BAaThCsA B APYIUX JUPEKTUBAX:
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server {
server_name "~ (www\.)?(?<domain>.+)$;

location / {
root /sites/$domain;
¥
}

server {
server_name _;

location / {
root /sites/default;
}
}

(5 ) IIpumeuanue

Ecsin napamerp JupeKTuBbI yeTaHoBJeH B $hostname, To nopcrasigerca uMs xocrta (hostname) ma-
IIUHBL.

IIpu noucke BUPTYaJILHOTO CepBepa IO UMEHU, €CJU UMEHU COOTBETCTBYET HECKOJIBKO U3 YKA3aHHBIX Ba-
PUAHTOB, HAIIPUMED, OHOBPEMEHHO TIOIXO/ISIT U UMs C MACKOM, U PeryJisipHOe BbIparKeHue, OyaeT BoIOpaH
IIEPBBIil TOAXOIANIINI BApUAHT B CJIEIYIONIEM IIOPsJIKe IPUOPUTETA!

® TOYHOE UM
e caMoe JTMHHOE UMsI C MacKoil B HadaJje, HanpuMmep «*.example.com»
e caMoe JIJIMHHOE MMsl ¢ MaCKO# B KOHIE, HanmpuMmep «mail.*»

® [IepBOe HOAXO/ISIIEe PEryJISPHOe BhipazkeHue (B IOPsJIKe CileJ0BaHus B KOH(MUrypanuoHuoM daiiie)

A Braumanune

Yrobbl ucnosib3oBaTh server_name ¢ TLS, seobxomumo TepmunupoBars TLS-coenunenne. dra mu-
pextuBa comocrasiisiercs ¢ Host 8 HT'TP-3ampoce, mosTomy pyKomoxkaTne [T0KHO ObITh 3aKOHYIEHO,
a coeiMHEHNe PacIInPOBAHO.

server name in redirect

Cunrakcuc server_name_in_redirect on | off;
Ilo ymomua- server_name_in_redirect off;
HHIO

Konrekcr http, server, location

Pasperraer win 3anpemaer uCoabL30BaTh B a0COA0MHYLT TIEPEHAITPABJIEHUX, BbliaBaeMbix Angie PRO,
OCHOBHO€ UM cepBepa, 3ajJaBaeMoe JUPEKTUBOM server name.

on HCIIOJIB3YETCsI OCHOBHOE UMSI CepBepa, 3a/[aBaeMoe JTUPEKTUBON Server name
off HCIIONIB3yeTCs UMsl, yKasaHHoe B nosie «Host» 3aronoska 3ampoca. Ecom e sToro
[I0JIsE HET, TO ucnoab3yercs: IP-amgpec cepsepa.
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Vcnonp3oBanne B epeHanpaBIeHUSX IOPTa YIIPABJLAETCS MUPEKTUBON port in_ redirect.

server _names hash bucket size

Cunrakcuc server_names_hash_bucket_size pasmep;

IIo ymonua- server_names_hash_bucket_size 32 | 64 | 128;
HUO

Konrekcr http

3ajaeT pazMep KOP3UHBI B XAII-TaO/IMIAX UMEH CEPBEPOB. 3HAYEHUE TI0 YMOTIAHUIO 3aBUCUT OT pa3Mepa
CTPOKH K31I1a, mporeccopa. [logpobree HacTpoitka X31-Tab nl, 00CyKIaeTCs OT/IE/THHO.

server names hash max size

Cunrakcuc server_names_hash_max_size pasmep;
Ilo ymomua- server_names_hash_max_size 512;
HUIO

Korrekcr http

3asaeT MaKCUMAJIbHBIN pa3Mep X3M-Tabsul] uMeH cepBepoB. [loapobHee HACTPOITKA X3TI-Tab UL 00CY K-
JIaeTcsi OTIEJIHHO.

server _tokens

Cunrakcuc server_tokens on | off | build | cmpoxa;
Ilo ymonua- server_tokens on;

HHIO

Konrekcr http, server, location

Paspemaer nin 3anpemaer ykasoiBarh Bepcuio Angie PRO Ha crpanuiax ommbOK U B I0JIE€ 3arojoBKa
orBera Server. Eciu ykazam mapamerp build, To BMecTe ¢ Bepcueit OymerT Takyke yKa3zaHO uMsi COOPKH,
3aJIAHHOE COOTBETCTBYIONINM ITapaMeTpoM cKpuiita configure.

Iobasneno B Bepcun 1.1.0: PRO

B Angie PRO qupektusa MoxKeT ObITh 3aj[aHa cMpokoll, KOTOPas MOXKET TAK¥Ke COEepPKATh MePEeMEHHbIE.
Torma ma crparuIax ommMOOK 1 B IMOJIE 3ar0JIOBKA OTBETA Server BMeCTO UMEHHU CepBepa, BEPCUH U UMEHN
CcOOpKM OyIeT yKa3bIBATHCS 3HAYEHHUE ITOH CTPOKHU C MOJCTaBICHHLIMU TepeMeHHbIMU. llycTas cmpoka
3amperaeT BbIIady MoJst Server.

status_zone

Cunrakcuc status_zone 30H1a;

Ilo ymomua- —

HUO

Konrekcr server, location, if B location

Beluessier 30Hy pasgiessieMoil mamsaTu i cbopa Merpuk  /status/hitp/location zones/<zone> wu
/status/http /server zones/<zone .
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Hecko/bKo KOHTEKCTOB Server MOI'yT COBMECTHO UCIIOJIH30BATDH OJIHY U TY Ke 30HY JjIs cOOpa JaHHBIX;
ocoboe 3HavueHne off BBIKJIFOYaET cOOp JAHHBIX BO BJIOXKEHHBIX OJI0Kax location.

subrequest _output_buffer _size

Cunrakcuc subrequest_output_buffer_size pasmep;
IIo ymonua- subrequest_output_buffer_size 4k | 8k;
HUIO

Konrekcr http, server, location

Samaer pazmep Oydepa, UCHOJIb3yeMOro JIJisi XpaHEeHUsI Tejla OTBeTa mojzarnpoca. [lo ymoaganuio pa3mep
oHOrO Oydepa paBeH pa3Mepy CTPAHUIILI MAMATH. B 3aBucuMOoCTH OT 11aTdopMbl 310 win 4K, nnn 8K,
OJITHAKO €r0 MOXKHO CJ/IeJIaTh MEHbIIIE.

© IIpumeuannue

,ZLI/IpeKTI/IBa IIpPUMEHUMa TOJIBKO Jid IIOJA3aIIPOCOB, TEJIO OTBETAa KOTOPBIX COXPaHACTCA B IIaMATH.
Hanpumep, nomobHbIe 11013APOCHI CO3A0TCs TIpU TToMotm SS51 .

tcp__nodelay
Cunraxcuc tcp_nodelay on | off;
Ilo ywmomua- tcp_nodelay on;
HUIO
Konrekcr http, server, location

Pazpermraer wim 3amnperaer ucnosnb3zoBanne napavmerpa TCP_ NODELAY. Ilapamerp BK/IIOYaeTcs IpH
repexojie coeuHeHusi B cocrosiuue keep-alive. Takxke, on BKjtoUaercs Ha SSL-coequHenusix, npu HeOY-
depr30BaHHOM IIPOKCUPOBAHUN U IIPU npokcuposaruy, WebSocket.

tcp__nopush
CunTakcuc tcp_nopush on | off;
Ilo ywmomua- tcp_nopush off;
HUTO
Konrekcr http, server, location

Pazperraer wim 3anpemaer wucnosbzoBanne mnapamerpa cokerta 1CP_NOPUSH Bo FreeBSD wim
TCP_CORK B Linux. ITapamerp BKJIIOYAIOTCS TOJBKO IIPU HUCHOJIb30BaHun sendfile. Brimouenue na-
paMeTrpa Mmo3BOJISIeT

e IIepeJaBaTh 3ar0JI0BOK OTBETa M Hadaso daiiaa B oaaHoM makere B Linux u Bo FreeBSD 4.%;

® Jiepe/laBaTb CI)&IU/IJI IIOJIHBIMM IIaKeTaMM.
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try_files
Cunrakcuc try_files daitr ... uri;
try_files daitn ... =xod,;
IIo  ywmomua-
HUIO
Konrekcr server, location

IIpoBepsier cymiecTtBoBanue HailsIoB B 33JaHHOM IIOPSJIKE W WCIOIB3YeT [Jisi 00paboTKU 3ampoca Iep-
BBII HaiiIeHHbBIN daii, mpudeM oO6pabOTKa JieIaeTcs B KOHTEKCTe 3Toro ke location’a. IlyTh k aitmy
cTpouTcs U3 mapamerpa ¢atin B COOTBETCTBUAU ¢ JupeKTuBaMu 700t U alias. C IOMOMNIBIO KOCOH YepThl
B KOHIIE UMEHU MOXKHO IIPOBEPHUTDH CyIIECTBOBAHUE KaTajora, Hanpumep, $uri/. B ciyuae, ecjin HU ofuH
dail He HalijieH, TO J1e/1aeTCsl BHYTPEHHEe [IepeHalpaBIeHe Ha Ui, 3a/aHHbIH TOCJIEHIM IapaMETPOM.
Hampuwmep:

location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {
expires 30s;

}

Tlocnenauit mapamMerp MOXKeET Tak»Ke yKa3bIBATh HA MMEHOBAHHBIN [ocation, MOXKeT TakKe OBITh KOIOM:

location / {
try_files $uri $uri/index.html $uri.html =404;
}

B craenyromem npumepe gupextusa try  files

location / {
try_files $uri $uri/ @drupal;
}

aHaJIOTUYHa JUPEKTHUBaM

location / {
error_page 404 = Q@drupal;
log_not_found 8

3

A 3necn

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;

try_files mposepsier cymecrsoBanne PHP-daiina, mpex e gem nepemars 3anpoc FastCGI-cepsepy.
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location / {

try_files /system/maintenance.html
$uri $uri/index.html $uri.html
Omongrel;

}

location @mongrel {
proxy_pass http://mongrel;
}

location / {
try_files $uri $uri/ @drupal;
}

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_param QUERY_STRING $args;

# ... npouwue fastcgi_param

}

location @drupal {
fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;
fastcgi_param QUERY_STRING g=$uri&$args;

# ... npowue fastcgi_param

location / {
try_files $uri $uri/ @wordpress;

3

location ~ \.php$ {
try_files $uri Q@wordpress;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... npouwue fastcgi_param

3

location @wordpress {
fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;
# ... npowue fastcgi_param

3
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types

Cunrakcuc types { ... }

IIo ymomua- types text/html himl; image/qif gif; image/jpeg jpg;
HUIO

Konrekcr http, server, location

3agmaer coorBercrBue pacmupenuii umen daitioB 1 MIME-tunos orBeros. Paciupenust HeayBcTBUTE B
HBI K peructpy cuMBoyioB. Opromy MIME-Tuiry mMoxeT cOOTBETCTBOBATH HECKOJIBKO PACIIUDEHUI, Ha-
puMep:

types {
application/octet-stream bin exe dll;
application/octet-stream deb;
application/octet-stream dmg;

}

Jocrarouno nosHas Tabsmia coorBercTBuil Bxoaut B auctpubytus Angie PRO u naxomurca B daiine
conf/mime. types.

st Toro UTOOBI I ompejiesieHHOTO location’a  gjs Bcex oTBeToB  BbIgaBasicss MIME-tumn
«application/octet-streams», MOXKHO HCIIOJIB30BATE CJIELYIOIIEE:

location /download/ {

types {3
default_type application/octet-stream;

}

types _hash bucket _size

Cunrakcuc types_hash_bucket_size pasmep;
Ilo ymonua- types_hash_bucket_size 64;
HUIO

Konrekcr http, server, location

Sajziaer pasMep KOp3UHBbI B X3II-Tabaunax Tuios. [lojgpobHee HacTpoiiKa X3I-TabJInI 06CYKIAETC OT-
JIEJIBHO.

types _hash _max _size

Cunrakcuc types_hash_max_size paswmep;
ITo ymonua- types_hash_max_size 1024;
HUIO

Konrekcr http, server, location

SajaeT MaKCHUMAaJIbHBIN pa3Mep X3m-radsmi TuioB. [logpobree HACTpOKa X3IMI-TabJIAIL 00CY K IACTCS
OTJIEJIBHO.
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underscores _in _headers

Cunrakcuc underscores_in_headers on | off;
Ilo ymomua- underscores_in_headers off;
HUIO

Konrekcr http, server

Paspernraer uin 3anpeniaer UCIoIb30BAHNEe CHMBOJIOB IIO{IEPKUBAHIS B [IOJISIX 3ar0JI0BKA 3aIIPOCa KJIU-
enTa. Ecin ucrosp3oBanre CHMBOJIOB IIOYEPKUBAHUS 3alIPEIIEHO, 0/ 3ar0JI0BKa 3alIpoCca, B MMeHaX
KOTOPBIX €CTh IIOTIEPKUBAHIUS, IOMEIAIOTCS KAaK HEIOMYyCTUMBIE U IO TAIOT O AefCTBHE JUPEKTUBEI
tgnore__invalid_ headers.

Ecnnu JVPEKTUBA YKa3aHa Ha YPOBHE Server, TO MOXKET HCIIOJIb30BaThCd 3HAYCHUE U3 cepBepa 110 YMOJI-
YaHUIO.

variables _hash _bucket _size

Cunrakcuc variables_hash_bucket_size pasmep;
Ilo ywmomua- variables_hash_bucket_size 64;
HUIO

Konrekcr http

3ajiaer pasMep KOP3WHBI B X3MI-TabJinie nmepeMeHHbiX. [1oapobHee HaCTPOKa X3MI-TabJIII] 00CY XK 1aeTCs
OTJIEJIBHO.

variables hash max size

Cunrakcuc variables_hash_max_size pasmep;
Ilo ymomua- variables_hash_max_size 1024;
HUIO

Konrekcr http

SajiaeT MaKCUMaJIbHBIN pa3Mep X3MI-TabJiuil HepeMeHHbIX. [[oapobHee HACTPOIKa X3MI-TabJ UL 00CY 2K 18-
eTCsl OTIEJIBHO.

BcTpoeHHble nepemeHHble

Mogynb hitp core momjep:KuBaeT BCTPOEHHbBIE II€DEMEHHbIE, MMEHa KOTOPBIX COBIIQIAIOT C MMEHAMHU
repeMeHHbIX BeO-cepBepa Apache. [Ipexie Bcero, 3To nmepeMeHHbIe, PEJCTABJISIONIE U3 cedsl T0JIsT 3a-
rOJIOBKA 3allpoca KJIMEHTa, Takue Kak Shitp user agent, $hitp cookie u Tomy nomobuoe. Kpome toro,
€CTb W JIpyTrue IepeMeHHbIe:
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$angie_version

Bepcus Angie PRO

$arg_ ums

aApryMeHT UMsA B CTPOKE 3aIpoca

$args

apryMeHTBI B CTPOKE 3aIIpoca

$binary_remote_addr

aJpec KJAneHTa B OMHAPHOM BHUJE, JJTMHA 3HadeHust Bcerna 4 6aiira aus IPv4-aapecos nnm 16 Gaitr mis
IPv6-agpecos

$body_bytes_sent

qucia0 GaiiT, nepeiaHHoe KIMEHTY, 6e3 ydera 3aroJ0BKa OTBETa; IIePeMEeHHAs COBMECTHMA C [1apaMeTPOM
«%B» momyns Apache mod_log config

$bytes_sent

qucyo 6aiiT, mepeJaHHbIX KINCHTY

$connection

HOpS{,ELKOBBIfI HOMED COeIMHEHUA

$connection_requests

TeKyIee 91uCJI0 3allpOCOB B COCIUHEHUN

$connection_time

BpemMs coeJMHEeHUsA B CeKyH/laX C TOYHOCTBHIO /10 MUJIJIMCEKYH/T

$content_length

nosie «Content-Length» 3arosioeka 3ampoca
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$content_type

nosie «Content-Type» 3arosioBka 3ampoca

$cookie_ ums

cookie ums

$document_root

3HAYEHNE NUPEKTUBDI 700t win alias JJisi TEKYIIEro 3ampoca

$document_uri

TO Ke, 9To U Juri

$host

B IIOPsiJIKE MPUOPUTETA: MMs XOCTa U3 CTPOKH 3aIrpoca, mim uMs xocra u3 mojs «Host» 3arosmoska
3ampoca, Uil UMs cepBepa, COOTBETCTBYIONIETO 3aIIPOCY

$hostname

nMs XOCTa

$http_ umsa

IIPOU3BOJIBHOE II0JIE 3ar'0JIOBKa 3allpocCa; IIOCJAeIHAA TaCTh UMEHN HepeMeHHOfI COOTBETCTBYET UMEHHU II0-
Jisd, IPUBEJICHHOMY K HUXKHEMY PETrucTpy, C 3aM€EHOU CMBOJIOB THUPE Ha CUMBOJIbI IIOYEPKUBaHUA

$https

on ecyn coenuHerne paboraeT B pexxume SSL, b0 mycrast cTpoka

$is_args

¢, ecM B CTPOKE 3aIPOCA €CTh aPIYMEHTHI, U IIyCTasl CTPOKa, €CJIA UX HeT

$limit_rate

YCTaHOBKa 3TOI IIEPEMEHHOI II03BOJIsSIeT OI'PAHNYNBATH CKOPOCTD IIepeIadu OTBeTa, CM. limil rate
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$msec

TEKyIIee BpeMs B CEKYHIAX ¢ TOYHOCTBIO JIO0 MUAJITHCEKYHL
$pid

unomep (PID) pa6odero npouecca

$pipe

p ecyim 3ampoc 06l pipelined, nmnade .

$proxy_protocol_addr

aJipec KJIMEHTa, MOJIyYeHHbIH 13 3arosioBka mporokosa PROXY Iporokoa PROXY mosken O6bITh mpesi-
BapHUTEIHLHO BKJIIOYEH IIPU TIOMOIIY YyCTAHOBKHU IapameTpa prory protocol B nupekTtuse listen.

$proxy_protocol_port

OpPT KJIMEHTA, MMOJIyueHHbIN 13 3aroioska mporokosa PROXY IIporokon PROXY mosmken ObITH mpe-
BapHUTEIHHO BKJIIOUEH IIPU TOMOIIY YCTAHOBKH IapameTpa prory protocol B nupekTtuse listen.

$proxy_protocol_server_addr

aJIpec ceppepa, MOJIydYeHHbIN u3 3arojioBka rnporokosia PROXY IIporokosr PROXY noirkeH ObITH mpej-
BapHUTEIHHO BKJIIOUEH IIPU IOMOIIY YCTAHOBKH IapameTpa prory protocol B nupekTtuse listen.

$proxy_protocol_server_port

[IOPT cepBepa, MoJIydeHHbIl u3 3aroyoBka nporokosa PROXY IIporokosr PROXY mosken ObITH Ipej-
BapHUTEIHHO BKJIIOYEH IIPU IOMOIIY YCTAHOBKH IapameTpa prory protocol B nupekTtuse listen.

$proxy_protocol_tlv_ ums

TLV, nonydennsiit u3 3arosoBka nporokosa PROXY. Hma moxer ObiTh nmenem tuma TLV wmim ero
9UCJIOBBIM 3HaUYeHneM. B mociieineM ciiydae 3HaY€HUE 3aJa€TCd B MIECTHAIATEPUIHOM BUJE U JOJIZKHO
HaYuHATHCA ¢ 0T:

$proxy protocol tlv_alpn $proxy protocol tlv_0x01

SSL TLV moryT Taxzke OBbITh JOCTYIHBI KakK 110 uMenu tuna TLV, Tak U 10 ero 4ucjaoBoMy 3HAYEHUIO,
0ba TOJIKHBI HAYUHATBCH C SSI_:

$proxy protocol tlv_ssl version $proxy protocol tlv_ssl 0x21

TlopnepxuBatorcest ciemaytorue nmena tumnos TLV:

alpn (0x01) - nporokos 6oJiee BHICOKOTO YPOBHSI, UCIIOJIb3yEMbIi IIOBEPX COCIUHEHMSI

authority (0x02) - 3HaMeHne UMEHU XOCTA, EPEIABAEMOE KJIHMEHTOM

unique_id (0x05) - yHUKaIbHBIH HIeHTUDUKATOD COeTMHEHMST

netns (0x30) - UMst IPOCTPAHCTBA UMEH
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e ssl (0x20) - crpykrypa SSL TLV B GunapHOM Bujie
Tlopnepxkupatorcs: ciemyromnue nmena tumos SSL TLV:

o ssl_wversion (0x21) - Bepcust SSL, ncrosnb3yeMasi B KJIIMEHTCKOM COEJINHEHNH

ssl_en (0x22) - Common Name cepruduxara

ssl_ cipher (0x283) - ums ucnosb3yemoro mmdpa

ssl_sig_alg (0x24) - aqroput™, UCHOJIB3yeMbIil JJisl HOANKUCH CePTUDUKATA
o ssl_key alg (0x25) - anroput™ IyGIMIHOTO KIIIOYa
Taxoke nojepKuBaeTCs Clieyloliee cuenuaibaoe nMs tura SSL TLV:

o ssl_wverify - pe3yabTaT IPOBEPKHU KJIUEHTCKOro ceprudukara: (), eciu KJIHeHT IPEeJIOCTaBUI CEPTHU-
dukaT 1 OH OBbLT yCIenHo BepuduImpoBaH, Jub0 HEHYJIEBOE 3HAYECHUE

IIporokosr PROXY jo/ken OBITH TPEIBAPUTENHHO BKJIIOYEH MPH IMOMOINM YCTAHOBKHU IapaMeTpa
prozy protocol B mupekTuse listen.

$query_string

TO K€, 9TO U Hargs

$realpath_root

a0COJIIOTHBIH IIyTh, COOTBETCTBYIOIINI 3HAYEHUIO TUPEKTUBBI 700l win alias [Jjis TEKYIIero 3ampoca, B
KOTOPOM BCE CHMBOJINYECKHE CCHIIIKY I1Pe0OPA30BAHbBI B PEAJIbHbIE IIyTH

$remote_addr

aJpec KJIMeHTa

$remote_port

OPT KJIMEHTa

$remote_user

UM [I0JIB30BaTENIs, UCIOIb30BaHHOE B Basic ayrenTudukaiun

$request

[IEPBOHAYAJIbHA CTPOKA 3aIIPOCa IEJTIKOM
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$request_body

TeJI0 3alpoca JHAYeHHe MepeMeHHON nosasasemcs B location’ax, oOpabaTbIBAeMbIX JIMPEKTHBAMU
proxy _pass, fastcgi  pass, uwsgi_pass M SCgi_ pass, KOTJa TeJ0 ObLIO MPOUUTAHO B Oydep 6 namami.

$request_body_file

uMsI BpeMeHHOro (aitsia, B KOTOpOM XpaHUTCsA Teso 3ampoca Ilo 3aBeprenun obpaboTku ¢aitn meob-
XOJMMO YJAJIUTh. JljIsi TOro 9Tobbl Tes0 3ampoca BCErjia 3alliChIBAJIOCh B (ailsl, ciegayeT BKJIOYUTD
client_body in_ file only. Ilpn nepesade mmenn BpeMeHHOTO dafiia B IPOKCUPOBAHHOM 3aIpoce HJIH
B zanpoce K FastCGI/uwsgi/SCGl-cepsepy cielyer 3anpeTurh mepeiady Camoro Teja JIUPEeKTHBa-
Mu proxy pass_request body off, fastcgi pass_request body off, uwsgi pass_request body off wmmam
scgi_pass_request_body off coorBeTCTBEHHO.

$request_completion

«OK» ecsm 3ampoc 3aBeprimicst, U0 mycTasi CTPOKa

$request_filename

IyTh K Gailly /s TeKyIero 3amnpoca, GopMupyeMblii n3 aupektus root uinu alias m URI 3ampoca

$request_id

YHUKAJIbHBIH NJIeHTAMUKATOD 3a11poca, chOPMUPOBAHHBIHM n3 16 cirydaiiHbIX OallT, B MIECTHA/IIATEPUIHOM
BHU/IE

$request_length

JUIMHA 3a1poca (BKJII0Yasi CTPOKY 3allpoca, 3ar0JIOBOK M TeJIO 3aIpoca)

$request_method

MeTo, 3arpoca, 00bidHo «GET» mwmm «POST»

$request_time

BpeMs 00pabOTKH 3aIlpoca B CEKYHAX C TOYHOCTBIO JO MUJIJIMCEKYHJI; BPEMsd, IIPOIIE/IIee C MOMEHTA
YTeHMs [EPBBIX DAWT OT KJIUEHTA
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$request_uri

nepsonadaibublii URI 3anpoca nesukom (¢ aprymenTamu)

$scheme

cxema 3ampoca, «http» mmm <https»

$sent_http_ ums

IIPOU3BOJILHOE 110JI€ 3ar'0JI0BKa OTBETa; 110C/IeJHAd YaCTh UMEHHU IIePEMEeHHOI COOTBETCTBYeT UMEHU I110JId,
NIPUBEJICHHOMY K HU2KHEMY PErucTpy, ¢ 3aMEHOIl CUMBOJIOB TUPE Ha CUMBOJIBI IIOJYE€PKUBAHUA

$sent_trailer_ umsa

IIPOU3BOJIBHOE I10J1€, OTIIPABJIEHHOE B KOHIIE OTBETA; IIOCJAEIHAA TJaCTh UMEHN HepeMeHHOI;'I COOTBETCTBYET
HUMEHHU II0JId, IPUBEJAECHHOMY K HU2KHEMY PETucTpy, C 3aM€EHOI CMMBOJIOB THUPE Ha CUMBOJIBI IIO/[Y€PKHBa-
HUsA

$server_addr

aJipec cepBepa, npuHsgsiiero 3amnpoc llosydenne 3nadeHus: 3TON HEepPEeMEHHON OOBIYHO TpebyeT OJHOro
CHCTEMHOTO BbI30Ba. UTOOBI M30€KaTh CHCTEMHOIO BBI30Ba, B JUPEKTHUBAX [isten CEAyeT YKa3blBaTh
aJpeca U UCIOJb30BaTh napamerp bind.

$server_name

UMs CepBEpa, IPUHSBIIETO 3aIIPOC

$server_port

[IOPT CepBepa, IPUHSBIIETO 3aIIPOC

$server_protocol

upoToKoJ 3anpoca, 06brano «HTTP/1.0», <HTTP/1.1» unu «<HTTP/2.0»

$status

CTaTyC OTBETA
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$time_iso8601

JIOKaJIbHOE BpeMst B hopmare 1o crapgapry 1SO 8601

$time_local

sokasibaoe Bpems B Common Log Format

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

uadopmarusa o KiaunenTckoM TCP-coemuHennn; TocTynHa Ha CHCTEMAX, HOJIEPKUBAIONINX APAMETP

cokera T'CP_INFO

$uri

rekymuit URI sanpoca B nopmanuzosaniom sune 3Hadenne $uri MOXKET U3MEHATHCA B IIporecce obpa-
OOTKM 3aIpoca, HAIPUMeED, IIPY BHYTPEHHUX I[I€PEHAIPABJIEHUSIX WJIM IIPU KUCIIOJIH30BAHUN UHIEKCHBIX
Gaitios.

3.3.3 lNoTokoBbIi moaynb

Access

MOLLyJ'H: TO3BOJIAET OI'PaHUYIUTDH JOCTYII JIsI OIIPEIEJICHHBIX aJAPpeCOB KJIIMEHTOB.

Mpumep koHurypayun

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

J

IIpaBuia mpoBepsifOTCsT B MOPSIIKE WX 3AIACH JIO IIEPBOIO0 COOTBETCTBHUS. B IaHHOM NIpUMepe JIOCTYI
paspeliien TobKo it [IPv4-cereit 10.1.1.0/16 u 192.168.1.0/24, xpome anpeca 192.168.1.1, u nia IPv6-
ceru 2001:0db8::/32.

AdvpekTunsbl

allow

Cunraxcuc allow adpec | CIDR | unix: | all;
Ilo ymomua- —

HUIO

Konrtekcr stream, server
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Pazpermaer goctyn a5 ykasanHnoit cetn min ajgpeca. Eceim yka3zaHo creruaibHoe 3HadeHne unix:, pas-
pemaet moctyn jyst Becex UNIX-cokeTos.

deny
Cunraxcuc deny adpec | CIDR | unix: | all;
Ilo ywmomua- —
HHUIO
Konrekcr stream, server

Samperaer IOCTYI JJjisd YKa3aHHON ceTu min ajpeca. Eciu yKa3aHO ClienuajbHOe 3HaYeHue unix:, 3a-
npemaet jgoctyt st Becex UNIX-cokeTos.

Geo

Co3paer nmepeMenHble, 3HAYEeHUsI KOTOPBIX 3aBUCAT OT 1P-ajipeca KymeHTa.

Mpumep koHpurypayun

geo $geo {
default 0;
127.0.0.1 2;

192.168.1.0/24 1;
10.1.0.0/16 ig

| 2;
2001:0db8::/32 1;
}
AdupekTusbi
geo
Cunrakcuc geo |$adpec| $nepemennan { ... }
Ilo ymomua- —
HUTO
Konrekct stream

OnuchbiBaeT Jjis1 yKa3aHHOM [epeMeHHON 3aBUCUMOCTD 3HadeHust oT [P-ajpeca kimenTa. Ilo ymomuanuto
anpec Gepercs U3 nepeMeHHoit $remote addr, HO €ro TakXKe MOXKHO IOJYYUTh U3 JPYIOi IePeMEeHHOil,
HaIIpuMep:

geo $arg_remote_addr $geo {

c

}
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O IIpumeuannue

Ilocko/ibKy IMepeMeHHBbIE BBIUUC/ISIIOTCS TOJBKO B MOMEHT WCIIOJIb30BAHUs, CAMO IO cebe HaJmdue
J1axke OOJIBIIOrO YUCsIa O0bIBJIEHU IIEPEMEHHBIX geo He BJIeYeT 3a CODON HUKAKHUX JIOTOTHUTEIHHBIX
pacxomoB Ha 0OPaAbOTKY COeINHEHMIA.

Ecau 3natenne mepeMeHHON He TpeCTaBIsAeT U3 cebs mpaBuiabHblil [P-agpec, To ucmosb3yercsa ajgapec
«255.255.255.2555.

Anpeca 3anatorcs 6o npedbukcamu B dopmare CIDR (Briouasi oJuHOYHBIE ajpeca), JubO B BUJIE
JIMAIIa30HOB.

Tak:ke TMOIIEePKUBAIOTCS CJIEAYIONINE CIIEIHAIbHbIE TTapaMeTPhI:

delete yaaJigeT OIMMCAaHHYIO CeTh

default 3HAYEHNE IEPEMEHHOM, eCIn aJIpec KJIMEHTa He COOTBETCTBYET HU OJHOMY W3 3a-
JaHHbIX ajpecoB. [Ipu 3amanun anpecos B popmare CIDR Bmecto default moxuO
ucnoabzoBarsb «0.0.0.0/0» u «::/0». Eciu napamerp default He ykasaH, 3Hade-
HUEM I10 YMOJYAHUIO Oy/IeT IycTasi CTPOKa.

include BKJIFOYaeT ailil ¢ ajpecaMu U 3HaAYEHUsIMUA. BKJIIOYEHU MOYXKeT ObITh HECKOJIBKO.

ranges YKa3bIBaET, YTO ajpeca 3a/Ial0TCd B BHUJE JIMAITA30HOB. DTOT HapPaAMETD JIOJIKEH
6BITH TIepBBIM. JIj1s1 yCKOpeHus 3arpy3Ku re0-0a3bl Hy?KHO PACIOJIAraTh aIpeca B
[IOPsAJIKE BO3PACTAHUS.

IIpumep:

geo $country {
default w73
include conf/geo.conf;
delete 127.0.0.0/16;

127.0.0.0/24 Us;
127.0.0.1/32 RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

B daitse conf/geo.conf mMoryT GbITh TaKue CTPOKH:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

B kagecTBe 3HaUeHUSs BHIOMpaeTCs MaKCHMMAJIbHOE COBIAJEHNe, HApUMep, it aapeca 127.0.0.1 6yner
BuIOpamo 3uadenue RU, a ne US.

IIpumep onmcanus AUAIa30HOB:

geo $country {

ranges;
default I3
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;

192.168.1.0-192.168.1.255 UK;
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GeolP

Cozmaer mepemMeHHBbIE, 3HAYEHUS KOTOPBIX 3aBucAT oT [P-agpeca kiameHTa, MCIOIB3ysd TOTOBBIE OA3bI
naauabx MaxMind.

IIpu ucronp3oBanuy 6a3 MaHHBIX ¢ Toaep:kKoit IPv6 IPv4-anpeca urryTces orobpaskenubivu Ha IPv6.

IIpu cbopke M3 MCXOJHOTO KOJA MOJYJb HEOOXOJMMO BKIIIOUHTH C IIOMOINIBIO TapaMeTrpa cOOpKH
--with-stream_geoip_module.

@ Baxmno

st 3Toro Moysist Hy»kKHa 6ubsmoreka MaxMind GeolP.

Mpumep kondurypauymn

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;
}

#

}

OdupekTusnbl

geoip _country

Cunrakcuc geoip_country datin;
Ilo ymomua- —

HHATO

Konrekcr stream

Sajaer 6a3y JAHHBIX JJIsl ONMPEJIEJIEHUsI CTPAHBI B 3aBUCHMOCTH OT 3Hadenus [P-ajpeca kimenta. [Ipu
WCIIOJIb30BAHUY TOU 6a3bl JIAHHBIX JOCTYIIHBI CJIEIYIONINE [IePEeMEeHHbBIE:

$geoip_country_c aByXOyKBeHHBIH Koj cTpanbl, HanpuMep, «RUs, «US».
$geoip_country_c TpexOykBeHHBIH KO cTpanbl, Hanmpumep, «RUS», «USA».
$geoip_country_n HazBanme crpanbl, HanpuMmep, «Russian Federation», «United Statess.
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geoip _city
Cunrakcuc geoip_city dalin;
Ilo ywmomua- —
HUIO
KonTekct stream

Samaer 6a3y JAHHBIX JJIs OIIPEIEJIEHUsI CTPAHBI, PETHOHA U IOPOa B 3aBUCHMOCTH OT 3HadeHus [P-aaxpeca
kumenTa. [Ipu ncnosmp3oBannn 310 6a3bI JAHHBIX JOCTYIHBI CJIEIYIOIINE T€PEMEHHBIE:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun
$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

JIByXOYKBEHHBIN KOJI KOHTHHEHTa, HampuMmep, «EUs, «NA».

JBYXOYKBEHHBIH KOJl cTpanbl, Hapumep, «RU», «US».

TpexOyKBEHHBIN KOJ cTpanbl, HanpuMmep, «RUS», «USA».

Ha3BaHNe CTpaHbl, HapuMmep, «Russian Federation», «United States.
DMA-xon pernona B CIITA (Tak:ke M3BECTHBIN KaK «KOJI ATJIOMEDPAIAN» ), COTIIAC-
uo reoraprerunry Google AdWords API.

[IIPOTA.

JIOJITOTA.

JIByXCUMBOJIbHBIN KOJI peroHa crpanbl (06s1acTh, Kpaii, mrar, npoBuHIms, de-
JlepaJibHasl 3eMJIsl 1 TOMY 110J106HOe), HaupuMmep, «48», «DC».

HA3BaHME PErnoHa CTPaHbl (00JIaCThb, Kpaii, IITAT, IPOBUHINUS, (hbeIepaTbHAST 3eM-
Js1 1 ToMy 1ozio6Hoe), HanpuMmep, «Moscow City», «District of Columbias.
Ha3BaHUe Topojia, Hanmpumep, «Moscows, «Washingtons.

MOYTOBBIA WHIEKC.

geoip org

Cunrakcuc geoip_org atin;
IIo ywmomua- —

HUIO

Konrekcr stream

Sajiaer 6a3y JAHHBIX JJIS OIpPee/IeHns] Ha3BaHUsl OPraHU3ali B 3aBUCUMOCTHU OT 3HadeHus [P-ajpeca
kymenTa. [Ipu ncnonp3oBannn 3Toit 6a3bI JAHHBIX JOCTYIIHA CJIEAYIONIAs TI€PEMEHHAS:

$geoip_org

Ha3BaHue opranm3anuu, Hampumep, «The University of Melbournes.

JS

ITo3Bosisier 3aaBaTh 0O6PAbOTIMKY HA Njs — IIOJMHOXKECTBE si3bika JavaScript.

B mammux penosuTopusx MOIYJIb COOPAH JUHAMUYECKA W JOCTYICH OTJACTbHBIM IAKETOM angie-pro-
module-njs; TOIKIIOYUTH €ro MOYKHO C IIOMOIIBIO AUPEKTUBLI load_ module.
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Mpumep koHburypaumn

stream {
js_import stream.js;

js_set $bar stream.bar;
js_set $req_line stream.req_line;

server {
listen 12345;

js_preread stream.preread;

return $req_line;
}
server {
listen 12346;
js_access stream.access;
proxy_pass 127.0.0.1:8000;
js_filter stream.header_inject;
}
}
http {
server {
listen 8000;
location / {
return 200 $http_foo\n;
X
}
}

Qaiir stream. js:

var line = '';

function bar(s) {
var v = s.variables;
s.log("hello from bar() handler!");
return "bar-var" + v.remote_port + "; pid=" + v.pid;

3

function preread(s) {
s.on('upload', function (data, flags) {
var n = data.index0f('\n');

if (n !'= -1) {
line = data.substr(0, n);
s.done() ;

}

B
}

function req_line(s) {
return line;

}

// Umenue cmpoku HTTP-sanpoca.
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// Hoayuwenue 6alm e 'req' 0o mozo kak
// 6ydem npowumara cmpoka 3anpoca.
// obasaenue HTTP-3az0n08Ka 68 3ANPOC KAUEHMA

var my_header = 'Foo: foo';
function header_inject(s) {
var req = '';
s.on('upload', function(data, flags) {
req += data;
var n = req.search('\n');
if (n != -1) {
var rest = req.substr(n + 1);
req = req.substr(0, n + 1);
s.send(req + my_header + '\r\n' + rest, flags);
s.off ('upload');
¥
1);
}

function access(s) {
if (s.remoteAddress.match('~192.%')) {

s.deny();
return;

}

s.allow();

}

export default {bar, preread, req_line, header_inject, access};

AduvpekTunsbi

Jjs access

Cunrakcuc js_access dynrxyus | mModyan. pynruus;
Ilo ymomua- —

HUIO

Konrekcr stream, server

BajgaeT GyHKINIO njs, KOTopast OyeT BBI3BIBATHCH B access-pasze. MOKHO CChIATBCA Ha QYHKIIMIO MO-
JLyJIe.

O yHKINS BBI3BIBAETCS OTHOKPATHO IIPH IIEPBOM JOCTHKEHUHU ceccueil access-pase. QyHKITHS BbI3LIBACTCS
CO CJIEIYIONIUMU apr'yMeHTaMuU:

S 00BLeKT stream-ceccuu

B sroit dhaze MOXKET MPOUCXOAUTH MHUIMAJIM3AINS, TaKKe IPU MOMOIM MeTOo/a S.01() MOXKET peru-
CTPUPOBATHCS BBI30B JIst KAXKJIOI0 BXOJSIIEro OJIOKA JTAHHBIX [HOKa He OyJ/eT BBI3BAH OJUH M3 METOJIOB:
s.done(), s.decline(), s.allow(). IIpr BbI30Be JTI06Or0 U3 STHX METOOB OOPAOGOTKA CECCHH HEPEXOIUT Ha
caedyrowyro Gazy M BCE TEKYIIME BBI3OBBI S.01() cOPACHIBAIOTCH.
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js_fetch buffer size

Cunrakcuc js_fetch_buffer_size paswmep;
IIo ywmomua- js_fetch_buffer_size 16k;
HUIO

Konrekcr stream, server

Samaer pasmep Oydepa, KOTOPbI OYAET UCIIOIB30BAThC JJIsd YTeHus u 3amucu s Fetch APL

js_fetch_ciphers

Cunrakcuc js_fetch_ciphers wugpni;

Ilo ywmomua- js_fetch_ciphers HIGH:!aNULL:!MD5;
HUIO

Konrekcr stream, server

OnuceiBaer pasperiennsbie mudpsl 11t HTTPS-coepunennit npu momoru Fetch API. ITTudpsr 3amarorcs
B dopmare, nogaepxuBaeMoM oubsmorekoit OpenSSL.

TlomHBIH CIMCOK MOYKHO TTOCMOTPETDH € TIOMOIITBIO0 KOMAHIBI «openssl cipherss.

js_fetch_max_response_ buffer _size

Cunrakcuc js_fetch_max_response_buffer_size pasmep;
Ilo ywmomua- js_fetch_max_response_buffer_size 1m;
HHIO

Konrekcr stream, server

3ajiaeT MaKCUMAJIbHBIN pa3Mep OTBETa, MOJLydeHHOro rpu momorntu Fetch APT.

js_fetch_protocols

Cunraxcuc js_fetch_protocols [TLSvl| [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- js_fetch_protocols TLSvl TLSv1i.1 TLSv1.2;

HUIO

Konrekcr stream, server

Paspemaer ykazannbie mporokoJibl st HTTPS-coeaunenuit npu momonu Fetch APT.
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js_fetch timeout

Cunrakcuc js_fetch_timeout gpems;
Ilo ywmomua- js_fetch_timeout 60s;
HUIO

Konrekcr stream, server

Samaer TalimayT npu urennn u 3armmcu npu nomoru Fetch API. Taiimayr ycranaBinBaercs He Ha BCIO
mepeiaty OTBETA, & TOJbKO MEXKIY JBYyMs OIEpPAIUsIMHU UTeHHs. EKC/IM 1O MCTevYeHn:d 3TOr0 BPEMEHH
JaHHbIE HE IIePe/IaBaJIICh, COeIMHEHNE 3aKPbIBAETCH.

js_fetch trusted certificate

Cunrakcuc js_fetch_trusted_certificate datin;
IIo  ywmomua-

HUIO

Konrekcr stream, server

3amaer daitn ¢ goBepenubivu ceprudukaramu CA B dopmare PEM, ucnonb3yeMbIMu pu TIPOBEPKE
HTTPS-ceprudukara npu nomormu Fetch API.

js_fetch verify

Cunrakcuc js_fetch_verify on | off;
Ilo ywmomua- js_fetch_verify on;
HUIO

Konrekcr stream, server

Paspemaer nim 3anpermaer nposepky ceprudukara HTTPS-cepsepa mpu momoru Fetch API.

js_fetch_verify depth

CunTakcuc js_fetch_verify_depth wucao;
Ilo ywmomua- js_fetch_verify_depth 100;
HUIO

Konrekcr stream, server

Vcranapusaer riybuny nposepku B 1enouke HTTPS-cepruduraros npu momonu Fetch APT.
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js_filter
Cunrakcuc js_filter gynruyua | modysv. pynryus;
Ilo ywmomua- —
HUIO
Konrekcr stream, server

Sagaer GUILTP JaHHBIX. MOXKHO CCBLIATBCS Ha (DYHKITUIO MOJLYJIS.

Oyukims GUILTPA BHI3BIBAETCS OHOKPATHO IIPYU IEPBOM JIOCTHXKeHUn ceccueil content-gaszvr. OyHKirums
GbuUIBTPa BBI3BIBAETCS CO CJEAYIONIUMU APTyMEHTAMHU:

S 00BLeKT stream-ceccuu

B s10ii dase MOKET IPOUCXOUTh HHAIMAIN3AIMS, TAKXKe [IPU IIOMOIIH METOJ[a S.01 () MOMKET PEerucTpH-
POBaThCST BBI30B JIJIsT KasKJI0T0 BXOJANIEro 6J10Ka JaHHBIX. JIjIsi OTMEHBI PErHCTPAIMH BBI30Ba M OTMEHBI
dbunbrpa MOXKHO HCII0JIB30BATL MeTog S.0ff().

O IIpumeuanne

Tak kak 06paboTuuK js_ filter mO/RKEH cpa3y BO3BPAIATh Pe3yJIbTaT, TO MOLIEPAKUBAIOTCH TOJIb-
KO CHHXDOHHBIE orepanuu. TakuM o0pa3oM, acHHXPOHHbIEe onepanud, Hampumep ngx.fetch() wmm
setTimeout(), He HOANEPKUBAIOTCH.

js import
Cunrakcuc js_import wmodyan.js | umsa_ axcnopma from modyaw.js;
Ilo ymomua- —
HUIO
Konrekcr stream, server

NwMmmiopTupyeT MOJy/ib, TIO3BOJISIONINN 3a/laBaTh 00paboTynku location m TepeMeHHBIX Ha 1js.
HUms_sxcnopma  gBIsSleTCs HTPOCTPAHCTBOM —UMEH IpU  JIOCTyIle K DYHKIUAM Moayiasd. Eciaun
UMA_ IKCNOPMA HE 33J1aHO0, TO IIPOCTPAHCTBOM UMEH OyJIEeT SIBJISTHCSA HMSI MOJLYJISL.

[js_import stream. js; }

B nmpumepe nipu s1ocTymie K 9KCIOPTY B KavdeCTBE MPOCTPAHCTBA UMEH UCIOIb3YEeTCS UMs MOJYJI Stream.
Ecyiu umMnoprupyeMbiit MOZyJIb SKCIOPTUPYET foo(), TO jJid HOCTYNA UCIOJIb3yeTcs stream.foo.

upekTus js_import MoKeT ObITh HECKOJIBKO.

3.3. BcTpoeHHble mopynu 364


https://nginx.org/en/docs/njs/reference.html#stream
https://nginx.org/en/docs/njs/reference.html#s_on
https://nginx.org/en/docs/njs/reference.html#s_off
https://nginx.org/en/docs/njs/reference.html#ngx_fetch
https://nginx.org/en/docs/njs/reference.html#settimeout

eb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

B
*CepBep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

js path
Cunrakcuc js_path nymo;
Ilo ywmomua- —
HUIO
Konrekcr stream, server

3ajaeT JIOMOTHUTEIBHBINA Iy Th JJIsI MOJLYJIEl njs.

js_preload object

Cunrakcuc js_preload_object uma.json | ums from datia.json;
Ilo ymomua- —

HUIO

Konrekcr stream, server

IIpenBapurenpHo 3arpykaer HeM3MeHsEMbIT OObEKT BO BpeMsi KoHUTyparuu. MmsA UCIOIb3yeTcs B
KaJyecTBe MMEHU IJI00aJIbHON ITepeMeHHON, Yepe3 KOTOPYIo O0beKT JOCTyIeH B Koje njs. Ecian uma He
yKa3aHOo, TO OYJIeT UCIOJb30BAThC UM daita.

[j s_preload_object map. json; ]

B npumepe map ucnosnb3yercs B KauecTBe HMEHU BO BPeMsI JOCTYIA K IPEJIBAPUTEIILHO 3arPyKEHHOMY
00BbEKTY.

Hupextus js_preload_ object MoxKeT OBITH HECKOIBKO.

js preread
Cunrakcuc js_preread gynruyusa | Modyav. hynryus;
Ilo ymomua- —
HUIO
Konrekcr stream, server

Sazaer QYHKIUO njs, KoTopas Oy/erT BBI3BIBATHCS B preread-¢gase. MOXKHO CChLIATHCA Ha (DYHKIIUIO
MOJTYJIS.

OyHKIMS BBI3BIBAETCS OJIHOKPATHO IIPU [IEPBOM JIOCTUXKEHUU ceccueil preread-gaszvi. OyHKINS BHI3bIBA-
€Tcs CO CJIeAYIOMUMU apryMeHTaMu:

S 00BeKT stream-ceccuu

B sroil daze MoxKeT NPOUCXOAUTL MHUIMAJIU3AIM, TAKXKe IIPU [IOMOIIUM MeToja S.on() MOXKeT peru-
CTPUPOBATHCST BBI30OB JIsl KAyKIOTO BXOJAIIETO OJIOKA TAHHBIX MOKA He Oy/eT BBI3BAH OJMH U3 METOJIOB:
s.done(), s.decline(), s.allow(). IIpu BBI30BE JTIOGOrO U3 ITUX METOMOB OOPABOTKA CECCUU MEPEXOIUT Ha
caedyrowyro asy U BCe TEKYIHE BBI3OBBI S.011() COPACHIBAIOTCA.

© IIpumeuannue

Tak kak 0b6paboTuuk js_preread ITOKEH CPa3y BO3BPAIIATH PE3YJIBTAT, TO MOJJIEPKUBAIOTCS TOJIb-
KO CHHXPOHHBIE ONEpanuu. Takum 00pa3oM, acCHHXPOHHBIE oneparuu, Hampumep ngx.fetch() mam
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setTimeout(), me mogmepkuBarorcst. Tem He MeHee ACHHXPOHHBIE OINEPATIUY TIOJIEPKUBAIOTCS] B BbI-
3oBax s.on() B preread-gase.

js_set
Cunrakcuc js_set $nepemennasn dyrryus | modyav.ynruus;
Ilo ymomua- —
HUIO
Konrekcr stream, server

SajaeT OYHKIMIO NS /I8 yKa3aHHOI epeMentoi. MoXKHO CChLIAThCs Ha (DYHKIHIO MOJLYJIs.

OyHKINS BBI3BIBAETCS B MOMEHT IIEPBOTO ODPAIEHNs K TIePEMEHHOM JJIst JAHHOTO 3a1poca. TOIHBII MO-
MEHT BbI30Ba (DYHKIMU 3aBUCUT OT (fa3bl, B KOTOPOIl IIPOUCXOANUT OOpaIlieHre K MePeMEeHHON. DTO MOXKHO
HCII0JIb30BaTh JIJIsl PEAJIU3AIMH JOIIOJHUTE/IbHON JIOTUKHU, He OTHOCSIIIENCsT K BBIYUCIEHUIO IIePEMEHHOA.
Hanpuwmep, ecin nepemennast ykazana B JupekTusne log  format, To ee 06pabOTINK He OYAeT BHIITOTHATh-
cst 10 a3bl 3aIUCH B JIOT. DTOT 00PAOOTINK TAKIKE MOYKET UCIIOTH30BATHCH JJIst BBITOJTHEHUS TPOIIELY D
HETIOCPEJICTBEHHO TIePe]T OCBODOXKIEHIEM 3aIpOCa.

O IIpumeuannue

Tak kKak 06paboTUHK jS_Set JOJKEH Cpa3y BO3BpAIATb DPE3YJIBTAT, TO MOAIEPKUBAIOTCA TOJIb-
KO CHHXPOHHEBIC omepanun. TaxmM o6pa3oM, acCHHXPOHHbIE omeparuu, Hampumep ngx.fetch() mmm
setTimeout(), He TOANEPKUABAIOTCH.

js_shared _dict_zone

Cunrakcuc js_shared_dict_zone zone=umsa:pasdmep [timeout=epems] [type=string | number]
[evict];

Ilo ymomua- —

HUIO

KonTexcr stream

3asaer umsa U pasmep 30HBI pasiesiseMoil TaMsATh, B KOTOPO XPaHUTCS CJIOBAph KJIOYEll U 3HAYEHMU,
pa3szeisieMblit MeXK Iy pabOduMU ITPOIECCAMMU.

type HeoOSA3aTebHBIA IapaMeTp, MO3BOJIsIeT N3MEHUTh TUIl 3HAUEHHs Ha YHCIIOBOMN
(number), MO yMOIYAHUIO B KAdeCTBE KJIOYa U 3HAUEHHs HCIOJIB3YeTCsl CTPOKA
(string)

timeout HEOOI3aTENBHBII TAPAMETD, 33/18€T BPEM:, [0 3aBEPIIEHAN KOTOPOTO BCE 3AIUCH
B CJIOBApE YJIAJSIOTCS U3 30HBI

evict HeOoOSA3aTebHBI TAPAMETD, YJAIAET CaMylo CTapylo mapy K/IOY-3HaYeHne IIpu

IIEepEeroJIHEHNN 30HbI

IIpumep:

example.conf:
# Cosodaemcs canoeaps pasmepom 1M6 co cCmpoOKOSbLIMU 3HAYEHUAMU,
# napel KAWY-3HAYEHUE YOAAAOMCSE NPU OMCYMCMEUU GKMUBHOCMU 8 mexerue 60 cekyHO:
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js_shared_dict_zone zone=foo:1M timeout=60s;

# Coszdaemca cnoeape pasmepom 512K6 co cmpoKkoSbMU 3HAYEHUAMU,
# ydansemcsa camas CMAPasi NAPA KAOY-3HAYEHUE NPU NEPEnOAHEHUU 3O0HbL:
js_shared_dict_zone zone=bar:512K timeout=30s evict;

# Cosdaemca nocmoaHKell CA08aPb padMepoM 32K6 C HUCAOBbIMU 3HAUEHUAMU:
js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));
}

function set(r) {
r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

}

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

3

function increment(r) {
r.return(200, ngx.shared.num.incr(r.args.key, 2));

js var
Cunrakcuc js_var $nepemennan [3nauenuel;
IIo ywmomua- —
HHIO
Konrekcr stream, server

O0bsBIISIET TIEpPE3ATCHIBACMYTO IEPEMEHHYI0. B KadecTBe 3HaU€HHsT MOYKHO HCIIOJIH30BATh TEKCT, Iepe-
MEHHBIE ¥ UX KOMOWHAIIAH.

CsoiicTBa 06bekTa ceccum

Kaxkprit stream-o6paboTamK njs moydaeT OJuH apryMeHT, o0beKT stream-ceccun.

Limit Conn

TlosBosIsteT OrpaHMYMTDL YMCIO COEJMHEHMI 110 3aJaHHOMY KJIIOYY, B YaCTHOCTHU, YUCJIO COEIUHEHUN C
omnoro IP-anpeca.
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Mpumep koHcpurypayun

stream {
limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;
limit_conn_log_level error;

OupekTusnbl

limit conn

Cunrakcuc limit_conn 30Ha “ucnao;

Ilo ywmomua- —

HUIO

Konrekct stream, server

Sajiaer 30Hy pasIe/asieMoil MaMsITH 1 MAaKCUMAJIBHO JOIYCTUMOE YNCJIO0 COEIUHEHUN It OJHOIO 3HAYEHMS
kiova. [Ipu mpeBhIIeHnN 3TOTO YUCIa CepBEP 3aKpoeT coepuuenne. Hampumep, TupeKTUBbI

limit_conn_zone $binary_remote_addr zone=addr:10m;
server {

limit_conn addr 1;

pa3pernaiT OTHOBPEMEHHO 00pabaThiBaTh He OoJiee OHOTO coequHeHns ¢ oaHoro IP-amgpeca.

JlomycTrMo oflHOBpEMEHHOE yKa3aHue HeCKOJIBbKUX JUPEKTUB [imit  conn, mpu 3ToM Gyjer cpabaTbiBaTh
JII000€e U3 OrpaHUuYeHMU.

JlMpeKTUBBI HACJIEYIOTCS C IIPEIBIIYINEro yPOBHS KOHMUIYPAIUA IIPU YCJIOBUH, UTO Ha JIAHHOM YDPOBHE
He OIKCAHBI CBOM JIUPEKTUBHI [imit  conn.

limit conn dry run

Cunraxcuc limit_conn_dry_run on | off;
IlIo ymonva- 1limit_conn_dry_run off;
HUIO

Konrekcr stream, server

Bkitrouaer pexxkum mpobHOro 3armycka. B maHHOM peKrMe UnCI0 COeIMHEHN He OTPAHNINBACTCS, OJTHAKO
B 30Me pa3desaemoti namamu TeKyInee IUCI0 N30BITOTHBIX COeTUHEHN YINTHIBACTCI KaK OOBITHO.
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limit conn log level

Cunrakcuc limit_conn_log_level info | notice | warn | error;
IlIo ymomga- 1limit_conn_log_level error;

HUIO

Konrekcr stream, server

BagaeT JKeJlaeMbIi YPOBEHDL 3allUCU B JIOT' CJIy9aeB OrPAHUYCHUA IUCIa CO€,ZLI/IH€HI/II7'I.

limit conn zone

Cunrakcuc limit_conn_zone K.oY zZOne = HA36AHUE PASMED;
Ilo ymomua- —

HUIO

Konrekct stream

3ajiaer mapaMeTpbl 30HBI Pa3/IesIsieMOil TaMsITH, KOTOPas XPAHUT COCTOSTHUE JJTsl PA3HBIX 3HAYEHUH KJTFO-
qa. CocTosiHme B YACTHOCTU COJEPXKUT TEKYIIee YUC/IO coeuHeHnil. B KauecTBe KJIOUa MOXKET HCITOJIhb-
30BATBHCSA TEKCT, IEPEMEHHbIE U UX KOMOWMHAIINN. 3AIIPOCHI C IIyCTHIM 3HAYEHUEM KJII0Ua HE YIUTHIBAIOTCS.

IIpumep ucnonb3oBaHMS:

[limit_conn_zone $binary_remote_addr zone=addr:10m;

3mecb B KadecTBe  KJI0Ya  WMCHOIB3yercs  IP-agpec  kimeHTa,  3a/aBaE€MBIl  [T€PEMEHHOMN
$binary_remote_addr.

Jana suavenus $binary remote_addr pasua 4 Gaiitam mis IPv4-anpecos wiam 16 Gajitam myis IPv6-
aapecos. IIpu aToMm pasmep cocrostHust Beerma pased 32 wian 64 6aiiram Ha 32-OMTHBIX mtardopmax u 64
Gaiiram Ha 64-OmTHBIX. B 30HE pasmepom 1 merabaiT MOXKET PAa3MECTUTHCH OKOJIO 32 THICAT COCTOSHUI
pa3smepoMm 32 baifita mim 16 TeICaY cocrosinuii pazmepom 64 Gaiita. IIpm mepenosmennn 30HBI cepBep
3aKpOET COeJIMHEHIE.

BcTpoeHHbie nepemeHHble
$1limit_conn_status

XPAHUT  PEe3yJbTAT  OTPAHUYEHUS  UUCTAA  COETMHEHWUIA: PASSED, REJECTED win
REJECTED DRY RUN

Log

Mojtysib 3aMCBIBaET JIOTH 3aIIPOCOB B YKA3aHHOM (opMaTe.
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Mpumep koHcpurypayun

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

OupekTussbl

access log

Cunrakcuc access_log nymo [Ppopmam [buffer=pasmep| |[gzip|=cmenenv|] [Hush—=apems]
[if=ycaosuell;
access_log off;

Ilo ymomga- access_log off;

HHIO

Konrekcr stream, server

Samaer nymo, gopmam u HacTPOitku OydepusoBanHol 3amucu B Jior. Ha oHOM ypoBHE KOHMUTYparnun
MOKET UCIOJIb30BATHC S HECKOJIBKO JIOTOB. 3amuch B syslog HACTpamBaeTcs yKa3anueM rnpedukca «syslog:»
B mepBoM mnapamerpe. CrenmaibHoe 3HadeHUe off OTMeHsieT Bce JUPEKTHBBI access_log sl TEKYIIero
YPOBHSI.

Ecnu 3aman pasmep 6ydepa ¢ momompio mapamerpa buffer mim ykazan napaMerp ¢zip, TO 3alliChb OyIeT
0y depr3oBaHHOIA.

%" OcTopozxkHO

Pazmep Oydepa momken ObITh He 0OOJbITe pa3Mepa aTOMapHON 3alucu B JUCKOBBIN daitr. s
FreeBSD sToT pa3smep HeorpaHudeH.

IIpu BrroueHHON Oydepuzanyum JaHHbIE 3AMUCHIBAIOTCS B (hail:
® ecyii odepejiHas CTPOKA JIOra He TOMeIaercst B Oydep;
e ecyii JlaHHbIe B Oydepe HAXOMATCS JIOJIbIIIe HHTEPBAJIa BPEMEeHH, 3a/IaHHOr0 napaMeTrpoM flush;
® IIPU NEPEOMKPLIMUL A02-Paling WA 3aBEPITEHIE PAbOYIEro IPOIEecCa.

Ecnu 3aman napamerp gzip, To Oydep Oymer cxkumaTbest epes, 3anuchbio B daitn. Crenenp CKaTus MOXKET
ObITh 33JaHa B auanasode or I (Gbicrpee, HO XyzKe cxkarue) 10 9 (MeijieHHee, HO JIydlle CXKaTHE).
IIo ymomganuio ucrons3yiorcest Oydep pasmepom 64K GailT u crenensb cxatud 1. /laHHble CoKuMaioTcs
aToOMapHBIMU OJIOKAMU, U B JIF000I MOMEHT BpeMeHHU JIor-dailil MOXKeT ObITh PaCIaKOBaH HJIM IIPOYUTAH
C TIOMOIIBIO YTUJIUTHL «ZCats.

IIpumep:

[access_log /path/to/log.gz basic gzip flush=bm; J

@ Baxxno

g noppepxku gzip-cxkatus JjoroB Angie PRO mosiken 6bITh cobpan ¢ 6ubimorexoii zlib.

B nytu daiisa M0KHO HCIIOIB30BATh EPEMEHHbBIE, HO TAKWE JIOTH MMEIOT HEKOTOPbIE OTPDAHMYEHUSA:
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® N0Ab306aMENL, C TIPABAMUA KOTOPOro paboTaioT pabodue IIPOIECCHl, JOJKEH MUMETh IIpaBa Ha CO-
3nanue GailyioB B KaTajaore ¢ TaKUMHU JIOTAMHU;

e He paboraer Oydepuszarus;

e hails1 OTKpBIBAETCS JIJIsT KayKJIOW 3aIlMCH B JIOT U Cpa3y ke MocJie 3amucu 3akpbiBaercs. Cieayer
OJIHAKO UMETh B BHUJLY, YTO ITIOCKOJIBKY JAECKPHUIITOPHI 9aCTO UCIIOIB3YEMBIX (PafijioB MOI'YyT XPAHUTh-
csl B K3IIle, TO [IPU POTAIMK JIOTOB B TeYEeHUE BPEMEHH, 3aJ[aHHOTO IapaMeTpoM valid JIUpeKTHBBI
open_log_file cache, 3anmuch MOXKET IIPOJIOJIZKATHCA B CTapbIil dail.

TTapamerp if BKIIOYaeT ycaoBHYIO 3amuch B Jjior. Ceccust He Oy/1€T 3aIMCBIBATHCS B JIOT, €CJIH PE3YJIBTATOM
BBIUHCJIEHUs YCJIOBUS SABJISETCs «()» WU IIyCTas CTPOKA.

log format
Cunrakcuc log_format umas [escape=default|json|none] cmpoxa .. . ;
Ilo ymomua- —
HHIO
Konreker stream

3amaer dhopMmaT jora, HAIPUMED:

log_format proxy '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '
'$session_time "$upstream_addr"
'"$upstream_bytes_sent" "$upstream_bytes_received" "$upstream_

—sconnect_time"';

ITapamerp escape MO3BOJISIET 3a/1aTh SKPAHUPOBAHNE CUMBOJIOB json uiu default B TIepeMEHHBIX, TIO YMOJI-
YaHUIO UCIOJIb3yercst default. 3HadeHre nome OTKII0YAET SKPAHUPOBAHNE CUMBOJIOB.

Ipu ucnonbzoBanun default cuMBoJIBL «"», «\», & TAKIKE CUMBOJIBI CO 3HAUCHUSIMU MEeHbIIe 32 1iiu GOJIbIIIe
126 skpanupyiorca Kak «\xXX». Eciiu 3Hauenne nepeMeHHOi He HARJEHO, TO B KAYECTBE 3HAYEHUSI B JIOD
OyZIeT 3aInChIBATHCA Jleduc «-«.

IIpu ncnoab30BaHUM jSON 3KPAHUPYIOTCS BCe CUMBOJLL, Hegomyctumble B JSON crpokax: cuMBosIBL «'"»
u «\» IKPAHUPYIOTCHA KaK «\»» U «\\», CAMBOJIbI CO 3HAYEHUSIMU MEHbIIE 32 IKPAHUPYIOTCA Kak «\N»,

A\r», \t», «\b», \f> mm «\u00XX».

open_log _file cache

Cunrakcuc open_log_file_cache max—N [inactive=epems| [min uses=N| [valid=epemas];
Ilo ywmomua- open_log_file_cache off;

HHUIO

Konrekcr http, server, location

BaAaeT K3III, B KOTOPOM XPaHATCA AECKPUIITOPLI (banIOB TJaCTO HCIOJIB3YEeMbIX JIOI'OB, UMEHa KOTOPBIX
3ajaHbI C HUCIIOJIb3OBAHUEM II€PEMEHHBIX. HapaMeprI:
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max 3aJlaeT MaKCHMAJILHOE UHCJIO JIECKPUIITOPOB B K3IIe; NMPHU HMEPeNoJTHEHUH K3IIa,
nanmenee Bocrpebosanubie (LRU) neckpunropbl 3aKpbIBAIOTCS

inactive 3a1a€T BpeMd, IOCJe KOTOPOro K3IIUPOBAHHBINA JECKPUITOD 3aKPHIBACTCS, CCIIH
K HeMy He ObLI0 00pallleHuil B Te€YEHNEe STOr0 BPEMEHH; 110 yMOTIanuio 10 ceKyHz,

min_uses 3aJlaeT MUHUMAJbLHOE YUCJIO0 UCIOJNb30BaHuil (ailla B TedeHne BPeMeHN, 3a/1aH-

HOT'0 TIAPAMETPOM inactive, TIOCIe KOTOPOTO JeCKpUITOD (aitra 6ymer ocTaBaThCs
OTKPBITBIM B K3IIIE; IO YMOJYaHUIO |

valid 3a/1aeT, Yepe3 KaKOoe BPeMsi HY2KHO MPOBEPATH, 4TO (haily erne CyImecTByeT Mo,
TeM JKe UMeHeM; TT0 yMordaHnio 60 ceKyHT
off 3alpenaeT K3

IIpumep ucnonb3oBaHMS:

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map

CO3,Ha€T IIepeMeHHble, 3Ha4YCeHUA KOTOPBIX 3aBUCAT OT 3HAYEeHU JAPYTrux 1nepeMeHHbIX.

Mpumep koHdurypauymn

map $remote_addr $limit {
127.0.0.1 R
default $binary_remote_addr;

}

limit_conn_zone $1limit zone=addr:10m;
limit_conn addr 1;

OupekTusnbl

map

Cunrakcuc map cmpoka $nepemennan { ... };
Ilo ywmomua- —

HUIO

Konrekct stream

Co3zaeT HOByIO TlepeMeHHYI0. Fe 3HadeHne 3aBUCUT OT IEPBOTO MapaMerpa, 3aJaHHOI0 CTPOKOH ¢ mmepe-
MEHHBIMU, HAIIPUMED:

set $varl "foo";
set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

31ech nepemenHas $new_variable Oyaer nMeTh 3HAYEHNE, COCTABJIEHHOE U3 JIBYX IlepeMeHHbIX $varl u
$var2, nin 3HaveHNe 0 YMOJIYAHUIO, €CJIU 9TU IePEMEHHBIE HE OIPE/IEICHBI.
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(i ) IIpumeuanue

ITockoJibKYy TIepeMeHHbBIE BBIYUC/ISIOTCS TOJIBKO B MOMEHT UCIIOJIB30BaHUSI, CAMO II0 cebe HaJIUIne Jlaxe
6OJIBIIOTO UMCIa OObSIBIIEHUI TIEPEMEHHBIX «Map» He BjedeT 3a CODOW HUKAKUX JIONOJHUTETHHBIX
pacxozoB Ha 00pabOTKY 3aIIPOCOB.

ITapameTpsl BHyTpu OJI0Ka map 3aaI0T COOTBETCTBHE MEK/Ly MCXOIHBIMHU U PE3YJILTHPYIOMNME 3HAYTE-
HUAMMU.

Wcxonablie 3HaUeHUST 33/1A10TCsI CTPOKAMY UJIA PETYJISPHBIMY BbIPAYKEHUSIMH.
CTpoku mpoBepsroTcs 6e3 yuera perucTpa.

Ilepes peryasspHbIM BbIpakKeHUEM CTABUTCS CHMBOJ «  », €CJIM TIPU CPABHEHUU CJIEIyeT YINTBHIBATDL pe-
IECTP CUMBOJIOB, JIMOO CUMBOJIBI «  *», €CJIM PETUCTD CUMBOJIOB yUUTBHIBATH HE HYKHO. PeryjgpHoe Bbl-
paKeHne MOXKeT COJIEPKaTh UMEHOBAHHBbIE U MO3UIMOHHBIE BbIJIEJIEHNUS, KOTOPbIE MOTYT 3aTe€M HCIIOJIb-
30BaThCd B JPYIUX JUPEKTUBAX COBMECTHO C PE3yJIbTUPYIONIEil ITlepeMeHHOM.

Ecin ncxoiHoe 3HavMeHNE COBIAIAET ¢ UMEHEM OJTHOTO U3 CIEIUAJIBHBIX TApAMEeTPOB, OMUCAHHBIX HUKE,
[epeJl HUM CJIeJyeT ITOCTaBUTh CUMBOJ «'.

B kauecrse PE3YJIBLTUDPYIONMIETO 3HAYCHUA MO2KHO YKa3aThb TEKCT, IIEPEMEHHYIO U UX KOI\I6I/IHaL[I/II/I.

Takzke TOIEPKUBAIOTCS CJISIYIONINE CIIEIINAIbHbIE TTApAMETPHI:

default snauexue 3a/1aeT Pe3yIbTUPYIOllee 3HAUEHNE, €C/IH UCXO/IHOe 3HAUEHNE He COBIIAJIaeT
HU C OJIHUM U3 IePEeYncyeHHbIX. Ecim mapamerp default He ykazaH, pe3ysib-
TUPYIOIIAM 3HAYEHUEM 10 YMOJIAHUIO OYIET IycTasi CTPOKA.

hostnames YKa3bIBAET, YTO B KAYECTBE MCXOJ/IHBIX 3HAYEHUI MOYKHO MCIIOJIb30BATH MaC-
Ky JIJIsl IEPBOI WK MTOCIeHENH YACTH UMEHH XOCTa. DTOT TAPAMETD CJIeLyeT
YKa3bIBaTh II€pe]T CIIICKOM 3HAYUeHU.

Hampuwmep,

*.example.com 1;
example. * ilg

Bwmecto nByx 3ammuceit

example.com 1;
*.example.com 1;

MO2KHO HCIIOJIb30BaThb OJAHY:

[.example .com 1;

include ¢atin BKJIIO9aeT hailyl co 3HAYEHUSIMH. BKITIOUEHN MOXKET ObITh HECKOJIHKO.
volatile YKa3bIBaeT, UYTO IIepeMeHHas He KIIINPYeTCs.

Ecan ucxosnoMy 3HAUEHUIO COOTBETCTBYET HECKOJBKO M3 YKA3aHHBIX BapPUAHTOB, HAIIPUMEP, OTHOBpE-
MEHHO TOJXOJSIT U MacCKa, W PEeryJisipHOe BbIpaxKeHue, OyJIeT BbIOpaH MEpBBIA MMOAXOSINNA BApDUAHT B
CJIeIyIOIIEeM IOPsJIKe IPHOPUTETA:

1. cTpoKOBOe 3HavUeHnE €3 MACKK

2. camoe JJIMHHOE CTPOKOBOE 3HAYEHUE ¢ MACKOW B HadaJje, Haupumep « *.example.com»
3. caMoe JJIMHHOE CTPOKOBOE 3HAYEHHUE ¢ MACKOH B KOHIE, HanpuMep «mail. *»
4

epBoe MOJAXOIAIIee PEryJIspHOe Bhipazkenue (B IOPsIKe CiIeJ0BaHns B KOH(MUrypanuoHHoM daiise)
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5. 3Hauenue no ymomuanuio (default)

map _hash _bucket _size

Cunrakcuc map_hash_bucket_size pasmep;

IIo ymomya- map_hash_bucket_size 32|64|128;
HUTO

Konrekcr stream

3ajaeT pa3Mep KOP3UHBI B X3II-TAOJIUANAX JJIsT TEPEMEHHBIX map. SHAYEHUE 10 YMOJYAHUIO 3aBUCHT OT
pa3Mepa CTpOKH K3IIIa mporieccopa. Ilogpobiee HACTPOIKa XIM-TabJINI] 00CYKIAETCS OTAETBHO.

map hash max size

CunTakcuc map_hash_max_size paswmep;
Ilo ywmomua- map_hash_max_size 2048;
HUIO

Konrekcr stream

3a/aeT MAKCUMAJIBHBIN pa3Mep XIMMI-Tabull i nepeMeHHbrx map. [logpobree HacTpoOiika X31-Tad/mII
00Cy?KTaeTCsT OT/IETHHO.

MQTT Preread

TlozBossteT m3BIEKATh MACHTU(DUKATOD KIMEHTa W MMS 0JIb30BaTe st n3 makeroB CONNECT mpoTokosia
Message Queuing Telemetry Transport (MQTT) sepcwmii 3.1.1 u 5.0.

IIpu cbopke m3 MCXOIHOTO KOJA MOJYIb HEOOXOJUMO BKJIOYUTH C TIOMOIIBIO IapamMeTpa COOPKH
--with-stream_mqtt_preread_module. B nakerax m obpa3ax U3 HaIIUX PEIIO3UTOPUEB MOIY/Ib BKJIIOYEH
B COOpKY.

Mpumep kondurypauymn

Bbibop cepsepa B rpynne no naeHtuukaTopy KameHra:

stream {
mqtt_preread 8
upstream mgtt {

hash $mqtt_preread_clientid;
# ...
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AduvpekTunsbi

mqtt_ preread

CunTakcuc mqtt_preread on | off;
Ilo ywmomua- mqtt_preread off;
HUIO

Konrtekcr stream, server

VYupapister usBnedenneMm uHdopManun n3 nmakera CONNECT ma stame npedsapumenvrozo wmenus. Ecam
napaMmeTp BKJIIOYeH (on), TO B KOHTEKCTE, [JIe OH 3aIaH, 3aII0JHAIOTCS [IePeUnCIeHHbIE HUKE IePEeMEHHbIE.

BcTpoeHHble nepemeHHble

TToapobHoe onucanue ceMaHTUKU 3HaYeHMit cM. B crerudurarmu nporokosta MQTT sepcmit 3.1.1 u 5.0.

$mqtt_preread_clientid

VHUKAJIBHBIN WIEHTU(MUKATOD KIUEHTA.

$mqtt_preread_username

Heobs3aTepaoe mMst OI30BATES.

Pass

Tlo3BosisieT IepeiaBaTh MPUHITOE COEIMHEHNE HAIPIMYIO Ha JII00O0H HACTPOEHHDBINH CJIYIIAIOINIUN COKET B
Mogystb HT'TP, nomoko6witl Wil noumosniii MOJILYIN.

Mpumep koHdurypauyun

Tocne Toro, kKak MOmy/ib stream 3asepmuT 06paborky SSL/TLS, o mepejaer coefMHEHUE B MOJLY/Ib
http:

http {
server {
listen 8000;

location / {
root html;

}
}
stream {
server {

listen 12345 ssl;

ssl_certificate domain.crt;
ssl_certificate_key domain.key;
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pass 127.0.0.1:8000;

OupekTussbl

pass

Cunrakcuc pass adpec;
Ilo ymomua- —

HUO

Konrekcr server

OTa IUPEKTUBA 3aJaeT aJpec cepBepa, Ha KOTOPBIH JO/KHO OBITH IE€PeIaHO KJIUEHTCKOE COEMHEHUe
Adpec MoxHO yKazaTh Kak [P-aapec u mopr:

[pass 127.0.0.1:12345; ]

Nm xax myTs k UNIX-cokety:

[pass unix:/tmp/stream.socket;

Takzke adpec MOXKHO 3a4aTh € TOMOIIBIO TEPEMEHHBIX:

[pass $upstream;

Proxy

TTozBosnster mpokcupoBats motoku ganubix o TCP, UDP u UNIX-cokeram.

Mpumep koHpurypayun

server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
3
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
b
server {
listen [::1]:12345;
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proxy_pass unix:/tmp/stream.socket;

OupekTussbl

proxy _bind

Cunrakcuc proxy_bind adpec [transparent| | off;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Sagaer joKaJbHBIN [P-agpec, KoTOpbIil 6y/1eT UCIOIB30BATHCA B UCXOISIINX COEUHEHUSIX C IIPOKCUPY-
eMBIM cepBepoM. B 3HadueHum mapamerpa IOIyCTHMO HCIOJIb30BaHUe rnepeMeHHbIX. CrenuajipbHoe 3Ha-
qenne off OTMeHseT IeficTBHE YHACJEIOBAHHOW C MPEIBIAYIIEr0 YPOBHS KOH(MUIYDAIUU IUPEKTUBBI
prozy bind, M03BoIASA CHCTEME CAMOCTOATEIHFHO BHIOMPATH JIoKaJabHbI [P-anpec.

IIapamerp transparent mosBosisieT 3a7aTh HeJOKaJbHBIH [P-a/ipec, KOTOpBIl OyIeT MCIOIB30BATHCH B
HCXOJISANUX COEIMHEHUSIX C IPOKCUPYEMBIM CEPBEPOM, HAIIPUMep, peasbHblit IP-ajipec kinenta:

[proxy_bind $remote_addr transparent; }

st paboThl mapamMerpa OOBIYHO Tpebyercs 3amycTuTh paboune nporecchl Angie PRO ¢ npusuierus-
ME cynepnoasvsosamens. B Linux sToro He Tpebyercs, TaK KaK eCjU yKa3aH rmapaMmerp transparent, TO
paboune mporiecchl Hacaeaytor capability CAP. NET RAW u3 ryiaBHOTO TPOIIECCA.

@ Baxmno

Heobxomumo HACTPOUTH TAOJIHILy MapIIPyTH3AIANA SApa JJIsi IIepexXBaTa CeTEeBOro Tpaduka ¢ MpOoK-
CHUPYEMOrO cepBepa.

proxy _buffer _size

Cunrakcuc proxy_buffer_size paswmep;
ITo ymomua- proxy_buffer_size 16k;
HUIO

Konrexct stream, server

Sasaer pazmep 6ydepa, B KOTOPBIH OyyT 9UTATHCS JAHHBIE, [OJIy9IaeMble OT ITPOKCUPYEMOTO CepBepa.
Tak:ke 3a7aeT pasmep Oydepa, B KOTOPBIH Oy/IyT IUTATHCA JaHHBIE, TOJIyIaeMble OT KJIUEHTA.
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proxy connect timeout

Cunrakcuc proxy_connect_timeout spems;
Ilo ywmomua- proxy_connect_timeout 60s;
HUIO

Konrekcr stream, server

3ajiaer TaiiMayT JJIs YCTAHOBJIEHUS COEIMHEHUsI C IPOKCUPYEMbBIM CEPBEPOM.

proxy _connection drop

Cunrakcuc proxy_connection_drop epems | on | off;
Ilo ywmomua- proxy_connection_drop off;

HUIO

Konrekcr http, server, location

Hacrpausaer 3aBepiiieane Bcex coe/IMHEHNI ¢ TPOKCUPYEMBIM CEPBEPOM, €CJIH OH OBbLT y/IajIeH U3 IPYIIILI
I TIOMEYEH KaK IMMOCTOsIHHO HEeJIOCTYIHBIN B pe3ysbTrare mporecca reresolve mau komandv. A PI DELETE.

Ceccus 3aBeplilaeTcs, Koriaa obpabaTbiBaeTcs CIedyolnee COObITUE YTEHUs WU 3AIINCU JJIsd KJIUEHTa UK
IPOKCUPYEMOT'O CepBepa.

YcraHnoBka GPEMEHU BKJIIOIACT TafIMayT J10 3aBepHIeHUd CeCCUu, Ipu BbI60pe 3Ha4YCHUA ON CEeCCUU 3aBeEP-
IIaIOTCA HEMEIJIEHHO.

proxy download rate

Cunrakcuc proxy_download_rate ckopocmu;
Ilo ywmomua- proxy_download_rate O;

HHIO

Konrekcr stream, server

OrpanndmBaeT CKOPOCTb YTEHUsI JAHHBIX OT IPOKCHUPYEMOTO CepBepa; CKOPOCTH 3aJaeTcs B OaiiTax B
CEeKYH/LY.

0 OTKJIIOYAET OrPAHUYEHNE CKOPOCTU

(i ) IIpumeuanue

OrpannyeHnre yCTaHABIUBAETCS Ha coefuHeHue, modToMy, eciim Angie PRO omHoBpeMeHHO OTKpOET
IB& COEIMHEHNS K MPOKCAPYEMOMY CEPBEpY, CyMMapHasl CKOPOCTb Oy/eT B/IBOE€ BBIIIE 3aAHHOTO
OrpaHUYCHU.

B znauenun IIapaMeTpa MO2KHO HCIIOJIb30BaTh II€pEMEHHBIC. OTO MOXKeT OBLITH IOJIE3HO B CJIy4dasX, KOrJda
CKOPOCTBH HY2KHO OI'pPaHUYIUBATH B 3aBUCUMOCTHU OT KaKoro-jimbo yciaoBud:

map $slow $rate {
1 4k;
2 8k;
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proxy_download_rate $rate

proxy half close

Cunrakcuc proxy_half_close on | off;
Ilo ywmomua- proxy_half_close off;
HUIO

Konrekcr stream, server

Paspemaer wim 3amperaer HezaBuCHMOe 3aKPBITHE KaXKJI0 U3 CTOPOH ITpoKcupyemoro coeauuaenusi TCP
(«TCP half-close»). Eciu pasperueno, To npokcuposanue 110 TCP Gyner npojosnkaThes, HoKa obe cTo-
DPOHBI HE 3aKPOIOT COEIMHEHNE.

proxy next upstream

Cunrakcuc proxy_next_upstream on | off;
Ilo ymomuya- proxy_next_upstream on;
HUIO

Konrekcr stream, server

IIpu HEBO3MO2KHOCTH yCTAHOBUTD COEMHEHME C MIPOKCUPYEMBIM CEPBEPOM OIPEIENISeT, OyAeT JIU KIUeHT-
CKO€ COeIMHEHNEe TIEPEIAHO0 CACIYIOULEMY CEPBEPY.

Ilepenada coemuneHus CiaeayomEeMy CEPBEPY MOXKET OBITH OI'DAHUYEHA II0 KOAUYECNEY NONLIMOK 1 TI0
8PEMENU.

proxy next upstream _timeout

Cunrakcuc proxy_next_upstream_timeout epemas;
Ilo ymomua- proxy_next_upstream_timeout O;
HUIO

KonTrekcr stream, server

Orpann4yuBaeT BpeMs, B T€YeHNE KOTOPOr0 BO3MOYKHA Tepejiada 3a1poca cAedyou,emy cepBepy.

0 OTKJIIOYAET 3TO OrPAHUYEHUE

proxy next upstream _tries

Cunrakcuc proxy_next_upstream_tries wucxo;
Ilo ywmomua- proxy_next_upstream_tries O;
HUIO

Konrekcr stream, server

OrpannyuBaeT IUCJIO JOMYCTUMBIX MOMBITOK JIJI TEPEJIadn 3a1Ipoca CACIYI0UEMY CEPBEPY.
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0 OTKJIIOYAET 3TO OFPAHUYEHUE

proxy _pass

Cunrakcuc proxy_pass adpec;
Ilo ymomua- —

HUIO

KonTekct server

3ajsiaer ajpec TPOKCUPYEMOrO CEpBEpa; ampec MOXKeT ObITh yKa3aH B BHUIE JOMEHHOro mMeHu wiu [P-
azpeca, 3a KOTOPBIM CJIeTyeT TOPT:

[proxy_pass localhost:12345;

nnu B Buje nytu UNIX-cokera:

[proxy_pass unix:/tmp/stream.socket;

Eciu nomenHOMY MMEHU COOTBETCTBYET HECKOJIBKO aJ[PECcOB, TO BCE OHU OYIYT UCIOJIb30BATHCSI 10 OUepe-
nu (round-robin). Kpome Toro, B kauecTse ajipeca MOXKHO YKa3aTh 2pynny cepsepos. K nenoab3yercs
rpy1Ia, yKa3aTh [IOPT HEBO3MOXKHO; BMECTO 3TOI'0 YKaKUTe IOPT IS KazK/I0r0 cepBepa BHYTPU I'DYIIIbI
OT/IeJIbHO.

Aﬂpec MOXKHO TaKzKe 3a/IaTh C IIOMOIIIbIO IIEPpEMEHHbIX:

[proxy_pass $upstream; }

B sTom citygae mms cepBepa mIneTcst Cpein ONMUCAHHBIX 2PYNn CEPEepo6 W eCIU He HAMJIEHO, TO OIpPeIe-
JISIETCSL ¢ TIOMOIIBIO resolver’a.

proxy _protocol

Cunrakcuc proxy_protocol on | off;
Ilo ywmomua- proxy_protocol off;
HUIO

Konrekcr stream, server

Bkirouaer nporokosr PROXY mjist coeiuHeHUi ¢ TPOKCUPYEMBIM CEPBEPOM.

proxy _requests

Cunraxcuc proxy_requests 4uc.o;
Ilo ymonua- proxy_requests O;
HUIO

KonTrekcr stream, server

3ajaeT 9ucsIo gaTarpamMm, Moy YeHHBIX OT KJIHEHTA, 10 JIOCTUXKEHUI KOTOPOTO YAJISIeTCsl TPUBI3Ka MEXK-
ay kmauenTtoM u cyrectsytorieii UDP-ceccueit. Ilocse mosydennsi yKa3aHHOTO KOJUYIECTBA JIATArPaAMM
CeyIoNIas jaTarpaMma, IMOJIydeHHas OT TOro Ke KJIHEeHTa, HadmHaeT HoBylo ceccuio. Ceccusi 3aBep-
IIIUTCS TTOCJIE OTIIPABKH BCEX MPUHSITHIX TaTArPAMM Ha, IPOKCUPYEMbI CEPBEP U IOy ICHUS YKA3AHHOTO
KOJIMIECTBA 0MGEMO6 UIU TOCTE MalMaAyma.
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proxy _responses

Cunrakcuc ProXy_responses “UcAo;
Ilo ywmomua- —

HUIO

Konrekcr stream, server

3aiaeT KOJIMIeCTBO JaTarpaMM, OXKUJAEMBIX OT IIPOKCUPYEMOTO CEPBEPA B OTBET HA, TATATPAMMY KJIMEHTA
B CJIy4ae, eCJIM UCIOJb3yeTcst poTokoa UDP. 3amaBaeMoe YUCI0 CIYYKUT TOACKA3KOM JJIs 3aBepIIeHUsT
ceccun. [lo ymMoI4anuio KoJimdecTBO JaTarpaMM He OIDAHUYEHO.

Eciu ykazano mysiesoe 3Hadenue, To OTBer He oxkuuaercs. OJHAKO €CJIi OTBET II0JIYyYeH U CeCCUs elle He
3aBepINUIach, TO OTBET OyaeT 0bpaboTaH.

proxy _socket keepalive

Cunraxcuc proxy_socket_keepalive on | off;
Ilo ywmomua- proxy_socket_keepalive off;
HUIO

Konrekcr stream, server

Koudurypupyer nosesienne «TCP keepalives st HCXOISIIUX COEIMHEHN K TPOKCUPYEMOMY CEepBepY.

" IIo ymomaanmuio Jjist cokeTa AeHCTBYIOT HACTPOUKH ONEPAITMOHHONW CUCTEMBI.

on Jtst cokeTa BKJodaercs mapamerp SO KEEPALIVE
proxy _ssl

Cunraxcuc proxy_ssl on | off;

Ilo ywmomua- proxy_ssl off;

HUIO

Konrekcr stream, server

Brurouaer nporokossl SSL/TLS mjist coequnenHuii ¢ IpOKCUPYEMBIM CEPBEPOM.

proxy _ssl _certificate

Cunrakcuc proxy_ssl_certificate daiin [paiial;
IIo ywmomua- —

HIIO

Konrekcr stream, server

Samaer daiin ¢ ceprucdukarom B popmare PEM s ayrerTudukanum Ha MPOKCUPYEMOM cepBepe. B
uMenHu dailia MOXKHO UCIIOJIH30BATh IIEPEMEHHBIE.

Iobasyieno B Bepcum 1.2.0.

IIpu BrarouenHOM proxy ssl ntls TUpeKTUBA TPUHUMAET JIBA aPryMEHTa BMECTO OIHOLO:
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server {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy _ssl _certificate _key

Cunrakcuc proxy_ssl_certificate_key ¢atia |Patial;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Sagaer dails ¢ cekpeTHbIM KtouoM B (popmare PEM 1y1s ayrenTH(dhUKAIIMT HA IIPOKCUPYEMOM CepBEpe.
B umenu daiisia MOXKHO MCIIOIB30BATE TIEPEMEHHBIE.

Hobasneno B Bepcun 1.2.0.

IIpu BratOUeHHOM proxy ssl_ntls qupekTUBa IPUHUMAET JIBa apryMEHTa BMECTO OIHOIO:

server {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy _ssl ciphers

Cunraxcuc proxy_ssl_ciphers wugpoi;
Ilo ymonua- proxy_ssl_ciphers DEFAULT;
HUIO

Kontekcr stream, server

OnucbiBaeT paspelieHHble MUQPHI [JIs1 3aIIPOCOB K IIpokcupyemMomy cepsepy. IIudpsl 3aatorcst B Gop-
Mare, mojjaepxusaeMoM oubamorexoit OpenSSL.

TlomHBIH CIICOK MOXKHO TTOCMOTPETDH € TMOMOIIBIO KOMAHIBI «openssl cipherss.
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proxy ssl conf command

Cunrakcuc proxy_ssl_conf_command umasa 3nauenue;
Ilo ymomua- —

HHIO

Konrekcr stream, server

3asiaeT MpOM3BOJIbHBIE KOHMUrYpanuoHHbie kKoMan sl OpenSSL mpu ycTaHOB/IEHUN COEIUHEHNS C IPOK-
CHPYEMBIM CEPBEPOM.

@ Baxmno

JupekruBa nomuepxkuBaercs npu ucrnosb3oBanun OpenSSL 1.0.2 u Bbire.

Ha ogmoM ypoBHE MOXKeT OBITH yKa3aHO HECKOJIBKO JUPEKTHB proxy ssl_conf command. JTupeKTHBBI
HACJIEYIOTCS C IPEBIIYIIEr0 yPOBHS KOH(MDUTIYPAIMY [IPU YCJIIOBUH, UTO HA JJAHHOM YPOBHE HE OIUCAHBI
CBOM JIUPEKTUBBI proxy ssl_conf command.

“* OcropoxHOo

Ciremyer y4uTbiBaTh, 9YT0 u3MeHeHne HacTpoek OpenSSL HApsMyo MOXKET IIPUBECTH K HEOXKUIaH-
HOMY TIOBEJICHUIO.

proxy ssl crl

Cunrakcuc proxy_ssl_crl datin;
Ilo ymomua- —

HUIO

Konrexcr stream, server

VYkasbiBaer daiis ¢ orosBanubiMu ceprudukaramu (CRL) B dopmare PEM, ucnosnb3yembivu upu npo-
6epre cepTuduKaTa IMIPOKCUPYEMOTO CepBepa.

proxy ssl _name

Cunrakcuc proxy_ssl_name ums;

Ilo ywmomua- proxy_ssl_name zocm u3 proxy_pass;
HUIO

Konrekcr stream, server

IlozBossteT mepeompeneinTh UMsi CepBeEPa, UCIOJIb3YEMOe IIPU Nposepke CepTU(UKATA ITPOKCHPYEMOTO
cepBepa, a TakkKe Jyist nepedavy e2o wepes SNI pu yCTAaHOBJIEHUU COEMHEHUsI ¢ TPOKCUPYEMBIM CepBe-
poMm. Vmst cepBepa MOXKHO TaKKe 33JaTh C TIOMOIIBIO TIEPEMEHHBIX.

IIo ymomuanmuio ncmomb3yeTcst UM XOCTa U3 ajpeca, 3aJaHHOTO TUPEKTUBOM Prory  pass.
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proxy ssl ntls

Hobasieno B Bepcun 1.2.0.

Cunrakcuc proxy_ssl_ntls on | off;
Ilo ywmomua- proxy_ssl_ntls off;
HHIO

KonTrekcr stream, server

Bkirouaer kymentckyro nomuepkkKy NTLS npu ucnosibzoBaruu TLS 6ubsmorekun TongSuo.

server {
proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;
proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

@ Baxmno

Angie PRO HeoOxomuMo cobpaTh ¢ HCIIOJIB30BAaHUEM IapaMerpa KoHdburypamuu —with-ntls, ¢ coor-
percrByomeit SSL 6ubanorekoit ¢ mogaep:xkoit NTLS

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy ssl password file

Cunrakcuc proxy_ssl_password_file gatin;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Samaer dailyl ¢ TAPOIAMHI OT CEKPEMHLIL KAN0well, Tae KaXKAbIi 1aposib YKa3aH Ha OTJE/ILHON CTPOKe.
IIaposmn mprMeHSIOTCS IO OYepe I B MOMEHT 3arpy3KH KJIIoda.

proxy _ssl_protocols

Cunraxcuc proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- proxy_ssl_protocols TLSvl TLSvl.1 TLSv1.2 TLSv1.3;

HHUIO

Konrekcr stream, server

Wsmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIOJIB3yEMbBIM [0 YMOJIIAHUIO.

Paspemaer ykazanabie TpoOTOKOJIBI [IjIsI COEIMHEHUN C IPOKCAPYEMBIM CEPBEPOM.
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proxy ssl server name

Cunrakcuc proxy_ssl_server_name on | off;
Ilo ywmomua- proxy_ssl_server_name off;
HUIO

Konrekcr stream, server

AT WU 3all T I 9y UMEHU B HHOTO JUPEKTUBON prory Sslname, q
Paspemae 3allpeInaer mepea €HU CepBepa, 3a3IAHHOTO e 0 y_ ssl , depes
pacummpenne Server Name Indication nporokosa TLS (SNI, RFC 6066) mpu ycraHOBIeHHU COEIUHEHMsI
C IIPOKCUPYEMBIM CEPBEPOM.

proxy ssl session reuse

Cunrakcuc proxy_ssl_session_reuse on | off;
IIo ymonua- proxy_ssl_session_reuse on;
HUIO

Konrekcr stream, server

OmpeniesisieT, UCIOIB30BATD JU TOBTOPHO SSL-ceccun mpu pabore ¢ mpokcupyeMbIiM cepBepoM. Ecmm B
Jiorax mnosiBJisiiorcst ook «SSLS  GET FINISHED:digest check failed», To MOXHO 1mopo6oBaTh BbI-
KJIIOYUTH TTOBTOPHOE MCIIOJIB30BAHIE CECCHIA.

proxy ssl trusted certificate

Cunrakcuc proxy_ssl_trusted_certificate ¢atin;
Ilo ymomua- —

HHIIO

Konreker stream, server

Samaer daiin ¢ mosepenubivu ceprudukaramu CA B dopmare PEM, ucnonbs3yembiMu pu nposepre
ceprucdukara nporcupyemoro HTTPS-cepsepa.

proxy ssl verify

Cunrakcuc proxy_ssl_verify on | off;
Ilo ymomua- proxy_ssl_verify off;
HUIO

Konrekcr stream, server

Paspemaer nim 3anpernaer npoBepky cepruduKaTa IPOKCUPYEMOTO CepBepa.
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proxy ssl verify depth

Cunrakcuc proxy_ssl_verify_depth wucao;
Ilo ywmomua- proxy_ssl_verify_depth 1;
HHIO

Konrekcr stream, server

VcranapauBaer rioyOnHY MPOBEPKHU B IEIIOYKE CEPTU(MUKATOB IIPOKCUPYEMOTO CEPBEPA.

proxy _timeout

CunTakcuc proxy_timeout epems;
Ilo ywmomua- proxy_timeout 10m;
HUIO

Konrekcr stream, server

Sa,uae'r TaIU/Il\/IayT MeKAy ABYMsA UAYHIUMU IIO/APAJ] OIIepalldsiMU 9YTE€HUA WJIN 3allUCU Ha KJINEHTCKOM CO-
CIVMHEHUU NJIN COCJIMHECHUN C IPOKCUPYEMBbIM CEPBEPOM. Ecau no ucredenun sroro BpeMeHHU OJaHHbIE HE
nepegaBaJChb, COEAUHEHNE 3aKPbIBACTCA.

upstream_ probe _timeout (PRO)

Hobasneno B Bepcun 1.4.0: PRO

Cunrakcuc upstream_probe_timeout epems;
Ilo ywmomua- upstream_probe_timeout 50s;
HHIO

Konrekcr server

3asaeT MaKCUMAJbHOE BpeMs 0e3/eliCTBUS YCTAHOBJICHHOTO C CEPBEPOM COEIMHEHUS JJIsi IIPOBEPOK, Ha~
CTPOEHHBIX C [IOMOIILIO AUPEKTUBLI upstream probe (PRO); Npu NPEBBIIEHAN TOTO IIPEEJa COeqrHe-
Hre OyJIeT 3aKPbHITO.

proxy upload rate

Cunrakcuc proxy_upload_rate ckopocmv;
Ilo ywmomua- proxy_upload_rate 0;

HHIO

Konrekcr stream, server

OrpannymBaeT CKOPOCTh YTEeHUsl JIAHHBIX OT KJmeHTa. CKOPOCTh 3a7aeTcsd B OaliTax B CEKYH/LY.

0 OTKJIIOYAET OIPAHUYEHNE CKOPOCTH
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(5 ) IIpumeuanue

OrpaHnvenre yCTAHABIUBAETCS HA COCIMHEHUE, TI03TOMY, €CJIM KJIUEHT OJHOBPEMEHHO OTKPOET JIBa
COeIMHEHNUsI, CyMMAapHasl CKOPOCTH Oy/IeT B/IBOE BBIIIE 33/ IaHHOIO OTPAHUIEHMUSI.

B snauenun IIapaMeTpa MO2KHO HCIIOJIb30BaTh II€epeMEHHbIC. OTO MOXKeT OBLITH IOJIE3HO B CJIy4dasX, KOorJda
CKOPOCTBH HY2KHO OI'PaHUYIUBATH B 3aBUCUMOCTHU OT KaKoro-jinbo yciaoBud:

proxy upload rate $rate;

map $slow $rate {
1 4k;
2 8k;

}

proxy_upload_rate $rate;

RDP Preread

IIpu ucnons3oBanuu nporokosia RDP mo3zsossier u3Bnekars cookie, KOTOpbIe UCIIOIB3YIOTCS JIJIs UJIE€H-
TUMDUKAINYA U YIIPABJIEHUs] CECCUSIMU, JI0 MOMEHTA IIPUHSITHS PEIeHns: O HajIaHCUPOBKE.

IIpu cbopke u3 HMCXOIHOTO KOJ@ MOJYJIb HEOOXOJMMO BKJIIOUUTH C IIOMOIIBIO IapaMerpa COOPKH
--with-stream_rdp_preread_module. B makerax n obpa3ax U3 HAIINX PEIO3UTOPHEB MOJLYJIb BKJIIO-
9eH B COOPKY.

Mpumep kondurypauun
Mpuesna3ka k Bbigaswemy cookie cepeepy

Kondwurypamus ncnosibsyer pexkum learn nupeKTUBbI sticky:

stream {
rdp_preread on;
upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;
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AduvpekTunsbi

rdp_ preread

CunTakcuc rdp_preread on | off;
Ilo ywmomua- rdp_preread off;
HUIO

Konrtekcr stream, server

Vupagsjisier uzBjiedenueM uHdopmanuu u3 cookie nmporokosia RDP wa srame npedsapumenvriozo wme-
nus. Eciu napamerp BKodeH (on), TO B KOHTEKCTE, TJe OH 3aaH, 3aI0JIHAIOTCS ePEUUCICHHBIE HUKE
IepeMeHHbIe.

BcTpoeHHble nepemeHHble

CemanTuka 3HadeHunii B coctaBe cookie 3aBucut ot Bepcun mporokosia RDP.

$rdp_cookie

3uadenne cookie METUKOM.

$rdp_cookie_ ums

3uadenne mojs cookie ¢ 3aJaHHBIM MMEHEM.

ReallP

Ilo3BosisieT MeHATDH ajpec U MOPT KJMEHTa Ha IepeJaHHble B 3arojoBke mporokosa PROXY. IIporokos
PROXY josrzken ObITH IpeIBAPUTENILHO BKJIIOUEH IPH HOMOIIU YCTAHOBKH IIapamerpa proxy protocol B
JApeKTHBe [isten.

IIpu cbopke m3 MCXOMHOTO KOMA MOMIY/Ib HEe COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOAUMO BKJIIOUUTH C
IIOMOIIBIO TapaMeTpa cOOpKH --with-stream_realip_module. B makerax m obpasax M3 HalIuX PeNO3U-
TOPUEB MOJLYJIb BKJIIOUEH B COOPKY.

Mpumep koHdurypauyun

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

3.3. BcTpoeHHble mopynu 388



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

AduvpekTunsbi

set_real _ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
Ilo  ymomua-

HUIO

Konrtekcr stream, server

3aziaer JOBEPEHHBIE aJpeca, KOTOPbIE IIePEeIaloT BEPHBIH ajpec i 3aMeHbl. Ecim ykasaHo clieluaibHoe
3HaYeHre unix:, JoBepeHHbIMHU OyayT cuuTaTbest Bce UNIX-cokeTn.

BcTpoeHHble nepemeHHble
$realip_remote_addr

XPaHUT UCXOJHBIN aJipec KJIUEHTA

$realip_remote_port

XpaHUT I/ICXO,HHI:IP'I IIOPT KJIMEHTa

Return

IlozBouisier OTIIPAaBUTDH 3a/[aHHOE 3HaAYCHNE KJIUEHTY U IIOCJI€ 9TOI'O 3aKPbITh COE€JIUHEHNE.

Mpumep kondurypauymn

server {
listen 12345;
return $time_iso8601;

AdupekTunsbi

return

Cunrakcuc return snauenue;
Ilo  ymomua-
HUIO

Konrekcr server

3a;1aeT 3Ha49eHUEe, OTIIpaB/IdeMO€ KJIUCHTY. B kauecTBe 3HaUeHNST MOXKHO HCIIOJIb30BaTh TEKCT, IIepeMeH-
HbIE€ 1 UX KOM6I/IHaJ_II/II/I.
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Set

IlozBosisieT ycTanaB/IMBaTh 3HAYEHUE TEPEMEHHOIN.

Mpumep koHurypayun

server {
listen 12345;
set $true 1;
+
OupekTusnbl
set
Cunrakcuc set $nepemennan snavenue;
Ilo ywmomua- —
HUIO
Konrekcr server

VcranaBmBaeT 3HaYEHNE YKa3aHHOU mepeMeHHOU. B KadecTBe 3HAUEHUS MOYXKHO HCIIOJIB30BATh TEKCT,
[IepeMeHHbIe U UX KOMOMHAIIH.

Split Clients

Monynb renepupyer nepeMentbie i A /B-TecTupoBanusi, KaHAPEEUHBIX PEIU30B U JIPYIUX CIEHADU-
€B, KOTODbIe HAIIPABJISAIOT OIIPEJIEJEHHBII IPOIEHT KJIMEHTOB HA OJWH CepBep WM KOHMUTrypaluio, a
OCTaJIBHBIX — KY/a-TO eIIle.

Mpumep koHdurypauymn

stream {
# ...
split_clients "${remote_addr}AAA" $upstream {
0.5% feature_testi;
2.0% feature_test2;
&3 production;
}
server {
# ...

proxy_pass $upstream;
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AduvpekTunsbi

split_clients

Cunrakcuc split_clients cmpoka $nepemennan { ... }
Ilo ymomua- —

HHIO

KonTexcr stream

Coszpaer $nepemennyio, X3MUPysl cMpoxy; NEPEMEHHbIE B CMpoke TOACTABIISIOTCS, PE3YJILTAT X3IIUPY-
eTcs, 3aTeM II0 3HAYCHMIO X314 BEIOMPAETCs CTPOKOBOE 3HAYCHHE Jnepemennot.

Oyuknus xsmmposanud ucnosbdyer MurmurHash2 (32 6ur), u Bech muanason ee 3uadenuil (¢ 0 1o
4294967295) comocTaBsieTcst ¢ KOP3UHAMHU B TIOPSIJIKE TOSIBJIEHUST; MTPOIEHTHBIE BEJMIHHBI OIIPe/IesIsl-
0T pasMep KOp3uH. B KOHIlE MOXKET CTOSITh METACMMBOJI (*); XOIIH, He IOIABIINe B JPyTue KOP3UHBI,
COTIOCTABJISIOTCS C MPUJAHHBIM €My 3HAYUEHUEM.

IIpumep:

split_clients "${remote_addr}AAA" $variant {
0.5Y% .one;
2.0% .two;

nn.,
e B

3J1ech TOCIe TOJACTAHOBKU B CTpoKe $remote_addrAAA 3HaUeHUs X3IIA PACIPEIESIOTC CJIELYTOIINM
obpazom:

e 3nauenus or 0 g0 21474835 (0,5%) maror .one;
e 3HaveHus or 21474836 no 107374180 (2%) mator . two;
e 3HaueHus or 107374181 mo 4294967295 (Bce ocrasbHbe) gal0T "" (IyCTYIO CTPOKY).

SSL

Ob6ecnieunBaer HEOOXOAUMYIO HOIJIEPXKKY Ul pADOTHI IIPOKCH-cepBepa 110 nporokoiay SSL/TLS.

IIpu cbopke M3 MCXOIHOrO KOJIa MOJIY/Ib HE COOMpAeTcsl MO yMOJIYaHUIO; ero HeOOXOJMMO BKJIIOUHUTH C
IIOMOIILIO MapaMeTpa cOopkn --with-stream_ssl_module.

B makerax m ob6pa3ax m3 HAIIUX PEIIO3UTOPUEB MOJYJIb BKJIIOYEH B COODKY.

@ Baxno

st sToro mosysist Hy»KHa bubsmoreka OpenSSL.
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12850

Mpumep koHburypauymn

Jia yMeHbIenusi 3arpy3Ku IPOIeccopa PEKOMEHIyeTCs
® YCTaHOBHUTB YUCJIO PabOvUT NPoueccos PABHBIM YHCILY IIPOIECCOPOB,
® BKJIFOYUTD PA30CAAEMDBIT KU, CECCHUT,
® BBLIKJIIOUYUTD GCNPOCHHbill KU, CeCCUit

® 1, BO3MOXKHO, YBEJIMIUATD SPEMA JHCU3HU CecCrr (M0 yMOJIIAHUIO 5 MUHYT):

worker_processes auto;
stream {
#...

server {
listen 12345 ssl;

TLSvl TLSv1l.1 TLSv1.2 TLSv1.3;

ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA :RC4-MD5;

ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

ssl_protocols

H*

OupekTussbl

ssl alpn

Cunrakcuc ssl_alpn npomoxoan ...;
Ilo ymomua- —
HHUIO

Konrekcr stream, server

3ajlaeT CHMCcoK MOep:KuUBaeMbIX IPoToKoJoB ALPN. OnuH 13 IpoTOKOIOB JOJZKEH OBITh C02A0C06AH,
ecsin KineHT ucnoas3yer ALPN:

map $ssl_alpn_protocol $proxy {
h2 127.0.0.1:8001;

http/1.1 127.0.0.1:8002;
}
server {

listen 12346;

proxy_pass $proxy;

ssl_alpn h2 http/1.1;
}
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ssl_certificate

Cunrakcuc ssl_certificate dgaiia;
Ilo ymomua- —

HUIO

Konrekcr stream, server

VkaspiBaer daitn ¢ ceprudurarom B popmare PEM nnsa mamnoro cepsepa. Eciin BMecTe ¢ OCHOBHBIM
cepTudUKATOM HYKHO yKa3aTh IIPOMEKYTOUIHBIE, TO OHU JIOJ?KHBI HAXOIUTHCA B ITOM ke daiiie B cire-
JIYIOIIEM IIOPsiJIKe — CHAaYaJIa OCHOBHOI cepTuduKaT, a 3aTeM IpoMexxyTodnble. B aroMm ke daiisie MoxeT
HaXOJINThCSI CEKPeTHBIH Kirod B hopmare PEM.

ﬂI/IpeKTI/IBa MOKeT OBLITh YKa3aHa HECKOJIBKO Pa3 JId 3arPpy3KU CepTI/I(i)I/IKa,TOB Pa3HBIX TUIIOB, HAIIpUMED

RSA u ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;

3

BosmorkHOCTE 3a1aBaTh OTAEIbHBIE IEIMOYKN CEPTUMUKATOB I PA3HBIX CEPTU(MUKATOB €CTh TOJBHKO B
OpenSSL 1.0.2 u Berimte. st 6ostee cTapbix BEpCHil CIeAyeT YKa3bIBaTh TOJIBKO OJHY IENOYKY cepTudu-
KAaTOB.

@ Baxmno

B umenn daiisia MOXKHO MCIIOJIB30BaTh IepeMeHHble 1pu ucnoJib3oBannu OpenSSL 1.0.2 u BbIme:

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

IIpu ucrosib30BaHNN IEPEMEHHBIX CEPTUMUKAT 3arpyrKaeTcs IpU Kaxk 1ol oneparnun SSL-pyKomoxKaTust,
9TO MOXKET OTPUIATEIHHO BIUSATH Ha ITPOU3BO/IUTEIHHOCTb.

Buecro daitna moxkHO ykaszarh 3uadenue «data:$nepemennasny, npu Kkoropom ceprudukaT 3arpyKaercs
73 IePEeMEeHHON 0e3 MCIOJIb30BAHUS TPOMEXKYTOIHBIX (DAMIIOB.

Henapgnexaree ncmosb3oBanmne MOJ00HOTO CUHTAKCHCA MOXKET OBbITH HeOe30TacHO, HAaIpuUMep JaHHbIe
CEKPETHOT'O KJIF0Ya MOTYT IIONACTb B 102 0WUDOK.
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ssl _certificate key

Cunrakcuc ssl_certificate_key ¢hatis;
Ilo ymomua- —

HUIO

Konrekcr stream, server

VkaspiBaeT daiin ¢ cekperHbiM K090M B (hopmare PEM misi 7aHHOTO BUPTYaJbHOTO CEpBEpa.

@ Baxmno

B umenu draiisia MOXKHO MCIIOJIB30BaTh IepeMeHHble 1pu ucnoJib3oBaauu OpenSSL 1.0.2 u BbIme.

Bwmecro daiina MoXKHO yKa3aTh 3HadeHne «engine:umsa:id», KOTOpoe 3arpy»Kaer K04 ¢ yKa3aHHBIM id U3
OpenSSL engine ¢ 3a/JaHHBIM UMEHEM.

Bmecto datina Takyke MOXKHO yKa3aTh 3HaueHme «data:$nepemermnas», Ipu KOTOPOM CEKPETHBIN KJIHOY
3arpyzkaercsd U3 IepeMeHHON 0e3 MCIO0Jb30BaHUs IPOMEXKYTOUHBIX (aitnos. [Ipu sToM ciaemyer yIuThI-
BaTb, YTO HEHAJJIe’KAIIee UCIOIb30BAHNE I0JJOOHOI0 CHHTAKCUCA MOYKET OBITh HEOE30IIaCHO, HAIPUMED
JAHHBIE CEKPETHOTO KJII0Ya MOTYT MOMACTb B 102 0ULUOOK.

ssl ciphers

Cunrakcuc ssl_ciphers wugpui;

Ilo ywmomua- ssl_ciphers HIGH:!aNULL: !MD5;
HUIO

Konrekcr stream, server

OrnuceiBaer paspemniernsie mudpbl. ludpsr 3agaorcs B dopmarte, MOmIepKUBaeMOM OUOJINOTEKON
OpenSSL, nanpumep:

[Ssl_ciphers ALL:!'aNULL: 'EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +LOW: +SSLv2: +EXP;

TlosHBII CIMCOK MOXKHO IIOCMOTPETH € IIOMOIIBIO KOMAHIBI « 0penssl cipherss.

ssl_client _certificate

Cunrakcuc ssl_client_certificate dgatis;
Ilo ywmomua- —

HUTO

Konrekcr stream, server

VkazwiBaer daitn ¢ gosepennbivmu cepruduraramu CA B dpopmare PEM, koTopble nCHOMb3yOTCS st
nPoGepky KIMEHTCKUX CePTHMOUKATOB.

Crucok cepTuduKaToB OyIeT OTIPABIISATHC KJINEeHTaM. K 970 HexkelaTeIbHO, MOXKHO BOCIIOJ/IB30BaTh-
csl MAPEKTUBOI ssl_ trusted_ certificate.
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ssl_conf command

Cunrakcuc ssl_conf_command ums 3hauerue;
Ilo ymomua- —

HUIO

Konrekcr stream, server

3amaeT Mpou3BOJIbHBIE KOHurypamnuonnbie koman sl OpenSSL.

@ Baxmno

JupekTuBa nogaepxkuBaercs npu ucnosb3oBannun OpenSSL 1.0.2 u Borme.

Ha ommom ypoBHe MOXKeT OBbITH yKa3aHO HECKOJBKO NUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JMpeKTUBBI HACTIEYIOTCS C IPEABIAYINErO YPOBHA KOH(MUIYPAIUH IPH YCJIOBUU, UTO HA JAHHOM YPOBHE
He OIMCAHBI CBOM JINPEKTHUBHI sl conf command.

“* OcropoxxHO

Namenenne nacrpoek OpenSSL HAIPSIMYIO MOXKET MPUBECTH K HEOXKUJIAHHOMY TIOBEJIEHUIO.

ssl crl

Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —

HUO

Konrekcr stream, server

Vkaspisaer daiii ¢ orossannbiMu cepruduraramu (CRL) B dopmare PEM, ucnosb3yeMbiMu Jjisi npo-
6epKU KJIMEHTCKAX CEPTUMOUKATOB.

ssl_dhparam

Cunrakcuc ssl_dhparam gatin;
Ilo ymomua- —

HUO

Konrekcr stream, server

VkasbeiBaer daitin ¢ napamerpamu st DHE-mudpos.

“* OcropoxxHOo

Ilo ymosmaanuro mapamerpst He 3a7aHbl, 1 cooTBeTcTBeHHO DHE-mmmdph He Oy1yT ncnosib30BaThCs.
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ssl _ecdh curve

Cunrakcuc ssl_ecdh_curve Kpueas;
Ilo ywmomua- ssl_ecdh_curve auto;
HHIO

Konrekcr stream, server

Sanaer kpusywo st ECDHE-mudpos.

@ Baxmno

IIpu ucronpzoBaruun OpenSSL 1.0.2 u BbITe MOYXKHO yKa3bIBATH HECKOJIBKO KPUBBIX, HATIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; ]

CrennaJsibHOe 3HaMeHUEe auto COOTBETCTBYET BCTPOEHHOMY B 6ubsmoreky OpenSSL crnucky KpUBBIX JJIst
OpenSSL 1.0.2 u Boimme, win prime256vl njs 6ojiee cTapbIX BEPCHit.

@ Baxmno

ITpu ucnonbzoarmu OpenSSL 1.0.2 u BbIlle JUPEKTUBA 33/1a€T CIIUCOK KPUBBIX, MMOJJIEPKUBAEMBIX
cepsepoM. [losromy st paborsl ECDSA-ceprudukaToB BaxKHO, YTOOBI CIMCOK BKJIIOYAJ KPUBBIE,
HCITOJIb3YEMBIE B CePTH(dUKATAX.

ssl__handshake _timeout

Cunrakcuc ssl_handshake_timeout spems;
Ilo ywmomua- ssl_handshake_timeout 60s;
HHIO

Konrekcr stream, server

Sazaer TaiimayT JJis 3aBepIieHns orepanun SSL-pyKomoxKaTusi.

ssl ntls

Jobasieno B Bepcun 1.2.0.

Cunraxcuc ssl_ntls on | off;
Ilo ymomua- ssl_ntls off;
HUIO

Konrekcr stream, server

Bxutrouaer cepsepryto nognepxky NTLS npu ucnonbzosannu TLS 6ubimorekun TongSuo

listen ... ssl;
ssl_ntls 5
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@ Baxno

Angie PRO nHeobxoauMo cobpaTh ¢ MCIOJb30BAHUEM HapaMeTpa KoHdurypamua —with-ntls, ¢ coot-
BercTByromeit SSL 6ubanorekoit ¢ momaepxkoit NTLS
./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \

--with-ntls

ssl password file

Cunrakcuc ssl_password_file ¢hatia;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Sazaer Qaila ¢ TApOSIMU OT CEKPEMHLIT KAN0Yel, TIe KaXKIblil apoJib yKa3aH Ha OT/AE/IbHOU CTPOKE.
ITaposu mTpUMEHSIOTCA IO OYePE I B MOMEHT 3arpy3Kd KJTIOYa.

IIpumep:

stream {
ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}

server {
listen 127.0.0.1:12346;
# emecmo Paling MOKHO YKA3aMb UMEHOBAHHLIU KAHAN
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;

}

ssl prefer server ciphers

Cunraxcuc ssl_prefer_server_ciphers on | off;
Ilo ymomua- ssl_prefer_server_ciphers off;
HUIO

KonTekcr stream, server

IIpu ucnosibzoBanuu porokosoB SSLv3 u TLS ycranas/imBaeT HPUOPUTET CEPBEPHBIX IMUQPOB HaJl
KJIMEHTCKUAMH.
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ssl_protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3] [TLSv1| [TLSv1.1] [TLSv1.2] [TLSv1.3];
Ilo ywmomua- ssl_protocols TLSvl TLSvl.1 TLSv1.2 TLSv1.3;

HUIO

Konrekcr stream, server

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 mo6aBiieH K HCIIOIB3yEMBIM [0 YMOJIIAHUIO.

Paszpemaer ykazanmnbie mpoTOKOJIBI.

@ Baxno

ITapamerpsr TLSv1.1 u TLSv1.2 pa6orator Tosbko npu ucrnoab3oBannn OpenSSL 1.0.1 u Bbimme.

ITapamerp TLSv1.3 paboraer Toapko npu ucnonb3oBannu OpenSSL 1.1.1 u Brimre.

ssl session cache

Cunrakcuc ssl_session_cache off | none | [builtin:pasmep|| [shared:nasearue: pasmepl;
Ilo ymomua- ssl_session_cache none;

HHIO

Konrtekcr stream, server

SagaeT THUIT U pa3MePbI K3IIIei 1A XpaHEeHUdd ITapaMeTpoB ceccuii. Tum Ka31ma MOXKeT ObITh CJIE LY IOIIIM:

off JKECTKOE 3alpeleHne UCIoIb3oBanns Kama ceccuit: Angie PRO sBHO coobimaer
KJIUEHTY, YTO CECCHUH HE MOTYT HCIIOJIH30BATHCS TIOBTOPHO.
none MSATKOE 3alpelleHne UCIIoJIb30Banust Kama ceccuii: Angie PRO coobmaer kiimen-

Ty, 9TO CECCUU MOTYT HCIIOJIb30BATHCsS MOBTOPHO, HO HA CAMOM JIeJle HE XPAHUT
napaMerphbl CECCUU B K3IIIE.

builtin Berpoenubiit B OpenSSL K31, uCmosb3yercst B paMKaX TOJBKO OIHOTO Pabovero
nporecca. Pasmep kama 3a1aercs B ceccusix. Kem pazmep He 3a/1aH, TO OH paBeH
20480 ceccusim. Vcmosib30BaHme BCTPOEHHOTO KIIIA MOYKET BECTH K (pparMeHTa-
[UU [TAMSATH.

shared KAIII, pa3/e/IsseMblil MEXK Iy BCeMr pabodunMu mporeccaMmu. Pasmep Katra 3a1aeT-
ca B Oafitax, B 1 Merabaiit moxker momecturhest okoito 4000 ceccuit. ¥ KaxKI10ro
pa3/IesIIeMOro K3IIIa, JIOJ?KHO OBITh TPOU3BOJIbHOE Ha3BaHue. K31l ¢ OMHAKOBBIM
HA3BaHUEM MOYKET HCIIOJIb30BATHCS B HECKOJIBKUX cepBepax. TakrkKe OH UCIIOIb3Y-
ercsl JIJI AaBTOMATUIECKOTO CO3/IaHUsl, XPAHEHNS U TePUOINIECKOrO OOHOBJIEHUSI
rurroueir TLS session tickets, eciin oHU He yKa3aHBI IBHO C IIOMOIIBIO JIUPEKTUBBI
ssl_session_ ticket key.

Mo>KHO HCIIOJIB30BATHh OJIHOBPEMEHHO 00a THIa K31, HAIIPUMED:

[ssl_session_cache builtin:1000 shared:SSL:10m; J

OHAKO HCIIOJIb30BAHUE TOJBKO Pa3Ie/IgeMOro K3Ia 0e3 BCTPOEHHOTO TOJIXKHO OBITH OoJiee 3hdeKTuB-
HBIM.
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ssl _session ticket key

Cunrakcuc ssl_session_ticket_key ¢atin;
Ilo ymomua- —

HUIO

Konrekcr stream, server

Sazaer ailyi ¢ CeKPETHBIM KJII0YOM, MPUMEHsIeMbIM Ipu mudpoBarnu u pacmmudposanun TLS session
tickets. JlupekTuBa HEOOXOMMMA, €CJIN OMMH U TOT K€ KJII0Y HY>KHO HCIIOJIb30BATH Ha HECKOJIBKUAX CEpPBe-
pax. Ilo ymorganuio UCIOIB3yeTCs CIyIaiiHO CreHepUPOBAHHBINA KJTIOY.

Ecin ykazano HeCKOJILKO KJII0Yeli, TO TOJIbKO IEePBbIH K09 UCHob3yeTca Jist mudposanusa TLS session
tickets. 910 MO3BOJISIET HACTPOUTH POTAIUIO KJIIOUEH, HAIIpUMED:

ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qait gosker cogepxkarTh 80 wau 48 OailT CirydailHbIX TaHHBIX M MOXKET OBITH CO3AH CJIEIYIOIIei KO-
MaHJIOM:

[openssl rand 80 > ticket.key }

B 3aBucumocTu or pasmepa daiia mis mmdposanus Gyer ucnosib3osarbesd jubo AES256 (mus 80-
GafTHBIX Kittodei), mmbo AES128 (s 48-6aiiTHBIX Kitoueit).

ssl session tickets

Cunraxcuc ssl_session_tickets on | off
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekcr stream, server

Pazpemaer uan 3anpemniaer Bo3obHOBIeHNE ceccuit ipu momormu TLS session tickets.

ssl session timeout

Cunrakcuc ssl_session_timeout spemasa;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekcr stream, server

SaﬂaGT BpeMs, B T€IeHHE KOTOPOr'O KJINEHT MOXKET IIOBTOPHO HCIIOJIB30BaTh ITapaMeTpPbl CECCHUU.

3.3. BcTpoeHHble mopynu 399


https://datatracker.ietf.org/doc/html/rfc5077

eb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

B
*cepBep yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

ssl trusted certificate

Cunrakcuc ssl_trusted_certificate datin;
IIo  ywmomua-

HUIO

Konrekcr stream, server

3amaer daitn ¢ goBepennbivMu cepruduraramu CA B popmare PEM, KoTopble HCIONB3YIOTCS I Npo-
6epKU KJIMEHTCKAX CePTUMOUKATOB.

B ornmmaume ot ssl client  certificate, ciucok 3TuX cepTHMOUKATOB HE OYIET OTIPABIATHCST KIIMEHTAM.

ssl _verify client

Cunrakcuc ssl_verify_client on | off | optional | optional no_ca;
IlIo ymomua- ssl_verify_client off;

HHIO

KonTekcr stream, server

Paspemaer nmpoBepky kiameHTCKuxX ceprudukaros. Pe3ysibrar mpoBepKH JOCTYIIEH Yepe3 MTePEMEHHYIO
$ssl_ client wverify. Ecnm npu npoBepkKe KJIMEHTCKOTO CepTUMUKATA TPOM3OIIIIA OIMMMOKA WA KJIUEHT He
[IpeJIoCTaBUII TPeOyeMbIil cepTudUKAT, COeINHEHNE 3aKPhIBAETCS.

optional 3alpaInBaeT KJINEHTCKU CePTU(MUKAT, U €Cau cepTUudUKAT ObLI IIPEI0CTABIIEH,
IPOBEpSIET €ro

optional_no_ca  3alpaliuBaeT CepTU(UKAT KJINEHTA, HO He TpedyeT, 4TOOBbI OH OBLI IIO/NKCAH
JoBepeHHbIM cepTuduraTroM CA. DTo npeHa3HAYEHO IS CIydaeB, KOrja (pak-
THYECKasl IIPOBepKa cepTuuKaTa OCYIIECTBJISIETCS BHEITHUM II0 OTHOIIEHUIO K
Angie PRO cepsucowm.

ssl_verify depth

Cunraxcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr stream, server

VcranapiauBaeT riyOuHYy IPOBEPKHU B IEIIOYKe KJINEHTCKAX CePTHMUKATOB.

BCTpOEHHbIe nepemMmeHHble

Momynb stream_ ssl mojepKuBaeT BCTPOEHHBIE ITEPEMEHHBIE:
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$ssl_alpn_protocol

BO3BpAIaeT MpoTOKoJ, BuiOpanubiii mpu momorm ALPN Bo Bpemsi SSL-pykonoxkarwusi, jubo IycTyro
CTPOKY.

$ssl_cipher

BO3BpAIAeT Ha3BaHUE UCIOJIB3yeMOoro mudpa s ycTaHoBjaeHnHoro SSL-coeunenust.

$ssl_ciphers

BO3BpAINAeT CINCOK IMHMMPOB, IMOJJIEPKUBAEMBIX KJIMEHTOM. VI3BecTHble mudphl yKa3aHbl IO NMEHH,
HEU3BECTHBIE YKA3aHbI B IIECTHAIIATEPUYHOM BUJIE, HAIIPUMED:

AES128-SHA:AES256-SHA :0x00ff

@ Baxmno

Ilepemennast mostHOCTBIO MO IepkuBaeTcs pu ucnoab3oBannu OpenSSL Bepcun 1.0.2 u Boime. [pu
HCITO/Tb30BAHUU 0OJiee CTapbIX BEPCHil IMepEeMEHHAs JIOCTYIHA TOJBKO JJIs HOBBIX CECCHN U MOXKET
COJIEPKATH TOJIBKO M3BECTHBIE MIH(PHI.

$ssl_client_cert

BO3BpAIaeT KJIMEHTCKuil ceprudurar jyist ycranoBjaennoro SSL-coemuuenust B dopmare PEM mepen
KaXKJI0# CTPOKOIT KOTOPOro, KpOMe IIEPBOii, BCTABJISIETCST CUMBOJI TaOYISIINN.

$ssl_client_fingerprint

Boseparaer SHAl-ormeuaTok KJIMEHTCKOTO cepTuduKaTa Jijisi ycTaHoBgeHHOro SSL-coennenust.

$ssl_client_i_dn

BO3BpalaeT crpokKy «issuer DN» KimmeHTCKOro ceprudukara JJjisi yCTaHOBJIEHHOTO SSL-coennHenus co-
rinacuo RFC 2253.

$ssl_client_raw_cert

BO3BpalllaeT KJIUEHTCKUIl ceprudukar Jijisi ycraHoBjeHHoro SSL-coequuenus B popmare PEM

$ssl_client_s_dn

BosBpalaer crpoky <«subject DN» kiumenrTckoro ceprudukara Jjisi ycTaHOBJIEHHOrO SSL-coenuHeHust
cornacio RFC 2253.
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$ssl_client_serial

BO3BpAIIAET CePUITHBII HOMEp KJIMEHTCKOro cepTudukaTa Jjis ycTaHoBjaennoro SSL-coenumneHus.

$ssl_client_v_end

BO3BPAIIAET JATY OKOHYAHUS CPOKA JIEeWCTBUS KJIMEHTCKOTO CePTUMOUKATA.

$ssl_client_v_remain

BO3BPAIIAET YUCJIO JTHEH, OCTABIIUXCS /10 UCTEYeHnsl CPOKA AefCTBUs KJIMEHTCKOrO cepTuduKaTa.

$ssl_client_v_start

BO3BpAIIAET ATy HAYAJIA CPOKA JIEHCTBUS KJIMEHTCKOTO ceprudukara.

$ssl_client_verify

BO3BpAIlaeT Pe3y/IbTaT IIPOBEPKU KiaueHTckoro ceprudukara: SUCCESS, « FAILED:reason» u, eciau cep-
TudukaT He ObLT mpegocTasieH, NONE.

$ssl_curve

BO3BpAIAET COIJIACOBAHHYIO KPHUBYIO, HUCIIOJL30BAHHYIO Jjisi OOMeHa KJjiodamMu Bo Bpems SSL-
pyxomoxkaTusi. I3BecTHBIE KpUBbIE YKA3aHBI 110 UMEHH, HEM3BECTHBIE YKA3aHbI B IECTHAIIATEPUIHOM
BU/IEe, HAIIPUMED:

prime256v1

@ Baxno

Ilepemennas nomzep:xuBaercs npu ucrnoiab3oBanun OpenSSL Bepcun 3.0 u Boime. [Ipu ncmoms3oBa-
Hun 60Jiee CTApBIX BEPCHUl 3HAYEHNEM IIEPEMEHHOI OyIeT IycTas CTPOKA.

$ssl_curves

BO3BPAIIAET CIIMCOK KPUBBIX, [TO/IJIEPKUBAEMBIX KJIUEHTOM. VI3BeCTHbIE KpUBbIE yKA3AHDI 110 MMEHHU, HEN3-
BeCTHBbIE yKa3aHbl B IIeCTHA/IIATEPUYHOM BHJIE, HallpUMep:

0x001d:prime256v1:secpb21rl:secp384rl

@ Baxkno

Ilepemennast nojepkuBaercs npu ucnosib3oBanuun OpenSSL Bepcun 1.0.2 u Bbime. Ilpu ucmosib3o-
BaHuU OOJiee CTApPbIX BEPCHil 3HAYEHUEM IIEPEMEHHO OyIeT IIycTasi CTPOKA.

Ilepemennas mOCTyIIHA TOTBKO ISt HOBBIX CECCHIA.
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$ssl_protocol

BO3BpAIIAET MPOTOKOJI yCTaHOBJIeHHOrO SSL-coenuenusi.

$ssl_server_cert_type

npuanMaeT 3HadeHuss RSA, DSA, ECDSA, ED448, ED25519, SM2, RSA-PSS nian unknown B 3aBUCUMOCTHU OT
THIA cepTUQUKATA U KJIIOYa CepBepa.

$ssl_server_name

BO3BpAIllaeT UMs cepBepa, 3amporrennoe depe3 SNI.

$ssl_session_id

BO3BpAIlaeT UIAHTU(MUKATOP CECCUU YCTAHOBJIEHHOIO SSL-coeuneHus.

$ssl_session_reused

BO3BPAIIAET T, €CJIU CECCHs ObLIa UCIIOJIH30BAHA TOBTOPHO, HHAYE <.».

SSL Preread

Tozsosger usBiaekars undopmaimio u3 coobmenus ClientHello 6e3 repmunuposanus SSL/TLS, nanpu-
Mep uMsi cepBepa, 3amporierHoe depe3 SN, mim mporokossr, ykazanuasie B ALPN.

IIpu cObopke m3 MCXOTHOTO KOMA MOMIY/Ib HE COOMPAETCS IO YMOJYAHUIO; er0 HEeOOXOTUMO BKJIIOYUTH C
IIOMOIIBIO ITapaMeTpa cOOpKU --with-stream_ssl_preread_module. B makerax m obpaszax M3 HaIIUX
PEIIO3UTOPUEB MOJLYJIb BKJIIOUYEH B COOPKY.

Mpumep koHdurypauymn

Bbibop anctpuma no umeHn cepsepa

map $ssl_preread_server_name $name {
backend.example.com backend;
default backend?2;

}

upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;
}

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;
}

server {
listen 12346;
proxy_pass $name;
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ssl_preread on;

Bbibop cepsepa no npoTtokony

map $ssl_preread_alpn_protocols $proxy {

“\bh2\b 127.0.0.1:8001;
“\bhttp/1.1\b 127.0.0.1:8002;
“\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread on;
}

Bbibop cepsepa no sepcuun npotokona SSL

map $ssl_preread_protocol $upstream {
o ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default tls.example.com:443;

b
# ssh u hitps wa o0HoM nopmy
server {

listen 192.168.0.1:443;

proxy_pass $upstream;
ssl_preread on;

OupekTusnbl

ssl _preread

Cuurakcuc ssl_preread on | off;
Ilo ywmomua- ssl_preread off;
HHIO

Konrekcr stream, server

Paspermraer uzsiekars undopmanuio u3 coobmenus: ClientHello ua aramne npedsapumenvrozo wmenus.
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BcTpoeHHble nepemeHHble
$ssl_preread_protocol

Maxkcumanbaas Bepcust mporokosia SSL, mosepkuBaeMast KJINEHTOM.

$ssl_preread_server_name
WNwms cepsepa, 3amporiennoe gepe3 SNI.

$ssl_preread_alpn_protocols

Crmcok mpoOTOKOJIOB, nepeganbil KianeHToMm depe3 ALPN. Buauenus pas3iesisiioTcst 3angaThbiMU.

Upstream

IIpemocTaBiisieT KOHTEKCT JIJIst OIMUCAHUS TPYIIBI CEPBEPOB, KOTOPBIE MOTYT HCIIOJIB30BATbCS B JINPEKTUBE
pProxy _ pass.

Mpumep koHurypayun

upstream backend {
hash $remote_addr consistent;
zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;
server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935  backup;

server backup2.example.com:1935  backup;
resolver 127.0.0.53 status_zone=resolver;
server {

listen 1936;
proxy_pass backend;

OupekTussbl

upstream

Cunrakcuc upstream uma { ... }
Ilo ymomua- —

HUIO

Konrekcr stream
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OrnuceiBaer rpytiy cepBepoB. CepBepbl MOI'YT CJIYIIATH Ha PA3HBIX MopTax. KpoMe Toro, MOXKHO OJIHO-
BPEMEHHO WCIIOJIb30BaTh ceprepsl, ciytratomniiue Ha TCP- u UNIX-cokerax.

IIpumep:

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;
server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

Io ymo9anuio coeuHeHns PacIpeIelIioTCs [0 cepBepaM HukJndecku (B pexkume round-robin) ¢ yde-
TOM BECOB CepBepOB. B BollenpuBeIeHHOM IpUMepe KaK/ible 7 COeIMHEHU OyIyT pacipeieseHbl TaK: b
coequuennii na backendl.example.com:1935 u 1o oHOMY COEIMHEHHIO HA BTOPOH U TPETUH CEPBEPHI.

FEciu npu nonbrrke paboThl ¢ CepBEpPOM MIPOUCXOIUT OIMMOKA, TO COEIMHEHUE MEPEIAeTCs CJIeLYOIEMY
cepBepy, U TakK JaJiee J0 TeX IOop, HOoKa He Oy/yT ompobOoBaHbI Bce paboTaroinue cepBepbl. Ecin cBsi3b ¢
cepBepaMu He YIAJIach, COeIUHeHne OyIeT 3aKPhITO.

server
CunTakcuc server adpec [napamempol;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajaeT ajpec u apyrue napamerpsl cepsepa. Ajpec MOXKeT ObITh YKa3aH B BUJE JOMEHHOI'O MMEHU WU
IP-agpeca, u obsizarensHOro mopra, win B Buje mytu UNIX-cokera, KOTOPBI yKa3bIBAETCs MIOCIHIE IIpe-
dukca unix:. JlomenHoe nMsi, KOTOPOMY COOTBETCTBYET HEeCKOIbKO IP-ampecoB, 3a1aeT cpa3y HECKOIHLKO
CepBepoB.

MOFyT OBLITH 3a/1aHbl CJIC/YIONINE ITapaMeTpPbI:

weight=vwucao 3aJ1aeT BeC CepBepa MO YMOTIAHUIO 1.

max_conns=4uca0 OI'PaHUINBAECT MAaKCHMaJIbHOE YHCJIO OJHOBPEMEHHLIX aKTHUBHBIX COe,D;I/IHeHI/II';I K
[IPOKCUPYEMOMY CepBepy. JHadUeHHe 110 YMOJYAHUI0 paBHO O M O3HAYAET, UTO
OrpaHN4Y€HUrsd HET. EC.HI/I I'PYIIIa HE HAXOAUTCA B 30HE paa,aenﬂeMoﬁ InmaMdATH, TO
OorpaHmYeHne paboTaeT OTAEIBHO JJIA KarXKJI0ro pabodero mporecca.

max_fails=vwucao — 3a/1aeT YUCJIO HEYJAYHBIX IIOIBITOK CBSI3U C CEPBEPOM, KOTOPBIE JIOJIKHBI IIPOU30UTH
B TedeHwne 3aJaHHor0 fail timeout BpeMeHn JJjis TOro, YTOOBI CEPBEP CUNTAJICHA HEIOCTYITHBIM; IIOCJIE STOTO
OH OyZeT IIOBTOPHO IIPOBEPEH YepEe3 TO YKe CAMOE BPEMS.

B nanmom ciaydae HeymatdHON MOMBITKON CUNTAETCS ONMMOKA MJIM TalMayT MPHU YCTAHOBKE COEMHEHUS C
CEpBEPOM.

© IIpumeuannue

Ecan nupekTnBa server B rpyline pa3periaeTcsd B HECKOJBKO CEPBEPOB, ee HACTPOWKa max_fails
IpUMeHsdeTCd K KaxKJIOMy CepBepy OTJEJIbHO.

Eciiz ocste paspernienns Bcex IUPEKTHB Server B alICTPUME OCTAETCS TOJIBKO OJINH CePBEp, HACTPOIKaA
max_fails He jeicTByeT 1 OyIeT MPOUTHOPUPOBAHA.

3.3. BcTpoeHHble mopynu 406




eb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517

B
*CepBep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

max_fails=1 YHCJIO MHOIBITOK II0 YMOJIYAHUIO
max_fails=0 OTKJIIOYAET y4eT IIOIBITOK

fail_timeout=epemsa — 3a1aeT:

fail_timeout=6pemsa — 3amaeT NEpHUOJ BPEMEHH, B T€UeHUE KOTOPOTO JOJIZKHO IIPOU30MTH OIIpeiesIeH-
HOE YHCJI0 HeyJauHbIX HOIBITOK CBSA3M C cepBepoM (maz  fails), 4robbl cepBep CYUTAJICH HEIOCTYIHBIM.
3aTem cepBep OCTaeTCsl HEJOCTYIHBIM B T€YEHUE TOTO YK€ CAMOT0 BPEMEHH, IIPEeXK e 9eM OyJieT IIpoBepeH
ITOBTOPHO.

Suadgenue 10 ymMordanuio — 10 cexymH/I.

(5 ) IIpumeuanue

Ecan nupexkTuBa server B rpyIie pa3peniaeTcs B HECKOJIBKO CEPBEPOB, ee HACTpoiika fail_timeout
IPUMEHAETCA K KaXXKJOMy CepBepy OTIEIbHO.

Ecnu mocste pa3pernennst Bcex TUPEKTUB S€rvVer B allCTPUME OCTAETCs TOJIHKO OJIMH CEPBEP, HACTPOHKA,
fail_timeout He JelicTByeT 1 OYAET MPOUTHOPUPOBAHA.

J

backup moMedJaeT cepBep Kak 3amacHoit. Ha Hero OyryT mepenaBaThCs 3aIIpoChl B CIydae,
€cu He PAbOTAIOT OCHOBHBIE CEPBEPHI.

down oMedaeT cepBep KakK IIOCTOSAHHO HEJIOCTYITHDII.

drain [OMEYAET CepBep Kak pasrpykaemblii (draining); 9To 3HAYUT, YTO OH IOJyUaeT

TOJIBKO 3aIIPOCHI CECCHil, IPUBI3aHHBIX paHee 4epe3 sticky. B ocrambHOM moBe-
JeHre TaKoe ke, KaK B pexkuMe down.

“* OcropoxxHo

ITapamerp backup HeJb3sl HCIIOIH30BATH COBMECTHO C METOJaMW OAJIAHCUPOBKM HArpy3kKu hash u
random.

[Tapamerpnl down u drain B3aWMHO MCKJIIOYATOIIIHE.

Hobasseno B Bepcun 1.3.0.
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resolve ITo3BosisieT oTciiekuBaTh U3MeHEHUsI crincka [P-aapecoB, COOTBETCTBYIONIETO 10~
MEHHOMY MMEHM, 1 OOHOBJISTH ero 0e3 mepesarpys3ku KoHduryparmu. [Ilpu sTom
TPyIIa JOJKHA HAXOIUTHCS B 30HE PA30eAAEMOT NAMAMU; TAKIKE JTOJKEH ObITh
OIIPENIEJIEH NPE0OPA306AMENL UMEH 6 AdPECA.
service=umasa Bxirouaer npeobpaszosanne SRV-zanuceit DNS u 3ajjaer ums cepsuca. [Ipu yka-
3aHUU TOTO apaMeTpa HeOOXOIMMO TaKXKe 3aJaTh IHapaMeTp resolve, He yKa3bl-
Basl IOPT CepBepa IPU UMEHHU XOCTa.
Ecim B nmenn ciryxk06b1 HeT TOUEK, hopmupyercs ums mo crapmapry RFC: k
UMEeHU CJIy2KOBI JT00aBjsteTcs IpeduKe _, 3aTeM depe3 TOUKY /100aBiseTcs _tcp.
Taxk, nms cayk0b1 http mact B pesysiabrare _http._tcp.
Angie PRO paazpemntaer SRV-3amucu, 06be/inHsIsi HOPMATH30BAHHOE UMSI CJTy ?KOBI
U MMs XOCTa W IOJIydasl CIUCOK CEPBEPOB JUIs IOJIYyIE€HHONH KOMOWHAIIMK Yepe3
DNS, BmecTe ¢ ux mpropuTETAME U BECAMU.
e SRV-zanucu ¢ HAMBBICHIAM [IPUOPUTETOM (T€, KOTOPbIE UMEIOT MUHUMAJIb-
HOe 3HAYeHUE NPHOPUTETA) PA3PEINATCsl KAK OCHOBHBIE CEPBEPBI, & IIPO-
Yre 3aliCH CTAHOBATCS 3allaCHBIMU cepBepaMu. Eciu backup ycTaHOBIIEHO
¢ server, SRV-3amnucu ¢ HAMBBICIIIM [IPUOPUTETOM PA3PEIIAIOTCT KaK 3a-
[IACHBbIE CepBEPHI, & IPOUUE 3AlUCH UTHOPUPYIOTCS.
e Bec anasiormuen nmapamerpy weight mupektuBbl server. Ecium Bec 3aman
KaK B caMoii JupekTuBe, Tak u B SRV-3amucu, ncnoab3yercs: Bec, yCTaHOB-
JICHHBIII B JJUPEKTUBE.

B srom npumepe BbIONHSETCS TToNCK 3anucu _http._tcp.backend.example. com:

[server backend.example.com service=http resolve;

Hobasmieno B Bepcun 1.4.0.

slow_start=epems 3ajaeT BPeMs BOCCTAHOBJIEHH:S Beca CepBepa, BO3BPAIIAIONIETOcs K pabdore Ipn
baJIaHCUPOBKE HATPY3KU METOmoM round-robin mmu least conn.
Ecan mapamerp 3aman m cepBep mocje cOOs CHOBa CUUTAETCS PAbOTAIONIAM C
TOYKM 3peHust maz fails u upstream_ probe (PRO), 10 Takoii cepBep paBHOMEPHO
HaOUpaeT YKa3aHHBI JJIsi HENO BEC B T€UEHUE 33JIAHHOIO BPEMEHH.
Ecin napamerp He 3aj1aH, TO B aHAJOIHYHON CUTYaIlMH CEPBEP CPa3y HAUMHAET
paboTy ¢ yKa3aHHBIM JIJIsI HETO BECOM.

© IIpumeuannue

Ecnm B ancrpuMe 3a1aH TOJBKO OWH server, slow_start He paboTtaeT n OyIeT UTHOPUPOBATHCS.

state (PRO)

Hobasneno B Bepcuu 1.4.0: PRO

Cunrakcuc state ¢atin;
IIo ywmomua- —

HUIO

Konrekcr upstream

VkasbiBaeT palii, e HOCTOAHHO XPAHUTCS CIMCOK CEPBEPOB alcTpuMa. [Ipu ycTaHOBKe U3 HAIIUX I1a-
KETOB JIsl XpaHEHUs] TakuxX (ballioB CHeruaibHO co3/aercst Karajor /var/lib/angie/state/ (/var/
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db/angie/state/ Bo FreeBSD) ¢ coorBercTByomumMu paBaMu JOCTYIA, U B KOH(DUIYDPAIMHA OCTAETCs
JI06aBUTH JIUIIL UMsT (pailiia:

upstream backend {

zone backend 1m;
state /var/lib/angie/state/<UMd ®AWUIIA>;

Crmcok cepBepoB 371ech nMeeT (opmat, aHagorndHblil s_server. Cozgepxkumoe daiia U3MeHsIeTCsl Ipu
JIIOO0OM M3MEHEHWH CepBepOB B pasjese /config/stream/upstreams/ vepe3 API xouduryparuu. Daitn
cunrtbiBaercs rnpu 3amrycke Angie PRO wiu nepesarpyske KoHbuUrypamuu.

“* OcropoxxHo

Yro6b! HCIIOIB30BATH TUPEKTUBY State B GJI0Ke upstream, B HEM He JIOJIKHO ObITH JUPEKTUB Server,
HO Hy»KHa 30Ha pasjiessieMoil mamsaru (zone).

zone
Cunraxcuc zone uMmsA [pasmepl;
IIo ywmomua- —
HUIO
Konrekcr upstream

SajaeT uMs ¥ paszMep 30HBI Pa3essieMOil MaMsATH, B KOTOPOH XPaHATCS KOH(MUIypalus IPYIIbI U ee
pabotee cocTosinue, pasjiesisseMble MeXK/ Iy pabounMu ImporieccaMu. B ojHO# U TOl 2Ke 30He MOT'YT OBITH
cpa3y HECKOJBKO rpymi. B 3ToM ciytvae JIOCTATOYHO yKa3aTh pa3Mep TOJIBKO OJIMH pa3.

feedback (PRO)

Iobasneno B Bepcun 1.7.0: PRO

Cunrakcuc feedback nepemennan [inverse| [factor=wucao| [account=ycaosnas nepemennasn);
Ilo ymomua- —

HHUIO

Konrtekcr upstream

3ajsiaer B upstream MexaHU3M OAJIAHCUPOBKU HATPY3KH 110 00paTHOM cBsizu. OH IUHAMUYIECKH KOPPEKTH-
pyeT pelienns mpu H6aJIaHCHPOBKE, YMHOXKAasI BeC KaXKJIOT'0 TPOKCAPYEMOrO cepBepa Ha CPeJIHee 3HATECHUE
00pAaTHOI CBA3U, KOTOPOE MEHSIETCsl C TE€YEHWEeM BPEMEHH B 3aBHCHMOCTH OT 3HAYEHUS Nepemernol 1
[IOTYUHSAETCH HeOOSA3aTEIHbHOMY YCIOBHIO.

MOFyT OBLITH 3a/1aHbl CJEAYIOoIne ITapaMeTpbI:
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IIepeMeHHas Ilepemennast, n3 KoTopoit bepercst 3Hatenne obpaTHoit ¢Bsa3u. OHa JOTKHA TIPE/I-
CTaBJIATH COOOM METPUKY IIPOU3BO/INTEIBHOCTH UJIX COCTOSTHUS; [IPEIIIOIaraeTcs,
9TO ee MEPeIaeT CepBep.

SHavYeHne OIEHUBAETCS P KaXKJIOM OTBETE OT CepPBEPA M YIUTHIBACTCS B CKOJIb-
3sIIIIEM CPEJIHEM COIVIACHO HACTpOWKaM inverse m factor.

inverse Ecin mapamerp 3aiaH, 3HaYeHre 0OPATHON CBsI3U WHTEPIIPETUPYETCS HA0DOPOT:
6oJtee HU3KME 3HAYEHUs] YKA3BIBAIOT HA JIYUIIYIO TPOM3BOIUTEHBHOCTD.
factor Kosddumnuent, mo koropomy 3HaUeHHEe 0OPATHON CBSI3U yUIUTHIBAETCS IIPU PAC-

gere cpexnero. Jlomycrumsel nesbie gncia ot 0 7o 99. Ilo ymomganmo — 90.
Cpefiree paccIuTHIBAETCS IO (DOPMYJIIE SKCIIOHEHITNATHLHOIO CIUIAYKIBAHNS.
Yewm Gosblie K03DPUIMEHT, TEM MEHbBIIE HOBbIE 3HAYEHUS BJIMAIOT Ha CPEIHEE;
ecsm ykasarb 90, To Oyzmer B3aTo 90 % or npenpiaymero sHadenns u gumb 10 %
OT HOBOTO.

account VKa3bIBaeT YCJIOBHYIO IEPEMEHHYI0, KOTOpPas KOHTPOJIMPYET, KAaK COEINHEHUS
YUIUTBIBAIOTCS Tipu pacdere. CpejiHee 3HaYUeHWE OOHOBJISIETCS C y9IeTOM 3HAUe-
HUsT OOpATHON CBSI3M, TOJBKO €CJIM yCJIOBHAs MepeMeHHas He paBHa "" wam "0".

O Ilpumeuanne

Ilo ymomuanuio TpaduK OT aKMUEHLIT NPOEepok He BKIIIOYAETCS B PaCcCUeT;
KOMOVHAIMS [IepeMeHHON Supstream probe ¢ account IO3BOJSLET BKJIIOYUThH
¥ UX WU JlazKe UCKJ/IIOYUTDH BCE OCTAJIBHOE.

TIpumep:

upstream backend {
zone backend 1mj;
feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;
server backend2.example.com:1935 weight=2;

}

map $protocol $feedback_value {
"TCP" 100;
"UDP" 75;
default 10;

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O";
default ",

DTa KOH(MUrypalys KaTeropusupyer cepBephl [0 YPOBHSIM OOPATHON CBsI3W HA OCHOBE IIPOTOKOJIOB, UC-
[OJIb3yEMbBIX B OTIEIBHBIX CECCUAX, & TAKXKe J00aBJIgeT yeaoBue Ha Supstreamn  probe, 4ToObI yIUTHIBATH
TOJIBKO aKTUBHYIO TIPOBEPKY high_priority wiam OObIYHBIE KJIMEHTCKHAE CECCUMU.
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hash
Cunrakcuc hash xkarou [consistent];
Ilo ywmomua- —
HHIO
Konrekcr upstream

3asaer MeTo T OATAHCUPOBKY HATPY3KHU JIJIst TPYIIIIBI, IIPU KOTOPOM COOTBETCTBUE KJIMEHTA, CEPBEPY OIpe-
JIeJIIeTCs IPU ITOMOIIK XIMIAPOBAHHOIO 3HAYEHUS KJIIOYa. B KadecTBe KJII0Ua MOXKET HCIOJIb30BATHCS
TEKCT, [lepeMeHHble 1 uX KoMmOuHanuu. [Ipumep ucnosib3oBaHms:

[hash $remote_addr;

Metron, copmectum ¢ 6ubsmorekoii Perl Cache::Memcached.

Ecin 3ajan napamerp consistent, TO BMECTO BBINIEONMCAHHOTO METOJA OYJIET UCIIOIH30BATHCS METO/I
KOHCHCTEHTHOr0 X3mmupoBanus ketama. Meros rapanTupyeT, 9To Ipu J00aBJIEHUN CEPBEPA B TPYIITY WU
€ro yJaJleHUn Ha JIpyrue cepBepbl Oy/ieT mepepacipeie/ieH0 MUHUMAIbLHOE Jucao Kioueil. [Ipumenenue
MeTOJa JJIsd KIMIUPYIOIINX CEPBEPOB ODeCcIieanBaeT OOJIBINNIL IPOIEHT MONaIanmil B K31, Meros coBme-
crum ¢ 6ubsmorekoit Perl Cache::Memcached::Fast npu 3magenun mapamerpa ketama points pasmbim

160.

least conn
Cunrakcuc least_conn;
Ilo ymomua- —
HUIO
Konrekcr upstream

3ajaeT IS TPYIIIBI METOJT DAJIAHCUPOBKU HATDY3KHU, MPU KOTOPOM COEJIMHEHUE MEPEIaeTCsl CepBepy C
HaMMEHBIITUM YUCJIOM aKTHBHBIX COEIMHEHU, C YI€TOM BECOB CEPBEPOB. EciIn monaxouT cpa3y HECKOJILKO
CepBepoOB, OHU BLIOMPAIOTCs IUKJINYecKH (B pexkume round-robin) ¢ y4eToM uX BecoB.

least _time (PRO)

Cunrakcuc least_time  connect | first_byte | last _byte [factor=number]
[account=condition_variable];

IlIo ywmomua- —

HHIO

Konrekct upstream

Sajaer Jid TPYIIIbl MeTO GAJAHCUPOBKU HAIDY3KH, [IPU KOTOPOM BEDPOSTHOCTH [IEPeIadi COeMHEHNUS]
AKTUBHOMY CEpBepy O6pATHO MPOIMOPIMOHAJIBHA CPEJIHEMY BPEMEHH €ro OTBEeTa; YeM OHO MEHbIIe, TeM
6OoJIbIIIe CoeIMHEHU T OY/IeT TOIyYaTh cepBep.

connect JupekTrBa yIuTHIBAET CPEHEE BPEMsI yCTAHOBKHU COEIMHEHUS.
first_byte JIupeKTrBa UCIOJIb3YEeT CpejiHee BpeMs IMOJIyUeHus mepBoro baiita orsera.
last_byte JlupekTrBa UCIOIB3yeT CPeIHEE BPEMs ITOJIYyYeHUsI IIOJHOTO OTBETA.

Iobasneno B Bepcun 1.7.0: PRO
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factor Boimosiasgier Ty ke dbyHKIMIO, 9TO U response_time factor (PRO), m nepeomnpe-
JIEJISIET €ro, €CJIU ITapaMeTD 33IaH.
account YKa3bIBaeT yCJIOBHYIO IIEPEMEHHYIO, KOTOPasi KOHTPOJIMPYET, KAKUE COeMHEHUSI

YUIUTBIBAIOTCS 1pu pacdere. CpejiHee 3HAYEHTE OOHOBJISIETCSI, TOJBKO €CJIU YCIIOB-

Hag IIepeMeHHad COoeIMHeHud He paBHa ""

mam "0".
(i ) IIpumeuanune

Ilo ymMomganuio axmuesHsie nposepky He BKIIOYAIOTCS B pacUeT; KOMOMHAIIMS
nepeMeHHoi $upstream probe ¢ account MO3BOJISIET BKJIIOUUTDL UX /U JIazKe
HUCKJIIOYUTH BCE OCTaJILHOE.

Texkymue cpegune 3HaYEHUs, BLIYUCJICHHBIE ¢ ydeToM factor m account, mpeJicTaB/ICHBI TaKKe Kak
connect_time, first_byte_time n last_byte_time B 0oObekTe health cepBepa cpean mempuk ancm-
puma B API.

random
Cunrakcuc random [twol;
Ilo ymomua- —
HUIO
Konrekcr upstream

Sajiaer [isi TPYNNBL METO]T OAJIAHCUPOBKYU HATPY3KHU, IIPU KOTOPOM COEJMHEHME TePeIaeTcs CIIyJailHO
BBIODAHHOMY CEPBEPY, C yIETOM BECOB CEPBEPOB.

Ecnu ykazan neobsizaTesbHbiil mapamerp two, Angie PRO ciyuaitnbim o6pa3oM BeIOHpaeT [1Ba cepBe-
pa, U3 KOTOPBIX BHIOMpAeT CepBep, HCIOJIb3ys yKa3aHHBIH MeTox. MeTomoM o yMOJTYaHUIO SIBJIAETCS
least _conn, Ipu KOTOPOM COEJIMHEHME IEPEIaeTCsl Ha CepBEpP ¢ HAUMEHBIIMM KOJUIECTBOM AKTUBHBIX
COeJINHEHUA.

response _time_factor (PRO)

Cunraxcuc response_time_factor wucao;
Ilo ywmomua- response_time_factor 90;
HUIO

Konrekcr upstream

Bajaer Jyis MeToa 6aaHCHpoBKU HArpy3ku least  time (PRO) k03D duImenT criaKuBaHus IpeabLLy-
IIer0 3HAYEHUSI [IPU BBIMUCIICHUN CPETHEr0 BPEMEHH OTBETA 10 (DOPMYJIE IKCIIOHCHITUAIBLHO B3BEIIICHHOTO
CKOJIB34IIEr0 CPEJIHEro.

Yewm 6osibIite yKa3aHHOE YUCAO, TEM MEHbIIIEe HOBbIE 3HAYEHUS BJIUSIOT HA CPeJHee; eciau yKa3aTb 90, To
Oyaer B3aTo 90 % ot npenpurymero snadenud u yumb 10 % ot nosoro. Jomyctumble 3Hadenus — ot 0
710 99 BKIIOYUTEIBHO.

Tekymue cpejHue 3HAYEHUs [IPEJCTABJIEHbI KaK connect_time (BpeMs yCTAHOBJIEHUs COEJIUHEHWUs ),
first_byte_time (Bpems mosydenus nepsoro Gaiita orBera) u last_byte_time (Bpemsi moJsiydeHust
orBeTa IEJUKOM) B o6bekTe health cepsepa cpeau mempuk ancmpuma B APL
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O IIpumeuannue

[Ipu mopcYeTe yIUTHIBAIOTCS TOJIBKO YCIIEITHBIE OTBETDHI; YTO CIYUTATH HEYCIIENTHBIM OTBETOM, OIpe-
JEJIAIOT OUPEKTUBBL Proxy next upstream.

sticky

Hobasneno B Bepcun 1.6.0: Angie

Hobasneno B Bepcun 1.6.0: Angie PRO

Cunrakcuc sticky route $variable. . .;
sticky learn zone=zone create=3create wvarl... lookup=S$lookup wvarl...
[connect] [timeout=time];

IIo ywmomua- —

HUIO

Konreker upstream

HacrpamBaeT mpuBsa3Ky KJINEHTCKUX CECCHil K MPOKCUPYEMBIM CepBEpaM B peKUME, 33 JaHHOM TEPBBIM
napaMeTpoM; JUIs PasTPy3KU CepBepoOB, Y KOTOPBLIX 33JaHa JAUPEeKTuBa sticky, MOXKHO HCIOJIb30BATh
onnuio drain B OJI0Ke server.

A Buumanue

HupekTuBa sticky [TOKHA UCIOJb30BATHCS IIOCTIE BCEX JIUPEKTHUB, 33IAIOMNX TOT WJIM WHON MeTO
0OaJIAHCUPOBKYU HATPY3KHW, NWHAaYe OHA He OyaeT paboTaTh.

Pexxum route

DTOT pexKUM HCIOJB3YET IIPeoIpee/ieHHble MIeHTU(PUKATOPBI MapIIPyTOB, KOTOPHIE MOLYT OBITH
BCTPOEHBI B CBOficTBa coenuuenus, goctynubie Angie PRO. On Menee rubok, Tak Kak 3aBUCUT OT MPEI-
OTIPEICJIEHHBIX 3HAYEHN, HO JIydIlle TOAXOINUT, €CJIA TaKne UACHTU(MDUKATOPHI y2Ke UCIOJIb3YIOTCS.

3/1eCh TIpU YCTAHOBJIEHUN COEUHEHUS MPOKCUPYEMBIH cepBep MOXKeT HA3HAYUTHh KJIUEHTY MAapIIPYT U
BEPHYTH €ro UJICHTU(MUKATOP CIIOCOOOM, N3BECTHBIM UM 00ouM. B KadecTBe maeHTUDUKATOPA MaPIIPyTa
JIOJIZKHO MCIIOJIb30BATHCA 3HAUECHHE MTapaMeTpa, sid TUPEKTUBBI Server. Y UTUTe, UTO IapaMeTp JOIOJTHU-
TEJILHO XIIMIUPYETCs, eC/IN 3aJIaHa TUpeKTuBa sticky secret.

Tocnemyronue coeuHeHNsT OT KJIUEHTOB, YKEJIAIOIIAX UCIIOIH30BATh TOT MAPIIPYT, JOJXKHBI COJEPKATD
BBIJIAHHBIN CepBEPOM HMIEHTU(PUKATOD, IPUIEM TakK, YTOObI OH momnaJ B nepementbie Angie PRO.

B mapamerpax JUpeKTHBBI YKa3bIBAIOTCs IIEPEMEHHBIE ISl MapPIIPyTU3alu. 1To0bl BHIOPATH CepBep,
KY/I1a HAIIPABJISIETCS BXOJISAIIEe COe/IMHEHNE, MCII0JIb3yeTCs [IePBasi HellyCcTas [IepeMeHHasT; OHA 3aTeM CPaB-
HUBAETCS € MapaMeTpoM sid TUPEKTUBBI server. Kean BIOpaTh cepBep He yIaeTcs WM BBIOPAHHBIN cep-
Bep HE MOXKET MPUHSTH COEJUHEHre, TO Oy/eT BhIOpAH JPYTroil cepBep COTJIACHO HACTPOEHHOMY METOJLY
6aJIAHCUPOBKH.

3necy Angie PRO umer npentudukarop Mapupyra B epeMeHHON $route, mojydaronieil 3HaueHne Ha
ocHoBe Jssl_preread_server name (oOpaTure BHUMaHHE, 9TO HY?KHO BKIIIOUNTH Ss|_ preread):

stream {
map $ssl_preread_server_name $route {

a.example.com a;
b.example.com b;
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default s
¥

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {
listen 127.0.0.1:8080;
ssl_preread 8
proxy_pass backend;

b

Pexum learn (PRO)

B sTom pexume 115 mpuBS3KU KJIMEHTa K KOHKPETHOMY ITPOKCHPYEMOMY CEPBEPY HCIIOJIB3YETCS IIHA-
MHWYeCKU TeHepUPYeMbIil KJII04d; OH 60jiee THOOK, TaK KAK HA3HAYAET CEPBEPHI HA X0y, XPAHUT CEAHCHI B
30HEe 00IIell TaMATH U IOJIJIEPXKUBAET PA3IMYIHbIE CIIOCOOBI ITEPEIatin UICHTU(PUKATOPOB CECCHUil.

3J1ech ceccrsi CO3/1aeTCsl Ha OCHOBE CBOMCTB COeIMHEHMS, HIYIIIX OT IIPOKcupyeMoro cepsepa. C napamer-
pamu create m lookup HEpeYHCIISAIOTCS [T€PEMEHHBIE, YKA3BIBAKOIINE, KAK CO3/IAI0TCS HOBBIE W WIILYTCS
cymectBytomue ceccun. Oba mapaMerpa MOYKHO HCIIOJIb30BATH IT0 HECKOJIbKY pas.

W nentudukaTopoM ceccun CIyKUT 3HAUEHNE TIEPBOil HEMyCTON IepeMeHHO, yKa3aHHO# ¢ create; Ha-
[IPUMED, 3TO MOXKET OBITh UMA NPOKCUPYEMO20 CEPEEPQ.

Ceccun xpaHsiTCsS B 30He OOIIeil maMsITh; ee UMsi U pa3Mep 3aJal0TCsl mapaMeTpoM zone. Kcau K ceccun
He ObLIO OOpAaIlleHnil B TeUeHne BpeMeHr timeout, OHA yIaJsieTcs. JHAYEHUE 110 YMOJTIAHU0 — 1 Jac.

Tlocnenyrormue coeantennss OT KJAWEHTOB, KEJAIONIMX MCIIOJIb30BATH CECCHIO, JTOJKHBI COIEPKATDH €€
1JIeHTHMUKATOP, IPUYEM TaK, YTOOBI OH IIONAJ B HEIYCTYIO IIePEMEHHYIO, yKa3aHHYI ¢ lookup; To-
IJla ero 3HadeHue OyJIeT COMOCTABIIEHO ¢ ceccusaMU B obreit naMsitu. Eciau BbIOpaTh cepBep He yJIaeTcs
i BBIODAHHBIN cepBep He MOXKeT 00paboTarh coeIuHeHHe, TO OyleT BhIOpaH APYroil cepBep COTJIACHO
HaCTPOEHHOMY METOIY OaJIAHCUPOBKH.

HapaMeTp connect MO3BOJILET CO3aTh CECCUIO Cpa3y IIOCJIe HOJIyYeHNd 3aroJIOBKOB OTBETa OT IIPOKCHU-
pyeMoro cepsepa. Bes Hero ceccust CO31aeTCsdA TOJIBKO ITOCJIE€ 3aBEepPIICHUA O6pa6OTKI/I CO.

B upumepe Angie PRO cospaer u uier ceccun, UCIoJIb3ys nepemMenuyio $rdp  cookie:

stream {
upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {

listen 127.0.0.1:3389;
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ssl_preread 2

proxy_pass backend;

sticky _strict

Hobasmeno B Bepcun 1.6.0: Angie

Jobasneno B Bepcuu 1.6.0: Angie PRO

Cuurakcuc sticky_strict on | off;
Ilo ymomga- sticky_strict off;
HUIO

Konrekcr upstream

IIpu Bruiouenun Angie PRO Gyaer BosBpararh KJIHEHTY OIMUOKY COEIMHEHUsI, eCJIN YKEJAeMBI cepBep
HEJIOCTYTIEH, BMECTO MCIOJB30BAHUS JIIOOOTO JPYTroro JOCTYITHOTO CEPBEpa, KaK 3TO MPOUCXOINUT, KOTJIA
B IPyIIIEe HET JOCTYIIHBIX CEPBEPOB.

sticky _secret

Iobasiieno B Bepcun 1.6.0: Angie

Jobasneno B Bepcun 1.6.0: Angie PRO

Cunrakcuc sticky_secret cmpoxa;
Ilo ymomua- —

HUIO

Konrekcr upstream

Jlobasisier cmpoxy Kak costb B dyHKIuo MD5-xsmmupoBanus jijist TUPEKTUBHL sticky B pexume route.
Cmpoxa MOXKeT coiepzKaTh lepeMeHHble, Haupumep $remote  addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;
sticky_secret my_secret.$remote_addr;

J
Cosb 106aBIIeTCA TOC/E XIMUPYEMOTO 3HAUEHNST; YTOOLI HE3aBUCHMO ITPOBEPUTH MEXaHN3M XIIITHPOBa-
HUA:
[$ echo -n "<VALUE><SALT>" | md5sum }
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BcTpoeHHble nepemeHHble

Moysib stream_upstream I0/IEPXKUBAET CJIELYIONIIE BCTPOEHHDIE T€PEMEHHDIE:

$upstream_addr

xpanut [P-anpec u nopr min nyrs k UNIX-cokery cepsepa rpynnsl. Eciin npu npoxkcupoBanuu ObLIn
c/leJTaHbl OOpAIeHnsT K HECKOJBKAM CepBEpaM, TO UX aJIpeca Pa3/esIsioTCs 3aIlsITO, HAIpUMeED:

192.168.1.1:1935, 192.168.1.2:1935, unix:/tmp/sock»

Ecnu cepsep He MoxkeT OBITH BBIOPAH, TO TIEPEMEHHAST XPAHUT UMSA 2DYNNbL CEPEEPOS.

$upstream_bytes_received

qucio 6aiiT, MOMyYeHHBIX OT CepBepa TPYIIbl. JHAYEHUS HECKOJIbKUX COCIMHEHUN PA3IIEISIOTCS 3allsi-
TBHIMU U JIBOETOYUSIMHA TIOIOOHO aJIpecaM B lepeMeHHON $upstream  addr.

$upstream_bytes_sent

qucsIo GaiT, epeJAaHHbBIX Ha CepBEp TPYIIIbl. SHAYEHUS HECKOJbKUX COCIMHEHUN PA3IEIISIIOTCS 3aTHIMU
U JIBOETOUMSIME TIOJI00HO aJIpecaM B IepeMeHHon Supstream  addr.

$upstream_connect_time

XPaHUT BPEMs, 3aTPAYEeHHOE Ha yCTaHOBJIEHHE COEJIMHEHUsI C CEPBEPOM I'PYIIIBI; BPEMsI XPAHUTCS B Ce-
KYHJIaX C TOYHOCTDHIO JIO MUJLIMCEKYHJ. BpemeHa HECKOJbKUX COEJIMHEHUI PA3/Ie/IIiOTCs 3aISIThIMU 1
JIBOETOUYMSIMHE TIOJ00HO ajpecaM B niepeMeHHoit $upstream addr.

$upstream_first_byte_time

BpEMsI TIOJIyYeHHsI [E€PBOro OaiiTa JTAaHHBIX; BpeMsl XPAHHUTCHI B CEKyHJAaX C TOYHOCTHIO JIO MUJIJIU-
cekyH/Z. BpeMeHa HECKOJIBKUX COEJMHEHUN Pa3/esdioTcs 3alsThIMUA I[IOJI00HO aJpecaM B II€PEMEHHO
Supstream__addr.

$upstream_session_time

JJIUTEIBHOCTD CECCHUU B CEKYHJaX C TOYHOCTHIO 0 MWIINCEKYHZ. BpeMeHa HECKOJIbKUX COCIMHEHUN
Pa3eISIOTCS A ThIME TOJM00HO aIpecaM B MEPEMEHHON Supstreamn  addr.

$upstream_sticky_status

Craryc coeiuHeHUi ¢ TPUBI3KOIA.

" CoeuHeHne HAIIPABJIEHO B TPYIIILY CEPBEPOB, TJ€ MPUBI3Ka HE UCIIOJIb3YEeTCH.

NEW CoeuHenne He COIEP:KUT WH(MOPMAIUHN O IPUBSI3KE K CEPBEPY.

HIT CoeuHeHNE ¢ MTPUBI3KOM HAIIPABJIEHO HA YKEJAEMBIA cepBep.

MISS CoefHeHne ¢ TPUBSI3KON HAIPABJIEHO HA CEPBEP, BHIOPAHHBIN IO aJTOPUTMY
0OaJIAHCUPOBKH.

3.3. BcTpoeHHble mopynu 416



Beb- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

CraTychl U3 HECKOJIbKUX COEJIMHEHUI Pas3JIesIsiioTCsl 3allsiThIMU U JIBOETOYMSIMU AHAJOTMYHO AJIPecaM B
nepeMeHHon Supstream_ addr.

Upstream Probe

Peanmmsyer aktuBHBIE TIpoBepKu paborocnocobroctn (health probes) mma Upstream.

Mpumep kondurypauymn

server {
listen ...;

i3 0oc
proxy_pass backend;
upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=>bs
test=$good
essential
fails=3
passes=3
max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\n\n";

OupekTusnbl
upstream_ probe (PRO)

Iobasnieno B Bepcun 1.4.0: PRO

Cunraxcuc upstream_probe umsa [port=wucao| [interval=epems| [test=ycaosue| [essentiall
[fails=wucao| [passes=wucao| |[max response=pasmep| [mode=always|idle|onfail]
[udp] [send=cmpoxal;

Ilo ymomua- —

HHIO

Konreker server

3asaeT aKTUBHYIO IIPOBEPKY pPabOTOCIOCOOHOCTH CEPBEPOB aANCMpPuMG, YKa3aHHOTO B JIUPEKTUBE
proxry pass B TOM 2Ke KOHTEKCTe Server, IJle HaXOJuTcs JUPEKTHBa upstream_probe.

CepBep HPOXOJUT MPOBEPKY, €CJN 3aIPOC K HEMY YCIENTHO BBIIOIHSIETCS ¢ YIeTOM BCeX MapaMeTpoB
caMoOl JUpPeKTHUBbI upstream_probe u BcexX I1apaMeTPOB, BJIUSAIOININX Ha HUCIOJIb30BaHUE AIICTPUMOB TeM
KOHTEKCTOM server, IJle OHa 3aJaHa, B TOM 4UC/Ie JUPEKTUBBI proxry next upstream.

Y1066l UCHIOJIB30BATH IPOBEPKH, B AlICTPUME HEOOXOIMMa 30Ha pasesisieMoil namaru (zone). s ogroro
AICTPUMA MOYKHO OIIPEJIETUTh HECKOJIBKO IIPOBEPOK.

MOI‘yT OBITH 3a/1aHbl CJEAYIONIne ITapaMeTpbI:
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UM
port
interval
test

essential

persistent

fails
passes
max_response

mode

udp

send

Obs13aTeIbHOE MMST TPOBEPKH.
AJIbTepHATUBHBIN TIOPT JIJIsl 3AIIPOCA.
WarepBan mexay npoepkamu. [lo ymosraanuio — 5s.
IIpoBepsiemoe mpu 3ampoce ycjoBue; 3a/1a€TCsd CTPOKON M3 IepEeMEHHBIX. Kcim
pe3yJIbTaT II0JICTAHOBKHY BeeX IlepeMeHHbIX — """ uyn "0", npoBepka He IpoiiieHa.
Ecim mapamerp 3a71aH, TO N3HAYAIBHO COCTOSTHUE CEPBEPA HOJJIEXKUT YTOIHEHIIO
U KJIMEHTCKHE 3aIPOCHI HEe TIePEJIAaloTCs €My, [TOKa IIPOBEpKa He OyeT mpoiieHa.
YcraHOBKa 9TOr0 mapameTrpa TpebdyeT cHadaJia BKIIOYUTh essential; cepBepsl ¢
persistent, paboraBmiue 70 epe3arpy3Ku KOHMUTY DA, HATHHAIOT IOy IaTh
3ampochl 0e3 HeOOXOANMOCTH CHAYAJIa ITPOUTH ITY MPOBEPKY.
Yucsio mociieIoBaTeIbHBIX HEYCIIENTHBIX 3alIPOCOB, TP KOTOPOM IIPOBEPKA CUU-
Taer cepep Hepaboraronum. [lo ymosrganuio — 1.
YHuco mocie10BaTeIbHBIX YCIEITHBIX 3aIIPOCOB, IIPH KOTOPOM IIPOBEPKA CINTAET
cepsep paboraromum. [lo ymomganuo — 1.
MakcuMaabHBIT 00beM MaMATH [ OTBeTa. Keanm 3aIaHo HyJaeBOe 3HadeHUe,
OXKHUJAHUE OTBETa, OTKI049aeTcs. 1lo ymoraanuo — 256k.
Pexxum 11poBepku B 3aBHCHMOCTH OT PabOTOCIOCOOHOCTH CEPBEPOB:

e always — cepBepBI IIPOBEPSAIOTCA HE3aBUCUMO OT COCTOSHMUS;

e idle — mpPOBEPSIIOTCS HEPaOOTAIONINE CEPBEPHI, a TaKyKe CEepBEpbI, TIE C

OCJIEJTHETO KJIMEHTCKOT'O 3allpoca IIPOILJIO BpeMd interval.

e onfail — MPOBEPAIOTCS CEPBEPDHI TOIBKO B HEPAOOTAIOIIEM COCTOSHUM.
IIo ymomuanuio — always.
Ecam mapamerp ykazan, nucnois3yercd nporokos UDP. Ilo ymomganuto jijtst mpo-
Bepok ucrosb3yercss TCP.
OrnpasisieMble [JIsT TPOBEPKHU JIAHHBIE, 3TO MOXKET OBITH CTPOKa € MpedhUKCOM
data: nim uma daiia ¢ gaHHEBIME (331aeTCsl A0COIIOTHO MJIU OTHOCHTEJIHHO Ka-
tasora /usr/local/angie/).

IIpumep:

upstream backend {

zone backend 1m;

server a. example .com;

server b.example.com;

map $upstream_probe_response $good {

}
"’200 Illll ;
default
}
server {
listen
#

proxy_pass backend;
upstream_probe_timeout 1s;

upstream_probe backend_probe

port=12345

interval=5bs

test=$good
essential
persistent
fails=3
passes=3
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max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\n\n";

Heraan paboThI:

e ll3HavaabHO cepBep He MOIydaeT KJIUEHTCKHUE 3aIlpOChl, IIOKa He MPOaeT 6ce 3adaHHbIE M1 HETO
IPOBEPKHU € apamMerpoM essential (mpomyckas IIOMeYeHHbIe KaK persistent, ecsiu koudurypa-
Ul Tlepe3arpy»KeHa 1 JI0 9TOrO cepBep canrasicsi paboraromum). Ecm Takux MpoBEPOK HET, CEPBEP
CUUTAETCSA PAOOTAIOIINM.

e Cepsep cunTaeTcs HePaOOTAIOIINM U HE TIOJIYIAeT KJIMEHTCKUE 3aIIPOCHI, €CJIN KaAKAA-AU00 33 aHHAS
JIJIsE HeTO IIPOBEPKA JIOCTUTAET CBoero nmopora fails mim cam cepBep JOCTUTAeT Hopora mar  fails.

e UToObI HEpabOTAIOMNI cepBep CHOBA MOT CUHUTATHCS PAOOTAIONINM, 6Ce 3aIaHHbIE /I HETrO IIPO-
BEPKU JIOJIZKHBI JIOCTHYb CBOEIO IIOPOra passes; MOCJIe 9TOT0 yUUTBIBAETCS IOpor maz _ fails.

BCTpOGHHbIe nepemMeHHble

Monynp stream_upstream 1ojiep:KuBaeT CJIIYIONNE BCTPOEHHbBIE IIePEMEHHBIE!

$upstream_probe (PRO)

Vmsa akTuBHOI ceiidac mpoBepku upstream _probe.

$upstream_probe_response (PRO)

CopepKuMoe 0TBETA, TTOJIYyIeHHOI'O B X0J/ie aKTUBHOM IPOBEPKU upstream.  probe.

BazoBbiii MOTOKOBBIIT MOMIYJIb peain3yeT OCHOBHYIO (DYHKIIMOHAJIBHOCTH st 06paborku TCP- u UDP-
COEIIMHEHU: 9TO OMPE/IeJICHNe CEPBEPHBIX OJIOKOB, MApIIPyTH3anus TpaduKa, HaCTPOKa MTPOKCHPOBa-
uus, nojuepxkka SSL/TLS u yupasiienue HOAKIIIOYEHUsIME [[JIsi IIOTOKOBBIX CEPBHUCOB, TAKUX Kak 6a3bl
ganubix, DNS u apyrue nporokoJibl, padboratomue Ha ocHope TCP u UDP.

OcrajbHbIE MOJIYJIA 9TOI'O Pa3jiesia PaCIIUpsOT 3Ty (PYHKIMOHAJIBHOCT, O3BOJIsIS THOKO HACTPAuBaTh
7 ONTUMU3UPOBATH pabOTy MOTOKOBOTO CEPBEpA IOJI, PA3JIMYHBIE CIIEHAPUHU U TPeOOBaHUS.

IIpu cbopke M3 MCXOTHOrO KOJIa MOIY/Ib HE COOMPAETCH MO yMOJYAHUIO; €r0 HeOOXOAMMO BKJIIOYHATH C
MIOMOIILIO TTapaMeTpa cOOpKU --with-stream. B makerax m oOpa3ax u3 HAIIUX PEITO3UTOPUEB MOIY/Ib
BKJIIOYEH B COODKY.

Mpumep koHdurypauymn

worker_processes auto;
error_log /var/log/angie/error.log info;

events {
worker_connections 1024;

}

stream {
upstream backend {
hash $remote_addr consistent;
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server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;

3

upstream dns {
server 192.168.0.1:53535;
server dns.example.com:53;

}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;
}
server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
}
OupekTusnbl
listen
Cunrakcuc listen adpec[:nopm] [ss]] [udp] [proxy protocol] [setfib=ucao]
[fastopen=wuc.o] [backlog=wucao] [revbuf=pasmep] [sndbuf=pasmep]
[accept _filter=dguavmp| [deferred| [bind] [ipv6only=on|off] [reuseport]

[so_keepalive=on|off|[keepidle|:[keepintvl]:[keepent][;
Ilo ymomua- —
HHUIO
KonTexcr server

3azaer adpec u mopm Jjis COKeTa, Ha, KOTOPOM cepBep Oy/ieT NpUHUMATh coequHeHus. MoXKHO yKasaThb
TOJILKO mopm. Kpome Toro, adpec MOXKeT OBITH UMEHEM XOCTa, HAIIpHUMEp:

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # mo xe, wmo u *:12345
listen localhost:12345;

IPv6-anpeca 3a1ai0Tcst B KBQIPATHBIX CKOOKAX:

listen [::1]:12345;
listen [::]:12345;

UNIX-cokeTs! 3a7a10TCsd TPePUKCOM unix:
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[listen unix:/var/run/angie.sock;

Jrana3oHbl TOPTOB 3aIAI0TCS IIPU IIOMOIIY YKa3aHUs IIEPBOTO U TOCJIEHET0 TOpTa depe3 meduc:

listen 127.0.0.1:12345-12399;
listen 12345-12399;

@ Baxkno

Pasznbie cepBeph! TOMKHBI CIyIIATh HA PA3HBIX TAPAX A0PEC:NOPM.

ssl

udp

proxy_protocol

YKa3bIBa€T HA TO, YTO BCE COEJMHEHUs, IIPUHUMAEMbIE HA JAHHOM CJIyIIAOIEM
COKeTe, JOJIKHBI paborarh B pexkume SSL.

KOH(UT'YPUPYET CJIYIIAIONINI COKeT /1yt paboThI ¢ matarpammamu. Jlns obpabor-
KU IIAKETOB C OJHOIO aJpeca U IIOPTa B paMKaxX OIHONI CecCuu HeOOXOIUMO TaKIKe
YKa3bIBATh HapaMeTp reuseport.

YKa3bIBAET Ha TO, YTO BCE COEMHEHNS, IPUHUMAaEMbIe HA JIAHHOM [IOPTY, JOJIZKHbI
HCII0JIb30BaTh poTokoj PROXY.

B nupexTuse listen MOXKHO TakzKe YKa3aTh HECKOJIBKO JIOIOJHATEIBHBIX [IAPAMETPOB, CIIEIU(MPUIHBIX I
CBSI3aHHBIX C COKETAMU CHUCTEMHBIX BBI30BOB.

setfib=vucao

fastopen=vucio

YCTAHABJIUBACT CBHA3AHHYIO Tabuuiy MapmpyTusamuu, FIB  (mapamerp
SO_SETFIB) jyuis caymmatomero cokera. [oka sTo paGoraer Tonabko na FreeBSD.
Brytoyaer «TCP Fast Opens Jyist ciymaromero cokera M OrPDaHUYMBAET MaK-
CUMAJIbHYIO JIJINHY OYePE/IN COEMHEHU, KOTOPBIE ele He 3aBEPIIUJIN IIPOIECcC
TPEXCTOPOHHETO PYKOIIOXKATHUSI.

“* OcropoxxHo

He Bxiouaitte «TCP Fast Opens, He ybenuBmmch, 9T0 cepBep MOXKET aJeKBATHO 0OpabATHIBATH
MHOTOKPATHOE TIOJTyYeHIe OJTHOTO 1 TOro Ke SYN-Tlakera ¢ JTaHHbIMHE.

3.3. BcrtpoeHHble moaynu
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backlog=xucr0 3azaer napamerp backlog B BeI30Be listen(), KOTOPBIl OrPAHMINBAET MAKCAMAIIb-
HBII pa3Mep ovYepen OXKUIAKIUX pueMa coeauaennii. [lo ymomganuto backlog
ycranaBiauBaercs paBHbIM -1 mis FreeBSD, DragonFly BSD u macOS, u 511
TS APYTHUX TLIAT(OPM.

rcvbuf=pasmep zazaer pasmep Oydepa npuema (mapamerp SO_RCVBUF) njs ciymiamoiiero
COKeTa.

sndbuf=pasmep zamaer pasmep Oydepa nepemaqan (napamerp SO SNDBUF) jajist cJiyliaioniero
cOKeTa.

accept_filter=¢it 3amaer umsa npunuMaroriero dbuiabrpa (mapamerp SO_ACCEPTFILTER) s ciymia-
IOIEr0 COKETa, KOTOPKI (DUIBTPYET BXOJISINNE COSIMHEHUS TIepe] UX mepeiadeit
B accept (). Paboraer Tosbko Ha FreeBSD u NetBSD 5.0+. Homycrumbie 3Ha9e-
Hud: dataready u httpready.

deferred YKa3bIBaET HUCHOJIb30BATh OTJIO?KEHHBIA accept () (mapamerp
TCP_DEFER_ACCEPT) na Linux.
bind YKa3bIBa€T, 4YTO I JAHHOI'O CJAYIIAIOIIErO COKeTa HYXKHO [es1aTbhb bind( ) oT-

JIEJIbHO. DTO HYKHO IIOTOMY, UTO €CJIA OIHUCAHBI HECKOJIBKO IHUPEKTHUB listen ¢
OJIMHAKOBBIM IIOPTOM, HO Pa3HBIMH aJIpecaMu, W OJIHA U3 JTUPEKTHUB listen ciy-
nraeT Ha BeexX ajpecax mig gansoro nopma (*:mopm), o Angie PRO caenaer
bind() rosbko ua *:nopm. Heobxomumo 3aMeTUTD, YTO B 3TOM CJIy4ae JJisi Olpe-
JIeJICHUsT aJipeca, Ha KOTOPBIA IPUIILIO COEJUHEHUE, JEJIAeTCsl CUCTEMHBIH BbI-
308 getsockname(). Ecim ke ncnonb3yrorest mapameTps setfib, fastopen, backlog,
rcobuf, sndbuf, accept_ filter, deferred, ipv6only, reuseport nmu so_ keepalive, To
JLUISL JIAHHOM Tapbl adpec:nopm BCErja JeaaeTcst OTAe/bHBIA BbI30B bind().

ipv6only=on | off onpexensier (uepe3 mapamerp cokera IPV6 VG6ONLY'), Gyner i cirymarommit
na wildcard-anpece [::] IPv6-coker npunumars Tosbko IPv6-coequnenns, nim xe
onuoBpeMenHo IPv6- u IPv4-coemuuenns. [lo ymonmuanuio mapaMerp BKJIIOYEH.
YeTaHOBUTH €r0 MOXKHO TOJIBKO OJIMH Pa3 Ha CTapTe.

reuseport YKa3bIBAET, YTO HY?KHO CO3/IaBAaTh OTIE/IbHBIN CJIYINAIONIUNA COKET JJIsi KarKIO-
ro pabouero nporecca (depe3 mapamerp cokera SO REUSEPORT maa Linux
3.9+ u DragonFly BSD win SO REUSEPORT LB s FreeBSD 124-), mo3so-
JIsisI SIIPY PACIPEIEIATh BXOJSAIINE COeMHEHUs] MEXK Ty PabOIMMK MTPOIECCaMU.
B Hacrosiiuit MmomeHT 310 paboraer Tosbko Ha Linux 3.9+, DragonFly BSD u
FreeBSD 12+.

‘% OcTopoxHo

HeHa;LﬂeX(amee HCIIOJIb30OBaHUE ITapaMeTpa ’F@U,S@pO'Ft MOXKeT OBITh HEOE30TIaCHO.

so_keepalive=on | off | [keepidle]: [keepintvl]: [keepcnt] koudurypupyer jjis CJIyIIAIOMEro co-
keta noBenenne « TCP keepalives.

€CJIU TIapaMeTp OIyIIeH, I COKeTa OyIyT JefiCTBOBATh HACTPOUKHU OII€PAIHOH-
HOH CUCTEMBI

on Jutst cokeTa BKJodaercsd nmapamerp SO KEEPALIVE

off quist cokera mapamerp SO KEEPALIVE BbIKIIOUaeTCS

Hexkoropsrie onepannoribie CHCTEMBI TOIEPKUBAIOT HACTPOiiKy mapamerpoB « TCP keepalive» na yposue
cokera nocpezicrBoM mapamerpos 1'CP KEEPIDLE, TCP_KEEPINTVL u TCP_KFEFEPCNT. Ha Ta-
KUX CUCTEMAaX UX MOXKHO CKOH(MDUTYPUPOBATH C ITOMOIIBIO TapaMeTpoB keepidle, keepintvl u keepent. Omun
WK JIBa IapaMeTpa MOIYT ObITh OIYIIEHBI, B TAKOM CJIydae Jijis COOTBETCTBYIOIIErO MapaMerpa COKeTa
OyIyT JeiiCTBOBATh CTAHIAPTHBIE CUCTEMHbBIE HACTPONKIY.

Hanpuwmep,
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[so_keepalive=30m: :10 ]

ycranosur tafimayr Gesmeiicreuss (TCP_KEFEPIDLE) B 30 wMuHyT, JUisi UHTepBaJa 1pod

(TCP_KFEEPINTVL) Gymer meficTBOBATH CTaHIAPTHAs CHCTEMHAs HACTPONKA, a CYETUYUK IpO6
(TCP_KFEEPCNT) 6yner pasen 10.

preread _buffer_size

Cunrakcuc preread_buffer_size paswmep;
Ilo ywmomua- preread_buffer_size 16k;
HUIO

Konrekcr stream, server

Sajsaer pasmep Oydepa npedsapumesvHozo WmeHus.

preread _timeout

Cunrakcuc preread_timeout epema;
Ilo ymom4a- preread_timeout 30s;
HUIO

Konrexct stream, server

Bamaer BpeMs hasbl npedsapumenvnozo wImeHus.

proxy _protocol _timeout

Cunrakcuc proxy_protocol_timeout epems;
Ilo ywmomua- proxy_protocol_timeout 30s;
HUIO

Konrekcr stream, server

3ajiaeT BpeMsl JJIsl 3aBEPIIEHUs] oneparuy arenus 3arojoska mporokoja PROXY. Eciu o ncreyenun
9TOTO BPEMEHH 3ar0JIOBOK ITOJIHOCTHIO HE MOJIYUeH, COMHEHNE 3aKPhIBACTCS.

resolver
Cunrakcuc resolver adpec ... [valid=spemas]| [ipvd=on|off] [ipv6=on|off] [status zone=3zonal;
Ilo ymomua- —
HHIO
Konrekcr stream, server, upstream

Samaer cepepbl DNS, wucrmosip3yemblie 1y mpeoOpa30BaHUsi UMEH BBIMIECTOAINX CEPBEPOB B ajpeca,
HaIlpUMeD:

[resolver 127.0.0.53 [::1]:5353; }

3.3. BcTpoeHHble mopynu 423



Beb- 000 «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
*cepBep

yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

Asipec MoxKeT OBITH YKa3aH B BHUE JOMeHHOro umenu uiau [P-ajipeca, u HeobsizaresibHOrO nopra. Ecim
OPT He yKazaH, ucroJjibdyercs mopT H3. Cepsepbl DNS ompalmuBaioTcst UKJIMIECKH.

ITo ymomuanuio Angie PRO wsmmpyer orBersl, ncnonb3yst 3uadenne TTL u3 orsera. Heobst3aTenbHbrit
mapamerp valid mo3BosisieT 3TO MEpeOIpPeneUTh:

valid HeobA3aMeAbHbIT TTAPAMETD, TO3BOJIAET MIEPEOIPEIEINTh CPOK KIIIUPOBAHUS OT-
BETa
[resolver 127.0.0.53 [::1]:5353 valid=30s; }

ITo ymomganuio Angie PRO 6yner uckars kKak IPv4-, tak u IPv6-ajpeca npu mpeobpaszoBaHuu MMeH B
aJzipeca.

ipv4=off zamperaer nmouck [Pv4-anpecos
ipv6=off zanpemniaer mouck [Pv6-agpecos
status_zone HeobA3aMeNvHbIl TApAMETD; BKJIIOYaeT cOOp METPHUK 3ampocoB u oTBeToB DNS-

cepBepa (/status/resolvers/<zone>) B yKa3aHHOI 30He

© Coser

s npenorspamenunss DNS-ciydunra pekomenayercs: ncnosib3oBatb DNS-cepBeps! B 3aluIneHHOM
JIOBEPEHHON JIOKAJIbHOM CeTH.

resolver _timeout

Cunrakcuc resolver_timeout spema;
Ilo ywmomua- resolver_timeout 30s;
HHIO

Konrekcr stream, server, upstream

Sazaer TaiiMayT Jj1d peoOpa30BaHUs UMEHU B aJIPEC, HAIIPUMED:

[resolver_timeout Bs; J
server

Cunrakcuc server { ... }

Ilo ywmomua- —

HUIO

Konrekcr stream

Sasaer KoHMUTYPAIHIIO JIJIsI cepBepa.
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server name

Cunrakcuc server_name UM . . .;
Ilo ymomua- server_name "'";
HUIO

Konrekcr server

3ajaeT UMeHa BUPTYaJIbHOIO cepBepa, HAIPUMep:

server {
server_name example.com Www.example.com;

}

IIepBoe mMsI CTAHOBUTCS OCHOBHBIM MMEHEM CEPBEPA.

Vmena cepBepoB MOI'YyT BKJIIOYATH 3BE3I0UKY (*), 3aMEHSIONIYIO EPBYIO UK IIOCJIEHIO YaCTh UMEHU:

server {
server_name example.com *.example.com www.example.*;

}

Takue nuMeHa Ha3LIBAIOTCS MIAOJTOHHBLIMUA UMEHAMMA.

IlepBoie nBa mpuMepa, TPUBEIEHHBIE BBINIE, MOXKHO O0bEINHATEH B OIUH:

server {
server_name .example.com;

}

Tax»Ke MOXKHO UCIOJIb30BATH PEryJIsipHbIE BHIPAsKEHUST B MIMEHAX CEPBEPOB, TIPEBADSIs UMs THIIBION (~):

server {
server_name www.example.com ~~www\d+\.example\.com$;

}

Peryssipubie BeiparkeHnst MOT'YT BKJIIOUATH 3aXBAThI, KOTOPBIE MOXKHO HCIIOIH30BATh B APYTUX JUPEKTHU-
Bax:

server {
server_name ~~(www\.)?7(.+)$;

proxy_pass www.$2:12345;

VmeHoBaHHBIE 3aXBATHI B PETYIISPHBIX BBIPAXKEHUIX CO3AIOT IIEePEMEHHBIE, KOTOPbIE MOXKHO HCIIOJIB30-
BaTb B JIDYTUX JUPEKTUBAX:

server {
server_name "~ (www\.)?(?<domain>.+)$;

proxy_pass www.$domain:12345;

Ecnu nmapamerp mupekTuBnl ycraHoBjeH Ha $hostname, OymeT BCTABIEHO UM XOCTA MAITUHBDIL.

IIpu noncke BUPTyaJbHOrO cepBepa IO MMEHU, €CJIM MMs COBIIAJIAeT C OoJiee UeM OJHUM U3 YKa3aHHBIX
BApUAHTOB (HAIIPUMED, COBIAJIAIOT U MABIOHHOE UMsl, M PETYIISIPHOE BBIDasKeHNe), Gy1eT BEIOPAHO IIEePBoe
COBIIABIIIEE UM B CJIEJYIONIEM IIOPSJIKE IPUOPUTETA!

o Tounoe nMmsa
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e Cawmoe JTmHHOE TIAOJOHHOE MM, HAUMHAIONIEECSI ¢ 3BE3J0UKH, HAIIPUMED, * . example . com
e Camoe JyinHHOE TIAOJIOHHOE MMsl, 3aKaHINBAIOIIeecs: 3Be3/[0UKOl, HampuMep, mail . *

o IlepBoe coBraBinee peryysipHoe BbIpazkeHue (B MOpsiKe osiBjIeHNs B KOH(bUrypanuoaaoM daiise)

A Buaumanune

st TLS-coemuennit ucrosnb3yitre moaynb SSL Preread.

server names hash bucket size

Cunrakcuc server_names_hash_bucket_size pasmep;

Ilo ywmomua- server_names_hash_bucket_size 32|64|128;
HUIO

Konrekct stream

SasaeT pazmMep KOP3UHBI JJIsT XIII-TAOJIUI] UMEH CePBEPOB. SHAYEHHE 10 YMOJIYAHUIO 3aBUCUT OT Pa3Mepa
K3II-JIMHUH IIPOIECCOPA.

server names hash max size

Cunrakcuc server_names_hash_max_size pa3mep;
Ilo ymomua- server_names_hash_max_size 512;
HUIO

Konrekct stream

3ajjaeT MaKCUMAJIBHBIN pa3Mep X3II-TabJIuIl UMEH CEPBEPOB.

status_zone

Cunrakcuc status_zone 30Ha;
Ilo ymomua- —

HUIO

Konrekcr server

Boigesnsier 301y pasjesseMoil namaTu s cbopa MeTpuK /status/stream/server zones/<zone>.

Heckobko KOHTEKCTOB server MOr'yT COBMECTHO HCIIOJIb30BAaTh OAHY U TY 2K€ 30HY IJId c6opa JaHHBIX.
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stream
Cunrakcuc stream { ... }
Ilo ywmomua- —
HUIO
Konreker main

IIpenocraBisier KOHTEKCT KOHMUIYPAIMOHHOIO (ailjia, B KOTOPOM yKa3bIBAIOTCH JIUPEKTUBBI stream-
cepsepa.

tcp __nodelay
Cunrakcuc tcp_nodelay on | off;
Ilo ywmomua- tcp_nodelay on;
HUIO
Konrekcr stream, server

Paspemaer win 3anpemaer ucnonb3obanue napamerpa T'CP_NODELAY. IlapameTp BKIIOUAETCS KaK
I KJIMEHTCKUX COCIVWHEHUI, TaK U JJIs COeJUHEHNN C IPOKCUPYEMBIMU CEPBEPAMU.

variables _hash _bucket _size

Cunrakcuc variables_hash_bucket_size pasmep;
Ilo ymomua- variables_hash_bucket_size 64;
HUIO

Konrekcr stream

3ajiaer pasMep KOP3WHBI B XamI-TabJinie nmepeMeHHbiX. [logpobHee HACTPOIKA X3MI-TabJIUI] 00CY XK 1aeTCst
OTIEIBLHO.

variables hash max size

Cunrakcuc variables_hash_max_size pasmep;
Ilo ymomua- variables_hash_max_size 1024;
HHUIO

Konrekct stream

3ajiaeT MaKCUMaJIbHBIN pa3Mep X3II-TabJiuil epeMeHHbIX. [[opobHee HACTPOIIKa X3MI-TabJ/ UL 00CY 2K 18-
€TCsl OTIEIBHO.
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BcTpoeHHble nepemeHHble
Monyns stream core momaep:KuBaeT BCTPOEHHBIE IIepEMEHHBIE:
$angie_version

Bepcusi Angie PRO

$binary_remote_addr

aJpec KJAneHTa B OMHAPHOM BHJE, JJIMHA 3HadeHust Beerna 4 Gaiira mas IPv4-aapecos nnm 16 6aitT mia
IPv6-agpecos

$bytes_received

quCcIo OAT, MOy IeHHBIX OT KJIMEHTA

$bytes_sent

qucIo OaiT, MePeIAHHbBIX KIINEHTY

$connection

MIOPATKOBBIIT HOMEDP CO€TUHEHUS

$hostname

M XOCTa

$msec

TeKyIlIee BpeMd B CeKyHJaX ¢ TOYHOCTBIO 10 MHUJIJIMCEKYH/T

$pid

uwomep (PID) pabovero npomnecca

$protocol

[IPOTOKOJI, UCIIOJIb3YeMbIil st paborsl ¢ Kiaueatom: 1T'CP uwmu UDP
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$proxy_protocol_addr

aJipec KJIMEHTa, MOJIyYeHHbINH n3 3arosioBka mporokosa PROXY Iporokoa PROXY mosken 6bITh mipes-
BapHUTEIHHO BKJIIOYEH IIPU TIOMOIYM YCTAHOBKH IapaMeTpa proxy protocol B mupekTuse listen.

$proxy_protocol_port

[IOPT KJIMEHTA, MOJIyYeHHbIA 13 3arosioBka rnporokosa PROXY Ilporokon PROXY mosizkeH ObITH IIpe/-
BapHUTEIHHO BKJIIOUEH IIPU IIOMOIIY YCTAHOBKH IapaMeTpa proxy protocol B mupekTtuse listen.

$proxy_protocol_server_addr

aJIpec ceppepa, MOJIydYeHHbI u3 3arojioBka rnporokosia PROXY IIporokosr PROXY nosrkeH ObITh mpej-
BapHUTEIHHO BKJIIOUEH IIPU IOMOIIY YCTAHOBKH IapaMeTpa proxy protocol B mupekTuse listen.

$proxy_protocol_server_port

OPT cepBepa, MoJydeHHblil u3 3aroyoBka nporokosa PROXY IIporokos PROXY nosken ObITH 11pe/-
BapHUTEIHLHO BKJIIOYEH IIPU IIOMOIIY YCTAHOBKH I1apaMeTpa proxy protocol B jqupekTuse listen.

$proxy_protocol_tlv_ ums

TLV, nonydennsiit u3 3arosoBka nporokosia PROXY. Hma moxer ObiTh nmenem tuma TLV wmim ero
9UCJIOBBIM 3HaYeHneM. B mociienneM ciiydae 3HadeHne 3aJaeTcs B MIECTHAIATEPUIHOM BUJE U JOJIZKHO
HaYuHATHCA ¢ 0T:

$proxy protocol tlv_alpn $proxy protocol tlv_0x01

SSL TLV moryT Taxzke ObITh JOCTYIHBI KakK 110 uMenu tuna TLV, Tak U 0 ero 4ucjaoBoMy 3HAUEHUIO,
0ba TOJI?KHBI HAYUHATHCHA C SSI_:

$proxy protocol tlv_ssl version $proxy protocol tlv_ssl 0x21
Tlopnep:xuBatorcest ciemaytornue nmena tumnos TLV:

e alpn (0x01) - 1poToKos 60OJIee BLICOKOTO YPOBHSI, UCHOJIb3yEMbIil TIOBEPX COCIUHEHUS

authority (0x02) - 3HaYeHUEe UMEHU XOCTA, IEPEIABAEMOe KIIHEHTOM

unique_id (0x05) - yHUKaIbHBIH HIeHTI(DUKATOD COeTMHEHMsT

netns (0x30) - ©Ms1 IPOCTPAHCTBA MIMEH

ssl (0x20) - crpykrypa SSL TLV B Gunaprom Buje

Tlonnep:xkuBatorcs ciemyronme umena tuos SSL TLV:

ssl_wversion (0x21) - Bepcus SSL, ucnosnbsyemasi B KIMEHTCKOM COEJINHEHUN

ssl_en (0x22) - Common Name ceprudukara

ssl_ cipher (0x23) - umsa ucnosbzyemoro mmdpa

ssl_sig_alg (0x24) - aqropuT™, UCHIONB3YEMBIH JJIs TTOANHICH cepTrduKaTa

ssl_key alg (0x25) - anroput™ 1myGIAYHOTO KIIOYA
Takke mogmepRuBaeTcs cieayroriee cruenuaabaoe nvs tuma SSL TLV:

e ssl_wverify - pe3yabTaT MPOBEPKHU KJINEHTCKOTO ceprudukara: 0, ecii KJIHEeHT MPeJIOCTaBUI CePTHU-
dukaT u OH OBLI YCIHEITHO BepudpUIIpoBaH, JTUO0 HEHY/IEBOE 3HATEHNE
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IIporokosn PROXY ji02keH OBITH IIPEIBAPUTENIBHO BKJIIOYEH IIPH IIOMOINM YCTAHOBKHU IapaMerpa
proxy _protocol B qupekTuse listen.

$remote_addr

aJIpec KJIneHTa

$remote_port

IIOpPT KJIMEHTa

$server_addr

aJIpec ceppepa, IIPUHSIBIIEro coequHenne [lojrydyenne 3HaYeHns 9TO TepeMeHHO 0OBITHO TPEOYET OHOIO
CHCTEMHOTO BbI30Ba. UTOOBI M30€KaTh CHCTEMHOI'O BBI30Ba, B JUPEKTHBAX [isten CeIyeT yKa3blBaTh
aJipeca U UCIOJIb30BaTh mapameTrp bind.

$server_port

IIOPT cepBepa, IPUHABIIETO COeIMHEHNE

$session_time

JJINTEJIBHOCTD CECCUU B CEKYHJaX C TOYHOCTBHIO O MUJIJIMCEKYH]T

$status

CTaTyC ceccun, MOzKeT NpUHUMAaThb OJTHO U3 CJICTYIONINX 3HAYEHUN:

200 ceccud 3aBepllleHa YCIIeITHO

400 HEBO3MOYXKHO pa300paTh JIaHHbIE, TIOJIYIeHHBIE OT KJIUEHTAa, HAIIPUMEDP 3ar0JIOBOK
nporokoga PROXY

403 JIOCTYTI 3aIpeIieH, HAIIPUMED [IPYA OTPAHUYEHUH JOCTYIA IS 0NpPEJeAeHHbLT a0-
pecos KAUEHMO8

500 BHYTPEHHSISI OITIOKA, cepBepa

502 IJIOXOY IIIJTIO3, HAIIPUMED €CJI HEBO3MOKHO BBIOPATh CEPBEP IPYIIBI NN CEPBEDP
HEJIOCTYIIEH

503 CEpPBUC HENOCTYIIEH, HAIPUMED IIPYU OTPAHUYIECHUH 10 YUCAY COCOUHEHUT

$time_iso8601

JIOKaJIbHOe BpeMs B ¢opmare 1o crargapry ISO 8601
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$time_local

sokasibaoe Bpemst B Common Log Format

3.3.4 louToBbIi MOAy/b
Auth HTTP

AduvpekTunsbl

auth _http

CunTakcuc auth_http URL;
Ilo ymomua- —

HUIO

Konrekct mail, server

Sagaer URL HTTP-cepBepa ayrentuduramuu. [Iporokos omucan nuotce.

auth _http _header

Cunraxcuc auth_http_header 3acon1060% 3nauenue;
IIo ywmomua- —

HUIO

Konrekcr mail, server

JobaBnsier yKa3aHHBIN 3ar0JIOBOK K 3aIpOCaM, ITOCHIIAEMBIM Ha CEPBEP ayTeHTU(MUKAIUH. 3aroJ0BOK
MOXKHO HCIIOJIB30BaTh B KadecTBe shared secret jyist mposepku, uro 3ampoc nocrymmi or Angie PRO.
Hampuwmep:

[auth_http_header X-Auth-Key "secret_string"; ]

auth http pass_client cert

Cunrakcuc auth_http_pass_client_cert on | off;
Ilo ywmomua- auth_http_pass_client_cert off;
HUIO

Konrekcr mail, server

Hobasisier 3aronoBok «Auth-SSL-Cert» ¢ xauenmcexum cepmugduramom B popmare PEM (3akomuposan
B dbopmare urlencode) K 3a1rpocaM, MOCHLIIAEMBIM Ha CEpBED ayTeHTU(HUKAINN.
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auth _http timeout

Cunrakcuc auth_http_timeout spems;
Ilo ywmomua- auth_http_timeout 60s;
HUIO

Konrekcr mail, server

Sajsaer TaiiMayT OOINEHUsI C CEPBEPOM ayTEHTU(DUKAIIWM.

MpoTtokon

s obrmennst ¢ cepBepoMm ayTeHTH(dDUKamu ucrnoab3yercss nporokos HTTP. lanubie B Tese oreera
UTHOPUPYIOTCs, NHPOPMAIHS IEPETAETCH TOJBKO B 3ar0JIOBKAX.

Mpumepsbl 3anpocoB 1 OTBETOB:

3ampoc:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

Xoporruit oTBeT:

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

I110x0i1 oTBeET:

HTTP/1.0 200 OK
Auth-Status: Invalid login or password
Auth-Wait: 3

Ecin 3aronoska «Auth-Wait» Her, To ocsie BbIIaun ommbKY coeiuHeHne Oy 1eT 3aKphITo. B Tekyieit pe-
AJIN3AIIT HA KAYKJYIO MOMBITKY ayTeHTU(MUKAIMY BBIJIEISIETCs TaMsITh, KOTOPasi 0CBODOXKIAETCS TOJIBKO
[IpU 3aBePINeHnn ceccur. [109ToMy JHCIIO HEYIAaUHBIX MTOIBITOK ayTeHTU(MDUKAIIMYA B PAMKAX OJIHOM ceccuu
JIOJKHO ObITh orpanudeHo — 1mocse 10-20 nomnbtok (HOMep MONBITKYE mepefaeTcs B 3arojoske «Auth-
Login-Attempt») cepsep moJizKeH BblIATh OTBET 6e3 3arosioBka «Auth-Wait».

IIpu ucnonbzosanun APOP wim CRAM-MDS5 3anpoc u orBer OyayT BBINJISIETh TaK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009@mail.example.com>
Auth-Pass: auth_response
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Auth-Protocol: imap
Auth-Login-Attempt: 1
Client-IP: 192.0.2.42
Client-Host: client.example.org

Xopormwuit oTBeT:

HTTP/1.0 200 OK
Auth-Status: OK
Auth-Server: 198.51.100.1
Auth-Port: 143

Auth-Pass: plain-text-pass

J

Eciu B orBere ecth 3arosioBok «Auth-Users, To oH mepeonpeiesieT uMs M0JIb30BATEsl, UCIIOIb3yeMOe
T ay TEHTA(DUKAIIAN ¢ O9KEHIOM.

st SMTP B oTBere JOIOJHUTEIBLHO YUUTHIBaeTCs 3aroyioBokK «Auth-Error-Code» — ecsn oH ecTb, TO
HCIIOJIBb3YETC KaK KOJI OTBETa B CiIydae ommbku. Ecim ero Her, To 110 ymosrdanmio K «Auth-Status» Gyzmer
nobassen kox 535 5.7.0.

Hanpuwmep, eciim o cepBepa ayrenTuduUKanmum OyAeT MOIYyIEH OTBET:

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

to o SMTP kimenty Oyjer Bblmana omndKa

[451 4.3.0 Temporary server problem, try again later }

Eciu nipu npokcuposarnu SMTP we Tpebyercst ayrenTudukarus, 3anpoc Oy1eT BBITISIETh TaK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>
Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

st kmmenTckoro coepunenns: o npotokorny SSL/TLS nobasnsiercs 3aronmoBok «Auth-SSLy, u ecim
nupekTuBa ssl_verify client Bkmiodena, 3arosoBok «Auth-SSL-Verify» comep:xur pesysnbrat mpoBepKu
KJImeHTCcKOoro ceprudukara: SUCCESS, «FAILED:reason» u, ecam cepTuduKar He OBLT MPeJOCTaBJICH,
NONE.

Ecan knmentckuit ceptudukar OBLI TpeIOCTaBICH, WHMOOPMAIUS O HEM IEePEIaeTCss B CAETyIO-
mux 3arojioBkax 3ampoca: «Auth-SSL-Subjecty, «Auth-SSL-Issuer», «Auth-SSL-Serials u «Auth-SSL-
Fingerprint». Ecim nupexktusa auth htlp pass client  cert BrinodeHa, caM cepTu(dHUKAT IEPEACTCS B
zaroyioBke «Auth-SSL-Cert». [Iporokost u mudp ycTaHOBJIEHHOIO COCMHEHUS TIEPEAIOTCS B 3ar0JIOBKAX
«Auth-SSL-Protocol» u «Auth-SSL-Ciphers. 3ampoc Oyer BBIISIETH Tak:

GET /auth HTTP/1.0
Host: localhost
Auth-Method: plain
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Auth-User: user

Auth-Pass: password

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cb55abad

IIpu wucnonwzoBanuu npomoxosa PROXY | wrdopMmalus 0 HEM IEpeIaercs B CJEAYIOINUX 3aroJjioB-
kax 3ampoca: «Proxy-Protocol-Addry, «Proxy-Protocol-Ports», «Proxy-Protocol-Server-Addr» n «Proxy-
Protocol-Server-Port».

IMAP

OupekTussbl

imap_auth

Cunrakcuc imap_auth wmemod .. .;
Ilo ywmomuya- imap_auth plain;
HUIO

Konrekcr mail, server

3ajaer pasperiennbie MeToabl ayrenTudukanuu IMAP-kmuentos. [Tognep:kuBaeMbie METOIbI:

plain LOGIN, AUTH=PLAIN

login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5. st paboThl 3TON0 METOJIA IIaPOJIb JOJIZKEH XPAHUTHCA B
He3auGPOBAHHOM BHU/IE.

external AUTH=EXTERNAL

Meroup! ayrenrudukanuu ¢ nepegadeil naposist OTKpbITbiM TekcToM (komanga LOGIN, AUTH=PLAIN
u AUTH=LOGIN) BKiOYeHBl BCerja, OIHAKO ecju MerToipl plain u login He yKa3aHbl, TO
AUTH=PLAIN u AUTH=LOGIN ue 6yayT aBTOMaTHYIeCKN NO0ABIATHCS B imap  capabilities.

imap _ capabilities

Cunrakcuc imap_capabilities pacwupenue ...;

Ilo ywmomua- imap_capabilities IMAP4 IMAP4revl UIDPLUS;
HHIO

Konrekcr mail, server

TlosBosisier ykazarh croucok pacmmpennit nporokosa [MAP, BoigaBaeMblil KJIMEHTY IO KOMAHJE
CAPABILITY. B 3aBucuMocTn OT 3HAYEHWs] JUPEKTUBBI starttls K 9TOMY CIHUCKY aBTOMATHIECKHU J10-
GaBJISIIOTCST METObI ay TeHTH(MUKAINY, YKa3aHHble B gupektuse imap auth, m STARTTLS.
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B naHHOIl qupekTrBe MMeeT CMBIC/ yKa3aTh paciiupenus, nojaep:kupaemble IMAP-cepsepaMu, Ha Ko-
TOpBIe TPOKCUPYIOTCS KIMEHTHI (€CJIM 9TU PACIIMPEHUs] OTHOCATCS K KOMaHJAM, UCIOJIb3YEMbIM ITIOCJIE
ayrearudukanuu, korga Angie PRO npo3padno nmpokcupyeT mojk/II0ueHne KJIneHTa Ha GIKEH,T).

imap_ client_ buffer

Cunrakcuc imap_client_buffer pasmep;
Ilo ywmomua- imap_client_buffer 4k|8k;
HUIO

Konrekcr mail, server

Sagzaer pasmep Oydepa st yrenust IMAP-koman . ITo ymorganuio pasmep omgHoro 6ydepa paseH pas-
Mepy cTpanunpl. B 3aBucumoctu ot miardopmbr 310 min 4K, mim 8K.

POP3
OupekTussbl

pop3_auth

CunTakcuc pop3_auth memod . ..;
Ilo ywmomua- ipop3_auth plain;
HUIO

Konrekcr mail, server

Sajsaer paspenteHHbie MeTo bl ayTenTudukanuu POP3-kiuentos. [lomiepkuBaembie METOJIBI:

plain USER/PASS, AUTH PLAIN, AUTH LOGIN

apop APOP. s paboThl 9TOr0 METO/IA IIAPOJIb J0JIZKEH XPAHUTHCS B He3aIU(pPOBaH-
HOM BHJIE.

cram-md5 AUTH=CRAM-MD5. st paboThl 3TON0 METOJIA IIaPOJib JOJIZKEH XPAHUTHCSA B
He3au(GPOBAHHOM BHU/IE.

external AUTH=EXTERNAL

Meroupl ayrentuduraimu ¢ mepegadeii maposis oTKpbiTbiM TekcroMm (USER/PASS, AUTH PLAIN u
AUTH LOGIN) BrJOYeHbI BCerja, OJHaKo ecjiu Meroj| plain ue ykasan, to AUTH PLAIN uw AUTH
LOGIN wue 6ymyT aBTOMATHIECKH JO0ABISATHCS B pops  capabilities.

pop3 _capabilities

Cunrakcuc pop3_capabilities pacwuperue ...;
Ilo ywmomua- pop3_capabilities TOP USER UIDL;
HHIO

Konrekcr mail, server

TTosBosisier ykazarh crucok pacmmmpennii mporokosia POP3, BernaBaembrit kiaunenty o komamige CAPA.
B 3aBucumocTn oT 3HaYEHUs] TUPEKTUBBI starttls K 3TOMY CIUCKY aBTOMATHYECKH JTOOABJISIIOTCS METOJIbI
ayTeHTHhUKAINY, YKa3aHHbIE B qupekTuse pop3  auth (pacmmpenune SASL), u STLS.
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B namHOI upeKTHBE MMeeT CMBICJI YKa3aTh paciiupenus, mojiep:kuBaemble POP3-cepsepamu, Ha Ko-
TOpBIe TPOKCUPYIOTCS KIMEHTHI (€CJIM 9TU PACIIMPEHUs] OTHOCATCS K KOMaHJAM, UCIOJIb3YEMbIM ITIOCJIE
ayrearudukanuu, korga Angie PRO npo3padno nmpokcupyeT mojk/II0ueHne KJIneHTa Ha GIKEH,T).

Proxy

OupekTussbl

proxy _buffer

Cunrakcuc proxy_buffer pasmep;
Ilo ywmomua- proxy_buffer 4k|8k;
HUIO

Konrekct mail, server

Basmaer pasmep Oydepa, UCIoJIb3yeMoro npu npokcupoanuu. Ilo ymordanuio pasmep ogHoro oydepa
)
paBeH pa3mepy crpaHuisl. B 3aBucumoctu ot mwiardopmel sro mwim 4K, wm 8K.

proxy pass error message

CunTakcuc proxy_buffer on | off;

Ilo ywmomua- proxy_pass_error_message off;
HUIO

Konrekcr mail, server

Omupesesisier, mepegaBaTh Jid KJIUEHTY COODINeHrne 00 OIMMOKe, MOJIyYeHHOe IIPU ayTeHTU(MUKAIIN Ha 03-
KeHJe.

O6branO, ecyin ayreratudukarmsa B Angie PRO mpornura yemerno, 69KeH 1 He MOYXKET BepHYTh omubKy. Fc-
JIX 7K€ OH BCE-TAKU BO3BPAINAET OIMMOKY, 9TO 3HAYUT, ITO IIPOU3OILIA OMUOKA BHYTPU CHUCTeMbI. B Takmx
caydasix cooDIeHne 0IKEHIa MOYXKET COJIEPXKaTh MHMOPMAINIO, KOTOPYIO HEJIb3sT MOKA3BIBATH KJIUEHTY.
Opnako jyist HekoTopbix POP3-cepBepoB ommbKka B OTBET Ha MMPAaBUJIBHBIN APOJIb SIBJISIETCS IITATHBIM
oBeJieHneM. B 3ToM ciiydae JUPEKTUBY CTOUT BKJIIOUUTH.

proxy _protocol

Cunraxcuc proxy_protocol on | off;
Ilo ywmomua- proxy_protocol off;
HUIO

Konrtekcr mail, server

Bxunowaer nporokonn PROXY ms coeaubennii ¢ 63KeHI0M.
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proxy smtp auth

Cunrakcuc proxy_smtp_auth on | off;
Ilo ywmomua- proxy_smtp_auth off;
HUIO

Konrekcr mail, server

Paspemaer nin 3anpemaer ayrenrudukaiuio noab3osareneit #Ha SMTP-63xenae mpu momoru KoMaHIbI

AUTH.
Ecim rakxke Britouen XCLIENT, to xomauna XCLIENT ne Gyumer orupasisth napamerp LOGIN.

proxy smtp auth

Cunrakcuc proxy_timeout epems;
Ilo ywmomua- proxy_timeout 24h;
HUIO

Konrekcr mail, server

BazgaeT TaﬁMayT MEXKAYy ABYMA MAYIMUMHU IIOAPAT OII€pAIUAMA YTCHUA WUJIN 3allUCHU Ha KJIMEHTCKOM CO-
€IMHEHNN NI COCIUHEHUN C IIPOKCUPYEMBIM CEPBEPOM. Ecim o ucreuenuu sroro BpeMeHu JaHHbIE He
nepeiaBaJiiChb, COEIMHEHNE 3aKPbIBA€TCH.

xclient
Cunrakcuc xclient on | off;
Ilo ymomua- =xclient on;
HUIO
Konrekct mail, server

Pazpemaer nnn 3ampermaer nepematty komauabl XCLIENT ¢ mapamerpamu KianeHTa IpH MOAKIIOTEHITT

K SMTP-6skeHy.

IIpu momomu XCLIENT MTA moxer mucaTh B JIOr HH(MOPMAIUIO O KJIMEHTE U IPUMEHSITh Pa3JIMIHbIE
OrpaHUYEHUs HA OCHOBE 9TUX JIAHHBIX.

Ecin komanma XCLIENT paspertiena, To npu mojkaodennn K 6okenay Angie PRO moceutaer emy cite-
JLyTOIIe KOMAH/IbI:

e EHLO c umenem cepsepa
e XCLIENT
e FHLO nwm HELO, Kax ee nepenaj KJINEHT

Ecau natidennoe mo IP-agpecy kimenTa nMms yKa3bIBaeT Ha TOT K€ aJIpec, OHO MEPEeIaeTCs B IapaMeTpe
NAME xomannst XCLIENT. Eciiu uMsi He MOXKeT ObITh HaliJIEHO, YKa3bIBaeT Ha JIPYyroi ajipec, WJIu
He 3aj1aH resolver, To B napamerpe NAME nepenaercst [UNAVAILABLE]. Eciu xe B npolecce Ioucka
UMeHU WU aJpeca npousonuia omubka, nepegaerca [TEMPUNAVAILJ.

Ecin xomanga XCLIENT zanpemniena, To pu nojxodeHnn K 6skeray Angie PRO nepemaer komamy
EHLO c umenem cepsepa, eciin Kiauent nepenan FHLO, unaye HELO ¢ umeHeMm cepBepa.
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ReallP
TlozBossteT MEHSATD aJIpec U HeobsI3aTE/IBHBIN MOPT KJINEHTA HA [TEPEAHHBIE B YKA3AHHOM I10JI€ 3aTr0JIOBKA,

aJipec W MOpT KJIMEeHTa Ha nepenannbie B 3arojioBke nporokoia PROXY. IIporokon PROXY nosken
OBITH TIPEIBAPUTEIHLHO BKJIIOUEH IIPU [TOMOIIN YCTAHOBKY TapaMeTpa proxry protocol B nupexTuse listen.

Mpumep koHdurypauymn

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

OdupekTusnbl

set_real ip_from

Cunraxcuc set_real_ip_from adpec | CIDR | unix:;
IIo ywmomua- —

HHUIO

Konrekcr mail, server

3ajiaer JOBEpEHHBIE a/Ipeca, KOTOPbhIE EPEIAI0T BEPHBIHN ajipec i 3aMeHbl. Eciin yKa3aHo crenuaabHOe
3HaYEHNE unix:, goBepeHabiMu OymyT cuntarbes Bce UNIX-cokeTsr.

SMTP
OdupekTusnbl

smtp _auth

Cunrakcuc smtp_auth wmemod .. .;
Ilo ywmomua- smtp_auth plain login;
HHIO

Konrexct mail, server

Sagsaer pasperrenHbie MeTo bl ayTeHTUduKamu SASL-ayrenrudukanun SMTP-kauerros. [lomnepxu-
BaeMble METOIbI:

plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5. JIjst paboThl 9TOro0 MeToJ1a MapoJib JOJZKEH XPAHUTHCS B
He3amu(GPOBAHHOM BHU/IE.

external AUTH EXTERNAL

none Ayrenrudukanus He Tpedyercs

Merozpr ayrentudukaimu ¢ nepegadeii naposst orkpbiTbiM Tekcrom (AUTH PLAIN uw AUTH LOGIN)
BKJTIOYEHBI BCETJIA, OTHAKO €CJTM METOB plain u login He ykazansl, To AUTH PLAIN n AUTH LOGIN
He Oy/IyT aBTOMATHIECKN JT00aBAAThCS B smip capabilities.
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smtp _capabilities

Cunrakcuc smtp_capabilities pacwupenue ...;
Ilo ywmomua- —

HHIO

Konrekcr mail, server

TlozBossteT ykasarh cimcok pacimupenuit mporokosia SMTP, BeriaBaeMblit KJIMEHTY B OTBETE HA KOMAHLY
EHLO. B 3aBucumocTr OT 3HAYEHUST JUPEKTUBBI Startlls K 9TOMY CIIUCKY aBTOMATHIECKHU JTO0ABJISIOTCS
MeTONbI ayTeHTUMUKAINN, yKa3aHuble B gupektuse smip  auth, m STARTTLS.

B nanHOIl [upekTHBe mMeeT CMBIC yKa3aTh pacimupenus, nojiaepxkuBaemble MTA, Ha KOTOpBI IPOK-
CUDYIOTCsl KJIMEHTHI (€C/IM 3T PACIIUPEHUs] OTHOCATCA K KOMAHIAM, UCIIOJIb3yEeMBIM MOC/IE ayTeHTU(OU-
kanuu, korga Angie PRO npospadno npokcupyer IOIKJI0UYEHNEe KIUEHTa Ha OIKEHI).

smtp_ client _buffer

Cunrakcuc smtp_client_buffer pasmep;
Ilo ywmomua- smtp_client_buffer 4k|8k;
HUIO

Konrekct mail, server

Sagaer pasmep Oydepa s arerns SMTP-komana. [To ymosraanuio pasmep oxHoro 6ydepa paBeH pas-
Mepy crpanuripl. B 3aBucumoctu ot miardopmbr 310 min 4K, mim 8K.

smtp _greeting _delay

Cunraxcuc smtp_greeting_delay pasmep;
Ilo ywmomua- smtp_greeting delay O;
HUIO

Konrtekcr mail, server

TlozBossiter 3amarh 3ajep:KkKy mepej ormpabkoii SMTP-tipuBercTBusi, 9T0ObI OTKJIOHUTH KJIMEHTOB, HE
JOXKUIAIONIUXCS IPUBETCTBUS /10 Hadaja ormpasku SMTP-komanm.

SSL

Ob6ecnieunBaer paboTy MOYTOBOIO MPOKCHU-cepBepa 1o nporokosry SSL/TLS.

IIpu cbopke m3 MCXOIHOrO KOJ@ MOJY/Ib HE COOMPAETCS 10 yMOJIYAHUIO; €ro HEOOXOIMMO BKJIOUYHUTH C
TOMOIIBIO TTapamMeTpa cOopkr --with-mail_ssl_module. B makerax m oOpasax m3 HAINX PEMO3UTOPUEB
MOJIY/Ib BKJIIOYEH B COODKY.

@ Baxmno

yist sToro motysist Hy»KHa 6bubsmoreka OpenSSL.
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Mpumep koHcpurypayun

Jia yMeHbIenusi 3arpy3Ku IPOIeccopa PEKOMEHIyeTCs
® YCTaHOBHUTB YUCJIO PabOvUT NPoueccos PABHBIM YHCILY IIPOIECCOPOB,
® BKJIFOYUTD PA30CAAEMDBIT KU, CECCHUT,
® BLIKJIIOUYUTD 8CMPOEHHDIT KIUL CECCHI

® U, BO3MOXKHO, YBEJIMIUTD GPEMA JICU3HU CeCCHU (IO yMOIYAHUIO 5 MUHYT):

worker_processes auto;

mail {
server {
listen 993 ssl;
ssl_protocols TLSv1 TLSv1l.1 TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA :RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;
ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;
ssl_session_timeout 10m;
#
}
OupekTussbl

ssl_ certificate

Cunrakcuc ssl_certificate dgaiin;
Ilo ymomua- —

HUIO

Konrekcr mail, server

VkaseiBaer aitsi ¢ ceprudurarom B popmare PEM nst manHoro cepsepa. Eciin BMecTe ¢ OCHOBHBIM
cepTudUKATOM HY>KHO YKa3aTh IIPOMEKYTOUHBIE, TO OHU JIOJ2KHBI HAXOJIUTHCSA B ITOM ke (aiije B cie-
JIYIOIIEM TIOPsiJIKe — CHAYAJIa OCHOBHOI cepTudUKAT, a 3aTeM MPOMeXKyTodHbe. B 3ToM ke daiie MoxkeT
HaXOJINTHCS CEKPeTHBI Kiod B hopmare PEM.

JupekTrBa MOXKeT OBITh YKa3aHa HECKOJIBKO Pa3 JIJId 3arpy3KH CepTU(UKATOB Pa3HbIX THUIIOB, HAIIPUMED

RSA u ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;
ssl_certificate_key example.com.ecdsa.key;
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BosmoxkHOCTE 33/1aBaTh OTJEIbHBIE TEMOYKU CEPTUMUKATOB I PA3HBIX CEPTU(MUKATOB €CTh TOJHKO B
OpenSSL 1.0.2 u Beimte. yist GoJtee crapbix BEPCHil CJIeIyeT YKAa3bIBATh TOJBKO OJHY IENOYKY cepTudu-
KaTOB.

Bwmecro daitna MoxkHO yKasaTh 3uadenue «data:cepmugukamsy, Ipu KOTOPOM CepTH(MUKAT 3arpyKAETCS
6e3 MCMOIH30BAHNS MPOMEXKYTOIHBIX (DAIoB.

Henanmexxaree ncrosp30oBaHne I0JOOHONO CHHTAKCHCA MOYKET OBITh HeDE30IacHO, HAIPUMED JaHHBIE
CEKPETHOTO KJII0Ya MOTYT MOIACTh B 102 0ULUOOK.

ssl_certificate _key

CunTakcuc ssl_certificate_key ¢atin;
IIo ywmomua- —

HUIO

Konrekcr mail, server

VYxkazpiBaeT daisi ¢ ceKpeTHbIM KaodoM B ¢opmare PEM i1 manHoro BUPTyabHOTO cepBepa.

Bwmecro patina MOXKHO yKasaTh 3HaUYeHUE «engine:ums:id», KOTopoe 3arpyKaer K04 ¢ yKa3aHHbIM id U3
OpenSSL engine ¢ 3aaHHBIM UMEHEM.

Bwmecto dpaiina Takyke MOXKHO yKa3arh 3nadenne «data:kar0u», IpU KOTOPOM CEKPETHBIN KJIIOY 3arpyKa-
ercs 0e3 UCIIOIb30BaHUs ITPOMEXKYTOYHBIX (aitios. IIpu sToM ciieyer yInThIBaTh, YTO HEHAJJIEXKAIIIEE
HCIIOJIb30BaHUE 10JI00HOI0 CHHTAKCUCA MOXKeT ObITh HeDe30IIacHO, HaIPUMED JIAaHHbIe CEKPETHOI'O KJII0Ya
MOTYT IONACTb B 102 0ULUOOK.

ssl ciphers

Cunraxcuc ssl_ciphers wugpni;

IlIo ymomua- ssl_ciphers HIGH:!aNULL: !MD5;
HUIO

Konrekcr mail, server

OnuceiBaer paspemennbie mudpsl. [Tludps 3amarorcs B dopMmare, MOIIEPKUBAEMOM OUOIHOTEKOM
OpenSSL, nanpumep:

[Ssl_ciphers ALL:!'aNULL: 'EXPORT56 : RC4+RSA : +HIGH: +MEDIUM: +L0OW: +SSLv2: +EXP;

TloHBIN CIMCOK MOYXKHO TTOCMOTPETDH € TIOMOIITBIO KOMAH bl «0penssl cipherss.

3.3. BcrtpoeHHble moaynu 441



*Beﬁ- 00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
cepeep yn. JleBa Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021
Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

ssl client _ certificate

Cunrakcuc ssl_client_certificate gatin;
Ilo ymomua- —

HUIO

Konrekcr mail, server

VkazwiBaer daitn ¢ gosepennbivu ceprudukaramu CA B dpopmare PEM, koropbie nCmonb3yoores s
NPosePKU KINEHTCKUX CePTUMUKATOB.

Crncok cepruduxaToB 6yIE€T OTIPABIATHCS KINEHTaM. ECiIm 9T0 HeXKelaTeIbHO, MOYKHO BOCIIOJIB30BaThb-
¢ TUPEeKTHuBOil ssl trusted certificate.

ssl conf command

Cunrakcuc ssl_conf_command umsa 3HaueHue;
IIo ywmomua- —

HUIO

Konrekct mail, server

3ajiaer Mpou3BoJIbHBIE KOoHMUIYparronHbie Koman bl OpenSSL.

@ Baxno

JupekruBa nomiepxkuBaercs npu ucrnosib3oBanun OpenSSL 1.0.2 u Beire.

Ha omnom yposHe MOKeT OBITH yKa3aHO HECKOJIBKO IUPEKTUB ssl_ conf command:

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

JIMpeKTUBBI HACTIEYIOTCS C MPEJIBIIYINEro YPOBHsT KOH(MUIYPAIUU IPY YCJIOBUU, UTO HA JAHHOM YPOBHE
He OIMCAHBI CBOM JUPEKTHUBHI sl conf command.

‘% OcropoxHOo

Nsmenenne HaCTPO€EK OpenSSL HaIlIPpAMYIO MOXKET IIPUBECTU K HEO2KUJJaHHOMY ITOBEJIEHUIO.

ssl crl
Cunrakcuc ssl_crl dgatin;
Ilo ymomua- —
HUIO
Konrekcr mail, server

VYkaspipaer daiii ¢ orossanabiMu ceprucdukaramu (CRL) B dopmare PEM, ucnosb3yembivu Jyist npo-
6EPKU KIIMEHTCKUX CEPTU(MUKATOB.
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ssl_dhparam

Cunrakcuc ss1_dhparam gatin;
Ilo ymomua- —

HUIO

Konrekcr mail, server

VkaseiBaer daitn ¢ mapamerpavu st DHE-mudpos.

“* OcTopoxHOo

[To ymomuanmio mapaMeTpsl He 3aaHbl, 1 cooTBeTcTBeHHO DHE-mmdpor e 6yayT ucnomb30BaThC.

ssl ecdh curve

Cunrakcuc ssl_ecdh_curve Kpuesasa;
Ilo ywmomua- ssl_ecdh_curve auto;
HUIO

Konrekcr mail, server

Sagaer kpusywo st ECDHE-mudpos.

@ Baxmno

IIpu ucronpzoBaruun OpenSSL 1.0.2 u BbIlle MOYXKHO yKa3bIBATH HECKOJIBKO KPUBBIX, HAIIPUMED:

[ssl_ecdh_curve prime256vl:secp384ril; J

CuernuajibHOE 3HaUYEHNE auto COOTBETCTBYET BCTPOEHHOMY B Oubnoreky OpenSSL ciucKy KpuBBIX JIjIst
OpenSSL 1.0.2 u BoImme, wian prime256vi njs 6ojiee cTapbIX BEPCHIii.

@ Baxno

IIpu ucnonbzoBarnu OpenSSL 1.0.2 u Bbillle JUPEKTUBA 33/1A€T CIIUCOK KPUBBIX, [OJJIEPKUBAEMBIX
cepsepoM. [losromy st paborsl ECDSA-ceprudukaToB BaxkKHO, YTOOBI CIIMCOK BKJIIOYAJ KPUBBIE,
HCITOJIb3yEMBIE B CePTH(UKATAX.

ssl password file

Cunrakcuc ssl_password_file ¢haiia;
Ilo ymomua- —

HUIO

Konrekcr mail, server

Sagaer aila ¢ TApOSIMU OT CEKPEMHLLT KAN0Yel, TIe KaXKIblil IapoJib yKa3aH Ha OT/E/IbHOU CTPOKE.
ITaposu mpuMEHSIOTCA IO OYepPe/ I B MOMEHT 3arpy3Kd KJTIOYa.

IIpumep:
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mail {
ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;
ssl_certificate_key /etc/keys/first.key;

}

server {
server_name mail2.example.com;
# emecmo Palra MOKHKO YKA3AMb UMEHOBAHHbIL KAHAA
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;

}

ssl_prefer server ciphers

Cunrakcuc ssl_prefer_server_ciphers on | off;
IlIo ymomua- ssl_prefer_server_ciphers off;
HHIO

Konrekcr mail, server

IIpu wmcmospzoBanun nporokosaos SSLv3 m TLS ycranaBimBaeT TPUOPUTET CEPBEPHBIX IMUMPOB HA
KJINEHTCKUMU.

ssl_protocols

Cunrakcuc ssl_protocols [SSLv2| [SSLv3] [TLSv1| [TLSv1.1] [TLSv1.2] [TLSv1.3|;
Ilo ywmomua- ssl_protocols TLSvl TLSvl.1 TLSv1.2 TLSv1.3;

HUO

Konrekcr mail, server

Msmeneno B Bepcun 1.2.0: [Tapamerp TLSv1.3 q06aBJieH K HCIIOIB3yEMbBIM [0 YMOJJIIAHUIO.

Paspemaer ykazannbie mpoTOKOJIBL.

@ Baxno

ITapamerpsr TLSv1.1 u TLSv1.2 pa6orator Tosbko npu ucnoab3oBannn OpenSSL 1.0.1 u Bbimme.

ITapamerp TLSv1.3 padoraer Tonabko mpu ucnonb3oBannu OpenSSL 1.1.1 u Beimre.
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ssl session cache

Cunrakcuc

IIo  ywmomua-
HUIO

Konrekcr

ssl_session_cache off | none | [builtin[:pasmep]| [shared:nazsarnue: pasmepl;
ssl_session_cache none;

mail, server

Sasaer TUI U pa3MephI KAIIel JJisi XpaHeHns TapaMeTpoB ceccuit. THUIl K31ma MOXKeT ObITh CJIEYOIIM:

off

none

builtin

shared

JKECTKOE 3allpelleHre NCIIoJIb30Banus Kata ceccuit: Angie PRO sBHO coobaer
KJIMEHTY, YTO CECCHU HE MOTI'YT UCIIOJIb30BaThCsl IIOBTOPHO.

MSATKOE 3alpelleHne UCIojIb3oBanus Kama ceccuit: Angie PRO coobmaer kimen-
Ty, YTO CECCHM MOTYT HCIOJB30BATHCS TIOBTOPHO, HO HA CAMOM JIeJie HE XPAHUT
apaMeTpbl CECCHU B KIIIIE.

BcrpoeHHbIH B OpenSSL K31, HCmosib3yercst B paMKaX TOJIBKO OIHOTO Pabovero
nporecca. Pasmep kama 3a1aercs B ceccusix. K pazmep He 3a/1aH, TO OH paBEH
20480 ceccusim. Vcrosib30BaHre BCTPOEHHOTO KIIIIa, MOXKET BECTH K (DparMeHTa-
AU TAMSTH.

KAIII, Pa3JeisieMblii MeXK Ly BceMu pabouuMu mporeccamu. Pazmep Kaira 3a1aet-
csa B baiitax, B 1 Merabaiit moxkeT momecTuThcsa okosio 4000 ceccuit. Y KaxKI0Tr0
Pa3/IesIIeMOro K3IIIa, JIOJI?KHO OBITh TPOU3BOJIbHOE Ha3BaHue. K31 ¢ OMHAKOBBIM
Ha3BAaHUEM MOXKET KCIIOJIb30BAThCS B HECKOJBKUX cepBepax. Tak»Ke OH UCIIOJIb3Y-
ercsl JIJIs AaBTOMATUIECKOTO CO3/IaHUsl, XPAHEHNS U TePUOIUIECKOrO OOHOBJIEHUS
rurroaeit TLS session tickets, ecoim oHE He yKa3aHBI IBHO C IIOMOIIBIO TUPEKTUBBI
ssl_session_ticket key.

Mo>KHO HCIIOJIB30BATH OJIHOBPEMEHHO 00a THIIA K31, HAIIPUMED:

[ssl_session_cache builtin:1000 shared:SSL:10m;

OJIHAKO WCITOJIb30BAHUE TOJIBKO PA3JIE/IsIeMOr0 KJIa 0€3 BCTPOEHHOrO TOJIKHO OBITh Oosiee 3ddexTus-

HbIM.

ssl _session ticket key

Cunrakcuc

IIo  ywmomua-
HUIO

Konrekcr

ssl_session_ticket_key gatia;

mail, server

Samaer ailyi ¢ CeKPETHBIM KJII0YOM, MPUMEHsIeMbIM Ipu mudpoBarnu u pacmmudpoanun TLS session
tickets. lupekTmBa HEOOXOMMMA, €CJIN OMMH U TOT K€ KJII0Y HY>KHO HCIIOJIb30BATH Ha HECKOJIBKUAX CEpPBe-
pax. Ilo ymorqanuio UCIOIb3yeTcs CIyIaiiHO CreHepUPOBAHHBINA KJTIOY.

Ecin ykazaHno HECKOJILKO KJII0Yeli, TO TOJbKO IEePBbIH K09 NCHoab3yeTcs Jst mudposanusa TLS session
tickets. 910 MO3BOJISIET HACTPOUTH POTAIUIO KJIFOUEH, HAIIpUMED:

ssl_session_ticket_key current.key;
ssl_session_ticket_key previous.key;

Qaiin nosker cogepxkarb 80 wan 48 OailT CirydailHbIX TaHHBIX WM MOXKET OBITH CO3JAaH CJIEIYIOIIei KO-

MaHJIOM:
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[openssl rand 80 > ticket.key }

B sasucumocTr or pasmepa daiia st mmdposanus Gyger ucnosnb3oBarbes aubo AES256 (st 80-
GaiiTabix Kioueit), mbo AES128 (s 48-6aifTHbx Kiioueit).

ssl session tickets

CuHaTakcuc ssl_session_tickets on | off;
Ilo ymomua- ssl_session_tickets on;
HUIO

Konrekcr mail, server

Paspemaer nin 3anperaer Bo3obHOBJIeHUE ceccuii mpu momoru TLS session tickets.

ssl _session _timeout

Cunrakcuc ssl_session_timeout gpems;
Ilo ymomua- ssl_session_timeout 5m;
HUIO

Konrekcr mail, server

3agaeT BpeMs, B T€ICHUE KOTOPOr'oO KJIMECHT MOKET IIOBTOPHO HCIIOJIB30BAaTh ITapaMeTPbl CECCHH.

ssl _trusted certificate

Cunrakcuc ssl_trusted_certificate ¢atin;
Ilo ywmomua- —

HUIO

Konrekcr mail, server

3amaer daitn ¢ goBepennbivMu cepruduraramu CA B popmare PEM, KoTopbie HCIONB3YIOTCS I Npo-
6epKU KJIIMEHTCKAX CEPTUMOUKATOB.

B ornmune ot ssl client  certificate, cimcok 3tux cepTuduKaToB He Oy/I€T OTIPABIIATHCH KJIMEHTAM.

ssl _verify client

Cunrakcuc ssl_verify_client on | off | optional | optional no_ca;
IlIo ymomua- ssl_verify_client off;

HUIO

Konrekcr mail, server

Paspernraer mpoBepKy KJIHEHTCKUX cepTUhUKATOB. Pe3ysbrar mpoBepKy meperaercs B 3arojioBke «Auth-
SSL-Verify» B 3ampoce aymenmugurayuu. Ecau mpu mpoBepKe KJIMEHTCKOrO cepTr(UKATa IPOU30ILIA
omubKa WM KJIUEHT He [MPEeJOCTaBUI TpedyeMblil cepTudUKaT, COeJMHEHNEe 3aKPbIBAETCS.
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optional 3alpaIlnBaeT KJIMEHTCKU CepTU(UKAT, U €CJIU CePTU(MUKAT ObLI IIPeI0CTABIIEH,
[IPOBEPSIET €r0

optional_no_ca  3ampammBaeT CEepPTU(PUKAT KJNEHTA, HO He TpedyeT, 9TOOhI OH OBII ITOANKCAH
noBepenubiM ceprudukarom CA. DTo mpesHasHadeHO JIsd CIIydaeB, Korja (hak-
THYeCcKasl IPOBEPKa CcepTUMUKATA OCYIIECTBIIAETCS BHEIIHAM II0 OTHOIIEHUIO K
Angie PRO cepsucom. Cozep:kumMoe ceprudukara JOCTYITHO B 3aIIPOCAX, 1N0CH-
AGEMBLT HA CEpBEpP ayTeHTU(DUKAIIAN.

ssl_verify depth

Cunrakcuc ssl_verify_depth wucao;
Ilo ywmomua- ssl_verify_depth 1;
HHIO

Konrekcr mail, server

VcranaBiauBaeT riyOnHYy MPOBEPKHU B IENOYKe KJINEHTCKAX CEPTUMUKATOB.

starttls
Cunraxcuc starttls on | off | only;
Ilo ymomua- starttls off;
HUO
KonTekcr mail, server
on paspemuTrh ucnoJb3oBaaue Komana STLS mis POP3 u STARTTLS mua IMAP
u SMTP;
off zanperuThb ucmosb3oBanue koman STLS u STARTTLS;
only TpebOBaTh IIPeIBapUTEILHOrO repexona Ha TLS.

BazoBbIit MOYTOBBII MOY/IbL pean3yeT OCHOBHYIO (DYHKIIMOHAJIBLHOCTH ITOYTOBOIO MTPOKCH-CEPBEPA: ITO
nojep:kka mporokosioB SMTP, IMAP u POP3, nactpoiika cepBepHbIX OJIOKOB, MAPIIPYTHU3AIMS TOYTO-
BBIX 3aIIPOCOB, ayTeHTUdUKaIMs oJIb3oBareseil u noepxkka SSL/TLS s 3auThl OYTOBBIX COE/IH-
HEHWUIL.

OcrasibHbIE MOJIYJIM STOTO pPa3jiesia PACIIAPSIOT 3Ty (yHKIIMOHAIBLHOCTD, TO3BOJIss THOKO HACTPANBATH
U ONITUMHU3UPOBATH PAOOTY IOYTOBOIO CepBEpA IO PA3JIUIHBIE CIIEHAPUU U TPEOOBAHUSI.

IIpu cbopke W3 MCXOTHOTO KOJIa MOIY/Ib HE COOMPAETCs MO yMOJYAHUIO; er0 HeOOXOJMMO BKJIIOYHUTH C
IOMOIIBIO TTapamMeTpa cOopku --with-mail. B makerax m obOpasax u3 HAIAX PEIIO3UTOPUEB MOJLYJIb
BKJIIOYEH B COOPKY.
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Mpumep koHburypauymn

worker_processes auto;

error_log /var/log/angie/error.log info;

events {
worker_connections

}

mail {
server_name
auth_http

imap_capabilities

pop3_auth
pop3_capabilities

smtp_auth
smtp_capabilities
xclient

1024;

mail.example.com;
localhost:9000/cgi-bin/auth.cgij;

IMAP4revl UIDPLUS IDLE LITERAL+ QUQOTA;

plain apop cram-md5;
LAST TOP USER PIPELINING UIDL;

login plain cram-md5;
"SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;
off;

server {
listen 25;
protocol smtp;
}
server {
listen 110;
protocol pop3;
proxy_pass_error_message On;
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;

OupekTussl

listen

Cunrakcuc listen adpec|:nopm| [ssl] [proxy protocol] [backlog=vucao]
[revbuf=pasmep|  [sndbuf=pasmep]  [bind]  [ipv6only—on|off]  [reuseport]
[so_ keepalive=on|off|[keepidle|:[keepintvl]:[keepent]];

Ilo ymomua- —

HHIO

Konreker server

Samaer adpec u mopm Ajis COKETa, Ha KOTOPOM cepBep Oy/eT MpuHUMATh coefquHeHus. MoXKHO yKa3aThb
TOJIBKO nopm. Kpome Toro, adpec MOXKeT OBITH UMEHEM XOCTa, HAIIPUMED:
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listen 127.0.0.1:110;

listen *:110;

listen 110; # mo xe, wmo u *:110
listen localhost:110;

IPv6-ampeca 3aaorcs B KBaIPATHBIX CKOOKAX:

listen [::1]:110;
listen [::]:110;

UNIX-cokern! 3a7a101csd TpedUKCOM Unix:

[1isten unix:/var/run/angie.sock;

@ Baxmno

Pasnbie cepBepbI JIOJKHBI CIYIIATH HA PA3HBIX Iapax adpec:nopm.

ssl YKa3bIBAET HA TO, YTO BCE COEJMHEHUsI, IPUHUMAEMbIE HA JAHHOM CJIyIIAOIIEM
COKeTe, JOJIKHBI paboraTth B pexxume SSL.

proxy_protocol  yKa3bIBaeT HA TO, UTO BCE COEMHEHUsI, IPUHUMAEMbIE Ha JAHHOM TIOPTY, JTOJIZKHBI
ncmoJib3oBarh poTokoa PROXY. Tlosyuyennast mHpOpMaIust IepeiaeTcs cepee-
Py aymenmupurayuy 1 MOXKeT ObITh UCIOIB30BAHA, JJIST U3MEHEHUA A0Pect KAU-
enma.

B nupexruse listen MOXKHO TaKKe yKa3aTh HECKOJIBKO JIOIOJHUTEIbHBIX IAPAMETPOB, CIIEIU(MUIHBIX JJIsI
CBA3aHHBIX C COKETAMU CHUCTEMHBIX BBHI30BOB.

backlog=uucao 3azaer mapaMerp backlog B BeI30Be listen(), KOTOPBI OrPAHMINBAET MAKCAMAIb-
HBII pa3Mep ovYepen OXKUIAKINMX TpueMa coeaunennii. [lo ymonganuto backlog
ycranaBauBaercs paBHbIM -1 mis FreeBSD, DragonFly BSD u macOS, u 511
JUTSL IPYTHUX TLIATQOPM.

rcvbuf=pasmep zazaer pasmep Oydepa npuema (mapamerp SO_RCVBUF) njs ciymiamonero

COKeTa.

sndbuf=pasmep 3azaer pasmep Oydepa nepemaun (mapamerp SO SNDBUF) njst COyIIaromero
COKeTa.

bind YKa3bIBAET, UTO JJIs JAHHOIO CJIYIIAIONIEr0 COKETa HyKHO AenaThb bind() oraenn-

HO. DTO HYKHO IIOTOMY, UTO €CJIU OIMMUCAHBI HECKOJIBKO JTUPEKTHB listen ¢ OnuHaKo-
BBIM TIOPTOM, HO PA3HBIME JIPECAMU, U OJTHA U3 JTUPEKTHUB listen CIIyInaeT Ha BCeX
azpecax jyuist manaoro nopma (*:nopm), to Angie PRO cuenaer bind() Toabko
na *:nopm. HeoGxoaumMo 3aMeTUTh, 9TO B 9TOM CJIydae JJIsl OIpeeseHrs aIpeca,
HA KOTOPDLIH IIPUIIJIO COEIUHEHUE, JEJIAeTCd CHUCTEMHBIN BBI3OB getsocknamel().
Ecmu xe ucnonbsytorca mapamerpsr backlog, rcvbuf, sndbuf, ipvbonly, reuseport
win so_ keepalive, TO 1jisi TaHHOM MAPBI adpec:nopm BCETa JeIaeTcsl OTIebHbIH
BBI30B bind().

ipv6only=on | off onpenensier (uepe3 mapamerp cokera IPV6 VEONLY), Gyaer jm CorynIatomiuit
Ha wildcard-azpece [::] IPv6-coker npuaIMaTH TOIBKO IPV6-coemuHenus:, nim xe
omaoBpeMenHo IPv6- n IPv4-coemunernus. 1lo ymosrganunio mapaMerp BKJIIOUEH.
YCTaHOBUTDH €ro MOYKHO TOJIBKO OJ[MH Pa3 Ha CTapTe.

so_keepalive=on | off | [keepidle]: [keepintvl]: [keepcnt] koudurypupyer mjs CJyIIAIONIErO CO-
kera nopenenne « TCP keepalives.
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€CJIU TIapaMeTp OITyIIeH, JJIsi COKeTa OyJyT JeficCTBOBaTh HACTPOWKN OIIEPAIHOH-
HOI CHUCTEMBI

on JIst cokeTa BRovaeTcs mapamerp SO KEEPALIVE

of f qtst cokera mapamerp SO KEEPALIVE BoIKIO9aeTCst

Hekoropbie onepanuoHHbie CUCTEMBI TIO/IEPKUBAIOT HACTPOIKY mapamerpos « TCP keepalive» na yposhe
cokera nocpeacrsoM mapamerpos I'CP KEEPIDLE, TCP KEEPINTVL u TCP_KFEFEPCNT. Ha Ta-
KIX CHCTEMaX X MOXKHO CKOH(DUI'YPUPOBATh € IIOMOIIBIO TapamMeTpoB keepidle, keepintvl u keepent. O
WIN JIBa IapaMeTpa MOLYT ObITh OIYINEeHBI, B TAKOM CJIydae Jijis COOTBETCTBYIOIIEro MapaMerpa COKeTa
OyIyT AeiiCTBOBATH CTAHIAPTHBIE CHCTEMHBIE HACTPONKM.

Hampuwmep,

[so_keepalive=30m: :10 }

ycranoBuT Taiimayr Gesmeiicreus (TCP_KEEPIDLE) B 30 wMunyr, [Jid UHTepBaja 1pob

(TCP_KFEEPINTVL) Gymer meficTBOBaTb CTaHIAPTHAs CHCTEMHAs HACTPONKA, & CYETUYUK [PO6
(TCP_KFEEPCNT) 6yner pasen 10.

Pasnbie cepBepbl JOKHBI CIyIIATh HA PA3HBIX IApax adpec:nopm.

mail
Cunraxcuc mail { ... }
IlIo ywmomua- —
HUIO
Konrekcr main

IIpenocraBisieT KOHTEKCT KOHMUIYPAIMOHHOTO baila, B KOTOPOM YKa3bIBAIOTCH JIUPEKTUBBI IIOYTOBOTO
cepsepa.

max commands

Hobassieno B Bepcun 1.7.0.

Cunrakcuc max_commands “ucAo;
Ilo ymomua- max_commands 1000;
HUIO

Konrekcr mail, server

3ajiaeT MaKCHMAJIbHOE KOJIMIECTBO KOMAH/I, OTIIPABJISIEMbIX BO BpEMsl ayTeHTU(DUKAIUN, JJIsl YCUICHS
samuTel 0T DoS-arak.
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max errors

Cunrakcuc Max_errors Yucao;
IIo ywmomua- max_errors 5;
HUIO

Konrekcr mail, server

3ajsiaer 9ucio OmubOK MTPOTOKOJIA, [0 JTOCTUKEHNN KOTOPOTO COE/IMHEHNE 3aKPhIBACTCS.

protocol
Cunrakcuc protocol imap | pop3 | smip;
Ilo ymomua- —
HUIO
Konrekct server

3ajiaer MPOTOKOJI IpoKcupyemoro cepsepa. IlomuepxkuBatorcest nporokossl IMAP, POP3 uw SMTP.

Ecnu nupekTuBa He yKazaHa, TO MPOTOKOJ MOXKET ObITh OIIPEIE/IEH aBTOMATHIECKH 0 ODIIEN3BECTHOMY
[IOPTY, YKA3aHHOMY B JUPEKTHuBe listen:

imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

IIpu cOopke u3 MCXOJHOIO KOJIa IOJJIEPIKKY HEHYXKHBIX IIPOTOKOJIOB MOXKHO OTKJIIOUUTH C
IIOMOIIBIO  [TapaMeTpoB CcOOpKM --without-mail_imap_module, --without-mail_pop3_module u
--without-mail_smtp_module.

resolver
Cunrakcuc resolver adpec ... [valid=epemas] [ipvd=on|off] [ipv6=on|off] [status zone=3omnal;
Ilo ywmomua- resolver off;
HHUIO
Konrekcr mail, server

Samaer cepBepbl DNS, ncmonb3yembie 1j1st Ipeobpa30BaHrsl IMEHU XOCTa KJIMEHTA JIJIsl IePeIadn ero Ha
cepsep aymermugdurayuy 1 B kKomaage XCLIENT npu npokcupoanuu SMTP, manpumep:

[resolver 127.0.0.53 [::1]:5353;

1

Anipec MoxkeT OBITH YKa3aH B BHUE JOMeHHOro mmeHu uiau [P-ajipeca, u HeobsizarespHOrO nopra. Ecim
IOPT He yKazaH, ucroJjibdyercs mopT H3. Cepsepsl DNS ompalmuBaioTcs MUKJIAIECKH.

ITo ymomuanuio Angie PRO xamupyer orserst, ucnosn3ys 3uaderne TTL u3 orsera. HeobsizareabHbrit
mapamerp valid MO3BOIIET 9TO MEPEONPEIETNTD:

valid He0bA3GMENLHBIT TTAPAMETD, IO3BOJISET IIEPEOIPEIE/IUTh CPOK KIMUPOBAHMS OT-
BETA
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[resolver 127.0.0.53 [::1]:5353 valid=30s;

1

ITIo ymomganuio Angie PRO 6yaer uckars kak IPv4-, Tak u IPv6-agpeca npu mpeobpa3oBaHuu UMeH B

aJipeca.
ipvé4=off zamperaer nonck [Pv4-anpecos
ipv6=off zamnperaer nouck [Pv6-anpecos
status_zone He0bA3aMENLHDIT TTAPAMETD, BKIIFOYAET COOP NH(MOPMAIMH O 3alIpOCaX M OTBETAX
cepBepa DNS B ykazaHHOi1 30He
© Coser

s npenorsparienuss DNS-ciydunra pekomenryercst ucnoib3oBarb DNS-cepBepbl B 3alUIEHHON

JIOBEPEHHOI JIOKAJIBHOI CeTH.

resolver _timeout

Cunrakcuc resolver_timeout epems;
Ilo ywmomua- resolver_timeout 30s;
HUIO

Konrekct mail, server

SajaeT TaifimMayT i Tpeobpa30BaHUs UMEHHU B &JIPEC, HAIPUMED:

[resolver_t imeout bs;

server
Cunraxcuc server { ... }
Ilo ymomua- —
HUIO
Konrekct mail

SajsiaeT KOH(MUI'YPAIUIO JIJIsT CEPBEPA.

server name

Cunrakcuc server_name UMs;

Ilo ywmomua- server_name hostname;
HUIO

Konrekct mail, server

Sazaer UMs cepBepa, UCIOJIb3yEMOE:
e B HavasbHoM npusercreun POP3/SMTP-cepsepa;

e B salt npu ayrenruduranuun SASL-meronom CRAM-MDD5;
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e B koMmanje EHLO npu nomkirouennn Kk SMTP-03kenmy, eciin paspelieHa Iepejada KOMAaH]IBI
XCLIENT.

Ecn nmupekTrBa He yKazaHa, UCHOJIb3yeTcd uMs xocTa (hostname) MalIuHbL.

timeout
Cunrakcuc timeout epemas;
Ilo ymomua- timeout 60s;
HUIO
Konrekcr mail, server

Sajiaer TaiiMayT, KOTOPBIA MCIIOJIB3YeTCsl 10 HadaJia IPOKCUPOBAHMS HA OIKEH].

3.3.5 Moaynb Google PerfTools

Brurouaer momyepkky npoduaupoBanus pabounx mporeccoB Angie PRO mpu momormum  Google
Performance Tools. Momysb npegnazuaden st paspaborunkos Angie PRO u mosBosster um anajm-
3UPOBATh U ONTHMHU3NPOBATH IPOU3BOJIUTELHOCTD CEPBEPA, MIPEJ0CTABIIsIs TOAPOOHY IO HH(MOPMAITUIO 00
HCIIOJIb30BAHUU TIAMSITH, 3arPy3Ke IIPOIeccopa U JAPYTIUX METPUKAX ITPOU3BOJMUTEHHOCTH.

IIpu cObopke U3 HCXOZHOIO KOJIA MOMYJIb He COOMpAeTcd IO yMOJIYAHUIO; €r0 HEOOXONUMO BKJIIOYUTH C
IOMOIIBIO TTapaMeTpa cOopku --with-google_perftools_module.

@ Baxmno

st s3TOro Moysist Hy»KHa 6ubsmoreka gperftools.

Mpumep koHdurypauymn

[google_perftools_profiles /var/log/angie/perftools;

IIpoduiu 6ymyT coxpanaTbest B daiiax Buga /var/log/angie/perftools.<PID pabouero mpomecca>.

OupekTusnbl

google perftools profiles

Cunrakcuc google_perftools_profiles npedpurc datina;
Ilo ymomua- —

HUIO

Konrekcr main

Sanaer npedukc nmenn daiiia, rjae OyIeT XpaHuThCst HHGOPMAaIns 0 TpoduInpoBann padboIero mpo-
necca Angie PRO. Unentudukarop pabodero mporecca J00aBIA€TCS B KOHIIE UMEHU Yepe3 TOUKY, Ha-
npumep: /var/log/angie/perftools.1234.
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3.3.6 OcHoBHOW mMoaynb

Ocroeroti MO-
T

VYupasiienne ciaykebubIME (afiaMu, MMPOIEccaMu W JIPYTUMU  MOJYJISIMEU

Angie PRO.

3.3.7 HTTP-mogynn

HTTP
Access
ACME
Addition
API

Auth Basic
Auth Request
AutoIndex
Browser (ycrape)
Charset
DAV

Empty GIF
FastCGI
FLV

Geo

GeolP
gRPC
GunZIP
GZip

GZip Static
Headers
HTTP2
HTTP3
Image Filter
Index

JS

Limit Conn
Limit Req
Log

Map
Memcached
Mirror

MP/,

Perl
Prometheus
Proxy
Random Index
ReallP
Referer
Rewrite
SCGI
Secure Link
Slice

Split Clients
S50

SSL

Stub Status (ycrapen)

OcHoBHas1 (PYHKIIMOHAIBHOCTD Jjist 00paborku HTTP-3ampocoe u orseros, yupasienust HTT.
Konrposs mocryma wa ocroBe IP-anpecos n auamasonos CIDR.

Agromaruaeckoe nosrydenue SSL-ceprudukaTor mo nporokosy ACME.

BceraBka 3amanHoro dbparmeHTa 0 WK IOCTIE TeJIa OTBETA.

RESTful HTTP-unrepdeiic s mosrydenns: 6a30B0it nadopMarmm o BeG-cepBepe U ero craTu
Bazosasg HTTP-ayrentudukarus 1 KOHTPOJIS JOCTYIIA 0 UMEHU TT0JIb30BATE s U TapoJIio.
Apropusarusi ¢ oMoIpo noa3amnpoca K BaemHemy HTTP-cepsucy.

ABTOMATHYECKUi JINCTUHT JTUPEKTOPHl 63 UHIEKCHOrO (Daiiia.

Omnpenenienne 6pay3epa Ha OCHOBe 3arojioBka User-Agent.

Hactpoitka n mpeobpasoBanne KOAUPOBKU OTBETA.

Vupasienne daitiamu Ha cepBepe 1o mpoTokoiay WebDAV.

Ornaua ogHonmKceapbHOro mpospagnoro GIF.

IIpokcupoBanme 3amnpoca k FastCGl-cepsepy.

Tcesao-crpumunr daitios B dhopmare Flash Video (FLV).

IIpeobpazoBanne [P-agpecos B 3agaHHbIE 3HAYEHUS IEPEMEHHDIX.

Tlonyyenune nanabix 006 [P-agpecax Ha ocHOBe reosiokaruu 1o 6azam MaxMind GeolP.
IIpokcupoBanue 3ampoca k gRPC-cepeepy.

PacnakoBka cxkarbix GZip-0TBETOB [Ijist MX MOAUMUKAIMN U B CIydasiX, KOTJIa KJIUEHT He IO,
Cxarne orBeToB MeTomoMm GZip juist 9KOHOMUK TpaduKa.

Otmaga crarudeckux HailyioB, IPeIBAPUTETHLHO CKATHIX MeTogoM GZip.

Wamenenwe 1mosieii 3aroji0BKa OTBETA.

O6paboTka 3ampocos 1o nporokoary HTTP /2.

O6paborka 3ampocos 10 nporokory HTTP /3.

IIpeobpazoBanne n306pasKeHMUIA.

Hacrpoiika nHeKCHBIX DailioB, 06CIyKUBAIONIMX 3aIPOCHI ¢ KOCOI 4epToil B KoHIie (/).
O6paboTumKy JJist paciiupernst (PYyHKIINOHAJTBHOCTH ITyTeM 33JIaHNs JOMOJTHUTETLHON JIOTUKH
OrpaHuveHne YnCIa OMHOBPEMEHHBIX 3AIIPOCOB (AKTUBHBIX COEMTUHEHUI) JJIsl 3alUTHL OT TIEPE
OrpaHudeHre 4aCTOThI 3allPOCOB JIJIsI 3AIUTHI OT IIEPErPY3KH U IOAO0Pa HapOJIeii.
Hactpoiika xypHasa 3aIIpocoB JJisl OTCIEKUBAHU OOPAIEHI K PECYPCaM C IEJIbI0 MOHUTOP
IIpeobpazoBanue mepeMeHHBIX HA OCHOBE IIPEIONPEIEICHHBIX Tap «KII0U-3HATCHUE .
ITosmygerune orBeroB or Memcached-cepsepa.

3epKaJupoBaHUe 3aIIPOCOB Ha JIPYTHUE CEPBEPDI.

IIceBno-cTpumunr daitioB B hopmare MP4.

O6paboTumKy J1JTsi PACITUPEHsT (PYHKIIMOHAJIBHOCTHU IIyTeM 3aJaHUsl JOMOJHUTETLHOMN JIOTUKH
Merpuku cepsepa B dpopmare, coBMectuMoM ¢ Prometheus, st MoHUTOpUHTa 11 c6Opa CTATHC
Pesepcusaoe npokcuposanue 3ampocos K apyrum HTTP-cepsepam.

Curyuaitaplii BeI60p uHIEKCHOrO daiiia JJis 3aIpOCOB, OKAHYUBAIONIMXCS KOCOii 4epToii (/).
Ornpefiesienne ajipeca U MOPTa KJIMEHTA P paboTe 3a APYTUM ITPOKCH-CEPBEPOM.

Basmmamnus 3aagennii 3arojioska Referer.

Momudukamus URI 3amnpoca, nepenamnpasiieHnsi, yCTAHOBKA [TEPEMEHHBIX U BBIOOP KOH(MUIYpa
IIpokcupoBanue 3ampoca k SCGI-cepsepy.

Co3iaHue 3aIuIeHHbIX CChIIOK ¢ BO3MOYXKHOCTHIO OTPAHUYIEHUST CPOKA JTOCTYTIA.

Paznenenne 3ampoca Ha MHOXKECTBO MOJ3aIIPOCOB K OTJ/IEIbHBIM (hparMeHTaM JJIsl JIydImero K3
Cozmanne nepeMeHHbIX it A /B-recTupoBanusi, KaHAPEEIHBIX PEJIN30B, IAPIUHTA U JPYTUX
O6pab6orka xomamz SSI (Server Side Includes) B orBerax.

Hacrpoiika SSL/TLS miuga o6paborku 3anpocos o mnporokosy HTTPS.

T'stobanpHbIe CYeTINKY COEIMHEHMIT U 3alIPOCOB B TEKCTOBOM (bOpPMATE.
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Tabnuua 1 — npogoskeHne C NpenbiayLwei ¢

Sub Tlouck u 3amena ¢pparMeHTOB B Te€Ji€ OTBETA.

Upstream Hacrpoiika rpyIin IpoKCHPyeMbIX CEPBEPOB i OaJaHCUPOBKU HATPY3KHU.

Upstream Probe Hacrpoiika akTUBHBIX IIPOBEPOK PabOTOCIIOCOOHOCTH JIJIsi TPYIII ITPOKCUPYEMBIX CEPBEPOB.
UserlD Boigaua n obpaborka cookie ¢ yHUKAJIBHBIM UIEHTH(MUKATOPOM KJIAEHTA JIJIsT OTCJIE?KUBAHUS (
uWSGI IIpokcuposanue 3ampoca k UWSGI-cepsepy.

XSLT IIpeobpazoBanme XML-moKyMeHTOB ¢ mOMOIIBIO si3biKa XSLT.

3.3.8 lNoTokoBbie mogynn

Stream

Access
Geo
GeolP
JS

Limit
Conn
Log

Map
MQTT
Preread
Pass
Proxy
RDP
Preread
ReallP

Return

Set

Split
Clients
SSL

SSL
Preread
Upstream
Upstream

OcHoBHas1 PYHKIMOHAJBHOCTD ITOTOKOBOI'O cepBepa ijist H6ajiaHcupoBKU mpoTokosios TCP
u UDP na yposne L4.

Konrposs mocryma ma ocroBe IP-anpecor n auamazornos CIDR.

IIpeobpazoBanne IP-azpecos B 3amaHHbIe 3HAYECHUS TEPEMEHHBIX.

ITonyuenne nannbix 06 IP-anpecax Ha ocHoBe reoJiokaruu 1o 6azam MaxMind GeolP.
O6paboTINKY JIJTsl PACIIMPEHHST (DYHKITMOHAILHOCTH IIyTeM 3aJIaHUsT JIOTIOJTHUTEHHOM JI0-
TUKU Ha NjS, OJMHOXKECTBe si3bIKa JavaScript.

OrpaHunyenre YuCIa OJHOBPEMEHHBIX COEIUHEHUN It 3allUTh OT [T€PErPY3KU.

Hacrpoiika KypHajia ceccuil it OTCIEKUBAHIS OOPAIIEHN K PECyPCcaM C IeIbI0 MOHU-
TOPHUHTA U AHAJII3A.

IIpeobpazoBanue mepeMeHHBIX HA OCHOBE IIPEJIOIPEE/IEHHBIX T1ap «KJIF0Y-3HAUYEHUE.
Yrenune ujaeHTH(MUKATOPA KJIUEHTa U UMEHU I0JIb30BaTE sl U3 COEIUHEHMS 110 IIPOTOKOJIY
MQTT mo MoMeHTa IPUHSATHUS PEIeHusT O OATAHCUPOBKE.

Ilepemaga npuHATHIX COEIUHEHUI HAIPSAMYIO B HACTPOEHHBIN CJIYIIAIONIAN COKET.
Hacrpoiika mpokcupoBaHus K APYTUM CEPBEPAM.

Yrenne cookie m3 coenmHeHusi mo mpotokoay RDP 10 MomenTa NpUHATHS pEIIEHUs O
OaJIAHCUPOBKE.

Ormpeiesienne ajipeca 1 MOpTa KJIMEHTa IPU paboTe 3a APYTUM IPOKCH-CEPBEPOM.
OTnpaBka B OTBET KJIMEHTY IIPU €r0 MOIKJIIOYEHNN 3aJaHHOTO 3HAYeHNUs 0e3 JaIbHeiIero
[TPOKCUPOBAHUSI.

VcraHOBKA 3aJaHHBIX 3HAYEHUN IEPEMEHHBIX.

Cosnanve nepeMeHHBIX 1uist A /B-TecTUpoBaHUs, KAHAPEETHBIX PEJIM30B, MIADJUHTA U JIPY-
IUX CIIEHAPUEB, TPEOYIOIINX PA3/IeJIE€HNUs 110 MPOIOPINOHAIBHBIM IPYIIIIAM.
Tepmunuposanue nporokosos SSL/TLS u DTLS.

UsBinieuenne undopmaryu u3 coobrienus ClientHello 6e3 repmunupoBanus SSL/TLS u
JI0 MOMEHTa [IPUHATHS PenieHrs: 0 OaJaHCHPOBKE.

Hacrpoiika rpyIin IpoKCHPyeMbIX CEPBEPOB JIjisi OAJaHCUPOBKU HAIPY3KH.

Hacrpoiika ak THBHBIX ITPOBEPOK pabOTOCIIOCOOHOCTH JIJIsi TPYIII IIPOKCUPYEMBIX CEPBEPOB.

3.3.9 lNouToBble Moaynn

Mail
Auth HT"

IMAP
POP3
Proxy
ReallP
SMTP
SSL

OcHoBHast (PyHKITMOHAIBLHOCTD ITOYTOBOIO IIPOKCHU-CEPBEPA..

AyrenTudukarus noap3oBaTesell u BLIOOP cepBepa s MOCIEeIYIONEero TPOKCUPOBAHUS €
nomorpio HTTP-3anpocos kK BHEITHEMY cepBepYy.

[Momep:xka mporokosa IMAP.

IToxmepzxka nmporokona POP3.

Hacrpoiika npokcrnpoBaHust K APYTAM CEPBEPAM.

Omnpesienierne ajpeca u MopTa KJIKEHTa Mpu paboTe 3a JPYTUM MPOKCH-CEPBEPOM.
[Mommepzxka mporokoaa SMTP.

IMopuepxka nporokosos SSL/TLS u StartTLS.
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3.3.10 Mopynb Google PerfTools

Google Perf' OrBedaer 3a mHTerpanuio ¢ budmmorekoit Google Performance Tools mist mpodumupo-
BaHUs U AHAJIN38 IPOU3BOJIUTETHHOCTH TPUIOKEHWH.
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rnABA 4

I'IpaBa Ha NHTENNEKTYAJIbHYHO CcobCTBEHHOCTL

Jlokymenranust Ha mporpaMMubiii mpoaykT Angie PRO saBisiercs mHTENIEKTYaTbHOW COOCTBEHHOCTHIO
00O «Beb6-CepBep», HOKyMeHTAllUsl CO3JaHA B pe3ysbrare u3MeHeHus (mepepaboTKu) JOKYMEHTAIU
HA TPOrpaMMHBIH TPoAyKT Angie.
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AncbaBUTHbLI yKasaTesb
CumBonsl break (http), 208
$1, 183, 261, 378, 409 C
A charset (http), 72

absolute_redirect (http), 312
accept_mutex (core), 17
accept_mutex_delay (core), 17
access_log (hitp), 134
access_log (stream), 370

acme (http), 30

acme_client (http), 30
acme_client_path (htip), 31
add_after_body (hitp), 32
add_before_body (http), 32
add_header (http), 115
add_trailer (hitp), 115
addition_types (http), 33

aio (http), 312

aio_write (http), 313

alias (http), 314

allow (hitp), 28

allow (stream), 355
ancient_browser (http), 70
ancient_browser_value (http), 70
api (http), 33

api_config_files (http), 34
auth_basic (hitp), 66
auth_basic_user_file (htlp), 66
auth_delay (http), 314
auth_http, 431
auth_http_header, 431
auth_http_pass_client_cert, 431
auth_http_timeout, 431
auth_request (http), 67
auth_request_set (http), 67
auto_redirect (htp), 315
autoindex (hitp), 68
autoindex_exact_size (hitp), 68
autoindex_format (hittp), 68
autoindex_localtime (hitp), 69

B

bind_conn (htép), 260

charset_map (http), 72

charset_types (hitp), 73
chunked_transfer_encoding (http), 315
client_body_buffer_size (http), 315
client_body_in_file_only (http), 316
client_body_in_single_buffer (http), 316
client_body_temp_path (hitp), 316
client_body_timeout (http), 316
client_header_buffer_size (http), 317
client_header_timeout (hitp), 317
client_max_body_size (http), 317
connection_pool_size (hitp), 318
create_full_put_path (http), 74

D

daemon (core), 17

dav_access (hitp), 75
dav_methods (http), 75
debug_connection (core), 18
debug_points (core), 18
default_type (hitp), 318
deny (hitp), 28

deny (stream), 356

directio (http), 318
directio_alignment (hitp), 318
disable_symlinks (http), 319

E

empty_gif (hitp), 76
env (core), 18
error_log (core), 19
error_page (http), 320
etag (http), 320
events (core), 20
expires (hitp), 115

F

fastcgi_bind (http), 77
fastcgi_buffer_size (hitp), 77
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fastcgi_buffering (hitp), 77
fastcgi_buffers (http), 78
fastcgi_busy_buffers_size (http), 78
fastcgi_cache (hitp), 78
fastcgi_cache_background_update (http), 78
fastcgi_cache_bypass (http), 79
fastcgi_cache_key (http), 79
fastcgi_cache_lock (http), 79
fastcgi_cache_lock_age (hitp), 79
fastcgi_cache_lock_timeout (http), 80
fastcgi_cache_max_range_offset (hitp), 80
fastcgi_cache_methods (http), 80
fastcgi_cache_min_uses (hitp), 80
fastcgi_cache_path (hitp), 81
fastcgi_cache_revalidate (hitp), 82
fastcgi_cache_use_stale (hitp), 82
fastcgi_cache_valid (hitp), 83
fastcgi_catch_stderr (http), 84
fastcgi_connect_timeout (hitp), 84
fastcgi_connection_drop (hitp), 84
fastcgi_force_ranges (htlp), 84
fastcgi_hide_header (http), 85
fastcgi_ignore_client_abort (hitp), 85
fastcgi_ignore_headers (hitp), 85
fastcgi_index (hitp), 86
fastcgi_intercept_errors (hitp), 86
fastcgi_keep_conn (hitp), 86
fastcgi_limit_rate (hitp), 86
fastcgi_max_temp_file_size (http), 87
fastcgi_next_upstream (hitp), 87
fastcgi_next_upstream_timeout (hitp), 88
fastcgi_next_upstream_tries (hitp), 88
fastcgi_no_cache (http), 89
fastcgi_param (hitp), 89

fastcgi_pass (http), 90
fastcgi_pass_header (hitp), 90
fastcgi_pass_request_body (http), 90
fastcgi_pass_request_headers (http), 91
fastcgi_read_timeout (http), 91
fastcgi_request_buffering (http), 91
fastcgi_send_lowat (http), 91
fastcgi_send_timeout (http), 92
fastcgi_socket_keepalive (hitp), 92
fastcgi_split_path_info (hitp), 92
fastcgi_store (hitp), 93
fastcgi_store_access (http), 94
fastcgi_temp_file_write_size (hitp), 94
fastcgi_temp_path (htlp), 94

£1v (http), 96

G

geo (http), 97

geo (stream), 356
geoip_city (http), 99
geoip_city (stream), 358
geoip_country (hitp), 99
geoip_country (stream), 358
geoip_org (hitp), 99

geoip_org (stream), 359
geoip_proxy (http), 100
geoip_proxy_recursive (hitp), 100
google_perftools_profiles, 453
grpc_bind (http), 101
grpc_buffer_size (hitp), 101
grpc_connect_timeout (http), 101
grpc_connection_drop (hitp), 102
grpc_hide_header (http), 102
grpc_ignore_headers (http), 102
grpc_intercept_errors (htip), 103
grpc_next_upstrean (hitp), 103
grpc_next_upstream_timeout (http), 104
grpc_next_upstream_tries (http), 104
grpc_pass (http), 104

grpc_pass_header (http), 105
grpc_read_timeout (http), 105
grpc_send_timeout (http), 105
grpc_set_header (http), 106
grpc_socket_keepalive (http), 106
grpc_ssl_certificate (hitp), 106
grpc_ssl_certificate_key (hitp), 107
grpc_ssl_ciphers (http), 107
grpc_ssl_conf_command (http), 107
grpc_ssl_crl (hitp), 108

grpc_ssl_name (http), 108
grpc_ssl_password_file (hilp), 108
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gzip_proxied (http), 113
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H

hash (http), 262

hash (stream), 410

http (http), 321

http2 (http), 304
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image_filter_buffer (http), 118
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image_filter_jpeg_quality (http), 118
image_filter_sharpen (http), 119
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image_filter_webp_quality (http), 119
imap_auth, 434

imap_capabilities, 434
imap_client_buffer, 435

include (core), 20

index (http), 120

internal (http), 321

ip_hash (hitp), 263

J
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js_content (http), 123
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js_path (http), 126

js_path (stream), 364
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js_preload_object (stream), 365

js_preread (stream), 365

js_set (http), 126

js_set (stream), 366
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js_shared_dict_zone (stream), 366

js_var (http), 128
js_var (stream), 367

K

keepalive (http), 263
keepalive_disable (hitp), 322
keepalive_requests (http), 265, 322
keepalive_time (hitp), 265, 323
keepalive_timeout (hitp), 266, 323

L

large_client_header_buffers (hitp), 323

least_conn (http), 266
least_conn (stream), 411
least_time (http), 266
least_time (stream), 411
limit_conn (http), 129
limit_conn (stream), 368
limit_conn_dry_run (http), 130
limit_conn_dry_run (stream), 368
limit_conn_log_level (http), 130
limit_conn_log_level (stream), 368
limit_conn_status (http), 130
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limit_conn_zone (stream), 369
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limit_req_log_level (hitp), 132
limit_req_status (htip), 133
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lingering_close (http), 325
lingering_time (http), 326
lingering_timeout (http), 326
listen, 448

listen (hitp), 326

listen (stream), 420
load_module (core), 20
location (hitp), 330

lock_file (core), 21

log_format (http), 135
log_format (stream), 371
log_not_found (http), 332
log_subrequest (hitp), 332

M

mail, 450

map (hitp), 137

map (stream), 372
map_hash_bucket_size (hitp), 138
map_hash_bucket_size (stream), 374
map_hash_max_size (hitp), 139
map_hash_max_size (stream), 374
master_process (core), 21
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max_ranges (http), 333

memcached_bind (http), 139
memcached_buffer_size (hitp), 140
memcached_connect_timeout (http), 140
memcached_gzip_flag (http), 140
memcached_next_upstream (http), 140
memcached_next_upstream_timeout (http), 141
memcached_next_upstream_tries (http), 141
memcached_pass (http), 142
memcached_read_timeout (http), 142
memcached_send_timeout (http), 142
memcached_socket_keepalive (http), 143
merge_slashes (hitp), 333
min_delete_depth (hitp), 75

mirror (hitp), 144

mirror_request_body (hitp), 144
modern_browser (http), 71
modern_browser_value (http), 71

mp4 (hitp), 146

mp4_buffer_size (http), 146
mp4_limit_rate (http), 146
mp4_limit_rate_after (hitp), 147
mp4_max_buffer_size (http), 146
mp4_start_key_frame (http), 147
mqtt_preread (stream), 375
msie_padding (http), 333

msie_refresh (htlp), 334

multi_accept (core), 2

O

open_file_cache (hitp), 334
open_file_cache_errors (hitp), 334
open_file_cache_min_uses (http), 335
open_file_cache_valid (http), 335
open_log_file_cache (http), 136
open_log_file_cache (stream), 371
output_buffers (hitp), 335
override_charset (http), 73

P

pass (stream), 376

pcre_jit (core), 22

perl (hitp), 149

perl_modules (http), 149
perl_require (http), 149
perl_set (hitp), 150

pid (core), 22

pop3_auth, 435
pop3_capabilities, 435
port_in_redirect (hitp), 335
postpone_output (http), 336
preread_buffer_size (stream), 423
preread_timeout (stream), 423
prometheus (http), 171
prometheus_template (http), 171
protocol, 451

proxy_bind (http), 174
proxy_bind (stream), 377

proxy_buffer, 436
proxy_buffer_size (hitp), 174
proxy_buffer_size (stream), 377
proxy_buffering (http), 174
proxy_buffers (http), 175
proxy_busy_buffers_size (http), 175
proxy_cache (http), 175
proxy_cache_background_update (http), 176
proxy_cache_bypass (http), 177
proxy_cache_convert_head (http), 177
proxy_cache_key (http), 177
proxy_cache_lock (hitp), 178
proxy_cache_lock_age (http), 178
proxy_cache_lock_timeout (http), 178
proxy_cache_max_range_offset (http), 178
proxy_cache_methods (http), 179
proxy_cache_min_uses (http), 179
proxy_cache_path (http), 179
proxy_cache_revalidate (http), 181
proxy_cache_use_stale (hitp), 181
proxy_cache_valid (http), 181
proxy_connect_timeout (hitp), 182
proxy_connect_timeout (stream), 377
proxy_cookie_domain (http), 183
proxy_cookie_flags (http), 184
proxy_cookie_path (hitp), 184
proxy_download_rate (stream), 378
proxy_force_ranges (http), 185
proxy_half_close (stream), 379
proxy_headers_hash_bucket_size (http), 185
proxy_headers_hash_max_size (http), 185
proxy_hide_header (http), 185
proxy_http3_hq (http), 186
proxy_http3_max_concurrent_streams
186
proxy_http3_stream_buffer_size (htip), 186
proxy_http_version (http), 186
proxy_ignore_client_abort (hitp), 187
proxy_ignore_headers (http), 187
proxy_intercept_errors (http), 187
proxy_limit_rate (hitp), 187
proxy_max_temp_file_size (http), 188
proxy_method (http), 188
proxy_next_upstream (http), 189
proxy_next_upstream (stream), 379
proxy_next_upstream_timeout (http), 190
proxy_next_upstream_timeout (stream), 379
proxy_next_upstream_tries (hitp), 190
proxy_next_upstream_tries (stream), 379
proxy_no_cache (http), 190
proxy_pass (http), 191
proxy_pass (stream), 380
proxy_pass_error_message, 436
proxy_pass_header (http), 192
proxy_pass_request_body (http), 192
proxy_pass_request_headers (hitp), 192
proxy_protocol, 436
proxy_protocol (stream), 380
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proxy_protocol_timeout (stream), 423
proxy_quic_active_connection_id_limit
(http), 193
proxy_quic_gso (http), 193
proxy_quic_host_key (http), 193
proxy_read_timeout (htép), 193
proxy_redirect (http), 194
proxy_request_buffering (http), 195
proxy_requests (stream), 380
proxy_responses (stream), 380
proxy_send_lowat (hitp), 195
proxy_send_timeout (http), 196
proxy_set_body (http), 196
proxy_set_header (hitp), 196
proxy_smtp_auth, 436
proxy_socket_keepalive (hitp), 197
proxy_socket_keepalive (stream), 381
proxy_ssl (stream), 381
proxy_ssl_certificate (http), 197
proxy_ssl_certificate (stream), 381
proxy_ssl_certificate_key (hitp), 198
proxy_ssl_certificate_key (stream), 382
proxy_ssl_ciphers (hitp), 198
proxy_ssl_ciphers (stream), 382
proxy_ssl_conf_command (hitp), 198
proxy_ssl_conf_command (stream), 382
proxy_ssl_crl (hitp), 199
proxy_ssl_crl (stream), 383
proxy_ssl_name (http), 199
proxy_ssl_name (stream), 383
proxy_ssl_ntls (http), 199
proxy_ssl_ntls (stream), 383
proxy_ssl_password_file (http), 200
proxy_ssl_password_file (stream), 384
proxy_ssl_protocols (http), 200
proxy_ssl_protocols (stream), 384
proxy_ssl_server_name (http), 200
proxy_ssl_server_name (stream), 384
proxy_ssl_session_reuse (http), 201
proxy_ssl_session_reuse (stream), 385
proxy_ssl_trusted_certificate (http), 201
proxy_ssl_trusted_certificate (stream), 385
proxy_ssl_verify (hitp), 201
proxy_ssl_verify (stream), 385
proxy_ssl_verify_depth (http), 201
proxy_ssl_verify_depth (stream), 385
proxy_store (http), 202
proxy_store_access (http), 203
proxy_temp_file_write_size (http), 203
proxy_temp_path (http), 203
proxy_timeout, 437
proxy_timeout (stream), 386
proxy_upload_rate (stream), 386

Q

queue (hitp), 267
quic_active_connection_id_limit (http), 308
quic_bpf (http), 308

quic_gso (http), 308
quic_host_key (http), 308
quic_retry (http), 309

R

random (hitp), 267

random (stream), 412

random_index (http), 205
rdp_preread (stream), 388
read_ahead (hitp), 336
real_ip_header (http), 205
real_ip_recursive (hitp), 206
recursive_error_pages (hitp), 336
referer_hash_bucket_size (http), 207
referer_hash_max_size (http), 207
request_pool_size (hilp), 336
reset_timedout_connection (hitp), 337
resolver, 451

resolver (hitp), 337

resolver (stream), 423
resolver_timeout, 452
resolver_timeout (http), 338
resolver_timeout (stream), 424
response_time_factor (http), 268
response_time_factor (stream), 412
return (hitp), 210

return (stream), 389

rewrite (http), 210

rewrite_log (http), 211

root (http), 338

S

satisfy (hitp), 338

scgi_bind (http), 213
scgi_buffer_size (http), 213
scgi_buffering (hitp), 214
scgi_buffers (hitp), 214
scgi_busy_buffers_size (hitp), 214
scgi_cache (http), 215
scgi_cache_background_update (http), 215
scgi_cache_bypass (http), 215
scgi_cache_key (http), 216
scgi_cache_lock (http), 216
scgi_cache_lock_age (http), 216
scgi_cache_lock_timeout (http), 216
scgi_cache_max_range_offset (hitp), 217
scgi_cache_methods (http), 217
scgi_cache_min_uses (hitp), 217
scgi_cache_path (http), 217
scgi_cache_revalidate (hitp), 219
scgi_cache_use_stale (http), 219
scgi_cache_valid (http), 220
scgi_connect_timeout (http), 220
scgi_connection_drop (htip), 221
scgi_force_ranges (http), 221
scgi_hide_header (hitp), 221
scgi_ignore_client_abort (http), 221
scgi_ignore_headers (hitp), 222
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scgi_intercept_errors (http), 222
scgi_limit_rate (hitp), 222
scgi_max_temp_file_size (htlp), 223
scgi_next_upstream (http), 223
scgi_next_upstream_timeout (http), 224
scgi_next_upstream_tries (hitp), 224
scgi_no_cache (http), 225

scgi_param (http), 225

scgi_pass (http), 225
scgi_pass_header (hitp), 226
scgi_pass_request_body (hitp), 226
scgi_pass_request_headers (http), 226
scgi_read_timeout (http), 227
scgi_request_buffering (http), 227
scgi_send_timeout (hitp), 227
scgi_socket_keepalive (hitp), 227
scgi_store (hitp), 228
scgi_store_access (http), 229
scgi_temp_file_write_size (hitp), 229
scgi_temp_path (http), 229
secure_link (htip), 230
secure_link_md5 (http), 230
secure_link_secret (http), 231
send_lowat (http), 339

send_timeout (hitp), 339

sendfile (hitp), 339
sendfile_max_chunk (hitp), 340
server, 452

server (hitp), 268, 340

server (stream), 406, 424

server_name, 452

server_name (htip), 340

server_name (stream), 424
server_name_in_redirect (http), 342
server_names_hash_bucket_size (http), 343
server_names_hash_bucket_size (stream), 426
server_names_hash_max_size (http), 343
server_names_hash_max_size (stream), 426
server_tokens (http), 343

set (http), 211

set (stream), 390

set_real_ip_from, 438
set_real_ip_from (hitp), 205
set_real_ip_from (stream), 389

slice (http), 233

smtp_auth, 438

smtp_capabilities, 438
smtp_client_buffer, 439
smtp_greeting_delay, 439
source_charset (http), 73
split_clients (http), 234
split_clients (stream), 391

ssi (http), 235

ssi_last_modified (http), 235
ssi_min_file_chunk (http), 235
ssi_silent_errors (http), 235
ssi_types (http), 236
ssi_value_length (hitp), 236

ssl_alpn (stream), 392
ssl_buffer_size (hitp), 241
ssl_certificate, 440
ssl_certificate (hitp), 241
ssl_certificate (stream), 392
ssl_certificate_key, 441
ssl_certificate_key (http), 242
ssl_certificate_key (stream), 393
ssl_ciphers, 441

ssl_ciphers (hitp), 243
ssl_ciphers (stream), 394
ssl_client_certificate, 441
ssl_client_certificate (http), 243
ssl_client_certificate (stream), 394
ssl_conf_command, 442
ssl_conf_command (hitp), 244
ssl_conf_command (stream), 394
ssl_crl, 442

ssl_crl (hitp), 244

ssl_crl (stream), 395

ssl_dhparam, 442

ssl_dhparam (http), 244
ssl_dhparam (stream), 395
ssl_early_data (http), 245
ssl_ecdh_curve, 443
ssl_ecdh_curve (http), 245
ssl_ecdh_curve (stream), 395
ssl_engine (core), 22
ssl_handshake_timeout (stream), 396
ssl_ntls (hitp), 246

ssl_ntls (stream), 396

ssl_ocsp (http), 246
ssl_ocsp_cache (hitp), 247
ssl_ocsp_responder (http), 247
ssl_password_file, 443
ssl_password_file (http), 247
ssl_password_file (stream), 397
ssl_prefer_server_ciphers, 444
ssl_prefer_server_ciphers (http), 248
ssl_prefer_server_ciphers (stream), 397
ssl_preread (stream), 404
ssl_protocols, 444

ssl_protocols (hitp), 248
ssl_protocols (stream), 397
ssl_reject_handshake (http), 248
ssl_session_cache, 444
ssl_session_cache (http), 249
ssl_session_cache (stream), 398
ssl_session_ticket_key, 445
ssl_session_ticket_key (http), 249
ssl_session_ticket_key (stream), 398
ssl_session_tickets, 446
ssl_session_tickets (http), 250
ssl_session_tickets (stream), 399
ssl_session_timeout, 446
ssl_session_timeout (http), 250
ssl_session_timeout (stream), 399
ssl_stapling (hitp), 250

AndasutHblii ykazaTtesnb

463



*cepBep

00O «Beb-Cepsep», OI'PH 1227700436578, NHH 9704151517
yn. Jleea Tonctoro, 4. 14, atax 1, k8. 2, r. Mocksa, 119021

Onuncanmne yHKLMOHANLHBIX XapakTepucTuk, sepcusa 1.7.0

ssl_stapling_file (http), 251

ssl_stapling_responder (http), 251

ssl_stapling_verify (http), 251

ssl_trusted_certificate, 446

ssl_trusted_certificate (htlp), 252

ssl_trusted_certificate (stream), 399

ssl_verify_client, 446

ssl_verify_client (http), 252

ssl_verify_client (stream), 400

ssl_verify_depth, 447

ssl_verify_depth (hitp), 252

ssl_verify_depth (stream), 400

starttls, 447

state (http), 271

state (stream) ((stream upstream module),
408

status_zone (http), 343

status_zone (stream), 426

sticky (http), 271

sticky (stream), 413

sticky_secret (hitp), 273

sticky_secret (stream), 415

sticky_strict (http), 274

sticky_strict (stream), 415

stream (stream), 126

stub_status (http), 257

sub_filter (http), 258

sub_filter_last_modified (http), 259

sub_filter_once (http), 259

sub_filter_types (http), 259

subrequest_output_buffer_size (hitp), 344

T

tcp_nodelay (http), 344
tcp_nodelay (stream), 427
tcp_nopush (http), 344

thread_pool (core), 23

timeout, 453

timer_resolution (core), 23
try_files (hitp), 344

types (http), 346
types_hash_bucket_size (hitp), 347
types_hash_max_size (http), 347

U

underscores_in_headers (http), 347
uninitialized_variable_warn (http), 211
upstream (hitp), 274

upstream (stream), 405
upstream_probe (htip), 278
upstream_probe (stream), 417
upstream_probe_timeout (stream), 386
use (core), 23

user (core), 24

userid (http), 281

userid_domain (hilp), 281
userid_expires (http), 281
userid_flags (hitp), 281

userid_mark (http), 281

userid_name (http), 282

userid_p3p (http), 282

userid_path (http), 282
userid_service (http), 282

uwsgi_bind (http), 283
uwsgi_buffer_size (hitp), 284
uwsgi_buffering (hitp), 284
uwsgi_buffers (hitp), 284
uwsgi_busy_buffers_size (http), 285
uwsgi_cache (hitp), 285
uwsgi_cache_background_update (http), 285
uwsgi_cache_bypass (http), 286
uwsgi_cache_key (http), 286
uwsgi_cache_lock (http), 286
uwsgi_cache_lock_age (http), 286
uwsgi_cache_lock_timeout (http), 287
uwsgi_cache_max_range_offset (http), 287
uwsgi_cache_methods (hitp), 287
uwsgi_cache_min_uses (http), 287
uwsgi_cache_path (hitp), 288
uwsgi_cache_revalidate (hitp), 289
uwsgi_cache_use_stale (hitp), 289
uwsgi_cache_valid (http), 290
uwsgi_connect_timeout (hitp), 291
uwsgi_connection_drop (http), 291
uwsgi_force_ranges (htlp), 291
uwsgi_hide_header (hitp), 291
uwsgi_ignore_client_abort (http), 292
uwsgi_ignore_headers (hitp), 292
uwsgi_intercept_errors (hittp), 292
uwsgi_limit_rate (hitp), 293
uwsgi_max_temp_file_size (http), 293
uwsgi_modifierl (http), 293
uwsgi_modifier2 (http), 2941
uwsgi_next_upstream (http), 294
uwsgi_next_upstream_timeout (htlp), 295
uwsgi_next_upstream_tries (hitp), 295
uwsgi_no_cache (http), 295

uwsgi_pass (http), 296
uwsgi_pass_header (hitp), 296
uwsgi_pass_request_body (http), 296
uwsgi_pass_request_headers (hitp), 296
uwsgi_read_timeout (http), 297
uwsgi_request_buffering (http), 297
uwsgi_send_timeout (http), 297
uwsgi_socket_keepalive (hitp), 297
uwsgi_ssl_certificate (htip), 298
uwsgi_ssl_certificate_key (http), 298
uwsgi_ssl_ciphers (hitp), 298
uwsgi_ssl_conf_command (hitp), 298
uwsgi_ssl_crl (hitp), 299
uwsgi_ssl_name (http), 299
uwsgi_ssl_password_file (http), 299
uwsgi_ssl_protocols (http), 300
uwsgi_ssl_server_name (hitp), 300
uwsgi_ssl_session_reuse (http), 300
uwsgi_ssl_trusted_certificate (htip), 300
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uwsgi_ssl_verify (hitp), 301
uwsgi_ssl_verify_depth (http), 301
uwsgi_store (http), 301
uwsgi_store_access (http), 302
uwsgi_temp_file_write_size (hitp), 302
uwsgi_temp_path (http), 302

V

valid_referers (hitp), 207
variables_hash_bucket_size (hitp), 348
variables_hash_bucket_size (stream), 427
variables_hash_max_size (hltp), 348
variables_hash_max_size (stream), 427

W

worker_aio_requests (core), 24
worker_connections (core), 24
worker_cpu_affinity (core), 24
worker_priority (core), 25
worker_processes (core), 26
worker_rlimit_core (core), 26
worker_rlimit_nofile (core), 26
worker_shutdown_timeout (core), 26
working_directory (core), 27

X

xclient, 437

xml_entities (http), 310
xslt_last_modified (hitp), 310
xslt_param (http), 310
xslt_string_param (http), 311
xslt_stylesheet (http), 311
xslt_types (http), 312

VA

zone (http), 275
zone (stream), 409
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