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AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwue cBepgeHus

Angie Ingress Controller (ANIC) - sro pemenue mjist yupasjeHus TpadUKOM KOHTEHHEPU3UPOBAHHBIX
npuwiroxkenuit B8 Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJiacTepe, yrnpapjsds (QyHKIMsaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku mpasui odbpaborku Tpaduka. [Ipoaykr 6asupyercs wHa Angie PRO, uro mosposisier crpourh
Ge301acHbIe MACIITAOMPYEMBbIE BHICOKOIIPOM3BOIUTE/IbHBIE OKPYZKEHISI, UCIIOJIb3Ysl POCCUICKOE PerteHne
¢ TpodeCCHOHAIBHBIMI CEPBUCAMY MUTDAINN U TEXHUIECKON MMO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit nabop dyuknumit Ingress:

e Banaancuposka naepysxu TCP, UDP, TLS, HTTP, gRPC'" T'ubkoe pacupeenenne Tpaduka u ero
ILJIABHOT'O MEPEHOCA IPU OOHOBJICHUAX TIPUJIOKEHU

o Tepmunuposanue ceccuti TLS: TlomTBep:KmeHusl MOIIUHHOCTH CEPBUCOB M 3aIlUTLI OHJIANH-
TPaH3aKIUi

o Hacmpotixu 2ubkozo ao2uposarus: Y IPABIEHIE COBPEMEHHBIMY JTUHAMUYECKIME ITPUIOKEHUSIMA

e Pacwupennan mapupymusayus mpagura: Paznensenne Tpaduka u paciinpeHHas Mapiuipy TH3aIHs
Ha OCHOBE COJEPKUMOTO

o Ozpanuvenue nocmynarouiezo mpagpura: Ilo pa3IuIHBIM KPUTEPUAM JJIs 3AIMTATHI TPUIOKEHUH OT

DDoS
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o Modugpuxayus omeemos Ha 3anpocov,: Ha yposue 6astancuposmuka HTTP

1.2 CucremHble TpeboBaHus

Crucok nogzepxkuBaeMbix OC u apXuTekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
Alt Linux 10 x86 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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VYcTaHoBKa

B arom pazgene onucannr mocrymnabie crocodsr yeranosku ANIC, a Takke murparus ¢ Ingress-NGINX

Controller na ANIC.
Vemanoska ¢ nomouyvro Helm
Honyuenue auyensuu
Yemanrosxa u nacmpotixa oas Hndexc. Obaaxa

Muepavyus ¢ Ingress-NGINX Controller na ANIC

2.1 Ycranoska c nomowbio Helm

Angie Ingress Controller (ANIC) passopaunsaercst B kiacrepe Kubernetes ¢ momorsio Helm.

IIporpaMmubie TpeOOBAHMS:
o Kubernetes 1.22+
e Helm 3.0+

Ilopep:xuBaemMble TUCTPUOY TUBBIL:

ApXxuTekTypbl

HaseaHue Bepcun
Alpine Linux 3.21

Debian 11 "Bullseye"
ALT Linux 10

x86_ 64, ARM64
x86_ 64, ARM64
x86_ 64, ARM64
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2.1.1 MNony4yenune gocrtyna k obpasy ANIC

1. Asropmsyiitecs B Docker Registry, aTo6sr mosmyants gocryn k obpasy ANIC:

[$ docker login -u=<login> -p=<password> anic.docker.angie.software ]

Ilocne ycmermmo#t aBropusanuu nHMOPMAIUI O J0CTyle OyraeT coxpamena B daitae ~/.docker/
config. json.

2. Cozpaiite cexkper myst Kubernetes, uconssyst daitn Docker-kouduryparmm:

$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$HOME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIOIB30BATHCS JJIs JOCTyIIa K IpuBaTHBIM obpa3am B Kubernetes.

2.1.2 CkavauBaHue obpasa ANIC

Ckauaiite obpa3z ANIC u nieperecurte ero B CBOI JIMYHBIN PEITO3UTOPHIA, JJIsI ITOIO:

1. Barpyaure obpaz ANIC:

[$ docker pull anic.docker.angie.software/anic:latest }

2. IlepeumenyiiTe ob6pa3:

F docker tag anic.docker.angie.software/anic:latest <Baw_pemosuTopuit>/<obpas_ }
—anic>

3. OrmpaBbTe epernMeHOBaHHbBINH 06pa3 B CBOIl PEO3UTOpUii:

[$ docker pull <Bam_pemnosuTopuii>/<obpas_anic> ]

4. B daiisne values.yaml obHOBuTE 10jIe controller.image.repository cOOTBETCTBEHHO.

2.1.3 lNMoakntoveHne nnuueH3um

Tloakmounre jaunensuto st ANIC, cirenyst unempyruyuu.

2.1.4 MNony4eHune n HacTpoiika Helm-yapTa

1. Ckutonupyiite Helm-yapr u3 penosuropust Angie Software.

JlocTyIl K perno3uTopruio MOXKHO IIOJIyYUTh, 0OpaTuBIuch Ha infoQwbsrv.ru.

[$ git clone https://git.angie.software/web-server/anic-helm-charts.git }

2. OrpenmakTupyiite daiin values.yaml, yKa3aB UMs CEKPETa, CO3TAHHOIO s OCTyIa K oOpasaM:

[imagePullSecretNa.me : "regcred" ]

3. Cobepute u ycranosure Helm-gapr:

[$ helm install <umMa_penmsa> <OyTh_Io_dapTa> }

Helm crenepupyer manudecrsr Kubernetes ma ocnoBe mabionos (templates/) u 3uadeHwuii
(values.yaml), a 3aTeM yCTAHOBUT HX B KJlacTepe.

2.1. YcraHoska c nomouwbio Helm 4
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(i ) IIpumeuanue

ITo ymomuanuio mius ANIC tpebyercs neckosnbko CRD (ompesesienuii mosib30BaTeIbCcKuX pe-
CYDPCOB), YCTAHOBJIEHHBIX B KjacTepe. Helm ycranasmumpaer wx apromarndecku. Eciau He ycTa-
HoBuTh CRD, ogsr ANIC He 6ymyr rorosel (Ready). Eciu BBl He nCIOIb3yeTe MOIb30BATEb-
cKue pecypebl, st Kotopbix Tpebytorcs CRD (4o coorBercrByer mapamerpy controller.
enableCustomResources, ycraHoBjieHHOMY Kak false), ycranoBky CRD MOXKHO mpoIrycTUTS,
yKa3aB B KomaH/e helm install mapamerp --skip-crds.

2.1.5 O6Hosnenune CRD

Yro6wr o6HOBUTE CRD, ckauaiite ncxoaubie (aityibl Helm-dapra, a 3aTeM BBIIIOJIHATE KOMAHJLY:

[$ kubectl apply -f crds/ }

(i ) IIpumeuanune

MozkeT MOABUTHCS CIIEYIONTee MPEIYyIPEKIeHNe, HO €r0 MOXKHO TPOUTHOPUPOBATD:

Warning: kubectl apply should be used on resource created by either
kubectl create --save-config or kubectl apply

2.1.6 VYaanenne CRD

Yrobwl ymaaute CRD, ckagaiite ucxosubie daitibr Helm-uapra, a 3areM BBITOJTHUTE KOMAHILY:

[$ kubectl delete -f crds/ ]

O IIpumeuannue

DTa KOMaHa yraauT Bce coorBercTBylomue CRD B Bamem Kiiacrepe BO BCeX IPOCTPAHCTBAX MMEH.
Y6emurech, 9TO B KJIacCTEpe HET TOJIB30BATEIbCKUX PECYPCOB, KOTOPhIE BbI XOTUTE COXPAHUTDH, U HE
zamyinens! apyrue sx3eMisapbl ANIC.

2.1.7 KoHdurypauyus

B Tabsatie HuzKe miepednc/ienbl HacTpanBaeMbie mapamerpbl Helm-aapra Ingress Controller n ux 3navdenust
110 yMOJTIAHUIO.

Mapametp Onwucanne Mo
yMoJ-
YaHuIo
controller. Nmst daemonset nian deployment ANIC. Coszna-
name ercst
aBTO-
MaTH-
9eCKH
controller. Tun ycranoBgku ANIC - deployment wiau daemonset. deployment
kind

NPOLO/IKAETCS Ha ClefytoLleli CTpaHuLe

2.1. YcraHoska c nomouwbio Helm 5
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb

MNapameTp Onncaxne Mo
yMoJI-
YaHuio

controller. IozBonsier  ycranasiuBarh aHHOoTamuu it deployment wmmm  {}

annotations daemonset.

controller. PassepreiBaer ANIC mist Angie PRO. false

angiePro

controller. Bpems oxxumanus B Musincekysaax, B reaenue koroporo ANIC 6ygzer 60000

reloadTimeout OXKUJIATh YCIENIHOM mepe3arpy3ku Angie mocjie u3MeHeHUsl WA ITPH

HAYAJTHHOM 3aITyCKe.

controller. TTozBonster nogam ANIC wmcrioib30BaTh ceTEBOE MPOCTPAHCTBO MMeH  false

hostNetwork XOCTa.

controller. TTosmruka DNS mrst momos ANIC. ClusterFirst

dnsPolicy

controller. Bruouaer ommazky s Angie. Tpebyercss 3amare 3unadenue false

debug error-log-level: debug B ConfigMap uepe3 controller.config.

entries.

controller. VYposenb Bejienust Kypaaja ANIC. 1

logLevel

controller. Haitkect obpaza ANIC. Her

image.digest

controller. Penosuropuit obpaszos ANIC. myregistry.host.ru/angie-

image. ingress

repository

controller. Ter obpaza ANIC. 0.1.2

image.tag

controller. IMonmuruka ckaunBanus obpasza ANIC. IfNotPresent

image.

pullPolicy

controller. 2Kuznennsrit muxa noxos ANIC. {}

lifecycle

controller. Nmst monb3oBaresbekoit ConfigMap, ucoszyemoit ANIC. Ecan umsa """

customConfigMap 3a7aHO, TO KOH(MUIYPAIIUA IO YMOJYAHUIO HTHOPUPYETCS.

controller. Nms ConfigMap, ncnonszyemoir ANIC. Coszna-

config.name eTcsd
aBTO-
MaTH-
9eCKH

controller.
config.
annotations
controller.
config.entries
controller.
customPorts

controller.
defaultTLS.
cert

Annoranuu k ConfigMap 8 ANIC.

Samucu B ConfigMap 1yt HacTpoiiku kKoudwuryparun Angie.

CHucoK moJyib30BATENBLCKUX IOPTOB, KOTOPbIE JOKHBI OBbITH JIOCTYITHBI
B mogie ANIC. Crexyer obbranomy cuaTakcucy yaml Kubernetes mist
KOHTEWHEPHBIX TIOPTOB.

Ceprudurar TLS B komuposke Base64 mys cepsepa HT'TPS mo ymou-
YAHUIO.

(5 ) IIpumeuanue

Pekomenyercst ykazarh CcBOil coOCTBEHHBI cepTudukar. Ajbrep-
HaTUBHOE PEIlleHre: TIOJIHBIN MTPOILYCK CeKPeTa cepBepa 110 yMoJIdar-
HUIO IPUBEET K TOMY, 4T0 Angie Oy/er 10 yMOTYAHUIO OTKJIOHATH
TLS-monkIr09ennst K cepBepy.

{}

{
l

Her

NPOAOKAETCS Ha Crleaytoleli cTpaHuue

2.1. Ycranoska ¢ nomouwibio Helm
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapameTp Onncaxne Mo
ymon-
YaHuto
controller. Kirou TLS B komupoBke Base64 juist cepBepa HT'TPS mo ymomaanuo.  Her
defaultTLS.key
© IIpumeuannue
Pekomenjryercst yKa3aThb CBOI COOCTBEHHBIN KJIIOY. AJIBTEDHATHB-
HOE pellleHne: IOJIHBIN IPOIYCK CEKpeTa CepBepa IO YMOIIAHUIO
[IPUBEJIET K TOMY, 94TO Angie OyJIeT 10 yMOJIYaHIIO OTKJIOHSTh TLS-
[TOJIKJTIOYEHUST K CepBepy.
controller. Cekper ¢ ceprudpurarom TLS u rirouom mys cepsepa HTTPS mo Her
defaultTLS. YMOJIYAHUIO. 3HAUYEHNE JIOJ2KHO COOTBETCTBOBATH clieiyromeMy dhop-
secret MaTy: <IpOCTpPaHCTBO uMeH>/<uma>. Vcmonb3yercss B KadecTBe ajlb-
TEPHATUBBI YKA3AHUIO CePTU(MUKATA U KJIIOYA, C TTOMOIIBIO TAPAMETPOB
controller.defaultTLS.cert u controller.defaultTLS.key.
(5 ) IIpumeuanue
AJTbTepHATHBHOE peIlleHne: TOJTHBIA MPOIYCK CeKPeTa CcepBepa Io
YMOJTYAHUIO IPUBEJET K TOMY, 9T0 Angie 6y1eT Mo yMOTIaHuio OT-
kJoHsTh TLS-TIofKIIIOUeHNsS K CepBepy.
controller. Ceprudurar TLS B konupoBke Base64 s kaxkgoro y3ia Ingress wmm  Her
wildcardTLS. VirtualServer, y koroporo BkJitouen TLS, HO He ykazaH cekper. Ecim
cert napaMerp He 3a/1aH, Angie mpepBer JII00YIO TONBITKY ycTaHOBUTH TLS-
CcOeIMHEHNME Jjist TaKuX y3JioB Ingress mim VirtualServer.
controller. Kmrou TLS B rommpoBke Base64 ais kaxkjgoro ysiaa Ingress mim  Her
wildcardTLS. VirtualServer, y koroporo Bkiiouen TLS, HO He ykasan cexper. Ec-
key Jin Tapamerp He 3ajiaH, Angie mpepBer JII00YIO TOIBITKY yCTAHOBUTD
TLS-coeuuenue s Takux y3joB Ingress wim VirtualServer.
controller. Cexkper c¢ ceprucdukarom TLS u kirodom mist Kaxgoro ysia Ingress Her
wildcardTLS. mwim VirtualServer, y xoroporo Brmouen TLS, HO He yka3aH cek-
secret per. 3HadeHHe JOJKHO COOTBETCTBOBATH CJeAyloeMy ¢opMary:
<mpocTpaHcTBO uMeH>/<ums>. Vcmosb3yercs B KadeCcTBE ajbTepHA-
THUBbI yKa3aHUIO cepTudHUKaTa W KJ/II0Ya C IIOMOIIBIO IIapaMeTPOB
controller.wildcardTLS.cert u controller.wildcardTLS.key.
controller. CetekTop y3J10B Jjist HasHaderus oo ANIC. {}
nodeSelector
controller. Ilepuon mraBHOrO 3aBepmenns: padboTer moga ANIC. 30
terminationGrace
controller. Honycku mogos ANIC (tolerations). 0l
tolerations
controller. Ipussaska noxos ANIC (affinity). {}
affinity
controller. Orpanundenus: Ha pacipocrpanenue Toroioruu mogos ANIC. {}
topologySpreadCo

controller.env  JIOmOJHUTENbHBIE IIEDEMEHHBIE OKDYXKEHHUsI, KOTOPbIE JOJIKHBI OBITH  [|
ycranosyenbl Ha mogax ANIC.

controller. Toma momos ANIC. [l
volumes

controller. Touku mozkoueHns: ToMos mogos ANIC. [l
volumeMounts

controller. 3nagenne initContainers mia momos ANIC. 0l
initContainers

NPOAOIKAETCS Ha CreaytoLeli cTpaHmue

2.1. YcraHoska c nomouwbio Helm 7
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapameTp Onncaxne Mo
yMoJI-
YaHuto
controller. Hononauresbable  KOHTeHHEPHl (HApuUMep, caiijkap) JJid [nofoB ||
extraContainers Ingress Controller.
controller. Pecypcor mogos ANIC. requests:
resources cpu=100m,memory=128)}
controller. Komuaecrso peruk deployment ANIC. 1
replicaCount
controller. Kimace ANIC. omxken 6biTh passepuyT pecypc IngressClass ¢ mme- —angie
ingressClass HEM, TOXKJIECTBEHHBIM 3TOMY KJjiaccy. B mporusHoMm ciaydae ANIC ne
zamycturcsi. ANIC ob6pabaTbiBaeT TOJIBKO T€ PECYPCHI, KOTOPBIE IIPU-
HaJJIeXKaT ero Kjaccy, T. e. ux pecypc noss "ingressClassName" cos-
nayiaer ¢ kiaccom. ANIC obpabarsiBaer Bce pecypebl VirtualServer,
VirtualServerRoute m TransportServer, KoTropble HEe HUMEIOT IO
"ingressClassName", Bo Bcex Bepcusix Kubernetes.
controller. Hosbim Ingress 6e3 ykazanuoro nogs "ingressClassName" Gyner npu-  false
setAsDefaultIngr cBOEH KJacc, yKa3aHHBIN B controller.ingressClass.
controller. Pasnesiennblit 3ansiThiMu CIIMCOK TTPOCTPAHCTB WMeEH, 3a pecypcamu "
watchNamespace koropbix gosker ciaeautb ANIC. Tlo ymosuanuio ANIC orcnexu-
BaeT BCEe MPOCTPAHCTBa WMeH. B3ammounckiiouaronme ¢ controller.
watchNamespaceLabel. O6parure BHUMAaHHE, YTO WPH HACTPOUKE
HECKOJIbKMX IIPOCTPAHCTB MMeH C HUCIoJib3oBaHueM orruu Helm cli
--set CTpoOKa JIOJIKHA OBITH 3aK/IFOUEHA B JIBOWHBIE KABBIYKY, & 3allsi-
ThIe SKPAHUPOBAHBI € MOMOIIBI0 OOPATHON KOCOI 9epThl - HAIPUMED,
--set controller.watchNamespace="default\,anic".
controller. Hacrpausaer B ANIC npocMOTp TOJIBKO IIPOCTPAHCTB UMEH ¢ MeTKoit "
watchNamespaceLa foo=Dbar. ITo ymomuanuio ANIC orciieskuBaeT Bce IIPOCTPAHCTBA UMEH.
Bzanmonckmrogatoniast ¢ controller.watchNamespace HacTpoiika.
controller. Pasnenennbrit 3anaThIMu CIUCOK MPOCTPAHCTB HUMEH, 3a KOTOpbhiMm "
watchSecretNames Ingress Controller momken ciaequTb B OUCKaX PECypCcoB Twuia Secret.
Ecou sror mapamerp we nacrpoen, ANIC orciexuBaer omHu u
Te »Ke TPOCTPAHCTBA MMEH B IOHMCKaX BceX pecypcoB. CM. Takke
controller.watchNamespace u controller.watchNamespaceLabel.
O6paruTe BHUMaHME, YTO IPU HACTPOWKE HECKOJBKUX ITPOCTPAHCTB
nMeH ¢ ucnoab3oBanneM ommun Helm cli --set cTpoka momkma ObITH
3aKJII0YEHA B JIBOMHBIE KABBIYKH, a 3alsThble SKPAHUPOBAHBI C IMO-
MOIbI0 OOpaTHON KOCOH dYepThl - Hampumep, --set controller.
watchSecretNamespace="default\,angie-ingress".
controller. BxurouaeT moJsib30BaTEIbCKIE PECYPCHI. true
enableCustomReso
controller. Brutrouaer nepemady jgarubx 1m0 npotokoiy TLS na mopry 443. Tpe- false
enableTLSPassthr 6yercs controller.enableCustomResources.
controller. Bkirouaer aBromarmdeckoe yipasienue cepruduraramu xH09 musa  false

enableCertManage pecypcoB BHPTYaJbHOTO CepBepa C IOMOIIBI cert-manager (cert-
manager.io). Tpebyerca controller.enableCustomResources.

controller. Bkiouaer wmaterpammio ¢ External DNS s macrtpoitku obmiemo-  false

enableExternalDN crynubix 3amuceit DNS y pecypcos VirtualServer ¢ ucnosbzoBanuem
External DNS. Tpebyercst controller.enableCustomResources.

controller. Cozmaer nosibzoBarenbekuii pecypc GlobalConfiguration. Tpebyercss  false
globalConfigurat controller.enableCustomResources.

create

controller. Crenudukanus GlobalConfiguration mist onpeznenenusi napamerpos  {}
globalConfigurat robanbHoil Kouuryparmuu ANIC.

spec

NPOAOJ/IKAETCS Ha ClefytoLleli CTpaHuLe
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapameTp Onncaxne Mo
yMoJI-
YaHuto
controller. Bxiouaer nonb3oBaresbekue hparmMenTsl KoHdurypamnuu Angie B pe-  false
enableSnippets cypcax Ingress, VirtualServer, VirtualServerRoute u TransportServer.
controller. Jobasisier Mecronosioxkenune " /angie-health" wa cepsep mo ymosmua- false
healthStatus uuio. Mecrormosiozkenne orsedaer kogoM craryca 200 Ha 11060it 3apoc.
D10 TOJIE3HO g BHEINIHEH nposepku paborocrnocobuoctu ANIC.
controller. 3agaer URI mecromnonoxkenus: cocTosaus paborocrocobnoctu Ha cep- " /angie-
healthStatusURI Bepe mo ymomauanuio. Tpebyercs controller.HealthStatus. health"
controller. Bxirouaer B Angie API. true
angieStatus.
enable
controller. 3ajaer mopt, Ha KOTOpoM jocryner Angie API. 8080
angieStatus.
port
controller. Hobasnser 6soku IP wim CIDR B crnmcok pasperiensbix s Angie  127.0.0.1,:1
angieStatus. API. Heckoubko IP mim CIDR pasznenstrorcs 3ansaTbiMu.
allowCidrs
controller. Kuace mpuopurera mogos ANIC. Her
priorityClassNam
controller. Cozzaer cepBuC JIsl IpejocTaBiienust goctyna K mogam ANIC. true
service.create
controller. Tun cepBuca, KOTOPBIH HEOOXOAUMO co31aTh juist ANIC. LoadBalancer
service.type
controller. Buenmusst mosimruka tpaduka cepsuca. 3uadenue Local coxpansier nc-  Local
service. xonubiit [P-azpec kauenra.
externalTrafficP
controller. Amnnoranun cepsuca ANIC. {}
service.
annotations
controller. IKCTPa-METKU CEPBHUCA. {}
service.
extralabels
controller. Crarnyeckmit [P-anpec mrsi  GamancupoBmumka Harpysku. Jga """
cepBuC. controller.service.type [JO/ZKHO OBITH YCTAHOBJIEHO 3HAYCHUE
loadBalancerIP LoadBalancer. ITocTaBImuk OOJATHBIX YCJIYT JOJXKEH MMOIAEPKUBATH
3Ty DYHKIIHTO.
controller. Cuucok Brernaux [P-anpecos mist cepsuca ANIC. 0l
service.
externallIPs
controller. Huanazonst IP-anpecos (CIDR), koropeiM paspemien gocrym K Gaan- ||
service. CHUPOBIMUKY Harpy3ku. s controller.service.type HOKHO OBITH
loadBalancerSour ycraHOBJIeHO 3HadeHHe LoadBalancer. IlocraBmiuk oOJIaYHBIX YCIYT
JIOJIZKEH TIOJ[JIEPKUBATH 3Ty (DYHKITHUIO.
controller. Nwmsa cepsuca. Cozna-
service.name ercd
aBTO-
MaTH-
9eCKU

controller.
service.
customPorts

Crucok moJIb30BATENBCKUX IIOPTOB, KOTOPhIE OYIYyT JOCTYIHBI U€pe3
cepsuc ANIC. Cnemyer obbranomy cuatakcucy yaml Kubernetes ms
[IOPTOB CEPBUCA.

l

NPOAOJIKAETCS Ha Credytolleli CTpaHuLe
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Tabnuua 1 — npogmosikeHue C NpeabiayLLeli CTpaHMLb

MapameTp

Onucaxne

Mo
yMoJI-
YaHUKO

controller.
service.
httpPort.
enable
controller.
service.
httpPort.port
controller.
service.
httpPort.
nodePort
controller.
service.
httpPort.
targetPort
controller.
service.
httpsPort.
enable
controller.
service.
httpsPort.port
controller.
service.
httpsPort.
nodePort
controller.
service.
httpsPort.
targetPort
controller.

serviceAccount.

annotations
controller.

serviceAccount.

name

controller.

serviceAccount.
imagePullSecretN

controller.

serviceMonitor.

name

controller.

serviceMonitor.

create
controller.

serviceMonitor.

labels

Brmowaer HT'TP-mopr jyis cepsuca ANIC.

HTTP-nopr cepsuca ANIC.

TTomszoBarennckuit NodePort mms HTTP-mopra. nsi controller.
service.type JIOJKHO OBITH yCTaHOBJIEHO 3HadeHHe NodePort.

IeseBoe 3nauenne HTTP-tiopra cepuca ANIC.

Bxkimouaer mopr HTTPS gys cepsuca ANIC.

HTTPS-tiopt cepuca ANIC.

Tomwzosarensckuit NodePort jgiss HTTPS-tiopra. [Iyist controller.
service.type HOJKHO OBITH ycTaHOBJIEHO 3Ha4UeHne NodePort.

Ienesoit mopr HTTPS-nopra cepsuca ANIC.

Annoranuu yderHoii 3anucu ceppuca ANIC.

WNwmst yaernoii 3anucu cepsuca mojoB ANIC. Ucnonszyercs gus RBAC.

Nwmsa cekpernoro aitna, comeprkalmero ydeTHbIE MJaHHBIE PeecTpa
Docker. Cekper J0JKeH HAXOJUTHCS B TOM K€ MMPOCTPAHCTBE NMEH,
qro u pesan3 Helm.

Nwmsa serviceMonitor.

Cosnaer mosib3oBaTeNbCKuit pecypce ServiceMonitor.

Metrku obbekToB Kubernetes 00BEKTY

serviceMonitor.

JJIA IIPpUMEHECHUA K

true

80

nn

80

true

443

nn

443

{}

Cosna-
ercs
aBTO-
MaTH-

YECKH
nn

Coszna-
ercd
aBTO-
MaTH-
YeCKHU
false

nn

NPOAOJ/IKAETCS Ha ClefytoLleli CTpaHuLe

2.1. Ycranoska ¢ nomouwibio Helm

10



Angie

Software
PykoBogcteo no ycraHoske, Bepcus 0.7.1
Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapameTp Onncaxne Mo
ymon-
YaHuo
controller. Habop MeToK, MO3BONAIONNX BBIOUPATH KOHEYHbIE TOYKHM Jist "
serviceMonitor. serviceMonitor.
selectorMatchLab
controller. Cuomcok  KOHEYHBIX TOYEK, pas3pelleHHbIx B cocraBe srtoro "
serviceMonitor. serviceMonitor.
endpoints
controller. IobasyisieT B moJte ajipeca B cTaryce pecypcos Ingress BHermHuit aapec  true
reportIngressSta Ingress Controller. Hy»kno Tak»ke yka3arh HCTOYHUK BHEIITHETO aJIpeca
enable 4Jepe3 BHEIIHIOI CJIyKOy depe3 controller.reportIngressStatus.
ExternalService, smubo depe3 controller.reportIngressStatus.
ingressLink, Jsmbo dYepe3 3ammch external-status-address B
ConfigMap depe3 controller.config.entries.
© IIpumeuannue
3HadeHune controller.config.entries.
external-status-address nMeer NPUOPUTET HAJI OCTAJIbLHBIMU.
controller. VkaseiBaeT mMsi ceppuca ¢ tunom LoadBalancer, uepes koropwiit  Cosma-

reportIngressSta Ingress Controller 6yzner mocrynen ussae. Buemnauit ajpec cepBuca uc-  €Tcst
externalService MOJIB3YETCH JJIsT OTIETOB O COCTOSHUU pecypcoB Ingress, VirtualServer asrto-
u VirtualServerRoute. S3nadenne controller.reportIngressStatus. Maru-
enable JOKHO OBITH 33JaHO KaK true. 3HAYEHHE IO YMOTIAHUIO CO-  IECKH
3/IA€TC ABTOMATHIECKU U BKJIOYAETCs, KOTJla controller.service.
create mMeer 3HadeHue true, a controller.service.type - 3HaJe-
Hue LoadBalancer.

controller. VkazwiBaeT ums pecypca IngressLink, koropsrit ipeocrasisier qocryn "
reportIngressSta k momam ANIC uepes cucremy BIG-IP. IP-agpec cucrembr BIG-IP wuc-
ingressLink [TOJIb3YEeTCsl [IJIsi OTYETOB O COCTOsIHUU pecypcoB Ingress, VirtualServer

n VirtualServerRoute. 3unauenue controller.reportIngressStatus.

enable MOJIKHO OBITH 33JaHO KaK true.
controller. Bxiogaer BbIOOD Jimzepa, 9T0OBI M30€2KATh CUTYAIINH, KOT/Ia HECKOJIb-  true
reportIngressSta KO peIINK KOHTPOJLJIEPA COODOIIAIOT O COCTOSHUM PecypcoB Ingress.
enablelLeaderElec 3nauenue controller.reportIngressStatus.enable HOKHO OBITH

33/1aHO KakK true.
controller. VkazeiBaeT nms ConfigMap B Tom 2ke nmpocrpancTse uMmeH, 9to u kou-  Cozja-
reportIngressSta TpoJulep, KOTOPOE HCIOJIb3YeTCsl [JIsi OJIOKHPOBKHU BBIOOpA JMAEpa. eTcd
leaderElectionlo 3mnauenue controller.reportIngressStatus.enableLeaderElection momxk- — asto-

HO OBITH 33/]aHO KaK true. MaTH-
9eCKU

controller. Annoranuu K KOH(GUIYPAIMOHHON KapTe BHIOOPOB JIXIAEpA. {}
reportIngressSta
annotations
controller. Annorammm moma ANIC. {}
pod.
annotations
controller. Jomonanrensuse sxcrpa-Merku st noga ANIC. {}
pod.
extralabels

NPOAO/IKAETCS Ha CredytoLleli CTpaHuLe
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Tabnuua 1 — npogoskeHne C NpeablayLLel CTpaHnLb
MNapameTp Onncaxne Mo
ymon-
YaHUo

controller. Bximouaer koneunyio Touky rorosHoctu "/angie-ready". Koneunass true
readyStatus. TOYKa BO3BPAINAET KOJI YCIIENTHOrO 3aBepiienust, ecin Angie 3arpysui
enable BCIO KOHMDUTYPAIHIO TTOCJIE 3AITyCKA. DTUM TaKKe HACTPAUBAECTCS PO~

Bepka rorosuoctu i 1008 ANIC, koTopasi UCIOJIb3yeT KOHETHYIO

TOYKY I'OTOBHOCTH.
controller. HTTP-tiopT a1t KOHEYHOI TOYKH TOTOBHOCTH. 8081
readyStatus.
port
controller. Yucio cexyny ¢ 3amycka nojga ANIC no waourmupoBanusi npoBepku O
readyStatus. TOTOBHOCTH.
initialDelaySeco
controller. Bxirogaer cb0op MeTpWK 3a/epKKU  JJIs  ancTpuMoB. 1pebyercs false
enablelLatencyMet prometheus.create.
controller. SajjaeT MUHIMAJIbLHOE KOJIMYECTBO CEKYH/I, B T€UeHHe KOTOPLIX BHOBb 0
minReadySeconds cO3maHHBII IO/ JOJIKEH IPUITH B TOTOBOE COCTOsAHME 6€3 cO0s1 KaKOoro-

Jnb0 M3 KOHTEHHEPOB, YTOOBI CUUTATHCS JOCTYITHBIM; JIOKYMEHTAIIIO

CM. 3/IECh.
controller. Bxiouaer HorizontalPod Autoscaling. false
autoscaling.
enabled
controller. Annoranuu HorizontalPodAutoscaler g ANIC. {}
autoscaling.
annotations
controller. MunumabHOe Yuc/o peruk i HPA. 1
autoscaling.
minReplicas
controller. MakcumasbHoe uncyio periuk juist HPA. 3
autoscaling.
maxReplicas
controller. ITenesoit mponenT 3arpy3ku II1. 50
autoscaling.
targetCPUUtiliza
controller. IlesteBoit IPOIIEHT MCIIOJIB30BAHUS TTAMSITH. 50
autoscaling.
targetMemoryUtil
controller. Bkirouaer PodDisruptionBudget. false
podDisruptionBud
enabled
controller. Amnnorarnun x 60mxery c6oes moga ANIC. {}
podDisruptionBud
annotations
controller. Kommaectso mogos ANIC, KoTopbie JM0/KHBI OBITH JOCTYHHBL. B3an- 0
podDisruptionBud wmounckirogaroniag ¢ maxUnavailable™ HacTpoiika.
minAvailable
controller. Kommaecto mogos ANIC, koropbie MoryT ObITH HeTOCTyIHBI. Bian- ()
podDisruptionBud monckiodaromasa ¢ minAvailable nacrpoiika.
maxUnavailable
controller. 3ajiaeT CTPATEruio 3aMeHbl CTapbIX 110/0B HOBbIMHU. JlokymeHTamusi {}
strategy IO CTPATernu OOHOBJIEHWSI PA3BEPTHIBAHUS W CTPATETMH OOHOBJICHIIS

daemonset
controller. B gasnoit popme oTkmouaer npocaymuBarenn IPV6 misa y3mos, koro- false
disableIPV6 peie He nogaep:kuBaT crek IPV6.

NPOAOJ/IKAETCS Ha ClefytoLleli CTpaHuLe
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MNapameTp Onncaxne Mo
ymon-
YaHuto
controller. HacrpamBaer kopueByro dailsloByio CHCTEMY KaK JIOCTYIHYIO TOJBKO false
readOnlyRootFile s yreHus u J100aBJISET TOMA JJIs BDEMEHHBIX JTAHHBIX.
rbac.create Hacrpaunsaer RBAC. true
prometheus. IIy6aukyer merpuku Angie B ¢popmare Prometheus. true
create
prometheus. HacrpamBaeTr mopT 11s1 IOy IeHUsT METPUK. 9113
port
prometheus. Hacrpausaer cxemy HTTP, ucnonp3yemyro Jjisi MOAK/IIOYEHUIT K KO- http
scheme HeuHOU Touke Prometheus.
prometheus. IIpocrpancrBo umen mim nmst TLS-cekpera Kubernetes. Eciu cekper "
secret YKa3aH, OH MCIIOJIb3YeTCsl JIJIs 3aIlUuThl KOHeUHOM Touku Prometheus c

nomompio TLS-coenunennii.

2.2 YcTaHoOBKa C NoMoLibio MaHudecToB

2.2.1 MpepBapuTtensHblie TpeboBaHus

Heobxomum moctyn k Docker-obpasy B HalteM pernosuTopuu:

[a.nic .docker.angie.software/

it Tekymeit Bepcuu JIOCTYIIHBI CJIELYOIne 00pa3bL:

anic.docker.angie.software/anic:0.7.1-alpine
anic.docker.angie.software/anic:0.7.1-debian
anic.docker.angie.software/anic:0.7.1-altlinux

3a moctymom obpamaiitecs Ha infoQwhbsrv.ru.

2.2.2 Hactpoiika RBAC

1. Cozpaiire mpocTpaHCTBO UMEH U cepBUCHBIT akKayHT jyist ANIC:

$ kubectl apply -f - <<EOF
apiVersion: vl
kind: Namespace
metadata:

name: angie-ingress
apiVersion: vl

kind: ServiceAccount
metadata:

name: angie-ingress
namespace: angie-ingress
EOF

2. Cosnaiite ClusterRole u ClusterRoleBinding:

2.2. YcraHoBKa C nomouybio maHudgecTos
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Mpumep

($ kubectl apply -f - <<EOF
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: angie-ingress
rules:
- apiGroups:
- discovery.k8s.io
resources:
- endpointslices
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- services
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- secrets
verbs:
- get
- list
- watch
- apiGroups:
nn
resources:
- configmaps
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
nn
resources:
- pods
verbs:
- get
- list
- watch
- update
- apiGroups:
nn
resources:
- namespaces
verbs:
- get
- list

2.2. YcraHoBKa C nomouybio maHudgecTos
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- watch
- apiGroups:
nn
resources:
- events
verbs:
- create
- patch
- list
- apiGroups:
- coordination.k8s.io
resources:
- leases
verbs:
- get
- list
- watch
- update
- create
- apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- list
- watch
- get
- apiGroups:
- networking.k8s.io
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- k8s.angie.software
resources:
- virtualservers
- virtualserverroutes
- globalconfigurations
- transportservers
- policies
verbs:
- list
- watch
- get
- apiGroups:
- k8s.angie.software
resources:
- virtualservers/status
- virtualserverroutes/status
- policies/status
- transportservers/status
- dnsendpoints/status
verbs:
- update
- apiGroups:
- networking.k8s.io

2.2. YcraHoBKa C nomoubio maHugecTos 15




Angie
Software

PykoBogcteo no ycraHoske, Bepcus 0.7.1

resources:
- ingressclasses
verbs:

- get

- apiGroups:

- cis.f5.com
resources:

- ingresslinks
verbs:

- list

- watch

- get

- apiGroups:

- cert-manager.io
resources:

- certificates
verbs:

- list

- watch

- get

- update

- create

- delete

- apiGroups:

- externaldns.angie.software
resources:

- dnsendpoints
verbs:

- list

- watch

- get

- update

- create

- delete

- apiGroups:

- externaldns.angie.software
resources:

- dnsendpoints/status

verbs:

- update

kind: ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:
name: angie-ingress

subjects:

- kind: ServiceAccount
name: angie-ingress
namespace: angie-ingress

roleRef:
kind: ClusterRole
name: angie-ingress
apiGroup: rbac.authorization.k8s.io

EOF

2.2,
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2.2.3 CozpaHue pecypcos

3. Hobasbre TLS-ceprudukar B HACTPOUKH:

$ kubectl apply -f - <<EOF

apiVersion: vl

kind: Secret
metadata:

name: default-server-secret

namespace: angie-ingress

type: kubernetes.io/tls

data:

tls.crt: Place TLS Certificate here in base64 format
tls.key: Place TLS Key here in base64 format
EQF

L J

4. obasbre ConfigMap ¢ HacTpoiikamu mas Angie PRO:

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl

metadata:

name: angie-config
namespace: angie-ingress
data:

EQOF

5. Cozpnaiite IngressClass:

($ kubectl apply -f - <<EQF
apiVersion: networking.k8s.io/v1l
kind: IngressClass
metadata:

name: angie

spec:

controller: angie/ingress-controller
EOF

L J

6. CozmaiiTe moab3oBaTenbckue pecypcbl VirtualServer, VirtualServerRoute, TransportServer
u Policy:

Mpumep Virtual Server

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServer
listKind: VirtualServerList
plural: virtualservers
shortNames:

2.2. YcraHoBKa C nomouibio maHudgecros 17
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- Vs
singular: virtualserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServer. If the resource has a
—valid status, it means it has been validated and accepted by ANIC.

jsonPath: .status.state
name: State
type: string

- JjsonPath: .spec.host
name: Host
type: string

- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string

- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string

- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string

- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: VirtualServer defines the VirtualServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerSpec is the spec of the VirtualServer
—resource.
type: object
properties:
dos:
type: string
externalDNS:
description: ExternalDNS defines externaldns sub-resource of a
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—virtual server.
type: object
properties:
enable:
type: boolean
labels:
description: Labels stores labels defined for the Endpoint
type: object
additionalProperties:
type: string
providerSpecific:
description: ProviderSpecific stores provider specific
—config
type: array
items:
description: ProviderSpecificProperty defines specific
—property for using with ExternalDNS sub-resource.
type: object
properties:
name:
description: Name of the property
type: string
value:
description: Value of the property
type: string
recordTTL:
description: TTL for the record
type: integer
format: int64
recordType:
type: string
host:
type: string
http-snippets:
type: string
ingressClassName:
type: string
policies:
type: array
items:
description: PolicyReference references a policy by name and
—an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
routes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the
—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
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upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an,
—Action.
type: object
properties:
code:
type: integer
url:
type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect
—for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
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properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:

description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP
—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
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—in an Action.

—an Action.

—MatchRule.

type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return iny

type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,

type: object
properties:
argument:
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
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type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—1in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
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items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by,
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
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action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in any
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
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items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect,
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
server-snippets:
type: string
tls:
description: TLS defines TLS configuration for a VirtualServer.
type: object
properties:
cert-manager:
description: CertManager defines a cert manager config for,
—a TLS.
type: object
properties:
cluster-issuer:
type: string
common-name :
type: string
duration:
type: string
issuer:
type: string
issuer-group:
type: string
issuer-kind:
type: string
renew-before:
type: string
usages:
type: string
redirect:
description: TLSRedirect defines a redirect for a TLS.
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type: object

properties:
basedOn:
type: string
code:
type: integer
enable:
type: boolean
secret:
type: string
upstreams:
type: array
items:

description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:
type: boolean
fails:
type: integer
grpcService:
type: string
grpcStatus:
type: integer
headers:
type: array
items:

description: Header defines an HTTP Header.
type: object
properties:

name:
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—for an Upstream.

—for an Upstream.

type: string
value:
type: string
interval:
type: string
jitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer

ntlm:

type: boolean
port:

type: integer
queue:

description: UpstreamQueue defines Queue Configuration

type: object
properties:
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size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
tls:
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerStatus defines the status for the
—VirtualServer resource.
type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
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properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EOF

Mpumep VirtualServerRoute

r$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: virtualserverroutes.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: VirtualServerRoute
listKind: VirtualServerRoutelList
plural: virtualserverroutes
shortNames:
- VST
singular: virtualserverroute
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the VirtualServerRoute. If the resource
—has a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .spec.host
name: Host
type: string
- jsonPath: .status.externalEndpoints[*].ip
name: IP
type: string
- jsonPath: .status.externalEndpoints[*].hostname
name: ExternalHostname
priority: 1
type: string
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- jsonPath: .status.externalEndpoints[*].ports
name: Ports
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vl
schema:
openAPIV3Schema:
description: VirtualServerRoute defines the VirtualServerRoute,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: VirtualServerRouteSpec is the spec of thej
—VirtualServerRoute resource.
type: object
properties:
host:
type: string
ingressClassName:
type: string
subroutes:
type: array
items:
description: Route defines a route.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an,
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines the;
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—request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines the,
—response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an HTTP
—Header with an optional Always field to use with the add_header directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect in an
—Action.
type: object
properties:
code:
type: integer
url:
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type: string
return:
description: ActionReturn defines a return in an
—Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
dos:
type: string
errorPages:
type: array
items:

description: ErrorPage defines an ErrorPage in a Route.
type: object
properties:
codes:
type: array
items:
type: integer
redirect:
description: ErrorPageRedirect defines a redirect,
—~for an ErrorPage.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ErrorPageReturn defines a return for
—an ErrorPage.
type: object
properties:
body:
type: string
code:
type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
type:
type: string
location-snippets:
type: string
matches:
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type: array
items:
description: Match defines a match.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in ang
—Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders defines,
—the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

—Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:

description: ProxyResponseHeaders defines,
—the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines an,
—HTTP Header with an optional Always field to use with the add_header directive.
type: object

properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
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type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect
—in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
conditions:
type: array
items:
description: Condition defines a condition in a,
—MatchRule.
type: object
properties:
argument :
type: string
cookie:
type: string
header:
type: string
value:
type: string
variable:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
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properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy,
—in an Action.
type: object
properties:
requestHeaders:
description: ProxyRequestHeaders,
—defines the request headers manipulation in an ActionProxy.
type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an
—HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders,
—defines the response headers manipulation in an ActionProxy.
type: object
properties:
add:
type: array
items:
description: AddHeader defines,
—an HTTP Header with an optional Always field to use with the add_header,
—directive.
type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string

ignore:
type: array
items:
type: string
pass:
type: array
items:

type: string
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rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a
—redirect in an Action.
type: object

properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a
—return in an Action.
type: object

properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
path:
type: string
policies:
type: array
items:

description: PolicyReference references a policy by
—name and an optional namespace.
type: object
properties:
name:
type: string
namespace:
type: string
route:
type: string
splits:
type: array
items:
description: Split defines a split.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
proxy:
description: ActionProxy defines a proxy in an
—Action.
type: object
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—Header.

—in an Action.

properties:
requestHeaders:
description: ProxyRequestHeaders defines,

—the request headers manipulation in an ActionProxy.

type: object
properties:
pass:
type: boolean
set:
type: array
items:
description: Header defines an HTTP

type: object
properties:
name:
type: string
value:
type: string
responseHeaders:
description: ProxyResponseHeaders defines

—the response headers manipulation in an ActionProxy.

type: object
properties:
add:
type: array
items:
description: AddHeader defines an,

—HTTP Header with an optional Always field to use with the add_header directive.

type: object
properties:
always:
type: boolean
name:
type: string
value:
type: string
hide:
type: array
items:
type: string
ignore:
type: array
items:
type: string
pass:
type: array
items:
type: string
rewritePath:
type: string
upstream:
type: string
redirect:
description: ActionRedirect defines a redirect

type: object
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properties:
code:
type: integer
url:
type: string
return:

description: ActionReturn defines a return inj
—an Action.
type: object
properties:
body:
type: string
code:
type: integer
type:
type: string
weight:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
buffer-size:
type: string
buffering:
type: boolean
buffers:
description: UpstreamBuffers defines Buffer,
—Configuration for an Upstream.
type: object
properties:
number:
type: integer
size:
type: string
client-max-body-size:
type: string
connect-timeout:
type: string
fail-timeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
connect-timeout:
type: string

enable:

type: boolean
fails:

type: integer
grpcService:

type: string
grpcStatus:
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—for an Upstream.

type: integer
headers:
type: array
items:
description: Header defines an HTTP Header.
type: object
properties:
name:
type: string
value:
type: string
interval:
type: string
Jjitter:
type: string
keepalive-time:
type: string

mandatory:
type: boolean
passes:
type: integer
path:
type: string
persistent:
type: boolean
port:

type: integer
read-timeout:

type: string
send-timeout:

type: string

statusMatch:
type: string
tls:

description: UpstreamTLS defines a TLS configuration,

type: object
properties:
enable:
type: boolean

keepalive:

type: integer
1b-method:

type: string
max-conns:

type: integer
max-fails:

type: integer
name:

type: string
next-upstream:

type: string
next-upstream-timeout:

type: string
next-upstream-tries:

type: integer
ntlm:
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type: boolean
port:
type: integer
queue:
description: UpstreamQueue defines Queue Configuration
—for an Upstream.
type: object
properties:
size:
type: integer
timeout:
type: string
read-timeout:
type: string
send-timeout:
type: string
service:
type: string
sessionCookie:
description: SessionCookie defines the parameters for,
—.session persistence.
type: object
properties:
domain:
type: string
enable:
type: boolean
expires:
type: string
httpOnly:
type: boolean
name:
type: string
path:
type: string
secure:
type: boolean
slow-start:
type: string
subselector:
type: object
additionalProperties:
type: string
B3
description: UpstreamTLS defines a TLS configuration for
—an Upstream.
type: object
properties:
enable:
type: boolean
type:
type: string
use-cluster-ip:
type: boolean
status:
description: VirtualServerRouteStatus defines the status for the
—VirtualServerRoute resource.
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type: object
properties:
externalEndpoints:
type: array
items:
description: ExternalEndpoint defines the IP/ Hostname and,,
—ports used to connect to this resource.
type: object
properties:
hostname:
type: string
ip:
type: string
ports:
type: string
message:
type: string
reason:
type: string
referencedBy:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}

EQF

Mpumep TransportServer

$ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/vl
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: transportservers.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: TransportServer
listKind: TransportServerList
plural: transportservers
shortNames:
- ts
singular: transportserver
scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the TransportServer. If the resource has
—a valid status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
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- jsonPath: .status.reason
name: Reason
type: string
- jsonPath: .metadata.creationTimestamp
name: Age
type: date
name: vlalphal
schema:
openAPIV3Schema:
description: TransportServer defines the TransportServer resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the,
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: TransportServerSpec is the spec of the
—TransportServer resource.
type: object
properties:
action:
description: Action defines an action.
type: object
properties:
pass:
type: string
host:
type: string
ingressClassName:
type: string
listener:
description: TransportServerListener defines a listener for a
—TransportServer.
type: object
properties:
name:
type: string
protocol:
type: string
serverSnippets:
type: string
sessionParameters:
description: SessionParameters defines session parameters.
type: object
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properties:
timeout:
type: string
streamSnippets:
type: string
tls:
description: TLS defines TLS configuration for a
—TransportServer.
type: object
properties:
secret:
type: string
upstreamParameters:
description: UpstreamParameters defines parameters for ang
—upstream.
type: object
properties:
connectTimeout:
type: string
nextUpstream:
type: boolean
nextUpstreamTimeout:
type: string
nextUpstreamTries:
type: integer
udpRequests:
type: integer
udpResponses:
type: integer
upstreams:
type: array
items:
description: Upstream defines an upstream.
type: object
properties:
failTimeout:
type: string
healthCheck:
description: HealthCheck defines the parameters for
—active Upstream HealthChecks.
type: object
properties:
enable:
type: boolean
fails:
type: integer
interval:
type: string
jitter:
type: string
match:
description: Match defines the parameters of a,
—custom health check.
type: object
properties:
expect:
type: string
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send:
type: string
passes:
type: integer
port:
type: integer
timeout:
type: string
loadBalancingMethod:
type: string
maxConns:
type: integer
maxFails:
type: integer
name:
type: string
port:
type: integer
service:
type: string
status:
description: TransportServerStatus defines the status for the
—TransportServer resource.
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
EQF

Mpumep Policy

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: policies.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: Policy
listKind: PolicyList
plural: policies
shortNames:
- pol
singular: policy

2.2,

YcraHoBKa ¢ nomMowbio MaHudecTos 46




Angie
Software
PykoBogcteo no ycraHoske, Bepcus 0.7.1

scope: Namespaced
versions:
- additionalPrinterColumns:
- description: Current state of the Policy. If the resource has a valid
—status, it means it has been validated and accepted by ANIC.
jsonPath: .status.state
name: State
type: string
- jsonPath: .metadata.creationTimestamp

name: Age
type: date
name: vl
schema:
openAPIV3Schema:

description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST,
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy..
—0nly one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
basicAuth:
description: 'BasicAuth holds HTTP Basic authentication
—configuration policy status: preview'
type: object
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properties:
realm:
type: string
secret:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressClassName:
type: string
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
crlFileName:
type: string
verifyClient:
type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
oidc:
description: OIDC defines an Open ID Connect policy.
type: object
properties:
clientID:
type: string
clientSecret:
type: string
authEndpoint:
type: string
jwksURI:
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type: string

tokenEndpoint:
type: string
scope:
type: string
accessTokenEnable:
type: boolean
rateLimit:

description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
status:
description: PolicyStatus is the status of the policy resource
type: object
properties:
message:
type: string
reason:
type: string
state:
type: string
served: true
storage: true
subresources:
status: {}
- name: vlalphal
schema:
openAPIV3Schema:
description: Policy defines a Policy for VirtualServer and,
—VirtualServerRoute resources.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this,
—representation of an object. Servers should convert recognized schemas to they
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
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kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the,
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io0/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: PolicySpec is the spec of the Policy resource. The
—spec includes multiple fields, where each field represents a different policy.
—0Only one policy (field) is allowed.
type: object
properties:
accessControl:
description: AccessControl defines an access policy based on
—the source IP of a request.
type: object
properties:
allow:
type: array
items:
type: string
deny:
type: array
items:
type: string
egressMTLS:
description: EgressMTLS defines an Egress MTLS policy.
type: object
properties:
ciphers:
type: string
protocols:
type: string
serverName:
type: boolean
sessionReuse:
type: boolean
sslName:
type: string
tlsSecret:
type: string
trustedCertSecret:
type: string
verifyDepth:
type: integer
verifyServer:
type: boolean
ingressMTLS:
description: IngressMTLS defines an Ingress MTLS policy.
type: object
properties:
clientCertSecret:
type: string
verifyClient:
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type: string
verifyDepth:
type: integer
jwt:
description: JWT holds JWT authentication configuration.
realm: string
secret: string
token: string
rateLimit:
description: RatelLimit defines a rate limit policy.
type: object

properties:

burst:

type: integer
delay:

type: integer
dryRun:

type: boolean
key:

type: string
logLevel:

type: string
noDelay:

type: boolean
rate:

type: string
rejectCode:

type: integer
zoneSize:

type: string
served: true
storage: false
EQF

7. Ecim myx)Ho ucnosb3oBarh b6amancupoBimuk Harpys3ku st TCP- u UDP-coequnennii, mobasbre
GlobalConfiguration:

Mpumep

($ kubectl apply -f - <<EOF
apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
controller-gen.kubebuilder.io/version: v0.11.3
creationTimestamp: null
name: globalconfigurations.k8s.angie.software
spec:
group: k8s.angie.software
names:
kind: GlobalConfiguration
listKind: GlobalConfigurationList
plural: globalconfigurations
shortNames:
- gc
singular: globalconfiguration
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scope: Namespaced
versions:
- name: vlalphal
schema:
openAPIV3Schema:
description: GlobalConfiguration defines the GlobalConfiguration,
—resource.
type: object
properties:
apiVersion:
description: 'APIVersion defines the versioned schema of this
—representation of an object. Servers should convert recognized schemas to the
—latest internal value, and may reject unrecognized values. More info: https://
—git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#resources'
type: string
kind:
description: 'Kind is a string value representing the REST
—resource this object represents. Servers may infer this from the endpoint the
—client submits requests to. Cannot be updated. In CamelCase. More info: https:/
—/git.k8s.io/community/contributors/devel/sig-architecture/api-conventions.md
—#types-kinds'
type: string
metadata:
type: object
spec:
description: GlobalConfigurationSpec is the spec of thej
—GlobalConfiguration resource.
type: object
properties:
listeners:
type: array
items:
description: Listener defines a listener.
type: object
properties:
name:
type: string
port:
type: integer
protocol:
type: string
served: true
storage: true
EOF

.
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2.2.4 PasBeptbiBaHne ANIC

8. Ilomumep:xuBarorcs aABa BapuaHTa ucrnoiab3opannsa ANIC:

e Deployment: MCHOJB3yTE STOT THUI PA3BEPTLIBAHMS, €CJIM ILJIAHUPYETE JTUHAMUYECKHA W3MEHSATD
kosimaecTBO peruk ANIC.

Mpumep Deployment

($ kubectl apply -f - <<EOF

apiVersion: apps/vl

kind: Deployment

metadata:
name: angie-ingress
namespace: angie-ingress

spec:
replicas: 1
selector:

matchLabels:
app: angie-ingress
template:
metadata:
labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress
#annotations:
#prometheus. 10/scrape: "true"
#prometheus. 1o/port: "9113"
#prometheus. to/scheme: htip
spec:
serviceAccountName: angie-ingress
automountServiceAccountToken: true
securityContext:
seccompProfile:
type: RuntimeDefault
# fsGroup: 101 #angie
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "O"

volumes:

- nmame: angie-etc
emptyDir: {}

- nmame: angie-cache
emptyDir: {}

- name: angie-1l1b
emptyDir: {}

- name: angie-log
emptyDir: {}

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80

- name: https
containerPort: 443
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- name: readiness-port

containerPort: 8081
- name: prometheus

containerPort: 9113
readinessProbe:

httpGet:

path: /angie-ready
port: readiness-port

periodSeconds: 1
resources:

requests:

cpu: "100m"
memory: "128Mi"
#limits
# cpu: "1"
# memory: "1Gi"
securityContext:
allowPrivilegeEscalation: false
runAsUser: 101 #angie
runAsNonRoot: true
capabilities:
drop:
- ALL
volumelounts:
- mountPath: /etc/angie
name: angie-etc
- mountPath: /var/cache/angie
name: angie-cache
- mountPath: /var/lib/angie
name: angie-1ib
- mountPath: /var/log/angie
name: angie-1log
env:
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
args:

- -angie-configmaps=$(POD_NAMESPACE) /angie-config
#- -default-server-tls-secret=$(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -enable-cert-manager
#- -enable-external-dns
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration

J

e DaemonSet: ucnoJib3yiiTe 9TOT TUI, ecju ianupyere passeprhiBarh ANIC Ha KaxkI0M y3Je Kia-
cTepa WA MOJMHOXKECTBE Y3JI0B.
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Mpumep DaemonSet

($ kubectl apply -f - <<EOF
apiVersion: apps/vl
kind: DaemonSet
metadata:

name: angie-ingress

namespace: angie-ingress
spec:

selector:

matchlLabels:

app: angie-ingress

template:
metadata:

labels:
app: angie-ingress
app.kubernetes.io/name: angie-ingress

spec:

serviceAccountName: angie-ingress

automountServiceAccountToken: true

securityContext:
seccompProfile:
type: RuntimeDefault
sysctls:
- name: "net.ipv4.ip_unprivileged_port_start"
value: "0"

containers:

- image: docker.angie.software/angie-ingress:latest
imagePullPolicy: IfNotPresent
name: angie-ingress
ports:

- name: http
containerPort: 80
hostPort: 80

- name: https
containerPort: 443
hostPort: 443

- name: readiness-port
containerPort: 8081

- name: prometheus
containerPort: 9113

readinessProbe:
httpGet:
path: /angie-ready
port: readiness-port
periodSeconds: 1
resources:
requests:
cpu: "100m"
memory: "128Mi"
env:

- name: POD_NAMESPACE

valueFrom:
fieldRef:
fieldPath: metadata.namespace

- name: POD_NAME
valueFrom:

fieldRef:
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fieldPath: metadata.name
args:
- -angie-configmaps=$(POD_NAMESPACE)/angie-config
#- -default-server-tls-secret=§(POD_NAMESPACE)/default-server-secret
#- -include-year
#- -v=3 # Enables extensive logging. Useful for troubleshooting.
#- -report-ingress-status
#- -external-service=angie-ingress
#- -enable-prometheus-metrics
#- -global-configuration=§ (POD_NAMESPACE)/angie-configuration
EOF

2.3 lNMopaknioveHue nNUUEH3nUNn

Tepen yemanoskoi ANIC HeOOXOAUMO MOJIKIIOUATE JIMIIEH3NUIO C MIOMOIIBIO daiira licence.pem. Daiin
licence.pem COJEPXKUT JINIIEH3NOHHBIN KJIIOY U [TOJITBepKAaeT paBo Ha ucrnosb3oBanne ANIC. Tlosy-
9UATH €ro MOXKHO, OOPATHBIINCH B TEXHUIECKYIO TOJIEPXKKY WJIM CKAYaB B JIMTYHOM KabWHeTe.

YT00bI MOAKIIOYUTD JIUIEH3UIO, BBITIOJHATE CJIEIYOIINE IITar:

1. CospmaiiTe ceKper ¢ JUINEH3MOHHBIM KJIFOYOM:

apiVersion: vl

kind: Secret

metadata:
name: angie-pro-secret
namespace: default

data:
angiePro.license: <licence.pem>

3mech <licence.pem> - JIMIEH3UOHHBINA KJII0Y, 3aKOAMPOBAHHBIM B Base64, u3 daiisa licence.pem.

IIpumep xonBepranuu B Linux:

[$ cat license.pem | base64 -wO

IIpumep BBIBOTA:

LSOtLS1CRUAJTiBMSUNFTINFLSOtLSOKZDISeWEyVnl. .. ... ..ot
—1FTkQgQOVSVE1GSUNBVEUtLSOtLQo=

2. Hobasbre cekper B daiis values.yaml.

st aroro Haityure B values.yaml nmapamerp angieProlicense u j06aBbTe JJIsl HENO 3HAMECHHE
<IpOCTPAHCTBO WMEH/HUMS CEKpeTa>, HAIPUMEp:

[angieProLicense : "default/angie-pro-secret"

Hanee nponomkute ycranosky ANIC no unempyruui.
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2.4 YcrtaHoBKa n HacTpoiika ana AHaekc.Obnaka

B sTom pazzerne onmcana ycranoska u Hactpoiika ANIC B kagecrse Ingress g Amgexc.Obaka.
2.4.1 HacTtpoiika nokanbHown pabouein cpeabl ans pabotsl ¢ Kubernetes n Au-
nekc.Obnakom

Ipumep aus Ubuntu 24/04.

1. Ckauaiire u ycranosure CLI (YC) mia yupasienus pecypcamu B Adunexc.Obaxe:

{$ curl -sSL https://storage.yandexcloud.net/yandexcloud-yc/install.sh | bash J
$ yc init

Bamycrurcs upomnecc nHactpoiiku CLI, rme morpebyercst BBecTm TOKeH it jocryma B AH-
nekc.O6mako. TokeH MOXKHO TOJIYYnUTh 1O cehblike https://oauth.yandex.ru/verification code.

2. Hobasbre napaMerpsl noakiodenus k Kubernetes-kiacrepy (Hanpumep, otus) B daitr ~/ . kube/
config 1 NOAKJIIOUYNTECH K KJIacCTepy:

[$ yc managed-kubernetes cluster get-credentials otus --external }

3. IIpoBepbre KOHMUIYPAIUIO KJIACTEPA, HOJBI U JIOCTYIIHbIE CEPBUCHL:

$ kubectl config view
$ kubectl get nodes
$ kubectl get svc

2.4.2 MonyyeHune poctyna k obpasy ANIC

1. Cosnaiire Docker-cekper.

Bemmosaure aBropusaruio 8 Docker Registry, 4ro0br mosyanTs moctym K 06pasy:

£$ docker login -u=<login> -p=<password> anic.docker.angie.software }

ITocne ycuemmnoit aBropusaruu uHdopMaluss 0 goctyie Oymer coxpanena B daitie ~/.docker/
config. json.

2. Coszpaiite cexkper i Kubernetes, ucnonbssyst daitn Docker-kouduryparm:

$ kubectl create secret generic regcred \
--from-file=.dockerconfigjson=$H0OME/.docker/config. json \
--type=kubernetes.io/dockerconfigjson

Cekper regcred OyeT UCIOIB30BATHCS JJIs JOCTYIIa K IpUBaTHBIM obpa3aMm B Kubernetes.

2.4.3 Tlony4yeHune n Hactpoiika Helm-yapTtos

1. Cruonupyitte Helm-gaprer u3 penosuropusi:

$ git clone https://git.angie.software/web-server/anic-helm-charts.git
$ cd anic-helm-charts/anic/

2. Orpenakrupyiite values.yaml. YKa)XuTe WMsI CO3JAHHOINO CEKpeTa [JIsl JOCTyla K obpas3am u
BKJIIOYUTE TOJJEPXKKY MEHeIKepa cepTUhUKATOB:
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imagePullSecretName: "regcred"

enableCertManager: true

3. Cobepure u ycTaHOBUTE JapT:

[SB helm install anic . }

4. ObuoBuTe 4apT:

[SB helm upgrade anic . }

2.4.4 3anyck meHea>kepa cepTudunkaTos

1. YcramoBure cert-manager st yupasienus cepruduraramu. Pabora TecTupoBasach Ha IIpuMepe
Bepcun 1.12.1:

$ kubectl apply -f https://github.com/cert-manager/cert-manager/releases/
—download/v1.12.1/cert-manager.yaml

2. ¥Y6eaurech, 4TO TPU NOJA Cert-manager HAXOJATCS B COCTOSTHAM running ¢ rotoBHoCThIO 1/1:

[$ kubectl get pods -n cert-manager --watch }

3. Cosmnaiire oobexT Clusterlssuer mist Beiycka cepTuduKaTOB:

http01-clusterissuer.yaml

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: httpOl-clusterissuer
spec:
acme:
server: https://acme-v02.api.letsencrypt.org/directory
email: test@test.ru
privateKeySecretRef:
name: httpOl-clusterissuer-secret
solvers:
- httpO1:
ingress:
class: angie

B sTom mpumepe cert-manager HACTPOEH I aBTOMATHYECKON BBIIaYN cepTuduraToB or Let’s
Encrypt ¢ momompio HTTP-01 nposepku.

4. Ilpumenure manudect st obbekra Clusterlssuer:

[$ kubectl apply -f httpOl-clusterissuer.yaml }

Tloce BBIIOIHEHWST BCeX IIArop, y Bac OyzeT HacTpoeH joctyn K obpasy ANIC, uapr passepHyT B
Kubernetes, a cert-manager Oyzier ynpaBisaTh cepTuduKaTaMH.
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2.4.5 PasBeptbiBaHne ANIC n tectoBoro npunoxervusi 8 Kubernetes

1. Hacrpoiite momen u mouck sHerrnero [P-agpeca. Cosmaiite Ingress-pecypce, cepBuc u nemoitMeHT

JJIgd TeCTOBOTO IPUJIOZKEHUA.

3aMeHuTe JO0MeHHOe MMsi otus-kube.mtdlb.ru Ha Bam jeiictByromuit jgomen. Bremnuit IP-
aJipec KJacrepa MoKHO Haiitu B fuiekc.Obsake B pasjese Managed Service for Kubernetes
— Knacteps — otus — Cets. J1oT [P-azpec OyaeT MCHOIb30BATHCS [IJIsl TPUBSI3KU JTOMEHA.

app-angie.yaml

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: minimal-ingress
annotations:

cert-manager.io/cluster-issuer: "httpOl-clusterissuer"
acme.cert-manager.io/httpOl-edit-in-place: "true"

spec:
ingressClassName: angie
tls:
- hosts:
- otus-kube.mtdlb.ru
secretName: domain-name-secret
rules:
- host: otus-kube.mtdlb.ru
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: app
port:

number: 80

apiVersion: vl
kind: Service
metadata:

name: app
spec:

selector:

app: app

ports:

- protocol: TCP
port: 80
targetPort: 80

apiVersion: apps/vl
kind: Deployment
metadata:
name: app-deployment
labels:
app: app
spec:
replicas: 1
selector:
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matchLabels:
app: app
template:
metadata:
labels:
app: app
spec:
containers:
- name: app
image: angie:latest
ports:
- containerPort: 80

2. 3amycrure TPUIOXKEHUE:

[$ kubectl apply -f app-angie.yaml

3. IIposepsbre cratyc SSL-ceprudukara u ero cekper B Kubernetes:

$ kubectl describe certificate domain-name-secret
$ kubectl describe secret domain-name-secret

2.4.6 lNpoBepka paboThI

Otkpoiite B Gpaysepe [IOMeH, KOTOPBIl Bbl yKa3ajau B KoHdwurypaiuu (Hampumep, https://otus-kube.

mtdlb.ru).

Ecnu BosHuKaoT mpodiemMbl, MOXKHO ITPOBEPUTH JIOTH TIOIOB:

[$ kubectl logs -1 app=app

J

Takzke MoxkuO nocMmorperh Kouduryparmio ANIC (nogcrasbre B anic-64££957589-j1g7s uMs moga ¢

ANIC B Bamem kJacrepe):

[$ kubectl exec anic-64ff957589-jlg7s -- angie -T

2.4.7 YpaneHune pa3BepHYTOro NpujaoXxeHus

Ecan my)xHo y1agmTh Bce CO3JaHHBIE PECYPCHI, BBIIOJHUTE:

[$ kubectl delete -f app-angie.yaml

2.4.8 Mpokcnposarvue TCP-tpaduka yepes ANIC B Kubernetes

Huxke npusenen mpumep nacrpoiiku npokcupoanusi TCP-Tpaduka mis qocryma k MySQL.

IIpeasapurensno HeoOxomuMo BKIIOUYNTHL globalConfiguration B values.yaml gapra, 3a CYeT HEro

MOKHO OIIpeJe/uTh listener.

1. VYcranoBuTe 4apT ¢ BBIK/IIOYEHHBIM I1apaMeTpoM globalConfiguration:

globalConfiguration:

## Creates the GlobalConfiguration custom resource. Requires controller.
—enableCustomResources.

create: false
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2. BpimosanTEe KOMaHIY:

[$ helm upgrade anic

)

3. Temeps ycraHoBuTE YapT C BKJIOYEHHBIM apamMerpom globalConfiguration m mobasere TCP-

IIPOCJIYIIINBATEb:

globalConfiguration:

—~enableCustomResources.
create: true

spec:

listeners:

# - mame: dns-udp

# port: 5353

# protocol: UDP

- name: mysql-tcp
port: 13306
protocol: TCP

.

## Creates the GlobalConfiguration custom resource. Requires controller.

## The spec of the GlobalConfiguration for defining the global configuration
—parameters of the Ingress Controller.

4. O6HoBHUTE TAPT:

[$ helm upgrade anic

Tenepsr ANIC 6yuer caymars TCP-tiopr 13306 myis noaxiiouenus Kk MySQL.

5. CozpmaiiTe ceKpeT ¢ mapoJsieM root:

mysql-seceret.yaml

rainersion: vl
kind: Secret
metadata:
name: mysql-secret
type: kubernetes.io/basic-auth
stringData:
password: kljJ218qg23cujvdshi

L

6. Cosnaiire nocrosiuaoe Xpanusuie (volume) st MySQL:

mysql-storage.yaml

(ainersion: vl
kind: PersistentVolume
metadata:
name: mysql-pv-volume
labels:
type: local
spec:
storageClassName: manual
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
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L

hostPath:
path: "/mnt/data"
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: mysql-pv-claim
spec:
storageClassName: manual
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi

7. Paszsepunre cam MySQL:

mysql-deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: mysql
spec:
selector:
matchlLabels:
app: mysql
strategy:
type: Recreate
template:
metadata:
labels:
app: mysql
spec:
containers:
- image: mysql:8.0
name: mysql

env:
- name: MYSQL_ROOT_PASSWORD
valueFrom:

secretKeyRef:
name: mysql-secret
key: password
ports:
- containerPort: 3306
name: mysql
volumeMounts:
- name: mysql-persistent-storage
mountPath: /var/lib/mysql
volumes:
- name: mysql-persistent-storage
persistentVolumeClaim:
claimName: mysql-pv-claim
apiVersion: vl
kind: Service
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metadata:
name: mysql
spec:
ports:
- port: 3306
selector:

app: mysql

8. Cosmaiire cepsuc myst MySQL:

mysql-service.yaml

(ainersion: vl
kind: Service
metadata:
name: mysql-ext
spec:
type: LoadBalancer
ports:
- port: 13306
name: mysql
targetPort: 13306
# Kubernetes-memku ceanekmopa, UCROAbL308GHHbIE 8 Wabaore nodos npu CO030AHUUY,
—o0bsexma Deployment.
selector:

app: mysql-tcp

9. Hacrpoiite ANIC g MySQL:

anic-mysql.yaml

apiVersion: k8s.angie.software/vlialphal
kind: TransportServer
metadata:
name: mysql-tcp
spec:
listener:
name: mysql-tcp
protocol: TCP
upstreams:
- name: mysql
service: mysql

port: 3306
action:
pass: mysql

.

10. IlpumenuTe HACTPOUKHU, YTOOBI pa3BEPHYTH CEPBUC:

$ kubectl apply -f mysql-secret.yaml

$ kubectl apply -f mysql-storage.yaml

$ kubectl apply -f mysql-deployment.yaml
$ kubectl apply -f mysql-service.yaml

$ kubectl apply -f anic-mysql.yaml

Teneps Tpacduk #Ha moprt 13306 Gymer nepenarnpasisaTbes B MySQL.
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11. TIposepbTe craryc:

$ kubectl get svc # Cnucok cepeucoe

$ kubectl describe gc # Onucanue GlobalConfiguration
$ kubectl describe ts mysql-tcp # OnucaHnue TCP-listener
$ kubectl describe service anic # Hngopmayus o6 ANIC

2.5 Murpauyusa c Ingress-NGINX Controller Ha ANIC

g murpanuun ANIC joikeH OBITH ycmarosieh Ha TOM Ke Xocre, riae yxke paboraer Ingress-NGINX
Controller.

2.5.1 lMNepeHoc koHpuUrypauumn

1. Hacrpoiite ConfigMap myiss ANIC, nobaBus obiiue mapaMerpsl Jjisi Bcex Ingress. 9Tu napamer-
PBI OYIyT MCIIOJIB30BATHCS 1O YMOJIAHUIO JJIsI BCeX Ingress, ecii KOHKPETHBIN MaHU(pECT uxX He
TIepeoIpeIeIseT.

2. B manudecrax mys cepsucoB namennte apaotarmuu Ingress-NGINX Controller na coorBercTByTo-
mue anaoranun ANIC, rioe 910 HEOOXOIAUMO.

Jlst apnoTanuii, KotTopsle He nopuep:kusaiorcsa B ANIC, ucrionbayiite 1pyrue BapuaHThbl HACTPOHKH
koudurypanuu (CM. IPUMEpPbl HUKE).

3. Ilo ouepenu mepenecure MaHUMECTHI JJIs CEPBUCOB, IPOBEPsisi, YTO KaXKIbIil MaHudect paboraer
KOPPEKTHO.

O IIpumeuannue

He pekomenmyercs mamensTs mose spec B pecypce Ingress. Peammsamun Ingress-NGINX Controller
u ANIC ornmgaiorcst, 970 MOYXKET IPUBECTH K IMPOOIeMaM COBMECTHMOCTH.

2.5.2 CooTBeTcTBus A1 aHHOTaLWA

B Tabsinne Huke npusesenbl anHotaruu Ingress-NGINX Controller ¢ 95KBUBaJIEHTHBIME aHHOTAIUSMEI

ANIC.
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Ingress-NGINX Controller

ANIC

nginx.ingress.kubernetes.

configuration-snippet

nginx.ingress.kubernetes.
nginx.ingress.kubernetes.

proxy-buffering
nginx.ingress.kubernetes
proxy-buffers-number

nginx.ingress.kubernetes.

proxy-buffer-size

nginx.ingress.kubernetes.

proxy-connect-timeout

nginx.ingress.kubernetes.

proxy-read-timeout

nginx.ingress.kubernetes.

proxy-send-timeout
nginx.ingress.kubernetes
rewrite-target

nginx.ingress.kubernetes.

server-snippet

nginx.ingress.kubernetes.

io/

io/load-balance
io/

.io/

io/

io/

io/

io/

.io/

io/

io/ssl-redirect

angie.software/location-snippets

angie.software/lb-method

angie.software/proxy-buffering
angie.software/proxy-buffers
angie.software/proxy-buffer-size
angie.software/proxy-connect-timeout
angie.software/proxy-read-timeout

angie.software/proxy-send-timeout

angie.software/rewrites

angie.software/server-snippets

ingress.kubernetes.io/ssl-redirect

Tomuerit crincok annorarmit ANIC cMm. B pazzese Paciupentast KOHGUTYpAIHs ¢ ITOMOIIBIO AHHOTAIMIA.

2.5.3 TnhobanbHan koHcpurypaumus c nomowbto ConfigMap

B rabmmme auke mpuseseno kiaoun ConfigMap B Ingress-NGINX Controller n ux sxpuBasentst B ANIC.

Ingress-NGINX Controller ANIC
disable-access-log access-log-off
hsts hsts

hsts-include-subdomains
hsts-max-age
http-snippet
keep-alive
keep-alive-requests
load-balance
location-snippet
log-format-escape-json
log-format-stream
log-format-upstream
main-snippet
max-worker-connections
max-worker-open-files
proxy-body-size
proxy-buffering
proxy-buffers-number
proxy-buffer-size
proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout

server-name-hash-bucket-size
proxy-headers-hash-max-size

hsts-include-subdomains
hsts-max-age
http-snippets
keepalive-timeout
keepalive-requests
1b-method
location-snippets

log-format-escaping: ‘‘json’’

stream-log-format
log-format
main-snippets
worker-connections
worker-rlimit-nofile
client-max-body-size
proxy-buffering

proxy-buffers: number size
proxy-buffers: number size

proxy-connect-timeout
proxy-read-timeout
proxy-send-timeout

server-names-hash-bucket-size
server-names-hash-max-size

NPOAOKAETCS Ha Credytoweli cTpaHnue
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Tabnuua 2 — npomosiKeHue C NpeablayLLeli CTpaHMLb

Ingress-NGINX Controller

ANIC

server-snippet

server-tokens
upstream-keepalive-connections
use-http2

use-proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

server-snippets
server-tokens

keepalive

http2

proxy-protocol
variables-hash-bucket-size
worker-cpu-affinity
worker-processes
worker-shutdown-timeout

2.5.4 Tlpumepesbl

Hacrtpoiika tepmunayuu SSL v mapwpytusauumnm Ha ocHose HT TP-nyten

Ingress-NGINX Controller:

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:
name: nginx-test
spec:
tls:
- hosts:
- foo.bar.com
secretName: tls-secret
rules:
- host: foo.bar.com
http:
paths:
- path: /login
backend:

serviceName: login-svc

servicePort: 80
- path: /billing

serviceName: billing-svc

servicePort: 80

ANIC:

apiVersion: networking.k8s.io/v1

kind: VirtualServer

metadata:
name: anic-test
spec:
host: foo.bar.com
tls:
secret: tls-secret
upstreams:

- name: login
service: login-svc
port: 80

- name: billing
service: billing-svc
port: 80
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routes:
- path: /login
action:
pass: login
- path: /billing
action:
pass: billing

Hacrtpoiika 6anancuposku Harpy3dku TCP/UDP u TLS Passthrough

ANIC upenocrasasier nocryn k TCP- u UDP-cepBucam ¢ momorpio pecypcoB TransportServer u

GlobalConfiguration. Ingress-NGINX Controller ucnosbsyer jgist sroit nesin ConfigMap.

KaHapeeuHble pa3BepTbiBaHUS

Kanapeeunsle u cuHe-3ejieHble paspepThiBanns (canary deployment n blue-green deployment) mossosisi-
0T BHEJDSATH U3MEHEHHUsI B KOJ B IPOJAKIIH-CPese, He npepbiBas pabory mosb3oBareseil. ANIC BbI-
[TOJTHSIET Pa3BEPTHIBAHUS HA YPOBHE Hepemadn maHubix: 9To0bl mepeiitu ¢ Ingress-NGINX Controller na
ANIC, nmeobxommmo conocraputh annoranun Ingress-NGINX Controller ¢ pecypcamu VirtualServer u

VirtualServerRoute B ANIC.

Ingress-NGINX Controller obpabaTbiBaeT KaHapeeUHbIe AHHOTAIIMK B CJIEYIOIIEM TOPSIIIKE:

1. nginx.ingress.kubernetes.io/canary-by-header

2. nginx.ingress.kubernetes.io/canary-by-cookie

3. nginx.ingress.kubernetes.io/canary-by-weight

O IIpumeuannue

Yrobsl Kanapeednbie anHoTanun waTeprnpernposaanch B ANIC anajmorndno, oHI JIOJXKHBI PaCIoia-

rarbest B Manudecre VirtualServer mian VirtualServerRoute B Tom ke mopsijike.

nginx.ingress.kubernetes.io/canary-by-header

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"
nginx.ingress.kubernetes.io/canary-by-header:

"httpHeader"

ANIC:

matches:

- conditions:

- header: httpHeader
value: never

action:

pass: echo

- header: httpHeader
value: always
action:

pass: echo-canary
action:

pass: echo
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Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"

nginx.ingress.kubernetes.io/canary-by-header: "httpHeader"

nginx.ingress.kubernetes.io/canary-by-header-value: "my-value"

ANIC:

matches:
- conditions:

- header: httpHeader

value: my-value
action:
pass: echo-canary

action:

pass: echo

nginx.ingress.kubernetes.io/canary-by-cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/canary: "true"

nginx.ingress.kubernetes.io/canary-by-cookie:

"cookieName"

ANIC:

matches:
- conditioms:
- cookie: cookieName
value: never
action:
pass: echo
- cookie: cookieName
value: always
action:
pass: echo-canary
action:
pass: echo

Ynpasnenue Tpacdukom

Annoranuu Ingress-NGINX Controller, st KOTOPBIX II0OKa HET COOTBETCTBYIONIMX IOJIEH B pecypcax

ANIC, neobxomumo 06pabaTbBaTh ¢ HOMOIILIO (GPArMEHTOB (CHUIIIETOB).

(5 ) IIpumeuanue

s paboThl B YapTe HEOOXOIMMO yCTAaHOBUTH controller.enableSnippets B true.

B npumepax mmxe amnorarmu Ingress-NGINX Controller comocrapiensr ¢ pecypcamu VirtualServer u

VirtualServerRoute B ANIC.
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custom-http-errors

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/custom-http-errors: "code"
nginx.ingress.kubernetes.io/default-backend: "default-svc"

ANIC:

errorPages:
- codes: [code]
redirect:
code: 301
url: default-svc

limit-connections

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit-connections: "number"

ANIC:

http-snippets: |
limit_conn_zone $binary_remote_addr zone=zone_name:size;
routes:
- path: /path
location-snippets: |
limit_conn zone_name number;

limit-rate

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rate: "number"
nginx.ingress.kubernetes.io/limit-rate-after: '"number"

ANIC:

location-snippets: |
limit_rate number;

limit_rate_after number;

limit-rpm

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rpm: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "multiplier"

ANIC:

rateLimit:
rate: numberr/m
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burst: number * multiplier
key: ${binary_remote_addr}
zoneSize: size

limit-rps

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/limit-rps: "number"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "multiplier"

ANIC:

ratelLimit:
rate: numberr/s

burst: number * multiplier
key: ${binary_remote_addr}
zoneSize: size

limit-whitelist

Ingress-NGINX Controller:

[nginx.ingress.kubernetes.io/limit—whitelist: "CIDR"

ANIC:

http-snippets: |
server-snippets: |

rewrite-target

Ingress-NGINX Controller:

[nginx .ingress.kubernetes.io/rewrite-target: "URI"

ANIC:

[rewritePath: "URI" ]

MaHVII'IyHSIU,VI'iI 3arosioBkamum

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/enable-cors: "true"
nginx.ingress.kubernetes.io/cors-allow-credentials: "true"

nginx.ingress.kubernetes.io/cors-allow-headers: "X-Forwarded-For"

nginx.ingress.kubernetes.io/cors-allow-methods: "PUT, GET, POST, OPTIONS"

nginx.ingress.kubernetes.io/cors-allow-origin: "*"
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nginx.ingress.kubernetes.io/cors-max-age: "seconds"

ANIC:

VceranoBka s Ingress Bo3MOXKHA € TIOMOIIBIO aHHOTAIMK angie.software/location-snippets. s
paboThl B 4apTe HEeOOXOMMO YCTAHOBHUTH controller.enableSnippets B true.

Ingress:
annotations:
angie.software/location-snippets |
add_header 'Access-Control-Allow-Origin' '*x' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS' always;
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-
—Modified-Since,Cache-Control,Content-Type,Range' always;
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range'
—always;

VirtualServer
responseHeaders:
add:
- name: Access-Control-Allow-Credentials
value: "true"
- name: Access-Control-Allow-Headers
value: "X-Forwarded-For"
- name: Access-Control-Allow-Methods
value: "PUT, GET, POST, OPTIONS"
- name: Access-Control-Allow-Origin
value: "x*"
- name: Access-Control-Max-Age
value: "seconds"

MpokcupoBaHue n DanaHcMpoBKa Harpy3ku

B rabmumne ke npusenensl annoTarun Ingress-NGINX Controller n mapameTpsl B 1ojie upstream st
pecypcoB VirtualServer u VirtualServerRoute.

Ingress-NGINX Controller ANIC
nginx.ingress.kubernetes.io/load-balance 1b-method
nginx.ingress.kubernetes.io/ buffering
proxy-buffering

nnginx.ingress.kubernetes.io/ buffers
proxy-buffers-number

nginx.ingress.kubernetes.io/ next-upstream
proxy-next-upstream

nginx.ingress.kubernetes.io/ next-upstream-timeout
proxy-next-upstream-timeout

nginx.ingress.kubernetes.io/ read-timeout
proxy-read-timeout

nginx.ingress.kubernetes.io/ send-timeout
proxy-send-timeout

nginx.ingress.kubernetes.io/ use-cluster-ip

service-upstream
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AyteHtudmkaums mTLS

ANIC moxer obpabareiBarh ayrenTudukanuio mTLS Ha yposHe BxomHoro Tpaduka, Tpedyst IpeIocTas-
JIEHUsI NeACTBUTEIbHBIX CePTUMUKATOB I BHENHUX coenuuennii. HacTpoiika peasun3yercs ¢ MOMOIIBIO

pecypcos Policy, coorsercrBytomux annorarusm Ingress-NGINX Controller.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/auth-tls-secret: secretName
nginx.ingress.kubernetes.io/auth-tls-verify-client: "on"
nginx.ingress.kubernetes.io/auth-tls-verify-depth: "1"

ANIC:

ingressMTLS:
clientCertSecret: secretName
verifyClient: "on"

verifyDepth: 1

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/proxy-ssl-secret: "secretName"
nginx.ingress.kubernetes.io/proxy-ssl-verify: "on|off"
nginx.ingress.kubernetes.io/proxy-ssl-verify-depth: "1"
nginx.ingress.kubernetes.io/proxy-ssl-protocols: "TLSv1.2"
nginx.ingress.kubernetes.io/proxy-ssl-ciphers: "DEFAULT"
nginx.ingress.kubernetes.io/proxy-ssl-name: "server-name"
nginx.ingress.kubernetes.io/proxy-ssl-server-name: "on|off"

ANIC:

egressMTLS:
tlsSecret: secretName

verifyServer: true|false
verifyDepth: 1
protocols: TLSv1.2
ciphers: DEFAULT
sslName: server-name

serverName: truel|false

CoxpaHeHue ceccwii

st coxpanenust ceccuit B ANIC ucmonssyrorest pecypest Policy. B Ingress-NGINX Controller ucrosts-

3YIOTCAd COOTBETCTBYIONINE aHHOTAITUM.

Ingress-NGINX Controller:

nginx.ingress.kubernetes.io/affinity: "cookie"
nginx.ingress.kubernetes.io/session-cookie-name: "cookieName"
nginx.ingress.kubernetes.io/session-cookie-expires: "x"
nginx.ingress.kubernetes.io/session-cookie-path: "/route"
nginx.ingress.kubernetes.io/session-cookie-secure: "true"
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ANIC:

sessionCookie:
enable: true

name: cookieName
expires: xh

path: /route

secure: true

AyTteHTudmkauusn yepes BHeLWHUT cepBuUC

Ingress-NGINX Controller:

[nginx. ingress.kubernetes.

io/auth-url

ANIC:

Ucnosnb3yercst cobcTBeHHAs! peasn3anus (IpuMeHnMa TOJIbKO st VirtualServer): macrpoiika OIDC.

Mpussaska sticky-ceccuii yepe3 cookie

Ingress-NGINX Controller:

nginx.ingress.kubernetes.
nginx.ingress.kubernetes.
nginx.ingress.kubernetes.
nginx.ingress.kubernetes.

io/affinity: "cookie"
io/session-cookie-name: '"cookie_name'"
io/session-cookie-expires: "seconds"
io/session-cookie-path: "/route"

ANIC:

angie.software/sticky-cookie-services: "serviceName=example-svc cookie_name,
—expires=time path=/route"
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FABA 3

AprymeHTbl KOMaHAHOW| CTPOKU

ANIC nognepuBaet psiji apryMeHTOB KOMaHIHOW cTpoku. Crocod yKazaHust ITUX ApryMEHTOB 3aBUCUT
oT Toro, Kak Bbl ycranasiausaere ANIC:

e Ecim Bbl ucnosnb3yere manugecmo, Kubernetes (Deployment mam DaemonSet) miust ycranoBku
ANIC, usmenuTe 311 MaHUQPECTHI COOTBETCTBYIOIUM 00Pa30M, YTOOBI 33/1aTh apI'yMEHTHI KOMAH/I-
HO# cTpoku. CM. JIOKYMEHTAINIO 110 YCTAHOBKE C MaHUDECTaMM.

e Ecyu Bol ucnosibdyere Helm miist ycranosku ANIC, usmennre mapamerpsl juarpammbl Helm, co-

OTBETCTBYIOIIUE apryMeHTaM KOMaHIHO#M cTpoku. CM. IMOKYMEHTAIUIO IO YCIMAHOEKE € TOMOULLIO
Helm.

Huxe B a.H(baBI/ITHOM TOpAAKEe TePEINCJIEHBI JOCTYIIHBIE apTyMEHTbI KOIVIaH,HHOfI CTPOKH:

3.1 -angie-configmaps <ctpoka>
Pecypc ConfigMap s nacrpoiiku kouduryparuu Angie. Eciim ConfigMap 3aman, no ANIC me moxer

nosryunthb ero u3 API Kubernetes, to ANIC ne 3amycrurcs.

PopmaT: <IPOCTPAHCTBO HMEH>/<HMA>

3.2 -angie-debug

Brutrouaer ornajky mist Angie. Vcnosb3yer 6unapauk angie-debug. Tpebyercs 'error-log-level: debug' B
ConfigMap.
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3.3 -angie-reload-timeout <znavyenue>
Bpewmst oxxuianus B MILInceKyHiax, B redenne koroporo ANIC Gyer 0xKuiaTh yCIenttoii mepesarpysku

Angie mociie m3ameHeHns: KOH(MUyPAIUU WX [P HAYAJIHLHOM 3aILyCKe.

Buagenne 1o ymosraanuio - 60000.

3.4 -angie-status

Bkimouaer Angie stub_status.

Ilo ymomaanuio true.

3.5 -angie-status-allow-cidrs <cTpoxa>

Hobasasier 6ok IP/CIDR B cuncok paspemmenuii jist Angie stub _status.

Heckomnpko IP win CIDR pasnesnsiiorest 3anstbivu. (ITo ymosrganmio 127.0.0.1,::1)

3.6 -angie-status-port <int>

3asaeT mopT, Ha KOTOpOoM soctyiieH Angie stub _ status.

@opmar: [1024 - 65535] (o ymosrganuoo 8080)

3.7 -angie-status-prometheus <bool>

Brmrowaer win orkiodaer Beimady crarucruku Angie B hopmare Prometheus.

Dopmar: false wim true (0 yMOIYAHUIO true)

3.8 -angie-status-prometheus-allow-cidrs

Hobasasier 6oku IP/CIDR B cincok paspemennii qyist craructukn Angie B hopmare Prometheus.

Heckosbko IP unun CIDR paspensiores 3angarbivu. (Ilo ymosaganuio 127.0.0.1,::1)

3.9 -angie-status-prometheus-path <cTpoxa>

TlosBossteT MeHATH Iy Th I IyOuKauu craructuku Angie B popmare Prometheus.

IIo ymomuanuio ucrons3yercs /p8s.
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3.10 -angie-status-prometheus-port <int>

3ajiaer 1opT, Ha KOTOPOM JIOCTYIIHA craTucTuka Angie B ¢popmare Prometheus.

@opmar: [1024 - 65535] (10 ymosnganuoo 8083)

3.11 -default-server-tls-secret <cTpoxa>

Cexkper ¢ ceprudpurarom TLS u kmoaom mrs TLS-repmunanum Ha cepBepe M0 yMOJJIIAHUIO.

o Eciu 3navenue me 3a7aHO, UCIONB3YIOTCA cepTUMUKAT U KJod B dailne /etc/angie/secrets/
default.

e FEcmu /etc/angie/secrets/default me cymecrsyer, ANIC macrpour B Angie orknonenne TLS-
ITOJIKJTIOYEHNI K CEpBEpPY MO YMOJIIAHUIO.

e Ecymm cekper ycranossied, Ho ANIC me moxker nmosryants ero u3 API Kubernetes, i ke e ycra-
nossier, 1 ANIC ne ynaercs npountarh daitn /etc/angie/secrets/default, To ANIC ne 3amy-
CTUTCS.

QopMmaTr: <IpOCTPaHCTBO HMEH>/<uMs>

3.12 -disable-ipv6

fBHO orTkIOUaeT npocaytuBaTesn [PV6 mis y3mos, koTopble He oiepKuBaiorT crek [PV6.

Tlo ymomuanuio false.

3.13 -enable-cert-manager
Bkirouaer aBromarunyeckoe yipasienue ceprudpukaramu x509 st pecypco VirtualServer ¢ momorinbio

cert-manager (cert-manager.io).

Tpebyer -enable-custom-resources.

3.14 -enable-custom-resources

Bkirouaer mop30BaTesbCKIE PECYPCHIL.

Ilo ymosmaanuio true.

3.15 -enable-external-dns

Bkirouaer waTerpanuto ¢ External DNS st Hacrpoiiku obmemoctymnabix 3amuceii DNS y pecypcos
VirtualServer ¢ ucnonbzoBanmem External DNS.

Tpedyer mamuaus -enable-custom-resources.
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3.16 -enable-jwt

Bxiouyaer dyuknuo ayrentudukarun JWT B pecypcax Policy.

IIo ymomuanmio false.

3.17 -enable-leader-election

TlozBosster BBIOMpATH JMIepa, ITOOBI M30EKATH CUTYAI[MH, KOIJa HECKOJBKO PEIUINK KOHTPOJLIEPA CO-
obmmaroT o craryce pecypcoB Ingress, VirtualServer u VirtualServerRoute; coobmars o craryce Oyjer
TOJILKO OJiHA perumka. [lo ymoadanuio true.

Cwm. daiar -report-ingress-status.

3.18 -enable-oidc

Brmouaer dyukiuio ayrearudukarnuu no OpenlD Connect B pecypcax Policy.

Ilo ymomaanuio false.

3.19 -enable-prometheus-metrics

ITozBossier mybmkoBaTh MeTpukn Angie B hopmare Prometheus.

3.20 -enable-service-insight

[Ty6aukyer koneunyo Touky Service Insight g ANIC.

3.21 -enable-snippets
Bkirouaer mosib3oBarebeckue dgparmenThl KoHdurypanun Angie B pecypcax Ingress, VirtualServer,

VirtualServerRoute u TransportServer.

IIo ymomuanuio false.

3.22 -enable-tls-passthrough

Bkutiouaer ckBo3Hyto mepenaty maHHBIX 0 mpoTokosy TLS ma mopty 443.

Tpebyer namuaus -enable-custom-resources.
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3.23 -external-service <cTpoka>

VkaswiBaeT uMms cepBuca ¢ tuniom LoadBalancer, yepe3 koropsriit iogst ANIC nesatorcst mocTymHbIME
n3BHe. BHelHmit ajipec cepBrca UCIOJIB3YETCS JIJIs OTYETOB O COCTOsIHUU pecypcoB Ingress, VirtualServer
u VirtualServerRoute.

Tompko myst pecypcoB Ingress: Tpebyer Haguwaus -report-ingress-status.

3.24 -global-configuration <cTpoxa>

Pecypc GlobalConfiguration st riobasbuoit nHacrpoiiku ANIC.
DopMaT:<IPOCTPAHCTBO HMEH>/<uMT>

Tpebyer manumuus -enable-custom-resources.

3.25 -health-status

Hobasmsier mecronosioxkenue " /angie-health" x cepsepy 10 ymosruanuo. Mecromnosoxenue orBedaer Ko-
noMm craryca 200 mHa 1106081 3ampoc.

D10 TONIE3HO JIs BHeIIHel npoBepku paborocrocobnoctn ANIC.

3.26 -health-status-uri <cTpoxa>

3amaer URI mecromnosoxkernst mpoBepKr pabOTOCIIOCOOHOCTH Ha, cepBepe 1o yMoTdanuto. 1T pebyer Hasm-
ams -health-status.

IIo ymomuanuio /angie-health.

3.27 -ingress-class <cTpoka>

Kirace ANIC.

Josken ObITh pasBepHyT cooTBercTByONuil pecypc IngressClass ¢ mmeneMm, paBHbIM KJjaccy. B nporus-
oM cirydae ANIC ne 3amycrurcs. ANIC o6pabaThiBaeT TOJIBKO Te€ PeCypChl, KOTOPhIE TPUHAJIEYKAT €ro
KJIaccy, T. €. UMeIOT pecypc nojid ingressClassName, paBHBINA KJaccy.

ANIC obpabaTbeiBaeT Bce pecypehbl, y KOTOPBIX HeT 1oJist ingressClassName.

IIo ymomuanmio angie.

3.28 -ingresslink <ctpoxa>

VkazwiBaer ums pecypca IngressLink, wepes koropsrit npegocrasisiercss nocryn K mojgam ANIC depes
cucremy BIG-IP. IP-anpec cucrembr BIG-IP ucnonb3yercst fjist or9eToB 0 coctosiHum pecypcos Ingress,
VirtualServer u VirtualServerRoute.

Tousbko A5t pecypcoB Ingress: Tpebyer nHasmaus -report-ingress-status.
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3.29 -ingress-template-path <ctpoka>

IIyTe K mabiony koudurypamuu Ingress Angie st pecypca Ingress. ITo ymomuanuro aist Angie ucross-
3yercda angie.ingress.tmpl.

3.30 -leader-election-lock-name <ctpoka>

VKa3plBaeT B TOM K€ IIPOCTPAHCTBE MMEH, IJle HaxonuTcsi KouTposuiep, ums ConfigMap, ucnons3yemoe
1t OJIOKUPOBKU IIPH BBIOODE JIHIEPA.

Tpebyer mamuaus -enable-leader-election.

3.31 -main-template-path <ctpoxa>

IIyTe x ocHoBHOMY mabioHy KoHbUryparmn Angie.

e [lo ymomaanuio qus Angie ncnonp3yercs angie.ingress. tmpl.

3.32 -prometheus-metrics-listen-port <int>

3ajaeT mopT, Ha KOTOPOM IyOJNKyIoTcst MeTpuku Prometheus.

dopmar: [1024 - 65535] (o ymosrganuio 9113)

3.33 -prometheus-tls-secret <cTpoxa>

Cekper ¢ ceprudpurarom TLS un kmoaom s TLS-repmunainu koHedHoit Touku meTpuk Prometheus.
e FEciim apryment e 3ajaH, konednast Touka Prometheus we 6yser ncnosibzoBars TLS-coenunenue.

e Ecyim apryment 3agan, Ho ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
BAIlyCTUTCS.

3.34 -proxy <crtpoka>

3ajiaer UCI0JIb30BaHUE MIPOKCU-cepBepa s nojakJodenus K APT Kubernetes, samyckaemoro KkomMaH1oii
"kubectl proxy". ToJIbKO B IeJisiX TECTUPOBAHUSI.

ANIC ne 3amyckaer Angie u He 3anucbIBaeT Ha JIUCK HUKAKKWE CreHEPUPOBAHHbBIE (hailiibl KOH(MUTYpaIy
Angie.
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3.35 -ready-status

Bxirioyaer Koneunyio ToYKy rorosHocTu /angie-ready. Koneunas Touka Bo3Bpalaer KoJi yciexa, KOraa
Angie 3arpy3mi1 BCio KOHPUTYPAIMIO TOCTE 3aIIyCKa.

Ilo ymomuanuio true.

3.36 -ready-status-port

HTTP-tiopT /151 KOHEYHOW TOYKH TOTOBHOCTH.

Dopmar: [1024 - 65535] (o ymosrganuio 8081)

3.37 -report-ingress-status

O6HOBJISIET TTOJIE aj[peca B cTaTyce pecypcos Ingress.

Tpebyercst dutar -external-service nim -ingresslink, mubo ko4 external -status-address B ConfigMap.

3.38 -service-insight-listen-port <int>

3amaer opT, HA KOTOpPOM IybJsmKyercs Service Insight.

Dopmar: [1024 - 65535] (1o ymosrganuio 9114)

3.39 -service-insight-tls-secret <ctpoka>

Cexkper ¢ ceprudpurarom TLS u kimouom mis TLS-repmunanun KonedHoit Toukn Service Insight.
o Eciu apryment e 3aaH, KonedHnas Touka Service Insight we 6yner ucmonszosars TLS-coenuaenne.

e Ecym apryment 3asan, HO ANIC #e moxker mosyuuts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCS.

QopMmaTr: <IpOCTPaHCTBO HMEH>/<uMs>

3.40 -tls-passthrough-port <int>

3aJiaer mopT Jid CKBO3HOM nepejadn jganubix mo uporokoiay TLS. @opmar: [1024 - 65535] (1o ymour-
yaHuio 443)

Tpebyer BKIIOUUTH -enable-custom-resources.
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3.41 -transportserver-template-path <crtpoxa>

Ilyre k mabsiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o Ilo ymomrganuio 1 Angie ncnosnb3yercaangie. transportserver. tmpl.

3.42 -v <3HauyeHue>

ypOBeHb JeTajin3alun 3alliCu JIOIrOB. 3uadenue mo YMOJJI9aHUIO — 17 IIPpA 9TOM 3HaYC€HUUN 3allUChIBACTCHA
MUHMMAJIbHOE KOJUYECTBO JIOr0OB. 3HadeHne 3 M0JIE3HO JJId yCTpaHeHnd HEIOoJIaJ0K.

3.43 -version

BriBoauTr Bepcuio, xa1m git-komMuTa 1 gaTy cOOPKH, 3aTeM 3aBepIiaeT paboTy.

3.44 -virtualserver-template-path <ctpoka>

IIyts k mabsiony Koudurypamnun VirtualServer Angie mrs pecypca VirtualServer.

o [lo ymomaanuio qist Angie ucrnosb3yercst angie.ingress. tmpl.

3.45 -vmodule <3rauenue>

Paznenenmptit 3angaThiMu CIIMCOK TapaMeTpoB pattern=N 1715 BeieHns )KypHaJja ¢ puabTparueit paitios.

3.46 -watch-namespace <ctpoka>

PazesieHHbIil 3aISITHIMI CIIUCOK MPOCTPAHCTB MMEH, 3a pecypcaMu KOTOpbIX josrken cieautsb ANIC.
ITo ymomganuio ANIC orciexuBaer Bce mpocTpaHcTBa uMmeH. Hesb3st ncnosb3osath BMecte ¢ "watch-
namespace-label".

3.47 -watch-namespace-label <cTpoxa>

Hacrpausaer 8 ANIC mpocMoTp TOIBKO MPOCTPAHCTB MMeH ¢ Merkoii foo=bar. ITo ymomuanuio ANIC
OTCJIE’KUBAET BCE MPOCTPAHCTBa uMeH. Henb3st ucmosib3oBarh BMecTe ¢ "watch-namespace”.

3.48 -watch-secret-namespace <ctpoka>

Pazesiennprit 3ansiThiMu CIUCOK TIPOCTPAHCTB uMeH, 3a KoropbiMu ANIC mosKeH ciieuTh Ha IpeMeT
Haymans cekperoB. Eciu sror napamerp ue HactpoeH, ANIC orciexkuBaeT 0JIHI U Te YKe IIPOCTPAHCTBA
uMeH Jijist Bcex pecypcoB. Cum. takxke "watch-namespace" u "watch-namespace-label".
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3.49 -wildcard-tls-secret <ctpoxa>

Cekper ¢ ceprudurarom TLS u kiogom gyt TLS-repmunanum kaxgoro yaia Ingress wim VirtualServer,
JIUIsl KOTOporo BrJtoYeHa TLS-repMuHaIus, HO ceKper He yKa3aH.

e FEciim aprymenT He 3ajiaH, 1js Takux y3Ji0B Ingress n VirtualServer Angie npepser J1io0yIo IOIBITKY
ycranoButh TLS-coenunenue.

e Fcim apryment 3anan, #o ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AIyCTUTCSI.

QopmMmaT: <IPpOCTPaHCTBO HMeH>/<uMI>
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rnABA 4

Bepcun Angie Ingress Controller (ANIC)

4.1 2025

4.1.1 ANIC 0.7.1

Hara Beimycka: 02.06.2025

Oobasnenus

B cnpasky nobassen pazzen OOrue npuMepsr.

WNcnpaBnenus

MCHpaB.HeHI/Ie ySISBI/IMOCTeﬁ.

4.1.2 ANIC 0.7.0

Hara Bermycka: 05.02.2025.

Oob6asnenus

Yeranoeka ANIC no auvyensuu.
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4.2 2024

4.2.1 ANIC 0.6.0

Hata Beimycka: 26.12.2024.

Oob6asnenus

Hogble dyuKImy n HACTPOUKM:
e JlobGapjeHbl JOMOIHUTEILHBIE 1I0JId B MeTpukax Prometheus mia ANIC:
— controller_pod
— controller_namespace
— controller_class

e JlobaBjieHa BO3MOXKHOCTH HACTPAWBATH M OCYIIECTBIIATH ABTOPU3AINIO KJIMEHTa Ha OCHOBAHUU De-
3yJIBTATOB IO3AIPOCA.

e Bepcus Angie PRO obuosjiena 0 1.8.1.

4.2.2 ANIC 0.5.0

Hara Bermycka: 30.09.2024.

Oob6asnenus

Hosbre dynkiun u HacTpoiiKu:
e Jlobapsena Bo3amoxkHOCTH HacTpanBarh OIDC-aBropuzamnuro.
e IlosiBmtace Bo3moxkuOCTh HacTpoitku JWT-aBropuzamnuro.

e JlobaBiena annoraius angie.software/configmap ¢ mapamerpom namespace/config-name, Ko-
TOpas IO3BOJIAET OLpenenTh pacmupenssit ConfigMap s 3amamnsoro Ingress-pecypca.

e JIupekTusa staticLocations mo3BosisieT 3a1aBaTh paCIOIOKEHNE JIJIsI pa3Jadl CTATUIECKUX (PaiiIoB.

e ITapamerp angie-status-prometheus-path M03BoJseT MEHSATH Iy Th i craTucTuky Angie B popmare
Prometheus.

e Jlobapjiensl napamerpbl HacTpoiiku SSL st pecypca VirtualServer:
— ssl_session_timeout
— ssl_session_cache
— ssl_session_tickets
— ssl_stapling
— ssl_stapling_verify
e Jlns nupektussl ssl_prefer server ciphers Terepb MOXKHO 3ajaBaTh 3Ha4deHue off.

e [losiBIiIach BO3MOXKHOCTD J00ABISATH IUPEKTUBY S_map B Koudwuryparmuio Angie PRO, cm. mpu-
Mepbl HaCTPOIKHU.

e IlosBuack mojiep:kka jaupektussbl activeHealthProbes 8 Angie PRO.
e Bepcus Angie PRO o6roBiena o0 1.7.0.

Jtst obJrerdenust MpoIecca MUTPAIAN CAETAHbI CJICTYIOIUE YTy IITeHUsT:
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e [lapamerpsn! Tuma boolean Ternepb MOT'YT IPUHUMATDH 3HadeHus true uiau false, t wam £, on win
off u 1 unm 0.

e [Tapamerp proxy-buffers mupektussr Upstream.buffers renmepr moxxer npuHUMATH TOJIBKO 3HAUE-
Hue KoamdecTsa OydepoB number, 6e3 ykazanusi padmepa size. Ecin 3nadenune size He ykazamno,
TO IO yMOJT9aHuIo0 OymeT 3aaamo 8K.

Wcnpasnexns

e licupassena ommbka npu ykasauuu 3uadenusi HTTPS s backend-protocol.
e Ucmpagieno orobpazkenne IP B craryce k8s.

e ITapamerp include-year GoJbIlie HEJIb3s U3MEHATH, €I0 3HAYEHUE TEIEePh BCeria true.

4.2.3 ANIC 0.4.0

Hata Beimycka: 04.06.2024.

Oob6asnenus

Hosble ¢dyuknum u HacTpOUKM:
e JloGaBsIeHDbI aJHaChl JJIs CJIE/LYIONNX AHHOTAIIMI:
— angie.software/force-ssl-redirect — nepenanpasiser HTTP-zanpocer na HTTPS.

— angie.software/proxy-body-size — ycraHaB/IMBaeT MaKCUMAJIbHBII pasMep IJid Teja 3a-
IIpoca, KOTOPOe MOXKeT 00paboTarh IPOKCUPYEMBIil cepBep.

— angie.software/proxy-buffer-size — onpejensier pazmep O6ydepa jij1st 9TeHns 3ar0JI0BKOB
OTBETOB OT IIPOKCUPYEMOTO CEPBEPA.

— angie.software/proxy-buffering — BKJIOYaeT miM OTKJIIOYaeT Oydeprusaruio OTBETOB OT
IIPOKCUPYEMOT'O CEPBepA.

— angie.software/proxy-buffers — omnpeseisier KOaudecTBo OydepoB, HCIOIb3YEMbIX I
XPpaHEHUs OTBETa OT IIPOKCUPYEMOI'O CEPBEPA.

— angie.software/proxy-max-temp-file-size — 3a/1aeT MaKCUMAaJbHBIN Pa3MeP BPEMEHHOTO
daitia, nCmoabp3yeMoro st 6ydepusamun 00JbITNX OTBETOB.

e /lupekTuBa server _tokens remepb MOXKET TPUHUMATH CTPOKOBBIE 3HAUEHUSI.
e Bepcus Angie PRO obrosiena jio 1.5.2.

WNcnpaBnenus

e llcupasjennr TpeboBaHus K resolver-addresses.
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4.2.4 ANIC 0.3.0

Hata Beimycka: 02.03.2024.

Oob6asnenus

Hogble dyukmm u HacTpOUKM:

e Jlo6aBsnena annorarus angie.software/force-ssl-redirect, ¢ HOMOIIBIO KOTOPOH MOXKHO IIe-
peBomuth Hebezomacubie HTTP-3ampocsr na 3amumnenasie HTTPS, yro mo3Bosint ncripaButh BO3-
MOKHBIE OIMUOKY ITpU UCIoJib3oBanuu SSL.

O IIpumeuannue

B cBa3u ¢ ocobenHocTssmMu paboThl anHoranun force-ssl-redirect peKOMEH/IyeM HCIIOJIB30-
BaThb aJIbTCPHATUBHYIO HAaCTPOiiKy — backend-protocol co 3nadenuem HTTPS.

e B Helm-uaprsr mobasienst CRD (Common Resource Definitions), rakue kak Virtual Server, Virtual
Server Route, TransportServer, Policies. Teneps nmosib3oBaresin Helm mMoryT ncnoss30BaTh 3TH oripe-
JIeJICHWsT B CBOMX IPOEKTAX, U9TO 3HAYUTEIHLHO PACIIUPIET BO3MOKHOCTH HACTPOWKHU BeO-cepBepa
10 CPABHEHUIO CO CTaHIAPTHBIM pecypcoM Ingress.

WNcnpasnenus

e Tenepsr ANIC zamyckaercs OT UMEHH TI0JIb30BaTEsT angie.

4.3 2023

4.3.1 ANIC 0.2.0

Hara Bermycka: 23.11.2023.

Oob6asnenus

e Jlobassena noxazep:kka kKoucosu Console Light my1s MormTOpHMHATra aKTHUBHOCTH B PEaIbHOM BPEMe-
HIU.

Teneps MOKHO OTKJIIOYATH IIPOTOKOJI ipv6 ¢ moMoIeio -disable-ipu6 .

Jobasnena Touka nojkaodenus Prometheus /ps8 s MmonuTopuura craryca.
e Jlo6aBiena mnojyiep:kka sticky cookie m sticky route.

e B napamerps! KoHbwura npobaBieHa IepeMeHHas $proxy_upstream_name Ui HCIIOJIb30BAHUA B
dopmare J0ros.
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WcnpaBnexuns

e llcnpasiena omubka ¢ OTCyTCTBHEM IIPAB JIOCTYIA K angie-syslog.sock.
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Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2025, 000 «Be6-Cepsep». Bee npasa samuiieHs.
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