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Angie PRO J2MHE—TEMRD Hi & FIA LR Web ARZS 550

Web fil55 a2 —2REMF, 1EIE HTTP MO RER PR M2t B IRRI IR, B4, Angie PRO A
TIZEML, Bl ARF. Mgk BRSSP KI@S 4 2 HIARG, BSR4
MR R, SRR B RS LIR D), sEES “TE% R JFE LN EHARGEZHRN, AP
TG SKRET AT PAH Angie PRO AbH,

Angie PRO J&:
o M Web lli55a. H CIHESEHS.
o La-L7 53839185, AVFE TCP/UDP WA HTTP 2[RI T E 5,
o PRBERIZRAFIRSS B, JEIE RIGHIBAFHLEIINR Web BRSSHIIZ1T,
o AITEFG AT G LEM, 78 Alpine, Debian, Oracle. RED OS. Rocky 1 Ubuntu b4 A1
1o
o FVERE, S ERAERE Web RE5EZ—,
%% Angie PRO HUFHFH:

« 5 NGINX 0SS 3%, Angie PRO 5223 % Nginx, RVHELMIIER Nginx P ERE E KK
AARSSENIIE R N IEE] Angie PRO,

o WSERIGETHE BRISERTERE.  Angie PRO $RLSERERYSCIN IS5 a5 T i t, REMSIRYE (i Bah &8
HfCHE, MRIRSHE2T A,

o AARCENPIRSS M, RVPED 77 REST # & FARRIRSS R E, TR,
o RAFCEBIR, REEEH PRI API BEREFTTRENAES), TR ENL,
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o AHRPERSS B ARG, f “EERA", IR Fkm R IR AR 55 B 4L
o AAEHEANE, BT HTTP API A% Angie PRO BLEAE R,

« 3 DNS HHi,

o RUGEAAEL

o HAEH=JIBMIEIE, Angie PRO XFFARZE NGINX =778, FARWLELE, W
TRINRERI SR

o HENFXBFEY, BEPTE Angie PRO SERFHP A X, limit req SFLIRE,
o LEMR KPR A PEALAR S5 2R A PR, RERS SR BB Web IRSS d B9 FRRMIIRA, Bk B,

5 Angie PRO HARLINRERMERIIMBIAEFZR £145 Nginx, Nginx Plus, Apache, Envoy. A NGINX
R T ZIr= i (OpenResty. Tengine, Cloudflare) PAK Yandex PR TR,
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AUHEAEHXKIE Angie FIXE, 67, S,

3.1 @H
XN T Angle FULCEERIBCE, BaFEIE Web IRS538, EEE, DARIE RIS HARARSS &%
SZE DT

3.1.1 BEEXH

Angie R T XANECE X, BRNBOT, 24N angie. conf, MRHE —-conf-path HESELL
B, BHEAT /etc/angie HFE N,

FCE SRR B DA B SR
o events ——fEREAbH
o http -HTTP &
o mail -HRAFE
o stream -TCP I UDP i
o wasm_modules ~-WASM &7t

B E N ZHMHESHWANTE main b F3CH:

user angie; # 7= 'main’' T XHHIESL

events {
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# EHEAENRE

}
http {
# fr T HTTP W&, ¥WE A E W% &
server {
# HTTP [ WK% # 1 WEE
location /one {
# ALFEPL 'Jonme' FkWy URI EE
}
location /two {
# ZFPL '/two' FFLH URI W E
}
}
server {
# HTTP SN 4% 2 R E
}
}
stream {
# ¥ T TCP/UDP WEE, %vfiA EIRS &
server {
# TCP MR 5 1 WRE
}
}

NT R EER, BIEAEE angie. conf KR include 1525 RFENREXFHIAA :

include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

4%

—RekH, FET (BEED PN EPXHRETX, #IHR BT MRAERFE LA
B, AR DIHIIEZ DN ERSH; ERXAMIET, SR POEEE T E I S i SR E M
KPR E

3.1. i&H 5
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BiE
& e fir
A DASE I DA B SRR E RN

TeIE 4% F

k, K T
m, M JKF
g G EEai

filan: 1024, 8k. im. 16g.

IFRIRIRE AT DAAZRD, Fb, 0. /NN REESRfaE, @AMNESR:

ms ZF)

s »

panit

/NS

PN

&

H (BREZFT 30 X)
£ (BEST 365 K)

< =2 = A B B

Z BN AT DB $2 00 M B BB B B N BB R E AT PR & A —ME, WA =SA8 0 0R. B4, "1h 30m"
TEE MRS S "oom" BY "5400s" MHIAl, A JGERAMEHIFRENTD, BIIALIEEH.

BLLS IS (] R B L RE ARV RS FE PR A
B

FMELH NN —HS AR, MRIELSHEME R ER SN, BN#E [ SEERkeik L=
#%:

add_header X-MyHeader foo\ bar;

add_header X-MyHeader "foo bar"; }

WRmHSHHFE LM, HFEEER 17515, WHZFRIAAHE 5 SHEEK:

[server example.com "sid=server 1"; }

RERH

N TABEEESEAES, PIARSSSRAFR. map f5H, MIME ERIFIER LA, Angie G
ko, (EBENFEHRERECERN, Angie MIEIXEMMRAVERERD, DAL BAMF I ER
A AN NELEES . (hash bucket size) o REIR/NNAAE, FHEEREL hash

3.1. i&H 6



* Angie
Software

RFER, 4 1.9.1

maz size B, KREZFETREEHN IS RIFAEIXLEESE, Bl server names hash maz size
Fserver names hash bucket  size F T IRES 8845,

hash bucket size ZE GBI IIBAFAT RPN T, XRNTHEm TIASEEES BB R, BbT
WAEVIRIEIERL, WIER hash bucket size ST —NRAFATR/D, MIAESEE 2 A H Y & KA T RIECR 9
A = PNHTIHEMME, 55— TSR, K, %R Angie F8RNIZEIN hash maz size BX
hash bucket size, WIEFIENN hash maz sizeo

ENNSEE
ZN AR E SRR, TN, R DUCET B EIEAR A ES Angie HE:

‘$ sudo angie -t && sudo service angie restart

o, MERTDAEHTINENARSS, DATEA 0T Aiis sRACEEA IS &0 ™ N BT ACE -

‘$ sudo angie -t && sudo service angie reload

3.1.2 BITHHE
)54 Angie, 1E ] systemd I21TPA N4>

‘$ sudo service angie start

R AR BIETR, BT

‘$ sudo angie -t && sudo service angie start

TEHTINEACE

‘$ sudo angie -t && sudo service angie reload

FUF1E Angie:

‘$ sudo service angie stop

TS, BT R @S LARHR Angie IE1EIE(T:

‘$ curl localhost:80

O ik
THFERRA K Angie BIB1T 75 R RTRER 223875 TA T 5o

Angie H—PNEHBEMZ AN TAEER, EHRMTTRBRITFARCE, FHAEP TIEHR, TIEHRERSIE0R
THRAEFE, Angie (85T FAFRIBRIAIRCE R SCRIPLHIK S ROt TARER Z A BCiER, TIE
HREREEAER B e X, Al IES E L B P2 EER), el DARYERTH CPU BuLRIEE B )R
(%é)r‘b’U)()T'k(ﬁT;p’f'()CCSSCS) o

3.1. i&H 7
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BB, Angie MWL ZNIZX R (HA(/Z keys_zone, . Fprozy cache path) TEIRHAT]
Jill 5 22, DMERTE s = RERE AT AAE SRR S EAT], R T IXER/ N, ZifilhioA R
A BHMFE R FEARE R, Angie ¥ICRK—FEN (failed to restore zone at address), JFH
AN X IR S AL

EREES

AT A AE S RA%0 Angie. BUANEHT, THEAHERE ID T AZISUF /run/angie.pid, AJPATEALD
BINEAE angie.conf FEM pid FELEBUM 4, FHBEFUTES:

TERM, INT PRIFIE[H]

QUIT PEHERT 2EFH

HUP EHINEALE, EHNX ((UEHT FreeBSD M Linux), {#HEHAIELE S5
W TR, (U SSAIHE TOEHRE

USR1 BT H S

USR2 FRRTHAT S

WINCH YLt >SS TAEHRE

TR DME kill RiEEE:

[$ sudo kill -QUIT $(cat /run/angie.pid)

BT/ DR E S, RERXEAIEN, SRIESH:

TERM, INT RIS 4]

QUIT PEHERT 2EEH

USR1 BT HAE St

WINCH ATRXNFELIE (FEBMHdebug points)
B E

HNTiE Angle EFTIREECE SO, RaEHRAIX HUP (55, THEEERERRNEGRE, AEZER
NAHHECE, IR HESCFRE ER Y RN A BRI, TR AR S K4k S
HIHBCE BT, WRNARY), TR TR, JrmEM TERELIXHEE, ZReN
AEHD EHA IHE CARERR R A BN ST E R T H RSN AR P e iS5, 1ERTR 2P il 52l
JG, IHE LIRS,

Angie IREFENHBRNALEES, ERSERSSSRE RGN 1 48, ZXERFREE SRR EFT
B, FEd AR AL

$ sudo angie

$ ps aux | grep angie

angie: master process v1.9.1 #1 [angie]

angie: worker process #1

3.1. #&H 8



_*Amb
Software

RFER, 4 1.9.1

IEEHMEELE G TR HERREN), Angie REOMHEUEHCE AR AN S -

$ sudo kill -HUP $(cat /run/angie.pid)

$ ps aux | grep angie

angie: master process v1.9.1 #2 [angie]

angie: worker process #2

QUERAEAAISR B SRR R TR Ak Sa T, EAPRZEI AT AL

$ ps aux | grep angie

angie: worker process #1

angie: worker process #2

O #ik
FEREBARS S “HEWS" RIE; Angie 1T LR E A IESAHER S

B HXH

R HEXE, EcEmA . R, MEMRELIR Uk (75, EHEGERTTITSRITEI TR
HESCH, FRETEs TR TREARR B & o BOIEHI T X FG, EHREXRHTETITH
XA, FEAM TR ERHT e B S, TR HRAT TR S IS 2 BISC A IH S, 4558, H
SEJLPAZET A F T IR SRA0 B, BN 46,

BENE BT AT LI TR

LIRSS A T HAATSCIF, BB IR Al AT SR, 2R0E, TAEMRAIX usR2 55, T
PR HEY AT E a4 VA R ID AT, WA oldbin 54K, B4 /usr/local/angie/logs/
angie.pid.oldbin, RJGEFIHHIRIITXME, FrEY AT TSRS alHTHY TR,

THER, [HEHREASKHHEIERZY, J+HATDVER DIEREah TR ARTFEZ) . anSssal
PUTSAFARSEZIIALT, BT DARIRA N 82 —:

o MIHEMRLIE HUP (55, XK BT TR, mCsREHeiiiE, K5, AnT DO m#
TR QUIT fFSROUHED SCHAIFTA TR,
o AT EMRLIE TERM (B5, ERMET/RERLRHEE, ZRENZENRH, WRA TR
B, WEAIX KILL (55 DARHNR L, SHr BRI, [HI3:HRE B 308 shH i TIEER.,
NS EMRRRH,  IHERER M AA AR PRTF AR ID B . oldbin /A%,
RTHRRT, AIHERRAIE QuIT (F5, HAHHER R,

EEHAEEG, Angie BSTEARFTRRLEILZNEX (B2 keys_zone, T prozy cache path)
Wil B, DA R SN R AT AL S PEREMR E e, AR T IO, IR
FABHA RN FBUIRE LM, Angie K idR—FKEMNR (failed to restore zone at address), }H
AR IR E Lo

3.1. i&H 9
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HRATEM

-h, -7 BoRan ATSEE, RFIRH.

--build-env EREINERRIER, REIERH.

—c file 5/ file fENBCESCHE, TARENIAK .

-e file 6 file fENBRRHESCME, MAZIIAF. FRME stderr fREIRETE R

-g directives

II:HO
N FH #Ah B4 s BE E fE %, Bl 40: angie -g "pid /var/run/angie.pid;

worker_processes “sysctl -n hw.ncpu” ;"o

-m, -M SRNE (-m) SINERINE (-M) BREFIER, RIFEH,
-p prefix {67 angie M prefir B2 (ARSSHCHEFTERH; BRIAZ /usr/local/angie/
b
-q {AERE -t 8L -T B 2REEREE; B PITEARE,
-s signal ﬁ'ﬂjiﬁﬁal%%%%, Bilan stop. quit. reopen, reload %,
-t MAECE S, AEIEH, Angie R ERCE E R EIE 5EE PR 2 HIEA
Xt
-T 5 - MR, EfE@EHESEEPRIINE G, RN E S
LETi e
-v 7R Angie iRA, RIFRH,
-V TR Angie iR, FriEashioAR. MENE, DA RS, AFIEH,
3.1.3 i%*g\ %iﬁ\ %;R\ Elb\
AL TR

Angie SXRFZMIERICELTT TR, R 7T IRAT R PEBGR TR BRI RF- & FESR 2 MU AR T & L, Angie
EH = BANERRAMITTIR. A, WEREE, wJDAER use TRLIIMNERERE BT,

DA 2 AT RS RAC BT T4
Fik ik
select —HARETT IR, ERAERBUTIENFE L, XHRIRS B, o] DUEA

poll

kqueue
epoll
/dev/poll

eventport

--with-select_module ] --without-select_module MJEEIEIUR IR E FH k22 FH it
TR IR,

—RARIETT . EIRAESBTENT 6 L, SRR A, [ DI
--with-poll_module f --without-poll_module Fe I TR 5 ) 5 FH A e ABE
AR,

—HTE FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 1 macOS _A] I &3 T7 15
—FfE Linux 2.6+ EATHABERTT %,

—HTE Solaris 7 11/99+. HP/UX 11.22+ (eventport). IRIX 6.5.15+ 1 Tru64 UNIX
5.1A+ LA HIERTT %

= 3% 0 JTIEAE Solaris 10+ _ERJH, (HTEHIAM, BIWER /dev/poll /7ik.)

3.1. #&H
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HTTP &3R4

HTTP ERES —RIINE, SN ERITRE LRI,

Post-read
Server-rewrite
Find-config

Rewrite

Post-rewrite

Preaccess
Access
Post-access
Precontent

Content

Log

WIEER T B, TR EA FH Reall P BEER,

TR AL server Bt ({HFE location HZAM) & MM Rewrite BHFER,
—RRFT B, RAEIER URIL &% locations

RKLF server-rewrite FrEE, (HNFHTFTEE— DB BOESEM location HHIE X
B rewrite KM,

— R B, QIERTE Rewrite FrERAHMBERL T URIL, WIEREE FZIHALE,
UN#E Find-config BB,

TEMMEL, FrifE Angie BEERUN0 Limit Req M ENIRIANEEREF,

IOUER P i SRR B, I8 H B A AR IE Angie BIERAN Auth Basic,
_‘/I\%%WI\FQ, %fisaﬁsfy any 52,

TEMMEL, PREESIES MW try  files Flmarror TEMFEATCIERE R,

BEAELL BAE RN, 2 MR Angie BEEE LI BOEM EMTGER R, &
f&Indexo prozy pass. fastcgi _pass. uwsgi_pass. scgi_pass Fgrpc_pass FES
TESEALAL T,

SEHRE AR A, BEIEA—NME SR T

RN, #UTIERBEIER, HEl, HA Log BIRLEMR BRI HACERE 7 H
TR HE,

TCP/UDP £iE4hE

KEE 4 TCP/UDP RIG4E —RAIMTEL, BB TRIE AR A HE :

Post-accept

Pre-access

FRE P IMER IS RIRIEI B TEILRT B Reall P 1EBR,
KB TR ER AP B B, TEIERT B Set BEER,

Access TESKBREHEAL R = i R 2 P 3 AR R FERERTEAFH A ccess R,
SSL A4T TLS/SSL & IEHIFTEL, TEULRTERVE SSL Bk,
Preread BREEAR T N\ preread buffer BIMMEL, PATRIFRIRANSSL Preread TEALIER
AT EEE,
Content — N FERTEL, BEEESEORACRE, 8 A Return B DARI R b A2 X W0 N,
TEMMAE I prozy pass 62
Log IR IR TE BRI BT B, TEIT B Log BEER,
LAbIBIER
REHARR 552815 1%

B, HEREBANRS SR E TSP alE, 85 AT DAETR SRR DU NI Bfe ik 5s a2 0%, &P
#Z5k55 dsbL BRI RE

o TE SSL #2FHf, #R4E SNI £2Ri1HIE,
o TERLBIERITZ)E,

3.1. #&H
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o TEALFE Host SKFEZ S5
QSRAEALBIESRATER Host kPR ZJGARIE MRS 834K, Angie FEHI S AFRAIEAIRSS 23445,
FEIXLER BRI — BB, ATRES M AANFRIRIRSS SeBCE, Blit, FLEfs NI HEIEE

o TEssl_protocols FEZHVEM T, WHXFIFRE OpenSSL FELEARSS AEC EARTE SNI 1 KAV FRN FH 2
A&, K, PN OCNBIAIRS S EE,

o client header buffer size Mmerge slashes TR ERBUERITZRINH, Ft, XEFFSE LM
FBRIAIRSS Sl B, Z A SNI EEATARSS sl B

o« 1 M B W R L ¥ K Hif, ignore__invalid__headerss large client__header _buffers
FMunderscores _in_headers FELHIIEMT, IRFHREEEEBRTEZ2EMRIEIERITH Host
Sk BHAT T

o FETRNE R GE S ATAC R SRR SS a8 h B error_page $EAEEE,

ET 2R E IR 5528
Angie B CHEM MRS a3 N ACERIE R, FE DA RIEE, HAFra = ELIRS ST 80 I :

server {

listen 80;

server_name example .0rg wWww. example .0rg;

# ...
}
server {
listen 80;
server_name example.net www.example.net;
# ...
}
server {
listen 80;
server_name example.com www.example.com;
# ...
}

TEMACE S, Angie (UHRYE Host SKFERAAE MR MRS 28 N ALERIE K, AR SLFERAVE S (EMIIRSS d544
FRAEECECE R A EE ST B, Angie RFif K% 2 itk L AUBRIARRSS 85, 7 LIARCE R, BRIAIRSS &%
B —N—IXZ Angie BFIFMEBKINT N, 0] LAMFEH listen 82 H Y default_server SEERIEE WS
AARSS 2SR ERIN -

server {

listen 80 default_server;

3.1. i&H 12
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server_name example.net www.example.net;
#

O ik
BER, BARS SZRITERTHENE, MRS RaRIENE,

EFr{L B

EFrfbig (IDNs) RifEserver name 8L HHH ASCII (Punycode) F/R:

server {

listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; #
#

BhIETH R R E AR 523 BFREYIF K
QR RLARVFRAE Host SKFERAVIER, RILUE X —MHTEFIIIE KA 45

server {

listen 80;
server_name "";

return 444;

}

J

EHEES, IRSIAIRIEBENTFEITS, X5%E Host SKFERIERICHL, 2RJ5IR A —NREERIIERR
WERRY 444, "B XHERE,

ZEETEHRNET IP HMENRSEE
IEBNTEE - EERNEE, Hrh— LR LIRSS s i A [ B ik -

server {

listen 192.168.1.1:80;
server_name example.org www.example.org;
#

}

server {

listen 192.168.1.1:80;

3.1. i&H 13


https://en.wikipedia.org/wiki/Internationalized_domain_name

*ﬁmb
Software

RFER, 4 1.9.1

server_name example.net www.example.net;

#
}
server {
listen 192.168.1.2:80;
server_name example.com www.example.com;
#
}

EMACEA, Angie BEZEMNATE R IP MM 5 server Bl listen F52HATICHL, AREINATE KT
Host SKFEX S VLA 1P HMtANUR I8 server BB server name 5% BIFATICHL, ANSRARIKFIRSS 254408, 16
REHBOARSS 20, Filan, WEIRYIE K www. example. com 7EUA I 192.168.1.1:80 K HiZm B ER
INIRSS AR b B —— BN EE — N ARSS 28— KN www . example . com ARTEMU TE Yo

QUATAITIA,  BRIAARSS e i LR I, AT DA AN R 3 2 S R A BRIA AR 55 45

server {

listen 192.168.1.1:80;

sServer_name example .0rg wWww. example .org;

#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com Www.example.com;
#

}

prit =4 1Th—

ZE—/MA AR PHP WuSHCE

server {

listen 80;
server_name example.org www.example.org;

root /data/www;

3.1. i&H 14
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location / {

index index.html index.php;

location ~* \.(gifljpglpng)$ {

expires 30d;

location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fastcgi_script_name;

include fastcgi_params;

Angie EEEROTEH TR B S HAREAIFTIS location, MAEEMNWAILNTF, 15 LARES,
ME—AIRTSAL BZ location /, BEVLACEMNEXR, HRENREITEMEM, A5, Angie fZACE X
PR H BRI 6 IR FA A 0E KRB, 55— PRI RIAUE IR, Angie KM% location,
QUSRI IEMIFRIAPLACTE R, Angie R EH Z ATHKEINT B AIRRTRTS 1location,

0 #i

FTA AR AL E (N IERITHY URL &Ry, NS KRRV A] PILAEHT e &l 71T H
RIS, Blan:

e /index.php?user=john&page=1
e /index.php?page=1&user=john
Hoh, ERFFE AR S EESREN S

o /index.php?page=1&something+else&user=john

WAELEBATE B A _ LA B A e P IE K -

o 15K /logo.gif BCVLECATE location /, RGVLACIENIFRIAR . (gif | jpglpng) $. Hik, BH
JEEN B, FHTES root /data/www, 1HRKMGTEISZH /data/www/logo.gif, FHR XA IE
Y578 Vit o

o 1EK /index.php M EJCICECHTEE location /, RIGVEELIENIFRIAI | (php) $o KL, ©HEEME
REFE, 15 SR BAE R IENT Llocalhost : 9000 [ FastCGI ARG 28, fastcgi param FE2 ¥ FastCGL 244
SCRIPT_FILENAME %84 /data/www/index.php, FastCGI RSG5 es AT X, 22 & $document  root
BN root IELMIME, L& $fastcgi script _name WENIER URI, Bl /index.phps.

3.1. i&H 15
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o 1E3K /about.html {VCECHTSE location /, KIMLAEILAIEANE, HHES root /data/www, iH
SRS RIS AE /data/www/about . html, FRE SRR IELA R F o

REPRIESR / ~EAE 4. BT E “location /, KIHAEMAIEMIE, inder FELRGERIBESE
M root /data/www FELMIXR G I SXHHIAFTE, WM /data/www/index . html NETE(HH /data/
www/index . php T’?ﬁ:, ZIELPITNERE E M E] /index.php, Angie E(ﬁdﬁ%&ﬁ, g R EHE
AR IER, WIRTFA, HERAIFRKREZRH FastCGI kRS AL,

REBFIGEHHE

&E Angie fENAERSS a2 — M WHIR, HiAEH, Angie BUOER, RENMHELRIRBEARS S,
R ZROR X EEARSS AN R, HREN R A I [H] 25 i

— M B AREE AR S5 A -

server {

location / {

proxy_pass http://backend:8080;

prozy_pass TERFETR Angie R P UmiE RKIZIHLLE G E backend:8080 IR &) » A FZHSH
B directives A] T3 — Pl EABIEHE,

FastCGIl {¢I#

Angie A DI THIE RS HENSITHAMAESRMIIZES (W PHP) K FastCGI lR55#%.

5 FastCGI RS 8 — K TIERREARN Angie BLEW KAEM fastcgi pass 8L M AR prozy pass &
& FE A fastegi param FERF K BIEIEL FastCGl RS, Ri% FastCGI RS &8 @
localhost:9000 fjlA], £ PHP H, SCRIPT_FILENAME Z¥(H THITMIA &R, QUERY_STRING %L
HTHEEIE RS, SSRIEEWNT:

server {

location / {

fastcgi_pass localhost:9000;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

fastcgi_param QUERY_STRING $query_string;

location ~ \.(gifljpglpng)$ {

root /data/images;

3.1. i&H 16
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HECEIRE 7 — MRS E, EIE FastCGI MIBCRPREFSIE B2 IMIFTA1E KRG FHEIFE 1ocalhost:9000
I TRREEAR S5 45

WebSocket {{HE

ZIM HTTP/1.1 A% WebSocket, f#H HTTP/1.1 HalHEY Frilj#t MLl

A, XEE MM BT Upgrade S —1 128k, EASNE GBS IR 45, X T
EFAH, ZA5A DAEH CONNECT 75 ZRBURE A, 77 5 E A TR AR, Kb P i~k
EEATREEARSS &, H R A RBEARSS de LR TR R B,

Angie SEIL T —MURPRRIRIERE, ARVFER P Imfl AP ARSS 88 < RS2 REIE, A RARBEAR S5 8RR (X
4 101 (PRUIHR) ROMRNL, I H2e P im@id 1K) Upgrade SKIERBMX DI,

QAnATIA, BBk, E4E Upgrade Ml Connection, AR UGB EICHARSTAY. KL, S 7
ARSS 88 1 i P oA BEY) 5] WebSocket P, XS R A A% 2 :

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

43 2R IIOT: T LEFIRBRIR 5 B OR A Connection Sk BT RMT % P 3 ok S )
Upgrade FRIFTE:

http {

map $http_upgrade $connection_upgrade {

default upgrade;

'' close;
}
server {
location /chat/ {
proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
}
}
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BINEO R, RARHEARSS 2S1E 60 FOPA BT MEIE, EE A, v PMERH proxy  read timeout
BN EERS, 80, vl DARCERIEAR S S eI & 1% WebSocket ping i DA B I HAC EE R 2 51

SRIEEN,

pak=Est i

P52 N S BIREAT S R — A I R RIEOR, DMUERIRMIA, SRCAER, BER, JF
WPR AL E,

Angie A] DURERRAT HTTP SEtIde, RmB oM 2 DV ARG E, MRS Web MR
PERE. RIY LR AT S

fHH Angie AT RSB A B ACE RTRELH AR

http {
upstream myappl {
server srvl.example.com;

server srv2.example.com;

server srv3.example.com;

¥
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

}

£ LRREIHR, = AMEE N HSEGITE stvt B srvd BI84T, SRESHE 7 PORIAMECER, BRI
W, HA S0 A B AL il L weight. least__conn Fip_ hashe Angie H ) S A SE A 7 R
(EHesh) RS AR, XL upstream L NXH B server BN max fails M fail _timeout &
LHATHCE,

BEicE

0 #&ik
BRTIXBEHIHAIETIN, ] PAS H debugging logo

Syslog

error_log Maccess log ¥62 XFFICFKE sysloge PARSEAH THECEILRE syslog:
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server=address

facility=string

severity=string

163 syslog RSFasfHsl, Huhitn] DUZISA4ER IP sk, w7 alidesm [, BE2
£ "unix:" BISYETEER) UNIX BER TR, MRAREEmH, MR UDP
Uil 514, QUER—DERAMENT N Z A TP fuk,  WIEEF S — gt st

WE syslog HEM facility, 41 RFC 3164 HE X, AIREM facilities ffE:
"kern", "user". "mail". "daemon"\ "auth", "intern"\ "lpr". "news"\ "uucp".
"clock", "authpriv", "ftp". "ntp". "audit". "alert". "cron". "localO".
."local7", BAINMESZE "local7",

TE M access_log B syslog HEMIEIG, 41 RFC 3164 HEEMN, RFIRERIE
567'7'07'_10{] FELME =N () HHE, BUAMER "info", FHIRIHEM™
HYEH Angie HIE, EMTEerror log $82H 2R IHLSEL

tag=string wE syslog HERPRE ., ERIMREZ angie",
nohostname BERAE syslog {HESKHERNN hostname FEX,
R~ syslog AL E

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;

access_log syslog:server=[2001:db8::1]:12345,facility=1local7,tag=angie,severity=info combined;

O #i

HBG Iz, syslog £ HERR &AL —R,

3.2 &35|, &%
SR T BB SRR, CIIORE R, DR SR,

3.2.1 BEER

AIEFERIA T Angie FINERLL, R4 TRCERG], St TmeEMiESMSE, UAANELZE,

Bl iR

PR AL T IRSS S AR R EARIREMEC G <, FCHEREESS, PINERT/EERE, K8
FFIRBIARI DU AL PR NBYIERANTE R, ERRRE A, IR HEIER DA RS2 HI R S5 &%

TTNERETES

B E B

user www WWw,

worker_processes 2;

error_log /var/log/error.log info;

3.2. &5l &%
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events {

use kqueue; worker_connections 2048;

}

B

accept_mutex
=275 accept_mutex on | off;
E NN accept_mutex off;
R events

3 accept_mutex JAMIN, TAEMRRHRIREAZHNER, XA MIRENEIT, i LB
IEHTHTERE, X ATRE S BUERE R BN RS R IRAY .

O ik
137 +F EPOLLEXCLUSIVE *ﬂ?ﬁﬂ"]fﬁgfﬂ:, s E reuseport EFE/%EH', B F A accept_mutex,

accept_mutex_delay

Bk accept_mutex_delay IN[H;
ERIA accept_mutex_delay 500ms;
ol 974 events

iR accept _muter JAR, MAGLTEE TIRERAEDS — D TEHBEC LA THNERN, WESEHERZR
BRRFRFIN AL

daemon
HIX daemon on | off;
LN daemon on;
LT main

HE Angie B NIZEN P HARIZIT, XFEEAETF AR -,
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debug_ connection

[E27S debug_connection ik | CIDR | unix:
EAUN —
R events

NRE R PR R AR H S, HAERR - error log 18BN HES, &R LOET IPv4 B¢
IPv6 ik, M FHBIEEERE, N THH UNIX SERTFERE, BEH wix: SEEREKH

—+=
/Lo

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

O =
FATHHIESHERL, Angie BHLURH debugging log BT RATE,

debug__points

JF22S debug_points abort | stop;
BRI -
oS4 main

TR, SR EPNEREE RN, FlanfE TOEE BRI A L ER TN, JEH debug_points K
OO (abort) BUFEILIERE (stop), LAMEMEHRGHIASEITHEE 7047,

env
[E2FS env L& [= fH];
LOWN env TZ;
EFx main

BOANBEILT, Angie MIERMIAHRRYM RTINS R, BRT T2 LR, HIESARFERE —E40KK
L, BHE, sSeEIA R,
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XA R R
o PUTSCHRSEI 120 I ak
o BiPerl YL
o AT/

THIER, DOXMOT BRI RGUE T REH A EZARL, EOvEER XEa LR AL &, melaik
MR A, TZ ZREAREWAMATF Ak Perl BEEER, BRAEBIRAE SONHA,

TP

env MALLOC_OPTIONS;
env PERL5LIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_CERTS=1

0O #ik
ANGIE MR BETE Angie WHMEH, AP AN EREILE,

error_log
Bk error_log I 2]
A error_log logs/error.log error; (Ftﬁf%ﬁiy%ﬂ: --error-log-path *@@Jﬁ:@j)
X main, http, mail, stream, server, location

ML H&IDR, RWFEMERNECESGHEEZ DN HE, WIRTE nain FLESHIRIIME X HEXH:, W
BRI

B MSEIeCFME 0 ERXX M, FFRE stderr IEFPREE IR, BHCE HEICREsyslog, 1B
"syslog:" HiZke ZICFKIENEINNAFZLZMIX, B "memory: " BIZ/EIREMX K/ ; Xi@H H T,

%:/I\%}ﬁiﬁﬁaﬁf\?&%”, AIPUERA R 2 —: debug. info. notice. warn, error, crit. alert % emerg,
XL PRI BT A o 152 B H ARSI AR S A B ™ BT R

RE IRAIL A

debug debug. info. notice. warn. error. crit. alert. emerg
info info, notice. warn. error. crit., alert. emerg
notice notice. warn, error., crit, alert. emerg

warn warn, error. crit. alert. emerg

error error, crit. alert. emerg

crit crit, alert., emerg

alert alert., emerg

emerg emerg
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REMIESE, WEER error fENBNIAHESII,

O #HE
N TE debug HAERANERL, Angie & LABH debugging log HI7F5 A,

events
Bk events { ... };
ERIA =
R main

TR AL NE RAC BRI BCE S fF B TR

include
JETE include X | Tﬁ@;
A -
FFxY A7

R — iS5 ieE MR RS IR ES, BErSr e SR IERRITE SR,

I

include mime.types;

include vhosts/*.conf;

load_module

%?2? load_module iﬁ:;
ENIN -
FFx main

MIGRE SN AR, AR TAS BE A, WIARYE —-prefix MEIZIUEA TR, ZIVIERSTE:

‘$ sudo angie -V

IR

load_module modules/ngx_mail_module.so;

3.2. &5l &%
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lock__file

Bk lock_file Xf¥F

A lock_file logs/angie.lock; (BRIZENIRT --lock-path FJELIEDN)
o974 main

Angie fERIBUENHIR I accept muter FFFFIIHZRNERITIN, ERZHARGH, BEEHRT
BAERHTERNY, KR SIFARRTE, 2R, ERERGE, MR lock file HLH, M5 E B
SRR

master__process

% master_process on | off;
LN master_process on;
X main

RS EEN TR, st Angie TFRE M,

multi_accept

X multi_accept on | off;

ERIN multi_accept off;

o 74 events

on TR RN B2 TR #T .
off TR — IR 32 — DTS,
0 #ik

GURAEM kqueue HEFEACTETTIR, NI BIRNG, FOVERAE 7 ESREZAERZR SR,

pcre_jit
Bk pcre_jit on | off;
EAUN pcre_jit off;
ol 974 main

JEFE AR EAIRY” BN (PCRE JIT) [ENFRIX, ERCEMHTNTATH,
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PCRE JIT A] DA e () FIA A HE 3,

HY

JIT 1£ PCRE J% 8.20 MitA K A EATH, Bt 2 EA T2 --enable-jit FCEIEIAEAY, 4 Angie
ffifl PCRE & (--with-pcre=) MJEN, ] --with-pcre-jit EWUSHH JIT X,

pid
Bk pid X | off;
E NN pid logs/angie.pid; (BEIZBURT --pid-path HHEIEIN)
kX main

TEERFE Angie MR ID B9 SXfF. IZCHHRIRTOIER), IXHRHABTIRK LR, REN off NIZA
FRZSC B,

O #ik

RATEHECERES T XFRBEEIERZICHT PID XA S8R, Mz EH ol
=,

ssl_engine
1Bk ssl_engine iﬁ%;
E NN —
o4 main

TR A SSL AR &R A AR

ssl__object__cache__inheritable

Bk ssl_object_cache_inheritable on \ off;
FINE ssl_object_cache_inheritable on;
X main

JERE, SSL X% (SSL IEH. RAH. =[G CA IEH. CRL FIFK) HAEHECE EHT BN Pk,

WS ARER [FASC RS | B ERNEELE G A2, WIMSCHINER SSL AR SidiR, @it
engine:name:id fEEMRAHASHAK, MHEIL data:value FHEMFATH RS,

M BNNE) SSL MR ICTEMAR K,
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IR

ssl_object_cache_inheritable

http {
server {
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;
}
}
thread_pool
[F22FS thread_pool #F threads= (& [max_queue= £{&];
2KIA thread_pool default threads=32 max_queue=65536;
ol 974 main

T X T 2 8RS BRI OB ARt RIS R, TofH2E TR,

threads ZHHEEMHATLIZEE,

GNERFT A LAZERIC, S HSTEAFIT SR, max_queue SEIRHI A ATERAII PSR S5 8R, BR
VBT, BAAIERZ r DARYN 65536 MMES. LRSI, HriE55R DA R T 552 e

timer__resolution

JEne timer resolution [HIfE;
2KIA —
T main

1E TAEERR AR D I 88 0 8%, M) gettimeofday ) RATAMRISIR, BINEN T, BYEH
PSR, B2 gettimeofday Oo EEFERIPER, CAESEEAIRIFRAIEH —X,

N/l

timer_resolution 100ms;

(1) R P A 0SB B R e 8 R A 75 725
o WRAEH kqueve, WIEM EVFILT_TIMER &3S,
o WNERAFHH eventport, WHMEM timer_create () ERZEX,

o LN setitimer () PREL
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use
FEaR use Hik;
2RI —
EFx events

feE RIS AL HL T57k, BWARENWEE, FA Angie BUAEHRERIITTE,

user
1B user P [4;
A user <--user build option> <--group build option>;
ETFX main

TR A RATEE G52 W D) . mRIGRE 7HFP, fEErHP AR T4,

worker__aio__requests

BiA worker_aio_requests {&;
2RIA worker_aio_requests 32;
X events

FEfER aio 5 epoll BEFRACHETTIERS, WE BN TIEEREKR RSP 1/0 #1F,

worker__connections

Bk worker_connections £(&;
2RIA worker_connections 512;
X events

B A TR A] D TR R AT R IE R

BER, XMFEEREEE, s RERSSRIER, MAMUURR FimiER, N, LRI &
R RE B R AT HSCHEIRR S, BRI AT PAEFH worker  rlimit_nofile MATVEAEE,

worker__cpu__affinity

JF2RS worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

EININ —

ol main
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K TAEMRIEEIRFER CPU 58, 81 CPU £&H—MUMMITR, FHRAWN CPU, R ED
TAFERE LR &, BOAER S, TR ERETRER CPU,

LUK

worker_processes 4; J

worker_cpu_affinity 0001 0010 0100 1000;

IHEAE BR B TR E I — DRI CPU,

B
worker_processes 28
worker_cpu_affinity 0101 1010;

XEE D TIEHREYES] CPUO #1 CPU2, K A TIEFE4TES| CPUL #1 CPU3, XML EIE
B,

RIRME auto VPR LIFEREBEIGERFTH CPU:

worker_processes auto; }

worker_cpu_affinity auto;

A& RS SECRT TR AT T B 3h 48 E Ry CPU:

worker_cpu_affinity auto 01010101; J

O H=H
HFESANAE FreeBSD #1 Linux bAJH,

worker__priority

Bk worker_priority &,
ENIN worker_priority O;
ol 974 main

X TAEHRERH I, KT nice s My MEFREESHILHK. RVFATEEIER M -20
F| 20,

B

[worker_priority -10;
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worker__processes

Bk worker_processes F{& | auto;
E /NN worker_processes 1;
o974 main

X TR R,

RAEBRT 2R, WS CPU RO E, MRS BEM AR, WRAHE, BT
CPU BuLWEETTR, {H auto ZiXHANMIIRAE TIEHELER,

worker_rlimit__core

Bk worker_rlimit_core K/
ERIA =
EFx main

B TAE AR AIAZ O SRR/ NBR I (RLIMIT_CORE), JX AR VFAE N EEHT/E 80 3 AR B L N 39 AnBR
ﬁ%”o

worker_rlimit__nofile

Bk worker_rlimit_nofile iﬂlﬁ;
ENIN —
L% main

SRR AR R R B KT T A B AIBR ] (RLIMIT_NOFILE), IXAVFAEREHTE 3N F RN NN
PR

worker__shutdown__timeout

Bk worker_shutdown_timeout H[H[;
ENN —
ETFX main

FCE TR AR AR, — B NEZH, Angie R ZRMATETESNIER LSS BER AT,

AR AR A B LRE QUIT (55 KRB, XEF TIEMRRE L REHERE, RN A%
F5E R If@%?%ﬁﬂ\@?ﬁiﬂ%*ﬁﬂ%ﬁi, RIGIEFIBH, ERAEB worker_shutdown_timeout
I RS TSR CRAFAT IR, Angie Rl SC X EEERE DASE O], AL, SR B & P im IR AR AR
FREsN 2/ D55 1lingering_timeout HIHEF M,
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working__directory

Bk working_directory H3%;
ENN —
R main

X AR A LA H % XREZMATE AL, R TIE#RaUEE H R EA G AR,

HTTP iR

hia)

IZAEPURAEZE P i 1P ik B 28 45 i R 55 28 B IR AT Vi 1Rl, B RV R VPSR IR ER) 1P, 1P OB
UNIX BERT, PO BRI b sl 8 AR e UK DA 7 RISk G 5 2 1

VilEn] DUE fEH Auth Basic BERAEERGEFEET Auth Request BT R &5 R TIREI, ZE R N
FAHAEAT R RDRRA, 1B satisfy F6%

=3t

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

K2 B4, B2 RSN DCEC I, 72 R B] AR EF51A] IPv4 4% 10.1.1.0/16 Al 192.168.1.0/24,
HERREFE bl 192.168.1.1, PAK IPv6 4% 2001:0db8: : /32, RN, BIFHH Geo FRELA]

=N
A,

B

allow

=275 allow address | CIDR | unix: | all;
ENIN —
4 http, server, location, limit except

TRV FEE S SIE YT R], FFRME a11 FoRATER P 1P,
Added in version 1.5.1: RER(E unix: SEFAEM UNIX BEZFEE,
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deny
BiE deny address | CIDR | unix: | all;
LN —
R http, server, location, limit_ except

B TR E 28 SRR 1A] . RFRIE a11 FRoRFTE & i 1P,
Added in version 1.5.1: FFRME unix: FELEXHEM UNIX ERZFZIITA,

ACME

TR ACME P BERBUE R HIZIRE,

£ MTEARRA RS, BOAN AR ISR FREAEH] ME%EIT —-with-http_acme_module M B, £
kE BRI CFERUMEGRT, ZEREUSERRT,

=3t
ARECERBIMRER, B2 ACME BLE ¥,

B2

acme
K acme 7FK;
ERINE —
R server

NFIESIBE N BB ACME & Wserver W server name 18STEENIE LG, KIKEHR
MEF; R server_name FCEHEK, UEREE#HT DU LI LEEE L,

FIR Angie BB, NI AROEBRISAZIERIIES, TRERRERAEAESEL, R
REATER, UEBECE A HR S,

O #ik
HAT, ASFHERENFRIAATE I, XA RS
JERCATIRANAE acme_client FIKE T challenge=dns A 52 X ¢

A5 A] PAZ IR AEE AN R 2B AIESS, 140 RSA F1 ECDSA:

server {

listen 443 ssl;
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server_name example.com Www.example.com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;

acme ecdsa;

acme__client

B acme_client ¥R uri [enabled=on | off] [key_type= M| [key_bits= X
] [email=email] [max_cert_size= #{F] [renew_before_expiry= [ [H]]
[renew_on_load] [retry_after_error=off| Wf[E]] [challenge=dns | http]
[account_key= Xff];

LN —

EFx http

EX—NERME—RIZN BFRE ACME & P, IZ2FRA0 HRER, 2 M SZRIFREH, I
HAEPANREX KNG,

O 2]

AR R PR ATRIE Angie BCEFFRINIZE P, VPR acme_client, acme FELFIFEMILA
PREGERAS & AHELORER; ANEERH S RS Bl IR S5 8 B AR

BT SECE ACME B3R uris B, Let’s Encrypt ACME H3&HY URI 4|t 24 https://acme-v02.

api.letsencrypt.org/directorys

H T@Jﬂﬁﬁ@i?‘ﬁ, EM R _E R SCHEEE resolvers

O #ik
T E ), ERMEAUGE F 1R A IRATINAIASE, B0, Let’s Encrypt FIIIAIASE 4 https:

//acme-staging-v02.api.letsencrypt.org/directory,
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enabled

key_type
key_bits

email

max_cert_size

renew_before_exp

renew_on_load

retry_after_erro

challenge

account_key

JE S 2 P UE BB SERT; A, 1E MBCE P IBRE P om B o T il i 8
=i, XAEEH M.
ERIME: on,
IERRFAHRIERAE, HRE: rsa, ecdsa,
BRINE: ecdsa.
IEREHNE, BRAMME: ecdsa N 256, rsa N 2048,
T RIBH AT BT ER Al E CA IRSSd% L QIEEK - INE A
FEEMTUER SRR R (AT A7), DIEHZE AN OURIE R
A R, TEEEBA,
MR BN EFAEIE B EEX/NET nax_cert_size {H, W) max_cert_size {H
KIS PAPEBC A UEH ST RN,
R EFHIEBA/NEIT nax_cert_size, NIEHIT LM,
IIME: 8192,
UEBEHARTAYIT[A],  7E I 1E] SN AR TE 45 55 3,
FIME: 30d,
FEE CE B NN B N s il BE e,
TETCEIRBOE BN BN (A, WERIZEN off, KU ARTERMGEHIXIKE
UEH,
FRIME: 2h,
WHE ACME &P IERA, H24{E: dns, httpe
ERIME: httpo
fEEEE PEM BMAFHN AR, REEERHIAIRS ZHAN A2
HEAER—, HEFENZD ACME & mfE AR — N2, XREHH.
KEFH B AR
« RSA #H, KEN 8 MUfEky, JEREIM 2048 £ 8192 fiL,
« ECDSA %%, KJEH 256, 384 5% 521 i,
8 account_key SN, MIAREHSCH AL, R ETE, Angie
KA e e R RO e,
BEE, ACME FHinEHERBENEREPIE T acme client. acme
Hacme hook &R IMINAFOIER, K, R —D% PN IZEEH N5 —
NP ImROIEREH, AR5 — % F i B I% AR R B H 5 R,
AN, BRI E T enabled=on B UGl &,

acme__client__path

Bk acme_client_path &1%;
ENINE —
T http

7 & T s BRI H =8 %fé, IZBRARTEA RN A TR T --http-acme-client-path e

3.2. ®&3|. &%
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acme_dns_port

BiE acme_dns_port ¥l | ip: Wil | [ip6]: %iI;
BRINE acme_dns_port 53;
R http

fRE PR UDP AR B ACME RS5489 DNS Z IR AR i -5 87 1 3 65535 Z [H.,

W FE IS 1P HbEAT A s, Al DAUEA ip: % oA&IRAY IPv4 HIERD [ip6]: 3 o k%K IPv6
Hudk

acme_dns_port 8053;
acme_dns_port 127.0.0.1;

acme_dns_port [::1];

EEA 1024 SERAER IS, Angie M LUEZT T FBRIETT,

acme__hook

K acme_hook FZFRK [urd;
BINME —
ol 574 location

ZIE RIS as ST ACME & iRk R, JEIEE SOZFE M) location RS, M HSMIRIR
SSIHIALEREFE  (hook) o

€2 a7 KK ACME % i,
uri WELBHFIH, & SOFRACHEREFRIE R,

BIMEN /o

B, PARECE R hook 25 WMENEITIH R FIFHEIHLS FastCGI ML :

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_
—keyauth;
fastcgi_param REQUEST_URI $request_uri;

fastcgi_pass ...;

REE

fein

$acme_cert_< G >

It AFRA R PRI R R Je — MIET X (R A) KIANE,
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$acme_cert_key_< 4>

It AARAE P A BB B SR N A

O HE
IEBXHAE ACME & FumdkiG £/ —MEREAIH, MEHXIHERNEZEAH,

$acme_hook_challenge
KUESRAY, FIBERYME: dns, httpo
$acme_hook_client

REIERH ACME & 455,

$acme_hook_domain

BEGUERTIERA, AISRIRIEAATIRG, A «. ATSUE I,

$acme_hook_keyauth

AT
o £ DNS JoiEH, FAE TXT iIdRHE, iIC%&FN _acme-challenge. + $acme_hook_domain
+ .

o fE HTTP $eiEH, B AFERNA(E ACME MRS5S a3 18 K BN R A2

$acme_hook_name

AR, X TARERMIE, & feA T RIFMEM S

{1 DNS JeiEH AT X HTTP BIEHE X
add RINFEF) FEAE DNS ECEHIRIAENE  FHEWEEANEN HTTP 1EKE
TXT id5%, M
remove BIR¥IT) A DAM DNS FCEAFMHFR TXT It HTTP & RAEMEK; AL
05K, I I 7 i 1) ) B & A A
HRI S,

$acme_hook_token

WUEL R E HTTP Bk, FfEE R fF44: / .well-known/acme-challenge/ + $acme_hook_token,
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Addition

YR — NS IR, T AEN N Z BTALZ JE AR,

4 MIRAEA R, IZERBOAN T, EFRZET --with-http_addition_module HJEIEIIR /G
Ho

fERE BN CFENEMERS, ZEREUSERRES,

L B

location / {
add_before_body /before_action;

add_after_body /after_action;

B

add__before_body

Bk add_before_body uri;
ERINME —
kP http, server, location

FEME N AA 2 BT ANAE BRZG E 18 KIR BRI SCA . SHOyA AT () MIERTHARR B Je AR BRI H
o

add__after__body

Bk add_after_body uri;
EIME —
EFx http, server, location

FEMA R AR Z JE S INAEBREE 78 T SKIR M SCAR . SEON S FRFER () WIEH AR B SERTHC B P H
b[]o

addition__types

[E=2FS addition_types mime-type ...;
EIME addition_types text/html;
TR http, server, location

ARVFERATEE MIME REIFIR R ERIICA, BRT "text /html” Z8h, RFFR(E*” PLELAET MIME 2§

m,
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API

ZAESHRE T HTTP RESTful #1, DA JSON M= jRIH X Web IRSSSEFIRERFE, DA i
R, ERENFEXE, DNS &, HTTP 1K, HTTP WNELE, At () TCP/UDP &1&, FLimit
Conn  Limit Conn « Limit Req 1 Upstream FEHH)XIHAIFEIR,

API %2 GET Al HEAD HTTP &K ; HAthiFk kxS S8R

{
"error": "MethodNotAllowed",

"description": "iF K #API L E\"/\" R A ¥ £ FPOSTH %, "

Angie PRO API H—" ref: ZISHLE <apiconfig>, TRVFEAEFIMEACE S ES Angie A EIVIHM
TEHE; HAl, EIHRHE R E R,

Directives

api
BiE api path;
A —
EFx location

f£ location H/H M HTTP RESTful £,
path ZERRBHEE), HTAETTRELT alios 162, BIERTF APLR, MAREERGRIREH,
TEAEE RIS BN -

location /stats/ {

api /status/http/server_zones/;

H5RYERZBALE /stats/ VLACHTIER URI S0 K462 S8 PRI 12 /status/http/server_zones/
B, AN, MNTIEK /stats/foo/, ¥ Vilhl:samp: /status/hitp/server_zones/foo/ APl JTLZ,

R LMERZE R api /status/$module/server _zones/$name/, I HF52WA] AFEIENZRIKAL B NS
JE

location ~"/api/([~/1+)/(.¥)$ {
api /status/http/$1_zones/$2;

EXE, KT alias, SECEX T E| AP JTEMNTEEEREIL, HlaN, M /api/location/bar/data/ ¥§IH
FEA R B &
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$1
$2

"location"

"bar/data/"

XSEARESS R /status/http/location_zones/bar/data API IEK,

O ik
£ Angie PRO Y, ERIDAKENSHLE AP 5RMGATPIRSHRA]ZRGR AP fRAS:

location /config/ {

api /config/;

location /status/ {

api /status/;

ARG, EATREWECE APL TRBIR, Hlan:

location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

EEc

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";

auth_basic_user_file conf/htpasswd;

api_config_files

=275 api_config files on | off;
ERIA off
X location

JEHEEEH config files MR, BONRHIL LaT RSS2 EHIMEBHIFTA Angle FCEXHRINE, 75/
status/angie/ AP1 #5453, BN, {HHPANECE :

3.2. &S|, &% 38




* Angie
Software

RFER, 4 1.9.1

location /status/ {
api /status/;

api_config_files 3

X} /status/angie/ FIES KL A DA RNZ:

{
"version":"1.9.1",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-05-29T12:58:39.789Z",
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

BONBEOT, ZNRBEMAN, BOVECE S AT RE A SEMI BB E IS R,

BHR

Angie 7 API #Y /status/ #3 AFHERIG UGN, E0] DUSEEE XHHMNEY location HATIA], 72

==yl TR

location /status/ {

api /status/;

TRV, GHRTATIA:

location /stats/ {

api /status/http/server_zones/;

B E

BE T location /status/ .resolver .http upstream .http server .location.cache.limit_conn

Ml limit_req X#K:

http {

resolver 127.0.0.53 status_zone=resolver_zone;
proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
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zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

server {
server_name www.example.com;

listen 443 ssl;

status_zone http_server_zone;

proxy_cache cache_zone;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;
limit_req zone=limit_req_zone burst=5;
}
location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

MR curl https://www.example.com/status/ BFREIPAR JSON:

JSON tree

"angie": {
"version":"1.9.1",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-05-29T12:58:39.789Z"
},

"connections": {
"accepted" :2257,
"dropped":0,
"active":3,

"idle":1

3.2. &5l &%
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"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
Po
"slots": {
"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0
1},
ISRV
"used":1,
"free":7,
"regs":1,
"fails":0
}
}

},

"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
¥o

"slots": {
"64" : {

"used":1,

"free":63,
"reqs":74,

"fails":0
}5

n12gm: {

"used":1,

"free":31,

"reqs":1,

"fails":0

3.2
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"limit_req_zone": {

"pages": {
"used":2,
"free":2542

}’

"slots": {

"64" : {
"used":1,
"free":63,
"reqs":1,
"fails":0
}5
"128": {
"used":2,
"free":30,
"regs":3,
"fails":0
}
¥
}
}’
"http": {

"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked":4174,
"reuses":0,
"timedout":0,
"failed":0
Fe

"requests": {
"total":4327,
"processing":0,
"discarded":8

},

"responses": {
"200":4305,
"302":12,
"404":4

Y

"data": {
"received" :733955,
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"sent" :59207757

}’

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

})

"responses": {

"200":4157,
"304":1

}5

"data": {
"received":538200,
"sent":177606236

}

},
"caches": {

"cache_zone": {

"size":0,

"cold":false,

"hit": {
"responses":0,
"bytes":0

b

"stale": {
"responses":0,
"bytes":0

1,

"updating": {
"responses":0,
"bytes":0

1,

"revalidated": {
"responses":0,
"bytes":0

1,

"miss": {

3.2
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"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1,

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,

"bytes_written":0

1,

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

}

},

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":O0,
"rejected":0,

"exhausted":0

}’

"limit_regs": {
"limit_req_zone": {
"passed":54816,
"skipped":0,
"delayed":65,
"rejected":26,

"exhausted":0

}’

"upstreams": {
"upstream": {
"peers": {
"192.168.16.4:80": {
"server":"backend.example.com",
"service":"_example._tcp",

"backup":false,
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"weight":5,
"state":"up",
"selected": {
"current":2,
"total":232
1,

"max_conns":5,
"responses": {
"200":222,
"302":12
1,

"data": {
"sent":543866,
"received":27349934

},

"health": {
"fails":0,
"unavailable":O0,

"downtime" :0

},

"sid":"<server_id>"

}5

"keepalive":2

}’

"resolvers": {
"resolver_zone": {

"queries": {

"name" :442,
"srv":2,
"addr":0

}!

"responses": {
"success":440,
"timedout":1,
"format_error":0,
"server_failure":1,
"not_found":1,

"unimplemented":0,

3.2
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"refused":1,

"other":0

B JSON 73R DLRASRIER, SR AYIER, Fildn:

$

$
$
$
$
$
$
$
$

curl
curl
curl
curl
curl
curl
curl
curl

curl

https:
https:
https:
https:
https:
https:
https:
https:
https:

/v .
/ /v .
[/ .
/ /.
//www .
/ /W .
[/,
//www .

//wwa.

example

example.
example.
example.
example.
example.
example.
example.

example.

.com/status/angie

com/status/connections

com/status/slabs

com/status/slabs/<zone>/slots
com/status/slabs/<zone>/slots/64
com/status/http/

com/status/http/server_zones
com/status/http/server_zones/<http_server_zone>

com/status/http/server_zones/<http_server_zone>/ssl

O #ik
BONEOLT, BEEER] 1SO 8601 FAFH N HMIE; ZEHEBEE TR, HEER TR

date=epoch.%3§ﬁ:

$ curl https://www.example.com/status/angie/load_time

"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch

1711929599
[EE RS
/status/angie
{
"version": "1.9.1",
"build_time": "2025-05-29T16:05:43.805Z",
"address": "192.168.16.5",
"generation": 1,
"load_time": "2025-05-29T16:15:43.805Z"
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}
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version FRYE; 1IEAEIBITHY Angie Web RS 2SHURAS

build FRFE; gniEITE € RIRE AT AR

build_time FIRFER; Angie AJ BTSRRI EERSE], #8208 H I

address TR, % API 5 KRAIARSS st

generation s B BB DCRHIECE EEUEEL

load_time FRYREE T, B —IREEEBWNE, X Ndate; TR EBZOR
&

config_files NG, HE AR YA HARSS 2R L BIINERT Angie FCE SCHRIZ4ERTEE1R,
HERXHNBENFRFERR, filan:
{

"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\n\n}\n"

}

2\
oA A )

config_files X RAXFE /status/angie/ FJHN, R EH
T api_config_files &%

EEL BB

/status/connections

{

"accepted": 2257,

"dropped": O,

"active": 3,

"idle": 1
}

accepted B, CREZE P EREE
dropped By, CERFRE IR S5
active B UENEShINE g
idle By s AR P e REE

HERNHFEREH) slab HECERIER
/status/slabs/<zone>

R slab allocation FYFLZENTE XIS R ?fﬁ‘l‘, Blantimit_conn. limit_req MHTTP cache:

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

proxy_cache cache_zone;

TEERHZAFXER BRI aHE R :
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pages MR, NFEHHSHER
used e i R A7 DU AR
free B Ui WA PR A oL R
slots MR B ME-ARNHINAERESRIHE R, slots MRUZIERITAFHY
KARFEE (Blgn 8. 16, 32 5§, ERITIHEA/N—F)
used By, LATiaE /DI R i R
free B, UnieE R/ NI 7 ) S R 2 R
regs b G = LW = N N D e i BNt
fails By, REESITBCIEE A/ NI A7 i Y 22 R L
i
{
"pages": {
"used": 2,
"free": 506
i
"slots": {
"e4": {
"used": 1,
"free": 63,
"regs": 1,
"fails": O
}
}
fi#tm2% DNS Zif

/status/resolvers/<zone>

%H&%ﬁﬁ*ﬁ%ﬁéﬁiﬂ%ﬁ, A E resolver 185 HIXE status_zone S (HTTP *I]St'r'eam):

[resolver 127.0.0.53 status_zone=resolver_zone;

TEE R ZNF X R DU Rt E R :
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queries NER; BRGIHHEER

name B AT AR A EGE (A R AAAA #IH)

sTv 7 ATAIRSS B A R (SRV &)

addr Her; b B 2R EEEGE (PTR &)
responses NE; NS R

success B R N £

timedout B, ENEmrEE

format_error B WRAREN 1 (REEEIR) B B

server_failure B NS 2 (RS540 AN R £

not_found B WRARD Y 3 (RAFREETR) AN R £l

unimplemented B WRARD Y 4 (RSEER) A R £

refused B, MR ARSDN 5 (HE4L) iR 5L E

other e DIHARARZACRD Se i & 1 Ec e
sent MNE; KX DNS ERFITHER

a ey, A RAIEBNEE

aaaa BT, AAAA AIEEEE

ptr B, PTR RAUEIREE

STV 7, SRV UEWREE

MR ARASAE REC 1035 58 4.1.1 TR,
ZFh DNS I0&2B87E RFC 1035, RFC 2782 #1 RFC 3596 FRE4HRH,

I

{
"queries": {
"name": 442,
2,
0

"srv":
"addr":
})

"responses": {
440,
1’

"success":
"timedout":
"format_error": O,
"server_failure":

iy

1,
"not_found":
"unimplemented": O,
"refused": 1,
"other": 0O

})

"sent": {
". 185,
"aaaa": 245,

"srv":
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"ptr": 12

HTTP fR528F0(E

/status/http/server_zones/<zone>

HUREE server Tlaﬁﬁi, W server L?Y*iﬁﬁstatwﬁzone S

server {

status_zone server_zone;

B B E SUE AR, BHAENRIEE EXH, fahRf4shost

BANASENIRIZ X IR 7 -

status_zone $host zone=server_zone:5;

TEE R Z A X IR DA R AL THE R

ssl NE; SSL Giit5E. R server IXE T listen ssl;, NAFLE
handshaked er; IR SSL EFEEK
reuses 7, 1 SSL EFHRI=1EE YR AL
timedout 7, @R SSL B F S8
failed B, RIAY SSL 1RF 5
requests ME; WERGEHHER
total B B umE KL
processing ey, HATEEL R P A R EL
discarded Bt ARAIRME N 78 v 1 5K S
responses MR, WG R
<code> 7, IREN <code> (100-599) HIAEZ MR £ &
XXX ey, HARSHRE AR S £ &
data NER; BIEFHER
received B, R 7 S
sent g, RIERNE PRI B
aNIE
{
"ssl":{
"handshaked" :4174,
"reuses":0,
"timedout":0,
"failed":0
Fo
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"requests":{
"total":4327,
"processing":0,
"discarded":0

}’

"responses":{

"200":4305,
"302":6,
"304":12,
"404":4

}’

"data":{
"received":733955,
"sent":59207757

¥

/status/http/location_zones/<zone>

BINEE location 18R, ETElocation BXif in location W E N XHIE status  zone 152

location / {
root /usr/share/angie/html;
status_zone location_zone;
if ($request_uri ~* "~ /condition") {
# ...

status_zone if_location_zone;

TR AERHEARE T 04, G RBMRIEE, EXE, 8% Shost TRE, SNEHIE NN XK
s

status_zone $host zone=server_zone:5;

TEE R E N XBRER DL ATHE R
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requests MER; BERFAHEE
total Boy; B miE RS
discarded B SERUE R A RN L 2 P i 1 SR SRR
responses WG MM G HHE R
<code> #7; HANRE <code> (100-599) FEZR i B £
XXX B, B HAM RS2 N 5
data NE; BIRFIHE R
received B WE PRI S 75
sent By RIRGBE P 7
il
{

"requests": {
"total": 4158,

"discarded": O

"responses": {

"200": 4157,
"304": 1

}7

"data": {

"received": 538200,
"sent": 177606236

AR 3528

/status/stream/server_zones/<zone>

HUREE server f8bR, TEserver B N XHIRE status zone 182

server {

status_zone server_zone;

T H o AERHERH T 04, G RAEMRIEE, EXE, f8Ri%Shost TRE, SNEHIENHN XK
s

status_zone $host zone=server_zone:5;

TEE R E A BRI DA R AL THE R
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ssl
handshaked
reuses
timedout
failed

connections
total
processing
discarded
discarded

sessions
success

invalid

forbidden

internal error

bad_gateway

R ; SSL it EE. W server B | listen ssl; NELE

B, R SSL BT EEL

¥; SSL BT A <16 E S

e, EN SSL BT EEL

B, RIWH SSL BFE5

MR ERFIER

B B e R

B YETEEAERA PR

B, FERERAIESIERZ P iR S5

B RS — W D% P ImiE R R, EH pass 159

NE; KEGITHER

B SERCIRADN 200 MTERE, RRBIITER

B AR 400 NKTERE, Y% mEdE TR 24, flan
PROXY P}k

B SERUIRASN 403 MISIEEGE, M5 RIEEIEN, Flan, 215 RREIT
HLLE2E P ity

By SERRES 500 RIELE, WHRIRSS deb iR

Bov SeRUIRESN 502 THECEE, HIRMSS, BN, ansRociasesiiim

RS AR
service_unavailable #(F; FEACIRESN 503 MIIERE, ARSARTH, fFilan, iR REHIT %R
Bt
data MR BIRSIHHER
received B RIS T4
sent Ber; RIRGE IR ST
zNE
{
"ssl": {
"handshaked": 24,
"reuses": O,
"timedout": O,
"failed": O
i

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

1,

"sessions": {
"success": 24,

"invalid": O,
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"forbidden": O,
"internal_error": O,
"bad_gateway": O,

"service_unavailable": 0O

}7
"data": {
"received": 2762947,
"sent": 53495723
}
}
HTTP &%

proxy_cache cache_zone;

/status/http/caches/<cache>

NFENCE T prozy  cache BIXIR, 1ZHELA NEHE:

"name_zone": {
"size": O,
"cold": false,
"hit": {

"responses": O,
"bytes": 0
Po

"stale": {
"responses": O,
"bytes": 0O

P

"updating": {
"responses": 0,
"bytes": 0

¥,

"revalidated": {
"responses": O,
"bytes": O

Tg

"miss": {
"responses": O,

"bytes": O,
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"responses_written": O,
"bytes_written": O
}’

"expired": {
"responses": 0,
"bytes": O,
"responses_written": O,

"bytes_written": 0

o

"bypass": {
"responses": O,
"bytes": O,
"responses_written": O,
"bytes_written": 0O

}

}
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size

max_size

cold

hit
responses
bytes

stale
responses
bytes

updating

responses
bytes

revalidated

responses
bytes
miss
responses
bytes
responses_written
bytes_written
expired
responses
bytes
responses_written
bytes_written
bypass
responses
bytes
responses_written

bytes_written

7, BAFRIHERETRD

By ECE MRS RR

/KRB, TE RAENNERS N INBEAEN N true

ML ; BRRFMNGIER (prozy cache wvalid)

87, MNGRAF BREA N B S Y

7, WERAF IR 4L

W& WERAFHIREAE HANE S IS B R (prozy_cache_use_stale)
BT MNGRAF BREA A RS Y

7, NERAFEEEAYE T

XR; TE B R M RN O 2% A7 R R BRSO e R B &2 O B R
(proxy_cache__use_stale BEHT)

BT, MNGRAF BREA N RS Y

7, NERAFEEAE T4

PN -SU VN * 3 c A LI 7 =S I O I S = T 11 D VA R 2 ol = <
(proxzy__cache__revalidate)

B, MNGRAF BREA A RS R

], NEAFEEEAE T

MR RIEGAF BRI R N FETHE R

A E ISP VALL VAT i

o7, IWRBRARSS 28 A S 7 8

], B ANGAERINE RS EL

87, GARERNET T

MR, RMGEAFHIREU I 00 B S 3 S

£/ DS PVALL VA IRSE ¢

e, MCBRARSS 88 ) S 7 1 8

B, B NGRS

7, EARERNETTE

NG, RIERFHERNMY S THER (proxy__cache__bypass)
4 DS PVALL VA IRSE ¢

B, MCHRARSS 88 R S 7 8L

87, BNGAZHIN R S5

BT, BARENET T

Added in version 1.2.0: PRO

£ Angie PRO Y, WRAEHprory cache path 38 BH ZAFD R, BN 1E) shards MR

nIt:
shards MNE; FIH AT FAE AR
<shard> MR, Rorn— DR R, HEFRZEEAAIR
size 87 SRR
max_size e, RECE, WK RN
cold MIRME; 1E A INEES NHEEINBEIEIN N true
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N
{
"name_zone": {
"shards": {
"/path/to/shardi": {
"size": O,
"cold": false
1,
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}
limit_conn

[limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

BNECE T limit_conn in hitp Blimit_conn in stream TN XHINR, BH LU TNFEE::

{
"passed": 73,
"skipped": O,
"rejected": O,
"exhausted": O
}
passed W, d RS
skipped 7, EEFRERSGEEG 255 T HNER S
rejected ey, il E RS IE RS
exhausted Hr; HTXEEEFER a4 e S5
limit_req
limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s; ]

/status/http/limit_reqs/<zone>

BNMCE T limit_req INE, BEHUTTFE:

"passed": 54816,
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"skipped": O,
"delayed": 65,
"rejected": 26,

"exhausted": O

}

passed e i RIEREEL

skipped ¥, BEFKERBEEET 65535 FHYIEREEL
delayed B, ERTEREEEL

rejected B BRI KRR EL

exhausted B, BT XIBEGERE R MAEL RIS K E 5L

HTTP Liik

Added in version 1.1.0.

ZLE FH DA N EFRRIER, TR upstream 1 NS E zone 162, BIUT:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/http/upstreams/<upstream>

Hrp <upstream> e EAE 2one TE@TE%H"Jumtmam I HR

{
"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
Po

"max_conns": 5,
"responses": {
"200": 222,
"302": 12
¥y

3.2. &5l &%

58




* Angie
Software

RFER, 4 1.9.1

"data": {

"sent": 543866,

"received":

}!

"health": {

"fails": O,
"unavailable":

"downtime" :

}7

"sid": "<server_id>"

2

"keepalive": 2
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last

max_conns

responses
<code>
XXX

data
received
sent

health
fails
unavailable
downtime
downstart

header_time

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
TR server TSI
FRE; IRSBIR, WHEserver 182HIEE (WRERE)
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
JERII A 1
M/RI1E; XN TR N true
B, BEEEMweight
FAFER; AR ATIRAS:
FAFER; ORI RUAIRZS PUR A HR IR A T SR A
e busy: ?‘%ﬁ‘ﬁiﬁ%ﬂﬂﬁ%%ﬁﬁ@ﬁﬁa*ﬁiaiﬁiuma,xiconns KE?EIJ, THELE
EHHIIEK;
o down: FANEH, PRIEEMITEK;
 recovering: WfEIKE W, ¥ slow start, KIEMITEREEIZWE N ;
o unavailable: AE|max fails R, 1XLAfail timeout MRIBEAIEIRIR
P P miE K ;
. up: BITER, FEREEER;
Angie PRO P HIIRAS
o checking: BLE’N essential HALTHREH, {CLIERINMIENK;
e draining: RIF down, 1@{%%\&%%ﬁﬁﬁﬁstick:y GLEMN2TEIEK;
o unhealthy: ANAJH, {RIETRINIE K,

NE; MNERERSITHE R

B UETERERIN SRR IE R

B HRBINEFREIE R EEL

FREBEET; ROREEN AN E, X date
B BLEMmarimum [FRNERE QREREE)
WG MRS HHE R

B R <code> HIAEZMANEL (100-599)

By HAKES AR TR0 £
MR, BHESIHEE

By, MRS AR 77 B
By, ROBE SR 57 58
MR, ESIHER

B, HANERIEFENRMBEEEL

B, HTIERImaz fails FRHIMAEN unavailable HYIRER

By, WEREEBRENALT unavailable IRZSHIEITE (DAZFD N BANLL)
FRFREET; WEAZEN unavailable FIRIE], ML N date

B MO S R R2 Weme B Sk B S S I fE] (BAZ=Z #D O B8 A7) ; B

(PRO 1.3.0+4) Miresponse__time__factor (PRO)
response_time HF; F WCEE AN X S5 A Wi B ) S £ BN E] (A= RS O B D) ; B

(PRO 1.3.0+) MWresponse_time_factor (PRO)

sid PR, RIFHPARSS ER0 configured id
keepalive BT URTRFIERE

3}?.Ck§§-|s,w%% NE; EEIRNENEHEERS, S LFECE T backup_switch (PROgp
N AE
active g ISR (IRARIE)

+1meoilit

Ror= - SHARFGE! (ZF)) ZIHAE A &5 Bk gy OB R A E T & - 3=
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health/probes (PRO)

1E 1.2.0 fRAR &4 H: PRO

R LBCE T upstream probe (PRO) #8%F, M| health MRIEEEG — probes FXNER, FEHEXNFIA
E"]@%T)’?ﬁ“ﬁﬁ%& RN AT SERE) state HA] DA checking il unhealthy, BR T _EERAAIH A :

{
"192.168.16.4:80": {
"state": "unhealthy",
Dooolg
"health": {
"probes": {
"count": 10,
"fails": 10,
"last": "2025-05-29T09:56:07Z"
}
3
}
}

state HY checking NP} downtime, XEEBARCEN essential MIREHINTSERMARBAEE ;
unhealthy {HEMRE X FAH ISR, XAHICSHEWE NSRS ESERF S, AR
HIEEAIE R, 1EZS Wupstream_probe,

1E probes YIS

count BT, AT ERAERE S

fails B, REMRI S

last FRPREET; &a—RKIFEMNTE, 8K Adate
queue

1E 1.4.0 IRAR LA H.

WM EIFECE T request queue, W _EFFANFRILEE—MREM queue NE, HHRE TIAFIFIERE
TS

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,
"overflows": 13
}
}
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HEHER BT E TR EHY:

queued B BTG K EEL

waiting By LATBAAI AT IESREL

dropped B, BT P R A O AR T MBS FR RS BRA 1 SR S
timedout ey BTN T MBAS RS BRI IE R 5L

overflows s BRI A& AR ) S RER

ok Wl o

ZE LN eI, B upstream L NXHIRE zone 185, Hl0:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/stream/upstreams/<upstream>

izi, <upstream> THLE T zone 82 upstream HIAFR,

{
"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
P

"max_conns": 5,

"data": {
"sent": 543866,
"received": 27349934

Po

"health": {
"fails": O,
"unavailable": O,
"downtime": O

}
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last
max_conns
data
received
sent
health
fails
unavailable
downtime
downstart
connect_time
(PRO 1.4.0+)
first_byte_time
(PRO 1.4.0+)
last_byte_time
(PRO 1.4.0+)

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
??@%, M server T’ééi&%ﬁ’aiﬁzﬁt
?ﬁ%, W server Tgé\iﬁﬁ, NI ARSS A FR
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
FERIINTR] A
M/RI1E; XN TR N true
B NEERB weight
FRFH; FORGEIN T R AVIRZS DU A H & IR A 15 R A -
o busy: FRKIEFIRS ARG REECIEEmaz conns BRI, FNHEE
EHTHIIEK;
o down: FHNEH, TRIEEMIEK;
o recovering: WIEIKEH, ¥Mslow start, RIKHIERECEIZ G ;
o unavailable: JAF|max fails R, {XLAfail timeout MBIRRRIEIHIR
P2 P iE K ;
o up: IBITIEH, EHAZXIER,
Angie PRO HHJFFHHIIRZS
 checking: BLEN essential HALTHeAEH, ([UERERMIENK;
e draining: ZUT down, (BN RIEFCHNEL sticky GPEMZTHIERK ;
e unhealthy: A, PR IERINIE K
MR NEFEIRAIEEE R
Ber; GBS S AR RERE
87 HORBIN AR SUE
FREBEET; &a— G SFIRRIN R, 8N date
B mazimum NEARRIFERTENEEH WRCIRE)
MR, BiEEmiEhn
e MO =75 5B
L C e POE S UNINE ) ST i
MR MER SR
B IREDN SRR R R
B, NEKRBTIEEmarfails BREITMZE N unavailable HIIREL
ﬁ?;ﬁ%%fﬁh*ﬁﬁmmﬁﬁﬁ(ugﬂﬁiﬁ)
FRAREET; NERRE RN R ARNE, $Zdate BRI
B, ﬁﬂ%%@iﬁ#ﬁﬁlﬂ$ﬂﬁ@(u%ﬁjﬂﬂﬂ ; BZ
Mresponse_time_factor (PRO) 6%
B WS EEARRE R B A 85 — D T P fR AP I [R] (BAZARD N BRAL) 5 1
ZWresponse_time_factor (PRO) 8%
s MO SR I e B0 N Fr 535 A2 I A (DA=RY s hr) 5 1S
Wresponse_time_factor (PRO) 6%

1£ 1.4.0 flRAR K AEZEH: PRO
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f£ Angie PRO H, @R EWFECE T upstream_probe (PRO) ¥, W health M FIEEA— probes T
WG, HTAMENFRI R ERNEES, FR, SERE state AT PUZ checking Fl unhealthy, FR
T ERAPFIHEE:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2025-05-29T11:03:54Z"

}

}
}
}

state Y checking EAREANE downtime XEREBLE N essential BN IRHRBHEE; T unhealthy
(BRI AR, IXPIFR IR RS A S AN AR A B b, A O EIR I IR E R, 15

Z Wupstream__probe,

probes HIHYIHELES:

count By, O SRR SRR 2
fails B BARBERTNIREL
last FRPEREET, RIGIRIINGE, 1% date HE2L

HAEE APl ({2 PRO)
Added in version 1.2.0.

% API & — /config TB7r, TIFLA JSON BN HEH Angie FIECE, {#H] PUT, PATCH I DELETE
HTTP &K, A BRI, B E NN, EARATNH, fEEAEHIRN, Angie
SRR,

/config K)FEBST

HAl, ot B MRS SRECEAE /config BRI AIH, EH T HTTP Mistream B, RAIZNASECER
R EHEIEAEZR AN,

/config/http/upstreams/<upstream>/servers/<name>

FVFECE B BRI,  EASIBRIEA X SE R BT SR

URI BZ25:

3.2. &S|, &% 65




* Angie
Software

RFER, 4 1.9.1

<upstream> J:fﬁ?ﬂ@%*ﬁ(; HE /config i&ﬁ@ﬂﬁ, WABLE — 1 zone ?5/7"\, PATE S
— P HENFXE,
<name> Xﬁ%ﬁ%ﬂbﬁﬂﬁ’ﬂ%%, TE SN <service>@<host>, Hrp:

o <service>@ ;e A[IEMIARFEAFR, HT SRV ICRMHT,
o <host> EIREZMIIHA (WRTEE resolve) BLE IP; LA AE X —
ANA]IES .,

foan, DUNACE:

upstream backend {
server backend.example.com service=_http._tcp resolve;
server 127.0.0.1;

zone backend 1m;

FRVFLA R X SRR R

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.example.com/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

% AP FH 7 Rk E weight, max_conns, max_fails, fail_timeout. backup. down fl sida 244,
W server FPTIR,

0 #&iE
AL A B drain 1£00; Z/EH drain, ¥ down BB NFIFHE drain:

$ curl -X PUT -4 \"drain\" \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

zZN /1

[curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,
"down": false,

"gid": "

SChr_b AT B ZRR T 1 B 8 75 SR IS B upstreame I, G12R_EIFECESY random:
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upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTETRINE X backup HIHTAEIK:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

{

"error": "FormatError",

"description": "The \"backup\" field is unknown."
}

RIEEfE 3 AR B8 7575, backup SEUAREIENTN A BRI E,

/config/stream/upstreams/<upstream>/servers/<name>

FRVFECE A BRI,  EAEMERINE X SE ARSI A,

URI B2

<upstream> iR AR; EEid /config iﬁfﬁﬁﬂﬁ, IRPCE — D zone iﬂaﬁ/?\, PAE S
— P HENFXE,
<name> ﬁ%@k?‘fi?ﬁ?ﬁpﬁg%ﬁ, EXN <service>@<host>, Hr:

o <service>@ sEA[IEMIIARSGZFR, FT SRV ICRMHT,
o <host> BIREZ NS (WRTFETE resolve) BLE IP; LA AE X —
ANATIENR .

e, PANBCE:

upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;

zone backend 1m;

FRVFLA XA TR
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$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.example.
—com:8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

1% API 797 VT I% B weight. max_conns, max_fails, fail_timeout. backup Al down Z¥{, Wlserver

FHATIA,

0 ik
AL BB drain ETT; EEH drain, ¥ down KB ANFHFEEE drain:

$ curl -X PUT -4 \"drain\" \

http://127.0.0.1/config/stream/upstreams/backend/servers/backend. example. com/down

R

[curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,

"down": false,

SCBR bR B BUXR T A i B TR SR B R upstreams IRIBE, @R _EFECEA random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTETRINE X backup HIHTASEIK:

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example. com

"error": "FormatError",

"description": "The \"backup\" field is unknown."
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O ik
RIEEfE SRR A BEIMT 7775, backup SEURETENTAN FACIEN IR E,

EMIERAR S a3, SEPT LAY E connection_drop=<value> Z%{ (PRO) PAFEZGprozy connection drop
wWE:

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?connection_

—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?connection_

—drop=1000

HTTP A%

LEFAIH I T IR HTTP 7iEME S, SE AN Lkl E

http {
# ...

upstream backend {
zone upstream 256k;

server backend.example.com resolve max_conns=5;

# ...
¥
server {
# ...
location /config/ {
api /config/;
allow 127.0.0.1;
deny all;
}
¥
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GET

GET HTTP JJIAAE /config MAVEMINAREE ISR, MG e Hl APT &R AT AT,

4N, /config/http/upstreams/backend/servers/ LifRSS %7 X VFIXLEA i)

curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_conns
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

curl http://127.0.0.1/config/http/upstreams/backend/servers

# ...

curl http://127.0.0.1/config

P PH P L &

AT DAEH defaults=on SREGRINSEUE:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on }

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

Ngidq": "

PUT
PUT HTTP JJiETE4EE RO — DR JSON SHREL 782 it — DA LR,
filan, =% E backend.example.com JRF5ASFE backend LifFHHRIEARIEEN nax_fails Z4K:

$ curl -X PUT -d '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": " ? ﬂ—éﬁ }Ji jj] " s

"description": "I A W EL E API SL{K \"/config/http/upstreams/backend/servers/backend.
—,example.com/max_fails\" P & EH. "
}

HorlE SH A

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com J
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{
"max_conns": 5,
"max_fails": 2
}
B

DELETE HTTP 75 7AMIBRIEE AL T JERE O ,; FEHITHIRIER, WEREEMBOME, WZRE
FIEIMES

fian, ZMER backend LiiFH backend.example.com ARFSASHISCHTIZEN max_fails SE:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": " ﬁ ﬁ )ﬁ‘ Ij] o

"description": "FE & API S£{K \"/config/http/upstreams/backend/servers/backend.example.com/
—max_fails\" BEE A BZAE. "
}

i defaults=on FIEHIL:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

"gidq": "

max_fails WECIKE NEINE,

TEMIBRARSS 23, &P AR E connection_drop=<value> Z4{ (PRO) LA & proxy connection drop.
grpc__connection_drops fastcgi_connection_drops scgi_connection drop FMuwsgi connection drop ¥

H:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?connection_
—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?connection_

—drop=on
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$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

#T

PATCH HTTP FIATEFEE KR MO — N LRSS B sk h A A UK (REC 7386) B EHA
RN E AR JSON E X,

ZOTERRENTR . NSO E P SHATERC B e, WEel1aSwiEs; &0, BT8R,
filan, ZHEIX backend EJFH backend.example.com ARZ5ERHY down W E, [FINCRRFHE ML ERLE:

$ curl -X PATCH -4 '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": " g;ﬁ%ﬁ{i 17] " s

"description": "I A M E E API SL{K \"/config/http/upstreams/backend/servers/backend.
—example.com\" E&HFEH. "
}

KUETE PR :

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 5,

"down": true

5 puT A[E, B PATCH ERIZMAY JSON W ESMENREH, MAREHE,
null ER MG ENTHT MEREXFE H R AR e bl B0 H

O #it
MRS DELETE AIIF; HERUE, BRVREBKIAML,

Flan, ZEMBRZ BTEINTY down %8 FEIR ¥ max_conns:

$ curl -X PATCH -4 '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": "E I ",
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"description": "I A M E E API SL{K \"/config/http/upstreams/backend/servers/backend.

—example.com\" E&HFEH. "
}

KUETE PR :

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"max_conns": 6

Rt T null 1Y down SEHMIER; max_conns HZHHT,

Auth Basic

ARVFEER “HTTP EAINE" Ph3URIE - 2 A R R B IRAT 5 7l

ViRt AT DU it smid i ke A RERA I, I A R (R R A R 7 2 454

=3t

location / {
auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

B

auth__basic

X auth_basic string | off;
RN auth_basic off;
Hol9"4 http, server, location, limit_ except

g “HTTP FEAINE” PhilUE AP AREDRIE, fEES8MAE JUk, SEETUUESZE,

off BUH M ICRITBC BRI ATT auth basic T5 IR

auth__basic__user__file

Bk auth_basic_user_file file;
EUN —
Holi5"4 http, server, location, limit_ except
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FEE— SRR P Ay, ManR:
# TR namel:passwordl name2:password2:comment name3:password3
SR DAL S AR
SCREDL NI
o R crypt() BB ; ATLAREA Apache HTTP Server Z1THRH htpasswd T.HBE” openssl
passwd” A
o fEFET MD5 MRS EIEN Apache 280K (aprl) MEATWAA; ] CAEARERIM T HARL;
o 1% REC 2307 FHEIRM” {scheme}data” WEIETEE; BHATKITT ZEAE PLAIN (—RBl, &

NAER). SHA (4 SHA-1 Wafy, AMER) f1 SSHA (inh SHA-1 WF, —SRrEfEH, TtH
& OpenLDAP #1 Dovecot),

2\
oA A )

SHA 75 RHISTRHUN MHAth Web iS5 851 B AR B B A A TR 1, KR BIARINER SHA-1
W 75 FULER Wdio

Auth Request

HRE T IH R AYEE R P I AR FIRSKIR ] 2xx MR RS, WIAPFIIAl, GHERIRME] 401 BY 403,
TR, FFIR ERHA AR R RS 1 SRR (8 A A A At i B A R ER A 0 B R

T 401 $51R, B ImEXUWER B 71K A" WWW-Authenticate” 3k,
Y U\()EPVH%*@@H‘J‘, AEHLERIAARANG ;N --with-http_auth_request_module I RRIETR S o
1k 8 B CENEREGS, EEaSEEd,

R DS At R &, aniin) F Auth Basic, 83 satisfy $65%

B E B

location /private/ {

auth_request /auth;

}

location = /auth {
proxy_pass ...
proxy_pass_request_body
proxy_set_header Content-Length "";
proxy_set_header X-Original-URI $request_uri;
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B2

auth_request

7227 auth_request uri | off;
EINME auth_request off;
Holi9"4 http, server, location

WRAE TRV RE AR, HIRE T HRREHAIER URL

auth_request_set

Bk auth_request_set $variable value;
EIME —
ETFX http, server, location

FEFRROE KR FERG, Kl K &I B RAEE, E] AR SR BIRAOE RIS E, A0 Supstream_ http *o
Autolndex

ZAIEHAN B DRI AT (/) SRAIER, HAEMBRINE, 8, Yhttp inder BREEAZN RS SXIFRT,
R SEIRL httpautoindex FEHR,

=3t

location / {

autoindex ;
}
Be
autoindex
Bk autoindex on | off;
LOWINIEN autoindex off;
X http, server, location

JE R BEE T B 5k
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autoindex__exact_size

FENCR autoindex_exact_size on | off;
BRINE autoindex_exact_size on;
R http, server, location

XF HTML %3, 487 HRIIR AR S RS R, B s S T30, kT
KT,

autoindex__format

=275 autoindex_format html | xml | json | jsonp;
ERINME autoindex_format html;
4 http, server, location

B E HRYIRIE,

L JSONP RN, [EEREBINAFRIED callback TERSEORE, RSHGIS 2aE, NI6H
JSON #&=,

XML i a] DUBI hetp  wslt BEHOHATER,

autoindex__localtime

=275 autoindex_localtime on | off;
ERNME autoindex_localtime off;
TR http, server, location

XF HTML #%3X, $57%€ HRFIFRHHIN [EE DA X IEZ LA UTC fit,
Browser
IO R A BAEARH T “User-Agent” 153Kk ERAVME,

7&1

e

$modern_browser

SR AR, WETHmodern  browser value T8REMIE;

$ancient_browser

QISR BN = i , NIZETFHancient browser wvalue IS BRIE;
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$msie

WA AR A E) MSIE W%, WSET “17,
BERB

EERSIH:

modern_browser_value "modern.";

modern_browser msie 5.5;
modern_browser gecko 1.,0.0g
modern_browser opera 0.0
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}html index.html;

AIBREEEER:
modern_browser msie 5.0
modern_browser gecko ©.9.1g
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

modern_browser unlisted;

ancient_browser Links Lynx netscape4;

if ($ancient_browser) {

rewrite ~ /ancient.html;

Y

ancient__browser

Bk ancient_browser string ...;
ENIN —
X http, server, location

GHERAE “User-Agent” 1R KFBAEBNEATHEE B FF1F £,
“netscaped” X TIEMIFRIER ““Mozilla/[1-4],

MRZ N ST F R BN G E, RER T AT HR
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ancient__browser__value

BiE ancient_browser_value string;
2RIN ancient_browser_value 1;
R http, server, location

HNSancient browser B BIH,

modern_browser

Bk modern_browser browser version;
modern_browser unlisted;

ENIN —

4 http, server, location

TR MR N RATHE N ST BB A B WY as i] UZ U MERE — 1 msie. gecko™ (¥ T Mozilla #

W YT #8). :samp: opera, safari B{ konqueror,

MRASFT AR AR RIEE: X XX, XXX B X.X.X.X, FMERIEREDFIN 4000, 4000.99.
4000.99.99 F1 4000.99.99.99,

FFRME unlisted 8 EW RN EEFARIE modern_browser Flancient browser & HF|H, WAL BRI
YR AN, NS . WRIE R AR SL PR ML “User-Agent” FB, NIZN RS A
B,

modern__browser_value

[E27S modern_browser_value string;
A modern_browser_value 1;
R http, server, location

HNmodern browser ZE B E{H,

Charset

EREHLRHEE N FRTRIIME] “Content-Type” WIRSKFEL, AP, 1ZARBRAT DATEFLLERR B T R4k
PR R P AF R AR N ) — R P AT R

o FRHUR BT I — MRS5S R E 7 i,

5 UTF-8 Z[aIf)#&#t,
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=kl
include conf/koi-win;
charset windows-1251;

source_charset koi8-r;

BS
charset
X charset charset | off;
ENIN charset off;
Hol9"4 http, server, location, if in location

Kefa e A ME] “Content-Type”

AR, M PITHAR,

ZH0 of £ BUMK FITERIINE] “Content-Type” M k7B,

FATER AT DA 2R X

M 3 Sk 7B ANERIX TR S sourcecharset 5

SHIRENT

charset $charset;

1

fﬁ@’ﬁ%‘(ﬂ? BRI T REE R/ DERCE H PAcharset map. charset W source charset TEZHY

R EI—R XTF utf-8. windows-1251 fll koi8-r FiTE

£ HAEFREPHEE conf/koi-win, conf/

koi-utf Fl conf/win-utf X, N THMFRE, RFQE—NEQEEREREIR], #Flan:

charset_map iso-8859-5 _ { }

1

AN, Al PLEE “X-Accel-Charset”

fastcgi__ignore__headers. uwwsgi_ignore__headers. scgi_ignore__headers

54 ﬂ‘\‘ﬁﬁjﬂjljjﬁbo

charset__map

Wiy Sk F B P IR E TR

£, Al DAfE Hproxy_ignore_headers.

Mgrpc_ignore _headers 18

X charset_map charset! charset2 { ... }

ERIN —
HSl5"4 http

IR R FAFIEE 53 — M P AT AR AR R o (R AR R RO AL R S TP e 3 w1 g A7 gkl 2 i
FEVEHE 80-FF HERLHIFATH” 27 Ko I UTF-8 $EHUi, BT P A B FR BRI 1T &4 X XXX

i
R~
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charset_map koi8-r windows-1251 {

CO FE ; # /N
Cl EO ; # /N
C2 E1 ; # /I
C3 F6 ; # /)

EHIRS] UTF-8 g, UTF-8 AT EMRRD N AESS —HIZ4H, Flan:

charset_map koi8-r utf-8 {
CO DISE ; # /\
C1 DOBO ; # /h
C2 DOB1 ; # /N
C3 D186 ; # /I

~

~

M koi8-r F| windows-1251, PAMM koi8-r #l windows-1251 | utf-8 HYFEREEERIE 7 & XM
conf/koi-win, conf/koi-utf ] conf/win-utf FHE{t,

charset__types

[F22FS charset_types mime-type ...;

ENIN charset_types text/html text/xml text/plain text/vnd.wap.wml
application/javascript application/rss+xml;

X http, server, location

FERURAEALBEE MIME UM AR, BRT text/html Z4bh, RFFR(E * DLELAE(T MIME 388,

override_charset

Bk override_charset on | off;
BRIA override_charset off;
X http, server, location, if in location

I 2 75 B AT MARBHER FastCGI/uwsgi/SCGI/gRPC ARSS SRHEURE MR A TG4, 24X Len B B 1
“Content-Type” WiN Sk B i RFERIT . WSS A Feft, U0 P2 UGS i 7 48 8 I 2 AP SR AN
TR,

O w#ik

AERAE 7SRRI B, WIGELE R0 B PP R0 F 15 R PR, MAE override_charset 15
S E,
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source__charset

[E27S source_charset encoding;
E /NN —
R http, server, location, if in location

MR AR RS AR FIRFRS charset 162 HHEENFREARRE, WSHITHRL,
DAV

A 5 TEIEIE WebDAV PRCSEEISCHHEHE B 31k BEALEE HTTP #1 WebDAV 757%: PUT.DELETE,
MKCOL. COPY #1 MOVE,

4 MNIRAHATEER, BRANEIZER; T --vith-http_dav_module MJEIEITORIEHI,
fERE BN CFERNEMEGS, ZERESER RS,

O HE
TEHAN WebDAV J77EA REIRIER) WebDAV % ik Joi% 5 Hs—iEE i i,

B &

location / {

root /data/www;

client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path 5

dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;

B2

create_full_put__path

Bk create_full_put_path on | off;
FINE create_full_put_path off;
Holi5"4 http, server, location
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WebDAV MVEAXSLVFE CAFTER B R el seff, IR RV R A TR R H 3%,

dav__access

JFEaR dav_access users:permissions ...;
FINE dav_access user:rw;
X http, server, location

DRI SR H SR E T AR, Bl :

dav_access user:rw group:rw all:r;

GRSRAEE THE—HEPTE TIRAR, AT DA P AR -

dav_access group:rw all:r;

dav_methods

181 dav_methods off | method ...;
BRINE dav_methods off;
X http, server, location

ARVFFEER HTTP 1 WebDAV 751k, S8 off B4 H WA /775, AR PUT,
DELETE. MKCOL. COPY #1 MOVE,

i/ PUT 7775 MERISCHE e E NI SO, RIS E R f . MIRAS 0.8.9 TG, IImi SCHEFTEF
AFEER] DUBAE AR RIS RS b, HIEER, EXMER T, XHREN N XHERGZRER], T
EEENEMZLIRE, FEIERSA TR location W, (REEISCHERIE client_body _temp_ path $§%
BB RGNS B RRAE R — D R G,

/] PUT 75 RIS, FTLUEIETE “Date” kB &k HHIRIEE,

min_delete__depth

[F23FS min_delete_depth number;
FINE min_delete_depth 0;
R http, server, location

oY DELETE 75 EMIBRSCM:, Aife2iFREEFRTRBES N TRENEE, fila, 52

min_delete_depth 4;

FRVFHIBR DA N IE SRS fF:
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/users/00/00/name
/users/00/00/name/pic. jpg
/users/00/00/page .html

HAEZE MR

/users/00/00

Empty GIF

L BB ERIEW GIF,

B E B

location = /_.gif {
empty_gif;

B

empty_gif

HIK empty_gif;
A —
4 location

A S B )AL B PP S PR AL B

FastCGl

IR AR VERAE RIZ1828 FastCGI R3S a%o

B E B

location / {
fastcgi_pass localhost:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;
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B

fastcgi__bind
X fastcgi_bind ML [transparent] | off;
EININ —
Holi9"4 http, server, location

% 1E FastCGI RSG5 25HIMIRIERSR BAEEHUAHY TP ik, BT DOEERMEMAE €, SEERT AR S
Wi, FIRE off BUHM E—RECEZU KA fastcgi bind FELHIRR, XAWFRSH 7 E A/ 1P
MR

transparent ZE T A FastCGI ARG asIAMNIERSR B IEA M 1P Hilik, Flan, & imiESL IP #i
HE:

[fastcgi_bind $remote_addr transparent;

R THESEERL, Angie TIEMRBEFEREEIHH T PFRIETT, 1 Linux b, XRNELFER: 1R
BET transparent 28, TAEHEMNTEHEN. A CAP _NET RAW #E

O H¥
PRI R R AR C BN EOR B FastCGI IRSS A B MIZR I &

fastcgi__buffer_size

Bk fastcgi_buffer_size K/
LININ fastcgi_buffer_size 4k|8k;
ol 5"4 http, server, location

REHTIRECRE FastCGI RS as BN R EE —H8 o BRI IX RN, IR il H A & — A IR Sk, BR
VBT, ZPXKRNET—PAFEI RIEFA, XaJPUZ 4K 82 8K, 2R, B ARERE/,

fastcgi__buffering

THIK fastcgi_buffering on | off;
E /NI fastcgi_buffering on;
kR http, server, location

JEHEAE K EH FastCGL ARG SN B 220,
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off Angie RIEM FastCGI ArSSantZUma g, R ELREFERIH fastegi buffer size
Mifastcgi buffers 62 B BRI % M X 1, 40 58 AN K JC 75 52 R T
W AE, AT DA 56 o O/ 7 B 0 & B Wil I s e 5 ON I IS S
%2 fastcgi_maz_temp _file_size Mfastcgi_temp file_write_size a1,

on Wi 2 R [R) 2 A i 25 % P o, 37 BFERR KB AZ 1%, Angie NRZEIXM FastCGI
AR 55 2% 1 BUBE AE B2, Angie  — (R AT DA MR 55 2% 1 W A B0 1 B R K/
Hifastcgi buffer size ¥R E,

e AT PUEIE 7E” X-Accel-Buffering” Wi W Sk BRFH1E1% " yes” B no” KB, ILIHRER] DA

Hlfastcgi_ignore_headers F6EH,

fastcgi__buffers

B fastcgi_buffers HE R
ERIA fastcgi_buffers 8 4k|8k;
o4 http, server, location

EEMTIBCRE FastCGI AR5 as AN Y2 X BB AN, B BRI,
BIANER T, ZMPXANET—PAEI. RIEFE, ZXrTRU2 4K 51 8K,

fastcgi__busy__buffers_size

Bk fastcgi_busy_buffers_size j(/J\;
2RIN fastcgi_busy_buffers_size 8k | 16k;
4 http, server, location

MEHZM SRE FastCGI ARSS 28 A SN, - BEHIAE M R 1 2R 56 42 BN AT DAL T A% 7 i A2 I8 B2 Y
ZPXHE RN FIERINR, HARAGM X AT DU TR, FFEFREEmT, KB 50l B 2% 21w I S
e, BRINBIL R, K/INZfastegi buffer size Flfastegi buffers 815 BRI NZIRIX AR/ INRH,

fastcgi_cache

=275 fastcgi_cache zone | off;
RN fastcgi_cache off;
kR http, server, location

XM TRAFEEANEX L, 7] DIEZ M7 (A RR X, SEUER U EZ R, off ZHEAM
bR BB R KRR A
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fastcgi__cache_background_update

[E27S fastcgi_cache_background_update on | off;
A fastcgi_cache_background_update off;
R http, server, location

FVFEIR AN HAG A TR RN S 305 & FER AE RS IR I, TETER, fEENEFN, AOER
VF o8 I ST 2R A7 M

fastcgi__cache_bypass

HIL fastcgi_cache_bypass TR
ENN —
4 http, server, location

AT I FIRRIR 2 MBI MRTFRFR SRR — MIFNZ AT FT 07, MRS
T RMEB LRI

fastcgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

fastcgi_cache_bypass $http_pragma $http_authorization;

A PAS fastegi no  cache 82 —C{F A,

fastcgi_cache_key

HIE fastcgi_cache_key FTH;
ENIN —
4 http, server, location

X RAFHIRE, N

fastcgi_cache_key localhost:9000$request_uri;

fastcgi__cache_lock

Bk fastcgi_cache_lock on | off;
A fastcgi_cache_lock off;
kP http, server, location

JB R, RE—NERE] DUB K IE KRB IELS FastCGI ARS8 RIEFEH fustegi cache key TESFRIRM
WMRAF LR, HMFE—ZF TR MIE KB E A0 N A R A7 I Z T R R EBORR, FrFN R
58| fastcgi__cache__lock__timeout ESIKE,
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fastcgi_cache_lock_age

FENCR fastcgi_cache_lock_age Hﬂ'rEﬂ;
2RIN fastcgi_cache_lock_age 5s;
R http, server, location

QISRAIEE] FastCGI M55 ds DMHFEHT R 17 5% H BB E — MMERAETEE M TRINARZE, WIATLAA] FastCGI
fR55 88 5238 55— ME R,

fastcgi__cache_lock__timeout

BiL fastcgi_cache_lock_timeout M/
2RIN fastcgi_cache_lock_timeout 5s;
4 http, server, location

HNfastegi_cache lock VBB, N AIZEIHARS, TEREPALIBL FastCGI ARS5ER, (HNAN N2 HLEF.

fastcgi__cache_max_range_ offset

Bk fastcgi_cache_max_range_offset iﬁ(?;
ERIA —
kX http, server, location

NFIEEIERIRET WP E, (SRR RSE, ORISR BIEIES FastCGI RS54y, I HI
WA RABRAT

fastcgi__cache_methods

[F22FS fastcgi_cache_methods GET | HEAD | POST ...;
LN fastcgi_cache_methods GET HEAD;
Hol9"4 http, server, location

W P umiE KT EE e A, WNNKERF, “GET” Ml “HEAD” J7iAG& g ma|slEHf,
REEWIHBEE N1, B Wfastcgi no  cache $6%

fastcgi__cache_min_uses

181 fastcgi_cache_min_uses #{¥;
2RI fastcgi_cache_min_uses 1;
X http, server, location
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18 B A 2R A7 J T SR B

fastcgi_cache_path

=275 fastcgi_cache_path  path [levels=levels] [use_temp_path=on | off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
EININ —
Holi5"4 http, server, location

BRI MHAMSE, RIPBIRFEES T R RIENISAEZ 2B URL M MD5 B
BHIZER

levels ZEUE X TR AFHIZRIG: M1 5 3, BNPHEZE 1 8L 2, Hlan, £ NECEH

fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRI AR R

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

J

AT BIMA R B S H AR, SREE M. IR SCHFERIZA7 A DURFE AR RIRI SRR S B 2R, I8 TE
B, XSRS, XHRERDMXHRGZEER, MASEENEMAIRE Kk, SRS
(B A A7 AN S RARAE R — X F RS B

I AR EH 25T use_temp_path ZHLEN,

on WREEES S HIZEN “on” , W AEFH RAE  location BHE
W fastegi _temp path $6TEER H R,
off GBS S B 2% 7 H

EAh, B TE SRR S TR (S BB TE I A L N X, BHEFFIA/NE keys_zone SEHELE,
—NIKFAT Y X ERT DAAE B RZYT 8000 M

£ inactive SEFEE WM ] NARLT IHIE A BRI MNEZPRERR, TCiC e HHT AR AN,
BRINEMLT, inactive BN 10 7%,

— MR BRSPS RR IS R RN, DIREE RS LR RN R, 4R/ N el
WA R, e R RO > B R EE. B2 o IBRE.
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max_size BRAREFRN

min_free B XM RS BN RS

manager_files FRAITE—MIARIS BRI 5 22
BIAEOLT, 100,

manager_threshol PRll—/MERAHRELIN A]
BINEOLE, 200 27

manager_sleep BLER O 2 A
BINEIT, 50 =)

£ Angie JRaJE—0 8, FEIRRY RAFMBAHERBIS, CRFEEIF RS ERERTR A BHERIER
IMEEN A7 DX, 2 it e s,

loader_files FR I — ME SRR AN 20T B £0&
ERNENT, 100

loader_threshold [FRill—/MIEHFFEHH]
BANEOLR, 200 ZF)

loader_sleep BLER O 2 [AE
ENEMT, 50 Z#)

fastcgi__cache_revalidate

Bk fastcgi_cache_revalidate on | off;
A fastcgi_cache_revalidate off;
Sl 5"4 http, server, location

JE R {E A "If-Modified-Since” #1”If-None-Match” Sk BRI A PF1F SRR B S U BRI & 17 T,

fastcgi__cache_use_stale

Bk fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

A fastcgi_cache_use_stale off;

X http, server, location

WETES FastCGI I35 a@ S A EHNRAVEOCT, w ATE(IRPE O BT IR AR, 152002
i’?ﬁ%fastcgif next__upstream FE2 IS EE DL,

error AR TCIEE AL I K Y FastCGI ARG as, Wi B I B 2 A7,
updating Mz, R ERNRAN, RTIEERER, XA DATEE R 7

PN/ MEXT FastCGI ARSS 2 177 [FIRE
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AT DU TR0 Y Sk A B4 e A R AR R AE i vy, RN Y AR SIS B S O dE E RV,
o stale-while-revalidate ”Cache-Control” SkZZERRIY FE 7 15 24 117 5557 IS5 i HA A 2% 72 v
o stale-if-error ”Cache-Control” SkTZEXFIY @ i AE & A A5 I A i BARY 22 17 Wi B

O ik
LSRR T HERTELS S

T AEHEFTEHIRAF TC RN /MU FastCGT ARFS 2BV IIREL, BT DMEH fastcgi cache lock $6%

fastcgi_cache_valid

[E2FS fastcgi_cache_valid [code ...] time;
EONIN —
ETFx http, server, location

AR e B A B B R A7 N TH] . BilaH, DATR4E<

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

M RLARS 200 A1 302 E 10 ISR E, NN AR 404 1B 1 28R
PUE SRk =ity e Ny |

[fastcgi_cache_valid 5m;

MYNELE 200, 301 F1 302 MR,

A, FILMEE any S8 CARAZ AL :

fastcgi_cache_valid 200 302 10m;

fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;

ZAFHISELA] IERERN LR E, XL TR SR E R AN .,

e "X-Accel-Expires” SkFERDAFY N BAALIR BN N (LR EIN A, FAEZAMN 27, nSRMERL @ |
2Tk, EREH Epoch EEAI4LXII R (DAFYAEARL), TEIHZ AT AT AR 17

o QNERSLHAEEE” X-Accel-Expires” FEX, MR PATE”Expires” 8¢”Cache-Control” SkFBH & B 5%
#ZH,
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o WIFSLAF R "Set-Cookie” FBt, MIZMANFF AR BLRAT

o GERSKHPEE Vary” FEEEN ", MZNREARBRT WRKHEE Vary” FEHENH

fldE, WNZNARCREBERTE, 55 R R AT R LT B
A A fastegi_ignore_headers $62FERIXIXEEM N 3Kk Bz — 8 MHYMERE,

fastcgi__catch_stderr

[F237 fastcgi_catch_stderr string;
EINN —
kR http, server, location

BRENFRER, HTIEM FastCGI RS AN N ATHHR TP TINR . i FIENZ 71T,

N FastCGI ARS5 &R 0] T LA , X AVFIE Angie FRACERN HIFRPHEIR, BiI4H:

A

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";

fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect__timeout

Bk fastcgi_connect_timeout time;
A fastcgi_connect_timeout 60s;
kP http, server, location

X5 FastCGI IR55 a8 ERATBEIN IR, FEERRR, XN EN RS AR 75 7,

fastcgi__connection_drop

E% fastcgi_connection_drop time | on | off;
A fastcgi_connection_drop off;
HSl5"4 http, server, location

JA TS reresolve AZER A PI @74 DELETE RHRUHARS AR BERBIRICAKANT G, KILFES5Z

REEARSS a8 HIESRL
SN e A RERAR 55 A AL TR N — BT NFAER, R R L,
RH time JARERL L@ HE on I, ERZRAIHESR,
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fastcgi__force_ranges

[E27S fastcgi_force_ranges on | off;
A fastcgi_force_ranges off;
R http, server, location

JAFR FastCGI AR S5 A AF I ARG A7 A B =1 YU Bl S 5, T AN A8 IX 26 B HH Y Accept-Ranges” 5

B

fastcgi__hide__header

Bk fastcgi_hide_header field;
ERIA —
X http, server, location

FRNEOR, Angie T2 FastCGIL ARG5S AsM R HHAY” Status” F1” X-Accel-..” SkFEAR L F Ui,
fastcgi_hide header ¥&RRE TR AHULIBHIHM T B, WRMER, FEALFFERNEE, A]LAHE

Hfastcgi_pass_header ¥8%5

fastcgi_ignore__client__abort

Bk fastcgi_ignore_client_abort on | off;
EFINE fastcgi_ignore_client_abort off;
X http, server, location

FAE 7% PRTEARSF AR IR 0L N RHNERER, B AN KHAS FastCGI RS defERE,

fastcgi_ignore__headers

JF227S fastcgi_ignore_headers field;
HME —
kX http, server, location

BN KE FastCGL JRS5 as HYFELEMI R Sk BR AL R, PTDAZBE DA R 57B:: “X-Accel-Redirect” . “X-
Accel-Expires”, “X-Accel-Limit-Rate”, “X-Accel-Buffering”, “X-Accel-Charset”, “Expires”, “Cache-
Control”, “Set-Cookie” Fl “Vary”,

GNSRAREEA, WX LE Sk B AR 27 A4 DU 2
e “X-Accel-Expires”, “Expires”. “Cache-Control”, “Set-Cookie” Fl “Vary” #EMINEZIFIIZEL;
“X-Accel-Redirect” $HATX$EE URI BIAHES EEA;

o “X-Accel-Limit-Rate” 1B X% il 57 A 144 {RE i ;

3.2. &S|, &% 92



* Angie
Software

RFER, 4 1.9.1

o “X-Accel-Buffering” J& B2 FH i B 1Y 2% 1+

o “X-Accel-Charset” BN FTFRIFrAT 5,

fastcgi_index

X fastcgi_index name;
EANE —
o974 http, server, location

WE—NES, 2SR TE VRIS ERY URI SN, LT $fastegi script_name ZEERE, il
an, EHREE

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

X T /page.php &K, SCRIPT_FILENAME Z¥{#% T /home/www/scripts/php/page.php,

AT /15K, BT - /home/www/scripts/php/index.phpo

fastcgi_intercept__errors

JF22FS fastcgi_intercept_errors on | off;
ERINME fastcgi_intercept_errors off;
TR http, server, location

HE FastCGI ARSS23M N IRASAL KT 8T 300 I, BEMEEEIRAR 0, sigii=EFFEEm )
Angie AT, (Ferror page $682

fastcgi__keep__conn

[E27S fastcgi_keep_conn on | off;
EINME fastcgi_keep_conn off;
X http, server, location

BIANEULT, FastCGIL fRSS SRTEARIAMNL G RZHIEHANERE, 8T, HIZ4EREN on I, Angie Kifs
T FastCGI RSG5 88 RFHEREF T, IXMEMRIFS FastCGI iS5 & keepalive FERZIEH TAENJUH B,

fastcgi_limit_rate

TBiE fastcgi_limit_rate rate;
RINE fastcgi_limit_rate 0;
R http, server, location
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BRI FastCGI IRSFaF IR AIEE, rate AT EGEE, HHATUHEESR,

0 SER R R A
O ik

FRAZ X MERIZER, KR Angie RINFTFM NS FastCGI ARSSaFHTERE, NIERER
ReZtae IRANRT P, PREMAERH TR E FastCGI AR5 e AN R 2% 0 I AR

fastcgi__max_temp_file_size

Bk fastcgi_max_temp_file_size size;
BRINME fastcgi_max_temp_file_size 1024m;
R http, server, location

MBRHMNEKE FastCGL ARSS 75 B WA S (922 rf I, Q0 BB AN E B BE N HH fastegi buffer size
Mifastegibuffers Fa2 BB RIZ MK, WIAT LKA R — &8 70 PR A7 BRI S, i35 218 BImI S
HIERAR KRN B NG SR EEE R/ N fastegi temp file_writesize FERWEE,

0 SR PR I N S BRIM 2%

O #iE
ERRHIAE TR E (7 BB EL B AR,

fastcgi__next__upstream

=275 fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ...;

FINE fastcgi_next_upstream error timeout;

kP http, server, location

TEE MG L N IE RN ARIBLE T — MRS a5:
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error

timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TES ARG AENIIERE, Rl sRIB 25 AR 55 A sl IS E e b7 SIS A2 2R £EER ;

TES ARG AT R Rl SRR 25 AR 55 A IS E A 7 SN 2 A8 BRI ;

Al 55 483 0] T S B STC R MR Y ;

55 IR 8] T ARFRS 500 HYMA R ;

25 IR 8] T ARFSRS 503 HYME R ;

25 #8IR 8] T ARFSRS 403 HYME R ;

M55 4% B T ARZSH 404 FYNE R ;

AR 55 IR [E] T ARFSRS 429 HNE R ;

EE, R non-idempotent 7774 (POST, LOCK, PATCH) I, NRIERELZIE
75 LIRSS 28, WIASEEE T —MRSSE; 5 I R vr S iR IE K
R RIZIBS T — RSS2

O ik

NiefE, RAEERMRAEFmARERANEIER N, ARERiERERS N — MRS a8, W2,
GRERAE M B AR mId A A A SR IR BRI, WITETR B R I H R,

ZAELIEE X T 5IRGS SIBE PN AR =0,

error
timeout
invalid_header
http_500
http_503
http_429
http_403
http_404

RPN AR ZIK, BRSO hoRIEE

{XAEAE 2 FRaE N A RN A R 249K

TKIEA A AR 2K

REE RGBS N — D IRSF AR ] DO 2 5 F A] BRI

fastcgi__next__upstream_timeout

Bk
HME
ol 98

fastcgi_next_upstream_timeout {ime;
fastcgi_next_upstream_timeout O;

http, server, location

BRAE R AT DAMRIELS T — MRS5S a BRI,

SRR ]
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fastcgi__next__upstream__tries

[E27S fastcgi_next_upstream_tries number;
BRINE fastcgi_next_upstream_tries O;
EFx http, server, location

RAIRERAEIHLE T — M55 s BIRTREZIRX L,

0 KA RR ]

fastcgi__no__cache

7237 fastcgi_no_cache string ...;
HME —
kR http, server, location

T AT 255 TN A A R RIF RN A, MRFIFRSEHNED—NMES N HEAET “07, W
M R AN AR -

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

fastcgi_no_cache $http_pragma $http_authorization;

Al A5 fastegi cache bypass 6 —{F A,

fastcgi__param

Bk fastcgi_param parameter value [if_not_empty]l;
EINE —
o574 http, server, location

RENEBS FastCGL RFBHISE, ERDEEOR, ZRELKHAS, WRAMBHRE X
Jastegi_param $6%, WIZXLERERM E—PMECEIIAK,

PAR/RBIER T PHP ER/NTTRIRE

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SCRIPT FILENAME Z#(HT PHP ffii€A%#R, QUERY STRING S TL#EIE RS,

XA POST 1 RMVIIA, EFEUT =120

3.2. &S|, &% 96



* Angie
Software

RFER, 4 1.9.1

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

IR PHP 2 --enable-force-cgi-redirect BCEZSENIER, NIERN(LZ1E REDIRECT _STATUS 244,
BN “2007:

‘fastcgi_param REDIRECT_STATUS 200;

RIEL S if _not_empty —ECIEE, WIMIEHEA NN, SEA JMLBLIRFA:

[fastcgi_param HTTPS $https if _not_empty;

fastcgi__pass

7227 fastcgi_pass address;
HME —
X location, AISRTE location H

B H FastCGI IRSFARAYMbE, Huhbnl DAFEE IsA4 80 1P sk, DAR— i

‘fastcgi_pass localhost:9000;

AEN UNIX BEREFER:

‘fastcgi_pass unix:/tmp/fastcgi.socket;

R — DR ENTN 2k, WIRTA kR AR R 75 SN, iAo, Hbaikn] DA E IR 55 i Ak
EHH, WARESE—RiaEumn; Mk, SHOHNE MRS dEEH .

SHEN ST, FEXRERT, EttisE s, WSTERRRIIRSS a4l RIS HR,
HRERR, WIEEH resolver HE

fastcgi_pass__header

Bk fastcgi_pass_header field;
FRINE —
T http, server, location

FEVFM FastCGI IS5 &R 4 MIEE T A9k B AR 45 F il
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fastcgi__pass_request_body

[E27S fastcgi_pass_request_body on | off;
HIME —
R http, server, location

Y TRESEEIBIERIREIHLE FastCCI IS #5. HiESMH fastcgi__pass__request__headers B2,

fastcgi__pass_request__headers

[E2FS fastcgi_pass_request_headers on | off;
HME —
TR http, server, location

TR AR IR RTE R SR P BULIBL FastCGI IkSS 8. IS0 fastcgi_pass_request_body 162,

fastcgi__read_timeout

181 fastcgi_read_timeout time;
LOWINIED fastcgi_read_timeout 60s;
X http, server, location

TE XM FastCGI S5 g SR R FIREIN IR (], BN (A ORGSR IR B, AR
W HIE T, G12R FastCGI RS ERTEMLIN R ABA ERIEMNE, WHERESKM,

fastcgi_request__buffering

[F22FS fastcgi_request_buffering on | off;
FINE fastcgi_request_buffering on;
kX http, server, location

J5 P BB 25 P 0 1 SRR 2R3

on FERFE R A LT FastCGIL IRS5 a2, BEMERIES N i 52
off THRIRSAZAVEZIREF] FastCGI iS5 as, [EMEHHERII—FE, fEXMERT, W

R Angie EETHRKIETERIE, NWIERIIEEIRS [R5 .
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fastcgi_send_lowat

FENCR fastcgi_send_lowat size;
BRINE fastcgi_send_lowat O;
R http, server, location

MRFES R E NIETE, Ange KRBT Hiqueve J7ER) NOTE _LOWAT HRi&BEFEE K/
SO _SNDLOWAT EREFIEI, Kix/MEn FastCGI ARS8 iR E IR IERIERE,

O ik

HHESTE Linux. Solaris f1 Windows 4 ZH&%,

fastcgi__send_timeout

B fastcgi_send_timeout time;
FINE fastcgi_send_timeout 60s;
o974 http, server, location

B E[A FastCGI RS asf&HniE KB I E], BN EMIRESL T RIEZ FHIRE, AR MEK
AtEs. AR FastCGI IS5 asTEILIN AN I A HEIRENEMANE, WERE KM,

fastcgi_socket__keepalive

BiE fastcgi_socket_keepalive on | off;
LOWINIED fastcgi_socket_keepalive off;
X http, server, location

BlE S FastCGI RSS2l HUEZERER " TCP keepalive” 1740

o NEN T, ERTFHEHRERRNIKE,
on NERZFFFF SO KEEPALIVE E3FiETR,

fastcgi_split__path_info

TBiE fastcgi_split_path_info regex;
LN —
EFx location
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TEN—MNEMFRIR, HFIRTIHIR Sfastegi path info LEME, ENFIXXMIZAERMHER: E—1
BN $fastegi script_name WRIIE, BN $fastegi path info ZEmEME, HlAN, FHHPLTEE

location ~ ~(.+\.php) (.*x)$ {
fastcgi_split_path_info ~(.+\.php) (.*)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;
fastcgi_param PATH_INFO $fastcgi_path_info;

F£ HIER /show.php/article/0001, M| SCRIPT FILENAME Z¥0f%% T /path/to/php/show.php,

i PATH_INFO S04 % T /article/0001,

fastcgi_store

[E227S fastcgi_store on | off | string;
L N EN fastcgi_store off;
X http, server, location

JE RS R A7 B

on PAS alias Broot 82X N H IR R TE XS
off B SRR

eAh, et DUER U S 'R A B E:

fastcgi_store /data/www$original uri;

SCPEBME RN TR ARHE YR 1" Last-Modified” Wi k5 B ik B, WS 1 565 Al X, RIS E . Ink
SRR AL T DUBAE AR S 2248 b SATT, TR, TEIXRME LT, SUAHEN N S R GEZ [ il
M TEENEMSIRE, Fit, BEOSTHEAAIZEER location, RAFISUERIE fastegi temp_path
FER BRI S B RIBAE R — X RS L,

e AT T AR S ] E ORI A IEIA, Bign:

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

fastcgi_pass backend:9000;

fastcgi_store ;
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fastcgi_store_access user:rw group:rw all:r;

fastcgi_temp_path /data/temp;

alias /data/www/;

fastcgi__store__access

Bk fastcgi_store_access users:permissions ...;
Ej(l)\fﬁ fastcgi_store_access user:rw;
HSl9"4 http, server, location

BB QI SCAERT H SRV AR, filn:

[fastcgi_store_access user:rw group:rw all:r; }

QUERAERE T AT AT VT FIAER, ] DA I A AR -

‘fastcgi_store_access group:rw all:r; }

fastcgi_temp_file__write_size

Bk fastcgi_temp_file_write_size size;
ERINME fastcgi_temp_file_write_size 8k|16k;
EFx http, server, location

FRAITES I FastCGI R 55 #% 2% Wi 2 £ 1l iR SR IR — 05 Il IR SR B9 808 R/ BOAE O
N, KN fastegi buffer size Mfastegi buffers $6< BB BIPNMFDXERE kS SRR RN

M fastcgi maz_temp file size B E,

fastcgi__temp_path

=275 fastcgi_temp_path path [levell [level2 [level5]]]’;

ERINME fastcgi_temp_path fastcgi_temp; (Eﬁﬁ‘:ﬁ@ﬁ? --http-fastcgi-temp-path #
TN

Hol5"4 http, server, location

EX—ANE¥, HTFHEM FastCGI IRF A ZINEIRTIGI SCE, w] DERRE H 3 MER &2 =27 H %
g5, pian, fEDANECE A

[fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

(e S A AT REFR LR AGIXAE
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/spool/angie/fastcgi_temp/7/45/00000123457

HiEzn fastcgi__cache__path T8 use _temp  path 28,

f&is4s FastCGl fRB52[FISH

HTTP &K LFEAERNSEE RS FastCGI RS 48, EIEN FastCGI IR #IETTHIN FRR R A,
IXLESEOEH E NIRRT BR AL, HIa0, “User-Agent” SkFEAEN HTTP_USER AGENT S#({£i#,
BT HTTP iERKFE, 0] UMER fastcgi param T8 EFTESEL

REXx

Gl

http_fastcgi BEHSZEEA] DUEIS fastegi param FERRBSHININEL &:

$fastcgi_script_name

13K URI, sER URI DARMTEE R, WIESK URL N B fastegi index 182 HCEMNRG [ X%, A
BErHTIREME PHP FIHIALZMA SCRIPT FILENAME #1 PATH TRANSLATED %%, #l0,
NFLATHEZM /info/ 1EK

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

SCRIPT_FILENAME S#0#% T /home/www/scripts/php/info/index.php,

i fastegi split_path info $&8, 228 $fastcgi script_name FETIEL IR ZE —ME,
$fastcgi_path_info

Hifastcgi _split_path_info ¥&HIRMIE —ME, HHZERAHTIRE PATH _INFO %L,

FLV

ZIHN Flash 50 (FLV) SCHERIE DR AL AT IR a8 m R

EEAHEIER URI FERFZRTERAN start S8, @B NIEROFZ TR EIFELIEHFNE, FEHS
fil FLV 3k,

o NTERFDHIEER, BRI AR B -—with-http_flv_nodule MIEEEIRE .
FERE BN QR R R, R S R,

B E B

location ~ \.flv$ {
flv;

3.2. &I, &% 102



_*Amb
Software

RFER, 4 1.9.1

EiAd

flv
BiE flv;
FINE —
ETrx location

R location HHFF /R AL,

Geo

ZAEPURAER P o 1P ik G A A REN A &,

=t

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16  1;

e 2;
2001:0db8::/32 1;
}
BS
geo
Syntax geo [Saddress] $variable { ... }
Default —
Context http

AT feE 2 B AE AN T2 P 1P kb, BRNEOLUT, kM Sremote addr ZE8FREREL, {Hi
A DA A2 B A RE,  Bi4n :

geo $arg_remote_addr $geo {

}

O #iE
BT ZEMEEHNA SPOTE, BT RRE geo &, WARNIERAHIEMANINTH,
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R RMERNZE RN IP Hikt, W2 ”255.255.255.255” Hitdlk,
Huht AT AR CIDR FRoRiEfEE R4 (RGN hhE) sERTER,

SR A N RIR S

delete
default

include

proxy

proxy_recursive

JHIEA$i 7 B4 ) 2%

AR bk AR UCEC T sk, WA i EAE, ik PA CIDR %
ETEEN, AIRAER?0.0.0.0/0" R 2 : /0 {35 defaults WRKITE default, N
ERIMER N R,

BE—NEAIERERN S, TAEZMEE,

TESCZASAE bR, 2475 Kok B 2 S EAHIEER, ¥ {# ] X-Forwarded-For 13K
Sk B, 5 EMMBERE, ZEERNHE R TR E R,

JE IR R, ARSI R, WA X-Forvarded-For ARG —
Mk, A ZE S ZAEEHIE LR R G2 P i, QNSRS ISR, Nk
il X-Forwarded-For HH /5 — M EZEEMIL, W25 EEHikrehd
A aa % F vttt

ranges FORHBE R ENTEETEE N, SN NE A NIRRT IR, H
HERAZ T HES

B

geo $country {
default ZZ;
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
Pproxy 2001:0db8: :/32;

127.0.0.0/24 US;

127.0.0.1/32  RU;

10.1.0.0/16 RU;

192.168.1.0/24 UK;
}

conf/geo.conf XIFRJREEE LANAT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

i FH B LRI UERCE, fan, AT 127.0.0.1 #idik, FHEFE RU, TAZE US.

AN/ UREREE U

geo $country {

ranges;
default 77;
127.0.0.0-127.0.0.0 Us;
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127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;
}
GeolP

IRHEZE P 1P Mok QAR B FIME, (TG IERT MaxMind e 2 BN R ilcAR

SR IPv6 BIEHR R, TPv4 HbRAE M F] IPve AU T4,

4 MIFARSHT S, BN AR FOEIE --with-http_geoip_module MEIEITIHETT/HH,

O H¥

AR S MaxMind GeolP EHREEEZRIA MaxMind Geolite2o

B E =B

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: :/32;

geoip_proxy_recursive

Y

geoip__country

BiA geoip_country file;
ERIA —
X http

TaE FI AR i 1P ke R BRI BdRAER, rTH DA &R:

$geoip_country_c MWAZHYEZRRS, Fl4"RU”, "US”,
$geoip_country_c —MAEZRHKM, FIA1"RUS”, "USA”,

$geoip_country_n [EZRHAFR, F41"Russian Federation”, "United States”s
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geoip__city
[E27S geoip_city file;
EAUN —
R http

feE T HREE P 1P il e E R, XA BRI, A BAREER, AT &:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

PAZHREGAAES, FIaTEU”, "NA”,

PR EZR RS, Hlgn"RU”, "US”,

=MMEZRARD, FIE"RUS?, "USA”,

EZR AR, 40 Russian Federation”, ”United States”

EEP DMA XS (HFRN metro code”), MRIE Google AdWords API H
B I EAL

4,

2,

AR EZR X ACRS GhIX, i, N, &, Bof s, #lanr48”, "DC”,
EZRHX PR G, G, M, & BB, Blil"Moscow City”, "District
of Columbia”,

W FR, Hla0"Moscow”, ”Washington”,

Iy

geoip_org
[F23FS geoip_org file;
EUN —
Hol94 http

T FIARIEE S TP ik HER BRI e R, rTADA N AR R

$geoip_org HLHE, HlUI”The University of Melbourne”s
geoip__proxy

JF22FS geoip_proxy file;

A —

ISl 5"4 http

XA E(EE, SRR H Al FEIERT, R X-Forwarded-For 1E 3Rk B RYHIAL,
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geoip__proxy__recursive

BiE geoip_proxy_recursive on | off;
A geoip_proxy_recursive off;
R http

QSREEFB)IIER, WK X-Forwarded-For WA AN /G — PHblE, A5 RIFEEMIEIALHR
GER P, WSS RS R, WK X-Forwarded-For HURIRIIE G — NMEREEMAE, Wi
25 AE I DU ECHY SR da 7 it

gRPC

RVFRIERIZIBS gRPC IRS5 8%, ZBRTRZEHTTP /2,

B B B

server {

listen 9000;

http2

location / {

grpc_pass 127.0.0.1:9000;
}

B

grpc__bind

Bk grpc_bind address [transparent] | off;
ENINE —
4 http, server, location

&1 gRPC IRSSEFHISMIBESE MFEE YA IP il & ke, Hrligikt, S8Er ST, FikE
off BHM E—NECEIHNMART grpc_bind F5LHIFR, MMATFRS BN ECAR 1P bk Al .,

transparent SEUFMNIEAM 1P itk & X ¢RPC ARSSeRHUIMNIRIERE, Blan, Wi ESL 1P Hi
HE:

grpc_bind $remote_addr transparent; }

N TAERSEAER, BEFE superuser RFRIZIT Angie TAEHFE, £ Linux b, WRIEET
transparent S, W LIEHESNFHEN.RK CAP_NET RAW G871, RIEATFERHL
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HY
DL B A% B 3R AR B gRPC IRSSERHI M4 iR

grpc__buffer_size

Bk grpc_buffer_size size;
ERINME grpc_buffer_size 4k|8k;
HSl5"4 http, server, location

EM TR gRPC IRF A FZIEIRINARLEE — R AR RN, Wi A R R U L BG4
F¥ite

grpc__connect__timeout

JF22S grpc_connect_timeout time;
ERINME grpc_connect_timeout 60s;
Hol5"4 http, server, location

X5 gRPC IRSFESENLERAEN N A, TEERAE, BN @R S sEEE 75 7,

grpc__connection_drop

Bk grpc_connection_drop time | on | off;
ERINME grpc_connection_drop off;
4 http, server, location

TEARPRAR S5 S A RS BREGEI reresolve MEFREBLAPT 7% DELETE FRICNAKANT G, AHZIES
RIEARSS ds BT A% R

AP s BRI SS A B R — DNMRECE FAER, ERER IR,
B&E time JAANERLILER; HIREN on I, EREXIZAWEF,

grpc__hide__header

BiE grpc_hide_header field;
EINME —
TR http, server, location

ZRANTEM T, Angie NE¥ gRPC ARG ZRMAN HHY” Date”. ” Server” 17 X-Accel-...” Sk FERIBIBLE
%P ite grpe_hide header & W EBIMYFERASWALIH, M, WRFEARFEERTE, 7JPAME
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Hgrpc_pass_header &%

grpc_ignore__headers

[E227S grpc_ignore_headers field ...;
EANE —
X http, server, location

AR E gRPC ARSS 2RAVFELEMm R Sk By, 1l AZBS A B 4G : "X-Accel-Redirect” F1”X-Accel-
Charset”,

WSRARZEA, XUk B AL B 2 7= A DU AR |
o "X-Accel-Redirect” $UTHTEE URI WAL EEM;

o "X-Accel-Charset” BB KIHAEE charset,

grpc_intercept__errors

7237 grpc_intercept_errors on | off;
EIME grpc_intercept_errors off;
T http, server, location

WiE gRPC M RS K FEET 300 B, BEMEEEBRAR b, sSiEPEEIFEEME] Angie
AT, Serror page $682—EHH,

grpc__next__upstream

=275 grpc_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

%ﬁi)\fﬁ grpc_next_upstream error timeout;

kP http, server, location

TR AR BAZIBRR] FiFith FrEy TR — MRS a5
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error e S5 ARSS e Rz, 1A 21 SR el IS e b7 SISy A2 AR SR ;
timeout e GRS aRiiE Rz, (A1 HAR 21 SR B ISR e B SIS A AR eI ;
invalid_header AR5 AR B 23 B TC R0 B

http_500 AR S5 AR AR ZSAD 500 AN ;

http_502 A 55 42 [EARZSHS 502 FANE R ;

http_503 AR 55 A IR [ERZSAS 503 FIMA S ;

http_504 M55 283X [BARZSHS 504 FYRE R ;

http_403 AR 55 AR BIRASHD 403 FANA N ;

http_404 55 #I% ERZSHD 404 FANE R ;

http_429 AR55 2RIR [EIARZSRY 429 HIME R ;

non_idempotent JBH, A non-idempotent F7{EMYIERK (POST. LOCK. PATCH) TE[M_LiFARSS A%
RIFEREABULHE T — DRSS, B ETUE A v E I R1EK;
of f B IERLIBE N — MRS 28

0 #i

RAER, RAEMARAZ PR ZSERNERE T, A RERIEREZBE T — MRS . thet2Bd,
SRAEN W AR R iR AR IR EE R, ToTA B R IR,

TR LT 5 IR aREE RIS 2 BIbRIE,

error  timeout MRAPANARINNIZIN, BIERERRSHIEE
invalid_header

http_500 AXAEFE 2 HHEE N A BRI 2R
http_502

http_503

http_504

http_429

http_403 AR A2

http_404

G SRAGIBEN N — ARG A AT PASZ 2 2 I8 M TR BRI

grpc__next__upstream_timeout

IBTA grpc_next_upstream_timeout t(ime;
FINE grpc_next_upstream_timeout O;
ERx http, server, location

BRAI AT DAMEIELE &1 ARS5as BYIE SRATI AL
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0 KA IEE R

grpc__next__upstream__tries

7227 grpc_next_upstream_tries number;
FINE grpc_next_upstream_tries O;
ETFX http, server, location

BRI AT DAMEIETEREN 1> AR5 as B ZX 08K

0 K A1 BR il
grpc__pass

Bk grpc_pass address;

EINE —

Holi5"4 location, if in location

HE gRPC RS5astiitit, bkl DAFEEMISAL B 1P Hukk, DAR S :

grpc_pass localhost:9000;

AEN UNIX BEREFIER:

grpc_pass unix:/tmp/grpc.socket;

K, PIDAMEA grpe:// !

grpc_pass grpc://127.0.0.1:9000;

ZHH SSL /Y gRPC, MEH grpes:// Ti%:

grpc_pass grpcs://127.0.0.1:443;

QIR AT 22 ik, IR A s DARR 7T S E . b, AT DOREBERS & A I 55 24 A SRAE

TH, WARESH—EfEEmH; MR, DAUHENEA RS & BARTEE I

ZREFTDEEZR, EXMEOS, R EE A, WSERMRRIIRSS s P TER, W

HRIRF, NEEH resolver HATHIE,
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grpc__pass__header

BiE grpc_pass_header field ...;
IRINME —
R http, server, location

FVFRECNIHZER] BT BN gRPC IRSS detE 45 % F i

grpc__read_timeout

Bk grpc_read_timeout time;
EME grpc_read_timeout 60s;
TR http, server, location

TS gRPC JIRS5 a5 BN AR o BRI AAE P NSRS BRE 2 IR E, A2 E X MY

&Hi, WHR gRPC MR35 AL RN ARG EMAE, NERER ],

grpc__send__timeout

Bk grpc_send_timeout time;
ERINME grpc_send_timeout 60s;
kX http, server, location

ZEM gRPC IRFSaEHIGERATER . BN XEM MESIEREZRIRE, MAZHNEMERE

i, AR gRPC IRSFFASTEMEIT AR EATA R, WRERERE G H],

grpc_set__header

Bk grpc_set_header field value;
LNz grpc_set_header Content-Length $content_length;
Hol9"4 http, server, location

FRVFEHTE LGB BEENE R LGRS gRPC RS5a%. ([HPTPAEESOR, HENHHAS, WIRZHIH

HIHE X grpe_set_header 5%, NIXLLFEHE M _E—NECE DR,
WHRSKFERMEAZFZRER, WZFEE 2RSS gRPC RS es:

grpc_set_header Accept-Encoding "";
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grpc_socket__keepalive

[E27S grpc_socket_keepalive on | off;
LNz grpc_socket_keepalive off;
R http, server, location

BlES ¢RPC ARSSEMIINGIERER “TCP keepalive” 1T,

o FINE R, BERGHIRENERTEN,
on BTN SO _KEEPALIVE EIHET I

grpc_ssl__certificate

Bk grpc_ssl_certificate file;
EINME —
X http, server, location

fa7E HTIAIE gRPC SSL RS5489 PEM M IEH S, X2 a] DU &,

grpc_ssl__certificate__cache

Bk grpc_ssl_certificate_cache off;

grpc_ssl_certificate_cache max=N [inactive=time| [valid=timel;

ERNME grpc_ssl_certificate_cache off;
EFx http, server, location

XM T S R B E R SSL IE FIRAY] BI%A7.

ZIER SR A2
o max —IRERFHITRIEAREE, RAMHN, ROEH (LRU) KTTRREBHIEER.
« inactive —REMEZ KINTFIARVIFEBERITR, BIMEN 10 #,

o valid —fEERFILRBNNEROF AT EEMAIRIRE, BOAMEDY 60 ), BT RS, UE5H

BT INE B E T IR AL,
o off —FH%AF,

I

grpc_ssl_certificate $grpc_ssl_server_name.crt;
grpc_ssl_certificate_key  $grpc_ssl_server_name.key;

grpc_ssl_certificate_cache max=1000 inactive=20s valid=1m;
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grpc_ssl__certificate__key

[E27S grpc_ssl_certificate_key file;
EINME —
R http, server, location

8 TINIE gRPC SSL ARZ#3 PEM 8 A2 B EH X 1o

A DA SE B engine: name:id” YERNSCHF, XK MIGER) OpenSSL SIEELFRAFMEA A IEE 1D AU
Ho rFaaHa] DUEHIZE &,

grpc_ssl_ciphers

Bk grpc_ssl_ciphers ciphers;
EFME grpc_ssl_ciphers DEFAULT;
TR http, server, location

f57E A gRPC SSL ARSS a1 KAYE &, HHLL OpenSSL FEERRAIAS RAEE
FRIBIREUR T EZZEM OpenSSL MRA, AILUMER] openssl ciphers i & H LYK,

A FE

2ffif OpenSSL I}, grpc_ssl_ciphers 6% * A& * L& TLS 1.3 WINEEMH, WHRALE TLS
1.3 BN EH:, E/EH grpe ssl conf command $8%, BN ZEESK SSL B E AN,

o TE LibreSSL H, FJPA#A] grpc_ssl_ciphers ECE TLS 1.3 MIEEH,
« 1E BoringSSL H, JEIEECE TLS 1.3 MEEM.

grpc_ssl__conf__command

TBiE grpc_ssl_conf_command name value;
LN —
R http, server, location

155 gRPC SSL RS fe i RN I BT A OpenSSL Bl E @ie,

O fH
A OpenSSL 1.0.2 B SRR T R%162, BAE OpenSSL HECE TLS 1.3 B EMN, EMHH

ciphersuites A%,
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AIAER — B RIEEZ D grpe_ssl_conf command B WMBERYFEANEEEX
grpe__ssl_conf _command 8%, NHIXLEFEFE M _E—MECE IR,

)
oA A )

HER, HIEACE OpenSSL AJRER SEEIMT AN,

grpc_ssl_crl

Bk grpc_ssl_crl file;
BME —
kX http, server, location

EERAERSIES (CRL) B PEM MetF, HFHIE gRPC SSL RS #HIIE,

grpc_ssl_name

7227 grpc_ssl_name name;
ERINME grpc_ssl_name “host RH grpc_pass;’
TR http, server, location

VPR S TI0IE gRPC SSL RS ERIETHIIRSS a3 47K, F-ES gRPC SSL JIRS5 dsd L 3ERIIEIE SNI
&%,

BRINEHY, - grpe pass URL BIENLER T

grpc_ssl__password_file

[F22FS grpc_ssl_password_file file;
HME —
Hol9"4 http, server, location

fEE— I, HPuSiEEs fEN, SOEMRRM—T, SMEEAN, FRREE,

grpc_ssl__protocols

7237 grpc_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EIME grpc_ssl_protocols TLSvi.2 TLSv1.3;
EFx http, server, location

1F 1.2.0 fRARAEZEHE: TLSvL. 3 SECHMEIZRINE,
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& e BT LGSR gRPC HTTPS RS 850

grpc_ssl_server_name

BTA grpc_ssl_server_name on | off;
FINE grpc_ssl_server_name off;
ETF http, server, location

E‘l)ﬂﬁ%ﬁﬁﬁgr[n;ﬁlfname B2 ENIRSSAIRES gRPC SSL RS esd iR RhE TLS §

J& AR5 a8 /EE R (SNI, REC 6066) BEfTHEIE,

grpc_ssl__session__reuse

BiE grpc_ssl_session_reuse on | off;
LONINIED grpc_ssl_session_reuse on;
X http, server, location

MEXE gRPC MRFEBW/REK SSL =iE2E A DLE M,
1%7SSL3 GET FINISHED:digest check failed”, 1&34IEEF 2155 .,

grpc_ssl__trusted__certificate

Gn R H &

Bk grpc_ssl_trusted_certificate file;
ERINME —
TR http, server, location

fEE— M AERZEE CA IEHE) PEM #3(fF, MTIIE gRPC SSL RS asHIIES.

grpc_ssl__verify

JF22FS grpc_ssl_verify on | off;
EINME grpc_ssl_verify off;
HSl5"4 http, server, location

JE AEEE N gRPC SSL ARSS 83 UEHAYIRIE,

grpc_ssl__verify__depth

[F22FS grpc_ssl_verify_depth number;
FINE grpc_ssl_verify_depth 1;
Hol9"4 http, server, location
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WHE gRPC SSL RS A UEHHEH AR IE IR,

GunZIP

RPN IERS, TS “grip” G775 AR PR E4E 1A “Content-Encoding: gzip” HY
WiIRE 4 R A R4 s DA A 2 AN D 1/O BRI, B A A

4 MIEACRB AT LI (Z U, sourcebuild), BRIANE L R A S AR WiEid --with-http_gunzip_module
M IS o

TER B B CERRAUAEGS, WEH O S ZEE,

=3t

location /storage/ {
gunzip
#

B2

gunzip

Bk gunzip on | off;
ERINME gunzip off;
Holi5"4 http, server, location

JE B G2 gzip SCRFRZE PImAY RN R RS, AR, IER= LA MEL DAE & F 2

B HF gzip: gzip  http version. gzip proxied Mlgzip disables BIESM gzip vary 8%

gunzip__buffers

Bk gunzip_buffers = j(/J\;
LN gunzip_buffers 32 4k | 16 8k;
R http, server, location

W TR A Z P X EE RN, BRABR T, ZPXKRNET—=PMNEITR D XERT
&, AlRER 4K 5 8K,

GZip

PR —ME ] "gzip” TT RGN AT IR, XK@ H A B TR A BRI R NE D —FEEE X,

)
oA A )
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| [ SSL/TLS HsE, E4SIARATAEL 28] BREACH Wik,

W=w 3l

gzip ;

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

A DA $gzip  ratio 2R 8 RICSKIREI ESE EE2,

BS
gzip
Syntax gzip on | off;
BRIA gzip off;
Context http, server, location, if in location

JE BN gzip E4Ho

gzip__buffers

Syntax gzip_buffers number size;
ENIN gzip_buffers 32 4k | 16 8k;
Context http, server, location

BT RGN H 2 X EE AR e BOAEIL R, ZHXKRNEFEFT = PNNFEITRD, XBRTEE,

JWHE R 4K 5 8K,

gzip__comp_level

Syntax gzip_comp_level level;
EONIN gzip_comp_level 1;
Context http, server, location

BN gzip A, FIHESZHMETEEIN 1 2] 9,
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gzip__disable
Syntaz gzip_disable regez ...;
EAUN —
Context http, server, location

281X User-Agent” 18 Kk F B S e IENFRIKVCECHTIE KHAT gzip A,

FHRAIIEE msie6 X R T IEMIZRIAI MSIE [4-6].”, (B TAREEE, "MSIE 6.0; ... SV1” WHEBRTEIZ
HERD 2 5,

gzip__http_version

Syntax gzip_http_version 1.0 | 1.1;
EONIN gzip_http_version 1.1;
Context http, server, location

BEIERITFRRAL HTTP hA DU 4 L,

gzip_min_length

Syntaz gzip_min_length length;
ENIN gzip_min_length 20;
Context http, server, location

B gzip EAEAIN RN B/ MSE, K" Content-Length” Wi i 3k 5 BeHHATE

gzip__proxied
Syntax gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;
E NN gzip_proxied off;
Context http, server, location

ARFETE SR R B 17 L5 FH BRSO ARBE IR SR AR AT gzip 46, 18RZRERIEREYSELHIER LT
BOVia? BITFAERIE, IR 1M SR
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of f BRI AT A RIS KA R4, RIS HM S
expired GnERMm R Sk & " Expires” FB HAEZE IR A7, WIS E4E;
no-cache An SR 3 kL B Cache-Control” FEX H B4 "no-cache” S8, WIJE HEYE;
no-store an S i Sk AL & Cache-Control” FEX HEH "no-store” %%, W5 FE4E;
private an R ma R Sk 5 Cache-Control” FEX HEAE "private” S48, W3 HE4E;
no_last_modified UMM LAELE"Last-Modified” FE%, W& HEYE;
no_etag USRS & " ETag” 7B, WS ESE;
auth WRIE K LA S Authorization” FE, WI)3 FJE45;
any Xt A ARG K S F R 48,
gzip_types
Syntaz gzip_types mime-type ...;
ZRIA gzip_types text/html;
Context http, server, location

JEFAXAEE MIME RRIIARNIEAT gzip JESH, PRT text/html ZAh, RFERE"*” IEACIE(T MIME 28
M, text/html SN N ARLEH I AH

gzip_vary
Syntax gzip_vary on | off;
ERIA gzip_vary off;
Context http, server, location

Joi F AR AE M B Sk HPE N Vary: Accept-Encoding” 7B, WHRIES gzip. gzip  static B gunzip BIE.

NEZE
$gzip_ratio

HHRHRERAELLR, (B ELRIAN RN AR R/ N EER

GZip Static
RWRIENE “gz” XY RANTES S, MAREM S,

2 NTERD AERAT, IZARLERIA ARG, BB --with-http_gzip_static_module MELELS M.
TEM B G ERREME G, 2SR EESTE T,
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B E B

gzip_static 8

gzip_proxied expired no-cache no-store private auth;

B

gzip_static

Bk gzip_static on | off | always;
ERINME gzip_static off;
£ http, server, location

JaFl (on) =73 (off) KBRS R, DATES WS L g2ip hitp_version, gzip _prowied,
gzip__disable M gzip_varyo

fEH always B, EAEXHTERTA R NESSPAER, MIAHFRER P imE S X . IXTEE FIRARE
PEFEE R T GunZIP NHMRE H,

AT DU gzip 2 s H AR A 2 M TR, B DR GA SRR R4 A a& e H BAFTIS A4 [
Headers

FOFAEN N kAR IR Expires” #17Cache-Control” SkFE, PAMATEFEL,

B E R

expires 24h;
expires modified +24h;

expires ©24h;

expires 0;
expires =il g
expires epoch;
expires $expires;

add_header Cache-Control private;

B

add__header

=275 add_header name value [always];
LN —
TR http, server, location, if in location

TEM R RS 200, 201, 204, 206, 301, 302, 303, 304, 307 5% 308 H}, WhfEE FZEEINN kL, S5E
A SR,
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AIBVEZAD add_header 16 HATELRIFANARE AEM add_header FELW, XEAELSA XM E—Z
LTINS

GNSRAEE T alvays S, WITCICIRAGUNT, HBREINZLT B,

add__trailer
& add_trailer name value [always];
EIME —
R http, server, location, if in location

LEMANES A 200, 201, 206. 301. 302. 303. 307 8¢ 308 I, W EFERENNAIKE, SEUER] A

UEEE,

AR ZA add_trailer 169 JAELRIHRARE M add_trailer 5N, XEFFLSA M E—K
FCE YR,

GNSAEE T alvays ZE, WITCIRIRAGUNA, HRREINZT B,

expires
Bk expires [modified] time;
expires epoch | max | off;
ENINED expires off;
TR http, server, location, if in location

JA FEEEFAEMR A RS 9 200, 201, 204, 206, 301, 302, 303. 304. 307 5{ 308 BIEANEEEL " Expires”
17 Cache-Control” MR kT B, ST DUEIES A E],

"Expires” 7 BRI RIZ 4 Fi N A1 5 152 s N RS, QIR T modified 24K, NI HIZSL
BRI TR 5 15 <> HrEE I RIS A,

AN, RTDAER @ FigREE — RIS A :

[expires ©15h30m;

"Cache-Control” FEI AR THaE N AR5
o BFEIf1—"Cache-Control: no-cache”,

o INMEIMIEE{ZE—"Cache-Control: max-age="t"", HH1 ¢ ZIELrHIEE MR, DAFD AL,

epoch 7 Expires” BB N”Thu, 01 Jan 1970 00:00:01 GMT”, ”Cache-Control” ¥ &
™ no-cache”s

max 7 Expires” B N Thu, 31 Dec 2037 23:55:55 GMT”, ”Cache-Control” &N
10 4,

off R LI INEHE LR "Expires” #1”Cache-Control” MR Sk B,
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RIGHIZEER] DI S A &

map $sent_http_content_type $expires {
default ;
application/pdf 42d;

~image/ max;

expires $expires;

Image Filter

LR — NI ERS, FT## JPEG. GIF. PNG fl WebP &=AIE1E,

Y M{)ﬁﬁﬁ%@@ﬂa‘, NS, FHEAEH --with-http_image_filter_module ApE Sy
Ho

BTN ES, ZEE S WEN, JFEN#HN  angie-module-image-filter B
angie-pro-module-image-filter AR R AR i

O #=HE
IREERRI R libgd JE, BRI FH ZE RN ot vl AR AR
FEH WebP MBI, libgd FEAFERIEREH WebP S,

B E R

location /img/ {
proxy_pass  http://backend;
image_filter resize 150 100;
image_filter rotate 90;

error_page 415 = /empty;

location = /empty {
empty_gif;

B

image_filter

Bk image_filter off; image_filter test; image_filter size; image_filter rotate

90 | 180 | 270; image_filter resize width height; image_filter crop width height;

EUN image_filter off;
R location
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BB ZN BB THI R A

off
test

size

rotate 90| 180]|
270

resize width

height

crop width height

KA1 ] Bl B AR A B

HAERIMAA JPEG, GIF, PNG 5 WebP fEIIEIG, &N, KHRE 415 (£
FERUELARRAY) 5515,

PL JSON #&=a i EGER, Flan: { "img” : { "width”: 100, “height”: 100, ”
type”: "gif” } } WRLARIR, WHWT: {}

W R BIEE N ER, SEUEFT DA EE &, A AR HERS
resize Fl crop #F#t—itE i,

FERIEE AR/ Mz L BIAE NEG . BAE— DN 45/, RIRAK S — e S
TEHN-", WMRKREHIR, REHKIEN 415 (RZFEEAIAD) K3, SEUE
AR SR, Y5 rotate ZE—ERMAN, BTSN ZIERE,

TR R M LLBIaE NEG, 88T S — I 2 Rids, BAE—DEE
g, RIS —NEETEE N -, RAERR, IRSSERKIEE 415 (FX
FEREART) R, SBUARIDIEEZ R, U5 rotate ZE—EM AN, Jek
TE48/N Z iR,

image_filter__buffer

BTk image_filter_buffer size;
BRI image_filter_buffer 1M;
ETRx http, server, location

B TR EGRIRNXE R AR Hi@Hz R/, kS5 aRIE 415 (RSCRFRIGHASAD) Bk,

image__filter__interlace

BT image_filter_interlace on | off;
EINN image_filter_interlace off;
T http, server, location

MREH, REEGBKSZWE, ST JPEG, RAREGEN “Wilk JPEG” &3,

image_filter__jpeg__quality

[E27S image_filter_jpeg_quality quality;
E /NN image_filter_jpeg_quality 75;
R http, server, location

REEHGH JPEG BRI R, FHEZAETEEDY 1 3 100, BUNOEE RS B R R ER
TSR ER D BIEIERAREN 95, ZEMAF DU EEZE,
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image_filter__sharpen

[E27S image_filter_sharpen percent;
A image_filter_sharpen 0;
R http, server, location

IR EIGIIBE, BUEE 2 A DU 100, o [HEEMBL. SEUARTDIEEE R,

image_filter__transparency

[E2FS image_filter_transparency on | off;
A image_filter_transparency on;
TR http, server, location

T XAEFEA GIF BIGSEFTRERIEESER PNG BIGN 26 MR EIEAE, BHERRASSFHE
IR ELF, PNG HHY alpha JEIEBEIHEIRAORE,

image_filter_webp__quality

Bk image_filter_webp_quality quality;
2KIA image_filter_webp_quality 80;
kX http, server, location

REFRHUGH WebP EIRRIHIE R, IHRAZAMETEEDY 1 2] 100, BUNMEE R A RS RRRT
F&kmEdER Y. S2BER E SR,

Index

P DR 74T (/) S5RMIE R, XKIERWMA] AH A ttp  autoinder Fhttp  random index FEHR
VISEN

AL B

location / {

index index.$geo.html index.html;

>

B
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index
FEaR index file ...;
BRINE index index.html;
EFx http, server, location

T SCRERERS IR, XA SR, XIFEIREEENIEE TR E, FIRNRE— TR

D EALN A, R~p:

index index.$geo.html index.0.html /index.html;

1

REERE, BHRIIXF2SFBEANTEER, FHEIER HERRABEFITAR, fian, EH0

THALE:

location = / {

index index.html;

location / {

#

= v EREPR ERAESE MY BEN /index.html BEfTALHL

JS

ZBHH TAE njs PR F—IX2 JavaScript 15— F%.

TEBATHIARS D, 2 SIS EIHE N4 angie-module-njs B{ angie-pro-module-njs HJHL

FhETR AL,

B &R B

http {
js_import http.js;

js_set $foo http.foo;
js_set $summary http.summary;
js_set $hash http.hash;

resolver 127.0.0.53;

server {

listen 8000;

location / {

add_header X-Foo $foo;
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js_content http.baz;

location = /summary {

return 200 $summary;

location = /hello {
js_content http.hello;

location = /fetch {
js_content http.fetch;
js_fetch_trusted_certificate /path/to/ISRG_Root_X1.pem;

location = /crypto {
add_header Hash $hash;

return 200;

http.js XfF:

function foo(r) {
r.log("hello from foo() handler");

return "foo";

function summary(r) {

var a, s, h;

s = "JS summary\n\n";

s += "Method: " + r.method + "\n";

s += "HTTP version: " + r.httpVersion + "\n";

s += "Host: " + r.headersIn.host + "\n'";

s += "Remote Address: " + r.remoteAddress + "\n";
s += "URI: " + r.uri + "\n";

s += "Headers:\n";
for (h in r.headersIn) {

s += " header '" + h + "' is '" + r.headersIn[h] + "'\n";

s += "Args:\n";

for (a in r.args) {
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s += n arg LIS a + " iS LRI r'args[a] L Ill\nH;

return s;

function baz(r) {
r.status = 200;
r.headersOut.foo = 1234;
r.headersOut['Content-Type'] = "text/plain; charset=utf-8";
r.headersOut ['Content-Length'] = 15;
r.sendHeader () ;
r.send("nginx");
r.send("java");

r.send("script");

r.finish();

function hello(r) {
r.return(200, "Hello world!");

async function fetch(r) {
let results = await Promise.all([ngx.fetch('https://google.com/"'),
ngx.fetch('https://google.ru/')]1);

r.return(200, JSON.stringify(results, undefined, 4));

async function hash(r) {
let hash = await crypto.subtle.digest('SHA-512', r.headersIn.host);
r.setReturnValue (Buffer.from(hash) .toString('hex'));

export default {foo, summary, baz, hello, fetch, hash};

B

js__body_filter

=3P js_body_filter function | module.function [buffer_type=string | buffer];
A —
EFx location, if in location, limit_ except

R njs PR E NN RIS ISR, IS TRERBAEN AR B DR EORH, BATSEC
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r HTTP &R MR

data NREESR, AT AT EREL Buffer, BRBURT buffer type 18, BROIANRTHF
o

flags BEUTEERNS: last —f/RIH

true —WNREIEZRE— 1R,

I BERR AR OB r.sendBuffer() REEAESUR I ABIRIUEL RS R — ML IES. Hln, ZERNe N
RHRRIRT A /NG TR NG -

function filter(r, data, flags) {
r.sendBuffer(data.toLowerCase(), flags);
}

B8 Va8l BEIRRIBA% Fim, AV js_body_filter), AILAMER r.done()o

QSR SR PRECE BT M M AR, MIFREELE js header filter H{BRBR”Content-Length” MRSk (4nRA
HITE),  DASEIE 7 B g

O #iE
BT js_body_filter AERRFPIZANREIHLER, RILOCHRRIDHRIE, Kitt, S5m0 %0E, i

r.subrequest() B setTimeout()o

js_content
Bk js_content function | module.function;
ERIA —
4 location, if in location, limit_except

¥ njs BREURE N ENBLIEF, AT DAS| B,

js__fetch__buffer_size

BiE js_fetch_buffer_size size;
ERIA js_fetch_buffer_size 16k;
o4 http, server, location

BB TBEFIE A Fetch APT BIZEHIX K/,
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js__fetch_ciphers

[E27S js_fetch_ciphers ciphers;
A js_fetch_ciphers HIGH:'aNULL: !MD5;
R http, server, location

fEES Fetch API B HTTPS BN EN, HHEAMEIKS OpenSSL FEH AR,
FRIFIRINR T CZLEH OpenSSL hRA, AILUMEHR openssl ciphers & HTEEEYIRK,

js__fetch_max_response__buffer_size

1Bk js_fetch_max_response_buffer_size size;
A js_fetch_max_response_buffer_size 1m;
kX http, server, location

EIE Fetch APT IR0 R B KRN,

js__fetch__protocols

=275 js_fetch_protocols [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
E /NN js_fetch_protocols TLSvi TLSvi.1 TLSv1.2;
R http, server, location

JEHE Fetch APT i HTTPS ERERIFEETL,

js__fetch__timeout

BT js_fetch_timeout time;
2RIA js_fetch_timeout 60s;
X http, server, location

X Fetch APT BYBEHCRIE NI, BN AXER MESH B/ G2 IR E,
QUERAELEI RIS (R RS, R OR A

js__fetch__trusted__certificate

AR BT X BN R

IBTA js_fetch_trusted_certificate file;
RN —
ETFx http, server, location

BEEHT®IUIFS Fetch API B HTTPS UFPHAY PEM ¥AIZZ(E CA IFH M,
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js__fetch_verify

[E27S js_fetch_verify on | off;
A js_fetch_verify on;
R http, server, location

JEFEZE A Fetch APT 3UF HTTPS ARG 2SIE+H,

js_fetch_verify__depth

[E2FS js_fetch_verify_depth number;
£ NN js_fetch_verify_depth 100;
TR http, server, location

BEE Fetch API [ HTTPS AR 2SUEH5E A I UFIR B,

js__header_filter

Bk js_header_filter function | module.function;
EONIN —
X location, if in location, limit_ except

R njs MEORE NN KIS 08T, %15 AoV B R SR E R B

O ik

BT js_header_filter CFRREFPIZANREIHEER, ISR BIE, KL,
40 r.subrequest() B{ setTimeout()o

AR D HIE, Bl

js_import
BiE js_import module.js | export name from module.js;
LN —
X http, server, location

AL njs AL B ECHERF B, export name FITEVI BRI B a2 H], WNFARIEE

export__name, TR feh AR A PRI 44 =3 o

js_import http.js;
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FEIXHE, BURZHR neop BOHIEVI R S HATA 2, RFARBIRGH foo O, MM http.foo K
FIHE.

Al DAfEEZ js_import 652,

js_path
[E2FS js_path path;
ERIA —
TR http, server, location

N njs BRI EAIMIE .

Jjs__preload__object

[E2FS js_preload_object name.json | name from file.json;
EIUN —
TR http, server, location

FERCEN TN — D AT EN R, name FIERRZERIIA, EILIZZRATLE njs AAHEHPTIRIX R,
GHERAAETE name, WA SCIEA,

[j s_preload_object map.json;

FEIXE,  map BRTEVI R TANEON S B AFR,

AIDAEEZA js_preload object 6%

js_set
Bk js_set $variable function | module.function;
E NN —
EFx http, server, location

NIEEZRIZE D njs K 7] PLg | FRRREREL

LG HZRN, KVAMZER, AN T Z &5 IR B, X AT HT 5%
RIFETCRAIBHE, B, WMRERMAElog format FELHGIH, WIHAFRRRF A STE H B BZ A
PITo X AEFRRE P ] RIS SR BT AT T — 227 B A

0 #ik

T js_set ACEERE 32 BIIR [A1 HLEE R [A] AR S e [R5 [BIE [AlkE, S SZ 65522 [, 40 r.subrequest()
8 setTimeout()o
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js_shared_dict_zone

(=275 js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

ENN —

X http

B AE DRI ARRIAD, I IXISAE TR R B 7 A AL =,

type ﬁﬁﬁ%i&z, ARVFRHERBETE L number, %ﬁ}\‘lﬁ‘(ﬂ—l:, e string
Ve BERE

timeout ANEZE, REEHETF IR H XA R Z Al A

evict ANESE, SRR, BEREIHRER

il

example.conf:
#RE—N I WFEHE, BAFHE,
# 7 60 HAESEHREMER:

js_shared_dict_zone zone=foo:1M timeout=60s;

# Gl E—A 512kb HFH, EAFHE,
#ggﬁﬁﬁﬁﬁﬂ%xﬁﬂm%ﬁﬁ-

js_shared_dict_zone zone=bar:512K timeout=30s evict;

] 2 — N 32Kkb WA A FH, EAKF

js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));
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js_var
Bk js_var $variable [value];
EAUN —
R stream, server

A=A 15 &, [ERDEESOR, BENHAS, WEREERCAEN2EE R, ™MREd e 15
Aﬁ'JZLE’JXEAo

BEREH
/> HTTP njs ACHRFHEKR— NS5, B IER W4,
Limit Conn

AR TR e AR B R RRECR, RR R B 8 1P MRS REER,
HARRTA RS 2O RS RBIRSS S A0 BB ME R L ORI R, A4 S THHEuER,

AL B i

http {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {

limit_conn addr 1;

}
B
limit_conn
Bk limit_conn zone number;
EUN —
Holi5"4 http, server, location

NEENRERELZNFXRRRTFIEEE, HEd I RHIN, RFSIEIREER (EATE R E
g, B, PANES
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limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
location /download/ {

limit_conn addr 1;

X ARVFEAS TP HuhE RN EE N — 2R,

O ik
f£ HTTP/2 F1 SPDY H1, S MFFAEREAN — D BIRAIERE,

AIBAEZA limit_conn #6850 BN, DUNBCER RS NE i 1P ML RS asADERECR, FINR
IS R FEUIR 55 A BRSO R RN -

limit_conn_zone $binary_remote_addr zone=perip:10m;

limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;

limit_conn perserver 100;

IXEEFE AL LRI E X limit_conn F5W, M E—ZRALBIILEK,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
BRI limit_conn_dry_run off;
X http, server, location

AT, BT, ERMERBCAIRE, (HR2EEAFX b, @SRRI
Wit

limit_conn_log__level

[FEES limit_conn_log_level info | notice | warn | error;
A limit_conn_log_level error;
TR http, server, location

B RSS s PR R N TR A H &Il =40l
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limit__conn_status

FENCR limit_conn_status code;
2RIN limit_conn_status 503;
R http, server, location

BB HHE AR TE KA SRS

limit__conn_zone

Bk limit_conn_zone key zone = name:size;
LN —
TR http

NWHENFXRESY, ZXBRARESMEIPRES. Fle, ISR SrEREE. #rbes
XK, ZRNHAG, BENZIERAPITEL

{5 7R3 -

limit_conn_zone $binary_remote_addr zone=addr:10m; }

FEIX 2 P i TP bR R B R, X EEH /2 $binary_remote_addr X &, M /& $remote_addr,

A& $remote_addr HIA/NRTLAM 7 B 15 FHA%E, FHERIRASTE 32 A FE B G 32 8 64 17
WNT7, TE 64 M FA LGZSEH 64 77175,

AP & $binary_remote_addr FIK/NAT IPv4 HIEIGZETH 4 75, B8O T IPv6e HIlEURZEH 16 T, 17
fERPIRASTE 32 WiEE FIAKR S 32 58 64 71, 1F 64 (P& FIAZ S 64 F7,

—NIRFATRYXEEAT AR TERZY 32000 1 32 F T PIRASEIRZ) 16000 1™ 64 F i HVIRAS, a0 SR X EfE ik
THRFER, ARG T H— P G RIR EI R,

Gl

=3
$limit_conn_status

RIFEE B IRTIA45 5 PASSED, REJECTED Y REJECTED_DRY_RUN

Limit Req

R T R SCREATE SR A ENER, Rl 2ok H A 1P MUk AT SRAC BRI IREZ
“IRT JT RSB,
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B E B

http {

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

B

limit_req

X limit_req zone number [burst=number| [nodelay | delay=number];
EINN —
o574 http, server, location

BB XIRAE KA R TR RN, ARG SRR DOSREC B AR, W HACBEHAER, D
(IR DUE ) HYIEREATAC R, 2 HERSPUER, EFHBEEE RARRE RN, IR DL
e &1k, BOANEILT, %k%ﬁﬁ/]\%?io fn, DARHES

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {
location /search/ {

limit_req zone=one burst=5;

PRV A 1 MER, REAEE 5 NEK,
R BEAETE R Z BRI IEIR L Z AR, WM 2% nodelay:

[limit_req zone=one burst=5 nodelay;

delay ZEHEEE Z1H KL NIERAIRAL, BOMEANE, BIFrHIE 2 HIE KECRBHEIR,

AIBVEZA limit_req 460 B4, DAURECECREFRHISK B A 1P shhikAgIERACBIRA,  [A]i FRHE LR
55 ax HITESRAL R :

‘limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s; W

limit_req_zone $server_name zone=perserver:10m rate=10r/s;
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server {

limit_req zone=perip burst=5 nodelay;

limit_req zone=perserver burst=10;

XL SAAE Y BIPANEE E S limit_req ¥6LWE, M _E—ZRHA EIHIAE K,

limit_req_dry_run

[E2FS limit_req_dry_run on | off;
LN limit_req_dry_run off;
X http, server, location

JERTBITER, EMET, TERCBERRAZIRG, EELZAFE , E2HERNBENARS
BOEH L5,

limit_req_log_level

Bk limit_req_log_level info | notice | warn | error;
2RIN limit_req_log_level error;
T http, server, location

B ARSS A% TR R a4 A HE I SR s e IR 1 SR B H B TE skl FEIR A H &I %2 bbb 4a
I HEICREAMR—F; Bla0, RIEET limit_req log level notice, WIIEIR¥ELA info FKAIC 3%,

limit_req_status

Bk limit_req_status code;
A limit_req_status 503;
ISl 5"4 http, server, location

B ARG KR E RS,

limit_req_zone

7227 limit_req_zone key zone=name:size rate=rate;
ENN —
Holi5"4 http
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REHRZNFXBSE, RO SMEEREINS, RFplE, WSFMESATHE 28R EE, )
DIESAR, ZREKHAS, BEZRIERBITA.

7RI

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s; }

EIXH, REBRELE 10 KF XK one W, ZXIRAEENERGHIERAGELFF 1 MER,
B 1P HEE e, TEER, XEMHANZ $binary_remote_addr P, 1M/ $remote_addr,

X 1Pv4 sk, 28 & $binary remote_addr BIR/NGZET 4 75, KT IPve Hilik, KK 16 F7i,
TEBIIRASTE 32 (A BiaZ S 64 =7, 1€ 64 i FE LA H 128 795,

— NIRRT R X IRA] DARTE AL 16000 1 64 F P RPIRASEAZ) 8000 4™ 128 FHHIRA,

IR EERER, FFRERIT iR D E AR, A RAMEMN S TR BTN, WA SRR AR 2
21k,

rate AERDIEREL (r/s) FoR. MRMEERETHEH—MER, WS HERE ¢/m) For. I
an, FRFEMERFTRHN 30r/m.

HEE

el

$limit_req_status

FRAFBRHITE SR AL FRHR )45 5 . PASSED, DELAYED, REJECTED, DELAYED DRY RUN E{ REJECTED_DRY_RUN

Log

ZIEH DR ERSNE AIER H &,

TESRTEACFEEE SR location BIEsRHE, WIERAETE RACHIAE &4 T NEEE R, WATRES AR location
Z_\Alao

B E B

log_format compression '$remote_addr - $remote_user [$time_local] '
'"$request" $status $bytes_sent '

'"$http_referer" "$http_user_agent" "$gzip_ratio"';

access_log /spool/logs/angie-access.log compression buffer=32k;

B

3.2. &S|, &% 139




_*Amb
Software

RFER, 4 1.9.1

access__log
(=275 access_log path [format [buffer=size] [gzip|=level]] [flush=time] [if=condition]];
access_log off;
A access_log logs/access.log combined; (B§{REURT --http-log-path HJii%
i)
EFx http, server, location, if in location, limit_ except

W H path, format MM HES ANWECE, IDER—BI BRG] LiEEZ MHE, BSERE IS
HEEE “syslog:” BIZR, FILARCE HEILRKE sysloge FIRE off BUH Y RIA_EBIFTE access log $6%
WA EM, NMERATUE B “combined” F53K,

GUERFER T buffer BY gzip 4L, WIH A HERHEM,

2\
oA A )

R X KNS B SAFRIIR T 5 AR KT FreeBSD, IXMNR/INETEIRAT,

JERZM, BiRH RS A
o WRPATHENESGRMIX;
o WRGZMAEHELL flush SEEEE RN HEIH;
o Y TAEREEHT T HUESIF Bk,

REERT gzip Z8L, MRMEEBIRIGET NS Z BT RS, BP0 ] DORELE 1¢ (R, S50
B) o9 (18, EAERE) ZH, BUANENT, ZMXKINN 64K 57, E4EFNIREN 1. BT
B2 DU 7 HpO I s T R 460, BRI HOESCAFa] DABEINE “zcat” fRIE4E SRR,

ZNE

access_log /path/to/log.gz combined gzip flush=b5m;

O HE
BH gzip [E4E TAE, Angie MU zlib FEMIE,

AP E P DA SRR, HIREH A — R
o A TEREREAH T MOIZEAEE SIS HER E 35 S SRR ;
o RINHNTCRL;

o BIRHEEAN, SUHFEBATHFISCH, R, BT R] DU E A F B SRR IR T AR AR A7,
R TE open log file cache 62 valid SEFEEMINBAN, 5 ANIHXHFIAR DAUESE;
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o EBRHEGAN, BEFROREFZEFE, QRAFE, WAGREEE, Fit, SFER—
BC B EFNFEE root Flaccess log:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

if ZEUBRFMHELR, WRFAEEERY 707 707 E, MIERESSPICFR, £ RRAIH,
M RLARAS A 2xx 1 3xx HIIESRIGA WD R

map $status $loggable {
~~[23] 0;
default 1;

access_log /path/to/access.log combined if=$loggable;

log__format

HIX log_format name [escape=default | json | none] string ...;
ERIN log_format combined "...";
TR http

fiaE H B8

escape ZHNIFILE json B default FAFERHHIFRIHE N, BRAHH default ¥ X, none HEMHH
Mo

MNF default ¥ X, FR77, 7\ MIEMENT 32 BT 126 BFRPRHEL SO \xXX 7, AIRATKE]
DEfE, MR —MEFR -,

XT json 5, FETE JSON FRFE ARV FRPRAEE X #5777 M7\ ” % SO\ 77 Fm\\ 7,
,fE/J\%: 32 H(J??‘g%ﬁig%jgw\nw\ ”\I'”\ ”\t”\ 77\b”\ w\fav EZ”\HOOXX”O

RIERNE FESkAT EA RIS sent_http_, 541 $sent_http_content_range.

AL B IETUE XA combined #$3X:

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';
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open__log_ file_cache

Bk

ENIN
ol 98

open_log_file_cache max=N [inactive=time| [min_uses=N] [valid=timel;

open_log_file_cache off;

open_log_file_cache off;

http, server, location

TEX—NRAE, AT S ZRAFEIREEH H BRI, %52 BEG U TS

BB TR RAEE, WREFEH, NXARGRPEH (LRU) ##

max
U]

inactive B EAE BN ] A Vi 1R 2 JE A IR G AR E] ;. BRIAME 10 75

min_uses BWBTE inactive ZHUE I TN SCAE B/ MNRER,  DUMELERIRIFER A7+
REFHTIF; BRIMEDN 1

valid BTN F i E AR SR EE I BRI, BIMEN 60 #)

off TR

i 73]

[open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map

AR O A B R AR T oA 2R R EL

W=t

map

hostnames;

default 0;

example.com g
*.example.com 1;
example.org 2;
*.example.org 2;
.example.net 3;

wap. * 4,

$http_user_agent
default 0;

"~Opera Mini" 1;

map $http_host $name {

$mobile {

3.2
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B

map

X map string $variable { ... }
EININ =

Holi9"4 http

QR RERRTE S8, WSBENTRRN TSRS, flan:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {

default "foobar_value";

}

XE, ZFE $new_variable HEHHEMNLEE $varl M $var2 A, SRETEIXLEAS B AR N FHER
IMES

O #ik
T2 R AAE N0 AG, IR ABIRRAT “map” RN XL TERACEE NI M RA,

map P SR IRE RIS R AEZ TR AIA
JRAE AT DAVE 573 B sl E N RIE e
FRFRILAC N 2 RN,

EMFRIEZRL LU~ FFS ISR AT IX 0 R/NG RIDEAS, 8 DA~ FFSTF L U T A IX 0 R/ NG RIPE
. EMFRIAFT AR S an AR EHER, ffEnl DA HAbiE S S8R B —E M,

GUSRIRMES P EARI R RS E e —ILhE, IR B FFS N RTSR,
SEREF U E A, TRAHAS,
SR A NRIR SR

default value WMRIHES HaE R REATAS, NIRESERE, SRIET default B, 3K
INGR(ER NS AT R

hostnames FoRJR(E AT DUR T A AT SR EUR SRS I EALA, XS BNAEES R Z Al
o

fian,
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*.example.com 1;
example. * 1;

RN RNEE

example.com ilg }

*.example.com 1;

AIAEFEN:

.example.com 1; }

include file BE-MIESENX, TUEZ NS,
volatile ?%7—‘ i?jéﬁfo

U 2 AN S RITRE, ARG E N A R HRDCAE, SRR — N ICREROS (R, R SeNFran
T

L AR R A A

2. WANSHRISI R KRB E, Bl * ezample.com”
3. WA ESHRIENRK TR EBME, 17 madl *

4. HAIERENZRER GRend B i T )
5. BRINME (default)

map__hash_bucket_size

BIE map_hash_bucket_size size;
ZRIA map_hash_bucket_size 32|64]128;
o974 http

& B map LEBARIEAR N BINERR T ABEERIRFET AN, RERREIEE EES Wi,

map__hash__max_size

1812 map_hash_max_size size;
LOWN map_hash_max_size 2048;
R http

BB map ZEBTHRIEAKRD, RERRRITEAEEIES LR,
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Memcached

R F M memecached ARZS2RIKEUMN . BELE Smemcached  key AR E, WM N IZI@E AN B
TS memcached H,

B E B

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;
}

location @fallback {
proxy_pass http://backend;
}

f5e

memcached_bind

Bk memcached_bind address [transparent] | off;
EOME —
4 http, server, location

%] memcached ARZFEFHTIMNE EHE MFEE A TP Mk & R, HENERN ., SEENEEEE,
FeORME off BUHM L—REL BN memcached bind FELHIFER, XARVFRSE B3 AN 1P Hilk
s o

transparent SR memcached IR ESHIINRIEZ NIEAHD 1P b & E, Hlan, MWE ki EL
IP itk & i

memcached_bind $remote_addr transparent; J

N TSR B T 2 DU T ARIZTT Angie TAEMETE Linux |, WRHEE T transparent
28, WATEMERE, R LIEERMN RN CAP_NET _RAW #E/1,

O HE
WTAC B PR 3R AR R B memcached JRSS as B M4 i o
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memcached__buffer_size

FENCR memcached_buffer_size size;
LNz memcached_buffer_size 4k|8k;
R http, server, location

BT B memcached RS ERFEHCEI NN ZE — B8 0 BZRIPIX KN, N, —FEHREIRE R 2015 1445
& it

memcached_connect__timeout

181 memcached_connect_timeout time;
BRINE memcached_connect_timeout 60s;
X http, server, location

& X5 memcached IR55 aFEIERATEN R, TEERHR, BN EIER SREE 75 7.

memcached__gzip_ flag

[E2FS memcached_gzip_flag flag;
LNz —
X http, server, location

JA R memcached ARSS MR IR, FFAEFRE I B R B LY Content-Encoding” FERIZE
ﬂg”gzipwo

memcached_next__upstream

Bk memcached_next_upstream error | timeout | invalid_response | not_found | off
oo

PRINE memcached_next_upstream error timeout;

4 http, server, location

FRELEMRME L IR AL Lt HE T — M IRSS 35

error TES MRS EREEALER, (LI R Ee B Sk N & AR R ;
timeout TES MRS, (R I R IS e B Sk N A A N 5
invalid_response ARZ5#¥IR[AIZZE TN ;

not_found TERRSS 48 L ARIRE M 5 ;

off 2L RE @S T — MRS
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0 #i

RAC(E, HALERARAE PR OSEMAER, ARERIEREES T — DRSS ds. HHt2k, WRE

Wi B A I AR b R AR SR EOREIN,,  WITCTAR R,

R LT 5 IR aREE R AR 2 BIRRIE,

error timeout SEBMMATHINIZEIK, BMEENIRERLSHIEE
invalid_response

not_found AR AR =0

REE RGBT — DR AHY 2R AT DB 241 0R RIS TR) 321 7 RR

memcached_next__upstream__timeout

Bk memcached_next_upstream_timeout time;
FINE memcached_next_upstream_timeout O;
Hol5"4 http, server, location

BRAIE R AT AMGIEE] 1 ARS5as AN A

0 KA I RR ]

memcached_next__upstream__tries

1Bk memcached_next_upstream_tries number;
ERNME memcached_next_upstream_tries O;
kX http, server, location

BRANERAGIBEN 1 IRFASHIZIREL

0 KA I RR A

memcached__pass

Bk memcached_pass uri;
BIME =
EFx location, if in location

3.2. &5l &%
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5 E memcached ARGFasidl, Mk n] DAFEE A B 1P #idhl, DA IR

memcached_pass localhost:11211;

BEHEE N UNIX HERTRE:

memcached_pass unix:/tmp/memcached.socket;

QRGN Z D HE, TR DARRIE TN, esh, sbabn] DIRE AR5 dd. AR,
TIARE N BARE I ; MR, NOMHNEE MRS & 2 BlIFEE R

memcached_read_timeout

181 memcached_read_timeout time;
BRINE memcached_read_timeout 60s;
X http, server, location

& S memcached JIRSS #5152 B AR I I o 7NN RIMUAE PR ROZE SR IR E 2 [RNR B, AR T
BRI LA, IR memcached HRFFASAELLI RINBA LM, MHERRFRMA,

memcached_send_timeout

Bk memcached_send_timeout time;
FINE memcached_send_timeout 60s;
EFx http, server, location

BE A memcached XRS5 AL HIIE R ATEIN N H], @M REPIRES S AIRIEZRIRE, MAZHT
BEATERHIE R, AR memcached IRFFARTELLI AIABARIRENIEMNE, NERRE KA,

memcached_socket__keepalive

Bk memcached_socket_keepalive on | off;
EINE memcached_socket_keepalive off;
Holi9"4 http, server, location

AL E 2| memcached ARZ52HISNZIERZRI " TCP keepalive” 174,

e BINTEN T, BERGNIKENERTZEN,
on NEEFFTFF SO KEEPALIVE EBHEFVED,
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HEE

fein

$memcached_key

TE XM memcached AR 558 3RE B (15,

Mirror

IR O 5 B BB IE SRR R TE RATE R, W B8 TE K AW R A5 4 R

B E R B

location / {
mirror /mirror;

proxy_pass http://backend;

location = /mirror {
internal;

proxy_pass http://test_backend$request_uri;

B

mirror

EIX mirror uri | off;
EINE mirror off;
kT http, server, location

RBEFIGTHRRREIREIN URL A] AR —RECEHHEE 2 DR,

mirror_request__body

[E2FS mirror_request_body on | off;
EINME mirror_request_body on;
EFx http, server, location

FERE P IE SRR SR, )8 N, &P s KRR AE QI BHEF1E R 2 BIBIREL, TEIXFELT,
Hiprozy request bufferingfastcgi _request buffering.scqgi_request_buffering Fluwsgi request buffering

TE LI B RARZR MR P i SRR

location / {
mirror /mirror;
mirror_request_body 8

proxy_pass http://backend;
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}

location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body
proxy_set_header Content-Length ""
proxy_set_header X-Original-URI $request_uri;

MP4

ZIEHN MP4 SUHHR B IR BRI AR S5 2 i S he . IXRSMHEH B A mpd. .mdv Blmda XY A,
B }‘}\(}Efﬁﬁg*@@ﬁf, AN A2 NEd --with-http_mp4_module MERTE e,
12k 8 BANCERNZRAEMESY, ZERCESELEF,

DhIR A S AR TR AR VA T, FRERMIIRSS e 208 — D HTTP 153K, ERPIEEEW 71T H
SRR TR (& Ban 4400 start, FACAFD), ARSSERIIEIN DAREIHEL AR (7 BN B35 KA 1R], Filan:

http://example.com/elephants dream.mp4?start=238.88
IXAVFEALER R TRENLF0E, SN Al B G618

NTHFFIE, BT H.264 BIRSRAEATBER “moov atom” HERETEIE, BRI —ESr, BEE%
PARIRGUER.

NTITUETRIN, Bl B e Z B BoT s, RRIEE LR —NH start=0 ZEEIRIRIERKTE AT,
VP2 gmi PR T EARR A SRR, 100 T Oh IR AR U A EEARRY, RN SR I AT 4a
TR AT NI AN FRTTEER AL TSRSk, M T Angie KU, REFETHRRIEXAEAARIAT, 1R
TEEARAL T SRR, Angie DB SXFFMER — DHIRIR, DAETCRURERAEIR 2 /. X
N—L CPU, WAFMIHEEL 1/0 BT, HILERIARRT e [RIASF DT IR EUA, TAZLE Angie
FER PN IZAERTIE K _EARAAT IR A,

ZRBIE SR HTTP 15K end 28, ZSHIRERMIVEH A, end ZHATPLT start ZH—EIETE,
AT DA -

http://example.com/elephants dream.mp4?start=238.88&end=555.55

HTEEIEE start X end SEWIICELER, Angie KM AFIREUTEAE, W &1E SR R 17,
HRHEZERE i, X5 LIRERRITEHE.

2R start ZEEEFHAESCHEANG, WAREIT RSB0, o 7 OIS, A] DATE start 2
RTINS M AR AT TR R A Fh TR, X LEMURE I IS 2 5887 2 MRR IO Bt

ERIEECIE KA E start Ml end 8, WIEAHTTHE, XK RIRMIEVESTRIRZR, —SHkdet
SCRFFIOEIE R, RIHAHR IR,

3.2. &S|, &% 150



https://github.com/flowplayer/flowplayer/wiki/7.1.1-video-file-correction

* Angie
Software

RFER, 4 1.9.1

2\
oA A )

GRIRZBIEA T =77/ mp4 B, I ROR AR,

X FLV SXfF, 3686 7RO REASI R LYV,

=3t

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive ;

B

mp4

FEEs mp4;
ENIN —
Erx location

A A F 7 B P AR R AL T

mp4__buffer_size

Bk mp4_buffer_size size;
ENIN mp4_buffer_size 512K;
Hol5"4 http, server, location

E M TACEE MP4 STIFHIZRIPIX BT RN

mp4__max_buffer_size

Bk mp4_max_buffer_size size;
2N mp4_max_buffer_size 10M;
Hol9"4 http, server, location

FETCEHEALPEIIR], RTRERR 2 RAYRMIX . HARV NG TEE AR/, B0 Angie KR 500 (PIEAR
Fanitiin) IRSSaRERiR, FICRLAMHE:

"/ some/ movie/ filemp4” mpd4 moov atom K K: 12583268, & HE T L G AN

mp4_max_ buffer_size
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mp4_limit_rate

(=275 mp4_limit_rate on | off | factor;
2RIN mp4_limit_rate off;
R http, server, location

XHERA) MP4 AR TIER RS, ZHERE, K factor LSRR,

o off {EHEEHIEZRERAI,

o on {HIZHE factor 7 1.1,

o BRHIEIRBIH mpy limit rate after WERMESG N,
TR BRI TIRR A . IR P URFT NN, G FOERBIE. B, FIEMA imit_conn F
BERMHE S

mp4__limit__rate_after

Bk mp4_limit_rate_after time;
RN mp4_limit_rate_after 60s;
Holi9"4 http, server, location

&E (DUEIIN R v Ean) Ehmr SR Bs &2 Hmp s limit_rate BB REZRERH,

mp4_start__key_frame

Bk mp4_start_key_frame on | off;
RN mp4_start_key_frame off;
kR http, server, location

sl AR AR ZS DO BRI 48, W SRHES BN RIS, WIRIGAMURNETE mpd gwiE5RES 5
YmtR A F 52 2| F ERR AR AN YE AU SZ£F, 41 Chrome, Safari, QuickTime 1 ffmpeg, Firefox #77
o

Perl
ZIEHRH TAE Perl HSZBIN B ELEER, J4E Perl JAHTEAZ] SSI H,
1 U\?)ﬁﬁﬁﬁ%*@@ﬁﬂb, i%ﬁﬁ%ﬁ%ﬁi)xﬂ‘@@; B --with-http_perl_module *@@iﬁm}ﬁ'ﬂﬂo

FEBATEMRRD R, IZAE U B EIFE N — DN angie-module-perl 1% angie-pro-module-perl
A B SRAR P R PR L
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O HE
HAREEHE Perl fRA 5.6.1 SCEERA, C FiiEdei 5 H THE Perl HISWIFaRAHE

£ #0ia) =&
AP LI TERY, (ERIE TR B EXR,

NT AL Perl TEEMEEM R EHRRIFBIOIBEKR, NAEH -Dusemultiplicity=yes B
-Dusethreads=yes SEMHE, AN, N TP Perl BT ANTEE, N#EH -Dusemymalloc=no
SEOHITIE, BERECHE Perl FIXLESHAE CRAIFIEE THEIEE), BI1B1T:

$ perl -V:usemultiplicity -V:usemymalloc |br]|
usemultiplicity='define'; |brl

usemymalloc='n";

BEE, EFEHAP -Dusemultiplicity=yes B¢ -Dusethreads=yes SEEHIE Perl 5, T i
il Perl AL E I E— A A SR Perl A

TN TR NMERHIREHILE G AT RES I Ko WREEN REIAARZAAVD, Al PITEA
ST AT SRR O TR SEIN T2 F2 R,

3 Per]l BEPUTKINEISITARIER, BIAIMATIERG ., SRS AR ey s & R, 2HS 41T
TEHERE R HATE SRR AN A, BRI, NPT BA m] W AT IN IR A0, BIan s A s
&5t

B &R B

http {

perl_modules perl/lib;

perl_require hello.pm;

perl_set $msie6 '

sub {
my $r = shift;

my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;

return ""

server {

location / {
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perl hello::handler;

perl/lib/hello.pm FEH:

package hello;

use nginx;

sub handler {
my $r = shift;

$r->send_http_header ("text/html");

return 0K if $r->header_only;

$r->print ("hello!\n<br/>");

if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

return 0K;

_END__

Ei=hcg

perl

Bk perl module :: function | ’sub { ... }’;
ERIN —
HSl5"4 location, limit_ except

NEENEIRE A Perl AP,

perl_modules

Bk perl_modules path;
E2UN —
Hol9"4 http

N Perl B BHINHKAL,
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perl_require

Bk perl_require module;
LN —
R http

TE SORAE B UR B T B I IR AR A R, A DATETEZ A perl_require 65,

perl_set
Bk perl_set $variable module :: function | ’sub { ... }’;
EN/N —
kX http

FHEEZ B Perl ROFHERE,

M SSI i@ Perl
VAR Perl B9 SSI i EAA DA R#&:

<!--# perl sub="module::function" arg="parameterl" arg="parameter2" ...

-—>

$r WK R A&

$r->args

IRENERSEL

$r->filename

IR[A 515K URL W RS 4,
$r->has_request_body (handler)

GRERTERHIA TR, WHRME 0, GHRA TR, NOVERIZESECHEEIFRE 1, ERBOERERG,
Angie REFHHFEERLERER, ETRE, CPEREBNY DS IH7 S E#, R

package hello;

use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {
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return DECLINED;

if ($r->has_request_body(\&post)) {

return 0K;

return HTTP_BAD_REQUEST;

}
sub post {
my $r = shift;
$r->send_http_header;
$r->print ("request_body: \"", $r->request_body, "\"<br/>");
$r->print ("request_body_file: \"", $r->request_body_file, "\"<br/>\n");
return 0K;
}
ig
__END__

$r->allow_ranges

J FAAE 2 T8 M o7 B {88 FH =2 73 Y. BB
$r->discard_request_body

8~ Angie ZFIER M,

$r->header_in (field)

IR [\ E 25 F o i SR Sk 7 B AAEL
$r->header_only

i AE S 75 LR M 7 Bl (S H S T A TR 1 2% P i
$r->header_out (field, value)

FE e RSk B E M

3.2. &S|, &% 156



_*Amb
Software

RFER, 4 1.9.1

$r->internal_redirect (uri)

XHEERT uri MEATNESEE A, SKPREERITE Perl AFESHITTEMUG KL, %77 IR L/ URI,
SRFEE M E A E,

$r->log_error (errno, message)

RHEEHES Nerror_loge AR errno AEF, FHRAHE S HAEIRREHTINZNHE R,
$r->print (text, ...)

ARG B E i,

$r->request_body

W% P uiiE SR EAREARE AIGRSCHE, MR EIZ P uiE R E08K, 9 TR P inig R ERENES, B
KANRLEIL client max body size PR, FFFEH client body buffer size B RIBEIIZHIX KN,

$r->request_body_file

R AL &% P U SR EARE S8R, s, MMMERIZ SO, BIHRARKIEREREGAHE, NG
H client _body_in_file _onlys,

$r->request_method
IR[E]%8 P IE K HTTP 77 1%
$r->remote_addr

IR e TP ik,

$r->flush

ST R EUR A IR LG F i

$r->sendfile (name [, offset [, length ]])

Refae XIFN B RIEE R P, kS e B ERMIIOIG RS BAIKE, KRRBURERITE Perl A0
aRTEE &,
$r->send_http_header ([type])

MR LR IBLA R P i, PNEMZRAISEOL B Content-Type” MM Sk FEIE, WRENZEFIFE, N
FEARK % Content-Type” SkFEL,
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$r->status (code)

A ULIVARNEN
$r->sleep (milliseconds, handler)

BEIEERAIESS, FFAEfaE N RIS IRERACPE, 7EHEHIE], Angie ARSACFIHAMIE R, TEHEE N WL
5, Angie KA ZAERUALERAR, THTER, ACHESeREN DA | 7T &8, o TIEALFESS 2 AL IS EHE,
RLEH $r->variable()o 1

package hello;

use nginx;

sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep (1000, \&next);
return 0OK;

sub next {

my $r = shift;

$r->send_http_header;

$r->print ($r->variable("var"));

return 0K;

_END_

$r->unescape (text)

TS L % XX TE GRS
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$r->uri

IR[ETER URL,

$r->variable (name [, value |)

IR E e BRI, R MERER A A,
Prometheus

WEE Angie metrics, fERBCEE BN, FH LA Prometheus #UR A AR A BEITEFR.

A TR

TSR EESEIR, ARG SR B RS R DU ME 2 8 A= A X
o Ehttp_upstream Bstream upstream HHE zone $54;
o ffifstatus_zone $6%;

o TEresolver $62H#H status_zone S,

B E B

=MEFRIERIRSS SR ZNEXIRTERGIHER, &2 custom BitH, JH1E /pss #F:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/total$

type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/processing$
type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value

path=~"/http/server_zones/([~/]+)/requests/discarded$

type=counter;

server {

listen 80;

location =/p8s {

prometheus custom;
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Angie H—MPFE prometheus_all.conf X, EX T —LEHHIIENR, FME a1l fBifk:

XHANE (Angie)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge

'help=The current number of active client connections.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge

'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+) /pages/used$
type=gauge

'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/([~/1+) /pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/used$
type=gauge
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'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zomne.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/resolvers/(["/]1+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value

path=~"/http/server_zones/(["/]+)/ssl/timedout$
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type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zome.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending,

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}' $p8s_value
path=~"/http/server_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';
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'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zome.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zonme.';

'angie_http_upstreams_peers_state{upstream="$1" ,peer="$2"}' $p8st_all ups_state
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",,peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in
—"HTTP".';
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'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

< "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was "unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cachey

—status.';
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'angie_http_caches_responses_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/]1+)/(["/]+)/bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/]1+)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
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path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zome.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]1+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zomne.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zonme.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1", status="$2"}"' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';
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'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+) /health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/1+)/peers/([~/1+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/([~/]1+)/health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".
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map $p8s_value $p8st_all_ups_state {
volatile;
"up" 1
"down" 2
"unavailable" 3;
"recovering" 4
"unhealthy" 5
"checking" 6;
# "draining" 7
"busy" 8;
default 0;

X#ME (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge

'help=The current number of active client connections.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge

'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/([~/1+)/pages/used$
type=gauge

'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/([~/]1+) /pages/free$
type=gauge
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'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+) /used$

type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zomne.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]+)/queries/(["/]+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/1+)/sent/(["/1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/resolvers/(["/1+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
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path=~"/http/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zonme.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]1+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zonme.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/requests/processing$
type=gauge

'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending,

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/server_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zomne.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zome.';
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'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]1+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter

'help=The total number of client requests completed in an HTTP location zone without,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/]1+)$

type=counter

'help=The number of responses with a specific status in an HTTP location zomne.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$

type=counter

'help=The total number of bytes received from clients in an HTTP location zome.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zonme.';

'angie_http_upstreams_peers_backup{upstream="$1",peer="$2"}' $p8st_all_ups_backup
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /backup$
type=gauge
'help=The HTTP upstream peer backup group level.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,,

—4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';
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'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",,peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/responses/(["/]1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["~/]1+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
< "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an upstream peer,
—in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}"' $p8s_value
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path=~"/http/upstreams/([~/]+) /peers/(["/]+) /health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an upstream

—peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]1+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge
'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_backup_switch_active{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /backup_switch/active$
type=gauge
'help=The currently active HTTP upstream servers backup group level.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/queued$
type=counter

'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=~"/http/upstreams/(["/]+)/queue/waiting$
type=gauge
'help=The number of requests currently waiting in an HTTP upstream queue.';

'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because the clienty

—had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/timedout$
type=counter

'help=The total number of requests timed out from an HTTP upstream queue.';
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'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]1+)/queue/overflows$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the size

—1limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/bytes_uwritten$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}' $p8s_value
path=~"/http/caches/([~/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value

path=~"/http/limit_conns/([~/1+)/(["/1+)$
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type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1+H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value

path=~"/stream/server_zones/([~/]+)/connections/passed$
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type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+) /backup$
type=gauge
'help=The "stream" upstream peer backup group level.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

< 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value

path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/data/sent$
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type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_sent$
type=counter

'help=The total number of packets sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_received$
type=counter

'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due to

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

'angie_stream_upstreams_peers_health_connect_time{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/([~/1+)/health/connect_time$
type=gauge

'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+) /health/first_byte_time$
type=gauge
'help=Average time (in milliseconds) to receive the first byte from an upstream peer in

—"stream".';
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'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/last_byte_time$
type=gauge
'help=Average time (in milliseconds) of the whole communication session with an upstream;

—peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

map $p8s_value $p8st_all_ups_state {

volatile;

"up n

"down"

"unavailable"

"recovering"

"unhealthy"

"checking"

"draining"

"busy"

S 00 N O O W N -

default

map $p8s_value $p8st_all_ups_backup {

volatile;

"false" 0;

"true" 1;

default $p8s_value;

fEFTIIA:

http {

include prometheus_all.conf;

server {
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listen 80;

location =/p8s {

prometheus all;

$ curl localhost/p8s

# Angie Prometheus template "all"

B

prometheus

Syntax prometheus template;
LN —

Context location

9 location N XEEBEIIETEMN; ZEMS Hprometheus template F68RE X TEIHKN, It
location FEffiFFIRE] Prometheus #& IR IEFR,

location =/p8s {

prometheus custom;

$ curl localhost/p8s

# Angie Prometheus template '"custom"

prometheus__template

Syntaz prometheus_template template { ... }
RN —
Context http

B X Angie WIS HBITEPRATAR BN, IR S prometheus $5— 2],
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0 #i

Angie JEH—MUE X all fifR, LEETH WEhR,

AR AT A EHE B E IEIRE X, BNEXWEEINT: <metric> <variable> [path=<match>]
[type=<type>| [help=<help>];

metric WEAE Prometheus A& =M B HRATIFEPR AR, AT AR S RNEMIFREE S (. . .
), an:
http_requests_total{method="$1",code="$2"}
PRAAEFT DA Angie 228 ; QIR match BIENIZRIX, Ha] DAGEFH Hifked 5
WREE—EEMH, EMHSTEFRI variable ARG, XL BRI SIS,
variable B ET A AR N P B PME R B AR, AREA XA B A R E
HEs (), MAZEIETTERR.

TEPREIIEM variable FEPFAG; BOODPHEIG, fabRRigasmalmp, flan:

'angie_time{version="$angie_version"}' $msec;

$ curl localhost/p8s

angie_time{version="1.9.1"} 1695119820.562

path=match 5 Angie API B /status #8453 - EIFE i Eimtan g R 0LEd, aF—>kEgE 1t
FEARSLBIA N Z e R,

FEPLECIE RS, BRI AR EA EAREEHRL, BI4: /angie/generation; DEFLEAR/NG MUK
. AR RCAE

path=exact_match BFRFUCHEL A B
path=-regex_matc #&T PCRE MJULHC; A]PUE IR LS metric FRbRE —EMEH,

W match VCECESAR, WIHLESTR EAY Angie $8FRMEXGFIETESpSs value B EH, PITEIHE path= N
Y& variable,

A IEMIZRIAPCACHY, AIRESAREZIRILAS, fEIXMIEOLT, RO B UEECEE RSN — bR EI A
o FERRAR, XEM T —RINHZE P ERERA A RRERTES, Flin:

'angie_slabs_slots_free{zone="$1",size="$2"}"' $p8s_value

path=~"/slabs/(["/]1+)/slots/(["/1+)/free$;

X E LS A X R N S AT — bR :
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angie_slabs_slots_free{zone="one",size="8"} 502
angie_slabs_slots_free{zone="one",size="16"} 249
angie_slabs_slots_free{zone="one",size="32"} 122
angie_slabs_slots_free{zone="one",size="128"} 22
angie_slabs_slots_free{zone="one",size="512"} 4

angie_slabs_slots_free{zone="two",size="8"} 311

RIA AR Coietdanfn), AT TER,

0 #i
path= JETXIE Angie ] API BRHATER AT,

type=type, SAMER Prometheus %70 R BIARFIRBAT B TR/ 8 — & SHebn—&Emm
help=help ?IJHWJ\EFP, TC R L B ga ik,
NELTE

http_prometheus *ﬁﬁ%ﬁ*ﬁ“ﬂﬁﬁ%, e Angie API EI"'J/sta,tus %B%'?E"J%fé'@ HE]prometheusftempla,te
§2E L HIFERRAY match ETRDCHD I UCHAE,

$p8s_value

ﬁﬂ%EEIprmn(athe’u,sitempla,t(i TE X IFEHRY match E@E%fé, Mg 12 EHY Angie TERERFEE
$p8s_value LEH, EVETERIETEET path= FHEIRE X HHT variables

17HE7E $p8s_value HY Angie FEAREFTBEIRE Prometheus #&NAVE K, EXMIEMN T, map +527]
DATE B2 AT BB 4 9 B

map $p8s_value $ups_state_n {

up 0;
unavailable 1;
down 2;
default 3;

prometheus_template main {
'angie_http_upstreams_state{upstream="$1",peer="$2"}' $ups_state_n

path=~"/http/upstreams/(["/]1+)/peers/(["/]1+)/state$;

W Angie f6FREM/RFEE, BT true 5{ false, WEIKEN "1 5 "o, 705, WRIEIRE nuil, &
BFEN "(auil)", NTHIE, B TEA,
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Proxy

RVFRIE RGBS S — 1 (RE) RS54,

BLERBI

location / {
proxy_pass http://localhost:8000;
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

}

B

proxy__bind
Bk proxy_bind address [transparent| | off;
ENN —
X http, server, location

{8 R B RIRAR S5 BRI AN EFE R B FRE AR KD TP Mok, JErESR O, SEUART AR SR, FE
of £ BUHMICHTBCEHABNIRARN prozy_bind 18LHIBER, AVFRGLH N DECAM 1P fuhkFING .

transparent SEVFNAEAR M TP Mtk RSN IER:, Bilan, MR ImAYESE 1P ik

proxy_bind $remote_addr transparent; }

H TSI, BEFELVEI T NBRIZIT Angie TIEHFE, 1£ Linux BIXEARFER, R0
RigET transparent S8, TrEHRREMNTEHEN. R CAP_ NET RAW PR,

O H¥
DA B PR i 2 DA AR B ARBE IR 55 s B 45 R

proxy_buffer_size

Bk proxy_buffer_size size;
LN proxy_buffer_size 4k|8k;
ETFx http, server, location

B T BN AR 55 A B S Y 25— B8 B e X/, IR s i B & — R Sk, B
INBOLT, ZMPXR/NET— PRI, XE 4K 5 8K, BARERT VG, A1, B IR ER /),
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proxy__buffering

[E27S proxy_buffering on | off;
A proxy_buffering on;
R http, server, location

JE R BREE A oK B QB AR 55 A e 2 A 2 nf

on Angie RO B AEARSS S9N N, IR HARFZE Hprozy buffer size
Mprozy buffers FaLBBRIGMX R, W1EREEANE BTCIEIE N NAE,  HB 59 i B
A] AR F 2R LRI S He B AR SUEESZprory_max_temp_ file_size
Mprozy temp file write size T8STEH,

of f Wi 7 [R) 4538 45 % - v, 2 RIMRIB G UM L, Angie N2 Z X MAHEARSS 132
BUEEANIE B, Angie MARSS 2% — X AT DA BRI B R K/ N prozy buffersize

BYRE,

2% Pt AT DA 7E 7 X- Accel-Buffering” MW Sk B H&Z I8 " yes” (7 'no” K5 HEEEH, HLIIRERT DAEE
B prozy ignore_headers T8 REEH,

proxy__buffers
Bk proxy_buffers number size;
2KIA proxy_buffers 8 4k|8k;
EFx http, server, location

BB T MARERARSS a5 2 E B A 22 i X BT A DS,  BER BN
BIANER T, RPN EFT—PHEI, X2 4K 5 8K, ARRRTFA,

proxy__busy_ buffers_size

Bk proxy_busy_buffers_size size;
2KIA proxy_busy_buffers_size 8k|16k;
4 http, server, location

415 FSR B ACEIR S5 A BROWE R A 22 B, ORI P o 1 R e 2 TS BT R AT 22 SR WA 2 2] 725 P S T R o
XA RN FEREHIR], HARAZMP X A] DU 2B, S T N Re R 20 Wi B e P e S P

BINEN T, KAHprozy buffer size Fproxzy buffers BRI DGR IX IR/ NRH,
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proxy_cache

[E27S proxy_cache zone | off [path=path];
E /NN proxy_cache off;
R http, server, location

X TRAFEEANGFEX S, %X e E R 2R, SEE S

IREL
Eo

off EXF M SE R BN AR AR AT

Added in version 1.2.0: PRO

f£ Angie PRO W, ER]DIEEZ MNprozy cache path $68%, EANHZHEFEIR keys_zone {HPATHL ‘4%
Tk o MREIXFEM, 1EIRE path 28 prozy cache $6%, FIFILL keys_zone:

path=path ZAEAE SRR * A7 * e, REREYNREIZR, WG L

FEREER,

AISRMRAF RGN, path DREHTIFAG; [EI, K B A7 RIS AR B LR

6 path EEEHMNGAFHMIER,

X AVFIEIE R map F5LBREA RN T2 B JE Ui R SR IERR R A IR 1R, —1 Content-Type Il

proxy_cache_path /cache/one keys_zone=zone:10m;

proxy_cache_path /cache/two keys_zone=zone;

map $upstream_http_content_type $cache {
~“text/ e;
default two;

server {

location / {

proxy_pass http://backend;

proxy_cache zone path=/cache/$cache;

XU T I RAF AL — DA RS RIEFEEA T, QIR Content-Type PA text/ JF3k, WM —

B A, ERE A
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proxy_cache_background_update

[E27S proxy_cache_background_update on | off;
A proxy_cache_background_update off;
R http, server, location

AV RENE G TR AEFIL AR RN, [RINCREIS R SR A7 ROR ([ 2675 7 io

A EE
TRTER, RV o P I IR 2% A Wi A T BT

proxy__cache__bypass

Bk proxy_cache_bypass ...
ENN —
4 http, server, location

T AR LS TR AR MR IR AR FAFERS B ED — MEA B HAEFT 07, WIRRCRE

A2 NGEAF AR :

proxy_cache_bypass $cookie_nocache $arg _nocache$arg_comment;

proxy_cache_bypass $http_pragma $http_authorization;

Al PAS prozy no_ cache 85— (HH,

proxy__cache__convert__head

Bk proxy_cache_convert_head on | off;
2RIA proxy_cache_convert_head on;
4 http, server, location

JE HEREE R HEAD” 75 ik #0” GET?  DABEAT 2R 17, A L4,

& Srequest_methods

proxy__cache__key

gArHE NMAECENH

JF227S proxy_cache_key string;
ENIN proxy_cache_key $scheme$proxy_host$request_uri;
Holi5"4 http, server, location
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T SERAFHIEE, BN

proxy_cache_key "$host$request_uri $cookie_user";

BONEILT, ZIeLHERE T 717 H

proxy_cache_key $scheme$proxy_hostPuri$is_args$args;

proxy__cache__lock

Bk proxy_cache_lock on | off;
2RIA proxy_cache_lock off;
4 http, server, location

JFERE, BRA IV — D E Kl 2% 1 R BNREAR 55 a3 SR YE prowycache_key 485PRIRATHT
RAFTLR, HAM R TT R A SR RN AR A7, BB RIZ R R BIRRER, &

Bllprozy cache_ lock timeout &< ¥ BRI TE,

proxy__cache_lock_age

[E2FS proxy_cache_lock_age time;
A proxy_cache_lock_age 5s;
X http, server, location

GNSRABIB LA BRI S5 A3 B B Ja — A K DUEFERT & A2 TC R AT TESRAE SR E I RI R SERR, I A] DAFR i35 —
ME KRB S5 A%

proxy__cache_lock__timeout

Bk proxy_cache_lock_timeout time;
RN proxy_cache_lock_timeout 5s;
kR http, server, location

BB prory cache_lock IR, SN EZEIARS, HRRHEIEEIERIRSS 48, (BN AR

proxy__cache_max_range_ offset

Bk proxy_cache_max_range_offset number;
LN —
X http, server, location

NFTEEERE T RS R, MRCEEL ZmE R, WEEIE R LA PR a:, WM R
PHEEAT
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proxy__cache__methods

BiE proxy_cache_methods GET | HEAD | POST ...;
LNz proxy_cache_methods GET HEAD;
R http, server, location

QNS P U SR T TETE AR S B, WM R K% 77, "GET” FI"HEAD” J7iEIGZamEIZ#R A,
REBNERIEEEN]. BEZSWprozy no cache 5%

proxy__cache_min_uses

Bk proxy_cache_min_uses number;
PRINE proxy_cache_min_uses 1;
4 http, server, location

BN AR A7 Z BT IE SRR

proxy__cache_path

HIK proxy_cache_path  path  [levels=levels] [use_temp_path=on |  off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=time];

BME —

R http

RERAFN B2 HMBSE, REABIREEESIER, RETRISXIFRRRZ 7 M MD5 REH)

—+
45

levels EXRFNER: N 1E 3, FEERE K2

flan, fELLMECE:

proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

ZAF PSRRI AR

‘/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c }

RAFNA R B S5 NG SO, R EaMAIZ . I SCPERIZRAF a] UREAR RIS RS o AT, 1
ER, ERXMENT, XHFREMDNXERGLZ BER], mASEEAEmSERE B, BEBOTEmA
HERINCE, RAFNUF IR SO H SRR — SRS L,
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use_temp_path=on W EIN X H R

| off

on WRAME LS EE R E N on, W NATE location iﬁﬁﬂ"]pmmyfﬁempipath it
LHIE >,

off Il S ELREAE 2R A7 H SR o

keys_zone P BHZ A IR AR R, DA IERTA TS SR BRI SR A5 B
— IR DX AT A B RET 8000 DHE,
Y TE keys_zone H{ERRIESEL file Y, Angie &1 EHFARIR HIPRAZ XA
G BIRGEE, FRAE NS BRI Ja, SRR A 17 ik Pk 3%
DX, DASEEN S ] SRR AN PR A7 A 1]
QSR E T XUV L, R AR AR K S BOCIRIKE, Angie $5
IERK—KEH (failed to restore zone at address), Jf HASMHHXIEIKE
Pl AHRARISCAERBEMAN L old; R DUEEMIFRE, siE BRI
R Angie VRS FlEAIO1EIZSIF R HIECERA,

A TR

TR file BIZARL, HEA Angie FITRAVIERIRIR, [RINE EARZEIA);
X AR R T RIS,

inactive TE S B E B TR AR [ R 75 N RAZ PR RR, Toie Hopr &t andl,
BRINE N 10 380,

O ik

Added in version 1.2.0: PRO

1€ Angie PRO L RFZA N HEMERE keys_zone ELD] proxy__cache__path 8%, NE—IIHKIES
A DA B Z AR X AR, IEFRRIE S BB K prozy  cache F52 M path SECRFERI,

—NRIREY F* RAFE RS o R IR R RIS RGP R R BN AT 2 ], 4 R
s S AN E R, e R MER R D e i R, £ DO AR 77 bR

max_size BRAREERN
min_free XHRGH R BN =S

manager_files FRAIEOE A A IR AY 17T H 2=
BIMEN 100

manager_threshol RRIEHIERAEREEN (A]
BIME 200 ZFD

manager_sleep PiC B A2 B[R] Y I TR
BIMEN 50 2

£ Angie JAEI—0¥E, FEIRRY ** RAEMNEGES ** EEIWEE. €A XUFRIIH Z A&7 HEHE,
HRIX LS BB RN A7 X akrh, 120 2 USRI 77 T BUGEUEHE loader_files IKEMA
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FRECEMIE, WAL loader_threshold, SAJGIRIE loader_sleep X EMFEE RIFGE(F, FHk
SN — B, XSRS T, ERINESC R FITE A NRF4H:

loader_files RR B R AH I E I H £ =
BINMEDY 100

loader_threshold PRIEFIRIEMRIIFFSES [
ERINME N 200 ZFD

loader_sleep At B A B [A] Y& = I ]
BIMEN 50 ZF)

O ik
N keys_zone ZHIRE file BARANZFMAZRAT INE AT AT N,

proxy__cache_revalidate

Bk proxy_cache_revalidate on | off;
FINE proxy_cache_revalidate off;
ISl 5"4 http, server, location

)& A F " If-Modified-Since” F17If-None-Match” SkFEXRI&14-1E Sk BT 30 UE I BAZ 17 1,

proxy__cache_use_stale

Bk proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ..;

EFINE proxy_cache_use_stale off;

X http, server, location

W 1R 5 BB il 55 % 08 (5 I, AT DATE (] Ff % O R 68 H O BT 09 2% A7 i R, %R 2 12 B
5 proxy__next__upstream FEL IS BT,

error QUERTCIRIE R EIR R AR S5 4, U SR v ol P I AR 2 A7 A
updating Bz, GUERHETELEERT, WAFERITHRZENN, XA BT 8EH%

7 BE I f /MR A BRI 55 A5 B 15

i kB 2% A7 e B A i DAFE M S SkHR B RR S, AR e BR S 6 2 ROV B A -
o ”Cache-Control” SLFER stale-while-revalidate ¥ B RV 2 7 1EAF 5537 B8 IS HARY B 12N R
o "Cache-Control” SkFEXRHY stale-if-crror ¥ VAR H PSR IN {58 B i HAR 22 1 0 3,
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O ik
RSP T HERTES S

N T FEEFER A TR N B MO BRERIRSS a8 ), AT LAEER prozy cachelock 6%,

proxy__cache_valid

=275 proxy_cache_valid [code ...] time;
N —
4 http, server, location

MR B AR BB R A7 IN TR, BilaH, DATRHE<

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

FNE N ARED 200 F1 302 IE 10 2EIEE, NN AIRES 404 RE 1 2PN%EF,
PIESPEi=yretz2eding

proxy_cache_valid 5m; J

MNEETE 200, 301 F1 302 MR,

AN, FTAMEE any S8 AGAF A0 R :

proxy_cache_valid 200 302 10m;

proxy_cache_valid 301 ih;
proxy_cache_valid any im;
O #i

B 17 A AT DAL AR S L B, X0 M SR BB TR,

o "X-Accel-Expires” SkF Bt AFD O BN 1R ENE . () AF I (Rl ZAEEEFNAN 2217, WFMEDL @ Ak
Tk, NRE— NN (B Epoch BERIFED, £ ] ATHE R A] AR A7

o WIHRSLH AL E " X-Accel-Expires” FB, RZIFSEA] PATE " Expires” 8" Cache-Control” kB H
=

o NSRS E "Set-Cookie” F-BE, XM R R A HEEAT

o ERKHPEE Vary” FEERFIREDN 7, MIZMRCRE AR AT . RSP S Vary” FBHEN
HAAE, 32N AR ARIEAR B A T8 KK 7 B TR 17

AU FH proazy ignore headers F62EE XN — N2 AN IX Le 0w 5 Sk 7 B AR
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proxy__connect__timeout

Bk proxy_connect_timeout time;
BRINE proxy_connect_timeout 60s;
R http, server, location

TSGR SS as AR RN N (], FREERRR, XNEN I RERE A 75 7,

proxy__connection_drop

Bk proxy_connection_drop time | on | off;
EME proxy_connection_drop off;
TR http, server, location

BLE A IR SS 28 S NAH R BRE M reresolve JIFEER A PI @74 DELETE FRIEAKAFRA )G, KiES
HPAZER,

HAEPEE P R AR S 2R N — DG AR, R AL,
E ‘time'J3 HIERZ LI, HIZEN on I, JERZRIIKITIT,

proxy__cookie__domain

Bk proxy_cookie_domain off;
proxy_cookie_domain domain replacement;

2KIN proxy_cookie_domain off;

TR http, server, location

BE DA, HTHEBAREEARSS 2800 M 1) Set-Cookie” SkFEXHRYEE M, RIZIRIEARSS 28R Y7
Set-Cookie” SLFEXHJE MM domain=localhost”, %%

proxy_cookie_domain localhost example.org;

FiZJE M ES N”domain=example.org”,
domain F1 replacement ¥ BRI S AR MESWANE, TLECAX 2 KNG,

domain 1 replacement ZFFER] IS &

[proxy_cookie_domain www.$host $host;

ZAE WA DAE A IENIZRIA G E, EIXMIENT, domain BEA “~7 FFE5FF3k, ENERIAX AT AR E
AL BERIIK, replacement A]PAG|HEA]:
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proxy_cookie_domain ~\.(?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $sl_domain;

AILAER—BRIGEZ N prozy cookie domain F52:

proxy_cookie_domain localhost example.org;

proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

MRZMESHE AN AT cookie, NIEFESE—NILAEAITES,
off ZEHUH T M E—DECER AN AR prozy  cookiedomain 5 HIRR,

proxy__cookie_ flags

Hik proxy_cookie_flags off | cookie [flag ...];
A proxy_cookie_flags off;
ol 5"4 http, server, location

N cookie BE—PEZMRE, cookie A AIECAR, ZRLHHAS, bErIDEEAR, 8 NHA

Ho

secure . httponly . samesite=strict . samesite=lax . samesite=none ZELINIFHN HIFRE,
nosecure . nohttponly . nosamesite SEFEBRAE N PR

cookie A AR IEMIFAAEE, FEIXMEIT, cookie M EA “~ FF5TF3k,

Al DAER —BL EYIFEE £ proxy_cookie_flags 62!

proxy_cookie_flags e httponly;

proxy_cookie_flags ~ nosecure samesite=strict;

MR ZNMELSPI AN T cookie, MBEFES —NILELHFES . TERHIFH, httponly FRSHEAINE] cookie
one , XN TFTEHAM cookie, TINT samesite=strict bri&s, FHMIBRT secure Fri&,

off ZEUHUH T M LE—PNECELANUAR prozy_cookie_flags FaHIRER

proxy__cookie__path

[E2FS proxy_cookie_path off;
proxy_cookie_path path replacement;

ERIA proxy_cookie_path off;

4 http, server, location

WE—NKR, BT ERIEARSS 28I H 7 Set-Cookie” SkFEBINIE R IE I, FRILIIRARSS 2R B
Set-Cookie” SkFEHYJE A" path=/two/some/uri/”s ZIGZ
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proxy_cookie_path /two/ /;

Kz E S path=/some/uri/”,

path K1 replacement FRFEERA] AE S &

proxy_cookie_path $uri /some$uri;

1

ZAR AT DUEH IENIZRIERIEE, MGG, path BEA “~7 FFSIFSLETX 0 R NE ILES, 8L
T FFEIFRATARX D KNG UL, ENFRIE AT A S a0 BifER, replacement ]LASIHE

fi1:

proxy_cookie_path ~*~/user/([~/1+) /u/$1;

AIDATE[Rl— B FEEZ 1 ‘proxy cookie pathF5<:

proxy_cookie_path /one/ /;
proxy_cookie_path / /two/;

MRZ L F AN T cookie, NMEREE—NILEAIFES
of f ZELHUHE T M _E— M ECE AN A R proxy__cookie__path FELHIRER,

proxy__force_ranges

Bk proxy_force_ranges on | off;
RN proxy_force_ranges off;
kR http, server, location

Ja AN ARBERAR S5 AR I 2 AE RN A R A7 A B A 7 T YO Bl S 45, 15 TR X e B HH [ Accept-Ranges” B,

proxy__headers__hash_bucket_size

Bk proxy_headers_hash_bucket_size size;
ENIN proxy_headers_hash_bucket_size 64;
kTR http, server, location

WBH T prozy hide header Mlproxy set header Y84 BIMGTR R AR/No
ik

proxy__headers_hash_max_size

W& A7 2R AN 1R B2 1 REAE Pk

Bk proxy_headers_hash_max_size size;
ENIN proxy_headers_hash_max_size 512;
Holi5"4 http, server, location
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WEH T prozy hide header Mprozy set header 8L HIGTRINEAK/N. AR EHM THER
IR,

proxy__hide__header

BiL proxy_hide_header field;
ERIA —
X http, server, location

FOANEILR, Angie A% Date”, ”Server”, ”X-Pad” 17 X-Accel-..” k7B WA AR 55 2% A 01 1
REBLRE F e prozy_hide_header f62 R B APULRAIM T B, WRFEAVHEIE T, AILAME

H :ref: ‘proxy__pass _header &%,

proxy__http__version

7227 proxy_http_version 1.0 | 1.1 ] 3;
A proxy_http_version 1.0;
Hol9"4 http, server, location, if in location, limit_ except

REMAHN HTTP WA, BOAMBOT, SHRA 1.0, BERRA 1.1 SOESRAS (REFERE B
aEMH,

proxy__http3__hq

[E2FS proxy_http3_hq on | off;
LA proxy_http3_hq off;
X http, server

DIHURIIR ) ho-interop MR, XM T QUIC By HAR(EIENIA, Angie fRET I,

A EE
IXAEBA TR 2R R % P TN F A X

proxy__http3__max_concurrent_streams

Bk proxy_http3_max_concurrent_streams number;
EONN proxy_http3_max_concurrent_streams 128;
4 http, server

wita e HTTP/3 1 QUIC W&, HIEBIEIE L HTTP/3 IERMIN R REE, FEBHRFHEE,
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https://github.com/marten-seemann/quic-interop-runner
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proxy__http3_max__table_ capacity

BiE proxy_http3_max_table_capacity number;
EONIN proxy_http3_max_table_capacity 4096;
R http, server, location

I EHEIERN 21678 R,
O ik

KA http3 max_ table capacity ¥8F A TIRG#IERE, N TEREER, YEHRFAHN, A5
AERAIEH,

proxy__http3_stream_buffer_size

Bk proxy_http3_stream_buffer_size size;
ZRIA proxy_http3_stream_buffer_size 64k;
HSl5"4 http, server

WE5QUIC it —EERHNIEE R XA,

proxy__ignore__client__abort

Bk proxy_ignore_client_abort on | off;
A proxy_ignore_client_abort off;
R http, server, location

T 8 FOmTEARSERR I N AR O T R AR, 25 K M5 RBE AR 55 48 AR

proxy__ignore__headers

Bk proxy_ignore_headers field ...;
ERIA —
4 http, server, location

SR B ABEAR S an B FE L B Sk B, AT ARG FBEELHE: 7 X-Accel-Redirect”, 7 X-Accel-
Expires”, "X-Accel-Limit-Rate”, "X-Accel-Buffering”, ”X-Accel-Charset”, "Expires”, ”Cache-Control”,
"Set-Cookie” 17 Vary”,

ERAREEN, AR BRI EA DU RCR :

e "X-Accel-Expires”. "Expires”, ”Cache-Control”, ”Set-Cookie” Fl1”Vary” B &N 9% (7 SEL;
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o "X-Accel-Redirect” $UTHTEE URI MAES EEM;
o "X-Accel-Limit-Rate” B X2 i M S AL S 140 fR il 5
o "X-Accel-Buffering” J& FBZE I B 1992 1 ;

o "X-Accel-Charset” & BN FHARE 715,

proxy_intercept_errors

Bk proxy_intercept_errors on | off;
FINE proxy_intercept_errors off;
kX http, server, location

Wi 2 2 LA A RS R T B3 T 300 AYARERMA M AZ 84525 F i, ISR MBS EE ME] Angie H1TAL
M - error page 8%,

proxy_limit_rate

Bk proxy_limit_rate rate;
EINE proxy_limit_rate O;
T http, server, location

BRI MACERAR S5 85 IR SR . rate A R NRAHEE, AIIEEZE,

0 SER R R
O ik

FRAZE X MERIZER, IR Angie RINFTHFR NS REIRSS SFHERE, MEAERREZ S
TERRBIEIMAE . FREAE S P22 >R B ACER AR SS 28 80 B N A5 %

proxy__max_temp__file_size

Bk proxy_max_temp_file_size size;
FINE proxy_max_temp_file_size 1024m;
Hol9"4 http, server, location

5 FR B AP AR S5 2R BOMa B B9 2% f I, Qi SREEAN IR ANE & B prozy buffer size Mprozy  buffers i
RVRCERIGMIX,  NAT DU R e B R A7 B N S rh, R IR BRI SRR RN BRI S
HRIEHE R/ N prozy temp file writesize T8I B,
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2P e . 2 2 S

0 #i

ERRHIANE TR (7 B B fE L | AR,

proxy__method

5RS
BIME
EPFx

proxy_method method,;

http, server, location

TREER R 0 R SS S HUiE R E R HTTP 757K, miASRE P ImiERHPI77iR. S8ER DIE &2

=
=0

proxy__next__upstream

R

HME
kB

proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;
proxy_next_upstream error timeout;

http, server, location

FEEAEA 2GR E R AL # G upstream 2 TN — MRS 2%

error

timeout
invalid_header
http_500
http_502
http_503
http_504
http_403
http_404
http_429

non_idempotent

off

TESARSS dF AL SR, (BIBTE R R SKIN &2 A AR ;
TESARSS dF AL EERE, (RIBTE R BRI R SKIN & A N

AR55 2k [B] 23 B TC R B 5

AR55 2R [BIAAED N 500 AYMER ;

S5 aRECRD 502 HINERL;

S5 aIREES Y 503 IR ;

M55 22X [EAAS DT 504 FYRE R ;

AR55 2R B AAED A 403 AYME N ;

55 eI BIAAARD N 404 BYWEN ;

R3S AR ERAD 429 HIME R ;

E, A E[E <https://datatracker.ietf.org/doc/html /rfc7231#
section-4-2-2>_ J7iLMYIER (POST, LOCK, PATCH) fEm LiifiR%S as & %1%
KIENEEEL T MR ER; 5 HIHETTRT R R R IKIHSRIE K

IR RIZ IS T — MRS 25
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0 #i

NIefE, RAEERRAZEPImAREMANERIRILS, A DREREES N MRS, e

Wi, QSRAERRRI R AR AR A SRR EGEIN,  MITCIR B S IR,

IR RIE XL T 5 RS aREFE AR ZXHTE o

error RPN RIAZR, BEENIRIEFR S aE

timeout

invalid_header

http_500 {XAEFR S R E NI A BRI 21K
http_502

http_503

http_504

http_429

http_403 MABAI NI

http_404

REERAZIBLE N — D IRFFAsHY 22 AT DO R FI A] BRA,

proxy__next__upstream_timeout

Bk proxy_next_upstream_timeout time;
%ﬁi&ﬁﬁ proxy_next_upstream_timeout O;
kX http, server, location

BRAI AT AMZIELE & — 1 IS5 asHIIE KA AL,

0 5K A I RR A

proxy__next__upstream__tries

Bk proxy_next_upstream_tries number;
EIME proxy_next_upstream_tries O0;
4 http, server, location

BRAIFFER G T RS AT REZ IR EL

0 R RR ]
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proxy__no__cache

Bk proxy_no_cache string ...;
LNz —
EFx http, server, location

TE XN A PERF R RAF I 5. WRFFFRESEHN R D —MEAR NS BAET 07, WA S LR
%:

proxy_no_cache $cookie_nocache $arg_nocache$arg_comment;

proxy_no_cache $http_pragma $http_authorization;

A A5 prozy cache  bypass $62 —kHH,

proxy__pass
BiE proxy_pass urt;
EINME —
T location, if in location, limit_ except

B RERSS a0 I HE DU AT I%E R URT, DUERAAIEMUNE]Z URL A] DAEERI P http 2L
https, HULA] DIEENIMAE 1P Huhk, FF Rl a1 -

proxy_pass http://localhost:8000/uri/;

BVEVTE SR unix JEHEER) UNIX BERTFKE, JHHE SHEEK:

proxy_pass http://unix:/tmp/backend.socket:/uri/;

GUSRIRA TN Z s, PR DASC 7 SURE I TR I 2tk bAh, o] DURF iR IR 55 dedils

SREFDVEEE R, EXMERT, MR E 084, NERRRRS SHPERZATR, GR
RERE, WHEER resolver BT,

13K URI & 7700 R

o GHSRAEE T ** W URL B9 ** prozy pass 46, WHTERIEREBLIRSTERN, K5 A EILEAILTE
LT 1R URI 8 & o ia < hieER URL:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

o WIRFEE T ** AN URL B ** prozy_pass, WIEK URL ¥ DA% P &R R 4G TE R ATTE L1545
k55 as, BETEALBEEE LAY URI W& E52EAIRITEIE R URL:
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location /some/path/ {
proxy_pass http://127.0.0.1;

FERLEENT, B HAYIER URI S8 JCiERE
o HEEHIENFRIEIERE location B, PANRTEMRM location MNER,

TEIXEABOLT, A URIHEE prozy_passs

o HLERFN location WIER rewrite 18282 URI, H HICECE R H TAPEIER (break) :

location /name/ {
rewrite /name/([~/]+) /users?name=$1 break;

proxy_pass http://127.0.0.1;

EIXFMEGLT, FEHIEER) URL RKHURNs, EEAEMIER URL KL LGRS o5
o U1E proxy_pass FEFZL RN :

location /name/ {

proxy_pass http://127.0.0.1$request_uri;

TEXFEN T, WREFESHIEE T URIL, NKIZEMERESA RS 2R, BHRiGTE R URL
WebSocket RILFEERFTRELE,

proxy__pass__header

Bk proxy_pass_header field ...;
HME —
kX http, server, location

FRVFRE G NIZE IR Sk BOMRBR AR 5 2 1R 452 - il o

proxy__pass__request__body

[E27S proxy_pass_request_body on | off;
ENIN proxy_pass_request_body on;
4 http, server, location

TR O R R ARTE SRR B A PRI SS A5

location /x-accel-redirect-here/ {

proxy_method GET;

3.2. &5l &%
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proxy_pass_request_body g

proxy_set_header Content-Length "";

proxy_pass ...;

Hi&S Wprozy set header Mprozy pass request headers 185

proxy__pass__request__headers

Bk proxy_pass_request_headers on | off;
ENIN proxy_pass_request_headers on;
4 http, server, location

TE R 1 R R AGTE SR Sk 7 BRI e B BT AR 5

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers 8

proxy_pass_request_body 2

proxy_pass ...;

[u}

5%ﬁ%%gﬂﬂprozygﬂetiheade7’*ﬂprozyﬁpassgjﬁquestibody B2,

proxy__pass__trailers

Bk proxy_pass_trailers on | off;
ERIA proxy_pass_trailers off;
TR http, server, location

FRVFRER B BACERAR S a8 09 R HR 7 B L1848 7% F Ui
f£ HTTP/1.1 ¥, E&ERE 2 T U5 T,

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";

proxy_pass_trailers g

proxy_pass ...;
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https://datatracker.ietf.org/doc/html/rfc9110#section-6.5.1
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proxy__quic__active__connection_id__limit

BiE proxy_quic_active_connection_id_limit number;
2RIN proxy_quic_active_connection_id_limit 2;
R http, server

WEQUIC active_connection_id_limit {E¥iSEE, X2 MRS AR AIEEL %542 1D

proxy__quic__gso

Bk proxy_quic_gso on | off;
E/NIN proxy_quic_gso off;
4 http, server

DI LARE Q UIC AR AR IR R, M (a7 Bl 20),

proxy__quic__host__key

Bk proxy_quic_host_key file;
LN —
L% http, server

RE— file, HPEE5QUIC —RERKMEEH, MTIE CIVSEE Ml e S, BA
BT, SHREBNSER— MR, SRR R A2,

proxy__read_timeout

Bk proxy_read_timeout time;
£/ proxy_read_timeout 60s;
Hol9"4 http, server, location

S SXCMABA B IR 55 e TSR M 57 (Y FRE S I T AR (A P N IE SRR R 2 (RIS, 1T A3 FH T2
Aotem. AR AERIR ST SR AE LI RN AR BHE M E,  WDERR R A,
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https://www.rfc-editor.org/rfc/rfc9000.html#name-connection-id
https://docs.kernel.org/networking/segmentation-offloads.html#generic-segmentation-offload
https://www.rfc-editor.org/rfc/rfc9000.html#name-stateless-reset
https://www.rfc-editor.org/rfc/rfc9000.html#address-validation
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proxy_redirect

Bk proxy_redirect default;
proxy_redirect off;

proxy_redirect redirect replacement;

A proxy_redirect default;
X http, server, location

BB ESIRARSS 83N Y " Location” F1”Refresh” SkFEX AN B8 A A,
RIS AR S5 AR (8] 1 Sk B

Location: http://localhost:8000/two/some/uri/

proxy_redirect http://localhost:8000/two/ http://frontend/one/;

Rz T EE

Location: http://frontend/one/some/uri/

1E redirect FHFERHA] LA IEAR S5 A8 447K -

proxy_redirect http://localhost:8000/two/ /;

AR TS5 as BB RFI - (AISRASRT 80) Rigddi Ao

H default SEHEERERINEHAEFH location *ﬂpromyfpass 5L, IHS, TNHIPNMEC B2 R

location /one/ {
proxy_pass http://upstream:port/two/;

proxy_redirect default;

~

location /one/ {
proxy_pass http://upstream:port/two/;
proxy_redirect http://upstream:port/two/ /one/;

2\
oA A )

WERAE provy  pass HAEHZE, WARTHEH default S5,

replacement TR DA S &

proxy_redirect http://localhost:8000/ http://$host:$server_port/;
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redirect WA AL S 25 & :

proxy_redirect http://$proxy_host:8000/ /; J

ZFE 4 A] DU FH IE N FRIARIG T, TEXMIEN R, redirect NiZ LA~ FFS 3L DT X 23 A/NE BYPLEL,
5 DA~ FFEFFL DU TR X 73 K/ NG BIVCED, ENIFRIENAT DL & @AM B3R, replacement 7]
A HEN]:

proxy_redirect ~"(http://[":1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/]1+)/(.+)$ http://$1.example.com/$2;

Al DATERI—AIHRE Z N prozy_redirect 6%

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;

proxy_redirect http://www.example.com/ /;

AVRAT DL 2 NEL B T AR SS A B Sk =B, NMIRHIE RS — DN ITEC R 2
of f ZENEUHE T MICHTBC B AR AT proxy__redirect EFET/?\ AR,
HRIZIE2, ALK =AM B A RARSS 5 A& R AR B2 A

proxy_redirect / /; }

proxy_request__buffering

BiE proxy_request_buffering on | off;
ENIN proxy_request_buffering on;
X http, server, location

JE F B EE 25 P i 1 SR AR B

on TEXFAR BBV ARG B2 T, SR B MR K,
of TR e BRI S DR R B (R PRI 25 58, (EXXRPIAL T, IR Angie BZTF

GERRTERAR, WIERTCEELBES N — DR

A HTTP/1.1 ARG IR FATE R IAR, TCIRFE W0, TERIEECR g, FRAE HTTP/
1.1 A AT BT,

proxy_send__lowat

722 proxy_send_lowat size;
A proxy_send_lowat O;
kX http, server, location
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WRELSIRENIEEE, Angie FZBUEMH HEqueve F1EF NOTE _LOWAT Fri&slis @ K/

SO _SNDLOWAT EREFIETCRER/ MU HACREAR S ae i & 1%

O ik

A2 FE Linux. Solaris fl Windows S 208K,

proxy_send__timeout

BRAEIREL

BiE proxy_send_timeout time;
ENIN proxy_send_timeout 60s;
TR http, server, location

B A VPR S5 2 & 1A SR AN N ), B I (U AE P N8

HANREZRIRE, MAERTEMNER

e, WERBAERRSS a8 R LU R P RIRIRENE RN,  WERA O],

proxy_set__body

Bk proxy_set_body value;
LN —
EFx http, server, location

FRVFERHTE AR WSS de TR R AR, (ERT DA SOR,

proxy_set__header

Bk proxy_set_header field value;
E NN proxy_set_header Host $proxy_host;
kP http, server, location

FRVFEHTE BN BLRNE SRk L BRI IRS ds. [ERTAEESOR, ZENHA S, WIREHIHR
A E X prozy_set_header 5%, NWIXEFERMICRTHIRCELNA, BONBEIT, EEXHD

EATH

proxy_set_header Host $proxy_host;

proxy_set_header Connection close;

WRERTEE, FEEEREELFE Tf-Modified-Since”. ”If-Unmodified-Since”, ?If-None-Match”, ”

If-Match”, ”Range” f1”If-Range” FE{EIBAHRIEIRS 250

R Host” 183K k7 BLA] UK FEAL % :
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proxy_set_header Host $http_host; ]

AL, WERF P IRE SRR FAE T, WASEREMNE, MBI, RIEFEH Shost L& -
HAEST "Host” 1K FBHHHIIRSS a3 00K, s WRIZ T BN FAE, WM EMRSS a4k

proxy_set_header Host $host; ]

AN, RTDAKREARSS 8 A4 RS B CEIR 55 A% 0 1 —kc A&

proxy_set_header Host $host : $proxy_port; }

WAL BRAME NS PR R, MBS A SPUEBE B B AR 55 8% -

[proxy_set_header Accept-Encoding ""; }

proxy_socket__keepalive

[E2FS proxy_socket_keepalive on | off;
EONIN proxy_socket_keepalive off;
X http, server, location

Bl &S5 8RR AR SS 28 AN JEFER) " TCP keepalive” 174,

T INBI R, BERGIXENERFEN,
on NERFHRE SO KEEPALIVE EFYED,

proxy__ssl__certificate

X proxy_ssl_certificate file [file];
ENUN —
Hol5"4 http, server, location

HEE AT S5 IE A HTTPS RS 8300 PEM & IEB S, X4 hn] A&,
Added in version 1.2.0.

Hprozy ssl_ntls FHAK, ZHESEZMNSEMNAZ 1!

location /proxy {

proxy_ssl_ntls

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;
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proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy__ssl__certificate__cache

7227 proxy_ssl_certificate_cache off;

proxy_ssl_certificate_cache max=N [inactive=time| [valid=time];

BRINME proxy_ssl_certificate_cache off;
X http, server, location

XM T ST BT R SSL IET FIRAY] B%A7.

ZIE LR AN SR
o max —RERFHIILRIEALE, RN, &OEH (LRU) BTTR[EFEER,
« inactive —HEMEZKINFIRIFEBERITR. BIMEN 10 F,

o valid —fEERFILRIPONNEROF ] EE MR E, BOIMEN 60 75, @ IRTRE, R

BT INE R E TR,
o off —EH%AF,

R

proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key $proxy_ssl_server_name.key;

proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;

proxy_ssl__certificate__key

[E2FS proxy_ssl_certificate_key file [file];
EAUN —
X http, server, location

572 T S IRIESIE HTTPS RS540 PEM kg =RABH SO,

A DA SE B engine: name:id” fESCHF, MAEAFRE) OpenSSL 5 EMEBHAEE id HIEH,
L] DA IS R

Added in version 1.2.0.

Yprozy ssl_ntls K, ZIELEZW N SEMAZR—1:
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location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy_ssl__ciphers

[E2FS proxy_ssl_ciphers ciphers;
A proxy_ssl_ciphers DEFAULT;
EFx http, server, location

FEEXNPACEE HTTPS RS54 KNG %M, ®ELA OpenSSL AT ABRMEAIRE 45 7E
NIRRT CZ%EH OpenSSL fftA, FILUME openssl ciphers fi ¥ EETEIIIK,

A IR

2 OpenSSL W, proxy_ssl_ciphers 6% * A& * BLE TLS 1.3 NNEEH, WFHFEE TLS
1.3 KIMBEH, EFEHprory_ssl_conf command 152, BRNXFER SSL BLEME A,

o TE LibreSSL #, AJPA#F] proxy_ssl_ciphers & TLS 1.3 fIEEH,

o« 1E BoringSSL H1, JCiEECE TLS 1.3 MHEM,

proxy__ssl__conf_command

Bk proxy_ssl_conf_command name value;
E/UN —
X http, server, location

TESHCEE HTTPS ARG 2s i X B LA OpenSSL BLE commands,

O HE
LM OpenSSL 1.0.2 BUE ERRAR SIRHZIEL. EAE OpenSSL HECLE TLS 1.3 HHEM:, HHEH

. . AN A
ciphersuites ff 2,
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AIER—ELEEEZND prozy_ssl_conf command 52, MWRYHEEKAEE X
prozy_ssl_conf _command 5%, NIXLEFE SR _E—DECE BEAR K,

2\
oA A )

HER, HIEACE OpenSSL AJRER SEEIMT AN,

proxy_ssl_crl

Bk proxy_ssl_crl file;
ENN —
kX http, server, location

fEEEEHWMMIETY (CRL) B PEM MU fF, MTHIE B HTTPS IRS5ERATIES,

proxy_ssl__name

7227 proxy_ssl_name name;
E NN proxy_ssl_name $proxy_host;
TR http, server, location

VPR S TR IE $REE HTTPS IS5 ey e BRIIRSS a4, FHES BCEE HTTPS MRS as L ERE
I SNT (£ 3%,

BRINEHTY, ¥ prozy pass URL BIFENLER T
proxy_ssl_ntls

Added in version 1.2.0.

Bk proxy_ssl_ntls on | off;
ENIN proxy_ssl_ntls off;
HSl5"4 http, server

fifiF TongSuo R FHR NTLS HY% F i S

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";
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proxy_pass https://backend:443;

O fH
EH --with-ntls BERTAGE Angie, F5ER:S NTLS BRI SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password__file

Bk proxy_ssl_password_file file;
EINN —
EFx http, server, location

fEE— A, HPEEET EN, SN S 1T, EMEEAN, SMREXIZLEEW,

proxy_ssl__protocols

% proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
FINE proxy_ssl_protocols TLSv1.2 TLSv1.3;
EFx http, server, location

fE 1.2.0 JRARAEZEH: TLSvL.3 SEEHRMEIZRINE,
JE X HARER HTTPS ARS8 18 K ATE7E MM

proxy_ssl__server__name

Bk proxy_ssl_server_name on | off;
A proxy_ssl_server_name off;
kP http, server, location

Je e AEN RS esFrdas TLS ¥R (SNI, RFC 6066) E#Eprozy ssl name 82 BERIIRS 5
ZFR, TESHCEE HTTPS ARG ETIERER,
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proxy_ssl__session_reuse

Bk proxy_ssl_session_reuse on | off;
2RI proxy_ssl_session_reuse on;
R http, server, location

MEESWARERS S TIENZGALLEA SSL £ i,
1®7SSL3 GET FINISHED:digest check failed”, WIS TEE,

proxy_ssl__trusted__certificate

(IR O = s L s

Bk proxy_ssl_trusted_certificate file;
E/UN —
4 http, server, location

fEE— M, HPaESHATRIE B HTTPS IRSHRIUEHIZEE CA UEH, #%:8 PEM,

proxy__ssl__verify

Bk proxy_ssl_verify on | off;
E/UN proxy_ssl_verify off;
kX http, server, location

Ja S IR B AREE HTTPS ARSS AR UE RIS IE,

proxy_ssl__verify__depth

[F22FS proxy_ssl_verify_depth number;
LN proxy_ssl_verify_depth 1;
kX http, server, location

BRI HTTPS RS asEHHEH I RIERE,

proxy_store

JF22S proxy_store on | off | string;
E N proxy_store off;
TR http, server, location

JE RRE SO A7 2 AL
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on 565 alias Bl root X N BIEEIREE S
off SR SR E

XA DB AL B string BINIRE:

proxy_store /data/www$original uri;

J

S BB AR PR EI Y Last-Modified” MR Sk BOHATIRE ., WM B 7e 5 NIRISCH:, 2RIR1%C
PR A Ao N SCPFFIRFATE I AT DURFE RN R SCPR R SE b, 28T, TETER, ERXAMEIL R, XA
MR GEZ AR, AR Em AR, Fit, BSOS THEMSTER location, PRIFHISXIFF]

EEp'f'U:L'y_ temp__path FE L BRGNS B RIRAER — X RS L,
I 2> AT T Bl AN AT SRR A HERIA, il -

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {
internal;
proxy_pass http://backend/;
proxy_store 5

proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;
alias /data/www/;
}
BB GIXAE:
location /images/ {
root /data/wuw;

error_page 404 = Q@fetch;

location @fetch {
internal;
proxy_pass http://backend;

proxy_store R

proxy_store_access user:rw group:rw all:r;

proxy_temp_path /data/temp;

root /data/www;
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proxy__store_access

FEaR proxy_store_access FF: XR...;
EONIN proxy_store_access user:rw;
R http, server, location

B BT A SR H BT AR, Bian :

proxy_store_access user:rw group:rw all:r; ]

GUSRAETE THAT group 3R all V3TAIAXRR, AT DA HI AR :

proxy_store_access group:rw all:r; ]

proxy__temp_file_write_size

TBiE proxy_temp_file_write_size size;
2RIA proxy_temp_file_write_size 8k|16k;
X http, server, location

FR il 76 J5 F MAR I AR 55 2% 21 itk B SC £ A0 i 87 2% pp IsF, A8 R 5N I I S A B 08 K7 BRIATE
T, K/WNHprozy buffer size FMprozy buffers T2 BB BINDMX R, 6B S A AT & KK/
Hprozy maz temp file size {8 E,

proxy__temp_path

HIX proxy_temp_path path [levell [level2 [level3]]]’;
2N proxy_temp_path proxy_temp; (BIRBURT -—-http-proxy-temp-path MY RIETI)
ol 9"4 http, server, location

EX—NAZ, AT FEMREIRS SR BER IR S w] DHEREE R MEM&RZ =21 H
KRR flan, fEDARELE

proxy_temp_path /spool/angie/proxy_temp 1 2; ]

(e B ST REAR R -

/spool/angie/proxy_temp/7/45/00000123457 }

BiEZ Wprozy cache path &2 use_temp path S,
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HEZE

fein

http__proxy B Z R TFE B prozy  set header F8SMIE LN EZ &

$proxy_host

RIBARS e FRRINGE, Wprozy  pass T&ELHIEEM;

$proxy_port

REARS e8I, Wprozy pass FaFHIEER), ST AIERIAM I,
$proxy_add_x_forwarded_for

A Sremote_addr ZZEW)”X-Forwarded-For” &g K AFE:, “EHZAAES DR, WREF S
K3k A " X-Forwarded-For” FE, W $proxy add x forwarded for ZE&FTF $remote addr 2L &,

Random Index

AR DURHAT 45 (/) S5ERTER, FF1E HRIPBENIES: — D S EN RS I SR AR S5, A5
1E http_index FEHEZ BIALHEL,

| }‘}\{)ﬁ{kﬁgr*@gﬁﬂ', IZESLEA N S, FREEnt --with-http_random_index_module F I T
KI5 o

TEM FATH G FERE R RS G, R E S E T,

BCE =B

location / {
random_index

}

B2

random_index

Bk random_index on | off.
FINE random_index off;
X location

J& FHBRZE R A A L o7 B P AR AR B

ReallP
IR T2 P ik A mT 3% 1 88 OR AR E Sk B A IR AU HE RIS 1
M NIRRT R, IZAEERBRIA AR, FFEIEIY -—with-http_realip_module MJENEIUHIT)EH,
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fERE BN CENEMERS, ZEREUSEERS,

=3t

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive

B

set__real_ip_from

BiA set_real_ip_from address | CIDR | unix;;
ENIN —
4 http, server, location

E X E R A IER L A a] Sk, QIFRAEE THRRE uwnix:, WA UNIX SERTREIEE, AT
ik tha] DAE ] AL FEE,

real_ip__header

[F22PS real_ip_header field | X-Real-IP | X-Forwarded-For | proxy_protocol;
A real_ip_header X-Real-IP;
TR http, server, location

TESCE KRR B, HAER A T g P ik

& ATk LAY SRR BAE A T % i o HBHERNR 1 RARYE REC 3986 #HATHEE,
proxy_protocol UK F ik EXCAH R H PROXY WGkl HAUEAE listen 5HILE
prozy__protocol ZHECRWISEEH PROXY Wi,

real_ip_recursive

Bk real_ip_recursive on | off;
ENIN real_ip_recursive off;
Hol5"4 http, server, location

GUARZFEAERR, N5 Al EHhk > —PUELR SR A stk i SRSk P Beh i real_ip. header $65E
MR — I, GRS ARIHER, W5 Al E ik — DEACA R A P st b 45 1 SR Sk B
e —MERME I
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HEZE

fein

$realip_remote_addr

TR17JEaE btk

$realip_remote_port

PRI A i ]

Referer

PR TR B TERL “Referer” Sk BUARNERTRM Mo MR, EEAIEY “Referer” ¥
HAVERIFFE RS, FIIZEIE) H A2 BRI L SRIEK, 2R Lk A AL Y as AR R R RIE K

fito IENETE, HEERARIER, MRS HATEERZIE “Referer” FE,

B E R

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

if ($invalid_referer) {

return 403;

B

referer__hash__bucket_size

Bk referer_hash_bucket_size size;
ERINME referer_hash_bucket_size 64;
4 server, location

BEAVGIHERT R D, AXREEBRRIFAEE, 1ESHBIRRO,

referer__hash_max_size

BiL referer_hash_max_size size;
ERNME referer_hash max_size 2048;
TR server, location

EEARGIHERRRIEARKRD, AREERARIVEAMER, ESHRME S,
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valid__referers

Bk valid_referers none | blocked | server_names | string ...;
HIME —
R server, location

FEEH SENE Sinvalid_referer L BBIRENTFRFEBR “Referer” 1HKLFEMH, BN, ZLEMHHL
B 17 ILEEETNX KNG,

ZEATLANT

none TERSLHERD “Referer” FFEE;

blocked TERKHTETE “Referer” F2B%, (HHAETHR KGR AHARSS S8MIFR; HHMER

TERLA “http://” B “hittps: /) FFREIFRTE;

server_names “Referer” 1R LFEAS— MRS EFEFR;
arbitrary TE N — M RSS AR AFRA—NANERT URI 8158, ARSS 28448 ATEJT KBk Es 2N
string b, fEREEES, 2B “Referer” FEMHIARSS#H;
regular BMFERNN N7, MIER, RIEKE “http://” 8 “hitps://” ZJGHISCA
expression HEATULAL,

Nk

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

REZE

fein

$invalid_referer
WHR “Referer” ERLFEAEHINRER B, MNBFRE, SNUH “17,
Rewrite

B T PCRE IENIZRIAENGE R URL, IRFIEEM, HARAMERE,
breaks ifs return, rewrite flset 5 AR IFFFACHL:
o TE server JRAI EARE A8 AT T ;
o EHENT:
— HETHK URI #2K location;
— FERRBIIOL B NI T IR E 146 2 5
— WSIER URI #ES, WIESHER, BN 10 K,
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ES
break
B break;
ERIME —
Holi9"4 server, location, if

{EIE LY FTHY http_rewrite 825,
WRTE location WHEE T2, WNHEREHE—PAHETEIX location HHESE,
iR

if ($slow) {
limit_rate 10k;

break;
}
if
% if (condition) { ... }
EINE —
ol 5"4 server, location

TERIZRABIr S, WERNE, WHITARIESPIEERRIES, FERIERIELS if 15
52 NHIEC B M SCRTRIEC B AR K,

AT DR PUMER —F:
o R WRZBRENZFREHRE07, WA,
o =" M7= BRI RS T HREITILEL

LW E, if

o A~ (KRNFILHD) 17~ (RX 2 ARVNE L) IsRAFR2E & 5 IENFRIAFHEATITAS, 1
WFGEAR] AR EH/ER, £ $1.89 AR DIEE M, EHRME 7 uaEr i~ fri-, aisRiE

MFRIEXEE Y 807 FR/F, WEEAN RIS 5 [ 58O S5,
o fERD-0 F0L BRI E ARG,
o MEF-Q7 AL SBHATRE H SRR A A
o 7 -e” FI7le” IBREARAE M. HREFFSHHER G 7E;
o fHH-x” fI7lx” BREAHE R HUT
aNIE
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if ($http_user_agent ~ MSIE) {

rewrite ~(.*)$ /msie/$1 break;

if ($http_cookie ~* "id=([";]1+)(?:;[$)") {
set $id $1;

if ($request_method = POST) {

return 405;

if ($slow) {
limit_rate 10k;

if ($invalid_referer) {

return 403;

0 #i

$invalid_referer NEZBIMEHvalid_referers 8K E,

return
=275 return code [text];
return code URL;
return URL;
ERINE —
EFx server, location, if

(R IEAFFFRAEE R code IRMMIZEE F Ui, AEARIEINNY 444 FEAAIEMANSKEIIE LT RIADERL

AIDAFEEEEM URL G TR 301, 302, 303, 307 F1 308) sRIANARSIA G FHAMARED), Mh AL
AFMEER URL A]AEEZ &, /AR, AILUREER URL $57E ARG aAM URL, 1EXME
R, REEER URL HRABIERTRE ($scheme) PR server name in redirect Flport in_redirect
BT

Ah, RIDLKARES 302 MG EEE M URL fENME—SEEEE, ZSEV LA http://. https://
8" $scheme” FRFHEI 3k, URL AIAESE&E,

HiEZ M error_page 52
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rewrite
Bk rewrite regex replacement [flag];
BINME —
EFx server, location, if

AR E R IENZRIXAICECE K URI, W URI ¥4% replacement FHFHEHEEMN T NELL, rewrite 15
LY EAEFCE S BRI 5 H00 T, FTDMER flags KILFERME— AT, 1R replacement
FRFELA http://. https:// K $scheme” F3k, KCFRFHE LR BIE E MLAR F i,

FIER flag ZEATLUZA T Z —:

last =2 1R FIRY http__rewrite 1ESHE, HITGIERES HBGH URIL VLECAYHT lo-
cation;

break (£ IEACE Y FIHY http rewrite TEREE, WA break 15%;

redirect IR (B IifG IF EE U A, ARASHS N 302; WIER replacement FEAFEHR AP http:// https:/
/ 807 $scheme” T3k, NHFEHIZSEY;

permanent IREIKAEEM, RESEEH 301,

SEEEEE R URL fRIFIER X ($scheme) PAR server name in_redirect #lport in_redirect &1
o

NGB

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;

return 403;

B2, MRIXLESELIRIE" /download/” LB, last FRENEHLA break, AN Angie KHEIR 10 (XIF
IR[E] 500 HHIR:

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra Dbreak;

return 403;

J

Q2R replacement FATHTLEFTHIIERSEL, NISCHTATIERSECR I INAE G, WRIXA AR ER,
A DEB T AT R IR RS,  DUBRR R, fian:

rewrite ~/users/(.*)$ /show?user=$1? last; }
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GUERIENFGAAXEE Y 80 F4F, %

rewrite__log

EPRIKAN AL RS [ SEHNG 5,

Bk rewrite_log on | off;
EINME rewrite_log off;

P

http, server, location, if

JE AR http rewrite LIRS

AEREEBRIE % E error log W notice ZH,

set
e set $variable value;
ERINE —
R server, location, if

NFREMZ R BEE, AR A E SR,

uninitialized__variable__warn

TREHHAR,

181 uninitialized_variable_warn on | off;
BRINE uninitialized_variable_warn on;
TR http, server, location, if

BHZ A IR R T ARG ZE R E S,

PIEBEEL

http_rewrite BEHFESTERL BT BRGRPENNE G S, XS

F R FURSATL %
fuan, 5<%

SHETH RACER I R ke, iR dnd — i Bt

location /download/ {
if ($forbidden) {
return 403;

if ($slow) {
limit_rate 10k;

rewrite ~/(download/.*)/media/(.*)\.

.*$ /$1/mp3/$2.mp3 break;
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R gy U N6 :

variable $forbidden
check against zero
return 403
end of code
variable $slow
check against zero
match of regular expression
copy "/"
copy $1
copy "/mp3/"
copy $2
copy ".mp3"
end of regular expression

end of code

WER, EiRlimit rate I82EEES, WAES http_rewrite BETEK, 7 if HOIE T —DHEIRATEL

B WMREZMFNE, NIEKETEAMEE, HEHF limit rate FT 10k,

14

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

ARSRRIENFIE AP RS — MRATIAERE S, ] DR —ME<:

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

MR 5 R0 R R -

match of regular expression
copy $1

copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

SCGI

VFRFIERIEIBL SCGI MRS5S 25,

B E R B

location / {
include scgi_params;

scgi_pass localhost:9000;
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B<

scgi__bind
7227 scgi_bind address [transparent] | off;
EUN —
Holi9"4 http, server, location

R SCGI RSS20 U E R N FE @ AR TP sk (RiESG ) K, SEUART AR S E R, RikE
of £ UM MAT—MECEIANIRAKRT scgi_bind TELHIRER, XAVFRGLENIECAM 1P HIbEFIH I,

transparent SR AT SCGI ARFSAMIHUERZMNIEAR 1P #Hlb& &, Hlan, MNFEFumIIESE IP
Hudk

scgi_bind $remote_addr transparent;

T HESEER, EEBEELUEI T RIZTT Angie TAEERE, 1€ Linux ENARFEZE, KUEE
ET transparent S8, TrEHRBRESMNTEHEN. R CAP NET RAW #E

O HE
B AC B R R DA ECR B SCGI RS s M4 i &

scgi__buffer_size

B scgi_buffer_size size;
2RIN scgi_buffer_size 4k|8k;
Hol9"4 http, server, location

BT B SCGI ARS5 as B R Ma 7 55— 8 73 AUZR M DR IN, IX R0 0E 5 35 — /NI R 3K o BR
VMBI, ZMPX R NET—PAFIH, X2 4K 5 8K, BIRBERT PG, BARDUHIZERE /),

scgi__buffering

Bk scgi_buffering size;
ERIA scgi_buffering on;
T http, server, location

JE FHERZERI M SCGI ARSS A& [2 Wi Bz 2% it
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on Angie RURM SCGI AR55EFE MmN, F R HARE R Hscgi buffer size
Mscgi buffers FaVBRIGPIX AT, W1 SLELANIE RTCTE 2 B ANNAE, TUER > Me
M) ARE 2R BB temporary fileo B NG SXHEZ scgi_max_temp_file size
fMscgi temp file write size 8 B,

off Wy Bz DA R 25 75 A% 8 20 % F i, S BIAE R B IN £ 3%, Angie A= ZIHM
SCGI ARZ5#8HCEE MR, Angie — R MARSS 25 AT DARE W A £ B B KR/
Hiscgi buffer size ISR E,

2% (it A] DAJE I R ” X-Accel-Buffering” Wi i Sk B HZ I8 yes” B no” >K/8 FHEEEH, HeIhRERT DAGE

Fscgi_ignore_headers ¥65EMH,

scgi__buffers

Bk scgi_buffers number size;
EONN scgi_buffers 8 4k | 8k;
T http, server, location

BT M SCGI AR5 2 B S A 2 X BRI DS, B BN
BIANBI R, ZMXANEFEFT—DANFIH, X2 4K 5 8K, BAEIRTFA,

scgi__busy_ buffers_size

Bk scgi_busy_buffers_size size;
EONIN scgi_busy_buffers_size 8k | 16k;
X http, server, location

Hbuffering M SCGI MRS5S deAIMA N 5 FII, - BRI AT DA TFRea R A A 258 P mA it X R SR, Al
R 7 A R S8 2 R, S LRI, HARAG G X AT DA TSR BA R, 0 S IR 8 0 i 7 2% 1o 2 g
St

ERNEDLR, KANZscgi buffer size Mscgi buffers F6BE BRI XY K/ NR

scgi__cache
K scgi_cache zone | off;
EUN scgi_cache off;
kP http, server, location

X T RAFHISEE AN X, MIREIXIRAT DAE 2 M T . S EMER S22 &,

off ZEH BT — DL B SGIARR Z 7
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scgi__cache_background_update

[E27S scgi_cache_background_update on | off;
A scgi_cache_background_update off;
R http, server, location

VIR S IR IRIFERN, Ealia 6 18R LERNZRF I,

A EE
TR, DU 1 BRI A IR R A7 N,

scgi__cache_bypass

HIK scgi_cache_bypass ...;
ENN —
4 http, server, location

T XA MGRAF FHIRIUM N 25 AR FAFERSBIIE D — MEANNEHAFT 07, WIS 2 MEAF

HRER:

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

scgi_cache_bypass $http_pragma $http_authorization;

A PAS scgi no cache 82 —AFHH,

scgi__cache_key

HIL scgi_cache_key string;
LN —
4 http, server, location

X RAFHIRE, Blan:

[scgi_cache_key localhost:9000$request_uri;

scgi__cache_lock

Bk scgi_cache_lock on | off;
A scgi_cache_lock off;
T http, server, location
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R, KR ARV — Nl SR — RIEFE M scgi_cache_key RMRRBIIRAFILR, JTITARRIEREE
%5 SCGI HR%5n. [F—RAZTRENHAMIE RO ERENn S HINTE R A P E R T RN EFRRN, B
Bllscgi cache lock timeout 18R BRI RIA1E,

scgi__cache_lock_age

Bk scgi_cache_lock_age time;
2KIA scgi_cache_lock_age 5s;
o4 http, server, location

ERAGIEL SCGI M55 as Fl THEFEMRAF T RIVRIG — MIERESEE N MARSENK, eI PAER SCGI
MRS5 s A H— N TEK,

scgi__cache_lock__timeout

B scgi_cache_lock_timeout time;
A scgi_cache_lock_timeout 5s;
Hol9"4 http, server, location

Hscgi cache lock W EEI, ZHNRIZNAN, EREGEEIBS SCGI IRS5EE, (EINKEAZWELT,

scgi__cache_max_range_ offset

Bk scgi_cache_max_range_offset number;
EUN —
ETFX http, server, location

NFIEEEREE T TSR, MRCEE L mEE, NYEEEREREES SCGI iRssds, MR
NPT

scgi__cache_methods

Bk scgi_cache_methods GET | HEAD | POST ...
2RIA scgi_cache_methods GET HEAD;
R http, server, location

WERE P iE KT IR E RS EI Y, WImMBE#R 7, “GET” 1 “HEAD” JiiEta& e inzls| &,
REBNIAMTEE T, B Wscgi no cache $68%,
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scgi__cache_min_uses

FENCR scgi_cache_min_uses number;
2RIN scgi_cache_min_uses 1;
R http, server, location

R BLAEN W 5% A7 Z AT KRB

scgi__cache_path

Bk scgi_cache_path  path  [levels=levels] [use_temp_path=on |  off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [loader_threshold=timel;
KA —
ETFX http

REERFHIREMHEMSEY, RPBIRAEE SR, ISR cache ey R MD5 BREHY
4R,

levels ZEUE N TRAFNZER, M1 F|3, BMEREZE 182, Hla, EATERES:

scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

AT PRI R R

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢ }

RAFMARL T N— DRI S, RIE %R E A, IR SRR A A] DURTERRIFSC RS b &
M, WEER, EXMERT, XIFREM N RGEEHRIM AR EEAEM SR, K, IO
RERINCE, RAFAF RN SRR H SRR R — SRR SE L

I S H SR EET use_temp_path SEGLEM,

on RS E WAL E N on, NPEAE A28 %€ location iﬁﬁﬂ"]scgiftempﬁpath
B ATEE I H 3%,
off w1 BRI A7 H 5k,

AN, FrETESIEAEIR G BT EE — M EEANEFEX I, HAF A/ keys_zone SEIECE, —
IRFI XA DAFAEREZ) 8000 M,

£ inactive SEFEE I RIAAR T M B FEIRIGE MNRAFHRBER, mAE e,
BRINET, inactive LB N 10 7351,

3.2. &I, &% 227



* Angie
Software

RFER, 4 1.9.1

—NRIRE S PLET IR I B R R/ MR XU R GE BRI IS R], /v e T 22
AR, ERBREDEIEE AR, BdEz DOE 7T AR,

max_size BRARZFRN

min_free BN RS E /MR 23

manager_files FRAITE— ISR A ZMIFRA I E £
BIAME: 100

manager_threshol FR— ARSI [H]
BRIAE: 200 ZFD

manager_sleep BLEIARZ AR 12
ERINME: 50 ZF)

£ Angie BaNEHT—0%h, RREY FAPMBSHEBIIS . CREMEE X RGHRITCAT A7 FIEHER
5 RN &7 X I8, nE 2 DOE AT s THY,

loader_files FR I — MER A ANE I H £
EIME: 100

loader_threshold [FRill—/MEHFFEHH]
BRIAE: 200 ZF

loader_sleep Bl E IR Z A E
ERINME: 50 ZF

scgi__cache_revalidate

[F22FS scgi_cache_revalidate on | off;
A scgi_cache_revalidate off;
Hol9"4 http, server, location

JE A " If-Modified-Since” #1”If-None-Match” Sk EHY 4 PFIF SRR B S U 2R 177 T,

scgi__cache_use_stale

X scgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ..;

A scgi_cache_use_stale off;

X http, server, location

WEAES SCGL AR5 Al {E I Al DAE(I R E O T 68 A IR R RL, $6 SHIZ S scgi_next_upstream
RIS EAHITAL,
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error ERTCTRIE RS EIA KT SCGI ARS5ds, WAL vF i FIE IR A7 R,
updating WONSEL, SOV I A 22 A M S A SR B TEAE O T, IX AR VFAE R R e

I/ MEXT SCGI ARZ5 2 B 517,

{58 PO S 2R A7 M Lt ] DAFE RIS Sk B R, e i i 28153 e S VPRI A 8

o "Cache-Control” SkFEXHY stale-while-revalidate 3 FB 0 1E EL 24 R4 58 87 I {5 O HA AR 25 72

e 7Cache-Control” Sk stale-if-error ¥ & AIFAE & A S5 1R N6 FH 3 BRI S 12 0 B

O ik
RSP T HERTELS S

NT B/ IMEAESEFERT R AF LRI SCGI iS5 asiIViml, "I BMEM scgi cache lock 6%,

scgi_cache_valid

Bk scgi_cache_valid [code ...] time;
EN/N —
TR http, server, location

NSRS B AR BB R A7 IN TR, BilgH, DAUTR4E<

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

FNE N ACED 200 F1 302 IRE 10 DRI, NN AIRES 404 RE 1 2B%EF,
PIEY=Ei=yret2yeding ]

scgi_cache_valid 5m;

NN ELE 200, 301 F1 302 MR,

AN, FTAEE any S8 A AF (AR :

scgi_cache_valid 200 302 10m;

scgi_cache_valid 301 1h;
scgi_cache_valid any im;
O #&ik

ZAF ISR A] DIERAENN KRR E, X Teds TR SR E IR A7 H
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e "X-Accel-Expires” SkFERDARY N SAALIR BN (R EIN A, FAEZEHMIR 27, GIR(EDL @ |
LTk, NI ENG R A] REM R AFRIZE R N ] (B Epoch EHIFIED.

o GNERSLHFAEE"X-Accel-Expires” FE, MR PATE”Expires” 8¢”Cache-Control” Sk FEHILE
RAESH

o WAL E"Set-Cookie” FBR, ML AR EA T

o WFSKHEEREREN* B Vary” B, WZWAN NS PRAT. MRS HAMER Vary”
FBL, TZEN R TR R AT SRSk 7 BOR TR A7

Efu@)ﬂSCg??iignoreiheaders R B F A IX L i Sk B2 — B 2 AL EE,

scgi__connect__timeout

181 scgi_connect_timeout time;
2RIN scgi_connect_timeout 60s;
X http, server, location

XS SCGI IRSs asd IS RATEIN IR, FETFAR, BN RS T REEd 75 .

scgi__connection_drop

Bk scgi_connection_drop time | on | off;
2RIA scgi_connection_drop off;
X http, server, location

TEAPEARSS SR PR INAH 8t reresolve EREBRA P 7> DELETE FRICAKARATHG, JEHZ ISR
fR55 aRHI A%

FEACERZE Pl A R AR S A A B — DLl FFR, BRI,
&E time JAFERLILEN; REN on IN, SR RIBMITIT,

scgi__force_ranges

[E=2FS scgi_force_ranges off;
2RIA scgi_force_ranges off;
X http, server, location

JERIXT SCGI IRS5 as IR AF FIARGEAZ WM A7 VB SRy, TANEIXLENI R H1 ) Accept-Ranges” T,
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scgi__hide__header

FEaR scgi_hide_header field;
LN —
R http, server, location

EINEMT, Angie AR SCGI MRS #MWA R Y Status” F17 X-Accel-..” kFERIZIBHE
Uiio :samp:‘scgi_hide_header FELWE N WALEN M FE, MRFEALVELETE, WA LA

) e A
Flscgi_pass _header 8%

scgi_ignore__client_abort

Bk scgi_ignore_client_abort on | off;
A scgi_ignore_client_abort off;
TR http, server, location

FAAE 420 U CE S N N O AT, B RS SCGI RS aivikiz.

scgi_ignore__headers

JF22FS scgi_ignore_headers field ...;
LN —
HSl5"4 http, server, location

ZRMGHSRE SCGI ARSSARAIFELEM N L7 By, Al DARIEHY 7B 4G " X-Accel-Redirect”. ”X-Accel-
Expires”, "X-Accel-Limit-Rate”, ”X-Accel-Buffering”. ”X-Accel-Charset”., "Expires”, ”"Cache-Control”
”Set-Cookie” 1”Vary”,

IR BEE A, XL ERAALBEARE A DU AR :

e "X-Accel-Expires”, "Expires”, ”Cache-Control”, ”Set-Cookie” F1”Vary” BB 2% (7 FISEK;
o "X-Accel-Redirect” H#ATXHEE URIL BIAHES EEA;
o "X-Accel-Limit-Rate” 18 B Ml A% i 515 7 it ) 1R 2 B
o "X-Accel-Buffering” J& FE{EE A 5 A9 2% 1 5
o "X-Accel-Charset” 5 &M Y EABE 71755,

—  x IBE

* scgi_intercept_errors on | off;
-« BME

* scgi_intercept_errors off;
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- % EFX
* http, server, location

i 2 75 MRS KA F BT 300 1 SCGI MM AL IBLAR i, BEEEIFEEME] Angie HT4E
M, FHerror page 8%

scgi__limit_rate

1Bk scgi_limit_rate rate;
FINE scgi_limit_rate O;
ERx http, server, location

BRAIM SCGI ARG AN DR, rate PABFYFI N HAL, FFHATDAREE R,

0 SER R R

0 #i

BRAIZALIERILER), KR Angie FIRHTTFMNE SCGI IRSS aRfUERE, NEARRRZEE R
HRIPIfE . ZERFIAER A SCGL ARG5S AR AT buffering NA R

scgi__max_temp_file_size

[E27S scgi_max_temp_file_size size;
BRINME scgi_max_temp_file_size 1024m;
X http, server, location

M JaH SCGI ARS#3MA N 1Y buffering B, GNSRFEANMAN TCIEIE S B scgi buffer size flscgi buffers 8%
WERZZMX, MR —#8 5 AT UERAZ RGN S, RSB IRN SRR AR D, —IRE Al
ISR KN scgi temp file write size FaF B

0 5P e 2 2% B S

O w#ik
IHERR A ANE F TR R A7 B A7 A AL IR L
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scgi__next__upstream

(=275 scgi_next_upstream error | timeout | invalid_header | http_500 | http_503
http_403 | http_404 | http_429 | non_idempotent | off ..;

EME scgi_next_upstream error timeout;

X http, server, location

TR ELEMAEN N IE R NAEBELS upstream pool R R — ARS8 :

error

timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TES ARG AT IERE . (R IETE KBRSk IN A2 AR FE 1R ;

TES ARG BRI IR, AR SRS E I B Sk N & A i

AR5 AR | 1 ZS B TCRUE IR Y ;

AR 55 aIR A T ARASES 500 FYMA R ;

AR5 2R B TARASED 503 R0 N ;

AR S5 AR B T ARASHED 403 FRIMA N ;

ARS5 BIR Bl TARZSHY 404 FAME R ;

AR S5 AR A TARASHS 429 FNE R ;

EE, WA RS FERER (POST. LOCK. PATCH) fEM) LIRSS 2R &IXIE K
JERSAEIBL T — RS o HOETAR = I 2RIE K
SREIEREIBLA T — MRS 28

O ik

NIER, RATEMARAZR PR OSERNER, ARERIEREERS N — MRS 8. a2, WRE
Wi . A i R R AR SR IR BN, NITEIRETIE R,

BRI LT 2N S RS Al G R ref: DRINZIRX <maz_fails>o

error

timeout
invalid_header
http_500
http_503
http_429
http_403
http_404

IREPAN AN ZIK, BMETESR SPoRIEE

{XAEAE L FRaE A A BRI A 2

FKIZA AN I HI ZR

REERBIBL N — D IRSFa AT RER 32 EN 2 LUREL TSR] FIRRH
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scgi__next__upstream__timeout

BiE scgi_next_upstream_timeout time;
BRINE scgi_next_upstream_timeout O;
R http, server, location

BRAI AT AMEIBELS T — 1 ARS5asH9IE KA AL,

0 KA RR ]

scgi__next__upstream__tries

7237 scgi_next_upstream_tries number;
EINE scgi_next_upstream_tries O;
kR http, server, location

BRARERAZIEL N IS5 aATA] REZIR AL,

0 K A IR ]

scgi__no__cache

Bk scgi_no_cache string ...;
LN e —
NS94 http, server, location

S SCAEATRE DL NI RLRE AN SORFRIRAF, MR FIFERS I ZE D — MENNZEH BAFET 07, M

R R RAT

scgi_no_cache $cookie_nocache $arg nocache$arg_comment;

scgi_no_cache $http_pragma $http_authorization;

Al PAS scgi cache  bypass 65— {FH,

scgi__param

X scgi_param parameter value [if_not_emptyl;
BOME =
HSl5"4 http, server, location
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RENAE#ES SCGI RFAHISE Er] IS SOR, LR H IXEAR AL L HITZABIR A E X

scgi_param FEHIE LN M E— LB LE K,
PRfE CGI NS & NEY SCGT kiR, 152 W& R scgi_params SCfF:

location / {

include scgi_params;

WRFEL S if _not_empty —EHEE, NWMXHIZSEIMENNEN, A RHZSEEBRIRS %

scgi_param HTTPS $https if_not_empty;

scgi__pass
BiE scgi_pass uri;
EINME —
R location, if in location, limit_ except

I E SCGI RSttt HuhknT DTSRG AIA4 8L TP sk, DAR —alid s :

scgi_pass localhost:9000;

AR E NI uwnix ZGHEHE SRR UNIX BEZ 7KL

scgi_pass unix:/tmp/scgi.socket;

1

QIR DRB TR Z Dbk, WPR DR 75 e, o, Mtk n] DUREE M55 a4l ansRpE A

TH, WARESH ST, MR, BHOHNE RS S EE 5 o

SEUER ISR, ERXAEOCT, WARR IR A, WA ERIRAIRSS sl H R % AR,

BARERE], WAEH resolver HHE

scgi__pass__header

Bk scgi_pass_header field ...;
ERINE —
4 http, server, location

FVFRRE SCGI IRS5 aei E NIHZEH] B3k 7 B & IB2a7% F i
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scgi__pass__request__body

[E27S scgi_pass_request_body on | off;
LNz scgi_pass_request_body on;
R http, server, location

BRES K FEEIE RIKE L SCCI RS 48, BiESWscqi pass request headers 8%

scgi__pass_request__headers

[E2FS scgi_pass_request_headers on | off;
EME scgi_pass_request_headers on;
TR http, server, location

BB A R ATE RISLFE ML IRLS SCGI IRSS48. B1ES Wscgi pass request_body F6%

scgi_read__timeout

181 scgi_read_timeout time;
LOWINIED scgi_read_timeout 60s;
X http, server, location

TE XM SCGI ARS5 a1 H M 7 AR RE I IR 1R] . N (XL ISR BER A Z [AIRE, AR B X B AN
A&k, IR SCGI MRSFARTELLIN RINTA R EMINE, WIERR KA,

scgi__request__buffering

[F22FS scgi_request_buffering on | off;
EINME scgi_request_buffering on;
kX http, server, location

J5 P BB 25 P 0 1 SRR 2R3

on FERFERAIEF] SCGI ARS5ae 2, MBI BN ERIR,
off TERIAERIIN LR IX S SCGI RS5aR. FEIXMIGILT, R Angie EETTYA
RIETERE, NWIERICIEERS MRS58,

SEEM HTTP /1.1 B gmtd 2R IR ARTE SRR, TCIRTEEAA], TERIMER S Bk,
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scgi_send__timeout

[E27S scgi_send_timeout IN[H];
2RI scgi_send_timeout 60s;
R http, server, location

B SCGI RS5ast& i KAV, BREM MESN T HRIEZ IR, MARHNEMERIE
. QISR SCGI MRS ASAE ML A A ARIZUCEMEMT AN, MBERSRF B,

scgi__socket__keepalive

Bk scgi_socket_keepalive on | off;
2RIA scgi_socket_keepalive off;
4 http, server, location

BLES SCGI ARSS 4 UEZERE " TCP keepalive” 174,

" BIANBIT, BRIERGHEENERTER

on NWERFITE SO _KEEPALIVE BT,
scgi__store

Bk scgi_store on | off | FAFH;

2KIA scgi_store off;

EFx http, server, location

JE RRE SCAFOR A7 2 AL

on BRIE 5184 alias Broot XN BRI SCAES
off B R

XA DB T AR 74 e R E:

[scgi_store /data/www$original uri;

SCPFEME LN TRARFEHLEI K" Last-Modified” MR kBRI E, WIN B /5 A XF, RJEEMZIZL
1o IR SCAFAIRE AT 1 AT DABE AN R SR 2R G b 2R, I TR, TR LR, SR AE M N S R SE
Z R, AR B B B a4 R IR, B BSOS AT E /Y location, BRIFHISKAFMIE scgitemp._path
TR BRI S B RIRAER — SRS B,

IHeAE < A HI T AR RS AT E R A R, il
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location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

scgi_pass backend:9000;

scgi_store 5

scgi_store_access user:rw group:rw all:r;

scgi_temp_path /data/temp;

alias /data/www/;
¥
scgi_store__access
Bk scgi_store_access F/: BUBR...;
EA scgi_store_access user:rw;
kP http, server, location

B QIR RSN B SR BT AR, il :

[scgi_store_access user:rw group:rw all:r;

WERFETE 7T group 8L a1l VilIAXER, WIHTFAER AT DAE S :

[scgi_store_access group:rw all:r;

scgi__temp_file_write_size

Bk scgi_temp_file_write_size j(/J‘;
BRIA scgi_temp_file_write_size 8k|16k;
Holi5"4 http, server, location

FRAILE/S M SCGI AR 55 75 2l N SR A e B 2% (R IS, — RGN I I S B9 EE KD ERINIE
MR, K/WNHscgi buffer size FMscgi buffers 152 EBIPDRMXBR I, B SCAFR R K KN

Hscgi _maz_ temp_file size B E,
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scgi__temp_path

(=275 scgi_temp_path B&1Z [levell [level2 [leveld]]];
A scgi_temp_path scgi_temp; (B{1RHURT --http-scgi-temp-path MEIEIN)
R http, server, location

EX—DEZ, ATHEEMN SCGI RS SEEIRIImN S fF, I PMEfEE HR MERRZ =R HXE
Ko BN, fELATRECEH

scgi_temp_path /spool/angie/scgi_temp 1 2;

(e S A AT REFR L RAGIXAE::

/spool/angie/scgi_temp/7/45/00000123457

HiEZ Wscgicache path F62H use__temp_ path Z%L,

Secure Link
REHL TR ETE SRR BN, R RIRRSZARER50], FERR SRR A dn & 1,

TR BERE R SIS HEALE SR A2 B R AR S A E AT O T SR TR A ER I IE, QN RBER A A IRV A
W E TR, NZEEEAd N, XEARRE ARSI Ssecurelink ZRHRTH,

IR AP IR ER R, BB — MO secure link  secret 82 R, FATREIE REEREIE L
AR AR IR R 32 R, 88 —ApBIEI secure link Mlsecure link mds 6% JRH, HH
T RR )z i 2 din JET HH,,

4 }‘}\()E{Jﬁﬁg*@@ﬁ, Jlig =82 NN A= S VA o5 --with-http_secure_link_module F RIS FH
1k E BN CENREOMEGS, SR ESEaES,
<

secure__link

181 secure_link %%ﬁfﬁ,
EINME —
R http, server, location

EX—NEEERITATH, HT SR EBEREARRAE R A 4 & 1.

RIXA P A RIE R 518 RMKE; TES 0 N HEARAl,

MFRFER R B AR IR FIE S B securelink_md5 F5E XEIFHRA MD5 FEF EHEAT HLA
ERFIERI AN, W Ssecure link LB EN T TAT R, WIERMGRFIAHR], WIS RERZRIEaE .
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N SRR A BRI B BN R Ead i, W $secure link ZRBMHZE N 0, B, EHIZEN 1, HK
HfEERY MD5 BBF{E DL base64url Zwfl,
QN ERAE R A A PR AV AE ay B A, S HAR R BLE 2878 (Thu, 01 Jan 1970 00:00:00 GMT) DCRIIFVECR B, 1%

EEREIAHIEE T MD5 B 25, HLAUES 28R, 15 K& SR A B PTEIS $secure link  expires
BEH T secure link md5 8%, MWRARIGEHARR], NI B A TCRRI A a8 3,

secure_link_md5

Bk secure_link md5 FRIAT;
N —
kX http, server, location

EX—NRIXK, H MD5 A ER B 51K PSR [EA T AL
RISAM U EHERE R BRI — MR, (EREREA AR A Y], RiAEN

& $secure link exrpiress
RT BRG], IR AEE—EXTEPWIMER, FIa0E bR e gk,

P

location /s/ {
secure_link $arg _md5,$arg_expires;

secure_link_md5 "$secure_link_expires$uri$remote_addr secret";
if ($secure_link = "") {

return 403;

if ($secure_link = "O") {

return 410;

827 /s /link?md5=_ e4Nc3iduzkWRmO1 TBBN Ywérexpires=2147483647" BRI 7 X% Fi 1P ik
127.0.0.1 B9 /s/link” BT, IZBEHEHMARKEME, E2 2038 41 H 19 H (GMT),

f£ UNIX b, AJDUER DL R @2 3RE md5 1ERSEUE:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =
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secure__link__secret

Bk secure_link_secret PAIdA;
BRINME =
ETrx location

X —ME IR, HTRETE SRR A,

TR BERERY 5228 URI W RS

/prefix/hash/link J

HA hash SN EEFIALE BIRIEREM TR MD5 IR I +H/N#ERIRIR, prefix BIRARHLAVERFAF
o

ANEE KRR T ES AR, W Ssecure link WEMZENMIER URI FREIEER, SN, Sse-
cure_link ZEEPIZ BN TR,

/I

location /p/ {

secure_link_secret secret;

if ($secure_link = "") {

return 403;

rewrite = /secure/$secure_link;

location /secure/ {

internal;

1EK” /p/5e814704a28d9bc1914ff19fa0c4a00a,/link” RN HEE E [A1F]” /secure/link”,

f£ UNIX _E, wJ RO AT S RBU R GG A -

echo -n 'linksecret' | openssl md5 -hex }

HNETE
$secure_link

HERER A AR, BMEBR T RTER R EE
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$secure_link_expires
TEIESRAMRIBRIVREZRYAE o B A T securelink md5 $6%%
Slice

PR N IESR, RIERIFD N TIER, BDFIERIBREREEEERIRN, 2 g2t 7 EAU
AR B 28 A7

4 MIRIURDATEERS, FRANEOL P AR, BFREEY --vith-http_slice_module MIEEIN/S
Ho

ek A BAeENUMEGS, ZRRESERET,

B E R

location / {
slice im;
proxy_cache cache;
proxy_cache_key S$uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

FEMORBIFR, WS EIDN 1 IRl =AY A

i
slice
FEaER slice size;
BRINE slice 0;
EFx http, server, location

REYIR IR B EE RN 7 B YT A

A &S
TR, ([ERATEESB0d 2 AR T RE X,

N TAEFIERIREI A FRAITEE, iR Sslice range ZERAEN “Range” 1 RKLFBRILIHA IR 350
WEREM T %07, N Sslice range BSINBIZEAFHE A, FFRLE A APIRZSES N 206 BN HIZRAF
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HEE

fein

$slice_range

PAHTTP = yaE #XFRRYFIRTERE, Bla0, bytes=0-1048575,

Split Clients

T A/B A, B228e R AT s MR ZR — B0 2 P I B 2 — DRSS AR A E, [FIRPRF AR
73 B H AR T 7 =

BB RHI
http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
* nn ;
¥
server {
location / {
index index${variant}.html;
B

split__clients

B split_clients string $variable { ... }
EIME —
X http

BEIER string QIE— $variable; string HINZ BHCE R, FHERWIER, REHEBAEIE N
Svariable FIFFY B,

WA PREUE R MurmurHash2 (32 i), HEEAMEVERE (0 F] 4294967295) 2 H BB 2, J
I3 BLORGE TR RN JEECRF (%) AIAIRIE SRS ; P 1E HAAT 2 SN G 7 (B L 9 Hod g U1E,

— R

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

* DO g

Eﬁ%, EEm $remote_addrAAA FRIRIGEFRES AR
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o {H 0 %) 21474835 (0.5% BIFEAR) 774 .one
o {H 21474836 F| 107374180 (2% WIFEAR) 774 .two

o {H 107374181 %I 4294967295 (FrAHAME) =4 v (—PZBFHRFEH)

SSI

R NS IR, A TCEES BRI AR SST (RS deum i) and,

B B B

location / {

ssi

#
}
e
ssi

=275 ssi on | off;

LOWINIED ssi off;

TR http, server, location, if in location

J& FHERZE R R A SST < AIALFE,

ssi__last_maodified

BiL ssi_last_modified on | off;
LOVNIED ssi_last_modified off;
R http, server, location

FUVFLE SST ALPRISFE A R B R 46 ME B A1 ) " Last-Modified” Ske7Eg,  DAMBE TR 2217,

BINEILT, KFEBREPIEER, ROV A ECHE R #iEk, ATt &ah AL TR 5 R

VRS YA R

ssi__min_file__chunk

Bk ssi_min_file_chunk size;
FINE ssi_min_file_chunk 1k;
kX http, server, location

BB EREEE B AR ER 7 BB RV, IZRINTAR, - sendfile ZIXENTRATE XK.
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ssi__silent__errors

FENCR ssi_silent_errors on | off;
BRINE ssi_silent_errors off;
R http, server, location

AREH, £ SST ACFHHAA A AR5 IRI, KHEEH " [an error occurred while processing the directive]”
TR ER

ssi__types
Bk ssi_types mime-type ...;
ERINME ssi_types text/html;
4 http, server, location

JERXTEATEE MIME BURINAN AR SST anHIALE, BRT text/html, REFRM(E™*” PLACET MIME

ssi__value_length

Bk ssi_value_length length;
EONINE ssi_value_length 256;
HSl5"4 http, server, location

ZHE SSI L SHIERRAKE,

SSI &%

SSI a4 BA LA E A%

[<!--# command parameterli=valuel parameter2=value2 ... —-->

XFFLAT a4

block

TEX DA DMEN include a2 RRIFEREER RIS, BRa] DIELEHAD SST i, ZmL BA LTS

name

BRA4FRo

I
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<!--# block name="one" -->
stub
<!--# endblock —-->

config

WEETE SSI ACBHHARfE I —Le 2%y, B:

errmsg

£ SSI ACERM R K AL R IR Fy U P 7F e BRINIEOLT, Mt DU A5 R

[an error occurred while processing the directive]

timefmt

&IE4 stritime() BREHIRSAFATER, M T HIAMEE, BOAMBOCR, (AL Mg
%A, %d-%b-%Y %H:%M:%S %Z”

"%s” KR IIE G PARD hy B I T

echo

M ENE, ZaBEUTNSEC

var

15t

B AAR,

encoding

77 1%, PIRERY(EEIAE none. url Al entity,
ERINEH entity,

default

— M ERIESEL, WEEZRARTE N HE TR, BINREH (none), &<

‘<!——# echo var="name" default="no" -->
DAL A
<I--# 4if expr="$name" --><!--# echo var="name" --><!--#

else -->no<!/-—-# endif -->
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if

PITHRAEE, XFRATWL

<I--# 4if expr="..." -=>

<!I-—-# elif expr="..." -=>

<I--# else —-—>

<!I--# endif ——>

SRR —BIRE, B U2

expr

KR, FEAA DR
. BRAFIEIER

‘<!——# if expr="$name" -->

o TWERE5ORILEL:

<I--# if expr="$name = text" -->

<I--# if expr="$name != text" -->

\

o BRSEMFIEKALE:

<I--# if expr="$name = /text/" -->
<I--# if expr="$name != /text/" -->

yi

Q2R text HLEZER, WRBHENIE, IENFANA] DS ERMARMa AR, MEn] a2 &

fEH, Bilan:

<I--# if expr="$name = /(.+)@(?P<domain>.+)/" -->
<!--# echo war="1" -->
<!--# echo war="domain" -->

<!I--# endif ——>

include
BrR—MERNERBE SRS, ZaTEAU TS
file

e WERIs:, Biln:
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‘<!——# include file="footer.html" -->

virtual

faE BB RIER, Blan:

<!--# include virtual="/remote/body.php?argument=value” -->

1

fE—T1 FHEEMZNER, HAME FastCGI/uwsgi/SCGI/gRPC ARG BFIFATALEE, 4N SR =5 S5 Ab i,

NINAFE A wait S5,

stub

—MNMEFRESE, AR EIEREE IO EARBE R B R & A B RN R A B, 4

<!--# block name="one" -->&nbsp;<!/--# endblock -->

<!--# include virtual="/remote/body.php?arqument=value” stub="one" -->

BN AR ETE R BNk,
wait

—MNEESEL, FORTEARS: SST AL Z RIS RFIERFERT7EM, Bilan:

[<!——# include virtual="/remote/body.php?argument=value"” wait="yes" -->

set

—MNENESEL, TERRIERCER NSRS NeE L&, Fln:

<I--# dnclude virtual="/remote/body.php?argument=value” set="one" -->

M W7 ) e R RN subrequestoutput buffer size 18R E :

location /remote/ {

subrequest_output_buffer_size 64k;

set

RETRIME, ZaSAEAN NS
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var
LR,

value

TEE, MRHEPESEE, WIBERENE

HETE
$date_local

MEIRE (ARHIE X)), ¥3H config M2 timefmt SEOLE,

$date_gmt

LRINE (GMT), ¥RE config MFH timefmt SEXE,

SSL

fefit HTTPS FriRHIscH,

4 MNIRAHAT R, IRIHER I ARG ; Rl --with-http_ssl_module MJEIEIE o
£ BN EEPREMBG S, 2B S A,

O =HHE
HAREEHREEE OpenSSL .

B E B
NT RS T, I
o R LI ECE WE VARSI,
o JERRFRER,
o ERILE KRR,
o EHNE RIE%AT,
o FFATREMANZIE A=A ] (BRI 5 208 :

worker_processes auto;

http {

# ...

server {
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listen 443 ssl;

keepalive_timeout 70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5 ;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B2

ssl__buffer_size

Bk ssl_buffer_size size;
ENIN ssl_buffer_size 16k;
kX http, server

BB AR TRBARAT IR IX RN,

BOIANEIL R, &I/ 16k, 30 W& IERMIR I AR/, N 7 BR/MEE IR T i,
NRERTRER A ZERY, H0:

ssl_buffer_size 4k; J

ssl__certificate

Bk ssl_certificate file [file];
RN —
EFx http, server

feE g RSS20 PEM AFFUEH X MF, WERFEIEEHRUES, FRT EUES, RAER— X
FZIRLA AR E . EIEBAERT, PRIEBEF. o] ER—XFHiE PEM IR,

AT DAZIRIEE, PUINECAFEZERATIES, B4 RSA F1 ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 BCE EMRASHF A FIEB A IERHE, ERIHMAT, e H —MEF8E,

O m%E
e OpenSSL 1.0.2 B mARAN, "] AESC S A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

B, #HZEERE SR SSL B TRARRBIES, XATRESMERE A U m R,

] AFEEH "data: $variable” SRAFE file, IXS ML BEAINEIES, MAFRMFHPBR S, EER, Y4
EHHIEEATRER T R L 2RE, PR RIS N H S,

O H¥

REILERRZ, BT HTTPS MHXAIRA], HTRAREIREERSE, RIIRSS SN TS FEE) 1P
Hodk,

Added in version 1.2.0: S0ERJGH T ssl_ntls, WiZIaS2 0] IEZH NS (BHNZEZ IS FINEER5)
MmAE—1:

listen ... ssl;

ssl_ntls 5

# W NTLS if 4
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T L5 EH RSA L H — R A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;
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ssl__certificate_cache

FENCR ssl_certificate_cache off;

ssl_certificate_cache max=N [inactive=time] [valid=time];

PRINE ssl_certificate_cache off;
X http, server

XM T S R B IEE R SSL IET FIRAY BI%A7.

ZIER SR AN S
o max —IRBERFTITRIBAIE, REFGEN, &OFEH (LRU) KITREPIEER,
« inactive —REMEZ KINFIARVIFEHEIRICR, BIAMEN 10 F,

o valid —fEERFILRBPONNEROF ] EE MR E, BOIMEN 60 £, @ HRE, e
EHT B E BT R IE,

o off — %7,

zZN /1

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

ssl_certificate_cache max=1000 inactive=20s valid=1m;

ssl__certificate__key

[E27S ssl_certificate_key file [file];
E/UN —
R http, server

fRE 4 RSS2 PEM MRS I,

O HE
TEfEH] OpenSSL 1.0.2 B S RRAR, 7 ITEX 4 AL &,

A] DAFEEH "engine:name:id” SRAFE file, XMIEEM OpenSSL 5IEAFRME BT E id FIFATH,

A DHEE(E data: Svariable” KAV file, IXRMNERAFMEFAH, MIETEMPRSCAH, HER, 4
(ER TR RTRER TR Z 238, B RARIES A5,

Added in version 1.2.0: ZNRSFH T ssl ntls, WIZFED0ILAIEZNNSE0 (AR ES 2 NS 7))
mAE—"1:

3.2. &I, &% 252



* Angie
Software

RFER, 4 1.9.1

listen ... ssl;

ssl_ntls 5

# W NTLS if
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# A5 ¥ M RSA EH — A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__ciphers
Bk ssl_ciphers ciphers;
2N ssl_ciphers HIGH:!aNULL: !MD5;
Holi5"4 http, server

feE BRI BN HEMF L OpenSSL FEFERAMTEE, Hlan:

ssl_ciphers ALL:'!'aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP;

FRFIRIUR T CZEER OpenSSL hRA, RJLUER openssl ciphers i EHTEEAIK,

A TR
LfHEF OpenSSL B, ssl_ciphers &% * £~ * BLE TLS 1.3 MINEEM, WFEAE TLS 1.3 1
IEEM, B ssl_conf _command 182, ERNZFEHK SSL BLE MR,

o T£ LibreSSL 1, FJPA#H ss1_ciphers BCE TLS 1.3 INEEM,
« {E BoringSSL H1, JCiEECE TLS 1.3 fIHEMH,

ssl__client__certificate

Bk ssl_client_certificate file;
RN —
LT http, server

fEEHTIUE 2P umiEfF OCSP MR PEM #&:0ZEE CA WEFSCHE, GRS T sslstaplings
UEBAFNFRG R IEG R e WRATEIXRE, AP ssl trusted certificate $6%
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ssl__conf_command

FENCR ssl_conf_command name value;
EONIN —
EFx http, server

WETE OpenSSL Al E @2,

O H%

ciphersuites e,

FEfEF OpenSSL 1.0.2 BUE ERAK S HFi%1E<, ZAE OpenSSL AHACE TLS 1.3 HHEMF, 1HHM

A] ATERI—45_E4EE 21 ssl_conf_command $5%:

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

WY FIRANEE E X ssl_conf _command 5%, NIXLEFFSS N E—DECEHIARA,

)
oA A )

HIZACE OpenSSL AIRESEZEIMT N,

ssl_crl
Bk ssl_crl file;
E2UN —
HSl5"4 http, server

feE AT 3R 2 P EH R PEM & MEIEH X (CRL),

ssl_dhparam

7227 ss1l_dhparan file;
EININ =
LT http, server

{5 HT DHE Z/EMHH DH SE M,
NEN FTRIEESE, FHA2EH DHE ZEEH,
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ssl_early__data

FENCR ssl_early_data on | off;
2RIN ssl_early_data off;
EFx http, server

JE FHEEER TLS 1.3 S,
FE R HEAR A AERE R S 32 8 A BRGNP N JZ S S IR Yoy, W S5l early data

< L
B,

proxy_set_header Early-Data $ssl_early_data;

O HE
TEfFA OpenSSL 1.1.1 B{HE ERA LA BoringSSL N X FFiZFE2

ssl_ecdh_curve

72 ssl_ecdh_curve curve;
2KIN ssl_ecdh_curve auto;
o4 http, server

{57 ECDHE HHEFHIHhLk,

O HE
FEfE OpenSSL 1.0.2 BUEERRAR, AIDMEE Z Mgk, Hildn:

[ssl_ecdh_curve prime256vl:secp384ril; }

FF9R(E auto fE/~ Angie TEfH OpenSSL 1.0.2 8 SRARMEH OpenSSL FENEBEMFIFE, &R
[HARAHE R prime256v1,

O HE

TEfEH OpenSSL 1.0.2 B &SRR, %SRBSR SRHZS IR, Bk, AT ECDSA IE
PREWIER T1F, EZEAZEUEIERHEHAEZ,
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ssl__ntls

Added in version 1.2.0.

X ssl_ntls on | off;
EININ ssl_ntls off;
kT http, server

JA ARG #autiAt NTLS FYsZHRE, i TongSuo &,

listen ... ssl;

ssl_ntls 5

O HE
] --with-ntls IR Angie, FHEZERIEH NTLS B SSL /&,

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \

--with-ntls
ssl__ocsp
[E2FS ssl_ocsp on | off | leaf;
XA ssl_ocsp off;
R http, server

J& & P e RER) OCSP 8, :samp: leaf ZEANSE R P IE K IE,

R OCSP BAEIEHR TAE, ssl verify client {82 NIREN :samp: ‘on B :samp: ‘optional,
ZIEHT OCSP MINHE EHA, resolver 182 HBAHEE

il

ssl_verify_client 5
ssl_ocsp 5

resolver 127.0.0.53;

ssl__ocsp__cache

=27 ssl_ocsp_cache off | [shared:name:size];
A ssl_ocsp_cache off;
R http, server
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B P IER IS AT OCSP RIERIEFIIZIHIRN ZRAEA TR Ft =, A
PATE Z D RE AR S5 HH (8 AR R A PRI 2% A7

of f ZEEA LT,

ssl__ocsp__responder

[E2FS ssl_ocsp_responder uri;
ERIA —
EFx http, server

HELE "Authority Information Access” UEFY RHFEER OCSP M ER URL, PUHITIVIE 27 UilE
i
{NZFE http:// OCSP Wi :

ssl_ocsp_responder http://ocsp.example.com/; }

ssl__password__file

Bk ssl_password_file file;
E/UN —
4 http, server

faE MU ESWEET B, SN ERRIEE I —1THEE, MEEPRPR AR I R TS,

A

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name wWww2.example.com;
# WA A B R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

[E27S ssl_prefer_server_ciphers on | off;
A ssl_prefer_server_ciphers off;
R http, server

TEEAEER] SSLv3 1 TLS WRNIN, ARSS dem i R0 T8 F i & i,

ssl__protocols

[F2275 ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
RINME ssl_protocols TLSv1.2 TLSv1.3;
TR http, server

1E 1.2.0 IRARAEZLHE: TLSvL.3 SERMBIBAE S
JE FHEE BB

O fE
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 55 S iRA G 2L,
TLSv1.3 SEUAEM A OpenSSL 1.1.1 5L S AR G %Y,

ssl_reject__handshake

Bk ssl_reject_handshake on | off;
A ssl_reject_handshake off;
EFx http, server

WMRBH, :ref:‘server BLHRY SSL B F K b4,
flan, FELAPECES, E45RGSERBIINE ezample.com 1Y SSL #EF:

server {
listen 443 ssl default_server;

ssl_reject_handshake 5

}

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
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ssl_certificate_key example.com.key;

ssl__session__cache

HIK ssl_session_cache off | none | [ builtin[:size]] [ shared:name:sizel;
A ssl_session_cache none;
T http, server

EEFHBRTES B RAAHIZETIFRAN, Gef7 n] PUZ DA MEMZRAL:

off PR AR IE 2GS A7 Angie BIRS IRE PTG N REEH,

none BRI EHSTERF: Angie HIFRFEP MG AERH, (HEF LA ERSF
HEESIE S

builtin OpenSSL MBS, NH—DLTIEMREMEH, ZFEXRDUASTENBATEE,
MEARGER/D, MET 20480 =i, HHNEZRFFATRESBNER

shared e TR 2 M ZNRATE, REKRDAF T NRMIEE; — KT LF

K27 4000 M1, ii/\/\%5%§74fh¥§"/\ffjx45 Ko A DATEZ IR S5 28+
MR EST., EXHTEINER, FEEHLEH TLS S5 ERH,
FRIAEMEH Qs(slisessmn;//z/ckel,ikey ESEREE,

A AR A A2 288 fBiln -

ssl_session_cache builtin:1000 shared:SSL:10m;

(B P A 2 2 A T (6 FH PR B 2R A7 I B i R

ssl__session_ticket__key

[E=27S ssl_session_ticket_key file;
E/UN —
TR http, server

REMTINEMEE TLS G FIRAME BT, RGBT Z MRS e 2 LRI ES, WH
B4R, BOANEIT, ERBENIZERRATEH,

RFEE T 2 DEH, WERSE —NEHRINE TLS 2TEFE, XA ERHR R, flan:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

XX AFRIELE 80 B 48 FHTRIREN A, AT DAGEA DA an <>l
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openssl rand 80 > ticket.key ]

WRIESCIERDS, A AES256 (W T 80 1)) 3 AES128 (M T 48 FHEH) #HATINE,

ssl__session_tickets

181 ssl_session_tickets on | off;
2RIA ssl_session_tickets on;
X http, server

JE AT TLS 218 5HE IRTEIRE.,

ssl__session__timeout

181 ssl_session_timeout time;
2RIA ssl_session_timeout b5m;
X http, server

e & Fom Al AR H 2 TR 2 80N A,

ssl_stapling

HIE ssl_stapling on | off;
ERIA ssl_stapling off;
4 http, server

Je B ARSS #389 OCSP MM [ stapling, 7~ :

ssl_stapling 5
resolver 127.0.0.53;

HTf#E OCSP stapling 2B, ARFEHEBIR EHINEBN NEH, WHRssl certificate XAFAELEHRIIE
35, MRS FUEB UL EWREF N A ssl trusted certificate XHFFTEE,

A ER
N T fENT OCSP MR EH4, resolver 162 MM AHEE
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ssl__stapling__file

Bk ssl_stapling file file;
EINN —
R http, server

LWHEN, BEH) OCSP MR K MFEE SR, A E RS SRUEHHHEER OCSP Wi,
NN openssl ocsp AR DER #83K,

ssl__stapling__responder

[E27S ssl_stapling_responder uri,
ENN =
kX http, server

ESAE " Authority Information Access” UEFY EHIEEM OCSP W # 1 URL

{SZH+ http:// OCSP Wi #

ssl_stapling_responder http://ocsp.example.com/; J

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
A ssl_stapling verify off;
R http, server

Je AR ARG 284, OCSP M i 56 IE,

BT HERUE IR TE, RS HFIUEBMA ZERIES., RIEBFTE R EREBNAEH sl trusted certificate 18
S W= LIEER

ssl__trusted__certificate

Bk ssl_trusted_certificate file;
ERIA —
X http, server

BERTRIE BPUIERF OCSP MM PEM M2 EE CA BB, RBH T sslstapling,
sl client_certificate WEREBARFE, XLEUEBIFIRA S K IELLE 4o

3.2. &S|, &% 261


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.2.1

* Angie
Software

RFER, 4 1.9.1

ssl__verify__client

[E27S ssl_verify_client on | off | optional | optional_no_ca;
BRINME ssl_verify_client off;
R http, server

JE B P UIEBRIE, KUEES RAFMELE $ssl clientverify ZE @,

optional EREPIES, FEEIE B FEER HHATIRIE,
optional_no_ca  IHREFUHIET, (HAEREHZEEN CA IEBESR, XZNTE Angie Z MY
ARSS P T I FRUE T IR R A IE i T

ssl__verify__depth
L ssl_verify_depth number;
ERINME ssl_verify_depth 1;
T http, server

B P iR IR R

IR E

http_ssl *ﬁﬂ%i‘i%%fﬂﬁﬁ\?@%ﬁ?ﬂﬁ@, "] Tt error__page Tﬁé\ﬁ?ﬁiiﬁ .

495 1725 i UE 5 9 UE A TR) & A= 58 R
496 B FRARSE FTFRAES ;
497 6] HTTPS ¥ A 1 H MIE K,
HE ARG RBGE R e R4, HWINZER A Srequest uris Suris Sargs FEATH,

FE & BAEARBEAR 55 A A B 3K )7 Set-Cookie” FE IR EMEHH BRI SCA, BEFTEIE KM 5 1
17, BENZE&EAN Srequest _uriv Suri. Sargs FIHMMAE R TR H,

REx

il

http_ssl BT RN B AT & -

$ssl_alpn_protocol

B[ SSL B FHAA ALPN RPN, & NHRR A2 A H,
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$ssl_cipher
IR[EH TS SSL R R B4R,

$ssl_ciphers

IR 5 SRR R E AR, CRIBEHEEF SRS, RAR 7 HER, fln:

AES128-SHA:AES256-SHA:0x00£f

O HE

ZAERANAEME A OpenSSL 1.0.2 BUE S RAN 22 5R, EMIARAR, ZZRMNEFH IR,
F B EAR S ELT,

$ssl_client_escaped_cert

IR EEVERN SSL JERZINR P RIE T PEM #4650 (URL 4wf9) ;
$ssl_client_fingerprint

IR [EIE N SSL &R IR FumiE R SHAL 55

$ssl_client_i_dn

RERAE REC 2253 (BN SSLIERIIZF FURIERR” AH DN” F1AFH;
$ssl_client_i_dn_legacy

IR[EIE Y. SSL ERZINE FURIETI” MAH DN” FAFH,
$ssl_client_raw_cert

IRETE N SSL JERAYE FmiE15HY PEM 83K,

$ssl_client_s_dn

IR[EIFAE REC 2253 MEEEN. SSL EHREIZ P URIET I F& DN” AP 8,
$ssl_client_s_dn_legacy

IR B SSL HEREIE FIUMIERY” TR DN” F4F R,

$ssl_client_serial

IR[EE N SSL AR F i B S,
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$ssl_client_v_end

MR [|] 28 e A5 OSSR H .
$ssl_client_v_remain

MR 1] 28 e S B HA AT A R EL
$ssl_client_v_start

IR [|] 2 e A5 A6 H 3,
$ssl_client_verify

IR [A] % FUIE B G IE 45 5 . SUCCESS. FAILED:reason 1 NONE (WISRARIZAHEF),

$ssl_curve

REIHT SSL BT EAZ I RV rI i g, CRIFHIZRARARSIL, RATEI A7 ERER, Flan:

prime256v1

O HE
A BAAEMH OpenSSL 3.0 BUE mRAR SR, (R IHARARS, ZERER NS T,

$ssl_curves

IR [A1% PSR A ES R CRIRIHIZR AR ARSI,  ARAAT LA/ fl s, fin:

0x001d:prime256v1:secpb21rl:secp384rl

O HE
A BREMH OpenSSL 1.0.2 SREEARARN S, EHIHRAR, ZZEEER N FIFR,

B RO TER H,
$ssl_early_data
WIERAHEF TLS 1.3 early 28 BB FHARTERK, WHRE 17, HWGERE?7,

$ssl_protocol

IR A SN SSLIERERIHML
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$ssl_server_cert_type

RIEARSS S8 IE B AN B EHA2RAY BU{E RSA. DSA. ECDSA, ED448, ED25519, SM2, RSA-PSS X unknown,

$ssl_server_name

IR[EEE SNI 3 KAARSS Ze 445 ;
$ssl_session_id

IREE N SSL IEER RIEFRIRTT,
$ssl_session_reused

GRSk SSL TAWEM, WHRE r, SMERE7,
Stub Status

AR O AR F BRI 7L,

EVN/ RIS *@@Hﬁf, ERN AR SR IS --with-http_stub_status_module M I TR
Ho

TER B B CERRAUEGT, ZERE S EEET,

B E B

location = /basic_status {
stub_status;

}

WEFECE AR T — ME R, RoREARSEE, W NATR:

EREES: 291

Mg #E% LE FX
16630948 16630948 31070465
WE: 6 B N\: 179 445 106

B

stub__status

Bk stub_status;
EINME —
TR server, location

FAIREME BR rT T E AL B 5 7L
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iz
RELITRERFER
R E K

HHITEERE FOmERRR, WIS EER,
® 3%
PAZHY R P R A

pgid

ACFRRERE R, 18, S EUE SR, FRIBEEIFLSRZIFRE] (B0, worker connections R
o

K

B RS

A RTRBOE SR SRR

PN
EGEE-Iak Cf VARS8
F1e

B RIS R B2 SRR

REE

2l

$connections_active
5 1R ERIE R EIR
$connections_reading
5 EAIEAIR;

$connections_writing

5 5 ANRHEAR;
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$connections_waiting

5 FREREM R,

Sub

ZRHUE NS IR, B NMEE T ERE O 55— DN ERRAB R,
IS MRS, BRI Bk B NIEIY --with-http_sub_module AEEITRIE M,

1ER B BATEEER I EMEG T, 2B S T,

B & B

location / {

sub_filter '<a href="http://127.0.0.1:8080/' '<a href="https://$host/';
sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/';

sub_filter_once

}

B5S

sub_filter
Bk sub_filter string replacement;
EINE —
Hol9"4 http, server, location

BB AT B BT A DRACER Y AT B AN X ) KNS

) AT BRI AT

A DA SR, fER BB EAT DAEEZ A sub_filter 165 RAATEIRIHAIARE XL sub_filter 15

SHIROLR, REFESA M E—RIELEMK,

sub_filter__last_modified

=275 sub_filter_last_modified on | off;
BINME sub_filter_last_modified off;
4 http, server, location

FOVFAE R 1 F) CR B R 460 2 A9 " Last-Modified” Sk B,  DAE TN 2% 77,

BOANTEOLT, WM A AREAPI R IEL, KT BRREER,
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sub__filter__once

FENCR sub_filter_once on | off;
BRINME sub_filter_once on;
EFx http, server, location

TRE S NERB DN TR R —IREEZR,

sub_filter__types

[E2FS sub_filter_types mime-type ...;
EIME sub_filter_types text/html;
TR http, server, location

FEFEER MIME ZRRIAIA R A S AP B, BRT text/html, RFFR(E™* DLELAEAT MIME 3874,

Upstream

BAEH R T € AT LABIE prozy pass. fastcgi passs uwsgi_passs scgi_pass, memcached__pass Flgrpc_pass

1525 HRIARSS #edo

B E B

upstream backend {
zone backend 1m;
server backendl.example.com
server backend2.example.com:8080;
server backend3.example.com

server unix:/tmp/backend3;

server backupl.example.com:8080

server backup2.example.com:8080

weight=5;

service=_example._tcp resolve;

backup;
backup;

resolver 127.0.0.53 status_zone=resolver;

server {
location / {

proxy_pass http://backend;
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B2
backup_switch (PRO)

Added in version 1.9.0: PRO

Bk backup_switch permanent [="time];
AIME —
T upstream

ZIER N BRI E upstrean JHH EZNEHIIIAE, I RICIRE TS avH PIEREIRSs a8, FHEmid
AN, WRE X THAES, SHAECN TE8hdH, G808 KK Ie 2280 IS s A PR SS 45.

2 permanent Y€ X HIGTEE time [N, —BHIiEE, SMALR —ERFHEER, = HIEHITL, 0
KRBT time BRI, I2EAEERIN FIFE 5, SaSR0EN, PRI ERrs TR asd, 1R
R55 asfi e, WIDIHE 324,

/I

upstream my_backend {
server primaryl.example.com;

server primary2.example.com;

server backupl.example.com backup;

server backup2.example.com backup;

backup_switch permanent=2m;

}

QIR DB A I AR SS A VIR B A, IR 80ERRHE 2 e lizss AL, 2 r8hd)E, 7
B as S EFTIE T IRSS A8, WIRAPIIRSTastERE, WEHRs £IRSS 44,

bind_conn (PRO)

Bk bind_conn wvalue;
ERIA —
kX upstream

4 value PR BN L RFIFEIFLAAEZE v HT von ZHMIERS, J5FEIRSS SR IE e E 2% F i

A TER
bind_conn fEUHUERTHIRE NBIIMTT RN Z/GMEM; &N, e EMEM, REIR
Hsticky, bind_conn MIZHIUAE sticky ZJ5.
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EHIESH, BCEhttp provy BERDARVFRRRER:, HlU0:

proxy_http_version 1.1;

proxy_set_header Connection "";

ZIE R — N FUZ A NTLM IAIERYERE, HA % Fm e b A M BZ g0 e 2S5 a5 -

map $http_authorization  $ntlm {
~*"N(?7:TLM|egotiate) 1;

upstream ntlm_backend {
server 127.0.0.1:8080;

bind_conn $ntlm;

}
server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
# ...
}
}

feedback (PRO)

Added in version 1.6.0: PRO

Bk feedback wariable [inverse] [factor=number| [account=condition wvariable]
[Last_byte];

ENN —

kT upstream

JE AT RIS BT HHLHI T upstream, BENASTATMBIIHRIK, KD SHISER DI
[RIE, X {ESZREN R variable BIFENR, FF32 A2 ARIHIZ,

RN
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variable R ERIRIAS R, C R R ARSI ERGHR, 6 BB e Sk BRal Lt
JraHR,
TERFRMNTT IR A A %A, FHARYE inverse Hl factor BN NRLIEY)
(=8
inverse WRE, REESRIAERE, BBIRAMER R EFRIMERE,
factor HRAFIERN RIBERNANERF. ARUEN 0 2] 99 Z [AIRYEEEL, BAIAME—90,
fFF exponential moving average AINITHE Y RIR,
HFEK, FrAEXN FEER RIS/, GRETBE N 90, Z5H 90% kK
BERiE, X 10% K H#H{EH,
account FEE — N SR AR B A il B G AR LM B AT TR, A M S Y S R ARy e
B von N, SEIMEA SR RIBHEEA T E T,
O #&ik
MBS, KB probes NN AEIEETTES; ¥ Supstream probe ZEY
account &G ATELE XML, BE = HERRE M A A i B,
last_byte FOVFTERE IS 5o M 7 f AL Bk B B IRSS SR 5, AN 2 AAER IR EISL S
%ﬁo
aNIE

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;

server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

llhighll
"medium"
n lOWIl

default

100;
5k
50;
10;

map $upstream_probe $condition_value {

"high_priority"
"low_priority"

default

||1||;
|IOII;
||1||;

TR B T M 1 Sk = B BR B AR5 X8 70 80K il 55 4 Wi 2 5 38 O AN [A) 9 S s all, 9 BLe s 7 — 4
}\)\$upstream probe RS ﬁ: PMYEER A high priority PRI E1 e 157 B 5 R P i 1 SR AT 7
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hash
Bk hash key [consistent];
EAUN —
R upstream

F6E IS5 el i A B 75 1%, Hh R P umfl AR 55 48 (Ut 2 FIa A i E, BrDAEE R, &
MEAEG, BERE, MWAHAPRMEERIRS R ES SRR ZHEMN B REIRS & X HES
Cache::Memcached Per]l FEFEZ

WRFEE T consistent 72{?5(, PR ketama —BIMEGT 7515, % AR RMA PRI ERIRSS
aalty, HADERIWEFINIAFRNMRS S XA TRSZFRSSNEFmPR, ZHESR
BN 160 Y ketama_ points ZE Cache::Memcached::Fast Perl JEHA,

ip_hash
Bk ip_hash;
EINN =
kR upstream

e ML A S 1, HAIESRARYE R P i TP MUl fEARSS B8 Z B 0B, 3 TPv4 HihkrRG =4
J\RLFHT B 1Pv6 MIHEBRPEIG R EE, 177 AR PRK B R — & P Im AT TE SRR AL 3[R — AR 55 4,
PRAEZIRSS S AT H. (Efe—RIROL T, FFumig KR EEE S —MRssas. Ralfe, BERnLRR—k

55 Ao

MRFLIEN R — GRS a8, NMEH down SECGHITIRIC, PARFFUATHIE S [P HIMEIG AR,

upstream backend {

ip_hash;

server backendl.example.

com;

server backend2.example.com;
server backend3.example.com down;
server backend4.example.com;
}
keepalive
Bk keepalive connections;
EINN —
X upstream

BG5S LIRSS SRR A
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connections ZEILK BN LIEHBETRIFAERFHHIRA T RRFHERE, LI Brn, KK

B/ DAE R

O ik

N

RiAIREAR AR, keepalive $§FFNBRM Angie TAEMERER] DAFTIFHYS _LIFEARSS 8510 SRR, %

BRI E N RS/ N, DUMELE RiEIRSS a3 B iR NI,

A IR

keepalive {5 MIERTH IR BREIIHTTENHEL ZEER; SN, BRAEIEM,

WA FEER memcached A REIELE -

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#...
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
T
}

XF HTTP, prozy hitp version FaMIZEN"1.17, FHIEBR”Connection” SkFB:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;

server {

#...

location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;

proxy_set_header Connection "";
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O ik

FHAh, AILAEIS R Connection: Keep-Alive” SkFERIBLS LIRSS #-REEH HTTP/1.0 FAER,
REREBUE X771

XNTF FastCGI RS 2s, FEK B fastcgi keep  conn DAEARIFER TI1E:

upstream fastcgi_backend {

server 127.0.0.1:9000;

keepalive 8;

server {

#...

location /fastcgi/ {

fastcgi_pass fastcgi_backend;

fastcgi_keep_conn ;

O ik
SCGI Ml uwsgi HHXTA PREFERAIBS,

keepalive__requests

Bk keepalive_requests number;
A keepalive_requests 1000;
EFx upstream

R E A POEE — MRARHERIRSS R RIE R, EREIRAIE KRG, R KA,

TEWIR A RN, DRI N7 EC, BRI, SR &ARRIE R RES SO RN
fEfER, ARIEM,
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keepalive_time

Bk keepalive_time time;
E /NN keepalive_time 1h;
R upstream

BRI AT DA — D RERE R HIE RV I AL, IRBIEIN RS, SR, BEEEHE N — P iEK,

keepalive_timeout

=275 keepalive_timeout M [H];
EME keepalive_timeout 60s;
TR upstream

BRI E, £ RS LRSS SRR R R EHE R SR TIT IR,

least__conn
Bk least_conn;
ERINME —
X upstream

TEE NI MBI BT, HAiERRGIRATEaNER SR D IR a:, [R5 RS diAE.,
WERA Z NI S %, WHZA AL IR SIS 75 TR IR 2,

least_time (PRO)

HIK least_time header | last_byte [factor=number] [account=condition_variablel;
LN =
L% upstream

TaE A NAE R S 77 1%, HrP TN IRSS de i ENE SR AUHL & 5 H R0 I R BOS2 B - M oz e R
b, IR ASREINEIIE R,

header ?E%&%Jﬁﬂfﬁ]ﬁ%o
last_byte 52 (5 FH R SR e 7 B4~ 5 B[]

Added in version 1.7.0: PRO
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factor K response_time_factor (PRO) EEMFRNERN, WRIEENES
account ?aﬁg/l\%‘ﬁiﬁiﬁﬂ?' MRy 57 R & 7R T A, P ESE AR N E’J‘lﬁﬁx%?
nn @Z non ETE%?O
O #ik

BINEI R, KRHEprobes BN ANEFEETTES; B Supstream, probe L &S
account 5 {# F AT DARLHE X LEr 3 5l £ 22 HEFR LA B i 5,

MV R FEME, 49 factor Fl account J%E, tH{EN header_time I response_time TRTEAR
S5anfl) health ﬁ%q:, At APT il EiFFERR,

queue (PRO)

Added in version 1.4.0: PRO

EIX queue number [timeout= Hf[H]];
EINE —
ETFX upstream

N RAEHE — RN TC B AREAR S5 a7 B 2518 Sk (4N, 76 58 AR 55 A W A 1) 2024 SR 0080 I8
Flmaz_conns FREIR), ERASHHEL; KR, Angie ZGHHERA DU T,

BN E T worker process BT HIE K BT AL R, AT EN, A& iR A 502 (Bad
Gateway) #H1%.

O ik

proxy__next _upstream T2 B EAIE T HEBAIE K, BACRE, S omiERIERE T — 1M RSS2RMETS
FREA G E, TERATRERIR [EZIAF

GIIRAE timeout BEEMINH] PIARIEREARSS dsRALBEHEIAIE R (BRIME N 60 #0), KA Fimik el 502
(Bad Gateway) iR, TRAIKHIERERIZ PR MATIFFREER; 1EAPI FRAIEEAIIEIERTIE K
iR,

A EE
queue fEUTERTE BB MBIIHTT ARG Z G ERT; &N, BRICIELIE,
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random

Bk random [twol;
HIME —
R upstream

faE —HNIZE A EIIHTTE, KR EIRARN LIRSS 48, RN 5 AR5 AR E,

AIER two BHUER Angie BENLESFEM MRS A8, R MEMTEERTIRER — MRS 4. BOIATTIA
Rleast conn, EXFEREBLTENERERDHIIRSS #=.

response__time__factor (PRO)

Bk response_time_factor number;
LOWINIED response_time_factor 90;
TR upstream

GRERGER least_time (PRO) SABISMITTI%, WRE ** A = [HRHERFH TR 58001 At
RS SIIVANII S

number A, BHEXN FEEMERZIE]N; QR number IREN 90, &E5EHE 90% KRBT ZHIIME, 1X
f 10% kB T#HE, RFREERZ o 2 99 (B,

R RSB FEYIMEIEN header_time™ ({X 3k %) #i1:samp: response_time™ (EANwg i) 7£ A 5 %
¢ :samp: “health X RPGEIR, AT API FH) BIFER,

O #ik
WEAE BRI, A+ 2840 A BT B B prozy_ next_upstream, fastcginext upstream,

uwsgi_next upstream, scgi_next upstream, memcached next upstream, ﬁlg'f'pc next__upstream 5
RS WA, NELEMA SKEHHE WA/, header_time AT, HALEHRIEIREANNN S,

response_time A =,

server

[E2FS server address [parameters;
EIME —
R upstream

B SRS AR IER LS R, ik AT DRSO B TP Husik, A7 RD&ENR L, sifEoh UNIX ERT
F1%, FROEAE unix: BISRG. QERAIEENRH, WIEEH 80 ¥, W 24 1P Mk —IRE X%
MIRSS Ao
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A BUE X A28

weight=number WEIRS SRHIEEMERN 1,
max_conns=number FRHIZRIRARSS SR A RN TESNERE. BIMEDN o, FoRBAHMRM], R
FanH AL =N B, WIRHNER T80 TIEHE,

O ik
REM T2 Wkeepalive R, Z D workers FIIZNAE, WX AERARSS a8 BTG 123 R R R R £

AIRESE maz conns 1.

max_fails=number —& BN TEfail timeout 15 B HIRFEERS RN & 4 15 RS 2B E I R ML, PA
FARSBAARRTH ; SRE FEAHTR B4Rt (8] f5 B i,

AR B9 23K 82 N B prozy next_upstream, fastcgi_next__upstream, uwsgi__next upstream,

. A Y
scgi_next _upstream, memcached_next _upstream, M grpc_next _upstream &R Mo

MIKE| max_fails I, peers W& Wupstream probe (PRO) WREFAAMERE; ERASHERE s K,
HEFREERIA B,

0 #ik
WR— server 1E_EIFEANTNZA peers, WH max_fails IREGEHTE peero
WRIEFRNTFNE server 6825, LIHNEE— peer, N max_fails B ICRFFH 20,

max_fails=1 AN Z I ERIAIREL
max_fails=0 BB

fail_timeout= WAl —IXBAEZ KM AN B A 5 IS5 Al 5 AU R RIREL (max_ fails) A RERFIRSS
SR, )5, IRSS A ERFERIIN RIS A TR A 2 Eil

BN, XWEN 10 5,

0O ik
WMR— server £ _LIFENTNZA peers, MH fail timeout K EIGH TH peer,

WERAERTFTHE server 1695, L XEE " peer, N fail_timeout WENFICRIFHIRME,
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backup KRS ARIC A RHIRSS 2. U ERS A AR, FEEIEXR,
WRECE T backup_switch (PRO), HEFHNFEHBEMESHN A,

down FARSS AR ARIC KA AT o

drain KRS 2L E K, XERE EIUEBCR B Z I ER XTEINEK : sticky. &
i, ERATHAELIT down,

oA A )

S backup REES hash ip__hash Mrandom $hEFIE 75—k,

down fl drain JEIIZE B KA,

Added in version 1.1.0.

resolve

service=name

JE AR S AN LR TP SihEFIRIVE L, MR ET NN E., %A
BT L NF X AR, IEFEE L — " resolver,

JE @ DNS SRV ILxH L EMRSZ 2R, N T HIZSEAR, BT resolve Al
Sen 2By, Rt S r T4,

NRARSGS AR A R, WX AFRMRYE RFEC FRIEERC: ARSGSBIRCA _ NETSE, 2
JETERUEEIN _tepo (K, ARZ5AFR http KEERN _http. _tepo

Angie JEIIH A —LAIIRSS ZARM TN AR SRV i3k, Hi@Ed DNS IREUH
BRIMRSEIER, PACEMRIILICAINE,

o RSP SRV ik GE=R/ MUERERIES) Mth RS, H
hid R B ARG 25, WIS backup 5 server KH, ez =) SRV
RN N E RS 8%, AL SRR,

o WEIFLARS SSHIESE, KB IR AR IERSHIIRSS s RICE 2
HIIE R, WERERIEN server 521 SRV I RKIXBEINE, NIEEH server
RERIRE,

XN RBIRE AR _http._tcp.backend.example.com JC3K:

[server backend.example.com service=http resolve;

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

sid=id

WEAHANNRS S ID, RS ERERE, 1D HIXERN 1P HikAN s UNIX
HWERTBRZN7/NEE MDs BAE,

Added in version 1.4.0.
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slow_start=time KBtime RIKEIRSFG N weight HEEH LLEM, R ABIIEAEHround-
robin B least_conn F7 %o
WMRKRET %E HWRSSEHERW N B #E 1% 8o fols
FMlupstream probe (PRO) WE X, HR55 25 1E 73 B HY I (8] AE 28 N 2 i ik &
HABE I E,
IERARIZEIZAE, REUEITBIIRSS 8315 2 IR E HAEE R,

0 #&iE
R B RE — server, slow_start IFTERGHH R,

state (PRO)

Added in version 1.2.0: PRO

Syntaz state file;
Default —
Context upstream

8E T LRSS 2 FRFFAMAY file, M BATIELZZEERS, SAIE—NMEER /var/lib/angie/state/
(£ FreeBSD [/ /var/db/angie/state/) H3&, M TI&E YRR XL, FItERFHEL
BTSRRI FEA TR

upstream backend {

zone backend 1m;

state /var/lib/angie/state/< X &>;

ZIRS5 2R RAE LT server. XIFRINBIEIBEIEECE APL Xf /config/http/upstreams,/ 7T HHY
ARS5 SEAT MBI IN A, EFAE Angie 5 8)EUAL B B HN 152HL,

2\
oA A )

SAE upstream SRAEH state 5, MR RER server 5 ; MEAHA — PNHZNFEXIK (2one).

sticky
Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

3.2. &S|, &% 280




_*Amb
Software

RFER, 4 1.9.1

Syntaz sticky cookie name [attr=value]...;
sticky route $variable...;
sticky learn zone=zone create=$create_wvarl... lookup=$lookup varl... [header]
[timeout=time];
sticky learn zone=zone lookup=$lookup_wvarl... remote_action=uri
remote_result=$remote wvar [timeout=timel;

Default =

Context upstream

BLER P Imaih SRS SRBERASE — NS ENE, BIWEXT sticky MRS AHHEN
1ERK, EEserver B drain 10,

A EE
sticky fEDAENARB NI IR ZGEH; S0, R EEM, ERE R
Fbind_conn (PRO), bind_conn NMIZHIITE sticky Z/5,

cookie T
HASEIEA cookie SRERFFXTERIAME, BHEIES TCEM A cookie #HTXIEEFLAVIE o

EIXE, BPHEKR, MARBEENEARSS A, WA X ERIEALE A B 7 e B IARSS 5.  1LAh,
Angie B T —MEHAM—{EHMN cookie RIRRARSS 5o

cookie HJZFR (name) HH sticky FELIEE, {H (value) XN Tsid SE M server 5%, HIEFRE, MR
BT sticky_secret 6%, SEESPEINGT

BEE R IE SRR B cookie, FHEAFIH cookie HIRRAIIRSS S, BIEGHEE sid KRS %R, W
RIS AR, BRPAMIEIR S S TCTRAL B K, WIARSRHAC B A S B 75 TR o — B IS5 48
ZIELALVFN cookie MECIEM:; BUANEHLT, M—REMNEIEE path=/, BIEYTEENTHELRNF
FrER, %@Bﬁ—ﬁ\ﬁﬁ, AU HIZE—PME: attr= [, sticky cookie path= SE—MNEAE
path Y cookie,

EIXH, Angie B —714HN srv_id B cookie, E@EIHAN—/NF, DA — N EH5E I

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie srv_id domain=$my_domain max-age=3600;

route ﬁiﬁ

A F PO SIS FRFRIREF, RIDABRATE URL. cookie BREARIE KRB, BRIRIEMERZE, KN
ERETIUE CRIME, (HARELFAEIXAERIARIRTY, WIRTREE &iE.
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fEIXH, HREHIRSS SRIENE RN, ERTPONE P M EC— N, FF DA P RIIR S gl e Y 77 3R
FIHEARRTT, server 1698 sid ZEEMERLHRMER ARIRTT, THER, WFRRE T sticky_secret 1652,
SROE R WHINET

i B A I H A2 P Y JE B2 SR AR R B R R IRAE. Angie BRIV NEL S IRSS 88 & HIUFRIR
¥, BN, FEcookie Brequest arguments Ho

ZARRVI T HI TR E R R, R e NIERE LIRSS &, RE—MESZR; Rk
H5 server 169 sid ZEOHATHEL, WNAGEREARSS a8 R, BRATEARSS as TR BIE K, MIARIEACE R
TR IR S — B RS a%.

TEIXH, Angie 27F route cookie HEKIEHIRNATF, ARIGTE route 1HRSEH:

upstream backend {
server backendl.example.com:8080 "sid=server 1";

server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

}

learn &3 (PRO 1.4.04)

A P B A A R R 2 P SR R RER AR S5 de el B RIS, WO En] sl iiikss as, 7£
HERNGFXIPERTE, R RREE IR

TEIXH, SIEZETRIIRSEHIMN IR, create Ml lookup S TR, fERualdH<
IEAESRIA &6, PSR A IR B,

KAERPFRE N B RE, ZLREMEH create F6E; B0, XA PUZK B REARSSEEH cookies

REFEEHENFE XS ; HAFFI KRN zone ZHIRE, WRZTETE tineout BEERIN HAARTE
g, WPREER, ERIAREY 10 7350,

i B 2 H0E R RS8R & HARIART, HEREHIEN lookup fEERIFE RS ; RFH
ER S HEAF PR STEATICN, FNERARSS SRR, SAmEiR s asICiR IR, NIRYERC B
T IR S — B IR,

header ZEUAVFTEIREIIEARSS A S G LRI A =06, tIRAE, STHTEAHIE KRG G,
ER B, Angie SIE— DTS, EWMNHIZE— 14N examplecookie HY cookie:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky learn
lookup=$cookie_examplecookie

zone=client_sessions:1im;

}

learn #\5 remote_action (PRO 1.8.0+)
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remote_action fll remote_result SEHi15 A] DUBHTE ST F SIS ECME B 21 1D, fEIXH, 3
?V‘]ﬁ?ﬁ%’lj—‘ﬂﬁ?ﬁr, Wﬁi@ﬁzﬁﬁ%ﬂ”%*ﬂ@%ﬁo JH:, create 23?5{5 remote_action K%"*ﬁ, 79%\
i ID FREMRILRAE, WMRATETE tineout WEMIN RINLREEAES, NWSHMER, remote_action
BEANSFENEN N E, BRIMEA 10 7357,

HHAZRE 1D 462K H lookup; UIRTEAHILZNIZHIREIE, Angie RARSHEREIE S AN TFIA,
GHERAEAHHRAZE RIS ID, Angie RFIZREFIERIEFIP F1EK, remote_action ZEIRBILIEE ik
) URL, ZAFMENACERSIE BN, 77k

o EHESZKHE lookup MIRIE ID AN S HXTERIKAIAMARSS 8% 1D, 18T B E kT B T7
Ho 7E Angie Wi, NICIRME T MR L R Ssticky  sessid Fl$sticky  sid, 1E sticky_sid #, 4N
RIGE T sid= 28, WEEHHME; G0, C@RFHAPH MD5 BARE, KIFET upstream P
1 server 5%,

o REIZRAHEN 200 N FRE CEZIEH AR NIERE LIRS R,

o REIZREFER 409 M FRISTE ID EHET, EXMER R, W NAE X-Sticky-Sid kT
B EN— MRS 1D, Angie Kt ID {R1EAE remote_result SEIXBRIZEH,

(ERATHI, Angie QIR —M2IE, (7] Scookie_bar RIFNIUIGAIE ID, IR MRS
RETE ID 7B $upstream_http_x_sticky_sid H':

http {

upstream ul {

server srvl;

server srv2;

sticky learn zone=sz:1lm
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;

server {

listen localhost;

location / {

proxy_pass http://ul/;

location /remote_session {

internal;
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proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://remote;

proxy_set_header X-Sticky-Sessid $sticky_sessid;

sticky__secret

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

Bk sticky_secret string;
ERINE —
o4 upstream

¥ string VERFRMEARINE] MD5 W7 R F sticky $62TE cookie Fl route X N, string AILAEL

&g, Hlan, $remote addr:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie cookie_name;

sticky_secret my_secret.$remote_addr;

AR IR AT AE b BN IR AR AL

[$ echo -n "<VALUE><SALT>" | md5sum

sticky__strict

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

=275 sticky_strict on | off;
BRNME sticky_strict off;
o4 upstream

JEFR, WERFrFRAIIRSS 28 AT, Angie ¥R[E HTTP 502 $#IR4A% i, A ZIERA P HIRS &

s PR T LAt ] P A AR 55 4
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upstream
Bk upstream name { ... }
EIME —
R http

ARG, IRS5as ] UEWT AR o toh, AT ARG YT TCP Ml UNIX BRERZ IR %=

I

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

server backupl.example.com backup;

}

NGB, 1ERIEMRSS 88 Z AL ARG - 8 77 ik id. 18 BidoRplH, 7 MNMEREHZ AT TR
L 5 MERKIESE] backendl.example.com, N FIE = PIRSE RS 1 NMEK,

WRAES RS SRANER AL, WEREEBL N MRS, WIS, BRI A RS T
ko WIRTCTEMEATARSS e AR S RIANL, & iR IR S e — MRS AR AIE (S 45 2R

zone
[=2E zone name [sizel;
EINME —
TR upstream

TEXSEEAFIXRIRIRRIRD, A X R LR R 2 R =R AR BB TRHRES. 2 DR B
HER DX, EXMEIT, HFHEE —RANRIAT,

REx

el

http_upstream PSR A RN E A &

$sticky_sessid

5 remote_action —H{HFH T sticky; T#iBEM lookup HIRE I WIEA 2215 1D,

$sticky_sid

5 remote_action —E{FH T sticky; FHEERNSSIEHEXBIIIRS S ID,
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$upstream_addr

{17 LRSS 4 TP HIMEAING 1, BC UNIX SUER RIS, WERAEIERACHIHRECR 12 MRS 48,
BN AE S 0E, Bil:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

WMELZAEMN—PIRSS 2RHEN 5 — MR F AR HRINEREE ], H7X-Accel-Redirect” Blerror page &Kitg, N
K AR EIHMARSS 2tk H g S b@, Hlan:

192.168.1.1:80, 192.168.1.2:80, unix: /tmp/sock : 192.168.10.1:80, 192.168.10.2:80

AR TCEIE RS %8, XL RKRM server group B names
$upstream_bytes_received

M LIRSS SRR 78 KRB Z MERIERESME S0, K0T Supstreamaddr ZEEAHHTHY
ik,

$upstream_bytes_sent

KIRE LRSS a7 REZ MERNERIESHE SR, KT Supstreamaddr Z2EHEIH
hik,

$upstream_cache_status

PRAZ T a0 B B AE RS, IRASA] BAZ MISS. BYPASS. EXPIRED. STALE. UPDATING. REVALIDATED EY
HIT:

o MISS: RAFHARIRBIMANL, TERPE KD LIRSS 5o
o BYPASS: LEI%Rfr, THKEEEAT| LIFIRSS 4.
o EXPIRED: ZAFMIMARLIH, H i LRSS 88 & I&H T A IHTIE K,
o STALE: ZRAFMIMARLE ], (ERHRALLER P i E I m &M LIRSS 25 3R B #T
o UPDATING: ZRAFHUMARIIE, (HRHRMELAE i B2 A EAEEA TR B LTRSS 25 A B 8T 2 il
o REVALIDATED: ZRAFMIMANIIHA, HEMINEHKIUH B AFER A _EFIRS S0 E#HT,
o HIT: WARLZMZEAF AL,
IMARFRGERFMATIE, MZERRE,

$upstream_connect_time

R1F S LRSS 2R LR P A SR U], Z ISRl AR s fr, (REAEIFD, AT SSL, HtEEFFE
TR E,, 2 MERNINBHESE S288, RUTF Supstream addr 28 A IHIE,
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$upstream_cookie_<name>

H_E#AR 55 28 7E " Set-Cookie” MR Sk BEH R IXINFEE name B cookieo {NIPRFEEG—NARSS Aim B -
HJ cookieo

$upstream_header_time

PR M LA 55 A R W e B Sk PR AE 2R O ISF 1R TN TR DAZ=ZRD R B hr, IR EFD, 22N S Y IS (8] IE 5
MBS0, BT Supstream addr Z8BEHRHIAE,

$upstream_http_<name>

PRIFARSS A N Sk 7B, BN, “Server” MR SKFEER] DUEIL $upstream http server ZE&ifA]l, 3k
TGRS A FRIIRN S DA Shttp_ ” RISRFF LAV EAHRE], (X PRTF R SE — MRS 2 B H Y Sk
T

$upstream_queue_time

TRIZ1E RAE queue HAETRININ RITEIERRAR ST 28 Z Al ZIN [ AZFD A8 0L, CREAEIRD, 2 DRI
BHIESHES720E, KT Supstream  addr 22 &L,

$upstream_response_length

TRIE N LT AR 55 28 AR B A S, RS BE s I DA O B, 22 NI N K E RIZ S A1 B 5 0 be, 2818
T Supstream _addr 2 &AL,

$upstream_response_time

PRIFFERIBCR B LI ARSS A e B Fr AL 28 IS 1] 5 IS (E] AZZRD R A ss, CREFEIFD, 22 B A s R B E
SHE S, KT Supstream  addr 22 AL,

$upstream_status

TRA7 N B3 I 55 A% 2K BRI B B9 IR S ARG, 2 MV IRESREHESTE S 2, XM
T Supstream__addr ZZRFPRIHIE, IFRTCTRIEREIRSS 48, WHIZZERE 502 AW IRAESHRHES,

$upstream_sticky_status

FEMETE SRR,
0w 5 JA FREPE R SR & 22 _E .
NEW B R TEE B BTIE K,
HIT A RS BT SRS B 2 A R0 5 o
MISS A RS B SRS 2 I T B i B R B S

ZNERNERIESTE S0, BT Supstream addr 25 2P ETHIbE,
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$upstream_trailer_<name>

TRA7 M L3l fIR 55 A AR HR M B AR R Y 7 B

Upstream Probe

AEHRSZER T XS http upstream B FE SN EEREERN,

B E B

server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
fails=3
passes=3
max_body=10m

mode=idle;

B2
upstream_probe (PRO)

Added in version 1.2.0: PRO

Bk upstream_probe  name  [uri=address] [port=number] [interval=time]
[method=method] [test=condition] [essential [persistent]] [fails=number]
[passes=number| [max_body=number| [mode=always | idle | onfail;

EININ -

TR location

FERAR location B R XXHIREM prozy pass. uwsgi pass FBupstream NI SE X — E 3N
FEERM, #2 TR, Angie 2 HIMRIE HANEC B S EERI LN R

WHTERKIIFEHE T upstream_probe T'é@ﬁ@ﬁﬁﬁ%ﬁi&ﬁ, PARAEZFTTE location b FSCXF Fiif
fEHREILE proxy_next_upstream Fluwsgi _next upstream T'é/v\%, PAK proxy _set _header %),
T R ERINE R .
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BEARN, ERiE — N HENFX (zone)e —4> LA IRCE Z A,

ZUN S
name R BT AR
uri BRI E prozy pass. uwwsgi_pass FSEHRIER URL EKIME—/,
port PRIME REZFm 5,
interval R Z B EIRE. ERIME—5s,
method R HTTP 757%. BRIME—GET,
test RMAZRATE, & SOV — MU SRR FR R, R REHLE Ry v 5 o, N
R
essential GNIRILE, TRAIAIRESIEESAGE, FIRAERIEID /T R~ SR P i
XK,
persistent ST EE B essential; TEANE HZ BIHHIAEEL persistent R
THERWGER, T & o R,
fails R RPRIC MR SRR R, BOAE—1,
passes B EARIC S (R IE SHE I R, BRIAME—1,
max_body Ml B AR B KNAFE B ERIME—256k,
mode PRI, BT R AR FEIR L :
o always —JCIE T RURASUNMAERIET IR ;
o idle —HRMIAMEFEMT R PAN B LIRE P uimiE sk AR interval CUHA
I Ko
o onfail —{XIRMAMEEENIT .
FHIME—always,
il

upstream backend {

zone backend 1m;

server backendl.example.com;

server backend2.example.com;

map $upstream_status $good {

200 SR
}
server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
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uri=/probe
port=10004
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_body=10m

mode=idle;

RIMARAEA TSR -

o A, EIEENHICER AT essential MR, TWRARIEBE P ImIENR, W0HREC B EE
I H SR Z RO NERE, WPk persistent HRIM, QIFIEAIXFERVRI, 5 BN 21/
.

o WERNVHELER) ETIRIEE fails, B RIEE mar foils, WATRPONNBAEER, HEA
KPR P A K

o SRR REHRBOA R RN, DAY HECER A RINIAEI % B passes; ZJ&, I&
2E R maz_fails,
RNEE

http_upstream S ESIVEN SRS

e

$upstream_probe (PRO)

MENES upstream_ probe B FR,

$upstream_probe_body (PRO)

TE—MNupstream,probe FFEZUEIRT silm VAR ; HK/INH max_body R,

UserID

BRI EIE S P URIRAIE cookies, HEEIRIFIBEER cookies AIMEHMNEZ R Suid got F$uid set
HWATIOSR, LS Apache Y mod  uid BIEIER,

B E R

userid
userid_name uid;
userid_domain example.com;

userid_path /8
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userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
ES
userid

=275 userid on | v1 | log | off;

PRINE userid off;

X http, server, location

JE IR E cookies FIICTHAEUREIM cookies:

on JA I ERA 2 B cookies FITESRAEZUNENN cookies;
vl JE IR ERRA 1 1 cookies FIIERIZUWEIN cookies;
log FEHILE cookies, fHJEHILRIZILEIN cookies;
off BEHIEE cookies FITERIZENN cookies,

userid_domain

IBTA userid_domain name | none;
EINE userid_domain none;
ETFx http, server, location

EXE cookies Ik, S8 none 22K E cookies I,

userid__expires

BTA userid_expires time | max | off;
EFINE userid_expires off;
X http, server, location

B 28 M AR cookies HIRTTR], 28 max 255 cookie £ “2037 4 12 A 31 H 23:55:55 GMT” &
Hl, S8 off 255 cookie 75 MBS STHLE RN T 1,

userid__flags

HIE userid_flags off | flag ...;
LOVNIED userid_flags off;
"4 http, server, location
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MERZSEARZ off, WENX—PEEZA cookies HIFIIMFRE: secure, httponly, samesite=strict,

samesite=lax, samesite=none,

userid_mark

[=2E userid_mark letter | digit | = | off;
LOVINIED userid_mark off;
X http, server, location

WHRSEAZE off, NMJEHA cookie FRICHLHIFH BB FMEFRICHIZRT. HLHI AT AR bR N Y
[F AN B BE B userid pSp F1/B8 cookies IS BN IE], FRiC AT DURBAEMIZE S TR (K3 KRINE) . BFEL
“:” ?ﬁo

WEILE THRIE, WK ESEELE cookie FFIIEFUMFRATTI base64 FoRiEH — MEFIT SHTHEL,
R ENIARICEE, WESEARERRL, EHIRER “P3P” KEFTRIE cookie
userid_name
: 1815 userid_name name;
. - HME
— userid_name uid;
e — kPX

— http, server, location

&'H cookie Z4FR,

userid_p3p
Bk userid_p3p string | none;
EINE userid_p3p none;
R http, server, location

WEKS cookie —iEAEN “P3P” kFEME, WRIESRENFRE none, WITEMR HEAS K 1%
“P3p” 3k,

userid__path
Bk userid_path path;
EINME userid_path /;
4 http, server, location

TN E cookies HIEEIZ,
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userid__service

FEaR userid_service number;
BRINME userid_service AR EEHy IP Hiil;
R http, server, location

WMERHZ RS (RS AHARIARE, NN NENIRSS 7BCE B 28 number PARALRES P iibR AR A
— M, XFRRA 1 B cookies, BRIMENZE, MTFHRA 2 B cookies, ERINENHARSS ZHY 1P Hiht AT
JEEAS )\ H BT

REx

Gl

$uid_got

cookie ZHRFIFEZIREN I F IR IRAT
$uid_reset

MR EWENIESFREERE 0, MBEFIMFRRTFEHER, FRE log XE2SEETEHEERIART
FIE B 5 E error loge

$uid_set

cookie ZFRFIAIRHIE F bR IATT,
uWSGlI

VFRFERIZIBLE uwsgi IR o

B B i

location / {
include uwsgi_params;

uwsgi_pass localhost:9000;

B

uwsgi__bind

HIK uwsgi_bind HJi [transparent] | off;
E/UN =
TR http, server, location

5 uwsgi MRS ARHVIMBIER NG T RIAM IP Hilb &R, JFrligfaent 1. SEEr ST E, Ff
PR off BUHM E—PECEIHIMAN) vwsgibind $5LHIRER, RG] LAE ) ECAM 1P HuhkA1 b
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Ho

transparent SIS uwsgi IRFSAFIINEIER NAEAM TP kb &k, Hlan, MEFumAYESS 1P Hi
HE:

uwsgi_bind $remote_addr transparent; ]

T HEZSEER, EETRELUEI T BRIETT Angie TAE#RE, £ Linux EAFE, RNIREE
7 transparent S8, TIEHFEEMNTEIIFEY K CAP_NET RAW E

O HE
DL B A% B 3R AR B uwsgi AR5 ERAI ML i

uwsgi__buffer_size

Bk uwsgi_buffer_size j(/J\;
2KIA uwsgi_buffer_size 4k|8k;
4 http, server, location

B TR uwsgi IRS5 a2 W M RS — 80 BRI X RN, IR I8 B B35 — /NI R ko BR
VBT, XN EFFT—DNFNR, XBRTFA, AR 4K 88K, i, ] PLRHIZRERE

Po

uwsgi__buffering

Bk uwsgi_buffering A/
RN uwsgi_buffering on;
X http, server, location

JE R SR B uwsgi ARSS A B Y 2% 11,

on Angie RPN uwsgi ARG EELWIRL, HORK HAF 0 R Huwsgi buffer size
Fluwsgi_buffers T VEEMNRMPX A, QTERBEANE S TCIEAPAE, TR 536
M) AR 2R R BRI S W, B NG S wwsgimaxtemp file size
Fuwsgi_temp_file _write_size 81l

off Wi . 2% [R] A0 S 2 BB 1B 482 F i, Angie ARSI uwsgi MRS5S A8 B2 ME R,
Angie A A—XIEIRHI R AR & B uwsgi buffer size F6LE,

2 thn] DAJE IS 7E” X-Accel-Buffering” Wi i Sk 7 B L 1E” yes” B no” RJg HEZEH, A DAH

Fuwsgi_ignore_headers 85 HLIIRE,
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uwsgi__buffers

Bk uwsgi_buffers e K,
LN uwsgi_buffers 8 4k | 8k;
R http, server, location

VLB TN uwsgi ARES5 BS BB R A0 X ABCRRIAD,  BEX 8z,
%ﬁi}\ﬁ%?ﬂ?, éﬁmgklj\%%:#/l\p\]ﬁﬁ’ ﬁﬁyy%azzpé?’ ﬂﬁE%&' 4Kﬁ8Ko

uwsgi__busy__buffers__size

Bk uwsgi_busy_buffers_size KN
2RIN uwsgi_busy_buffers_size 8k | 16k;
TR http, server, location

LI AZE I, BRAFICENR R R S BRI, IEAET T A% i AR R A e X S RN S LRI,
HARBIGRINIX A] DU TR, GnSRFREE,  w] DUREE o i B 2 i 2 I SR

BRONEN T, KADHuwsgi buffer size Mluwsgi buffers 82 BRI N M X A/ NRHI,

uwsgi__cache

Bk uwsgi_cache X | off;
2RIA uwsgi_cache off;
R http, server, location

X T RAFHSEE A XN, MIRRIXIRAT DAE 2 M T . SEMER S Z R,

off ZHM E— PN ECE SRR IR

uwsgi__cache__background_update

[E227S uwsgi_cache_background_update on | off;
A uwsgi_cache_background_update off;
EFx http, server, location

AVFEIR[EE FIZAZ TR R, 5805 & 715 sk DU #Td AR 12 00,
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A B
THIER, DRI I R 5% A7 Wi S AE HE T 55T

uwsgi__cache_bypass

HIL uwsgi_cache_bypass ...;
ENN —
4 http, server, location

TE XA LG TR AR MRS IR AR TFAFERS B — MEA B HAEFET 07, WIRRCRE
A MNEAFHIRE:

uwsgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

uwsgi_cache_bypass $http_pragma $http_authorization;

Al PAS wwsgi no_ cache 85—,

uwsgi__cache_key

181 uwsgi_cache_key TR H;
ENIN —
T http, server, location

X RAFHIRE, Bln:

uwsgi_cache_key localhost:9000$request_uri;

uwsgi__cache__lock

Bk uwsgi_cache_lock on | off;
A uwsgi_cache_lock off;
Ehx http, server, location

JB AR, ARG —R—DNERIBIDEIEREBELS uwsgl IRESEFREFTERTBuwsgi cache key FELFIR
B RAF TR, HAEFRZZ TR KGR e R F RS E R T RN REFIRN, B
ES]] uwsgi__cache__lock _timeout TR ERINE,
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uwsgi_cache_lock_age

(=275 uwsgi_cache_lock_age Mf[H;
2RIN uwsgi_cache_lock_age 5s;
R http, server, location

GUIRAZIRLE uwsgi S5 s DUEFERT R AFTCR ARG TR RAEHEE N R A R SERR, W AT PAFEA] uwsgi ARSS
AR — AR,

uwsgi__cache__lock__timeout

BiL uwsgi_cache_lock_timeout Hf[H];
2RIN uwsgi_cache_lock_timeout 5s;
4 http, server, location

Huwsqgi_cachelock VBB, HETRIZIN, JEREGPLIBLE uwsgi RS54, HIN ASHRAT.

uwsgi__cache_max__range_ offset

Bk uwsgi_cache_max_range_offset ?5(?;
ERIA —
kX http, server, location

AR RIRE TS, WARCERB WS, KiEREES uwsgi IRS58, WM AR,

uwsgi__cache_methods

Bk uwsgi_cache_methods GET | HEAD | POST ...;
LN uwsgi_cache_methods GET HEAD;
kX http, server, location

R FmiE R A A A, WS E#2%F, "GET” fI"HEAD” FiEa&mmaEsRd, R
BERIWIAFHTEETEN]. B Wuwsgi no_ cache F62

uwsgi__cache__min__uses

1Bk uwsgi_cache_min_uses ?ﬂ?,
BRI uwsgi_cache_min_uses 1;
ERx http, server, location

18 B AR 2R A7 J R T SRR

3.2. &S|, &% 297



* Angie
Software

RFER, 4 1.9.1

uwsgi__cache__path

Bk uwsgi_cache_path P& 1%  [levels=levels| [use_temp_path=on |  off]
keys_zone=name:size [inactive= I [H]] [max_size= K/|N [min_free= K/}
[manager_files= #{F| [manager_sleep= [f[A]] [manager_threshold= [ [A]]
[loader_files= #{F] [Loader_sleep= HfH]] [Loader_threshold= Hf[H]];

EININ —

Holi9"4 http

BRI NBEMHEMSE, REBIRGFEEXD, PRS2 RR R N MD5 BREHIZS
R

The levels ZEUE X TRAFMZERIG: M 1 2 3, BIRHIRZME 1 8 2, Hlan, {ELAMECEH:

‘uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRSI BERGIX A :

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

RAFHIMANL B ST NG SCPF, SRIEIZF R E 4. IR SCPFRIZR A7 ] URIE R R SRS b (H
B, WER, ERXMENT, XHENDMHRFZRER], MARHTEANEMAIRE Fit, 2
BOS A ERINE, FAAMIEIN SPERTER) B AL R — SR8t L.

G S H SR LT use_temp_path SR E,

on WRESHWEBHIEEN on WE, KFHEHANSE location BE
Buwsgi_temp path 8L ETEER H R,
off Il S B IRAE 22 17 H 5k Hs

A, FrETESEERE ARG BA A R ZENEX, HAFRMNK/NH keys_zone SEELE, —1
JKF RIS A] PATFEE K2 8000 M,

£ inactive SEFEE I RN ARBL T R HIRAFEIEG NEZ 7R, RS 2R,
BRINELR, inactive ILBN 10 7351,

—NRIRE A S PLa R I I R AP R/ IS R G B Nl S R, 247 H /Nl AT 22 TR A
R, ERMPREILR/DEREEEE, BaEdid s 07 PRI,
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max_size B R uwsgi cache K/
min_free XERGHRAF BRG] 22 [A]

manager_files RR il — Ok A LI BR A 10 E =
FIMEN 100

manager_threshol PRl — OB RS2 ]
BINMEDY 200 ZFD

manager_sleep BLER O 2 A
BINMEDY 50 ZF)

£ Angie JRalJE—0 8, FEIRRY BAFMBRHERBITS, EM ARG IR Z 7T A7 BRI E B
AP X MR IE A AT AT,

loader files FR il — RIEAH N ER A I H 80
BIMEDY 100

loader_threshold [Rill—{RIEIFFEHH]
EIMEDY 200 ZFD

loader_sleep BLER O 2 [AE
EINMEN 50 2D

uwsgi__cache__revalidate

Bk uwsgi_cache_revalidate on | off;
FINE uwsgi_cache_revalidate off;
Sl 5"4 http, server, location

JE R ZAE SR T IR F TR BRI UL, R WnSRBHOL” 17 QiSRRI k5B,

uwsgi__cache__use_stale

Bk uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

BRINE uwsgi_cache_use_stale off;

X http, server, location

WEMLS uwsgi MRS5S &RIEEN, B DULE MRS S 6 IS BT 2% 72 I R, 48 2 192
Suws gi_next__upstream B2 HISEITH,

error GUERTCTRIEFICEIE R uwsgi RS a8, FCVFE R IR A NN,
updating WONSEL, WNSRYATIEESERT, WARVFE AT IRRERNL, 1Xa] DATE S §TE (7

BRI MU uwsgi ARSS 25017 B EL
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TN B Sk B2 o FEASE PO BRI 22 A2 e B2, RT DATE Mie 7 28 Ayt A F5 4R e RO EA -
e ”Cache-Control” SkZEERHY stale-while-revalidate § B VYRR 24 51 58 57 (8 FE I BHRO 2 A2 M b
o ”Cache-Control” SkFEERR stale-if-error ¥ VFAE & AR 5512 I8 FH I BB 2 12 0 b

O ik
LSRR T HERTELS S

N T EBEFEFT IR TC RN o MUK uwsgi IRS5ERAITIRIEL,  RTME~ wwsgicache_lock 6%,

uwsgi__cache_valid

=275 uwsgi_cache_valid [code ...] time;
EINE —
ETFx http, server, location

AR e B A B B R A7 N TH] . BilaH, DATR4E<

uwsgi_cache_valid 200 302 10m;
uwsgi_cache_valid 404 im;

MR AR g 200 #1302 BUMAN BEE 10 2¥FRIRAE, NN ACRSSN 404 UMM S E 1 28RS AE,
WRANFE T A7 ]

[uwsgi_cache_valid 5m;

MYNELE 200, 301 F1 302 MR,

Ak, FIDMEE any SEAGAF AT Y :

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 301 1h;
uwsgi_cache_valid any im;

ZAF I SELA] DIERAENN KR IRE, X TR SR E R R A7 H,

¢ "X-Accel-Expires” k5B AN EIMBAGR N, BSOS, WRED o §
SOFS%, WEE Epoch DURRILLAII (B REfr), (EILHIAL 2 R0 DA .

o WL A E "X Accel-Expires” FE, RIFZSEN] ATE " Expires” 8(”Cache-Control” SkFEH
a=
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o GERKHELE " Set-Cookie” FB, WIZMAR FF A 2L F

o WMESLATERIREN " B Vary” FEB., NRZMMRLREASIWRAT. R E S HAER " Vary”
FEL, MPREARHEAE R SRSk R A I L

A DM F uwsgi ignore headers 82X R — Nk 22N e i Sk 7 BX AL FE,,

uwsgi__connect__timeout

[F237 uwsgi_connect_timeout t¢ime;
FINE uwsgi_connect_timeout 60s;
kR http, server, location

X uwsgi IRF5SEDERATER, FETERE, ERENT, WENTREET 75 £,

uwsgi__connection_drop

[E27S uwsgi_connection_drop time | on | off;
BRINE uwsgi_connection_drop off;
EFx http, server, location

JE A ARCBEAR S A M RS BRI reresolve REERA PI %> DELETE FRICAKARNAIHGE, 154
Bl Ss AR BRI R

AP P ACERSS A B R — MR EE NFIE, R IR,
E time J3FIERZILAGERN; RE on I, BERIGZRIYIKNIT,

uwsgi_ force_ranges

Bk uwsgi_force_ranges off;
BRINME uwsgi_force_ranges off;
X http, server, location

JE X uwsgi ARG5S 2R B RAZ R A GRAZ I N ) 7 1Y R S8,  TCIRIX EEma i H [ Accept-Ranges” BN
1@‘0

uwsgi__hide__header

Bk uwsgi_hide_header field;
N —
4 http, server, location
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ZINBEOL R, Angie K uwsgi ARSS 25MA A HY” Status” F17 X-Accel-..” SkFBREBHE
Uiio uwsgi_hide _header & BIGE LAV M F B, AR FZEARTFFEEE, WA DS

. e A
Fuwsgi_pass _header &%,

uwsgi_ignore__client_abort

Bk uwsgi_ignore_client_abort on | off;
ERINME uwsgi_ignore_client_abort off;
o4 http, server, location

FAE S48 P i AR SR A N I SR AT RN, RS ORI S uwsgi ARSS A B R

uwsgi_ignore__headers

Bk uwsgi_ignore_headers field ...;
LN —
EFx http, server, location

BRHERE uwsgi MRS AR Lem iy Sk By, Al ARG AR B 7 X-Accel-Redirect”, 7 X-Accel-
Expires”, ”X-Accel-Limit-Rate”, ”X-Accel-Buffering”, ”X-Accel-Charset”, "Expires”, ”Cache-Control”,
”Set-Cookie” F1”Vary”,

GNSRRBZEM, XL BRI 7 AL DU ROR -
e "X-Accel-Expires”, "Expires”. ”Cache-Control”, ”Set-Cookie” Fl1”Vary” B &N 1192 (7 SEL;
« "X-Accel-Redirect” HUTHHEE URL HIAHS EEM;
o "X-Accel-Limit-Rate” 5B [\ 7 Ui & Fai i 2 (1) 126 3 PRl 5
o "X-Accel-Buffering” & FIBEER M LAY 2% 1 ;

o "X-Accel-Charset” BN HWHIBEFTTE,

uwsgi_intercept_errors

[E=2FS uwsgi_intercept_errors on | off;
PRINE uwsgi_intercept_errors off;
X http, server, location

RERS KNS KT EEET 300 B9 uwsgi ARSS 28NN AL IRLE R i, EEEEFFEEME| Angie
TR, (FHBZerror page 8%
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uwsgi_limit__rate

FENCR uwsgi_limit_rate rate;
BRINE uwsgi_limit_rate O;
R http, server, location

FRIIM uwsgi ARSSAHZENA N FHE, rate AR FHECHEAL, AIDAMESZ &R,

0 8 PRI
O #ik

FRAZE X MERIZER, KR Angie RINFIIFMANS uwsgi AR5 dRH0IERE, NEAERRZ
TEE BRI P, FREAEDH buffering RITEIL N AR

uwsgi__max_temp_file_size

TBiE uwsgi_max_temp_file_size size;
PRINE uwsgi_max_temp_file_size 1024m;
4 http, server, location

M EHbuffering B, REEAN R ANIE S Huwsgi buffer size Fluwsgi buffers IHPREMRMIX,
AT DURE BB 70 Wi 2 £ 17 2 Ml N S2PErh, 8 < B I IN ST Y B R RN 5 NI IR ST A U8 2R /)

Huwsgi temp file write size F8SHRHE,

0 SRR R B S P e S P

O #iE
I RRAHIANIE F TR R A B B IR 5 AW

uwsgi__modifierl

Bk uwsgi_modifierl size;
ERINE uwsgi_modifierl O;
kP http, server, location

& E uwsgi packet header 1 modifierl FEXHME,
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uwsgi__modifier2

Bk
HIME
kB

uwsgi_modifier2 size;
uwsgi_modifier2 O;

http, server, location

E uwsgi packet

header H modifier2 FERH{E,

uwsgi__next__upstream

=FS

FIME
1ol 94

uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |

http_403 | http_404 | http_429 | non_idempotent | off ..;
uwsgi_next_upstream error timeout;

http, server, location

FERIEM LG RIERMAZ LS upstream pool FHI R —ARSS 2R

error
timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TR S ARG A HUERE, H5IERAZIBL C BRI R SK I 2 2B R
TR SRS A AR, KB SRARIB LA T B SISk &2 2L I ;
ARS5ARIR [E] ¥ 23 BRICR A 5

RS E=IR A T SN 500 FINAA ;

ARZ5ERIR B T S 503 FNA R ;

RS ERIRE] T AN 403 FNAINL ;

S5 aR a7 AN 404 HIMER ;

ARS5 aR A TN 429 KWL ;

JEHE, #A non-idempotent F{ERYIER (POST. LOCK, PATCH) R EL M L
Mg e IR R, WAStEEE F— MRSy, 8 A ET S a2l

HKiEXK;

SERIEREIBE N — RSS2

O #i

Mz, RAEERAEEANELZEAEMIEILS, 74 A DRIEREES N — MRS, tHaie
W, GERIEMN RS A AR EGERN, TTRBERX R,

AR LT 2N 5 IR S5 A mAE B A i 220
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error AP, BTN IRETESHTEE
timeout

invalid_header

http_500 {AEAE S HRHEE I B A B 253
http_503

http_429

http_403 AR A A B A 1

http_404

REERAZIBLE N — DIRFFASHIRE AT DASZ 2 210008 RIS R BIRRA]

uwsgi__next__upstream_timeout

Bk uwsgi_next_upstream_timeout time;
FINE uwsgi_next_upstream_timeout O;
TR http, server, location

FRAIFERFTR RGBS b1 MRS5S BIRS AL,

0 KA IEERR ]

uwsgi__next__upstream__tries

IBTA uwsgi_next_upstream_tries number;
EFINE uwsgi_next_upstream_tries O0;
ETFx http, server, location

BRAHIRFE R LS T IRSS AR REZ IR R

0 KA I RR ]

uwsgi_no__cache

BiE uwsgi_no_cache string ...;
ENME —
X http, server, location

TE XA L5 TN AW IR RN, MRFFRESHFNED - METNBHAEFT “07, N

M B RF AN AT -
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uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

uwsgi_no_cache $http_pragma $http_authorization;

Al A5 wwsgicache  bypass 52—k,

uwsgi__param

722 uwsgi_param parameter value [if_not_empty];
EANE —
ol 9"4 http, server, location

RENEBLE uwsgi 55 aATS AR AT AR & SOR 2B N HAH & IR L FiZAI A E X uwsgi_param
152, NHXEAESR M _E—DECBEIHILE A,

FRE CGI IS & NAEN uwsgl ki, 1ES W0 & HIREEH wwsgiparams X

location / {

include uwsgi_params;

RIGLMEM T if_not_empty, WIHEHMENNEN, RS SWERLIRITE:

uwsgi_param HTTPS $https if_not_empty;

uwsgi__pass

=275 uwsgi_pass [protocol://] address;
EIME —
X location, if in location

E uwsgi IRSSAHITRRIHINE, PAKRTIER) URL, DAEREAZERLS, 7T DAFEE uwsgi B suwsgi™ (%
4 Wy :samp: “uwsgi, JEIE SSL BV uwsgi) TENPMN, Hubikr] D@ ek 1P sk, DAK s :

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

BAERN UNIX BERFER:

[uwsgi_pass unix:/tmp/uwsgi.socket;

GUERERA AT O 22 i, R DR BRI EAT], AN, HERTAPE R server group 8. WNERMEH T
H, WARESHfEER; Mk, BIERIONHNEI R NIRSS S e i,
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SHEF DA EEE, EXMER T, R fsE 8%, KMEMRNRSSHAPERIZAIR, R
AREE, WA resolver BZE,

uwsgi__pass__header

Bk uwsgi_pass_header field ...;
L NN —
X http, server, location

TRV uwsgi ARS5 a5 & i S EE ) Sk B,

uwsgi__pass__request__body

BiE uwsgi_pass_request_body on | off;
LONINIED uwsgi_pass_request_body on;
X http, server, location

TR AR FRIBIE RIRML IR uwsgl IRF . FHIESWuwsgi pass request headers 5%

uwsgi__pass__request__headers

Bk uwsgi_pass_request_headers on | off;
PRINE uwsgi_pass_request_headers on;
4 http, server, location

TR SR RIGTHERISLFBAL IR uwsgi IS5 a. HIESWuwsgi pass request body $5%

uwsgi__read__timeout

Bk uwsgi_read_timeout time;
ERINME uwsgi_read_timeout 60s;
EFx http, server, location

TE XM uwsgi JRS5 A SR R BN I 1R] . I X E P OESE IR Z R B, AR RN A
o AR uwsgi ARFFERAEMEIN R ABA RRMIETAE, WRERER B

uwsgi__request__buffering

[F22FS uwsgi_request_buffering on | off;
EINME uwsgi_request_buffering on;
Hol9"4 http, server, location
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JE R BRI 2 P i 1 SR AR B i,

on TERIE R ZIER] uwsgi IRF B2 11, MR U2 H BEME R,
off 1B RINERWE LRI XS] uwsgi ARS8, EXRMEN T, W Angie EEF R
RIEERIK, NERIEEEBSL N — MRS 45

SEH HTTP /1.1 & hmdmtd £S5 a1 KRN, TERIRR R, TCiefs .

uwsgi__send__timeout

FECR uwsgi_send_timeout fime;
LOWINIEN uwsgi_send_timeout 60s;
R http, server, location

RERIEREME] uwsgi MRS aATEN I E], EBREMUGES S HRIE 2 FIRE, mAZEMERIE
o AR uwsgi RSSASAEMEI AN RIREIEMNE, NWHERRRECH,

uwsgi_socket__keepalive

Bk uwsgi_socket_keepalive on | off;
ERINME uwsgi_socket_keepalive off;
o4 http, server, location

BLES uwsgi IRFGARIIINEIERET"TCP keepalive” 174,

0 INBI R, BIERFIXEN ERFEN,
on NERFHE SO KEEPALIVE E3F1ED,

uwsgi_ssl__certificate

Bk uwsgi_ssl_certificate file;
ERINME —
kX http, server, location

TEE M T %42 uwsgi IRF5 8T B IIERT PEM FE3UEH XM, U4 AT DA 2R &,
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uwsgi_ssl__certificate__cache

Bk

HME
ol 98

uwsgi_ssl_certificate_cache off;
uwsgi_ssl_certificate_cache max=N [inactive=time| [valid=time];
uwsgi_ssl_certificate_cache off;

http, server, location

X — AT EEE AR BRI SSL e R HIRLF.

ISR A N2
o max —RERFHITRIRALE, RN, ROEH (LRU) BTTRREEFEER,
« inactive —REMEZ KINTFIRYIFEMERTTR. BIMEN 10 F),

o valid —fEERFTTRPINNAROF T EE EHRNE, BIMEDY 60 #), MRS, UEHR
T INEECE I,
o off —SH%AF,
aNIE
uwsgi_ssl_certificate $uwsgi_ssl_server_name.crt;

uwsgi_ssl_certificate_key $uwsgi_ssl_server_name.key;

uwsgi_ssl_certificate_cache max=1000 inactive=20s valid=1m;

uwsgi__ssl__certificate__key

ERS
BIME
kX

uwsgi_ssl_certificate_key file;

http, server, location

TR TR %42 uwsgl RS 8HEAT B IRIERT PEM A& VBT,

A] DAFEE(H engine: name:id”,

=
Ho

uwsgi_ssl__ciphers

PAM OpenSSL 54 FRINEEGTEE 1D BIEH, XA AT DA

ERES
AIME
EFx

uwsgi_ssl_ciphers ciphers;
uwsgi_ssl_ciphers DEFAULT;

http, server, location

FEES LA uwsgi IRGHIERNEHEBEBEEN, BHEFRMNH OpenSSL FEHf#E,
EHYIRER T EL2EH) OpenSSL kA, AIPAffF openssl ciphers A H LRI,
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A IR

2 OpenSSL W, uwsgi_ssl_ciphers 6% * A& * BLE TLS 1.3 NMEEH, WFHFEE TLS
1.3 NMEEN, EEHuwsgi ssl_conf command 8%, BRAXFER SSL BELE A,

o TE LibreSSL ', AJPAH#A] uwsgi_ssl_ciphers ECE TLS 1.3 MIEEH,

o« 1E BoringSSL H1, JCiEECE TLS 1.3 MHEMH,

uwsgi__ssl__conf__command

[E2FS uwsgi_ssl_conf_command name value;
HME —
X http, server, location

5% % uwsgl RS #EIEREMNIZETE OpenSSL BLE commands,

O HE
S OpenSSL 1.0.2 BUE ERRAR SIFRHZAEL. EAE OpenSSL HECLE TLS 1.3 HHEMF:, HHEH

ciphersuites o

A AER — KA LEEZ 1 uwsgi_ssl_conf command B, WRYFIRBNEETE N
uwsgi_ssl_conf_command 5%, NIXEAFSRHUEAH E—PMECEDG,

2\
oA A )

BERE, HIEACE OpenSSL AIRER SEEIMT A,

uwsgi_ssl__crl

Bk uwsgi_ssl_crl file;
ERINME —
R http, server, location

fREHEWMMIES (CRL) 1Y PEM #&RSCfF, HTIIE 24 uwsgi MRS EFATIEH,
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uwsgi_ssl__name

FENCR uwsgi_ssl_name name;
LNz uwsgi_ssl_name “host from uwsgi_pass;
R http, server, location

AVWEBEMTIIE %242 uwsgi IRFFERIEBHIIRGTEFBIR, HETLE uwsgl IRFFaFEIIERNIEL SNT
&3,

BRINEM T, - uwsgi pass URL BYFEHER 5

uwsgi__ssl__password_file

[E27S uwsgi_ssl_password_file file;
HME —
TR http, server, location

e W& B, SPNERRIM—T, MMEEHRNIZE 2 E,

uwsgi__ssl__protocols

Bk uwsgi_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
LONINIED uwsgi_ssl_protocols TLSv1.2 TLSv1.3;
4 http, server, location

£ 1.2.0 AR AR : TLSvL. 3 SERINEIEIAL,
JERS %4 uwsgi IRS5 #1E RAHEE HHL

uwsgi_ ssl__server_name

Bk uwsgi_ssl_server_name on | off;
LOVNIED uwsgi_ssl_server_name off;
X http, server, location

JA BB vwsgi_ssl_name ERB BRI BRAFRE S LR uwsgi ARG A8 @ IERER AR 554
YRR TLS 78 (SNI, RFC 6066) TR,
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uwsgi_ssl__session__reuse

Bk uwsgi_ssl_session_reuse on | off;
BRINE uwsgi_ssl_session_reuse on;
R http, server, location

WEMAE uwsgi WME[JMITENEEAMLAEHR SSL &1k WHRAEH HHH
1®7SSL3 GET FINISHED:digest check failed”, WEEIRZEM 2155,

uwsgi_ssl__trusted__certificate

Bk uwsgi_ssl_trusted_certificate file;
EINME —
4 http, server, location

TEEEERIEE CA IEBH PEM 3, HTIRIE 242 uwsgl RS aHIIES,

uwsgi_ssl__verify

Bk uwsgi_ssl_verify on | off;
ERINME uwsgi_ssl_verify off;
kX http, server, location

JE AR 2242 uwsgi ARSS SR UEF A3 IE,

uwsgi_ssl__verify__depth

[F22FS uwsgi_ssl_verify_depth number;
FINE uwsgi_ssl_verify_depth 1;
kX http, server, location

EZE uwsgi IRFFAIETHBEPHIIRIERE,

uwsgi__store

JF22S uwsgi_store on | off | string;
ERINE uwsgi_store off;
TR http, server, location

J& FRORAF S SR A
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on PRIF IS REAR N N F 162 alias B root
off SR SR E

ATDMER A E R string BRI E 4.

uwsgi_store /data/www$original uri; J

SCAERE SN AR AR R ) " Last-Modified” MR Sk BRI B, WK 525 A — DM X, RE
B E A, N SRR AR DUBAER IR SRS L, 2RT, THTER, FEIXMIEN T, X
RAEN DRG], TASRHATRT I E A ERE, Bitt, BSOS TEMSAER location, TR1F
ISR EEuwsg’[ temp__path B2 E IR S HRER — MRS L.

IHeFE 2 AT T AR S ] ORI A BEIA, B4 :

location /images/ {
root /data/wuw;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

uwsgi_pass backend:9000;

uwsgi_store

uwsgi_store_access user:rw group:rw all:r;

uwsgi_temp_path /data/temp;

alias /data/www/;

uwsgi__store__access

Bk uwsgi_store_access users:permissions ...;
XA uwsgi_store_access user:rw;
ETFX http, server, location

BT QIR A SN B SR BT AR, Bl :

uwsgi_store_access user:rw group:rw all:r; J

QUERTERE THEMT group BY a1l V5MIANER, IR DA AP AR :
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‘uwsgi_store_access group:rw all:r; ]

uwsgi_temp_file__write_size

Bk uwsgi_temp_file_write_size size;
BRI uwsgi_temp_file_write_size 8k|16k;
X http, server, location

PRAILES M uwsgi AR5 8% 21l I SR B9 B 2% iR, — IR N I I S B B0 R /e BRIATE
W, RAWNZuwsgi_buffer _size Muwsgi_buffers 15 E BN XHIPR, M SCPFHT RN

Huwsgi maxz_temp file size I6F KRB,

uwsgi__temp__path

X uwsgi_temp_path path [levell [level2 [level3]]]’;
LN uwsgi_temp_path uwsgi_temp; (B&IZHURT --http-uwsgi-temp-path FEIEIN)
Hol9"4 http, server, location

TENX—NHFEH TN uwsgl ARG FZWEINIGIN 2. FTPAMEREE HR FMEARZ =B FERE
REERE, AN, fEDACRELE

‘uwsgi_temp_path /spool/angie/uwsgi_temp 1 2; ]

I ST RER EERAGIZAE::

/spool/angie/uwsgi_temp/7/45/00000123457

5'7'J—lluwsgifcacheﬁpath =it use_temp_path SEL,

HTTP/2

PR HTTP /2 B,

Y MIRARRIA A, EARBRINA AL ROEId --with-http_v2_module AGEEIEINE M,
ek E BATCENEMEGS, SRS E R,

B E =B

server {

listen 443 ssl;

http2 8

ssl_certificate server.crt;
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ssl_certificate_key server.key;

O HE

EIEE, i TLS #52 HTTP/2 EHEFE “NMAEME" (ALPN) TLS # B, Z<XHH
OpenSSL 1.0.2 fiRAFEERTH,

WK ssl prefer server ciphers 82BN “on”, Wlciphers MECENTTE RFC 9113, [ A B HFH
PR i o

i

http2

Added in version 1.2.0.

7237 http2 on | off;
ERIN http2 off;
TR http, server

JEFH HTTP /2 B,

http2_body_ preread_size

[E27S http2_body_preread_size size;
ENN =
EFx http, server

BB MERIVEMNX AN, ETFRATHAEIR AT AT DA (15 KA

http2_chunk_size

FECR http2_chunk_size size;
ZRIA http2_chunk_size 8k;
R http, server, location

REWRNART R B RRERA/DN, ERAMESSBESITH. ERESE HOL [H2E iR,
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http2_max__concurrent_pushes

B 1.2.0 lRAFH.

[F23FS http2_max_concurrent_pushes number;
RN http2_max_concurrent_pushes 10;
kT http, server

BRAIER LML HRI R,

http2__max_concurrent_streams

1%(25 http2_max_concurrent_streams number;
LN http2_max_concurrent_streams 128;
kX http, server

WEERTIF A HTTP /2 S REE,

http2__push

H 1.2.0 AT,

[F23F http2_push uri | off;
E /NN http2_push off;
kR http, server, location

FANKIE (ML) WERBFHEER wri, H5EETERIMN —EEkiX, A BALRTESZIIAXT URT R

AEEE, fgn:

http2_push /static/css/main.css;

uri EHA] AR SR,

TEF—BC BT DHEE 2 hitp2_push 652, off ZEEUHM L —RECEMARN) hitp2 push F5LH

B

http2_push_preload

H 1.2.0 lRAFA.

[E=27S http2_push_preload on | off;
EONIN http2_push_preload off;
X http, server, location

3.2. &5l &%
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JERITE “Link” WANSKFERHHEER) PUINEGEZE BahEeHon fE1X 15K,

http2_recv__buffer_size

Bk http2_recv_buffer_size size;
RN http2_recv_buffer_size 256k;
R http

BB Mworker BINEITX RN,

HEE

fein

http_v2 BT R DA RN EAS &

$http2

PR H PSR IR A -

h2 AT TLS kY HTTP/2
h2c FFHA TCP L HTTP/2
n BN S FRFE

HTTP/3

JER HTTP /3 X2 PUmERRI SR, DA RERARSS SRR SRy, XRS5 as (A LA R bt proxy 45

LR :
e proxy_http3 _hq
e proxy_http3 max_concurrent__streams
e proxy_http3 maz_table capacity
e proxy_https stream__ buffer size
e proxy http wversion
e DTOTY__DpAss
e proxy_ quic__active__connection_ id__limit
e DTOXY qUiIC_gSO

e proxy_ quic__host_key

4 MIRARIAT S, IHARIRERIAA A WIEIS --with-http_v3_module MJELEIIE H,

R E BNeENZEEMERT, ZEREUSERES,
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B E B

http {

log_format quic '$remote_addr - $remote_user [$time_locall

'"$request" $status $body_bytes_sent '

'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

server {

# AT ERBEEY, EN

# X http/3 f https £ ARl £ 0

listen 8443 quic reuseport;

listen 8443 ssl;

ssl_certificate certs/example.com.crt;

ssl_certificate_key certs/example.com.key;

location / {

# T =4 HTTP/3 W7 A%
add_header Alt-Svc 'h3=":8443"; ma=86400"';

}
}
}
O =HE
TEER, B TLS (9 HTTP/3 EREFE TLSvL.3 MMM, %% H OpenSSL ARA 1.1.1 &2
AT,
B2
http3
=275 http3 on | off;
LOWN http3 on;
X http, server

JAF HTTP /3 X,

http3_hq
7227 http3_hq on | off;
E NN http3_hqg off;
£ http, server
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JAFTE QUIC BAENLL EHRT HTTP/0.9 MR,

A EE
IXAEBA TR IR R % PR I T A

http3_max__concurrent_streams

BiE http3_max_concurrent_streams number;
2RI http3_max_concurrent_streams 128;
TR http, server

WIEEtk HTTP/3 f1 QUIC % H, HILEERFIHE HTTP/3 ERMMNERKEE,

http3_max__table_capacity

[E=27S http3_max_table_capacity number;
2RI http3_max_table_capacity 4096;
X http, server

WEIRGSNERN 18R <https:// www.ietf.org/ archive/ id/ draft-ietf-quic-qpack-20.html#name-

e

dynamic-table> &,

O =ik

AU prozy http3 max_table capacity L RREERZ T HIRIE, EREIR, YRR EDN

REER, ZEHBIASRIIEN,

http3_stream_buffer_size

Bk http3_stream_buffer_size size;
A http3_stream_buffer_size 64k;
4 http, server

EHTEEHE A QUIC AKX RN,
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quic__active_connection_id__limit

Bk quic_active_connection_id_limit number;
2RIN quic_active_connection_id_limit 2;
R http, server

WE QUIC active_connection_id_limit fEHSEEME, XE A AFIEERS a5 BB E P UESE 1D

quic__bpf
Bk quic_bpf on | off;
2RIA quic_bpf off;
EFx main

JERER eBPF B QUIC BdlEtl, SN, XAVFSdF QUIC ERIEM,

R

ZIESANAE Linux 5.7+ 523 #:,

quic__gso
Bk quic_gso on | off;
E N quic_gso off;
Sl 5"4 http, server

JE R P o BN L At s s UAR

B
MALEIENAESH: UDP SEGMENT B9 Linux 3%,

quic__host__key

JF22FS quic_host_key file;
EININ —
HSl5"4 http, server
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B TINEICIRAS B BRI R UE SR AR T fileo BROANTEULT, BRREE BN A K — DREHLE A,
{5 F IR A AR 2 R A R 32

quic_retry
Bk quic_retry on | off;
2RIA quic_retry off;
X http, server

JEH QUIC HibEEGE Tk IXEIETE Retry BRI NEW _TOKEN Wirp ZIEH 2, HEIETE Initial
B B AR IR A R

REZ

il

http_v3 FEERSZRF DL N B AR & :

$http3

PR B SPRIR R
h3 M+ HTTP/3 %E#
hq AT hq EH

wn BN 22T

$quic_connection

QUIC E#ZERYE

XSLT
ZREHUE— NSRS, A —PDEZ A XSLT AR ER XML iR,
4 MIFARS AT, BN YRR fEA --with-http_xslt_module MEIATIEHE.

EHATO R ED, ZBERE HEWEN, FEN-DHAHN  angie-module-xslt B
angie-pro-module-xslt HYMMZ HIHE ML,

O H¥

ZAEHLEEEE ibxml2 F1 libxslt .
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=3t

location / {
xml_entities /site/dtd/entities.dtd;
xslt_stylesheet /site/xslt/one.xslt param=value;

xslt_stylesheet /site/xslt/two.xslt;

B

xml_entities

Bk xml_entities path;
N —
kX http, server, location

TEEFTAFSLARE) DTD U S ERLE R B, HTHEORIER, BB e BT XML
FHAE BRI TER, R RS, FFER LT 18 RIS, 1ZSCHF A RAIE XML 258, HR AR
FRFRAK, Ban:

<!ENTITY nbsp "€#zaO;">

xslt__last_modified

Bk xslt_last_modified on | off;
FINE xslt_last_modified off;
kP http, server, location

18 XSLT ¥4 s VEOR B 4R N HH A " Last-Modified” SKFER, PAE T MR 247

BINEILT, SKTBrsbr, MR Ay AR R B, AT REE &8 2R s T 3R B 5 A
[N AN BB 70

xslt__param

BiE xslt_param parameter value;
EINE —
T http, server, location

TE X XSLT FERXERISE, ([EHRIY XPath RIARX, EHAI AU S E, EHFRRELBATEAE, 7]
DA FH xslt__string _param 84,

AIAEZA aslt_param F6%. W LRIRFNEEE X vsit_param Masltstring param F6%, MIXLEHE
R E— D ECE AR,
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xslt__string__param

BiE xslt_string_param parameter value;
LN —
R http, server, location

TE X XSLT HEARMNFRFERESEL EPH XPath RIENAPHERE, HATAEEER,

AIVE 2 asit_string _param 6% WRHHTHRANEE E Lwsit param Maslt string  param 8%, W]
XEFE S _E— B AR,

xslt_stylesheet

Bk xslt_stylesheet stylesheet [parameter=value ...];
L NN —
EFx location

X XSLT HARSLHANESE, FERAERCE R Bdi%,

SR RMEE, el DMER RRFHE 1T 0, MRSEEE 77/, NE SN %3A7, it
b, libxslt ERGUEEF RTINS B 35 [ S EONG 1 SHERK, filan:

paraml="'http3A//www.example.com':param2=value2

W
&
=
e
]|
e

AR SR, B, BANSEATR DU — D EREPESG:

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params
paraml='$valuel' :param2=value?2

param3=value3;

A DHEE 2 MERR, BT BRI X

xslt__types
[F2RFS xslt_types mime-type ...;
ERINME xslt_types text/xml;
T http, server, location

JEFAHEE MIME ZRBIRGNEN 758, BRT text/xml ZAh, RFERME*” DLECE(T MIME 28584, i
gt B2 HTML Ry, WHE MIME 2B MO8 text/html,
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ol HTTP BRI T HTTP ARSS S HIEADIRE: e RS sk, BCEE RSN E, 2t
AR, FCEEE M, SHF keep-alive A DU EPRIERFIMA R Sk,

AT AR T I RE, (EAERENS RIGECEA UL HTTP ARSS a8 DA 2 S A0 s 20K,
B

absolute__redirect

[F22FS absolute_redirect on | off;
2N absolute_redirect on;
Holi9"4 http, server, location

GNSRZEM,  Angie & HI B EE [FPREZARXS Y,

BiEZ Ml server name in redirect ¥ port_in__redirect ES,

aio
Bk aio on | off | threads [=pool];
LN aio off;
NS94 http, server, location

JB SR FITE FreeBSD 1 Linux I FE X 1/0 (ATIO):

location /video/ {

aio

output_buffers 1 64k;
}

£ FreeBSD I, ATIO AJPAM FreeBSD 4.3 A, 1E FreeBSD 11.0 Z i, AIO R] ABSHERERINZ:

options VFS_AIO }

BB VRN A] B R AR BB AN

‘kldload aio }

£ Linux b, AIO A DAMPIRZARA 2.6.22 THAFEM, 1A, RIUSH directio, 75 MIEHCR 2 FHZERY:

location /video/ {

aio
directio 512;
output_buffers 1 128k;

}
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£ Linux b, directio REEFITEEIAE 512 F i85 (80 XFS 1 4K) MFFRIHL, SCIFRIRMTTE5 AR
PHZERETN N IREL, X 1Y ElE SR MSCIEIT S AN AL B FLV iR 2 it : 72 AFIIT SLngs 2
BEHOR T Bda R 2 FHZE Y,

M7E Linux BEH ATO Flsendfile I, ATO FTRTEEET directio FaLHEENAR/ NI, Tisendfile
TR NS ECY directio HEERIN

location /video/ {
sendfile
aio
directio 8m;
}

g, XA DAE H 2 RA2 BB ref: send <sendfile>, TiA=RHZETEHE:

location /video/ {
sendfile
aio threads;

}

BRBONUA A SR EHEE K pool FILRIEFR, WHEREWE pool ZHK, NIMEM AN default” KIith, H
ESUCINVNINEIS -y acd

aio threads=pool$disk; }

FINEN T, ZSLEAEWEH, BIUEN --with-threads BLEZSEUSH. B, 2L Sepoll o kqueue
Meventport TIEFHER, ZEFERIEIFHUE Linux B35,

HiES [ sendfile 8%

aio__write
=275 aio_write on | off;
2RIA aio_write off;
R http, server, location

WRBH T aio, MtsEHBZEHTE A, Bl XIEMFEH aio threads BERL, FHEHAPRTS AM
RIFAR S5 2o FE R BT S R

alias
Bk alias path;
A —
LT location

EXAEEN BRI . flan, DANEE:
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location /i/ {
alias /data/w3/images/;
}

TEIEK /i/top.gif B, KRIEXMH /data/wS3/images/top.gifo
path B DAEEZE, R T ref:$document root <v_document_root> F$realpath root,

W ERAE A IE NIRRT E XY location PWE alias, MIZIENFRIARN SR, FH alias N5|HIX
LESER, filan:

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

Az B VCELHS E e —HB 7 I

location /images/ {
alias /data/w3/images/;
}

U root 185

location /images/ {

root /data/w3;

}

auth_delay
Bk auth_delay time;
2RIN auth_delay Os;
R http, server, location

FEIRAEFRFZAATIE R, FFIRE 401 Wi ACHS, DR L eI 20 By TR ES AL BRA V5 AT 42 A TR
G

auto__redirect

X auto_redirect [on | off | default];
A auto_redirect default;
TR http, server, location

RSP Y ATER AL B ARMTES I A ST 17 178
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location /prefix/ {

auto_redirect 5

EIXH, XK /prefiv HIFSEHEEME] /prefiz/s

{8 on MRS FHEE M, M off 22T, HIXEN default I, {XfElocation MBEHA apis proxy pass.
fastcgi_pass. wwsgi_pass. scgi_pass. memcached pass Bgrpc_pass BIERE, A JEHEEM,

chunked__transfer_encoding

Bk chunked_transfer_encoding on | off;
A chunked_transfer_encoding on;
EFx http, server, location

/

FVFE HTTP/1.1 AR B&kmdmmt, S EMASHR g BRI, IXATRESTRE M, RERE
ZRANE,

client_body_ buffer_size

Bk client_body_buffer_size size;
2RIA client_body_buffer_size 8k|16k;
Hol9"4 http, server, location

BB TS P i SRR R IX RN AERTE SRR K TR X, WIFEANE RIS K5 A cref:
G <client_body temp path>. BRINTER T, RMPX A NETHIMIEILHE, £ x86, HAh 32 fif
FEH x86-64 14 8K, fEHAM 64 -6 RIEH N 16K,

client_body_in_file_only

Bk client_body_in_file_only on | clean | off;
2KIN client_body_in_file_only off;
TR http, server, location

W Angie 27 MNKEEANR P b iE RIKRE B S, S0 DIFE R IA R H, e
F $request _body  file ZZ B BRI Perl i:r->request_body_file <p_r request_body_file> F5iZEHEH,

HIEN on (EIN, G SAFAEIE R E AR,

on M SCAEAE TS SR B E A 2 bR
clean R FEOB RGBS AN SR
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client__body__in_single_ buffer

Bk client_body_in_single_buffer on | off;
2RIN client_body_in_single_buffer off;
R http, server, location

WE Angie 27 MR RN PURIERIARIFAE —DRIX A, AR AEER Srequestbody ZERMHERFE
A, DA K SRR R

client_body_temp_path

=275 client_body_temp_path path [levell [level2 [level3]]];

A client_body_temp_path client_body_temp; (Eﬁ 7 Om R T
-—-http-proxy-temp-path *@@iﬁlﬁ)

TR http, server, location

T X HF A7t P i iE SRR IRI SRR E 3%, TR B N2 ] DER = B3 RX, B, £
PANACE A

client_body_temp_path /spool/angie/client_temp 1 2;

I SCAF AR A2 T READ R R -

/spool/angie/client_temp/7/45/00000123457

client_body_timeout

1812 client_body_timeout time;
LOWN client_body_timeout 60s;
T http, server, location

TE SRR i SR AR . N E M UOESRBIR(E 2 R, TR IER D IE SRR A,
G P RN RN R TR A, WRSRAFEL 408 GERER) #HIRZ L,

client_header__buffer_size

Bk client_header_buffer_size size;
EONN client_header_buffer_size 1k;
4 http, server

B TR PR SRR XN, M T RZEOERK, 1K FHRRMXEUE 17, 280, WRIE
REEK cookie, BERE WAP &/, WRIRETCIRIEMN 1K, G1FIERITEOE R LT BICIR 2R
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X, NWZ2BLE large client header buffers YaSBEEERIE RZEMIX,
MR ZFE L Eserver Ponll LAaE, WIAT PAREFHERIAARSS 2R 0UME, TF4IME BIES WIR RS 851k HE #77.

client_header_timeout

Bk client_header_timeout time;
2N client_header_timeout 60s;
o974 http, server

T SO P T SR SK Y . QHERZE P AE LN TR PR AR e 3k, A SRORE A 408 GIRESREI) #8512
&1k,

client_max_body_size

181 client_max_body_size size;
LOWN client_max_body_size 1m;
X http, server, location

REE P UE SRR R R ARFR/ N G1FRIER PRIV AL B E, WRIRIE 413 GERSUERR) HHiR
RE P, TEER, WIEERICIAIEM TR R,

0 EEF 2 P oA SR AR NG

connection__pool_size

Bk connection_pool_size size;
2RIA connection_pool_size 256 | 512;
TR http, server, location

FRVFIEIARE S MERKINAE L, ZIE N PERERTEIARR/D, T8 AR,
ENN T

256 (F) 32 (i FH
512 (F°19) 64 PiF-&
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default__type

BiE default_type mime-type;
EONIN default_type text/plain;
R http, server, location

B XWRLFIERIA MIME 2884, X F2 5 e 2 MIME UGG A] DUB types 152 E,

directio
Bk directio size | off;
2RIA directio off;
TR http, server, location

B AR TEE TR @ R/ NS O DIRECT #Fri& (FreeBSD, Linux). F NOCACHE Fr
& (macOS) 5 directio() BREL (Solaris), ZIEL 2 HANFEHNFFEIE KM sendfile (HH, EAERBEKRL
BN AR A

[directio 4m;

B AF Linux M aio B,

directio__alignment

Bk directio_alignment size;
ENIN directio_alignment 512;
HSl5"4 http, server, location

Ndirectio BEMNTT. ERZEIGILT, 512 FHHPNFTRUET 7o 2RM, 1 Linux B XFS B, &
TN 4K,

disable__symlinks

Bk disable_symlinks off;

disable_symlinks on | if_not_owner [from=part];
2RIA disable_symlinks off;
X http, server, location

T CEF T SR I QR AT AL PR AT S5 42 -
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off RFFHARER LTI S8R, XZ2BIAMTHN.
on QNSRS BT RER R S ERE, BT R S,

if_not_owner GERBR LA LT BGER S RAT S 08, FF A BB EE AR S EA N FEN

FrE#, WHELET RS,

from=part ERERFESFEREN (38 on Ml if_not_owner), EHMEIIZHIIATHE HES
I BILEIMEE from=part 2%, V] LDUBHRAGE IR 22 HIAEER 7> TP AIRF S5,
TEIXMIET, (NMFEERIIEH ) 2 R R B A BT SR S0, R %
EN I E R R IIRGE Y, MEBNREZREGAREE LS TR
&, WRZESREAN AT, WARERSHERE, SREFTDEESEE,

N IE

disable_symlinks from=$document_root;

AL INTEEA openat ) Ml fstatat () HAMNARS LAJH, XERGEIEIRAN FreeBSD, Linux

K1 Solarise

A BL
Z¥ on 1 if_not_owner HEHN T ACFEFFHS,

FEAFROONERITTHRNRS L, fHIXESEHEE TN A e &R H R BA BRBR,

O @ik

AutoIndex Random Index FADAV YR ARSI,

error__page
=3P error_page code ... [=[response]] uri;
LN —
EFx http, server, location, if in location

E IR E RN R URL, wri ER AESER,

IR

error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

2 SBNHEENEHREN uri, JHEE PIRIEFOTEEECH GET (W T GET” AHEAD” 25}

HIFTETTIR) o
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SN, AILAMER =response WK R AR BE SN 55—, Hildn:

error_page 404 =200 /empty.gif; J

QUERERIRNA R FHACBEAR S5 8881 FastCGI/uwsgi/SCGI/gRPC ARS8, I HiZARSS %8 vl GEIR A1 R [F]
ma s AHES (BN, 200, 302, 401 5% 404), AT DARE R R [ ARS -

error_page 404 = /404.php; ]

GUSRAE R E A1 TR AN TR 282 URT M5 75, AT UK IR BG83 a4 7 B -

location / {
error_page 404 = @fallback;
}

location @fallback {
proxy_pass http://backend;
}

O ik
Q2R uri AEELSBGETR, WNRMEILEE RS N i e & A R RIS,

AT URL E5E AT RAL L

error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

EXAER T, BRINE R, WMNAES 302 BHREIZB R P, & HBEEKChEEAIRASRE 2 — (301,
302. 303. 307 1 308),

etag
=275 etag on | off;
%ﬁi)\ etag on;
o4 http, server, location

JE R B A P RS BRI " E Tag ™ WM Sk B AN E B4R il

http
HIK http { ... }
ENIN —
L% main

3.2. &S|, &% 332



* Angie
Software

RFER, 4 1.9.1

fefit HTTP RS5a35 MIBLE S £ RS

if_modified_since

BTA if modified_since off | exact | before;
2RI if modified_since exact;
ETF http, server, location

TR WAL S BN ] 5 If-Modified-Since 163Kk BN [ HEAT HEAR -

off il B GG LN 9 EAB L
exact FERADTAL
before e & SRR ST TR NF ST If-Modified-Since 8 KK F BN TAE],

ignore__invalid__headers

Bk ignore_invalid_headers on | off;
BRI ignore_invalid_headers on;
X http, server

PE 2 A RS TC AR K 7 B AR MR E S0 B B E MR RE AT R £

(Hunderscores in_headers T81EH) 2HR

RZIERAE server P BFEE, WIATDARE FABOAIRSS A HI(E,

internal

FENER internal;
A —
Erx location

TR E B R RE THERE R MTIMRIER, ROREIE P ImEEER 404 CORERED . PIERE R EE:

o Herror page. index. random index Fltry files 6 BEEAIIIER;

H_EIiEARSS a8 X-Accel-Redirect Wi Sk R B E MIFYIE R ;

o Hhttp ssi B include virtual %, http _addition FERIES K auth request Flmirror 85T

R FIE K
o Hrewrite T8 BERIE K,

R~
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error_page 404 /404.html;

location = /404.html {
internal;

}

O #ik

NG RENEREE MRS 10 (R, PARTIEFEAS IERRIECE A &2 4T85 SRACHEIE IR, WK E R
Hll, BHRMEIEEIR 500 (NERARSS 2858 1R) . EXFMEM T, B AEHEIRHEFER rewrite or internal

redirection cycle 4B

keepalive_disable

HIK keepalive_disable none | browser ...;
LN E keepalive_disable msie6;
kX http, server, location

SRS RIAMER NS IKIER, browser ZEFRE ML WEEHIEZ 2R,

none Je 5 T I YE A A KO B2
msie6 H5IHRA MSIE fJKIER:, —HBIE| POST &K
safari 5 macOS MR PHRIERSE FRY Safari FIZRLIN U B8 HI K% 12

keepalive__requests

IBTA keepalive_requests number;
EINME keepalive_requests 1000;
ETFx http, server, location

BB — M ERE ] DRSS BRI REL EIRBIRRIR RIS, ERR R M,

TEWIRAEE R AR, DR MERRINAE L, Fitt, (R SEEREREATE S B0 SN
FEfER, AEBOXFET,

keepalive_time

Bk keepalive_time time;
EINE keepalive_time 1h;
TR http, server, location
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BRAIEL — MIERSCEIE R KIS R, FEISZIEI RS, JERRAE IR SLE R A R ],

keepalive_timeout

HIX keepalive_timeout timeout [header_timeout];

ERIME keepalive_timeout 75s;

LT http, server, location

timeout B RIEREE P I R AE AR 55 A im PR 15T 5 A B I R[]
0 BRI P %

AliE * AN SEILE “Keep-Alive: timeout=time” MM SkFEHIE, W NSEATRER [,

“Keep-Alive: timeout=time” SkFEt# Mozilla F1 Konqueror IR%l, MSIE KAJ7E 60 FbJ5 Hah& MK
HEHE,

large_ client__header__buffers

181 large_client_header_buffers number size;
BRINE large_client_header_buffers 4 8k;
X http, server

B TR P SR SRR R R P IX BB, 1 RITAREEE — DRPIX AT, SRR
Al 414 GEKRE) URIZR) HHIRABE U, IERFBAAREEE — MRXATR/DN, SNPRHREN 400
(BEIRAVTER) HHRGAE . RMPXAEFRZEN 2L, BB, ZPXANN 8K ¥, WRIETH
RAUCHEERG, RPN RIERRIRE, WX 5% ORI

QFRFERAE server ol e, MIAT DARE A BRINARSS 2 H9{H.

limit_except

7227 limit_except methodl [method2...] { ... };
HIME —
X location

FREIEFEMIBERN R HTTP /5%, method B] PAZ AR Z—: GET, HEAD, POST, PUT., DELETE, MKCOL,
COPY. MOVE. OPTIONS. PROPFIND, PROPPATCH. LOCK. UNLOCK BX PATCH, ¥ GET /5i%Et£ 5 FH HEAD
T, AICAME A FAuth Basic BEEARAHE S BRI HAth 77 12215 7] -

limit_except GET {
allow 192.168.1.0/32;
deny all;

}
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0 #ix
IHoRBIERR S BTG L0 V5R], BR T GET A1 HEAD,

limit_rate
Bk limit_rate rate;
FINE limit_rate O;
Ehx http, server, location, if in location

BRI 2 I AR R AR R R, TR DAY o N SR . FESA AR IR, BRI E S MER
ER, FEHA R P E N TN, A 28 E BRI P £

SRHERTDAE SR, EREEOUTN, ATRETR AR R E A PR IR AR :

map $slow $rate {
1 4k;
2 8k;

}

limit_rate $rate;

AR AT DALE $limit_rate ZBREAIRE, (HAMEFEHITT A

server {

if ($slow) {
set $1limit_rate 4k;
¥

J

R PR AT DLAE AR OB A S5 88 W R BY “X-Accel-Limit-Rate” 3k 5% B& i B, Al DL fE
}ﬂ proxy_ignore__headers. fastcgi_ignore__headers. uwsgi_ignore__headers Fscgi_ignore_headers

TR H IR,

limit_rate__after

181 limit_rate_after size;
LONNIED limit_rate_after O;
R http, server, location, if in location

B S  E N 2 ji R R, SEE DR EEE,
I
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location /flv/ {

flv;

limit_rate_after 500k;
limit_rate 50k;
}

lingering__close

[F22FS lingering_close on | always | off;
EINME lingering close on;
FRx http, server, location

P Angie QRIS iRz

on 67 Angie TE52RRMNERZRT: 515 FHILEL REZ P ImAHINGE, (BXTE
JE oA R i AT REIEAE A2 08 B 2 BRI B L 1o

always K FE Angie TAAERFH A BRI MOE P m R,

off T Angie KA SR HARIHF L RISCHIERE, IXMITNBER T MY, EH
TEOL AR AER

LR HTTP /2 R K], $5RIMIE server Gl EFERE,

lingering__time

72 lingering_time time;
ERANE lingering time 30s;
EFx http, server, location

Ylingering close L3N, HFGDHEE Angie KM (SEEHUFZNE) >k BB U R MR I B I A,
etz ), BEEH 25, SRR o,

lingering__timeout

X lingering_timeout time;
EINME lingering_timeout 5s;
ERx http, server, location

Hlingering _close "R, ZIGDFEE FFHE 2% P AR 2R BRI [E], Q1 SRAE TN A N R I E
BliE, WNERDRBOEH, S, BHRKUREOT 208, A5 Angie FFHATHRERFHE 2808, X1 “EFRe-15%
Y-8 JEIREE & A lingeringtime Y82 FrEE BN [E],
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FEPEHESR AT, (S KOERAE THRE SRS E DIFEE 1ingering_timeout HYMRIIS, 2P i KIERE

g ESEi

listen

Bk listen address|:port] [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen port [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred] [bind] [ipv6only=on | off]
[reuseport]| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen unix:path [default_server| [ssl] [http2 | quic| [proxy_protocol]
[backlog=number| [rcvbuf=size] [sndbuf=size] [accept_filter=filter]| [deferred]
[bind] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];

LN EN listen *:80 | *:8000;

R server

WERITERTN address Tl port, BHTHAZIE KM UNIX BERFHIIRZ, address HWA]LLUZFEHL

%, Blgn:

listen 127.0.0.1:8000;

listen 127.0.0.1;
listen 8000;
listen *:8000;

listen localhost:8000;

IPv6 Hitik AR A G ERERK:

listen [::]:8000;
listen [::1];

UNIX BEHZFMHH wnix: AISEE:

listen unix:/var/run/angie.sock;

A PARIINMETE address #1 port, BUNIETE address 8L port, UISREMEFLEER Sy, HAT NI T:
o WIRAEE address, NIHEIERINA 80,

o WISRAEEE port, Angie MWTATARTHR IPv4 (DUZJERNEK IPv6e) M, T EE XK
F— server YURBONBIARS %, APEATERILEL Host SkHJIER,

o WREREMIZIES, WERG@HHPPERN, Angie (] *:80, HMIFEH *:8000,

— x default_server
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« FHE WS EIIARSS BHIE RCNEATE address:port MIVERINIRSS 28 (FE LR — WT
BT,

R A A default_server ZHIES, WITERTIBIARS SR ZECET N IZE
ETFMRFHIE— DRSS o

*x ssl

« VR EAE IR O FREZATE ER N DA SSL MR T/E, XA HTTP M1 HTTPS
TR MIARSS B E 1 S E,

— % http2

« BB DA HTTP /2 B8, 8%, N THHIIE, ERIZIEE ss1 S8, {H Angie th
A DABC EONTEIRE SSL BB 52 HTTP/2 i,

H 1.2.0 AT
E http2 FEHE
— x quic

« BLEI AR QUIC 4%, ZHHMIET, Angie MAUSHIFELEHTTPS i, KHE
quic J&, ZIER]DAEE reuseport, LASHEA]DAMER 21 TR,

— % proxy_protocol
« FRVFIREAE M O LR PTG E RN PROXY HRI

listen H2 0] AN S EZ TN ARG AR EMN NS, XESEO]LELM] listen IH5E2H
BE, ENTLHEN address:port X REEIRTE—IR,

setfib=number — WBEIRES R ERTFRBIIEZR FIB (SO_SETFIB %) . X HA{XAE
FreeBSD B,

fastopen:number ﬂg%ﬂﬁﬁ%’;—z}%‘}iﬁ”TCP Fast Open”, #BE%U%*%E‘ZEW\%%E@E%W\?”E@%
REKE,

)
oA A )

PRAEAR 55 o REWE AL T 2 R AR TRIY SYN B, SIIEZ))5 FIEIRE,
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backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on | of f

%'E listen() JAHTH backlog 24K, [RHIFFALIIERERAFIFIRARKE, BRIA
MR, FreeBSD. DragonFly BSD #l macOS i backlog &4 -1, HAthF
& LiREN 511,

BT ERTRIREIERIMIX R/ (SO_RCVBUF JETD),

BRI ERFRIAIRZMNIX R/ (S0_SNDBUF &I,

WE T EREFINEZIS IE#E PR (SO_ACCEPTFILTER &) , I IRSRAE K%
NIEFRIBS accept O ZATHATIINE, IXAAE FreeBSD 1 NetBSD 5.0+ &
. PIREMIMESN dataready Fl httpreadys

FE8/RTE Linux B FHZERM accept ()™ (Bf :samp: “TCP_DEFER_ACCEPT E#%F
L)

YR NAER address:port XA TEEMAY bind () FH, XIBEH, FANWERE
2 listen F52 M FHHHRI A FEAR R AL, THEAH— listen 5 RITEAE
port HIFTAHINE (+:port), Angie KX bind() F| *:port, FHLiFEMZE, TE
IXAMEN T, K getsockname () FRGLVE I RHfE HSZ I E R HINE, W1 SRAEFH
T setfib, fastopen. backlog., rcvbuf. sndbuf. accept_filter. deferred.
ipv6only, reuseport 3 so_keepalive %, NIXTLEEM address:port Xf, ¥
YRERIEAT IR bind O T,

SHuEid 1Pve_VeONLY ERFFIEIME T fEmAcHL 2] LY IPve BHF
RO IPv6 Rz, SFINEEZ IPve Al IPv4 JE8E, IWSEBINITE. EX
RETE /S BINIE BE—IX,

reuseport WSEBIERAED TIEEEAE— N BRI T ER T (TE Linux 3.9+ #1 Drag-
onFly BSD _L-f#fl SO_REUSEPORT EZFIEI, S(TE FreeBSD 12+ _Lffif
SO_REUSEPORT_LB) , FRVFPIAIE LIEHREZ MRS NIERE, IHIhRE H Al E
Linux 3.9+, DragonFly BSD # FreeBSD 12+ A%,
A\ 1)
NG IR RS S L 2R A,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepcnt]’

Bl E IR ERTII"TCP keepalive” 1T N,

on

off

MRAMRHSE, NHMERGIREKEH T ZEET.
NERET IS SO_KEEPALIVE JEI,
NEREF R SO_KEEPALIVE JETH,

Hee e R4 4% TCP_KEEPIDLE. TCP_KEEPINTVL I TCP_KEEPCNT B k4B 7ML E

TCP keepalive 2%,

HEHRZRES E (HAEA Linux 2.44. NetBSD 5+ F FreeBSD 9.0-STABLE), HJ

PM#EF keepidle. keepintvl fll keepent SHGHITECE, 7 ABIE— 1M NS, FEXFEN T, H
N ERE IR RSB E R A2, Hlan,
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so_keepalive=30m::10 }

KIS IN#ER (TCP_KEEPIDLE) &M 30 7%, BARMIEIE (TCP_KEEPINTVL) fRFAHRS:
PRINE, FEBRNE. (TCP_KEEPCNT) %&HN 10 AR,

ZNIE
listen 127.0.0.1 default_server accept_filter=dataready backlog=1024; }
location

7227 location ([= |~ | ~*| "~ ] uri | @name)+ { ... }

ENN =

kR server, location

IRIEIER URI 255 A PCAC RIS AR I B E.

PEACZAERRIE(L URD _EITHY, FEMRRS LA %XX” ARSI, T B A 195
PARCATRERY 14 P ER 2 IMHABRHTN BN RAT ST,

location V] PUBIE ATZR AT ER 8 IR NIFRIE T E s
IENFRIAAIEIL AT BB IR E

- AX I3 R/NG HPLED
- X7 R/NE HIPLED

N TR GEKRICECHIN B, Angie B /CAREMM AR TATERE IV E FRNATRAE), EEl1H, i
PEVURC AN S KA AL B A7 i

0 #i

XTI macOS ZRMAX DR NGHHRIERS, BISTAT BRIEAUR A X RNE I, 2R, VLA
PR F B XK

RJa, FETIENFERAIN B HAER B F A i WA AT IR, EMTRITAEE S — D ILEAL = I,
FEAAENAIECE, WMRARIRBICEATENFIENXAE, Angie R E N HERTRTSRAERICE.

FEHLETNIRBIIMEI T, location AT LIRE,
IEMIRIRAL B T PUE XAZRA,  FfJ5 AT DA HAths & — R,
QURPEECRISAC BB~ BT, NIAREIENFRIEX A E,

ESh, = BIRTFN location JEFIRSH URI PLRCAE; SRIKEIRSHRICAS, WIEEE, B, WR /i
RIEE, E X location =/ RANRHACHIHE, FINVEIKAERMILELAM L, B, HRMVETENS
RERME.,
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IR

location =/ {

#configuration A

location / {

#configuration B

location /documents/ {

#configuration C

}

location ~~/images/ {
#configuration D

}

location ~*\.(gifl|jpgljpeg)$ {

#configuration E

}
o =/ WERITEACE A,
o —/ /index.html JERICALALE B,
o —/I> /documents/document .html IHKVLACALE C,
o —/ /images/1.gif {HKILHECE D,
e —’]> /documents/1.jpg EKICEALE E.
.
0 #&ik

W AIS% 1location DL§§$[§3F¥§§fj, }?Eiath;]BdﬁfCtEiﬁgﬁﬁ, &G4 PL BN : HiEREEE
BICRRLEHA 7 522 VLACRTSRAY URL B, KR EHE A INRFLAYIER URL BY7KA 301 fISEE
JE [0

TSR URI DCECAZE, AN FHEEM:

location /user/ {

proxy_pass http://user.example.com;

}

location =/user {

proxy_pass http://login.example.com;
}

@ FIZRE XL T —" an Al location, RN BT HAERMH, 2] DA TIEREER, el f
REME, tAREESIRENE,
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ZE SCHFIECEIRE location &R SCAT PAEIE R A PLEEFIAHNTE— D HIRET location HHFEEH B
M E P TESE, XFRN HE locations

BRI RBIHECE A, D 1 E & HFIVECE,; & DLRRENHE K — location:

location =/
~~/images/
~*\. (gif|jpgljpeg)$ {

# —fRERE

MmN location O] DUEEH AR —ER 57

location =/

@named_combined {

Y
“‘ IJ\ Iy

HE location FRETEVLALFRIX XN HABIRIT < [ A%, IEME: location ~*/match(inglesl|
er)$ ...

0 #i

Huli, 4l& location INEE ﬁEﬂ@é\pmmyipass FMZRIRHAE URI IRERNTES, WG s api =17
alias, AM, XLEFELn] LB EEHEMEHIMEMH,

log__not__found

Bk log_not_found on | off;
2KIA log_not_found on;
EFx http, server, location

JA B R R B SR RIEE R I K Bl error_loge

log__subrequest

722 log_subrequest on | off;
E NN log_subrequest off;
kP http, server, location
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Ja FBEE R I KIC R S access logo

max__headers

BiE max_headers #F;
A max_headers 1000;
R http, server

IREARVFIZ PG KL BRI R, WRET IR, RORME 400 (BR3E ) iR,

HZAG L Eserver FHINREN, FJRESNMATBOAMRS SHME. ARELER, WESREIRS kR 5
IFo

max__ranges

Bk max_ranges (¥
ERIA —
X http, server, location

BRA 7T YE RIS R AR VPRI RRTE R, @ RRAAIE RO BB N B R E 71 aME . BUAROLT,
YO R A IR,

0 TR ERE SR
merge_slashes

=275 merge_slashes on | off;

2RIA merge_slashes on;

TR http, server

JE I BEE R URT AR B M ARRRAT 48— MR,

THER, BN T RIS AT BRI EN IR AL BN IERC A B R E %, AR A, //scripts/one.php
TR = PUAC

[1ocation /scripts/ { }

FERTREBAL B S S A, BRI /scripts/one.php,

G2R URI U5 base64 b4, WIATREFRERHIELE, KN base6s EPNERMER /7 F4F, A1,
TREHE, RIFERIKH L,

GRAE server SOAHEE TGS, WA DUEATERIAIRSS 43 B9(E,
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msie_padding
Bk msie_padding on | off;
A msie_padding on;
R http, server, location

Ja B s A RAS KT 400 FY MSIE & s s gsiniERe, DA N K/ NE| 512 F15,

msie__refresh

% msie_refresh on | off;
ENIN msie_refresh off;
Holi5"4 http, server, location

JE FHEREERI D MSIE % 7 i 42 H il A~ 2 B E 11

open_file_cache

Bk open_file_cache off;

open_file_cache max=N [inactive=time];
A open_file_cache off;
HSl5"4 http, server, location

AL B — ] DATF IR -
o FUTHISXAFRARTT. EMBIRIHHELIN R ;
o HREFENEE;
o PFEERR, I AR, “TEBEBRT 4,

FIRELEN BT open file cache _errors 8 BIHE A,

max WEEFTICRNEARE; ERFREN, ROERHRTTRINER;

inactive TE SCAE LGN 8] P ARAR 175 ] AR 70 38 M A7 FRAS BRI [H] 5
EINE D 60

of f %A

R

open_file_cache max=1000 inactive=20s;

open_file_cache_valid 30s;

open_file_cache_min_uses 2;

open_file_cache_errors 5
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open_file_cache_errors

Bk open_file_cache_errors on | off;
A open_file_cache_errors off;
R http, server, location

Ja e @I open file cache BAF X EIRESIR,

open_file_cache_min_uses

Bk open_file_cache_min_uses ?5(?,
ENIN open_file_cache_min_uses 1;
Hol5"4 http, server, location

BB Fopen_ file cache FaRM inactive ZEECEMIARIA, XHRIRTFRFEERZFZHIIFTRNER/DN BT

Ve GERVIEE

open_file__cache_valid

Bk open_file_cache_valid IN[H;
A open_file_cache_valid 60s;
HSl5"4 http, server, location

B open_ file cache TCER N YRR A,

output__buffers
Bk output_buffers FFK/;
2RIA output_buffers 2 32k;
T http, server, location

BT MBS A B R P XY BT R/

port_in_redirect

Bk port_in_redirect on | off;
2RIN port_in_redirect on;
EFx http, server, location

JE B R 2 s R AT 400 BEE [ H a7 i 1 o
HE M ARSI E IR H B server name in redirect $85 1%l
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postpone_output

Bk postpone_output j(/J\;
A postpone_output 1460;
R http, server, location

QISRATRE, FHERZE PIREERAIERE, EEIZE S0 RN IRIEEE R RS,

0 SRR B L

read__ahead

IBTA read_ahead K/];
RN read_ahead 0;
ETFx http, server, location

BB PAZAEAE TSI BT sE

£ Linux &, {8#H posiz_fadvise(0, 0, 0, POSIX_FADV_SEQUENTIAL) 24JiAH, HIIKNSEHK
WM

recursive_error__pages

[E27S recursive_error_pages on | off;
A recursive_error_pages off;
X http, server, location

JERSEER B error_page 6LHATZANEENA, T AREER AR,

request__pool_size

Bk request_pool_size K/,
2RIA request_pool_size 4k;
R http, server

FRVERH DN TERA A B TR RS, e X PERERTRE MR DS, S H M
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reset__timedout__connection

FENCR reset_timedout_connection on | off;
2RIN reset_timedout_connection off;
R http, server, location

Jot B EE F B R IE R AN AEPREARRD 444 SCIARER:, EEMARU T, EXHERT 2RI, &
BH SO LINGER &, #IHEN 0, FAERTN, MEFmEIE TCP RST, HBZEZTSH
IR NTE, XA BT E o AN B 7 N HIE I R X KA RIRIFE FIN_ WAIT1 IRZS,

O ik
I B PRI R IEH KM,

resolver
X resolver HUL... [valid= INf[A]] [ipv4d=on | off] [ipv6=on | off] [status_zone=zonel;
EININ —
HSl9"4 http, server, location, upstream

FCE TR Ll AR S5 ds AR AgAT ik 44 Bl 55 e, Bilan:

resolver 127.0.0.53 [::1]:5353; }

HuhikR] DS N ISA4 88 TP sk, FFA Aldesm [, andoRisEm I, WM 53, SRR & DA%
W77 &,
BONEOL, ZE@ AN TTL HEFER.

valid AESHAE SRR H AR

[resolver 127.0.0.53 [::1]:5353 valid=30s;

BONEOUR, ST &L IPva T IPv6 Hbdk,

ipv4=off FEHAK TPv4 ik
ipv6=off A 1Pv6 itk

status_zone AESE; BRERE XIS DNS RS axiE RFME N FEFR (/status/ re-

solvers/<zone>)o
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O P
JuBiik DNS 8, AR S 2 2R EEAMMLZEHECE DNS R4,

O PR

41E Docker HIZATIN, MEAHHENES DNS IRS5astisl, B4 127.0.0.11,

=275 resolver_timeout Hf[E];
BRIA resolver_timeout 30s;
R http, server, location, upstream

NV I BN N R, I

resolver_timeout 5s; }
root

Bk root I&1%;

2KIA root html;

kP http, server, location, if in location

MEREERE R, Flan, f#EHULNEE

location /i/ {
root /data/w3;
}

/data/w3/i/top.gif XHRHEN /i/top.gif ERAIMN K IK,
BARER LS R, FBRT $document root F$realpath  roots

SFRIESAR PGB R URL B0 root FELHIERMIE, QIR URI TREPUEKR, WINAER alias 162,

satisfy
Bk satisfy all | any;
2KIA satisfy all;
kX http, server, location

WRAAE (all) HED— (any) BERAVFYIR, EARFVIR: ViR, Auth Basic B{Auth Request,
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location / {

satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

send__lowat

Bk send_lowat j(/J\;
BRI send_lowat O;
T http, server, location

WRAELWENIEFME, Angie WELELMME NOTE _LOWAT HRER  refkqueve J57ABL
SO_SNDLOWAT EfFIRTKE/IMUE P ER T RIS, ERXMAMEI TS, SERfETEH
K

send__timeout

=275 send_timeout MfH];
RN send_timeout 60s;
X http, server, location

LB A1 i (L e L X R N N TR, N (AE T DMEELE I TR E Z [RNR B, A B B O A5 i, 4
R FIRTELIN R A R WEN A S, SRRSO,

sendfile
=275 sendfile on | off;
2RIA sendfile off;
X http, server, location, if in location

Je FHEEEH sendfile() FIEF
aio FJTFTUINEL sendfile() BIEHE:

location /video/ {
sendfile 5

tcp_nopush 8
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aio

EHELES, sendfile() #ARNTAE SF_NODISKIO Fi&, iXHEHEASEWE 1/0 LHZE, MRS
FAEAENGFY, A5, Angie BT B — M1 RGP BIRME, 725 —RKILEUN, FreeBSD W%
BSERTRGT 128K T INBEINAEH, RE RSB 16K RISINEEHE, XA LUE read ahead
H T HE K,

sendfile_max_chunk

181 sendfile_max_chunk K/);
A sendfile_max_chunk 2m;
X http, server, location

BRI AT ATEERAS sendfile() VR ERIATEIR &, ARG, —PMPudEEagERsee b i LIEER,

server
Bk server { ... }
E/UN —
TR http

WE BRSSO E, REHX 25T 1P (BET 1P #ilt) FIEE T2 (GE T Host” TERLFER) K
PIIRSS 88, MR, listen 8RR T N2 RS SHER PTG RIS, Miserver name F82FIH T
Fif RSS2 44 FR

RBIECEALE Angie ACERTE R T7 20 ST,

server_name

X server_name 4¥F...;
ERIN server_name "";
74 server

B ELUIRSS asHIAR, Bilan:

server {

sServer_name example .COmMm WWW. example .com;

}

B MNREIRRN EZIR S5 a4 Ko
R aARAIAES - NES (%) DB i sim/a i
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server {
server_name example.com *.example.com Www.example.*;

}

IXFERI BRI IBBCAT AR
RAFRAEIRT DN FRA] A& N —1

server {

server_name . exa.mple .com;

] IEAR S g AR i FIE N FGER, fEAFRETIN LIRS (~7):

server {
server_name ~ www\d+\.example\.com$ www.example.com;

}

IENFGA AT AR &R, AR AT DA RS b i -

server {

server_name ~~ (www\.)?7(.+)$;

location / {
root /sites/$2;

server {

server_name _;

location / {

root /sites/default;

ENFGAA PR ar AR 02 &, /5 T AEE MRS 2 P :

server {

server_name ~~ (www\.)?(?<domain>.+)$;

location / {

root /sites/$domain;

server {

server_name _;
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location / {
root /sites/default;
}
}

0O #ik
WRIES I E N Shostname, FHH Web ARSI EN I,

IR AR E SRS a4 ()

server {

server_name www.example.com "'

}

FEFGAARRLRE DRSS de i, WIERZ MIEIRVCAS (4N, SEECATAIERIZRIAT), Regld UM e
HEFE S — UL AC AT :

RS AR;

PABBCASIT KR AP, B4 *. example. com;
POBPACATES BRI KPR, B4 mail. ;
F—DILECAIENFGER ), iEzEAT.

A TR

ZUF server_name 5 TLS —fHH, BERFEKIL TLS EH, 52 ULAL HTTP &R+ Host,
AR F AT RO B,

server__name_in_redirect

Bk server_name_in_redirect on \ off;
2RIA server_name_in_redirect off;
4 http, server, location

JEHEEEHAE Angie & 40 EE N FEH Hserver name 82 1EE RN EEIRS 2 B FR,

on FEARS 2R, Hserver name 8T
off i " Host” 1Rk FERHIIBIT, R FEAZE, NIEHRSA P Hilk,

B A O X port_in redirect 81,
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server__names__hash__bucket_size

FENCR server_names_hash_bucket_size j(/J\;
2RIN server_names_hash_bucket_size 32| 64 | 128;
R http

B IRFIRARIG R RAIEAR N, BONERRTEBERR TR, ARRERRENFEAER, F
Z DR SR,

server_names__hash__max_size

Bk server_names_hash_max_size K/);
2RIA server_names_hash_max_size 512;
kR http

RERF AL RIRARDN. AXEERARNFEMGEE, ES WBRIE S,

server__tokens

Bk server_tokens on | off | build | FRFH;
EONIN server_tokens on;
R http, server, location

Je B A AR IR DUE AN Server MAN SKFE A H Angie MR, build ZEURFE HHELFR, %24
HAHMN B configure SEIXE, PASRA,

Added in version 1.1.0: PRO

f£ Angie PRO 1, WIRIELWE N FAFER, TP tha] MRS LR, HRITEN Server MR LT B
R RNZ AT R BIREE, ARG RAI, RATIREAIR, = FAHEREMA T Server FEL

status__zone

Bk status_zone off | zone | key zone=zone[:count];
LN —
X server, location, if in location

FEL— DN HEZERNFEX B LAKREE / status/ hitp/ location_zones/ <zone> F/ status/ hitp/ server _zones/
<zone> HIFEHR,

2 server b MR DL R[E —XIPAA T AR, RiIRME off ZEMTEIRE location HAFIEHE
LLE

BAE zone TEIRAER —HENF XA REH BT fER:
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server {

listen 80;

sServer_name *.example.com;

status_zone single;

# ...

BRIBIEEH AT SEC

key —MUSZRIFRS, HERE TEREXBN 2, rEEgie =4 M
[FHERTIEREB R 2R —2H, a4 EH, WAXEFrEhs,
zome = N IR FR,

count (AJiE) W EERFEARRT R R P WNSRHTH key B ILIRAI, WIERTE zone FRHATHH,
BIMED 1,

EDﬂ:ﬂ—?WJﬁP, 1A H=4HE $host HAIH R H4HE host_zone Fi, BPE— $host TR
MEREE, HEIH 10 Metrdl, —HIXF|HIRHI], EIE5MY $host [EHIFHELEZTE host_zone |:

server {

listen 80;

sServer_name *.example.com;

status_zone $host zone=host_zone:10;

location / {

proxy_pass http://example.com;

Kk, ARREIFEIRTE APT it 7ES D EHLZ A I

subrequest__output__buffer_size

Syntax subrequest_output_buffer_size size;
Default subrequest_output_buffer_size 4k | 8k;
Context http, server, location

BT IERI AR Z X RN BUANEOLT, X R NET— DA, X2 4K 5L 8K,
BABRT6, A, A LRHIRERED,
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O ik
HFE > AOE H T I RARFEE A PRI IR, BN, XAr-iEsR il 551 A,

tcp_nodelay
Syntax tcp_nodelay on | off;
Default tcp_nodelay on;
Context http, server, location

JEHEEEH TCP_NODELAY &I, HiEREE NREHEINIRESN, ZETs G . 1tAh, 78 SSL iEH:,
T M FRAN WebSocket (KFE HhtiS B IR,

tcp_nopush
Syntaz tcp_nopush on | off;
Default tcp_nopush off;
Context http, server, location

JEFHEEEA FreeBSD Ly TCP_NOPUSH E#EFIEINEY Linux Ef) TCP_CORK EHEFIEIN, X4
IEITUNAEAE F sendfile IR o 8 FIZIEDTA] DA

o fE Linux 1 FreeBSD 4.% XM R SIS I3k — R IXAE — D EdE R,
o DAseResdE EAA S A

try_files
Syntaz try_files file ... uri;
try_files file ... =code;
Default —
Context server, location

PR SRR N, RS — MRBIR SR TIE RACEE,; AEPRAE 4R B R hitfT. X
SR SE r00t Falias TEMXIHFS AR, A DUBEEERFRREIEERIT (BN Suri/) HKid Hx
HIfFLERE. QNSRS IRENE TS, WRHETWEEEAZIRG — NS RER wri. HIU0:

location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {

3.2. &S|, &% 356




9'_ Angie
Software

FAPiEM, & 1.9.1

expires 30s;

BJa— N SERT LMERaG A location, WTHATR, &ia—D28tha] DUZ2RHY:

location / {

try_files $uri $uri/index.html $uri.html =404;

LN RBI,

location / {

try_files $uri $uri/ @drupal;

try_files 82 E T

location / {
error_page 404 = Qdrupal;
log_not_found off;

FEIXH,

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;

try_files TERFIERIZ#LT FastCGl RS5ar Z Bk E PHP SCIFRIEEAENE,

location / {
try_files /system/maintenance.html
$uri $uri/index.html $uri.html

Omongrel;

location @mongrel {

proxy_pass http://mongrel;

location / {

try_files $uri $uri/ @drupal;
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location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;
fastcgi_param QUERY_STRING $args;

# ... HH fastcgi_param

location @drupal {
fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;

fastcgi_param QUERY_STRING g=$uri&$args;

# ... HAM fastcgi_param

location / {

try_files $uri $uri/ Qwordpress;
location ~ \.php$ {
try_files $uri @wordpress;
fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;

# ... HM fastcgi_param
}

location @wordpress {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;
# ... HH fastcgi_param
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types
Syntax types { ... }
Default types text/html himl; <image/q9if gif; image/jpeg jpg;
Context http, server, location

K- 5 A BIMA R A MIME 28, §RZAX RN, 2D R4 AT DA E R —227 il

an:

types {
application/octet-stream bin exe dll;
application/octet-stream deb;
application/octet-stream dmg;

+

—/MEX R R S Angie —HCr &, fEIAE conf/mime.types XHFH,
FUHRFE AL B B A 1 K & H application /octet-stream” MIME 285 A] DA DA RECE :

location /download/ {

types {3

default_type application/octet-stream;
b

types__hash__bucket_size

Syntax types_hash_bucket_size size;
Default types_hash_bucket_size 64;
Context http, server, location

BB RN D, AXREBERAHROEAMGEE, WESRBEIRE document,

types__hash_max_size

Syntaz types_hash_max_size size;
Default types_hash max_size 1024;
Context http, server, location

RERBIGHRIEARD, ARRERRHRVEAEER, WA document,
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underscores_in__headers

Syntax underscores_in_headers on | off;
Default underscores_in_headers off;
Context http, server

JA B FTE R Pt i SR Sk B R X2k, ZEH R RIZRET, SRA & NRIZITE KRSk BbRid
jﬂ%)&, #%?UZgnorcfzm;ahdihcaders BSHIZIHR,

RZIERAE server SRR, WIA] DUEFTERIAARSS 4% B9ME.

variables__hash_bucket_size

Syntax variables_hash_bucket_size size;
Default variables_hash_bucket_size 64;
Context http

BB RIIAE AN ﬁ%iﬁﬁﬂéﬁi‘éﬁﬁﬁééﬂﬂéﬁ, BS R BIR documents

variables__hash__max_size

Syntax variables_hash_max_size size;
Default variables_hash_max_size 1024;
Context http

WETRBARRIERKKN, ﬁ%iﬁﬁﬂn&ﬁ?‘%%iiéﬁﬂgﬁ\, EZ ) BI documento

http_core BRIRSZFFZHFRS Apache IS5 85E R ILACH) WEQEO B, XA ERIRE FiE Kk
EQ, flan $http_user_agent. $http_cookie &, Jﬂjﬁﬁ EH M &

$angie_version

Angie FRA

$arg_<name>

1 RITHIEE name MISEL
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$args

TFRITHIISEL

$binary_remote_addr

PU—HHIEAFRH % Fmtiiil, 1Pva HiBEREREIGZN 4 771, TPv6 Hikoh 16 517

$body_bytes_sent

RIZFIE P8, ANk, %8S mod_log config Apache BRI %B” SHFRA

$bytes_sent
RIRFNE R 1 4
$connection

TR
$connection_requests

TE R A HH ) S AT SR
$connection_time

EFEIN TR (DARD M ERAL, FEHAEIZRD)
$content_length
"Content-Length” 1K kF B
$content_type
"Content-Type” 18 RKLFE
$cookie_<name>

8E name BY cookie

$document_root

METE R root Balias TEHIE

$document_uri

5 $uri tHF
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$host

LSy : HRATHIENA, "Host” THRKFBARIENA, 251 RILALHIIRS 454

$hostname

A

$http_<name>

ERIERKFER; name BEHN/NG . HTILERBAT SHF R4
$https

NRIEREAE SSL R TIBTTNN on, SRIAZEFRFEH
$is_args

MEERITESENN 2, BN FRE
$limit_rate

B2 & DUS W RO R 152 Wlimit_rate
$msec

SR (DA, FETREI=RD)

$pid

TAEERER PID

$pipe

WSIERZETBAIN p, SN .
$proxy_protocol_addr

K H PROXY WHMCKHIZE P umtttik,

AUEILTE listen F8R2HIEE prozy_protocol ZECRIEIGH PROXY Wil

$proxy_protocol_port
KH PROXY PIKEIZ it [ o

WNTNEIE T listen 382 HIRE prozy protocol ZECRIEIAFH PROXY W,
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$proxy_protocol_server_addr

K EH PROXY WHiCLAIARSS datiitit,

WTOEIE L listen 8 HIRE prozy_protocol ZECRIEIEH PROXY W,

$proxy_protocol_server_port
KH PROXY WMSCLHIARSS &8 o

GBI TE listen 52 HIEE prozy_protocol ZECRSE/EH PROXY WM,

$proxy_protocol_tlv_<name>

¥ H PROXY WMYELH) TLV, name AJ P2 TLV B8e ¥ EH, FE&EIEN N, ZEN TN, 7
N PA 0z NEIZK:

$proxy_protocol_tlv_alpn
$proxy_protocol_tlv_0x01

SSL TLV thn] DAt TLV KB FRel A Eih A, A&k ss1_:

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

XN TLV B4 F5:
o alpn (0z01) - TEZEREEEH EEHMY
o authority (0202) - & P& FHIAE
o unique_id (0205) - WE—%E$% ID
o netns (0230) - TS AR
o ssl (0x20) - itk SSL TLV £5#4
XFFPAR SSL TLV KA FR:
o ssl_version (0121) - B umEREHERAT SSL ARA
o ssl_cn (0122) - SSL UEF5HYIE A& HR
o ssl_cipher (0x23) - {H FHRI B FR
o ssl_sig_alg (0224) - A TFREBIUEBREE
o ssl_key_alg (0225) - NHE
Ak, SZRFPUMRI#R SSL TLV RAUAZFR:
o ssl_verify - 2 SSL EBRUELSR, WARZF P umfdfdt TUEHHAZIRAENY 0, SUAAEZE,

WATNEIE T listen 382 HIRE prozy_protocol ZECRIEIAH PROXY W,

3.2. &S|, &% 363



_9F1Muﬁe
Software

RFER, 4 1.9.1

$query_string

5 $args tHF

$realpath_root

5AFTE R root Malias FELAMEN B AVAEN 1244, FIATFSHEE C TN ESLRZ
$remote_addr

E-9Rbiniibil

$remote_port

& P Uit 11

$remote_user

TEIS EE A SRR AL P 44
$request

SRR RTERAT
$request_body

TR,

iZ’fo%Hq{EEﬁﬁpmwy_pass\ fastcgi _pass. uwsgi__pass %Dscgi_pass ?E%\%fﬂﬁ/‘ﬂﬁﬁﬂﬁ, B SRR
BEEE | memory buffer B,

$request_body_file
T SRR BRI S22 TR

SEFRESTRIN, T ZEMIRRIZ S, BEARLRETE KIK G NS, AR H client_body in_file_onlyo A{EIRPRIE
KEON FastCGI/uwsgi/SCGI ARG #HIIE R AL IBIGIN SXAFRFRN, U8 prozy pass request _body
offv fastcgi_pass request_body off< uwsgi_pass_request_body off Bscgi pass_request body off ¥&Z
TS SRR 12,

$request_completion
GRERIEREZEMNAN"0K”, BN Z R
$request_filename

ET root Balias 162 LANIER URI B FiTiE KIS #AR
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$request_id

M 16 RENLF A A ME—TESRARARY, SRA 7N EmAg

$request_length

FRKE (BHRERIT. SKEFITERER)

$request_method

TERT71%, HEN GET B POST

$request_time

TERACERIN TR] (DARD N EALL, FEWHEIZR); B MMNE P Im a8 — 15 DRI I A
$request_uri

SEEEMRLATER URI GFS%0

$scheme

ERITE, “http” 5L “https”

$sent_http_<name>

ERMIN KT B name BFESOVING . N RIZERBHT S 17 B4
$sent_trailer_<name>

FEMA N AR B ARIEAMER T B name BEAONNG . HINRIZE BT SR 7B

$server_addr

B2E KPR eyl HEIZZEMNEEE FE—DRATEH, NBRIIER, listen 5206 E
HuitikHEH bind S5,

$server_name
FZIE R AR SS A B9 44 R
$server_port

2GSRI ARSS s s 1
$server_protocol

ERWY, EEZHTTP/1.07. "HTTP/1.1” 8"HTTP/2.0”
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$status
i AR
$time_iso8601

AHIE R, 7FE ISO 8601 FRifERS TR

$time_local

AHI TR, FF S H S

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

ARZ P TCP EHERER,; 1E3K4F TCP_INFO EHEFIATIN RSt LAl H

$uri

THERAISERET URL, normalized, TEVEREHIAR, $uri FMERTRER KA, BIANFERHTAIRREE A
B 2R 5 S AFT

AR

Access

AR SR VF R SE L ik B 15

BoE =5

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

J

RN FA e, BEHREIE— DRI, fEtnBih, JE IPv4 4 10.1.1.0/16 1 192.168.1.0/24
(RGN 192.168.1.1) DA IPv6 W% 2001:0db8::/32 FLYFVil,

B

allow

BiE allow address | CIDR | unix: | all;
EINME —
EFx http, server, location, limit_ except
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FVFHEE LR Bt A TRl QERFEE THERME unix: (1.5.1), WIARFAITA UNIX BERZFHIIH,

deny
[E227S deny address | CIDR | unix: | all;
EINME —
X http, server, location, limit_ except

TEL T M4 B R 7 R, QDSR4 THRIR(E unix: (1.5.1), WHEZRTA UNIX BEZEFHIVIFL,

Geo

ZIEPARIEZ o 1P ik B B R EE A &

B ERBI

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16  1;

e ! 2;
2001:0db8::/32 1;
}
EY
geo
=275 geo [$address| $variable { ... }
E N —
ol 5°4 stream

iiRte &2 B EI AT & s IP Hilk, BRIANEWR, HHEECE $remote addr 258, {HH40] DAEX
B H A &, filan:

geo $arg_remote_addr $geo {

}

O ik
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H AR AEE R RA PO, FTANEFEREF N geo R, HWAIXERICEEMRAINT
o

MR EMEARZE—NER IP Hitk, W{#EH?255.255.255.255” Hidik,
Hilk R DIEE N CIDR FRoRiEHFIIRTZE (4GB lE) s/ERVER,
YOS TRAVN ST 2

delete IR E Y o 2%
default A% Pt A EACE R E kN, TR EAIE, HHikDl CIDR FoRikds
ERF, FIBAR”0.0.0.0/0” F1 :: /0 & defaulte. JARIGE default I, BRINMEN
TR,
include BE - MEEHIEFER X . AIEZMEE,
ranges fR i DGR 6 €, IWSBNVIBAEE L, TR geo ZEMIAYINEL, Hukk
REA% T+ HER
il
geo $country {
default 74748
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: : /32;

127.0.0.0/24 US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

conf/geo.conf XIFRAIREELE LA AT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

s B BARDCECAOME, Blan, X 127.0.0.1 Hiik, $$EERE RU, TAE US,
e G R 7~ 15 -

geo $country {

ranges;

default 77;
127.0.0.0-127.0.0.0 Us;
2 @0 @ =320 0, @3l RU;
127.0.0.2-127.0.0.255 Us;
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10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;
}
GeolP

A PGRIER MaxMind $EZE, RIER ) Im [P k624 &,
M5 IPve BB, 1Pv4 Mk S#aE N IPv4 BEETHY TPv6 Hidk,
1 N\?)EREEH‘@@N, MARERA A, --with-stream_geoip_module MRS

O HE

AR MaxMind GeolP

B E B

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;
}

#

}

B

geoip__country

Bk geoip_country file;
EINE —
ETFx stream

TaE FI AR i TP At e R BR8P I S e i mT DA DA N AR

$geoip_country_c MFRHEZRNE, flan, “RU”, “US”,
$geoip_country_c —FRIEZRIEL, flan, “RUS”, “USA”,
$geoip_country_n EZRHAFR, HlUl, “Russian Federation”, “United States’,
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geoip__city
[E27S geoip_city file;
LNz —
R stream

TaE FI AR i 1P ke 52, MR T A9 Bz 2e, 8 At 5 e i mT DAGE R DA R 22 &

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

P RENAES, filan, “EU”, “NA”,

WFREEIR MRS, flan, “RU”, “US”,

=FRIEZRMAR, B, “RUS”, “USA”,

EZR LR, 40, “Russian Federation”, “United States”

EER DMA XIS (AN “MERRAS”), RIE Google AdWords APT H1H
H PR E AL

g,

Z,

PN FAFE R X AR GhIX, St M. A, BB, filan, “48”, “DC”,
ERHX LR (HIX, it W, & BB HE), #ld0, “Moscow City”, “District
of Columbia”,

W AFR, B0, “Moscow”, “Washington”,

Iy

geoip_org
Bk geoip_org file;
EINE —
o974 stream

TEE T AREE o 1P ik RfE AR, 6 I e 2 i AT DAGE I DA 2 & :

$geoip_org

HRZFR, Blan, “The University of Melbourne”,

JS

YA TAE njs PRI FFEF—njs 2 JavaScript 185 H—"1N T,

TEBATHIARD D IZ A2 SR I — 1448 angie-module-njs B angie-pro-module-njs

HNELRVATIE/IES
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B E B

stream {

js_import stream.js;

js_set $bar stream.bar;

js_set $req_line stream.req_line;

server {

listen 12345;

js_preread stream.preread;

return $req_line;

server {
listen 12346;

js_access stream.access;
proxy_pass 127.0.0.1:8000;

js_filter stream.header_inject;

http {
server {
listen 8000;
location / {
return 200 $http_foo\n;

stream.js XA

var line = '';

function bar(s) {
var v = s.variables;
s.log("hello from bar() handler!");

return "bar-var" + v.remote_port + "; pid=" + v.pid;

function preread(s) {
s.on('upload', function (data, flags) {
var n = data.index0Of('\n');
if (n !'= -1) {

line = data.substr(0, n);

s.done();
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B;

function req_line(s) {

return line;

// B HTTP #% KX 47.

/SRR req! wH T A, HE
/7 FRATH R .

/7 Y& HTTP k3 NE P 3% % X

var my_header = 'Foo: foo';
function header_inject(s) {
var req = '';
s.on('upload', function(data, flags) {
req += data;
var n = req.search('\n');
if (m !'= -1) {
var rest = req.substr(n + 1);
req = req.substr(0, n + 1);
s.send(req + my_header + '\r\n' + rest, flags);

s.off ('upload');

B;

function access(s) {

if (s.remoteAddress.match('~192.*')) {

s.deny() ;
return;

}

s.allow();

export default {bar, preread, req_line, header_inject, access};

B

js__access
TBiE js_access function | module.function;
ERINME —
4 stream, server
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BEERAET R B T njs A2 AT LA [ TR R EL,

PTG E IRBT R EL B, R ESRBA —I %REUEEH PL NS0 A -

S stream session Xﬂ‘%

FERERTEL, FIRAMER s.on() FTENEMMEARBARRITOA M SEMEE, E2EHN IRz —:
s.done(), s.decline(), s.allow()o —HUEHTIXEEZ —, MIJINGEHEVIHE N — P E, JFERE

js__fetch__buffer_size

Bk js_fetch_buffer_size size;
FINE js_fetch_buffer_size 16k;
HSl5"4 stream, server

BEHTIREAE N Fetch APT BYZIMPIX K/,

js__fetch__ciphers

722 js_fetch_ciphers ciphers;
FINE js_fetch_ciphers HIGH:!aNULL: !MD5;
L% stream, server

8 Fetch API B HTTPS ERHEHKMEES. XEMBHEMLL OpenSSL EREAIRAIEE,
HHFNREBURT CZ %M OpenSSL fiftA, FIDUME openssl ciphers fi ¥ EEHTEIFIK,

js__fetch_max_response_buffer_size

Bk js_fetch_max_response_buffer_size size;
LOWINIED js_fetch_max_response_buffer_size 1m;
R stream, server

B Fetch APT AR R AR N

js__fetch_protocols

=275 js_fetch_protocols [TLSvi] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EINE js_fetch_protocols TLSvi TLSvi.1 TLSv1.2;
TR stream, server

JEH Fetch API fJ HTTPS &R TN,
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js__fetch__timeout

FENCR js_fetch_timeout time;
LNz js_fetch_timeout 60s;
R stream, server

TE X Fetch APT BYEHI S NN N [H], 12BN IN RN I UGESERT I/ G 1R IEZ AN E, TAZEH

AR, AN SRTE R R N7 e ks, ERER B,

js__fetch__trusted__certificate

Bk js_fetch_trusted_certificate file;
EINME —
4 stream, server

BE—MEE PEM MR E CA IEBHIIXHE, FHFEH Fetch API UE HTTPS WEH,

js__fetch_verify

Bk js_fetch_verify on | off;
ERINME js_fetch_verify on;
kX stream, server

JEFHEZE A Fetch APT 3UF HTTPS ARSS 2SIE+,

js__fetch_verify__depth

[F22FS js_fetch_verify_depth number;
FINE js_fetch_verify_depth 100;
kX stream, server

KB Fetch API By HTTPS ARSSexIEHEEI IR E,

js_filter
Bk js_filter function | module.function;
ERINE —
T stream, server

BRI TR, AT DAS AR R 2K
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SAPSTRBIN GBI, LIRS RSB — IR I ugds bR DA NS5 A -

S stream session Xﬁ%

FERERTEL, FTRAMER s.on() RN ME AR BERRPATHHIAMETEMEE, TRAER s off() 77 IREH
AT 452 1R T

0 #ik

HT js_filter SEBERE 7 BIIR A1 HEE R, RIMACKFR R HE, i, SRR 84E, 20 ngx fetch()
8% setTimeout()o

js_import
Bk js_import module.js | export name from module.js;
HIME —
HSl5"4 stream, server

SNTE njs BN B BRI, eaport_name FIVEVIRIBHLRE M4 25 H, WIRATE
5E export_name, W FRBIRZIRIE N 4423 (A,

js_import stream.js; J

FE, BERZFR stream #EFLE

AIAFEEZ A js_import 1655

js_path
B js_path path;
HME —
TR stream, server

B E njs BELAIFTANES L,

js__preload__object

7237 js_preload_object name.json | name from file.json;
EINE —
kR stream, server
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ERCE RN — DN RN R, name FIETE njs [RESHUEZEIG RN R 2RA &4, WEARTE
€ name, WIFEHXHS.

js_preload_object map.json;

FELE,  map YERVI RTINS S FTH 2K,

A DB EZ A js_preload object 1685,

js__preread
BiE js_preread function | module.function;
ERINME —
EFx stream, server

BCEARAE LT B VA FRY njs BRIEL, PTRAS | FARER bR £,

LRV E OORBI I B I, R SR — IR R E ] DA NS EOR A -

S stream session Xﬁ%

TEIXI B, AT OB MRS BER BT LB A s.on() 77EREMEDE, BREHM R AEZ
—: s.done(). s.decline(), s.allow()o HFHHARLEFEZ —N, WIVERUHRE] N — DU E, I HAHFT
B s.on() EITERBESR,

0 #i

K9 js_preread AFRZREZBNIRAIHSGER ) FrCACSCCRFRIPEIE, Kk, SFEFHG ngx fetch() B¢
set Timeout() IXFERI R EE, Aid, EMIEME B s.on() EEPZEERDERE,

js_set
BiA js_set $variable function | module.function;
EIME —
kR stream, server

MR R E njs BREL 7] DAS | HI SRR L,

L —RGIMAEERIZ RN HANZE R, BARNTURRT 5 HZRHG B, XA DT T &5
WEIPETCCHIE R, B, RBRMElog format $EOHTIH, HAFIGTEHEM B Z TR
PITo XSS AT DU TAETE R AT T — L TH B,
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0 #i

B js_set ALPRASRIZRMREIHEER, B VESGHRIA EIE, B, SRR ngx fetch() B set-
Timeout() XAER T [EIE,

js_shared_dict__zone

X js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

LN —

74 stream

B Z A DRI R ARRIAD, XIS TR R AL g 7 i,

type AESE, RVPRHERTUERTE N nunber, BRIANER T, HEFHMEH string
YENBREFIE
timeout e, BN ERATE = 5% H N [E]
evict AR, UXIBEEFERRS, BREIHATEEX
NI

example.conf:
#AH— AW TR, BATHE,
# FE60F T 3 5 4 WAL R

js_shared_dict_zone zone=foo:1M timeout=60s;

# A NSO TR, A FAE,
# % B R R BB IR R # B

js_shared_dict_zone zone=bar:512K timeout=30s evict;

# QI —NIKOM A A TR, BEAKT:

js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {

r.return(200, ngx.shared.bar.delete(r.args.key));
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function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));

js__var

HIL js_var $variable [value];
BINME =
L% stream, server

A=A o' 22 g, [ErPIRESOR, ZRNMHEAS,
SEMNREY

B njs BEEHRIW— NS, W iS00 MR,
Limit Conn

AR T RRAE N SRR, FrllER B D 1P HiikAE R,

=3t

stream {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

limit_conn_log_level error;

B2

limit_conn

B limit_conn zone number;
EUN —
LT stream, server
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REHZAE XM T AR RRAVFERR, SBE RGN, RSSRCMER, fl, H2

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

XARVFEA 1P HulkRINE — &R,
BIEZA limit_conn 15, (FATECERIRRHRIEH
QIR RIRBIBAE L limit_conn 6%, WIXLEFEHG AT — MECEL AR K,

limit_conn_dry_run

B limit_conn_dry_run on | off;
RN limit_conn_dry_run off;
o974 stream, server

JERTBITER, T, EREERARS], (HRELZAFXE &, SREERIEERTAXIE
IR,

limit__conn_log__level

181 limit_conn_log_level info | notice | warn | error;
2RIA limit_conn_log_level error;
R stream, server

B ARSS s PR e B R N AT RR A B S =40,

limit_conn_zone

Bk limit_conn_zone key zone = name:size;
ERIA —
EFx stream

lxﬁ,\%j\]ﬂ:ﬁﬁ’]’%& ZXIR R SRS, R, RSB anERE, #r] D E
A, BRENHASG, BAZRERERA IR,

(N

[limit_conn_zone $binary_remote_addr zone=addr:10m;
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XH, &P IP itk $binary_remote_addr AL HE,

YT IPv4 #itlk, $binary remote addr WIK/INA 4 F75, XNF IPve HEIMENIN 16 775, 1E 32 L&
b, TERERVIRASLAZK G 32 57 64 11, 1E 64 fFA B 64 F

—MNIRF IR AT PAGRTERZY) 32000 4> 32 FHPIRASERE) 16000 4> 64 FTTHPRAS, HERXKIRAE(#
FER, FRS5as R CMNER,

$limit_conn_status

RIEPRHIE R B B Y45 5 . PASSED, REJECTED BY REJECTED_DRY_RUN

Log

R DS ERS S ANER H &,

B E B

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '

'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

B
access__log
Bk access_log path [format [buffer=size] [gzip[=level]] [flush=time| [if=condition]];
access_log off;
ERIA access_log off;
R stream, server

REZMWHES AR path, format FALE, A ATER —FLE S LIEEZ D HE, BEES PS8
8 "syslog:" HiZK, PILABLEICTEsysloge FEAME off BUHH RIS LHIFTH access_log 6%

AR T vuffer 8¢ gzip 248, WHES NEHERM,

)
oA A )

R X RSB ESFRIR 7 5 AR T FreeBSD, ZA/NMETCIRHIA,

JE AR, BdEEE A
o« MBRTFTTHERNEERMWIX;
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o WMREMEHELL fush SEEEERINEEIH;
o ST IR TT HESCE BRI,

QR T gzip 28, WEMHIBERRAE S NS ZATHAT RS, RG] DURETE 1° (B, k4
By B 9 (I8, EARORERL) ZF, BAERT, ZMXINET 64K 71, EHEPOIEN
1o FTREE DA 748, (Al HESC A a] DAEAT I BEEIE 72cat ™ iR B,

I

access_log /path/to/log.gz basic gzip flush=5m;

O HE
HNTAE gzip EFEAERL, Angie HFEH zlib FEMAE,

B R D SR, HIXEHEE LR
o A LEERERN user NIZEATEIZE HE B ol S AFIRIR;
o TXFHEMEA;

o BIRHEG AINESXFTHFIC A, FAT, H T AT DURFIE A H A SR T R B TR 2 2,
RIEAE open log file cache $62 W valid ZEFEERIRTRIAN, 7T PAGREES A IH SR,

if ZRUEAZMREIESR WRFAEN 707 8B FIFEH, MARERZRIE,

log_format
[E2FS log_format name [escape=default | json none] string ...;
EAUN —
X stream, server

faE H B

escape SN ELZEPINE json B default TR X, BRINMEH default % X, none HEEH#E X,

X default ¥, FAF7, 7\7 PARAE/INT 32 BORT 126 AYHEAMFRPRAEL O™ \xXX 7, AIERAREK
FERME, MRIDFE—MEFRF -7,

T json #2 X, FPAAE JSON FAFHRFRA VI FAFACRABEL S0 275777 R\ 40 SO\ 7 Fv\\ 7,
{E/J\ZJ: 32 E(J??‘%%ﬁi{;)‘(ﬁgw\n”\ aa\rw\ ”\t”\ ”\b”\ aa\f” E?‘”\UOOXX”O

open__log_ file_cache

=275 open_log_file_cache max = N [inactive=time| [min_uses=N] [valid=time];
A open_log_file_cache off;
R stream, server
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DR, AT RS ZREATRIIEEH B SRR, s BEU NS

max WERFHHIRTTHRAREE; WREFCH, WCHEREMER (LRU) #iRfF
inactive BB AR ML 8] AT 7] 5 S AR Rl BRIAEDY 10 #P
min_uses BT inactive %ﬁﬁ)‘(ﬁ"]ﬁﬂkl\mw, SAEHEH E@B%’J\Vﬂik PUMELERGIAPFT R ERE

ZAFHIIIT; BOMEN 1

valid ERE SRR MR AR R ERIMEN 60 75

off BRI

%R

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2; }
Map

IR R R, HAEMRE T H A B A(E,

BLERBI
map $remote_addr $limit {
127.0.0.1 "y
default $binary_remote_addr;

limit_conn_zone $limit zone=addr:10m;

limit_conn addr 1;

B2

map
B map string $variable { ... };
EINME —
Holi5"4 stream

O — R, HERBTHE -T2,

ZSHUTF R AT |, fl:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

EIXH, & $new_variable HMERFHWNZEE $varl 1 $var2 HAL, SEWRIXLETERE N, T

A BOMES
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O ik
M T ENEE AN A SPORE, BIER T RERN “map” ZREWAZXNE KB I RA,

map RN ISEEEE IRE S 45 RIEZ RIS R R,
TRE L AR ENIRIA KA e,
FAFERILELI A X RN

EMFEFRLL “~" FFETFRPEATIX 0 R/NG BIPLAE, SBA 7 FFETF Sk UEIT A X 2 R/ NG DL
B, IEMFOAA R AR S e A B, J5E LS4 R R R AEHARS P,

GSRIRE S T EIRARAS I — IR, WP " FFSAENRTS,
SERERTDAEE R, ZRLHAS,
SR N RIR S

default value WSRIF(E S 16 E R REANILEE, NMRRBESERE, YARIEE defoult B, 2R
INGERE R,

hostnames FeRIEMER] DU A AT BUa A8 0 £H4%. SN EEYIR 2 Fifs
TEo

B,

*.example.com 1;

example. *

[

AR PIZRIE R

example.com ilg

*.example.com 1;

A AEFH N

.example.com 1;

include file BE—Ixtt, HhuEE, AiEZ IS,
volatile R R RZAT,

MRFES Z AT E A RITES, Flanfas Al E N FRIAXERVCHS, NEKOERRSE — DN ICECR AR, ek
a0

1. BERBNTR A
2. AT R KR ERE, B0 * ezample.com”

3.2. &S|, &% 383



* Angie
Software

RFER, 4 1.9.1

3. RSN R KFIFERE, I mail *”
4. B DICECAYIENZRIA GEAERLE SRR B )
5. BRINME (default)

map__hash_bucket_size

Bk map_hash_bucket_size size;
FINE map_hash_bucket_size 32(64(128;
Holi5"4 stream

BB map LEBAHRIIMA N BOAMEBRTEFRRFAITRD. AXREEBHENFIAEE, H2
WESR,

\

map__hash__max_size

Bk map_hash_max_size size;
BRINE map_hash_max_size 2048;
P stream

WBmap TRETHRIEKRKADN, BXRIGEBHRIEMER, ES A,
MQTT Preread

JEFE B AT RIS (MQTT) WRARY CONNECT #5diE i 2 EE i 1D M F 44 3.1.1 #1 5.0,

U MIFARS AT, A SREOAN A, Nos --with-stream_mqtt_preread_module R A
Ho

fERE BN CERRAEUMBHERT, ZEREUSERET,
BB B
BEE iR 1D & iR 5E:

stream {
mqtt_preread
upstream mqtt {

hash $mqtt_preread_clientid;
# ...
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B2

mqtt_preread

7227 mqtt_preread on | off;
ERIN mqtt_preread off;
Holi9"4 stream, server

PERIFEPIENT P M cONNECT Bt iRIUE R, AR EN on, HJAREIR N SORIEFE LI MR,

HHE MQTT fRAS 3.1.1 1 5.0 HTEARMEIE ES,
$mqtt_preread_clientid

ME—% P 1D,

$mqtt_preread_username

e P44,

Pass

VPG ORI BB LEEHE LT TP, Stream B Mail BHHEL AT ER T,

B E B
£ stream BERALER SSL/TLS £R1bJ5, JERMH LS hetp BR:

http {
server {
listen 8000;

location / {

root html;

stream {
server {

listen 12345 ssl;

ssl_certificate domain.crt;

ssl_certificate_key domain.key;

pass 127.0.0.1:8000;
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B

pass

Syntax pass address;
E/UN —

Context server

ZAE W AR P ImEE MALE RN AR SS 2R HIE,  address FTDAPEDN 1P HBIERING 125 H -

‘pass 127.0.0.1:12345;

BEEN UNIX BEZEFEIRZ:

‘pass unix:/tmp/stream.socket;

AN, address AT AR RI%E

‘pass $upstream;

Proxy

AYFEIE TCP. UDP #l UNIX SEZ R,

B E B
server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
}
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
}
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server {
listen [::1]:12345;

proxy_pass unix:/tmp/stream.socket;

}

5

proxy__bind
Bk proxy_bind address [transparent| | off;
BINME —
X stream, server

R IR PRARSS e py i E R MFE @A TP Hihb &, SEUER MBS R, FFRME off BUMM
SR E AR ARD prozy  bind FELHIRER, MMARTFRSA B3 ECAM 1P ik,

transparent ZEUMVFMAEAM TP bt SGERE, HIan, M mAYESE 1P ik

proxy_bind $remote_addr transparent; ]

AT HESEAER, Angie TIEMRIEFEFELEIJH T PFRIZTT, £ Linux b, XAE2OFER: R
BET transparent S8, TIEHBREMNTHEN R CAP NET RAW BUR.

O HE
PRI E 3% S IZHE BN EOR B FastCGI IRS5ERHIMIZ8 T

proxy__buffer_size

Bk proxy_buffer_size size;
BRINE proxy_buffer_size 16k;
TR stream, server

BT MWBAEIRSS a3 BEHRATR P X KD, IE BT W P I R R AR X RN,

proxy__connect__timeout

Bk proxy_connect_timeout time;
ERNME proxy_connect_timeout 60s;
EFx stream, server

RVEST LRwiililEan s AVALE eI NT LN
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proxy__connection_drop

[E27S proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
R stream, server

TEMRIBAR S5 28 M HF R BRI W reresolve HERRER A PT %> DELETE ARG HKARA G, BRAZIES1Z
R55 aRHIF A &,

N P I e B SS AR A N — DB BN, RIEWR L,
E time HHSTEZILER; WRIREN on, RIERZAHET

proxy__download_rate

BiE proxy_download_rate rate;
EME proxy_download_rate O;
X stream, server

BRI MABABEAR 35 2 SRR R T, rate AR 7N BN G,

0 SRR BR A

0 #i

RAZE X MERLZER), IR Angie RINFTHM MERRRISACEEARSS 45, MIEAERREZ 15
S BRI

SRERI IS TR, EREREEMRARBIERIELT, XIEXRAEM:

map $slow $rate {
1 4k;
2 8k;

proxy_download_rate $rate;

proxy__half_close

[F22FS proxy_half_ close on | off;
ERINME proxy_half_close off;
Hol5"4 stream, server
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JE FHEEERIRZOCH TCP BRI TR (“TCP K7 REH, TCP RIERR AR, EEIMN

T3 HR SRR o

proxy__next__upstream

Bk proxy_next_upstream on | off;
%ﬁi)\fﬁ proxy_next_upstream on;
4 stream, server

STCTREENL S B SS A HUEERE I, DUE TR AR P ImIER RS Liinit ARy R — RS ER.

RIS N — D IRSG AR AT PASZ I 20 M TR BRI

proxy__next__upstream_timeout

BiE proxy_next_upstream_timeout time;
LNz proxy_next_upstream_timeout O;
R stream, server

BRAIEIEERLE] N1 IRS5asAINS E]

0 SR I FR

proxy__next__upstream__tries

BiE proxy_next_upstream_tries number;
LNz proxy_next_upstream_tries 0;
R stream, server

BRAHIFHER LS T RS AR T REZ IR AL,

0 R A RR A
proxy__pass

Bk proxy_pass address;

EINE —

o974 server

EBAREARSS d AL, address FILAFSEWIRAEL TP Hull, DAAZSm I :
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proxy_pass localhost:12345; ]

BRAEN UNIX BERFIRE:

proxy_pass unix:/tmp/stream.socket; ]

GnSIRA TN Z Dt W DR 7T SR AT A X Sttt HeAh, Mtk AT DAREE M55 A Al Nk
R TH, WARES ZfaEim i ; R A N E MRS de e e e i

skt AT DARE FH AR AR

proxy_pass $upstream; }

FERXMEIL T, IRSFERAIERNRRIIRSS ddl it TR, SRR ERE], WHE resolver TTE.

proxy__protocol

Bk proxy_protocol on | off;
EOME proxy_protocol off;
X stream, server

JE RS BB SS #E R PROXY PRI,

proxy__requests

TBiE proxy_requests number;
EME proxy_requests O;
R stream, server

REAEZFEFWSEA UDP MK Z ARISE N TR & P i Sda R8s, ERlEfa e SE R
fEiE, RER—ZF PR T — MRS RS — MR8, STE P IR ESdE R R E R S 4
FRUBCE TS e £ 5 I, RIEERAE, B HIREENT I

proxy_responses

7227 proxy_responses number;
HME —
TR stream, server

REAEMA UDP PR, FUEAMBAHARSS 8RB R, 2R RTER IR,
BOANEIT, BURRIEE AR,

SRR FAE, WA, AT, GRWEINAN B STETIRGEH, WA AERE LR,
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proxy_socket__keepalive

[E27S proxy_socket_keepalive on | off;
LNz proxy_socket_keepalive off;
R stream, server

AL B S PRS2 U ZERZ " TCP keepalive” 174,

" BIANBR Y, ERTRARERAIE,

on NERFIFE SO_KEEPALIVE ERFIET,
proxy__ssl

BiE proxy_ssl on | off;

EINE proxy_ssl off;

X stream, server

JE S BB R S5 #4369 SSL/TLS il

proxy__ssl__certificate

Bk proxy_ssl_certificate file;
ERINME —
X stream, server

IEEH T S5HRFERS SSHT S M RIER PEM #BRIEH 2, XH&Frl IEHZE,
Added in version 1.2.0.

HIERprozy_ssl_ntls I, ZAELEZMNSE, AR, IEBRIEATIINE R

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;
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proxy_ssl__certificate__key

[E27S proxy_ssl_certificate_key file;
HIME —
EFx stream, server

5 FINERERS 220 PEM A8 NRA . X2l A &,
Added in version 1.2.0.

LR prozy_ssl_ntls I, ZAELEZMNBE, MAR—D: BHNELTMNERD:

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__ciphers

7227 proxy_ssl_ciphers ciphers;
ERIME proxy_ssl_ciphers DEFAULT;
Holi5"4 stream, server

FEEN AR S5 #51E K 5 S, 205 RA OpenSSL R BEFRAVAS XS E
FEHIFIRIUR T L EEM OpenSSL hkA, RILUMER openssl ciphers fn & H LYK,

A IR

o {E LibreSSL A, APA#H proxy_ssl_ciphers BB TLS 1.3 IN&EEM,

o {E BoringSSL H1, JGiEECE TLS 1.3 fIEMH,

2 OpenSSL I, proxy_ssl_ciphers 6% * A< * L& TLS 1.3 MEEH, WFHFEE TLS
1.3 WMEEH, EFEHprory_ssl_conf command 8%, BRAXFER SSL BLEME,
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proxy__ssl__conf__command

BiE proxy_ssl_conf_command name value;
LN —
R stream, server

TESRIEARSS A N JERE IR B TR OpenSSL BLE commands,

O fE
HEF OpenSSL 1.0.2 BUE SRRAR 2 #5145, Z1E OpenSSL HECE TLS 1.3 HEH:, HEMHEH

ciphersuites e,

AIATER —BH LIEE 2D prozy ssl_conf command 12, NUHYFEREEE X
prozy_ssl_conf _command 15N, XERELSA DM E—PNECELGIARK,

2\
oA A )

BHFEE, BERME OpenSSL AJRESEFEIMTN,

proxy_ssl_crl

BiA proxy_ssl_crl file;
LN —
X stream, server

f5E PEM HAHEHIES S (CRL), HT50IE APEARSS 2SATIES,

proxy_ssl__name

TBiE proxy_ssl_name name;
EIME proxy_ssl_name $proxy_host;
X stream, server

AW ESEH TR RS AIEBRIIRSS 282, IESIORIRSS A8 B IER N BT ONT 151,
BRINEMTY, R prozy pass LRI FEALE 77
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proxy_ssl_ntls

Added in version 1.2.0.

[F23FS proxy_ssl_ntls on | off;
EIME proxy_ssl_ntls off;
kR stream, server

JE R P NTLS FI328:, #H TongSuo .

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

O #HE
fEH --with-ntls ¥ Angie, FHHERETH NTLS A SSL J&E

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password_file

[E27S proxy_ssl_password_file file;
LN —
X stream, server

e WS BRI, SN ERREM 1T, HINEEHN, R,

proxy__ssl__protocols

=275 proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ENINED proxy_ssl_protocols TLSv1.2 TLSv1.3;
4 stream, server
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https://github.com/Tongsuo-Project/Tongsuo
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1E 1.2.0 JRARAEAEH: TLSvL. 3 SERMEBIBIAE,
J& PR ARER AR S5 218 SR BT E PR

proxy_ssl__server_name

[F22FS proxy_ssl_server_name on | off;
FINE proxy_ssl_server_name off;
o974 stream, server

Ja e EE FIE IS proay  ssl name BN BNRS s MIERIE IS4 TLS 3R (SNI,
RFC 6066) 755 RIRARSS d8 L EHEIN

proxy__ssl__session_reuse

BiE proxy_ssl_session_reuse on | off;
LNz proxy_ssl_session_reuse on;
X stream, server

e SRKERSSE THENZ2SATLLEHR SSL 206, R HE P S
1R"SSL3 GET FINISHED:digest check failed”, &= S5,

proxy_ssl__trusted__certificate

Bk proxy_ssl_trusted_certificate file;
ERINME —
kP http, server, location

faE AT IE REARSSERIEBA) PEM fXAIZEE CA IEF S,

proxy_ssl__verify

JF22FS proxy_ssl_verify on | off;
FINE proxy_ssl_verify off;
kX stream, server

J& FH ERZE A B AR 55 2 UE F A9 S IE
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proxy_ssl__verify__depth

[E27S proxy_ssl_verify_depth number;
LNz proxy_ssl_verify_depth 1;
R stream, server

B E PRSP REP VIR TR E

proxy__timeout

[F22FS proxy_timeout timeout;
EINME proxy_timeout 10m;
Holi9"4 stream, server

BRI E PR SS AR L NS B E 2 RIS . ANSRAEIEIN R NI R e, N
R KL,

upstream_probe__timeout (PRO)

Added in version 1.4.0: PRO

Bk upstream_probe_timeout time;
FINE upstream_probe_timeout 50s;
kP server

WE E N RS e E BN ARIETE SN B, T upstream__probe (PRO) Y& BECE IR ; 05
HH RS, IR ],

proxy__upload_rate

JF227S proxy_upload_rate rate;
ERINME proxy_upload_rate O;
kP stream, server

BRI M P i BRI, rate DAY FIEOVRALFRE.

0 SER R R A

O ik
BRAZE N B MERRER, RIRE PRI ERE, MEREAERR R 15 BRI
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SEMER SR, XA TR RIS IRANER A 0 R AT RERE -

map $slow $rate {
1 4k;
2 8k;

proxy_upload_rate $rate;

RDP Preread
EfEH RDP VR, AR A VA (S A S i O 3R 2 BT B T2 THIRBIRIE Y Cookie,

YIRS AR, HBRELERIA I ; T EIEIY --with-stream_rdp_preread_module FJEEEIR /S
Ho

£ B eEPREMSESS, ZRREESERERT,

BB =Bl
BEBN KM Cookie HIfRS52F
X T sticky 85 learn HR:

stream {

rdp_preread

upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

B

rdp__preread

BiE rdp_preread on | off;
ENINE rdp_preread off;
o4 stream, server

PERIFETTERT . I RDP BMX Cookie FRIEEIE R, WHRIEN on, HIAREM BT SO SIHFELN N LR,
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HEZE

fein

Cookie {HAYIE XIURT RDP WA,

$rdp_cookie

AN Cookie 1Ho

$rdp_cookie_<name>

BAETEE name B Cookie FEXMIE,

ReallP

HREHH T P B HE R O AE PROXY WSk AR A IR B AERI S 1, AUEIL A listen 162

FRIE prozy_protocol ZECKFEBH PROXY W4,

EPIN v *@iﬁﬁﬁ, NGB O R AR EE; NEH --with-stream_realip_module ML TR

JERE,
£ BN eFErEmSEGS, R SEmES,

B E B

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set_real_ip_from

BiE set_real_ip_from address | CIDR | unix: ;
EINME —
kR stream, server

T X EHIAR IR EE bR E bk, WRIEE THRAME unix:, WATE UNIX BERTFRBIEE,

HEZE

Bl

$realip_remote_addr

TR JEa s - itk
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$realip_remote_port

TR B JEas - i i 1

Return

IR VF A P i A RS E HE, ARG RANER,

BB RHI

server {
listen 12345;

return $time_iso8601;

B

return

Bk return value;
LN —
ol 974 server

FEEBERIERAE P miE, ZE DMEE A, TaKEAE,
Set
SR A RIS E —ME,

B E B

server {
listen 12345;

set $true 1;

B

set

FEaER set $variable value;
LNz —
R server

MR RIRE —ME, ZERTDEE AR, ZENHAS,
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Split Clients

BT A/B TR, B2z AR sUH MR R —E LB P g 21— MRS Ay ERBC BRI 5, R
PRI R 50 5 | S B H A

B E B

stream {
# ...
split_clients "${remote_addr}AAA" $upstream {

0.5% feature_testl;
2.0% feature_test2;
* production;
}
server {
# ...
proxy_pass $upstream;
}
}
S

split__clients

Syntax split_clients string $variable { ... }
BIME —
Context stream

JEIIX string HATIEFREIE—D Svariable; string PR EHFN, SERWIEH, AREIEHHILE 2
Svariable BIFHTEAE,

WA BREE A MurmurHash2 (32 fi7), HEAMETERE (0 2 4294967295) 12 HERF BN 2, &7
FEOUE TRERIAR N, JEECRT (+) PTRAHIIAE SRS 5 V&R MR &1 A G 77 45t 28 35 53 Bie AAEL

iR

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

IXH EEGH $remote_addrAAA FAFERIIATE AL :
o {H7 0 % 21474835 (0.5% HIFEAR) 74 .one
o {HN 21474836 F| 107374180 (2% BIKEAR) 74 .two
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o {EN 107374181 %] 4294967295 (i HAth{E) F=4& v (—PNFRE)

SSL

PR TIRARMEARSS AR5 SSL/TLS MMUAL & TAER B R,

4 MNIRATEAT R, IRBIEERIAA A, BfEH --with-stream_ssl_module AEIEIHEHE,
£ B EEPRIEMEGRT, 2B SR,

O HE
TR EL OpenSSL &,

B E B
N T RS T, I
o B TAEIEE RBGRIRE VSRR,
o ERILE KRR,
o BEHINE RIE%AT,
o FFATRENPINIZIEHY LA CBRIMEDY 5 708)

worker_processes auto;

stream {
#..
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;
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B2

ssl_alpn

BiE ssl_alpn protocol ...;
EUN —
LT stream, server

TERESCR ALPN P33R, QIRE FImER ALPN, 00 HA — Pl

map $ssl_alpn_protocol $proxy {

h2 127.0.0.1:8001;
http/1.1 127.0.0.1:8002;
}
server {
listen 12346;
proxy_pass $proxy;
ssl_alpn h2 http/1.1;
}

ssl__certificate

X ssl_certificate file [file];
EININ =
LT stream, server

TR ENRSS ) PEM MINHIER S, WNARER 7 EIERINETZIEE R RIES, NMi% L NP ER
—XfrrhdEE . FIERTERT, AERHPEIES. PEM A&XAIRHRA] PUBRAER — X fH,

s R DA IRAEE, DAMEAFEZERIAIIESS, B0 RSA 1 ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B S RASREARIE B ARSI 5E, 8 FHEHMARE,

AR —MEFBE,
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O m%E
TEfEFH OpenSSL 1.0.2 BUE @ARAR, X4 AT DAEH AR &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

HIER, #HAZEEREERX SSL BFNSMEBGES, XATRERNPERE £ T R0,
A DHEE(E " data: Svariable” R file, JXAERTDAMAZRAANEAES, 1AM A RISCH
HER, PUEMEERARESEZERE, PR RATHEERS NI 5,

Added in version 1.2.0.

Hssl_ntls BN, ZIEXEZN DSR4 IERRREA I RN

listen ... ssl;

ssl_ntls 5

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;
ssl_certificate_key sign.key enc.key;
# T UN 5 ¥ MLRSAIT F 4 &-1F A -
ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__certificate__key

EIX ssl_certificate_key file [file];
EININ =
LT stream, server

TEEA TSN PEM FAIFAHSC AR

O HE
FEfER] OpenSSL 1.0.2 B SRRARS, SCfF4aa] DAERZE &,

A] DAEEMH "engine:name:id” 35 file, IX¥GM OpenSSL 5% name MEFIEE id BIFEH,

] DMSEME data: $variable” A5 file, IXKMNZRHFINEAH, mAEHA B, HER, RYEH
HIERRTRES A Z2RRE, FIUERAEIES NG 1% HE,

Added in version 1.2.0.
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Hssl_ntls AR, ZIGLEZNDSEMAR D BHRERMNINEE 7 :

listen ... ssl;

ssl_ntls ;

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# L5 ¥ BLRSAIE F 45 A F

ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__ciphers
Bk ssl_ciphers ciphers;
ERIA ssl_ciphers HIGH:!aNULL: !MD5;
o4 stream, server

faE A RS, %65 PA OpenSSL BRI AEE, Hlan:

[ssl_ciphers ALL:'aNULL: 'EXPORT56 : RC4+RSA : +HIGH : +MEDIUM: +LOW: +SSLv2: +EXP;

FRLA R T EZ22Em OpenSSL AR, AT CAfEH openssl ciphers MR EE TR,

A IR

2{EH OpenSSL I, ssl_ciphers 5% * A= * BLE TLS 1.3 MMEEMR, WFREE TLS 1.3 1Y
IEEM, EER- ssl_conf _command 1682, ERNZF &R SSL BLE MR,

e {E LibreSSL A, AIDA#H ss1_ciphers ECE TLS 1.3 MIEELM,
o 1E BoringSSL H', JCiEELE TLS 1.3 MEEM,

ssl__client__certificate

Bk ssl_client_certificate file;
LN =
kP stream, server

fEEH TRIE 2P uiE R OCSP MR PEM #NISZEE CA IEB X, W ssl stapling $fE .
IEBHIREGLIRLG R P ifio QMR BEIXNE, AIPAMEH ssltrusted certificate $6%
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ssl__conf_command

FENCR ssl_conf_command name value;
EONIN —
EFx stream, server

WEBTE OpenSSL BLE i,

O HE
LM OpenSSL 1.0.2 BUE ERRAR SRHZAEL. EAE OpenSSL HELE TLS 1.3 ®HEM, HHH

ciphersuites e,

A PAERI— B EI8EZ ™ ssl_conf command 182

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

R YA ERAE X ssl_conf _command 5%, MHIXLEFES M _E—NECE D4R,

)
oA A )

THER, BHERCE OpenSSL AJRER SFBUEIMT N,

ssl_crl
Bk ssl_crl file;
LN —
LT stream, server

f6E PEM RABIBBEIER X (CRL), MTHRIE & umiE+.

ssl_dhparam

JF22S ss1l_dhparan file;
LN -
LT stream, server

{8 HT DHE ZE/ DH SHH,
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2\
oA A )

BONE I TRIZETMSE, HIAZEMH DHE %55,

ssl_early__data

=275 ssl_early_data on | off;
2KIA ssl_early_data off;
4 stream, server

JEFEZEH TLS 1.3 FHA%HE,

O HE

TEffA OpenSSL 1.1.1 BUE A LA BoringSSL N X FFZFE2

ssl_ecdh_curve

Bk ssl_ecdh_curve curve;
A ssl_ecdh_curve auto;
TR stream, server

f87€ ECDHE 3T #hZR,

O H¥
FEfEH] OpenSSL 1.0.2 B mARARS, o] DAEEZ Mgk, Bila:

[ssl_ecdh_curve prime256vl:secp384ril; ]

FF9R(E auto fE/~ Angie TEffH OpenSSL 1.0.2 B SHRARFHH OpenSSL FENE M EILAIZR, TE
WIHRRAHHER prime256v1,

O HE

FEfEH] OpenSSL 1.0.2 B milAHY, AR EIRSS ds K RTHIZSIFR, Rtk O 7 ECDSA IiE
PIEH TIE, BAE S R,
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ssl_handshake__timeout

FENCR ssl_handshake_timeout time;
2RIN ssl_handshake_timeout 60s;
R stream, server

6 SSL BT 7e i HIEI I A

ssl__ocsp
Bk ssl_ocsp on | off | leaf;
LA ssl_ocsp off;
TR http, server

JE % FuilE B R OCSP $iE, leaf ZEUNE % F Uik HHYIRIE,

R TAHE OCSP JeiE TAE, sslverify client $6MNIZEH on 5L optional,

NT @M OCSP MR EH14, ENIEE resolver 5%

zZN

ssl_verify_client 8
ssl_ocsp 5
resolver 127.0.0.53;

ssl_ocsp__cache

=275 ssl_ocsp_cache off | [shared:name:size];
2RIA ssl_ocsp_cache off;
X http, server

BE R P ImIE IR PUT OCSP Rk A7 A FRFIR/ N,
DATE 2 HE SR 554 6 T B A R IR A4 PR 22 77

off ZEEMHEMZA,

ssl_ocsp_responder

ZRAAAEIE LIE R 2 s, /]

Bk ssl_ocsp_responder uri;
E/UN —
T http, server
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B FAEvalidation P YmIERIRUEHHEER “Authority Information Access” MEHY REHY OCSP MR #

URL

{37 FE nttp:// OCSP Wiy 2 :

ssl_ocsp_responder http://ocsp.example.com/;

ssl_ntls

Added in version 1.2.0.

Syntaz ssl_ntls on | off;
Default ssl_ntls off;
Context stream, server

JE A TongSuo FERIARSS a9 NTLS 2%,

listen ... ssl;

ssl_ntls 5

O H%

#R --with-ntls FEETHIE Angie, H5EMH NTLS #) SSL JFERERE,

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

ssl__password__file

Syntax ssl_password_file file;
Default =
Context stream, server

TEE— M & secret keys BHIISXIF, BNERESIRA—1T E,
zZN /1

I,

IR Z XX E Y,

stream {

ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;
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https://github.com/Tongsuo-Project/Tongsuo

* Angie
Software

RFER, 4 1.9.1

}
server {
listen 127.0.0.1:12346;
# [ AR o 4 RS
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer_server__ciphers

Syntax ssl_prefer_server_ciphers on | off;
Default ssl_prefer_server_ciphers off;
Context stream, server

TEEAERER] SSLv3 A1 TLS WS R A SE 5 FH AR S5 s e A 1T A 2 2 1 it 2 o

ssl__protocols

Syntax ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERIME ssl_protocols TLSv1.2 TLSv1.3;
Hol9"4 stream, server

1E 1.2.0 AR RAALHE: TLSv1.3 ZHCHIMEIBUAE S,
J& a2 IR

O #HE
TLSv1.1 1 TLSv1.2 ZEUXAE#EFH OpenSSL 1.0.1 3¢5 S hRAS B XL,
TLSv1.3 ZEUXAEfEH OpenSSL 1.1.1 B ERAN A XL,

ssl__session__cache

Syntaz ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
Default ssl_session_cache none;
Context stream, server

EFHERTE SRR AN A DU AR —:
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off TSR I RTES A7 Angie PRI IFE A iR 1E N REREH,

none IR ST TF: Angie HIFRE IR AR, HELFR EAE%
FhfEERIES L

builtin OpenSSL NERZAF; XH— N LIEHR/ER, ZERDNUAXITENBNIEE, W
RRGENRND, WFT 20480 1. HEHANERTAIRES SRR

shared TFEFTE LIEHRRZ AR ZNRT, RERNAFIONRATEE; —IRFIRLA]

DAFEGE 4000 216, BPMEZEREN BAEEAR. BEAEMHRAFRIZEAE AT DAL
ZRSSEHERH, CICHT BanA. fFEFE e TLS 215 EIEEH, B
AEfEH sslsession_ticket key fa<WHHAECE,

A AR (s P A A7 262, fBiln -

[ssl_session_cache builtin: 1000 shared:SSL:10m;

(ELAsE P AL 2 G A T Ao FH PR B 2R A7 I B A R

ssl__session__ticket__key

Syntaz ssl_session_ticket_key file;
Default =
Context stream, server

REMTINEMRE TLS S F IR EETIS I, RS2 MRS 4 AL =R ES, W%
TERAEN, BUONEIT, HBEHLE R,

SR EZNEH, WOUEHSE - DMEFINE TLS R1EFEE, XA ER AR, Fln:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

B AR 80 BY 48 i HIBENLESE, RTLAREA DA <>l :

[openssl rand 80 > ticket.key

MRAESC RN, 8 AES256 (AT 80 F14EH) 8¢ AES128 (T 48 FE4H) HATINE,

ssl__session__tickets

Syntax ssl_session_tickets on | off;
Default ssl_session_tickets on;
Context stream, server

JE HEZEREIS TLS 215 5HE FIRIEIRE.,
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ssl__session__timeout

Syntax ssl_session_timeout time;
Default ssl_session_timeout 5m;
Context stream, server

farE & P Al DA FH 2GS BN T,

ssl__stapling

Syntax ssl_stapling on | off;
Default ssl_stapling off;
Context http, server

JA BRI ARSS 4389 OCSP MR stapling, 7~fiil:

ssl_stapling 8
resolver 127.0.0.53;

N TA#E OCSP stapling TAE, IRESEHEPMAZINEBREEFHM, R ssl certificate XA EHE
WP, MRS BEPMA EWRE BN FLE T ssl trusted_ certificate XA,

X+ OCSP MR EHARIAT, ENFEE resolver 526

ssl__stapling__file

Syntax ssl_stapling file file;
Default =
Context http, server

AR, KR OCSP MIRLRR BASE XM, MARERRSS SIEHHIETEH OCSP MIN#,

ZX M DER #83X, H openssl ocsp @i,

ssl__stapling__responder

Syntax ssl_stapling_responder uri;
Default =
Context http, server
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BEAIE " Authority Information Access” WEFY BHIEER OCSP WM& URI,

{SZHF http:// OCSP Wi #

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

Syntax ssl_stapling_verify on | off;
Default ssl_stapling verify off;
Context http, server

JE B EEFAARSS ek OCSP Wil B A3 E

R TAEEE TAE, IRSSHIEBMUAZENIES, WRUEBAATA R EIEBN A ssl trusted certificate 6%
Bl E ST,

ssl__trusted__certificate

Syntax ssl_trusted_certificate file;
Default —
Context stream, server

FBE—TME PEM RZET CA IEBRIXH:, FHFverify B uIER,
5ssl client certificate ¥aERIEHHELE, XEE B IFIRA D RIELE R Vo

ssl_verify__client

Syntax ssl_verify_client on | off | optional | optional_no_ca;
Default ssl_verify_client off;
Context stream, server

JE R P URIEBRIRAE, I UEEESRAFMETE Sssl client verify ZREH, WIRAER FIEHBRIE P24
IR, EEEPIRARMATHRIES, NWERER M,

optional TEREFUUET, FFEUEBFTEN I TRIE,
optional_no_ca IERFEFIHIES, (HAEREEZEEN CA IEBES, XIEHT Angie SN
AR ZS B T I FRE 45 56 UE A o
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ssl_verify__depth

Bk ssl_verify_depth £{F
A ssl_verify_depth 1;
EFx stream, server

B R RUE P B SRR
NETE
stream_ssl B HRF DA N &

$ssl_alpn_protocol

IR[EITE SSL B TFHIRH ALPN ERERIHL, BB EHAE I IR A2 7R,

$ssl_cipher

IR[A 2N SSL MER T BB RS 4 PR

$ssl_ciphers

R[N i SRR ISR, TRV ARSI, ARRIBI DA/ R TR, il

AES128-SHA:AES256-SHA :0x00ff

O m%

AR RNIEM A OpenSSL iRA 1.0.2 BUE@RANER2H . N TIHRA, HEREHEHA]
A, B E AR &R,

$ssl_client_cert

REIEHESZ SSLIERAZF FumiES, KA PEM M3, FRE TN, SATATHEARI_EHIREAT,

$ssl_client_fingerprint

IREIE Y. SSL ERER Uik 509 SHAL 52,

$ssl_client_i_dn

IREIE N SSLIERZMF FUmEBH “MA#H DN” FRHE, fF& RFC 2253,
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$ssl_client_raw_cert

IREE N SSLERRZF FumiES, RAH PEM &2,
$ssl_client_s_dn

IR SN SSL JER AR FmIERY “ 8 DN” 4878, 58 REFC 2253,
$ssl_client_serial

IRETE S SSL IERZ MR FumiEBRIFY S,
$ssl_client_v_end

IR 1] e A5 A 2 A H 3,

$ssl_client_v_remain

IR 6175 i B AR K EL

$ssl_client_v_start

IR 1] 2 e A 4G H 3,

$ssl_client_verify

IR[E & P IE B IE 455 . SUCCESS. FAILED:reason F1 NONE (WSRIEHFIELE),

$ssl_curve

RAIT SSL B P A HUS AT R L, ERIRHZARARSIH, RATEI A7 EHER, Fln:

prime256v1

O HE
ZARANAERE OpenSSL A 3.0 SUE mRRAN SHF, Xt FIHARA, LR N FFF .

$ssl_curves

R [AZ SR ISR . CRIRYRRZ AR ARSI, AR PA73E o, Bl :

0x001d:prime256v1:secp521rl:secp384rl

O HE
ZARANAESE OpenSSL A 1.0.2 BEE RN SR, M FIHMRA, ZRERNZ TR,

PR =T A
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$ssl_early_data

QUERGER] TLS 1.3 early BiE BARFRIARTER, WHRE"1L", SUHERE"7,
$ssl_protocol

IR [E EERNYL SSL JERZIITIL

$ssl_server_cert_type

MRAEARSS SR UE B A EEHA2RTY BUE A RSA. DSA. ECDSA. ED448, ED25519, SM2. RSA-PSS Y unknown,

$ssl_server_name

IR[EEE SNT IERAIARSS 38448
$ssl_session_id

IREIE N SSL JE I RTEFRIRTT,
$ss1_session_reused

QR SSL XIEWEM, WHRME r, HNLRE"7,
SSL Preread

JAHM ClientHello B HREUE B AL IE SSL/TLS, Flani@id SNT & RIIARS 2B FREAE ALPN H
EAEIML

4 MTRACHEATEERT, BOATE O S A SRR BN IZIE)T -—vith-stream_ss1_preread_module 4
EIEWUE H.

fERE BN CENEMRES, ZERESERRS,

B E B
i AR 35 28 2R L

map $ssl_preread_server_name $name {
backend.example.com backend;

default backend?2;

upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;

upstream backend2 {
server 192.168.0.3:12345;
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server 192.168.0.4:12345;

server {
listen 12346;
proxy_pass $name;

ssl_preread 8

B IR R AR 55 28

map $ssl_preread_alpn_protocols $proxy {

~\bh2\b 127.0.0.1:8001;
~\bhttp/1.1\b 127.0.0.1:8002;
~\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread 8
}

B SSL hRAIEEAR 5525

map $ssl_preread_protocol $upstream {
" ssh.example.com:22;
"TLSv1.2" new.example.com:443;
default tls.example.com:443;

# ssh o https ER—#% 0

server {
listen 192.168.0.1:443;
proxy_pass $upstream;

ssl_preread 3

B2

ssl__preread

X ssl_preread on | off;
ERIN ssl_preread off;
Holi5"4 stream, server

3.2. &I, &% 416




_9F1huﬁe
Software

RFER, 4 1.9.1

TEFIZE IR R FHM ClientHello 148 A HEEUE B,

HEE

fein

$ssl_preread_protocol

& PSR B SSLRA
$ssl_preread_server_name

I SNT 1HRAARSS 254 HR,
$ssl_preread_alpn_protocols

FPumiEd ALPN BEAEIMYEIER, IXEEEHIZS 7.
Upstream

AR T2 )R] A prozy  pass #5251 FEIARSS 254

B E B

upstream backend {
hash $remote_addr consistent;

zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;

server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935 backup;

server backup2.example.com:1935 backup;

resolver 127.0.0.53 status_zone=resolver;

server {

listen 1936;

proxy_pass backend;

B

upstream

X upstream name { ... }
LN —
X stream
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X ARG A. M55 AT AT A FESE e teoh, 0T TCP 1 UNIX BERE IR 4 Al LAR &
HH,

I

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend?2;

server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

}

BOANEILT, TERAENRSS 48 Z [RME AN 1 S B 75 TR T 0 id. £ RIRREI, & 7 DMIERE
AR5 5 DIEREIEF] backendl.example.com, R NHTTER AR M =R

WERAE S IRSS SE BN ZEWR, ERRPUEER T — DRSS, RIEEHE, BE2IZ0K5rH T RIS
te NIk ATSRFTA IRSS asERTCTRDRAR BN IR, 2 P e e 5 e — IR S5 a5 USSR

server
% server address [parameters|;
HIME —
ETFX upstream

T XRS5 A R HBIE RN 2 AL, Huhk T DA A /i BSR4 B 1P Hitik, S%AE unix: RISRJGTE
SEN UNIX BER TG, M2 1P Mk A —O00E LIRSS 45

A RUE X BA 28

weight=number WEIRS SHIEEMEN 1,
max_conns=number FRHIZRILIRSS a3 ARINTESNERE. BMEN o, FoRBHMRM], R
SastAEIZ G o, WIRRHNE A T80 LI,

max_fails=number —XBLE fail timeout F&E NI RIS ARG Al (3 M 208, PMEINARSS
RAATH RIS BAE R — N TR B S B I,

AL, ARG 5 IRSS as LR N 2 2R AR R el

O &=k
MR LW server ENTNZ NIEIR, H max_fails KB BINHTEINITEFR,
WERTEFRMNTSERT A server 15825, LiFHHRAE - DMNEIKR, max_fails WEKTCROF AR,
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max_fails=1 ERIAA RN 2R 5L
max_fails=0 BRI THH 5L

fail_timeout=time — % B TEFEE I [A] B AN A A2 B 5 IR &5 2085 R UREL (max fails) DAMEINIARSS
AR AREIRSS ZRAERI—IRIBRANZEATH, ZEHE

BNREN 10 £,

O ik
AR B server RN NZ ISR, H fail timeout ER BN H TEMNEMR,
WERAEMNTZEFNE server 16895, LI RAE—TMHFR, fail_timeout WENFTCRIFHIRME,

backup KRS ARIC A BT IRSS #. M FEARSG AT, REIBIEREG T,
down 4%Hﬁ%%§*ﬂ—iiajﬂ7—kﬁz:ﬂﬁﬁo

drain (PRO) Rk 55 as BRI IXERE BRI S eiE sticky FBERIRIGTER, &
W ERATHZEELT down,

A Y )
backup ZENRES hash Mrandom TAESIE 7 E—EE A,

down 1 drain JEIUZE H K,

Added in version 1.3.0.

resolve JA X 5 5440 R TP k51 2R A BE B T e, SRR JC A B I E L
ZHANAFEELZNEX F; EFEE Xresolvers
service=name Jo Hf#NT DNS SRV IR I BEIRSFR, Bt SEER, 1BIEE resolve RS
WS, A SR,
WERARS BIRFPA R, BFEIRIE RFC tRIETZR: RS BFRDA _ NI, A&
JEERUEIE _tepo R, ARSSHAFE http HZERK _http._tcpo
Angie JEITHERTERIIRSS AFRAT EALA T SRV Id5%, i@ DNS FREUZ
HEHIARSS 28711 3R S HAR SR AN,
o EEIEHRN SRV Idxk (AABR/MUERERICT) i hERS S, H
IE RN B IRS #. WRTE server HIXE T backup, mEfLichM
SRV ok &Mk e, HMICSR Rz,
o PEFMEL PECHNA EIERRS 2 NEBRE, WERIEREZ, A
server 62 H1 SRV ICRARIZEMNE, NFHH server B EIIFE,
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R A _http._tcp.backend.example.com oKk

server backend.example.com service=http resolve; J

Added in version 1.4.0.

slow_start=time WEIRFIHEMN LLNIKE weight WA, WRAEIIE LA round-robin
B least conn F1Ee
MEBRBET ZME HHRS S BRIy HAERE (B fols
Mupstream__probe (PRO) TEN) , WIARSS 284 1E 57 BCHI B[] AFR 20 Tk B H
FEE IR E,
WAL EZAE, WAL T ROUE I AIARSS a2 Bk & HAs € A E,

O ik
GRAE LW A — server, M slow_start JERTFRIE RN,

state (PRO)

Added in version 1.4.0: PRO

Bk state file;
ERINE —
ol 5"4 upstream

fa7E LIRSS ae PR F A fileo M FRATAIELZZAER, A1 —DHRAESRIVIEE /var/1ib/
angie/state/ (/var/db/angie/state/ TE FreeBSD _I) HRREMIXLE M, RHERFEERLEH
ISR B A TR

upstream backend {

zone backend 1m;

state /var/lib/angie/state/<FILE NAME>;

25 BRI RITRE AT server, FMIEURE APT A /config,/stream /upstreams/ B3 eRIIIRZS B8t
FHEMIESI, SRR RAED N, SIPHE Angile FZ7SER B EH IR R,

2\
oA A )

ZE upstream HRAEH state 5%, ZIRAMA server 15%; MR, BHHMA - PMHENEFX

(zone)o
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zone
Bk zone name [sizel;
EINME —
R upstream

TN XA, A X AR AR E AN TR R =AafTRHRES. 244
DR — XK, fEIXMEO S, ReEfEE —OOR/NIA,

feedback (PRO)

Added in version 1.7.0: PRO

Bk feedback wariable [inverse| [factor=number| [account=condition_variable]
[Last_byte];

EIME —

R upstream

N upstream 3T RIBHIABIIMGHH], EaNAVARENBEIMGRE, Reda IS AR EE I DU
PIRIBHE, %A variable BN TEMERZIR, FF52— A& AHIZIH,

2N

variable

inverse

factor

account

MARBUR AR ZE &, BN ARGRIERES R R, JF X SRR L,

ZABTE R R MO ORI L IS EATERAS, FFHRYE inverse F factor B NIRE)
FEE,

NEIEE, W BER R AR, ERE BRI ER R E R TERE,

RGHELE T EFEIEN B 7. BRUERNT 0 1 99 Z RIHEEE, ERIME
—90,

SRR feE0E s AHE,

RFERK, FEMESZHEAZmEN; GREFRERN 90, SRES 90% M5
HIMEAIY 10% AIHTE,

fEE —PNEAZR, ZEREHUTRIEEMATE, IELFHEREAR N " 5
nor I, SESEA SE TR IR E,

O @ik

F%Jii)vl‘%??ﬁ?, kBN iR E A~ EEETEA; %/Eu\&l,psl/rmmipmbe TEs
account A] DURFHEIFERTEN, sEEHEFREMTENE,

R

upstream backend {
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zone backend 1m;
feedback $feedback_value factor=80 account=$condition_value;
server backendl.example.com:1935 weight=1;

server backend2.example.com:1935 weight=2;

map $protocol $feedback_value {

"TCP" 100;
"UDP" 753
default 10;

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";

default Lt e

X R AR R R = 05 6 R B R SO IR 55 A8 0 KB R R BB, HFEERM T — 4
MSupstream.probe BMEGTHISRAE, (EE high priority R RREE P i =1,

hash

X hash key [consistent];
EININ —
kTR upstream

R E RS AN I 715, EPE P um-IRS e & TR E, #rEs R, e hHA
(1.11.2), #FHRH:

op

hash $remote_addr; }

R, INEERRIRSS 48 0 68 S E LG RZHH BN EIRS 8. Z T EFHREA Cache:Memcached
Perl %,

MIRAEE T consistent S, KM ketama —BEIGH /75, &7 IEMRA D BURTERS
AR AN ERE BRI E R G BN A AR S5 A%, XA TR &RFIRS SNEFmRR, ZITIERE
Cache::Memcached::Fast Perl £, H. ketama_ points ¥ E N 160,

least__conn

Bk least_conn;
EININ =
LT upstream
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e — PN AEH A BT R, B R RS ENEINE RS D HIIRSS &S, RN BRS8N E, W
REZ DRSS, B I T 77 R R =,

least_time (PRO)

=275 least_time connect | first_byte | 1last_byte [factor=number]
[account=condition_ variable];

LN —

o4 upstream

BN, HAERR R BTE SR S5 as AR 5 WS Ffr 5 (- EI RL S ;- Wiz TR, R
55 AR WL R 2

connect Tﬁé%fg@ﬁﬁﬁﬁﬁ% E]"quiéjﬁﬂ‘ rEﬂo
first_byte 5 {6 T AR WA 1 58 — D 1T ARSI T
last_byte F52 1 FH R e B 0 . Y~ 5 I [AD

Added in version 1.7.0: PRO

factor FT Sresponse_time_factor (PRO) MREIEBEH, IHERBENEE,
account TeE IR E R N U S AT R PR R, FIEMEERRNFFZENN
nn EZ non H;J‘E%ﬁo
O #ik

INBHT, B FRESEHES; 458 Supstream_probe 85 account
AR EEFEEN, s SHRREAMATE NE,

MM RS EYIE, £33 factor Fl account JARE)S, HMIEARSSZSM health ML HEN connect_time,
first_byte_time fll last_byte_time EILT API Wstream upstream metrics Ho

random
Bk random [two];
LN —
T upstream

TEE— M HER BT, RAPEREEBSIRE LR IRS a8, RN Rk S SR E,

AL two ZHUER Angie BEVUEEM MRS 8, AEMHEHBBTHRIEE RS S BIATTE
fEleast _conn, FFIERIZIBENESNEREE DRSS 45,
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response__time__factor (PRO)

[E27S response_time_factor number;
2RIN response_time_factor 90;
R upstream

&Bleast_time (PRO) SWBIIHTTERIFIBE T, RIE HL00PG28 71 MR, M §i—AMERHT
CRBSIIVANIEN

TEER) number R, FrEX FEIEREIE]); WRIEE T 90, WIHGHTER 90%, HrEXS 10%. A
RZAEVEEI 0 2 99 (&),

NS EEERS #H health MR HIEN  connect_time (HENZIE+Z i 75 I )
first_byte_time (FRUKMARZE—DNFAIFRINE]) 1 last_byte_time (FZUXGEEENW N RasitE]) 23N
F API Bstream upstream metrics H,

0 &iE
IR, W5 AR B A AT AN H prozy next upstream F&HREo

sticky
Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

[F22FS sticky route $variable...;
sticky learn zone=zone create=3create_wvarl... lookup=$lookup wvarl... [connect]
[timeout=time];

NN =

TR upstream

ALER FIin 2 TEgE 2R S #IE, ATMNENT sticky MRS 2RFHHEZEK, HH drain i&
ITE server BRH,

A EE
sticky fHMHIHERTH B NBIIMTTTENTEL Z G ER]; SUHRAREIERM,

route ﬁiﬁ

A A FUE RIBS IPRIRTE, FTDARA Angie RTDAVIRIRMEATER B, ERRIEMERIK, KN
ERHETIUE CHIME, HAFEX SRR EAAE, WAREEES,
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e, HSRBARSS S IEREN, B DU P e — & H, I DAROTERIZR Y 77 20 [ AR IR
o server 38R MW sid SEIMELFAVERS HFRRTY, TR, WHRKE T sticky_secret 8%, ZSHEW
HIMET o

Ay SR P 10 FR ) 2 o ) JE SRR N L 5 IR S5 A A R BORRIRAY, PR R AT Angie ZERHT,

TELFIH TR TR AR E LR, IEFE NERB MRS &N, EHE M EEZE; REHH
Hserver 16 W sid ZEIHAT LR, WNSRIEREARSS S R M EPMIEIR S5 a5 TOIR &R, WIRYERC B R 114,
P T IR — DRGSR

1Eit, Angie 1£ HE X $route LT ERIRIARF, L EMIssl preread server name WS (ERERLIM
JaFlssl_preread):

stream {
map $ssl_preread_server_name $route {
a.example.com a;
b.example.com
default

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {

listen 127.0.0.1:8080;

ssl_preread

proxy_pass backend;

}

learn #3( (PRO)

A P B A A R B R P i 5 R (BRI S5 de e Bk, B RIS, RO EEIBR TR iR 48, £
HENF ISR, I3RS TR 7T 3

TR, FEToR B ARBRARSS S AIE B QI X1E, create Al lookup SZEFIHF RUMA A HT 2 THEM &
BRIMAZTERZ R, WDNSEA] AR,

KNEIRIRFT RS — NS RAE, HEEB create f87E; Hl40, XA LRI 2514,
DG EEHENE X HAFRFIKNE zone ZHIRE, WRZTETE tineout BEERIN HALREE
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ANES, WESEMIER. BINE 1 /b,

i B IZ RIE AR P i 1) IS SRR L & HARARY, IR ALT Llookup FRE MR & ; H
ER S HEAF PRI RIEICAC, 1SRG RN SS d R I iR 55 a TR RS2 1, WIIRYEHC B Y St

77 RIS — MRS AR
connect SNV E SRR e B IER GV AIOESTE, B0, [EAHEER GRS,
TE™ I, Angie fEFH $rdp  cookie A QI EIR 1S

stream {

upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {
listen 127.0.0.1:3389;
ssl_preread 5
proxy_pass backend;

}

sticky__strict

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Syntax sticky_strict on | off;
Default sticky_strict off;
Context upstream

JEFAR, RFrRIIARSS &8 AT H, Angie RAR AR ENERIR, MAZ6EHEAMA] HMRSS &, 1E

40 B A IR SS g AT IR

sticky__secret

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

3.2. &5l &%
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Syntaz sticky_secret string;
Default —
Context upstream

B string TSINA MD5 A BREIERE, HT route X RMsticky #6820, string \TDABLE A&, Hlan

$remote_addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

sticky_secret my_secret.$remote_addr;

RAEMIIESIE A AE L, BHSZIRUEMRAR L] :

$ echo -n "<VALUE><SALT>" | md5sum }

MELE
stream_upstream S ESIVN IS &

$upstream_addr

PR¥F LIRSS A 1P HEAINR L, BC UNIX SERFRIRSE, AREERCHIARE R T2 MRS 3,
HMnkE POE S0k, Hilan:

192.168.1.1:1935, 192.168.1.2:1935, unix:/tmp/sock

W TCIEEER S 8, R Fserver group B names

$upstream_bytes_received

M EIRSS SRR E = E, 2 MERINELNES 2R, T Supstream addr 22 AL,

$upstream_bytes_sent

KIBE LIRSS a2 MERIMELUE S0, KOUT Supstreamaddr 2B HEIHAE,

$upstream_connect_time

g bR 55 A BN [A); ISR DARD O B A, KSR =AY, 2D IERAIIN E DUZ S kR, 250
T Supstream _addr 2 &AL,
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$upstream_first_byte_time

BWE DTN EAERR B, KRR NN, BHEIZERD, 2 NEZENNBEDUES 2R, 212
F Supstream addr Z2EARIHIIE,

$upstream_session_time_<name>

RG], DA B, REWHEIZRD, 2 DERIINRILUES 00, KT Supstream addr 2R
Ik

$upstream_sticky_status

R PE RTINS,

n YERZ I P 2 B30T AR 5 ARG

NEW TeRG RS B RESS,
HIT RS MEAS B B2 B 2 AR 1 J it
MISS EREMEAS B A B2 B 2| b S B B PO BRI S U

ZNERIELLUESFIE 500, BT Supstream  addr 252 AL,

Upstream Probe

HEHL N stream upstream SEPLF SR FEIRE

B E B

server {

listen ...;

# ...
proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=bs
test=$good
essential
fails=3
passes=3
max_response=512k
mode=onfail
"send=data:GET / HTTP/1.0\r\n\r\n";
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O #ik
fRHE RFC 2616 (HTTP/1.1) 1 RFC 9110 (HTTP i&X) #E, HTTP kFA#H CRLF 741
(rn) BAT5YRE, TABEIUER no

B

upstream_probe (PRO)

Added in version 1.4.0: PRO

Bk upstream_probe name [port=number] [interval=time] [test=condition]
[essential [persistent|] [fails=number| [passes=number| [max_response=size]
[mode=always | idle | onfail] [udp| [send=string];

LN —

R server

TE X — DN M upstream N R F a0 FERE, XLEHAEMF location & RN ZH@E
upstream_probe 5 HNprory pass FEE. BEIE, Angie ZMRHEHALEL B 1S E0E BRI L F 4 1
B RG

Qﬂ%ﬁ%ﬁﬂ@%*ﬁy}, HEEF upstream_probe BT S E DL IEHITE S location ER
AFEH _EIFIRE, BdGprozy nest upstream &S, WIS AIERIES

NT R, EFREARZAEXKIR (zone)o —4 LiFAT DABCE 2 MR
BN
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name
port
interval
test
essential

persistent

fails
passes

max_response

REFRYRA TR AT,

REFTE KA 28 FH G 15

REF Z A [E]fE. BRIME—5s.

REFHOZRME, & OB BT, WA RS HETy v 5 nor, MIREAIEL,
WERIZE, WEFREEL Zf/i, RS SRIRE P uRiE R,
WENSHFLEREH essential; WIN NN persistent 17 fENLE HEL
ZHIFFGRFERWOE K, e Jodt tiRE,

{5 REME RN IE SR AR . BROINME—1,

il U R R E Sl I R, ERIME—1,

M 2 B K INFER /N WERFEEZAE, WIEEH NN ERE, ERIME—256k,

mode REHRSL, BOR T R AR BEIR :
o always —JCICIRZSAMAIERIITT
o idle —{RMIAMEEERY AT H EIXREFuRiE R OREI interval AU A,
o onfail —{IRIIAEERERYTI M
FRINE—alvays,
udp GnERfEE, WEAH UDP HHSGHATHRN, BROANEO T, fEH TCP BEATHRN,
send FTFARERNEEE; XA DU A RIS data: HIFRF BB A BERII 4 (0
FEEBHEXN T /usr/local/angie/ HF).
aN/IE

upstream backend {

zone backend 1m;

server a. example .com;

server b.example.com;

map

server {

listen ...;

# ...

$upstream_probe_response $good {
~200  "1";
default "";

proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe

port=12345
interval=bs
test=$good
essential

persistent
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fails=3

passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

}

REHRCEANT

o B, WRIEEEVHEEER TE essential AT ASEICE P UHIER, IR EWER
FAT SR Z RIBOA R, MBI persistent #REN, WA IXAEIREE, WA A2
fERERY,

o RN RBCER FEATIREHAS] fails BT RIEE maz fails, MZTTRBPONNBAEER, T2
RO P g Ko

o N T MBI S BRSO R IR, S HACERN Fra R OUREI% H [ passes; ZJa, I&

=EEmaz failse

REx

Gl

stream_upstream B R A PN B &

$upstream_probe (PRO)

MENEDE upstream_ probe BJFFR,

$upstream_probe_response (PRO)

FE W upstream.__probe MCE A ENIRETH RIS RN B A A

BLIEBR S T AL 8 TCP #1 UDP JERIVEATIRE . X EHEE RS aRHL, s ws i, BCE AR, SSL/
TLS %4, DAERAFRURS (EdEE, DNS fiHAE TCP #1 UDP #EMH) 1iE#,

AR AR T M IRE, (EAERERS R B AN UL AR S5 A DA R AN A TR R
4 MIEAEEA N, HERBOIARITE; ENIEN --with-stream MEIETE M, 1E2KE AN CE
AR FEAB B, RS ERRE T,

B E =B

worker_processes auto;
error_log /var/log/angie/error.log info;
events {

worker_connections 1024;

}

stream {
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upstream backend {

hash $remote_addr consistent;

server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

upstream dns {
server 192.168.0.1:53535;

server dns.example.com:53;

}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;
}
server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
}
B
listen
7227 listen  address[:port] [ssl] [udp] [proxy_protocol] [setfib=number]
[fastopen=number] [backlog=number] [rcvbuf=size] [sndbuf=size]
[accept_filter=filter] [deferred] [bind] [ipv6only=on | off] [reuseport]
[so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
ENN —
oS4 server

R EBRSSEEZIEENEE TN address 1 port, ] PAXFEE port, MHS Angie ¥ WEUTFTE R
IPv4 (DARJE IR TPv6) 20, Huhbtin] DUZFA14, Hlan:
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listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # [H] *:12345
listen localhost:12345;

IPv6 Mtk T HES4eE:

listen [::1]:12345;
listen [::]:12345;

UNIX HEZFH unix: BIREE:

listen unix:/var/run/angie.sock;

Uit 1Y 36— AR5 — D 15 0 b -

listen 127.0.0.1:12345-12399;
listen 12345-12399;

O :HH
R EIRIAR S 2T AR EHY address:port Ao

ssl FeVFHEE AT A TR I ] _E RS2 BYIER NAE SSL BN A%,
udp AL B T BB I BT, N TR — ST AEEDR B [ — Mk A O

H@iﬁﬁ@, BN FEE reuseport ¥,
proxy_protocol  AVFHEEME LI FEEZAIERENEH PROXY Wi,

listen 16 F] A TN SER TR RS A RTINS

setfib=number  AIEIEIRITHIERFIRE RIS R, FIB (A SO_SETFIB %), HIhAEH#i

{V4E FreeBSD FHR,

fastopen=number NEEWTERTEMTCP POEFTI", FHERHMARTER = IRE T HIEZES R HR
K& <https://datatracker.ietf.org/doc/html/rfc7413#section-5.1>,

2\
oA A )

section-6.1> 2R, HNIHEANEFHLIEIIRE,

FRIEARSS s REME A BR R MAH Y SYN ##EH <https://datatracker.ietf.org/doc/html/rfc74134#
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backlog=number K& listen() WA vacklog S8, [RFIFFCEIERINIINERRKKE, EKA
G, 7E FreeBSD, DragonFly BSD fl macOS I, backlog BEE N -1, fEH
fb -G LR EN 511,

rcvbuf=size WE R ERTIRRKEE X K/ (B S0_RCVBUF JEIR),
sndbuf=size WERTERTZRRIRZMX K/ () So_SNDBUF i£IH),

accept_filter=fill WEKTWERFIZUOT RIS (BN SO_ACCEPTFILTER &), fERE ANk
B82S accept () ZRILIEEA], HINREINAE FreeBSD 1 NetBSD 5.0+ EHRL
A2 EY dataready il httpready,

deferred FERTE Linux B{EHIEIR accept (O (Il TCP_DEFER_ACCEPT EHZFIEIN),
bind HSEEETR NG EN address:port HEMATHRIRAT bind O W, Lhr L, WRE

Z N listen $§L BAMFR port (HARAIHLAL, H HHA— listen FESNATE
i R WT R A HIE (*:port), W Angie fNEX *port 1T bind O, TR EEREIE,
FEIXMMEDL T, FHRVAH getsockname (O FRGUA M AIE 32 E LRI AL, 412R
fEH T setfib, fastopen, backlog. rcvbuf, sndbuf.,accept_filter,deferred,
ipv6only. reuseport 5 so_keepalive S8, WINTFLHEM address:port HE
RHRZEAT IR bind O HH,

ipv6only=on | off IBEHE (EIL IPVe_VeONLY EREFIRIN) IPv6 EfEFAE@ACHNL /] LR
{32 1Pv6 ZEHEERIN 232 IPv6 Al IPv4 JE8:, HSEERNITE. EHRETES
BN E I,

reuseport WSEFE TR AT TAERROE — MR A RITERE T (fE Linux 3.9+ Ml Drag-
onFly BSD _Ef#if SO_REUSEPORT EfEFIEI, fE FreeBSD 12+ _E{#F
SO_REUSEPORT_LB), VFNIZTE TIEMFEZ M7 BCAE N, iRE HRT{NAE
Linux 3.94. DragonFly BSD 1 FreeBSD 12+ EHR,

)
oA A )

AL R RE SR L 2R,

so_keepalive=on | off | [“keepidle]:[keepintvl]:[keepent] BLEMBWTERETH"TCP REHESN” 1T 4.

. WRAEMRIHLSE, NN ERFAEVRERRRINE.

on NEREFIFE SO KEEPALIVE %I,
off NERFFEIH SO KEEPALIVE %I,

FLLC P E 2 45 S F(# F TCP_KEEPIDLE, TCP_KEEPINTVL 1 TCP_KEEPCNT B FIETIE BN ERETHIE
it FI%E TCP fREHEISE EI2K RS E (HA, Linux 2.4+, NetBSD 5+ 1 FreeBSD 9.0-STABLE),
A]DA# keepidle, keepintvl I keepent SEGHITACE., AJAERE— DM NS, EXRERT, &
X AE R R IR T F RS BRIA I B

o,
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so_keepalive=30m::10 }

HKAEZSREER (TCP_KEEPIDLE) W& 30 738, KHRMEING (TCP_KEEPINTVL) (REENRFEIN
8, FHHHEMHE (TCP_KEEPCNT) %&EN 10 AR,

preread__buffer_size

[E27S preread_buffer_size size;
A preread_buffer_size 16k;
R stream, server

F&E preread FMPX IR/ N,

preread__timeout

Bk preread_timeout timeout;
ENIN preread_timeout 30s;
X stream, server

Y8E preread HTEXHIFERT,

proxy__protocol__timeout

Bk proxy_protocol_timeout timeout;
EONIN proxy_protocol_timeout 30s;
TR stream, server

TEE B PROXY WHMBCKRATERRE) timeout, UWNERTEMEIS RIPAIAREHEEEN K, WHERER KM,

resolver

(=275 resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

ENN —

X stream, server, upstream

AL B TR Ll AR S5 a4 PR A ik A AR IR S5 2, il

resolver 127.0.0.53 [::1]:5353; }

sk r] DB AL 8 1P Hiutik, FFrlidefsiem . aARTEEm I, IR 53, ARARSS e ATE
7T K&,
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AT, Angie fEFHMAR ) TTL EHEFE SR, FIER valid SEARFERE:

valid

A[iE valid 2R VFE R %75 BIA R,

[resolver 127.0.0.53 [::1]:5353 valid=30s;

ZRONTEM T, Angie TERHTISEER IPv4 F1 IPv6 ik,

ipv4=off
ipv6=off

A IPv4 MR,
H 1Pve HilkAEE,

status_zone

AESH; RVFERE XIS DNS IRSS 8518 KA R FERR (/ status/ re-

solvers/<zone>)o

p 2]
i1k DNS Hi,

PR

MAE Docker HIBATHF, EFHEMNES DNS RS Akt a0 127.0.0.11,

resolver__timeout

AWAEIE Y Z 2R ZEEA M4 P ECE DNS ARk%5 85,

1BTA resolver_timeout HH];
LN resolver_timeout 30s;
X stream, server, upstream

BB AR AREIN I 18], o0

resolver_timeout 5s;

server
Bk server { ... }
E /NN —
o4 stream
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B ERSS A HIACE,

server__name

Bk server_name name ...;
BRIA server_name "";
EFx server

BB RIS a5 B AR

A TR
1 stream BHRH, server_name KT Server Name Indication (SNI) FHAGEHT TLS &E#, &
HHE, BHBCE TLS &1 SHEMEMNA server JHEH TLS FiisiHL

TRBIECE

server {
listen 443 ssl;
server_name example.com www.example.com;
ssl_certificate /etc/angie/cert.pem;

ssl_certificate_key /etc/angie/key.pem;

DA RS ER AR,
MRS a2MAI AEE RS (x), HTERAREE e R :

server {

sServer_name example .com *. example .Com WWw. exa.mple 5538

IXEEL RN IEBCAF PR (wildcard names),
MER] DMERRSS e A AR IE NIRRT, JTIEREAARETIN LGRS (~):

server {

server_name www.example.com ~ " www\d+\.example\.com$;

IEM k5 AT DAL B KA, I AR AT U T Hoftadis <

server {

server_name ~~ (www\.)?7(.+)$;

proxy_pass www.$2:12345;

3.2. &S|, &% 437



* Angie
Software

RFER, 4 1.9.1

IEMFSE A e AR S A 2 & a] DIEH A iE & A -

server {

server_name ~~ (www\.)?7(?<domain>.+)$;

proxy_pass www.$domain:12345;

MG LHISEOLE N $hostname, NHEANLERHIFEH A,

FEIE AR ESUEAIRSS as i, QIRABFRS 2 MEE 2 RDLEL (40 R 2 8 LA 4% FR AT LE U 2R =T

L), %ML MEensE s — M IACAE A

o FEWRAAAR

o DESIFRRRKIBICITZHFR, B4, *.example.com
DR SEE R R KB4 FR, B0 mail. *
S MERAIENFIENX (IR E R RII)

A IR

X+ TLS #E#, E/HSSL Preread B,

server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
LONIN server_names_hash_bucket_size 32|64|128;
LT stream

B IR ARG RAFE AN BRNEBIR TG R AFA TR,

server__names__hash_max_size

BiE server_names_hash_max_size size;
A server_names_hash_max_size 512;
HSl5"4 stream

B IRFF ARG RETER AR,
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status__zone

Bk status_zone zone | key zone=zone[:count];
BRIA —
kB server

ﬁﬁﬂ_‘/l\i'iglj‘]ﬁlzfﬂz[/){Hﬁl%/smtus/stream/ser’z)e7;z0nes/<zone> ENET=2 I
2 server b N XAT DAL= R — X IGH T ERE IR,
FE zone AR H E T XFTETERR SRR — M EAF XS

server {

listen 80;

server_name *.example.com;

status_zone single;

# ...

BERIBEEH AT SEC

key UELRBNFRFE, HERE TEREXSTIH, raEgEiEEEREE
ANERR o N —2H, WREHEE RN, WA EHTER.
zone = N XIS R,

count (AJi) W ERARPRAI B R 70 R, ANSRTHY key (EEDT IR, WHRFENTAN zone R,
BIMEN 1,

ELARRBIH, A HLZMEE $server_addr EAVIERZW 7 E] host_zone H, XN THNME—H
$server_addr EREFIEFR, EHENRF| 10 NMEFrdH, —BHIRFHIRE], (EMEIMNY $server_addr {EHFF
ﬁ%fﬂf?%f server_zone T

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;
# ...

}

server {

listen 3306;

proxy_pass backend;
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status_zone $server_addr zone=server_zone:10;

ik, SERRITERRTE APT Hi e MRS g < TR 2 AL,

stream
Bk stream { ... }
LN —
R main

TREHCE X F BT, AEHAPEERRS EL.

tcp_nodelay
Bk tcp_nodelay on | off;
E /NN tcp_nodelay on;
X stream, server

JBRFEZEH TCP_ _NODELAY ¥EW, ZIETN & ikl EEARSS 28 % 215 )5 F.

variables__hash__bucket_size

Bk variables_hash_bucket_size size;
2RIA variables_hash_bucket_size 64;
TR stream

REZRIGRERAINAN, BB RITRNE B ERIRR SR g,

variables__hash__max_size

Bk variables_hash_max_size size;
A variables_hash_max_size 1024;
EFx stream

REZRIGRERAK D, REIGH RIS EAE IR Rt
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HEE

fein

stream core T DI RZE &

$angie_version

Angie iR

$binary_remote_addr

DA R Fomtiit, 1Pv4 HIIEE R IR 4 54775, IPv6 Mk 16 5717
$bytes_received

M PR W 1 8

$bytes_sent

RIRENE I 1 8

$connection

EREPAS

$hostname

BB

$msec

SR (DA, FERREI=RD)
$pid

TAEHER PID

$protocol
5% P im@EE R Tcp 5 upp
$proxy_protocol_addr

K H PROXY WHBCKRIE Pt A IOE I 7E listen F82HIZE proxy protocol ZEUKSGH PROXY
W

$proxy_protocol_port

K H PROXY WHBCEKRIE P itivi LA UEIE 7E listen F82HIE proxy protocol ZEUKGH PROXY
W
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$proxy_protocol_server_addr

KB PROXY WHSCkAIARSS ds b A 0@ 1L listen F52HIRE prozy_protocol ZECKIE M PROXY
Wo

$proxy_protocol_server_port

K EH PROXY tHSCKAIARSS g it A UEIS TE listen 82 HIRE prozy protocol ZEEKAH PROXY
W

$proxy_protocol_tlv_<name>

kH PROXY WK TLV, name AJLAUZ TLV KRB HEFEE, EEEET, (BRI
PA 0z RIS

$proxy_ protocol tlv_alpn $proxy_protocol tlv_0x01
SSL TLV W] DUld TLV B FRal HETE IR, PIEHTRL ssl nigk:
$proxy_ protocol tlv_ssl_version $proxy_ protocol tlv_ssl 0x21
XN TLV B4 F5:
e alpn (0z01) - TR _EETMNY
o authority (0z02) - P Umf&IEMN FH A IE
o unique_id (0205) - WE—%EH% ID
o netns (0z30) - TS AIIAHR
o ssl (0x20) - 3tk SSL TLV £5#4
XFFPAR SSL TLV KA FR:
o ssl_version (0121) - B uEREHERT SSL ARA
o ssl_cn (0122) - SSL UEF5HYTIE A4 HR
o ssl_cipher (0x23) - {H FHRI B FR
o ssl_sig_alg (0224) - A TFREBIUEBREE
o ssl_key_alg (0225) - NHEL
A, FEDLU R SSL TLV KRAILFR:
o ssl_verify - BF U SSLIEBRIUELER, 0 FR% it TIEBIROIRIE, IFTRRHAREL,

WATNEIE T listen 82 HIRE prozy_protocol ZECK/EH PROXY L,
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$remote_addr
E9Rbiniibil
$remote_port
P it

$server_addr

BN IRSS A T B T B EEFFHE—RAFEH, N TBRRGEH, listen I8 RITEE
HutikHEH bind S5,

$server_port

R FEIIRSS v

$session_time

RGN (DR A EAL, FETREIZRD)
$status

RHIRE, AT Rz —:

200 XUERITERK

400 % PR TCIEMNT, BN, PROXY Whilk

403 VIl Lk, BN, 47 R BRI A S v
500 NHBARSS 28 1%

502 FIRAIMISE, BN, anSRICEEREET A LRSS A
503 ARSASRTH, B, 24i750R5Z280%E 50 BIFR

$time_iso8601
ISO 8601 FRifEASFCHIA S [R]

$time_local

UL H SRS S A TR

R {4 R
Auth HTTP

B
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auth_http
[E27S auth_http uri;
IRINME —
R mail, server

%E HTTP INEARSS 28/ URL. WRMHHIRW, N2,

auth_http__header

181 auth_http_header header value;
EME —
kX mail, server

Y68 BRI E & B LN IEAR S5 A HTE Sk, S RT AR RS =24, DARIETE K2 53R B Angie,
filan :

[auth_http_header X-Auth-Key "secret_string";

auth__http__pass__client__cert

Bk auth_http_pass_client_cert on | off;
FINE auth_http_pass_client_cert off;
kX mail, server

& Auth-SSL-Cert” k5 PEM #3X (urlencoded) %/ i UEFIHANENZIE LG IANUEARSS 215 K,

auth__http_timeout

Bk auth_http_timeout time;
LNz auth_http_timeout 60s;
HSl5"4 mail, server

BB SINIEIRSS SIE S EI R,

HTTP WA TS5INEIRSS 8815, WM AH R EHRSCRNS, e EEBE R,
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&SR Fn0E Rz R B :
1K

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

JREIMEI . -

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

ESIUEIvA

HTTP/1.0 200 OK
Auth-Status: Invalid login or password

Auth-Wait: 3

NEREA " Auth-Wait” SKEB, ROREIFHIRIFOCAERE, HaTEINBOANEZ IR BENE. NEIUES
TEE RN, ik, RANSTERRTERONE SRR B A R —AE 10-20 (RS, ARSS A2
M Auth-Wait” Sk (ZRREFE” Auth-Login-Attempt” SkEBHZIE) .

2FH APOP 8, CRAM-MD5 I, RN RFTR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009Cmail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

pezlluive

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
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Auth-Port: 143
Auth-Pass: plain-text-pass

QR ERME R FRAEAE” Auth-User” Sk, B RE&HA T 5 EumIAERHF 4,

XF SMTP, WML [E” Auth-Error-Code” Skifl—UNRAFAE, EREHIRE N FHEMNAH, &

M, 535 5.7.0 IR INE]” Auth-Status” SkHf,

fan,  an SR AMIATERR S5 a5 Y2 DA i :

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

M| SMTP % F it U 25 1%

451 4.3.0 Temporary server problem, try again later

AR SMTP AFRZINIE, 1EHGU FR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>
Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

AT SSL/TLS & uiiEsE, #hl” Auth-SSL” k¥, I H” Auth-SSL-Verify” 61 8% F 4 ik 5 4u kR

£ER. WSS SUCCESS, FAILED:reason, PANANEZAEUEHNIA NONE,

MEER P mIE BN, HIEgE R AN ISR LERZIE : ” Auth-SSL-Subject”, ” Auth-SSL-Issuer”, ”
Auth-SSL-Serial”, #1” Auth-SSL-Fingerprint” A0SR J5 FH T auth_ http pass client cert, IEF5A S 1@IL”
Auth-SSL-Cert” k&, SEIIERITIFI IR IEIT " Auth-SSL-Protocol” 17 Auth-SSL-Cipher”

SKERRIE, THAIRN TR

GET /auth HTTP/1.0
Host: localhost
Auth-Method: plain
Auth-User: user
Auth-Pass: password
Auth-Protocol: imap
Auth-Login-Attempt: 1
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Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3

Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384

Auth-SSL-Verify: SUCCESS

Auth-SSL-Subject: /CN=example.com

Auth-SSL-Issuer: /CN=example.com

Auth-SSL-Serial: CO7AD56B846B5BFF

Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cb55a5ad

J

MR PROX Y VMY B, HIEAE B PR R L ER& 3 : "Proxy-Protocol-Addr”, "Proxy-Protocol-
Port”, "Proxy-Protocol-Server-Addr”, 1”Proxy-Protocol-Server-Port”,

IMAP
5

imap_auth

[F227S imap_auth method ...;
ERINME imap_auth plain;
TR mail, server

RE IMAP P ImAFHI S IRIETT X, SKRHITTTEA:

plain LOGIN, AUTH=PLAIN

login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5, N T M-TTIEERTIE, BROHURINE T E,
external AUTH=EXTERNAL

B Sy E 773 (LOGIN #4, AUTH=PLAIN, F1 AUTH=LOGIN) fAZJEH, REWHRASS T SCH& %
J7i%, AUTH=PLAIN 1 AUTH=LOGIN R BENEETEimap  capabilities Ho

imap__capabilities

Bk imap_capabilities extension ...;
PRINE imap_capabilities IMAP4 IMAP4revi UIDPLUS;
EFx mail, server

BETEMINY, CAPABILITY @M (E#a% P Uiy IMAP P ¥ RAIR, WRiEstartls 152 HIME,
imap__auth F§LHPFEERN S RIETEEM STARTTLS £ BHahis iz a4,

62 IMAP e SRy g AR Y, XEJEmE s i (AN 5 S Oy R iEfa fE R
MR, 3 Angie BHIHURE % P um iz KB R 54N ) o
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https://datatracker.ietf.org/doc/html/rfc2595
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imap__client__buffer

FENCR imap_client_buffer size;
BRINE imap_client_buffer 4k|8k;
R mail, server

EH TR IMAP ar SHIZRMIX R/, BRINERLS, X ARNET—PMAE, X2 4K 3 8K, A
RBR TR,

POP3

B

pop3_auth
Bk pop3_auth method ...;
KA ipop3_auth plain;
o574 mail, server

BV POP3 F S i 57k, SCRTIRA

plain USER/PASS, AUTH PLAIN, AUTH LOGIN

apop APOP, A TR TTIEAER, BB AR I i,

cram-md5 AUTH=CRAM-MD5, JTEHFTIEER, BB ARMELXEE,
external AUTH=EXTERNAL

BA~C B4y 3G UE 7772 (USER/PASS, AUTH PLAIN Al AUTH LOGIN) (ARG, REWEKEIET plain /7
1%, AUTH PLAIN F1 AUTH LOGIN A= HINEEEpop3  capabilities H,

pop3__capabilities

Bk pop3_capabilities extension ...;
ENIN pop3_capabilities TOP USER UIDL;
EFx mail, server

WETEMR, CAPA fHMEIBLE PR POP3 MY ¥ RAIER, WiEstarttls 6HIME, pops auth &
LHEERN S MRIETTTE (SASL /) 1 STLS & BHalmE| 2R+,

18 POP3 Jasm = RIIY JRIB AR XY, XEJEiER MR Ry S B Rk /s i E)
AR, 2 Angie EPHHLRE R P e BRI SN .
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Proxy

ZRBARAOSER MY (POP3, IMAP, SMTP) HISZHF, (RS RAEMS7e 4 % P mAIHE A F AR S5 & < 1A
ORI, ©5MRSSEEIER, A, SSL/TLS 8 STARTTLS $#UTL RS MIIE, [EffE
SRR, SR RIEERE S DY IR IE T RS gk

B

proxy__buffer

Bk proxy_buffer size;
TRINME proxy_buffer 4k|8k;
X mail, server

REMTRHEZMX AN, BINERT, X ARNET—PAFE, RIEFarAFE, e 4K 5
8Ko

proxy__pass__error_message

Bk proxy_pass_error_message on | off;
ERINME proxy_pass_error_message off;
EFx mail, server

Ta B R e B I R B R RIS AR R TH B AR IR 282 Ui

W, AISRAE Angie FEHYIRIEART), WEMICRIREHR, MREPHRREIHIR, MERELLE T —
WERHE IR, ERXAME T, EmHE RS AN Bram P miIEE. A, X5 POP3 RSy
e, IEEEAVEERMNIR IERIT N, EXAMEIL R, NS MZiEL,

iz
i

proxy__protocol

7227 proxy_protocol on | off;
EIME proxy_protocol off;
EFRx mail, server

NEJEmEEREEH PROXY P,

proxy_smtp__auth

IBTA proxy_smtp_auth on | off;
L N EN proxy_smtp_auth off;
ER mail, server
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JERBEAMEE AUTH a7 7E SMTP Jauiit 7 H - B fr ik,

WMERXCLIENT 5, W XCLIENT @S ¥R KI%E LOGIN S5,

proxy__timeout

X proxy_timeout time;
EINME proxy_timeout 24h;
o974 mail, server

BRI s AR S AR i < (R NS B S R RN . Q1RAE LU R ARG fan LT RdlE, &
PR,

xclient
Bk xclient on | off;
LOWINIED xclient on;
X mail, server

JE B FAAEIE RS SMTP Jaimi&iEH A % P iR S8 XCLIENT 4,
] XCLIENT, HEPFEHEREREASRIZ P inE RS AHE, FRAREX 2 B A FER .,
NSRJE A XCLIENT, WITEERZZIEUN Angie EIBLARH2:

o EHLO 5/i55&544K

+ XCLIENT

« EHLO BY HELO, N&FImFi{&iE

NSRBI % P TP HHEFRE] B FRFEAAHE AL, WS 1E XCLIENT fia ) NAME S8R &iE,
AZNLHR, femAFERHibE, sORFEE NS, WITE NAME S0P &% [UNAVAILABLE], UISRAEMENTIL
FEH SRR, MER [TEMPUNAVAIL] {H,

WIEREER] XCLIENT, WITEIERERGvmA, R im{Ei® T EHLO, Angie X554 —iE(&iE EHLO
me, BN 5RS 482 —iEf&1% HELO,

ReallP

IZAEH TR 25 P sk AT T 3O TE PROXY WRSCEKHR & R R IE RN T, RAAEIE TE listen $6
HIZE prozy protocol ZECRICHIEH PROXY MY,

W=kt

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
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set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

5o

set__real_ip_from

Syntax set_real_ip_from address | CIDR | unix;;
Default =
Context mail, server

T X ERUA A IE AL FSZ S EhE, WREE THRAME unix:, WIATH UNIX BEZRTFHRBIE
£

SMTP
R

smtp__auth

Bk smtp_auth method ...;
LOWINIEN smtp_auth plain login;
EFx mail, server

BE SMTP & ARVFRY SASL INIE Fiik. KRN/ 204G

plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5, TR ER TIE, HEO5 RIS,
external AUTH EXTERNAL

none AFEINIE

HASCIAIETT A (AUTH PLAIN A1 AUTH LOGIN) 45285, (HANSARFfGESCRIET71%, W AUTH PLAIN
A1 AUTH LOGIN &A= BHBNBEEFEsmtp  capabilities H,

smtp__capabilities

Bk smtp_capabilities extension ...;
EINE —
kR mail, server
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WEEMN EHLO tiHMEIEAR UGN SMTP iy AR, RiEstarttls I8WIE, smitp  auth 15
LHIEERIANIEEM STARTTLS £ HAgmaEs5:H,

A2 MTA PSRy g AR, DUER 2 P omCEEE] MTA (AnSRIZLEY @ 5 IAIEE (B
K, 3 Angie BRI R bR QLR EUHIN) o

smtp__client_buffer

Bk smtp_client_buffer size;
LONNIED smtp_client_buffer 4k|8k;
kX mail, server

WEH T SMTP 2R MX AN, BRINER T, ZPXKNETF—IWNFH, RIEEEARE,
XiEHE 2 4K B¢ 8K,

smtp_greeting__delay

Bk smtp_greeting_delay time;
LN E smtp_greeting_delay O;
TR mail, server

VRIS SMTP [ARIEZATREER, DHEAAELRIE SMTP < Z BIRAESFRF MR i,

SSL

TRELDERISHR, DAREHRAFRERIRSS 436EH5 5 SSL/TLS Hrl—# LI,

FEMTRACED AR, IZAEEERINTG UL A SR WIEIY --with-mail_ssl_module AJEENUHEHIE,
fERE BT ENRFEMEGT, ZRRESERET,

O m%

IHAEHFEE OpenSSL &,

L B
N TR AEER A T, I
o R LIEIERRACE WENV SR RS,
o ERIEE RIEREA,
o ZEHNE X%,
o FFATREMPANZIE A E ] GBRATBIL TN 5 208 :
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https://datatracker.ietf.org/doc/html/rfc3207
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mail {
server {
listen 993 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B

ssl__certificate

Bk ssl_certificate file;
ERINE —
T mail, server

fEEAENRSS &) PEM UL, WERGEAETIEB ZIMEE R RIESS, W% PA R £ R —
fERfEE . BUERAER, RERPREIES. PEM ARREES T DURAER —3C .,

LRI DAZ IREEE, DU FRZERIATIESS, B4 RSA F1 ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 BUHE AN FIE BRI EIIERHE, X TIHMA, HeEERH—MERHE,

O m%
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FEfEH OpenSSL 1.0.2 B SRRAR, 7] PAITEX AL & :

ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

BEE, FHTEEWEGR SSL BFASMEES, XATREXERE™AE A 2,
AIDAEEE “data:certificate” KAV file, IXEMNEGE A A S 4,
EER, NUMEHIEETREST R Z2RE, FlUrEAEdEE iR H S,

ssl__certificate__key

Bk ssl_certificate_key file;
ENME —
EFx mail, server

faE e IS5 281 PEM R UE A S

O HE
TEfEH OpenSSL 1.0.2 B S RAR, 7 IFEX AL,

A DFEEME “engine:name:id” RAUF file, XM OpenSSL 5% name MEFAEE id HIEH,

AIDMEEE “datakey” R file, XIMBEHAT AL FRISIF, HER, NHEHIEXATRE
R LZERE, BIREREBEES AR,

ssl__ciphers
B ssl_ciphers ciphers;
LNz ssl_ciphers HIGH:!aNULL: !MD5;
Holi5"4 mail, server

faE I RS, EERREEN OpenSSL EFTERMRIIMS S, BiI4n:

ssl_ciphers ALL:'!'aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP;

A IR

YA OpenSSL I, ssl_ciphers 6% * < * BlE TLS 1.3 WINEEM, WFRAE TLS 1.3 1
mEEH, WEFEHssl _conf command 8%, BRI FEMR SSL ELEMEIN,

e fE LibreSSL 1, BJPA#H ss1_ciphers FiE TLS 1.3 INEEL,
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| « 1E BoringSSL 1, JLRRIE TLS 1.3 MIEEL,

HEHYIRER T ELEEH) OpenSSL kA, FIPAfFF openssl ciphers A H LRI,

ssl__client__certificate

Bk ssl_client_certificate file;
LNz —
kR mail, server

feE AT E & P ImIEHR) PEM #8032 15 CA IEH X,
UEBFNERRE RIREE i, WA EIXFE, AT ssl_trusted certificate 464

ssl__conf__command

181 ssl_conf_command name value;
EME —
P mail, server

RETE OpenSSL AL E % .

O fE
HHF OpenSSL 1.0.2 BUE SRAR #5155, Z1E OpenSSL HECE TLS 1.3 HHEH, EMHEH

ciphersuites e,

A PAERI— B EI8EZ ™ ssl_conf command 182

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

XEAE ALY FIEIIE E X ssl_conf _command 18LH, MET—MECE BRI,

)
oA A )

THER, BHEACE OpenSSL AJRER SFBUEIMT N,
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ssl__crl
FEaR ssl_crl file;
IRINME —
R mail, server

f&7€ PEM #AMEHIES (CRL) X, FTHIE &P i+,

ssl_dhparam

Bk ss1_dhparan file;
HME —
L% mail, server

{8% DHE #1511 DH S8,

N,
oA A )

BONEOL P RIZESE, FIAXEH DHE #il,

ssl_ecdh_curve

Bk ssl_ecdh_curve curve;
ERINME ssl_ecdh_curve auto;
EFx mail, server

f67€ ECDHE H3HI#hZR,

O H¥
LM OpenSSL 1.0.2 BCEGMARR, AIDAfEEZ Mgk, Bilan:

[ssl_ecdh_curve prime256vl:secp384ril;

FF9R(E auto fE/~ Angie 7EffH OpenSSL 1.0.2 B{E SRARFH OpenSSL FENEIRILAIZR, TE
[HIRASH A FH prime256vis,

O HE

S OpenSSL 1.0.2 BEEERRAR, ISR ERFTaRHRHIIILSR, Fit, 74 ECDSA ik
PIEFH TIE, EERZESIEH SRR,
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ssl__password__file

FEaR ssl_password_file file;
IRINME —
R mail, server

e, HPEEET ES, SMENRI—AT, SIEEAN, e ilE e,

B

mail {

ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name mail2.example.com;
# VT DR A R A
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

TBiE ssl_prefer_server_ciphers on | off;
HINME ssl_prefer_server_ciphers off;
kX mail, server

TEEAEM M SSLv3 # TLS WM, WARSEAE IR S S s md A2 & P o & i

ssl__protocols

=275 ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3][;
IRINME ssl_protocols TLSv1.2 TLSv1.3;
kR mail, server

1E 1.2.0 JRARAEZEH: TLSv1.3 SECHMEIZRINE,
JE RHEE BB
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O fHE
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 3¢ 5 S iRA I G 2L,
TLSv1.3 SEUAEMH OpenSSL 1.1.1 5L S AR G XY,

ssl__session__cache

HIL ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
ERINME ssl_session_cache none;
EFx mail, server

REFEXTES RN RIFIRRAN -7 7] DUZ DA B AR (Rl —Ff:

off FEASREE I 2TER17: Angie BAFIE IR P i 2T N REE

none IRAHA RV X527 Angie HIRF PTG A] A, (HSEFR EAES
FHEERIES L

builtin OpenSSL WERZAT; XH— N TAERMH, ZIFKRDNUKTEN B, WERRK
RN, MRET 20480 DRIE, EHNBEERF ATRER FEANER A

shared R TR M RRRA, RERDNATF NN, —IRF T RLA] DAF

fif 4000 D=1, BPMHERGFN EGEESIR, EEHERERIRNEZT ] AE/L
MR PR, EXATEIER. FiefEiieit TLS S5 EE%HA, RIE
BARAME ssl_sessionticket key 8HLE.,

AT AR R AP 7 23 g :

ssl_session_cache builtin:1000 shared:SSL:10m;

(B {56 FH 52 2 A T A (o0 P P LR A7 I SR 3K

ssl__session__ticket__key

FECR ssl_session_ticket_key file;
EINME —
EFx mail, server

RE DX, HPUEHTINENRE TLS SIEEREEH, ZIe0E2 MRS d 2 BT 2=
EHNELER, FINET, AN REEH,

SAEEZNEH, WS —DEFRINE TLS RIGEHE, XAV ES R, fil:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;
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ZX AR 80 B 48 FHTRIRENIEAE, AT DAGEA DA an <>l

openssl rand 80 > ticket.key

IRIESCAF RN, ] AES256 (FHAf 80 F#H) 8L AES128 (BfXT 48 S 5 #HH) MEATINE,

ssl__session__tickets

FECR ssl_session_tickets on | off;
BRINE ssl_session_tickets on;
R mail, server

JE BRI TLS 215 5HE FRIEIRE.

ssl__session__timeout

181 ssl_session_timeout time;
BRINE ssl_session_timeout b5m;
EFx mail, server

T i Al AR FH 1A S 2 T,

ssl__trusted__certificate

FaER ssl_trusted_certificate file;
ERINME —
P mail, server

faE—xft, HPhEEHATRIE FRmERZEE CA IEH, #3108 PEM,
ssl_client_certificate WBRUERAFE, XEEIEBRFIRASKIEL R Vi

ssl__verify__client

[E23FS ssl_verify_client on | off | optional | optional_no_ca;
BRINE ssl_verify_client off;
X mail, server

JE & FIE AR, SRS SRR @I IR 153K AY” Auth-SSL-Verify” Skf&id,
optional EREFUE, FHAEUEBFAERIE TR,

optional_no_ca 1%*%?%1&%, EAREREHZEEN CA EBEH, XIEHTINFIRS T
SKFRERRAERIE L, IERRINA R DOEIT K & IX BINEARSS a5 i1,
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ssl_verify__depth

[E27S ssl_verify_depth number;
BRINE ssl_verify_depth 1;
R mail, server

B uIE R AR TR,

starttls
[F23FS starttls on | off | only;
FINE starttls off;
Holi9"4 mail, server

B E P R R SRIEIR

on AV POP3 [ STLS &1 IMAP i1 SMTP ) STARTTLS #i4;
off fEHFEF STLS Ml STARTTLS 4;
only SUORBATISER) TLS #i,

RO ARSI T HB AP AR ST e AR AT RE . AUHESCH: SMTP, IMAP H1 POP3 W, BCEMRSS %
BeOHBPEERES . FHPINIERAS SSL/TLS 3K PARIFHB R 4%

AT AR H AR e T I IRE,  (EASRENS R HEC BRI PE IR S5 A% DA 2 £ M R AN K
M TR AR, BONBEOL MA@ ENIZIEY ——vith-mail MEETUS M, f£RkE &
MEeFENRERmEEGS, SRERESERET,

[H=m3t])

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
mail {
server_name mail .example.com;
auth_http localhost:9000/cgi-bin/auth.cgi;

imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
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pop3_capabilities LAST TOP USER PIPELINING UIDL;

smtp_auth login plain cram-md5;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;

xclient ;

server {
listen 25;

protocol smtp;

}
server {
listen 110;
protocol pop3;
Proxy_pass_error_message 8
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
}
ES
listen
Bk listen address[:port] [ssl] [proxy_protocol]| [backlog=number| [rcvbuf=size|
[sndbuf=size] [bind] [ipv6only=on | off] [reuseport] [so_keepalive=on|
off|[keepidle]:[keepintvl):[keepent]];
EININ =
Nl 574 server

BRSSP EZIE RINERETH address 1 port, A]LMNFEE port, N Angie K aWTFTE ] HEY IPv4
(PAKJE HITHY) TPve) 0, Huti-thin] DU FA14, Hilan:

listen 127.0.0.1:110;

listen *:110;

listen 110; # same as *:110
listen localhost:110;

IPv6 Mtk T HES4eE:
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listen [::1]:110;
listen [::]:110;

UNIX BERETEM unix: BIZRIETE:

listen unix:/var/run/angie.sock;

HE

AR ARG 2 DIEARIFE address:port X _E T,

ssl

proxy_protocol

FRVHEETE I O BRI A RN AL T SSL R,
VTR O _ BRI AER NV R PROXY Ml REHIEE 215i%
HINIEARSS 2, FFATH T B SCE ittt

listen 16 P ARA U5 ERE T HRHI RGO R INZ 4,

backlog=number

rcvbuf=size
sndbuf=size
bind

ipv6only=on | of f

%HE listen) WHHH backlog ZEL, RFIFAEFERZIIBRARNIIE, BINE
'K, FreeBSD. DragonFly BSD #l macOS Y backlog I¥E N -1, miHAM
& EE» 511,

REETERTFRIREREERIMIX R/ (SO_RCVBUF JETD),

B METER TR RIBRIMIX AR/ (S0_SNDBUF JEH),

WSEFER AL EN address:port XHATEIA bind () A, FEE, MREZ
Mlisten FELEAMFRN port BARAIMIE, MHEHAP—5 listen FH1EL T I
H_E WAL (x:port), Angie ¥{Y bind () F| *port, FBiFEHE, TEIX
FEOLT, ¥AH getsockname () RGLYHFH DAHE FE2 R MIbE, QIIREER T
backlog. rcvbuf. sndbuf. ipv6only. reuseport 1% so_keepalive ZH, W
MNTLEER address:port N RIGLHAT RIRAT bind O VA,

WS¥0EE IPV6 VEONLY B4k ECmALAr il [-:] IR IPve
ERTREUER IPv6 E%, ZRINS 1Pve Ml IPv4 R, BUAENL NG
M2, ©HEEERINIRE R,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepent] BLE AT ERFHI"TCP keepalive” 17,

on

off

MRAME I SE, NHEERGIIR BN EZ AN,
NERETEM SO_KEEPALIVE %I,
NERTEEM SO_KEEPALIVE JEI,

FLE PR E R G #5(# ] TCP_KEEPIDLE. TCP_KEEPINTVL Fl TCP_KEEPCNT EfFikI{r & NER T Fi%
& TCP keepalive 28, MK ERSG L (HH, Linux 2.4+, NetBSD 5+ il FreeBSD 9.0-STABLE), AJ
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PAfFFH keepidle. keepintvl fl keepent SEGHITELE, PJABIE— MR NSEL,  HINAHN B F% T

RGN B R AR
foian,

so_keepalive=30m: :10

l

K= INEER (TCP_KEEPIDLE) &N 30 7%, REHRMIEIRE (TCP_KEEPINTVL) NZRSEKIA,

HRM$ (TCP. KEEPCNT) B M 10 AR,

mail
=275 mail { ... }
A —
EFx main

TEBLIRPFAR S5 A 1 28 FYBCE XX AF B RS

max_commands

Added in version 1.7.0.

[E=2FS max_commands number;
2RIN max_commands 1000;
X mail, server

REES AR SRR, PSRN DoS Bdi IR,

max__errors

TBiE max_errors number;
2RI max_errors 5;
EFx mail, server

B R AT R R AN R AT

protocol
Bk protocol imap | pop8 | smip;
E/NIN —
ol 974 server

BB RIERS AN, XFFIPNE IMAP, POPS F1SMTP,
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NSRRI EIZIES, WA DMRYE 1isten FEHHEE MR L B AN :

imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

MPEAR RS A ZE B, v DA A --without-mail_imap_module, —-without-mail_pop3_module #
-—without-mail_smtp_module Fe IR TR F AN N P

resolver
HIK resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];
A resolver off;
ISl 5"4 mail, server

FCE M T EERE i BRI IRS &, LUK LR INIER 55 a5, DARAERER SMTP NHIXCLIENT

me, filan:

resolver 127.0.0.53 [::1]:5353; }

Huhkm] DS EISA4 80 TP sk, A &R e QNASRTEEm I, WA 53, ZFRARS & PA%E
W&,

BINEOUT, Angie EHMIRA) TTL (HRFE R, AIER valid Z2RAESE:

valid Ali% valid SECVFE 5 %17 5% H A RE
resolver 127.0.0.53 [::1]:5353 valid=30s; J

BONBEULT, Angie FEENTIRPRE AR TPv4 A1 IPv6 Hifik,

ipv4=off 2 1Pv4 HilERIETK,
ipv6=off 2 1Pve Ml &K,
status_zone WESE, EAEE XIS,

ot 5257}
JuBiik DNS 88, HINAEE S Z 2R EEAMMLHEE DNS [R5
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PR

7E Docker BT, EHENES DNS Axdsastisit, #ilan 127.0.0.11,

resolver__timeout

181 resolver_timeout time;
BRIA resolver_timeout 30s;
kX mail, server

I E DNS #RIEREI IR, g

resolver_timeout 5s;

server
% server { ... }
ENN —
R mail
AR A AL E,

server_name

Bk server_name name;

ENIN server_name hostname;

L% mail, server
WENRS a2 PRRIEH -

o TEWIUE POP3/SMTP RSS2%AEH;

o fE SASL CRAM-MD5 &3 uFEARIFERE A

o TEIERER| SMTP jE¥miNY EHLO @2, WREH T XCOLIENT i HIfgiE,

GERARIEEILIGS, WEERIHLERHT hostname,

timeout
Bk timeout time;
A timeout 60s;
Holi5"4 mail, server
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BB AR B E 5 i < AT o FH AR A s

Google PerfTools

IR Google TERE T A JBH Angie TAFMRRIPERE DT, B STEN Angie AN RTINS,
FVFTE SR A RN, CPU (A A A PEREAR SCHE AR TR ULARSR oA A LA iR 55 s P RE.

Y MIFARS AN, A SERIAN A, TRt i A --with-google_perftools_module TR TR
JE o

O HE

BHEHTFEE gperftools &,

B E R

google_perftools_profiles /var/log/angie/perftools;

BLE SR AZEN /var/log/angie/perftools.<worker PID> Sff,

B

google_ perftools__profiles

722 google_perftools_profiles AT,
BIME —
ol 974 main

EH T Angie TARERRIERE DT E BRI AT, TIEHR ID KIIERRRE, HURS
k@, Blan: /var/log/angie/perftools.1234,

WASM {&tk
WAMR

IR FES WebAssembly Micro Runtime FISERE, DABIT WASM R#S, Fdwasm_modules R
WINZNRE TIBITINBIHE 2,

TR ET, ZEEUE SRR, HEN— 14N angie-module-wamr HIIHIZERIFHULE (L,

B E B

wasm_modules {

wamr_heap_size 16k;

wamr_stack_size 16k;
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load fft_transform.wasm id=fft;

B

wamr__heap_size

[E227S wamr_heap_size size;
RN wamr_heap_size 8k;
kR wasm__modules

N BB BHE ),

wamr__global_heap__size

[E2FS wamr_global_heap_size size;
2RIN wamr_global_heap_size 1m;
EFx wasm__modules

FEED WAMR Ja TR EHE AN,

wamr_stack__size

181 wamr_stack_size size;
A wamr_stack_size 8k;
ETFx wasm__modules

I BAAEELS AR BEAR AN
Wasmtime

VAT RS Wasmtime IBITRTAVER, PAHUT WASM RS, FMlwasm  modules N SCERAN T —LE
FrE T i$E4.

E&mﬂ@ﬁﬁ%ﬁﬁtﬂ AR DA 5ﬁ?§7‘7ﬁ*@§§5’9, #ﬁfﬁﬂﬁ/l\%ﬁ angie-module-wasmtime H‘J%?ﬂ@
TR,

B & B

wasm_modules {

wasmtime_stack_size 8k;
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wasmtime_enable_wasi ;

load fft_transform.wasm id=fft;

wasmtime_enable_ wasi

181 wasmtime_enable_wasi on | off;
LOVINIED wasmtime_enable_wasi on;
ETFx wasm__modules

JAFHBEZEER WebAssembly System Interface APT FIffifH, iX4E API N7E Angie LIZ1TH WASM 5L
fRAL T EARR POSIX 2ET)RE,

O #it
A PAEM load 6K HRFER) Angie API FIAHAE,

wasmtime_stack__size

Bk wasmtime_stack_size size;
FINE wasmtime_stack_size 8k;
LT wasm__modules

B max wasm_ stack (HIZENRFEM size, MTIFRHIFAIT WASM AL 7] B 19 B A HER 22 (A,

OIS T Angie FFRIEEA WASM I : IXTUFESCRANEGE U1 TR WASM ik, DINECE Y
TIRIRFIE A PR

AT AR AR T IhRE, (EASRERNS RIGECE M LIS A7 AN KT WASM R,
RN ES, ZBERAED 37, FEN— 4N angie-module-wasm YR,

B B B

# X HAE A A0 T B
load_module modules/ngx_wasm_module.so;

load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;
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# A AWK E: https://git.angie.software/web-server/angie-wasm

load_module modules/ngx_http_wasm_host_module.so;

events {

wasm_modules {

#use wasmtime;

load ngx_http_handler.wasm id=handler;

load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars "ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_ a','$arg b','$arg _c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
ES
load
=275 load file id=id [fs=host_path:guest path]... [api=api]... [type=command | reactor]
E/UN —
ETFx wasm_ modules

ML file MIBAERFF N HDBE A id (TR EMBOGIEF, RERUEARR DA R e a] AL,

ZIE S BA U S
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fs FVFREVIRENL LRI E R, FTEONAFER E R IRTEE.
api AT IR APT 5 B 4% SRR EIXEE AP, USRI Z2IAfE I 5Z R

APT (BIRTESEFIN), KR[E” RiLF] APT 551,
ERNENT, BIRA]LAVIRFRE APL
type PRI EAS HR A= fi J] B
o 1E command BT, HLEFIBIT —IRFFAEHITIETHERHIRES,
o TE reactor I\, HISAMMIEIRHIZTT, RFZRABHIIT, XFHE
FHRANFER: WRREEEE, rlae 4NN,

wasm_modules

[F23FS wasm_modules { ... };
EUN —
R main

— NG G fR it T ECE S B NS H A R E WASM $5% . BER IE&INE WASM BRAYHE <
TR BB TN E IR B,

Bl RER

Core  PUSTEBIMRSS SCIE. HERRMIEAM Angie B,

HTTP &R
HTTP AEER HTTP 15K AZOI0EE, B HTTP IRSSas. EERMESst,
Access T 1P 1 CIDR JEREIRY TR,
ACME 5/ ACME P H#h3REX SSL IEH,
Addition TEMR AR 2 ATl 2 e A FUE SRS Fr B
API RESTful HTTP #1, M LA JSON A GREA X Web 55 ds L HGTHHERREAFE, B
Auth Basic ETHPAMEEEAR HTTP SRk,
Auth Request JEILMAASME HTTP ARSI RIEATIRAL
AutolIndex HahHFRY%, LHERTIXM,
Browser (B3 H) HT User-Agent SKHYINEAR IR,
Charset Wi 1 2 i T P AT 48
DAV FEH WebDAV HHSGHATARSS % _EAISCAHE R,
Empty GIF RE—MNERN—%E GIF,
FastCGI K SR ARIE] FastCGI RS 2o
FLV Flash #5 (FLV) PRI AIE S,
Geo 1 1P Mtk o FiE AL BHE,
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R1-#EEQ

GeolP
gRPC
GunZIP
GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter
Index

JS

Limit Conn
Limit Req
Log

Map
Memcached
Mirror

MPy

Perl
Prometheus
Proxy
Random Index
ReallP
Referer
Rewrite
SCGI
Secure Link
Slice

Split Clients
SSI

SSL

Stub Status (EFFH)
Sub
Upstream
Upstream Probe
UserlD
uWSGI
XSLT

i MaxMind GeolP ¥iE 1@ HIBE MG TP Hisik- %8z,

HE RIS gRPC RSS2SR

fRIELAE 4G 0 GZip W DU TIB IR AE & P it A SRR 4E IS L o
M GZip 77 1EE4AM R DU A i &

RELEE GZip JTEMSC R ERS X,

&S R Sk B

i HTTP/2 P IRIE K,

i HTTP/3 thibEE R,

BG4,

BLE RS IS, DMECEEHERHAMT (/) BiER,

P RRIRERAC IR, JEIETE njs (—Fh JavaScript IBEITH) LM INIZE,
R AER (EshER) R, DARiid s,

RS SRIER, DA #A e 5 I,

e B 5K H A& PABRER SR IR VTR, DU T IR0 534,
MRAETE S BB A &,

M Memcached ARZS 282NN,

B REG R H AR S 35

MP4 LR i AL i

P RIIRERAC AR, JEIETE Perl &S H LB IIIZ 4,

PA Prometheus FAMASRMEARSS S5f6bn, DUMERT RIS IR,
B R M REE| H A HTTP ARSS 25,

BEALERE R A RBERHT (/) BERIERS S,

£ — MREIRSS 88 I5 121 TR, AR P R T

Referer K{HIGIE,

M URI B, HEM, LRIEEMIEER,

FIE RIS SCGI ARG A%

O iRz, JFREASRR I R,

KB RIF D AL TIER, DUEE G 4% 7 KRB0 R

M A/B IR, 22k, 7R MEMFEZEILG AN R AR,
SEEEMA R A SST (IRSSavim Bl E) s

SSL/TLS B & PAXLHE HTTPS 15K,

PASCAAE AR ML R RN SRS

TERRSS e B Fh 8 2R A S R

Bie B T a8t O AR S5 2R 4.

Bic B TAIRARSS a8 H A BRI

RATFIRCIRME—& P URARIRTTF cookie, T XIHREFFIIHT,

i RCHER) uWSGT HRSS 25,

fifif XSLT #£{REHT XML i,
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IR
Stream EANARSS da0RE, FIT1E L4 0¥ TCP F1 UDP #M,
Access HTF 1P #1 CIDR JERIHY 5 R4z,
Geo 1 1P Huhb SO TUE 2R BE,
GeolP ffiF MaxMind GeolP ¥4 i I IR E AR ZR 1P Stk 4440E,
JS ¥ RIRERAL IR, @I TE njs (—#f JavaScript 1BZ M T8) LI INIZEHE,
Limit Conn FRHIFH&IEKR (E3NERE) E"Jéﬂ(%, PABK 1R %,
Log BCEIE K HE DARER R IR VIR, DAEREAT MR F1 047
Map FRAETIE S BN e &
MQTT Preread TEMHAEIIBRK Z AT, M MQTT EEHIZEE P imbn IR AI H P 4o
Pass BCERHE 2 1IE 7 B8 2 B A I B
Proxy Bic B A B H A AR 55 25
RDP Preread — TEMUHABIIMGRE Z AT, M RDP BEHEHIEE cookie,
ReallP 1557 — MRS 2R 5 IBTTIN,  IRABIZE 2 bty stk AT 1
Return TEEFEIN [A) 8 P IR FEE(E, T THE— A,
Set REAUE R EE,

Split Clients
SSL

SSL Preread
Upstream

Upstream Probe

N A/B IR, SZ&RAM. 77 A RHMFTEZE LG HN T R AR &,

21k SSL/TLS #1 DTLS 4%,

TEMH AR Z 1, M ClientHello JHEHHREBUSE, MiAZIE SSL/TLS,
BCE A T B R PR AR 55 25 4.

PiC B A T BRI 55 255 4H A Ak R T

R {4 4T3k
Mail BB AIRARSS 2R DI RE
Auth HTTP  FP SRS IRS#81L4E, @ HTTP 1ERENIMEARS 450
IMAP X IMAP WX HISCRE,
POP3 Xf POP3 MY A,
Proxy He BRI HAARARSS 35
RealIP EAB—MRIEARSS 285 BT TI, IRBIZ 7 v kAT T
SMTP Xf SMTP WX SZH,
SSL X SSL/TLS F StartTLS P+,

Google PerfTools {&EiR

Google PerfTools

5 Google tERET SN, T MHARFHTRITEREIHT,
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WASM {&th

WASM FAK WASM ZHRE, PAETE Angie BT WASM A4,
WAMR 5 WebAssembly Micro Runtime A%,
Wasmtime 5 Wasmtime 51T 8K,

322 RHETE

HTTP iR ARIR

Sacme_cert _key < ZFR >
Sacme__cert < AR >

$ancient browser
$angie_version $angie_version
$arg _<name>
Sargs
$binary__remote__addr $binary_remote__addr
$body__bytes__sent
Sbytes_received
Sbytes sent Sbytes sent
$connection $connection
$connection__requests
$connection_time
Sconnections _active
Sconnections__reading
$connections _writing
$connections__waiting
$content__length
$content__type
$cookie  <name>
$date local
$date__gmit
$document root
$document  uri
$fastcgi _script _name
Sfastegi__path__info
$gzip__ratio
Shost
$hostname $hostname
Shittp2
Shttps
Shittp  <name>
Shittps

ZTn
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R2-&EW

HTTP &R

ARR

$invalid__referer
$is_args

$limit _conn_ status
S$limit_rate
$limit_req status
$memcached__key

$modern_browser

$msec

$msie

$p8s_wvalue

$pid

$pipe
$Sproxy__add_x_forwarded_ for
$proxy _host

$proxy_port

$proxy__protocol _addr
$proxy__protocol_port

$proxy_ protocol _server _addr
Sproxy_protocol __server _port
$proxy__protocol tly_<name>
Squery__string

$quic__connection

$realip _remote addr
$realip__remote_port
$realpath__root
$remote _addr
$remote_port
$remote_user
Srequest
$request__body
$request__body_ file
$request__completion
$request_filename
$request_id
$request_length
$request_method

$request__time

$limit _conn__status

$mqtt_preread_ clientid
$mqtt_preread_username

$msec

$pid

$protocol
$proxy_protocol _addr
$proxy__protocol_port

$proxy_ protocol__server _addr
$prozy_protocol__server _port

$proxy__protocol tlhy__<name>

$rdp__cookie, $rdp _cookie <name>
Srealip _remote_addr

Srealip__remote_port

$remote_addr

$remote port

ZTn
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R2-&EW

HTTP &R

ARR

$request__uri

$scheme

$secure link
$secure_link _expires
$sent__http <name>
$sent trailer <name>
$server addr

$server _name
$server__port

$server__protocol

$slice__range
$ssl_alpn__protocol
$ssl__cipher
$ssl__ciphers

$ssl_client__escaped_ cert

$ssl_client_ fingerprint
$ssl_client i dn
$ssl_client_i_dn_legacy
$ssl_client _raw cert
$ssl_client s dn
$ssl_client_s_dn_legacy
$sslclient serial
$ssl_client v _end
$ssl_client v _remain
$ssl_client v start
$ssl_client__verify
$ssl_curve

$ssl_curves

$ssl_early data

$ssl_protocol
$ssl_server _mame
$ssl__server _cert_type
$ssl_session id
$sslsession reused
$status
$time_is08601

$server addr

$server__port

$session  time

$ssl_alpn__protocol
$ssl__cipher
$ssl__ciphers

$ssl_client cert
$ssl_client_ fingerprint

$ssl_client i dn

$ssl_client raw cert

$ssl_client s dn

$sslclient serial
$ssl_client v _end
$ssl_client v _remain
$sslclient v start
$ssl_client__verify
$ssl_curve

$ssl curves
$ssl_early_data
$ssl_preread__alpn_protocols
$ssl_preread__protocol
$ssl_preread__server _name
$ssl__protocol

$ssl_server _name
$ssl__server _cert_type
$ssl_session_id
$ssl_session reused
$status

$time__is08601

ZTn
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R2-FEW
HTTP &R HER
$time_ local $time_ local
Stepinfo_rtt, $tepinfo_rttvar,
$tepinfo__snd__cwnd, $tepinfo__rcu_space
$uid__got
Suid_reset
S$uid set
Supstream__addr Supstream__addr
Supstream__bytes__received Supstream__bytes__received
Supstream__bytes sent Supstream__bytes sent
Supstream__cache__status
Supstream__connect_time Supstream__connect time

Supstream__cookie_<name>

Supstream__first_byte time
Supstream__header time
Supstream__hitp__<name>
Supstream__probe (PRO) Supstream__probe (PRO)
Supstream__probe__body (PRO)

Supstream__probe__response (PRO)
Supstream__response__length
Supstream__response__time

Supstream,__session__time_<name>
Supstream__status
Supstream__sticky_status Supstream__sticky_status
Supstream__trailer <name>
Supstream__queue__time

Suri

PR UMER https://angie.ws/en/ PIREEREARSS, POES A& MESEE:

3.2.3 fR&Eij5iE] Angie IERXTIEE
AT DU I FA IR BEBZARSS https://angic.ws/en/ YRVTIFIFTE Angie $8OMAERIAY, MLHTHIE
Wuh FAER, BRGNS, R AR,
HTTP foi%E<
fE core settings FIHTTP modules FERFELMEH /h/ #ig% (BD http IS ),
—LETRA
o listen: https://angie.ws/en/h/listen
e server: https://angie.ws/en/h/server

o worker_connections: https://angie.ws/en/h/worker connections
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https://angie.ws/en/
https://angie.ws/en/
https://angie.ws/en/h/listen
https://angie.ws/en/h/server
https://angie.ws/en/h/worker_connections
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F%,

0 #iE

Upstream t&EH W server #ALT https://angie.ws/en/hu/servero

HTTP LifiE<

1E Upstream BERPBHESHEH /hu/ #iZE (B http upstream HIHHE ), wfl:
o keepalive _requests: https://angie.ws/en/hu/keepalive_requests
o keepalive__time: https://angie.ws/en/hu/keepalive_time
o keepalive timeout: https://angie.ws/en/hu/keepalive timeout

F%,

ik g
1E Stream BHAHRITESHER /s/ 7% (B stream M4EE) :

e listen: https://angie.ws/en/s/listen
o map: https://angie.ws/en/s/map
o server: https://angie.ws/en/s/server

F%,

0 #ik

Upstream f&HH W server #ALT https://angie.ws/en/su/server,

wLiFES

1E Upstream BEHHRIFEHH /su/ BiZE (B stream upstream I4EE):
o upstream: https://angie.ws/en/su/upstream
o server: https://angie.ws/en/su/server
o state (PRO): https://angie.ws/en/su/state

%O

48

x

I e

25 BB A R 2R 5o
HTTP & (/h/ HiZ0):

o Sangie_version: https://angie.ws/en/h/\protect\TU\textdollarangie_version
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https://angie.ws/en/hu/server
https://angie.ws/en/hu/keepalive_requests
https://angie.ws/en/hu/keepalive_time
https://angie.ws/en/hu/keepalive_timeout
https://angie.ws/en/s/listen
https://angie.ws/en/s/map
https://angie.ws/en/s/server
https://angie.ws/en/su/server
https://angie.ws/en/su/upstream
https://angie.ws/en/su/server
https://angie.ws/en/su/state
https://angie.ws/en/h/\protect \TU\textdollar angie_version
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o Supstream__status: https://angie.ws/en/h/\protect\TU\textdollarupstream__ status
AR (/s/ HiZ):
o Sangie version: https://angie.ws/en/s/\protect\TU\textdollarangie version

o Supstream__session__time__<name>:  https://angie.ws/en/s/\protect\TU\textdollarupstream

session  time

T NS R, 40 $http_<HEADER> BY $cookie_<NAME>, B FXILZRIMIRTER: https://angie.
ws/en/h/\protect\TU\textdollarhttp,

HibE=
e th ] T H A 2
o UEBHE

o HAENE

o REIRSSH

o LB

o FLEIEA

o FLESCIFEFTINE
o PRI E K

. BHES

o TEIRATERMIX
o HIXHE

o ERURSSER

o HTTPS K&

« HTTPS flift

o fHEFHM IP 1 HTTPS
o HTTP &1

o I

o DEEERN

o HERHm

o JIIEfEH

o mAAIE
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https://angie.ws/en/h/\protect \TU\textdollar upstream_status
https://angie.ws/en/s/\protect \TU\textdollar angie_version
https://angie.ws/en/s/\protect \TU\textdollar upstream_session_time
https://angie.ws/en/s/\protect \TU\textdollar upstream_session_time
https://angie.ws/en/h/\protect \TU\textdollar http
https://angie.ws/en/h/\protect \TU\textdollar http
https://angie.ws/en/certificate_chaining
https://angie.ws/en/combined_locations
https://angie.ws/en/compact_server
https://angie.ws/en/configure
https://angie.ws/en/configure_hashes
https://angie.ws/en/configfile_reloading
https://angie.ws/en/control_config_change
https://angie.ws/en/control_signals
https://angie.ws/en/cyclic_memory_buffer
https://angie.ws/en/debug_logging
https://angie.ws/en/dummy_server
https://angie.ws/en/https_configuration
https://angie.ws/en/https_optimization
https://angie.ws/en/https_separate_ips
https://angie.ws/en/http_sessions
https://angie.ws/en/inheritance
https://angie.ws/en/load_balancing
https://angie.ws/en/location_redirect
https://angie.ws/en/log_rotation
https://angie.ws/en/methods_use
https://angie.ws/en/named_location
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. Bz

o JEFEAIE

o fRFfEIE URI
il

o ERALH

o J&1TH CLI JETR

o MRS5S

o SNI (IR55as4aFRfaR
o TRAERFIE

o SSL FIR{CH

o Syslog Hi&
o BRSSPSR

o WebSocket {CH

3.3 R{E1EF
BLACHRI T H B Angie RORSE AT EAIBT,

3.3.1 n{a M\ nginx FFZE Angie
WERAEIEAEM nginx VJHE] Angie, 788! BATHERERS T —M155,

HER, ZIEERE AR Angle RFCIRARFEAZ L) R B S EHIN, WREIEELH ref. A
<docker_images>. MEfINL. HEXIRFE ref: B <install-dynamicmodules>, 7 EHENHIEITIE

%,
=3 Angie

BATEEH RO CEARE T REE; ESREERERFENZEETHAAZEE Angie, (BIELPRIFB
ZHIEE L, tHR, 1817 sudo angie -V DARAIfR—VIIEH:

$ sudo angie -V

Angie version: Angie/1.9.1
nginx version: nginx/1.27.4

built by gcc 11.4.0

configure arguments: --prefix=/etc/angie --conf-path=/etc/angie/angie.conf ...
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https://angie.ws/en/paths
https://angie.ws/en/pick_location
https://angie.ws/en/proxy_pass_uri
https://angie.ws/en/proxying
https://angie.ws/en/request_processing
https://angie.ws/en/runtime_cli_options
https://angie.ws/en/service_upgrade
https://angie.ws/en/sni
https://angie.ws/en/sourcebuild_features
https://angie.ws/en/ssl_error_codes
https://angie.ws/en/stream_sessions
https://angie.ws/en/syntax
https://angie.ws/en/syslog_logging
https://angie.ws/en/virtual_server_selection
https://angie.ws/en/websocket_proxy
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BNt TR, 24 Angie MBI ZZEERS, FCE 7T /etc/angie/ o

E# Angie BLE
Angie B FENIAER nginx BB THR/IEK,
1. KB nginx BCEEHIZ] /etc/angie/:

{$ sudo rsync -a --no-links /etc/nginx/ /etc/angie/ }

BAURE nginx K HECEFHEFE /etc/nginx/ F; WREHBRZARE, HEESE,
2. % Angie HABERY 77 N a4 AL E M

[$ sudo mv /etc/angie/nginx.conf /etc/angie/angie.conf }

3. BEHTEEAS Angie BCE RIS, MERCEXXFITIE, 7RIS nginx A9 XA A, H2E
IR DA

{E54EM /etc/nginx/ NMinclude BE1E:

e )

# include /etc/nginz/conf.d/*.conf;
# include /etc/nginz/default.d/*.conf;
# include /etc/nginz/http.d/*.conf;

# include /etc/nginz/stream.d/*.conf;
include /etc/angie/conf.d/*.conf;
include /etc/angie/default.d/*.conf;
include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

# include /etc/nginz/sites-enabled/*;

include /etc/angie/sites-enabled/x*;

# include /etc/nginz/modules—enabled/*;

include /etc/angie/modules-enabled/*;

# include /etc/nginz/mime.types;

include /etc/angie/mime.types;

Xf Angie WRRE B R REBEEN PID S

# pid /var/run/nginz.pid;
# -— 7 -

# pid /run/nginz.pid;
pid /run/angie.pid;

BJa, VilHE MR EE:

# access_log /var/log/nginz/access.log;

access_log /var/log/angie/access.log;
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# error_log /var/log/nginz/error.log;

error_log /var/log/angie/error.log;

EHEH
QISREEIZEMEL sites-enabled/ HYH KL ERELI T, HEHE:

# include /etc/nginz/sites—enabled/*;

include /etc/angie/sites-enabled/x*;

BTk, E#TAIE /etc/angie/sites—enabled/ FNHYRFSHERE AEHE T,
FIH R GG IAEN S, Bilan:

$ 1s -1 /etc/nginx/sites-enabled/

default -> /etc/nginx/sites-available/default

EREENPEME,; FIXE, B /etc/nginx/sites-available/,

NMFE 2 BIARENEHIZ] /etc/angie/ T, BUEEHIEA]:

[$ sudo rsync -a /etc/nginx/sites-available/ /etc/angie/sites-available/

e, BERIE g NMTSHER:

$ sudo 1n -s /etc/angie/sites-available/default \

/etc/angie/sites-enabled/default

SRR
EHFHH LAEFTETE nginx BLE S| FIRIEHASEEE) Angie XFRARER, HiI40:

$ sudo nginx -T | grep load_module

load_module modules/ngx_http_geoip2_module.so;

load_module modules/ngx_stream_geoip2_module.so;

IXERE ETFRELLL angie-module-geoip2 ML, FHEE,
AMRATH T PR S sh S E -
/usr/share/nginx/modules/

WNHIEIL /usr/share/nginx/modules/ L&A, HHEEKIE:

3.3. RiEfe@m
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# s SR, E S5 W /usr/share/doc/nginz/README. dynamic.

# include /usr/share/nginz/modules/*.conf;

include /usr/share/angie/modules/*.conf;

BEIOR, EHIBHECE S

‘$ sudo rsync -a /usr/share/nginx/modules/ /usr/share/angie/modules/

w&JE, BREN R load module HiZ:

# load_module "/usr/1i1b64/nginz/modules/ngx_http_geoip2 module.so";
load_module "/usr/lib64/angie/modules/ngx_http_geoip2_module.so";

/etc/nginx/modules-enabled/

WERMEH /etc/nginx/modules-enabled/ HIRRELZENAMBIHE, 15 HEHELR:

# include /etc/nginz/modules—enabled/*.conf;

include /etc/angie/modules-enabled/*.conf;

BRR, EHHOIEE /etc/angie/modules—enabled/ RIFFS8ERE DA H TIE,
Hl|H R GAE R B S, oA :

$ 1s -1 /etc/nginx/modules-enabled/

mod-http-geoip2.conf -> /usr/share/nginx/modules-available/mod-http-geoip2.conf

ERENEMIE; fFIXE, B /usr/share/nginx/modules-available/

K EMERIF] /usr/share/angie/ B

‘$ sudo rsync -a /usr/share/nginx/modules-available/ /usr/share/angie/modules-available/

wa, EHARGNMTSHEHE:

$ sudo 1n -s /usr/share/angie/modules-available/mod-http-geoip2.conf \

/etc/angie/modules-enabled/mod-http-geoip2.conf

REF (k)
R root T&25IHIIHRZIEML /usr/share/nginx/html/ {Y, 0] LK H KN Angie,

Sl HRIHHFEH Angie FLEHHY root BHE:

[$ sudo rsync -a /usr/share/nginx/html/ /usr/share/angie/html/
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# root /usr/share/nginz/html;

root /usr/share/angie/html;

APfE (D)
BIRA] DAREFuser F62A, (BIERTDUMER Angie BYSAHIIK - ISR BE 2 RIE M,
B Angie BLEFMY user RE:

# user www-data www-data;

user angie angie;

ok, HHeg * FrA * BCE XA, 945 /usr/share/angie/ NHISCHE, fAl40:

$ sudo chown -R angie:angie /etc/angie/

$ sudo chown -R angie:angie /usr/share/angie/

G12R Angie BLEE X T root 165, MEHESAHN HRHIFTE#E, Blan:

‘$ sudo chown -R angie:angie /var/www/html/

BY

N T HHREA RIS, EHFHBE Angie BLEHFIRAT nginx HIL:

$ grep -rn --include='*.conf' 'nginx' /etc/angie/

it 59

BESRIEC T Angie BLE, F—22RIFHIEEDFIR Angie IR ERTDMER T, REHITUIHE,
Angie 275 A] DUSTTEBTHIACE :

s
It

[$ sudo angie -t

i AL B R & BELLE Angie JEBIRIRIE; BEALAMIREHEIIBET,

{=1k nginx, B Angie
N T HEHIN EIRERISAR, TETEIFIE nginx [FYZEIE3) Angie:

‘$ sudo systemctl stop nginx && sudo systemctl start angie

AliEsh, JEM Angie IS5 MEEREEEENE:

‘$ sudo systemctl enable angie

ISR WURIXRE, SR,
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#H nginx

JG, SIEHE Angie IBATIAINS, EFHEIEHISHEIZ nginx DAEERITEE,

B
F/DRERT DA RS -

$ sudo systemctl disable nginx

ECE Angie FISMIIRE

A DMRIZRIEIEEER ZEIRER, 2Nt A EE—8, BE—% Angie Ml Angie PRO 7E nginx Z

ERRBERIHT T RENE?

3.3.2 ACME &

Angie FFRJACME FERAERIEIS ACME ML HERBUEFH, ACME MG MIBRIET 7 (TR
N7 RGIE”) s MRS T HTTP $9IE, DNS $UE AT RUSIE, @ B E MRS

BEELR

JEFREA TER A AP 3R

o fE:samp:‘http YUPECE ACME %P, Hacme client 16, $8EME—RIE b4 FRATHE
S, FILABLEZ D ACME & i,

o FREIERIEBI: X TAEA G Hacme 1 server Bl server name F8FIHINATEIRG, ¥
Wk —NE—EER, fEAE—D ACME &,

o BHEIERLEHM ACME [IJ: XN TRIESFFAEAUZ TN, BEBR T IR IE 7T %

Fik

E:P 1

IEH

HTTP 30F

DNS B

BT RIS UE

TEN ACME RSG5 289 E 1E K (E]
VA EHImRY,

Angie IRZS#1T 80 Uit AL
FEAERE ACME RS #sHIRE
DNS #Zif] ([El3),

TELRESIZEX DNS 1d5%,

Angie ik % 2% & 7 FF
ﬁﬂ(u(:meﬁdnsfpo’rt :J:'El5 /7\ ?‘Elﬁ ﬁ EI/‘J
i (BRIAZ 53)

LI —NINBARSS, Angie 52
E1E,

TEHAMT RS ECE FSNT DNS 52
HTTP AR5525%,

AMEE DNS 2% HTTP AR5 2SHIE R
5 _FiRAE B A PERL,

AFFEBCATIE S,
TRV 2 B0IE

SRR 2 S8 AIERCAFIE S

SRR 2 BB AT IE TS
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https://datatracker.ietf.org/doc/html/rfc8555
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o [ERAGHIEBMABHACE SSL: BRI AE IR AL R ATH, AR E HHTHE
Fessl_certificate Fssl_certificatekeyo

A% SSL kBN, 1HZSULSSL FLE,

o524

UEFEREON ST AR AR T 2 DRSS HISAT, AIREFTRZ —LEMNIA, THARFFITC, WA AEEREER], 1
2 B A H o

SIS

BPEHMIE DA PEM %t #E7EH —-http-acme-client—path MEIEDHEE M H AN T H
SR

$ 1s /var/lib/angie/acme/example/

account.key certificate.pem private.key

ACME &R 2AE CA RS54 LE— MRS, BEFHMT (account.key) BIEMBEMHIZKS; AR
ABEH, WEBININAER, REEF SR HTERSS 28 LEHZIKS.

O ik

NMREELE - NIKE%H, BERITEEMEER P mNFHRY, DEERZKS, ] DAIE
Hacme_ client Y account_key SHFGEE R H A

ACME &P it (i — IRV (private.key) I TIEREAIER (CSR); WIARFE, MIEHE
A TER BN B 3h .

JRBhi, GERMICIES, BFmES A HERNFT RS AKX CSR 2| CA RS a1EKIED, IRS5 a8
T HTTP 8{DNS Sk BUESAT AR, FHMAUES, B HRFIEAM (certificate. pem)o

QuRipmA, FERAFE— ACME F PRI ARG R ARG — DRIk, HrsER2iEs. frats
I FRFIZR AT IFEIE BT T AR (SAN) ErhkE], &n] IEm ATt E R

$ openssl x509 -in certificate.pem -noout -text | grep -A5 "Subject Alternative Name"

HUEFEIR EII AR L BN, PRI KIS —1 CSR 2| CA 55, Mo5aeiiis
UEFREBOFIUARIES, 2P i e A, e aifiE+s,

TERACE o, FREUTIE S A 5 B B rl S TR & Sacme  cert < W% > M $acme cert _key < %4
o> Vi, EMIPME RN SCHERNG, N Sssl certificate Flsslcertificatekey F62—HEHF, Hilan:

server {

listen 443 ssl;
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server_name example.com Www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

HTTP I8iF

RE2 B R, IR & ACME IRS5es, TEWEERG, #id HTTP fombik o rE2 i, ik
79 / .well-known/acme-challenge/<TOKEN>, FATHY ACME HHRERFRIHIERIF B e, ik
FHA EFRNAR BRI, ACME ARSS ssiiS AT AL

B E =B

TESRBIR, 49 example ) ACME &P Ui B example.com I www.example.com FYLEH (EE,
HTTP S UEASHRHBERLATIE) :

http {
resolver 127.0.0.53; # acme_client$s fr F
acme_client example https://acme-v02.api.letsencrypt.org/directory;
server {
listen 80; # F f L T 1 [Fl W 'server'H W
# BLAK R A K
# REERA

listen 443 ssl;

server_name exa.mple .com WWw. example .com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

J

NETATAR, 80 Ui FIAT I CAEI ACME i) HTTP [FIA, SR, WARBIFTR, #XFHs 8 listen
62 0] DU BAE IR server HErp, NG IIA NE S ARSI, 7] DIEIE— MR T ACME [l
AT

server {

listen 80;
return 444; # LW N, HHEXH
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N LA R BRI RBCK R B IR (B AR SR IR 55 as FIAL B rewrite Mllocation 164 2 RIFZEEOT

/ .well-known/acme-challenge/<TOKEN> HYIEK, WIER <TOKEN> HESHRFE R FHAEDICAS, WAk
FHREAEOIER. ARVIMESR; 1EReeHE bR,

DNS 3&iF

Kk 2 B ah AR, HFEER, YIRENERTERN, ACME IRSS#0 IETERIUEAEAY _acme-challenge.
TAERAT Rk DNS i) o WEIBHARMS, ACME IRS5EHINRATE N,

FAIH ACME HiR B 3 EREFFIAC PRI ETE K, AiHE 28/ DNS ICx CIEMACE, R Angie ARSS a5 E
7 _acme-challenge. TR IRARSS %50

flan, EAFEA 1P Hikkh 93.184.215.14 [ Angie RS 2SHKIEIR example. com, MY DNS Bl E M
BEDIRIER:

_acme-challenge.example.com. 60 IN NS ns.example.com.

ns.example.com. 60 IN A 93.184.215.14

HALE R _acme-challenge.example.com FY DNS fE#HTZRFES ns. example. com, FiEIDRFH ML 5| 1P
Hidk (93.184.215.14) #ifR ns.example.com AJj[Fl,

TR VFESRIBECATIES, BIANfE T H A (SAN) B0 EE *. example. com AIET. ZAAHHIH
SRAAIES, 41 www. example. com, MEFRZMHA FIA 2RI IFIZ I8,

A EE
7R BIE TR KRR EBR T/ DNS SRR AERYINRE, LR MR R rritEicE,

B E B
BATE, EESRI—HRREMEL, TF HTTP FrEiRE; MR, RFEEame client $52HIRE

challenge=dns,

TEHRBIH, 4478 example ) ACME & fi%E P example.com 1 *.example.com HYIET):

http {

resolver 127.0.0.53;

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

server_name example.com *.example.com;

acme example;
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ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

BEFHFHRIE

SEHETTEARR, HSIERFREIMNITIE, X8, ACME IRESHPITHEMIHTTP KlE 3DNS KL,
HAREES Angie IRSAHIENE, MRESH Angie IRSS&ETHFAM (acme hook) EHRIIMNEARSS
5, XSS SOOI KRECE — IR DNS 8 HTTP k5568, ACME fRS5asMHKIXTER,

—H ACME %5 #8 MIXAEBC B DNS 8¢ HTTP ARZS25UEITHANA R, E RS A 1L

Angie TEFREIEIE ACME WM EHIE TN A AMNBARSS . W AIEE S fastegi pass. scgi_pass FHEL
KB RABIE RIS FastCGL, SCGI SR IARSS B kg3,

2RSS ORI 2xx KBS, AILAEX status SKTEM. AEATHARFCRIFRBA IR, IEFEHRH 1k, IR
55 HO HHRF B S

B E B

IHABLE T ACME &/ example FFIEIE DNS A THEIE, XH acme_client 5 HH
challenge=dns ZHEET

server HEH TFTH example.com I (4l *.example.com), FH{#H ACME &' example &
UEH, W acme FEATEE,

WELE T — a4 location 3, BT BT DNS BIERIAMIBARSS A, acme_hook ¥R 285
ACME % Ui example Bk, 15K fastcgi_pass 5 IENTEARM 9000 ¥4 [1121THY FastCGI AR
%5 8%, fastcgi_param fE A X ACME &/, 7. VA, B SREARPUEHANEdE G @S
AN S o

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

listen 80;

server_name *.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

location @acme_hook_location {
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acme_hook example;

fastcgi_pass localhost:9000;

fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_HOOK $acme_hook_name;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;
fastcgi_param ACME_DOMAIN $acme_hook_domain;
fastcgi_param ACME_TOKEN $acme_hook_token;
fastcgi_param ACME_KEYAUTH $acme_hook_keyauth;

include fastcgi.conf;

PAR 22— MER Y Perl /NI FastCGI RSS2~ Ml :

#!/usr/bin/perl

use strict; use warnings;

use FCGI;

my $socket = FCGI::0OpenSocket(":9000", 5);
my $request = FCGI::Request (\*STDIN, \*STDOUT, \*STDERR, \JENV, $socket);

while ($request->Accept() >= 0) {
print "\r\n";

my $client = $ENV{ACME_CLIENT};
my $hook = $ENV{ACME_HOOK};

my $challenge = $ENV{ACME_CHALLENGE};
my $domain = $ENV{ACME_DOMAIN};
my $token = $ENV{ACME_TOKEN};

my $keyauth =  $ENV{ACME_KEYAUTH};

if ($hook eq 'add') {

DNS_set_TXT_record("_acme-challenge.$domain.", $keyauth);

} elsif ($hook eq 'remove') {

DNS_clear_TXT_record("_acme-challenge.$domain.");

g

FCGI: :CloseSocket ($socket);
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X B[ DNS_set_TXT_record() 1 DNS_clear_TXT_record() R EHTEFNIME DNS ARS23AIHC
B ARIFIMER TXT ICRAVEE, ACME RS EKEWIZARSS 8, XEILFBMEEH Angie RS 3
RIEREHE, PAARVFIME DNS ARSS a8 idid ST DNS Sk #80 PRSI, K pRER ) SE B4 o
T AR AYTERE; filan, el DOETIEK URL £13 240

location @acme_hook_location {

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_

—keyauth;
fastcgi_pass localhost:9000;
fastcgi_param REQUEST_URI $request_uri;
fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;

fastcgi_param ACME_TOKEN $acme_hook_token;

include fastcgi.conf;

BH—/MdiF PHP-FPM BB FastCGI IRSSHIRMH:

location @acme_hook_location {

acme_hook example;

root /var/www/dns;

fastcgi_pass unix:/run/php-fpm/php-dns.sock;
fastcgi_index hook.php;

fastcgi_param SCRIPT_FILENAME /var/www/dns/hook.php;

include fastcgi_params;

fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_HOOK $acme_hook_name;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;
fastcgi_param ACME_DOMAIN $acme_hook_domain;
fastcgi_param ACME_TOKEN $acme_hook_token;
fastcgi_param ACME_KEYAUTH $acme_hook_keyauth;

[dns]

listen = /run/php-fpm/php-dns.sock
listen.mode = 0666

user = angie

group = angie

chdir = /var/www/dns

# ...
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fRIEMSER] DAfE PHP Hj@id $_SERVER['...'] il

M certbot T3

WRIAEM ngine ITFEE| Angie Z 1, TR certbot M Let’s Encrypt ZREXAIZZIT SSL UE, 1E#%HRLA
THBRIEREEHIRATH ACME ik,

(RIS mR A DA i S BC BIE S :

$ sudo certbot --nginx -d example.com -d www.example.com }

HaWAIEMACEIA R T /etc/nginx/sites-available/example.conf, KEUIF:

server {
listen 80;

server_name example.com www.example.com;

return 301 https://$host$request_uri;

server {

listen 443 ssl;

sServer_name example .Com WWw. example .com;

root /var/www/example;

index index.html;

ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
include /etc/letsencrypt/options-ssl-nginx.conf;

ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem;

location / {

try_files $uri $uri/ =404;

J

& bR GI, R ERAT 75 B S K R RS DRI R 4T, (6 ACME BURECE 1T TP 50k SDNS
K,

RAM Angie BLE PTREAN RAR:

http {

resolver 127.0.0.53;

acme_client example https://acme-v02.api.letsencrypt.org/directory;

3.3. #1EiEm 491


https://certbot.eff.org/

* Angie
Software

RFER, 4 1.9.1

server {

listen 80;
server_name example.com Www.example.com;

return 301 https://$host$request_uri;

}

server {
listen 443 ssl;
server_name example.com Www.example.com;
root /var/www/example;
index index.html;
acme example;
ssl_certificate $acme_cert_example;
ssl_certificate_key $acme_cert_key_example;
location / {

try_files $uri $uri/ =404;

}

}

IEfE e TN E -

$ sudo kill -HUP $(cat /run/angie.pid)

FIAECEIES TIEE, ErTDAURER certbot IEH, FFHUNFAMAHMMITEM, A IZEMH al5E 2

k% certbot, 1540 :

$ sudo rm -rf /etc/letsencrypt

sudo systemctl stop certbot.timer

#-- H -

$
$ sudo systemctl disable certbot.timer
$
$ sudo rm /etc/cron.d/certbot

»

sudo apt remove certbot
$ # - & -

sudo dnf remove certbot
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3.3.3 SSL ic&

LACE HTTPS IRS5E:, DI Eserver REVITER T ERMssl 28, JFHREEE RS SRIEHIAH
AR A :

server {
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate WWww.example.com.crt;

ssl_certificate_key www.example.com.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !'aNULL: !MD5;

MRFEIERZ—DAHLE, ERLEL T MEREIRS SR i, RHZE D LEXE, NAFEE
VITISZBRAUSCAF A (HERIA Angie BYTRRRBE, A AT DUSIER 7 RETER— S,

ssl_certificate Www.example.com.cert; 1

ssl_certificate_key www.example.com.cert;

FEIXAMEOCT, PRI RN A2 BIRR ], BMEIEHRI A GG E— DS, RAIESRARES
& it

$§%> ssl_protocols Mssl_ciphers A] T FREERE, (NEE SSL/TLS BIGRAR AR %S, BRIAMET, Angie
i :

ssl_protocols TLSv1l.2 TLSv1.3;
ssl_ciphers HIGH:'!'aNULL: !MD5;

Hit, EEATREDAAEEN,

HTTPS fRZ2RE1L

SSL #/EIHFERYMY CPU HR, EZMMERRS L, NIBTTZ MNworker processes, ¥EARED Tl H
f) CPU #0038 &FE CPU RU#R(ERZ SSL #BF. BB MR AR ERE AWM A B
8 M keepalive HERE, TS —MEHRRIEZDNER, F_M2EMH SSL KTESEL, PDUBHRIF TG SLE
B SSL 18 F. SIE1FEMEE—"THssl session cache FESHLBERLE SSL £1E5EFH, 1MB BIEIER
105 4000 M RTE, BRINZFENTY 5 7380, AIRMEH ssl session timeout F6G M. AR 22—
MNEA 10MB EEXTERFNZRARMAIECE A

worker_processes auto;

http {
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

server {

listen 443 ssl;
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server_name WWW. example .com;

keepalive_timeout 70;

ssl_certificate www.example.com.crt;
ssl_certificate_key www.example.com.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !'aNULL: !MD5;

5

FEER AR A RESN A A IE B UK B ANE IR H &S, MHAMN SRS, X2 R
HUEERT T — N IE R B IRSS A IE S, %A RIES H A RS DMRE Y &8 0 K BRI 32 (5 R
PHIRTIER R, ERXAE S, MR T —HiEES, XEIEHN 58Z 8RS e #
BRTE—ifd, MRS5 aE-H e & rp AL T RECIE 2 A

$ cat www.example.com.crt bundle.crt > www.example.com.chained.crt

RSN S ssl certificate 85— {F A :

server {
listen 443 ssl;
server_name Www.example.com;
ssl_certificate Www.example.com.chained.crt;

ssl_certificate_key www.example.com.key;

ARARSS AL B AHRINES RGP EZH R, Angie KILER I ERHIRER

SSL__ CTX_use_ PrivateKey_ file(” ... /www.example.com.key”) failed
(SSL: error:0B080074:x509 certificate routines: X509_check_private_key:key values

mismatch)
K Angie 2 FARZPUEF AV — MEH T AR AR S IE R AE R,

| Y s e 2 A e AT TSN 2B VSR B R RIE, R SR Brs A A 5 85 ] BE LA P
HIFRENES, FF BATREAR SN R A IR FE IR A IE B & e 0 T HRIRIRSS 28 R I SE B IE 1558, WT
PAfEFH openssl 1T LE,

$ openssl s_client -connect www.godaddy.com:443

i
0 s:/C=US/ST=Arizona/L=Scottsdale/1.3.6.1.4.1.311.60.2.1.3=US
/1.3.6.1.4.1.311.60.2.1.2=AZ/0=GoDaddy.com, Inc
/0U=MIS Department/CN=www.GoDaddy.com
/serialNumber=0796928-7/2.5.4.15=V1.0, Clause 5. (b)
i:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
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/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
1 s:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
i:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
2 s:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
i:/L=ValiCert Validation Network/0=ValiCert, Inc.
/0U=ValiCert Class 2 Policy Validation Authority

/CN=http://www.valicert.com//emailAddress=info@valicert.com

O TG
ERERSNT MIXECER, BB REISE -servername 1EIR, KN openssl BRINER SNI,

FEIXMIIFH, www.GoDaddy.com IRSFEFIES #0 FFEE (7s”) H—PHARE (1) &, ZkE
AERIED #1 WES, ZIEHH - MIRESE, ZMEAEASRIES #2 FEH, ZIULE R
MR ValiCert, Inc. %%, HAEFFIEEN EERHIN EIEFET,

WERIAHBNIMERINGE, WARFEHIED #0 HXER,

B HTTP/HTTPS R&E3E
A DABC B — N EINALEE HTTP f1 HTTPS ERAVENM RS 5%

server {
listen 80;
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate WWW.example.com.crt;

ssl_certificate_key www.example.com.key;

EFZ#E HTTPS R%28
BB NERAAD TP Hutlk EIEITH) HTTPS ARS8, S HE0E LA

server {
listen 443 ssl;
server_name WWW . example . com;

ssl_certificate www.example.com.crt;
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server {
listen 443 ssl;
server_name WWW.example.org;

ssl_certificate www.example.org.crt;

LA E, W8 XEREIEOARSSSSHNES, B www.ezample.com , TERTHKRIIIRFS a4 ZH 20
X SSL PFMATNIEMRAY, SSL EERAEN A& IX HTTP R ZATENL, M Angie FFARIETERAY
fRo5 ek, [Hitt, &R RERBEBIARSSERATIETS,

R IR B o HLRAR Y 77 7R 2 B HTTPS ARSS a8 B — MESZAY 1P Hitht:

server {
listen 192.168.1.1:443 ssl;
server_name www.example.com;

ssl_certificate www.example.com.crt;

#..

}

server {
listen 192.168.1.2:443 ssl;
server_name www.example.org;

ssl_certificate www.example.org.crt;

ARS1 &R SSL P

A HAWTTEER] DIEZ ™ HTTPS k558 Z Rz —A 1P #isik, 2800, ‘A 1#A & B Gk, — /7702
1L SubjectAltName IEHFERHPHEZ NEHRANIES, FIU0 www. example. com Fl www.example.org
o 1HJZ, SubjectAltName FEAIKEZ AR,

=R AR R IEECAF A FRAVIESS, 40 *. example. org, MBALFFIE B IRIPHEE VA T8, (EBR
T—MGH LUEAVLEL www . example . org, fHASVLAL example. org il www.sub. example. org, XN/
EWMAT A & UET AT AfE SubjectAltName B S FEIAAFRAIERCRF 4R, B0 example.org

Fl *.example.org,

AP EA Z AN FRAIE A S S HFAA S IRAE heep BLEIG, DUELEATA RS SR ENIH) 8
—NTFEIA:

ssl_certificate common.crt;

ssl_certificate_key common.key;

server {
listen 443 ssl;
server_name www.example.com;
#..
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}
server {
listen 443 ssl;
server_name WWw . example.org;
#. .
}
RSB BIRIER

fEEA TP ik BIZ1T2D HTTPS ARG5Sl A RIMRIRTT 52 TLS IS5 as 2 AKERY & (SNI, RFC
6066), %I RAVFNIVEERIE SSL 1B THIRMLIEIERAVIRSS ds 44K, Rk, ARSSas R RIE & i e Ak
UEHATERE, SNI H RTHOR Z BN Yy s, (H—LE[HAYBRRRE P o a] REA 2R

o 52

AT LAE SNI A&l as; JRTm, —L2eibEdsnl RE R IRILRE IR SS 4809 TP M Ao HAa Firf&is, 4n
SR G T TP Hudik, XA RARHS,

QSR Angie SR SNI SCRPEERY, WITEMER] -v JTRIZITHY, Angie #EoRILER:

$ angie -V

TLS SNI support enabled

SR, ANERJEH SNI [ Angie NASHEREEIRA SNI SXFFI OpenSSL J#, Angie R BR &

Angie was built with SNI support, however, now it is linked
dynamically to an OpenSSL library which has no tlsext support,

therefore SNI is not available

3.3.4 Console Light P4 MSiZEHR
Angie 1Rt T ZAV R E TAERIRIREYE; BR T metrics APT #lPrometheus fEAN, B A] DAEH Z24E
TERSS 2R 5 1 T AL I B

Console Light

Console Light /& —MEEHRAYLNTES I 5UHE, TRk B AR SS g8 AT ERERE IR, 21 6 25T Angie
HIAPT#21; (ESh i EE 2 SN AR A, thAh, GnSR APT RS4RI TIRE, =M G IERIFIESIASENL
Angie BLH,

EERBABLEIEHIE R~ H: https://console.angie.software/
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M2 58
hRZ& b-Zitl = TENS
1.7.2 07.04.2025 fE”HTTP/TCP/UDP Upstreams” U1 [H HId g 251z Hil a1
WANT "busy (B0 7 &I,
1.7.1 04.04.2025 BE T"HTTP X#” TIHEH”HTTP/Location [XI5” A%
FA IERA{E,
1.7.0 02.04.2025
o FRUPREARI DA BT B orAg i B =
o Gt APT Y LI sl busy (B0 7 K, R
TRIZT L CIAZIH max_conns SENAC B HERE FIR
o BE T CRYTERE
1.6.1 27.01.2025
. BEHEHIR
o BEIFEM BRI E # R
1.6.0 23.01.2025
o WIMEFRMEFE, ZFFIBES: en. ru
o RARALHTIE E R SLIEE
o YH:PA pebibytes (PiB) MEAN RS &
o BEETHHTTP Upstreams A HEIRAMETTEL
o« BMAETEHTTP Upstreams U THIH IR FH BONEEN
1) A ol N4
1.5.0 RANFFRAR
1.4.0 08.08.2024 MG favicon EARHETHE RS B R IIRE
1.3.0 28.04.2024 £ B B RS AR SS A U002 draining IRASHIDIRE
1.2.1 26.12.2023 £ Stream b NXXHERMNESNEFEKELIGE
1.2.0 25.12.2023 {E Stream b NSCHEIN_LFgmiE I HE
REFEE

Console Light PA angie-console-1ight (Angie) Al angie-pro-console-light (Angie PRO) HIE %
fite PATHIEREZE, Al DMBIEMIH M —AE2e%e; S ta] DA TG B8 GitHub N #RRD,

TG, BIIIERSESEILE B server BENERINEA R location FBECRBECEEHIG (FEEER) !

location /console/ {

# IR
allow 127.0.0.1;
deny all;

auto_redirect

alias /usr/share/angie-console-light/html/;
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# X 3& | T FreeBSD:
# alias /usr/local/www/angie-console-light/html/;

index index.html;
location /console/api/ {
api /status/;
# EHERBIEEERHESREY THE (LR PRO)

location /console/api/config/ {

auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

api /config/;

AEEIE N B RE IR E :

$ sudo angie -t && sudo service angie reload }

2 )G, BH B E server BHEEMIRSS 28 LT H, BE121E 1location HH5E; FIRRKIZIZEN /console/o
i EBIATR, ATDCNAER AP 358 S0y 56IE, #ilan:

location /console/server_zones/ {
auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

PR AT DARRTHIAN B B2 & Location (EEEFHIVIRI, fHl40:

location /console/api/resolvers/ {

deny all;

5|
ERlGR MRS, S5 -4hETF, SMNETRE S L SR N

0 PR

fE AR, S TTR M EEIG IR,
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Angie JEIR-F

m (V) HTTP-30Hbl (V) HTTP-anctpumel (V) TCP/UDP-30Hel () TCP/UDP-anctpimel Kawm  O6ue 30He! (V) DNS-pesonsepe!
1.6.1 KoHgurypauus C MpuHsTo: 12230
Appec: 10.21.20.17
Mocnegrsia 11gn.4u. Tekywme MpuHsaTO/CeK. AKTUBHbIE MpocTausatoume C6poLueHHble
nepesarpyska: 12 muH. 3 1 1 2 0
HTTP-30HbI @ HTTP-ancTpumbl @ TCP/UDP-30HbI @ TCP/UDP-ancTpumbl @ Kawn DNS-pe3onsepsbl @
Bcero Mpo6nem Bcero  Mpo6nem Coea, Beero: 0 Bcero  lpo6nem Bcero Mpeaynpexa. Bcero  [lpo6nem
Coea. Tekyux: 0
65 / 1 7 A Teyu 2/ M/ 1 7/
Coep./cek.: 0
Tpaduk Cepsepbl Tpapuk Cepsepsl CocrosiHune Tpadpuk
Bxoasme: 0 Bcero: 2 / AKTVBHblE: 2 Bxopswme: 0 Bcero: 4 / AKTUBHbIE: 4 Fopsuuit: 11 3anp./cek.: 0
Wcxogswme: 0 Mpo6nem: 0 Wcxoaawme: 0 Mpo6nem: 0 # XonoaHslit: 0 OtB./cek.: 0

XZFETE, BRETZA API M EHERN E% Angle BHEHET,

%F NI

S Angie KUAS, JFHBCEIASORINAER, DURIRSS BHAL RIS — R B L I

BeAh, ISR T api_config_files 167, Configs REBEHHFTIFIRSS 88 L MAVHIRLE SC IR, 153 HHHD
AT DM SR T, FEH B

MBI

STM API %) /status/connections,/ A RINHEATI S iR i

i AT
(ST S4 (ST EE
GTa) TR

| ZEIREREL

EF EFHIEER

AT

%

i

BRI S5 de LS DORIESZ I SOE EK

HTTP RNt

A IR

ZNERF LT server B location b R HIRE status  zone 5%,

SR APT #8453 /status/http /server zones/ “ERHY http b N L NFE XIS 4488

3.3. B1EiERE 500



* Angie
Software

RFER, 4 1.9.1

IsNay R X I

IF &t A Al XI5

i BERARF TR
HTTP _Lis/Nepis

A ER

MR ELE http L N XXHupstream HHIEE 2one $5%

SIRM APT #8753 /status/http /upstreams/ FERHT http RS _EIEGTHEEE

I<Yay bS S ablii
I A AR L8
55 % ARSI MRS As gttt

TCP/UDP [Xig/NEpi§

A TER

ZNE TR E DA TS
e status_zone TEserver Bstream £ TFXH;
e limit_conn fEserver Bstream | TNXH;
o limit _conn_zone £ stream £ RN,

R

stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;

server {

# ...

limit_conn limit-conn-stream 1;

status_zone foo;

ERM API %Ig5:}/status/stream/serverfzones/ R stream B R XL ERNFX IS EUE:

3.3. RiEfe@m
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EERZ R TR P I R
SRR E G-Il FEE-354
(STUEEES (SZVL S ENpE

TCP/UDP _Li5iINapi§

NS FRETE stream | XX upstream HHIEE zone 52

TRM APT #8753 /status/stream /upstreams/ "] stream N SXH_LiFGETHEE

BT IS Watliic:
7] A AR L
k55 RS HIIR S Aot it

HTTP BT+

A IR

ZIET-FFEESE server 8L location J:FY':F‘iQﬁsmtusizone B2,

AR 3528 X 3 5R 53

V) HTTP-30Hb1 (V) HTTP-anctpumbl () TCP/UDP-30Hb! () TCP/UDP-ancTpumsl Kawyn  O6uwwe 3046l () DNS-pesonsepel
P! [ | (DJLEMT | o1 LGOI [DIXS:pe=0/IEE P}

CepBepHbIe 30Hb!

3o0Ha 3anpocsl OTBeThb! Tpaduk SSL.
Tecyuwe Beero  3amp/cex. Txx 20 3x¢  4x<  Sxx  Beero  Omp/cec  [Momyu/ce.  Ompasnewo  Monyeno  Pykonoxatwii . N e inctions

= Russia 4 0 0 NaN 0 0 0 0 0 0 0 0
= India 0 [ 0 NaN 0 0 0 0 0 0 0 [
A China 0 0 0 NaN 0 0 0 0 0 0 0 0
| B= South Africa 0 0 0 NaN 0 0 0 [ 0 0 0 [
== Argentina 0 0 0 NaN 0 0 0 0 0 0 [ [
il = Egypt 0 0 0 NaN 0 0 0 0 0 0 0 0
I =2 Ethiopia 0 0 0 NaN 0 0 0 0 0 0 0 0
=lIran 0 0 0 NaN 0 0 0 0 0 0 0 [
& Saudi Arabia 0 0 0 NaN 0 0 0 0 0 0 0 0
| = UAE 0 0 0 NaN 0 0 0 0 0 0 0 0

BEET M APL 8897 /status/http /server zones/ "ERSH http B RH server bk FSCHIFEZNIZX IR
EHIHE. B XIS A R
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X1 XA R
O $R

Bl X BSFIARIREGSk, AT DARE BRI sEC B X IS0 THER

K RS AVYSEET JAT- e it

M 7 FERASARBG RN 7 (R0 L5, DARZ I . = 8

M HARER, URBARELSE

SSL ZaHEC: I SSL B4 SSL THEAEL, M AR SSL EFEL;
RN SSL 2 F4L

i B X ER 55

3oHbl MyTel (Location)

3o0Ha 3anpocs! OTBeThI Tpaduk

Brasilia &2
Diadema &3

Porto Alegre &1

P R P
olo|o| o &
a|lele|e
o o o o &
c|lolo|e
c|lo|e|eo

Salvador &1

BEET M APL #8573 /status/hittp /location  zones/ AL http FRCH location [ NCHYHLZNAEX
B GTTHEEE, E XIER DA N s

X5 XA R
O $R

Bl X BSFIARTREGSk, AT ARE BRI sEC B XSSO THER

EXK TSR BE LS AF DI R EL
M 7 FERASARG RN 73 i ma L&, DA i 7 S5 5
M WARER, URBMARERE
EERHIX RS
30HbI OrpaHuYeHns coeaunHeHni (Limit Conn)
3o0Ha MepeaaHo OTKNOHEHO C6poweHo NponyweHo
|~/ limit-conn- http 0 0 0 0

SRM API §853 /status/http/limit_conns/ AERH http F R XHH) limit_conn XIEGIHEHE, N
IR AL DA 8 -
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X1 XA R

O $R

i K ESFIOHIER, DETHEERHE S PN ERHIE R,
b0} JSERWLEE 7S
B4 JSEERbEE -2

FER H T DX I iR R T 2557 ) S R
B SR EERE (BN FERT 255 F°71)

TR BRI X 45 5B 53

30HbI OrpaHuyeHKa 3anpocos (Limit Req)

3oHa Nepegaxo 3agepxaHo OTKNoHeHO C6powieHo MNponywexo

|~/ limit-req-http 0 0 0 0

SR APL #597 /status/hitp /limit_reqs/ "ERHY http L R XHH 1imit_reqs XS EWE, NED
X IEAR it DT85 -

XI5 XIRAFR
O $n
Bl RESFORER, DETTESCHE S AR eI R,
iipU1 JSERwLEE
JEIR EIER R
a4 JSEEREbE 73

FER F T DR AT 5 7R Y R A
/503 T R EDERE (BT ERT 255 F°71)

HTTP Lis&Em+

EIEE (D HTTP-30He1 () HTTP-ancrpumbl — (7) TCP/UDP-301s1 (V) TCP/UDP-ancrpyms! Kowm  Oue 30Het (V) DNS-pesonsepel
HTTP-a MCTPUMbI  Mokazars ccok ancry pumos Tonbko npobnemHble
black Mokasats Bce [2)
Cepeep 3anpocs! OTBeThI CoeaeHeHus Tpajpuk NpoBeepkn cepeepa
[ Mpocroii  Bec Bcero 3anpJ/cek. ... axx Sxx  Axae.  Orp. Omnp./cex.  Monyu./cex. OtnpasneHo MonyueHo Owmbok HeaoctynHo

127.0.0.1:4000 0 1 0 0 0 10 0 0 0 0 0 0
127.0.0.1:4000
10.19.127.2:80 0 1 0 0 0 10 0 0 0 0 0 0

10.19.127.2
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A BE
IZIET R 7R ETE http J:FYEI@upsthm AL E zone 152,

TR 45 T M AP 8853 /status /http /upstreams/ 2R http b RSB B ge H-EdE,

o TR RIEFFALH UM LA, SonA AR RS ARG

o ERRBOF RIS A (AL AR

o JRERTEEIUIHE b 4 SR

o B LRGN FRAR ARSI IBHRS S (E%, &K, wEd, T4, £h).
MNTEA LW, bR T HAFRRL 2 NZ X R RS, R DT8R

55 as EARSS AREIAA R, AEATLIN IR
O $n

i R4 255 RIEk,  A] DAZIRAS eBC BT X il 55 s A THER

R TH SR S oA A i

M o7 FEARAS AT 73 0 M )37 55

JUEEDR TG SEREO H KRR (i &)

e HAMER, UREARELDE

558tk IREIARSS BRI B 2 IR AR AR 55 a8 A AN o] R (APT HREY
health Xf%)

ik R s ARSS BRI EL, A BRI R B AR 5 J — IR AR BT s ]

YmiE L

f£ Angie PRO 1, 8 RIFs5I0A — MEIHL, Bdim & HEUR D 2445 :
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ErLiSunaslEl] Yatg LIRSS 28, MR ERSSHILTISE: E, BNE
FZFRG (Max_conns), FARSS A ANAT P BRARRIBIRE. (Max_fails),
maz_fails FRREE D (Fail_timeout), K& GFzh - B, T4 - %8

e E A - MURRZANET sticky HERZIEHER),
3R] DAERIZE I AR5 4%

PepakTpoBaHue cepsepa "backend"

Bei6paHHble cepBepbl

77.88.44.55:80 5.255.255.77:80

Bec Max_conns Max_fails

CocTosiHue AKTUBHbIA HegoctynHblii

CoxpaHuTb ‘ | OtmeHa
AR SS &= M LIRS g, AVFEREN TS ik, BE&ED, KE, &RKE

FZFRH| (Max_conns), ¥ARZFSHFFN AR IR ARFIBIREL (Max_fails),
KIMEE O (Fail_timeout), K (FEzp - BH, T4 - ZBHE EAH

F - AERZANEE sticky SERIRTEENR) .

[JlobasneHue cepsepa B "backend"

Appec cepeepa

[o6aBuTk Kak 3anacHon

Bec Max_conns Max_fails

[Jlo6aBuTb ‘ | OTmeHa

TCP/UDP Xigixlii+

A TR

IR R RZEIRE LA MEL:
« status_zone fEserver Bstream £ NXH;
e limit_conn TEserver Bstream L TXH;
o limit_conn_zone 1E stream | FXH,

I

3.3. RiEfe@m
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stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;

server {

# ...
limit_conn limit-conn-stream 1;

status_zone foo;

TCP/UDP XIER4y

TCP/UDP-30HbI

3oHa CoepnHeHUn Ceccun Tpaduk SSL
Tekywmx Bcero Coegp./cek. 2xx  4xx 5xx Bcero Otnp./cek.  Monyu./cek. OTnpaeneHo Mony4eHo  Pykonoxatuit HeyAaquf I'IosTopHui(
PYKOMOXaTUA  MCMONb30BaHMIA

sing_chorus 3 403 0 372 0 28 400 0 0 4.41Tb 6.51 Mb 375 0 180

BEET M APL #857 /status/stream /server zones/ X stream F N XH server BN XHIHZENFEX
R G, R ISR A N e

X33 XA R

U MHTFLSIERE, DRSS

=T HORASAS X 2158, DIRSIERE

e HMARER, UIRBMARELSE

SSL BRI B SSL BFEG AN SSL B FE; SSL KIEHE AL

T PR 1) X 3 R 53

30HbI OrpaHnyeHns coegnHeHnia (Limit Conn)

C6polueHo Mponywexo
0 0

3oHa MepeaaHo OTKNOHeHO

|~ limit-conn-stream 403 0

SRM APL 893 /status/stream/limit_conns/ "EHY stream FFXHH) 1imit_conn XIHGEIHHEE,
NN X ESR A L N8E :
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X3k X AR
O $R
Bt X BSFARIERR, DTS DA ERE ER,
iU JSYRCEEER 2
EiSE] JSE EEEREEE
FER H T DX (AR R T B T A SRR 2
Bid I HEIERE (VT ERT 255 71)
TCP/UDP LT+
ANGIE] HTTP-anctpume () TCP/UDP-ancrpumsi  OBuyte 30Hs! () DNs-pesoneepsi

TCP/UDP-ancTpuMbl  nowsars

upstream-arioso

MCOK arncTpumMos

Cepsep CoeaguHeHnmsa Tpaduk Mposepku cepeepa
Mpocrodi  Bec  Bcero  Coep/cek.  AKMBHbX  OrpaWdedHbix  Omp/cex. Mony./c o yuewo  Owmbok  HepocTynHo
10.19.127.1:80 Omc. 1 0 0 0 0 0 0 0 0
10.19.127.2:30 Omc. 1 0 0 0 0 0 0 0 0
A BE

IR R FEE stream b N upstream FHIZE zone $62

HETRDEE T M API 5853 /status /stream /upstreams/ F I stream R SCHY BRI E0E,

o TR BIFFIFEGHIDIR B, B R B AR S5 A RO

o PURTRIRISOT RN SRTEA A1 30 ) A

o GERHLHITTIT Lok g /N Eb i

o B EFRAGME NIRRT IR (E%, &K, #dd, T4
AT AR AN R

fR55 as

EERE
iD=

RSG5 et

AR SS AR, (LI RIFA EE

O R

B B4 255 IARETSk, BT AR B AT B X AR SS 2s it T HEF o

I SNEREN HR KRS (AgE)

HAmRER, MEHARELRR

IR BN AR 55 28 A RN 2R IR B DA AR 55 B8 540 AR m] F R B (AP HRY
health %)
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miR Lk

f£ Angie PRO W, 8 L5506 — MiEILHL, Mdim 2 HEUR D 22445 :

YRR i L IEP RS AR, RITFRINIRERS RN ISE: WE, HKE
HZBRH (Max_conns), FHARSESEANAT] AR ARMIREL (Max_fails),
maz_fails FIRMBEE O (Fail_timeout), K& (EFzh - B, T4 - %8
et FA#HZ - URWZANET sticky FEMSIETER)

13 A] DARHERIZE I AR S5 8%

PepaktvpoBaHve cepsepa "backend"

Bei6paHHbie cepBepbl

77.88.44.55:80 5.255.255.77:80 77.88.55.88:80
Bec Max_conns Max_fails Fail_timeout
CocTosiHne AKTVBHBbIA HegocTtynHblii Pasrpyxaemblit

CoxpaHuTb ‘ | OTtmeHa Ypanute

TRIMARSS 2% M EFRIMARSS A8, RTEIEED RS ik, 2E&M, W&, &RKE
IR (Max_conns), ¥ARSGSEFMAATTHBIRARFIBIRE (Max_fails),
KIWMEED (Fail_timeout), KE GFzh - B, T4 - 2 E44

R - AVRRZANE sticky FERIRIEER) .

[lobaBneHue cepsepa B "backend"

Appec cepeepa

[06aBuUTb Kak 3anacHoi

Bec Max_conns Max_fails Fail_timeout
CocTosiHune AKTUBHBIN HepoctynHelit Pasrpyxaemblii
[Llo6aBnTb ‘ | OTmeHa

3.3. RiEfe@m
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ZEEBR
ANGIE]

Kawwimn

cache-argentina

4 cache-brazil

namatTM  Makc. o6bem Wcnonb3oBaHo Mcnonk3oBaHo gvcka

(%) HTTP-30Hbl (%) HTTP-anctpumel (V) TCP/UDP-30Hb! (%) TCP/UDP-ancTpume! Kawn  OBuyvie 30Hs! (%) DNS-pe3onseps!

Tpadux KoapduumeHT nonagaHus
Mpesocrasneqo  3anucano

64.0 Mvb 32.6 Mub 118TW6  38.8Tvb  388Tub
(= : v E o mens mors
1713 1.07TW6  37.6Tvb  37.6Tub %
Myt CocT M o6bem AN
P 64.0 Mub 5.72 Mub 13
p il-short 64.0 MuB 11.7 MuB EEx
; P 64.0 Mub 12.0 MuB [ 150
K3 64.0 Mvb 10.0 MuB [ 1] 250 MuB  18.0TvE  18.0TuB %

A FE

ZIET-RFEELE http L FXXHEEprory cache path 152

BEET M API #8573 /status/http/caches/ AT http £ NXH proxy_cache XIS EHE, N

T XIR A N 2

X5

LV
A7 fiEE
BRI
e
HhEL
iD=+
[ R

DXIRAFR
O $n
Bt RESFIONER, PHTFECHTE BE 0 i FIXEEIR,

RIS B CudamErth) 83 CGrdEemE)

eI RS

1> NSV

EEHNNTE RN

FREEEA PR
MEFRRRRER, 5 AZIERFRIRE R SH R R i E
ZfrarhR (NERFAERMITR &SRR )

FANFEANIBE R T 70, WEFRIEN Mdlg, HPug8 ok

e
RES
BRRAR/N
EfEH
HhEL

73 Fr AR

FRIRES: % CudEimErh) sk CGodEemE)
15> YN LSV

EEARRERN

FRAEEA 2
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HERXGEIF

m (9) HTTP-30Hb (V) HTTP-anctpumbl (V) TCP/UDP-30He! () TCP/UDP-ancTpumel Kawm  O6upwe 30Hb (V) DNS-pesonsepel
ObLLme 30HbI

30Ha BCero CTpaHL, NamaT  MCoNb30BaHO CTPaHNL NaMATM  3arpyska namaTyn
cache-argentina 2544 2 [iE3
cache-brazil 2544 2 K3
cache-china 2544 2 K3
cache-egypt 2544 2 K3
cache-ethiopia 2544 2 K3
cache-india 2544 2 X3

| cache-iran 2544 2 K3
cache-russia 2504 2 K3
cache-saudi-arabia 2544 2 [ X3
cache-south-africa 2544 2 K3

BEIEIR S ES TRTE B SerR a frf  SER A KRR IS R, v R IXIR L N R

X2 XA R
O $R

Bl X BSFIAHIREGTk, AT DAOR/ N B X IO THER?

JSYAEED ISYAEEDIR:id
EEHNAF I EEH I T
N7 DXIRAT A R

DNS fg#rasm+

DNS-pe3onsepel

3o0Ha 3anpocs! OTBeThI
| AAMA SRV PTR  Ycnewsie Owmo dopmara Cepaep He 3asepLutn 3anpoc Owm6oK umenn 3anpoc He nopepKiBaeTCH 3anpoc oTknoHeH Helr3BecTHbix OG0k Vicrekno spews oxugaHus
resolver 72021 0 0 54017 0 0 18004 0 0 0 0

A FE

IR THELE hetp B X E resolver 162

BEET M APL #8793 /status /resolvers/ ) DNS HZNIZXKISA & ST EdE, 98 XIS 4L 2L
TEUE:
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X1 XA R
O $R

Bl X BSFIARTEGTk, AT DRSS BT XSO THE .

1EK A F1 AAAA. SRV. PTR i#R%L
My 7 FERARRE RN M R EL (fR2h. B R4, M B E. 4R, RS
. EHLF)

B/

FRVFIEBC B & R R I E

o BAREFR, BOMEN 1 F,

o B GRS HEAEAR AR SS AR R 700 4xx IRESBIERR, BOMEN 7%,
AT HE R R EE . BIMER 300 D,
o AT AR RLLAVEE IR TR, BRIAMEDN 3%,

o EHIGHRImES. IHIED: 55 (English) MEE (). BOAERT, EHaESETNE
A IR E X E IR,

SR ER

IR IZE I £ DU 2 R R AR — DRI I MIAES,  Hrp % E TR R s T EaRk A
API BYEESEHT, R e (I e vr Tal U,

3.3.5 & Prometheus {{ TR
BAE Grafana FECE Angie 1Y Prometheus Y54k, 1HIZIE AT D BRE1E:

1. i Prometheus B, FERCESIIF Y hetp SRAPEIILA R include 164

http {

include prometheus_all.conf;
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PARAE—MEHAEZE 1P kAN O 4H & B 8 server HLH location NIIIAHRLY prometheus
6%, #an:

server {

listen 192.168.1.100:80;

location = /p8s {

prometheus all;

3

. J

BATHE location $HE NI LA Prometheus #30 S H Angie 65,

2. ¥ DA NECEARINE] Prometheus H1, FEETERTHI TR ER server B IP sk 1

scrape_configs:

- job_name: "angie"
scrape_interval: 15s
metrics_path: "/p8s"
static_configs:

- targets: ["192.168.1.100:80"]

B 15 PRE—RIENR, #ERE E—PHECER /p8s HiE.

0 #ik
R scrape_interval FMEA KT AR E,

3. ¥ Angie Y Prometheus (XM S AZF| Grafana H,
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ik
<t
~

BB HERR

WERABRIEIRNE, F+ HAEHME I AZIMRRTTR, WEE HXIEIA 8 Telegram JiiE L4,
B EORS R
o https://support.angie.software

e support@angie.software

4.1 HIXBE K

FEHIT B RIS WAL ISR B TIRE 2 A, NS IR &
Nk, TEER SR H SR A T XRIETT Angie:

Linux

£ Linux HJ FikgEttir, angie—-debug SRR VI H SR

$ 1s -1 /usr/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug

-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug

-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

BLEIZAT angie-debug:

$ sudo 1n -fs angie-debug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade

R R B SN AT AT ST

514
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YRR ZRE 2 H AT AE T S

$ sudo 1n -fs angie-nodebug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade

FreeBSD

£ FreeBSD Y Wik EEH, angie-debug X2/ AR HEMER:

$ 1s -1 /usr/local/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug
-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug
-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

BCEIZAT angie-debug:

$ sudo 1n -fs angie-debug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

XK R B S A AT ST

JAIE ERE 2 AL AT AT S

$ sudo 1n -fs angie-nodebug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

ML 7
Y MIFEAE Angie I, ST B

$ ./configure --with-debug ...

245, [ angie -V AIDURIERGEA TIHIXHE:

$ angie -V

configure arguments: --with-debug ...

O #i

{58 B A ISR T T SCAF RTRE RIS TR IERE ;B AT H S AT RE S B R M REF 1S A 22
22 [AIfE

ZEARLHE, EERCETHEH error__log BN E debug Il
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error_log /path/to/log debug;

FEHTINEACE

‘$ sudo angie -t && sudo service angie reload

O ik

Qﬂ%@Jﬁ%?@u;ﬁ%)ﬂﬁ]iﬁfﬂ%ﬁ@ﬂmfﬁiﬁi, @Tfemm;log 6 IRH debug ?&%U, Angie # LA info

FANeFEEH,

FEBRCEE S error_log TIAMEE debug FAIREERIAIHE, AL, Eserver B R HESNAD

MRS e A H s

error_log /path/to/log debug;

http {
server {
error_log /path/to/log;
# ...

TR RIZAME DL, EBERE R error_log HITT,

RAEHPRE debug 2l

error_log /path/to/log debug;

http {
server {
error_log /path/to/log debug;
#

4.1.1 iCRFERRLE
AT DA 0% Pl VA 1 2

error_log /path/to/log;

events {
debug_connection 192.168.1.1;
debug_connection 192.168.10.0/24;
}

4.1. @ARXBE
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4.1.2 FEIANTFEEHEX
YA H SR DA ATERNAAF & X

error_log memory:32m debug;

J

£ debug FllE APAFERMIX RIMELE & 03 M A& B PERE, EXMIENT, AILAER GDB i

APREHGE, Bilgn:

set $log = ngx_cycle->log

while $log->writer != ngx_log_memory_writer
set $log = $log->next

end

set $buf = (ngx_log_memory_buf_t *) $log->wdata
dump binary memory debug_log.txt $buf->start $buf->end

4.1. @ARXBE
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absolute_redirect (http), 324
accept_mutex (core), 20
accept_mutex_delay (core), 20
access_log (http), 139
access_log (stream), 380
acme (http), 31

acme_client (http), 32
acme_client_path (http), 33
acme_dns_port (http), 33
acme_hook (hitp), 34
add_after_body (http), 36
add_before_body (http), 36
add_header (http), 121
add_trailer (hitp), 122
addition_types (http), 36
aio (http), 324

aio_write (hitp), 325

alias (hitp), 325

allow (http), 30

allow (stream), 366
ancient_browser (hitp), 77

ancient_browser_value (http), 77

api (http), 37
api_config_files (http), 38
auth_basic (hitp), 73

auth_basic_user_file (http), 73

auth_delay (http), 326
auth_http, 443
auth_http_header, 444

auth_http_pass_client_cert, 444

auth_http_timeout, 444
auth_request (http), 75

auth_request_set (http), 75
auto_redirect (hitp), 326
autoindex (http), 75
autoindex_exact_size (http), 75
autoindex_format (http), 76
autoindex_localtime (http), 76

B

backup_switch (hitp), 269
bind_conn (http), 269
break (http), 218

C

charset (hitp), 79

charset_map (hitp), 79

charset_types (http), 80
chunked_transfer_encoding (http), 327
client_body_buffer_size (hittp), 327
client_body_in_file_only (hitp), 327
client_body_in_single_buffer (http), 327
client_body_temp_path (http), 328
client_body_timeout (http), 328
client_header_buffer_size (hitp), 328
client_header_timeout (hitp), 329
client_max_body_size (http), 329
connection_pool_size (http), 329
create_full_put_path (hitp), 81

D

daemon (core), 20
dav_access (http), 82
dav_methods (http), 82
debug_connection (core), 20

debug_points (core), 21
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default_type (hitp), 329

deny (http), 30

deny (stream), 367

directio (hitp), 330
directio_alignment (http), 330
disable_symlinks (http), 330

E

empty_gif (hitp), 83
env (core), 21
error_log (core), 22
error_page (hitp), 331
etag (http), 332
events (core), 23

expires (http), 122

F

fastcgi_bind (http), 84
fastcgi_buffer_size (hitp), 84
fastcgi_buffering (hitp), 84
fastcgi_buffers (hitp), 85
fastcgi_busy_buffers_size (htip), 85
fastcgi_cache (http), 85
fastcgi_cache_background_update (http), 85
fastcgi_cache_bypass (http), 86
fastcgi_cache_key (hitp), 86
fastcgi_cache_lock (hitp), 86
fastcgi_cache_lock_age (hitp), 86
fastcgi_cache_lock_timeout (hitp), 87
fastcgi_cache_max_range_offset (hiip), 87
fastcgi_cache_methods (htip), 87
fastcgi_cache_min_uses (hitp), 87
fastcgi_cache_path (hitp), 88
fastcgi_cache_revalidate (http), 89
fastcgi_cache_use_stale (hitp), 89
fastcgi_cache_valid (hitp), 90
fastcgi_catch_stderr (hitp), 91
fastcgi_connect_timeout (http), 91
fastcgi_connection_drop (hitp), 91
fastcgi_force_ranges (http), 91
fastcgi_hide_header (hitp), 92
fastcgi_ignore_client_abort (http), 92
fastcgi_ignore_headers (hitp), 92
fastcgi_index (htip), 93
fastcgi_intercept_errors (hitp), 93

fastcgi_keep_conn (http), 93
fastcgi_limit_rate (hitp), 93
fastcgi_max_temp_file_size (hilp), 94
fastcgi_next_upstream (hitp), 94
fastcgi_next_upstream_timeout (http), 95
fastcgi_next_upstream_tries (hitp), 95
fastcgi_no_cache (htip), 96
fastcgi_param (http), 96

fastcgi_pass (hitp), 97
fastcgi_pass_header (htip), 97
fastcgi_pass_request_body (http), 97
fastcgi_pass_request_headers (htip), 98
fastcgi_read_timeout (htlp), 98
fastcgi_request_buffering (http), 98
fastcgi_send_lowat (http), 98
fastcgi_send_timeout (http), 99
fastcgi_socket_keepalive (http), 99
fastcgi_split_path_info (http), 99
fastcgi_store (http), 100
fastcgi_store_access (hitp), 101
fastcgi_temp_file_write_size (http), 101
fastcgi_temp_path (http), 101

feedback (hitp), 270

feedback (stream), 421

£1v (http), 103

G

geo (http), 103

geo (stream), 367

geoip_city (hitp), 105

geoip_city (stream), 369
geoip_country (http), 105
geoip_country (stream), 369
geoip_org (http), 106

geoip_org (stream), 370
geoip_proxy (hitp), 106
geoip_proxy_recursive (hitp), 106
google_perftools_profiles, 466
grpc_bind (http), 107
grpc_buffer_size (hitp), 108
grpc_connect_timeout (http), 108
grpc_connection_drop (http), 108
grpc_hide_header (htitp), 108
grpc_ignore_headers (hitp), 109
grpc_intercept_errors (hitp), 109

gL ]
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grpc_next_upstrean (http), 109
grpc_next_upstream_timeout (http), 110
grpc_next_upstream_tries (http), 111
grpc_pass (http), 111
grpc_pass_header (http), 111
grpc_read_timeout (hitp), 112
grpc_send_timeout (hitp), 112
grpc_set_header (http), 112
grpc_socket_keepalive (hitp), 112
grpc_ssl_certificate (http), 113
grpc_ssl_certificate_cache (hitp), 113
grpc_ssl_certificate_key (http), 113
grpc_ssl_ciphers (hitp), 114
grpc_ssl_conf_command (http), 114
grpc_ssl_crl (hitp), 115
grpc_ssl_name (hitp), 115
grpc_ssl_password_file (http), 115
grpc_ssl_protocols (http), 115
grpc_ssl_server_name (hitp), 116
grpc_ssl_session_reuse (hitp), 116
grpc_ssl_trusted_certificate (hitp), 116
grpc_ssl_verify (http), 116
grpc_ssl_verify_depth (http), 116
gunzip (http), 117

gunzip_buffers (http), 117

gzip (http), 118

gzip_buffers (hitp), 118
gzip_comp_level (http), 118
gzip_disable (hitp), 118
gzip_http_version (hitp), 119
gzip_min_length (http), 119
gzip_proxied (http), 119

gzip_static (hitp), 121

gzip_types (hitp), 120

gzip_vary (http), 120

H

hash (http), 271

hash (stream), 422

http (hitp), 332

http2 (hitp), 315
http2_body_preread_size (hitp), 315
http2_chunk_size (hitp), 315
http2_max_concurrent_pushes (hitp), 315
http2_max_concurrent_streams (http), 316

http2_push (http), 316
http2_push_preload (hittp), 316
http2_recv_buffer_size (hitp), 317

http3 (http), 318

http3_hq (hitp), 318
http3_max_concurrent_streams (hitp), 319
http3_max_table_capacity (hitp), 319
http3_stream_buffer_size (hitp), 319

|

if (hitp), 218

if_modified_since (http), 333
ignore_invalid_headers (http), 333
image_filter (hitp), 123
image_filter_buffer (hitp), 124
image_filter_interlace (hitp), 124
image_filter_jpeg_quality (hitp), 124
image_filter_sharpen (http), 124
image_filter_transparency (htip), 125
image_filter_webp_quality (http), 125
imap_auth, 447

imap_capabilities, 447
imap_client_buffer, 447

include (core), 23

index (http), 125

internal (hitp), 333

ip_hash (hitp), 272

J

js_access (stream), 372

js_body_filter (hittp), 128

js_content (http), 129

js_fetch_buffer_size (hitp), 129

js_fetch_buffer_size (stream), 373

js_fetch_ciphers (http), 129

js_fetch_ciphers (stream), 373

js_fetch_max_response_buffer_size (htlp), 130

js_fetch_max_response_buffer_size (stream),
373

js_fetch_protocols (http), 130

js_fetch_protocols (stream), 373

js_fetch_timeout (http), 130

js_fetch_timeout (stream), 373

js_fetch_trusted_certificate (hitp), 130

js_fetch_trusted_certificate (stream), 374

gL ]
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js_fetch_verify (hitp), 130
js_fetch_verify (stream), 374
js_fetch_verify_depth (htip), 131
js_fetch_verify_depth (stream), 374
js_filter (stream), 374
js_header_filter (http), 131
js_import (http), 131

js_import (stream), 375

js_path (http), 132

js_path (stream), 375
js_preload_object (hitp), 132
js_preload_object (stream), 375
js_preread (stream), 376

js_set (hitp), 132

js_set (stream), 376
js_shared_dict_zone (http), 132
js_shared_dict_zone (stream), 377
js_var (http), 133

js_var (stream), 378

K

keepalive (hitp), 272
keepalive_disable (http), 334
keepalive_requests (hitp), 274, 334
keepalive_time (hitp), 274, 334
keepalive_timeout (http), 275, 335

L

large_client_header_buffers (hitp), 335
least_conn (http), 275

least_conn (stream), 422
(http), 275
least_time (stream), 423
limit_conn (http), 134

least_time

limit_conn (stream), 378
limit_conn_dry_run (hitp), 135
limit_conn_dry_run (stream), 379
limit_conn_log_level (hilp), 135
limit_conn_log_level (stream), 379
limit_conn_status (hitp), 135
limit_conn_zone (hitp), 136
limit_conn_zone (stream), 379
limit_except (http), 335
limit_rate (http), 336
limit_rate_after (hitp), 336

limit_req (http), 137
limit_req_dry_run (http), 138
limit_req_log_level (http), 138
limit_req_status (hitp), 138
limit_req_zone (hitp), 138
lingering_close (http), 337
lingering_time (hitp), 337
lingering_timeout (http), 337
listen, 461

listen (http), 338

listen (stream), 432

load, 469

load_module (core), 23
location (hittp), 341
lock_file (core), 23
log_format (http), 141
log_format (stream), 381
log_not_found (hitp), 343
log_subrequest (hitp), 343

M

mail, 463

map (http), 143

map (stream), 382
map_hash_bucket_size (hitp), 144
map_hash_bucket_size (stream), 384
map_hash_max_size (http), 144
map_hash_max_size (stream), 384
master_process (core), 24
max_commands, 463

max_errors, 463

max_headers (hitp), 344

max_ranges (http), 344
memcached_bind (http), 145
memcached_buffer_size (hitp), 145
memcached_connect_timeout (hitp), 146
memcached_gzip_flag (http), 146
memcached_next_upstream (http), 146

memcached_next_upstream_timeout (http), 147

memcached_next_upstream_tries (hitp), 147

memcached_pass (http), 147
memcached_read_timeout (hittp), 148
memcached_send_timeout (hitp), 148
memcached_socket_keepalive (hitp), 148
merge_slashes (http), 344
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min_delete_depth (http), 82
mirror (http), 149
mirror_request_body (http), 149
modern_browser (http), 78
modern_browser_value (hitp), 78
mp4 (hitp), 151

mp4_buffer_size (http), 151
mp4_limit_rate (http), 151
mp4_limit_rate_after (hittp), 152
mp4_max_buffer_size (http), 151
mp4_start_key_frame (http), 152
mqtt_preread (stream), 385
msie_padding (http), 344
msie_refresh (hitp), 345
(

multi_accept (core), 24

@)

open_file_cache (hitp), 345
open_file_cache_errors (http), 345
open_file_cache_min_uses (hitp), 346
open_file_cache_valid (hittp), 346
open_log_file_cache (http), 141
open_log_file_cache (stream), 381
output_buffers (hitp), 346
override_charset (http), 80

P

pass (stream), 386
pcre_jit (core), 24
perl (hitp), 154
perl_modules (http), 154
perl_require (http), 154
perl_set (hitp), 155

pid (core), 25

pop3_auth, 448
pop3_capabilities, 448
port_in_redirect (hitp), 346
postpone_output (hitp), 346
preread_buffer_size (stream), 435
preread_timeout (stream), 435
prometheus (http), 179
prometheus_template (http), 179
protocol, 463

proxy_bind (http), 182
proxy_bind (stream), 387

proxy_buffer, 449
proxy_buffer_size (http), 182
proxy_buffer_size (stream), 387
proxy_buffering (hitp), 182
proxy_buffers (hitp), 183
proxy_busy_buffers_size (hitp), 183
proxy_cache (http), 183
proxy_cache_background_update (http), 184
proxy_cache_bypass (http), 185
proxy_cache_convert_head (hitp), 185
proxy_cache_key (hitp), 185
proxy_cache_lock (hitp), 186
proxy_cache_lock_age (http), 186
proxy_cache_lock_timeout (http), 186
proxy_cache_max_range_offset (http), 186
proxy_cache_methods (http), 186
proxy_cache_min_uses (http), 187
proxy_cache_path (hitp), 187
proxy_cache_revalidate (hitp), 189
proxy_cache_use_stale (hitp), 189
proxy_cache_valid (hitp), 190
proxy_connect_timeout (http), 190
proxy_connect_timeout (stream), 387
proxy_connection_drop (http), 191
proxy_connection_drop (stream), 387
proxy_cookie_domain (http), 191
proxy_cookie_flags (http), 192
proxy_cookie_path (http), 192
proxy_download_rate (stream), 388
proxy_force_ranges (http), 193
proxy_half_close (stream), 388
proxy_headers_hash_bucket_size (hitp), 193
proxy_headers_hash_max_size (http), 193
proxy_hide_header (http), 194
proxy_http3_hq (http), 194
proxy_http3_max_concurrent_streams  (htip),
194
proxy_http3_max_table_capacity (hitp), 194
proxy_http3_stream_buffer_size (http), 195
proxy_http_version (http), 194
proxy_ignore_client_abort (http), 195
proxy_ignore_headers (http), 195
proxy_intercept_errors (http), 196
proxy_limit_rate (hitp), 196
proxy_max_temp_file_size (hitp), 196

gL ]
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proxy_method (http), 197
proxy_next_upstream (http), 197
proxy_next_upstream (stream), 389

proxy_next_upstream_timeout (http), 198

proxy_next_upstream_timeout (stream), 389

proxy_next_upstream_tries (hitp), 198
proxy_next_upstream_tries (stream), 389
proxy_no_cache (hitp), 198
proxy_pass (hitp), 199
proxy_pass (stream), 389
proxy_pass_error_message, 449
proxy_pass_header (hitp), 200
proxy_pass_request_body (hitp), 200
proxy_pass_request_headers (http), 201
proxy_pass_trailers (http), 201
proxy_protocol, 449
proxy_protocol (stream), 390
proxy_protocol_timeout (stream), 435
proxy_quic_active_connection_id_limit
(http), 201
proxy_quic_gso (http), 202
proxy_quic_host_key (http), 202
proxy_read_timeout (http), 202
proxy_redirect (http), 202
proxy_request_buffering (http), 204
proxy_requests (stream), 390
proxy_responses (stream), 390
proxy_send_lowat (hitp), 204
proxy_send_timeout (http), 205
proxy_set_body (http), 205
proxy_set_header (hitp), 205
proxy_smtp_auth, 449
proxy_socket_keepalive (hitp), 206
proxy_socket_keepalive (stream), 390
proxy_ssl (stream), 391
proxy_ssl_certificate (http), 206
proxy_ssl_certificate (stream), 391
proxy_ssl_certificate_cache (http), 207
proxy_ssl_certificate_key (http), 207
proxy_ssl_certificate_key (stream), 391
proxy_ssl_ciphers (hitp), 208
proxy_ssl_ciphers (stream), 392
proxy_ssl_conf_command (http), 208
proxy_ssl_conf_command (stream), 392
proxy_ssl_crl (http), 209

proxy_ssl_crl (stream), 393
proxy_ssl_name (http), 209
proxy_ssl_name (stream), 393
proxy_ssl_ntls (http), 209
proxy_ssl_ntls (stream), 393
proxy_ssl_password_file (http), 210
proxy_ssl_password_file (stream), 394
proxy_ssl_protocols (http), 210
proxy_ssl_protocols (stream), 394
proxy_ssl_server_name (http), 210
proxy_ssl_server_name (stream), 395
proxy_ssl_session_reuse (hitp), 210

proxy_ssl_session_reuse (stream), 395

proxy_ssl_trusted_certificate (http), 211

proxy_ssl_trusted_certificate (stream), 395

proxy_ssl_verify (hitp), 211
proxy_ssl_verify (stream), 395
proxy_ssl_verify_depth (http), 211
proxy_ssl_verify_depth (stream), 395
proxy_store (http), 211
proxy_store_access (http), 212
proxy_temp_file_write_size (http), 213
proxy_temp_path (http), 213
proxy_timeout, 450

proxy_timeout (stream), 396

proxy_upload_rate (stream), 396

Q

queue (http), 276

quic_active_connection_id_limit (hittp), 319

quic_bpf (hitp), 320
quic_gso (hitp), 320
quic_host_key (hitp), 320
quic_retry (http), 321

R

random (hitp), 276

random (stream), 423
random_index (hitp), 214
rdp_preread (stream), 397
read_ahead (hitp), 347
real_ip_header (hitp), 215
real_ip_recursive (hitp), 215
recursive_error_pages (hitp), 347

referer_hash_bucket_size (htitp), 216
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referer_hash_max_size (hitp), 216
request_pool_size (hitp), 347
reset_timedout_connection (http), 347
resolver, 464

resolver (hitp), 348

resolver (stream), 435
resolver_timeout, 465
resolver_timeout (http), 349
resolver_timeout (stream), 436
response_time_factor (http), 277
response_time_factor (stream), 423
return (hittp), 219

return (stream), 399

rewrite (http), 219

rewrite_log (http), 221

root (http), 349

S

satisfy (http), 349

scgi_bind (http), 223
scgi_buffer_size (http), 223
scgi_buffering (hitp), 223
scgi_buffers (hitp), 224
scgi_busy_buffers_size (hitp), 224
scgi_cache (http), 224

scgi_cache_background_update (http), 224

scgi_cache_bypass (http), 225
scgi_cache_key (http), 225
scgi_cache_lock (hitp), 225
scgi_cache_lock_age (hitp), 226
scgi_cache_lock_timeout (http), 226

scgi_cache_max_range_offset (hitp), 226

scgi_cache_methods (http), 226
scgi_cache_min_uses (hitp), 226
scgi_cache_path (http), 227
scgi_cache_revalidate (hitp), 228
scgi_cache_use_stale (hitp), 228
scgi_cache_valid (http), 229
scgi_connect_timeout (hitp), 230
scgi_connection_drop (http), 230
scgi_force_ranges (http), 230
scgi_hide_header (http), 230
scgi_ignore_client_abort (http), 231
scgi_ignore_headers (hitp), 231
scgi_limit_rate (hitp), 232

scgi_max_temp_file_size (hittp), 232
scgi_next_upstream (hitp), 232
scgi_next_upstream_timeout (htip), 233
scgi_next_upstream_tries (hilp), 234
scgi_no_cache (hitp), 234

scgi_param (hitp), 234

scgi_pass (hitp), 235
scgi_pass_header (hitp), 235
scgi_pass_request_body (hitp), 235
scgi_pass_request_headers (hitp), 236
scgi_read_timeout (hittp), 236
scgi_request_buffering (hitp), 236
scgi_send_timeout (hitp), 236
scgi_socket_keepalive (http), 237
scgi_store (http), 237
scgi_store_access (hitp), 238
scgi_temp_file_write_size (hitp), 238
scgi_temp_path (http), 238
secure_link (http), 239
secure_link_md5 (hitp), 240
secure_link_secret (hitp), 240
send_lowat (http), 350

send_timeout (hitp), 350

sendfile (hitp), 350
sendfile_max_chunk (hitp), 351
server, 465

server (hitp), 277, 351

server (stream), 418, 436
server_name, 465

server_name (http), 351

server_name (stream), 437

server_name_in_redirect (http), 353

server_names_hash_bucket_size (http), 353

server_names_hash_bucket_size (stream), 438

server_names_hash_max_size (http), 354

server_names_hash_max_size (stream), 438

server_tokens (http), 354

set (hitp), 221

set (stream), 399
set_real_ip_from, 451
set_real_ip_from (http), 215
set_real_ip_from (stream), 398
slice (http), 242

smtp_auth, 451

smtp_capabilities, 451
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smtp_client_buffer, 452 ssl_ocsp (http), 256
smtp_greeting_delay, 452 ssl_ocsp (stream), 407
source_charset (http), 80 ssl_ocsp_cache (http), 256
split_clients (http), 243 ssl_ocsp_cache (stream), 407
split_clients (stream), 400 ssl_ocsp_responder (hilp), 257, 407
ssi (http), 244 ssl_password_file, 456
ssi_last_modified (http), 244 ssl_password_file (http), 257
ssi_min_file_chunk (hitp), 244 ssl_password_file (stream), 408
ssi_silent_errors (http), 244 ssl_prefer_server_ciphers, 457
ssi_types (hitp), 245 ssl_prefer_server_ciphers (http), 257
ssi_value_length (hitp), 245 ssl_prefer_server_ciphers (stream), 409
ssl_alpn (stream), 402 ssl_preread (stream), 416
ssl_buffer_size (hitp), 250 ssl_protocols, 457

ssl_certificate, 453 ssl_protocols (http), 258
ssl_certificate (hitp), 250 ssl_protocols (stream), 409
ssl_certificate (stream), 402 ssl_reject_handshake (hitp), 258
ssl_certificate_cache (hitp), 251 ssl_session_cache, 458
ssl_certificate_key, 454 ssl_session_cache (http), 259
ssl_certificate_key (hitp), 252 ssl_session_cache (stream), 409
ssl_certificate_key (stream), 403 ssl_session_ticket_key, 458
ssl_ciphers, 454 ssl_session_ticket_key (hitp), 259
ssl_ciphers (http), 253 ssl_session_ticket_key (stream), 410
ssl_ciphers (stream), 404 ssl_session_tickets, 459
ssl_client_certificate, 455 ssl_session_tickets (hitp), 260
ssl_client_certificate (hitp), 253 ssl_session_tickets (stream), 410
ssl_client_certificate (stream), 404 ssl_session_timeout, 459
ssl_conf_command, 455 ssl_session_timeout (http), 260
ssl_conf_command (hitp), 253 ssl_session_timeout (stream), 410
ssl_conf_command (stream), 404 ssl_stapling (hitp), 260

ssl_crl, 455 ssl_stapling (stream), 411

ssl_crl (hitp), 254 ssl_stapling_file (http), 260
ssl_crl (stream), 405 ssl_stapling_file (stream), 411
ssl_dhparam, 456 ssl_stapling_responder (hitp), 261
ssl_dhparam (hitp), 254 ssl_stapling_responder (stream), 411
ssl_dhparanm (stream), 405 ssl_stapling_verify (http), 261
ssl_early_data (hitp), 254 ssl_stapling_verify (stream), 412
ssl_early_data (stream), 406 ssl_trusted_certificate, 459
ssl_ecdh_curve, 456 ssl_trusted_certificate (htip), 261
ssl_ecdh_curve (hittp), 255 ssl_trusted_certificate (stream), 412
ssl_ecdh_curve (stream), 406 ssl_verify_client, 459

ssl_engine (core), 25 ssl_verify_client (http), 261
ssl_handshake_timeout (stream), 406 ssl_verify_client (stream), 412
ssl_ntls (http), 255 ssl_verify_depth, 460

ssl_ntls (stream), 408 ssl_verify_depth (http), 262
ssl_object_cache_inheritable (core), 25 ssl_verify_depth (stream), 412
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starttls, 460

state (http), 280

state (stream), 420

status_zone (hitp), 354

status_zone (stream), 438

sticky (http), 280

sticky (stream), 424

sticky_secret (http), 284
sticky_secret (stream), 426
sticky_strict (http), 284
sticky_strict (stream), 4126

stream (stream), 440

stub_status (http), 265

sub_filter (hitp), 267
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