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AHHoTaums

Angie Ingress Controller (ANIC) — npuioxenue, KOTOpOe 3aIlyCKaeTCsl B KJIacTepe U yIpaBJjisdeT GajiaH-
CHUPOBIITUKOM HATDY3KU.

ANIC wucnoss3yer B cpoeit pabore Angie PRO — sddeKTuBHbBIi, MOIHBIA U MacIITabUupyeMbIil
BeG-cepBep, KOTOPBIH MO3BOJIsIeT GAJIAHCHPOBATHL HATPY3KY MEXKJy CepBepaMy KaK I0 TPOTOKOJIAM
TCP/UDP, rak u no HTTP.

(5 ) IIpumevuanue

Angie PRO Brecen B Efunblil peecTp poCCHUICKUX MPOrpaMM JJisl 3JIEKTPOHHBIX BBIYUC/IATEIbHBIX
MalnuH 1 6a3 gaHHbIX (3amuck Ne 17604).

1.1 O6uwwme cBepeHus
Angie Ingress Controller (ANIC) - aro perenne st ynpasiieHusi TpadbUKOM KOHTEHHEPU3NPOBAHHBIX
nputoxkenuit B Kubernetes.

ANIC passeprbiBaeTcst 1 paboTaeT B KJlacTepe, yrnpapjds (QyHKIMaMUA [ngress ¢ BO3MOXKHOCTHIO Ha-
cTpoiiku tpaBmii 0bpaborku Tpaduka. I[Ipogykr 6asupyercs na Angie PRO, uro mozsosisier crponth
Ge301acHble MaCIITAbUPyeMbIe BBICOKOIIPOU3BOIUTEIbHbBIE OKPYKEHUS, UCIIOJIb3Ysl POCCUNCKOE PeIlleHue
¢ IpodeCCUOHAIBHBIMIA CEPBUCAMY MUTDAIMH U TEXHUYIECKOH MO/JIEPKKU HA PYCCKOM SI3BIKE.

ANIC ucnonsayer mupokuit Habop dyuxnumit Ingress:

o Banancuposka naepysku TCP, UDP, TLS, HTTP, gRPC'": T'ubkoe pacupejesnenne Tpaduka u ero
[JIABHOTO TIEPEHOCA TIPU OOHOBJIEHUAX MTPUJIOKEHMI

o Tepmunuposanue ceccuti TLS: TlogrBepskKaeHust MOAJIUHHOCTA CEPBUCOB M 3aIlUTHI OHJIANH-
TpaH3aKIUNi

o Hacmpotixu 2ubko20 a02uposarus: Y IPABICHIE COBPEMEHHBIMY JTNHAMUYIECKIME IIPUIOXKEHUSIMA

e Pacwupennan mapupymusayus mpaguka: Paznenenne Tpaduka u paciinpeHnas MapIiipy TH3aIHst
Ha OCHOBE COJEPKUMOI'0

e Oezpanunenue nocmynatowezo mpadura: 110 pasaMIHbIM KPUTEPUAM I8 3AIIUTHl TPUIOKEHIH OT
DDoS

o Modugpuxayus omeemos Ha sanpocov,: Ha yposue 6astancuposmuka HTTP
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1.2 CucrtemHble TpeboBaHus

Cuucok nojaepxkuaeMbix OC u apxurekTyp:

0oC Bepcun  ApxutekTypbl

Alpine Linux 3.21 x86 64, arm64
ALT Linux 10 x86_ 64, arm64
Debian 11 x86 64, arm64

1.2. Cucremuble TpeboBaHus 2
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FABA 2

HacTtpoiika

Hactpoitka ANIC Briiogaer HacTpoiiky mapamerpos uepe3 ConfigMap u annoTaImu, yupasieHne Mapii-
pyTusarnueii Ingress-pecypcoB u HacTpoiiky aBropusaruu u SSL miis 6e3omacHoro Tpaduka.

Apeymernmol KoMaHIHOT cMpPoKy
Hacmpotixa ANIC

ConfigMap

GlobalConfiguration

Policy

TransportServer

VirtualServer, VirtualServerRoute

PCLCUML]?BHH(LJL KTOH@’U/Z}/]?(L’LQ’UJL C NOMOWDBIO GHHOMAUUY

2.1 AprymMeHTbl KOMaHOHO CTPOKWU

ANIC mojiepkuBaeT psiJi apryMeHTOB KOMaHHOM cTpoku. Crocob yKas3aHUsl 9THX APTyMEHTOB 3aBUCHT
oT Toro, Kak Bbl ycranasiusaere ANIC:

e Ecsin Bbl ucnosnbsyere wmanugecmo. Kubernetes (Deployment wiau DaemonSet) mist ycranoBku
ANIC, u3amenure 3t MaHUGECTHI COOTBETCTBYIOMUM 00pa3oM, 9TO0bI 33/IaTh apIYMEHTHI KOMAH/I-
HO#1 cTpoku. CM. JIOKYMEHTAIUIO 110 YCTAHOBKE C MaHM(pECTaMH.

e Ecymu Bol ucnosb3yere Helm juist yeranosku ANIC, uzmennre nmapamerpsl jguarpamybl Helm, co-
OTBETCTBYIOIINE apTyMEHTaM KOMAaHIHON cTpoku. CM. JOKYMEHTAIWIO IO YCTAHOBKE C IMOMOIIHIO

Helm.

Hiuke B asdaBuTHOM ITOPSIKE [T€PEUNCTIEHBI JOCTYIIHBIE aPIyMEHThI KOMAaH/IHO CTPOKU:

2.1.1 -angie-configmaps <cTpoka>

Pecypc ConfigMap juist Hacrpoiiku koudurypamnuu Angie. Eciau ConfigMap 3agan, Ho ANIC He moxer
nostyanthb ero u3z API Kubernetes, o ANIC ne zamycrurcs.

QPopmar: <HIPOCTPAHCTBO HMEH>/<uMs>
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2.1.2 -angie-dashboard

Bruouaer Angie Dashboard (status endpoint mis nosyuenns undopmanuu o cocroguauu Angie).

2.1.3 -angie-dashboard-port <int>
3agaer nopr, Ha KoropoM mocrynen Angie Dashboard (o ymomauanuio 8082).

®opmar: [1024 - 65535]

2.1.4 -angie-dashboard-allow-cidrs <ctpoxa>

Hobasasier 610oku IP/CIDR B crnmcok paspernennii st Angie Dashboard. Heckosnbko IP i CIDR
Pa3/eJISIIOTCsT 3aISITBIMUA.

2.1.5 -angie-debug

Brutowaer ormanky gyist Angie. Mcnonssyer 6unapuauk angie-debug. Tpebyercst 'error-log-level: debug' B
ConfigMap.

2.1.6 -angie-reload-timeout <zmauenue>

Bpewmst oxxuianus B MILncekyHax, B redenne koroporo ANIC Gyer 0xKuiaTh yCrenttoii mepesarpysku
Angie mocsie m3ameHenns: KOH(MUYPAIUU WX [IPU HAYAJIHLHOM 3aIlyCKe.

Buadgenne 1o ymosraanuio - 60000.

2.1.7 -angie-status
Bxurouaer Angie stub_status.

Ilo ymomaanuio true.

2.1.8 -angie-status-allow-cidrs <ctpoxa>
Hobasasier 6moku IP/CIDR B cuncok paspemennii st Angie stub _status.

Heckombko IP unu CIDR paspensiores 3angarbivu. (Ilo ymosrganuio 127.0.0.1,::1)

2.1.9 -angie-status-port <int>
3amaer mopt, Ha KOTOpoM jocryneH Angie stub _status.

Dopmar: [1024 - 65535] (o ymosrganuio 8080)

2.1.10 -angie-status-prometheus <bool>
Bxiroyaer mim OTK/IFOYaeT Bbluady crarucruku Angie B ¢popmare Prometheus.

Dopmar: false wiu true (Mo yMoOT9aHUIO true)

2.1.11 -angie-status-prometheus-allow-cidrs
Hobasnsier 610ku IP/CIDR B cumcok paspernenunii qyist cratuctuku Angie B hopmare Prometheus.

Heckomnpko IP wimn CIDR pasnenstiorest 3ansreivu. (ITo ymorganmo 127.0.0.1,::1)

2.1.12 -angie-status-prometheus-path <cTpoka>
TlosBosIsteT MEHATH Iy Th JJIs IyOumKanuu craructuku Angie B ¢popmare Prometheus.

Ilo ymosrganuio ucnosb3yercs /p8s.

2.1. AprymeHTbl KOMAHAHOW CTPOKU 4
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2.1.13 -angie-status-prometheus-port <int>
3ajsiaer opT, Ha KOTOPOM JIOCTYIIHA, craTuctuka Angie B ¢hopmare Prometheus.

Dopmar: [1024 - 65535] (mo ymosrdanuio 8083)

2.1.14 -default-server-tls-secret <ctpora>
Cekper ¢ ceprudpurarom TLS u kmoaom st TLS-repmunaimu Ha cepBepe 10 yMOTIAHUIO.

e Fciin 3nadeHue He 3a/J]aHO, UCIOJIB3YIOTCS CepTHMUKAT U K04 B (aiiyie /etc/angie/secrets/
default.

e Eciu /etc/angie/secrets/default me cymecrsyer, ANIC macrpour B Angie orkyonenune TLS-
MIOJIKJTIOYEHUI K cepBepy 0 yMOJTIAHUIO.

e Eciu cekper ycranossieH, Ho ANIC He moxker nosyunts ero u3 API Kubernetes, wiu »xe He ycra-
uosisie, u ANIC He yraercst npounTars daiin /etc/angie/secrets/default, o ANIC ne 3amy-
CTUTCS.

®opmar: <HIpOCTPAHCTBO HMEH>/<uMT>

2.1.15 -disable-ipv6

ABHo orkirovyaer npociayinusarenau IPV6 mysa y3i10B, KoTopble He moiepkuBaior crek IPV6.

IIo ymomuanmio false.

2.1.16 -enable-cert-manager

Bkirouaer aBromarnaeckoe yrpasienue ceprudukaramu x509 st pecypcos VirtualServer ¢ momornbio
cert-manager (cert-manager.io).

Tpebyet -enable-custom-resources.

2.1.17 -enable-custom-resources
BKJ'IIO“I&QT IIOJIb30BaTE/IbCKNE PECYPCHI.

IIo ymomaanuio true.

2.1.18 -enable-external-dns

Bkiouaer maTerpanuio ¢ External DNS st macrpoiiku obmemoctymabix 3amuceit DNS y pecypcoB
VirtualServer ¢ ncnonszoBanunem External DNS.

Tpebyer namuaus -enable-custom-resources.

2.1.19 -enable-jwt
Bkirouaer pyuknuio ayrenrudgukanuu JWT B pecypcax Policy.

IIo ymomuanmro false.

2.1.20 -enable-leader-election

TlozBosster BBIOMpATH JMepa, ITOOBI M30EXKATH CHUTYAIMH, KOIJA HECKOJHKO PEIUINK KOHTPOJLIEPA CO-
obmmaroT o craryce pecypcoB Ingress, VirtualServer u VirtualServerRoute; coobmars o craryce Oymer
TOJILKO OJiHA perumka. 1lo ymomdanuio true.

Cwm. dmar -report-ingress-status.

2.1. AprymeHTbl KOMAHAHOW CTPOKU 5
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2.1.21 -enable-oidc
Brirouaer dyukmuio ayrenrudukanuu mo OpenlD Connect B pecypcax Policy.

Ilo ymomaanuio false.

2.1.22 -enable-prometheus-metrics

TlosBosster myosmmkoBaTh MeTpuku Angie B ¢popmare Prometheus.

2.1.23 -enable-service-insight

IIy6aukyer koneunyto Touky Service Insight muss ANIC.

2.1.24 -enable-snippets

Bkirouaer mosib3oBarenbekue ¢gparmerThl KoHdurypanuu Angie B pecypcax Ingress, VirtualServer,
VirtualServerRoute u TransportServer.

Ilo ymomaanuio false.

2.1.25 -enable-tls-passthrough
Brurrouaer cKBO3HYIO TIepeiady JaHHBIX 110 npoTokosay TLS wa mopty 443.

Tpebyer namuaus -enable-custom-resources.

2.1.26 -external-service <cTpoka>

VkaswiBaer uMms cepsuca ¢ tunom LoadBalancer, yepes koropsiii ogst ANIC jenatorest 1oCTyIHBIME
n3BHe. BHermHmit ajpec cepBuca NCIOJIB3YETCS /It OTIETOB O COCTOsTHAU pecypcoB Ingress, VirtualServer
u VirtualServerRoute.

Tonbko st pecypcos Ingress: Tpebyer Hamudus -report-ingress-status.

2.1.27 -global-configuration <cTpoxa>
Pecypc GlobalConfiguration st ritobasipaoi Hacrpoitku ANIC.
PopmMaT:<IpOCTPaHCTBO UMEH>/<uMs>

Tpebyer nanuaus -enable-custom-resources.

2.1.28 -health-status

Hobasasier mecronosoxkenne " /angie-health" x cepsepy mo ymosmuanuio. MecTomnosioxKenne oTedaer Ko-
oM craryca 200 Ha JH060#1 3ampoc.

D10 TOIE3HO I BHEINIHEH nposepku paborocrnocobroctu ANIC.

2.1.29 -health-status-uri <ctpoxa>

3amaer URI mecronosioxkenust mpoBepKyu paboTOCIIOCOOHOCTH HA cepBepe 1o yMordanuio. Tpebyer Hasm-
qns -health-status.

Ilo ymosuanuto /angie-health.

2.1.30 -ingress-class <cTpoxa>
Kimace ANIC.

Josxen ObITh pa3BepHyT cooTBercTByomuit pecypc IngressClass ¢ mmenem, paBHbIM Kiaccy. B mporus-
mom cirydae ANIC ne 3amycrurcs. ANIC obpabaThiBaeT TOJIBKO Te PeCypPChl, KOTOPbIE TPUHAJIEYKAT €ro
KJIaccy, T. €. UMeIoT pecypc nojd ingressClassName, paBHBIA KJlaccy.

2.1. AprymeHTbl KOMAHAHOW CTPOKU 6



Angie
Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

ANIC obpabaTbiBaeT Bce pecypcehbl, Y KOTOPBIX HeT moJisi ingressClassName.

IIo ymomuanmio angie.

2.1.31 -ingresslink <cTpoka>

VkaswiBaer ums pecypca IngressLink, wepes koropsrit npegocrasisiercss pocryn K mogam ANIC uepes
cucremy BIG-IP. IP-anpec cucremsbr BIG-IP ucnonb3yercst fjist ordeToB 0 coctosiHum pecypcos Ingress,
VirtualServer u VirtualServerRoute.

Tompko a5t pecypcos Ingress: Tpebyer HaIU4us -report-ingress-status.

2.1.32 -ingress-template-path <cTpoxa>

IIyTe k mabiony Koudurypanuu Ingress Angie mist pecypca Ingress. Ilo ymomganuto qist Angie ucnomsb-
3yercd angie.ingress.tmpl.

2.1.33 -leader-election-lock-name <cTpoka>

VKas3bIBaeT B TOM XK€ MPOCTPAHCTBE MMEH, TJie HaXoauTcs KouTpoJsutep, nms ConfigMap, ucmosb3yemoe
J71s1 OJTOKUPOBKHM TP BBIOOpE JIHIEpa.

Tpebyer namuaus -enable-leader-election.

2.1.34 -main-template-path <cTpora>
IIyTe x ocHoBHOMY mabioHy KoHbuUryparun Angie.

e Ilo ymomaanuio g Angie ncnosnb3yercst angie.ingress. tmpl.

2.1.35 -prometheus-metrics-listen-port <int>
3ajaeT mopT, Ha KOTOPOM IyOJINKYIoTCs MeTpuku Prometheus.

@opmar: [1024 - 65535] (o ymosmganuo 9113)

2.1.36 -prometheus-tls-secret <cTpoxa>
Cexkper ¢ ceprucpurarom TLS u xmouom st TLS-TepMuHanmmm KoHeYHOH ToYK MeTpuk Prometheus.
e Eciu apryment He 3amaH, koHeuHas Touka Prometheus we 6yner ucnons3oBars TLS-coenunenue.

e FEcim apryment 3agan, #Ho ANIC #e moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3aIlyCTUTCS.

2.1.37 -proxy <cTpoka>

3a/iaer UCHoIB30BaHNe IPOKCH-cepiepa st mojkaodennst K API Kubernetes, 3amyckaemoro koman o
"kubectl proxy". TosibKO B I1eJisiX TECTUPOBAHUSI.

ANIC ne 3amyckaer Angie u He 3anuCbIBaeT Ha JUCK HUKAKWE CreHEpUPOBaHHbBIE (hailibl KOH(DUTYpAIIH
Angie.

2.1.38 -ready-status

Bkirouaer koneunyro Touky roroBHocTH /angie-ready. Koneunas Touka BO3BpaIaer KoJ ycrexa, KOrjia
Angie 3arpysma BCIO KOH(MUTYPAIXIO TOCTe 3aIlyCKa.

Ilo ymomaanuio true.

2.1. AprymeHTbl KOMAHAHOW CTPOKU 7
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2.1.39 -ready-status-port
HTTP-niopT 1j1s1 KOHEYHOW TOYKH F'OTOBHOCTH.

@opmar: [1024 - 65535] (mo ymosrganuio 8081)

2.1.40 -report-ingress-status
O6HOBJIsIET TTOJIE aj[peca B cTaTyce pecypcos Ingress.

Tpebyercst dutar -external-service uim -ingresslink, mubo ko4 external -status-address B ConfigMap.

2.1.41 -service-insight-listen-port <int>
3ajaeT nopT, Ha KOTOpoM Iybiinkyercst Service Insight.

Dopmar: [1024 - 65535] (mo ymosrganuo 9114)

2.1.42 -service-insight-tls-secret <cTpoxa>
Cekper ¢ ceprudpurarom TLS un xkmrodom it TLS-repmunaruu konednoit roukn Service Insight.
e Eciu aprymeHT He 3aJ1aH, KOHEUHasi ToUKa Service Insight vHe Gymer ucnosibzoBars TLS-coenunenue.

e Ecymm apryment 3agan, Ho ANIC me moxker mosyuntsh cekper u3 API Kubernetes, o ANIC ne
3AIlyCTUTCS.

QPopmar: <HIpOCTPAHCTBO HMEH>/<uMsT>

2.1.43 -tls-passthrough-port <int>

3asaer mopT Jyisk CKBO3HOM Tepesavn JaHHbIX 1o npotokoxy TLS. @opmar: [1024 - 65535] (110 ymodr-
qanuio 443)

Tpebyer BkIIOUUTH -enable-custom-resources.

2.1.44 -transportserver-template-path <crpoxa>
Ilyre k mabsiony koudurypamnun TransportServer Angie mist pecypca TransportServer.

o Ilo ymomrganuio 1A Angie ncrnonb3yercaangie. transportserver. tmpl.

2.1.45 -v <3HaueHuHE>

ypOBeHb JdeTajin3allu 3alliCu JIOT'OB. 3Ha‘{€HI/Ie 110 yMOJI‘{aHI/IIO — 17 IIPpX 9TOM 3HAYCHUU 3allChbIBACTCHA
MUHUMAJIbHOE KOJINYECTBO JIOT'OB. 3Ha‘{eHI/Ie 3 IIOJIE3HO JJId yCTpaHEeHN A HEII0JIa/JI0K.
2.1.46 -version

BoiBonur Bepcuro, xamr git-kommuTa n gaTy cOOpKH, 3aTeM 3aBepIiaeT padboTy.

2.1.47 -virtualserver-template-path <ctpoxa>
Ilyre k mabiony koudurypamnun VirtualServer Angie mist pecypca VirtualServer.

o Ilo ymosruanuro 1A Angie ncrnosnb3yerca angie.ingress.tmpl.

2.1.48 -vmodule <3mauenue>

Pasnesiennblit 3ansThiMu CiMCOK mapaMeTpoB pattern=N 1151 BejieHust 2)KypHaJa ¢ puabTpalyeii dpailaos.

2.1. AprymeHTbl KOMAHAHOW CTPOKU 8
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2.1.49 -watch-namespace <cTpoka>

PazjiesieHHbIil 3aISITHIMI CIIMCOK MPOCTPAHCTB MMEH, 3a PecypcaMu KOTOpbIX jojkeH ciaeautb ANIC.
ITo ymomganuio ANIC orciexkuBaer Bce mpocTpaHcTBa uMeH. Hesb3st ucnob3osaTh BMecte ¢ "watch-
namespace-label".

2.1.50 -watch-namespace-label <cTpoka>

Hacrpausaer B ANIC mpocMoTp TOJIBKO IIPOCTPAHCTB nMeH ¢ MeTkoii foo=bar. ITo ymomuanuio ANIC
OTCJIEXKHMBAET BCe IpOocTpaHcTBa nMeH. Helb3st ucnosb3oBaTh BMecTe ¢ "watch-namespace".

2.1.51 -watch-secret-namespace <ctpoxa>

PazjiesieHHbIil 3aTHIMU CIIUCOK TTPOCTPAHCTB uMeH, 3a KoTopbiMu ANIC momkeH ciieuTh Ha TpeMeT
Hayimaust cekperos. Eciu sror napamerp e Hactpoer, ANIC orciexkuBaer oJlHI U Te YKe MPOCTPAHCTBA
uMeH it Bcex pecypcoB. Oum. takske "watch-namespace" n "watch-namespace-label".

2.1.52 -wildcard-tls-secret <cTpoxa>

Cekper ¢ ceprudurarom TLS u kimodom st TLS-repmunanum kaxgoro yaia Ingress wim VirtualServer,
JuIst KoToporo Brjodena TLS-TepMunarus, HO CeKpeT He yKa3aH.

e Fcyim apryment e 3ajaH, 115 Takux y3Ji0B Ingress u VirtualServer Angie npepser JIioOyIO TIOIBITKY
ycranoBuTh TLS-coemuuenne.

e Ecim apryment 3aman, #o ANIC me moxker mosyunts cekper u3 API Kubernetes, o ANIC ne
3AILyCTUTCSI.

QopmaTr: <IpOCTPaHCTBO HMEH>/<uMs>

2.2 Hactpoiika ANIC

3nech npusesenbl napamerpbl HacTpoiiku ANIC. ANIC macTrpamBaercs: 1yTeM W3MeHEHUs [1apaMeTpoB
ConfigMap u Annotation.

Crmucox 1: ITpumep ConfigMap

$ kubectl apply -f - <<EOF
kind: ConfigMap
apiVersion: vl
metadata:
name: angie-config
namespace: angie-ingress
data:
proxy-connect-timeout: "10s"
proxy-read-timeout: "10s"
client-max-body-size: "2m"
EOF

2.2.1 NapameTtpbl Ingress Controller

external-status- 3ajaeT ajpec, KOTOPHIit BEIBOAUTCS B cTaryce Ingress pecypca. meer npuopurer
HaJl apTyMEHTOM KOMAaHJIHON CTPOKHM -external-service.

2.2. Hactpoiika ANIC 9
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2.2.2 O6wwue napameTpbl

O IIpumeuannue

Jlis Beex mapaMeTpoB THIa boolean JOIyCTUMBI Iapbl 3HaueHuil true/false, t/f,
Peructp me nmeer 3HavueHus.

on/off u 1/0.

Mapametp Onuncaxue VmMonyaHue

proxy-connect-timeout Samaer 3HaveHwe proxy connect timeout un 60s
grpc__connect timeout.

proxy-read-timeout Samaer 3madenme  proxy read timeout m 60s
grpc_read timeout

proxy-send-timeout Samaer 3HadeHme proxy send timeout u 60s
grpc_send _timeout

client-max-body-size Sanaer 3nadenue client max body size im

proxy-buffering Bxmouaer mim orkirodaer Oydepusanuio orBe- True

proxy-buffers

TOB OT IPOKCUPYEMOTO CEPBEPA
Samaer 3nadenne proxy buffers

3asucur oT

1aTOPMBI

proxy-buffer-size Samaer 3HAYEHNE proxy _buffer size u 3aBUCHT  OT

grpc_ buffer size 1aThOPMBI
proxy-max-temp-file-size Bamaer snadenune proxy max_temp file size 1024m
set-real-ip-from Samaer 3nadenue set real ip from Her
real-ip-header Sanaer 3nadenue real ip header X-Real-TIP
real-ip-recursive Bxirowaer mam orkirodaer real ip recursive False
default-server-return Hacrpausaer orBeT B cepBepe 10 ymordanuio, ko-  Crpanunra

TOPBINA IIepexBaThIBaeT KJIMEHTCKUNA 3alIpocC, eCad ¢ OTITIOKO#

Ut 3ampoca He ObL1 onpesiesier pecype Ingress HTTP 404

min VirtualServer. MoxHO ycTaHOBUTH (pUKCH-

POBaHHBIN OTBET WJIU [I€PEHAIPABJICHHE 3aIIPOCA.
server-tokens Brirowaer uam oTKIIogaer server tokens True
worker-processes Samaer 3navenne worker processes auto
worker-rlimit-nofile SBamaer snadenne worker rlimit nofile Her
worker-connections Samaer 3nadenne worker connections 1024
worker-cpu-affinity Sanaer 3nadenue worker cpu  affinity Her
worker-shutdown-timeout Samaer 3uadenne worker shutdown timeout Her
server-names-hash-bucket-siz 3azmaer 3mauennme server names hash bucket siz 256
server-names-hash-max-size 3asjaer 3HadeHme server names hash max size 1024
map-hash-bucket-size Samaer 3nadenne map hash bucket size 256
map-hash-max-size Samaer 3nadenne map hash max _size 2048
resolver-addresses Samaer suadernne DNS resolver Her
resolver-ipv6 Pazpemaer nnm 3anpemaer onck IPv6-agpeco  True
resolver-valid ITozBosster mepeonpeneMTh CPOK KIMUpoBaHus Her

DNS-zammuceit
resolver-timeout Samaer 3Havenue resolver timeout 30s
keepalive-timeout Samaer 3nauenne keepalive timeout 65s
keepalive-requests Samaer 3uadenue keepalive requests 100
variables-hash-bucket-size 3amaer 3nadenue variables hash bucket size 256
variables-hash-max-size Sanaer 3navenne variables hash max size 1024

2.2. Hactpoiika ANIC 10
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2.2.3 lNapameTpbl BegeHust xxypHana

MapameTp

Onucanne

YmMonyanune

error-log-level

access-log-off
default-server-access-log-of

log-format

log-format-escaping

stream-log-format

stream-log-format-escaping

Ompenenisier  ra06ajbHOE — 3HAYEHWE  YPOBHS
error log u MOXeT IPUHUMATH OJTHO U3 CIIEYIO-
mux 3Hadenwmit: debug, info, notice, warn, error,
crit, alert wim emerg

Orkiogaer access_log

Orkirouaer access log jyist cepBuca 1o ymorda-
HUIO

Sagaer obmuit popmar Kypaasa. s yrobersa
MOYKHO HCHOJIb30BATH HECKOJBKO CTPOK, pa3Je-
JIEHHBIX 1. B 9TOM cirydae KaxKaplii 1epeBos, CTpo-
K OymerT 3aMeHeH Ha mpoben. Bee cumBobI
JIOJKHBI OBITH SKPAHUPOBAHBI

Ilo3BosisieT 3aJiaTh SKPAHUPOBAHUE CUMBOJIOB
json nimu default B IEPEMEHHBIX; IO YMOJTIAHUIO
ucrosib3yercs default. 3HadyeHne none OTKJIIOYa-
€T SKPAHUPOBAHIE

SBamaer dopmar KypHasa stream Jjisi CKBO3HOTO
rpadura TCP, UDP u TLS. s ymobcTBa MOXK-
HO UCIOJIb30BaTh HECKOJIBKO CTPOK, PA3/ICICHHBIX
n. B srom ciaydae Kaxzpiil mepeBon cTpoku Oy-
JeT 3aMeHeH Ha mpobest. Bece cuMBOJIBT ' TOTKHBI
OBITH SKPAHUPOBAHDI

Ilo3Bosster 3a7aTh SKpaHUPOBAHWE CHMBOJIOB
json ninu default B IepeMeHHBIX; 10 YMOJIYAHUIIO
ucrosib3yercs default. 3HaveHre none OTKJIIOYa~
€T SKPAHUPOBAHNE

notice

False
False

Her

default

Her

default

2.2.4 VYnpasneHune URI n 3aronoskammn B 3anpocax

proxy-hide-headers
proxy-pass-headers

3uadenue ogHoro proxy hide header mnm HeckoIbKHIX
3HadeHune oJHOrO proxy pass_header miam HECKOJIBKHUX

2.2.5 Astopusauus un SSL/TLS

[apameTp Onucatxue VYmMonyaHue

redirect-to-https Samaer npasuso 301 redirect B 3aBucumoctn or False
3aroJioBka http x_ forwarded_ proto

ssl-redirect Samaer nmpasuiao 301 redirect misa Bcero Bxomsame- True

ssl-protocols
ssl-prefer-server-ciphers
ssl-ciphers

ssl-dhparam-file

ro HTTP-tpadmuka, IT00OBI MepeBecTH 3aIpOChl B
HTTPS
Samaer 3unauenue ssl_protocols

Bxirouaer AN OTKJIIOYaeT
ssl_prefer server ciphers
SBamaer 3navenue ssl ciphers

VYka3piBaer daitn ¢ mapamerpamu s DHE-
mudpoB

TLSv1 TLSv1.

1 TLSv1.2
False
HIGH:!
aNULL: !'MD5
Her

2.2. Hacrpoiika ANIC

11



Angie
Software

PykoBogcteo no akcnnyatauum, sepcus 0.7.6

2.2.6 lMpoTokonbi

Mapametp Onucatue Ymonyaxue
http2 BkurouaeT nojiepkky mporokosna HTTP /2 False
proxy-protocol VKa3bIBaeT, 9TO BCE COEJIMHEHWsI, TpUHUMaeMbie False

Ha JJAHHOM CJIYIIAIOIEM COKeTe, JOJI?KHBI UCIIO/Ib-

zoBarh mpoTokos PROXY

2.2.7 AncTtpumbl

MapameTp Onucanue Ymonyanue
max-fails Samaer 3navenne max_fails juisd cepBepa 1
upstream-zone-size Sajaer UMs U pa3Mep 30HBI pasjie/isieMoii mamsitu  Her
fail-timeout Samaer snadenne fail_timeout ajst cepBepa 10s
keepalive SageiicTByeT K311 cOoeIuHEHUi myist rpymmbl cep-  Her

BEPOB allCTpUMa

2.2.8 HacrtpauBaemble wabnoHbl

main-snippets
http-snippets
location-snippets
server-snippets
stream-snippets

main-template

ingress-template

virtualserver-template

BceraBnsier cobcrBennblit hparmMeHT KOHPUTYypAIUA B KOH-

TEKCT main

BceraBister cobeTBeHHBIH (DparMeHT KOH(PUTYPAIIUA B KOH-

TekcT http

Bcerapisier cobcrBenHbIl (hparMeHT KOH(MUTYpAIUA B KOH-

TekeT location

BceraBnsier cobcrBennbiit (pparMenT KOHMUrYpaIuu B KOH-

TEKCT Server

Bcerapisier cobcTBenHbBI (DparMeHT KOHMUTypaluu B KOH-

TEKCT main

Ompemesnsier OCHOBHOM IMaOJIOH JJIT OCHOBHBIX HACTPOEK
Angie. ITo ymosruanuio mabJioH CYUTHIBAETCA u3 (hailjia B

KOHTeHepe

Omnpenesisier mabjoH HACTPOEK i pecypca Ingress. Ilo
YMOJTYAHUIO IIa0JIOH CUMTHIBaETC W3 pailyia B KOHTelHe-

pe

Ompenessier mabJ/IoH HACTPOEK mtst pecypea VirtualServer.
Ilo ymomganuio mabIoH cUnThIBaeTCs u3 Qaiia B KOHTEI-

Hepe

2.3 ConfigMap

ConfigMap nozBoJisier HacTpanBaTh moBejenne Angie. Hanpumep, MOXXKHO 3a1aTh KOJUIECTBO PAbOINX
IIPOIECCOB MM HACTPOUTH (hOPMAT KYPHAJIA JIOCTYTIA.

2.3.1 WUcnonb3osaHue ConfigMap

1. Hamu uHCTPYKIME 10 yCTaHOBKE ¢ MaHudecramu passeprbiBaioT mmycroit ConfigMap, B To Bpems
KaK MaHUMECTHI yCTAHOBKY 10 YMOJIYAHUIO YKA3BIBAIOT €€ B apryMeHTax KoMauHoi crpoku ANIC.
OpnHako, eciv BBl HACTPOUJIN MaHU(ECThI, 9T00bI ncrnoab3oBarh ConfigMap, 06si3aTeIbHO yKaXKUATE
pecypc ConfigMap [j1s1 HCIOJIB30BaHUS ¢ IOMOIIBIO ap2ymeHmos komarndnot cmpokxu ANIC.

2. Cozpaiite daitn ConfigMap ¢ numenem angie-config.yaml u ycTaHOBUTE 3HAYEHUsI, KOTOPHIE UMe-
IOT CMBIC/I JIJIs BaIllel CpeJIbl:

2.3. ConfigMap 12
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(kind: ConfigMap

apiVersion: vl

metadata:
name: angie-config
namespace: angie-ingress

data:
proxy-connect-timeout: 10s
proxy-read-timeout: 10s
client-max-body-size: 2m

Cwm. B pazzene Kpamkoe onucarue xarouet ConfigMap cBenmenust o nocrynubix kiaodax ConfigMap
(rakux KaK proxy-connect-timeout B 3TOM mpuMepe).

3. Cospnaiire HOBBIH (1 oGHOBHUTE cymmecTBytomuii) pecype ConfigMap:

[kubectl apply -f angie-config.yaml

Koudurypamnuss Angie 6ymer oOGHOBIIEHA.

2.3.2 ConfigMap n anHoTauuu Ingress
AHHOTAIMY TTO3BOJISIIOT HACTPAUBATh pacCIIUpeHHbe (DYHKIMN Angie u MeHsITh 1oBejieHre Angie.

ConfigMap npumensiercst 1y00a/IbHO, TO €CTh BJUsSeT Ha KaxkIblil pecypc Ingress. Hamporus, annoTa-
MU BCErJIa MPUMEHSIOTCS TOJIBKO K CBOeMy pecypcy Ingress. AHHOTAIMM TO3BOJISIIOT MEPEOPEIEIITh
umekoropsble Kioun ConfigMap. Hampuwmep, B angie.software/proxy-connect-timeout anHoTamnuu me-
PEOIIPEeIEIAI0T KJII0Y KOH(MUIYpAIlMH Proxy-connect-timeout.

2.3.3 lNepeonpeaenenne ConfigMap gnsa koHkpeTHoro pecypca Ingress c nomo-
Wbl aHHOTauUN

Boi Mmoxkere npumensTh pasuble Kordurypanuun ConfigMap k Ingress-pecypcamM B 3aBUCUMOCTH OT TOTO,
KaKoe IIPOCTPAHCTBO UMEH yKa3aHo B Konduryparun. AnHoranus angie. software/configmap 1mo3BoJis-
er 3amaTh KoHKpeTHbIi ConfigMap myis macrpoiiku pecypca Ingress. Saganusiit ConfigMap Oymer nmers
npropuTeT HaJ Ti0basbHBIM. B ciryuae, ecan riobanpubil u 3agannsii ConfigMap cosmazaror, mpume-
HUTCS 3aJaHHBIMI.

Yro6bl npuMmennTh KoHKpeTHBIH ConfigMap K pecypcy Ingress:
1. Cosmaitre ConfigMap ¢ yka3aHueMm Hy2KHOI'O IIPOCTPAHCTBA, UMEH.

Hampuwmep:

kind: ConfigMap
apiVersion: vl
metadata:
name: echoserver-new-config
namespace: echoserver-new
data:
server-snippets: |

2. Ykaxkure aHHOTaIuIo angie.software/configmap B pecypce Ingress, K KOTOpOMY HY?KHO IIpHMe-
auth 310oT ConfigMap.

Hampuwmep:

apiVersion: networking.k8s.io/v1
kind: Ingress

2.3. ConfigMap 13
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metadata:
annotations:

name: echoserver-new
namespace: echoserver-new
spec:
ingressClassName: angie
rules:
- host: test-new.example.com
http:
paths:
- backend:
service:
name: echoserver-new
port:
number: 8077
pathType: ImplementationSpecific

angie.software/configmap: "echoserver-new/echoserver-new-config"

B srom mpumepe annoranus angie.software/configmap ykKaspiBaeT Ha HCIOJIb30BaHUIE KOHMU-
ryparmu u3 ConfigMap echoserver-new-config. 910 03Ha4Yaer, 9TO JIMPEKTUBLI, ONUCAHHBIE B
server-snippets u3 sroro ConfigMap, 6y/yT IpUMeHSITbCST K 3alpocaM, 00pabaThIBAEMBIM ITUM

Ingress.

CM. TakKe HOKYMEHTAIUIO [0 PACUUPERHOT KONPU2YPAUUL ¢ NOMOULLIO GHHOMAUUT.

2.3.4 ConfigMap un pecypcbi VirtualServer, VirtualServerRoute

ConfigMap Bnusier Ha Bce pecypcesl VirtualServer u VirtualServerRoute. Ojrako mosist 3Tux pecypcon
[IO3BOJISTIIOT [IE€PeoNpeiesiaTh HekoTopbie Kitoun ConfigMap. Hanpumep, nosie connect-timeout cepeepa

ancTpuMa umeer npuopurer Haj KiodoMm ConfigMap proxy-connect-timeout.

Cwm. mokymeHTanuoo mo pecypcam VirtualServer u VirtualServerRoute.

2.3.5 KpaTtkoe onucanue kntoveii ConfigMap

(5 ) IIpumeuanue

g Bcex napamerpoB Tuna boolean JOIycTUMBI Hapbl 3HadeHuit true/ false, t / £, on / off u 1

/ 0. Perucrp He nMeer 3HaUEHUS.

2.3.5.1 ANIC (He cBa3aHHble ¢ koHdurypaumein Angie)

Kntou Onuncaxne Mo Mpu-
ConfigMa yMos- Mep
YaHuto
external 3ajaer ajpec, KOTODbIH Oymer oTobpaxkarbest B craryce pecypcos H/JT Om-
Ingress. Tpebyercsi aprymMeHT KOMAHJIHOW CTPOKH -report-status. wem o
Wmeer npuopuTeT HaJT apryMEeHTOM -external-service. cocmo-
AHUU
Ingress

2.3. ConfigMap
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2.3.5.2 O6wasn HacTpoiika

Knioy Onuncaxne Mo Mpu-
ConfigMa yMoJi- mep
YaHUIO
proxy-cc¢ 3ajaer 3HaYEHue JUAPEKTAB proxy connect timeout u 60s
grpc_connect timeout.
proxy-r¢ 3ajaer 3Ha4YeHUe JOUPEKTUB proxy_read timeout u 60s
grpc_read timeout.
proxy-s¢ 3ajaer 3HaYeHUe JUPEKTAB proxy send timeout n 60s
grpc_send _timeout.
client-r 3anaer 3HaveHue nupekTHBHI client max body size. im
proxy-bt Bkiiowaer mim orkiodaer Oydepusanuio oTBETOB OT IPOKCUPyeMoro True
cepBepa.
proxy-bi 3ajsaer 3Hadenue qupekTuBbl proxy buffers. 3aBu-
CUT OT
ILJIaT-
dop-
MBI.
proxy-bt 3agaer 3uHadeHue nupektus proxy buffer size u grpc buffer size. 3aBu-
CAT OT
ILJIaT-
dop-
MBI.
proxy-m: 3ajaeT 3HaUEHNe NUPEKTUBBI proxy max_temp file size. 1024m
set-real 3azaer 3HadYeHHe MUPEKTHBHI set real ip from. H/q
real-ip- 3azaer 3nadeHue qupekTussl real ip header. X-Real-]
real-ip- Brinowaer miam OoTKIIIOYaeT OUpEKTHBY real ip recursive. False
default- HacrpamBaer mupekTuBy return Ha cepBepe IO yMOJTYAHUIO, KOTOpas 404
0bpabaThIBaET KJAMEHTCKUN 3alpoC, €CJAW HU OJIWH U3 Y3JI0B pecyp-
coB Ingress mim VirtualServer we coBmajaer. 3HadeHHe IO yMOJIYa-
HUIO HacTpauBaeT B Angie Bo3Bpar crpaHuilpl ¢ omuokoit 404. Ber mo-
JKeTe HACTPOHUTH (PMKCHPOBAHHBIN OTBET WM IepeHanpanienue. Ha-
npumep, 3uHaderne default-server-return: 302 https://mysite.
ru:samp:’ IepeHANpPaBUT KJIXEHT Ha ~https://mysite.ru.
server-1 Brimodaer miam OTKJIIO9aeT JUPEKTUBY server tokens. True
worker-1 3ajlaeT 3HaUEHHUE JUPEKTHBBI Worker processes. auto
worker-1 3azmaer 3HadeHue nupekTusBbl worker rlimit nofile. H/q
worker-¢ 3ajiaeT 3HaYEHHE JUPEKTUBBI worker connections. 1024
worker-¢ 3amaer 3uadenue qupekTuBbl worker cpu _ affinity. H/O
worker-: 3amaer 3uadenue qupekTuBbl worker shutdown timeout. H/J
server-1 3ajiaer 3HaYeHNE NUPEKTUBEI server names hash bucket size. 256
server-1 3ajiaeT 3HaYEHNE IUPEKTUBLI server names hash max _size. 1024
map-hast 3ajaer 3nadenue gupexkTuBbl map hash bucket size. 256
map-hast 3anaer 3Hadenme nupekTuBbl map hash max size. 2048
resolvel 3ajiaeT 3HAYEHUE AJIPECOB resolver. H/1
resolver Bxiouaer paspemntenue IPv6 B pacnosnasareie. True
resolvel 3ajaer 3HaueHUe resolver timeout Jyist pa3perieHus UMeH. 30s
keepalit 3ajaer 3HaueHne JUpeKTUBHI keepalive timeout. 65s
keepalit 3ajiaeT 3HadeHUe JUPEKTHUBHI keepalive requests. 100
variable 3amaer 3nadenue qupekTuBbl variables hash bucket size. 256
variable¢ 3amaer 3HadeHue TupekTuBHI variables hash max size. 1024

2.3. ConfigMap
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2.3.5.3 BepeHue xypHana

Knioy Onuncaxne Mo Mpu-
ConfigMa yMoJi- mep
YaHuto
error-1¢ 3asaer TI06ANBHBI YPOBEHD KypHAJIA OmMuboK juist Angie. notice
access-. OTKJIOYAET XKYPHAJ JIOCTYIIA. False
default- OTkirO9aer XKypHaJ JOCTYIIa Jisd cepBepa 1o ymosrdanuio. Eciu xkyp- False
HAJI JIOCTYIa OTKJIIOUeH riobanbHo (access-log-off: "True"), To
JKypHAJ JIOCTyIa K CepBepy M0 yMOJIAHUIO BCEJIa OTKJIIOYEH.
log-forr 3amaer macrpamBaeMblii dopmar xypuana g HTTP- uw HTTPS-
tpadura. [lgs ymobcTBa MOXKHO oOmpenenuTh (opMar KypHAJIa B
HECKOJIbKUX CTPOKaX (CTPOKU Pa3JeIsiorcsd CUMBOJOM \n). B sTom
cayaae ANIC 3amennT Kaxkiplii ciMBOJI \n cuMBOJIOM Tpobesna. Bee
CHMBOJIBI ' JIOJIZKHBI OBITh SKPaHUPOBAHBI.
log-forr 3ajaeT dKpaHUPYIOIINME CUMBOJBI Ul IIepeMeHHbIX dopmara Kyp- default
nasa. [lomuepkuBaemble 3HadeHus: json (sxpanuposanme JSON),
default (9KpaHUPOBAHKE 110 YMOJYIAHUIO), none (OTKJIOYAET SKPAHU-
pOBaHUE).
stream-. 3ajaer HacTpamBaemblit gopmam orcyprana <s_log format> mnys
ckBozHoro Tpacduka TCP, UDP u TLS. /Ins ymobcTBa MOXKHO OIIpe/ie-
JuTh GOpPMAT KYPHAJIA B HECKOJBKHUX CTPOKAX (CTPOKH PA3IEIAI0TCS
cumBosioM \n). B srom ciayuae ANIC 3ameHuT Kaskaplii cuMBOJI \n
cuMBOJIOM 11pobesia. Bece cuMBOIIBI ' MOJIKHBI OBITH SKPAHUPOBAHBI.
stream-. 3ajiaeT SKpaHUPYIOINIHE CUMBOJIBI JJIsI IEPEMEHHBIX (hopMaTa KypHaiaa default
noroka. [lomnep:kuBaeMble 3HaueHns:: json (skparuposanue JSON),
default (SKpaHHpOBAHME II0 YMOJYAHUIO), none (OTKJIOYACT SKPAHHU-
poBaHue).
2.3.5.4 Manunynuposanue URI n 3aronoskamu 3anpoca
Knioy Onncaxne Mo Mpw-
ConfigMa yMoJI- mep
YaHuto
proxy-h: 3ajaer 3HauUeHHEe O/(HON nupekTUBHI proxy hide header wim Heckons-  H/JT "angie.
KUX. software/
proxy-hide-headers":
"header-a,
header-b"
proxy-p: 3ajaer 3HAUEHUE OJHON NUPEKTUBLI proxy pass header wim neckosnns-  H/JT "angie.
KUX. software/
proxy-pass-headers":
"header-a,
header-b"

2.3. ConfigMap
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2.3.5.5 Ayrtentudmkauus, SSL, TLS

Knioy Onuncaxne Mo Mpu-
ConfigMa yMoJi- mep

YaHuto

redirect 3asmaer mpaBuiio nepenanpasjenns 301 Ha OCHOBe 3HAYEHMS 3ar0JI0BKa  False
http_x_forwarded_proto B cepBepHOM OJIOKe, TPEOysi, ITOOBI BXOIsi-
it Tpaduk mren no nporokoiry HTTPS. Tlosesno npu TepmuHarmm
SSL B cucreme banancupoBku Harpysku mepes ANIC.

ssl-red: 3ajaer Ge3yciioBHOe npaBumiio nepenanpasienuss 301 st Bcero Bxo- True
gamero HTTP-tpaduka, Tpebysi, 4To0bI BXOmANIUN TpaduK e 110
nporokosry HTTPS.

hsts Bruouaer pexkxum HTTP Strict Transport Security (HSTS): zaroso- False
Bok HSTS mobaBisiercss K orBeTaM OT IMIPOKCHPYEMBIX cepBepoB. [lu-
pekTuBa preload Oy/eT BKJIIOYEHA B 3ar0JI0BOK.

hsts-ma: 3ajaer 3HaYeHUe JTUPEKTUBLI max-age 3arosoBka HSTS. 2592000

(1 me-

CsIIn)
hsts-inc Jlo6aBaser gupekruBy includeSubDomains B 3arosoBok HSTS. False
hsts-bel Bkmowaer HSTS wna ocHoBe 3Hauenmsi 3arojioBka 3ampoca False

http_x_forwarded_proto. CiejyeT HCIOIB30BATH TOJBKO B TOM
cilydae, ecid B 6AJaHCUPOBIIMKE HArpy3Ku (IIPOKCHU-CEpBEpE) Iepej
ANIC nacrpoena repmunarus TLS.
© IIpumeuannue
Yrobwr ynpasiarh nepenamnpasiaeanem ¢ HTTP ma HTTPS, na-
crpoiite annoTanuio angie.software/redirect-to-https.
ssl-prol 3ajaer 3HaUeHNE MUPEKTUBHI Ssl _protocols. TLSv1

TLSv1.

1

TLSv1.

2
ssl-pre! Bxuniogaer mwimm orkiodaer JupekTtuny ssl_prefer server ciphers. On
ssl-cipl 3amaer 3HaUYeHMe AUPEKTHUBHI ssl ciphers. HIGH:!

aNULL:!

MD5
ssl-dhp: 3agaer comepxumoe daitna dhparam. Konrposuiep cozmacr daitn u H/

ycraHoBUT 3Hadenune jupeKTuBbl ssl dhparam c ykazammem Iyt K
daity.
2.3.5.6 Mpocnywmsarenn
Knioy Onncaxne Mo Mpw-
ConfigMa yMoJI- mep

YaHuto
http2 Brurouaer HTTP /2 na cepsepax ¢ BrinouennbiM SSL. False
proxy-p1 BkirodaeT IpOKCH-IIPOTOKOJ LIS BXOJSIINX COETUHEHMH. False
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2.3.5.7 Bakena-cepsucsl (ancrpumst)

Knioy Onuncaxne Mo Mpu-
ConfigMa yMoJi- mep
YaHMIO
1b-methc 3azaer Meron OaJIaHCUPOBKU HArPY3KW. UTOOBI MCIOIB30BATH MUK/IM- "random
YeCcKHuil MeToJ, yKaxkuTe "round_robin". two
least_cc
max-fail 3ajaer 3HadeHne napamerpa max_fails JUPEKTHUBBI U_SErver. 1
upstrear 3ajaeT pazMmep 30HBI Pa3/IesIIeMON TaMSITU JIJIsi AIlCTPUMOB.
fail-tir 3amgaer 3unavenue mapamerpa fail_timeout JUPEKTHBBI U_Server. 10s
keepaliv 3ajiaer 3nadeHue AUPEeKTUBHI U_keepalive. Obpature Bunmanue: ecau O

zuageHune 6osbire 0, B CreHePUPOBAHHYIO KOH(DUTYPAIIHIO T00ABIISIETCS
proxy_set_header Connection "";

2.3. ConfigMap
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2.3.5.8 ®parmenTbl 1 Nonb3oBaTenbCKUEe WABNOHLI

Knioy Onuncaxne Mo Mpu-
ConfigMa yMo- mep
YaHuio

main-sn: 3ajaeT M0JIb30BaTEIbCKUN (PpArMeHT B OCHOBHOM KOHTEKCTE. H/O
http-sn: 3ajaer noJsib3oBaTeabCKUil (pparMeHT B KOHTEKCTE http. H/O
locatior 3ajaeT MoIb30BATENBCKUI (DparMenT B KOHTEKCTe location. H/1
server-s 3aJiaeT MOJIb30BATEIbCKUI (DpArMEHT B KOHTEKCTE Server. H/J
stream-s 3ajaer M0JIb30BaTE/IbCKHI (DparMeHT B KOHTEKCTE Stream. H/q
main-ter 3aJiaeT OCHOBHOI MabJion KoHdbHUryparuu Angie. IIo
YMOJI-
YaHUIO
mab-
JIOH
CUUTBI-
BaeTCs
u3
daiina
B KOH-
Teiine-
pe.
ingress- 3amaer mabiaon koHdurypamun Angie ms pecypcea Ingress. IIo
YMOJI-
YAHUIO
mao-
JIOH
CUUTHI-
BaeTCst
u3
daitna
B KOH-
Teiine-
pe.
virtuals 3ajaer mabsiaon kouduryparuu Angie mist pecypca VirtualServer. ITo
YMOJI-
YAHWIO
mab-
JIOH
CUYUTDI-
BaeTCs
u3
daiia,
B KOH-
TelHe-
pe.

2.4 GlobalConfiguration
Pecypc GlobalConfiguration mozsosisier Bam onpeieuTh riobaibibie mapaMmerpbl Kondurypamun ANIC.
OH peajm30BaH Kak MOJIL30BATEILCKII PECyPC.

Pecypc nomep:xuBaer HacTpoiiKy mnpociymuBaresieil st banancuposku Harpysku TCP u UDP. Ilpo-
ciymmBaTen Tpedytorces pecypcam TransportServer.
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2.4.1 TpepBapuTenbHble TpeboBaHUs

IIpu ycranoske ANIC ¢ manudecramu HeoOXOAMMO yKasaTh cchlLiKy Ha pecypce GlobalConfiguration
B apryMeHTe KOMaHmHOH cTpoku -global-configuration. Hius ANIC Tpebyercs TOIBLKO OIUH PeECype
GlobalConfiguration.

2.4.2 Cneuundmkaums GlobalConfiguration

Pecypc GlobalConfiguration omnpenesnsier riobanbhble napamerpbl konduryparmun ANIC. Huxke npuse-
JIEH TIpUMEP:

apiVersion: k8s.angie.software/vlialphal
kind: GlobalConfiguration
metadata:

name: angie-configuration

namespace: angie-ingress

spec:
listeners:
- name: dns-udp
port: 5353

protocol: UDP
- name: dns-tcp

port: 5353

protocol: TCP

Mone Onucatue Tun Obsiza-
TeNbHO
listene1r CHucoK IPOCIIYIINBATENEH. listener[, Her

2.4.2.1 Mpocaywnsarens

IIpociymuBarens ompejesiser KOMOMHAIIMIO TPOTOKOJIA U HOPTa, KOTOpble Angie OyaeT MCHOIb30BaTDH
npu npueme tpaduka st TransportServer:

name: dns-tcp
port: 5353
protocol: TCP

[Mone Onucaxne Tun Obs3a-
TeNbHO
name WNms mpociymmBaresis. 9To JO/KHA ObITh jomyctumas Merka DNS,  string [la

kak ompeaenerno B RFC 1035. Hanpuwmep, momycrumbr 3Hadenust hello
u listener-123. ms m0/mKHO OBITH YHUKAIBHBIM CPEIU BCEX ITPOCILY-
muBareseil. ms tls-passthrough 3ape3epBUPOBAHO ISl BCTPOEHHO-
ro npociymmmuBarens TLS Passthrough u He MoxkeT ObITH HCIIOIB30BA-
HO.
port Ilopr mnpocaymusBarens. Ilopr momKeH HaxXoIUTbCcs B Juana- int Ha
30He 1..65535 co cremyromumn unckirodeHuaMu: 80, 443, mopr
[crarycal(/angie-ingress-controller /logging-and-monitoring /status-
page). Kombunarus mopra u IpOTOKOJA JIOJKHA OBITH YHHUKAJIbHA
CpeJiu BCeX IIPOCIIYIINBATENEH.
protocol IIporokos mpociaymmBarens. Ilonnep:knaemble 3Havenus: TCP u UDP.  string /[la
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2.4.3 Wcnonb3osaHue GlobalConfiguration
Bui Mmoxkere ucnosib3oBaTh 00bI9HBIE KOMaHALI kubectl myst paborsl ¢ pecypcom GlobalConfiguration.

Hampumep, crnenyromast  womanga —cosmaer pecype  GlobalConfiguration, ompesnenenubiii B
global-configuration.yaml ¢ nmeneMm angie-configuration:

$ kubectl apply -f global-configuration.yaml

globalconfiguration.k8s.angie.software/angie-configuration created

IIpenmonaras, 9To MPOCTPAHCTBO MMEH pecypca Ha3bIBaeTCs angie-ingress, BBl MOXKeTe IOJIYyIUTH pe-
CcypcC, 3allyCTUB!

$ kubectl get globalconfiguration angie-configuration -n angie-ingress

NAME AGE
angie-configuration 13s

B kubectl get m momobHBIX KOMaHIAX TaKXKe€ MOXKHO HCIOJB30BATH KOPOTKOE HMsS gC BMECTO
globalconfiguration.

2.4.3.1 Banngauyus
s pecypca GlobalConfiguration gocTynHbI gBa THITA BAJINAIAIIN:
e CmpyxmypHas easudayus ¢ IOMOIIBIO kubectl u cepsepa Kubernetes API.

e Bcecmoporhss sasudayus ¢ nomorrso ANIC.

CrpykTypHas Banugaums

TTonwpzoBarennckoe ompesenenne pecypca st GlobalConfiguration BKJIIO9aeT CTPYKTYPHYIO CXEMY
OpenAPI, xoTopasi OIUCBIBAET THUII KayKJIOT'O II0JIsl pecypca.

Ecan BBI nonbiTaerech CO31aThb (I/IJII/I O6HOBI/ITB) pecypcC ¢ HapylmieHueM CprKTypHOfI CXEeMbI (HaHpI/IMep,
UCIIOJIb3yeTe CTPOKOBOE 3HAYEHHE JIJIsl [I0JId II0PTa IPOCaymuBaTeis), kubectl u cepsep Kubernetes API
OTKJIOHAT TaKOU pecypc:

e IIpumep mpoBepku kubectl:

$ kubectl apply -f global-configuration.yaml

error: error validating "global-configuration.yaml": error validating
data: ValidationError(GlobalConfiguration.spec.listeners[0].port):
invalid type for
software.angie.k8s.vlalphal.GlobalConfiguration.spec.listeners.port:
got "string", expected "integer"; if you choose to ignore these
errors, turn validation off with --validate=false

e IIpumep nposepku cepsepa API Kubernetes:

$ kubectl apply -f global-configuration.yaml --validate=false

The GlobalConfiguration "angie-configuration" is invalid: []: Invalid
value: map[stringlinterface {}{ ... }: validation failure list:
spec.listeners.port in body must be of type integer: "string"

Ecsu pecypc ne oTKIIOHEH (TO eCcTh He HapylaeT crpykTypHyio cxemy), ANIC nposepur ero jomosiHu-
TeJIbHO.
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BcectopoHHsia Banngauuns

ANIC nposepsier nogist pecypca GlobalConfiguration. Ecim pecype memomyctum, ANIC me Gyner ero
UCIIOJIB30BaTh. PacCMOTPHUM CJIEIYIOIINE B CJIydast:

1. Ecau npu 3amycke nmoma ANIC pecype GlobalConfiguration megomnycrum, ANIC ne cmoxer 3arry-
CTUTHCS U 3aBEPINUAT PAbOTy € OIMNOKON.

2. Ecmm pecype GlobalConfiguration cranosurcs HepeitctBuresnbubiM, kKormaa ANIC zamymien, to ANIC
IPOUTHOPHUPYET HOBYIO Bepcuio. OH coobImuT 06 OMUOKe U MPOJAOIKHUT UCIOJB30BATH [IPEIBIIY LY 0
Bepcuto. Korja pecypc cHoBa craner jeiicrBuresibHbiM, ANIC HadyHeT ero mcIoJib30BaTh.

O IIpumeuannue
Eciu pecype GlobalConfiguration 66wt ynaien Bo Bpems paborsl ANIC, TOT mpOJOIZKUT UCIIOIB30-

BATH IPEBIIYIIYIO BEPCAIO PECYPCA.

Ber moxkere npoBeputsb, yenemno Jjiu ANIC npumenns koudurypanuto s GlobalConfiguration. s
namero pecypca GlobalConfiguration angie-configuration Mbl MOYXKEM 3aIyCTUTD:

$ kubectl describe gc angie-configuration -n angie-ingress
Events:
Type Reason Age From Message

Normal Updated 11s angie-ingress-controller GlobalConfiguration
angie-ingress/angie-configuration was updated

J

O6parure Buumanue, 910 paszzaen "Coboirusa" (Events) Britouaer cobpirue Normal ¢ npuunnoit Updated,
KOTOpO€e MH(MOPMUPYET HAC O TOM, UTO KOH(PUTYpaITHs ObLIa YCIEITHO TPUMEHEHA.

Ecim BbI coznamure Henomycrumblii pecypce, ANIC orkiionuT ero u Beigact coobitTue Rejected. Hampumep,
ecsiu BoI cospaaure pecypce GlobalConfiguration angie-configuration ¢ HECKOJIBKUMU TPOCITY IIIMBATEISIMHE,
I8 KOTOPBIX 33JIaH OJuH U TOT Ke mpoTokoal UDP u mopt 53, BBI nosry4nTe:

$ kubectl describe gc angie-configuration -n angie-ingress

Events:

Type Reason Age From Message
Normal Updated 55s angie-ingress-controller GlobalConfiguration

angie-ingress/angie-configuration was updated

Warning Rejected 6s angie-ingress-controller GlobalConfiguration
angie-ingress/angie-configuration is invalid and was rejected:
spec.listeners: Duplicate value: "Duplicated port/protocol combination
53/UDP"

ObpatuTe BHUMaHue, 4TO pasgen "Coburus" (Events) BRINYaeT NpeAylIpexpawiee
cobrTHe C yKa3aHHeM IPUYKHH OTKJIOHEHUH .
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2.5 Policy

Pecypc Policy mozBosister HacTpanBaTh Takue (DyHKIINH, KAK KOHTPOJIb JOCTYIIA U OTPAHUYIEeHNE CKOPOCTH;
UX MOXKHO JI00aBUTb K BawmuM pecypcam VirtualServer u VirtualServerRoute.

OH peaJin30BaH Kak I110/1b30BATEICKUI PECyPC.

DTO crpaBovHas JTOKyMeHTaIus o pecypey Policy.

2.5.1 MpepgBaputensHble TpeboBaHus

Tlomuruku paboraror coBmecTtHO ¢ pecypcamu VirtualServer u VirtualServerRoute, KoTopble HEOOX0IUMO
CO3/IaBaTh OTJIEJIHHO.

2.5.2 Cneuyudmkaumns Policy

Huke npuBeieH npumMep HOJUTHKH, KOTOpas pa3pelraeT JOCTYI KiaueHTaM u3 nojcetun 10.0.0.0/8 u
3aIpeIaeT JOCTYI JIOOBIM JPYTUM:

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:

name: allow-localhost

spec:
accessControl:
allow:
- 10.0.0.0/8
[Mone OnucaHne Tun Obs3a-
TeNbHO
AccessCc IlomuTnka KOHTPOJIS JIOCTYIIA, OCHOBaHHas Ha IP-aapece KiaueHTa. AccessCc Her
ingress( YkaswiBaer, kakoit skzemmisip ANIC momken obpabareiBarh pecypc string Her
Policy.

rateLim: [losuTuka orpaHmvueHus CKOPOCTH YIIPABJAET CKOPOCThIO 00paborku  RateLim: Her
3aIIPOCOB II0 OIIPEJIEJIEHHOMY KJIIOTY.

basicAuil IlomuTuka 6a3oBoit ayrentudukanuu Hacrpausaer B Angie ayrentn- BasicAul Her
bUKaAINIO KJIMEHTCKUX 3aIIPOCOB C UCIOJb30BaHUEM H6A30BOI ayTeHTH-
dukarmuu HTTP o yuerHbIM HaHHBIM.

ingress! Ilosmruka IngressMTLS nactpanBaer npoBepky ceprudurara kiaunen-  Ingressh Her
Ta.

egressM] [lommruka EgressMTLS nacrpanBaer ayrenrtudukanuio u uposepky FEgressM' Her
cepruduKaTa ancTpuMa.

0IDC ITomuruka OIDC macrpamBaer ayrenTmdukanuio depe3 npoBaiimepa OIDC Her
OIDC.
JIWT Homuruka JWT nacrpamBaer Angie s ayrenrudukanun 3ampocos JWT Her

kanenTos ¢ ucnosab3osanueM JSON Web Tokens.

(i ) IIpumeuanue

Iosmruka JOJI2KHa BKJIIOYATb B cebst POBHO OJJHO 3Ha4Y€HUE.

2.5.2.1 AccessControl

TTouTuka KOHTpOJIsS OCTyNa HAaCTpanBaeT B Angie OTKJIOHEHWE WIN MIPUHATHE 3aIIPOCOB OT KJIHEHTOB C
ykazanubiMu [P-anpecamMu u moiceTsMu.
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Hampumep, ciemyrorias MOJUTHKA pa3pernraeT JOCTYI KjineHTaMm u3 mnojcetn 10.0.0.0/8 u 3amperaer
JIOCTYTI JTEOOBIM JPYTHM:

accessControl:
allow:
- 10.0.0.0/8

Hamporus, mpuBeeHHast HuzKe MOJUTHKA JeslaeT 00paTHOe: 3amperaeT JocTyn Kianeatam ¢ 10.0.0.0/8
7 Pa3pemiaeT JOCTYII JIOOBIM IPYTUM KJIMEHTAM:

accessControl:
deny:
- 10.0.0.0/8

(i ) IIpumeuanue

OyHKINS pean30BaHa ¢ UCIOIb30BaHeM Moy Angie Access. [lomutuka kouTposs mocryna ANIC
noziepKuBaeT Jubo paspemiaomniye, Jubo 3ampenanlye IPaBuia, Ho He 06a Buja cpa3y (B oTiudue
0T MOJLYJIsA).

Mo-  Onucanmne Tun 0bs3a-
e TENBbHO

allow Paspemaer moctyn mjist yka3aHHBIX cereil mim aapecoB. Hampumep, 192.  string[ Her

168.1.1 miam 10.1.1.0/16. ]
deny 3armperaer JIOCTYII JJIsl YKA3aHHBIX ceTeil uin ajpecos. Hanpumep, 192.  string[ Her
168.1.1 mim 10.1.1.0/16. ]

AccessControl moszken BrIo4aTh 160 allow, 6o deny.

Moseaenune cnusnua AccessControl

Pecypc VirtualServer uinu VirtualServerRoute MoxkeT cchliarhcsi Ha HECKOJIBKO IOJIMTUK KOHTPOJISI J1O-
cryna. Hampumep, 3/1ech MBI CCBLIAEMCsI Ha JiBe MOJUTUKH, B KayKJOil M3 KOTOPBIX HACTPOEH CIIMCOK
paspeleHumii:

policies:
- name: allow-policy-one
- name: allow-policy-two

Korma BbI cchutaeTech HA HECKOJIBKO MOJUTHK KOHTPOJsA nocryna, ANIC obbenHuT UX COoepKUMoe B
OJINH CIIUCOK PA3PEIIeHUl NN 3aIPETOB.

CcblUIKM Kak Ha, pa3peliarolnue, TakKk U Ha 3allpellalonie IIOJUTUKH, KaK ITIOKa3aHO B IIpUMepe HU>Ke, He
IIOAAEPZKUBAIOTCA. Ecim YKa3aHbI CCBLJIKN KaK Ha pa3peniatonue, Tak 1 Ha 3allpelialoniue CIIMCKY, ANIC
UCIIOJIB3YET TOJIBKO HOJINTUKU PA3PEHUIAIOIMUX CIIMCKOB.

policies:
- name: deny-policy
- name: allow-policy-one
- name: allow-policy-two

2.5. Policy 24



Angie
Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

RateLimit

TTomTuka orpanuveHns CKOPOCTH HACTpaWBaeT B Angie orpaHudeHne CKOPOCTH 00pabOTKHU 3aITPOCOB.

Hampuwmep, ciemyrorias MOJUTAKA OTPAHUYUAT BCE TOCJIEIYIOIINE 3AITPOCHI, MOCTyIaonue ¢ oauoro 1P-
aJipeca, TP IPEBBINIEHNN CKOPOCTU B 10 3aI1pocoB B CEKYHJLY:

ratelLimit:
rate: 10r/s
zoneSize: 10M
key: ${binary_remote_addr}

© IIpumeuanue

OyHKIMs peajn30BaHa C UCIOJIb30BaHneM Moyt Angie Limit Req.

None Onucatwve Tun Obs3a-
TEsbHO
rate Honyctumasi ckopocTh 3anpocoB. CKOpOCcTh yKasblBaeTcs B 3ampocax string Ja
B cekyHy (r/s) miam 3ampocax B MEHYTY (r/m).
key Kirou, k koTopoMmy npumensiercs orpanmdenune ckopoctu. Moxker co- string a

JIepKaTh TEKCT, IepeEMEHHbIe niin nX Komounaruio. [lepemennnre q0s1x-
vbl 3akiodeHsl B ${}. Hanpumep: $binary_remote_addr. lomy-
cTuMble 1iepeMeHHble: $binary_remote_addr, $request_uri, $url,
$http_, $args, $arg_, $cookie_.

zoneSiz¢ Pasmep 30HBI pazmesnsemoit mamsaTtu. Jlomyckarorcst ToabpKo monoxkun- string a
TenbHbIE 3HaMeHns. JlomycTumbie cyduKcen - k nim m; ecan cyddure
He 33J1aH, IIpe/rosaraercd k.

delay YKa3bIBaeT TpeiesT, TPU JOCTUKEHUU KOTOPOTO M30BITOYHBIEC 3aIIPOChl  int Her
CTAHOBSTCH OTJIOXKEHHBIMU. K/l 3TOT mapamMeTp He 3aJaH, 33JI€PKU-
BAIOTCs BCE M30OBITOYHBIE 3AITPOCHI.

noDelay OTkia0o9aeT 3aJIEpXKKY H30OBITOYHBIX 3AIIPOCOB MIPU OIPAHUYEHUU KO- bool Her
JmdecTBa 3anpocoB. meer mpuopurer Haj delay, eciau 3ajaHbl 00a
napaMeTpa.

burst M36bITOUHBIE 3AIPOCH 3a/IePXKUBAIOTCS IO TeX IMOP, IMOKa WX KoJjinde-  int Her
CTBO He IIPEBBICUT pa3Mep burst, mocje 4ero 3alpoc 3aBepliaeTcs C
OIHOKOIA.

dryRun  Bkiriouaer pexkum cyxoro mporona. B sTom pexxmme orpanndenue cko-  bool Her
pocTr HaKTUIECKH HE TMPUMEHSAETCS, HO KOJTHIECTBO N3OBITOUHDBIX 3a-
[IPOCOB yYUTHIBAETCS, KAK OOBIYHO, B 30HE PA3JIEJIsIeMOM ITaMSITH.

logLleve! YcTaHaBIMBAaET JKeJIaeMbIil yPOBEHb BeJEHH JKypHaja I ciaydaeB, string Her
KOTJIa CepBep OTKA3bIBAETCS 00PabaThIBATH 3AIIPOCHI M3-3a IIPEBBIIIIE-
HUSI CKOPOCTH WJIU 33JIePXKUBaeT 00paboTKy 3ampocoB. JlomycTumbie
3HaveHus: info, notice, warn win error. 3HaYeHHE 110 YMOJTIAHHIO -
error.

rejectCc 3ajiaeT KOJ[ COCTOSTHUS, BO3BPAIAEMBIl B OTBET HA OTKJIOHEHHBIE 3a-  int Her
MIPOCHI. 3HAYEHNE JOJIXKHO TONaIaTh B Auamna3oH 400. .599. Suauenue
oo ymMoJr9aHuio - 503.

st ka0l TOJUTHKY, Ha KOTOPYIO ccbuiaercs VirtualServer miam ero VirtualServerRoute, ANIC cre-
HEPHUPYET eJUHYI0 30Hy OrPAHUYEHUs] CKOPOCTH, OIPEIEJIEHHYIO TUPEKTUBOH limit req zone. Eciu msa
pecypca VirtualServer ccpuratrorcst Ha ogHy u Ty ke noiautuky, ANIC cremepupyer jiBe pasHble 30HBI
OTpAHUYEHUsT CKOPOCTH, 10 OHOM Ha KaxKaplil VirtualServer.
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MosepeHue cnusvusa RateLimit

Pecypc VirtualServer mim VirtualServerRoute mMoxkeT cchliaThesi Ha HECKOJIBKO MOJUTUK OTPAHUYEHUS
ckopoctu. Hanpumep, 3/1ech MbI CChLIAEMCs Ha JIBE TIOJTUTHKM:

policies:
- name: rate-limit-policy-one
- name: rate-limit-policy-two

Kora BeI ccbliaeTech Ha HECKOJIBKO HOJIUTHK orpanndenus ckopoctu, ANIC nacrpour B Angie ucrosb-
30BaHME BCEX YKA3aHHBIX OTPAHUYEHHI CKOpPOCTH. Eciam ompeaeseHo HEeCKOJIBLKO MOJUTHK, KaKJas JIO-
IIOJIHUTEJIbHAA IIOJIMTUKA HacaeayeT napaMmerpol dryRun, Loglevel u rejectCode n3 nepBoif IOJINTUKH,
Ha KOTOPYIO WJIET cchblika (rate-limit-policy-one B Ipumepe BbIIIE).

2.5.2.2 BasicAuth

HacrpauBaer B Angie ayreHTr(UKAINIO KJIMEHTCKUX 3aIllPOCOB IIPH MOMOIIHM 0OA30BOI CXeMbI ayTeHTHU-
dukarun HTTP.

Hampuwmep, ciaemyomast moautuka OyIeT OTKJIOHATH BCE 3aIIPOCHI, KOTOPBIE HE COJEPKAT JIEHCTBUTE b
HYI0 KOMOWHAITMIO UMEHN MOJIb30BaTe s u mapos B 3arososke HTTP Authentication

basicAuth:
secret: htpasswd-secret
realm: "My API"

O IIpumeuannue

OyHKIUS pean30BaHa ¢ UCIOJb30BanueM Moy Angie Auth Basic.

[Mone Onucaxne Tun Obs3a-
TeNbHO

secret Uma cekpera Kubernetes, B koropom xpanmrcs koHbwurypamust string Ja
Htpasswd. O jgomkeH HAXOIUTHCS B TOM K€ IPOCTPAHCTBE WMEH,
aro u pecypc Policy. Cekper nomkeH mmerh Twi angie.software/
htpasswd, a KoHMUIYpaIUs AOKHA XPAHUTHCH B CEKPETE IO KIIIOTY
htpasswd; B IPDOTUBHOM ClIy4ae CEKpeT OyJeT OTKJIOHEH KaK HeJeil-
CTBUTEJILHDIHA.
realm Ob6sacTp m1a 6a30B0il ayTeHTHDUKAIIIN. string Her

Moseaenune cnusivua BasicAuth

Pecypc VirtualServer nin VirtualServerRoute MoxkeT cebliiaThest Ha HECKOJIBKO TOJUTUK 0A30BOM ayTeH-
tudukanuu. IIpn sTom Gyner IpUMeEHATHCA TOJBKO O/HA W3 HUX. Bce IMOC/emylonme CChUIKH OyIyT
npourHopupoBanbl. Hampumep, 37€Ch MbI CCBLJIAEMCs Ha, JIB€ HOJUTUKU:

policies:
- name: basic-auth-policy-one
- name: basic-auth-policy-two

B srom mpumepe ANIC Gyzmer ucnosb3oBaTh KOH(MUIYPAIUIO U3 MEPBON CCHIIKKM Ha MOJUTHKY "basic-
auth-policy-one" n urnopupyer "basic-auth-policy-two".
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2.5.2.3 IngressMTLS
TTomuruka IngressMTLS nacrpanBaer npoBepky cepTuduKaTa KIUEHTA.

Hamnpuwmep, cirenytformas mosmruka OyaeT IpoBepsaTh cepTudUKAT KJINEHTa, UCHOb3ys ceprudukar Ilen-
tpa Ceprudukarym, yKa3aHHblil B ingress-mtls-secret:

ingressMTLS:
clientCertSecret: ingress-mtls-secret
verifyClient: "on"
verifyDepth: 1

Huxe npusesien npumep ingress-mtls-secret Tumna angie.software/ca

kind: Secret
metadata:
name: ingress-mtls-secret
apiVersion: vl
type: angie.software/ca
data:
ca.crt: <base64encoded-certificate>

Y pecypca VirtualServer, koropsriit ccbuiaercst Ha moautuky IngressMTLS, mo/kHO OBITH Cilemyronue
HaCTPOUKU:

e BKJOUYeHa mepmurayus TLS.

® CCHUIKA Ha MOJUTUKY B cnevugurayuu VirtualServer. He paspeniaercst cCbLIaTbCs Ha MOJTATHKY
IngressMTLS B wmapwpyme wnu enoorcennom mapupyme VirtualServerRoute.

Eciu st yenoBust napyienst, Angie 6yJeT OTIpaBisiTh KJIXEHTaM KoOJ| cocTosiaust 500.

Bor Mmoxkere mepeaBaTh cBesieHUsT O cepTudUKaTe KJIMEHTa, BKIIOYas CaM CepTH(UKAT, CepBepaM arcT-
puma. Hampumep:

action:
proxy:
upstream: webapp
requestHeaders:
set:

- name: client-cert-subj-dn
value: ${ssl_client_s_dn} # subject DI
- name: client-cert
value: ${ssl_client_escaped_cert} # kauenwmckul cepmugukam e popmame PEM
< (urlencoded)

Mber ucnosibdyem napamerp requestHeaders B Action. Proxy njst 3ajanusi 3HAYEHUN JIBYX 3ar0JIOBKOB,
koropble Angie Oyner mepemaBarh cepBepam arncrpuMa. CM. CIUCOK BCTPOEHHBIX TIEPEMEHHBIX, TIO/IED-
JKUBaeMbIX MOjysieM SSL, KOTopble BbI MOXKETEe UCIOJIB30BATh JJIsI TIepeiadll CBEJIeHH O cepruduKaTe
KJINEHTA.

© IIpumeuannue

QyHKINA peaTn30BaHa ¢ UCIOJIb30BaHneM Moy Angie SSL.

Ncnonb3oBaHue cnucka oT3biBa CepTI/I(bMKaTOB

Tomuruka IngressMTLS momuepxkuBaer nacrpoiiky cimcka CRL s mosutuku. 910 MOXKHO CJ1e1aTh
OJTHUM U3 JIBYX CIIOCODOB.
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(i ) IIpumeuanue

O,ﬂHOBpeNIeHHO MO2KHO HCITIOJIB30BaThb TOJIBKO OJIUH U3 3TUX ITapaMeTpOB KOH(l)I/II‘ypaLI‘I/II/I.

1. Jdobasiienne B Tuil cekpera angie.software/camoss ca.crl, KOTOPOe COJEPKUT CIIMCOK OT3bIBA
ceprudukaToB B Konuposke base64. [Tpumep YAML:

(kind: Secret
metadata:
name: ingress-mtls-secret
apiVersion: vl
type: angie.software/ca
data:
ca.crt: <base64encoded-certificate>
ca.crl: <base64encoded-crl>

2. Jlobasnenwue mouist crlFileName ¢ umenem CRL-daitna B cierudukanuio nomutuku IngressMTLS.

O IIpumeuannue

DTOT IapaMeTp KOH(MUIypaIuu CJIeayeT UCIoIb30BaTh ToIbKO pu Hajanunun CRL-daitia pas-
mepom bostee 1 MB; B mporuBHOM Cilydyae peKOMEHIyeTCst UCIOJIb30BaTh st yupasiaeans CRL
THI ceKpeTa angie.software/ca.

IIpumep YAML:

apiVersion: k8s.angie.software/vl

kind: Policy

metadata:

name: ingress-mtls-policy

spec:

ingressMTLS:
clientCertSecret: ingress-mtls-secret
crlFileName: webapp.crl
verifyClient: "on"
verifyDepth: 1

A TIpenynpexxnenue

IIpu nacrpoiike CRL ¢ nomomnisio nosns ingressMTLS.crlFileName ciie/lyeT y4nuTHIBATDH JOHOJIHU-
TEJIbHBIA KOHTEKCT:

1. ANIC oxwumaer, aro CRL, B marnuoM ciaydae webapp.crl, Oyier HAXOAUThCs B KaTajore /etc/
angie/secrets. /Ins pazseproiBanns ANIC HeoOxomMo Oy1eT 100aBUTh TOUKY MOKIIOYEHUS
toma. Jlobasbre cBoit CRL B kaTasor /etc/angie/secrets.

2. IIpu obuosienun cogepxumoro cnucka CRL (manpumep, GbLI 0TO3BaH HOBBIA ceprudukar)
Angie HE0OX0IMMO TIEpE3Arpy3UTh, YTOOBI OTPA3UINCH MOCJTEIHIE U3MeHeHusl. B 3aBucumocTn
OT BaIlleil cpejibl JIJIsi TOro MoOXKeT moTpeboBarbest obHOBUTH uMst cricka CRL u mpumennTh
9TO0 OOHOBJIEHUE K MOJINTHKE ingress-mtls.yaml, 9To6bl Angie MOJIy9HII TOCJIETHIOI BEPCUIO

CRL.

Ob6parurech K pokymenTarnun Kubernetes mo Tomam, 9T00bI HANTH HAWIYUIIYO PEAJMIAIIIO /TSl BaIlei
CpeJibl.
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Mone OnucaHne Twun Obssa-
TeNbHO

clientCe¢ Ums cexpera Kubernetes, B koropom xpanutcs ceptudurar nearpa string [a
ceprucdukarym. OH JTOXKEH HAXOAUTHCS B TOM K€ IIPOCTPAHCTBE NMEH,
qaro u pecypc Policy. Cekper joiken nMerh Tul angie.software/ca,
a KOH(UTYpAIHs JIOJZKHA XPAHUTHCI B CEKPETe IO KJIIOUy ca.crt; B
IIPOTUBHOM CJIydae CeKpeT OyJIeT OTKJIOHEH KaK HeJ[efICTBUTEIbHBI.

verifyC. Bepudwuranms mis kiamenrta. Homycrtumbre 3madenwst: "on", "off", string Her
"optional", "optional_no_ca". 3HaueHHe IO YMOJIYAHUIO - "on".

verifyDe YcraHaBImBaeT IVIyOMHY IIPOBEPKH B I[ENIOYKE KJIMEHTCKHUX ceprTudu- int Her
KaTOB. JHAYEHUE 10 YMOJIAHUIO PABHO 1.

crlFilel Uwms daitna crmcka or3biBa ceprudukaros. ANIC Gyaer nckarb sTor  string Her
daitn B KaTasore /etc/angie/secrets

Mosepenne cnuanus IngressMTLS

Pecypc VirtualServer mozxker ccbLiaTbCst TOJIBKO Ha oiHy moiuTuky IngressMTLS. Bcee nociemyromniue
CCBLJIKY OY/IyT IIPOUrHOpUpOBaHbl. Hampumep, 3/1€Ch MBI CCBLIAEMCs Ha JIBE IMOJIUTUKMA:

policies:
- name: ingress-mtls-policy-one
- name: ingress-mtls-policy-two

B stom mpumepe ANIC 6yner mncmosb3oBaTh KOHMDUTYPAIMIO M3 TEPBOH CCBUIKH HA TOJUTHKY
ingress-mtls-policy-one u urHopupyer ingress-mtls-policy-two.

2.5.2.4 EgressMTLS

EgressMTLS nacrpaunBaer ayTeHTU(DUKAIMIO U IIPOBEPKY CEPTUMUKATOB JIJIsT AlICTPUMOB.

Hanpuwmep, ciemyromas mosmruka OyJieT NCHOAB30BaTh egress-mtls-secret juist ayreHTUUKAIUT B
MIPUJIOZKEHUN AICTPUMA U egress-trusted-ca-secret /st TPOBEPKH CePTUMUKATA TPUIIOKEHIIS:

egressMTLS:
tlsSecret: egress-mtls-secret
trustedCertSecret: egress-trusted-ca-secret
verifyServer: on
verifyDepth: 2

O IIpumeuannue

OyHKINS peajin30BaHa ¢ UCIOJb30BaHuEeM Moyt Angie Proxy.
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Mone OnucaHne Tun Obssa-
TeNbHO

tlsSecre¢ Mwmsa cekpera daitna Kubernetes, B kotopom xpansitcs ceprudurar u  string Her
kiaod TLS. Ou mo/KeH HaXOJUTHCS B TOM K€ IPOCTPAHCTBE HMMEH,
qaro u pecypc Policy. Cekper no/ikeH umerhb Tl Kubernetes.io/tls,
cepTuduKaT - XPAHUTHCS B CEKpEeTe TI0J KJIYOM tls.crt, a K9 -
KaK tls.key; B IPOTHBHOM CJIydae CEKPET Oy/1eT OTKJIOHEH KaK Hesei-
CTBUTEJIbHBINA.
trusted( Mmsa cekpera Kubernetes, B kxotopom xpanurcs ceprudukar mearpa string Her
CepTI/I(bI/IKaLLI/II/I. OH JIOJIZKEeH HaXOAUTHCA B TOM 2Ke IIPOCTPaHCTBE UMEH,
qaro u pecypc Policy. Cekper jo/ken nMerh Tul angie.software/ca,
a KOH(Uryparust JT0/2KHA XPAHUTHCS B CEKpETe IO KJII0Jy ca.crt; B
[IPOTUBHOM CJIydae CEeKpeT Oy/1eT OTKJIOHEH KAaK He/IeHCTBUTEIbHBIH.

verifySe¢ Brumouaer nposepky ceprudurara HTTPS-cepsepa amcrpuma. bool Her

verifyDe YcranapimBaeT riiyOMHY IIPOBEPKHU B I[ENOYKE CEPTUMUKATOB IPOKCH- int Her
pyemoro HTTPS-cepeepa. 3HadeHue 10 yMOJTYAHUIO PABHO 1.

sessiont [losBosisier OBTOPHO HCIOIB30BaTh SSL-ceaHchl K amcTpumaMm. 3Ha-  bool Her
YeHUe 110 YMOJIAHUIO PABHO true.

serverN: Ilo3Bomster mepemaBaTh UM cepBepa depe3 pacmmpenne SNI. bool Her

sslName Ilo3BouisieT epeonpeenTh UMs CEPBEPA, UCIOJIb3yeMOe jisd IpoBep- string Her
ku ceprudurara HTTPS-cepsepa ancrpuma.

ciphers VYxkasbiBaer pasperrennbie mmdpst s 3anpocoB K HTTPS-cepsepy string Her
arcTpuMa. 3HadeHue o ymosrdanuio - DEFAULT.

protoco’ 3ajsaer mpoTrokosbl st 3anpocoB K HT'TPS-cepeepy ancrpuma. 3ua- string Her
YyeHue 1o ymosyanuio - TLSvl, TLSv1.1, TLSv1.2.

Mosepenue cnusHua EgressMTLS

Pecypc VirtualServer ninun VirtualServerRoute moxker ccpuiaTbest Ha HeCKOIbKO moauTuk EgressMTLS.
IIpu sToM GyieT TpUMEHSTHCST TOJIBKO OJTHA U3 HUX. Bee mocie Iy orue cChbUIKI 6y Iy T TPONTHOPUPOBAHBL.
Hanpuwmep, 371ech MBI CCBIITAEMCS HA JIBE TTOJIATUKIL:

policies:
- name: egress-mtls-policy-one
- name: egress-mtls-policy-two

B srom mnpumepe ANIC Oymer wncnonb3oBaTh KOHMDUIYDPAIMIO U3 I[EPBOM CCBUIKH Ha, IOJUTHKY
egress-mtls-policy-one u urnopupyer egress-mtls-policy-two.

2.5.2.5 OIDC

OIDC (OpenID Connect) obecneunBaer yJaoOHYIO ayTeHTUMDUKAIMIO II0JIb30BATENEHl Yepe3 BHENTHEro
poBaiijiepa, UCIOJIb3ysl Oe30MMaCHbIe TOKEHBI JIJIs YIIPABJICHHs JOCTYIIOM B CHCTEME.

O IIpumeuanne
Dra QYHKIMS OTKJIIOYEHa 10 yMOJIYaHu0. UTOOBI ee BKIIFOUUTD, 3a/aiiTe apryMeHT KOMaHIHON CTPO-

K1 enable-oidc=true.

Hosuruka OIDC nacrpauBaer ANIC kax ksment (relying party) s ayrenruduxanuu depes OpenlD
Connect:

policies:
- name: oidc-policy
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Hampuwmep, cireayromiast kouduryparus ucrnosb3yeT client]D myclient u clientSecret oidc-secret g
ayrerTudukanyun depe3 rnposaiigepa OpenlD Connect https://idp.example.com:

oidc:

clientID: myclient

clientSecret: oidc-secret

authEndpoint: https://idp.example.com/openid-connect/auth
jwksURI: https://idp.example.com/openid-connect/certs
tokenEndpoint: https://idp.example.com/openid-connect/token
scope: openid+profiletemail

accessTokenEnable: true

Obs13aTesbHbIE YCIOBHS:

e B cnemudukarmuun VirtualServer 3amaiite obs3arenbuble nepemennble  $jwt_claim_iat,
$jwt_claim_iss, $jwt_claim_sub, $jwt_claim_aud B maps. llepemenunie ob6ecreuanBaOT
BaJIMJAIMIO TOKEHOB B Iiporecce ayrentudukanuu OIDC.

e JlobaBbTe CeKpeT ¢ KIIOYOM KJIMEeHTa. K04 1oKeH ObITh 3aKkoaupoBad B Base64:

apiVersion: vl
kind: Secret
metadata:
name: oidc-secret
type: angie.software/oidc
data:
client-secret: <client_secret>

Tlomarossie HHCTPYKIIUK 110 HACTPOIiKe cM. B ctarbe Hacmpotixa OIDC.

[Mone Onucaxne Tun Obs3a-
TeNbHO

clientIl Unentudukarop KiaueHTa, npejocTaBieHHbli mposaiizepom OIDC. string ga
W neatudunupyer mpuiokenne, KOTOPoe 0OPAIAeTCs 38 ABTOPU3AIIU-
eil.

clientSe Vms cekpera, riae XpaHUTCH K04 KiaumeHTa. JlO/KeH HaXoAuThbcd B string na
TOM 2K€ TIPOCTPaHCTBe mMeH, uTo u Policy.

authEndy URL koHe4YHO# TOYKM aBTOpH3AIlNy, IIPEJOCTABIECHHON IpoBaiiiepoM string ma
OIDC. 910 azpec, M0 KOTOPOMY OYIyT OTIPABIISITHCS 3AIPOCHI JIJIsT
ayTeHTH(OUKAINN TTOJIb30BATEIS.

jwksURI URI, no xoropomy mposaiizep OIDC mpemocraBisier ceprudurarsl string Jga
(JSON Web Key Set) gys nposepku Bblnanubix cepsepom JWT-
rokeroB (JSON Web Token).

tokenEnc URL mrst mosyaenust TokeHOB ayTeHTHhUKAIINN U OOHOBJIEHUS OT IPpO-  string  Jja
Baitmepa OIDC.

scope Cmucok OIDC-o6macreif, KOTOpble HY>KHO 3allpOCUTh y TpoBaiijepa. string 1a
3HadeHne M0 yMOJIYaHWUIO - openid. DTO 3HAYEHWE SIBJISIETCs 00si3a-
TeabHBIM. BBl Takke MOxKeTe J00aBJIATDH JPYTHe O00JACTU, UCIIOb3Y s
3HaK +, HanpuMmep: openid+profile+email.

accessT¢ Bkirouaer mcnosib3oBanmne Bearer-tokena i aBTropmsanuu JIOCTyIIa  bool HET
K 3alllAIIEHHBIM pecypcaM Ha IIPOKCHPYEMOM CepBepe.

(5 ) IIpumevuanue

B pecypcax VirtualServer MoxkHO mCIosib30BaTh TOJNBKO ofHy noautuky OIDC, mpuduem ee MOXKHO
PUMEHATH K pasHbiM MapiipyTaMm VirtualServer. Hampumep, eciiu B KOH(GUIYpaIun €CTh HECKOIBKO
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MapIIPyTOB Jiyisi 00PabOTKY 3aIlPOCOB, BCE OHU MOIYT HCIIOJIb30BaTh OJHY U Ty ke nojautuky OIDC
JIJIS Y TEHTU(DUKAIIAN TI0JIb30BaTe el .

Moseagenne cnusvua OIDC

Pecypc VirtualServer moxker ccpuiatbest Ha Heckosibko mojutuk OIDC. Ilpu sToM Oyjier mpuMeHSITbCS
TOJIBKO OJ[HA W3 HUX. Bee mociemyromme cChlIKu Oy IyT TPOUTHOPUPOBaHbl. Hampumep, 31ech MbI CChLIa-
eMCsl Ha JIBe ITOJIUTUKU:

policies:
- name: oidc-policy-one
- name: oidc-policy-two

B srom mnpumepe ANIC Oymer wucnonb3oBaTh KOHMDUIYPAIMIO U3 MEPBOM CCHUIKH Ha, TOJUTHKY
oidc-policy-one n urnopupyer oidc-policy-two.

2.5.2.6 JWT

Homuruka JWT macrpamBaer B Angie ayTeHTH(MDUKAIIIO 3aIIPOCOB KJINEHTOB ¢ ucmoyb3oBanreM JSON
Web Tokens.

policies:
- name: jwt-policy

(5 ) IIpumevuanue

D1a GYyHKINA OTKIIOYEHA 10 yMOTIaHAI0. UTOObI ee BKIIOUUTD, 3a1aiiTe apryMeHT KOMaHHOI CTpo-
KU -enable-jwt=true.

Cremyromast moJuTUKa OyIeT OTKJIOHSITh BCE 3aIIpOChl, KOTOPhIe He cojepxkatr AefictBurenbubiii JWT B
TokeHe 3aronoska HTTP:

jwt:
realm: MyProductAPI
secret: jwk-secret
token: $http_token

Obs13aTeIbHbIE YCIIOBHS:

e JlobaBbTe CeKpeT ¢ KJIOYOM KJMEeHTa. KiIod J1oKeH ObITh 3aKoaupoBal B Base64:

apiVersion: vl
kind: Secret
metadata:
name: jwk-secret
type: angie.software/jwk
data:
jwk: <client_secret>
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Mone Onucatwve Tun Obsi3a-
TENIbHO
realm O061acTh, KOTOPYIO KJIMEHT YBUUT IIPU 3aIIpOCe ayTeHTuUKaAIuu, Ha- string Ja

[IpUMeEp, CTPOKA, OIICHIBAIONIA 3AITUIIEHHBI PECYPC.
secret  Uwms cekpera Kubernetes, koropsiii xpaaur JSON Web Key (JWK), string ga
UCIIOJIBb3YeMbIH it ipoBepku noanuceir Tokenos JWT. Angie Oyyer
HCIOJIb30BATh KJIIOYHU U3 3TOT0 CeKpeTa Jijis Bajugauu noanuceit JWT
¥ POBEPKHU UX MO InHHOCTH. CeKpeT JIOJI?KeH HAXOIUTHCS B TOM JKe
IpocTpaHcTBe uMeH, ato u Policy.
token VkasbiBaeT, orkyaa HykHO u3Biaedb JWT. Hanpumep, mepemennass string Her
$http_token cchliaercss Ha 3HadeHne 3arosoBka HTTP token, KOTO-
pblit OysteT mepeaH KJIneHTOM.

Mosepexue cnuauua JWT

Pecypc VirtualServer moxer ccbiarbest Ha Heckoabko mojutuk JWT. Ilpu atom Gyner npumMeHATHCs
TOJILKO OJTHA U3 HUX. Bee mocsie iy fomume ceblIKU Oy Iy T MpOUrHOpupoBanbl. Hampumep, 3/1eCh MbI CChLIa-
eMCsl Ha JIBe ITOJIUTUKU:

policies:
- name: jwt-policy-one
- name: jwt-policy-two

B stom mpumepe ANIC 6yner mncmosb3oBaTh KOHMDUTYPAIMIO M3 TEPBOH CCBUIKH HA TOJUTHKY
jwt-policy-one m urHopupyer jwt-policy-two.

2.5.2.7 TpumeHeHue nNonnTuK

TlomTuky MOXKHO IPUMEHSITH Kak K pecypcaM VirtualServer, rak u x VirtualServerRoute. Hanpumep:

- VirtualServer:
apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
namespace: cafe
spec:
host: cafe.example.com
tls:
secret: cafe-secret
policies: # spec policies
- name: policyl
upstreams:
- name: coffee
service: coffee-svc

port: 80
routes:
- path: /tea

policies: # route policies

- name: policy2
namespace: cafe
route: tea/tea

- path: /coffee

policies: # route policies

- name: policy3
namespace: cafe
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action:
pass: coffee

B ciiyuae VirtualServer mosmmTuky MOXKHO IPUMEHUTD:
® ISl BCEX MapIIPYTOB (HOJUTHKY crerudukanim)
® K OUPEEJEHHOMY MAapIIpyTy (IIOJUTUKA MApPIIPYyTOB)

ITouTuKM MapHIpyTOB UMEIOT IIPUOPUTET HAJL MOJIUTHKAMHU crieludukaimn mozo sce muna. Ecin
B IIpUMepe BBIIIEe TUII IIOJIUTUK policy-1 u policy-3 - AccessControl, To /g 3apocos K cafe.
example.com/coffee Angie npumennr policy-3.

ITepeonpenenenne obecrieunBaercss Angie: MOIUTHKY CIENUMUKAIIN PEATU3YIOTCA B KOHTEKCTE
KOH(MUIYpAIUU Server, a MOJUTUKN MAPIIPYTOB PEAJn3yIoTcsd B KOHTeKcTe location. B pesymn-
TaTe IPUOPUTET B PaMKaxX OJHOI'O TUIIA UMEIOT IIOJUTUKHN MapIIPyTOB.

e Pecypc VirtualServerRoute, Ha KOTOpPBIil ccbliaeTcsi yKasaHHbIi Bbimnie VirtualServer:

r

apiVersion: k8s.angie.software/vl
kind: VirtualServerRoute
metadata:

name: tea

namespace: tea

spec:
host: cafe.example.com
upstreams:
- name: tea
service: tea-svc
port: 80
subroutes: # subroute policies
- path: /tea
policies:

- name: policy4
namespace: tea
action:
pass: tea

B VirtualServerRoute MOXXHO NPUMEHUTH MOJIUTHKY K BJIOXKEHHOMY MapmIpyTy (HOJUTHKH BJIO-
JKEHHBIX MAPIIPYTOB).

[TomuTuKy BIOXKEHHBIX MapHIPYTOB MMEIOT IIPUOPUTET HaJ| HOJUTUKAMU CIeNN@UKAIIN TOTO XKe
Tuna. B npuBeseHHOM Bblllle IpuMepe, e TUI nomTuk policy-1 (B VirtualServer) u policy-4
- AccessControl, To juisg 3apocoB K cafe.example.com/tea Angie Oyjer npumeHsaTh policy-4.
Kak u B cityuae ¢ VirtualServer, nepeormpejiesienne obecrieanBaercsi cpejicrsamu Angie.

ITouTHKY BJIOKEHHBIX MapIIPYTOB BCErJa MMEIOT IPUOPUTET HAJ| IIOJUTHKAMU MapIIPYTOB He3a-
BucuMo ot Tura. Hampumep, mosmruka policy-2 B mapmpyre VirtualServer Gymer nmpournopu-
pOBaHa Ha BJIOKEHHOM MapuipyTe /tea, IIOCKOJBKY y TOIO €CThb CBOU COOCTBEHHBbIE HOJIUTUKU (B
HAIIIEM CJIy9ae 3TO TOJbKO policy4). Ecau 6b1 y BIOXKEHHOrO MapuipyTa He ObLIO IIOJUTUK, TO ObI-
Jia Obl puMeHeHa policy-2. Dr1o nepeomnpeneienue BoimosHsgeT ANIC - konrekcer location juis
BJIOZKEHHOT'O MapHIpyTa OyAeT COlepKaTh JUOO0 MOJUTHKHA MaPIIPyTa, JHOO IMOJUTHKN BJIOXKEHHOT'O
MapuIpyTa, HO He TO U JIPyroe BMeCTe.

2.5.2.8 Heponyctumbie nonnmTnku

Angie 6ysier paccMaTpuUBaTh HOJUTHKY KaK HEJIEHCTBUTE/ILHYO, €CJIM BBIIOJIHAETCS OJIHO U3 CJIEIYIOMIUX
YCJI0BU:

e Ilonuruka He IIPOXOOUT GCECTNOPOHHION (30,4/1,’&()@/14”7().

e IlosmTuka OoTCyTCTBYET B KJIacTepe.
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e IlosimTuKa He COOTBETCTBYET TPEDOBAHUSIM, IIPEIbsIBJIsIEMbIM K €6 KOHKpeTHOMY Tuily. Hampumep,
nmosuTuka ingressMTLS Tpebyer, uTobbl B VirtualServer 6pura BrinoueHa Tepmunanms TLS.

B ciyuae megonycrumoit monutuku Angie Bo3spaiaer Ko cocrosiaust 500 JjIst KJIMEHTCKUX 3aIPOCOB CO
CJIETYIONUMHU TTPABUIAMUT:

e Fcsim  wa  mosmTwmky — ccbutaeTcss  MapupyT — VirtualServer  wim  BIOXeHHHN MapmpyT
VirtualServerRoute, Angie Oymer BosBpamnars Koy cocrostaus 500 st 3anpocoB kK URI Ta-
KOO MapIIpyTa.

e Ecim ceblika Ha MOJIMTHUKY 3aJaHa B choemuduxanuu VirtualServer, Angie Oymer Bo3Bpamarh KO
cocrostaust 500 myrst 3ampocos ko Bcem URI sroro VirtualServer.

Ecin nonmuruka Hepeiicrsuresibia, VirtualServer uinu VirtualServerRoute 6yner umers cmamyc ¢ npedy-
npesicderuem O COCTOSTHUU U COODITEHNEM, OObICHSIONAM, IT0YeMy HOJUTHKA He ObLIa IPU3HAHA, Helel-
CTBUTEJILHON.

2.5.2.9 Banupauus
st pecypca Policy mocTymHbI gBa TUITA BAJTUIAIIN:
o Cmpyxmypnras earudayus ¢ oMoribio kubectl u cepsepa Kubernetes API.

e Bcecmoponnas easudayus ¢ nomomnisio ANIC.

CrpykTypHas Banugauus

TTosb30oBaTeILCKOE OMpeiesieHne pecypca ist Policy Bkitouaer crpykryphayto cxemy OpenAPI, koropast
OTIMCHIBAET THII KaXKJIOTO TIOJISI Pecypca.

Ecsin BBl nmombitaerech co3zaTh (Min OGHOBUTH) PECypPC, KOTODBI HADYIIAET CTPYKTYDHYIO cxemy (Ha-
[IpUMep, KCIOJIb3YeT CTPOKOBOE 3HAYEHMEe BMECTO MaCcCHBa CTPOK B mojie allow), To kubectl u cepsep
Kubernetes API orkJjionsiT pecypc.

o IIpumep mpoBepku kubectl:

kubectl apply -f access-control-policy-allow.yaml

error: error validating "access-control-policy-allow.yaml": error validating,
—data: ValidationError(Policy.spec.accessControl.allow): invalid type for,
—software.angie.k8s.v1.Policy.spec.accessControl.allow: got "string", expected
—"array"; if you choose to ignore these errors, turn validation off with --
—validate=false

.

e IIpumep nposepku cepsepa Kubernetes API:

kubectl apply -f access-control-policy-allow.yaml --validate=false

The Policy "webapp-policy" is invalid: spec.accessControl.allow: Invalid value:

—"string": spec.accessControl.allow in body must be of type array: "string"

Ecin pecypc mpotmest ¢cTpyKTYPHYIO BaJHIAIIIO, BBIOJHsIETCs: BcecToponnsist Bamuganus ANIC.

BcectopoHHsia Banngauuns

ANIC mpogepsier mosist pecypca Policy. Eciin pecypc memonycrum, ANIC orkionut ero. Pecypc ocranercs
B kaacrepe, Ho ANIC Gyner urHopupoBaTh ero.

MozkHo ucnonb3o0BaTh kubectl, yTobbI IpoBepuTsh, ycremHo jiu ANIC npumenun koudurypamnuo Policy.
s momuTuky mypolicy MBI MOXKEM 3aIlyCTUTh:

kubectl describe pol mypolicy
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Events
Type Reason Age From Message

Normal AddedOrUpdated 11s  angie-ingress-controller Policy default/mypolicy was,
—added or updated

O6parure BauManue, 4ro pasdzen "Coboirus" (Events) sriouaer cobbirme Normal ¢ upuumHoii
AddedOrUpdated, koropoe nndopMupyer HAC O TOM, 9TO KOHMPUTYpAIHs ObLIa YCIENTHO TPUMEHEHA.

Ecnu BbI coznamure Heomycrumblii pecypce, ANIC orkiionut ero u Beigact coobitue Rejected. Hampumep,
€CJIN BBl CO3JaJUTe MOJUTHKY mypolicy ¢ HemomyctumbiM IP-agpecom 10.0.0. B mose allow, TO BBI
[TOJTY IUTE:

kubectl describe policy mypolicy

Events:

Type Reason Age From Message
Warning Rejected 7s angie-ingress-controller Policy default/mypolicy is invalid,,
—and was rejected: spec.accessControl.allow[0]: Invalid value: "10.0.0.": must be a
—CIDR or IP

O6parure Buumanue, uro paszesn "Cobbirusa" (Events) Bkiodaer npeynpezkjaoliee cobblTre ¢ yKa3a-
HUEM TPUYIUHBI OTKJIOHEHHUS.

Kpowme toro, sra uadopmanus Takxke JOCTyIHA B 1I0Je status pecypca Policy. O6parure BHuManue Ha
paznen "Craryc" (Status) nosmruku:

kubectl describe pol mypolicy

Status:

Message: Policy default/mypolicy is invalid and was rejected: spec.accessControl.
—allow[0]: Invalid value: "10.0.0.": must be a CIDR or IP

Reason: Rejected

State: Invalid

© IIpumeuanue

Eciu ol crienaere cymecrByomuii pecypce uHeneiicrsurensubiv, ANIC oTkjonuT €ro.

2.6 TransportServer

og:description
Pecypc TransportServer st macrpoiiku 6asmancupoku narpy3ku TCP, UDP u TLS
Passthrough 8 ANIC

Pecypc TransportServer mo3BoJisier HacTpanBaTh OaJIaHCUPOBKY Harpysku 1o mporokojam TCP, UDP u
TLS Passthrough. On peajm3oBan Kax 110/1630BaTE/IbCKIIT PECYPC.

D70 crpaBoYHAas JOKYMEHTAIus o pecypcy TransportServer.
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2.6.1 MNpepgBaputensHblie TpeboBaHus

e Jlns TCP u UDP pecypc TransportServer mojKeH HCIOIB30BATHCS COBMECTHO C PECYyPCOM
GlobalConfiguration, KoTopsIil 10KeH OBITH CO3JAH OT/IEIBHO.

e J/Ing TLS  Passthrough  obsizaTespHO — BRIIIOYHTE — [ApaMerp  KOMAHJHONH  CTPOKH
-enable-tls-passthrough 8 ANIC.

2.6.2 Cneuundmkauyunsa TransportServer

Pecypc TransportServer onpesessier KoHpuUryparuio 6ajiaHCupoBKU Harpysku s Tpacduka TCP, UDP
wim TLS Passthrough. Hmxke npuseieHo HECKOIBKO TPUMEPOB:

e Bamancuposka narpysku TCP:

apiVersion: k8s.angie.software/vlalphal
kind: TransportServer
metadata:
name: dns-tcp
spec:
listener:
name: dns-tcp
protocol: TCP
tls:
secret: cafe-secret
upstreams:
- name: dns-app
service: dns-service

port: 5353
action:
pass: dns-app

e Banancuposka Harpysku UDP:

-

apiVersion: k8s.angie.software/vialphal

kind: TransportServer

metadata:

name: dns-udp

spec:

listener:

name: dns-udp
protocol: UDP
upstreams:

- name: dns-app
service: dns-service
port: 5353
upstreamParameters:
udpRequests: 1
udpResponses: 1
action:
pass: dns-app

L J

e Bajancupoeka narpysku TLS Passthrough:

s N

apiVersion: k8s.angie.software/vialphal
kind: TransportServer

metadata:

name: secure-app

spec:

listener:
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host
upst

Se

po
ac

name: tls-passthrough
protocol: TLS_PASSTHROUGH
: app.example.com

reams:

- nhame: secure-app

rvice: secure-app
rt: 8443
tion:

pass: secure-app

Mone OnucaHve Tun Obs3a-
TeNbHO
listene1 IlpociymuBaresib, yepe3 KOTophiii Angie 6yier npuHuMarTh Bxojsiaue Listener Jla
COEJIMHEHUsI W JTaTarPAMMBbI
host Xocr (momenHoe uMsi) cepBepa. DTO JIOJKEH ObITh JOIYCTUMbIH 1101~ string Her
nomeH, Kak ompenenero B RFC 1123, manpumep my-app mim hello.
example.com. JIoOMEHBI C [IOICTAHOBOYHBIMU 3HAKAMU, TAKHE KAK *.
example. com, He jomycKaioTcs. Tpebyercsa s 6alaHCUPOBKU HATDY3-
ku TLS Passthrough.
tls Koudwurypamus repmunarmu TLS. He mompepxkuBaercs nnsa 6anancu-  TLS Her
posku Harpy3ku TLS Passthrough.
upstrear CHOUCOK amcTpUMOB. upstream Ha
/
upstrear Ilapamerps! ancrpuma. Upstrean Het rs
action /leiicTBue, BBIIOJIHIEMOE JjIsl KJIMEHTCKOIO COeIMHEHUsI WK patarpam-  Action  Jla
MBI.
ingress( YkasbpiBaer, Kakoir sk3emiissp ANIC nomken obpabareiBarh pecypc string  Her
TransportServer.
streamS: 3ajaer 10Jb30BaTE/ILCKII (PparMeHT B KOHTEKCTe Stream. string Her
serverS: 3ajaer MoJIb30BATE/ILCKHI (DPArMEHT B KOHTEKCTE Server. string Her
2.6.2.1 Listener

Cebutaercss Ha IPOCIYIIABATENb, dYepe3 KOTOpbiii Angie Oyjer NOpuHUMATL BXOISINUN Tpaduk
Kk TransportServer. Inas TCP u UDP mnpociaymmBarens To/keH OBITH ONpEIEIeH B pecypce
GlobalConfiguration. IIpu ccpliike Ha MpOCTyIIUBATEH JOJKHBI COBIIAAATH KAK UMsl, TAK U IIPOTOKOJI.
s TLS Passthrough ncnosbs3yiiTe BCTpOEHHBIH TpOCTyIInBaTe b ¢ UMeHeM tls-passthrough u mpo-
ToKosioM TLS_PASSTHROUGH.

ITpumep:

listener:

name: dns-udp
protocol: UDP

None OnucaHwve Tun Obs3a-
TeNbHO
name Nmsa npocaymuBaTets. string /[la
protocol IIporokos mpocymuBaTens. string [a
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2.6.2.2 TLS

Tloste tls ompenensier kouduryparmuio TLS gnus TransportServer. Obparure BHuMaHUWE, YTO TEKyIIast
peanmsarus morepkuBaeT repmuHanuio TLS Ha HECKOJIBKUX MOPTAaX, I7e KayKIOMY TPUIOKEHUIO IPHU-
Ha IeXKUT BblesieHubiit mopT. [Ipu sTtom ANIC tepmunupyer TLS-coemnnennst Ha KaxKJIOM MOPTY, TJe
KaKJI0€ TPUJIOYKEHNE MCIOJIb3yeT CBOW COOCTBEHHBIN cepTUMUKAT WM KJIIOY, U HAIPABJISET COEJIMHE-
HUsI COOTBETCTBYIOIIEMY IIPUIIOKEHUIO (CepBUCY) Ha OCHOBE TOTO BXOJsIIero nopra (. e. joboe TLS-
coeJIMHEeHne He3aBUCUMO OT HacTpoek SNI Ha mopry Oyier nepeHanpasieHo B IPUJIOXKEHIE, COOTBETCTBY-
IOIIEe ITOMY IIOPTY).

[Tpumep KoH(bUTypaIum MOKa3aH HAXKE:

[secret : cafe-secret

[Mone Onucaxne Tun Obssza-
TeNbHO

secret Uwmsa cekpera c ceprudurarom TLS u kimouom. Cexkper jo/pken npu- string Her
Ha IJIe’KaTh TOMY K€ IIPOCTPAHCTBY MMEH, YTO M TPAHCIOPTHBIH cep-
Bep. Cekper 0JKeH MMeTh THII kubernetes.io/tls u cojepkaThb
KJIIo4M ¢ uMeHaMu tls.crt u tls.key, comep:kamue cepTudUKAT U
3aKPBITHII KJII0Y, KAK OIHMCAHO 3/I€Ch.

2.6.2.3 Upstream

Ompeiesisier KOHEYHOE MeCTO HasHadeHust i TransportServer. Hampumep:

name: secure-app
service: secure-app

port: 8443

maxFails: 3

maxConns: 100

failTimeout: 30s
loadBalancingMethod: least_conn
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[Mone

OnucaHne

Tun 0bs3a-
TeNbHO

name

service

port

maxFails

maxConns

failTime

loadBalz:

Nms amcrpuma. D10 Jo/KHA OBITH Jomycrumas merka DNS, kak
onpejieieno B RFC 1035. Hampuwmep, gomyctuMbl 3Hadennst hello u
upstream-123. VIMa TOKHO OBITH YHUKAJBHBIM CPEIH BCEX AICTPU-
MOB pecypca.

Hazpanue cepsuca. CepBuc OKEH MPUHAMJIEKATH K TOMY K€ IIPO-
CTPAHCTBY WMe€H, 9TO W pecypc. Ecim cepBuca He cymecTByer, Angie
[IPEJIIIOJIOKHUT, YTO y HErO HeT KOHEYHBIX TOYEK, U Oy/eT 3aKPhIBAThH
KJIMEHTCKUE COCINHEHUA U UTHOPUPOBATH JaTalrPaMMbI.

Ilopr cayx6b1. Eciin y cepuca 3Tor mopT He 3ajaH, Angie mpemoo-
JKWT, 9TO Y HETO HET KOHEYHBIX TOYEK, U OyIeT 3aKPbIBATh KIMEHTCKIE
COEIMHEHUsI U UTHOPUPOBATH JATarpaMMbl. SHAYEHUE JOJ2KHO HAXO-
IMThCcA B aualia3one 1..65535.

3ajaeT IUC/I0 HeYIa9HbIX MOIBITOK YCTAHOBUTD CBA3b C CEPBEPOM, KO-
TOpBIE JOJKHBI IIPOU30NUTHA B TedeHHEe BPEMEHHU, 3aJaHHOIO IlapaMeT-
pom failTimeout, 4TOOBI CepBEP CUUTAJICS HEIOCTYITHBIM. JHAUYECHIUE
o ymMoJrganuio: 1.

3aaeT MAaKCUMAJTIbHOE YUCAO <S_U_ Server>> MOJIKJIIOUEHUN K IPOKCH-
pyeMoMy cepBepy. SHAUEHE 10 yMOJIAHUIO PABHO HYJIIO, 9TO O3HAYAET
OTCYTCTBHE OTpDaHUYEHM. SHAYEHNE 110 YMOJIIAHUIO PABHO O.

3ajiaer BpeMsi, B TeYeHIe KOTOPOI'o JIOJI2KHO ITPOU30ITH yKA3aHHOE KO-
JINYECTBO HEYJIAYHBIX IMOIBITOK YCTAHOBUTH CBSI3b C CEPBEPOM, UTOOBI
CUUTaTh CEPBEP HEJOCTYIHBIM, U II€PUOJ, BpEeMEHHU, B TedeHne KOTOPO-
ro cepBep OyleT CUMTAThCS HEJOCTYMHBIM. 3HAYEHUE [0 YMOIIAHHIO
pasHO 10 cekyniam.

Metos GastaHCUPOBKHM HArpy3Kd MeXKIy cepBepamu arcrpuma. Ilo
YMOJIYAHUIO COEIUHEHUS PACHPEeNeIAIoTCa MeXKIy CepBepaMy II0 Me-
TOZy B3BEIEHHOW IUK/IMIECKOH OaTaHCUPOBKU. JlOCTyITHBIE METOIBI 1
[IOJIPOOHOCTH CMOTPUTE B pazjieiie ACTpum.

string a

string [a

int Ha

int Her

int Her

string Her

string Her

2.6.2.4 UpstreamParameters

Paznuansie napamerps ancrpuma

upstreamParameters:
udpRequests: 1
udpResponses: 1
connectTimeout: 60s
nextUpstream: true
nextUpstreamTimeout: 50s
nextUpstreamTries: 1
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Mone Onucaxne Tun Obs3a-
TeNbHO
udpReque¢ KosmaecTBo mararpaMm, mociie moJry Y€HUs KOTOPBIX CJIEIYIOInas faTa-  int Her
rpaMMa OT TOI'O XKe KJHEHTa 3aIlyCKaeT HOBBIi ceaHc. CM. TUPEKTHBY
S_proxy_requests. 3HaUYeHHE 10 YMOJTIAHUIO PABHO O.
udpRespc KosmmaecTBo mararpaMm, 02KugaeMbIX OT IIPOKCUPYEMOTO cepBepa B OT-  int Her
BeT Ha KJIMEHTCKYIo jararpaMMmy. CM. JUPEKTHUBY S_ PIrOXy responses.
Ilo ymomuannio KOJIMIecTBO JaTarpaMM HE OIPAHUYIEHO.
connect” TaiimM-ayT yCTAHOBKH COEJIMHEHUS C TIPOKCUPYEeMbIM cepBepoM. Cm. mu-  string  Her
peKTuBy s _proxy connect timeout. 3HadeHme mo ymoJ9IaHUIO - 60
CEKYH/I.
nextUpsi Eciu coenunenne ¢ mpoKCUPyeMbIM CEPBEPOM YCTAHOBUTH HE yIaeTcsi, bool Her
ompesesisier, Oy/IeT Ju KJINEHTCKOE COEIMHEHUE IIEPEAH0 Ha CJIEIYIO-
it cepBep. CM. JupekTuBy S proxy next upstream. 3nadeHue 1o
YMOJIYaHUIO PaBHO true.
nextUpsi KosuvecTBo MONIBITOK JI0 IE€peadyl COeJMHEHUSI K CJIEYIOMeMy cep- int Her
Bepy. CM. JupeKTHBY S_proxy next upstream tries. 3uadenwe 1o
YMOJIYaHAIO PaBHO O.
nextUpsi Bpewms, orBenenHOe /115 Iepeiatin COeqMHeHNs K ciemyioneMy cepse- string Her
py. CMm. mupekTuBy s proxy next upstream timeout. 3unauenue 1o
ymoJsrganuio - 0.
2.6.2.5 SessionParameters
Paznununnie mapamerpsr s TCP-coequnennit 1 UDP-ceancos.
sessionParameters:
timeout: 50s
Mone Onucatue Tun Obs3a-
TeNbHO
timeout TaiiM-ayT MeKIy JIByMs IIOC/IE€IOBATEIbHBIMU OlepanusaMu 4uTeHus string Her
MJIN 3AIMCU B COEIMHEHUSIX C KJIMEHTOM UJIU IIPOKCUPYEMBIM CEPBEPOM.
CM. JupeKTHBY S_proxy_timeout. 3HadeHwe 10 yMOJIYAHHUIO PABHO
10m.
2.6.2.6 Action

,Z[eﬁCTBPIe, KOTOpOe HeO6XO,D;I/Il\/IO BBIIIOJTHUTDL JIJIA KJIMEHTCKOI'O COCAMHCHUA UJIN JaTarPaMMDbI.

B IPpUBEJCHHOM HH2KE IIpUMEpPE KJIUEHTCKUE ITOJAKJIIOYEHHA U JJaTarpaMMBbl II€EPEIaioTCA Ha allICTpUM B

dns-app:

action:

pass: dns-app

Mone Onucatue Twun 06s3a-
TenLHO
pass [lepenaer coemuHeHust m jgararpaMMbl ancrpumy. Ancrpum ¢ takum — string [a
HMeHEeM JI0JI?KeH ObITH OIpeJiesleH B pecypce.
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2.6.3 Ncnonb3oBaHune TransportServer

s paborer ¢ pecypcamu TransportServer Mo:KHO UCIIOJIB30BATh OOBIYHBIE KOMAH/bI kubectl, aHaso-
TUIHO pecypcam Ingress.

Hampumep, crnemayiomas — KomaHza — co3maeT — pecype  TransportServer, — ompeneseHHbIi B
transport-server-passthrough.yaml, ¢ nmeneM secure-app:

kubectl apply -f transport-server-passthrough.yaml

transportserver.k8s.angie.software/secure-app created

B mozkere IIOJIYYIUTHh peCcypcC, BbIIIOJIHUB:

kubectl get transportserver secure-app

NAME AGE
secure-app  46sm

B kubectl get um momOOHBIX KOMAHIAX TaKXKe MOXKHO HCIIOJb30BATh KODOTKOE HMs tS BMECTO
transportserver.

2.6.3.1 Ncnonb3oBaHue dparmeHToB

DparMeHThl TIO3BOJISIIOT BCTABJISTH 3JIEMEHTHI KOHUrypanuu Angie B pa3jindHble KOHTEKCTHI KOH(PUTY-
panuu Angie. B mpuBeseHHOM HUXKE MpUMEpEe MbI UCHOJB3yeM (DPArMEHTBI JJIs HACTPOWKU KOHTPOJIS
jgocryma Ha TransportServer:

apiVersion: k8s.angie.software/vlalphal
kind: TransportServer
metadata:
name: cafe
spec:
host: cafe.example.com
serverSnippets: |

upstreams:

- name: tea
service: tea-svc
port: 80

®parMeHnThl TAK2Ke MOXKHO YKa3aTh [IJIsd IIOTOKA. B IpUBeIeHHOM HUKe IPUMEPE MbI HCIIOJIb3yeM (par-
MEHTHI JIJIT OTPAHUYEHUS KOJIMYECTBA O IKTIOYEHUI:

apiVersion: k8s.angie.software/vlialphal
kind: TransportServer
metadata:
name: cafe
spec:
host: cafe.example.com
streamSnippets: limit_conn_zone $binary_remote_addr zone=addr:10m;
serverSnippets: limit_conn addr 1;
upstreams:
- name: tea
service: tea-svc
port: 80

DparmMeHnTsb! IpeHA3HAYEHbI JIJIsl IPOJABUHYTHIX HOJIb30BaTesell Angie, KOTOPBIM TpebyeTcs 6oJIbIe KOH-
TPOJIsl HaJl TeHepupyeMoit Kondurypanueit Angie.
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O tHaKO U3-3a HEJIOCTATKOB, OIMMCAHHBIX HIKE, (DPATMEHTBI 110 YMOTIAHUIO OTKJIIOUEHBI. I TOOBI HCIIOJIb-
30BaTh (PparMeHThI, 3a/laliTe apI'yMeHT KOMAaHHON CTpOKM enable-snippets.

Henocrarku ncmonp3oBanust GparMeHTOB:

o Cuootcnocmp. UTobbI HCIOIB30BATH (DPArMeHThI, TPeOyeTCs:

— IonumaTp npumMuTuHBBI KOHMUrypaun Angie u peasm30BaTh MPABIIHHYIO KOH(MDUTYPAIUIO

Angie.

— IMouumars, kak ANIC rerepupyer Kordurypanuo Angie, 91006l GparMeHT He MEIIaJt JPyruM

GYHKIIIAM KOHPUTYPATIAN.

o CHuorcennas Hadeoscnocms. HenpaBubHbBIN (bparMeHT JesaerT KoHdurypanutoo Angie HemeiicTBu-
TEJILHOM, 9TO IPUBEJIET K OIUOKE IIPH IIepe3arpy3Ke. DTO IMOMEIIaeT IPUMEHUTh KaKnue-JInbo 00HOB-
JileHUsi KOH(UTYPAIMY, BKJIOYas OOHOBJIEHUsI JIJTst pyroro pecypca TransportServer, moka dpar-
MEHT He 6yJIeT UCIIPABJIEH.

o [locaedcmeus dasn besonactocmu. OparMeHThI IPEIOCTABISIOT JOCTYI K IIPUMUTHBAM KOHMUTY-
parmuu Angie, 1 9TU IPUMUTHUBLI He poBepsitorcst camum ANIC.

O IIpumeuannue

TToka kouduryparus Angie comepKuT HeJOMyCTUMBIH hparment, Angie GyeT TpoIoKaThL paboTaTh
¢ TocJeqHe TOImyCcTUMON KOHMUryparuei.

O IIpumeuanne

Yrobbl HACTPOUTH (DparMeHThl B KOHTEKCTe sStream, WCIOJIB3yiiTe KJOY stream-snippets
ConfigMap.

2.6.3.2 Banupauus

st pecypca TransportServer JOCTYIHBI J1Ba THIIA BaJIHIAIIH:

o Cmpyxmypnras earudayus ¢ omornisbio kubectl u cepsepa Kubernetes API.

e Bcecmopornss saaudayus ¢ nomomsio ANIC.

CrpykTypHas Banugauus

TTonp3oBaTenbCKOE onpeienierne pecypea Jiist TransportServer BKodaeT crpykTypHyio cxemy OpenAPI,
KOTOpAas OMUCHIBAET THUI KazKJIOTO TMOJIS pecypca.

Ecsin BBl mOmBITaETECH CO3MATH (MM OOHOBHTH) PECYpPC € HADYIIEHHEM CTPYKTYPHOH cxeMbl (HAlpwu-
Mep, HUCIIOJIb3yeTe CTPOKOBOE 3HAUYECHHUE JIsl LOJIs [IopTa ancrpuMa), cepsep kubectl u Kubernetes API
OTKJIOHAT TaKOI pecypc:

e IIpumep nmpoBepku kubectl:

.

kubectl apply -f transport-server-passthrough.yaml

error: error validating "transport-server-passthrough.yaml": error validating,

—data: ValidationError (TransportServer.spec.upstreams[0].port): invalid type.
—for software.angie.k8s.vlalphal.TransportServer.spec.upstreams.port: got
—"string", expected "integer"; if you choose to ignore these errors, turng
—validation off with --validate=false

e IIpumep mpoeepku cepsepa Kubernetes API:
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kubectl apply -f transport-server-passthrough.yaml --validate=false

The TransportServer "secure-app" is invalid: []: Invalid value:|,
—map [stringlinterface {}{ ... }: validation failure list:
spec.upstreams.port in body must be of type integer: "string"

Ecsin pecypc ne orkiioHeH (TO ecTh He HapyliaeT crpykrypHyio cxemy), ANIC nposepur ero jomosiHu-
TEJIBHO.

BcectopoHHsisa Banngauuns

ANIC mposepsier nosist pecypca TransportServer. Ecim pecype meneiicrsurenen, ANIC orkionut ero:
pecypc MPOJOIKAT CYIIECTBOBAThH B Kiacrepe, Ho ANIC Gymer ero nrHopupoBaTh.

Bur Mmoxkere miposeputsh, ycnemno jiu ANIC npumenun kouduryparnuio TransportServer. [st npumepa
TransportServer secure-app Mbl MOYXKEM 3AILyCTUTH:

kubectl describe ts secure-app

Events:

Type Reason Age From Message
Normal AddedOrUpdated 3s angie-ingress-controller Configuration for default/
—secure-app was added or updated

O6parure BHEManue, uro pasgen Events (Cobbitusi) Bkiodaer cobbirue Normal ¢ IPUYMHOIM
AddedOrUpdated, koTopoe naHMOPMUPYET HAC O TOM, UYTO KOH(MUTypalins ObLIa yCIENTHO IPUMEHEHA.

Ecau Bbl cozmamure Hepomnycrumbiit pecype, ANIC orkionunT ero u Bblmact cobbitue Rejected. Ha-
puMep, ecau Bbl co3iaiuTe TransportServer secure-app ¢ JeficTBueM pass, KOTOPOE€ CCLLIAETCHA Ha
HECYIIECTBYIOIIHI AIICTPUM, BBl IOy dHTE:

kubectl describe ts secure-app

Type Reason Age From Message
Warning Rejected 2s angie-ingress-controller TransportServer default/secure-app,

—1s invalid and was rejected: spec.action.pass: Not found: "some-app"

Obparure BHUMaHUE, YTO pasjes COObITHI BKIIOYaeT coobiTre Warning ¢ npuuyunoii Rejected.

O IIpumeuanne

Eciu BB BHECeTe omubKy B y2ke cymecTBytomuii pecypc, ANIC OTKJIOHUT €ro u yJaaauT COOTBETCTBY-
OIYI0 KoH(puUrypanuio u3 Angie.

2.6.3.3 Hacrpoiika ¢ nomowbto ConfigMap

Kuroun ConfigMap (3a uckiodeHueM stream-snippets, stream-log-format, resolver-addresses,
resolver-ipv6, resolver-valid u resolver-timeout) He BIUAOT Ha pecypchl TransportServer.
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2.7 VirtualServer, VirtualServerRoute

Pecypcerr VirtualServer u VirtualServerRoute peasm3yror crieHapuu UCIOIH30BaHUsI, HE TIOJIEPXKUBA-
eMble pecypcoM Ingress, Takme Kak pasueiieHre TpadUKa U IMPOABUHYTas MAPIIPYyTU3AIUs HA OCHOBE

COZIEP2KUMOTo. Onn peain30BaHbl KaK I1OJ/JIL30BaTEJILCKNE PECYPCHI .

DTO0 crpaBoYHAS JIOKYMEHTAIUsI 10 0DOUM PECypCaM.

2.7.1 Cneuudpukaumns VirtualServer

Pecypc VirtualServer onpenensier kondurypamnuio OaJTaHCUPOBKHA HATPY3KHU JJIsd JOMEHHOTO MMEHU, Ha-

npumep example.com. Hmke mpuBenen npumep Takoit KOHMUTYpaIun:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
tls:
secret: cafe-secret
staticLocations:
- type: root
urlPath: /americano
dirPath: /latte
gunzip: on
upstreams:
- name: tea
service: tea-svc
port: 80
- name: coffee
service: coffee-svc

port: 80
routes:
authRequest: /auth/p
authRequestSets:
- key: foo
value: bar
matches:
- conditions:
- variable: $request_method
value: POST
action:
pass: tea-post
action:

pass: tea-post
- path: /coffee
action:
pass: coffee
- path: ~ ~/decaf/.\*\\.jpg$
action:
pass: coffee
- path: = /green/tea
action:
pass: tea
activeHealthProbes:
- name: activenamel
upstream: tea
uri: uri
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port: 80
interval: 3s
isEssential: true
isPersistent: true
maxBody: 10m
fails: 4

passes: 5

mode: onfail

maps:

- variable: $jwt_claim_iat
source: $oidc_client
parameters:

- value: 'myclient'
result: '80'

- variable: $jwt_claim_iss
source: $oidc_client
parameters:

- value: 'myclient'
result: 'PROVIDER_URL'

- variable: $jwt_claim_sub
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

- variable: $jwt_claim_aud
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'
authRequestLocations:

- path: /auth/path
proxyPass:

upstreamName: "tea"
proxyPassHeaders:
- key: Content-Length
value: "100"
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Mone Onucaxne Tun Obs3a-
TeNbHO
host Xocr (noMeHHOe uMsi) cepBepa. DTO JIOJIKEH ObITh JIOyCTUMBIR o)~  string a
nmomeH, Kak omnpeneneno B RFC 1123, manpumep my-app uan hello.
example.com. [Ipu mcrmosap30BaHUM JIOMEHA C MOJCTAHOBOYHBIM 3HA-
KOM, HaIlpuMep *.example.com, JIOMEH JOJI2KEH OBITh 3aKJIIOYEH B
JIBOWHBIE KABBIYKN. JHAYEHWE host JIO/KHO OBITh YHHUKAJIBHBIM Cpe-
nm Beex pecypcos Ingress m VirtualServer.
tls Kondurypanus repmunanun TLS. tls Her
staticL¢ Cumcok KaTaJoros Jjisl pa3/jgadu CTAaTUIECKUX (hailjioB. staticLoc Her
/
gunzip Bximouaer mim OTKIIIOUAET PACIAKOBKY apXMBUPOBAHHBIX OTBETOB JiIst  boolean Her
kanenToB. Jomycrumbie nape 3uadenuii: "on" u "off"; "true" u "false"
win "yes" u "no". Eciu 3Hauenne gunzip He yCTAHOBJIEHO, TO 110 YMOJI-
YaHUIO OHO paBHO off.
Externa. Koudwurypamusa External DNS s VirtualServer. Ezxternal; Her
dos Cceouika na DosProtectedResource; ycranoska aroro mapamerpa Bkiio-  string  Her
qaer 3amuTy VirtualServer or DOS-arak.
policies Crucok MOJIMTHK. policy/  Her
/
upstrear CHHCOK alCTPUMOB. upstream Her
/
routes CHOUCOK MapIIpyTOB. route[ | Her
activeH¢ Cnmcok aKTUBHBIX MMPOBEPOK PabOTOCIIOCOOHOCTH. activeHec Her
/
maps Cromcox mepeMeHHbBIX, HEOOXOMMMBIX JIJIS BAJUJIAINN TOKEHOB B mpo- maps/ | Her
necce aymenmugpurayuy, OIDC.
ingress( YkaswiBaer, kakoit sk3zemmisip ANIC momxken obpabarbiBarh pecypc string Her
VirtualServer.
internal YKa3sbIBaer, siBJsieTcs Jiu pecypc VirtualServer Buyrpemmmm mapmipy- boolean Her
TOM.
http-sn: 3ajaer H0Jb30BATENLCKIUI PpAarMeHT B KOHTEKCTe http. string Her
server-s 3aJiaeT MOJIb30BATEILCKIN parMenT B KoHTeKcTe . ViMeeT mpuopurer string Her
nas kaodoMm ConfigMap server-snippets.
authRequ 3ajaeT COMCOK TOYEK ABTOPU3AIMU KJMEHTa [pU HacTpoitke authRequ Her
authRequest. /
2.7.1.1 VirtualServer.TLS
TToJte tls onpenensier kouduryparuo TLS s pecypca VirtualServer. Hampumep:
secret: cafe-secret
redirect:
enable: true
ssl_session_timeout: 1h
ssl_session_cache: shared:SSL:10m
ssl_session_tickets: on
ssl_stapling: on
ssl_stapling_verify: on
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Mone OnucaHne Tun Obssa-
TeNbHO

secret Uwmsa cekpera ¢ ceprudpurarom TLS u kimogom. Cekper jgoiken npu- string Her

HaJIJIEXKATh TOMY Ke IIPOCTPAHCTBY MMeH, uTo u VirtualServer. Cexper
JIOJIZKEH UMETh TUTl kubernetes.io/tls u copepKaTh KJIIOYH C IMEHA~
My tls.crt u tls.key, comepxKaiime cepTudUKaT U 3aKPHITHII K0,
KaK OIUCAHO 371eCh. EC/IM CeKPeT He CYIEeCTBYET WIN HEJEHCTBUTEIEH,
Angie tpepBer J00yI0 TOMBITKY ycTaHoBUTH TLS-coeauuenue ¢ xo-
crom VirtualServer. Eciin cekper He ykazaH, HO HacTpoeH cekper TLS
€ TIOJICTAHOBOYHBIM 3HAKOM, Angie OyJIeT UCIIOIb30BaTh CEKPET CO 3HAa-
KoM Jiyist TepMuHaryu TLS.

redirect Kondwurypamus nepenanpasienus TLS s VirtualServer. tls.redirec Her
cert-mar Koudwuryparmus TLS cert-manager mrs VirtualServer. tls.cert- Her
manager

ssl_sess 3ajiaer BpeMsi, B Te9eHNE KOTOPOI'O KJIUEHT MOYKeT [TOBTOPHO HCIIOJIb30-  string  Her
BaTh mapamerpbl ceccun. CM. Tak»Ke nupeKTuBy ssl _session timeout
B JoKyMeHTanun Angie. 3Hadenne mo ymodannio 10m.

ssl_sess 3ajiaer TUI U pa3Mephl K3IMIei Jiist XpaHenus: napamerpos ceccuit. Cm.  string  Her
TaKKe JUPEKTUBY Ssl session cache B mokymentanuu Angie. Sunadve-
HUe 110 yMoJ4anuio shared:SSL: 10m.

sssl_ses Paspemaer nim 3anperiaer Bo3o6HOBIeHHe ceccuii mpu momonn TLS — string Her
session tickets. Cm. Taxyke nupekrtuny ssl session tickets B moxymen-
tarmnu Angie. 3HaueHwMe M0 yMOTIaHUIO of f.

ssl_stay Paspemaer min 3anpemaer npukpereane OCSP-orBeroB cepsepom. string  Her
Cwm. Takke nupekTuBy ssl _stapling B mokymenrtanun Angie. 3nadenue
10 YMOJTYIAHHIO On.

ssl_stay Paspemaer min 3anperiaer nposepky cepBepom orBetoB OCSP. Cm. string Her
TakxKe JupekTusy ssl_stapling verify B qokymentanuu Angie. 3uade-
HUE [0 YMOJTIAHUIO ON.

2.7.1.2 VirtualServer.TLS.Redirect

TTose nepenanpapyenust nHacrpauBaeT nepeHamnpasienne TLS s VirtualServer:

enable: true
code: 301
basedOn: scheme

Mone Onucatnue Twun 0Obs3a-
TeNbHO

enable Brumouaer nepenanpasnenne TLS mus VirtualServer. 3madenme mo boolean Her
yMoJ/I49aHuIo paBHO false.

KOZ, Koz cocrosinusa mepenamnpasienus. lomyctumbie 3Havenns: 301, 302, int Her
307, 308. 3uavenue 1Mo ymoadaHuio - 301.

basedOn ATpuOyT 3ampoca, KOTOpbIi Angie OyIeT ONeHnBATh /Tt OTIpaBKy me-  string  Her
penanpasienus. JlOIycTUMbIMY 3HAYEHUSIMU ABJIAIOTCS scheme (cxema
zanpoca) wiu x-forwarded-proto (3arosoBok X-Forwarded-Proto
3ampoca). SHAUEHHE 10 yMOJIYaHUIO - Scheme.

2.7.1.3 VirtualServer.TLS.CertManager

ITosie cert-manager HacTpamBaeT aBTOMATHYECKOe ylpasienue ceprudukaramu x509 1 pecypcos
VirtualServer ¢ nomommpio cert-manager (cert-manager.io). O3HaKOMbTECH € JIOKYMeHTanueil 1o KoHdu-
rypaiun cert-manager JUIsi IOJIyYeHHs! JIONOJHUTEIbHON HH(MOPMAIUK O Pa3BEPTHIBAHIK U HACTPONKE
smurentos (Issuer). ITpumep:
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cert-manager:
cluster-issuer: "my-issuer-name"

Mone Onucaxne Twun Obs3a-
TenbHO

issuer Umsa sMuTeHTAa. DMUTEHT - 9TO pecypc cert-manager, KOTOpblil omm- string Her
CBIBaeT IEHTP CEPTUMUKAINN, CIOCOOHBIN IMOIIMCHIBATH CEPTU(MOUKA-
Te1. OH MOJI?KEH HAXOJIUTHCS B TOM K€ MPOCTPAHCTBE WMEH, UTO U pe-
cypc VirtualServer. O6parure BHUMaHUE, 9TO TpeOyeTcs 3a1aTh iSsuer
win cluster-issuer, HO 3T TapaMeTPhl B3ANMOUCKJIIIOYAIOIINE - JT0JIYKEH
OBITH 33/IaH OJINH U TOJIBKO OIVH.
cluster- Umsa ClusterIssuer. Clusterlssuer - aTo pecypc cert-manager, kotopsiit  string Her
OIIMCHIBAET MEHTP CEPTUMOUKAIINN, CIIOCOOHBIN TOIINCHIBATL CEPTUdU-
karel. He mMeer 3HaYeHNMS, B KAKOM MTPOCTPAHCTBE MMEH HAXOIUTCS
Bam VirtualServer, mockosibky Clusterlssuer - 310 pecypchl, He OTHO-
cammecst K mpocrpancTBaM uMmern. O6parnre BHUMaHUE, 9TO TpeOyeTcs
3aJ1aTh issuer win cluster-issuer, HO STH TapAMETPhI B3aNMOUCKJIIOYa-
fOIIUe - JIOJIZKEH OBITh 3aJ1aH OJMH U TOJIBKO OIWH.
issuer-l Tun BHemHero pecypca-smurenrta, Hampumep AWSPCAlssuer. D9to string Her
HEeO00OXOIMMO TOJIBKO JIJIsi CTOPOHHUAX SMUTEHTOB. Ero Hesib3s 33/1aBaTh,
ecau Takzke 3a1aH cluster-issuer.
issuer-¢ I'pynma APl BHemmero  KOHTpoOJIepa-3MUTeHTa,  Hampumep string Her
awspca.cert-manager.io. 9T0O HEOOXOIMMO TOJBKO Jijis CTOPOHHHX
sMuTeHTOB. Ero Heslb3s 3a/1aBaTh, €CaIU TakxXKe 3aJaH cluster-issuer.
common-1 ITO IMOJE MO3BOJIET HACTPOUTH spec.commonName jyist co3maBaemo- string Her
ro ceprucdukara. dra KoHburypamnus nodasiaser CN k ceprudukary
x509.
duratior DTo 10J€ MO3BOJSIET HACTPOUTH 1oJie spec.duration jyist renepupyemo-  string  Her
ro ceprudukara. OHO JIOJZKHO OBITH 33J[aHO € HCIOJIb30BanueM Gop-
mara time.Duration B Go, koropsrit He gomyckaer cyddurca d (mmu).
VKa3bIBaiiTe Takue 3HAYEHUs], UCIOIb3ysd BMECTO HUX CY(hDUKCH S, M
u h.
renew-b¢ DTa aHHOTAIMS MO3BOJISIET HACTPOUTH mojie spec.renewBefore mis re- string Her
nepupyemoro ceprucdukara. OHO JI0JZKHO OBITH 3aaHO C HCIIOJIH30Ba-
mueM dopmarta time.Duration B Go, KOTOpPEIit He jomyckaeT cyddukrca
d (mEm). YkasbiBaiiTe Takue 3HAYEHUS, UCIIOJIb3YS BMECTO HUX Cyd-
dukcel s, m u h.
usages [lo3Bosisier HACTPOWTHL TMOJIe Sspec.usages JJisi TeHepupyemoro cep- string Her
Tucdukara. 3amaiiTe CTPOKY CO 3HAYEHUSIMU, Pa3ieJeHHBIMH 3allsi-
TBIMH, T. €. COTJIaleHWe O Kjode, [uppoBas IOAIUCH, CepBepHas
ayTerTuburanus. VcueprpiBaomuii CINCOK MTOIIEPKUBAEMBIX CIIOCO-
GOB HUCIOJB30BAHUS KJIIOUeil MOXKHO HaiiTu B jokymentanun APT cert-
manager.

2.7.1.4 VirtualServer.ExternalDNS

TTosie External DNS nacTrpauBaer quHaMudeckoe yipasienue 3anucaymu DNS st pecypcos VirtualServer
¢ ucnoJibzoBarneM External DNS . O3nakombrech ¢ mokymenTanueil mo kouduryparun External DNS st
[TOJTy YeHUsI JOTIOJTHUTEIBHON mHMOpMAaIuu o0 pa3BepThiBanun n HacTpoiike External DNS u mocraBmukos.
IIpumep:

[enable : true
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Mone Onucatwve Twn Obsi3a-
TeNbHO

enable Brumouaer uarerpammio External DNS st pecypca VirtualServer. 3ua- string Her
YeHue 110 yMOJIYaHuio paBHO false.

labels HacrpamBaer MeTKH, IpUMEHsIEMbIE K PeCypcaM KOHEYHOH TOUYKM, KO- map[stri Her g
Topble OyayT ucnob3oBarbes External DNS.

provider HacrpamBaer cBoOiCTBa, OTHOCSIHECST K KOHKPETHOMY IOcTaBmiuky, Provider, Her
KOTODBIE COZEPXKAT UM U 3HaYeHne KOH(MUrypamuu, crienuduaHoi mis |
OTIEJBbHBIX mocTaBmuKoB DNS.

recordT” TTL g zarmcu DNS. Tlo ymomganuio sto 3uadenue pasuo 0. Cm. jjo-  int64 Her
kymerTanuio External DNS TTL jjist onpejiesiennst 3Ha9€HUN 110 yMOJI-
YaHUIO I KOHKPETHOT'O TIOCTABIIIKA,

recordTy Tun co3maBaemoit 3amucu, manpumep "A", "AAAA" "CNAME". Ec- string Her

JIM SHaYEHUE He 3a/1aHO, OHO aBTOMATUYECKHN BBIYUCJIACTCA Ha OCHOBE
BHENTHUX KOHEYHbBIX TOYEK.

2.7.1.5 VirtualServer.ExternalDNS.ProviderSpecific

TToste providerSpecific 6sioka External DNS mospoJisier yKa3aTh CBOCTBa, crienudUIHbIE JJIsI TOCTABIIU-
K&, KOTOPBIE IIPEJICTABJISIIOT CODOM CIUCOK map "Kitou-3HadeHue" 11 KOHMUrypamnuii, crienuuIHbIX JIJIst
oTneabHbIX mocTaBmukoB DNS. TIpumep:

- name: my-name
value: my-value

- name: my-name2
value: my-value2

Mone Onucatue Twn Obsiza-
TeNbHO
name Nmsa B mape "kiou-3navdenue. string /la
value 3uadenue B nape "kiod-snadenue’. string /la
2.7.1.6 VirtualServer.Policy
Ccputaercs Ha pecype Policy 1o mMeHN 1 HEOOS3aTEILHOMY IIPOCTPAHCTBY uMeH. Hampumep:
[name: access-control
MNone Onncaxne Twun Obs3a-
TEbHO
name Nwms mosmmmtuku. Ecin monmTrka He cyIecTByer Win HeneicTBuTenbHa, string J[a
Angie BolacT coobieHne 06 ommnbKe ¢ KoaoM cocTossHus 500.
namespa¢ IIpocrpancrso nmen nonutuku. Eciin He ykazano, ucnonb3yercs npo- string Her

CTPaHCTBO MMeH pecypca VirtualServer.

2.7.1.7 VirtualServer.Route

MapripyT onpejiensieT npaBuia Jjisd COMOCTABJICHUS KJINEHTCKUX 3aIIPOCOB C TAKUMU JIEHCTBUSIMU, KaK
nepeada 3ampoca ancrpumy. Hampumep:

path: /tea

action:

pass: tea
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[Mone

OnucaHne

Tun

0bs3a-

TENbHO

path

policies
action
dos
splits

matches

route

errorPag

locatior

authRequ

authRequ

[Tyt mapmpyTa. Angie comocraBur ero ¢ URI 3ampoca. Bosmoxkubie
sHavenust: npeduke (/, /path), TouHoe copnanenne (=/exact/match),
peryssipHOe BhIpazKeHue 0e3 ydeTa perucTpa (”*“ /Bar.*. jpg) WJIA pe-
IyJISIpDHOE BBIpazkKeHue ¢ y4deroMm perucrpa (~~/foo.*.jpg). B ciyuae
npedukca (J0JIKeH HAUnHATHCS ¢ /) WM TOYHOTO COBIAJIEHUS (JIOIK-
HO HAYMHATHCS C = ) IIyTh HE JOJZKEH COIEPKATh HUKAKUX [IPOOEJIbHBIX
CAMBOJIOB, { , } mim ;. B ciaydae peryiasapHbIX BbIPAsKEHU BCE JTBOM-
Hble KaBBIUKHN " JTOJIZKHBI 6bITb 9KPaHUPOBAaHBI, IIPU 3TOM COBIIa/JIE€HUE
HE MOXKET 3aKaHUYMBATHCI HEIKPAHUPOBAHHOM 0OPATHON KOCOI 4epToii
\. ITyrb jmo/KeH ObITh yHUKAJIBHBIM CPEIU IMyTell BCeX MapIIPyTOB
VirtualServer. [lomosiHuTeIbHBIE CBE/IEHUSI CM. B OIUCAHUNA JUPEKTHU-
BHI location.

CHOrcoK MOJUTHK. DTU MOJTUTUKE UMEIOT IPUOPUTET HAJ[ TOJTUTHKAMY
TOT'O Ke THUIIA, OIPE/IEJICHHbIME B crenudpuranuu VirtualServer. BoJiee
o/IpobHY 10 mHMOPMAIUo cMoTpuTe B [Ipumenerue noaumuk.
JeiicTBre IO yMOJTIAHUIO, BBIIOJHIEMOE JJIs 3AIIPOCA.

Ccepuika na DosProtectedResource; ycranoska 3Toro mapameTrpa BKJIIIO-
qaer 3amuTy Maprpyra VirtualServer or DOS-arak.

Kondwurypamnus pasaenenus tpaduka mo ymoadanuio. J[omKHO ObITH
He MeHee 2 pas3JiesIeHnil.

IIpaBuia comocraBenus st TPOJIBUHYTONH MAaPIIPYTU3AIANA HA OCHO-
Be cozepzkumMoro. T'pebyercs 3a7arh action mwin splits mo ymosrda-
unto. HecomoctapsieHubie 3arpoch! Oy1yT 06pabaThIBATHCA action win
splits IO yMOJTYaHUIO.

Nwms pecypca VirtualServerRoute, KOTOpbIil onpesesisier 9TOT Mapiii-
pyT. Econ VirtualServerRoute He npuHajie2kuT K TOMY K€ IIPOCTPAH-
CTBY mMeH, 9TO u VirtualServer, HeoOX0IrMO BKIIFOUUTH IPOCTPAHCTBO
nmven. Hampumep: tea-namespace/tea.

HacrpaunBaembie oTBeTHI Ha KObI OMIUO0OK. Angie 6y1eT UCIO0JIb30BaTh
9TH OTBETHI BMECTO TOI'0, YTOOBI BO3BPAIATh OTBETHI 00 OIIMOKAX C
CEepPBEPOB AIICTPUMA W/ OTBETHI 110 YMOJYAHWIO, Cr€HEPUPOBAaHHBIE
Angie. HacrpauBaeMmblii 0TBeT MOXKET OBITH NEPEHAIIPABIEHUEM WJIH
COXpaHeHHbIM 0TBeTOM. Hampumep, 970 MOXKeT OBITH IIepeHAIPABJICHIE
ua apyroit URL-azapec, eciiu BBIIIECTOSIINI cepBEP OTBETUII KOJIOM CO-
crostaus 404.

3ajiaer MoJIb30BaTEIbCKIIT (PpArMEHT B KOHTEKCTE MECTOIIOJIOMKEHMSI.
Nmeer npuoputer Ha kiaodom ConfigMap location-snippets.
Ocy1iecTBiIsieT aBTOPU3aINi0, OCHOBAHHYIO Ha PE3YJILTATE BBITOJIHE-
Hus noazamnpoca, u 3amaer URI, Ha KoToOpbIit OyaeT oTnpasiieH moa3a-
poc.

IToce 3aBepieHnst 3amrpoca aBTOPU3AINN YCTAHABJIMBAET yKA3aHHOE
3HAYEHUE JJIsT IEPEMEHHON B 3aIIpoce.

string

policy/

/

Action
string

Split

matches

string

errorPag

/

string

auth rec

|

auth rec

|

Ha

Her
Her
Her
Her

Her

Her

Her

Her

Her

Her

© IIpumeuannue

MapmipyT mOKeH BKJIOYATh B ceOsS POBHO OJHO U3 CJEAYIOMNX IefcTBuil: action, splits mim

route.
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2.7.1.8 Maps

Onpepnensier obg3arenpHble IepeMmennble $jwt_claim_iat, $jwt_claim_iss, $jwt_claim_sub u
$jwt_claim_aud juist BaJmmanuun TOKEHOB B mporiecce aymenmugpurayuy OIDC.

- variable: $jwt_claim_iat
source: $oidc_client

parameters:
- value: 'myclient'
result: '80'

- variable: $jwt_claim_iss
source: $oidc_client
parameters:

- value: 'myclient'
result: 'PROVIDER_URL'

- variable: $jwt_claim_sub
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

- variable: $jwt_claim_aud
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

IIpuMmep BKIIIOUEHUs] NEPEMEHHBIX map B 3aBUCHMOCTH OT BXOmHOro 3HaveHusi (default, volatile,
include, hostnames):

maps:
- variable: $result_var
source: $host
parameters:
- value: 'default'
result: 'default_value'
- value: 'volatile'
result: ''
- value: 'include'
result: '/dev/stdout'
- value: 'example.com'
result: '1'
- value: '*x.example.com'
result: '1'

CM. TakyKe JUPEKTUBY map B JIOKyMeHTaruu Angie.

Mone Onucaxne Twun 0Obs3a-
TenLHO

$jwt_cle Hacrpausaer mapamerp iat (issued at, Bpems Bbllycka TOKeHa) Juia  string [a
KJIAEHTA.

$jwt_cle ITapamerp iss (issuer, msmaresnb TokeHa) comocrasisiercss ¢ URL-  string [a
azpecom PROVIDER_URL. DTOoT mapaMmeTp yKa3blBaeT Ha CEPBUC, BbI-
IIyCTUBIIUN TOKEH.

$jwt_cle ITapamerp sub (subject, cyobekr Tokena). Mnenrudunupyer moan3o- string [a
BaTeJIsI WU CYyOBEKT, JJIsi KOTOPOTO OBLI BBIIAH TOKEH.

$jwt_cle [Tapamerp aud (audience, aymuropus). Unentudunupyer kiuent, 1yt string  [a
KOTOPOT'O OBLJI IIPe/IHA3HAYEH TOKEH.
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2.7.1.9 authRequestLocations

3ajiaeT CIMCOK TOYEK aBTOPU3AIMH JJIsT HACTPOiKN authRequest. CMm. Tak»ke nupekTuBy auth request
B JOKyMeHTaruu Angie.

authRequestLocations:
- path: /auth/path

proxyPass:
upstreamName: "tea"
proxyPassHeaders:
- key: Content-Length
value: "100"
lNone OnucaHwve Twn Obs3a-
TeNbHO
path 3ajaeT KOHKPETHBI MyTh, Ha KOTOPBIA OyJeT OTIpaBIAThcd 3ampoc string /[la

JJ1d IPOBEPKHU aBTOPU3AIUU.

proxyPas 3ajiaeT CIHMCOK AlCTPUMOB, K KOTOPBIM Oyjer HampasieH 3anpoc. Cm.  string Jla
TaKXKe JIMPEKTUBY Proxy pass B JIOKyMeHTarmun Angie.

proxyPas Crmcok 3arosioBKOB, KOTOpbIe Oy/IyT J00aBJIeHBI WM U3MeHEHBbI mpu string a
IIPOKCUPOBAHUH 3AITPOCOB.

2.7.2 Cneuudpmkaumns VirtualServerRoute

Pecypc VirtualServerRoute onpemessier mapmpyT juist VirtualServer. OH MoKeT COCTOSATH U3 OJIHOTO
BJIOYKEHHOI'O MapIIpyTa Wi HeCKOJbKuX. VirtualServerRoute siBiisiercst anbrepHaTUBON 06beIMHSIEMBIM
Tunam Ingress.

B mpuBemennoMm Hike mpuMepe BUPTYaJbHBIN cepBep cafe m3 mpocTpaHcTBa mMeH cafe-ns ompese-
Jsier MapmipyT ¢ mytem /coffee, KOTOpBIH Jajee ompeneisiercs depe3 VirtualServerRoute coffee us
npocrpancrsa nmen coffee-ns.

VirtualServer:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:

name: cafe

namespace: cafe-ns

spec:
host: cafe.example.com
upstreams:

- name: tea
service: tea-svc

port: 80
routes:
- path: /tea
action:

pass: tea
- path: /coffee
route: coffee-ns/coffee

VirtualServerRoute:

apiVersion: k8s.angie.software/vl
kind: VirtualServerRoute
metadata:

name: coffee
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namespace: coffee-ns

spec:
host: cafe.example.com
upstreams:

- name: latte
service: latte-svc
port: 80
- name: espresso
service: espresso-svc
port: 80
subroutes:
- path: /coffee/latte
action:
pass: latte
- path: /coffee/espresso
action:
pass: espresso

Obparure BHUMAaHWE, YTO KaXKJbI BJIOKEHHBI MapIIpyT JOJDKEH MMeTh IyTh path, HadnHAOIIwii-
cst ¢ Toro ke mnpedukca (37ech "/coffee"), uro m B mapmpyre VirtualServer. Kpome Toro, host B
VirtualServerRoute mosken coBnajgars ¢ host y VirtualServer.

[Mone Onucaxne Tun Obs3a-
TeNbHO
host Xocr (moMeHHOe WMsI) cepBepa. DTO JIOJKeH ObITh jgonyctuMbiii  string [a

nojioMeH, Kak onpeneneno B RFC 1123, mampumep my-app win
hello.example.com. Ilpm wmcrnosb30BaHWM [IOMEHA C IOJACTAHOBOY-
HBIM 3HAKOM, HAIPUMEDP *.example.com, JOMEH JIOJI?)KeH OBbITh 3a-
KJIFOUYEH B JIBOIHbIE KaBBIYKU. SHAYEHHE JIOJ?KHO COBIIaJarTh ¢ host
y VirtualServer, KoTopslii cChLIIAETCS HA STOT PECYPC.
upstrear Cnmcok ancTpuMoB. upstream Het

subrout¢ Cnmcok BIOKEHHBIX MAPIIPYTOB. subroute/ Her

ingress( YkaspiBaer, kKakoit ok3emiuisip ANIC jgoimken obpabarbiBarh string  Her
pecypc  VirtualServerRoute. 3HaveHme JO/KHO COBIAJIATH C
ingressClassName y VirtualServer, KOTOpBI ccbLIaeTcd Ha ITOT

pecypc.

2.7.2.1 VirtualServerRoute.Subroute

OrpeiesisieT MpaBmWia COTIOCTABICHUST KJIMEHTCKUX 3allPOCOB W JIEHCTBUN, HAPUMED Tepefada 3ampoca
arncrpumy. Hampumep:

path: /coffee
action:
pass: coffee
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Mone Onucaxne Tun Obs3a-
TesIbHO
path IIyre Bio)kenHoro Mapripyrta. Angie comocrasutr ero ¢ URI zampo- string [la

ca. Bosmoxkuble 3HaveHust: npeduke (/, /path), TodHOEe coBnajeHne
(=/exact/match), peryuspHoe BbIpaykeHue 6e3 ydera peructpa (~*~/
Bar.*. jpg) wiu pery/sgpHoe BhIpaXKeHue ¢ yaeroM perucrpa (~~/foo.
*.jpg). B ciyuae npedukca myTh J0/KEH HAUUHATHCS C TOLO K€ IIy-
TH, 9TO W IIyTh MapipyTta VirtualServer, KOTOPBIii CCHLIIAETCS HA 9TOT
pecypc. B ciydae TOYHOrO COBIAIEHUS UJIH PETYJISIPDHOTO BBIPAYKEHST
IIyTh JIOJIZKEH COBIAJATh C IIyTeM Mapiipyra VirtualServer, KoTopbiii
cChLIAETCS Ha 9TOT pecypc. B ciydae npedukca UM TOTHOTO COBIA-
JIEHUs TIyTh HE JIOJ2KEH COEpP’KaTh HUKAKUX MTPOOETbHBIX CHMBOJIOB,
{,} wmm ;. B cmygae peryssipHbIX BBIDAXKEHUI BCE TBOIHBIE KABBIU-

Ki " JIO/2KHBI OBITh 9KPAHUPOBAHBI, IIPA ITOM COBIIAJICHAE HE MOXKET
3aKAHIMBATHCS HEIKPAHUPOBAHHON 0obOpaTHOil Kocoit dueproit . IlyTh
JIOJI?KEH OBITh YHUKAJbHBIM CPEIH IIyTell BCEX BJIOXKEHHBIX MapIIPY-
toB VirtualServerRoute.

policies Cumcok moJuTHK. DTU MOJUTUKHE UMEIOT IpUoOpUuTeT HaJl 6cemu nomu-  policy/  Her

TUKaMU, OIIpe/Ie/IeHHbIMU B MapiipyTe VirtualServer, koropsrit ccpuia- |
ercs Ha 3TOT pecypc. OHE Tak>Ke UMEIOT MPUOPUTET HA/[ IIOJTUTHKAME
TOT'O K€ THUIIA, OIPE/IEJICHHbIME B crenudpuranuu VirtualServer. BoJtee
TO/IpOOHY 10 MHMOPMAIIUIO CMOTPUTE B pa3ieste [IpumeHerue noiumauk.

action /leiicTBue Mo yMOTYAHUIO, BBITOTHSIEMOE IS 3AIIPOCA. Action  Her
dos Ccpuika na DosProtectedResource; ycranoBka sToro mapamerpa Brio- string Her
qaeT 3alluTy BJIOXKEHHOro Maprpyrta VirtualServerRoute or DOS-
aTaK.

splits Kondurypanusa pasmenenus tpaduka mo ymoadanuio. Jlomwkuo 6prre  split/ | Her
He MeHee 2 pas3J/ieIeHnil.

matches IlpaBuia conmocraBseHus jisi MPOABUHYTOM MApIIPyTA3AMKU Ha OcHO-  matches Her
Be comepzkumoro. T'pebyercs 3a7arh action mwin splits mo ymosrda-
nuio. Hecomoctapiienubie 3arpochl Oy1yT 00pabaThIBATHCA action wian
splits IO yMOJYaHUIO.

errorPag HactpamBaembre oTBeTHI Ha KOJIBI OIMMOOK. Angie Gyser ucmoab3oBark  errorPag Her
9TU OTBETHI BMECTO TOIO, YTOOBI BO3BPAIATH OTBETHI 00 OmmOKax ¢ |/
CEPBEPOB AIICTPUMA WM OTBETHI 110 YMOJIAHUIO, CT€HEPUPOBAHHBIE
Angie. HacrpauBaeMmblii 0TBET MOXKET OBITh HEPEHAIIPABIEHUEM HUJIH
COXpaHeHHBIM 0TBeTOM. Hampumep, 310 MOXKeT ObITH TIepeHAIIPABICHUE
na spyroit URL-ajpec, ecyin BBIIIECTOAIIIII CEPBEP OTBETHII KOJOM CO-
croguns 404.

locatior 3amaer mo/b30BATENbCKHIT (PPATMEHT B KOHTEKCTE MECTONOJIOKeHnsA. string Her
Iepeonpenensier 3uauenune location-snippets VirtualServer (ecim
sazano) wm kiarod ConfigMap location-snippets.

O IIpumeuanne

BitoxkeHHBIIT MapIIPyT JTOJKEH BKJIIOYATDH B cebsl POBHO OJIHO M3 CJEAYIONINX JIeHCTBUil: action min
splits.

2.7.3 O6buwme yactu VirtualServer n VirtualServerRoute

2.7.3.1 Upstream

AHCTpI/Il\fI olrpeaeJssddeT KOHEeYHOe MeCTO Ha3HaYCeHUA JJId KOH(I)I/II‘ypaL[I/II/I MapHmpyTHu3aliuiu. HaHpI/IMep:
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name: tea
service: tea-svc
subselector:

version: canary
port: 80
1b-method: round_robin
fail-timeout: 10s
max-fails: 1
max-conns: 32
keepalive: 32
connect-timeout: 30s
read-timeout: 30s
send-timeout: 30s
next-upstream: "error timeout non_idempotent"
next-upstream-timeout: 5s
next-upstream-tries: 10
client-max-body-size: 2m
tls:

enable: true

© IIpumeuannue

[Iporokon WebSocket mommepkuBaeTcst 6e3 Kakoi-1ub0 JOMOJTHATEILHON HACTPORKY.
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Mone Onucaxne Tun Obs3a-
TesIbHO
name Nms amcrpuma. D10 jo/kHA ObITH Jomycrumas merka DNS, kak  string [la

onpejieieno B RFC 1035. Hampuwmep, gomyctuMbl 3Hadennst hello u
upstream-123. VMs JI0J2KHO OBITh YHUKAJIBHBIM CPEJI BCEX AIICTPHU-
MOB pecypca.
service Hagpanwme cepsuca. CepBuC JO/DKEH NPUHA/JIEKATH K TOMY 2Ke 1po- string Jla
CTPAHCTBY WMe€H, 9TO W pecypc. Ecim cepBuca He cymecTByer, Angie
[IPEJIIIOJIOKHUT, ITO ¥ HErO HET KOHEYHBIX TOUEK, M Oy/eT BO3BPAIIATH
orseT 502 I 3aIIPOCOB K 9TOMY aIICTPUMY.
subselec Bribupaer 1mojbl BHyTpH CepBHUCaA, UCIIOJIL3Ys KJIOYM METOK U 3Hade- map[stri Her
nus. [lo ymosranuio BEIOpaHbI BCe MOJIBI CEPBUCA.

O IIpumeuannue

Oxumaercs, 9T0 yKa3aHHbIE METKH OyAyT IPUCYTCTBOBATH B IIO-
Jax npu ux cosmanun. Feim merkn momnos uamensiiorcsi, ANIC ne
YBUJIUT 3TO U3MEHEHUE JI0 TeX IO0p, IMOKa He OyJeT N3MEHEHO KOJIU-
9eCTBO IOJIOB.

use-clus IlosBossier ucnosib3oBarh [P-ajpec kiracrepa u mopt cepBuca BMecTo boolean Her
ucrnosib3oBanus [P-anpeca n mopra monos mo ymosrgaanuio. Korma sto
oJie BKJIIOYEHO, TI0JIs, KOTOPbIe HACTPAWBAIOT MoBejeHne Angie, or-
HOCsIIIIeecst K HECKOJIBKIM cepBepaM alricrpuMa (HanpumMep, lb-method
u next-upstream), He GyayT UMeTh HUKAKOrO 3(deKTa, IOCKOIbKY
ANIC nacrpour Angie TOJBKO C OJIHUM CEPBEPOM AIICTPUMA, KOTOPBIi
Oyzer coorBeTCTBOBaTh IP-ajpecy kjacrepa cepBuca.
port Ilopr cayx6b1. Eciu y cepBuca He onpezeser 3ToT Hopt, Angie npexa- uinti16  a
ITOJIOXKUT, YTO y HErO HET KOHEYHBIX TOYEK, U Oy/IeT BO3BPAIIATH OTBET
502 Jj1s1 3aIIPOCOB K 3TOMY AIICTPUMY. SHAYEHUE JIOJZKHO HAXOIUTHCS
B Juamna3oHe 1..65535.
1lb-meth¢ Merox GasaHCHpPOBKKM HArpy3KH. ITOOBI MCIIOJIb30BATh IuKAndecknit string Her
MeTo, yKaxkure round_robin. 3HAYEHHE IO YMOJYAHUIO YKA3AHO B
kiode 1b-method ConfigMap.
fail-tir Bpewmsi, B TedeHHe KOTOPOro JIOJPKHO IPOU3OMTH yKaszaHHOe Kojmde- string Her
CTBO HEYJJAYHBIX IIOIBITOK YCTAHOBUTH CBSI3b C CEPBEPOM AaICTPUMA,
9T00BI OH cunTasics HegocTynHbiM. CMm. mapamerp fail_timeout ju-
PEKTHBBI server. 3HaYeHnE 10 yMOTIaHuO 3a1aH0 B Kirode ConfigMap
fail-timeout.
max-fail KoandecTBO HEYIAUHBIX MTONBITOK YCTAHOBUTH CBSI3b C CEPBEPOM aIlcT-  int Her
puMa, KOTOPbIE JIOJIKHBI IIPOU30MTH B TE€YEHHE BPEMEHH, 33/ JaHHOTO B
fail-timeout, 4T00BI cunTaTh CepBep HegocTymHbIM. CM. mapamerp
max_fails qupekTuBbl cepBepa. 3HaUEHUE 10 YMOJMAHWUIO 33/IaHO B
kiode ConfigMap max-fails.
max-cont MakcuMabHOE KOJUIECTBO OJTHOBPEMEHHBIX aKTUBHBIX IOJIKJIIOYEHNN  int Her
K cepBepy ancrpuma. CM. mapaMeTp max_conns JMPEeKTUBHI server. 11o
YMOJTYaHUIO OIPAHUYEHUIT HeT.

O IIpumeuannue

Ecnm Brirouensr coenuuenus keepalive, obiee KOJUIeCTBO aKTHUB-
HBIX M HEAKTHBHBIX coeuHeHuil keepalive k cepsepy amcrpuma mMo-
JKeT MPEBBIINATH 3HAYEHIE MaX_CONns.

keepaliv HacrpamBaer Ka1r Jjist OJKJIIOUEHIN K cepBepaM alcTpuMa. 3HadeHne  int Her
0 orkurrogaer Kam. Cm. jgupekTuBy U_keepalive. Snaduenue 1mo ymoJ-
gannio 3aaH0 B Kiode ConfigMap keepalive.

connect- TaiimM-ayT JijIsl ycTaHOBJIEHUSI coe/uHeHns ¢ cepBepoM arcrpuMma. Cm.  string Her
JIMPEKTUBY proxy connect timeout. 3naueHue 1Mo yMOIIaHUIO YKa3a-

2o NirtualSenyeryVirtualSesuesRouk&a or cepsepa amcrpuva. Om. mupektn- string Her 57
By proxy_read timeout. 3HadYeHre 110 YMOJTJIAHHUIO YKA3aHO B KJIOYE
ConfigMap proxy-read-timeout.
send-tir Taiim-ayT jyist nepejatu 3ampoca Ha cepsep ancrpuma. Cwm. qupektn- string Her
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2.7.3.2 Upstream.Buffers

Hacrpauaer 6ydepsl, ucob3yemble jis YT€HUsI OTBETa OT CepBepa alCTPUMa B PAMKaX OJHOIO CO-
€INHEHUS.

number: 4
size: 8K

Cwm. pupextuBy proxy buffers jst nosydenuns jonosauresbuoit nndopManyn.

Mone Onucatue Tun Obsi3za-
TeNbHO
number  3ajaer KoJau4decTBO OydepoB. SHAUEHNE [0 YMOTIAHUIO 33JIaH0 B KO- int Ha
ge ConfigMap proxy-buffers.
size Samaer pazmep 6ydepa. Ecimn 3Hadenne He yKa3zaHo, To 1o ymosdaanio  string  Her

oyner 3amano 8K. Cwm. Ttakxke kiaod ConfigMap proxy-buffers.

2.7.3.3 Upstream.TLS

Mone Onucaxne Twun Obs3a-
TenbHO

enable Bxirouaer HTTPS syist 3a1mpocoB K cepBepaM alicTpuma. 3HadeHue 110  boolean Her
YMOJIIaHUIO paBHO False, 9TO O3HA4YAET, UYTO OYAET HUCIOIB30BATHCS
HTTP.

O IIpumeuannue

ITo ymosruanuio Angie He OymeT TpPOBEPATH CepPTUMUKAT BBIIIIECTO-
SIIEro ceppepa. UToObl BKIIIOYUTH MPOBEPKY, HACTPONTE NOAUMUKY
EgressMTLS.

2.7.3.4 Upstream.SessionCookie

TTose SessionCookie HacTpamBaeT cOXpaHEHUE CEAHCOB, YTO MO3BOJISIET TIEPEABATEH 3AITPOCHI OT OJIHOTO U
TOrO 2Ke KJINEHTa Ha OJUH U TOT 2Ke cepsep ancrpuma. VudopMmariys o Ha3HaYeHHOM CepBepe allCTPUMa
repeJiaeTcsi B ceaHcoBoM cookie, cremepupoBanHoM Angie.

B mpuBesmennoMm HUXKe mprMepe MBI HACTPAWBAEM COXPAHEHHE CeaHCa € MOMOINBI0 cookie ceamca st
alcTpUMa U 3ajlaeM Bce JIOCTYIHbIE ITapaMeTphl:

name: tea

service: tea-svc

port: 80

sessionCookie:
enable: true
name: srv_id
path: /
expires: 1h
domain: .example.com
httpOnly: false
secure: true
samesite: strict

Cwm. jupektuBy u_sticky juist mostydenns jonosauTesbHOi nHdopmanun. Ceancosblit cookie coorser-
cTByeT MeTony sticky cookie.
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Mone Onucatwve Twn Obsi3a-
TEbHO

enable Bxkiowaer coxpameHne ceaHca ¢ MOMOIIBIO CEAHCOBOTO cookie st cep- boolean Her

Bepa arcTpuMa. SHavUeHre 10 YMOJYaHuio paBHo false.
name N cookie. string Ja
path IlyTb, /11 KOTOPOro ycTaHOBJIEH cooKie. string Her
expires Bpewms, B Tedenme kKoToporo Opaysep JoJzKeH coxpaudaTh cookie. string Her

MozkeT OBITH yCTAHOBJIEHO CIIENIMAJIHHOE 3HAYEHNE MaxX; TOTJA CPOK

neiicrBus cookie wucreder 31 mekabps 2037 roma B 23:55:55 mo

I'punBuYy.
domain JlomeH, JjIsi KOTOPOTO yCTAHOBJIEH cookie. string Her
httpOnly Jlob6asnsier arpubyt HttpOnly K cookie. boolean Her
secure JlobaBnser arpubyT Secure K cookie. boolean Her
samesite lobaBiser arpubyr SameSite k cookie. lomyctumbre 3mnadenms: string Her

strict, lax, none

2.7.3.5 Upstream.SessionRoute

TToste sessionRoute HacTpanBaeT coxpaHeHre MapIIpyTOB, YTO MO3BOJIAET MEPEJABATH 3aIIPOCHI OT OTHOTO
1 TOTO YKe KJINEHTa Ha OIUH U TOT Ke cepBep arcTpumMa. MudopMalins o Ha3HAYEHHOM CEpBepe allCTpIUMa,
o JeprKUBaeTcs B pexkume route <sticky> B Angie.

B mpusesennom Huke mupmmepe Mbl GopmupyeMm gupekTuBy Angie sticky route $cookie_route
$arg_route;:

sessionRoute:

enable:

true

variables:
\- "\$cookie_route"
\- "\$arg_route"

Cwm. onmcanue pexxuma route JUpeKTUBBI U_sticky Jist mosrydenust JOMOTHUTENHHON nHdOpMAaI.

ITapameTpnr:
Mone Onuncanne Tun Obsi3a-
TeNbHO
enable Bxkiowaer coxpaHeHme ceaHca B peKnUMe route s cepBepa ancTpu- boolean Her
Ma. 3HAYeHUe 110 YMOJYaHUI0 paBHO false
variable COHCOK IEpEMEHHBIX, MOJCTABISIEMbIX B JUPEKTUBY sticky route B string[ Her
MIOPsiJIKE CJIeTOBAHUSI. ]

2.7.3.6 ActiveHealthProbes

ToJie 03BOJISIET HACTPOUTH AKTUBHYIO poBepKy paborocnocobroctu (health probe) mia upstream. Bam
HEOOXO/IMMO 3a/[aTh WMsI IPOBEPKHM name M upstream, K KOTOPOMY OH& OTHOCHTCSI, 8 TaKXKe JPyrue
mapamerpsl. [logpobHoe ommcanne mapaMeTpoB JjIsd AKTUBHON MPOBEPKH PabOTOCTIOCOOHOCTH CM. B JIO-
KyMeHnTarun Angie, qupekTuBa upstream probe

ITpumep:
activeHealthProbes:
- name: activenamel

upstream: tea-post

uri: uri

port:

80

interval: 3s
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isEssential: true
isPersistent: true
maxBody: 10m
fails: 4

passes: 5

mode: onfail

2.7.3.7 staticLocations

Tloste mozBoOIsIET 38/1aTH KATAJIOT, M3 KOTOPOTO OYIyT pa3faBaThcs crarumdeckue dgaitinl. Bl MoxkeTe yKa-
3aTh KOPHEBOI KATAJIOT C IIOMOIIBIO JUPEKTUBBI TOOt WJIK JIPYroe PaCIOJIOXKEHUE C IIOMOIIBIO JINPEKTUBBI

alias, cM. OmMCaHUsI JIUPEKTUB B JIOKyMeHTamu Angie.

IIpumep xKorduryparmm:

staticLocations:

- type: root
urlPath: /static
dirPath: /var/www/html

Mone Onucaxne Tun Obsi3a-
TeNbHO
type Criocob orpejiesieHusI Iy TH K KaTaJaory, n3 KOToporo OyayT pasmaBarh- string /la
cda craruveckne daitibl. BosaMmoxkuble 3HatMeHns: root, alias.
urlPath IIpedurc URL-agpecoB zampammmBaembix cratudeckunx daitinos, uc- string a
moJIb3yeMblit st location; cM. onucaHne JUPEKTUBBI B JOKYMEHTAINN
Angie.
dirPath Karasor daitnoBoit cucrembl, 13 KOTOPOro OyayT obciaykuBarbed 3a- string a
npocel K ykazanaomy URL-anpecy.
2.7.3.8 Header
Onpenensier HTTP-3arosioBok:
name: Host
value: example.com
Mone Onucatue Tun Obs3a-
TeNbHO
name Wwms 3arosoBka. string la
value 3HadueHne 3aroI0BKa. string Her
2.7.3.9 Action
OnpenesisieT feficTBre, KOTOPOe HEOOXOMMO BBIIOJIHUTD JIJIsI 3aITPOCA.
B npusenensoM Huke mpuMepe KJIMEHTCKHUE 3alPOCh IEPEIAI0TCs Ha ancTpuM coffee:
path: /coffee
action:
pass: coffee
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Mone Onucaxne Tun Obs3a-

TeNbHO
pass ITepemaeT 3ampock! cepBepy amcrpumMa. ACTPUM € TAKUM UMeHeM JoJi-  string  Her

2KeH OBITH OIPEJIESIEH B PEeCypcCe.

redirect Ilepenampasiser 3ampochl Ha yKaszauubiii URL-ajpec. action.re. Her
return BosBpamaer npeaBapuTebHO CKOH(MUTIYPUPOBAHHBIN OTBET. action.re Her
proxy Ilepemaer 3ampocsl ancrpuMy, 100aBasSeT BOSMOXKHOCTh U3MEHATH 3a-  action.pr Her

upoc u orBer (Harpumep, nepernucbiBars URI mwin usmensars 3arosos-
KH).

(5 ) IIpumeuanne

eiicTBre JOJI2KHO BKJIIOYaTh B ce0s POBHO OJIHO U3 CJIEJYIOIINX 3Ha4YeHUil: pass, redirect, return
WU Proxy.

2.7.3.10 Action.Redirect

OmpeiesisieT iepeHanpaBjeHne, BO3BPAIIAEMOE IS 3aIIPOCa.

B npusemennom Hike npuMepe KineHTCcKue 3arpockl Hanpasisiorcs Ha URL-agpeca http://myhost.

ru:
redirect:
url: http://myhost.ru
code: 301
Mone Onucatve Tun Obs3a-
TesIbHO
url URL-anpec, Ha KOTOpBIN OyjieT mepeHanpasiieH 3amnpoc. Ilommepxku- string a
Baemble niepeMenuble Angie: $scheme , $http_x_forwarded_proto
$request_uri , $host. [lepemennbIe 10IKHBI OBITH 3aKJIIOUYEHBI B (DU-
rypHble ckobku. Hanpumep: $host $request_ure.
KOZ, Kox cocrosrmsa mepenamnpasienus. Jomyctnvbie 3Hadennsa: 301, 302, int Her

307, 308. 3navenue o ymoadanuio - 301.

2.7.3.11 Action.Return

OrnpeiesisieT npeIBApUTESILHO CKOH(MUTYPUPOBAHHBIN OTBET Ha 3aIIPOC.

B npusenennom Hmxke npumepe Angie Oyzer oTBedaTrh peBapUTE/IbHO HACTPOEHHBIM OTBETOM Ha KaXK-
JIBIA 3a1pOcC:

return:

code: 200
type: text/plain

body:

"Hello World\n"
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Mone Onucatwve Twn Obsi3a-

TEbHO
KO, Kozx cocrosuust orBera. lomycrumbre 3uadenns: 2XX, 4XX wmam 5XX.  int Her

3HaveHue 10 yMOIaHuio paBHo 200.

THUI MIME-tumn orBera. 3HadeHue 1Mo yMOJIIaHUIO - text/plain. string Her
body OcnoBaag 4actb orera. IlomuepxkuBaer nepemennnie Angie*. Ilepe- string [a

MEHHbBIE JIOJKHBI ObITH 3aKJ/IIO4eHbl B dburypuble ckoOku. Hampumep:
3ampoc paBeH $request_urin.

© IIpumeuannue

[Momep:xkuBaembie iepemennbie Angie: $request_uri, $request_method, $request_body, $scheme,
$http_, $args, $arg_, $cookie_, $host, $request_time, $request_length, $angie_version,
$pid, $connection, $remote_addr, $remote_port, $time_iso8601, $time_local, $server_addr,
$server_port, $server_name, $server_protocol, $connections_active, $connections_reading,

$connections_writing u $connections_waiting.

2.7.3.12 Action.Proxy

Ilepemaer 3ampockl ancTpuMy € BO3MOXKHOCTBIO U3MEHATH 3allpOC M OTBET (HAIpUMEp, LePelUChIBAThH

URI win u3MeHsITh 3ar0JIOBKN).

B mpusenennom muke mpumepe URI 3ampoca nepenmcbiBaercss Ha /, a 3arojIOBKU 3allpoca U OTBETa,

M3MEHAIOTCA:
proxy:
upstream: coffee
requestHeaders:
pass: true
set:

- name: My-Header
value: Value
- name: Client-Cert
value: ${ssl_client_escaped_cert}
responseHeaders:
add:
- name: My-Header
value: Value
- name: IC-Angie-Version
value: ${angie_version}
always: true
hide:
- X-internal-version
ignore:
- Expires
- Set-Cookie
pass:
- Server
rewritePath: /
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Mone OnucaHne Tun Obssa-
TeNbHO

upstrear lwmsa ancrpuma, Kyjaa OyIyT IPOKCHPOBATHCS 3apOChl. AticTpuM ¢ Ta-  string Ja
KM MMEHEM JIOJI2KEH OBITh OIPEJIEIEH B PEeCypCe.

requestl II3MmeHeHN: 3aroJIOBKOB 3aIIPOCOB. Action.P Her

respons¢ lI3MeHeHMsT B 3aroJIOBKax OTBETOB. Action.P Her

rewritel Ilepemmcanmmenit URI. Ecian myTs MmapmnipyTa saBiIsieTcs peryidapHbIM Be-  string  Her
paskeHmeM, T. €. HaUWHAEeTCs ¢, TO rewritePath MoXKeT BKIOYATH

rpynnbl 3axsara $1-9. Hanpumep, $1 - nepsas rpyimia, U Tak jaJee.

stHeaders
mseHeaders

2.7.3.13 Action.Proxy.RequestHeaders

TToste requestHeaders n3mensteT 3arojioBKu 3ampoca K IMPOKCHPYEMOMY CEPBEPY AIICTPUMA.

Mone Onucatue Twn Obsiza-
TeNbHO
pass Ilepemaer mcxomHble 3aro/IOBKH 3ampoca Ha MPOKCHPYEMbIil cepBep bool Her

arcrpuMa. JlONoJIHUTeIbHbIE CBEJIEHUs] CM. B OIUCAHUN JIUPEKTUBBI
proxy pass_request headers. 3HavueHne mo yMOJIAHUIO - true.

set TosBossieT 1epeonpenenarb Win J00aBIATh 1oJs st npejacrasie- header/ Her
HUs 3ar0JIOBKOB 3aIIPOCOB, I€PEABAEMbIX Ha IPOKCUPYeMble cepBe- |
pbI anicrpuMa. JomoTHuTe IbHBIE CBEIEHUSI CM. B OIMMCAHUN JUPEKTHBDI
proxy set header.

2.7.3.14 Action.Proxy.RequestHeaders.Set.Header

Ompenensier HT'TP-3arosoBok:

name: My-Header
value: My-Value

MOoKHO TIepeonpe/ieIuTh 3HadeHre 3aroioBka Host mo ymosraanuio, kKoropoe ANIC ycranasimBaer pas-

ueiM v__host:

name: Host
value: example.com

Mone Onucatue Twn Obsi3a-
TENbHO
name Nms 3arososka. string Jla
value Buauenne 3arosoeka. Ilomuepkusaer nepemennble Angie*. Ilepemen- string Her
HBblE JIOJKHBI OBITH 3aKJIO4YeHbl B (urypHbsle ckobku. Hampumep:
$scheme.

© IIpumeuannue

TlonmepxkuBaembie  mepemennbie  Angie:  $request_uri, $request_method, $request_body,
$scheme, $http_, $args, SParg_, $cookie_, $host, $request_time, $request_length,
$angie_version, $pid, $connection, $remote_addr, $remote_port, $time_iso8601, $time_local,
$server_addr, $server_port, $server_name, $server_protocol, $connections_active,
$connections_reading, $connections_writing, $connections_waiting, $ssl_cipher,
$ssl_ciphers, $ssl_client_cert, $ssl_client_escaped_cert, $ssl_client_fingerprint,
$ssl_client_i_dn, $ssl_client_i_dn_legacy, $ssl_client_raw_cert, $ssl_client_s_dn,
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$ssl_client_s_dn_legacy, $ssl_client_serial, $ssl_client_v_end, $ssl_client_v_remain,
$ssl_client_v_start, $ssl_client_verify, $ssl_curves, $ssl_early_data, $ssl_protocol,

$ssl_server_name, $ssl_session_id, $ssl_session_reused.

2.7.3.15 Action.Proxy.ResponseHeaders

Ilosie responseHeaders uamensieT 3arojloBKu OTBETa KJIMEHTY.

Mone Onucanne Tun Obs3a-
TEeJIbHO
hide 3aroJioBKM, KOTOPbIE He OYIyT Iepe/laHbl B OTBeTe KJIHEeHTY ¢ nmpokcn- string[ Her

pyeMoro cepBepa arcrpuMa. JomoTHITeIbHbIE CBEJIEHIS CM. B OIIHCA-
Huu JupeKTuBbl proxy hide header.

pass TlozBossteT TIepemaBaTh CKPBITHIE TOJIS 3ar0JIOBKA KJIMEHTY C IIPOKCHU-
pyeMoro cepBepa arcrpuMa. JomoHITeIbHbIE CBEIEHIS CM. B OIUCA-
HUU JUPEKTUBBI proxy pass header.

ignore OTkio4aeT 00pabOTKY OIPEIEIEHHBIX 3aroJIOBKOB** Ipu mepemade
KJIUEHTY OTBETA C IIPOKCUPYEMOro cepBepa arcrpuMa. JlomosHnresns-
HBIE CBEJICHUSI CM. B OIMCAHWM JUPEKTHBHI proxy ignore headers.

add JobaBisier 3aroJIOBKM K OTBETY JJIst KJIUEHTA.

]

string[ Her
]

string[ Her
]

addHead« Her
/

(5 ) IIpumeuanue

CKpBITBIE 3aTr0JIOBKH 110 yMoT9aHuio: Date, Server, X-Pad u X-Accel-. ...

© IIpumeuanue

Crenytomue 1O MOTYT OBITH HpOUTHOpPHpOBaHbI: X-Accel-Redirect,

X-Accel-Limit-Rate, X-Accel-Buffering, X-Accel-Charset, Expires,

Set-Cookie u Vary.

2.7.3.16 AddHeader

Omnpenensier HTTP-3aromoBok ¢ Heobs3aTebHBIM TOTeM always:

X-Accel-Expires,
Cache-Control,

name: My-Header
value: My-Value
always: true

Mone Onucaxne Twn Obsi3a-
TeNbHO
name Wwms 3arosoBka. string a
value Buauenne 3arosioska. Ilomuepkusaer nepemennnle Angie*. Ilepemen- string Her
Hble JIOJKHBI OBITh 3aKJI0YeHbl B (UrypHbie ckKoOoku. Hampumep:
$scheme.

always Ecau ycranosjeno 3uadenue true, m06aBisieT 3arojOBOK HE3ABUCUMO
OT KOJia cocTosiHus oTBeTa**. 3Hauerne o ymosrganmo - false. Jlomosr-
HUTEJIbHBbIE CBeJleHns cM. B ommcaHuu nupekTusbl add header.

bool Her
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(i ) IIpumeuanue

IlonnepxkuBaemble  mepemennbie  Angie:  $request_uri, $request_method, $request_body,
$scheme, $http_, S$args, $arg_, $cookie_, $host, $request_time, $request_length,
$angie_version, $pid, $connection, $remote_addr, $remote_port, $time_iso8601, $time_local,
$server_addr, $server_port, $server_name, $server_protocol, $connections_active,
$connections_reading, $connections_writing, $connections_waiting, $ssl_cipher,
$ssl_ciphers, $ssl_client_cert, $ssl_client_escaped_cert, $ssl_client_fingerprint,
$ssl_client_i_dn, $ssl_client_i_dn_legacy, $ssl_client_raw_cert, $ssl_client_s_dn,
$ssl_client_s_dn_legacy, $ssl_client_serial, $ssl_client_v_end, $ssl_client_v_remain,
$ssl_client_v_start, $ssl_client_verify, $ssl_curves, $ssl_early_data, $ssl_protocol,
$ssl_server_name, $ssl_session_id, $ssl_session_reused.

O IIpumeuannue

Ecin 3navenne always - false, 3arosoBok orBera j100aBIJISI€TCSI TOJBKO B TOM CJIydae, €CJIU KOJ, CO-
CTOSIHUA OTBeTa - 3T0 200, 201, 204, 206, 301, 302, 303, 304, 307 uym 308.

2.7.3.17 Split
OrpeiesisieT Bec JeWCTBHs B COCTaBe KOH(DUTYDPAIUN Pa3/Ie/IeHuiA.

B npusenennom Hizke npunMepe Angie nepenaer 80% 3ampocos BelmecTosmeMy coffee-vl, a ocTaBimuecs
20% - coffee-v2:

splits:
- weight: 80
action:
pass: coffee-vl
- weight: 20
action:

pass: coffee-v2

Mone Onwucanne Twun Obs3a-
TeJIbHO
weight Bec geiicTBus. 3HadeHme JOJKHO TONAIATh B Auamna3oH 1..99. Cymma  int Ja
BECOB BCEX pasfe/eHnii T0oKHa ObITh paBHa 100.
action JleiicTBue, KOTOpOE HEOOXOINMO BBIMOIHUTD IS 3AMPOCA. :ref” :actic Ha

2.7.3.18 Match

OnpegeﬂHeT COIIOCTaBJIEHUE MEXKIYy YyCJIIOBUAMU U ,ZLefICTBHeM 1 pa3aeICHUAMMA.

B npusenennom Huke npumepe Angie manpasiser 3anpocel ¢ myreM "/coffee" B pasHble ancrpumbl Ha
OCHOBe 3HaueHus cookie user:

e user=john -> coffee-future
e user=bob -> coffee-deprecated

e FEciim cookie me ycranoBien wim He paBeH HE john, Hum bob, Angie mepenampaniser 3ampoc B
coffee-stable

path: /coffee
matches:
- conditioms:

- cookie: user
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value: john
action:
pass: coffee-future
- conditions:
- cookie: user
value: bob
action:
pass: coffee-deprecated
action:
pass: coffee-stable

J

B cnenyromem npumepe Angie HampapisieT 3alpochl HA OCHOBE 3HAYEHHS BCTPOEHHOW MEepEeMEHHO
v_request method, xoropast npencrasisier HT'TP-mero; 3ampoca:

e Bce 3anpocsl POST -> coffee-post

e BCe IIpodue 3alpockl -> coffee

path: /coffee
matches:
- conditions:
- variable: $request\_method
value: POST
action:
pass: coffee-post
action:
pass: coffee

[Mone Onucaxne Twun Obs3a-
TeNbHO

conditic Cmmcok ycyoBuii. Jlo/KeH BKIIIOYATH 110 KpaiiHeil Mepe oiHO yejiaoBue.  condition Jla

action /leficTBue, KOTOpOe HEOOXOINMO BBITIOJHATD /IS 3aIIPOCa. Action  Het

splits Koudwurypanus pasbuennit qyst pasnenenus tpaduka. Jomknao 6erte  split/ | Her
YKa3aHO He MeHee JIBYX Pa3esIeHHUI.

O IIpumeuanne

ConocraBiieHne JTOJPKHO UCIIOJIB30BATH POBHO OJIHO U3 CJIEAYIONINX 3HAYCHUi: action mim splits.

2.7.3.19 Condition

OIIpeJleJ'IHeT yciioBue B COITOCTaBJIEHUU.
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Mone OnucaHne Tun Obssa-
TeNbHO

header Uwms 3arososka. JomkHO cocTodaTh n3 OykBeHHO-IM(POBBIX CUMBOJIOB ~ string Her
Wi -.

cookie  Mwms cookie. JIoJ2KHO COCTOATH N3 OyKBEHHO-IMMPOBLIX CUMBOJIOB miin ~ string  Her

argumeni Vwms aprymenta. /Jomxno cocTosTh n3 OyKBeHHO-ITUMPOBBIX cuMBosioB  string  Her
wid _.

variable Nms mepemennoit Angie. [Jomkno waumnarbes ¢ $. Cum. crnmcok mojp-  string Her
JAEP2KNBa€MbIX II€EPEMEHHbBIX IIOCJIE Ta6.HI/ILU)I.

value 3HavueHne, KOTOPOMY JIOJI2KHO COOTBETCTBOBATH ycjoBue. Kak ompese- string /la
JINTh 3HAYEHME, [TOKA3aHO HUXKE B TAOJIUIIE.

© IIpumeuannue

VcsioBre TOKHO BKJIIOYATH POBHO OJHO M3 CIEAYIOMMX 3HadeHuil: header, cookie, argument nim
variable.

TonmepxkuBaemble mepemennbie Angie: $args, $http2, $https, $remote_addr, $remote_port,
$query_string, $request, $request_body, $request_uri, $request_method, $scheme.

SHayeHMe [0/[JIEPKUBAET JIBA BUJIA COIIOCTABJIEHUS:
o Cpasrenue cmpok 6e3 yuema pezucmpa. Hanpumep:

— john - conocrasiienne 6e3 yueTa perucrpa, KOTOpoe BBIIOJIHAETCS YCIIEIIHO JJIsl TAKUX CTPOK,
KakK john, John, JOHN.

— !john - oTpuIlaHNE COOTBETCTBUS 0€3 y4ueTa PErucTpa Juid john, KOTOpoe BBIIOJIHIETCS YCIIel-
HO JIJIS TAKAX CTPOK, Kak bob, anything, " (mycras crpoka).

e Conocmasaenue ¢ pezysaprovim soipasicenuem. ObparuTe BHUMaHUe, 9T0 Angie moiiep:;kuBaer pe-
I'yJIsIDHBIE BbIPasKeHHsl, COBMECTHMBIE ¢ st3bikoM nporpammuposanus Perl (PCRE). Hanpuwmep:

— “7yes - perysispHOe BBIPDAXKEHUE C YYeTOM DPErucTpa, KOTOPOE COOTBETCTBYET JII000H CTPOKeE,
HaunHaomnlelca ¢ yes. Hanpumep: yes, yes123.

— !7"yes - oTpuniaHue NpeaplIyIero peryIspHOro BbIPaskKeHnd, KOTOPOe YCIIEITHO BBITOJIHAETC S
muist crpok Tuna YES, Yes123, noyes. (MexanusMm oTpunaHus He SBJISIETCS YACTHIO CHHTAKCUCA

PCRE).

— T#no$ -- peryssipHOe BBIpaXKeHNe 0e3 ydera Perucrpa, KOTopoe COOTBETCTBYET JIF000i CTPOKE,
3akaHumnBaromieiica Ha no. Hanmpumep: no, 123no, 123N0.

(5 ) IIpumevuanue

3HaueHre He JI0JIKHO COJepKATh HEIKPAHUPOBAHHBIX JBONHBIX KaBblueK (") U He JOJKHO 3aKaH9U-
BaTbCsl HEIKPAHUPOBaHHOII obparHoil Kocoit deproit (\). Hanpumep, ciexyiomue 3uadenus HeIOILy-
cTUMBI: some"value, somevalue\.

2.7.3.20 ErrorPage

Ormpeiesisier HACTPAMBAEMBIN OTBET JIJIsE MAPIIPYyTa HA CJIydaii, KOI/a CepBep alCTPUMa OTBEYAET KOIOM
cocrosaus ommbOku (uiam ero resepupyer Angie). B kadecTBe orTBeTa MOXKET OBITH 3aJIAHO II€PEHAIPAB-
JIEHUEe WJIM COXPAHEHHBIN OTBeT. J[OmoMHNTe/IbHbIE CBEIEHUS CM. B OIMCAHUU JIUPEKTUBLI €ITOr _ page.

path: /coffee
errorPages:
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- codes: [502, 503]
redirect:
code: 301
url: https://angie.software
- codes: [404]
return:
code: 200
body: "Original resource not found, but success!"

Mone Onucanne Tun Ob6si3a-
TeNbHO
codes CHmcok KOJIOB COCTOSTHUSI OTMUOKU. int[ 1 a
redirect [leiicTBue mepeHampaBieHns i 38 JaHHBIX KOJIOB COCTOSTHUSI. errorPag Het
return CoxpaHeHHOe OTBETHOE JIEHCTBHUE JIJIsl 3aJJAHHBIX KOJIOB COCTOSHUSI. errorPag Her

O IIpumeuannue

Crpanuria ¢ OmuOKOl MO/KHA COMEpP:KaTh POBHO OJHO W3 CJEAYIONIAX 3HAYEHUN: return wim
redirect.

2.7.3.21 ErrorPage.Redirect
OmnpeiesisieT nepeHanpanjenne s errorPage.

B npusenennom Huzke npumepe Angie orBedaeT rmepeHanpaBIeHIeM, KOIJIa OTBET OT CEPBEpa allCTPUMA
nmeeT Koji coctossaust 404.

codes: [404]
redirect:
code: 301
url: ${scheme}://cafe.example.com/error.html

Mone Onucaxne Tun Obsi3a-
TENbHO
KOZ, Kozx cocrosrusa mepenamnpasienus. Jomyctumbie 3Hadennsa: 301, 302, int Her
307, 308. 3HaueHue 1Mo ymordanuio - 301.
url URL-anpec, Ha KoTOpBIil OyneT nepeHanpasiel 3anpoc. [lognep:xkuea- string a

emble iepeMennble Angie: $scheme u $http_x_forwarded_proto. Ile-
PEMEHHBIE JIOJKHBI ObITH 3aKJ/II04€eHbl B hurypusie ckooku. Harnpumep:
$scheme.

2.7.3.22 ErrorPage.Return
OmnpeenseT cOXpamneHnblit oTBeT ais errorPage.

B npuBesnennom Huzke npumepe Angie BbIIaeT COXpaHEHHBIN OTBET, KOI'Ja OTBET OT CEpBEpa alCTpuMa
nmeet Kojt coctosiaust 401 wmm 403.

codes: [401, 403]

return:
code: 200
type: application/json
body: |
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headers:
- name: x-debug-original-statuses
value: ${upstream\_statusl}

Mone Onucatue Tun Obsiza-
TEeJIbHO
code Koz coctosinmst orBeta. Ilo ymModannio UCIOMB3yeTCS KO, COCTOSHUS — int Her
HCXOJTHOT'O OTBETA.
type MIME-tumn orBera. 3HadeHue 1Mo yMOIIaHUIO - text/html. string Her
body Temno OTBETA. IlopnepxuBaemas IiepeMeHHad Angie: string Ja

$upstream_status. IlepemeHHble [O/KHBI OBITH 3aKJIOYEHBI B
durypusie ckooku. Hampumep: $upstream_status.

headers HacTpauBaembie 3ar0/IOBKH OTBETA. errorPag Het leader

2.7.3.23 ErrorPage.Return.Header

Omnpenessier HTTP-3arosioBok 15t coxpaneHHOro oTBeta y errorPage:

name: x-debug-original-statuses
value: ${upstream_status}

Mone Onucatve Tun Obs3a-
TENIbHO

name Wmsa 3arosoBka. string la

value 3uavyenne  3arosioBka. llojjepkuBaemasi —nepemeHHast Angie: string Her

$upstream_status. IlepemeHHble [IO/KHBI OBITH 3aKJOUYEHBI B
durypusie ckooku. Hampumep: $upstream_status.

2.7.4 Wcnonb3osanue VirtualServer n VirtualServerRoute

st paborel ¢ pecypcamu VirtualServer u VirtualServerRoute MoxkkHO ncIiosib30BaTh 0OBIYHBIE KOMAHIBI
kubectl, anamoruyHo pecypcam Ingress.

Hamnpuwmep, clenyiomas — KOMaHa — co3jaeT  pecypc  VirtualServer, OIpeJleJIEHHBI B
cafe-virtual-server.yaml c umenem cafe:

kubectl apply -f cafe-virtual-server.yaml

virtualserver.k8s.angie.software '"cafe" created

Bror mozkere MMOJIy9UTh PEeCypC, BBIIIOJIHUB:

kubectl get virtualserver cafe

NAME STATE HOST IP PORTS AGE
cafe Valid cafe.example.com 203.0.113.10 [80,443] 3m

B kubectl get m mOmOOHBIX KOMAHIAX TAKXKE MOXKHO WCIIOJIH30BATh KOPOTKOE HUMsi VS BMECTO
virtualserver.

Pa6orars ¢ pecypcamu VirtualServerRoute moxkHo anasiormuno. B komanmax kubectl wucnosssyiire
virtualserverroute mjin KOPOTKOE MMsI VST.
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2.7.4.1 Ncnonb3oBaHue dpparmeHToB

DparMeHThl TIO3BOJISIOT BCTABJIATH 3JIEMEHTHI KoHUrypanun Angie B pa3jindHble KOHTEKCTHI KOH(MUTY-
panuu Angie. B npuBeieHHOM HUZKE TPUMEPE MBI UCTIOJIB3yeM (DparMeHTBI KOJa, JIJTIsT HACTPOHKU HECKOJTh-
kux yukimit Angie na VirtualServer:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
namespace: cafe
spec:
http-snippets: |

host: cafe.example.com
tls:

secret: cafe-secret
server-snippets: |

upstreams:
- name: tea
service: tea-svc
port: 80
- name: coffee
service: coffee-svc

port: 80
routes:
- path: /tea

location-snippets: |

action:
pass: tea
- path: /coffee
action:
pass: coffee

@parMeHTHI IIpeHA3HAYEHBI JIJIs IPOJABUHY THIX TI0JIb30BaTe el Angie, KOTOpbIM TpebyeTrcst 6OJIbIe KOH-
TPOJIsE HAJ[ PeHepupyeMoii KoHduryparnueii Angie.

O/ 1HAaKO M3-3a HEJIOCTATKOB, OMMMCAHHBIX HIKE, (DPATMEHTBI 110 YMOJTIAHUIO OTKJIIOUEHBI. I TOOBI HCITOJIb-
30BaTh (pparMeHTsl, 33/1afiTe apryMeHT KOMAaH/IHON CTPOKU enable-snippets.

Henocrarku ucroib3oBanusi (hparMeHTOB
o Caootcrnocmob. YTobb! UCIOIB30BATH (DparMeHThI, TPEOYeTCs:

— Ilonumars npuMuTuBE KOHbUrypanun Angie m peanu3oBaTh NPABUIBHYIO KOH(DUIYPAIHIO
Angie.

— Ilonumars, kak ANIC renepupyet Kordurypamnuto Angie, 4Tobb! (pparMeHT He MeIaJI JIPYTUM
GYHKIMAM KOH(MUTY PAIHIH.

o Chuoicennasn Hadestcnocms. Hempasunbubiit dparment geiaer koHdurypamuio Angie nemeii-
CTBUTEJIHHOM, YTO TPHUBEJET K OMHUOKe MpU Iepe3arpy3ke. ITO IMOMENIAeT MPUMEHUTH KaKue-
60 OOHOBJIEHUST KOH(UIYPAIUU, BKJIOYast OOHOBJIEHHUsI Jisi Jpyrux pecypcos VirtualServer u
VirtualServerRoute, noka ¢dpparmesT He OyIeT UCIIpaB/IeH.

o [locaedcmeus das bezonacrocmu. PparMeHThl TPEJIOCTABIISIIOT JOCTYI K TPUMUTHBAM KOH(DUTYpa-
nun Angie, u 3ru mpuMuTHBLL He TpoBepsitorcss camuMm ANIC. Hampumep, gepe3 dparmMenT MOXKHO

2.7. VirtualServer, VirtualServerRoute 70




Angie
Software

PykoBogcteo no akcnnyatauum, sepcus 0.7.6

HACTPOUTH B Angie nmpom3BosbHYIO OTIPaBKy ceprudukaTos TLS u kirodeil, HCHOIB3YEMbIX J1JIst

repmunaiuu TLS y pecypcos Ingress u VirtualServer.

Y1066 TOMOYb OTJIABIUBATE OMMUOKK TpH ucnoJib3osannu dpparmento, ANIC coobimaer 06 onmmbkax me-
pe3arpy3Ku KOHMUrypaun B XKy pHAJIaX, a TAKKe B TOJISAX COOBITHIT 1 COCTOSHIS pecypcoB VirtualServer
u VirtualServerRoute.

O IIpumeuannue

TToka kouduryparus Angie conepKuT HeJOMyCTUMBIH hbparmMent, Angie 6yeT IpoIoKAThL paboTaTh
¢ TocJeHe TOImyCcTUMON KOHMUryparuei.

2.7.4.

2 Banupauyus

s pecypcos VirtualServer u VirtualServerRoute mocrynss! gBa Tuna BajuIamum:

Cmpyrkmyprasa eaaudayus ¢ moMotnbio kubectl u cepsepa Kubernetes API.

Bceecmoponnas sasudayus ¢ nomomnibio ANIC.

CrpykTypHas Banugauus

TTonp3oBaTenbckue onpejesenus pecypcos st VirtualServer u VirtualServerRoute Bkiiogaor crpyk-
Typayto cxemy OpenAPI, Koropast onuchiBaeT THI KaXKI0T0 IIOJIsT 3TUX PECYPCOB.

Ecyn BBI nombITaerech co3garh (WM OOGHOBUTH) PECypC ¢ HAPYIIEHHEM CTPYKTYPHOH cxembl (Hampu-
Mep, HCIIOJIb3yeTe CTPOKOBOE 3HAYEHHUE Jisl LOJId OopTa ancrpuma), kubectl u cepsep Kubernetes API
OTKJIOHAT TAKOI pecypc:

IIpumep npoBepku kubectl:

-

.

kubectl apply -f cafe-virtual-server.yaml

error: error validating "cafe-virtual-server.yaml": error validating
data: ValidationError(VirtualServer.spec.upstreams[0].port): invalid
type for software.angie.k8s.vl.VirtualServer.spec.upstreams.port: got
"string", expected "integer"; if you choose to ignore these errors,
turn validation off with --validate=false

ITpumep nposepku cepsepa Kubernetes API:

kubectl apply -f cafe-virtual-server.yaml --validate=false

The VirtualServer "cafe" is invalid: []: Invalid value:
map [string]interface {}{ ... }: validation failure list:
spec.upstreams.port in body must be of type integer: "string"

Eciin pecypc He oTkiIoHeH (T. €. He HapyIIaeT cCTpyKTypHyio cxemy ), ANIC nposeput ero J1onoHuTEIbHO.

BcectopoHHsia Banngauuns

ANIC nposepsier mosist pecypcos VirtualServer u VirtualServerRoute. Ecin pecypc neneiicrsurenen,
ANIC oTk/IOHUT €ro: pecypc MPOJOJIKUT CyIecTBOBaTh B Kiacrepe, Ho ANIC Gyser ero urHopupoBaTh.

Bui moxkere npoBeputs, ycrmentso ju ANIC npumenun koudurypanuto mist VirtualServer. st Hammero
npumepa VirtualServer cafe Mbl MOXKeM 3aIlyCTUTH:

kubectl describe vs cafe

Events:
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Type Reason Age From Message

Normal AddedOrUpdated 16s angie-ingress-controller Configuration for default/
—cafe was added or updated

O6parure BauManue, uro paszzgen "Coboirus" (Events) skiouaer cobbirue Normal ¢ npuamHoit
AddedOrUpdated, koropoe undopMupyer HAC O TOM, 9TO KOHMPUTYpaIys ObLIa YCIENTHO TPUMEHEHA.

Eciu Bo1 cozaaure memomycrumsbiit pecype, ANIC orkionut ero u Boigact cobbitue Rejected. Hampumep,
ecsm BRI coznaaute VirtualServer cafe ¢ aBymMsI cepBepaMu alncTpuMa C OJIMHAKOBBIM MMEHEM tea, BBI
[TOJTY IHTE:

kubectl describe vs cafe

Events:

Type Reason Age  From Message

Warning Rejected 12s  angie-ingress-controller VirtualServer default/cafe is,
—invalid and was rejected: spec.upstreams[1].name: Duplicate value: "tea"

O6parure Bunmanue, uro pasuen "Cobpirusa" (Events) Bkiodaer npeynpezkjpaoliee cobplTre ¢ yKa3a-
HUEeM IIPpUYIUHBI OTKJIOHEHUA.

Kpome toro, sra mrdopmalust TakxKe JOCTYIHA B 1ojie status pecypca VirtualServer. Obparure BHU-
MaHue Ha paszen Status VirtualServer:

kubectl describe vs cafe

Status:

External Endpoints:
Ip: 203.0.113.10
Ports: [80,443]

Message: VirtualServer default/cafe is invalid and was rejected: spec.upstreams[1].
—name: Duplicate value: "tea"

Reason: Rejected

State: Invalid

ANIC mposepsier pecypest VirtualServerRoute anagoruanbim o6pazom.

O IIpumeuanne

Ecnu BB BHECETE OMUOKY B cyIecTByomuii pecypc, ANIC oTKIIOHUT ero u yiaauT COOTBETCTBYOIIY IO
koHbuUrypanuo n3 Angie.

2.7.5 Hacrpoiika c nomouwbto ConfigMap

Ber MoxkeTe JONOJHUTEHLHO HACTPpOWTH KoHbwurypamuio Angie s pecypcoB VirtualServer u
VirtualServerRoutes, ucrosnb3yst ConfigMap. IlomumepxkuBaercst GompimacTBo Kioueit ConfigMap, 3a
CJIEJTY FOIIMMU UCKJIFOUEHUSIMU:

e proxy-hide-headers
e proxy-pass-headers
e hsts

e hsts-max-age

e hsts-include-subdomains

2.7. VirtualServer, VirtualServerRoute 72




Angie
Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

e hsts-behind-proxy
e redirect-to-https

e ssl-redirect

2.8 PacwunperHHasa koHdpurypayums ¢ nomMolbio aHHOTauni

31ech 0ObSICHSIETCsT, KaK BKJIIOUUTH pacuimpennyio dyukinonaabaocts ANIC ¢ momorpio anHoTAINiA.

Pecypc Ingress moxker ucrosib30BaTh 6a30Bble GyHKIMU Angie, Takue Kak MapIIpyTH3allds Ha OCHOBE
xocta wian mytn u TLS-repmunarus. Pacimupennbie dyrKimn, Takue Kak nepernucbiBanne URI 3ampo-
ca WJIM BCTABKA JIONOJHUTE/IHHBIX 3ar0JIOBKOB OTBETA, MOLYT OBITH BKJIIOUEHBI C TIOMOIIBIO AHHOTAIIMH.
AnHOTAIMK TIO3BOJISIOT HACTPAUBATEL TOBeJeHne Angie it Kaxkjaoro Ingress-pecypca.

TToMumo paciupeHHBIX DYHKINNA, AHHOTAIMA HEOOXOIUMBI JIJIsi HACTPONKY 1oBeieHnst Angie, Hampumep,
YCTaAHOBKU 3HAYEHUN TaiMayTOB COCIUHCHUN.

Hacrpoiika Takxke mocrymna depe3 pecypebl Confighlap: aHHOTAIIUA UMEIOT ITPUOPUATET.

2.8.1 Ncnonb3oBaHue aHHOTaLUUN

DTOT IPUMEP HCIIOIH3YeT AHHOTAIINY [IJIsi HACTPOIKHN KOHMUryparmn pecypca Ingress:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: cafe-ingress-with-annotations
annotations:
““angie.software/proxy-connect-timeout: "30s"
““angie.software/proxy-read-timeout: "20s"
“angie.software/client-max-body-size: "4m"
““angie.software/server-snippets: |

spec:
rules:

- host: cafe.example.com
http:

paths:

- path: /tea
pathType: Prefix
backend:

service:
name: tea-svc
port:

number: 80
- path: /coffee
pathType: Prefix
backend:
service:
name: coffee-svc
port:
number: 80
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2.8.2 Banunpauyus

ANIC nposepsier annoranuu pecypcos Ingress. Eciu Ingress nekoppekren, ANIC orkjonur ero: Ingress
MIPOJIOJIZKUT CYIIecTBOBaTh B Kiiactepe, Ho ANIC 6yer ero urHopupoBaTh.

Bor moxkere mpoBeputh, ycrernno ju ANIC npumennn koudurypanuio mjist pecypca Ingress. JIist mpumepa
Ingress cafe-ingress-with-annotations BBl MOXKE€Te BBIIOJHUTH CJIEIYIONYI0 KOMAHLY:

[$ kubectl describe ing cafe-ingress-with-annotations }
Events:
Type Reason Age From Message
Normal  AddedOrUpdated 3s angie-ingress-controller Configuration for default/
—cafe-ingress-with-annotations was added or updated

J

Paznen cobwrruit Briodaer cobbirrie Normal ¢ npuunnoit AddedOrUpdated, koropoe coobimaer Ham, 94To
KOHMUryparus OblIa yCIEITHO IPUMEHEHa.

Ecim o1 cozmaure nekoppekTrbiii Ingress, ANIC orksionut ero u cremepupyer coboweitue Rejected. Ha-
IIpuMep, ecu BbI co3naauTe Ingress cafe-ingress-with-annotations c anHoTarnuei angie.software/
redirect-to-https, ycranosjieHHoil Ha yes please BMecTO true, BBI IIOJIy4YnTE:

[$ kubectl describe ing cafe-ingress-with-annotations ]
Events:
Type Reason Age From Message

Warning Rejected 13s angie-ingress-controller annotations.’ ~angie.software/
—redirect-to-https: Invalid value: "yes please": must be a boolean

O6paruTe BHUMaHUE, UYTO paszes coObIThit BKIodaeT coobrrne Warning ¢ npuannoit Rejected.

(5 ) IIpumeuanne

Ecnu BoI cremaere cymectsyrommuit Ingress nekoppektabiM, ANIC OTKIOHUT €ro U yIaJuT COOTBET-
crByontyo kKouduryparmuio u3 ANIC.

2.8.3 Ceoagka aHHOTauwnii

B Tabaure ke mpuBeIeHbI JOCTYITHBIE aHHOTAITIH.
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2.8.3.1 O6wasna HacTpoiika

AHHoTaLus

Kntou ConfigMap

Onucanne

3HaueHune
no ymosn-
YaHUIO

Mpumep

angie.software/
proxy-connect-timeout

angie.software/
proxy-read-timeout

angie.software/
proxy-send-timeout

angie.software/
client-max-body-size

angie.software/
proxy-body-size

angie.software/
proxy-buffering

angie.software/
proxy-buffers

angie.software/
proxy-buffer-size

angie.software/
proxy-max-temp-file-:

angie.software/
server-tokens

proxy-connect-t

proxy-read-time

proxy-send-time

client-max-body

proxy-body-size

proxy-buffering

proxy-buffers

proxy-buffer-si

proxy-max-temp-

server-tokens

VcranaBauBaer 3Ha-
YeHHe JUIsL JINPEKTUB
proxy connect timeout

u grpc__connect timeout.
YcranaBiauBaer 3Ha-
qeHHe JUIst JINPEKTUB
proxy_read timeout u
grpc_read timeout.
YcTaHaBIMBaET 3Ha-
YeHHe JLIs1 JIADEKTUB
proxy_send timeout u
grpc_send timeout.
YcranaBauBaeT 3Hade-
HUe JUIst JIAPEKTUBBI
client max_body size
(orpanmYmMBaeT pasmep
Tesa 3aIpoca KJINECH-
ta). Alias g nginx.
ingress.kubernetes.io/
proxy-body-size.
YcranaBamBaeT MaKCHMaJIb-
HO  JIONYyCTHMBI  pa3mep
Tela ~ 3aIpoca  KJIMEHTA
IIepeIaBaeMOro IIPOKCH-
cepBepoM nasibie. Cum. TakKe
client max body size.
Bkmrouaer wmiam  oTKIIOYa-
er Oydepusanuo OTBETOB
OT  UIPOKCHDYEMOI'O  Cep-
Bepa. Alias g nginx.
ingress.kubernetes.io/
proxy-buffering.
YcranaBauBaeT 3HAYMEHHE U1
JupekTuBbl  proxy  buffers.
Alias JIs nginx.
ingress.kubernetes.io/
proxy-buffers-number.
YcranaBauBaeT 3HAYMEHUE I
nupextus proxy buffer size.
Alias JTs nginx.
ingress.kubernetes.
io/proxy-buffer-size. u
grpc_buffer size.
VcranaBausaer 3HaYe-
HIE JLIsL JIAPEKTUBLI
proxy max_temp file size
Alias JLTST nginx.
ingress.kubernetes.io/
proxy-max-temp-file-size
Bxkmouaer mwam OTKIIOYaET
JTUPEKTUBY server _tokens.
Kpome Toro, ¢ Angie mMoxkHO
yKa3aTb CTPOKOBOe 3HavdeHUe,
BKJIIOYAS TYCTYIO  CTDOKY,

60s

60s

60s

im

1m

True

3aBucur
OT TLIaT-

dOpMBI.

3aBucur
OT ILIaT-

dOpMBI.

1024m

True

2.8. PacwwupeHHas koHpUrypaums ¢ noMoLBRY aHKGFQHMIA’ BHIBOJL T10JIsI

angie.software/
path-regex

Her

Server.
Bxkimowaer  mommdukaTopb
PErYJIAPHBIX BBIPAYKEHUH JJIsT

Her
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2.8.3.2 Manunynsuua URI n 3aronoskamu 3anpocos

AHHoTauus Kntou ConfigMap  Onucatue 3naveHue  [lpumep
no ymosn-

YaHUIO
angie.software/ proxy-hide-head VYcramasiusaer 3Ha- Her
proxy-hide-headers YeHune OJIHOM Wi

HECKOJIbKHUX JIADEKTUB
proxy hide header. [Tpu-
Mep: "“angie.software/

proxy-hide-headers":
"header-a,header-b""

angie.software/ proxy-pass-head VYcranasiusaer 3na- Her
proxy-pass-headers qeHne OJTHOM U
HECKOJIBKHUX JIUDEKTUB
proxy _pass_header. IIpu-
Mep: "“angie.software/

proxy-pass-headers":
"header-a,header-b""
angie.software/ Her Kondwurypupyer mnepesamnucr Het
rewrites URI c¢ wucrnonp3oBaHueM 1u-
DPEKTUBBI ProxXy _pass.
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2.8.3.3 Aytentudpukauyms n SSL/TLS

AHHoTaLus

Kntou ConfigMap

Onucanne

3HaueHune
no ymosn-
YaHUIO

Mpumep

angie.software/
redirect-to-https

ingress.kubernetes.
io/ssl-redirect

angie.software/hsts

angie.software/
hsts-max-age

angie.software/
hsts-include-subdoma:

angie.software/
hsts-behind-proxy

angie.software/
basic-auth-secret

angie.software/
basic-auth-realm

redirect-to-htt

ssl-redirect

hsts

hsts-max-age

hsts-include-su

hsts-behind-pro

Her

Her

YcranaBianBaer IPABUIIO
nepenamnpasaenns 301 Ha
OCHOBE 3HAYEHUsI 3ar0JIOBKA
http_x_forwarded_proto

B CEpBEpPHOM OJIOKe, YTO-
Obl  3aCTABUTb  BXOISIIIIHIA
TpadUK  IIPOXOJIUTH qe-
pes HTTPS. Ilonesno mnpwm
SSL-tepmunaruun B Hasran-
CUDOBIIIUKE HATDY3KU I€peJt
ANIC.

YcranaBiauBaeT HEKOH/T!-
[[MOHHOE TPABUJIO TE€peHa-
npasieansa 301 mas  Bcero
Bxoggmero HTTP tpadwuka,
4TOOBI 3aCTaBUTH BXOISIIIIHIA
TpadUK MPOXOIUTH  Yepe3
HTTPS.

Bkmouaer HTTP  Strict
Transport Security (HSTS):
3aronoBok HSTS nobGasiisier-
Ccsd K OTBETaM OT IIPOKCHPYe-
MBIX CepBEpPOB. B 3aroiaoBok
BKJIIOYAETCS JIMPEKTUBA
preload.

YcranaBauBaeT 3HAYEHUE JIU-
DEKTUBBI Max-age 3aroJIOBKa
HSTS.

IobaBstier JTUPEKTUBY
includeSubDomains B 3aro-
sgoBok HSTS.

Bxkirouaer HSTS ma ocHoBe
3HAYEHUsI 3ar0JIOBKa 3aIIpoca
http_x_forwarded_proto.
Crenyer HCIIOJIb30BATD,
TOJILKO KOrZla B OaJiaHcu-
POBIIUKE HArpy3ku (Ipokcu)
nepen, ANIC macrpoena TLS-
TEepMUHAIUS.

O IIpumeuanne

Jlist yrpaBiieHUS TepeHa-
npasyieanem ¢ HTTP na
HTTPS nacrpoiire anHO-
Taruio angie.software/
redirect-to-https.

VYxkasbiBaeT pecypc Secret ¢
CIIICKOM TIOJIb30BaTeNeH st
HTTP Basic ayrentuduka-
IUH.

VKa3bpIBaeT 00J1acTh.

False

True

False

2592000
(1 mecsim)

False

False

Her

Her
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2.8.3.4 MpocnywmBaTtenu

AHHoTauus Kntou ConfigMap  Onucatue 3naveHue  [lpumep
no ymosn-
YaHuio
angie.software/ Her Koudurypupyer HTTP mop-  [80]
listen-ports THI, HA KOTOPBLIX Angie Oyjer
CJIyIIATh.
angie.software/ Her Koudurypupyer HTTPS [443]

listen-ports-ssl

[OpTHI, Ha KOTOPBHIX Angie
Oy/ieT CiIynaTh.
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2.8.3.5 Bakena-cepsucsl (ancrpumst)

AHHoTauus Kntou ConfigMap  Onucatue 3naveHue  [lpumep
no ymoJs-
YaHuto
nginx.ingress. Her YcranaBausaer nporokon Her
kubernetes.io/ ILJIS B3aMMOJIECTBASA C
backend-protocol backend-momamu (ciyx6amu)
B Kubernetes.
angie.software/ 1b-method YcranaBiusaer Merosy, 0Oa- "random
1b-method JIAHCUPOBKU Harpy3ku. two
st wcronb3oBaHUsi MeTo-  least_cont
ma  round-robin  ykKaxkuTe
"round_robin".
angie.software/ Her Brimiowaer HTTPS  wumm  Her
ssl-services gRPC depes SSL upu moj-
KJIIOYEHUA K  KOHEYHBIM
TOYKAM CEPBHUCOB.
angie.software/ Her Briroaaer gRPC st cepu-  Her
grpc-services COB.
(i ) IIpumeuanue
Tpebyer HTTP/2
(em.  kiou  http2 B
ConfigMap); pabora-
eT TOJbKO /i Ingress
¢ Briouennoit  TLS-
TepMUHAIECH.
angie.software/ Her Brmogaer WebSocket mas  Her
websocket-services CEPBUCOB.
angie.software/ max-fails VYcranaBauBaeT 3HadeHue ma- 1
max-fails paMerpamax_fails qupekTu-
BBl U__Server.
angie.software/ Her YcranaBiuBaeT 3HadeHue ma- O
max-conns paMeTpa max_conns JUPEeKTH-
BBI U_ Server.
angie.software/ upstream-zone-s YcTaHaBIUBaeT pa3Mep 30HBI 256K
upstream-zone-size pa3iessieMoil TaMsITH JIJIs all-
crpuma. Jns Angie cneru-
anpHOe 3HadeHwe () OTKIIIO-
JaeT 30HBI OOIIel IIaMsTH.
st Angie 30HBI O0OIIEH ma-
MSATH TPeOYIOTCS M HE MOTYT
OBLITH OTKJIIOUEHBI. Crienuasib-
noe 3uadenune 0 Oymer mpo-
UTHOPUPOBAHO.
angie.software/ fail-timeout VYcranaBiauBaeT 3HadeHue ma- 10s
fail-timeout paMerpa fail_timeout au-
PEKTHBBI U_Server.
angie.software/ Her Kondurypupyer coxpanenme Het
sticky-cookie-service CEAHCOB.
angie.software/ keepalive YcranaBiauBaer snadenue O
keepalive JIUPEKTUBBI u_keepalive.
Obparure BHUMAHUE,
9TO proxy_set_header
Connection ""; nobaBJIs-
€Tcs B CIeHEPUPOBAHHYIO
KOHPHEYPatio, —KorAa—SHa-
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health-checks KN COCTOAHUA.
angie.software/ Her Kondwurypupyer axktuBHble False
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https://angie.software/configuration/modules/http_upstream/#server
https://angie.software/configuration/modules/http_upstream_probe/
https://angie.software/configuration/modules/http_upstream_probe/
https://angie.software/configuration/modules/http_upstream_probe/
https://angie.software/configuration/modules/http_upstream_probe/
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2.8.3.6 OrpaHuyeHne ckopoctu

AHHoTauus Kntou ConfigMap  Onucatue 3naveHue  [lpumep
no ymosn-
YaHuio
angie.software/ Her Bxmrouaer orpanmyenue Her 200r /s
limit-req-rate CKOPOCTH 3aIIpOCOB JId
sroro  Ingress,  coznaBas

limit req zone wu upume-
Hag  http limit req gnsa
Kaxka0ro location. Bee cepse-
poi/location ommoro Ingress
HCIIOJIB3YIOT OfHY 30HY. Jlos-
JKeH UMeTb eIUHUIY I/S Ujn

r/m.
angie.software/ Her Kurou, k koropomy npumensi-  ${binary 1 ${binary remote addr}
limit-req-key €TCs OlpaHMYEeHHEe CKOPOCTH.

Moxker comepKaThb TEKCT, Te-
PEMEHHBIE WM WX KOMOWHA-
0. [lepeMeHHBIE  OJIKHBI
ObITh OKpy2KeHbl ${}.

angie.software/ Her Koudurypupyer paszmep co- 10m 20m
limit-req-zone-size 37aHHOM limit req zone.
angie.software/ Her Koudwurypupyer mapa- 0 100
limit-req-delay MeTp delay JTUPEKTUBBI

http limit req.
angie.software/ Her Koudurypupyer mapa- false true
limit-req-no-delay Merp nodelay uUpEKTHBEBI

http limit req.
angie.software/ Her Koudwurypupyer mapa- Her 100
limit-req-burst MeTp burst JUPEKTUBBL

http limit req.
angie.software/ Her Bxurogaer pexxum mpoBepku.  false true
limit-req-dry-run B srtom pexwmme orpanumue-

HUE CKOPOCTH HE IPUMEHSET-
Cs1, HO KOJIMYECTBO U30BITOY-
HBIX 3aIIPOCOB YYUTHIBACTCH,
KaK OOBIYHO, B 30HE 00IIIEil ma-

MSITH.
angie.software/ Her YcranaBIMBaeT — JKeJAeMbIil  error info
limit-req-log-level YPOBEHb JIOTUPOBAHUSA  JJIS

ClIy4aeB, KOIJla CepBep OT-
Ka3blBaeTcsd  0O0pabaThIBaTh
3aIpPOChl M3-3a IIPEBBINIEHUS
CKODOCTH WJIU 33J€PXKEK B
obpaboTke 3ampocoB. Paz-
pellleHHble  3HadeHwus:: info,
notice, warn ujau error.
angie.software/ Her YcranaBnuBaeT Kox cocros- 429 503
limit-req-reject-cods HUS, KOTOPBIA BO3BPAIIAETCH
B OTBET HA OTKJIOHEHHBIE 3a-
npochkl. JloKeH HaXOIUThCS
B auamnazone 400..599.
angie.software/ Her Bxirowaer mocrosinHOoe orpa- false true
limit-req-scale HUYEHUEe CKOPOCTHU, OejId Ha-
CTPOEHHOE 3HAYEHUE CKOPO-
CTH Ha KOJUYECTBO IIOJOB
Ingress, B HacTosIIee Bpe-
M 00CTYKUBAIONTUX TPADUK.
2.8. PacwmpenHas koHdurypaums ¢ noMoLLBRR aHAPPaEWIPOBKa obecre- 84
YUBAET MTOCTOSTHCTBO OTPAHU-
JeHUsl CKOPOCTH, JayKe eCJIH
KOJINYECTBO IIOJ0B U3MEHSET-
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2.8.3.7 ®PparmeHTbl 1 Nosb30BaTENbCKUE WABNOHLI

AHHoTauus Kntou ConfigMap  Onucatue 3naveHue  [lpumep
no ymosn-

YaHUIO
angie.software/ location-snippe ¥YcranaBimBaeT mons3o- Her
location-snippets BaTeJIbCKMUIT  dparMeHT B

KOHTeKcTe location.
angie.software/ server-snippets VYcraHasiuBaeT nosib3o-  Her
server-snippets BaTeJbCKMII  dparMeHT B

KOHTEKCTEe server.

2.8. PacwwupeHHas koHpUrypaums ¢ noMouLbio aHHOTaL WA
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MypHanbl 1 MOHUTOPUHT

ANIC mognep:kuBaeT MOHUTOPHUHT ¢ TIOMOIILI0 MeTpUK Prometheus u BefeHme *KypHAJIOB.
IIpocmomp orcypranos
Ipocmomp cocmosnusa cepsepa

IIpocmomp cocmoanus pecypcos

3.1 lMpocmoTp >xypHanos

B ANIC moxn0 ocmorpers »kypuas nporecca Ingress Controller (mpomecca, KOTopblii renepupyer KOH-
durypanuio Angie u nepesarpyzkaer Angie i ee IPUMEHEHUs ), a TAKXKe KYPHAJ JIOCTYIIA U YKYDPHAJ
ommbok Angie. Bee 3anucu uayT B craHIapTHBIA BHIBOI U CTAHIAPTHBIN IOTOK OMMOO0K IIporecca Ingress
Controller. YTo06bI IPOCMOTPETH KypHAJ, BBl MOXKETE BBIIOJTHUTHL KOMaHy kubectl logs mis moja

ANIC.

Hanmpuwmep:

[kubectl logs <angie-ingress-pod> -n angie-ingress

3.1.1 >KypHan npouecca Ingress Controller

2Kypnaut nporecca Ingress Controller MO2KHO HACTPOUTH C MOMOIIBIO AP2YMEHITLA KOMAHOHOT CMPOKY =V,
KOTODBIl 338J[a€T YPOBEHDb JETAJIM3AINHN KyPHAJIA. JHAUECHUE [I0 yMOJYAHUI — 1, P 9TOM 3HAYCHUU
BAITUCHIBACTCS MUHUMAJBLHOE KOJUIECTBO COObITHI. 3HadeHne 3 TMOJIE3HO JJIs yCTPAHEHUs HEMOJIAJIO0K:
BBl cMOXKeTe yBHeTh, Kak Ingress Controller mosywaer obnossienusi or Kubernetes API, renepupyer
koH(purypamuio Angie u nepesarpyxaer Angie.

3.1.2 XypHanbl Angie
Angie BkIIOUaET IBa JKypPHAJIA:

o Kypras docmyna. B aror xypruan Angie 3anucbiBaer nH(MOPMAIIIO O 3alIpOCaX KJIUEHTOB CPasy
ocste obpaborku 3arpoca. 2Kyprasa nocryna Hacrpausaercs depes karovwu ConfigMap: log-format
quist HTTP- u HTTPS-tpaduka u stream-log-format juist ckBozuoro tpacduka TCP, UDP u TLS.
Br1 MOKeTe OTKIIIOUNTH 3aIHCh XKYypHAJa JOCTYIIa ¢ IOMOINBIO KJIo4ya access-log-off.

o Kyprasa owubox. B aror xxypuaa Angie zanucsiBaeT nHGOPMAIMIO O BOZHUKIIUX TPObIeMax pas-
JIMIHOTO YPOBHSI KPUTHIHOCTH. DTOT KYPHAJT HACTPAUBAECTCS 4Yepe3 KJ0Y error-log-level B
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ConfigMap. YTobbl BKIIOYUTH OTJIAJ0YHOE JIOTHPOBAHME, YCTAHOBHUTE 3HadYeHue debug, a Takike
3a/laiiTe apryMeHT KOMaHJIHOM CTpOKHU -angie-debug. Angie Oyjer 3alyIeH ¢ OTIaI09HOi BepCh-
eif bunaproro ¢aiina angie-debug.

3.2 lpocmoTp cocTosiHua cepsepa

Angie mocrasiisieTcst co crpanureii craryca Stub Status, Koropast 0ToOpaXKaer OCHOBHBIE METPUKH.

3.2.1 Ooctyn k Stub Status

Heobxommmbre ycmoBus:

1. Stub Status jo/izKeH OBITH BKJIFOUEH 110 YMOJIYaHUIO. Y OEUTECh, YTO ap2yMEHIN KOMAHIHOT CIMpOoKL
angie-status 3ajaH Kak true.

2. Io ymomuanuro Stub Status mocrymen ma mopry 8080. [TopT MOXKHO M3MEHUTH C IIOMOIIIBIO aApry-
MeHTa KOMAHIIHOI CTpOKu angie-status-port. Eciu Bam mopt orimuaercsa or 8080, m3amenure
xomany kubectl proxy mmxe.

Jrobbl OTKPBITh CTPpaHHUILYy CTaTyCa, BBIIIOJIHUTE CJICYIOIne ﬂeﬁCTBI/IHZ

1. Ucnosb3yiite komauay kubectl port-forward, yToObl mepeHApaBUTh coequHeHus ¢ nopra 8080
Ha, BaIlleM JIOKaJIbHOM KoMibiorepe Ha opT 8080 moga ANIC (3amenute <angie-ingress-pod> Ha
dakTrueckoe uMs 10/1a):

[kubectl port-forward <angie-ingress-pod> 8080:8080 --namespace=angie-ingress ]

2. Orkpoiite 6paysep 1o agpecy http://127.0.0.1:8080/stub status.

Yrobel mosyunTh gocTyn K stub status mssae (6e3 kubectl port-forward), BbimonHuTe Coemyonme neii-
CTBUS:

1. HacrpoiiTe ¢ HOMOIIBIO ap2ymenma Komanonot cmpory -angie-status-allow-cidrs Gso0kamu
IP/CIDR, jisi KOTOPBIX BBl XOTHTE PA3PEIIUTh JOCTYII K crarycy. I1o yMoadanuio 10cTy paspelien
s 127.0.0.1,:: 1.

2. Ucnomssyiite IP /nopt, gepes koropsiii gocrynen mog ANIC, 9To6bI MOAKIIOYUTHCS K CTPAHUIE
craryca 1o nyTu /stub_status.

3.3 lNpocmoTp cocTosiHnsa pecypcos

3.3.1 Pecypchbi Ingress

Pecypc Ingress moxker umeTh cocrosinue, Kyaa sxomut aapec (IP-aapec niam DNS-umst), gepes KOTOpBIit
CTAHOBATCS ODIIEJOCTYIIHBIMHI y3JIBI 3TOr0 pecypca Ingress. AJpec MOXKHO BUAETH B BBIXOIHBIX JAHHBIX
KoMaHIe! kubectl get ingress B crosnbine ADDRESS, kax mokazamo mimxe:

$ kubectl get ingresses

NAME HOSTS ADDRESS PORTS AGE
myapp-ingress myapp.example.com 203.0.113.10 80, 443 2m

ANIC nosizkeH OBITH CKOH(MUIYPUPOBAH TAKMM 00pa30M, 9TOOBI COODIIATH O cOCTOsTHNK Ingress:
1. VcnonwayiiTe iar KOMaHIHON CTPOKH -1eport-ingress-status.
2. OmpemennTe NCTOYHUK JIJIsT BHEITHETO aIpeca. JTO MOMKET OBITD:

o Ompe/ieieHHbII [I0JIb30BATEJIEM azpec, YKA3aHHBIHA B KJIIOYI€ ConfigMap
external-status-address.

e Cuyx0a tuna LoadBalancer, Hactpoernnas ¢ BuermauM [P-anpecom wim 6e3 HEro u yka3aHHas
C TIOMOTIBIO jIara KOMaHTHOM CTPOKM -external-service.
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Cwm. gokymenTanuo 1o xarovwam ConfigMap u apeymernmam KomaHIHOT CMPOKU.

O IIpumeuannue

IIpu 3aBepmenun paborsr ANIC me oummaer craryc pecypcos Ingress.

3.3.2 Pecypcbi VirtualServer u VirtualServerRoute

Pecypc VirtualServer wian VirtualServerRoute comeprxkut moste cocrostaust ¢ naGOpPMANAEl 0 COCTOSHIN
pecypca u IP-ajgpec, depe3 KOTOpBI CTAHOBSITCS OOIMETOCTYITHBIMUA Y3JIbI 9TOTO pecypca. Bbl moxke-
T€ YBUJIETb COCTOAHME B BBIXOJHBIX JIAHHBIX KOMaH[ kubectl get virtualservers miam kubectl get
virtualserverroutes, Kak HOKa3aHO HUKE:

$ kubectl get virtualservers

NAME STATE HOST IP PORTS AGE
myapp Valid myapp.example.com 203.0.113.10 [80,443] 34s

YT00bI TPOCMOTPETHh BHENIHUN aJpec MMEHH y3Jia, CBA3AHHBINA ¢ pecypcoM VirtualServer, ncmosmn3yitre
napamerp -o wide:

$ kubectl get virtualservers -o wide

NAME  STATE  HOST IP EXTERNALHOSTNAME U
. PORTS AGE
mysite Valid mysite.example.com ae430f41a1a0042908655abcdefghi jkl-

<,12345678.eu-west-2.elb.amazonaws.com [80,443] 106s

(5 ) IIpumevuanue

[Ipu HamuYuy HECKOJIBKHUX a/IPECOB OTOOPAXKAETCs TOIHKO IIEPBBIH U3 HUX.

Y106bI TPOCMOTPETH JOMOJHUTEILHBIE 3JIPeca WK JOMOJHUTEIbHY0 HH(MOPMAIIMIO O CMamyce pecypca,
HCIIOJIB3YHITE CIAETYIONTYI0 KOMAHLY:

$ kubectl describe virtualserver <NAME>

Status:

External Endpoints:
Ip: 203.0.113.10
Ports: [80,443]

Message: Configuration for myapp/myapp was added or updated
Reason: AddedOrUpdated
State: Valid

3.3.2.1 Cneuudmkayus coctosiHus

Caemyromue 1oJisi orobparkaroTcest Kak B craryce VirtualServer, Tak u B craryce VirtualServerRoute:
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Mone Onucanne Tun
State Tekymiee cocrosinue pecypca. Boamoxkuble 3uadenus: Valid (momycrumo), string

Warning (Bammanue) u Invalid (memomycrumo). JlomosHUTENbHBIE CBEIEHUSI
CM. B IOJIe message.

Reason IIprunna nocseHero OOHOBJIEHUSI. string

Message [lomonnurenpHas HHGOPMANUS O COCTOSHHM. string

Externall Chnucok BHEIIHHX KOHEYHBIX TOYEK, JIIi KOTOPBIX XOCTHI pecypca sBistiorcs — externalEndpoint/
0011 OCTY IIHBIMU. /

Caemyrotee mose oToOpazkaercsi TOIBKO B coctosinnu VirtualServerRoute:

Mone Onucaxne Tun

Reference¢ VirtualServer, xoropsiii ccpuraercsa na 3r1oT VirtualServerRoute. @opmar: string
IIPOCTPAHCTBO WUMEH/UMS.

3.3.2.2 ExternalEndpoint

lNone Onucatve Tun

IP Bremnwuit IP-agpec. string
Hostname Ajpec umenu ysia BHemnrHero 6ayancuposiuka LoadBalancer. string
Ports Cumcox BHEIIHUX IIOPTOB. string

ANIC joirken ObITH HACTPOEH TaKUM 0ODOpa3oM, ITOOBI cOOOmMATH O cocrosiHum VirtualServer wim
VirtualServerRoute.

Eciu et xorure, yrobbr ANIC coobima 0 BHEIHNX KOHEYHHX TOYKAaX, OlPEJIeUTe HCTOYHUK JIJIsi BHEIII-
HEro ajipeca. 9TO MOXKET ObITh:

e OmpeneneHHbIH IIOJTb30BAaTEJIEM aJjpec, YKa3aHHBII B KJTIO'e ConfigMap
external-status-address.

e Cuyxx0a tuna LoadBalancer, nHacrpoennasi ¢ BHemHuM IP-ajipecoM mim 6e3 HEro m ykasaHHas C
TOMOIIBI0 hjiara KOMaHIHOM CTpOKHU -external-service.

Cwm. gokymenTanuio mo katouam ConfighMap u apeymernmam xKomandrnot cmpoku.

OcraJibHbIe 10JIsT OY/IyT BKJIIOYATHCS B OTYET U 6€3 HACTPOEHHOIO BHEIIHETO aj[peca.

O IIpumeuanne

IIpu 3aBepinennn padorer ANIC He oummmaer craryc pecypcos VirtualServer u VirtualServerRoute.

3.3.3 Pecypcbi Policy

Pecypc Policy Brimrouaer B cebst moJie craryca ¢ nadOpMaIiyeil 0 COCTOSHUT pecypca. Bl MoxkeTe yBUI€TH
CTaTyC B BBIXOJHBIX JAHHBIX KOMaHIBI kubectl get policy, Kak MOKa3aHO HUZKE:

$ kubectl get policy

NAME STATE  AGE
webapp-policy Valid 30s

YT00BI TPOCMOTPETH JOIOJTHUTEIBHBIE 3/IPECa UK JOMOJTHUTEIbHYI0 NH(MOPMAIIIIO O CMamyce pecypcea,
HCIIOJIb3YHTe CIeIyIONTyI0 KOMaHy:
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$ kubectl describe policy <NAME>

Status:
Message: Configuration for default/webapp-policy was added or updated
Reason: AddedOrUpdated
State: Valid

3.3.3.1 Cneuyundmkauyuns cocrosHus

B cocrostnun Policy oTrobpaskaroTcst ciemyronue moJs:

lNone Onucatwve Tun

State Tekymee cocrosgume pecypca. Bo3amoxkuble 3nadenus: Valid (;LOHyCTI/IMo) ni  string
Invalid (HemomycTuMo). JI0moaHNTENbHbIE CBEJEHHS CM. B IIOJIE message.

Reason [Iprunna nocseiHero 0OHOBJIEHUSI. string

Message lomosuuresbHast HHMOPMAIUS O COCTOSTHUN. string

3.3.4 Pecypcbl TransportServer

Pecypc TransportServer Briodaer B cebsi 110jie COCTOAHUA ¢ MHPOPMAINMEN O COCTOSHUU pecypca. Boi
MOZKeTe YBHUJETh €r0 B BBIXOJHBIX JAHHBIX KOMaHIbLI kubectl get transportserver, Kak IIOKa3aHO
HNZKe:

$ kubectl get transportserver

NAME STATE  REASON AGE
dns-tcp Valid AddedOrUpdated 47m

YT1006BI TPOCMOTPETH JOMOJTHUTEIBHBIE AJIPECa WU JOMOJTHUTETbHY0 HH(MOPMAIIIIO O CMaMmyce pecypcea,
HUCHOJIB3YHTE CJIETYIONIYI0 KOMaHY:

$ kubectl describe transportserver <NAME>

Status:
Message: Configuration for default/dns-tcp was added or updated
Reason: AddedOrUpdated
State: Valid

3.3.4.1 Cneuundmkauus cocrtosiHus

B cocrostanm TransportServer 0ToOparKaroTcst CJIeYIONTHe O

[Mone Onucanne Tun

State Tekymee cocrosinume pecypca. Bosmoxkuble 3Hadenus: Valid (momycrmmo), string
Warning (BHmmanme) u Invalid (HemomycTumo). JIOMONHUTENBHBIE CBEEHUST
CM. B IIOJIe message.
Reason IIpuynna nocienHero 0OGHOBIIEHUS. string
Message [lomonHurenpHas HHGOPMANUS O COCTOTHHM. string
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rnABA 4

Tunosble 3aga4u

B srom paznene cobpanbt npumeps HacTpoitku ANIC mo pasubie 3a1a4u.
Cosdarue KaCmoMHLT CMPAHUY, 0UUOOK

Conocmasaenue nymeﬁ C NOMOULBIO PESYNAPHDIT Sbbp(]/OfC(iHuﬁ

4.1 Co3paHue KaCTOMHbIX CTpaHuUL, ownbok
B ANIC MO0>KHO HACTPOUTH KACTOMHBIE CTPAHUILBI OIMUOOK, HAIpuMep ¢ 6o/ee HHPOPMATHBHLIME COO6-
NIEHUSIMU JIJIS T10JIb30BaTeseli (g crarycos Hanogobue 502).
J1o6aBUTH KACTOMHYIO CTPAHUILY MOYKHO JIBYMsI CIIOCODAMM:
e niepecobparh 00pa3 ANIC ¢ HOBO# cTpaHuIei;

e macrpouth ConfigMap 6e3 nepecbopku obpaza ANIC.

4.1.1 lMNepecbopka obpasa ANIC c kacToMHOl cTpaHuuei

DTOT BapWaHT mpejnosaraer cosaanme HoBoro Docker-obpasa ANIC, KoTOpBI BKIIOUAET KACTOMHYIO
crpaHuity ormuOku. Takoll BapUAHT MOJONIET, €CIU KACTOMHAS CTPAHUIA OIMUOKU PEIKO MEHSIETCS U €€
yIOOHO BKJIIOYUTL B 00pas.

BroimonsuTte ciepyroriue maru:

1. Coznaitre Dockerfile u 106aBbTe B HEro HOBYIO CTpaHHUILY OINMUOKM:

FROM anic.docker.angie.software/anic:latest
COPY 502.html /usr/share/angie/html/

2. Cobepure u 3arpysure HOBbI 06pa3 B Kjacrep (cM. YcraHoBKa ¢ momolbio Helm).
3. PaszBepuure 06HOBIIEHHBII 00pa3 B KJacTepe.

4. Jlobasbre B Ingress-pecypc aHHOTAIUIO /IS UCIIOJIB30BaHUSI KACTOMHOI CTPAaHUIIBI OITHOKU:

annotations:
angie.software/server-snippets: |
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O IIpumeuannue

Tak>ke MOXKHO HCIIOJIb30BaTh ConﬁgMap, TOrJa IIpaBUJIO 6y,[L€T IIPUMEHATHCA KO BCEM CEPpBEPaM.

DToT crocob monxoauT Kak s Ingress-pecypcea, Tak u gy VirtualServer.

4.1.2 WNcnonbzosanune ConfigMap 6e3 nepecbopkun obpasa

Ecim mer Bozmoxkuoctu nepecoopars 06paz ANIC, MOKHO MOMECTUTH CTPAHUILY OINIMOKHU B IIOJ Y€pe3
ConfigMap. Takxke 3ror crocod ya06eH, eciau TpedyeTcsi OIEePATUBHO MEHSITH COJEP:KUMOE CTPAHUIIHI
OITUOKH.

Brimonure cienyroniue maru:

1. Coznaitre ConfigMap ¢ HTML-crpanuneit ormmbKy:

apiVersion: vl
kind: ConfigMap
metadata:

name: error-page

namespace: angie
data:

502.html: |

L

2. Jlob6aswre B daitn values.yaml sty ConfigMap:

-

volumes:
- name: error-page
configMap:
name: error-page

## The volumeMounts of the Ingress Controller pods.
volumeMounts: []
- name: error-page
mountPath: /usr/share/angie/html/custom_error

3. Hobasbre B Ingress-pecypc annorarmio:

annotations:
angie.software/server-snippets: |
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DTOT Cr1ocob MmoaAXoauT Kak s Ingress-pecypcea, Tak u st VirtualServer.

4.2 ConocTtaBsieHne nyTein C NOMOLLbIO pPerysisipHbiX Bblpa>XeHwu

31ech MOKa3aHO, KAK HACTPOUTH IIyTH B pecypcax Ingress u Mergeable Ingress ¢ momomibo anromayuu
path-regex 1 peryiagpHBIX BbIPasKeHUIA.

st anHoTanuu path-regex BO3MOXKHBI CJIEIYIONIE 3HAUEHUSI:

e case_insensitive - 3TOT MOIUMUKATOP YIOOHO HCIOJIH30BATDL JIJIS MAPIIPYTU3AINH, KOTIa pe-
TUCTD He BaXKEH, U BbI XOTUTe M30eKaTh IpobJIieM, HAlpuMep ¢ HelpaBuibHbIM BBOIOM URL mosis-
zoBaressamu (3anpocel Ha /Tea, /tea, u /TEA OyiyT HAIIPDABJIEHDLI HA OJUH U TOT XKe PECypC).

e case_sensitive - 3T0T MOIU(MUKATOP MOYXKHO UCIIOJIH30BATE [IJIs 60JIee CTPOroro KOHTPOJIs MapIii-
pyTu3anuy, Korja peructp umeer snadenue, Hanpumep B API (/User/123 u /user/123 moryr
03HAYATH Pa3HbIE CYI[HOCTH).

Pekomenryem Takke 03HaAKOMUTHCs ¢ paboToiil qupekTuBhl location B mokymenTaruu Angie.

4.2.1 lNpumep HacTpoiikn pecypca Ingress
YT00OBbI HACTPOUTH PETYJISPHBIE BHIPAXKEHUS I IyTell pecypca Ingress, BIMOIHUTE CJIELYIONINE MIATH:

1. lobasbre B (daiin cafe-ingress.yaml annoranuio angie.software/path-regex co 3HaveHuEM
case_sensitive.

Mpumep

rainersion: networking.k8s.io/v1 |
kind: Ingress
metadata:
name: cafe-ingress
annotations:
angie.software/path-regex: "case_sensitive"
spec:
tls:
- hosts:
- cafe.example.com
secretName: cafe-secret
rules:
- host: cafe.example.com
http:
paths:
- path: /tea/[A-Z0-9]
backend:
serviceName: tea-svc
servicePort: 80
- path: /coffee/[A-Z0-9]
backend:
serviceName: coffee-svc
servicePort: 80

L

2. BpImoHUTE KOMAaHY:

[kubectl create -f cafe-ingress.yaml ]

IIytu tea u coffee B koudurypanun Angie 6y/1yT BBIIVISIETH CIASAYIONIM 00pa30M:

[location ~ "~/tea/[A-Z0-9]" }
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[location ~ "~/coffee/[A-Z0-9]"

O IIpumeuanue

O6parure BHUMaHUE, YTO MOAU(PUKATODP PETYJISPHOrO BHIPDAXKEHUs case_sensitive mpumeHs-
eTcs KO BCEM IIyTSIM.

3. Ecisiz BBl X0THTE M3MEHUTDH 3HAYEHNE HA case_insensitive, oOHoBHUTE ail.

Mpumep

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: cafe-ingress
annotations:
angie.software/path-regex: "case_insensitive"
spec:
tls:
- hosts:
- cafe.example.com
secretName: cafe-secret

rules:
- host: cafe.example.com
http:
paths:
- path: /tea/[A-Z0-9]
backend:

serviceName: tea-svc
servicePort: 80
- path: /coffee/[A-Z0-9]
backend:
serviceName: coffee-svc
servicePort: 80

L

Teneps ytn /tea/[A-Z0-9] u /coffee/[A-Z0-9] B koudbwuryparuu Angie 6y/1yT BBIIVISAIETH TaK:

[location “x "~/tea/[A-Z0-9]" }

Llocation ~“% "~/coffee/[A-Z0-9]" }

© IIpumeuannue

ObparuTre BHUMaHUE, YTO MOIUMUKATOD PETyJISIPHOIO BhIpArXKEeHUsI case_insensitive mpume-
HsEeTCdA KO BCEeM IIyTdAM.

4.2.2 lpumep HacTpolikn pecypca Mergeable Ingress
4.2.2.1 Co3pavue Master Ingress u Minion Ingress

1. Cozpaiire Master Ingress B daiisie cafe-master.yaml.

4.2. ConocraBieHne nyTeil C NOMOLLbLIO PEryasipHbIX Bblpa>keHui
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Mpumep

~

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: cafe-ingress-master
annotations:
angie.software/mergeable-ingress-type: "master"
spec:
ingressClassName: angie
tls:
- hosts:
- cafe.example.com
secretName: cafe-secret
rules:
- host: cafe.example.com

.

2. BpImogHUTE KOMAHIY:

[kubectl create -f cafe-master.yaml

3. IIposepbre, uTo Master Ingress co3zmamn:

g
kubectl get ingress cafe-ingress-master

NAME CLASS  HOSTS PORTS
cafe-ingress-master angie cafe.example.com 80, 443

AGE
29s

p
kubectl describe ingress cafe-ingress-master

—default/cafe-ingress-master was added or updated

Name : cafe-ingress-master
Labels: <none>

Namespace: default

Address:

Ingress Class: angie

Default backend: <default>

TLS:

cafe-secret terminates cafe.example.com
Rules:

Host Path Backends

* * <default>
Annotations: angie.software/mergeable-ingress-type: master
Events:

Type Reason Age  From

Normal AddedOrUpdated 62s  angie-ingress-controller

Message

Configuration for

4. Cosnaiire nepsoiit Minion Ingress st tea B daiisie tea-minion.yaml.

Mpumep

apiVersion: networking.k8s.io/v1
kind: Ingress

metadata:
name: cafe-ingress-tea-minion
annotations:

4.2. ConocraBfeHne nyTeil C NOMOLLbLIO PEryasipHbIX Bblpa>keHui
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angie.software/mergeable-ingress-type: "minion"
spec:
ingressClassName: angie
rules:
- host: cafe.example.com
http:
paths:
- path: /tea
pathType: Prefix
backend:
service:
name: tea-svc
port:
number: 80

C

5. BpImorHUTE KOMaHY:

[kubectl create -f tea-minion.yaml

6. IIposepbTe, uTo Minion Ingress cozman:

kubectl get ingress cafe-ingress-tea-minion

NAME CLASS  HOSTS ADDRESS  PORTS  AGE
cafe-ingress-tea-minion  angie cafe.example.com 80 23m

g
kubectl describe ingress cafe-ingress-tea-minion

Name : cafe-ingress-tea-minion
Labels: <none>

Namespace: default

Address:

Ingress Class: angie

Default backend: <default>

Rules:

Host Path  Backends

cafe.example.com
/tea  tea-svc:80 (10.244.0.6:8080,10.244.0.7:8080,10.244.0.

—8:8080)

Annotations: angie.software/mergeable-ingress-type: minion
Events:

Type Reason Age From Message

Normal AddedOrUpdated 24m angie-ingress-controller Configuration for,
—default/cafe-ingress-tea-minion was added or updated

7. Cozpnaiire Bropoit Minion Ingress jyis coffee B daiiie coffee-minion.yaml.

Mpumep
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: cafe-ingress-coffee-minion
annotations:
angie.software/mergeable-ingress-type: "minion"
spec:
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ingressClassName: angie

rules:

- host: cafe.example.com
http:

paths:

- path: /coffee
pathType: Prefix
backend:
service:

name: coffee-svc
port:
number: 80

8. BrimosHnTe KOMaHIYy:

[kubectl create -f coffee-minion.yaml

9. IIposepbre, uro Minion Ingress coznmamn:

kubectl get ingress cafe-ingress-coffee-minion

NAME CLASS  HOSTS ADDRESS  PORTS  AGE

cafe-ingress-coffee-minion  angie cafe.example.com 80 5m21s

kubectl describe ingress cafe-ingress-coffee-minion

Name : cafe-ingress-coffee-minion
Labels: <none>

Namespace: default

Address:

Ingress Class: angie

Default backend: <default>

Rules:

Host Path Backends

cafe.example.com
/coffee  coffee-svc:80 (10.244.0.6:8080,10.244.0.7:8080,10.
—244.0.8:8080)

Annotations: angie.software/mergeable-ingress-type: minion
Events:
Type Reason Age From Message

Normal AddedOrUpdated ©5mb2s angie-ingress-controller Configuration for
—default/cafe-ingress-coffee-minion was added or updated

.

J

Teneps y Bac ectb Master Ingress u nBa Minion Ingress. /Isa Minion Ingress onpesensitorcs mytsimu /tea

u /coffee.

4.2.2.2 Moguchukaumvs nyTein C NOMOLLbIO PEryasipHbIX Bblpa>keHui

Huke noxkasano, Kak u3MeHUTDb IyTH /tea u /coffee ¢ MOMOIIBIO PEryIAPHBIX BbIPAXKEHMUIA.

1. JobGasbre anHOTamuio path-regex co 3HavyeHueM case_insensitive B Minion Ingress (tea) u

U3MEHUTE IIyTh C MOMOINBIO PEryJIsiPHBIX BhIpaykeHuil (B npumepe nuxke: /tea/[A-Z0-9]).
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Mpumep

e 7

apiVersion: networking.k8s.io/v1

kind: Ingress

metadata:
name: cafe-ingress-tea-minion
annotations:
angie.software/mergeable-ingress-type: "minion
angie.software/path-regex: "case_insensitive"

spec:
ingressClassName: angie
rules:
- host: cafe.example.com
http:
paths:

- path: /tea/[A-Z0-9]
pathType: Prefix

backend:
service:
name: tea-svc
port:

number: 80

.

2. llpumeHnTe M3MEHEHUSI:

[kubectl apply -f tea-minion.yaml

3. IIpoBepbTe, YTO M3MEHEHUST TPUMEHUIINCH

-

kubectl describe ingress cafe-ingress-tea-minion

Name : cafe-ingress-tea-minion
Labels: <none>

Namespace: default

Address:

Ingress Class: angie

Default backend: <default>

Rules:

Host Path Backends

cafe.example.com
/tea/[A-Z0-9] tea-svc:80 (10.244.0.6:8080,10.244.0.7:8080,10.

244 .0.8:8080)

Annotations: angie.software/mergeable-ingress-type: minion
angie.software/path-regex: case_insensitive

Events:

Type Reason Age From Message

Normal AddedOrUpdated 47s (x2 over 34m) angie-ingress-controller
—Configuration for default/cafe-ingress-tea-minion was added or updated

Hobasiiennas annoranus path-regex obnosiser nyth /tea/[A-Z0-9] c¢ mcnosb30BaHUEM MOJIM-
dukaropa peryJsipHOrO BbIpaykeHHs case_insensitive.

O6uosennblii myTh (Location) B Koudurypamuonuom daiiie Angie Oyzer BBINIAIETh TaK:

[1ocation “* "~/tea/[A-Z0-9]"
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(i ) IIpumeuanue

O6paruTe BHUMaHME, 9YTO aHHOTAIUA path-regex NPUMEHSETCS TOJIBKO K IIyTSM, OIpEIesIeH-
HBIM B cooTBeTcTByomeM Minion Ingress (tea). ITyru, onpeesnentbie Bo Bropom Minion Ingress
(coffee), HE MEHSIOTCH.

4. AHajormaHbIM 06pa3oM HMCHOIL3yiTe MOIM(UKATOP PEryJIspHOTO BBIDA’KEHUsI case_sensitive
st Broporo Minion Ingress (coffee) B daiisie coffee-minion.yaml.

Mpumep

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: cafe-ingress-coffee-minion
annotations:
angie.software/mergeable-ingress-type: "minion"
angie.software/path-regex: '"case_sensitive"
spec:
ingressClassName: angie
rules:
- host: cafe.example.com
http:
paths:
- path: /coffee/[A-Za-z0-9]
pathType: Prefix
backend:
service:
name: coffee-svc
port:
number: 80

. J

5. HpI/HV[eHI/ITe HN3MEHEHUA:

[kubectl apply -f coffee-minion.yaml J

6. HpOBepre, 9TO U3MEHEHUA IIPUMEHUJINCH:

g
kubectl describe ingress cafe-ingress-coffee-minion

Name : cafe-ingress-coffee-minion
Labels: <none>

Namespace: default

Address:

Ingress Class: angie

Default backend: <default>

Rules:

Host Path Backends

cafe.example.com
/coffee/[A-Za-z0-9] coffee-svc:80 (10.244.0.10:8080,10.244.0.

—9:8080)

Annotations: angie.software/mergeable-ingress-type: minion
angie.software/path-regex: case_sensitive

Events:

Type Reason Age  From Message
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Normal AddedOrUpdated 11m angie-ingress-controller Configuration for
—default/cafe-ingress-coffee-minion was added or updated

Jobasiennas anHoranus path-regex obuossser nyTh /coffee/[A-Za-z0-9], ucnosb3lyd Momu-
duKaTOp peryJsipHOro BbIparXKeHUsl case_sensitive.

OO6HOBJIEHHBIH yTh B KOHMUryparnonuoM daiiie Angie 6yer BbITISIICTh Tak:

[1ocation ~ "~/coffee/[A-Za-z0-9]"
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rMABA D

[Mprmepbl ANs NoNb30BaTENBCKNX PECYPCOB

B srom pasmene cobpambl mpuMepbl HACTPORKN W TUIIOBbIE KOH(MUTYPAIUA IS TOJIb30BATEIbCKAX Pe-
CYPCOB.

Basosas kondueypavus

Basosas aymenmuguranus

Basosasn banrancuposka TCP- u UDP-mpagura
Konmpoawv docmyna

Kongpueypayus 0ra HECKONLKUT NPOCMPAHCNG UMEH
Ozparuuenue ckopocmu sanpocos (rateLimit)
IToddeporcka nepenucwsarus (rewrites)
Pacnpedenerue mpagdura

Pacwupennas mapupymudanyus

Coxpanenue ceccutdi

Cert-manager

gRPC

Ingress MTLS

JWKS

JWT

oIDC

TLS Passthrough

5.1 Bba3soBas koHdwurypauyms

Huzke npuBesien npumMep HACTPOUWKH OaJIaHCHMPOBKHU HArpy3ku ¢ tepmuHarueit TLS s mpocroro Be6-
[IPUJIOXKEHUsI C UCIIOJIb30BanueM pecypca VirtualServer. ITpusoxenne "cafe" mosposisier momydurs tea
qepe3 ceppuc tea mim coffee depes ceppuc coffee. Boibop onpegessiercss URI HT'TP-3ampoca: 3ampocst
¢ URI, okanunBaromumucs: Ha /tea, BO3BpamaioT tea, a ¢ /coffee — coffee.
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5.1.1 lNpepBapuTtenbHble gencTena
1. Vceranosure ANIC ¢ BKIIIOUEHHON MOMIEPIKKON TIOJIB30BATEILCKUX PECYPCOB.

2. Coxpanure mybauansiii [P-agpec ANIC B nepemenHoit 060/109Ku:

£$ IC_IP=<Bam_IP-azpec> }

3. Coxpanure HTTPS-opr ANIC B nepemeHHON 060/I09KH:

[$ IC_HTTPS_PORT=<zoMep mopTa> }

5.1.2 Hactpoiika 6a3oBoi koHcurypauymnm

1. Cosmaitre Deployment u Service jyist tea u coffee:

-

apiVersion: apps/vl
kind: Deployment
metadata:

name: coffee

spec:

replicas: 2

selector:
matchlLabels:

app: coffee

template:
metadata:

labels:
app: coffee

spec:

containers:

- name: coffee
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service
metadata:

name: coffee-svc

spec:

ports:

- port: 80
targetPort: 8080
protocol: TCP
name: http

selector:
app: coffee

apiVersion: apps/vl
kind: Deployment

metadata:
name: tea
spec:
replicas: 1
selector:
matchlLabels:
app: tea
template:
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metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: tea-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: tea

IIpumenuTe HACTpOIKM:

[$ kubectl create -f cafe.yaml }

2. Cozpaitite cexkper ¢ TLS-ceprudukaToM n KIOIOM:

apiVersion: vl
kind: Secret
metadata:

name: cafe-secret
type: kubernetes.io/tls
data:

tls.crt:
—LS0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURMakNDQWhZQONRREFPR j10THNhWFdqQU5CZ2txpGtpRz13MEJBU

tls.key:,
—LS0tLS1CRUAJTiBSUOEgUF JJVKFURSBLRVktLSOtLQpNSU1Fb3dJQkFBSONBUUVBcWVpcCs3TXZOYWRIN21mMO1wUHJI3Z

L

IIpumenuTe HACTpOIKY:

[$ kubectl create -f cafe-secret.yaml ]

3. Cozpaiite pecypc VirtualServer:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
tls:
secret: cafe-secret
upstreams:
- name: tea
service: tea-svc
port: 80
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- name: coffee
service: coffee-svc
port: 80

routes:

- path: /tea
action:

pass: tea

- path: /coffee

action:
pass: coffee

. J

[IpumenuTe HACTPOIKM:

[$ kubectl create -f cafe-virtual-server.yaml J

4. TlporectupyiiTe KOHMUTYPAIHIO.

IIpoBepbre, uT0 KOHMUTYpalus YCIEITHO IPUMEHEeHa, IIOCMOTPeB coObITus pecypca VirtualServer:

£$ kubectl describe virtualserver cafe }

Oxumaemblil pe3ysIbTaT:

Events:

Type Reason Age  From Message

Normal AddedOrUpdated 7s ANIC Configuration for,
—default/cafe was added or updated

5. IosyunTe moCcTyn K MPUIOKEHUIO ¢ TIOMOIIBIO curl.

WcnonwzyiiTe ommuio --insecure, 9T00bI OTKJIIOYATH IIPOBEPKY cepTHdUKATA, U —--resolve, 9TOObI
zamars [P-agpec u mopr Ingress-xouTposnepa mis momena cafe.example. com.

Yr068! mosTyunTsh coffee:

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP \
https://cafe.example.com: $IC_HTTPS_PORT/coffee --insecure

O)KI/Iﬂ‘aeI\lbIIG/I pe3yJsibTaT:

Server address: 10.16.1.182:80
Server name: coffee-7dbb5795f6-tnbtq

Yr06b! MOIyIUTH tea:

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP \
https://cafe.example.com: $IC_HTTPS_PORT/tea --insecure

OzkujiaeMblit pe3yJibTarT:

Server address: 10.16.0.149:80
Server name: tea-7d57856c44-z1ftd
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5.2 Hacrpoiika 6a3oBoii ayTeHTucpnkaymmn

ANIC nopzepxuBaer ayTeHTH(MUKAIINIO 3AIIPOCOB ¢ UCTOIb30BarreM Moysist Auth Basic. Huke npuse-
JIeH TIpUMep pa3BepPThIBAHUs BEO-IPUJIOKEHNUSI, HACTPOWKHN OaJJaHCHPOBIIUKA JJIst pecypca VirtualServer

n IIpUMEHCEHUA ITOJIUTUKN 0a30B0It ayTeHTI/I(l)I/IKaL[I/II/I.

5.2.1 lNpepBaputenbHbie aencTeus
1. Ycranosure ANIC.

2. Coxpanure myoanunbiii [P-agpec ANIC B nepemenHOil 060/109Ku:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpannre HTTP-iopr ANIC B nepemenuyo 000I09KH:

[$ IC_HTTP_PORT=<HoMep mopTa>

5.2.2 Hactpoiika 6a3oBoii ayTeHTudmkaymm

1. Coznaitre Deployment u Service Jijist TpUIOKEHUST:

apiVersion: apps/vl
kind: Deployment
metadata:
name: coffee
spec:
replicas: 2
selllectorn:
matchlLabels:
app: coffee
template:
metadata:
labels:
app: coffee
spec:
containers:

- name: coffee
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: coffee-svc
spec:

ports:

- port: 80

targetPort: 8080
protocol: TCP
name: http
selector:
app: coffee
apiVersion: apps/vl
kind: Deployment
metadata:
name: tea

5.2. Hacrpoiika b6a3oBoi ayteHTudmkaumm
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spec:
replicas: 1
selector:
matchlLabels:
app: tea
template:
metadata:
labels:
app: tea
spec:
containers:
- name: tea
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: tea-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: tea

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f cafe.yaml }

2. Cozpnaiite cekper tuila angie.software/htpasswd ¢ umenem cafe-passwd, KOTODBIH Oy-
JIET HCIIOJIb30BaThCs st 0a3oBoil ayrentudukanuu. CeKper JTOMKEH COJepKaTh CIHCOK Iap
user:password B popmare Base64:

apiVersion: vl
kind: Secret
metadata:
name: cafe-secret
type: kubernetes.io/tls
data:
tls.crt:
—LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURMakNDQWhZQONRREFPR j10THNhWFdqQU5CZ2txpGtpRz13MEJBU:
tls.key:
—LS0tLS1CRUAJTiBSUOEgUF JJVKFURSBLRVktLSOtLQpNSUlFb3dJQkFBSONBUUVBcWVpcCs3TXZOYWRIN21mMO1wUHJI3Z

L

s 2}

kind: Secret
metadata:

name: cafe-passwd
apiVersion: vl
type: angie.software/htpasswd
stringData:

htpasswd: |

# bar
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L # quux

IIpumenuTe HACTpOIKM:

[$ kubectl apply -f cafe-passwd.yaml

)

ra ¥ pas3peniaer 3alpochbl K BeO-IPUJIOKEHUIO
user:password.

Cosnaiite mosuTuKy basic-auth-policy, KOTOpasi CCHIIAETCS HA CEKPET U3 MPEIbIIYIINEro Iia-

TOJIbKO IIpM HAJUYUUA JCHCTBUTEJILHOU IIaphl

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: basic-auth-policy
spec:
basicAuth:
realm: Cafe App
secret: cafe-passwd

L

IIpumenuTe HACTPOIKY:

[$ kubectl apply -f basic-auth-policy.yaml

4. Cozpnaiite pecypc VirtualServer st BeO-IIpUJIOKEHUST:

rainersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
policies:
- name: basic-auth-policy
upstreams:
- name: tea
service: tea-svc
port: 80
- name: coffee
service: coffee-svc
port: 80
routes:
- path: /tea
action:
pass: tea
- path: /coffee
action:

pass:

coffee

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f cafe-virtual-server.yaml

Obparure BHHManue, 4to VirtualServer moKeH CCbUIATBHCS Ha MOJUTHKY basic-auth-policy,

CO3/IaHHYIO HAa Iare 3.

5. IlporecTupyiiTe KOHPUTYPAIHIO.

Eciu BbI yrazkere HeBepHble januble apropusarnuu, ANIC oTKIOHUT 3ampoc jijist yKa3aHHOTO pe-
cypca VirtualServer mpu monbITKe 06pATUTHCS K MPUJIOKEHUIO:

5.2. Hacrpoiika ba3oBoi ayteHTudmkaumm
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($ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:
<$IC_HTTP_PORT/

<html>

<head><title>401 Authorization Required</title></head>

<body>

<center><h1>401 Authorization Required</h1></center>
<hr><center>Angie/1.8.1</center>

</body>

</html>

Ecmnu BBI yKaXKeTe JeificTBUTEIbHBIE TaHHBIE, 3AIIPOC OYIEeT BBHIIOJIHEH:

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP https://cafe.example.com:
—$IC_HTTPS_PORT/coffee --insecure -u foo:bar

Server address: 10.244.0.6:8080

Server name: coffee-7b9b4bbd99-bdbxm

Date: 20/Jun/2024:11:43:34 +0000

URI: /coffee

Request ID: f91f15d1af17556e552557df2f5a0dd2

5.3 BasoBasa 6anaHcmpoBka TCP- u UDP-Tpacuka

Huke npuBesien npumep paseeprbiBanus DNS-cepBepa B kiacrepe u HacTpoiikn Ganancuposku TCP-
u UDP-tpaduka jjs Hero ¢ ucnosib3oBanueM pecypca TransportServer. ANIC Oyzer nepeaBars Bce
COEJIMHEHUsI WJIU JlaTarpaMMbl, ocTynatonme Ha mopt 5353, B mogsr DNS-cepsepa.

5.3.1 lNpepBapuTtenbHble gencTensa
1. Vcranosure ANIC:
e Yo6emurech, uTo pecypc GlobalConfiguration paszsepuyr u ANIC ucmosbsyer ero.
e Orkpoiire mopt 5353 kak mist TCP-, tak u jqs UDP-rpaduka.

2. Coxpannre myoanunsiii [P-agpec ANIC B mepemenHoit 060/109Ku:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpanure topt 5353, ucnosb3yembiii ANIC, B iepemMeHHOI 060109KT:

[$ IC_5353_PORT=<HOMep mopTa>

O IIpumeuanue

Ecim Bor xoTuTe Hactpourh ANIC ¢ momomsio cepBuca LoadBalancer, T0 B HEM HEJIb3sI UC-
os1b30BaTh PoTokojbl TCP u UDP onnoBpemenno. B 3ToM ciydae cosmaiite aBa OTHEIbHBIX
cepsuca: jjist TCP u gyt UDP. CoorBercrBenHo, y Bac 6y1er jiBa pa3Hbix mybauunbix [P-agpeca
(cM. IIpUMEpPBI Ha IIOCTIEHEM IIare).

4. Y6enurech, 9TO y BAC yCTaHOBJEHa yTuinTa dig (MCIOIb3yeTcs JJIsi TeCTUPOBAHMSI).

O IIpumeuannue

B mpornecce yecranosku ANIC pecypc GlobalConfiguration jro/izkeH ObITH pa3BEpHYT B MPO-
CTPaHCTBe UMeH angie-ingress c nmeneM angie-configuration. Ecim 910 He Tak, obHOBUTE
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daitn global-configuration.yaml, IpaBUIBHO YKa3aB IPOCTPAHCTBO UMEH U MMSI.

5.3.2 Banancuposka TCP/UDP-tpaduka
1. Passepaure DNS-cepsep:

e Pazsepnure nBe peninku CoreDNS, HacTpoeHHBIe Ha mepechiKy DNS-3ampocos Ha 8.8.8.8.

e Cozpaiite cepBuc coredns, KoTopbiii orkpoet mopT 5353 kak st TCP, tak u st UDP.

apiVersion: vl
kind: ConfigMap
metadata:

name: coredns
data:

Corefile: |

apiVersion: apps/vl
kind: Deployment
metadata:
name: coredns
spec:
replicas: 2
selector:
matchLabels:
app: coredns
template:
metadata:
labels:
app: coredns
spec:
containers:
- name: coredns
image: coredns/coredns:1.10.0
args: [ "-conf", "/etc/coredns/Corefile" ]
volumeMounts:
- name: config-volume
mountPath: /etc/coredns
readOnly: true

ports:
- containerPort: 5353
name: dns

protocol: UDP
- containerPort: 5353
name: dns-tcp
protocol: TCP
securityContext:
readOnlyRootFilesystem: true
volumes:
- name: config-volume
configMap:
name: coredns
items:
- key: Corefile
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path: Corefile
apiVersion: vl
kind: Service
metadata:

name: coredns

spec:

selector:

app: coredns
ports:

- name: dns
port: 5353
protocol: UDP

- name: dns-tcp
port: 5353
protocol: TCP

IIpumenure HACTpOITKY:

[$ kubectl apply -f dns.yaml ]

2. HactpoiiTe caymaresn.

Oo6noBute pecypc GlobalConfiguration, jobasus jBa ciaymatress: oful jiisg TCP-opra 5353 u
onmH g UDP-mopra 5353:

-

apiVersion: k8s.angie.software/vialphal
kind: GlobalConfiguration
metadata:

name: angie-configuration

namespace: angie-ingress

spec:
listeners:
- name: dns-udp
port: 5353

protocol: UDP
- name: dns-tcp

port: 5353

protocol: TCP

. J

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f global-configuration.yaml ]
3. IIposepsre, 9TO KOH(Urypanus YCIIeITHO IIpUMEHEHA, IIPOCMOTPEB coOBITHSA

GlobalConfiguration:

[$ kubectl describe gc angie-configuration -n angie-ingress ]

IIpumep BBIBOTA:

Events:
Type Reason  Age From Message

Normal Updated Os (x2 over 10s) anic GlobalConfiguration anic/angie-
—configuration was updated

4. HacrpoiiTe 6a/laHCUPOBKY HAI'DY3KU.

Coznaiite pecypc TransportServer, yrodbl HacTpouTsh bansancupoBky 1TCP
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kind: TransportServer
metadata:

name: dns-tcp

spec:

listener:
name: dns-tcp
protocol: TCP

upstreams:

- name: dns-app
service: coredns
port: 5353

action:
pass: dns-app

apiVersion: k8s.angie.software/vlialphal

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f transport-server-tcp.yaml J

5. IlpoBepbre, YTO KOHMUTYpAIUs YCIENTHO TPUMEHEHA:

[$ kubectl describe ts dns-tcp

IIpumep BBIBOTA:

-

Events:
Type Reason Age

Normal AddedOrUpdated 3s anic
—added or updated

From Message

Configuration for default/dns-tcp was,

6. Cosmaiite pecypc TransportServer, 4ToObl HaCTpouTh OasancupoBky UDP

kind: TransportServer
metadata:

name: dns-udp

spec:

listener:
name: dns-udp
protocol: UDP

upstreams:

- name: dns-app
service: coredns
port: 5353

upstreamParameters:
udpRequests: 1
udpResponses: 1

action:

pass: dns-app

apiVersion: k8s.angie.software/vlialphal

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f transport-server-udp.yaml

7. IlpoBepbre, YTO KOHMUTYPAIUS YCIENIHO IPUMEHEHA:

[$ kubectl describe ts dns-udp
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IIpumep BBIBOTA:

Events:
Type Reason Age  From
Normal AddedOrUpdated Os anic

—added or updated

Message

Configuration for default/dns-udp was

8. IIporectupyiiTe KOH(MUTYPAITHIO.

Yrobbl MPOBEPUTH, YTO HACTPOEHHBII Oastarcuposinuk Harpy3ku TCP/UDP paboraer, paspemnture
DNS-umsa kubernetes.io ¢ momombio DNS-cepsepa.

Paspemenne kubernetes.io yepes TCP:

; (1 server found)
;5 global options: +cmd
;5 Got answer:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
;3 QUESTION SECTION:

53 Query time: 134 msec

;3 SERVER: <REDACTED>#5353(<REDACTED>)
53 WHEN: Thu Mar 12 22:01:55 UTC 2020
53 MSG SIZE rcvd: 71

;kubernetes.io. IN A
;5 ANSWER SECTION:
kubernetes.io. 3596 IN A

$ dig @$IC_IP -p $IC_5353_PORT kubernetes.io +tcp

; <<>> DiG 9.10.3-P4-Debian <<>> Q@<REDACTED> -p 5353 kubernetes.io +tcp

;5 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44784
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

203.0.113.10

Paspemrenne kubernetes.io yepes UDP:

; (1 server found)
;5 global options: +cmd
;5 Got answer:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
;3 QUESTION SECTION:

53 Query time: 134 msec

;3 SERVER: <REDACTED>#5353(<REDACTED>)
53 WHEN: Thu Mar 12 22:02:12 UTC 2020
53 MSG SIZE rcvd: 71

;kubernetes.io. IN A
;5 ANSWER SECTION:
kubernetes.io. 2157 IN A

$ dig @$IC_IP -p $IC_5353_PORT kubernetes.io

; <<>> DiG 9.10.3-P4-Debian <<>> Q<REDACTED> -p 5353 kubernetes.io

;5 —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39087
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

203.0.113.10
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5.4 KoHTponb goctyna

Huxke npuBenen npumep pa3BepThIBaHUsT BEO-IPUIIOKEHNUsT, HACTPOUKY OATAHCUPOBKU HATPY3KHU C ITOMO-
mpio VirtualServer u npuMeHeHUsI MOJIMTUKY YIIPABJIEHUS JTIOCTYIIOM JIJIsT 3aIIPeTa U pa3pernteHus Tpaduka

U3 OIIPEJEeJIeHHON I10/ICeTH.

5.4.1 lMNpepBaputenbHbie gencTeus
1. Ycranosure ANIC.

2. Coxpanure mybanunsiii [P-agpec ANIC B nepemenuoit 060/109Ku:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpannre HTTP-opr ANIC B nepemeHHON 060JI09KH:

[$ IC_HTTP_PORT=<HOMep mopTa>

5.4.2 HacTtpoiika KOHTponsi gocTtyna

1. Cosmaiire Deployment u Service jijist IpUJIOKEHMS:

r

apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp
spec:
selector:
matchLabels:
app: webapp
template:
metadata:
labels:
app: webapp
spec:
containers:
- name: webapp
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: webapp-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: webapp

IIpumenuTe HACTpOIKY:

5.4. Kontpons gocrtyna

113




Angie
Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

[$ kubectl apply -f webapp.yaml

1

2. Cozpaiite mosmTuKy webapp-policy, KOTopast 3ampeInaeT 3apocel OT KianenTos ¢ IP-ajgpecavu n3

mojicerur 10.0.0.0/8. Yb6eaurech, uro nose deny B aiie access-control-policy-deny.yaml
HACTPOEHO B COOTBETCTBUU C BaIleil cpemoii:

-

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: webapp-policy
spec:
accessControl:
deny:
- 10.0.0.0/8

IIpumenuTe HACTpOIKM:

[$ kubectl apply -f access-control-policy-deny.yaml

3. Cozmaitre pecypc VirtualServer misi BeO-IpUIOKEHUS:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:

name: webapp
spec:

host: webapp.example.com

policies:

- name: webapp-policy

upstreams:

- name: webapp

service: webapp-svc

port: 80
routes:
- path: /
action:

pass: webapp

L

IIpumenuTe HACTpOIKU:

[$ kubectl apply -f virtual-server.yaml

)

Obparure BHnManue, 9to VirtualServer jomken cebliaTbest Ha HOJUTUKY webapp-policy, co3iaH-
HYIO Ha Imare 2.

4. TIporectupyiiTe KOH(MUTYPAIHAIO.

IlompobyitTe 0OPATUTHCS K MTPUIOXKEHUTO:

$ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com:$IC_HTTP_PORT

) E—

OxKutaemMblil pe3ysIbTar:

<html>

<head><title>403 Forbidden</title></head>
<body>

<center><h1>403 Forbidden</h1></center>
<hr><center>Angie/1.8.1</center>
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</body>
</html>

Otser 403 Forbidden o3Hauaer yclieliHoe cpabaTblBaHUE IMOJUTUKNA OJOKUPOBKH 3AIIPOCOB.

5. O6HOBHUTE MOJUTUKY, YTOOBI pa3pelIuTh 3aIpoChl OT KJIneHTOB u3 mouacetu 10.0.0.0/8. Yoemau-
Tech, ITO 1osie allow B ailyie access-control-policy-allow.yaml HACTPOEHO B COOTBETCTBUHU
C Ballleil cpeJioit:

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: webapp-policy
spec:
accessControl:
allow:
- 10.0.0.0/8

O6HOBHUTE TTOUTHUKY:

[$ kubectl apply -f access-control-policy-allow.yaml }

6. IToBropHO mpoTecTUPyiiTe KOHMDUTYPAIUIO.

IlompobyiiTe 0OPATUTHCS K MTPUIOXKEHUTO:

$ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com: $IC_HTTP_PORT

OzkujiaeMblit pe3yJibTar:

Server address: 10.64.0.13:8080
Server name: webapp-5cbbc7bd78-wf85w

Otser 200 0K o3Ha4YaeT yCIENIHOe pa3pelleHre 3apoca Mocae OOHOBJIEHUSI TOJIUTUKH.

5.5 KoHdurypauna gnst HECKONIbKUX MPOCTPAHCTB UMEH

Hwxke npuBenen npumep ucrosib3oBanus pecypcoB VirtualServer u VirtualServerRoute mpu macrpoii-
Ke 0aJIAHCUPOBKU HATPY3KH I MOAUMUIMPOBAHHOrO mnpuioxkenus "cafe" w3 mpumepa 6a30Boit KOH-
duryparuu. Kondurypanus 6aiaHcupoBKU HArpy3ku, a takzxke Deployments u Services pa3mernenst B
HECKOJIbKHUX IPOCTPAHCTBAX MMEH.

BwmecTo onHOro nmpoctrpaHncTBa UMEH Telephb UCHOIL3YIOTCS Tpu: tea, coffee u cafe:

e B mpocrpancrse umen tea cosmanbl Deployment, Service u coorBercrBytomiast Kouduryparus 6a-
JIAHCUPOBKH HATDY3KH.

e B npocrpancrse umen coffee cozmanbl Deployment, Service u coorBeTCTBYIOIIast KOHPUTYPAIIUST
6aJIAHCUPOBKYU HATDY3KU.

e B npocrpancrse umen cafe cozman cekper ¢ TLS-ceprudukaroM u KJIOYOM, a TakKe KoHpUrypa-
st OaJAHCUPOBKYU HATDPY3KHU Jis mpuioxkenus "cafe". Dra koudurypanust ccbliaercs Ha KoHDU-
rypamuu coffee u tea.

5.5.1 lMNpegBaputenbHbie gencTeus
1. Ycranopure ANIC ¢ BKJIIOYEHHBIMU I10JIb30BATEILCKUMU PECY PCAMHE.

2. Coxpannre myoanunsiii [P-agpec ANIC B nmepemennoii 060109Ku:
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[$ IC_IP=<Bam_IP-agmpec>

3. Coxpanure HTTPS-tiopr ANIC B niepemMeHHOIT 060109KMI:

[$ IC_HTTPS_PORT=<HOMep mopTa>

5.5.2 HacTpoiika koHcurypaunm gnst HECKONbKUX NPOCTPAHCTB UMEH

1. CosmaiiTe HEOOXOMUMBIE TPOCTPAHCTBA UMEH tea, coffee u cafe:

apiVersion: vl
kind: Namespace
metadata:

name: cafe
apiVersion: vl
kind: Namespace
metadata:

name: tea
apiVersion: vl
kind: Namespace
metadata:

name: coffee

IIpumenuTe HACTPOIKM:

[$ kubectl create -f namespaces.yaml

2. Cozpnaiite Deployment u Service jijist tea B IpOCTpaHCTBE MMeH tea:

-

apiVersion: apps/vl
kind: Deployment
metadata:
name: tea
namespace: tea
spec:
replicas: 1
selector:
matchlLabels:
app: tea
template:
metadata:
labels:
app: tea
spec:
containers:

- name: tea
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service
metadata:

name: tea-svc
namespace: tea
spec:

5.5. KoHdwmrypaumus ans HeCKONbLKUX NPOCTPAHCTB MMEH

116




Angie

Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

ports:

- port: 80
targetPort: 8080
protocol: TCP
name: http

selector:
app: tea

IIpumenure HACTPOIKM:

[$ kubectl create -f tea.yaml

3. Cosmaiire Deployment u Service mist coffee B mpocrpancrse nmen coffee:

apiVersion: apps/vl
kind: Deployment
metadata:
name: coffee
namespace: coffee
spec:
replicas: 1
selector:
matchLabels:
app: coffee
template:
metadata:

labels:
app: coffee

spec:

containers:

- name: coffee
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service
metadata:

name: coffee-svc

namespace: coffee

spec:

ports:

- port: 80
targetPort: 8080
protocol: TCP
name: http

selector:
app: coffee

IIpumenure HACTpOIKM:

[$ kubectl create -f coffee.yaml }

4. Cosmaiire pecypc VirtualServerRoute st tea B mpocTpaHcTBe nMeH tea:

apiVersion: k8s.angie.software/vl
kind: VirtualServerRoute
metadata:
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name: tea
namespace: tea

spec:
host: cafe.example.com
upstreams:

- name: tea
service: tea-svc
port: 80

subroutes:

- path: /tea
action:

pass: tea

IIpumenuTe HACTpOIKM:

[$ kubectl create -f tea-virtual-server-route.yaml

5. Cozpnaiite pecypc VirtualServerRoute st coffee B mpocrpancrse numen coffee:

apiVersion: k8s.angie.software/vl
kind: VirtualServerRoute
metadata:

name: coffee

namespace: coffee

spec:
host: cafe.example.com
upstreams:

- name: coffee
service: coffee-svc
port: 80

subroutes:

- path: /coffee
action:

pass: coffee

L J

IIpumenuTe HACTpOIKY:

[$ kubectl create -f coffee-virtual-server-route.yaml }

6. Cosznaiire cekper ¢ TLS-ceprudukaroMm n KJIIOYOM B IPOCTPAHCTBE MMeH cafe:

rainersion: vl |
kind: Secret
metadata:
name: cafe-secret
namespace: cafe
type: kubernetes.io/tls
data:
tls.crt:
—LS0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURMakNDQWhZQONRREFPR j10THNhWFdqQU5CZ2txaGtpRz13MEJBU
tls.key:
—LS0tLS1CRUAJTiBSUOEgUF JJVKFURSBLRVktLSOtLQpNSU1Fb3dJQkFBSONBUUVBcWVpcCs3TXZOYWRIN21mMO1wUHJI3Z

IIpumenuTe HACTpOIKM:

[$ kubectl create -f cafe-secret.yaml

. HT i ver JJIsd IPUJIOKEeHUS B IIPOCTPAHCTBE UMeH :
7. Cozmaiite pecype VirtualServer oKe "cafe" OCTpaHCTBE NMeH cafe

5.5. KoHdwurypauus ans HeCKONbLKUX NPOCTPAHCTB MMEH 118



Angie
Software
PykoBogcteo no akcnnyatauum, sepcus 0.7.6

(ainersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
namespace: cafe
spec:
host: cafe.example.com
tls:
secret: cafe-secret
routes:
- path: /tea
route: tea/tea
- path: /coffee
route: coffee/coffee

IIpumenuTe HACTPOIKM:

[$ kubectl create -f cafe-virtual-server.yaml }

8. IIporectupyiite KOHGUTYpAIHIO.

IIposepbre, uTO KOHGMUrypalns ObLIa YCIENIHO MTPUMEHEHa, ITPOCMOTPEB COOBITHS PECypCoB
VirtualServerRoute u VirtualServer:

[$ kubectl describe virtualserverroute tea -n tea }
Briso;
Events:
Type Reason Age From Message
Warning NoVirtualServersFound 2m ANIC Noy,
—VirtualServer references VirtualServerRoute tea/tea
Normal AddedOrUpdated 1im ANIC Configuration,
—for tea/tea was added or updated

[$ kubectl describe virtualserverroute coffee -n coffee J
Beisos:
Events:
Type Reason Age  From Message
Warning NoVirtualServersFound 2m ANIC Noy,
—VirtualServer references VirtualServerRoute coffee/coffee
Normal  AddedOrUpdated im ANIC Configuration,
—for coffee/coffee was added or updated
[$ kubectl describe virtualserver cafe -n cafe ]
Briso;
Events:
Type Reason Age From Message
Normal AddedOrUpdated 1m ANIC Configuration for cafe/

—cafe was added or updated
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9. Ucnospayiire curl juist pocryna K upujoxkenuto. Omiusi --insecure OTKJIIOYAET IIPOBEPKY CEP-
TrUKaTa, TaK KaK HCIOJIB3YETCs CAaMOIOIIUCAHHbIN ceprudukar. Omiust --resolve mMO3BOJISIET
ycranoButh [P-agpec u HTTPS-topr Ingress-konTposutepa jijist IOMEHHOIO WMEHU IPUJIOXKEHUSI
n "

cafe".

Y0661 ToTyunTh coffee:

~

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP https://cafe.example.com:
—$IC_HTTPS_PORT/coffee --insecure

C J

OzkujiaeMblit pe3yJibTat:

Server address: 10.16.1.193:80
Server name: coffee-7dbb5795f6-mltpf

YT0ob6b! TOTYyYINTH tea:

N

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP https://cafe.example.com:
—$IC_HTTPS_PORT/tea --insecure

(. J

OzkujiaeMblit pe3yJibTar:

Server address: 10.16.0.157:80
Server name: tea-7d57856c44-674b8

5.6 OrpaHuyeHune ckopocTu 3anpocos

B sToMm mpumepe pazBeprhiBaeTCs BEO-TIPUIIOKEHIE, HACTPAMBAETCs OAIAHCHPOBKA, HATPY3KH C IIOMOIIIBIO
VirtualServer u npuMeHsieTcst TOJIUTHKA OTPAHMYIEHUST CKOPOCTH 3AIIPOCOB.

5.6.1 lNpepgBaputenbHbie gencTeus
1. Ycranosure ANIC.

2. Coxpanure nybanunsii [P-agpec ANIC B nepementoit 060/109Ku:

[$ IC_IP=<Bam_IP-azpec> }

3. Coxpannre HTTP-opr ANIC B mepemeHHOi 060/I09KH:

[$ IC_HTTP_PORT=<HoMep mopTa> }

5.6.2 Pa3sBepTbiBaHue Beb-npuioxKeHns

1. Cosmaiite Deployment u Service jijist IpUIOZKEHUST:

-

apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp
spec:
replicas: 1
selector:
matchLabels:
app: webapp
template:
metadata:
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labels:
app: webapp
spec:
containers:
- name: webapp
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: webapp-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: webapp

IIpumenuTe HACTpPOIKM:

[$ kubectl apply -f webapp.yaml

J

2. CozpaiiTe IOMUTUKY C UMeHeM rate-limit-policy, KOTOpas pa3peliaeT TOJILKO OJIUH 3alpoc B
cekyuay c¢ ommoro IP-ampeca.

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: rate-limit-policy
spec:
rateLimit:
rate: 1r/s
key: ${binary_remote_addr}
zoneSize: 10M

IIpumenure HACTpOIKM:

[$ kubectl apply -f rate-limit.yaml

3. Cosnaiire pecypc VirtualServer jjist Be6-prtosKeHusI:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: webapp
spec:
host: webapp.example.com
policies:
- name: rate-limit-policy
upstreams:
- name: webapp
service: webapp-svc
port: 80
routes:
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- path: /
action:
pass: webapp

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f virtual-server.yaml J

VirtualServer ccpuiaercs Ha noauTuky rate-limit-policy, CO3/aHHYIO BBIIIE.
4. TIporecTupyiiTe KOH(MDUTYPAIHAIO.

Eciin BBI OyjieTe 3ampaiuBaTh IPUIOYKEHHE C YaCTOTOM BbIIIEe OJHOrO 3ampoca B cekyHiay, ANIC
HaYHET OTKJIOHATH Bl 3aIIPOCHI:

($ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com: $IC_HTTP_PORT/

Server address: 10.8.1.19:8080

Server name: webapp-dc88fc766-zr7£f8

L

N

r$ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com:$IC_HTTP_PORT/

<html>

<head><title>503 Service Temporarily Unavailable</title></head>

<body>

<center><h1>503 Service Temporarily Unavailable</h1></center>
<hr><center>Angie/1.8.1</center>

</body>

</html>

O IIpumeuannue

BriBo KOMaHIBI COKpAIEH IS HATJISTHOCTH ITPUMEPa,

5.7 Toppep>xxka nepenucbiBaHus (rewrites)

ANIC mnossossier npeobpasobbiBarh (mepenuchiBarh) URI 3ampoca mepes oTHpaBKOl B IPHJIOXKEHME.
Hamnpuwmep, myTs 3ammpoca /tea/green MoxKeT ObITD Ilepe3anucaH Kak /green. Iy HACTPORKY H3MeHEHUs
URI neobxonumo ucnonb3oBaTh ActionProxy B VirtualServer unu VirtualServerRoute.

5.7.1 lpumep c npecdukcom B NyTu

B crienyromem mpumepe HArpy3Ka MeXIy AByMsi IpUJIOXKeHusiMU, TpeOytommmu n3mernerns URI, 6aian-
CHPYEeTCsi C MTOMOIIBI0 TPEPUKCHOTO COTOCTABJICHUS:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
upstreams:
- name: tea
service: tea-svc
port: 80
- name: coffee
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service: coffee-svc
port: 80
routes:
- path: /tea/
action:
proxy:
upstream: tea
rewritePath: /
- path: /coffee
action:
proxy:
upstream: coffee
rewritePath: /beans

Usmenenust URI g tea-sve (ofparure BHMMaHMe, 9TO 3aIIPOCH K /tea IepeHanpaBiIsoTcs Ha /tea/
¢ 7106aBJIEHIEM KOCOH YepThl B KOHIE):

NcxopHeii URI Tlepenncanubiii URI

/tea/ /
/tea/abc /abc

Wsmenenuss URI gyist coffee-sve:

NcxopHeii URI  Tlepenncanubiii URI

/coffee /beans
/coffee/ /beans/
/coffee/abc /beans/abc

5.7.2 lMNpumep c perynsipHbiMu Bblpa>keHUsIMU

Eciu mytes npencrasisier coboil perysisipHOe BbIpa)keHue, a He NpedHUKC WX TOYHOE COOTBETCTBHE,
rewritePath MoXer cojepKaThb Ipymibl 3axBara $1-9.

IIpumep:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
upstreams:
- name: tea
service: tea-svc
port: 80
routes:
- path: ~ /tea/7(.%)
action:
proxy:
upstream: tea
rewritePath: /$1

J

B sTom mpumepe rpymma 3axsarta (.*) mcrnosb3yercss B rewritePath kak /$1. 910 HEOOXOMMMO IJIst
nepejaqan ocrasiieiics yactn URI 3anpoca (nocie /tea).

IIpumepst namenenus URI s tea-sve
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WNexoprbin URI Mepenucantbiii URI

/tea /
/tea/ /
/tea/abc /abc

5.8 PacnpepenexHune tpacuka

Huzke npuBesen npumep ucnoab3oBanus pecypca VirtualServer Jijisi HACTPOUKH PACIIpEIe/ICHUS Tpa-

duka B npuioxkenuu Cafe.

OrHOCHTEIHLHO 6Aa30B0I KOHMUTYPAINN ObLIA BHECEHBI CJIEIyIONINe N3MEHEHNU T :
e Baecto onmoit Bepcun cepBuca coffee Temepnb ecth jBe: coffee-vl-svec u coffee-v2-sve.
e 90% rpaduka Hanpasnserca Ha coffee-vl-svc, a ocrasmmecs 10% — Ha coffee-v2-svc.

o s yuporenust npumepa yopansl TLS-tepmunanus u cepsuc tea.

5.8.1 lpepBapuTtenbHble gencTensa
1. Vceranosure ANIC ¢ BKIITOU€HHBIME TIOJIB30BATETHCKUME PECYPCAMH.

2. Coxpanure myoanunbiii [P-agpec ANIC B nepemenHOi#l 060/109Ku:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpannre HTTP-iopr ANIC B nepemenHoit 060/109KM:

[$ IC_HTTP_PORT=<HOMep mopTa>

5.8.2 Hacrpoiika pacnpegeneHusa tpacduka

1. Coznaitre Deployment u Service mis coffee:

apiVersion: apps/vl
kind: Deployment
metadata:

name: coffee-vl
spec:

replicas: 2

selector:

matchlLabels:
app: coffee-vil
template:
metadata:

labels:
app: coffee-vil

spec:

containers:

- name: coffee-vil
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service
metadata:
name: coffee-vl-svc

5.8. Pacnpegenenue tpacduka
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spec:

ports:
- port: 80
targetPort: 8080
protocol: TCP
name: http
selector:

app: coffee-vil
apiVersion: apps/vl
kind: Deployment
metadata:

name: coffee-v2

spec:
replicas: 2
selector:
matchlLabels:
app: coffee-v2
template:
metadata:

labels:
app: coffee-v2

spec:

containers:

- name: coffee-v2
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080

apiVersion: vl

kind: Service

metadata:

name: coffee-v2-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: coffee-v2

L

IIpumenuTe HACTpOIKY:

[$ kubectl create -f cafe.yaml }

2. HactpoiiTe 6a1aHCUPOBKY HAIDY3KU.

Coznaiite pecypc VirtualServer:

-

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
upstreams:
- name: coffee-vil
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service: coffee-vl-svc
port: 80

- name: coffee-v2
service: coffee-v2-svc

port: 80
routes:
- path: /coffee
splits:
- weight: 90
action:
pass: coffee-vl
- weight: 10
action:

pass: coffee-v2

L

IIpumenuTe HACTpOIKY:

[$ kubectl create -f cafe-virtual-server.yaml

3. IIpoBepbTe, UTO KOHMDUTYpAIIUsS YCIEITHO MIPUMEHEHA, IIPOCMOTPEB coObITus VirtualServer:

[$ kubectl describe virtualserver cafe

IIpumep BBIBOTA:

Events:
Type Reason Age From Message
Normal AddedOrUpdated b&s anic Configuration forg,

—default/cafe was added or updated

4. TlpoBepbre paboTy mpmiIokeHus ¢ noMorbio curl. Ucmoms3yiite --resolve, 9robsr ykasars 1P-
agpec 1 HTTP-opr ANIC gyt nmomena cafe.example.com. BbIOJHATE HECKOJBKO 3aIIPOCOB,

uT00b! yoeauThest, uro ANIC Hanpasisier Tpaduk Ha pasHble Bepcuu ceppuca coffee:

$ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:

—$IC_HTTP_PORT/coffee

Pesymbrar:

e 90% szampocos GyayT HamnpasieHbl Ha coffee-vl-svc

Server address: 10.16.0.151:80
Server name: coffee-v1-78754bdcfb-7xp27

10% sanmpocos GyayT manpasiaensl Ha coffee-v2-sve

Server address: 10.16.0.152:80
Server name: coffee-v2-7£d446968b-1lwhgcd

5.9 PacwwupeHHas mapuwpyTtmnsayums

Huzxe npuBejien nmpuMep HACTPOWKM PACIIMPEHHON MapIIPyTH3AIUH ¢ TIOMOIILI0 pecypca VirtualServer

st upuiioykerust "cafe" u3z npumepa HacTpoiiKu 6a30BON KOH(DUTYPAIIAN.

Buecenn! cieyionine n3aMeHeHust:
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e Bmecro omHOit Bepcum cepBuca tea Temnepb JBe: tea-post-sve u tea-sve. POST-3anpocsr mist
tea HampapJIsIFOTCI B tea-post-svc. OCTaHBHLK%BaHpOCBI(HaHpHMep,(}Eq» HaIIPaBJISIOTCA B

tea-svc.

e Bwmecro oxmoit Bepcun cepBuca coffee remeps nBe: coffee-vl-sve u coffee-v2-sve. 3ampocsr,
conepaxkariue cookie version=v2, nHanpasasaioTcs B coffee-v2-sve. Bce ocrambable 3ampochl Ha-

npasigoTca B coffee-vl-sve.

e Jljist yrpoleHust U3 npumMepa yaajeHa mnojaiaepxka TLS.

5.9.1 lNpepBapuTenbHble gencTens

1. Vceranosure ANIC ¢ BKIIIOUEHHBIME TIOJIB30BATETHCKUME PECYPCAMHU.

2. Coxpanure mybaunanasii [P-agpec ANIC B nepemenHoit 060s109Kn:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpanure HTTP-iopr ANIC B niepeMeHHOI 060J109KHI:

[$ IC_HTTP_PORT=<HOMep mopTa>

5.9.2 HacTtpoiika pacwmnpeHHon MapLlipyTusayumn

1. Cosmaiire Deployment u Service jyist coffee u tea:

-

apiVersion: apps/vl
kind: Deployment
metadata:
name: coffee-vl
spec:
replicas: 1
selector:
matchlLabels:
app: coffee-vil
template:
metadata:

labels:
app: coffee-vil

spec:

containers:

- name: coffee-vl
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: coffee-vl-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: coffee-vil

apiVersion: apps/vl
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kind: Deployment

metadata:

name: coffee-v2

spec:

replicas: 1

selector:
matchLabels:

app: coffee-v2

template:
metadata:

labels:
app: coffee-v2

spec:

containers:

- name: coffee-v2
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080

apiVersion: vl

kind: Service

metadata:

name: coffee-v2-svc

spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
name: http
selector:
app: coffee-v2
apiVersion: apps/vl
kind: Deployment
metadata:

name: tea-post

spec:
replicas: 1
selector:

matchLabels:

app: tea-post

template:

metadata:
labels:

app: tea-post
spec:

containers:

- name: tea-post
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080

apiVersion: vl

kind: Service

metadata:
name: tea-post-svc

spec:

5.9.

PacmmpeHHaﬂ MapuwpyTundauunsa
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ports:
- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: tea-post

apiVersion: apps/vl
kind: Deployment
metadata:
name: tea
spec:
replicas: 1
selector:
matchLabels:

app: tea

template:
metadata:

labels:
app: tea

spec:

containers:

- name: tea
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service
metadata:

name: tea-svc

spec:

ports:

- port: 80
targetPort: 8080
protocol: TCP
name: http

selector:
app: tea

IIpumenuTe HACTpOIKM:

[$ kubectl create -f cafe.yaml

2. Coznaiite pecypc VirtualServer:

-

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:

host: cafe.example.com

upstreams:

- name: tea-post
service: tea-post-svc
port: 80

- name: tea
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service: tea-svc
port: 80
- name: coffee-vl
service: coffee-vl-svc
port: 80
- name: coffee-v2
service: coffee-v2-svc
port: 80
routes:
- path: /tea
authRequest: /auth/path
authRequestSets:
- key: foo
value: bar
matches:
- conditions:
- variable: $request_method
value: POST
action:
pass: tea-post
action:
pass: tea-post
- path: /coffee
matches:
- conditions:
- cookie: version
value: v2
action:
pass: coffee-v2
action:
pass: coffee-vl
authRequestLocations:
- path: /auth/path
proxyPass:
upstreamName: "tea"
proxyPassHeaders:
- key: Content-Length
value: "100"

IIpumenuTe HACTpOIKM:

[$ kubectl create -f cafe-virtual-server.yaml

3. IIporectupyiite KoHGUrYpaAIHIO.

IIpoBepbre, uTO KOHGUrypanus ObLIa YCHEITHO TPUMEHEHa, TPOCMOTPEB COOBITHS pecypca

VirtualServer:

[$ kubectl describe virtualserver cafe

Briso;

Events:
Type Reason Age From

Normal AddedOrUpdated 2s ANIC
—default/cafe was added or updated

Message

Configuration forg,

4. IlporectupyiiTe JOCTYI K CEPBUCY tea.

5.9. PacwwupenHas mapwpyTtusauus
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Ornpassre POST-3anpoc u ybeanrech, 9T0 OTBET MPUXOJIUT OT tea-post-svc:

$ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:
—$IC_HTTP_PORT/tea -X POST

) SE—

OzkujiaeMblit pe3yJibTaT:

Server address: 10.16.1.188:80
Server name: tea-post-b5dd479b4-6ssmh

Ornpasere GET-3ampoc un ybegurech, 970 OTBET MPUXOIUT OT tea-svc:

$ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:
—$IC_HTTP_PORT/tea

. J

OzkujiaeMblit pe3yJibTarT:

Server address: 10.16.1.189:80
Server name: tea-7d57856c44-2hsvr

5. IporecTupyiite moctymn K cepBucy coffee.

Ornpasbre 3ampoc ¢ cookie version=v2 u ybeaurech, 9T0 OTBET puxoauT or coffee-v2-sve:

$ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:
—$IC_HTTP_PORT/coffee --cookie "version=v2"

OxKutaemMblil pe3yJbrar:

Server address: 10.16.1.187:80
Server name: coffee-v2-7£d446968b-vkthp

.

Ornpasbre 3anpoc 6e3 cookie u ybeaurech, 4To oTBeT IpUXoauT oT coffee-vi-svce:

$ curl --resolve cafe.example.com:$IC_HTTP_PORT:$IC_IP http://cafe.example.com:
< $IC_HTTP_PORT/coffee

.

OzkujiaeMblit pe3yJibTar:

Server address: 10.16.0.153:80
Server name: coffee-v1-78754bdcfb-bs9nh

5.10 CoxpaHeHune ceccuii

YacTo HEOOXOMUMO, ITOOBI 3aIIPOCHl OT KJUEHTA BCErJa IEePEeIaBAJINCH OJHOMY U TOMY K€ KOHTEWHEepy
69kemn1a. Bl MokeTe BKIIIOYUTD TAKOE MOBEJIEHNE C IOMOIIBIO0 (DYHKITHH COXPAHEHUs CECCHIl, TOCTYITHOMN

B ANIC.

ANIC nopzepxkuBaer meror sticky cookie. Ilpu ncnonpzoBanun sroro merona ANIC gobasisier session
cookie B IepBbIil OTBET OT OIKEH 1A, UIACHTUMDUIUPYST KOHTEIHED, KOTOPBI OTIIPABUII OTBET. Korma KiueHT
JIeJIAeT CJIEYIONUil 3a1mpoc, OH oTnpasisieT 3Hadenne cookie, u ANIC mampaB/isieT 3ampoc B TOT Ke
KOHTeHeD.
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5.10.1 CwunTakcuc

YT00bI BKJIIOYUTH COXPAHEHUE CECCHil Jjisi OJIHOTO MJIM HECKOJIbKUX CEePBUCOB, HY?KHO HACTPOUTH OJIOK
sessionCookie B KOHUrypamum ancTpuMa Jjis KarXKJI0ro cepBruca. B aHHOTAIMN yKA3bIBAIOTCS CEPBU-
CBI, JIJIsl KOTOPBIX HYKHO BKJIIOYUTH COXPAHEHUE CECCHil, a TaKKe pas3jindHble mapameTpbl cookie. Cu.
aupekTuBy sticky B kondurypanun Angie.

5.10.2 lNpumep

B cienyromem npumepe MBI BKIIIOUaeM COXPaHEHUE CECCHil MU JIBYX CEPBHUCOB: tea-svc u coffee-svce:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: cafe
spec:
host: cafe.example.com
tls:
secret: cafe-secret
upstreams:
- name: tea
service: tea-svc
port: 80
sessionCookie:
enable: true
name: srv_id
path: /tea
expires: 2h
- name: coffee
service: coffee-svc
port: 80
sessionCookie:
enable: true
name: srv_id
path: /coffee
expires: 1h

routes:
- path: /tea
action:
pass: tea
- path: /coffee
action:

pass: coffee

st oboux cepsucos sticky cookie nmeer oanHakoBoe uMst srv_id. OaHAKO IS KaxKI0I0 CEPBUCA 3aJaHbI
pasHble 3HaUeHWs] BpeMeHU Ku3Hu (expires) u mytu (path).

Coxpanenne ceccuil mpojoJizkaeT paboraTh gaxe B Clydae, ecjid 3alyleHo Heckoabko pemmk ANIC.

5.11 Cert-manager

Huke npusejieHbl IpuMepsh:
e Da3BepPTHIBAHUsI Cert-manager M CaAMOIOAIUCAHHOIO IIEHTPa CepTU(hDUKAIINNT;
e passeprbiBanus ANIC;
® Da3BEPTHIBAHUSI IPOCTOTO BEG-IPUIIOKEHUST;

® HACTPOIKM OAJaHCUPOBKU HATPY3KU JIJIsI 9TOrO MPUJIOKEHUS € TIOMOIIbIO pecypca VirtualServer.
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5.11.1 Pa3sBepTbiBaHue cert-manager n camonoAanucaHHoOro ueHTpa ceptudmka-

unu

1. PaSBepHI/ITe cert-manager u BCe HeO6XOﬂI/IMbIe 3aBUCHUMOCTH:

$ kubectl apply -f https://github.com/cert-manager/cert-manager/releases/
—~download/v1.8.0/cert-manager.yaml

L

2. Paszsepuute Issuer (caMONOANUCAHHBIA NEHTP cepTUhUKAIIN):

(ainersion: vl
kind: Namespace
metadata:
name: sandbox
apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: selfsigned-issuer
spec:
selfSigned: {}
apiVersion: cert-manager.io/vil
kind: Certificate
metadata:
name: my-selfsigned-ca
namespace: sandbox
spec:
isCA: true
commonName: my-selfsigned-ca
secretName: root-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: ClusterIssuer
group: cert-manager.io
apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: my-ca-issuer
namespace: sandbox
spec:
ca:
secretName: root-secret

IIpumenuTe HACTPOIKM:

[$ kubectl apply -f self-signed.yaml

5.11.2 3anyck npumepa

1. Vcranosure ANIC. Britounre nomiepkky cert-manager jijist pecypcoB VirtualServer:

[——enable—custom—resources --enable-cert-manager

2. Coxpanure mybaunansiii [P-agpec ANIC B nepementoit 060/109Ku:

5.11. Cert-manager
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[$ IC_IP=<Bam_IP-agmpec> }

3. Coxpanure HTTPS-tiopr ANIC B niepemMeHHOIT 060109KMI:

[$ IC_HTTPS_PORT=<HOMep mopTa> }

4. Cozpnaiite Deployment u Service jist coffee u tea:

-

apiVersion: apps/vl
kind: Deployment
metadata:
name: coffee
spec:
replicas: 2
selector:
matchlLabels:
app: coffee
template:
metadata:
labels:
app: coffee
spec:
containers:
- name: coffee
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080

apiVersion: vl
kind: Service

metadata:

name: coffee-svc
spec:

ports:

- port: 80

targetPort: 8080
protocol: TCP
name: http
selector:
app: coffee
apiVersion: apps/vl
kind: Deployment
metadata:
name: tea
spec:
replicas: 3
selector:
matchLabels:
app: tea
template:
metadata:
labels:
app: tea
spec:
containers:

- name: tea
image: angiesoftware/angie-hello:plain-text
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ports:

- containerPort: 8080
apiVersion: vl
kind: Service

metadata:
name: tea-svc
labels:
spec:
ports:
- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: tea

IIpumenure HACTpOITKY:

£$ kubectl create -f cafe.yaml }

5. Cozpaiite pecypc VirtualServer:

apiVersion: k8s.angie.software/vl
kind: VirtualServer

metadata:
name: cafe

spec:
host: cafe.example.com
tls:

secret: cafe-secret
cert-manager:
cluster-issuer: selfsigned-issuer
upstreams:
- name: tea
service: tea-svc
port: 80
- name: coffee
service: coffee-svc
port: 80
routes:
- path: /tea
action:
pass: tea
- path: /coffee
action:
pass: coffee

IIpumenuTe HACTpOIKM:

£$ kubectl create -f cafe-virtual-server.yaml }

6. IIporectupyiiTe MpHUIOKEHUE.

Wcnonwayitte curl njsa mpoBepku cepBucoB coffee 1 tea: --insecure, 9TOOBI OTKJIIOYUTH TPOBEP-
Ky ceprudukara, u --resolve, 4ToObl yKa3aTh 3arosioBoK Host B 3ampoce ¢ cafe.example. com.

3Banpoc k cepBucy coffee
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$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP https://cafe.example.com:
—$IC_HTTPS_PORT/coffee --insecure

.

~

IIpumep orsera:

Server address: 10.12.0.18:80
Server name: coffee-7586895968-r26zn

3ampoc K cepBuCy tea:

$ curl --resolve cafe.example.com:$IC_HTTPS_PORT:$IC_IP https://cafe.example.com:
—$IC_HTTPS_PORT/tea --insecure

IIpumep orsera:

Server address: 10.12.0.19:80
Server name: tea-7cd44fcbdd-xfw2x

5.12 gRPC

s noggepxiku gRPC-nipusioxkenuit ¢ momotpio pecypcos VirtualServer HEoOX0InMO J06ABUTD TOJIE
type: grpc B upstream. Ecim sToT mapaMeTrp He yKa3aH, 0 YMOJIYAHUIO OY/IET UCIOIB30BAH TPOTOKOJ
http.

5.12.1 lpepBaputenbHas HacTpoiika
e Heobxomumo BratounTh npociymubaresb HTTP/2. Cu. http2 8 ConfigMap.

e Pecypcol VirtualServer u VirtualServerRoute st gRPC-nipuitoxkenuii f0/2KHBI BKIIIOYATH TEP-
vuHammio TLS.

5.12.2 Tpumep

apiVersion: k8s.angie.software/vl
kind: VirtualServer

spec:

metadata:
name: grpc-vs
host: grpc.example.com
BILEE
secret: grpc-secret
upstreams:

- name: grpcl
service: grpc-svc

port: 50051
type: grpc
routes:
- path: /helloworld.Greeter
action:
pass: grpcl

B sTom mpumepe grpc-sve — 310 cepsuc st gRPC-tpuoxkenus. O Oyner J0CTyleH o myTd /

helloworld.Greeter. O6parure BHUMAHNE, 9TO B KOH(MUTYPAIMH UpStream HCIOJb3yeTCs [oJie type:
grpc.
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5.13 Ingress MTLS

Himke npusenen npumep pa3BepThIBaHUst BEO-IPUIIOKEHNUsT, HACTPOUKN OAJAHCUPOBKU HATPY3KHU C ITOMO-

mpio VirtualServer u npumenenns noautuku Ingress MTLS.

O IIpumeuannue

Tonmruka Ingress MTLS nognep:kusaeT HaCTPO#Ky ciucKa aHHyInpoBaHHbIX cepTudukaros (CRL).

HO,HpO6HOCTI/I cM. Hcnoavsosarue cnucka omavlea cepm?z,(ﬁu%:a,moe.

5.13.1 lNpegBapuTtenbHbie AeNCcTBUS
1. Ycramosure ANIC.

2. Coxpanure mybanunsiii [P-agpec ANIC B nepementoit 060/109Ku:

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpannre HTTPS-iopr ANIC B niepemeHHO#t 060/109KM:

[$ IC_HTTPS_PORT=<HOMep mopTa>

5.13.2 Hactpoiika Ingress MTLS

1. Coznaitre Deployment u Service Jijisi TpUIOKEHUST:

apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp
spec:
replicas: 1
selector:
matchlLabels:
app: webapp
template:
metadata:
labels:
app: webapp
spec:
containers:

- name: webapp
image: angiesoftware/angie-hello:plain-text
ports:

- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: webapp-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: webapp
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L J

IIpumenuTe HACTpOITKY:

£$ kubectl apply -f webapp.yaml }

2. CozpaiiTe ceKpeT ¢ UMeHeM ingress-mtls-secret, KOTOPBI Oy/I€T UCIIOIB30BATHCS JJIs BaJIAIa-
i Ingress MTLS:

kind: Secret
metadata:

name: ingress-mtls-secret
apiVersion: vl
type: angie.software/ca
data:

ca.crt:
—LS0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSUQvVENDQXVXZOF3SUJBZ01VSzdhbU140F1LWG1BVG51SkZETD1WS:

IIpumenuTe HACTpOIKM:

[$ kubectl apply -f ingress-mtls-secret.yaml

3. CosnaiiTe MOMUTUKY ¢ UMeHeM ingress-mtls-policy, KOTOpasi CCBLIAETCS Ha CEKPET U3 IPe.Ibl-
JyIIero Imara:

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: ingress-mtls-policy
spec:
ingressMTLS:
clientCertSecret: ingress-mtls-secret
verifyClient: "on"
verifyDepth: 1

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f ingress-mtls.yaml ]

4. Cozpnaiite cekper ¢ TLS-ceprudnkaroM u KJIFOIOM:

rainersion: vl |
kind: Secret
metadata:
name: tls-secret
type: kubernetes.io/tls
data:
tls.crt:
—LS0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURHekNDQWAPZOF3SUJBZ01VWU90ZXQ1cnpjd2pFM1o1QUQzQSotd
tls.key:
—LSOtLS1CRUAJTiBQUk1WQVRFIEtFWSOtLS0tCk1JSUV2UULCQURBTkJna3Foa2l1HOXcwQkFRRUZBQVNDRkt jd2dnU2pBZ

IIpumenuTe HACTpOIKM:

[$ kubectl create -f tls-secret.yaml }

5. Cozpmaiite pecypc VirtualServer st BeO-ipuioKeHms:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
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metadata:
name: webapp
spec:
host: webapp.example.com
tls:
secret: tls-secret
policies:
- name: ingress-mtls-policy
upstreams:
- name: webapp
service: webapp-svc

port: 80
routes:
- path: /
action:

pass: webapp

[$ kubectl apply -f virtual-server.yaml

O IIpumeuannue

VirtualServer fnomken ccpuraThbest Ha MOIUTHKY ingress-mtls-policy, co3maHHyio Ha miare 3.

6. IIporectupyiite KOHDUTYpAIHIO.

Ecu BbI monbiTaeTech 06pATUTHCA K MIPUIOKEHNIO Oe3 Tpe0CTaBIeHNs KJINEHTCKOTO CepTudUKaTa,
u kao4a, ANIC orkJIoOHUT 3a1poc:

$ curl --insecure --resolve webapp.example.com:$IC_HTTPS_PORT:$IC_IP \
https://webapp.example.com:$IC_HTTPS_PORT/

OzkuaeMblii OTBET:

r

<html>

<head><title>400 No required SSL certificate was sent</title></head>
<body>

<center><h1>400 Bad Request</h1></center>

<center>No required SSL certificate was sent</center>
<hr><center>Angie/1.8.1</center>

</body>

</html>

J

Ecsu Bor npegoCTaBUTe KOppeKTHLIfI KJINEHTCKUIA CepTI/I(bI/IKaT " KJII0OY, 3alIPOC BBIIIOJTHUTCS yCIIeI-
HO!:

$ curl --insecure --resolve webapp.example.com:$IC_HTTPS_PORT:$IC_IP \
https://webapp.example.com: $IC_HTTPS_PORT/ --cert ./client-cert.pem --key ./
—client-key.pem

OxKumaeMblii OTBET:

Server address: 10.244.0.8:8080

Server name: webapp-7c6d448df9-9ts8x

Date: 23/Sep/2020:07:18:52 +0000

URI: /

Request ID: acb0f48057ccdfd250debebafe58252a
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5.14 JWKS

B sTom nipumepe:
® DAa3BEPTHIBAETCS BEO-TIPUJIOKEHUE;
e HacTpamBaeTCs OAJAHCHPOBKA HATPY3KH C IOMOIBIo VirtualServer;
e IIpuMeHdeTcd IoJauTuKa JWT.

B ormumune ot mpumepa ¢ JWT, 37ech BHEIIHUI IpoBaiiaep WIACHTU(MUKAIIAN ﬂdfﬁ OoIIpe/iesIeH C IIOMO-
mpio moss JwksURI. B kadecTBe mposaiifiepa ucnonab3yercsa Keycloak, pa3BepHYTBIN KaK KOHTEHHED U
jgoctynablii ¢ momorisio ANIC.

5.14.1 lpepBapuTenbHbie AeACTBUSA
1. Ycranosure ANIC.

2. Jlobasbre B haitn /etc/hosts 3amucu:

<pam_IP-ampec> webapp.example.com
<pam_IP-ampec> keycloak.example.com

3mech webapp.example.com — JIOMeH BeO-lipuiioKeHus, a keycloak.example.com — JOMEH
Keycloak.

5.14.2 Hactpoiika JWKS

1. Cozmaiire Secret ¢ TLS-ceprudurarom n kia0IoM i TepmuHaabHOro TLS-mmmdpoBanus B
Keycloak:

apiVersion: vi
kind: Secret
metadata:
name: tls-secret
type: kubernetes.io/tls
data:
tls.crt:
—LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURFVENDQWZtZ0OF3SUJBZ01VS2hTQzBBcnhUblYrp jBhVnNENKEFVT
tls.key:
—LSO0tLS1CRUAJTiBQUk1WQVRFIEtFWSOtLS0tCk1JSUV2Z01CQURBTkJna3Foa2l1HOXcwQkFRRUZBQVNDRktnd2dnU2tBZ

L

IIpumenuTe HACTpOITKH:

[$ kubectl apply -f tls-secret.yaml ]

2. Cozpaiire Deployment u Service jijist BeO-IIPUJIOIKEHIS:

s N

apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp
spec:
replicas: 1
selector:
matchlLabels:
app: webapp
template:
metadata:
labels:

app: webapp
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spec:
containers:
- name: webapp
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
apiVersion: vl
kind: Service

metadata:

name: webapp-svc
spec:

ports:

- port: 80

targetPort: 8080

protocol: TCP

name: http
selector:

app: webapp

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f webapp.yaml }

3. Cosnaiire Deployment u Service gzt Keycloak:

apiVersion: vl
kind: Service

metadata:
name: keycloak
labels:
app: keycloak
spec:
ports:
- name: http
port: 8080
targetPort: 8080
selector:

app: keycloak
apiVersion: apps/vl
kind: Deployment
metadata:
name: keycloak
namespace: default
labels:
app: keycloak
spec:
replicas: 1
selector:
matchLabels:
app: keycloak
template:
metadata:
labels:
app: keycloak
spec:
containers:
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- name: keycloak
image: quay.io/keycloak/keycloak:20.0.1
args: ["start-dev"]
env:
- name: KEYCLOAK_ADMIN
value: "admin"
- name: KEYCLOAK_ADMIN_PASSWORD
value: "admin"
- name: KC_PROXY
value: "edge"
ports:
- name: http
containerPort: 8080
- name: https
containerPort: 8443
readinessProbe:
httpGet:
path: /realms/master
port: 8080

L

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f keycloak.yaml

4. Cozpaiire VirtualServer jis Keycloak:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: keycloak
spec:
host: keycloak.example.com
tls:
secret: tls-secret
redirect:
enable: true
upstreams:
- name: keycloak
service: keycloak

port: 8080
routes:
- path: /
action:

pass: keycloak

L

IIpumenuTe HACTpOIKM:

[$ kubectl apply -f virtual-server-idp.yaml

5. Hactpoiite Keycloak:

e Ilepeitnure B Keycloak: https://keycloak.example.com.

e CozjaiiTe HOBYIO 0O1acTh Realm ¢ mMmenem jwks-example.

o Ilepeiinure Bo BKiIagky Client, co3maiiTe HOBBIM KIMEHT ¢ UMeHeM jwks-client u BKJIOYNTE

1J1s1 Hero Client authentication m Authorization.

o Ilepeiinure Bo BKIagKy Credentials m cKonmpyiiTe CEKpeT KJIMEHTA.

CoxpaHuTre CeKper:
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[export SECRET=<client secret> }

e Ilepeiinure Bo BKIagKy Users u co3jaiiTe 1mojap3oBaressa jwks-user.

o Ilepeitnure Bo BKIaKy Credentials 3TOro mojb30BaTe/s U YCTAHOBUTE NApoJib. g mpu-
Mepa MOAOHIEeT J000i mapoJib.

CoxpaHuTte 1apoJib:

[export PASSWORD=<user password>

6. Cosmaiite mosmmTuKy jwt-policy ¢ ykaszanumem JwksURI u nacrpoiite mose JwksURI Tak, 9T00OBI OHO
pa3peraio TOIbKO Te 3aIPOChl K BEO-TTPUIOKEHNIO, KOTOPhIe cojepKaT aeitcrBureabubiit JWT.

B npuBe/IeHHOI HU2Ke [OJINTHKE 3aMEeHUTe 00JIacTh jwks-example Ha obsacTh (realm), co3naHHyO
BaMmu. 3HaveHre spec. jwt.token B npuMepe ycTaHoBJIEHO B $http_token, Tak KaK TOKEH KJIMEHTA
mepenaercs B 3aroimoske HTTP.

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: jwt-policy
spec:
jut:
realm: MyProductAPI
token: $http_token
jwksURI: http://keycloak.default.svc.cluster.local:8080/realms/jwks-example/
—protocol/openid-connect/certs

L

HpI/IMeHI/ITe MMOJINTUKY:

[$ kubectl apply -f jwks.yaml ]

7. Paszsepuure ConfigMap c pe3soJiBepom.

Ecau B jwksURI ucnosp3yeTcst UMsl XOCTa, HEOOXOIMMO HACTPOUTDh resolver. Jljs sroro Heobxo-
JUMO 100aBUTH ToJie resolver-addresses.

(kind: ConfigMap
apiVersion: vl
metadata:
name: angie-config
namespace: angie-ingress
data:
resolver-addresses: kube-dns.kube-system.svc.cluster.local
http-snippets: |

B stom mpumepe mbr cozmaem ConfigMap, ncnonsays crangaprabiii DNS Kubernetes kube-dns.
kube-system.svc.cluster.local B KadecTBe ajpeca pe3ossepa. JLonoTHITEIbHY 0 NHMOPMAIIIIO
o resolver-addresses u JApyrux cBs3anubix Kiodax ConfigMap MOXKHO MOCMOTpETh B pazjelie
ConfigMap.

(i ) IIpumeuanue

IIpn ycranoBke 3Havyenms jwksURI OTBeT MOXKET OTIMYATHCS B 3aBUCHMOCTH OT MCIOJIb-
gyemoro IDP. B HekoTOpBIX cCiIydasiX OTBET MOXKET OBITH CJIMIIKOM OOJIBIIAM I KOP-
pekTHOIl obpaborku Angie. Ecim 310 mnpowmsoiizer, HEOOXOAMMO HACTPOUTH JUPEKTUBY
subrequest_output_buffer_size B KoHTeKcTe http. DTO MOXKHO CJI€JATH C IMOMOIIBIO
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http-snippets. 3nadenne subrequest_output_buffer_size yka3aHO TOJIBKO /IS IIPUMEPA
7 JTIOJKHO OBITH M3MEHEHO B COOTBETCTBUM C Ballleil cpemoii.

IIpumennTe KOHMDUTYPAITUIO:

[$ kubectl apply -f angie-config.yaml ]

8. Hacrpoiite basiancupoBky Harpysku. Cozupaiite VirtualServer jijisi BEO-IIPUIIOYKEHUSA:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:

name: webapp
spec:

host: webapp.example.com

policies:

- name: jwt-policy

upstreams:

- name: webapp

service: webapp-svc

port: 80
routes:
- path: /
action:

pass: webapp

IIpumenuTe HACTpOIKM:

[$ kubectl apply -f virtual-server.yaml }

Obparure BHnManue, 9to VirtualServer cChlIaeTCs HA MOJUTHKY jWt-policy, CO3MAHHYIO BBIIIIE.
9. Ilonmy4uure TOKEH KJIMEHTA.

ILJISI JA0CTYyIIa K Be6-HpI/IJIO}KeHI/IIO KJIMEHT JIOJI2KEH Ilepe/JlaBaTb TOKEH-HOCUTEJIb. Yro06n1 IOJIYy9IUTHb
TOKECH, BBIIOJHUTC KOMaH/1y:

r$ export TOKEN=$(curl -k -L -X POST 'https://keycloak.example.com/realms/jwks-
—example/protocol/openid-connect/token' \
-H 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode grant_type=password \
--data-urlencode scope=openid \
--data-urlencode client_id=jwks-client \
--data-urlencode client_secret=$SECRET \
--data-urlencode username=jwks-user \
--data-urlencode password=$PASSWORD \
| jg -r .access_token)

DTa KOMaHJIa COXPAHUT TOKeH B rnepemennoit okpyxkenus TOKEN.
10. IIporectupyiiTe KOHMDUTYPAIHIO.

e TlombiTka 3ampoca 6€3 TOKEHA-HOCUTEJIS:

[$ curl -H 'Accept: application/json' webapp.example.com J
Orser:

<html>

<head><title>401 Authorization Required</title></head>
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<body>

<center><h1>401 Authorization Required</h1></center>

<hr><center>Angie/1.8.1</center>
</body>
</html>

e 3ampoc ¢ KOPPEKTHBIM TOKEHOM-HOCHTEJIEM:

[$ curl -H 'Accept: application/json' -H "token:

TOKEN /" webapp.example.com}

OtBer cepBepa:

Server address: 10.42.0.7:8080

Server name: webapp-5c6fdbcbf9-pt9tp

Date: 13/Dec/2022:14:50:33 +0000

URI: /

Request ID: £1241390acb51318afad4fcc39d2341359

5.15 JWT

B npumepe Hike pa3BepThIiBaeTCs BEO-TIPUIIOKEHNE, HACTPANBAETCS OaT
VirtualServer u npuMeHseTcsd noauTuka JWT.
5.15.1 lNpeagBaputensHble aeicTeus

1. Ycranosure ANIC.

2. Coxpannre myoanunsiii [P-agpec ANIC B mepemennoii 060109Ku:

aHCHPOBKa HAI'PY3KHU € IIOMOIIBIO

[$ IC_IP=<Bam_IP-agmpec>

3. Coxpanure HTTP-iopr ANIC B nepemenHoil 060JI09KH:

[$ IC_HTTP_PORT=<HoMep mopTa>

5.15.2 Hactpownka JWT

1. Coznaitre Deployment u Service Jijist TpUIOKEHUST:

apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp
spec:
replicas: 1
selector:
matchLabels:
app: webapp
template:
metadata:
labels:
app: webapp
spec:
containers:
- name: webapp
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8080
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apiVersion: vl
kind: Service
metadata:

name: webapp-svc

spec:

ports:

- port: 80
targetPort: 8080
protocol: TCP
name: http

selector:

app: webapp

IIpumenure HACTpOIKY:

[$ kubectl apply -f webapp.yaml }

2. CozpaiiTe cekpeT ¢ UMeHeM jwk-secret, KOTOPBIH OyIeT UCIOIB30BaThCs jiist mpoBepku JWT:

apiVersion: vl
kind: Secret
metadata:

name: jwk-secret
type: angie.software/jwk
data:

Juwk:y
—eyJrZX1zIjoKICAgIFt7CiAgICAgICAgImsi0iJabUZ1ZEdGemRHbGphbmQwIiwKICAgICAgICAia3R5I joib2NOIiwKI

IIpumenure HACTpOIKY:

[$ kubectl apply -f jwk-secret.yaml }

3. Cosmaiite mosmTuky jwt-policy, KoTopas Oymer CcChUIAThCA Ha Secret M3 MPEJbIYIIEro Iara u
pa3periaTh 3a1pochl K BeO-IIPUIOKEHNIO TOJHKO TIPH HAJIUIUH KOppeKTHOro JWT:

apiVersion: k8s.angie.software/vl
kind: Policy
metadata:
name: jwt-policy
spec:
jwt:
realm: MyProductAPI
secret: jwk-secret
token: $http_token

L

IIpumennTe HacTpoitku:

[$ kubectl apply -f jwt.yaml }
4. Hacrpoiite 6amancupoBky Harpysku. Cozmaiite pecypc VirtualServer Jijist BeO-IIPUIOXKEHUST:
apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: webapp
spec:
host: webapp.example.com
policies:
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- name: jwt-policy

upstreams:

- name: webapp
service: webapp-svc

port: 80
routes:
- path: /
action:

pass: webapp

L

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f virtual-server.yaml

1

Ob6parure BHEMaHue, 4To VirtualServer cchliaercs Ha IOJIMTUKY jwt-policy, CO3ZaHHYIO HA
HIPEAbLAYINeM Iare.

5. Ilporectupyiite KOHDUTYpAIIHIO.

Eciin nonbrrarbest oJiy9uTh gocTyll K npuioxkeruto 6e3 JWT, ANIC orkjioruT 3ampoc:

$ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com:$IC_HTTP_PORT/

Orser:

<html>

<head><title>401 Authorization Required</title></head>
<body>

<center><h1>401 Authorization Required</h1></center>
<hr><center>Angie/1.8.1</center>

</body>

</html>

Ecau nepenats koppekTHbiit JWT, 3ampoc Oy/1eT BLITOJIHEH YCIIENTHO:

$ curl --resolve webapp.example.com:$IC_HTTP_PORT:$IC_IP http://webapp.example.
—com:$IC_HTTP_PORT/ -H "token: “cat token.jwt "

Orser:

Server address: 172.17.0.3:8080

Server name: webapp-7c6d448df9-lcrx6

Date: 10/Sep/2020:18:20:03 +0000

URI: /

Request ID: db2c07ce640755ccbe9f666d16£85620

5.16 OIDC

OIDC (OpenID Connect) obecneunBaer yJqoOHYIO ayTeHTUMDUKAIMIO II0JI30BATENCH depe3 BHENTHEro
npoBaiijiepa, UCIOJb3ysl Oe30MaCHbIE TOKEHBI JIJIsl YIIPABICHUs JOCTYIIOM B CHCTEME.

Hosuruka OIDC nacrpauBaer ANIC kax ksment (relying party) s ayrenruduxaruu depes OpenlD
Connect.

Hanpuwmep, cireayromniast kouduryparust ucrnosbsyet client]D myclient u clientSecret oidc-secret js
ayrenrudukanun depe3 nposaitmepa OpenlD Connect https://idp.example. com:
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oidc:

clientID: myclient

clientSecret: oidc-secret

authEndpoint: https://idp.example.com/openid-connect/auth
jwksURI: https://idp.example.com/openid-connect/certs
tokenEndpoint: https://idp.example.com/openid-connect/token
scope: openid+profiletemail

accessTokenEnable: true

TloapobHoe omucanme TapamMeTpoB MOXKHO TIOCMOTPETh 30€Ch.

5.16.1 Hactpoiika ayteHtudmkauymmn vepe3 OpenlD Connect
Yrobsr HacTpouTsh ayrerrudukanmio yepe3d OpenlD Connect, BuITIOTHUTE CJI€IyIONMINAE MATH:
1. 3agaiiTe aprymMeHT KOMaHIHON cTpOKM enable-oidc=true.
B koudwure 6ymyT HOAKIIOUEHBI TP MOJTYJIS:
e load_module modules/ngx_http_js_module.so;
e load_module modules/ngx_http_auth_jwt_module.so;
e load_module modules/ngx_http_keyval_module.so;

2. lobaBbTe CeKper ¢ KJIYoM KJmeHTa. KJIrou mo/keH ObITh 3aKoaupoBaH B Base64:

Crucoxk 1: client-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: oidc-secret
type: angie.software/oidc
data:
client-secret: <client_secret>

L J

3. IIpumenure cexpert:

[kubectl apply -f oidc/client-secret.yaml J

4. JlobaBbTe IOJTUTUKY:

Crucox 2: oidc.yaml

apiVersion: k8s.angie.software/vl

kind: Policy

metadata:

name: oidc-policy
spec:
oidc:

clientID: myclient
clientSecret: oidc-secret
authEndpoint: https://idp.example.com/openid-connect/auth
jwksURI: https://idp.example.com/openid-connect/certs
tokenEndpoint: https://idp.example.com/openid-connect/token
scope: openid+profiletemail
accessTokenEnable: true

5. Ilpumenunre mouTuKYy:
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[kubectl apply -f oidc/oidc.yaml

1

6. ITocjie TOro Kax ceKpeT u OIUCAHME HOJUTHKY OYIyT J100ABJIEHBI, IPUMEHUTE OJUTHKY JJIsi CEPBEPa

WM MapIIpyTa, COCJIABIIACH HA HEE:

policies:
- name: oidc-policy

|

Ha JAaHHOM 3Talle BKJ/IIOYEHUE IIOJIUTHKHU BBI3OBET OHII/I6Ky7 T.K. He ObLLIN 3aJaHbI obsI3aTeIbHbIe

mepeMeHHbIe, 00ECIIeINBAIOIINE BAJIMIAIINI0 TOKEHOB B mporiecce ayrentudukarmun OIDC:
e $jwt_claim_iat
e $jwt_claim_iss

e $jwt_claim_sub

$jwt_claim_aud

7. B cuemudukanun VirtualServer 3amaiite obsizare/ibHbIe IEPEMEHHBIE B TIAPAMETDE 1MAPS:

maps:
- variable: $jwt_claim_iat
source: $oidc_client

parameters:
- value: 'myclient'
result: '80'

- variable: $jwt_claim_iss
source: $oidc_client
parameters:

- value: 'myclient'
result: 'PROVIDER_URL'

- variable: $jwt_claim_sub
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

- variable: $jwt_claim_aud
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

B xoudwurypamuio VirtualServer 6ymyT mobaBieHb! Ciieayromue TUPEKTUBBIL:

map $oidc_client $jwt_claim_iat {
myclient 80;
}

map $oidc_client $jwt_claim_iss {
myclient PROVIDER_URL;
}

map $oidc_client $jwt_claim_sub {
myclient myclient;

}

map $oidc_client $jwt_claim_aud {
myclient myclient;

}

L
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5.16.2 MonHbii npumep kKoHdUrypaymm

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:

name: test-echo

spec:
host: test.example.com
upstreams:
- name: app-server-payload
service: echoserver
port: 8077
routes:
- path: /
action:
proxy:
upstream: app-server-payload
policies:
- name: oidc-policy
maps:

- variable: $jwt_claim_iat
source: $oidc_client

parameters:
- value: 'myclient'
result: '80'

- variable: $jwt_claim_iss
source: $oidc_client
parameters:

- value: 'myclient'
result: 'PROVIDER_URL'

- variable: $jwt_claim_sub
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

- variable: $jwt_claim_aud
source: $oidc_client
parameters:

- value: 'myclient'
result: 'myclient'

5.16.3 lpumep BkIOYEHUSI NepeMeHHbIX map B 3aBUCMMOCTU OT BXOAHOrO 3Ha-
yeHus

3Hagenns:

default

volatile

include

hostnames

maps:
- variable: $result_var
source: $host
parameters:
- value: 'default'
result: 'default_value'
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- value: 'volatile'
result: "'

- value: 'include'
result: '/dev/stdout'

- value: 'example.com'
result: '1'

- value: '*.example.com'
result: '1'

CM. TakzKe JIMPEKTUBY map B JIOKyMeHTaruu Angie.

5.17 TLS Passthrough

Oyuknus TLS Passthrough nozsosisier ANIC npunumars TLS-coenunenus: vHa mopry 443 u Hampas-
JIATH WX Ha COOTBETCTBYIOIINE CEPBEPBI-09KEHILI 6e3 pacmmdpoBKr. MapIipyTH3aus OCyIIeCTBISIETCS
Ha ocuoBe SNI (Server Name Indication), 9To mosBosster KimeHTaM yKa3bIBaTh MMs cepBepa (Hampu-
Mep, example. com) Bo Bpemsi SSL-pykonoxkarus. IIpu stom ANIC npogoszkaer 06pabaTsiBaTh OOBITHBII
HTTPS-rpaduk na ToMm ke nopry 443, repmunupysi TLS-coenuaenns ¢ UCIIOJIB30BaHUEM CEPTU(DUKATOB
" KJI04Yell, 3aJaHHbIX B pecypcax Ingress mm VirtualServer.

Huke npusenen npumep ucnosb3oBanns pecypca TransportServer i HACTPOUKK OAJAHCHPOBKHU Ha-
rpysku B pexkume TLS Passthrough. B npumepe Gyner passepryTo 63keHI-tipusoxkenue (Secure App),
npociymusatoriee TLS-tpaduk wHa nopry 8443. ANIC Oymer MapiipyTU3npoBaTh COEIUHEHHUS K ITOMY
MIPUJIOXKEHUIO ¢ rToMoIbio TransportServer.

5.17.1 O Secure App

Secure App — a1o nox ¢ Angie (ue myrars ¢ nogom ANIC, Koropbiit TakzKe ucnosbdyer Angie), HacTpOeH-
wblil Ha obcayxuBanne HTTPS-rpaduka na nopry 8443 mjist xocra app . example. com. [lyist repmuHarmm
TLS wucnosb3ytorest camonoanucanubiii TLS-ceprudukar u kiroda. Ipunoxkenune orseuaer va HTTPS-
3aIIPOCHI KJIUEHTOB IPOCTBIM TEKCTOBBIM COODITICHUEM:

[hello from pod <mma moma>

5.17.2 lNpepBaputenbHbie AeACTBUS
1. Ycramosure ANIC.
2. ¥Ybemurech, 9TO PA3BEPHYTO OIPEEJIEHNE IOJIb30BATEILCKOIO pecypca jist TransportServer.

3. Banycrure ANIC ¢ mapamerpamu -enable-custom-resources u -enable-tls-passthrough, aro-
661 BKIIOUNTE moiepkKy TLS Passthrough.

4. Coxpaunnre mybsmansiii [IP-agpec ANIC B nepemenHol 0607I09KY:

£$ IC_IP=<Bam_IP-agmpec>

5. Coxpanure HTTPS-mopr ANIC B niepemernnoit 060109Ku:

£$ IC_HTTPS_PORT=<HoMep mOpTa>

5.17.3 Hactpotiika TLS Passthrough

1. PasBepuure Secure App:

apiVersion: apps/vl
kind: Deployment
metadata:

name: secure-app
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spec:
replicas: 1
selector:
matchlLabels:
app: secure-app
template:
metadata:
labels:
app: secure-app
spec:
containers:
- name: secure-app
image: angiesoftware/angie-hello:plain-text
ports:
- containerPort: 8443
volumeMounts:
- name: secret
mountPath: /etc/angie/ssl
readOnly: true
- name: config-volume
mountPath: /etc/angie/conf.d
volumes:
- name: secret
secret:

secretName: app-tls-secret
- name: config-volume
configMap:
name: secure-config
apiVersion: vl
kind: Service

metadata:
name: secure-app
spec:
ports:
- port: 8443

targetPort: 8443
protocol: TCP
name: https
selector:
app: secure-app
apiVersion: vl
kind: ConfigMap
metadata:
name: secure-config
data:
app.conf: |-
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apiVersion: vl
kind: Secret
metadata:
name: app-tls-secret
data:
tls.crt:

tls.key:y

—LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSURGRENDQWZ3QONRQ3EzQWxhdnJiaWpgQU5CZ2tx

—LSOtLS1CRUAJTiBQUk1WQVRFIEtFWSOtLS0tCk1JSUV2Z01CQURBTkJna3Fo0a2l1HOXcwQkFRRUZBQVND

AGtpRz13MEJBU!

Qktnd2dnU2tBZ

IIpumenure HACTpOITKY:

£$ kubectl apply -f secure-app.yaml

2. Hacrpoiite 6aaHCUPOBKY HAIDY3KU.

Cosnaiite pecypc TransportServer:

kind: TransportServer
metadata:
name: secure-app
spec:
listener:
name: tls-passthrough
protocol: TLS_PASSTHROUGH
host: app.example.com
upstreams:
- name: secure-app
service: secure-app

port: 8443
action:
pass: secure-app

L

apiVersion: k8s.angie.software/vlalphal

IIpumenuTe HACTpOIKY:

[$ kubectl apply -f transport-server-passthrough.yaml

3. IIpoBepbTe ycrienmHocTh IpUMEHEHH KOH(MUIYPAIUH, IPOCMOTPEB coObITHs TransportServer:

[$ kubectl describe ts secure-app

BbIBO,ZL KOMaHJIbl MO2KET BBITVIAJIETH TaK:

Events:
Type Reason Age From
Normal AddedOrUpdated 9s anic

—default/secure-app was added or updated

Message

Configuration forg,

4. TIposepbre goctyn K Secure App ¢ momorsio curl. Vcmosb3yiite mapamerp --insecure, 4To0bI
OTKJIIOYUTH IIPOBEPKY cepTUdUKATOB (TaK KaK HMCIIOJIb3YeTcs CaMOIIOIIIUCAHHBIN cepTH(UKAT), a

5.17.
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Takxke --resolve, uTobsl ykazaTh [P-ajgpec u HT'TPS-nopr ANIC mist jomena app . example . com:

$ curl --resolve app.example.com:$IC_HTTPS_PORT:$IC_IP https://app.example.com:
—$IC_HTTPS_PORT --insecure

OzknaeMblii OTBET:

[hello from pod secure-app-d986bcf6b-jwm2s }
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Obwwe npumepsl

B srom paszmeste cobpambl mpuMepbl HACTPOIKN W TUIIOBBIE KOHMUTYPAIIUT it OOIIIX TPUMEPOB.
Hoavzosamenvcrue wabrono

Hoavzosamenveruti gopmam scyprana (log-format)

IIpomoxon PROXY

Wildcard-cepmuguram

Ipumep default-server-secret

6.1 lNMonb3oBaTenbckue wWabnoHbl
st m3smeneHust Kongurypamnun Angie jyist pecypcos Ingress, pecypcos VirtualServer u ocHoBHOrO (aiisa
KoH(puUryparmu Angie MOXKHO HCIIOJIb30BATH I0JIb30BaTE/IbCKIE IabJIOHBI.
Tonwzosarennckue mabmonsr ANIC nacrpaunBatorcs gepe3 ConfighMap ¢ IOMONIBIO CIAEAYIONMX KJIIOYei:
e main-template — 3ajiaeT OCHOBHOI mab/ioH KoHuUrypanun Angie.
e ingress-template — 3asmaer mabson kouduryparmn ANIC s pecypea Ingress.

e virtualserver-template — 3amaer mabson koudurypamuu ANIC mis pecypca VirtualServer.

6.1.1 Mpumep

kind: ConfigMap
apiVersion: vl
metadata:
name: angie-config
namespace: angie-ingress
data:
main-template: |

ingress-template: |
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virtualserver-template: |

(i ) IIpumeuanue

e [IlabsioHBI B IprMepe 0Ope3aHbl JJIT KPATKOCTH.

e OcHoBHble ITa0OIOHBI angie.tmpl u angie.ingress.tmpl Haxojgdrcd IO IyTH internal/
configs/versionl. [ITa6mon VirtualServer (angie.virtualserver.tmpl) pacIoJIOXKeH IO IIy-
T internal/configs/version2.

6.1.2 OwnarHocTtuka owwmnbok

e Fciim monpzoBaresbekuii mabaon comepxkut omubky, ANIC me zamycrurcs. Omubka orobpasuTcst
B XKypHaJIe.

IIpumep ormubkm:

[Error updating Angie main template: template: angieTemplate:98: unexpected EOF }

e Ecium HeKOPPEKTHBIN MOJIb30BATEILCKUI MabjIoH ObLI jJobaBjeH nocie 3amycka ANIC, kordury-
parust He obHOBUTCs. Omubka oTobpas3uTcs B XKypHaJie, B coobiTuu, cesgzanHoMm ¢ ConfigMap.

IIpumep ormmbKM:

Error when updating config from ConfigMap: Invalid angie configuration detected,
—not reloading

Cobertuss  ConfigMap MOXHO TPOCMOTPETh C IOMOIIBI0 KOMaHIbl kubectl describe -n anic
configmap angie-config.

IIpumep cobbITUS C OMTUOKOIL:

Events:

Type Reason Age From Message

Normal Updated 12s (x2 over 25s) anic Configuration from anic/
—angie-config was updated

Warning UpdatedWithError 10s anic Configuration from anic/

—angie-config was updated, but not applied: Error when parsing the main template:
—template: angieTemplate:98: unexpected EOF

Warning UpdatedWithError 8s anic Configuration from anic/
—angie-config was updated, but not applied: Error when writing main Config
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6.2 lNNonb3oBaTtenbckuii popmaT XKypHana

Bbl MoxkeTe HacTpOUTh IOJb30BaTenbekuii (opmar kypuaia (log-format) ¢ momompio pecypca
ConfigMap:

kind: ConfigMap
apiVersion: vl
metadata:
name: angie-config
namespace: angie-ingress
data:
log-format: '$remote_addr - $remote_user [$time_local] "$request" $status $grpc_
—status $body_bytes_sent "$http_referer" "$http_user_agent" "$http_x_forwarded_for"

ni

—"$resource_name" "$resource_type" "$resource_namespace" "$service

B jiomnoJiHeHnEe K BCTPOEHHBIM IIepeMeHHBIM Angie MOXKHO MCIIOJIb30BATh IIePEMEHHBIE, KOTOPbIe HACTPa-
usatorca B ANIC:

e $resource_type — Tum pecypca Kubernetes, koropsrit 06paboras 3anpoc KJIneHTa.

e $resource_name — mms pecypca Kubernetes, koropsiii 06pabdoTas 3anpoc KIneHTa.

e $resource_namespace — IMPOCTPAHCTBO UMEH (namespace), B KOTOPOM HaXOJUTCSI PECYDC.
e $service — uMs cepBuCa, HA KOTOPBI ObLI HAIIPABJIEH KJINEHTCKUI 3aIpoc.

e $grpc_status — ko craryca gRPC (upu nopmasbhoii pabore Gepercs us tpeisiepa HTTP /2
(grpc_status), BO3BpaIaeMoro 63KeHIOM, P HEKOTOPBIX ommubkax — u3 3arojoska HTTP/2
(grpc_status), ycraHoBiieHHOrO 63KeHI0M win Angie).

O IIpumeuannue

DTu IepeMeHHbIe JOCTYITHBI TOJIBKO i pecypcoB Ingress, VirtualServer u VirtualServerRoute.

6.3 lNpotokon PROXY

ITpoxkcu-cepBepbl u GanancupoBmuky Harpysku (Hanpumep HAProxy nim AWS ELB) moryt nepenasarh
undopmarmio o kiauenre (IP-agpec u nopr) ciemyiomeMy IPOKCH WX OAJAHCUPOBIIUKY € IOMOIIBIO
nporokoja PROXY. Uroosr ANIC mor mostyuuts 3ty undopmaiuio, B pecypce ConfigMap Heobxommumo
33/1aTh CJIEJYIONINE [IapaMeTPhI:

® proxy-protocol — /0JKeH ObITh YCTAHOBJIEH B 3HadYeHue True;
e real-ip-header — HO/KeH OBITH YCTAHOBJIEH B 3HAYEHHE Proxy_protocol;

e set-real-ip-from — IP-aipec nm mojcers mpokcn min 6aIaHCUPOBIIUKA, OTKYIa Oy/1eT MpUXo-
nuth uadopmanus (mogpobuee cM. set_real ip from).

(i ) IIpumeuanue

IIporokosr PROXY Oymer npumensitbcs KO Bcem pecypcam Ingress um  VirtualServer. Pecypc
TransportServer nmomep:xusaer nporokoia PROXY tonbko npu Bkiaodennom TLS Passthrough.

6.3.1 lNpumep koHpurypauun

kind: ConfigMap
apiVersion: vl
metadata:

name: angie-config
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data:
proxy-protocol: "True"
real-ip-header: "proxy_protocol"
set-real-ip-from: "192.168.0.0/16"

B mpusenennom mpumepe mporokos PROXY wmacrpamBaercs uepes pecypc ConfigMap. I[Tapamerp
set-real-ip-from ycranossen B 192.168.0.0/16 — sro CIDR-niofcers npokcu, crosiiero nepes ANIC
B 9TOM mipuMepe. Ecn BbI xoTnTe M0BepaTh BeeM [P-aapecam, moxkuo 3a7aTh 3uadenne 0.0.0.0/0. Io-
ciie cosnanust pecypca ConfigMap IP-ajpec kiuenTa 6yer J0oCTyIleH yepe3 nepeMeHHyo $remote_addr
B KoH(uryparuu Angie.

ITo ymomganuio ANIC zamomunaer 3uadvenue $remote_addr u mepemaer ero O3KEHIY B 3arojiOBKe
X-Real-IP. Crannaprubiit dopmar KypHaia Angie no ymomdanuio: '$remote_addr - $remote_user
[$time_local] "$request" $status $body_bytes_sent "$http_referer" "$http_user_agent"'.

6.4 Wildcard-ceptudukar

Wildcard-ceprudukar yrupomaer zacTpoitky Tepmutaruu TLS, ecium He0OXOIUMO UCIOTH30BATH OJIUH U
tot ke TLS-ceprudukar B HeckombKuX pecypcax Ingress n VirtualServer B pa3HbIX TPOCTPAHCTBAX UMEH.
Wildcard-ceprudukar mo3BossieT INEeHTPaIn30BaHHO yIpaBisaTh TLS-ceprudukaramMu i MHOXKECTBA
JIOMEHOB 0e3 JTy0JIMpOBaHUsI CEKPeTa B KaXKJIOM PECypCe.

O6bruHo Takoii cepruduKaT BbIIACTCH JI HOAJOMeHa (HAIPUMED, * . example.com), a XOCThI PeCypPCOB
Ingress u VirtualServer Brinrouator sror nojyiomen (aanpumep foo.example.com, bar.example.com).

O IIpumeuannue

Tlpensapurensuo  weobxomumo  3anycturb  ANIC ¢ aprymMeHTOM — KOMAHJIHOW — CTPOKH
-wildcard-tls-secret co 3madenmem TLS-cekpera, comepxkarmiero wildcard-ceprudukar u
kuou. ANIC nogaep:kupaer Toabko oaun wildcard-cekper.

[-wildcard—tls—secret=angie—ingress/wildcard-tls—secret }

6.4.1 Mpumep

B npumepax mmxe nokazana zvacrpoiika repmunaiuun TLS st pecypca Ingress ¢ xoctom foo.example.
com u pecypca VirtualServer ¢ xoctom bar.example.com.

IIpumep mrs Ingress 3 mpocrpancTBa umeH f£oo:

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: foo
namespace: foo
spec:
ingressClassName: angie
tls:
- hosts:
- foo.example.com
rules:
- host: foo.example.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
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name: foo-service
port:
number: 80

IIpumep st VirtualServer u3 npocrpancrsa nMeH bar:

apiVersion: k8s.angie.software/vl
kind: VirtualServer
metadata:
name: bar
namespace: bar
spec:
host: bar.example.com
tls:
secret: ""
upstreams:
- name: bar
service: bar-service
port: 80
routes:
- path: /
action:
pass: bar

B npumepax Boirie koukperubiii TLS-cekper He ykazam:
e B pecypce Ingress orcyTcTByer moJie secret B 6Ji0Ke tls;
e B pecypce VirtualServer nose secret mycroe ("").

B »stom caygae Oymer wucnosb3oBarhbes wildcard-cekper, yKasaHHBI C IIOMOIIBIO TapaMeTpa
-wildcard-tls-secret npu 3amycke ANIC.

6.5 lMpumep default-server-secret

Hwxe npusenen npumep default-server-secret:

apiVersion: vl
kind: Secret
metadata:
name: default-server-secret
namespace: angie-ingress
type: kubernetes.io/tls
data:
tls.crt:
—LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLS0tCk1JSUN2akNDQWFZQONRREFPR j10THNhWFhEQU5CZ2t xaGtpR
tls.key:.
—LSO0tLS1CRUAJTiBSUOEgUF JJVKFURSBLRVktLSOtLQpNSULFcEF JQkFBSONBUUVBdi91RWM4b1 JkMHUVZXVJT

6.5. Mpumep default-server-secret 159

z13MEJBUXNGQU

HNFK1RYZUprck



Angie
Software

FMABA [

13BecTHble Npobnembl U pelleHuns

7.1 Owwnbka

size of all "proxy_buffers" minus one buffer

"proxy_busy_buffers_size" must be less than the

Coobmienne ykasbiBaeT Ha OMUOKY B KOH(MUIyPAIUH U3-38 HEIPABUJILHOTO COOTHOIIEHNs 3HAYEHHH 1a-
pameTpoB proxy_buffer_size m proxy_buffers.

MNapametp

Onucanue

3HayeHe no ymos-
HYaHWKO

proxy_buffer_size

proxy-buffers

proxy_busy_buffers

3amaeT pa3mep 0CHOBHOTO Oydepa jijist 00paboTKy JIaH-
HBIX. 3HadeHne proxy_buffer_size Moxker ObITH He
OoJiee YeM B JiBa pa3a 60Jble pa3mepa proxy_buffers
3aaeT KOJIMIEeCTBO U pa3Mep JONOJHATEIbHBIX Oyde-
pos. Ilpu 3nauenun 8 8k obImwmit pazmep OyaeT paBeH 8
x 8 = 64k.

OrpaHnvmBaeT cCyMMapHBIA pa3Mep 0ydepoB, KOTOPbIE
MOTYT OBITH 3AHSATHI JJIsI OTIPABKHA OTBETA. JHAUE-
HUE JOJDKHO OBITH MEHBIe, YeM OOIIMii pa3Mep BCeX
proxy_buffers mmuyc pasmep omHoro oOydepa. Ec-
Jan 3HadeHme proxy-buffers pasmo 8 8k, To 3Hade-
Hue proxy_busy_buffers_size J0/KHO OBITH MEHBIIIE,
geM 8 x 8 - 8, T.e. MeHblIe 56k.

4k |

8 4k | 8k

8k |

8k

16k

Ommbka MOXKeT BO3HUKHYTh, €CJIU 3HadeHne proxy_buffer_size ObLIO H3MEHEHO C TOMOIIBIO AHHOTAIAN
Ha Oosibliree n, TAaKUM 00pa3oM, OBLJIO HAPYIIEHO COOTHOIIeHWE HapameTpoB. s permnerus mpoOseMbl
HeO00XO/IMMO C IIOMOIIBIO AHHOTAIINYA YCTAHOBUTDH pas3Mep s proxy_buffers.

Hampuwmep:

apiVersion: networking.k8s.io/vl

kind: Ingress
metadata:
annotations:

angie.software/proxy-buffers: '8 32k’
angie.software/proxy-buffer-size: '64k'

name: test-echo
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namespace: echoserver
spec:
ingressClassName: angie
rules:
- host: test.example.com
http:
paths:
- backend:
service:
name: echoserver
port:
number: 8077
pathType: ImplementationSpecific

7.1. Ownbka "proxy_busy_buffers_size" must be less than the size of all 161
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[MpaBa Ha MHTEeIEKTYaIbHYO COOCTBEHHOCTb

Hoxymenraius na nporpamMubiii npoaykt Angie Ingress Controller (ANIC) sBiisiercst HHTeNIEKTYAb-
noit coberBennocTbio OO0 «Beb-Cepreps».

Copyright (©) 2026, OO0 «Be6-Cepsep». Bce npasa sammuiieHs.
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