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Angie PRO J2MHE—TEMRD Hi & FIA LR Web ARZS 550

Web fil55 a2 —2REMF, 1EIE HTTP MO RER PR M2t B IRRI IR, B4, Angie PRO A
TIZEML, Bl ARF. Mgk BRSSP KI@S 4 2 HIARG, BSR4
MR R, SRR B RS LIR D), sEES “TE% R JFE LN EHARGEZHRN, AP
TG SKRET AT PAH Angie PRO AbH,

Angie PRO J&:
o M Web lli55a. H CIHESEHS.
o La-L7 YR, AV TCP/UDP B HTTP Z [RI¥EAT S 1H,
o PRBERIZRAFIRSS B, JEIE RIGHIBAFHLEIINR Web BRSSHIIZ1T,
o AITEFG AT G LEM, 78 Alpine, Debian, Oracle. RED OS. Rocky 1 Ubuntu b4 A1
1o
o FVERE, S ERAERE Web RE5EZ—,
%% Angie PRO HUFHFH:

« 5 NGINX 0SS 3%, Angie PRO 5223 % Nginx, RVHELMIIER Nginx P ERE E KK
AARSSENIIE R N IEE] Angie PRO,

o WSERIGETHE BRISERTERE.  Angie PRO $RLSERERYSCIN IS5 a5 T i t, REMSIRYE (i Bah &8
HfCHE, MRIRSHE2T A,

o AARCENPIRSS M, RVPED 77 REST # & FARRIRSS R E, TR,
o RAFCEBIR, REEEH PRI API BEREFTTRENAES), TR ENL,
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o MARBUIRSSIA AR A, fF FERET, AR E Bk R A AR SS 384
o AAEHEANE, BT HTTP API A% Angie PRO BLEAE R,

« 3 DNS HHi,

o RURARE,

o HAEH=JIBMIEIE, Angie PRO XFFARZE NGINX =778, FARWLELE, W
TRINRERI SR

o HENFXBFEY, BEPTE Angie PRO SERFHP A X, limit req SFLIRE,
o LEMR KPR A PEALAR S5 2R A PR, RERS SR BB Web IRSS d B9 FRRMIIRA, Bk B,

5 Angie PRO HARLINRERMERIIMBIAEFZR £145 Nginx, Nginx Plus, Apache, Envoy. A NGINX
R T ZIr= i (OpenResty. Tengine, Cloudflare) PAK Yandex PR TR,
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AUHEAEHXKIE Angie FIXE, 67, S,

3.1 i&H

XN T Angle FUZEEFIBCE, BafEIl Web RS5as, BRI, DARIE RIS HARARSS &%
ZHREATTH,

3.1.1 BEEXH

Angie i FHET XAECE X, BRANBOLT, 4N angie. conf, HRE --conf-path HESEINAL
B, BHEAT /etc/angie HE T,

FCESCARE R B DA B R SC:

JREAEIXLEE | N2 SMHELWANFE main b R3CH:

events ——EFEALHE
http ~-HTTP fi &

mail —HbFFRE

stream -TCP 1 UDP i

wasm_modules —~-WASM J&1T7H
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user angie; # B 'main’ LT XHH IS
events {

# EHEAENRE

}
http {
# ¥ E T HTTP WELE , B ATA & IR &5
server {
# HTTP E R4 % 1 Wi &
location /one {
# AP 'Jonme' FrkHy URI EE
}
location /two {
# AHU /two! FLWy URI MEE
}
}
server {
# HTTP R %% 2 W E
}
}
stream {
# ¥ T TCP/UDP B E, ®wi A EMURSE &
server {
# TCP EWH4 8 1 HWERE
}
}

NTEHEEER, BATEYAEE angie. conf XM include 165 FIFFE I RESAFHINA :

include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

3.1. i&H
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LY
—fekil, FETY (WEES P ETXHET, BN HR BT PRIERPE LHHEL R

B, AR DIHIIEZ DN ERSH; ERXAMIET, Er PO R T E R S i SR E M
RFHPARIZ B,

BiE
ME &

KANATPAR T (a8 T50 (R k # K) 80k (58 o f1 M) KigE, B, 1024 (F
jﬁf)\ "8k" . "im",

FRIRIBE R CAAZRD, #b, 0h. /N, REERfae, ADINES:

ms ZF)

0

paxi

/K

K

JEl

H (BE%T 30 X)
& (REFT 365 K)

< =2 = QA P B w0

2B ] OB 12 e M B B B S B B BT PRA & K —ME, 128 7B, #1140, "1h 30m"
TEERIFEIN TS "oom" B¢ "5400s" AH[Fl, A ERAMEMMFRENFD, EIURLIEE RS,

HELE I [R] ] ey I RE ARD N B E

B

HBMELH N B —HSEHR, MRESHTME D BB S, NS SEE ke 2
& :

add_header X-MyHeader "foo bar";
add_header X-MyHeader foo\ bar;

R BB EFRESE, HEE#ER 7515, WHAFOHH 5 S5k :

server example.com "sid=server 1"; }

3.1. i&H 6
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RENH

N T AR SEIEE, PINIRSSREIR. map FELME. MIME KBIFIERLEHR, Angie fERHIG
ko TERENFIHREFACEN, Angie WEIXLEMRTRNRERD, DUHALRTF#E R A MR R ERN
BRI RN BCEZE (hash bucket size) o REVK/DNCIMNRANE, HIABEREILE hash
max size S, RKZEIGHRE A NS RIEEIX LS, Blilserver names hash_maz_size
Fserver names hash bucket size F T IRSS 884 FR.

hash bucket size ZEGAIRBHIBAFAT RN T, XRNTFHEm TIASEHEES ERHE R, BbT
WAEVIRIEIER, WIER hash bucket size ST —MNRAFATR/D, MIAESEG 2 A E Y S KN RIRECR 9
P = PNHTIHEMME, 55— DA TSR, K, 58 Angie 8RNIZENN hash maz size BX
hash bucket size, WEFIGEN hash maz sizes

EFNEHEE

TN B E SRR, RTINS R] DUBIBT AL B IR Z A E S Angie HE:

‘$ sudo angie -t && sudo service angie restart

o, ] DAEHTINENRSS, DATEAS A4 AT SRAC BRSO S B Rl E -

‘$ sudo angie -t && sudo service angie reload

3.1.2 jE{THHEH

53 Angie, 1HH systemd IB1TPA F4:

[$ sudo service angie start

e AR BIRE, BT

‘$ sudo angie -t && sudo service angie start

TEHTINEACE

‘$ sudo angie -t && sudo service angie reload

FL Ik Angie:

‘$ sudo service angie stop

LHENG, BT R &R Angic IE1EIBIT:

‘$ curl localhost:80

3.1. i&H 7
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O ik
THERRA K Angie BI1T 75 R RTRER 224875 TA T 5o

Angie A —PTEHEM 2N TAEHE, TEHBEAGTIRERNTHEECE, I TIEHRE, TR sTsps
TERACHH, Angie ff BT HAFRIBARIFIRME R AR AINLHER S RAGHE TR Z W o hdiER, TiF
MR R E X E X, A DESE L E R Z2EER), el DURIERTH CPU O rEGE B A%
(ZWworker_processes)o

TEJE FHBCESS, Angie JERRHEEILZANFXIN (HATZ keys_zone, (T prozy cache path) TEIBHIA]
il B, CAGERTE a0 T3 Al DALUSE S PR RETR B, AR i T IXIEoR /N, —HEfIlRA A
SR HAMR R SEIRE R, Angie Kl R —FKEH (failed to restore zone at address), JFH
AN X IR S AL,

EREES

WA] DARE RS SR ZH] Angieo BUAMBULT, THERAUBER ID 5 AZIXH: /run/angie.pid, AJ DATERL
EINBUAE angie.conf I pid FEHERILS M4, THEFLIHMES:

TERM, INT PRIFE A

QUIT AR K7

HUP EHINFEACE, FHNX ((UEHT FreeBSD M Linux), {#HEH A E )
W TAEERR, (A SEAHM TAE R

USR1 BT H S

USR2 TR AT AT

WINCH PeAfesth PR TAEHAR

R DM kill RiEEE:

$ sudo kill -QUIT $(cat /run/angie.pid)

A TR DMERE S, REZEEN, XHESH:

TERM, INT PRIF A

QUIT PEHERT 2EEH

USR1 HEHT I H &S

WINCH RTINS ELIE (FERBMdebug_points)

3.1. i&H 8
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ENEE

HNTiE Angle EFTIEECE SO, WA EHERIE qUP (55, THEECREIBRNGRE, AEZER
NAHHCE, ST HESCFRIE B T, WM A BRI, AR AR s A4k S
MIABCEIBTT, WRN AT, FHRREHH TOEER, FRAm TAERRLXHE, ZReflt
e SR, [HAY TAE RS A BN IR IR B RSO A & P iR R S5 . EPTE & AR S5 5
J&, |HE AR A,

Angie IREFEMHBRNALE TS, ARSTERS S E RGN 1 I8, ZRERFRiE SXECEEHT
B, HEAEAR AL

$ sudo angie

$ ps aux | grep angie

angie: master process v1.9.0 #1 [angie]

angie: worker process #1

RN EHMBALE G LR ALIRER), Angie K WBKEHACE R INA LS -

$ sudo kill -HUP $(cat /run/angie.pid)

$ ps aux | grep angie

angie: master process v1.9.0 #2 [angie]

angie: worker process #2

QUERAEATTR B SERTAE B LA AR SIETT, ENTRZETA] L :

$ ps aux | grep angie

angie: worker process #1

angie: worker process #2

O ik
FERBARS S “HEWS" BIE; Angle 1T LR H A IESHHERS

IR E X

A S, EREmA. RE, MEHRKE UsR1 55, EHBRGENTTIT SR
HEX M, FRefntis TSI PR P, RITEFT IR, EHRERAFTE T
XAF, FEA TAERRERH T e &S TR RAT TR S I F 32 RISC A IR SR, 4551, (H
XAFJ PR A T iE S B, BIlan 46,

3.1. i&H 9
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BNES EIAT S AR

BIHRMRSS a5 I TSI, BB R IHR Al AT, 2R0G, MEMRAIE UsR2 [F5, T
FERFHCY AT E a2 VAR ID BUFCfF, T .oldbin JG%K, B4 /usr/local/angie/logs/
angie.pid.oldbin, R/GEENHTHIAIHITSCH:, HrBYRTHATSCARE R ST AR,

BIER, HE#REARIXMHRIERY, FHATVESDENEH TIEERE QRTE) . Ry
PATSCIEARIGIAAT, ERTDEREA Nz —:
o HIFEHRLIE HUP (55, XREATHI LAEERE, MARENIZRICE, K5, &a]DasEid HH
THRERIX QUIT (55RO SCHIF Gt
o [EHTEMRLIE TERM 55, ERAHTIERLZEHE, ZRENZANRH, MREEMHERER
B, WEAIE KILL (55 DARHNRE, R BRI, [HIHRER 838 shEi TIEER,
GRS EHERRR H,  [HEERRR M SR BRI R ID BY . oldbin /5%,
RTERS, FIHERRRAE QuIT (55, JAEFIHERERE,

R HARCEG, Angie BESTEARFTERLILZNEXIR (HH(E keys_zone, T prozy cache path)
TG B, DAERTE A0 332 AT DACASE S R PERETR S B T, AR T IR/ N, I fiRA
FANHEMFE R FEIKE R, Angie Kidxk—5KEM (failed to restore zone at address), JfH
ASAE R X IR AL

HRAITEM

-h, -7 BoRan 1TSEE, AR,

--build-env ToEIAGRTRHBIER, RJEiRH,

-c file 5/ file (ENBCESCHE, TARENIA .

-e file EH file TEONBEIR HAESCHE, MARENN . RHRME stderr fREMMET IR
tho

-g directives R &UAN B4 5 BE B 45 4, Bl 40: angie -g "pid /var/run/angie.pid;
worker_processes “sysctl -n hw.ncpu’ ;"o

-m, -M BRHNE (-m) BAEFIINE (-M) BERAISIR, R)EIRE,

-p prefiz 57 angie [ prefiz #8122 (NRS5E S ATTERIH 5% ; BRINZ /usr/local/angie/
)O

-q AERE -t B -T AR RIEE; SR TEARE,

-s signal M EHELRES, Bl stop. quit. reopen. reload F,

-t MAECESCrF, IR, Angie KB BIEEIS T S E AR 2IREMR
X

-T 5 -t MR, EEENESEETREINITE XFE, R ZECE bR
o

-v TR Angie IR, ASFIRH,

-V BN Angie fiRA, GiEdRhiA, AR, DURGERE RS, REEH,

3.1. i&H 10
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BRI

Angie SXFFZMERICELTT TR, RrE 7T IRAT AT EBGR T AR BEFR AT & fE3RF 2 M5 ER P& L, Angie
= HENERRAMIITTE, R, WRFE, AlDAMEM use T LWIMIERSERICH T,

DA A IR RAC BT 7K

Fi& ik

select — RN TS . EIRAESMTENT 6 L, SRR A, [ DI
--with-select_module 1 --without-select_module AR TR s il o FH s 22 A )t
RRER A

poll —HARMETT IR, FERAESBTIENTE L, XFHRIRE B, "] PUE A
--with-poll_module G| --without-poll_module FE I TR 5 ) S FH A FH AR
IR

kqueue —HTE FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 1 macOS _Er] &7 %o

epoll —FE Linux 2.6+ EATHARERT %

/dev/poll  —MPfE Solaris 7 11/99+. HP/UX 11.224 (eventport), IRIX 6.5.15+ I Tru64 UNIX

5.1A+ LRI HBERTT .
eventport {3 0 FFIATE Solaris 10+ EATH, (T EHRAB, BINEH /dev/poll Fiiks)

HTTP i&ER4bEE

HTTP WEREL —RIINE, S BRI TRE LRI,

Post-read WIGER B, TR BV ReallP 1EER,

Server-rewrite TEMCRT AL server BRHT ({HTE location HRZAN) TE XM Rewrite BEHFES,

Find-config —MRERBT B, MRIBIER URI & locations

Rewrite KT Server-rewrite Kﬁﬁ&, BN HFAE L — PN BOEEER location HLHE X
B rewrite LM,

Post-rewrite —/NRFERIT B, WIESRAE Rewrite BTBXHEERT URI, WIiER$EEMEIHALE,
UN#E Find-config BB,

Preaccess TEMERTEL, PRI Angie BEERUN Limit Req TEMVEMTRIAEIERE T,

Access BRI SRAZAX I B, e i U FARIEE Angie BEEAN Auth Basico

Post-access —/ MR EL, SEE satisfy any 8%

Precontent TEREITES, FRIERIERIE U try  files Fmirror IFMEANTRIACEERE T,

Content BE A BRI, 2 MRl Angie BIELTE MM BREM TNV, £
f&Indexo prozy pass. fastcgi _pass. uwsgi_pass. scgi_pass Fgrpc_pass FES
TE AL AL B,
SEERE PRI A, B Ep— D e

Log RAME, PUTIERBEIES, BHAl, RA Log BERIEHI BIEM AR F A
TilR H &,

3.1. i&H 11
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TCP/UDP &iE4hiE

KEE A TCP/UDP RIGEE—RIIME, S BITRIE SRR :

Post-accept R PR e BRI B TELLR ERVAFH ReallP 5EER,

Pre-access G2 5 RIABR 25 T B FE LT BRI FH Set AR,
Access 1E PR B AL R 2 R BRI 2 P o 5 (R B B . TEERT BR IR Access B,
SSL PUT TLS/SSL & IEMIKT B, TELERTEZVEFH SSL AP,
Preread RRIEBHEF T N preread buffer BIMMEL, PATRVFRELANSSL Preread TEALTEHT
IHTEARE
Content —PNRFTIEE, BRI LFRACE, EE R Return B DA Ui & X0 B
FEHM I prozy  pass T82
Log OSRGOS R T B, TELEITERVAH Log FEEL,
LhFRiER
E IR F 285k E
&Y, ERETEBRIARSS A B RS, S8JG AT ATETE SRACTRRY DA R BRI E AR S5 a4 FR, BB

#2555 Asic BRI RE

£ SSL #2FI, M8 SNI {2 aiHiE.
TECFRE RTT 2 5o
TEALFE Host SKFEEZ )G

QUERAEMCERIE SRATEL Host kP BLZ G RIENRFTSRAR, Angie Rl FRIE IR d544 775,
FEIXLEM BRI — BB, AIRES N AR SlcE., B, FLEfRSMIEEIEE:

{Essl_protocols FELHITEIT, PHXFIFRE OpenSSL FELEARSS 25BC EARYE SNI I RAYE PR H <
AT E. Kitt, PN OCNERIARSS s

client__header buffer size Mlmerge slashes TR ERBUERITZ BTN H, KHitt, XEFESELMH
FERAIRSS Al E, ZAEH SNI EERIARSS ARl &,

T & B O Ok kL T B B, dgnore invalid headers. large_client header buffers
Flunderscores in_ headers f85BIIE T, RS EEEILERTE R TIRIEIE KITE Host
S BT T R

B 5 Me) 7 {0 FH 2 BT AL TR SR AR S5 88 T errorpage $RA0HE,

3.1.
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BT 2R E AR 5528

Angie B CHEM MRS 8 NV ACERIE R, BE— M RAVECE, HAFrE =PRSS a YT 80 I :

server {

listen 80;

server_name example.org www.example.org;

# ...
}
server {
listen 80;
server_name example.net www.example.net;
# oL
}
server {
listen 80;
server_name example.com Www.example.com;
# oL
}

FEMECES, Angie (UHRE Host KB MR MRSS 8 N ACERIE K, AR ISk BAVE S (E MRS #e44
FRAPEECEIE R AR ST B, Angie RiIE KBS B 2t I RIBOAIRSS 88, £ LIRBCE A, BINRS 4
BHE I —IX2 Angie E’Jﬁ‘\@%ﬁi)\ﬁ?ﬂo ER] DA listen EFET/?\':F'E"J default_server ST e T
ARG5S AR ERIN -

server {

listen 80 default_server;
server_name example.net www.example.net;

# ...

O =ik
HER, AR SZRTERTIENE, MARRSSRARIEE.

3.1. i&H 13
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EFr{L 2R

EFrfbI% (IDNs) NAEserver name F82HH ASCII (Punycode) FRiR:

server {

listen 80;
server_name xn--elafmkfd.xn--80akhbyknj4f; #
#

Bh LT R GE SLAR 3528 S FRAG IR K

GIRARLAVFRA Host SKTBIATIER, AIPUE X —NHTEFILIERARSS 95

server {

listen 80;
server_name ""

return 444;

J

B BT, IRSBEINEBENTSFRE, X57%FE Host LFEMIERITH, RJ5IREl— MR ITAERR
WERRY 444, BREHIERE,

SEETEWRHET P BIENIIRS5ES

IERNEE P EE R E, Hrh— LR LIRSS as WA [ B ik -

server {

listen 192.168.1.1:80;

sServer_name example .0rg www. example .org;

#
}
server {
listen 192.168.1.1:80;
server_name example.net www.example.net;
#
}
server {

listen 192.168.1.2:80;

3.1. i&H 14
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server_name example.com Www.example.com;

#

TEMBECE Y, Angie B CMIIERD IP HlEANN 5 server B0 listen §

FTUERC, RIS SR

Host L FEX S UL IP itk Fnus 8 server e server name 25 HIHATUCHL, WRAIKRFIARSS 24K, 1E
SREHEIARS S0, a0, WERIYIEK www. example. com TEUf I 192.168.1.1:80 K H 1% L HIER

INIRSS AR —BNEE — M RSS 88— KN www . example . com ARTEIURTE o

GIRTATIA, BRINIRSS g2 Wi R TE, AT PO B9 8 SCAS R BRI IR 55 s -

server {

listen 192.168.1.1:80;

server_name example.org www.example.org;

#

}

server {
listen 192.168.1.1:80 default_server;
server_name example.net www.example.net;
#

}

server {
listen 192.168.1.2:80 default_server;
server_name example.com www.example.com;
#

}

EEUE

ZE—NRAN PHP WubiiCE :

server {
listen 80;
server_name example.org www.example.org;
root /data/www;

location / {

index index.html index.php;

3.1. #&H
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location ~* \.(gifljpglpng)$ {

expires 30d;

location ~ \.php$ {

fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME
$document_root$fast cgi_script_name;

include fastcgi_params;

Angie BRI RATFHFRBSL LI REARNATZE location, MAEBMNINFILIT, £ LR EH,
ME—HIRTSRAL BR location /, EVLELEMNEXR, HRENRFITEMEM, A5, Angie fZACE XM
PP R G R TERIA S AL, 55— D ITECRIRIATUYSE LR, Angie ¥ H1% location,
QUSRI A IEMIFRIAITACIE R, Angie R Z BHKEIRTR BAARTATE 1location,

O #ik
A KRR ENRATE RATHY URL #90, NESE XRE AT ARG U6 E 2 1 5145
2%, BIn:

+ /index.php?user=john&page=1

+ /index.php?page=1&user=john

HAh, ERFAFEATREESERMENSEC

e /index.php?page=1&something+else&user=john

MAEILBATE B LA E P AT BRIE K -

o 1EHK /logo.gif EFCULELHISR location /, ARIGPEECIENIFRIAN | (gif | jpglpng)$o HIt, ©H
JaE B, FHIES root /data/www, EKRMETEISCHF /data/www/logo.gif, IR I%E
458 F i

o 153K /index.php W SEILALATEE Llocation /, AAGVLACIENIZRIAIX | (php) $. K, BEHGEME
REFE, 15 SR BAE LR YEWT Llocalhost : 9000 Y FastCGI ARG5S 88, fastcgi param F52 ¥ FastCGL 244
SCRIPT_FILENAME % B} /data/www/index.php, FastCGI ARES#- I T XM ZE & Sdocument  root
WEN root FEMIME, L& Sfastegi script_name ENTENR URI, B /index.phpo

e 13K /about.html {XPCECHTSE location /, KIFEMAI B, HHIES root /data/www, 1H
SRS RIS AE /data/www/about . html, FRE SRR IELA R F o

ROFRTESR / "B A E L. BAXICE RS “location /, KRIULFEMNI B, inder FELREIRIBEESEL
1 root /data/www FERMIAERG [ XIFITFIE, WX /data/www/index . html NFEFEHAF /data/
www/index.php 1F1E, ZIELSHITHERE EMF /index.php, Angie FHERNE, (ifhiERZHES

3.1. i&H 16
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Ui AR, QARTATIA, BEEAMTERRZ R H FastCGI RS5 AR,

REBFIGHHE

ZE Angie fENMERSS a2 — M UM, HiAtH, Angie SWOENR, RelTAZ2IREIRS %,
R ERK IR LRSS ARAINAR, R R A I A28 7 i

— A B AREE AR 5 -

server {

location / {

proxy_pass http://backend:8080;
}

ProxYy__pass =R (=R Angie KR P ImTE RGBS G H backend:8080 RIHARSS#F) o B FZEIAN
) directives A] T 3HE— P ECE LTS,

FastCGIl ¢

Angie ] DUH TR HENSITAAAESRMGIZIES (W1 PHP) Y FastCGI R3S &%,

5 FastCGI RS % — il TIEMIRIEARN Angie BECEW NAE fastcgi pass TR T A B prozy pass 16
& A fastegi param FEDRBERIEL FastCCGl RFZ RIS, RIX FastCGl RS a8 AlidE it
localhost:9000 ¥jAl, 7€ PHP ', SCRIPT_FILENAME Z%{H THaEM A&, QUERY_STRING &%)
RATEIBERSE, SERIEEWNT:

server {
location / {
fastcgi_pass localhost:9000;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;
}

location ~ \.(gifljpglpng)$ {

root /data/images;

HECEIRE T — RS eR, #Id FastCGI WK FRERS RIS Z AN 1 K E7E Llocalhost:9000
LIRSS 2%

3.1. i&H 17




*web
server
FAPFiEE, IRE 1.9.0

WebSocket {tIE

ZIM HTTP/1.1 FEiEHES] WebSocket, f#H HTTP/1.1 HalHE Fr ) MLl

A, REE DR AL: BT Upgrade Ski2—4 BEEL, EARNEIREEEIRERS &, T
IEFRE, &5 A] A CONNECT 75 I RAUREE A, 77 iRAE M T Rm AR, Kb P AR
TR AR 4, I B EZAEREEARSS a4 LA TRIRAC B,

Angie SCIL T —MURFIRAUIRIERT, AVFEZ P ImMRERR S5 48 Z AL REIE, W RAERSS 43R [F1R
1 101 (HRXYIR) RmaR, JFHZ P imisid iE kP vpgrade SKIER BT,

GnmipTIA, BBk, tIfh Upgrade fll Connection, FRMEFmnfe B EIIRARSS &, KL, Jy 7
MRS58 T fifss P om A S 5] WebSocket FMY, XS R AL :

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

}

G AR RBITER TAE MR ERRSS B AYIE K H Connection Sk BXHYMELANAIERM T2 F uifi 18 sk Sk A
Upgrade FEXHUFFAE:

http {
map $http_upgrade $connection_upgrade {
default upgrade;
' close;

}

server {

location /chat/ {

proxy_pass http://backend;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection $connection_upgrade;

}

BOIAEIL Y, REIRSAE 60 HPINIA T IEIE, B KM, ATCARE- prozy read _timeout
MANIAENY . B, W] DAL B ACEARSS 832 I 0E WebSocket ping M DA BN H AR A& FUZ A1)
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ASEE

T
522 B SCIEA T IR — My A OEOR,  DMREERIRAA, RALGHE, AR, JF
WA E,

Angie FJDURPERRA) HTTP E ey, HmESEEIZ DN RS 4, MIMHEm Web NP
PERE. ATV LRI AT S

fEH Angie JEAT RIS MR B AT S ACE AT RELH R AR

http {
upstream myappl {
server srvl.example.com;

server srv2.example.com;

server srv3.example.com;

}
server {
listen 80;
location / {
proxy_pass http://myappl;
}
}

J

£ EiRRpIs, = MEFRINFHSEIE srvt 2l srv3 BIafT, HREE A IERIEMECER, BRI
W), HASRER B EHIHIERE . weight. least conn Flip  hash. Angie HFY R AR SZEIE ST R A
(EHa)) ARSS AR E,, XIS E upstream L NSXH W server LPER maz_ fails ®fail_timeout &
LHATELE,

BEILR

0 #&ik
BRTIXBEHIHAIETIN, ] PAS H debugging logo

Syslog

error_log Mlaccess log F&2XFFILHKE sysloge ANSEH THELEICRKE syslog:
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server=address

facility=string

severity=string

163 syslog RSFasfHsl, Huhitn] DUZISA4ER IP sk, w7 alidesm [, BE2
£ "unix:" BISYETEER) UNIX BER TR, MRAREEmH, MR UDP
Uil 514, QUER—DERAMENT N Z A TP fuk,  WIEEF S — gt st

WE syslog HEM facility, 41 RFC 3164 HE X, AIREM facilities ffE:
"kern", "user". "mail". "daemon"\ "auth", "intern"\ "lpr". "news"\ "uucp".
"clock", "authpriv", "ftp". "ntp". "audit". "alert". "cron". "localO".
."local7", BAINMESZE "local7",

TE M access_log B syslog HEMIEIG, 41 RFC 3164 HEEMN, RFIRERIE
567'7'07'_109 FELME =N () HHE, BUAMER "info", FHIRIHEM™
HYEH Angie HIE, EMTEerror log $82H 2R IHLSEL

tag=string WH syslog HEMIRE, ERIMRZEZ "angies
nohostname BERAE syslog {HESKHERNN hostname FEX,
il syslog B E :

error_log syslog:server=192.168.1.1 debug;

access_log syslog:server=unix:/var/log/angie.sock,nohostname;

access_log syslog:server=[2001:db8::1]:12345,facility=1local7,tag=angie,severity=info combined;

O ik

NBIIETZI, syslog 4% HEMIREAEE —X,

3.2 &35l, &%

XEHER A TN BRI SEEE, BENNEERG, DESHRELHESR,

3.2.1 HEEHR

AIEFHIART Angie FINERSL, $REETECERG], FIH TEMNVIESMZSE, UAANELZE,

D EIR

PR T RS SR AR RV A AT REMBCETE <, FHCECRIESS, PINER TIEHE, iE
IR DU AL PR NRYIERANTE R, BRRRE AR, IR HEIER DA RS2 HI AR S5 &%

TTNHIKBETE S,

3.2. &5l &%

20


https://datatracker.ietf.org/doc/html/rfc3164.html
https://datatracker.ietf.org/doc/html/rfc3164.html

*web
server
FAPFiEE, IRE 1.9.0

B E B

user wWww WwWw,

worker_processes 2;

error_log /var/log/error.log info;

events {

use kqueue; worker_connections 2048;

Y

accept_mutex

Bk accept_mutex on | off;
2KIA accept_mutex off;
EFx events

2 accept_mutex JAMIN, TAEMRRHRIRESZHNER, ERAMIRENEIT, i LB
EATHTERE, X ATRE S EEFTIERE B BRI R ST IR E

0 #i

1% EPOLLEXCLUSIVE ﬁﬁfxﬂ’ﬂ%gfﬁi, & reuseport EFE/%HTJ', BEEH accept_mutex,

accept_mutex__delay

Bk accept_mutex_delay Mf[H];
A accept_mutex_delay 500ms;
L% events

ﬁﬂ%acccpt mutex Eﬁﬁ, ﬁt?‘éé?ﬁil{’ﬁiﬁﬁﬁ%*/I\I{’Fiﬁﬂaﬁ&iﬁ%ﬁi@%ﬁi YR BB ST IE R
BRI T
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daemon
% daemon on | off;
2N daemon on;
LT main

FE Angie B NIZEN P HARIZIT, XEEAET AR -,

debug__connection

[E27S debug_connection ik | CIDR | unix:;
EINN =
R events

NRE R P imERE B AR H S, HAERRE - error log 18BN HES N, R LOET IPv4 B¢
IPv6 ik, M FHBIEEERE, N THH UNIX SERTERE, EEH wix: SEERHERKH

—+=
/Lo

events {

debug_connection 127.0.0.1;
debug_connection localhost;
debug_connection 192.0.2.0/24;
debug_connection ::1;
debug_connection 2001:0db8::/32;
debug_connection unix:;

#

O HE
RNTHEFELHENR, Angie M LA debugging log BT ATEE,

debug__points

7237 debug_points abort | stop;
EUN —
X main
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%%9%?ﬁﬁo%E$W%%EN}%mfiﬁﬁﬁiﬁﬁﬁﬁéﬁﬁiﬂﬁ JEH debug_points Kf
BIEAZL M (abort) BUF LR (stop), DAMEMEHRGIRIASSHITIE — 707,

env
Bk env L& [= fH];
2KIA env TZ;
L% main

BIAEILT, Angie MIPRMEACHBYRRIFAAINGEZ R, FRT Tz 28, ML RVFERE —LE40RE
W, BUOHE, SRR R,

IXLEA T
o HATSCHRRISEI T AR
o WiPerl BEHLE
o AT AERERZ(E

THIER, uﬁﬁﬁfﬁﬂ%%ﬁT%#$E%ﬁﬁ,H%ﬁﬁﬁﬂﬁ@ﬁ%%@ﬁéxg,ﬁ@%kﬁ
ARG AERZ A, TZ ZLRIGEPAMATF Al Perl BEEEM, BRARBIRRE SO HAL,

a1

env MALLOC_OPTIONS;
env PERL5SLIB=/data/site/modules;
env OPENSSL_ALLOW_PROXY_CERTS=1;

O w#ik
ANGIE FABEARBTE Angie NEREER], PN EZIRE,

error__log
Bk error_log Xff [4l];
LN error_log logs/error.log error; (BEIZHNIRT --error-log-path FJELEIN)
X main, http, mail, stream, server, location

FCE H&EIdx, AFEHRNECESAIEEZ N HE, WNRAE nain BLESHIRAME X HEXFE, N
BRI

BNSEEEEFMHERN XM, FiRME stderr EHAREF IR, ZHCE HELRE syslog, EREH
"syslog:" Bk ZICHKEWEINNAFEIMNIX, EMHH "memory: " BIZFIREM X A/]; IXiEH H T,
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FoANSEBEHEYG, nLUZLARZ—: debug, info. notice, warn, error. crit, alert B{ emerg,

XL E SRS % B H SRR SR S e s R TH R

wE HIRRIL 5

debug debug. info. notice. warn. error. crit. alert. emerg
info info. notice. warn. error. crit. alert. emerg
notice notice, warn, error, crit, alert., emerg

warn warn, error, crit, alert, emerg

error error, crit, alert. emerg

crit crit, alert., emerg

alert alert. emerg

emerg emerg

RBEMIHEZEL, WA error fENERNINHES A,

HE
N TAE debug HAERANERL, Angie 2 LABH debugging log HI75 A,

events
HIL events { ... };
ENN —
R main

TRBERNAE REAC FE 152 AOBC B S B R S

include
I include X1 | #h3;
2RI —
FFx A

ReA— e S5iEe iR X FESEIECEY, SRS R SRR IEMRITE SR,

N IE

include mime.types;

include vhosts/*.conf;

3.2. &5l &%
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load_module

yE load_module Yﬁ:;
EUN -
FFx main

MIEE MBS, WIERTERE T ES(E, WARE —-prefix MEETUEITHERE, ZIGUERSE:

‘$ sudo angie -V

N IE

load_module modules/ngx_mail_module.so;

lock_file
Bk lock_file XfF;
LN lock_file logs/angie.lock; (BRIZENIRT --lock-path FJELIEDN)
P main

Angie FHBUENIHIREM accept muter FFRFIEN HZERNEFERVIR, ERZHAGH, PEHET
BEHTE D, NILiESHAELRTE, AN, RS b, FHBRW lock file ML, HIEBE BT
XA FRATETSR

master__process

7237 master_process on | off;
Ej(l)\ master_process on;
R main

MRS R LIEHRE, I Mt Angle JFRZHEH.

multi_accept

Bk multi_accept on | off;
2RIA multi_accept off;
X events
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on TR RN A2 TR #T i
off TR — IR 52 — DT,
O ik

GURAEM kqueue EEFEACTETTIR, NI BIRNG, FOVERREE T HESREZAERZI SR,

pcre_jit
IBTA pcre_jit on | off;
E /NI pcre_jit off;
ETRx main

JE e A0 BINgRi%” (PCRE JIT) [EMFRER, 1EECE AT AT,
PCRE JIT 0] DASE A 1B N F IR AL PRI

HE

JIT 1£ PCRE J% 8.20 it K A BT H, Bt 2 EA /2 --enable-jit FCEIETAER, 24 Angie
ffifl PCRE & (--with-pcre=) &N, i --with-pcre-jit EWUSH JIT X,

pid
Bk pid X | off;
ERIN pid logs/angie.pid; (BIRHEURT --pid-path FJEEIEIN)
Holi5"4 main

TEERFE Angie EHERE ID B9 SXfF AR TOIER), IXHRHEABTIRK LR, WEN off WIZA
FRZSC A B

0 #i

RAEHECE R BN T AR BEEIRRFZICHT PID XA S8R, Mz EH ol
=8

3.2. &S|, &% 26



*web
server

RFER. ii# 1.9.0

ssl__engine
[F22S ssl_engine B
A -
ol main

TR A SSL ANE &R HI A4 R,

ssl__object__cache__inheritable

Bk ssl_object_cache_inheritable on \ off;
EINE ssl_object_cache_inheritable on;
TR main

JEHG, SSL X% (SSL UEH, fAH. 2S5 CA IEH. CRL FIR) FAERD B HEFT BN AR,
QUERSCAFBMEIN AT SRR 5 | B EOUIEBCE AT 28, MM SSL MRS WUkR, 8l

engine:name:id FEERNRAT WK, MBI data:value FREMNAHLZES

MAEBNNE) SSL N R ICIEMA K,

IR

ssl_object_cache_inheritable

http {
server {
ssl_certificate example.com.crt;

ssl_certificate_key example.com.key;

}
}
thread__pool
[F22FS thread_pool %4¥K threads= #{& [max_queue= ¥ &];
ENIN thread_pool default threads=32 max_queue=65536;
Holi9"4 main

X T 2 8RS B R ARS8, TofH%E TR,
threads ZHHEEMHHIEIEEE,

3.2. &5l &%
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QIR AL, BTSSR RTEPAFINERf, max_queue ZEIRHI ] ITERAFIFP E TS BE, B
VBB, BAAIERZ AT DAY 65536 MESS. LRSI, HTES5 4 AR TT 5o

timer__resolution

FENER timer resolution [HIfE;
EONN —
o4 main

18 TAEERR AR DI 80 8%, M) gettimeofday () RATAMRISIR, BINEN T, BYEH
PIZHAES, #ZAR gettimeofday O JEFRRDHER, CESRCHIRIEAYEH—IR,

B

[t imer_resolution 100ms;

[F] B ) A B S B R P (s P R 75 1%
o WA kqueue, NIEEH EVFILT_TIMER idJEES.
o WERAFHH cventport, WMHEH timer_create () EREY,

o TGNER setitimer() BREL,

use
Bk use JjiE;
LOWN —
ETFx events

TeE BAERRDERAL B J57k, R ATREWAWIEE, BN Angie BUAMERRAHITTE,

user

7227 user HF [4];

ERIN user <--user build option> <--group build option>;
R main

X TR PRI a2 EETD . WEROCRE TH, faErI P At T4H,
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worker__aio__requests

FEE worker_aio_requests #(&;
ENIN worker_aio_requests 32;
X events

FEfEH aio 5 epoll HERRAEHTTIRRS, WE BN TR RA ZEERRD 1/0 131E

worker__connections

Bk worker_connections ?ﬁ%,
LN worker_connections 512;
kX events

BB TR AT DTSR AR AE R

HER, XMCrEREaERE, FlnSEIRSS SRANER, TR E A mER. 1, ShRrIFFE
R RERS RGO TIT S FRIRRA, BRI CAE R worker rlimit_nofile EATIHEE,

worker__cpu__affinity

72 worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

LN —

HSl5"4 main

R LR e SR Er CPU 5. 81 CPU el —MUMHFRR, fERAWH CPU, MANED
TAFERE LR &, BOAER S, TIEEREAHERETRER CPU,

o

worker_processes 4;

worker_cpu_affinity 0001 0010 0100 1000;

AL B A TR e 2 — DB CPU,
[

worker_processes 28

worker_cpu_affinity 0101 1010;
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XK E—DTAEREYER] CPUO #1 CPU2, K E AN TAEFESER| CPUL A1 CPU3, XFILEIE

AL,

RHRE auto ALVPR TAEERE BB ERIFTH CPU:

worker_processes auto;

worker_cpu_affinity auto;

AIERIFERS ST TR AT T B 3h48E R CPU:

worker_cpu_affinity auto 01010101;

O HE
A5 ANAE FreeBSD A1 Linux A H.

worker__priority

Bk worker_priority &,
ERIA worker_priority O;
R main

X LA e, KT nice s M MEFREESHIILHK, RVFRITEREIER M -20
2 20,

B

[worker_priority -10;

worker__processes

Bk worker_processes F{& | auto;
RN worker_processes 1;
T main

X TR R,

RAEBRT 2R, W CPU BOBE, MRS BEM AR, WRAHE, EMATH
CPU BLEETHR, {H auto ZiXH AR TIEHELER,
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worker_rlimit__core

Bk worker_rlimit_core K/];
ERIN —
X main

SE PR TAEERR AR O SR B KR/ NI BRI (RLIMIT_CORE)o X ARVFIEANEEH7 /5 5 AR B L TG nBR
iillo

worker_rlimit__nofile

181 worker_rlimit_nofile #{&;
EONIN —
TR main

B CAE AR A IR KT SO BRI RR Il (RLIMIT_NOFILE), X ARVFEAEHT A ERAZRIE oL RN
BRI

worker_shutdown__timeout

Bk worker_shutdown_timeout H[H];
RN —
R main

FCE TR R AR AR . — B INEZH, Angie RZERAPTETESNIER SR HIE R,

PSS RIEE M BRI QUIT (55 RGN, XEFR TIEHREILESER, RN RriaiE
B5ER, TAEERSAL IR SNIE R ERI5ER, ARG IEHIEH ., (EIERIEEIY wvorker_shutdown_timeout
FIIN RS R TIRIRA, Angie $ 301 ¢ IR LEIERZ DASERC M, IEAh, SR B & P umi K IE R ER
FiEsh 2/ DHEEE 1ingering_timeout MY A]fEEMH,

working__directory

JFEEE working directory E%;
E N —
X main

X TAEERR AT TR % XEZEMTE AL, BT EE H 3 BAHE AR,
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HTTP #iR
i8]

IR 0 TP bk s R IR S5 g B IRAT T W), e AR VP A VPER LR ERY 1P, 1P YEEEL
UNIX JRERE T, DA BRI 3k B A AR P UK DR 5 Rl SR B 5t 22 e 1

VA e] DUEI (A Auth Basic BB RGELEET Auth Request FEHLA) 118 K&k SRHATIRHl, ZERIHT M
FAHBAE RIS IRE], B satisfy 5%

B E B

location / {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

}

U2 e PP, B EERENVCECIA, 28 MR B, AR YA IPv4 BI4% 10.1.1.0/16 1 192.168.1.0/24,
HERRRFEHINE 192.168.1.1, AN IPv6 4% 2001:0db8: : /32, MHINRZN, HRIEH Geo HiEAY

=N
g%o

BS

allow
X allow address | CIDR | unix: | all;
LN —
TR http, server, location, limit_except

TRV B E S SIE R 1R], RFIRME a11 FoRATE &0 1P,
Added in version 1.5.1: 85K (H unix: AVFMHEA UNIX BEZFZHIT A,
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deny
HIX deny address | CIDR | unix: | all;
EUN —
Hol5"4 http, server, location, limit_ except

fEAE N HEE LS BRI IA] . FFR(E a1l T E % 1P,
Added in version 1.5.1: ¥FR(E wnix: B4 T UNIX BEZEFZIIHAL,

ACME

RELEA ACME P 1Y EBIIEBIREIEE,

4 MNIRAHEAER, BOANSHREE; FHEEH --with-http_acme_module HEETIE M,
ERE BRI UMBGS, BREUSERES,

TERCE H fE FIE BRI P 3R

1. X —1 ACME & FRfE http W BHacme client B E M E— & Im A4 FRRD H Atk
Ii; AfDABCEZ ™ ACME &' ifio

2. TREEIERIEBIIRS : BNITE server i server name FELFIHRIBA M A B NER, #ifE
XS aeme FELFIH T B ACME 2,

3. Wik ACME Bk @IS ORI 80 uin T, BRBURACEIHRER 7). HAl, Angie CHRFEE
HTTP BATHISARIE, XTREMBK EIEBIETE (CA) BIREKIER, FXO8 ACME Bkik,

4. fEATHREUE B AL E SSL: BIPUKHIE-RRIB A NN B & 2, ] DERLE H{E
FENTPREF sl certificate Mlssl_certificatekeyo

STHA T

B HAIEBMEH PEM %@t f2(E7EH --http-acme-client-path ZEXEIIH R NN FH
KA

$ 1s /var/lib/angie/acme/example/

account.key certificate.pem private.key

ACME ZFIMHRES CA RSSaMIIKA. N T RIEMERKS,, FHumfEHMAEH (account . key);
SRR, ERSNAEEH K5, &R LMK
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O ik
WREEHMAERSESH, BEBIRTRESE w7 H 3 AR,

ACME & Fumit 4 — ML HE Y (private.key) I TIEBHEAIER (CSR); WRFTE, HIEHEY
RTEFBIN BB,

FERBIN, FPmER—MES QERAMARRRT), NHEHREEAEZIF AL CSR 2 CA k5545,
AR5 aiEE HTTP RUESRAFTEROFIUAIES, & EAMIF(E (certificate. pem),

HUEHRIL T RISAT BUS A IR, B mRB I AIES —1 CSR 2 CA IjF5ds. BHR, IR
ERRIERT A BOFBUHTIE S, &P mfEAMIZ2SE, B DARTRYIE S,

B E =B

XH, —/NH example B ACME & i S H example. com fl www.example.com 344, IEF A% H
BTG B Sacme_cert <name> FSacme__cert _key <name> ZEk. ENITFEESBRNXXHNE, K
R T ssl certificate Mssl_certificate_key:

http {

resolver 127.0.0.53; # 'acme_client'§54 & %

acme_client example https://acme-v02.api.letsencrypt.org/directory;

server {

listen 80; # ANHAAE R - NMREBRE,
# R 4 7 R
# EELHEH

listen 443 ssl;

server_name example.com www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

GAETRTIA, 80 Ui AU LAFEZIEIE HTTP ) ACME #kék, 2RI, W EBIFTR, listen 52 AIRE
BUAE SR server SR, AIRRAIRFEIIERAFLE, AEELE AT DUREHT IV ERERHIDA (XU ACME Bk

server {

listen 80;
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return 444; # FUH AL, E R K A

N 2K SRIEH? BIRAERBCLEG, BAEEERIRSS 88 Z RSl rewrite Fllocation FELHAEHE
Z i, $£#iEK /. well-known/acme-challenge/<TOKEN>, IS TOKEN S54HHEPkEREIFHACHL, kb
PR R, A LRI ESRVTRARAE; 1ERERSRE R,

£

acme
Syntaz acme name;
Default =
Context server

ﬁﬂ:ﬁﬁﬁglﬁﬁa(f’fﬂ@_client %ﬂg name H"JSGT’UC’T' ﬂ%EPE"JSCT'/UGT_n(L'"LG *E%*Eﬁﬂ"]ﬁﬁ;ﬁﬁ, 4%%5?5}%/[\EE
F5; W server_name ACE MK, UERE 5 HT DA IR EE 2,

IR Angie HBNE, B NATEHDEROEBRIERAIERIES, TREREBEEIESETH, XHFEX
SRR, UEBECE AR EREE,

A IR
HHT, AR ENFRART A, IXEEIR A RS
AR NAE challenge=dns WET acme_client W32 HH,

IR AT DA IR R DAOINEA R ANES, 140, RSA 1 ECDSA:

server {

listen 443 ssl;

server_name example .COM WWW. example .com;

ssl_certificate $acme_cert_rsa;

ssl_certificate_key $acme_cert_key_rsa;

ssl_certificate $acme_cert_ecdsa;

ssl_certificate_key $acme_cert_key_ecdsa;

acme rsa;

acme ecdsa;
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acme__client

Syntaz

Default

Context

acme_client name uri [enabled=on | off] [key_type=type]
[key_bits=number| [email=email] [renew_before_expiry=time| [renew_on_load]
[retry_after_error=off|timel;

http

TERRVEENE X —PME—I ACME &P name, ‘€N XFHFARY, HREPRINRX D KRNG,

BDESEUE ACME B uri, BI40, 1EFATINE ACME H3AJ URL FIt 24 https://acme-v02.

api.letsencrypt.org/directoryo

NTEHAREER, WHHERF L N SXHRELE resolvers

O ik

HFNAE B, MEBBUUEE R T AL mpMAIAE, flan, TEFATNE LIS SR8 https:

//acme-staging-v02.api.letsencrypt.org/directory,

enabled

key_type

key_bits
email

max_cert_size

JE FHEEER 2 PmIE BRI E R, BIaH, (e MECE BRSSP im A IS L S I 2
=i, XAERH M.

2RIN: on,

WEPBHRHBEIERA, ARE: rsa, ecdsa.

PKIN: ecdsas

LB AL, BRIN: ecdsa N 256, rsa A 2048,

MT R RNE R R AL 7E CA AR5 as LAIEIKF RHER]
TEERNER AR AR (AT RAL), DAESEE AR OR B
2, HRIEEZ, FENZRBZ,

5B F shi B AR IE BEE N max_cert_size Hgﬁi, i max_cert_size
THLBNASHG N AP EC LA UEF SRR/ DN

Qﬂ%@ﬁ?%ﬁﬂ@ﬁfqgjid‘iﬁii max_cert_size, mU9€%ﬁ%§9&m&§??&%§o

RN 8192,

renew_before_exp METENHHRATAVIS [H], 7 M 18] SR FFGATIE 5 B #To

renew_on_load

BRI 30d,
FEE AR BRI i B N e 1) B T IR

retry_after_erro TETCFIRBOE PR S R, R E R off, B A E RS E IR

U,
2RIA: 2h,
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acme__client__path

Syntax acme_client_path path;
Default —
Context http

o T AEIE BRI SAR HRE path, TEFIERS A --http-acme-client-path MELIETFEE,

acme_dns_port

Bk acme_dns_port ?5(?,
EINE acme_dns_port 53;
kX http

WEEHLH TR E ACME JRSS#510 DNS &I, U0 -SA47E 1 2] 65535 Z A, BH 1024
BRI S, Angie DA PAELL P APRIZ T,

acme__hook

HIK acme_hook #FR [uri];
ENNEE —
kX location

IZ?E/%HHE“%% ‘ﬁ?aiﬁ’] ACME &Pk BteoR, e %GR location LR, VM HAMITAR

name a7 KK ACME % i,
uri WELBHFIH, & SOFACHEREFRIE R .
BIMEDN /o

i, PARECE R hook 25 RMENEILIH R FIAFHEIHLE FastCGI MR

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_
—keyauth;
fastcgi_param REQUEST_URI $request_uri;

fastcgi_pass ...;
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HEE

fein

$acme_cert_<name>

Ht name B PRSI IE — MEB X WRE) KINE,

$acme_cert_key_<name>

It name B F I E R FNEB B SFRINE,

O HE
IEBXHAE ACME & FumdkiG 2/ —MERGAIH, MEHXIHERNEZEAH,

Addition

PR — NS B, T RN Z BT JE AR,

Y )‘A(ﬁ1ﬁ@*@@ﬂq‘, 1Z$%ﬁ%¥jtl)\$%&ff@@, THEREET --with-http_addition_module FEEITSR B
J%O

R E BN eENUMBGT, SR EESEEET,

B E B

location / {
add_before_body /before_action;

add_after_body /after_action;

B

add__before_body

[E27S add_before_body uri;
LN —
X http, server, location

FEMA A 2 AT ANAC BRZE E 16 KIR B SCA, SEOyS A R (1) MIERIHEAER B S Al BRI E
o
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add__after__body

Bk add_after_body uri;
ERINE —
Hol5"4 http, server, location

FEME N AA 2 Je B ANAC BRAG TE 118 KIR BRI SCA . S HOyA AT () MIERTHARR B JC AR BRI ER
I8

addition__types

7237 addition_types mime-type ...;
EFINE addition_types text/html;
EFx http, server, location

AVWERATEE MIME KRB R INCA, BRT "text /html” Z8h, RFFR(E"*” DLELE(T MIME 26

A,

API

ZREERR AT HTTP RESTHul £, LA JSON #&3(IiRIA K Web RSFFESEHIMFEEARGER, PALE i
Rz, HHENFEXE, DNS &y, HTTP 1R, HTTP WNZEFE, it (9 TCP/UDP &1, FLimit
Conn  Limit Conn « Limit Req 1 Upstream FEHIXIHAIFEIR,

API #%% GET #1 HEAD HTTP i#&XK; HMiERGESSHEER:

{
"error": "MethodNotAllowed",

"description": "iF K #API L E\"/\" R 4 {F APOSTH ik, "

Angie PRO API H—"“ref: SIASHECE <api_ config>, RVFEAEMIMEBACERES Angie A G IVIFH N
TEHILE,; HAEl, ESRHE LI E SRR,

Directives

api
Bk api path;
ENIN —
ETrx location
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1£ location H/EH HTTP RESTful #1,

path ZEORHFTRN), HIIETRELIT alias $52,

FEFEE NATER AL B :

HIEFT APT B, MARXHRGURRG,

location /stats/ {

api /status/http/server_zones/;

5RERIBNE /stats/ FEECAIE R URI SR 952 S 80P HI#R12 /status/http/server_zones/
B, Blan, XNTIEK /stats/foo/, ¥ Vilil:samp:/status/http/server _zones/foo/ AP1 TLZ,

AT DA A &
E:

api /status/$module/server _zones/$name/, FFHIGMA] ATEIENFRIAANL B N HE

location ~~/api/(["/]1+)/(.%)$ {
api /status/http/$1_zones/$2;

EXE, KT alias, SEEX T E| API JTEMRTERERRIZ, HlaN, M /api/location/bar/data/ ¥4IiH

FEA R B E:
$1 = "location"
$2 = "bar/data/"

X SEIRESS RN /status/http/location_zones/bar/data API &K,

O =ik

£ Angie PRO H, fEAIDAKZNASHLE AP 5 RMYATIRASHR AT 2GR APT ff#E:

location /config/ {
api /config/;

location /status/ {

api /status/;

SRR, EHTHREWHECE APL TTRBIR, Hlan:

location /status/ {

api /status/;

allow 127.0.0.1;
deny all;
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B

location /blog/requests/ {
api /status/http/server_zones/blog/requests/;

auth_basic "blog";

auth_basic_user_file conf/htpasswd;

api__config_files

Bk api_config files on | off;
EA off
kX location

JEFHEZER config_files MB, AN ZAIH L FTHARSS &R LBIMNENIFTA Angie BCEXIFHINE, £/
status/angie/ API ¥#877. BIAN, A LCUNECE

location /status/ {
api /status/;

api_config_files ;

X /status/angie/ HIE R RZIREI DL A :

{
"version":"1.9.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-11T12:58:39.789Z",
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}

BOANET, ZNSREEAN, ROVBCE Sl aEf SR MBI RIS R
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iR

Angie £ API [ /status/ B AFHERIE TR, 0] DUBIEE AHM I 1ocation EHATGA], 52
i)

location /status/ {
api /status/;

FRVIIE], AR

location /stats/ {

api /status/http/server_zones/;

BB E

BiE T location /status/.resolver .http upstream.http server .location.cache.limit_conn

I limit_req XIH:

http {

resolver 127.0.0.53 status_zone=resolver_zone;
proxy_cache_path /var/cache/angie/cache keys_zone=cache_zone:2m;
limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

server {
server_name www.example.com;

listen 443 ssl;

status_zone http_server_zone;

proxy_cache cache_zone;

access_log /var/log/access.log main;

location / {
root /usr/share/angie/html;
status_zone location_zone;
limit_conn limit_conn_zone 1;

limit_req zone=limit_req_zone burst=5;
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}
location /status/ {

api /status/;

allow 127.0.0.1;
deny all;

M curl https://www.example.com/status/ FFREIPAR JSON:

JSON tree

"angie": {
"version":"1.9.0",
"address":"192.168.16.5",
"generation":1,
"load_time":"2025-04-11T12:58:39.789Z"
i

"connections": {
"accepted" :2257,
"dropped":0,
"active":3,
"idle":1

Po

"slabs": {
"cache_zone": {
"pages": {
"used":2,
"free":506
¥o

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0

1,

Ul 4

"used":1,
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server
"free":7,
"reqs":1,
"fails":0
}
}
1,

"limit_conn_zone": {
"pages": {
"used":2,
"free":2542
Fo

"slots": {

"64": {
"used":1,
"free":63,
"reqs":74,
"fails":0

b

"128" . {
"used":1,
"free":31,
"regs":1,

"fails":0

}’

"limit_req_zone": {
"pages": {
"used":2,
"free":2542
¥y

"slots": {

"64": {
"used":1,
"free":63,
"reqs":1,
"fails":0

1,

"128": {
"used":2,
"free":30,

"regs":3,

3.2
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"fails":0

}’

"http": {
"server_zones": {
"http_server_zone": {
"ssl": {
"handshaked":4174,
"reuses":0,
"timedout":0,
"failed":0
e

"requests": {
"total":4327,
"processing":0,
"discarded":8

})

"responses": {

"200":4305,
"302":12,
"404":4

}5

"data": {
"received":733955,
"sent" :59207757

}

},

"location_zones": {
"location_zone": {
"requests": {
"total":4158,
"discarded":0

}5

"responses": {
"200":4157,
"304":1

1},

"data": {
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"received" :538200,
"sent":177606236

}’
"caches": {

"cache_zone": {

"size":0,

"cold":false,

"hit": {
"responses":0,
"bytes":0

1,

"stale": {
"responses":0,
"bytes":0

1,

"updating": {
"responses":0,
"bytes":0

1,

"revalidated": {

"responses":0,

"bytes":0

1,

"miss": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1,

"expired": {
"responses":0,
"bytes":0,
"responses_written":0,
"bytes_written":0

1.

"bypass": {
"responses":0,
"bytes":0,
"responses_written":0,

"bytes_written":0
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},

"limit_conns": {
"limit_conn_zone": {
"passed":73,
"skipped":0,
"rejected":O0,

"exhausted":0

}’

"limit_reqs": {
"limit_req_zone": {
"passed" :54816,
"skipped":O0,
"delayed":65,
"rejected":26,

"exhausted":0

},

"upstreams": {
"upstream": {
"peers": {

"192.168.16.4:80": {
"server":"backend.example.com",
"service":"_example._tcp",
"backup":false,
"weight":5,

"state":"up",
"selected": {
"current":2,
"total":232
1,

"max_conns":5,

"responses": {

"200":222,
"302":12

1,

"data": {
"sent":543866,
"received":27349934

1,

3.2
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},

"health": {

})

"fails":O0,
"unavailable":O0,

"downtime" :0

"sid":"<server_id>"

"keepalive":2

2

"resolvers": {

"resolver_zone": {

"queries": {

"name" :442,
"srv":2,
"addr":0

}’

"responses": {

"success":440,

"timedout":1,

"format_error":0,

"server_failure":1,

"not_found":1,

"unimplemented":0,

"refused":1,

"other":0

B> JSON 73R DABASRIESR, MIEMH R AYIER, Biln:

curl https://www

P PH P P P H B H &P

curl https://www.
curl https://www.
curl https://wuw.
curl https://www.
curl https://www.
curl https://wuw.
curl https://www.
curl https://wuw.

.example.

example

example

example.
example.

example.

example.
example.

example.

com/status/angie
com/status/connections
com/status/slabs

com/status/slabs/<zone>/slots

.com/status/slabs/<zone>/slots/64
.com/status/http/

com/status/http/server_zones

com/status/http/server_zones/<http_server_zone>

com/status/http/server_zones/<http_server_zone>/ssl
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0 #i

BONBOLT, B 1SO 8601 FAF Ry HIIE,; ZekMBEel oK, BEERFR B
date=epoch Z4{:

$ curl https://www.example.com/status/angie/load_time

"2024-04-01T00:59:59+01:00"

$ curl https://www.example.com/status/angie/load_time?date=epoch

1711929599
IR 528 K2
/status/angie
{
"version": "1.9.0",
"build_time": "2025-04-11T16:05:43.805Z",
"address": "192.168.16.5",
"generation": 1,
"load_time": "2025-04-11T16:15:43.805Z"
"config_files": {
"/etc/angie/angie.conf": "...",
"/etc/angie/mime.types": "..."
}
}
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version FRYE; 1IEAEIBITHY Angie Web RS 2SHURAS
build (PRO) FRFE; gniEITE € RIRE AT AR
build_time FIRFER; Angie AJ BTSRRI EERSE], #8208 H I
address TR, % API 5 KRAIARSS st
generation s B BB DCRHIECE EEUEEL
load_time FRBENT; R —IXREEERPNE, S Ndate; FRPEEEBZME
i
config_files NG HARRITE YHTH RS a8 EHIMER Angie FCE SCAFRILN 1R,
HAER S NERFRFERRR, filan:
{
"/etc/angie/angie.conf": "server {\n listen 80;\n # ...\n\n}\n"
}
A Y B

config files XfRANAE /status/angie/ FAIHMN, WHREH
T api_config_files 6%

EEL BB

/status/connections

{

"accepted": 2257,

"dropped": O,

"active": 3,

"idle": 1
}

accepted By, Ems P imiE S8
dropped By, EEFIE P IRER S
active By SRS R P iR
idle By s R P i R
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HERNEREIBH slab HEFHER

/status/slabs/<zone>

i slab allocation FFZENZXIERSEL, Hlallimit conn. limit_req IHTTP cache:

limit_conn_zone $binary_remote_addr zone=1limit_conn_zone:10m;

limit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

proxy_cache cache_zone;

TEE R Z A X R DA R AL THE R

ML, NF TS ER

pages
used B Ui R N7 DU B
free By Ui WA A oL R
slots MR B ME-ARNHIAFAERESRITHE R, slots MRUEIERATAFHE
KB (Blan 8. 16, 32 %, BERITIHE A/N—F)
used By, LATfaE R/ DI g o AR
free B, e R/ NI 7 i ) S R 2 R
regs b G =4 L = A N D EE i BN SE -
fails By REESIBCIEE A/ NI A7 S Y 22 R
il
{
"pages": {
"used": 2,
"free": 506
1,
"slots": {
near: {
"used": 1,
"free": 63,
"reqs": 1,
"fails": O
}
}
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fi##m2% DNS Zif

/status/resolvers/<zone>

BN SR SIHE R, B Eresolver 18 HIXE status_zone ZE (HTTP 1 Stream):

resolver 127.0.0.53 status_zone=resolver_zone;

TR R ZNF BRI DL Rt E R :

queries NE; ERGIHER
name B WA i E I ECR (A F1 AAAA #)
sTv B ATARSS BRI E M EGR (SRV &)
addr ey bR A PR A W ECE (PTR &)
responses ML MR SEHE R
success B e N A R
timedout ¥, ENERNEGE
format_error e maR AR 1 (kR Ame R R =
server_failure B WRARSN 2 (ARSSAS ) F e B £ &
not_found e MARARD 3 (FAFREETR) HME R A
unimplemented e WRARSY 4 GRSSER) BN R £
refused B WRARD Y 5 (TEAR) HYNe R %Y &
other 7 DIHABARZACR e s & i8R
sent N%; KiEH DNS EERITER
a ey, A RAIE RS E
aaaa BF; AAAA RAIEIRNEE
ptr 7, PTR RAEEIEE
sSrv ¥F; SRV RAUEIREE

Ma R fCASAE REC 1035 58 4.1.1 TR,
HAAP DNS I853#288%E RFC 1035, RFC 2782 1 RFC 3596 HHIEZHTAA,

ZNVE

{

"queries": {
"name": 442,
"srv": 2,
"addr": O

Fa

"responses": {
"success": 440,
"timedout": 1,

"format_error": O,
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"server_failure": 1,
"not_found": 1,
"unimplemented": O,
"refused": 1,
"other": 0O

1,

"sent": {
"a": 185,
"aaaa": 245,
"srv": 2,

"ptr": 12

HTTP fR523F0(E

/status/http/server_zones/<zone>

HIEE server EFE*/]?, WBTEserver B R XHIEE status_zone F52:

server {

status_zone server_zone;

LG B SUE AR, IBEHRENIEE ERXE, fahR4shost BE, BDHMENRZXIERE:

{status_zone $host zone=server_zone:5;

TEERHZAF X BRI RSt E R :
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ssl %, SSL S5 R, G server I E I listen ssl;, NIFELE
handshaked WF; IR SSL 1B F S5
reuses ¥; 1£ SSL BT HlA =16 A S EL
timedout 7, @R SSL B F S
failed ey, R SSL EFEEL
requests ME; WERGEHHER
total B, B uIE SRR
processing 7, HATEE R P A R AL
discarded B R IEME L2 7 Ui 17 SR S8
responses MR, WS HHE R
<code> Bz, IREN <code> (100-599) HIAEZ M i £ &
XXX By, HARSHRE AR S £
data MR, BHRSGIHER
received ey I P RO = S
sent er; RREN R R S
AN /IE
{
"ssl":{
"handshaked" :4174,
"reuses":0,
"timedout":0,
"failed":0
%o

"requests":{
"total":4327,
"processing":0,

"discarded":0

"responses":{
200" :4305,
"302":6,
"304":12,
"404": 4

"data":{

"received":733955,

"sent":59207757
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/status/http/location_zones/<zone>

HUNEE location T8hR, ELElocation BLif in location B B N XHIEZ B status  zone T8

location / {
root /usr/share/angie/html;
status_zone location_zone;
if ($request_uri ~* "~ /condition") {
# ...

status_zone if_location_zone;

J

TG 8 AERHERREAT A, EERFRIEE, EXE, 15hRI%Shost MITRE, BN X
i

status_zone $host zone=server_zone:5; ]

TEE R Z A X IR DA R AL THE R

requests ME; ERGEIHE R
total Boy; &P mE RS
discarded B SERUE R RN L 2 7 i 1 SR ISR
responses WG MRS HHE R
<code> #7; BANRE <code> (100-599) FEZR M B £
XXX B, BA HAMRESIY R 200 B
data NE; BRFIHE R
received By, B PRI S 7
sent By RIRGBE P 71
R
{

"requests": {
"total": 4158,
"discarded": O

}7

"responses": {

"200": 4157,
"304": 1

}1

"data": {

"received": 538200,
"sent": 177606236
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iR 5528

/status/stream/server_zones/<zone>

HUREE server f8bR, TEserver BN XHIRE status zone 182

server {

status_zone server_zone;

T HE BRI T4, 1GHEREMRIEE, EXE, 8L Shost ATRE, SNEHIENMHT XK
e

status_zone $host zone=server_zone:5;

TEE R X IR DA R AL THE R
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ssl
handshaked
reuses
timedout
failed

connections
total
processing
discarded
discarded

sessions
success

invalid

forbidden

internal error

bad_gateway

R ; SSL it EE. W server B | listen ssl; NELE

B, R SSL BT EEL

¥; SSL BT A <16 E S

e, EN SSL BT EEL

B, RIWH SSL BFE5

MR ERFIER

B B e R

B YETEEAERA PR

B, FERERAIESIERZ P iR S5

B RS — W D% P ImiE R R, EH pass 159

NE; KEGITHER

B SERCIRADN 200 MTERE, RRBIITER

B AR 400 NKTERE, Y% mEdE TR 24, flan
PROXY P}k

B SERUIRASN 403 MISIEEGE, M5 RIEEIEN, Flan, 215 RREIT
HLLE2E P ity

By SERRES 500 RIELE, WHRIRSS deb iR

Bov SeRUIRESN 502 THECEE, HIRMSS, BN, ansRociasesiiim

RS AR
service_unavailable #(F; FEACIRESN 503 MIIERE, ARSARTH, fFilan, iR REHIT %R
Bt
data MR BIRSIHHER
received B RIS T4
sent Ber; RIRGE IR ST
zNE
{
"ssl": {
"handshaked": 24,
"reuses": O,
"timedout": O,
"failed": O
i

"connections": {
"total": 24,
"processing": 1,
"discarded": O,
"passed": 2

}’

"sessions": {
"success": 24,

"invalid": O,
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"forbidden": O,
"internal_error": O,
"bad_gateway": O,
"service_unavailable": 0O

}7

"data": {
"received": 2762947,
"sent": 53495723

HTTP £%

[proxy_cache cache_zone;

/status/http/caches/<cache>

NFENEE T prozy  cache BXIK, 1EEDLNEUE:

{

"name_zone": {
"size": O,
"cold": false,
"hith: {

"responses": 0,
"bytes": 0
}’

"stale": {
"responses": 0,
"bytes": O

8

"updating": {
"responses": O,
"bytes": O

o

"revalidated": {
"responses": O,
"bytes": 0

o

"miss": {
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"responses": O,
"bytes": 0,
"responses_written": O,
"bytes_written": O

}’

"expired": {
"responses": O,
"bytes": O,
"responses_written": O,

"bytes_written": 0

P

"bypass": {
"responses": O,
"bytes": 0,
"responses_written": O,
"bytes_written": O

}

}
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size

max_size

cold

hit
responses
bytes

stale
responses
bytes

updating

responses
bytes

revalidated

responses
bytes
miss
responses
bytes
responses_written
bytes_written
expired
responses
bytes
responses_written
bytes_written
bypass
responses
bytes
responses_written

bytes_written

7, BAFRIHERETRD

By ECE MRS RR

/KRB, TE RAENNERS N INBEAEN N true

ML ; BRRFMNGIER (prozy cache wvalid)

87, MNGRAF BREA N B S Y

7, WERAF IR 4L

W& WERAFHIREAE HANE S IS B R (prozy_cache_use_stale)
BT MNGRAF BREA A RS Y

7, NERAFEEEAYE T

PONE SR <0 D VAN N EUYNE = S I O 1 LT A< < o =
(proxy_cache__use_stale BEHT)

BT, MNGRAF BREA N RS Y

7, NERAFEEAE T4

PN -SU VN * 3 c A LI 7 =S I O I S = T 11 D VA R 2 ol = <
(proxzy__cache__revalidate)

B, MNGRAF BREA A RS R

], NEAFEEEAE T

MR RIEGAF BRI R N FETHE R

A E ISP VALL VAT i

o7, IWRBRARSS 28 A S 7 8

], B ANGAERINE RS EL

87, GARERNET T

MR, RMGEAFHIREU I 00 B S 3 S

£/ DS PVALL VA IRSE ¢

e, MCBRARSS 88 ) S 7 1 8

B, B NGRS

7, EARERNETTE

NG, REFRFHERNMY PGSR (prozy_cache_bypass)
4 DS PVALL VA IRSE ¢

B, MCHRARSS 88 R S 7 8L

87, BNGAZHIN R S5

BT, BARENET T

Added in version 1.2.0: PRO

£ Angie PRO Y, WRAEHprory cache path 38 BH ZAFD R, BN 1E) shards MR

nIt:
shards MNE; FIH AT FAE AR
<shard> MR, Rorn— DR R, HEFRZEEAAIR
sizes B SRR
max_size e, RECE, WK RN
cold MIRME; 1E A INEES NHEEINBEIEIN N true
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{
"name_zone": {
"shards": {
"/path/to/shardi": {
"size": O,
"cold": false
1,
"/path/to/shard2": {
"size": O,
"cold": false
}
}
}
limit__conn

limit_conn_zone $binary_remote_addr zone=limit_conn_zone:10m;

/status/http/limit_conns/<zone>, /status/stream/limit_conns/<zone>

BHNECE T limit_conn in http Blimit _conn in stream ETNXIINER, BH P NFE:

{
"passed": 73,
"skipped": O,
"rejected": O,

"exhausted": 0O

}

passed s B ER R

skipped ey, B TR 255 P AER S
rejected By g Ao PR 1 S

exhausted By, BT X EFE R RS HIE RS AL
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limit_req

[1imit_req_zone $binary_remote_addr zone=limit_req_zone:10m rate=1r/s;

/status/http/limit_reqs/<zone>

BB T limit_req BN, BHUTITFE:

{
"passed": 54816,
"skipped": O,
"delayed": 65,
"rejected": 26,
"exhausted": 0
}
passed B EIIHIEREEL
skipped oy T RERESEEET 65535 7 AYIEREEL
delayed By HEIRTERAVE S
rejected ], BHELERYIE RS2
exhausted B, BT XIEFEEFERMELIE R EEK
HTTP L5

Added in version 1.1.0.

TR DL NI, fEupstream E R XXHIRE zone 82, Hl40:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/http/upstreams/<upstream>

Hrh <upstream> BAEMEL zone $84RE M upstream BIFHR

{
"peers": {
"192.168.16.4:80": {
"server": "backend.example.com",
"service": "_example._tcp",
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}’

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
Po

"max_conns": 5,

"responses": {

"200": 222,
"302": 12

})

"data": {
"sent": 543866,
"received": 27349934

}!

"health": {
"fails": O,
"unavailable": O,
"downtime": O

}7

"sid": "<server_id>"

"keepalive": 2
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last

max_conns

responses
<code>
XXX

data
received
sent

health
fails
unavailable
downtime
downstart

header_time

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
TR server TSI
FRE; IRSBIR, WHEserver 182HIEE (WRERE)
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
JERII A 1
M/RI1E; XN TR N true
B, BEEEMweight
FAFER; AR ATIRAS:
FAFER; ORI RUAIRZS PUR A HR IR A T SR A
e busy: ?‘%ﬁ‘ﬁiﬁ%ﬂﬂﬁ%%ﬁﬁ@ﬁﬁa*ﬁiaiﬁiuma,xiconns KE?EIJ, THELE
EHHIIEK;
o down: FANEH, PRIEEMITEK;
 recovering: WfEIKE W, ¥ slow start, KIEMITEREEIZWE N ;
o unavailable: AE|max fails R, 1XLAfail timeout MRIBEAIEIRIR
P P miE K ;
. up: BITER, FEREEER;
Angie PRO P HIIRAS
o checking: BLE’N essential HALTHREH, {CLIERINMIENK;
e draining: RIF down, 1@{%%\&%%ﬁﬁﬁﬁstick:y GLEMN2TEIEK;
o unhealthy: ANAJH, {RIETRINIE K,

NE; MNERERSITHE R

B UETERERIN SRR IE R

B HRBINEFREIE R EEL

FREBEET; ROREEN AN E, X date
B BLEMmarimum [FRNERE QREREE)
WG MRS HHE R

B R <code> HIAEZMANEL (100-599)

By HAKES AR TR0 £
MR, BHESIHEE

By, MRS AR 77 B
By, ROBE SR 57 58
MR, ESIHER

B, HANERIEFENRMBEEEL

B, HTIERImaz fails FRHIMAEN unavailable HYIRER

By, WEREEBRENALT unavailable IRZSHIEITE (DAZFD N BANLL)
FRFREET; WEAZEN unavailable FIRIE], ML N date

B MO S R R2 Weme B Sk B S S I fE] (BAZ=Z #D O B8 A7) ; B

(PRO 1.3.0+4) Miresponse__time__factor (PRO)
response_time HF; F WCEE AN X S5 A Wi B ) S £ BN E] (A= RS O B D) ; B

(PRO 1.3.0+) MWresponse_time_factor (PRO)

sid PR, RIFHPARSS ER0 configured id
keepalive BT URTRFIERE

3}?.Ck§§-|s,w%% NE; EEIRNENEHEERS, S LFECE T backup_switch (PROg4
N AE
active g ISR (IRARIE)

+1meoilit

Ror= - SHARFGE! (ZF)) ZIHAE A &5 Bk gy OB R A E T & - 3=
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health/probes (PRO)

1£ 1.2.0 IRAR L AEZEH: PRO

AR EIFECE T upstream. probe (PRO) ¥%F, W health MZRILEAE — probes TR, TFiFATER
E"J@}%fﬂ_‘éﬁﬂ‘ﬁ%ﬁ, RIS XK state AT CAE checking g unhealthy, BRT BRI EIE:

{
"192.168.16.4:80": {
"state": "unhealthy",
050008 Pooo
"health": {
Ds0008
"probes": {
"count": 10,
"fails": 10,
"last": "2025-04-11T09:56:07Z"
}
}
}
}

J

state M checking {HA I/ downtime, IXEMKE HAECEN essential MHRE N EFRMARBEE ;
unhealthy {HEFE N FAR M, XMARSHERE N FIENESER ST, B REFERE
FIEAER, B2 Wupstream_ probes

£ probes HHHYITELES:

count oy ONFARRIRE B

fails B IREHRIBRY S S

last PRI, B — IR, MR date
queue

£ 1.4.0 fRAR KA H.

WA EWFECE T request queue, W _EFFERNRIEHEZ —MREN queue XNFR, HALRLE TRAFIHIEKT
HEes:

{
"queue": {
"queued": 20112,
"waiting": 1011,
"dropped": 6031,
"timedout": 560,

"overflows": 13
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HHEMER IS E TEHEREH:

queued 8 BEABAAIRIE K EEL

waiting e SRS E R

dropped ey BT P ImR A S AR T MBAS PR RS BRAYT T SR S
timedout By BT MBS RS BRAYTE K L

overflows s BAHIT HH A AR SR R

) ok Wl o

ZA AR EFRIIER, 1B E upstream LR XHIEE zone 155, HlU0:

upstream upstream {
zone upstream 256k;
server backend.example.com service=_example._tcp resolve max_conns=5;

keepalive 4;

/status/stream/upstreams/<upstream>

XH, <upstream> BB T zone 8% E"]upstream HIZAFR,

{
"peers": {
"192.168.16.4:1935": {
"server": "backend.example.com",
"service": "_example._tcp",

"backup": false,
"weight": 5,
"state": "up",
"selected": {
"current": 2,
"total": 232
e

"max_conns": 5,
"data": {
"sent": 543866,
"received": 27349934
Po
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"health": {
"fails": O,
"unavailable": O,

"downtime": O
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peers

server
service
slow_start

(PRO 1.4.0+)

backup
weight

state

selected
current
total
last
max_conns
data
received
sent
health
fails
unavailable
downtime
downstart
connect_time
(PRO 1.4.0+)
first_byte_time
(PRO 1.4.0+)
last_byte_time
(PRO 1.4.0+)

MR B8 BT EARRHEIRMEN TR, BTSN SRR R,
B NERAIRA
FIFER; Hserver $62 B RHIHE
?ﬁ%, W server *E/?\iﬁﬁ, NI ARSS A FR
BT MRS ATEEM slow  start {H, PAFD NI FRIR,
LB EAACE APL RUMHRN 507> IREER, IUEEHRTFHEGZDRE
FERIINTR] A
M/RI1E; XN TR N true
B NEERB weight
FRFH; FORGEIN T R AVIRZS DU A H & IR A 15 R A -
o busy: FRKRXRBIRFSHANEREECIEE maz conns R, FHEE
EHTHIIEK;
o down: FHNEH, TRIEEMIEK;
o recovering: WUEIREH, &M slow start, RIERITERE @GN ;
o unavailable: XZElmaz fails BRI, {XPAfail timeout [AIRGAIRIRIR
PR IS K ;
o up: IBITIEH, EHAZXIER,
Angie PRO HHJFFHHIIRZS
 checking: BLEN essential HALTHeAEH, ([UERERMIENK;
e draining: RF down, 1ﬂfﬁé\7§%§%ﬁﬁ@ﬁstick(y ER2TEIEK;
e unhealthy: AAJH, {CEIERIMITE R,

R RFARBEREEIR

By SRTERE N SRR

By B EIN AR SE R

TRERBIT; Ra—UREEX AR E, XN date

B mazimum NEARRIFERTENEEH WRCIRE)

NE; BAREHmER

B MRS 715 B8

B RIRBIDNERE) 715 B8

ME; WA FFERR

7 KBNS ARR 1R B

B, NEKRBTIEEmarfails BREITMZE N unavailable HIIREL
By MRS R R RS (BAZR N AL

FRIBEHT; NERRE—REN 77 ARINE, Zdote i34

W, SXEREERTFENFENE (L2080 ; ES
Mresponse_time_factor (PRO) 6%

B WS EEARRE R B A 85 — D T P fR AP I [R] (BAZARD N BRAL) 5 1
ZWresponse_time_factor (PRO) 8%

e, WA SRR e RN T RPN A (2R 88D ;5 1§52
Wresponse_time_factor (PRO) 6%

1£ 1.4.0 flRAR K AEZEH: PRO
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f£ Angie PRO H, @R EWFECE T upstream_probe (PRO) ¥, W health M FIEEA— probes T
ﬁ%, ﬁﬁFﬁﬁ%ﬂﬂ“%ﬁiﬂ’\]@%fﬂ?{ﬁmﬁé&%&, IﬁJEﬂL, IEERH] state AT DAE checking F unhealthy, (54
T ERAPFIHEE:

{

"192.168.16.4:80": {
"state": "unhealthy",
"health": {

"probes": {
"count": 2,
"fails": 2,
"last": "2025-04-11T11:03:54Z"

}

}
}
}

state Y checking EAREANE downtime XEREBLE N essential BN IRHRBHEE; T unhealthy
(BRI AR, IXPIFR IR RS A S AN AR A B b, A O EIR I IR E R, 15

Z Wupstream__probe,

probes HIHYIHELES:

count By, O SRR SRR 2
fails B BARBERTNIREL
last FRPEREET, RIGIRIINGE, 1% date HE2L

HSEE APl ({2 PRO)

Added in version 1.2.0.

% APT HE— /config HB7r, LA JSON NS TEH Angie FIECE, {#H PUT, PATCH 1 DELETE
HTTP &K, AT EHERE T, FEZEAENRIRNH, BARARNA, fELEFHIRN, Angie
S E R,

/config HYFERSY

Hal, & B S MRS aSRBLETE /config #ATH, IEHT HTTP FMstream B, A]ZhASECE R
WEBEIEEZRS N,
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/config/http/upstreams/<upstream>/servers/<name>

FRVFECE A BRI,  EAEHERINA X SE AR BN A

URI 228

<upstream> iR AR; EaEid /config iﬁfﬁﬁﬂﬁ, IR E — D zone iﬂaﬁ/?\, PAE S
— P HENFXE,
<name> Xﬁﬁ%ﬁk%EJ:ﬁ?qﬂﬁﬁééﬁm, EXN <service>@<host>, Hr:

o <service>@ sEA[IEMIIARSGZFR, FT SRV IR,
o <host> BAREZMIIHA (WRTFETE resolve) BLE IP; LA AIE X —
ANAT IR .

flan, PAACE:

upstream backend {
server backend.example.com service=_http._tcp resolve;
server 127.0.0.1;

zone backend 1m;

FRVFPA X SE AR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/_http._tcp@backend.example.com/
$ curl http://127.0.0.1/config/http/upstreams/backend/servers/127.0.0.1:80/

% API 797 V%' weight, max_conns, max_fails, fail_timeout. backup. down fl sid S#{,
Wserver TR,

0 &%
ALV B drain ET; ZEH drain, ¥ down BB NFITHE drain:

$ curl -X PUT -d \"drain\" \ }

http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/down

Bl
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on }
N
{
"weight": 1,

"max_conns": O,
"max_fails": 1,

"fail_timeout": 10,
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"backup": true,
"down": false,

ngid": v

Kl b AT IS RR T 1 B 8 7 SR IS B upstreame KL, 412R_EIFECESY random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

R TCTEIINGE X backup HIHTA A

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com

{
"error": "FormatError",
"description": "The \"backup\" field is unknown."
}
J
O ik

B P FRA I A B 7775, backup SEUREAEHTN SR OI 2N 1R B,

/config/stream/upstreams/<upstream>/servers/<name>

FRVFECE A BRI,  EAEMERIA N SE R B IH T A,

URI B2

<upstream> RiFRaRR; EEid /config iﬁﬁ’@ﬂﬁ, WIEEE — D zone ?5/?\, PARE S
— RN XE,
<name> XﬁéﬁﬁK%EJ:ﬁ?q“H@ééfm, EXH <service>@<host>, Hr:

o <service>@ s A[IEIIARSESZFR, FHT SRV ICRMHT,
o <host> EIRFHIEAY (WNRAFAE resolve) BLH IP; AR DUE X —
AL

flan, PAACE:
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upstream backend {
server backend.example.com:8080 service=_example._tcp resolve;
server 127.0.0.1:12345;

zone backend 1m;

FEVF LA X SE AR

$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/_example._tcp@backend.example.
—»com:8080/
$ curl http://127.0.0.1/config/stream/upstreams/backend/servers/127.0.0.1:12345/

% API 737 R E weight, max_conns, max_fails, fail_timeout. backup 1 down SEL, W server
FRATIR,

O ik
AL AR drain 3BT J5H drain, # down BENFITHRE drain:

$ curl -X PUT -4 \"drain\" \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com/down

I

curl http://127.0.0.1/config/stream/upstreams/backend/servers/backend.example.com?defaults=on }

"weight": 1,
"max_conns": O,
"max_fails": 1,
"fail_timeout": 10,
"backup": true,

"down": false,

SCBR b AT B BUX R T A i B T TR SR B R upstreams IR, @R _EFECEN random:

upstream backend {
zone backend 256k;
server backend.example.com resolve max_conns=5;

random;

PR TCTERINE X backup HIHTA A :

$ curl -X PUT -d '{ "backup": true }' \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com
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{
"error": "FormatError",
"description": "The \"backup\" field is unknown."
}
O ik

RIEEfE 3R A I A BIIH 7575, backup SECLREIENTN FHAOIRN IR E,

TEMIERAR S5 A5, SEPTPASE connection_drop=<value> Z%{ (PRO) PAFEzGproxzy connection drop
W

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backendl.example.com?connection_

—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/stream/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

HTTP A%

BB EE A T HTTP FIERIEY, BEliF LiFhE

http {
# ...

upstream backend {
zone upstream 256k;

server backend.example.com resolve max_conns=5;

# ...
¥
server {
# ...

location /config/ {
api /config/;

allow 127.0.0.1;

deny all;
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GET

GET HTTP JJIAAE /config HMAVEMINA A ISR, MG e Hl APT &R AT AT

4N, /config/http/upstreams/backend/servers/ LifRSS %7 X R VFIXLEA i)

curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_conns
curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

# ...

$
$
$ curl http://127.0.0.1/config/http/upstreams/backend/servers
$
$ curl http://127.0.0.1/config

A DA defaults=on FEENERIANSEUE:

$ curl http://127.0.0.1/config/http/upstreams/backend/servers?defaults=on ]

"backend.example.com": {
"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

Ngidq": "n

PUT

PUT HTTP J5TATEAREBAZ A —NBTHY JSON SKAKEL 58 28— DA A,

flan, ZiRE backend.example.com %5 %8 1E backend L FIeARIEE N max_fails S

$ curl -X PUT -4 '2' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": " ;gﬁfﬁi Ii/ " s

"description": "I A W E B API SL{K \"/config/http/upstreams/backend/servers/backend.
<sexample.com/max_fails\" B EHEH. "
}
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IR

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

{
"max_conns": 5,
"max_fails": 2
}
B

DELETE HTTP 75 7AMIBRIGE AR THY JoniE SO ; EHITIERIEN, WMRAEMABOME, WZIERE
FIERIMES

WJQI], ZMIBR vackend E{fFH backend.example.com ARS5 AR SCRTI ERY max_fails S8

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com/max_fails

"success": "E E @& I",

"description": "FE & API SL{K \"/config/http/upstreams/backend/servers/backend.example.com/
—max_fails\" EEE A RIAE. "
}

i defaults=on JWUFHEA:

[$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com?defaults=on

"weight": 1,
"max_conns": 5,
"max_fails": 1,
"fail_timeout": 10,
"backup": false,
"down": false,

ngid": "n

max_fails REEIKE NERINE,

Eﬁﬂﬂﬁ?ﬁﬁ%%ﬁﬂﬂ', AT DA E connection_drop=<value> 2 (PRO) U\%%pn&y_cunnection_drop\
grpc__connection_drops fastcgi _connection_drops scgi_connection drop Fuwsgi connection drop ¥

H:

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backendl.example.com?connection_
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—drop=off

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend2.example.com?connection_

—drop=on

$ curl -X DELETE \
http://127.0.0.1/config/http/upstreams/backend/servers/backend3.example.com?connection_
—drop=1000

#T

PATCH HTTP JJIETEHEE KR T O — N SR BER  F #slih R RSER (RFC 7386) JEIEHA
R E R AL JSON 2 X,

ZITERREUTR . NSO E P RSHATERC B Z e, WEelaSwiEs; &0, BT8R,

filan, B backend LIiFH backend.example.com IRZ5ERHY down W E, [FINRIFEMIZERLE:

$ curl -X PATCH -d '{ "down": true }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": " ;ﬁ/fﬁﬁk Jj] " s

"description": "I A W E E API SL{K \"/config/http/upstreams/backend/servers/backend.
—example.com\" E&HFEH. "
}

KUETE PR :

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 5,

"down": true

5 puT IR, BE PATCH IERIZALHY JSON MR CEMANREH:, MABEZRE,
null EE—MERIEN; ENHT MEREXAMEH I REPIR e BT H,

O &=k
IEMIBRS DELETE #H[E; FRAlE, ESMEEIME,

fan, ZEMERZ BTEINAY down BB I RN B HT max_conns:
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$ curl -X PATCH -4 '{ "down": null, "max_conns": 6 }' \
http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com

"success": " ;g%ﬁ.ﬁ\aji/ " s

"description": "I A W E E API SL{K \"/config/http/upstreams/backend/servers/backend.
—example.com\" B & FFH. "
}

BUFE R

$ curl http://127.0.0.1/config/http/upstreams/backend/servers/backend.example.com }

"max_conns": 6

Rt T null 1Y down SEWUMER; max_conns HHEHT,

Auth Basic

ARVFEIER “HTTP EAINE" MSURIE 4205 R BRI B IR 75 Al
ViR AT DO sk BOEIE kA AR RERM I I A A (R  RA 5 R R 76 L 4542

B E B

location / {
auth_basic "closed site";

auth_basic_user_file conf/htpasswd;

B

auth__basic

HIK auth_basic string | off;
A auth_basic off;
£ http, server, location, limit_ except

g “HTTP FEAINIE” VrSUE AP AREBRIE, fEENSEAE Uk, SEETDEEEE,
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off HUH IS HTEC BRI auth_basic T6HIRR

auth__basic__user_file

181 auth_basic_user_file file;
RN —
X http, server, location, limit_ except

FEE— R P 2R, fAaR:
# TFF namel:passwordl name2:password2:comment name3:password3
SR DA S AR &
SCRFDA TR B R
o R crypt() EEOINE; ATLAMFH Apache HTTP Server Z1THRAH htpasswd T EB openssl
passwd” G
o AT MD5 MRS HIEN Apache MK (aprl) MEATWAA; W] CABEARERI THARL;
o I8 RFC 2307 HHEIRI” {scheme }data” TBIEYEE; HETSEMA T REEE PLAIN (— DAl &

NAER). SHA (4 SHA-1 6%y, AMfEA) f1 SSHA (inh SHA-1 W7, —SRE-EfEH, tH
72 OpenLDAP H1 Dovecot),

2\
oA A )

SHA 75 BTSRRI MH A Web IR 55 a2 AR B, AN T8 i8S, DR R NER SHA-1
W 75z UL Wdio

Auth Request
AR T 18 SRV SR SCINE P it QISR FIESRIR[E] 2xx MARACHS, WA VFTiR, anSiR[E] 401 B 403,
MHEZET R, FFIREIRE R SRS, 15 SRR (B A AEART 5 e B AR A A BE R

MNT 401 55IR, B UESNER B T 15 R ) WWW-Authenticate” 3k,

2 MR EI, ZBIRBRIARAYE; MBI --with-http_auth_request_module fJIEIEH.
12k B BN CERNEMEGT, BERCESTEmEd,

ZHERA] DS A MR S, BN 1F) F0Auth Basic, 181 satisfy 5%
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B E B

location /private/ {

auth_request /auth;

location = /auth {
proxy_pass ...
proxy_pass_request_body
proxy_set_header Content-Length "";

proxy_set_header X-Original-URI $request_uri;

B

auth_request

X auth_request uri | off;
EINME auth_request off;
NS94 http, server, location

IRIETIERIVGERT TN, FFIE TIERFPIER URL,

auth_request_set

1812 auth_request_set $variable value;
BRINE —
EFx http, server, location

FERAE R FE G, Kl R R E N T, (EA] DAL S K B SRBOERAVZER, 1A Supstream_http_*

Autolndex

RS DURAL AT (/) S5RAIIER, FHAMERIIR, @H, Hhtip inder BREPHRARIR T SXIFR,

B RSEIRLE hitp_autoindex FEHR,
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=3t

location / {

autoindex ;
}
B
autoindex
X autoindex on | off;
ERINME autoindex off;
HSl5"4 http, server, location

JE B H 38 3k o

autoindex__exact_size

BE autoindex_exact_size on | off;
EINE autoindex_exact_size on;
kR http, server, location

XF HTML %3, $8%E HRIR AR SRRSO, Bl s S T, kT
KT,

autoindex__format

X autoindex_format html | xml | json | jsonp;
FINE autoindex_format html;
kX http, server, location

BE H AR

LAHH JSONP M, [EIEEEAIZIRIET callback TERSEOLE, WRSEECS Z2E, NIFEH
JSON &=,

XML i a] DUBIS hetp  wslt BEHOHATH R,
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autoindex__localtime

Bk autoindex_localtime on | off;
FINE autoindex_localtime off;
Hol5"4 http, server, location

X HTML #8348 HRANRA AN )72 AN X3S PL UTC Htt.

Browser

IR E REKE T “User-Agent” 3R LFBHIE,

gﬁ

]

$modern_browser

WRIRFIFRN ST ES, WIEET B modern browser value T8 BIE;

$ancient_browser

WRIRFNEZENEES, WETHancient browser value 18R BEHME;

$msie

MERWHIEATR A ) MSIE N%E8E, WEET “17,

BCE B

EERSICH:

modern_browser_value "modern.";

modern_browser msie 5.5
modern_browser gecko 1.0.0;
modern_browser opera 9.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

index index.${modern_browser}html index.html;

3.2. &5l &%

81




*web
server

RFER. ii# 1.9.0

AIENGEEREER
modern_browser msie 5,08
modern_browser gecko ©.9.1lg
modern_browser opera 8.0;
modern_browser safari 413;

modern_browser konqueror 3.0;

modern_browser unlisted;

ancient_browser Links Lynx netscape4;

if ($ancient_browser) {

rewrite ~ /ancient.html;

B

ancient__browser

(=275 ancient_browser sitring ...;
£ NN —
ETFx http, server, location

QISRAE “User-Agent” 1K FERAARENEMTEER 77158, NWZRESRRHMN & E, Rk 7T

“netscaped” XN FIENFRIER ““Mozilla/[1-4]”,

ancient__browser__value

Bk ancient_browser_value string;
A ancient_browser_value 1;
T http, server, location

HNSancient browser L RIZEE,

3.2. &5l &%

82




*web
server
FAPFiEE, IRE 1.9.0

modern__browser

Bk modern_browser browser version;
modern_browser unlisted;

E/UN —

EFx http, server, location

TEE IR RA T WA AN B, s P UZ LA MERE — 1! msie, gecko™ (# T Mozilla #

R YT #2). :samp: opera, safari B{ konqueror,

IRASAT AR AR RIEE: X, XX, XXX 5 X.X.X. X, TR AHEAES 518 4000, 4000.99.
4000.99.99 1 4000.99.99.99,

FiRME unlisted 8 EW RN EESATLE modern_ browser Flancient browser 8 FFIH, MR EIAH
Yaee, I, N ERREE S, tRIE SRR LR “User-Agent” FB, NN YEBFHA A
HllH,

modern_browser_value

THIX modern_browser_value string;
RN modern_browser_value 1;
kR http, server, location

HN$modern browser ZEEIZB{H,

Charset
RPUE R @ FIFEINE] “Content-Type” MN SkFBE, AL, %L A] DAE R LR 554 N5
PEM— MR RN B — R PR R

o BRHUE A T — MRS 5 2 & P Ui,

. HpefH Ty

B,
. TS

5

UTF-8 Z R,
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=kl
include conf/koi-win;
charset windows-1251;

source_charset koi8-r;

B<
charset
=275 charset charset | off;
EONN charset off;
T http, server, location, if in location

S i=p i DE R Ay IES “Content—Type” M7 Sk 7B, QR FRER S source_charset 182 HHEE T

AR, M THAR,

ZH0 of £ BUMBE FITERIINE] “Content-Type” M k7B,

TR A DUBS R T

charset $charset;

1

Eﬁﬁ'rﬁ\ﬁ?, @%H@Fﬁﬁﬂﬁﬂﬁ%?ﬁi’)ﬁ@ﬂﬁﬁJ[/)Lcha,rse/,imap\ charset Bsource charset T8
BRI —R, XF utf-8, windows-1251 fl koi8-r FiTE, RELH BT S conf/koi-win, conf/
koi-utf Ml conf/win-utf X, N THMFRFE, HFAE—DEMREERRIAT, Fan:

charset_map iso-8859-5 _ { }

J

AN, B DAFE “X-Accel-Charset” M i Sk 7 B A % B F 77 %o 7] PLUE Fprozy ignore headers,

fastegi_ignore _headers. wwsgi_ignore__headers. scgi_ignore_headers

LEERIEIRE,

charset__map

i grpc__ignore__headers

T

=275 charset_map charset! charset2 { ... }

ENIN —
o4 http

IR — R FRF RSN 55— R T SR e 03 (58 FTRH IR R e A S (B0 B R, T Ar i DA/ NN 26
FEVEH 80-FF FERARHI TR 27 B M UTF-8 BN, 1B 7 1 P AP SRR AT 64X XXX,

B
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aNIE
charset_map koi8-r windows-1251 {
CO FE ; # /)
Cl EO ; # /N
C2 E1 ; # /i
C3 F6 ; # /)

TEHIAE] UTF-8 RUFHERN, UTF-8 “FRHRAIRIRAES — 4, Flan:

charset_map koi8-r utf-8 {
CO D18E ; # /)
C1 DOBO ; |
C2 DOB1 ; N
C3 D186 ; 2

~
2

H* R W
N

M koi8-r F| windows-1251, PAM M koi8-r F windows-1251 | utf-8 HYFEREEEELRAIE 7 & XM
conf/koi-win. conf/koi-utf Ml conf/win-utf R,

charset__types

722 charset_types mime-type ...;

2N charset_types text/html text/xml text/plain text/vnd.wap.wml
application/javascript application/rss+xml;

ETFx http, server, location

ERIRAEALIREEE MIME PRI AERY, BRT text/html ZAbh, FREFAME * VLELALA] MIME 2854,

override_charset

[=2E override_charset on | off;
EONN override_charset off;
4 http, server, location, if in location

T 25 RO MAREEEL FastCGI/uwsgi/SCGL/gRPC RS a2 WS MM R JEA TR0, 4 IX 280 B 2L 1E
“Content-Type” MRSk BB AT 8N QNSRS PR, T PR AR i B P82 P PR
RIS,

O #ik
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QUERAE TR R AP ULEI N, WMRLE SRR FAT R BN T R FITEE, TANE override_charset 1
LHIRE,

source__charset

Bk source_charset encoding;
ERIA —
TR http, server, location, if in location

E XN IR TR R, NRIZFITERS charset 16 PIRERN FATEARR, MSPITHAHL,

DAV

A B RIS WebDAV WMCSEEISC & B 3k B EE HTTP 1 WebDAV 757%: PUT.DELETE,
MKCOL. COPY #1 MOVE,

4 MIFACRD AT, BOAN R &z, FEIEY --with-http_dav_module MEIEIUR/EH.,
ERE B CENUMBGRT, SRS e,

O HE
T HAM WebDAV 7754 REFRIERT WebDAV & i JC 1% 5 M —EE i A,

B E B

location / {

root /data/www;

client_body_temp_path /data/client_temp;

dav_methods PUT DELETE MKCOL COPY MOVE;

create_full_put_path ;

dav_access group:rw all:r;

limit_except GET {
allow 192.168.1.0/32;
deny all;
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B2

create__full_put_path

[E2FS create_full_put_path on | off;
BRINE create_full_put_path off;
X http, server, location

WebDAV MVEAXSCVFE CAFERT B SRl fF, IR VP RIERTA TR R H 3%,

dav__access

Bk dav_access USers:permissions ...;
LONNIED dav_access user:rw;
T http, server, location

DRI SR H SRIE T AR, Bl :

dav_access user:rw group:rw all:r; }

GNSRAERE THE—HEATE TIRAXIR, AT DA A AR -

dav_access group:rw all:r; }

dav__methods

7227 dav_methods off | method ...;
FINE dav_methods off;
Holi9"4 http, server, location

AVHEER HTTP Ml WebDAV J5ik, 28 off E4FTA BRI T, ZHRLAR 7% PUT,
DELETE., MKCOL. COPY Fl MOVE,

i/ PUT 7775 HAERI S E oS NN S, RE X E Mm%, MIRA 0.8.9 FFHE, IR SCAFEFIE:
AFEAER] DUBAE AR RIS RS B, HIEER, EXMEN T, XHERENINXHERGZBIES], T
EEEMNEMZEREIE, RIENAETALAEDN location W, IRIFWISCEERIE client_body temp  path 8%
BRGNS B RIHE R — X R 5,

E/ PUT J5IEQIE SRR, FTRUEISTE “Date” KB & B4 H RIS E,
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min_delete__depth

5RS
BIME
kX

min_delete_depth number;
min_delete_depth O;

http, server, location

JeVF DELETE J5iEMHBR S, Rife iR PR e R E D THEE e, s, 52

min_delete_depth 4;

FRVFRER DA N1 SR SCAF

/users/00/00/name

/users/00/00/name/pic. jpg
/users/00/00/page.html

FHEZE PR

/users/00/00

Empty GIF

AEHUE H BB EIERH GIF,

B E R

location = /_.gif {

empty_gif;

B

empty_gif

L[5S
LN
ol 94

empty_gif;

location

A S R ()AL B P PR AL B
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FastCGlI

IR AR VERAE RIZ1828 FastCGI IRS5 a%.

B E B

location / {
fastcgi_pass localhost:9000;

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

fastcgi_param REQUEST_METHOD $request_method;

fastcgi_param CONTENT_TYPE $content_type;

fastcgi_param CONTENT_LENGTH $content_length;

B

fastcgi__bind

Bk fastcgi_bind L [transparent] | off;

ERIA —
R http, server, location

R FastCGL IRFFERMIIMTIERSR B E HAM IP ik, v DUERRMEIFE R O, S8EA IS
Wik, FiRE off BUHM E—HKIECE 2R AR fastcgi bind FELHIRER, RXAWFRSH I FEAM 1P

HHEFIIRE

transparent S AF FastCGI AR A IAMIERR B AR 1P ikt Hlan, 2 imf B 1P Hi

k-

fastcgi_bind $remote_addr transparent;

J

NTHEMBEER, Angie TAFHEREHE T

DU P SXFRIZ T, 1E Linux b, X AEOFRHR: R
f6E T transparent S, TAEHIEMEMEMAK CAP_NET RAW fEJI,

O H¥

PR R ARV AC B V2B B FastCGI RSG5 as B ML &
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fastcgi__buffer_size

Bk fastcgi_buffer_size j(/J\;
BRIA fastcgi_buffer_size 4k|8k;
Hol5"4 http, server, location

REMTIRECRE FastCGI IRSS as BN R EE —HR BRI X RN, IR il H A & — A NI R Sk, BR
IVEILR, ZHXKNET - PAFEIL RIEFA, XaJPUZ 4K 8¢ 8K, 2R, B ARERE/N,

fastcgi__buffering

Bk fastcgi_buffering on | off;
2RIA fastcgi_buffering on;
TR http, server, location

JEHEEERSK H FastCGI ARRS5 & M B2 2%,

of f Angie RPEM FastCGI ARSSAFZWARN, I HLRERIH fastegi buffer size
Mifastegi_buffers FEL W E MR WX H, 0 BB A N TG IE 22 A
] R A = R o e < o 7= £ vl S s FO= B/NS 7 v
X fastcgi_maz_temp file size Mfastcgi _temp file write_size T8,

on Wi 2 R [R) 2 A i 25 % P o, 37 BFERR R EIIN &1, Angie NRZEIXM FastCGI
Ik 55 5 132 BUEE W) B, Angie  — (R AT DA MR 55 85 43 W A B B9 % K K/

Hifastcgi buffer size 82X E,

R iPIE r] DUEI £ X- Accel-Buffering” WiV Sk 7 Be P& 18" yes” B7no” K FHEEEM, IRER] DAGE

F fastcgi_ignore_headers T8,

fastcgi__buffers

EIX fastcgi_buffers & K/Jy;
EONN fastcgi_buffers 8 4k|8k;
EFx http, server, location

REMTIRECRE FastCGI ASS as FIMAR 2 R DXCRCERIAUD, B X BN
BIAMER N, ZMXANEFET—DINEI. RIEFE, XATBUE 4K 57 8K,
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fastcgi__busy_ buffers_size

Bk fastcgi_busy_buffers_size j(/J‘;
BRIA fastcgi_busy_buffers_size 8k | 16k;
Hol5"4 http, server, location

SR KRB FastCGI ARSS s fMa R, - BRI M R A AR 5¢ 42 BN AT DU 1818 F i A2 8 M 182 )
ZMXAE RN HIREIN, HARAZMX AT DUH TR, FAETRZEN, R0 me R 2% G S
e, BRINBIR, K/ANZfastegi buffer size Flfastegi buffers 855 BRI DNZIFIX TR/ INEH,

fastcgi_cache

X fastcgi_cache zone | off;
E/UN fastcgi_cache off;
EFx http, server, location

X T RAFHEENF XIS, AT DAEZ D5 (R R X, SEUER ISR, off ZHEAM
bR BRI

fastcgi__cache_background_update

[E27S fastcgi_cache_background_update on | off;
A fastcgi_cache_background_update off;
R http, server, location

AVFEIR AN HAG A TR AN S 35 & FiER UE RS IR0, LR, fEENRFN, AOER
VF {6 O 3 9 2 A Wi

fastcgi_cache_bypass

[F227S fastcgi_cache_bypass TR
LN —
TR http, server, location

T XAEMIRPAAE TR A= MR IR, AIRFAFERSHNED —MEA B HAFT 07, WIRRCRE
AR NEF TR
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fastcgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

fastcgi_cache_bypass $http_pragma $http_authorization;

A PAS fastcgi no_ cache ¥ —(FH,

fastcgi__cache_key

BiE fastcgi_cache_key F{FH;
LN —
ETFx http, server, location

X RAFHIRE, BN

fastcgi_cache_key localhost:9000$request_urij; }

fastcgi_cache_lock

Bk fastcgi_cache_lock on | off;
2KIA fastcgi_cache_lock off;
o4 http, server, location

JE R, HE—NERE] DUB K IE KBRS FastCGI ARS8 RIEFEH fustegi cache key TESFRIRAY
WMRAE LR, HMFE—ZF TR M5 KB E A0 N A A7 I % T RN R EBOR L, SR
A fastcgi__cache__lock __timeout ESIKE,

fastcgi__cache_lock_age

=275 fastcgi_cache_lock_age IN[H];
BRI fastcgi_cache_lock_age 5s;
X http, server, location

GISRAIEE] FastCGI IRS5as A FEHT R A7 4% H B RJG — MERETRE N AR ZEM, WA BAF] FastCGI
MRS58 5238 55— MER,
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fastcgi_cache_lock_timeout

Bk fastcgi_cache_lock_timeout HfFI‘Eﬂ;
ENIN fastcgi_cache_lock_timeout bs;
Hol5"4 http, server, location

HNfastegi_cache lock VBB, M AIZIEARS, TEREPULIBL FastCGI ARS5ER, (HNAN N2HEF.

fastcgi__cache_max_range_ offset

PR fastcgi_cache_max_range_offset Z‘f(?,
LN —
TR http, server, location

NFITEEIERRET T WEE, SRR RS R, RGBSR FastCGI RS54, F HI
AR GRAT

fastcgi_cache_methods

Bk fastcgi_cache_methods GET | HEAD | POST ...;
A fastcgi_cache_methods GET HEAD;
kX http, server, location

WRE G R EE eI, MR EE, “GET” 1 “HEAD” JiiAMaZeimmay| R,
REEWIAIEEEM. 5B Wiastcgi no_cache $5%

fastcgi__cache_min_uses

181 fastcgi_cache_min_uses #{¥;
2RIN fastcgi_cache_min_uses 1;
X http, server, location

BN AR A7 e T SRR
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fastcgi__cache_path

HIX fastcgi_cache_path  path [levels=levels] [use_temp_path=on | off]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number] [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
LN —
T http, server, location

BRI HAMSE, RAFBIRFEESE RAFPRIENSFEZZXEE URL M MD5 B
BHIZER,

levels ZHUE X TR EFRZRIG: M1 F 3, BNFHHEEZE 1 8 2, Hlan, £ TECEH

[fastcgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRI RN IR

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

RAFHINARN B oS NGNS, SRIEE M, G SXPFRI% A7 ] DURFER RIS AF RS B, 2R, 16TE
B, ERXMELT, XHREMNDXHRGZEER, MAZEENEMAIRE B, BREEMSE
(LB A AT AN SR AR R — X RS L.

IS S H SRR FET use_temp_path ZEULEM,

on MRBKESHEEHREN “on”  , WHEFHAAEE location HHE
M fastcgi_temp path FaFEEM H R,
off I SO B R TR S A7 H 3%

AN, BTSSR BERI S T EHRAE B A MR L 2 N X, AR/ keys_zone ZHILE.
—IRFTHI XIRA] AFE B RET 8000 DHE,

£ inactive ZEUEE N [RI AR AR EHRR MRAZFPRERR, TCIC BN IR R RN,
BOIAEIUR, inactive IREN 10 735H,

— RN RAPEPLESHRRIRIS R REFE R, DREE RS LR NS R, 4R/ vEd s
NSRS, R PR AR I fe /o P AR, B2 0 fHPRA.
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max_size BRAREFRN

min_free B XM RS BN RS

manager_files FRAITE—MIARIS BRI 5 22
BIAEOLT, 100,

manager_threshol PRll—/MERAHRELIN A]
BINEOLE, 200 27

manager_sleep BLER O 2 A
BINEIT, 50 =)

£ Angie JRaJE—0 8, FEIRRY RAFMBAHERBIS, CRFEEIF RS ERERTR A BHERIER

IMEEN A7 DX, 2 it e s,

loader_files RRAAE — NSO TP M ER T B £
ERNENT, 100

loader_threshold PRll—PMIEMHIFEFSLN ]
BN, 200 2

loader_sleep BLER O 2 [AE
BINBHT, 50 ZF)

fastcgi_cache_revalidate

IBTA fastcgi_cache_revalidate on | off;
RN fastcgi_cache_revalidate off;
ETFx http, server, location

J& Fi{# F 7 If-Modified-Since” F17If-None-Match” Sk BRI S 4F1E SRR B HT 30 I HA A 2B 12 T,

fastcgi__cache_use_stale

=275 fastcgi_cache_use_stale error | timeout | invalid_header | updating |
http_500 | http_503 | http_403 | http_429 | off ...;

A fastcgi_cache_use_stale off;
EFx http, server, location

WEAES FastCGI IRFFASIBEM A M IRAITOLT, T DAFEMIRR 0 T (8 FS HARI A7 Wi AL

w5 fastcgi_next _upstream 1522 HHHITHEL,
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error UERTCRIE A FE KA FastCGI AR5 a5, W AR f O B 2 A Wil o
updating Wiz, ARVFERTHRNEERE, WNREEEPER, XA EH R T

N R/ MEXT FastCGI RS 27 1R E

T DA 7E M 3 Sk A B H2 S FE A R AR G2 f2 M Bz, 2 Me 5 2% Syt B 5 B8 E RO RN
o stale-while-revalidate ”Cache-Control” SkFEXFY FE 70 24 Bif B8 B (i IS HARY = A7 M v
o stale-if-error ”Cache-Control” kB & R iF 15 & AR SR I F g FHAY =2 77 .,

O ik
ISR T ERTE LSS

N TTEEFTEHIN R A TT RN R MERT FastCGT ARSS2RIVTIIAIIRER, RIRMEH fastcgi_cache lock $6%

fastcgi_cache_valid

BiE fastcgi_cache_valid [code ...] time;
RN —
o974 http, server, location

NSRRI B AR B B R A7 N TR, BilaH, DAUTR4E<

fastcgi_cache_valid 200 302 10m;
fastcgi_cache_valid 404 im;

AN ARED 200 F1 302 IE 10 2EIIET, NN AIRES 404 RE 1 2PN%EF,
QR e E 2 7 I TR

fastcgi_cache_valid 5m; J

MNEETE 200, 301 F1 302 MR,

AN, FTLAMEE any S8 AGAZ A R :

fastcgi_cache_valid 200 302 10m;

fastcgi_cache_valid 301 1h;
fastcgi_cache_valid any im;

FENSEALA] IERER N SR E, XS TSR E RN .,
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e "X-Accel-Expires” SkFER AR BAALIR BN N (LR EIN A, FAEZFAMN 27, GnSRMERL @ |
213K, EREH Epoch EEAI4LXTI R (DAFYAEANL), TEIHZ AT AT DABZR 7

o GNERSLHAEEE” X-Accel-Expires” FEX, MR PATE”Expires” 8¢”Cache-Control” SkFBH % B 5%
25,

o WAL "Set-Cookie” FBr, WNZMIRN RS

o WFSKAP RS Vary” FEEEN ", WIZIARCRE AN SWET, MRS Vary” FBRHENH
flbfE, WIZMARCRE 9% A7, 5 BB ATER LT B

A]PMEH fastegi_ignore headers Y85 SRR IXEEmA B LB 2 — B 2 PMIALHEL,

fastcgi__catch_stderr

Bk fastcgi_catch_stderr string;
EINN —
T http, server, location

RE—NFIER, ATAEM FastCGI IRFFasFEWHINA RN ATHHR TR TR nFHRENZ AT, MHA
N FastCGI JR55 &R E] 1 LRI N,, X FVFE Angie FRACTRN FIFEFPHEIR, BI4H:

location /php/ {
fastcgi_pass backend:9000;

fastcgi_catch_stderr "PHP Fatal error";

fastcgi_next_upstream error timeout invalid_header;

fastcgi__connect__timeout

181 fastcgi_connect_timeout time;
BRI fastcgi_connect_timeout 60s;
TR http, server, location

TE X5 FastCGI R55 a2 ERATEIN IR, FREERAR, XNEN N RE A REE 75 7,
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fastcgi__connection_drop

% fastcgi_connection_drop time | on | off;
ENIN fastcgi_connection_drop off;
Hol5"4 http, server, location

JA TS reresolve AZER A PI @7 DELETE RCHEARS AR BERBIRICAKANA G, KILFE 5%
RERAR S5 A VIR

SN e A RPRAR 55 A AL TR R — DB NFAER, R R L,
H time JAHERL L@ HE on B, ERZRAIHESR,

fastcgi_force_ranges

Bk fastcgi_force_ranges on | off;
£ /NN fastcgi_force_ranges off;
R http, server, location

JAFR FastCGI AR S5 AR AF I ARG AT A B, (1= 1 YO Bl S, T AN IX 46 B HH ) Accept-Ranges” ¥
B

fastcgi__hide__header

Bk fastcgi_hide_header field;
ENIN —
Ehx http, server, location

BIANBOLT, Angie NEHF FastCGI IRS5 AN A Y7 Status” F17X-Accel-..” kT EAEIEL 2 F ¥l
fastegi_hide_header FHRE TRABULIERIHM T, WIRMR, FTEALVFFERAEE, "] LIE

R fastcgi_pass_header ¥6%

fastcgi_ignore__client__abort

HIL fastcgi_ignore_client_abort on | off;
LONINIED fastcgi_ignore_client_abort off;
X http, server, location

e 42 PO TEAR SRR R O TE 00 TR ANERER, BN K]S FastCGI AR5 afiE Rz,
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fastcgi_ignore__headers

[F22S fastcgi_ignore_headers field;
HME —
Hol5"4 http, server, location

EFHXNKE FastCGL RS as AYFELEMA R Sk BRRUAL R, PTDAZBE DA R 52B:: “X-Accel-Redirect” . “X-
Accel-Expires”, “X-Accel-Limit-Rate”, “X-Accel-Buffering”, “X-Accel-Charset”, “Expires”. “Cache-
Control”, “Set-Cookie” 1 “Vary”,

QRERREER, APIZEE S BRAGAC B 2 A DU 5
o “X-Accel-Expires”, “Expires”. “Cache-Control”, “Set-Cookie” F1 “Vary” B MINEZIFIIZEL;
«  “X-Accel-Redirect” $AITXHERE URI BIPIHEL EE ),
«  “X-Accel-Limit-Rate” B P Sl i 155 R
o “X-Accel-Buffering” & FEREE M B (1122 1

o “X-Accel-Charset” BN TR T,

fastcgi_index

JF22S fastcgi_index name;
BINME —
ol 5"4 http, server, location

WE— NS, 2SR E RIS ERY URI G, LT $fastegi script_name ZE&REH,
an, EHDANIRE

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

X T /page.php 1E3K, SCRIPT_FILENAME Z¥{#% T /home/www/scripts/php/page.php,

AT /7 15K, BT - /home/www/scripts/php/index.phpo

3.2. &S|, &% 99



*web
server
FAPFiEE, IRE 1.9.0

fastcgi_intercept_errors

[F22S fastcgi_intercept_errors on | off;
ERINME fastcgi_intercept_errors off;
Hol5"4 http, server, location

W€ FastCGI ARSI BRI R TFEET 300 B, BEMEEEZIRAE P in, S EIFEE R
Angie AT, ([ error page $682

fastcgi__keep_conn

[E27S fastcgi_keep_conn on | off;
LOWINIED fastcgi_keep_conn off;
TR http, server, location

ERNTEDUS, FastCGI RS BRTERIRMAN f5 232 BIRIAERE, SR, HIXFELBEN on I, Angie ¥f5
7~ FastCGI RS e REHERT . IXTEMREFS FastCGI RS #5 keepalive R IEH T/ER T HEE,

fastcgi_limit_rate

B fastcgi_limit_rate rate;
FINE fastcgi_limit_rate O;
Holi9"4 http, server, location

BRAHIM FastCGI ARSFaF IR ANIEE . rate AT EGEE, HHATUHEESE,

0 SEPH R R
O @ik

FRAZE X MERIZER, KR Angie RINFTIFM NS FastCGI MRS5S 8FATERE, NI RER
K2 tae IRANRT P, PREMAERH TR E FastCGI AR5 A AN 2% i I AR
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fastcgi__max_temp_file_size

Bk fastcgi_max_temp_file_size size;
FINE fastcgi_max_temp_file_size 1024m;
Hol5"4 http, server, location

MEHAXNKE FastCGL AR 55 28 B9 B BY2% of I, a0 SR B AN B A RE I B fastegi buffer  size
Mifastegi buffers Fa2 VBRI A, TUIAT DLKE A S B — 5B 0 PR A7 BRI S, 125621 BRI S
KRN B NG SCHEREEE KN fastegi temp file writesize 18 E,

0 SRR IS S BRI £

O ik
BERRHIANE TR E (T BB ED AR,

fastcgi__next__upstream

=275 fastcgi_next_upstream error | timeout | invalid_header | http_500 | http_503
| http_403 | http_404 | http_429 | non_idempotent | off ..;

EME fastcgi_next_upstream error timeout;

X http, server, location

TEEAEMIMIE L B R AZIELE T — MRS a5

error TE SRS AR, I RIEIBLAIRSS A BB I S & A 451
timeout TE SRS AENLERE, AETE RIE 1B ARSS A S E M Y Sk & A= R A 5
invalid_header  ARZF#FIRIA] T 2SR TCRUAIIRAY ;
http_500 55 48 B T ARZSES 500 FAINE R ;
http_503 AR5 BB E] TARZSHS 503 FA0A B ;
http_403 AR S5 AR B T ARZSED 403 FRINA N ;
http_404 AR 55 R IR 8] T ARARS 404 HIMA R ;
http_429 55 48k B T ARZSHS 429 FANE R ;

non_idempotent  JEH, TEKMEH non-idempotent 777% (POST, LOCK, PATCH) Y, NSRIERELIE
%5 LRSS a8, MIASEIBL N — MRS 4 B AR o = IR K ;
off B IEREIELS T — MRS %
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0 #i

N4iefE, RAEEMRARFmAREMANRIEL S, ARERiERE#ES T — MRS58, W2,
QR IRAE M R AR R A A SRR BRI, WITCTR B R IR R,

ZIERIE LT 5 IR aREEHIN R A =,

error RN IR, BMEERE S RIEE
timeout

invalid_header

http_500 AESE L E A AN AR 24
http_503

http_429

http_403 FKIEA SN RIIHI

http_404

R SRAGIBL N — D AR AR BT DA 2 5C00R RIS A] BRA

fastcgi__next__upstream__timeout

[E27S fastcgi_next_upstream_timeout time;
BRINME fastcgi_next_upstream_timeout O;
EFx http, server, location

BRAE R AT DAMRIELS T — M55 HIR A,

0 KA RR ]

fastcgi__next__upstream_tries

Bk fastcgi_next_upstream_tries number;
PRINE fastcgi_next_upstream_tries O;
R http, server, location

BRAHIFFERE#L T MRS5 8 BTRTREZIRIREL

0 R RR ]
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fastcgi__no_cache

Bk fastcgi_no_cache string ...;
HME —
Hol5"4 http, server, location

T AR 255 TN A R RF RN AF . MRFIFBRSETNED—NMES N EAET “07, W

M 45 A PR AT

fastcgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

fastcgi_no_cache $http_pragma $http_authorization;

AIPAS fastcgi cache bypass ¥82—EHH,

fastcgi_param

Bk fastcgi_param parameter value [if_not_emptyl;
EINE —
Hol9"4 http, server, location

RENZES FastCGL RF RIS, EFDEEOR, ZRELKHAS, WRAMBHRE X

fastegi_param $5%, MIXEAESM E—PECE SRR,

PAR/RBIER T PHP E/NTTRIRE

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;
fastcgi_param QUERY_STRING $query_string;

SCRIPT FILENAME Z#(HT PHP i€ A% #R, QUERY STRING S FE#EIE RS,

AT POST ERIIIAAR, EFREUF =125

fastcgi_param REQUEST_METHOD $request_method;
fastcgi_param CONTENT_TYPE $content_type;
fastcgi_param CONTENT_LENGTH $content_length;

W5 PHP Z{#H --enable-force-cgi-redirect BLESEHRIER], ML {EE REDIRECT STATUS S44,

{HN “2007:

fastcgi_param REDIRECT_STATUS 200;

WRFELS if _not_empty —CHEE, NWMXIEHAENZER, SEA SLBLIRS A
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‘fastcgi_param HTTPS $https if_not_empty; ]

fastcgi__pass

Bk fastcgi_pass address;
LN —
ol 4 location, AISRTE location H

WE FastCGI IRSSasfyHiil, Mtk vl DAe@E NI 1P Hihl, PAK— N imd:

[fastcgi_pass localhost:9000; }

BAERN UNIX BEREFRR:

[fastcgi_pass unix:/tmp/fastcgi.socket; }

IR —DIERA RN 2 i, WIRTH kR AR R 7T SN, RS, sk ] DAFEE M IR 55 d4 s 4ok
A, WARESHEEEmE; Mk, SHONHNEMIRSS e E 5 o

ZHEEP DB SR, EXMENT, MRMIEFEE IS, WSTERIRRIRSS 44 I ZRIZAR, W
BARERF], MAFEH resolver HiRE

fastcgi__pass__header

Bk fastcgi_pass_header field;
EINE —
X http, server, location

FEVFM FastCGI IRSS &eR 4 MIEE T B9k B AR B4 F il

fastcgi__pass_request__body

Bk fastcgi_pass_request_body on | off;
BIME —
o4 http, server, location

EREEKEFEBIERIEEIELS FastCGI iR 8. BIES M fastegi_pass request _headers 8%
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fastcgi__pass_request__headers

[F22S fastcgi_pass_request_headers on | off;
BIME —
Hol5"4 http, server, location

HERESBIFEEIE RISL T BALIE4 FastCGl RS #%. HIES M fastcgi pass request body F6%

fastcgi_read_timeout

PR fastcgi_read_timeout time;
BRINE fastcgi_read_timeout 60s;
TR http, server, location

T FastCGI [IRS5as S HA R RN I TRl AL P OSSR IR E 2 IR E, TR E RN
IR, AR FastCGI RSFERTEMLIN R B RN, NWHERES KM,

fastcgi_request__buffering

Bk fastcgi_request_buffering on | off;
FINE fastcgi_request_buffering on;
kX http, server, location

J5 R BR8P 0 SRR 2R3

on TERFTERZIEF| FastCGI AR5 E B, FENERIES N 521
off THRIRSAZAVEIER] FastCGI iRS5as, [EAEHHERII—FF, fEXFER T, W

F Angie EETHRKIETERIR, NWIERTIEEIRS [ R55a.

fastcgi__send_lowat

181 fastcgi_send_lowat size;
BRINE fastcgi_send_lowat O;
X http, server, location

MRIESILE NIETME, Angie ¥22BE M kqueve FIER NOTE _LOWAT bR fEE RK/INE
SO _SNDLOWAT ERFIEI, Kix/MEn FastCGI ARSSa88 iR E IR IERIERE,

3.2. &S|, &% 105



*web
server
FAPFiEE, IRE 1.9.0

0 #i
A2 FE Linux. Solaris fl Windows _F#7ZM,

fastcgi__send__timeout

Bk fastcgi_send_timeout time;
FINE fastcgi_send_timeout 60s;
HSl5"4 http, server, location

B FastCGI RS asf&Hnis KAHTEI I R, BN EMRESL S RIEZ HIRE, MAZHXTEMER
AIEk, UNER FastCGI ARSS SRR RPN A RENEM AR, MHER SR,

fastcgi_socket__keepalive

Bk fastcgi_socket_keepalive on | off;
BRINME fastcgi_socket_keepalive off;
TR http, server, location

BlE S FastCGI RSS2l HULZERER " TCP keepalive” 174,

51 BINE R, ERFHHARERGENIRE,
NEBFFIF SO KEEPALIVE ER%,

on

fastcgi_split__path_info

[F2RFS fastcgi_split_path_info regex;
AIME —
o4 location

EX—MNENFRIKR, ZFIERMIKSfastegi path info ZZBIE, EMFIEXNIZEH MEE: £
R $tastegi seript name ZREMIE, 5B A Sfastegi path info ZEBAME, B0, HHNNEE

location ~ ~(.+\.php) (.¥)$ {
fastcgi_split_path_info ~(.+\.php) (.*)$;
fastcgi_param SCRIPT_FILENAME /path/to/php$fastcgi_script_name;

fastcgi_param PATH_INFO $fastcgi_path_info;
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JFHIHK /show.php/article/0001, M| SCRIPT FILENAME Z¥{#% T /path/to/php/show.php,

i PATH_INFO S04 %ET /article/0001,

fastcgi_store

=275 fastcgi_store on | off | string;
EINE fastcgi_store off;
R http, server, location

JE RS R A7 2

on PAS alias Broot 52X N BUBSAR LR TF X
off SR TE

sh, Sefran] DER S 'R AT H R E:

fastcgi_store /data/www$original uri; }

SCAERIE SN T ARYE IR Y " Last-Modified ” Wi R SKERIZ B MR & 55 AN S, RS E a4, I
AR AAE AT CUBAEAR RIS R GE L SR, IETER, (EIXMIE LT, SHHEM DN XU R G2 [ E il
M TEENEMSIRE, Fit, EEOSTHEAIZEER location, TRAFISUERIE fastegi temp_ path
FE R BRI S B RIBAE R — X RS L

IHeFE 2 AT T AR A ] ORI A BEIA, B4

location /images/ {
root /data/www;

error_page 404 = /fetch$uri;

location /fetch/ {

internal;

fastcgi_pass backend:9000;

fastcgi_store ;

fastcgi_store_access user:rw group:rw all:r;

fastcgi_temp_path /data/temp;

alias /data/www/;
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fastcgi__store_access

Bk fastcgi_store_access users:permissions ...;
gj(l}\{ﬁ fastcgi_store_access user:rw;
Hol5"4 http, server, location

BB O SRR H SRSV AR, filn:

‘fastcgi_store_access user:rw group:rw all:r; }

QUERAERE TEATHE TR VT FIAER, ] DA B A AR -

‘fastcgi_store_access group:rw all:r; }

fastcgi_temp_file__write_size

Bk fastcgi_temp_file_write_size size;
LONNE fastcgi_temp_file_write_size 8k|16k;
X http, server, location

FRHITE S M FastCGI AR 55 # 2% i 5 21 e IS S IS — (R BN I I SR 8 R/, BRINTE
N, KR/AWN3Zfastegi buffer size Flfastegi buffers 52> BRI M IXFR I, 16 I B KRR/
Hifastcgi _maz_temp file size 162K E,

fastcgi_temp_path

EIX fastcgi_temp_path path [levell [level2 [level3]]]';

FINE fastcgi_temp_path fastcgi_temp; (B{I2MKHiT --http-fastcgi-temp-path 4
TN

TR http, server, location

EX—NE%, HTEEM FastCGI IRFFaSRIEIRTIGIN SCfF, T PMERRE H 3 MER B2 =21 H %
g5k, BN, fEDARECE

fastcgi_temp_path /spool/angie/fastcgi_temp 1 2;

(e S A AT REFR LR AGIXAE::

/spool/angie/fastcgi_temp/7/45/00000123457

RHiEZ W fastcgi cache  path F6W use__temp path SEL,

3.2. &S|, &% 108



*web
server
FAPFiEE, IRE 1.9.0

f&is4s FastCGl fRBZB[BIISH
HTTP ERLFERAENSEULIES FastCGI IR58%5. TEIEN FastCGI [R5 8iafTHIN AR A,

XEESEOBE T ENIRR LD EIR0E, HIa0, “User-Agent” SKFEXEN HTTP__USER_AGENT SHU%i#,
FRT HTTP iERKFE, R fastegi param $8E BT ESEL

HNEE

2l

http_fastcgi BIHRSZFFA] DUEN fastegi param IR RE SN EL &:
$fastcgi_script_name
1R URI, sEWE URI DARMTIEERE, WIER URI n_E /i fastegi index B EN RS | X4, AR

B HTIREME PHP FHIAZMA SCRIPT FILENAME #1 PATH TRANSLATED %%, #l0,
NFLATHEZM /info/ 1EK

fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME /home/www/scripts/php$fastcgi_script_name;

SCRIPT_FILENAME S#0f% T /home/www/scripts/php/info/index.php,

fEH fastegi split_path info $&WF, 288 $fastcgi script_name FETIELPTHIIKIE —ME,

$fastcgi_path_info

Hifastcgi split_path_info ¥&HIRMIE —ME, HAERATHTIRE PATH _INFO 2%,

FLV

ZRRN Flash MU (FLV) SR EEO AL AR S5 dedm >

BEEIAIER URI AR FRFERER start S8, @i WIE R F 1 WS R RRE SN, I
fn FLv 3k,

4 MNIRAHATEER, IZBEEERAARE; T —-vith-http_flv_module MJEIEITRIEHI,
TERH B CERNRUABEGTS, ZEREESERET,
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=3t

location ~ \.flv$ {
flv;

B

flv

B flv;
FINE —
Erx location

TEE B location FRTT/SEHLALF,

Geo

ZIEPUARIEZ o 1P ik B B A R EE R &,

BB R

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ig

g 8il 283
2001:0db8::/32 1;
}
EL
geo
Syntaz geo [Saddress] $variable { ... }
Default =
Context http
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AT fee R B AE MR T2 P o 1P kb, BRNEOLT, kM Sremote addr ZEBFRIREL, {Hi
A DAMH A2 B A RE,  Bi4n :

geo $arg_remote_addr $geo {

}

O w#ik
BT ZEMEEHANA PR, BT REN geo &, WARNIERAHIESMANINTH,

MR EREAEENN IP Hikk, WS{#7255.255.255.255” ik,
bk AT DA CIDR FoREfEE NS (HFEA MHubl) sifE e,
BT A NRRS L

delete THIBRFE & F PR 2%

default GnERA A b AS DCEL AR E Rl WOV R EAE, Lkl CIDR #
NEFEER, AIRMER0.0.0.0/0” 1 :: /0 RE default, WMRAKIGE default, W)
BOMER 27T H

include BE - M HIEAER . ATEZMEE,

proxy ﬁ%%%&mﬂmoﬁ%*%ﬁ%%&mﬂmﬁﬂ%ﬁﬂP%mu@&%r%*

Sk B R, 5EPMMUEARE, ZEERIL R LI F R E R,
proxy_recursive JoFiE)AHINME R, (RFEFIEIHHEZER, WK H X-Forwarded-For IR /G—

ANk, WA S ZAEEHBEICECRI R G P ik, Q0SS ISR, Nk

ffifl X-Forwarded-For /5 —MEZEEMIE, W25 2EEHikrehd

B R P v Lk
ranges FoRHUIE R ENTEEEE R, HBENONE 1 NPt R A%,
HE LT R HES
B
geo $country {
default ZZ;
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: :/32;

127.0.0.0/24  US;
127.0.0.1/32  RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;
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conf/geo.conf XIFRJREEE DA MT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

5 i BARADCECE, Hlan, X 127.0.0.1 Hitlk, $IERRE rRU, AR US,

BT I -

geo $country {

ranges;
default ZZ;
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 Us;
10.1.0.0-10.1.255.255 RU;
192.168.1.0-192.168.1.255 UK;

}

GeolP

RIS 1P Husik G B I FE, (AP IERT MaxMind @ BH M RA,
S FF IPve MEIEEER, TPv4 HIlEE/E R 2] TPve UHBHEE TR,
X NIRRT RS, BN AL, BIE --with-http_geoip_module MENEIEITEH,

O #HE
AR ET MaxMind GeolP EHEFEE A MaxMind GeoLite2,

B E R

http {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;
geoip_proxy 192.168.100.0/24;
geoip_proxy 2001:0db8: :/32;

geoip_proxy_recursive on;
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B2

geoip__country

BiE geoip_country file;
ERIA —
EFx http

TEE A TIRIEE i 1P Mk ifoE R A EHRE, [ EEE R, nH IR

$geoip_country_c
$geoip_country_c

$geoip_country_n

AL ERES, Hlgn"RU”, "US”,
—ARIEZRARS, FIaI"RUS”, "USA”,
EZR AR, H40"Russian Federation”, ”United States”,

geoip__city
Bk geoip_city file;
ENN —
kP http

feE TR i 1P e 5, XA RRER I, (IR R, rTH AR R:

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city
$geoip_postal_co

PR RRGAES, FIaI7EU”, "NA”,

PR EZ AR, HIan"RU”, "US”,

=R EZRMES, HI"RUS”, "USA”,

ERZFR, Ba0”Russian Federation”, ”United States”,

EEM DMA XA (WFR A metro code”), HRHE Google AdWords API H
(9 HuFHE 7o

i,

ZE,

AL EIZX AR G, ot N, &, B35, Flan 48», "DC”,
EZRMX PR GhX, S, M. & BIBLHE), Fila1"Moscow City”, ”District
of Columbia”,

BT FR, B0 Moscow”, “Washington”,

R it o
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geoip_org
[F22S geoip_org file;
L8N —
Hol5"4 http

T F AR i TP ik HER BRI AR, rTA DA AR &

$geoip_org HPAAFR, HlU0”"The University of Melbourne”,
geoip__proxy

[F22FS geoip_proxy file;

EUN —

Hol9"4 http

S SCAMEEE, iRk B A E LN, K X-Forwarded-For 13Kk Bt

geoip__proxy__recursive

Bk geoip_proxy_recursive on | off;
EONIN geoip_proxy_recursive off;
X http

GRIREEFIEIAIR R, WK X-Forwarded-For FAIARY /G — MHitht, TAZE S A& HEHBIEVERCHI R
e Pt QRS FEVER, WA X-Forwarded-For HURIEIIER/G — MERE L, WA
25 AR DU ECHY SR a7 it

gRPC

RFRIERIZIBS gRPC IRS5 a8, EBRTZEHTTP/2,

3.2. &S|, &% 114



*web
server
FAPFiEE, IRE 1.9.0

B E B

server {
listen 9000;

http2
location / {

grpc_pass 127.0.0.1:9000;
}

B

grpc__bind

Bk grpc_bind address [transparent] | off;
ERINME —
4 http, server, location

&1 gRPC MRS EFHISMIRERE MFEE YA IP ik &k, Bk, S8ER] DS L, FikE
off WIHM E—MECEIGNMART grpc_bind F5LHIFCR, MIMATFRS BN ECAR 1P #ihk Al o

transparent S MIEAM 1P Hilik & FEXT ¢RPC ARG 2HUIMNIRIERE, Blan, M imfIESL 1P Hi
HE:

grpc_bind $remote_addr transparent; J

A TAERSEAERN, BEFE superuser RFRIZIT Angie TAEHFE, £ Linux b, RIEET
transparent S, W TIEHESNFHEN.RK CAP_NET RAW G871, HRIHATFERHL

O HE
DL B VA% B 3R AR B gRPC IRSSERHI ML iR
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grpc__buffer_size

[F22S grpc_buffer_size size;
BRINE grpc_buffer_size 4k|8k;
Hol5"4 http, server, location

EH TR gRPC IR a2 IEIRINA RS — R BRI RN, WM A [F) 2P R U S B 45 2%
P

grpc__connect__timeout

Bk grpc_connect_timeout time;
EFME grpc_connect_timeout 60s;
TR http, server, location

XS gRPC IRS5SE RN I ], FEERAR, @ N R e 75 7,

grpc__connection_drop

Bk grpc_connection_drop time | on | off;
ERINME grpc_connection_drop off;
kX http, server, location

TEARPRAR S5 S A RS BREGEI reresolve MEFREBLA PT 7% DELETE FRICNAKANTT G, AHZIES
TRIEARSS ds BT A% R

AT P RS AR R — DG HAR, SRR,
&E time JAANERLZILER; HIREN on I, EREXIZAHEF,

grpc__hide__header

7237 grpc_hide_header field;
EIANE —
Holi94 http, server, location

FOANB T, Angie 2% gRPC RS #3W0N H HY” Date”, 7 Server” 17 X-Accel-..” SkFEALHLE
%P ile grpe_hide_header & W EBMIMYFERASYULIE, MR, WRFEARVEEFE, 7TDAE

Hgrpc_pass_header 1685
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grpc_ignore__headers

[F22S grpc_ignore_headers field ...;
HME —
Hol5"4 http, server, location

AR E gRPC RS BSAF LM R L7 Y, A ARSI FZEELSE: "X-Accel-Redirect” F17X-Accel-
Charset”,

WA, XL TR PR = A2 DU R RCR |
o "X-Accel-Redirect” $UTHTEE URI MAES EEM];

o "X-Accel-Charset” BN FIHAEE charset,

grpc_intercept__errors

[F23FS grpc_intercept_errors on | off;
EFINE grpc_intercept_errors off;
Holi9"4 http, server, location

W€ gRPC M APIKSES R TEEET 300 I, BEMNKHAARAR im, SEEEEEIFEERE] Angie
AT, Serror page 162 —EFHF,

grpc__next__upstream

=275 grpc_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;

LN grpc_next_upstream error timeout;

Hol5"4 http, server, location

TR A MR BAGIBRR] Lt SRy~ — MRS a8
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error e S5 ARSS e Rz, 1A 21 SR el IS e b7 SISy A2 AR SR ;
timeout e GRS aRiiE Rz, (A1 HAR 21 SR B ISR e B SIS A AR eI ;
invalid_header AR5 AR B 23 B TC R0 B

http_500 AR S5 AR AR ZSAD 500 AN ;

http_502 A 55 42 [EARZSHS 502 FANE R ;

http_503 AR 55 A IR [ERZSAS 503 FIMA S ;

http_504 M55 283X [BARZSHS 504 FYRE R ;

http_403 AR 55 AR BIRASHD 403 FANA N ;

http_404 55 #I% ERZSHD 404 FANE R ;

http_429 AR55 2RIR [EIARZSRY 429 HIME R ;

non_idempotent JBH, A non-idempotent F7{EMYIERK (POST. LOCK. PATCH) TE[M_LiFARSS A%
RIFEREABULHE T — DRSS, B ETUE A v E I R1EK;
of f B IERLIBE N — MRS 28

0 #i

RAER, RAEMARAZ PR ZSERNERE T, A RERIEREZBE T — MRS . thet2Bd,
SRAEN W AR R iR AR IR EE R, ToTA B R IR,

TR LT 5 IR aREE RIS 2 BIbRIE,

error  timeout MRAPANARINNIZIN, BIERERRSHIEE
invalid_header

http_500 AXAEFE 2 HHEE N A BRI 2R
http_502

http_503

http_504

http_429

http_403 AR A2

http_404

G SRAGIBEN N — ARG A AT PASZ 2 2 I8 M TR BRI

grpc_next__upstream_timeout

TBiE grpc_next_upstream_timeout time;
BRINME grpc_next_upstream_timeout O;
X http, server, location

BRA AT AMZIBELS T — 1 ARS5asH9IE KA AL,
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0 KA IEE R

grpc_next__upstream__tries

Bk grpc_next_upstream_tries number;
LNz grpc_next_upstream_tries O;
X http, server, location

FRAI AT DA IESRE N — > IRSFasAI 22 IR EL

0 K A I RR il
grpc_pass

BiL grpc_pass address;

ERINE —

X location, if in location

HE gRPC MRssasitt, Hihkr] DAFSE A EL 1P Hulk, DR :

grpc_pass localhost:9000;

BRAEN UNIX BERFIRE:

grpc_pass unix:/tmp/grpc.socket;

8#, PIDAMEA grpe:// A

grpc_pass grpc://127.0.0.1:9000;

BYHEA SSL LM gRPC, MAEH grpes:// HE:

grpc_pass grpcs://127.0.0.1:443;

GRSRIRA TN 2 s, WIRTA sthlbRe DA77 SUEE AT IEAh, RTDUREEFE e 55 A4l an SR pE

TH, WMARSHE—-REisEme; MR, BIVHNE RS o AR,

ZHEA ISR, FEIXMIEOT, WMRHAHEE NI, WRERRRRS SRETHITER, W

BARERE], WA resolver #ATHIE,
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grpc__pass__header

[F22S grpc_pass_header field ...;
HME —
Hol5"4 http, server, location

FRVFRE S NIBZER] BT BN gRPC RS det& 455 - it

grpc_read_timeout

BiE grpc_read_timeout time;
EIME grpc_read_timeout 60s;
TR http, server, location

TE XM gRPC JIRSS S SRER R BN . AN (AE M MESERT BRI Z Al H,

f&Hi, WR gRPC ARSS AL RIPAREHRETAE, NERER OS],

grpc_send__timeout

AN X H A B Y

Bk grpc_send_timeout time;
FINE grpc_send_timeout 60s;
kX http, server, location

ZEM gRPC IRFSEEHIGE RV, BN EM MESIHE e R E,
i, AR gRPC ARSFASTEMLIT AR EMTATA R,  WRERERE G H],

grpc_set__header

MASZE RN ER AL

[E27S grpc_set_header field value;
ERINE grpc_set_header Content-Length $content_length;
X http, server, location

FVFEHTE OB FERITE R KL #4 gRPC ARSS 88, (HR] LR E SR,
HIEATE X grpe_set_header 5%, NIXLEFERE M _E—MECE DA,

RSKFBRAVENZFIT R, MNZFBIET LB gRPC RS54

AN o W YAETL

grpc_set_header Accept-Encoding "";
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grpc_socket__keepalive

[F22S grpc_socket_keepalive on | off;
ERINME grpc_socket_keepalive off;
Hol5"4 http, server, location

FLES gRPC IRSSEMIINGIERN) “TCP keepalive” 17 M,

o INBI R, BERGNIRENERFEN,
on BT SO KEEPALIVE YEIARATH

grpc_ssl__certificate

[E2FS grpc_ssl_certificate file;
LNz —
EFx http, server, location

57 F TIAUE gRPC SSL RSG5 #869 PEM kg UEHSCfF, SCaHmT DA AR &,

grpc_ssl__certificate__cache

Bk grpc_ssl_certificate_cache off;

grpc_ssl_certificate_cache max=N [inactive=time| [valid=timel;
FINE grpc_ssl_certificate_cache off;
kX http, server, location

X — AT EEE A B E R SSL e FIAAT FIRAE.

ZIER SR A2
o max —IRERFTITRIRAKE, ZEREN, &MEH (LRU) BTTRREIEER,
« inactive —fEEEZ RN FARVIFEHERTTR, BIMEN 10 #,

o valid —fEERFILRBINNEROFATEEMHIRIRE, BOAMEY 60 75, @ITIER ARG, UE5H
HFT A E T RIE,

o off —EH%RAF,

R~
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grpc_ssl_certificate $grpc_ssl_server_name.crt;
grpc_ssl_certificate_key $grpc_ssl_server_name.key;

grpc_ssl_certificate_cache max=1000 inactive=20s valid=1m;

grpc_ssl__certificate__key

B grpc_ssl_certificate_key file;
EINME —
Holi9"4 http, server, location

fEEHTINE gRPC SSL i35 #4310 PEM MR EHI I,

A DHEE(E engine:name:id” TEASCHFE, IXFMIEERT OpenSSL 5[4 RN HIEE ID FIME
Ho AR DR,

grpc_ssl__ciphers

Bk grpc_ssl_ciphers ciphers;
EFME grpc_ssl_ciphers DEFAULT;
X http, server, location

fE7E A gRPC SSL ARSS a1 KAYE &, HHLL OpenSSL FEERRAAS RAEE
FRIFIREUR T EZZEM OpenSSL MRA, AILUMEH] openssl ciphers i & H LYK,

grpc_ssl__conf_command

Bk grpc_ssl_conf_command name value;
HME —
TR http, server, location

£5 gRPC SSL ARZS#s L EHERIZ BT R OpenSSL BLE @4,

O H¥E
LA OpenSSL 1.0.2 B @A N STHRHZIE 2,

AIAER — B RIEEZ D grpe_ssl_conf command B2, WRYAEF KA E X
grpc_ssl_conf _command 5%, NIXLELSSH M _E—DECEIHIAEA,
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2\
oA A )

BER, HIEACHE OpenSSL AIRER SEEIMT A,

grpc_ssl_crl

Bk grpc_ssl_crl file;
HME —
kX http, server, location

EEFHAERMSIES (CRL) M PEM MetF, FHTFHIE gRPC SSL RS #HIIE,

grpc_ssl__name

Bk grpc_ssl_name name;
FINE grpc_ssl_name “host RH grpc pass;’
EFx http, server, location

RFEEHTRIE gRPC SSL ARFS 2RIEHIARSS 8544 FR, HES ¢RPC SSL ARS8 N IERER @ SNT
&35,

BONTEM R, @Hgrpe pass URL FIFENLER D

grpc_ssl__password_file

TBiE grpc_ssl_password_file file;
EINE —
4 http, server, location

e — e, Hp@EsiEEs (s, SRR T, HINEEAN, RRREE,
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grpc_ssl__protocols

% grpc_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME grpc_ssl_protocols TLSv1.2 TLSv1.3;
Hol5"4 http, server, location

1F 1.2.0 AR ZA25HH: TLSv1.3 SECHINEIERIALE,
e FHEERITMY PAE R gRPC HTTPS ARS58%.

grpc_ssl_server_name

7237 grpc_ssl_server_name on | off;
EINE grpc_ssl_server_name off;
ETFX http, server, location

JA R SEE @I grpe ssl_name 8RR ENIRSERBIIES gRPC SSL ARG A BNIERENIET TLS ¥
J& [R5 280678 (SNT, RFC 6066) HEfT1EIE,

grpc_ssl__session__reuse

72 grpc_ssl_session_reuse on | off;
ERNME grpc_ssl_session_reuse on;
TR http, server, location

MEREE gRPC MRESHBLHEHKN SSL SEREALAEM, WEAEHSEHE
®7SSL3 GET FINISHED:digest check failed”, WEZARZEH 2155,

grpc_ssl__trusted__certificate

[E2FS grpc_ssl_trusted_certificate file;
EINME —
X http, server, location

EE— M AZEE CAIERI PEM M fF, HTXIE gRPC SSL RS #HVIE,
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grpc_ssl__verify

[F22S grpc_ssl_verify on | off;
LNz grpc_ssl_verify off;
Hol5"4 http, server, location

JE AEEE X gRPC SSL ARSS 83 UEHAYIGIE,

grpc_ssl_verify__depth

Bk grpc_ssl_verify_depth number;
FINE grpc_ssl_verify_depth 1;
kR http, server, location

& H gRPC SSL S5 #IE B ISR IER L

GunZIP

ZEHURE—NITIESS, AT AR “gzip” SRS IENE FiREESE A “Content-Encoding: gzip” Y
MR, YT EAEOE GG EEE AT A2 RIAIRD 1/0 AR, PR A A,

2 NIFAHEHTEEN (2 W sourcebuild), BRIATE L R A SHGEEHARR ; Bfid --with-http_gunzip_module
MRS o

ERE B CERRUMBGTS, WP OB,

B B B

location /storage/ {

gunzip g
S
gunzip
Bk gunzip on | off;
EINME gunzip off;
Holi5"4 http, server, location
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JEEEERIN R Z. guip STRIAVE P A RGN R A, AERIEH, IESB BN a2 AFE & F g
.

L7 HE grip: gzip http versions gzip prozied Mgzip disables BIESR gzip vary 5%

gunzip__buffers

Bk gunzip_buffers & A/\;
ERINME gunzip_buffers 32 4k | 16 8k;
o4 http, server, location

BB TR g8 N 2 X P EE AT KD BOAIEI R, B AR NET—NNETA DN, IXBRT
L&, AlEER 4K 5 8K,

GZip

PR — MER] " gzip” TITAEGEM N HIE I8 AR, 1K@ A B RS EIRR R NED —FEEE X,

2\
oA A )

i SSL/TLS HrXN, FEAENIN A]fE=32%] BREACH i,

(w3l

gzip ;

gzip_min_length 1000;

gzip_proxied expired no-cache no-store private auth;
gzip_types text/plain application/xml;

FIPAE $gzip_ratio ZEBRICFIBEINEAE LR,

5e
gzip

Syntaz gzip on | off;

BRIN gzip off;

Context http, server, location, if in location

JE BN gzip E4GHo
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gzip__buffers

Syntax gzip_buffers number size;
ERIN gzip_buffers 32 4k | 16 8k;
Context http, server, location

BB T RS8N 2 P X EEFTRDN, BOANER T, ZXKNEF—PNER
JEHE R 4K 5 8K,

gzip_comp_level

KA, XBRTFA,

Syntaz gzip_comp_level level;
EONIN gzip_comp_level 1;
Context http, server, location

REWIN Y gzip A, PIHESZHMETEEIN 1 5] 9,

gzip__disable
Syntax gzip_disable regex ...;
LN =
Context http, server, location

FRIEXS " User-Agent” 16Kk F BS 1EE IENIFRIEA A HIIE RIEAT gzip Ko

FEPRIIHEED msie6 XN T IEMIFRIZR MSIE [4-6].”, (B TAEIREE P, "MSIE 6.0; ... SV1” HHEBREZ

BRI,

gzip__http_version

Syntax gzip_http_version 1.0 | 1.1;
EONIN gzip_http_version 1.1;
Context http, server, location

B ERFTFRIRAR HTTP ffA DU R,
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gzip_min_length

Syntax gzip_min_length length;
ENIN gzip_min_length 20;
Context http, server, location

RERWL gzip FEAEINA LA/ MSE, K XM " Content-Length” il B Sk 5B HHE

gzip__proxied
Syntax gzip_proxied off | expired | no-cache | no-store | private | no_last_modified
| no_etag | auth | any ...;
EONIN gzip_proxied off;
Context http, server, location

AR T SR R )15 05 FH SR EE N ARBE T SR AR BT gzip FR46. 1HRZBEIERAYFELHIER LT
Bovia? BITFAERIAE, X462 1N SE

of f BRI AT RERIE R ESE, ZREH S
expired an SR Bz Sk 1 5 Expires” FB HAHZR IR A7, WIJE FE44;
no-cache an R ma i Sk 5 Cache-Control” FEX HEH "no-cache” S8, N3 HEYE;
no-store an s B 3L Cache-Control” FEY H E A "no-store” S8, W& HE4E;
private a0 SR & Sk & Cache-Control” FEX HEH "private” 28, W3 HIEYE;
no_last_modified UMM LA E"Last-Modified” FE%, WG HIEYE;
no_etag R SEAEE"ETag” FE, WG A ESE;
auth W RIE K LB S Authorization” FE, )& FE4E;
any R AEARERIE K S FH 4,
gzip_types
Syntax gzip_types mime-type ...;
E /NN gzip_types text/html;
Context http, server, location

JEFXERE MIME ERIIARIEAT gzip E4H, PRT text/html ZAb, RFFR{E"*" IEACE(T MIME 28
R, text/html ZERYHINA N ARLEHE 406
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gzip_vary
Syntaz gzip_vary on | off;
ERIN gzip_vary off;
Context http, server, location

Joi FH B AR F AE M B Sk HE N Vary: Accept-Encoding” 7B, WHRIES gzip. gzip  static B gunzip BiE.

REx

el

$gzip_ratio

TR ERAEELR, PRGN RN FR RN R/ N R,

GZip Static

RWRIEHE “gz” X RARITELE X, AR,
MRS AN, ZARSLERIA R, BB --with-http_gzip_static_module MJELIEIIE A,
FEM B EFRUMEGT, ZEREESEEET,

W=t

gzip_static

gzip_proxied expired no-cache no-store private auth;

e

gzip_static
K gzip_static on | off | always;
ERNME gzip_static off;
Ehx http, server, location

JAH (on) BEEH (off) KB W RLE S HITETE. PARFESWMEWE IR gzip hitp wversions gzip prozied,
gzip__disable M gzip_varyo

] always I, [EGEXPFAERTA B NERRBAEM, MIEHREZ IS 6 SR, XA ERERE
HSFEEE A T GunZIP INTRA o

SR DOEIE gzip a4 BAE M H AR A A B T 4, IR AR SR T 48 S AR 2 H SR R TR,
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Headers

FOVFTENA R SLH RN Expires” F1”Cache-Control” Sk, PANMEEFEL.

W=t

expires 24h;
expires modified +24h;

expires 024h;

expires 0;
expires =il g
expires epoch;
expires $expires;

add_header Cache-Control private;

L

add__header
& add_header name value [always];
EINME —
ETFX http, server, location, if in location

TEMIRAS R 200, 201, 204, 206, 301. 302, 303. 304. 307 5L 308 f, FRAMfEEFERSBINGN L, S51E
AESTE,

AIAE 2 add_header 8%, REEYRIRANARE AL add _header 8N, XLEEIFESA SN E—2R
it E AR

WSAEE T alvays S, WITCIRIRAGUNA, HBREINZLT B,

add__trailer
Bk add_trailer name value [always];
EINE —
4 http, server, location, if in location

TEMR RS 200, 201, 206, 301, 302, 303. 307 5% 308 B, WINiEEFEREMMNPARE, SEIER] LA

e,

AIPAEZA add_trailer 16 WAEARTPANARE UEM add_trailer IELHF, XEFEXA I E—2K
FLE AR,
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GNSAEE T alvays S, WITCIRIRRIAGUNA, HRREINZF .

expires
Bk expires [modified] time;
expires epoch | max | off;
ERINME expires off;
o4 http, server, location, if in location

JE FBEERTEN RS 9 200, 201, 204, 206, 301, 302, 303. 304. 307 BY 308 WIEHNE B " Expires”
17 Cache-Control” MR kT B, SEA] LB IES AN A,

"Expires” 7 BARHII RIZ 2 A A1 5 152 e e I AR, QIR T modified 224K, IR HIZESC
BN TR 5 15 2 HrEE I RIS A,

A, AT Q" ATZHERE — R HIHE AN A

expires @15h30m; }

"Cache-Control” FBANBEAT 5 E N RIS :
o IR H—"Cache-Control: no-cache”s

o INE2YIEE % —"Cache-Control: max-age=‘t‘", HH ¢ B HHERINT, PR EfL,

epoch " Expires” &8 N Thu, 01 Jan 1970 00:00:01 GMT?”, ”Cache-Control” &
A" no-cache”,

max ¥ Expires” ¥ & A" Thu, 31 Dec 2037 23:55:55 GMT”, ”Cache-Control” &'E N
10 4,

off 8 LRI B LR "Expires” F1”Cache-Control” M Sk B,

RIGHIZEER] DI S A &

map $sent_http_content_type $expires {
default ;
application/pdf 42d;

~image/ max;

expires $expires;
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Image Filter

LR — NI ERS, FT##: JPEG. GIF. PNG fl WebP #&=NAIE1,

4 MRS, BOAN ST IR, FEMH --vith-http_image_filter_module LIS
J%O

FEBRAMREES, ZHEEE S ESWERN, HENHHN  angie-module-image-filter B
angie-pro-module-image-filter MY RIER AL,

O #HE
AR libgd E, B R BRE ] B RRAS
L WebP HZUIEIE, libgd FEXIGRIFEN G WebP S2£f,

B E B

location /img/ {
proxy_pass  http://backend;
image_filter resize 150 100;
image_filter rotate 90;

error_page 415 = /empty;

location = /empty {
empty_gif;

B

image_filter

Bk image_filter off; image_filter test; image_filter size; image_filter rotate

90 | 180 | 270; image_filter resize width height; image_filter crop width height;

EUN image_filter off;
R location

R EZN BB TR A
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off
test

size

rotate 90| 180]|
270

resize width

height

crop width height

KA ] BBl B A R A

HAfRIMAA JPEG,. GIF., PNG 5 WebP #NHIEE, &N, KHR[E 415 (£
FERELARRAY) 5513,

PA JSON = BRI E, Hlan: { "img” : { "width”: 100, "height”: 100, ”
type”: "gif” } } tHRAAHIR, WHWT: {}

W R BIEE N ER, SEUEFT DB EL R, A AR HERS
resize Ml crop FHt—k i,

eI R e AR Mz LU gE NEG . BAXE—DEE 48/, v DU S — eSS
TEN-", WRKREHIR, RGSHKIEN 415 (RZFEIEASD) K5, SEUE
A S E, Y5 rotate ZE—RMAN, TEERESR/DN ZIERE,

TR R HIR NMZ LB AR NEIG, BT — I 2 Ribs%, ZAE—DEE
g, A DA — AN R E -7 WIRAAER, IRSGSHEIRE] 415 (R
FEREART) R, SBUERIDIE ST R, 45 rotate ZE—EMAN, JEk
TEG/IN ZRiR A,

image__filter__buffer

Bk image_filter_buffer size;
ZRIN image_filter_buffer 1M;
X http, server, location

B TR EGRRRMP X AR AR DN H@HIZAR/N, RS aHRE 415 (PFRRIEHARAD) iR,

image__filter__interlace

1Bk image_filter_interlace on | off;
A image_filter_interlace off;
kP http, server, location

R, RAEG

A, AT JPEG, REEBRN “HiX JPEG” 83

image_filter__jpeg__quality

IBTA image_filter_jpeg_quality quality;
£ /NI image_filter_jpeg_quality 75;
ERx http, server, location
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BN JPEG BGRER, AHEZAETEEDN 1 2] 100, BUNIEE R RIRE B BITR R
FEEEEER D BIAIEKREN 95, ZEMEF DU SEZE,

image_filter__sharpen

Bk image_filter_sharpen percent;
2KIA image_filter_sharpen O;
o4 http, server, location

WINE A EMGIBUE, B8 E 7 ] DU 100, o (EEEABik. SEUEF DI EEE,

image_filter__transparency

B image_filter_transparency on | off;
ZRIA image_filter_transparency on;
Hol9"4 http, server, location

E ARG GIF EGa AR A GERIEESER PNG BGNZ2EMIREEHE, BIHERNEASSHE
BIREELf, PNG HHY alpha BIEBIHEIGLIRE,

image__filter_webp__quality

HIE image_filter_webp_quality quality;
2RIN image_filter_webp_quality 80;
T http, server, location

REFHUGH WebP ERRIHIE TR, IHRAZAMETEEDY 1 2] 100, BUNEE R RS BB ITR R
s EdER Y. SBERDEEEE,

Index

AL DART 5 (/) gERMTEK, ﬁ;’éi%?kﬂjﬂ[/\J\Hﬂhttpiautoi’nde:t ﬂlhttpi’rundmnﬁindex PR
AbFE,
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B E B

location / {

index index.$geo.html index.html;

}

S

index
Bk index file ...;
ERINME index index.html;
HSl5"4 http, server, location

TEXCREPERGINSCF, XA R EEE, XHERIEEITHITRE, JIRNRE — TR
DU — D HALN RIS, R~

index index.$geo.html index.0.html /index.html; J

FEEENZ, FHRSIX2SSHNEEEN, FHHIERA DAEARRPIN B> TR, flan, A
THCE:

location = / {
index index.html;

}

location / {

#

}

g/l\ nn i%*ilzﬁj:){%ﬁ%:/\{jﬁ’f/ﬁﬁ /index.html iﬁfi:%f%o

JS

ZIEHRH TAE njs PRI F —IX2 JavaScript 1B S H— N F%.

TERATRRIE A, PR S EFHE N4 angie-module-njs BY angie-pro-module-njs HJHL
Mtuie fit,
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B E B

http {
js_import http.js;

js_set $foo http.foo;
js_set $summary http.summary;

js_set $hash http.hash;

resolver 127.0.0.53;

server {

listen 8000;

location / {
add_header X-Foo $foo;
js_content http.baz;

location = /summary {

return 200 $summary;

location = /hello {
js_content http.hello;

location = /fetch {
js_content http.fetch;
js_fetch_trusted_certificate /path/to/ISRG_Root_X1.pem;

location = /crypto {
add_header Hash $hash;

return 200;

http.js Xf:

function foo(r) {
r.log("hello from foo() handler");

return "foo";

function summary(r) {

var a, s, h;
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s = "JS summary\n\n";

s += "Method: " + r.method + "\n";

s += "HTTP version: " + r.httpVersion + "\n";

s += "Host: " + r.headersIn.host + "\n";

s += "Remote Address: " + r.remoteAddress + "\n";
s += "URI: " + r.uri + "\n";

s += "Headers:\n";
for (h in r.headersIn) {

s += " header '" + h + "' is '" + r.headersIn[h] + "'\n";

s += "Args:\n";
for (a in r.args) {

s += " arg o4 a + mo4g 104 r_args[a] d Ill\nH;

return s;

function baz(r) {
r.status = 200;
r.headersOut.foo = 1234;
r.headersOut['Content-Type'] = "text/plain; charset=utf-8";

]

.headersOut['Content-Length'] = 15;

.sendHeader () ;

R R

.send("nginx");

o]

.send("java");

r.send("script");

r.finish();

function hello(r) {
r.return(200, "Hello world!");

async function fetch(r) {
let results = await Promise.all([ngx.fetch('https://google.com/"'),
ngx.fetch('https://google.ru/')1);

r.return(200, JSON.stringify(results, undefined, 4));

async function hash(r) {

let hash = await crypto.subtle.digest('SHA-512', r.headersIn.host);
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r.setReturnValue (Buffer.from(hash) .toString('hex'));
}

export default {foo, summary, baz, hello, fetch, hash};

Y

js__body_filter

Bk js_body_filter function | module.function [buffer_type=string | buffer];
ERIA —
EFx location, if in location, limit_except

R njs MEBORE NN AAIL 18T, ISR BAEN AR DN LA, BRI S

r HTTP WK MR

data AR, FTDUR AT HREL Buffer, BAREURT buffer type {H, ERINEFHF
%O

flags BAEUNEMHRNR: last —fi/R1E

true —WNEREIR ZRE—TMRTIX,

L B8R AT POEIE AT v sendBuffer () R EAE UG B A SR SAEL @ T — ML IEEs. BN, Z2H0e R
AR EIFTH NS FREF O NS

function filter(r, data, flags) {
r.sendBuffer(data.toLowerCase(), flags);
}

ZREIEIEIE U8Bl B Qi % P im, AV js_body_filter), RATLAER r.done()o

RSO DERRBCE 2 T W SR, WIFREAE s header filter FF{ERR” Content-Length” MRSk (41ERA
OIS, DA 20 B S i

O ik
HT js_body_filter SEEERRFPAZEMRMIELER, RILOCHRFRIDHIE, Wik, AF5R0%0E, il

r.subrequest() B¢ setTimeout()o
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Jjs__content
Bk js_content function | module.function;
EUN —
Hol5"4 location, if in location, limit_ except

¥ njs MEORE O ENACIRET, 7] DA | AR EEEL

js__fetch__buffer_size

Bk js_fetch_buffer_size size;
RN js_fetch_buffer_size 16k;
TR http, server, location

REHTEERIE A Fetch APT FYZRMIX KN,

js__fetch_ciphers

Bk js_fetch_ciphers ciphers;
2RIA js_fetch_ciphers HIGH:!aNULL: !MD5;
TR http, server, location

6B S Fetch APL 1Y HTTPS &8 HNE, ZEHME=5S OpenSSL FEHLfRNIS ZAHIE,
FRIBIRIUR T EZZEM OpenSSL MRA, AILUMEHR] openssl ciphers i & H LYK,

js__fetch_max_response_buffer_size

Bk js_fetch_max_response_buffer_size size;
A js_fetch_max_response_buffer_size 1m;
EFx http, server, location

EIET Fetch APT 2RI R TR RN,
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js__fetch_protocols

% js_fetch_protocols [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
2N js_fetch_protocols TLSvl TLSvl.1 TLSv1.2;
Hol5"4 http, server, location

JEH5 Fetch API ) HTTPS &8 E ML,

js__fetch__timeout

PR js_fetch_timeout time;
2RIN js_fetch_timeout 60s;
TR http, server, location

TE N Fetch API BYBEEHIE NN, FENAXTE N MESLHIEE /B2 RILE, WA e BN R,
ANSRAE BN R NP A R R, RO,
js_fetch__trusted__certificate
Bk js_fetch_trusted_certificate file;
ENIN —
kX http, server, location
FEEMATHRIUES Fetch APL B HTTPS UEB) PEM #8325 CA IERSUF,
js__fetch_verify
[F23FS js_fetch_verify on | off;
Lo js_fetch_verify on;
EFx http, server, location
JEFSREEFEF Fetch APT 383E HTTPS ARZSEHIET.
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js__fetch_verify__depth

[F22S js_fetch_verify_depth number;
ENIN js_fetch_verify_depth 100;
Hol5"4 http, server, location

KBS Fetch API Y HTTPS IRS5EIUEFHEH AYIRUERE,

js__header_filter

[E27S js_header_filter function | module.function;
EAUN —
TR location, if in location, limit_ except

B njs PR E NN SIS I AR %62 AVF E AN S E R 5B

O #i

BT js_header_filter SCERREFPAZRMRAIHLER, KIMCH R ERIE, Kk, AR08,
4 r.subrequest() BY setTimeout()o

js_import
BiE js_import module.js | export name from module.js;
LN —
T http, server, location

FAL njs PO EMZROHEF IR, export_name FINEVIRIRRE 420, MRARIEE
export__name, TPRESE F B ER 2R E A A g4 =3 (],

[js_import http.js;

FEIXHE, BRIREHR neep WOREVIF S HR AT H, HERSABRSH foo O, MM http.foo K
51 E.

AIDAEEZ A js_import 652
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js__path
[F22S js_path path;
EUN —
Hol5"4 http, server, location

N njs BEREEIIMIEEIL,

js__preload__object

[E27S js_preload_object name.json | name from file.json;
EINN =
TR http, server, location

ERCERANE — NN R, name AELRZRIAIR, BT IZL R ATE njs (RS RIN R,
WRKIEE name, NWIRHEH L%,

js_preload_object map.json;

FEIXE,  map BATEYI R FANEON G BI4FR,

A DB EZ A js_preload object 1685,

js_set
Bk js_set $variable function | module.function;
E/UN —
4 http, server, location

FEELERE njs X PRIEL, 7T DAS | AR £,

YE R HZ RN, STEHZEE, BARNRTER T &85 1N R, XA TFHIT 54
BIHMGTERAEE, Hla0, WREZEN g format IELHMSIH, WEHAAMEREFASEHEMERZ A
PAT. X MEEFRE P A] DATETE KRB AT T —LE7E B A,

0 #ik

T js_set ACPHARR P 7 AR Bl G5 (R AN SRR AP B, Bk, SR 722 [, 4 v .subrequest()
8 setTimeout()o
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js_shared_dict_zone

HIX js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

EINN =

kT http

B Z N KRR, I XIAE TR AR B B S =,

type AESH, ARVFEHERME T N number, BRINEM T, H=FHEH string
YENERFIE

timeout RS, B HLE T EH WX FERR 2 Al ]

evict AESE, YXIBEAEFERE, BEREIHIEEX

NGB

example.conf:

# A E—AN 1M T, BEAFELE,
# & 60 \;—é‘zwm%a%fﬁfﬁﬁ-

js_shared_dict_zone zone=foo:1M timeout=60s;

# Ql#— A 512Kkp Wi, HAFHE,
# X R R R AR I B A

js_shared_dict_zone zone=bar:512K timeout=30s evict;

# Al —A 32kb AR T, EAKT

js_shared_dict_zone zone=num:32k type=number;

example. js:

function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));

3.2
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js_var
HIX js_var $variable [value];
L8N —
LT stream, server

FE—A 05 e, HADEEAR, BENHAS, ZERERECRGAPER, NMUOEE e 45

LA,

HERESH

5 HTTP njs RABREFER— S8, B 5k HR,

Limit Conn

AR T RRAE N SRR B ADE AR, R R B A 1P Mk AR,

HAEFTEIE RS 2O, (TETERPIIRSS a3 AR MESCREHEIIEN T, A S HEuER,

B B B

http {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

location /download/ {

limit_conn addr 1;

B

limit_conn

[E227S limit_conn zone number;
ENN —
kR http, server, location
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NEERIRE R E I E A XA R AVFRNER S, SIS IRFIN, ARSaROR G5 /oA TE K
5o fian, LANER

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {
location /download/ {

limit_conn addr 1;

X ARVFEAS TP HuhE RN — 2R,

O ik
f£ HTTP/2 F1 SPDY H1, SMNFFAEREAN — D BEIRAIER,

AIBVEZA limit_conn #6850 BN, PANECERIRGIENE i 1P ML RS asANERECR, FINR
IS K FEUIR 55 A ) SO P RS -

limit_conn_zone $binary_remote_addr zone=perip:10m;

limit_conn_zone $server_name zone=perserver:10m;

server {

limit_conn perip 10;

limit_conn perserver 100;

IXEEFE AL L BIPANT A E X limit_conn F5M, M E—ZRHBL BIGILEK,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
A limit_conn_dry_run off;
£ http, server, location

FERTIaTRN, BT, ERBERAR], HRELZAFX f, BHERNEETAIBIE
Hatit,
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limit_conn_log__level

Bk limit_conn_log_level info | notice | warn | error;
ENIN limit_conn_log_level error;
Hol5"4 http, server, location

B IRSS s PR R N TR A B S iE =40,

limit_conn_status

PR limit_conn_status code;
LN limit_conn_status 503;
TR http, server, location

BB HE AR TE KA SRS

limit_conn_zone

Bk limit_conn_zone key zone = name:size;
ENN —
4 http

NHEAFXIRESE, ZXBRRESMRIRES, Fale, IWSEAASREREE, #a s
R, R NHAG, BENEHIERAPITEL

(EE RN

[l imit_conn_zone $binary_remote_addr zone=addr:10m;

TEIX B, 2 P TP Hhb M8 B R, X B A2 $binary_remote_addr 8, MASE $remote_addr,

A E $remote_addr FIAR/NATLAM 7 2 15 FHAE, FEFVRESTE 32 (FES EAH 32 88 64 F 15
WNT7, TE 64 (i FA LBZE A 64 777,

A5 & $binary_remote_addr FK/NAT IPv4 HIIEIGZH 4 =75, BON T IPv6e HIMEIRZEH 16 T, 17
ERPIRTSHE 32 (iF A BIGZ 32 58 64 715, 1F 64 (W FA BIAZ S 64 5715,

—NIKFATRY XIEAT AR TERZY 32000 1 32 FPIRASEIRZ 16000 1™ 64 F 1 HVIRAS, anSR XEHE ik
THRFER, RSN T H— P iE RIR AR,
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HEE

fein

$limit_conn_status

IRIEE R IR Y45 5 . PASSED, REJECTED EY, REJECTED_DRY_RUN

Limit Req

R T R SCREA TR SR ENER, Rl 2ok B A 1P Mk AT SRACBER % IREIZ
AT 7RSI,

B E R

http {

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {

limit_req zone=one burst=5;

B

limit_req

=275 limit_req zone number [burst=number| [nodelay | delay=number];
ENN —
X http, server, location

I B A DA T SR Y BOR R RN, ISR IS SRIEAR ISy DA B AR R, W HACHRBHER, DA
(A K PUE X HIER A TAC R, 2 RIERSPUER, EFHBEEE RARRE RN, R DL
2 &k, BONEIT, RARRENNEFTE, Bildl, DAL

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

server {

location /search/ {
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limit_req zone=one burst=5; J

SEYRVFERY AR 1 MEKR, REET 5 MEXR,
WRAFELEIE R ZHBRHIN LR 218K, N HZS% nodelay:

limit_req zone=one burst=5 nodelay; }

delay ZHHEEN ZIERZNERMIRF], BINMENZ, RIFTAISZHERERBIER,

ARV ZA limit_req 6%, B0, DANECELRFRREISR B 80 TP shlk AT SRACERIRZ, R RRA HE LUk
55 axHITESRAL TR :

limit_req_zone $binary_remote_addr zone=perip:10m rate=1r/s;

limit_req_zone $server_name zone=perserver:10m rate=10r/s;

server {

limit_req zone=perip burst=5 nodelay;

limit_req zone=perserver burst=10;

IXEEFE SAAE Y RIPANE G TE X limit_req F8RN, M E—ZRBL BN K,

limit_req_dry_run

[E2FS limit_req_dry_run on | off;
2RIN limit_req_dry_run off;
TR http, server, location

AT, T, IESRCEIERRZIRE], (EELZAFEXE f, EZ2IERBEDAS
BEHIC R,

limit_req_log_level

Ei% limit_req_log_level info | notice | warn | error;
ENIN limit_req_log_level error;
Hol5"4 http, server, location

BB RS v i T IR R MR a0 BRIE SR EEIR TG SR H A0 R, HEIRAY H AR IE R thiE 4
M HEICREAMR—; Fla0, RIEET limit_req log level notice, WIIEIRHELA info FAIC 3,

3.2. &I, &% 148



*web
server
FAPFiEE, IRE 1.9.0

limit_req_status

Bk limit_req_status code;
ENIN limit_req_status 503;
Hol5"4 http, server, location

BB AR IE KIIR [F ARSI,

limit_req_zone

BiE limit_req_zone key zone=name:size rate=rate;
EINN =
kX http

REHRZNGFXBSE, KX S RIS, RFalE, IWSFESaTHE 28R 8E, #a
DESAR, ZREHAS, BENZRITERAIT A

s FH 7B -

limit_req_zone $binary_remote_addr zone=one:10m rate=1r/s;

TEXE, RELAFAE 10 IKFTTHIXE one W1, IZXIAEE RGBSR SRS R 1 MEK,
B 1P MEE e, TEER, XEMEHANZ $binary_remote_addr A&, M/ $remote_addr,

X IPv4 Hitlk, 258 $binary remote_addr BIRK/NELKR 4 F75, XNF IPve Hikk, KNk 16 F15,
TFAERVIRSTE 32 N FE BB EA 64 F15, 1F 64 (& E b 128 F15,

— NIRRT DURTERZ) 16000 D 64 F T HPIRASBIRZ) 8000 4™ 128 F T HIIRAS,

RIS ECAER, KRBT s DR AIRES, W SRAMEMH S TR OIZHTIRAS, WA SRR AR 2
&k,

rate DUSPIERE (r/s) TR, MEFDERETEH R, NS G/m) F5. §l
i, AR EANERETH 300/ m.

REZ

fein

$limit_req_status

PR PR 1 SR AL PRI SR )45 52 . PASSED. DELAYED, REJECTED. DELAYED DRY_ RUN B{ REJECTED DRY_ RUN
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Log

ZHES R ER T ANFKRHE,
TESRTEAFESE SR location BIESRHE, WIERTETE RACTIAE & 4 T NEEE R, WATRES A location

Z<|EJO

B E B

log_format compression '$remote_addr - $remote_user [$time_local] '

'"$request" $status $bytes_sent '
'"$http_referer" "$http_user_agent" "$gzip_ratio"';

access_log /spool/logs/angie-access.log compression buffer=32k;

B
access__log
=27 access_log path [format [buffer=size] [gzip|=level]] [flush=time] [if=condition]];
access_log off;
ENIN access_log logs/access.log combined; (BEIZEURT --http-log-path FHEEIE
150
T http, server, location, if in location, limit_ except

W HE path, format MM HES ANWECE, °IDER BB LIEEZ PMHE, BdERE IS
HEE “syslog:” B4R, A DABCE HEICRE sysloge FFRME off BUH M ETHA ERIFTE access log 8%
WERARFEEM, NWERTE B "combined” F53K,

GUERFER T buffer BY gzip %L, WI'H A HERHE&,

2\
oA A )

R X KNS B SAFRIR 75 AR KT FreeBSD, IXPMAR/INETEIRAT,

JERZ, BiRHRE A
o WRPATHENESGRMIX;
o WIREMNEIELL fush SEEEE B EIH;
o HTAEBRRENT T HES I SR,
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IREERT gzip Z8L, MRMEBIRISET NS Z BT ES, BP0 DORELE 1¢ (R, S50
B o9 (18, EAERE) ZH, BUANENT, ZMXKNN 64K 57, E4EF0IREN 1. BT
B2 DR 7 HpO I s T R 4610, BRI HESCAFa] DABERNE “zcat” R IE4E SRR,

Bl

access_log /path/to/log.gz combined gzip flush=b5m;

O H#E
BUH gzip 46 LAF, Angie MAUEM zlib FEMIE,

PR P DA SRR, HIEEH A — R
o A TERERAH T NOIZEAEE SIS HAER B A S SRR ;
o RIMNHNTCRL;

o BIRHEGAN, XHEBA T, A1, BT A] AR F B SRR T R e 2 A7,
R TE open. log file cache 62 valid ZEFEEMINBAN, 5 AIHXHFIAR DAUESE;

o ERRHES AN, MEERIREREEEE, WRANEE, WALEAE, Kk, SAFER—
Bl B EFHEE root Mlaccess log:

server {
root /spool/vhost/data/$host;
access_log /spool/vhost/logs/$host;

if 2B HEICT, MRFZFHHESEERN 707 B FRFEH, WEREARSHICTR, £ AT REIH,
M ARES N 2xx A 3xx FYIE KBS IS

map $status $loggable {
~~[23] O0;
default 1;

}

access_log /path/to/access.log combined if=$loggable;

log__format

[E2FS log_format name [escape=default | json | none] string ...;
2RIN log_format combined "...";

X http

farE HEs =,

3.2. &I, &% 151




*web
server
FAPFiEE, IRE 1.9.0

escape ZHIFIXE json B( default FRIEFHIFRTFE X, BAAFH default ¥, none [HEEHF:
o

XTF default ¥ X, FF77, 7\7 MIHMME/NT 32 BURT 126 HIFFPRFHEL SON\xXX 7, AIRAERE]
LERE, NWRICR—NEFR-7,

T json ¥, FTATE JSON FAFERADAVFHIFRPREL S 05777 FI7\ 7 88 SO\ FI7\\ 7,
{E/J\:‘F 32 E(J?ﬁ%ﬁziﬁ)‘(%n\nn‘ ”\I‘"\ ”\t”\ vv\bn\ ”\f” ﬁn\uooxxwo

RIEBIE PGS T B A RIS sent_http_, {4l $sent_http_content_range.,

AL B IGZEETIE X combined &7

log_format combined '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '

'"$http_referer" "$http_user_agent"';

open__log_ file_cache

B open_log_file_cache max=N [inactive=time| [min_uses=N] [valid=time];

open_log_file_cache off;

EN open_log_file_cache off;
EFx http, server, location

DR, AT RS ZREARIIEEH HSR IR, miELBEU NS

max R BEEFHREIRMIRAREE,; REFCH, WAHRLE/MER (LRU)
R

inactive W ETE I NI E i 0) 2 J5 R AZ IR TR AR R]; BRIAEN 10 7

min_uses BT inactive ZE0E X IR SCEEE B SR/NREL, DAELLR T ER
LREFFTHF; BRIAMEN 1

valid WEEIN FERE R EATFEH A HERSIR; BOAER 60 #)

of f HHZET

e 7R ) -

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;
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Map

AR O ) A B R AR T A 2R R EL

B E B

map $http_host $name {

hostnames;

default 0;

example.com ilg
*.example.com 1;
example.org  2;
*.example.org 2;
.example.net 3;

wap. * 4,

map $http_user_agent $mobile {

default 0;
"~Opera Mini" 1;
¥
ES
map
X map string $variable { ... }
EININ —
HSl5"4 http

QR HERRTE NS, WSBEVHERIN TSRS, flan:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {

default "foobar_value";

J

XH, AP & $new_variable MIEHIN N E $vart Ml $var2 K, BE EIXEEAS B A @ WIS {5 F Bk
NI

3.2. &S|, &% 153



*web
server
FAPFiEE, IRE 1.9.0

O ik
TR A NSO, RIEMERARERN “map” ZRUARGTERCBEINEIMNI AR,

map PAAHISEEEE IREMETREZ A
JRAE AT DAV 5 BR e E N FRIE e
FAFHILACH RS RN

IEMIFRIRZAN LA~ FFSIF 3k DA T IX 0 AR/ NE HIDLAS, 80 P~ FF ST L U T A X 0 RN E I PT
Bio IEMFOAAR DA S an A f A BER, /5 nl AEH AR & 545 R A R R,

GRIRMES N ERIRRIRIR SR —ILEE, WP FFE AT,
SERERTDEE R, ZRLHAS,
SR N RIR SR

default value WSRIF(E S 16 E R REANILEE, NMRRBESERE, YARIEE defoult B, 2R
INGERE R,

hostnames FoNTRAE AT DUR A BT SREE S B EAL%. SENTEEYR 2 e
TEo

B,

*.example.com 1;

example. * ilg

AR PINIE SR

example.com ilg

*.example.com 1;

A AEFH N

.example.com 1;

include file BE—IESERX. ATEZIMEE,
volatile FRZZE BRI,

WERPFES Z a7 RIS, FlaniERS Al E N FIARERVLAD, HIERFEE —DICE IR, RoeFan
T

1. ARSI AT B E
2. WARISIEBIN R KT EME, Bl * ezample.com”
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3. WHRREMIRKFITERE, BN mail. *
4. B DICECAYIENZRIA GEAERLE SRR B )
5. BRINME (default)

map__hash_bucket_size

BiE map_hash_bucket_size size;
RN map_hash_bucket_size 32|64]128;
Hol94 http

& Emap LEBTRIEA N BINERR T ABEERIRFT AN, RERRE G EES I,

map__hash_max_size

181 map_hash_max_size size;
BRI map_hash_max_size 2048;
TR http

BB map ZEBTHRIEAKRD. RERRRITEAEEIES LA,

Memcached

BAEHLF F M memcached ARSSBFIRENN., FELE Smemcached key ZE R E, TN N IZIEIT AN
SN memcached A,

B E B

server {
location / {
set $memcached_key "$uri?$args";
memcached_pass host:11211;
error_page 404 502 504 = @fallback;

location @fallback {
proxy_pass http://backend;
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B2

memcached_bind

Bk memcached_bind address [transparent]| | off;
EINME —
X http, server, location

f#%] memcached RS eSMIANG TR NG E A TP Hikik & &, WE &0, SEEDESTE,
FRokME off BUMM E—RECE AT memcached bind F82WIRE, XARFRG HBHECAR TP Hikk
A o

transparent ST E| memcached ARFAFFIINGIERR WNAEAM TP kb &S, Hlan, M Ui E L
IP Huhb & :

memcached_bind $remote_addr transparent;

H T ENESEAER EE B DU ABRIZIT Angie TAE#FEE Linux b 413R$5%E T transparent
28, WIATFEMRE, Ry TIEHEMNTEHRAERK CAP_NET RAW #HeJl,

O HE
WAFTEE B N B 2R AR OR B memcached ARSS2SHY 4% 7 & o

memcached_buffer_size

BiE memcached_buffer_size size;
BRINE memcached_buffer_size 4k|8k;
kR http, server, location

BT B memcached RSFERFEWCE NN EE —H8 0 BIZR P IX KN, WIS —FEREI R R 20 150540
& it

memcached__connect__timeout

Bk memcached_connect_timeout time;
PRINE memcached_connect_timeout 60s;
X http, server, location

& X5 memcached IR55 aSEIERATEN R, TEETFHR, BN EIER SREET 75 7.
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memcached_gzip_ flag

[F22S memcached_gzip_flag flag;
HME —
Hol5"4 http, server, location

JE A memcached ARSS &M R FHAIFRAE, FFEFRE B INREE B K ) ” Content-Encoding” FEIXE
jgwgzipwo

memcached_next__upstream

=275 memcached_next_upstream error | timeout | invalid_response | not_found | off
s

FINE memcached_next_upstream error timeout;

EFx http, server, location

FREAEMRME L R IER AL I8 LA ey — M IRSS 35

error TES ARG AR, AR T SR B ISRHR B Sk N &2 £ R
timeout TEGARSS aF LR, ARIETH SR SR EUA B SN 2 A N
invalid_response AR 55 28R (5] 23 BT R A B ;

not_found TEARSS o L ARIRE ALY ;

off Sk E#ELS T — MRS AR

O ik

RAC(E, HATEMARAE OB EAAER, ARERIEREES N — MRS, HHtE, WRLE
M 7 (& i R v R AR SR BRI, TR MRR,

ZAGRIETE X T 5IRS5 SRIBERI AN 20K AR,

error  timeout EERHMANAMIIZIA, RMEENIRIESEL HIEE
invalid_response

not_found MAR A BT 22150

REEREBL N — MRS a0 2 AT DO 2 18 A fa) A TRRA
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memcached__next__upstream_timeout

Bk memcached_next_upstream_timeout time;
FINE memcached_next_upstream_timeout O;
Hol5"4 http, server, location

BRAIE R AT AMEIEE] 1 IS5 AN E]

0 KA I RR ]

memcached_next__upstream__tries

Bk memcached_next_upstream_tries number;
FINE memcached_next_upstream_tries O;
Hol9"4 http, server, location

BRAINERAZIEEN N IRFAFHIZIREL

0 KA IEERR ]

memcached__pass

7227 memcached_pass uri;
LN e —
T location, if in location

5 E memcached ARSFasHisl, Mk n] DAFEE A B 1P #idl, DA mI

memcached_pass localhost:11211;

B FHEE N UNIX HEETRE:

memcached_pass unix:/tmp/memcached.socket;

J

QR DIRA TN Z D HE, BT DARRIE TSN, ehh, sbaikn] DA 55 dd. AR,

TIAREN BAREIm ; MHR, NOMHNEE MRS & 2 BIFEE R o
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memcached__read_timeout

Bk memcached_read_timeout time;
FINE memcached_read_timeout 60s;
Hol5"4 http, server, location

& XM memcached JIRS5 a1 S FRIEEIN I ] o A8 NN [RIUAE P REESRIRBURE 2 [RIR B, A ZRA T
FEAMA R (L%, AR memcached MRS5S AR TELLIN RN A ERIEMINE, WEZERMAL,

memcached_send_timeout

181 memcached_send_timeout time;
LOWINIED memcached_send_timeout 60s;
TR http, server, location

KA memcached XSS S HIIE K ATEEIN N H], @RI RUEPIRES S ARIEZ AN E, MARHT
BEATERIIE R, AR memcached ARSFARTELLIN AIABARIRENIEMNE, NERRE KA,

memcached_socket__keepalive

B memcached_socket_keepalive on | off;
FINE memcached_socket_keepalive off;
Holi9"4 http, server, location

AL E 2| memcached ARZ5 2SN IERZRI"TCP keepalive” 174,

e BINTEN T, BERSGIKENERTZEN,
on NEEFFTHF SO KEEPALIVE EBHEFIED,

REXE

$memcached_key

TE XM memcached AR S5 as 3R B N (15,

3.2. &S|, &% 159



*web
server
FAPFiEE, IRE 1.9.0

Mirror

PR O 5 B BB T IE SRRSO TR RV, W B8 7 TE K AW R A 4 R

B E B

location / {
mirror /mirror;

proxy_pass http://backend;

location = /mirror {
internal;

proxy_pass http://test_backend$request_uri;

Y

mirror

=275 mirror uri | off;
EINE mirror off;
o4 http, server, location

RBEFIGTHR R REIREIN URL n] AR —RECE T 2 DA,

mirror_request__body

JF22FS mirror_request_body on | off;
FINE mirror_request_body on;
HSl5"4 http, server, location

FERE PSRRI R, 8 N, &P s SRR E QIR BHE - 18 R Z B BIREL, EIXFEILT,
Hprozy request buffering.fastcgirequest buffering.scgi_request buffering Mluwsgi _request_buffering

TR B ERARGR MR P A SRR BLR EE AT

location / {
mirror /mirror;
mirror_request_body 8

proxy_pass http://backend;
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location = /mirror {
internal;
proxy_pass http://log_backend;
proxy_pass_request_body
proxy_set_header Content-Length ""

proxy_set_header X-Original-URI $request_uri;

MP4

ZRH MP4 SRR GHA IR S5 A X Ff IXBEFIEH A mpd. .mdv 8.mda XHY B,
M MRS RS, IZAERBOA AR, MBI --with-http_mp4_module MIENEIS T,
R B BRI CENRIFEMBG S, ZERE R SERET,

DHIRIEA S A R AR A VA TR, #EMERMAIRSS a8 & & — D HTTP 5K, HRPEEER TR
SEREITHER TR (a8 an 408 start, BACAFD), ARSSERIIEIN DARE IS AA (7 BN BT I5 R A fA], fin:

http://example.com/elephants dream.mp4?start=238.88
XAVHEALER A TRENL S 4k, SO B Al DT AR

NTXHEFE, BT H.264 BFIRSKAERTBER “moov atom” HEETTEIE, BRI —Es, BE%
PARIRGUE R

NTIHEREIR, Biles B eiR Ut e, XRELRIE N start=0 SEAVRIRIE SRR TERA.
VP2t R TR A B SRR, 1200 T Oh R AR Ul A EARRY, ROV SR IR ER A E T 4a T
AT NEEEN S ANFTTEARAL TSRSk, AT Angie SRUE, RFEIHARIEXFARRIRT, 1R
TEEHEN T XAFRIRE, Angie DUSEHCRENSCAFF MR — DHTHIR, DMETBIRERAEE 2 AT, X
e—2 CPU, WAFAIMAEL 1/0 BIJTH, RIRRAAHRAT e RS DUEATIhREUA, A2k Angie
FEER N IZAERTIE K _EARAAT IR A

IEPIESCRF HTTP 16K end S8, BSHIREFIKHIZE RN, end ZEATLLS start ZE—EEE,
tA] DA -

http://example.com/elephants dream.mp4?start=238.88&end=>555.55

MNTEEEE start 5 end SEIWILELIER, Angie M AP EOTEIE, W& KIS ETEE R,
HRHZRBE P, X5 LR ERRITH AR,

G2 start ZEERFEARCHEAIAN, WAREIT LG SR, 0T ORI, A DAE start M2
RTINS M AR AT TR AR PR Rl Il X LEMURE I3 2 BB 87 R MRB I REeR

GURIEECIE R AR start 1 end 28, WIIRATTH, SRR EHENFSRIEAR, —ERflEt
XFRFFIEETE R, AR,
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2\
oA A )

GRIRZBIEA T =77/ mp4 B, I ROR AR,

X FLV SXfF, 3686 7RO REASI R LYV,

B ERB

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive 3

B

mp4

B mp4;
ENIN —
ETrx location

TEJE AL B S P AR AL B

mp4_buffer_size

181 mp4_buffer_size size;
A mp4_buffer_size 512K;
X http, server, location

IREHTALHE MP4 SXPFRIZIMIX IHIER N,

3.2. &5l &%

162




*web
server
FAPFiEE, IRE 1.9.0

mp4__max_buffer_size

Bk mp4_max_buffer_size size;
ENIN mp4_max_buffer_size 10M;
Hol5"4 http, server, location

FETCRURALER], ATREFR Z B RAIZRIM X, HOUNMMSEEEEAR/D, S0 Angie ¥53R[E] 500 (PIERAR
SanitiR) MRSSatRiR, FHICRLAMHE:

7/ some/ movie/ filempd” mp4 moov atom KK: 12583268, & F]HE T = G N

mp4 _max_ buffer_size

mp4_limit_rate

=275 mp4_limit_rate on | off | factor;
EONN mp4_limit_rate off;
T http, server, location

XHERIY MP4 SUPFRIFAR TR IR, B RRRE, ¥ factor FELISHFRI T HRFR,
o off {EZEFIIHERERM,
« on fHIZHE factor 7 1.1,
o BRHITEIRZIHmps limit rate after WERMESG N,

TR B TIR R . R IR TN, S5 FOERBIME. R, FIBEH imit_conn F
BERE 2

mp4__limit__rate_after

Bk mp4_limit_rate_after time;
2RIN mp4_limit_rate_after 60s;
4 http, server, location

B (DU R v ERn) Rr A &M mps limit rate BEEREARERH,
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mp4_start_key_ frame

Bk mp4_start_key_frame on | off;
ENIN mp4_start_key_frame off;
Hol5"4 http, server, location

it il i L AT AG 22 DASC SRR 46, ANSRITIES BRI SSHEM, WIRIEMURAE mpd JniE 71 2R,
YR FR 2 B T BRI AR AN YA 1USZ £, 40 Chrome, Safari, QuickTime 1 ffmpeg, Firefox #5

Fo

Perl

YA TAE Perl HSCEIN B EACEAY, F06 Perl AR AZI SSI H,
M NIRRT R, IZAEEBRIAN A, MOE --with-http_perl_module FENEIN)S .

FEBATRRRS R, ZAE U BhASH I E N — DN angie-module-perl B angie-pro-module-perl
B SRAR PE EL PR 3L

O HE
IR TR Perl iiA 5.6.1 BRESRA, C GiiRdsii S5 H THIE Perl M9 1IEERFHA,

E #0ia) =&

ZRHUR SRR R, (R E T B EXR,

M TAE Perl e R E I AT R S EOL OB, A -Dusemilviplicity=yes
-Dusethreads=yes SHMHE, L4, N TR Perl FEIBTTRIANTFMNE, NEH -Dusemymalloc=no
SHOHITIIE, ERECTHE Perl HXESERE CRBIMREE T HILE), 1H1B1T:

$ perl -V:usemultiplicity -V:usemymalloc |br|
usemultiplicity='define'; |br|

usemymalloc='n';

BERE, EMEHAB -Dusemultiplicity=yes B{ -Dusethreads=yes S EHE Perl j5, Fra i
il Perl P A EFTE—TA A S5#HHY Perl 3874,

TN TR R NMEFREFILE G AT RER I K, RN REIAIHEZAAVN, A IEA
BRI TSCERIIE I B RSN T2 R

3 Perl BEEPUT I RNSITHRIERS, GIANARAATIERS, ERERIH AR RS deal & B %, 1 BCes XA T
TERRI MR SR A B, [Rit, BT BA AT B AT T (R0, BN mIA S
Rt
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B E B

http {

perl_modules perl/lib;

perl_require hello.pm;
perl_set $msie6 '
sub {

my $r = shift;

my $ua = $r->header_in("User-Agent");

return "" if $ua =~ /Opera/;
return "1" if $ua =~ / MSIE [6-9]\.\d+/;
return "";
}
1.
server {

location / {

perl hello::handler;

perl/lib/hello.pm FEHR:

package hello;

use nginx;

sub handler {
my $r = shift;

$r->send_http_header ("text/html");

return 0K if $r->header_only;
$r->print ("hello!\n<br/>");
if (-f $r->filename or -d _) {

$r->print ($r->uri, " exists!\n");

return 0K;
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Bk
LN
ol 94

perl module :: function | ’sub { ... }’;

location, limit_ except

NETEN BIRE— Perl AP,

perl_modules

IR
ENN
B

perl_modules path;

http

A Perl BHUL BENYMNEIZ,

perl_require

2FS
EINN
B

perl_require module;

http

T SCRAE RO HTIC BN I IR ZFR, AT LAMEAEZ D perl_require 6%,

perl_set
HIX perl_set $variable module :: function | ’sub { ... };
ENN =
EFx http

NIEEZ B LA — Perl AP,
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M SSI iFAHA Perl

VM Perl B9 SSI i B DA R

<!--# perl sub="module::function" arg="parameterl" arg="parameter2" ...

-—>

$r ERMRFE

$r->args

RENE RS

$r->filename

IR[A 5 155K URL AR SCHE 4,

$r->has_request_body (handler)

ARG R P BEA TR, WHRE 0, GHRA K, WOYIERIZEEERCHEESIHRE 1, ERBIERERG,
Angie ¥HHFEERAL RS, HEE, OB A5 I 7T & E@, RHl:

package hello;

use nginx;

sub handler {
my $r = shift;

if ($r->request_method ne "POST") {

return DECLINED;

if ($r->has_request_body(\&post)) {

return 0K;

return HTTP_BAD_REQUEST;

sub post {

my $r = shift;

$r->send_http_header;
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$r->print ("request_body: \"", $r->request_body, "\"<br/>");
$r->print ("request_body_file: \"", $r->request_body_file, "\"<br/>\n");

return 0K;

_END__

$r->allow_ranges

JE P 52 3R M oz A {6 FH = T 5 Fe

$r->discard_request_body

{878 Angie EFTER IR,

$r->header_in (field)

IR [EIEE 2 i KSR BRI ME.

$r->header_only

B T2 17 TN A R Wi o7 B (S ST A IR B 2 i

$r->header_out (field, value)

FE e RSk B E —ME

$r->internal_redirect (uri)

XHRER uri HEATNEREEA, SEPREEMTE Perl ALBEFHUTEMUG L, &%IT IR E L URI, I
XFFEEME A,

3.2. &S|, &% 168




*web
server
FAPFiEE, IRE 1.9.0

$r->log_error (errno, message)

BHEEMHES Nerror_loge WIR: errno IEZ, FEIRICAD N HAR R INEE 2,

$r->print (text, ...)

KR LB LA Ui

$r->request_body

W% P iiE SR EAREARE AR S, MR EIZ P iR E 08K, 8 THRE P inig sk FRENES, B
KANRLEIL client max body size R, FFFEH client body  buffer size B RIBIIRHIX KN,

$r->request_body_file

IR AL &% P i SR BRI SRR, s, NMERIZ S, BIHKRBIEREERE A, NG
H client _body_in_file_onlys,

$r->request_method

IREIE P iE sk HTTP 7515,

$r->remote_addr

IR [E] 7 o TP Mk,

$r->flush

N7 RIVREBE & IR 287 F Ui

$r->sendfile (name [, offset [, length ]])

Refae XIFN B RIRG T P, kS EdEE BIRERMBIOIG RS BN, KIRBURERITE Perl A2
aerE R & A
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$r->send_http_header ([type])

WM B Sk A IREA R P i, AERZRBISEOR B Content-Type” MR Sk FEBE, RE NS FRFEE, W
FEARKIE”Content-Type” SkFEL,

$r->status (code)

[Ea=ULINARN TN

$r->sleep (milliseconds, handler)

WEIEEAEES, HETEER EAEIEIE R, AR, Angie 2RE0PHHEAMIE K, EFEE R AZ2
)5, Angie FE MRS, ETER, ACEEESREN DAG I H 77 AR IE, 8 TR SIS AR,
MAEF $r->variable()s 7~

package hello;

use nginx;

sub handler {
my $r = shift;

$r->discard_request_body;
$r->variable("var", "OK");
$r->sleep (1000, \&next);
return 0OK;

sub next {

my $r = shift;

$r->send_http_header;

$r->print ($r->variable("var"));

return 0K;
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$r->unescape (text)

RS P % XX FEImpS I AR,

$r->uri

IR[ETER URL,

$r->variable (name [, value |)

RIS BT LR AE, RN DEREE A,

Prometheus

WEE Angie metrics, fERBLEE VBN, LA Prometheus RUR A AR A R EIFERR.

A TR
FURERIXEEAENR, BRI YA B RS DU R 8 R = X
. Tfhttpiupstream E‘Zstreamﬁupstream I zone 545

o fEHMstatus zone ¥85;

o fEresolver 8L H{#H status_zone 24K,

EERH

=MEPRIERIRSS s N XISRTIE R GUHER, &3] custom BitH, JFFE /pss #F:

http {

prometheus_template custom {
'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$

type=counter;

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge;

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$

type=counter;
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# .
server {
listen 80;
location =/p8s {
prometheus custom;
}
# .
}

_Angkaii"ﬁ\*bffﬂq prometheus_all.conf 5Z##, ﬁ§31374455?§ﬁHH@?§$ﬁ,

X#HAE (Angie)

FITE a1l #ifR:

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connectiomns.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge

'help=The current number of active client connections.';

angie_connections_idle $p8s_value
path=/connections/idle
type=gauge

'help=The current number of idle client connections.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+)/pages/used$
type=gauge

'help=The number of currently used memory pages in a slab zone.';
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'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["~/]+)/pages/free$
type=gauge

'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+) /used$
type=gauge

'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/([~/]1+)/slots/(["/]1+)/free$
type=gauge

'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slab

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/]+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1" ,type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/queries/(["/]1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zone.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zonme.';

'angie_resolvers_responses{zone="$1",status="$2"}' $p8s_value
path=~"/resolvers/(["/]+)/responses/(["/1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zone.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value

path=~"/http/server_zones/([~/]+)/ssl/handshaked$
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type=counter

'help=The total number of successful SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zone.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zonme.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zone.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/server_zones/([~/]1+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zone.';

'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zone.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
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path=~"/http/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zonme.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP location zone without,

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zone.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zone.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP location zone.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—or 4 - recovering.';

'angie_http_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/([~/]+)/selected/current$
type=gauge
'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value

path=~"/http/upstreams/([~/]+) /peers/([~/]1+)/selected/total$
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type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/1+)/peers/(["/]1+)/responses/(["/1+)$
type=counter
'help=The number of responses with a specific status received from an upstream peer in

< "HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
—"HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "HTTP" became "unavailable" due to

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]1+)/health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was '"unavailable".';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge

'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value

path=~"/http/caches/(["/1+)/(["/]1+)/responses$
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type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/1+)/bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]1+)/size$
type=gauge

'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

'angie_http_caches_shards_size{zone="$1",path="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/shards/(["/]1+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cachey,

—zone. ';

'angie_http_limit_conns{zone="$1",status="$2"}' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value

3.2. &3], &% 177




*web
server
APisr, & 1.9.0

path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/processing$
type=gauge
'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/([~/1+)/sessions/(["/1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';
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'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}' $p8st_all ups_state
path=~"/stream/upstreams/([~/]1+)/peers/(["/1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

— or 4 - recovering.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/selected/current$
type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/total$

type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/([~/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1" ,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}' $p8s_value
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path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due toy,

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".

map $p8s_value $p8st_all_ups_state {
volatile;
"up" 1
"down" 2
"unavailable" 3;
"recovering" 4
"unhealthy" 5
"checking" 6;
# "draining" 7
"busy" 8;
default 0;

X#AE (Angie PRO)

prometheus_template all {

angie_connections_accepted $p8s_value
path=/connections/accepted
type=counter

'help=The total number of accepted client connectiomns.';

angie_connections_dropped $p8s_value
path=/connections/dropped
type=counter

'help=The total number of dropped client connectioms.';

angie_connections_active $p8s_value
path=/connections/active
type=gauge

'help=The current number of active client connectioms.';

angie_connections_idle $p8s_value
path=/connections/idle

type=gauge
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'help=The current number of idle client connectioms.';

'angie_slabs_pages_used{zone="$1"}' $p8s_value
path=~"/slabs/([~/]1+) /pages/used$

type=gauge
'help=The number of currently used memory pages in a slab zone.';

'angie_slabs_pages_free{zone="$1"}' $p8s_value
path=~"/slabs/(["/]+) /pages/free$
type=gauge
'help=The number of currently free memory pages in a slab zone.';

'angie_slabs_pages_slots_used{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+) /used$

type=gauge
'help=The number of currently used memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_free{zone="$1",size="$2"}"' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/free$
type=gauge
'help=The number of currently free memory slots of a specific size in a slab zone.';

'angie_slabs_pages_slots_reqs{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/reqs$
type=counter
'help=The total number of attempts to allocate a memory slot of a specific size in a slaby

—zone.';

'angie_slabs_pages_slots_fails{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]+)/slots/(["/]1+)/fails$
type=counter
'help=The number of unsuccessful attempts to allocate a memory slot of a specific size iny

—a slab zone.';

'angie_resolvers_queries{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/(["/]+)/queries/(["/1+)$
type=counter

'help=The number of queries of a specific type to resolve in a resolver zomne.';

'angie_resolvers_sent{zone="$1",type="$2"}"' $p8s_value
path=~"/resolvers/([~/]1+)/sent/(["/]1+)$
type=counter

'help=The number of sent DNS queries of a specific type to resolve in a resolver zome.';

'angie_resolvers_responses{zone="$1",status="$2"}"' $p8s_value
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path=~"/resolvers/(["/]+)/responses/(["/]1+)$
type=counter

'help=The number of resolution results with a specific status in a resolver zomne.';

'angie_http_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in an HTTP server zome.';

'angie_http_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]1+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in an HTTP server zonme.';

'angie_http_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]1+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in an HTTP server zomne.';

'angie_http_server_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/total$
type=counter

'help=The total number of client requests received in an HTTP server zomne.';

'angie_http_server_zones_requests_processing{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/requests/processing$
type=gauge
'help=The number of client requests currently being processed in an HTTP server zone.';

'angie_http_server_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/requests/discarded$
type=counter
'help=The total number of client requests completed in an HTTP server zone without sending,

—a response.';

'angie_http_server_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/server_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP server zome.';
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'angie_http_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP server zome.';

'angie_http_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/server_zones/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in an HTTP server zomne.';

'angie_http_location_zones_requests_total{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]1+)/requests/total$
type=counter

'help=The total number of client requests in an HTTP location zone.';

'angie_http_location_zones_requests_discarded{zone="$1"}' $p8s_value
path=~"/http/location_zones/(["/]+)/requests/discarded$
type=counter

'help=The total number of client requests completed in an HTTP location zone without

—sending a response.';

'angie_http_location_zones_responses{zone="$1",code="$2"}"' $p8s_value
path=~"/http/location_zones/([~/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status in an HTTP location zomne.';

'angie_http_location_zones_data_received{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in an HTTP location zome.';

'angie_http_location_zones_data_sent{zone="$1"}' $p8s_value
path=~"/http/location_zones/([~/]+)/data/sent$

type=counter

'help=The total number of bytes sent to clients in an HTTP location zonme.';

'angie_http_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=~"/http/upstreams/([~/]1+) /peers/(["/]+) /backup$
type=gauge
'help=The HTTP upstream peer backup group level.';

'angie_http_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
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path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/state$
type=gauge
'help=The current state of an upstream peer in "HTTP": 1 - up, 2 - down, 3 - unavailable,

—4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_http_upstreams_peers_selected_current{upstream="$1" ,peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/selected/current$
type=gauge

'help=The number of requests currently being processed by an upstream peer in "HTTP".';

'angie_http_upstreams_peers_selected_total{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]1+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "HTTP".';

'angie_http_upstreams_peers_responses{upstream="$1",,peer="$2",code="$3"}"' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/responses/(["/]1+)$
type=counter

'help=The number of responses with a specific status received from an upstream peer in
<"HTTP".';

'angie_http_upstreams_peers_data_sent{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "HTTP".';

'angie_http_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "HTTP".';

'angie_http_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in
< "HTTP".';

'angie_http_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]1+) /peers/(["/]+)/health/unavailable$
type=counter

'help=The number of times when an upstream peer in "HTTP" became "unavailable" due toy

—reaching the max_fails limit.';

'angie_http_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
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path=~"/http/upstreams/([~/]+) /peers/(["/]+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "HTTP" was "unavailable".';

'angie_http_upstreams_peers_health_header_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+)/peers/(["/]1+) /health/header_time$
type=gauge
'help=Average time (in milliseconds) to receive the response headers from an upstream peery

—in "HTTP".';

'angie_http_upstreams_peers_health_response_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]+) /health/response_time$
type=gauge
'help=Average time (in milliseconds) to receive the complete response from an upstream

—peer in "HTTP".';

'angie_http_upstreams_peers_health_probes_count{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/]+) /health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_http_upstreams_peers_health_probes_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/http/upstreams/([~/]+) /peers/([~/1+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

'angie_http_upstreams_keepalive{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /keepalive$
type=gauge

'help=The number of currently cached keepalive connections for an HTTP upstream.';

'angie_http_upstreams_backup_switch_active{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /backup_switch/active$
type=gauge
'help=The currently active HTTP upstream servers backup group level.';

'angie_http_upstreams_queue_queued{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/queued$
type=counter

'help=The total number of queued requests for an HTTP upstream.';

'angie_http_upstreams_queue_waiting{upstream="$1"}' $p8s_value
path=~"/http/upstreams/(["/]+)/queue/waiting$
type=gauge
'help=The number of requests currently waiting in an HTTP upstream queue.';
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'angie_http_upstreams_queue_dropped{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+)/queue/dropped$
type=counter
'help=The total number of requests dropped from an HTTP upstream queue because the client

—had prematurely closed the connection.';

'angie_http_upstreams_queue_timedout{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]+) /queue/timedout$
type=counter

'help=The total number of requests timed out from an HTTP upstream queue.';

'angie_http_upstreams_queue_overflows{upstream="$1"}' $p8s_value
path=~"/http/upstreams/([~/]1+)/queue/overflows$
type=counter
'help=The total number of requests rejected by an HTTP upstream queue because the size,

—1limit had been reached.';

'angie_http_caches_responses{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+)/responses$
type=counter
'help=The total number of responses processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_bytes{zone="$1",status="$2"}"' $p8s_value
path=~"/http/caches/(["/1+)/(["/]1+) /bytes$
type=counter
'help=The total number of bytes processed in an HTTP cache zone with a specific cachey

—status.';

'angie_http_caches_responses_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/([~/1+)/(["/]1+)/responses_written$
type=counter
'help=The total number of responses written to an HTTP cache zone with a specific cache

—status.';

'angie_http_caches_bytes_written{zone="$1",status="$2"}' $p8s_value
path=~"/http/caches/(["/1+)/(["/1+)/bytes_written$
type=counter

'help=The total number of bytes written to an HTTP cache zone with a specific cache status.

'angie_http_caches_size{zone="$1"}' $p8s_value
path=~"/http/caches/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in an HTTP cache zone.';

3.2. &3], &% 186




*web
server
APisr, & 1.9.0

'angie_http_caches_shards_size{zone="$1",path="$2"}"' $p8s_value
path=~"/http/caches/(["/]1+)/shards/(["/]+)/size$
type=gauge
'help=The current size (in bytes) of cached responses in a shard path of an HTTP cache,

—zone.';

'angie_http_limit_conns{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_conns/([~/1+)/(["/1+)$
type=counter

'help=The number of requests processed by an HTTP limit_conn zone with a specific result.';

'angie_http_limit_reqs{zone="$1",status="$2"}"' $p8s_value
path=~"/http/limit_reqs/([~/1+)/(["/1+H)$
type=counter

'help=The number of requests processed by an HTTP limit_reqs zone with a specific result.';

'angie_stream_server_zones_ssl_handshaked{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/handshaked$
type=counter

'help=The total number of successful SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_reuses{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/reuses$
type=counter

'help=The total number of session reuses during SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_timedout{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/timedout$
type=counter

'help=The total number of timed-out SSL handshakes in a stream server zone.';

'angie_stream_server_zones_ssl_failed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/ssl/failed$
type=counter

'help=The total number of failed SSL handshakes in a stream server zone.';

'angie_stream_server_zones_connections_total{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/total$
type=counter

'help=The total number of client connections received in a stream server zone.';

'angie_stream_server_zones_connections_processing{zone="$1"}' $p8s_value

path=~"/stream/server_zones/([~/]+)/connections/processing$
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type=gauge

'help=The number of client connections currently being processed in a stream server zone.';

'angie_stream_server_zones_connections_discarded{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/discarded$
type=counter
'help=The total number of client connections completed in a stream server zone without,

—establishing a session.';

'angie_stream_server_zones_connections_passed{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/connections/passed$
type=counter
'help=The total number of client connections in a stream server zone passed for handling,

—to a different listening socket.';

'angie_stream_server_zones_sessions{zone="$1",status="$2"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/sessions/(["/]1+)$
type=counter

'help=The number of sessions finished with a specific status in a stream server zone.';

'angie_stream_server_zones_data_received{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/received$
type=counter

'help=The total number of bytes received from clients in a stream server zone.';

'angie_stream_server_zones_data_sent{zone="$1"}' $p8s_value
path=~"/stream/server_zones/([~/]+)/data/sent$
type=counter

'help=The total number of bytes sent to clients in a stream server zone.';

'angie_stream_upstreams_peers_backup{upstream="$1",peer="$2"}"' $p8st_all_ups_backup
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+) /backup$
type=gauge
'help=The "stream" upstream peer backup group level.';

'angie_stream_upstreams_peers_state{upstream="$1",peer="$2"}"' $p8st_all_ups_state
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/state$
type=gauge
'help=The current state of an upstream peer in "stream": 1 - up, 2 - down, 3 - unavailable,

< 4 - recovering, 5 - unhealthy, 6 - checking, or 7 - draining.';

'angie_stream_upstreams_peers_selected_current{upstream="$1",peer="$2"}' $p8s_value

path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/selected/current$
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type=gauge

'help=The number of sessions currently being processed by an upstream peer in "stream".';

'angie_stream_upstreams_peers_selected_total{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/selected/total$
type=counter

'help=The total number of attempts to use an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_sent{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+)/data/sent$
type=counter

'help=The total number of bytes sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/received$
type=counter

'help=The total number of bytes received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_sent{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_sent$
type=counter

'help=The total number of packets sent to an upstream peer in "stream".';

'angie_stream_upstreams_peers_data_pkt_received{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/data/pkt_received$
type=counter

'help=The total number of packets received from an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_fails{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/fails$
type=counter
'help=The total number of unsuccessful attempts to communicate with an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_unavailable{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+) /health/unavailable$
type=counter
'help=The number of times when an upstream peer in "stream" became "unavailable" due to

—reaching the max_fails limit.';

'angie_stream_upstreams_peers_health_downtime{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]1+) /health/downtime$
type=counter

'help=The total time (in milliseconds) that an upstream peer in "stream" was "unavailable".
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'angie_stream_upstreams_peers_health_connect_time{upstream="$1",peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+)/health/connect_time$

type=gauge
'help=Average time (in milliseconds) to connect to an upstream peer in "stream".';

'angie_stream_upstreams_peers_health_first_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]1+) /peers/(["/]+)/health/first_byte_time$
type=gauge
'help=Average time (in milliseconds) to receive the first byte from an upstream peer in

—"stream".';

'angie_stream_upstreams_peers_health_last_byte_time{upstream="$1",peer="$2"}"' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/last_byte_time$
type=gauge
'help=Average time (in milliseconds) of the whole communication session with an upstream;

—peer in "stream".';

'angie_stream_upstreams_peers_health_probes_count{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]1+)/peers/([~/1+)/health/probes/count$
type=counter

'help=The total number of probes for this peer.';

'angie_stream_upstreams_peers_health_probes_fails{upstream="$1",,peer="$2"}' $p8s_value
path=~"/stream/upstreams/([~/]+) /peers/(["/]+) /health/probes/fails$
type=counter

'help=The total number of failed probes for this peer.';

map $p8s_value $p8st_all_ups_state {
volatile;

"up n

"down"

"unavailable"

"recovering"

"unhealthy"

"checking"

"draining"

"busy"

S 00 N o o W N -

default

map $p8s_value $p8st_all_ups_backup {

volatile;

"false" 0;

"true" 1;

default $p8s_value;
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75 :

http {

include prometheus_all.conf;

#..
server {
listen 80;
location =/p8s {
prometheus all;
3
# .
}

$ curl localhost/p8s

# Angie Prometheus template "all"

B

prometheus

Syntax prometheus template;
LN —

Context location

79 location | NSO EERFEAMN; ZEARN Hprometheus template FERE o TEIF KK, I

location FHiFFiR[E] Prometheus &=\ FEIR,

location =/p8s {

prometheus custom;

$ curl localhost/p8s

# Angie Prometheus template '"custom"
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prometheus_template

Syntaz prometheus_template template { ... }
N —
Context http

X Angie WEENI S HBITEARIAR AAGH; IXBRNL S prometheus 16—,

0 #i

Angie JEH—PAUE X W all BibR, BEETH IR,

AR AT A EHE B IR AEIRE X, BDE WG TR: <metric> <variable> [path=<match>]
[type=<type>] [help=<help>|;

metric R BAE Prometheus TN HAINAFEIR AR, 7] DAL & ANERIAREEE X (. . .
), Bln:
http_requests_total{method="$1",code="$2"}
PRAEEFT DA Angie 288 ; QIR mateh BIENZRIX, Hin] DA HifkA 5
WRE—EEMH, EPSTERRA variable ARG, 1XLEAR BRI SIS,
variable B PG AN R A RHEPMERZ B AR, Q1R A XA B el a R E
Has (), MAZBIMEMTER.

TEPRAYIEMN variable FEPFAG; BODHGIG, fabRResasmalmp, flan:

[ 'angie_time{version="$angie_version"}' $msec;

$ curl localhost/p8s

angie_time{version="1.9.0"} 1695119820.562

path=match 5 Angie API #/status ¥R FFRIFTE IR ENRIEAREG 2L, RF—RIERZ
TEPRSEBIAIN R M R A

EVCECI AR, B IR B AR RGP E A RFRE SRR, fl40: /angie/generation; PLECER/ING UK
Mo B MAPILHE

path=exact_match ZRFRFUCHLFHRF &,
path=-regex_matc &1 PCRE RYULAL; A]LAE SRR LS metric PR —EH,
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AR match ITECERTZ, NILERIR LMY Angie FEFMEAFRETESpSs value ZEH, AI{EIRE path= B
YE variable,

i F IEMIZRIAICACH, AIRESRAEZIRITAS, fEIXMIEOLT, Ko B IEECES RN — DR EI e
o RN, XEM T R D ERERA T RRERTE, Flin:

'angie_slabs_slots_free{zone="$1",size="$2"}' $p8s_value
path=~"/slabs/(["/]1+)/slots/(["/1+)/free$;

IXOVBCE AL S A X R N S AT — bR :

angie_slabs_slots_free{zone="one",size="8"} 502
angie_slabs_slots_free{zone="one",size="16"} 249
angie_slabs_slots_free{zone="one",size="32"} 122
angie_slabs_slots_free{zone="one",size="128"} 22
angie_slabs_slots_free{zone="one",size="512"} 4

angie_slabs_slots_free{zone="two",size="8"} 311

RA IR Coietanf), NAIUSIEfTER,

O #iE
path= IEIXTE Angie (AP HEHAEI AT,

type=type, SAMER Prometheus 1830 BBV BIAME B AT R, & S5fan—&Rn
help=help SRR, JCRR AR IE,
NETE

http_prometheus A —PNAELE, 2§ Angie API 1 /status FRITHIIEEIR S Hprometheus _template
B2 8 BRI match ZEIRPCHC I REUREE,

$p8s_value

WRH prometheus template X BIFEIRET match VCECESTR, WIHERAZ ERY Angie {BFRMEEFIETE
$p8s_value LEH, T ETERIEERT path= IHEIRE LHH variables

TEHBTE $p8s_value Y Angie FEFMER]AEIR B Prometheus &N ER, FEXFEIR, map F52 A
DAFE B 7 1 ER R O By

map $p8s_value $ups_state_n {
up 0;
unavailable 1;

down 2;
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default 83

prometheus_template main {
'angie_http_upstreams_state{upstream="$1",peer="$2"}' $ups_state_n

path=~"/http/upstreams/([~/]+) /peers/(["/1+)/state$;

R Angie TEAREM/RIT B true B¢ false, ZEIZEN "1 8L "o, 725, WHRIEIZ null, 2T
EIFEN "(aull) " NTHE, ERHEETEA,

Proxy

RVPRIEREBL S — (KB IRF5E.

B E B

location / {
proxy_pass http://localhost:8000;
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

B

proxy__bind

Bk proxy_bind address [transparent| | off;
ERIA —
4 http, server, location

iR X B RIBAR S5 A AMNESE R IR E R E AR HY TP sk, FErNER RO, SEE EEEE, FkE
of £ WM MICHTECEHANRARN] proxy_bind $8LHIBER, AVFRGHNECAN 1P #uhkFING .

transparent ZARVFMAEAN 1P bt REAISMNIRERE, FlUn, WFFImEES 1P Hik:

[proxy_bind $remote_addr transparent;

T ZSEAER, BEFELVEN T APRIZIT Angie T/ERE, 1£ Linux FIXEARFER, FR0
BRISE T transparent S8, TAEHEEGMTHEN A CAP_NET RAW PR,
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O HE
DHC B PNAZZ B E 2% AT AEOR B ARBR AR S5 2 I 45 T o

proxy__buffer_size

Bk proxy_buffer_size size;
LININ proxy_buffer_size 4k|8k;
TR http, server, location

B T EN AR AR 55 a2 BRI 2 Y 25— B8 0 I XK/, IR il B & — IRk, BR
VBT, BIFXRNET—PAFIL X2 4K 58K, BRBURTFA, A1, Erl ABIRERE/N,

proxy__buffering

Bk proxy_buffering on | off;
ENIN proxy_buffering on;
R http, server, location

JE P BREE AR B QB AR S5 A A . 8 i

on Angie RURFEZUCK BRIEARS ST, FH K HREF I Hprovy  buffer size
FMprozy buffers ¥ELXBWEERIRMPX A, ANEREEANE S TCIRIE N N FE, H855 06 B
A] AR Z 2R LRI S He B AR SLEESZ provy_max_temp_ file_size
Mprozy temp file write size T8TEH,

of f Wi 7 [R] 25 (5 13 45 %% F i, SZBIME 2R 12 WA B, Angie N2 IR S5 #5152
EEEANIE S, Angie MARSS 88— R AT DR IATEHR SRR/ N prozy buffer size
FEWE,

2% it n] DA 7E 7 X- Accel-Buffering” MR Sk B HIZ I8 "yes” B 'no” K5 HEEEH, HHIIRERT DAEE
B prozy ignore_headers 8 REEH,
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proxy__buffers

[F22S proxy_buffers number size;
BRIA proxy_buffers 8 4k | 8k;
Hol5"4 http, server, location

BB T MARERARSS a5 12 E B A SR i X B AT RS, BER BN,
BIAER S, ZWXARNEFEFT—PWFI, X2 4K B 8K, BAHRIRTFA,

proxy__busy_ buffers_size

7237 proxy_busy_buffers_size size;
Lo proxy_busy_buffers_size 8k | 16k;
EFRx http, server, location

=4 JE IR B AR 55 a e 2 2% v IR, RS P 2 ) A 5 4 TS Y R DA 2 e 7 211 P S g 2 e
XAVERAN FEMCEAIR], HARAZ M DXRT DRI T isEEe B, H 1 75 S IR 70 Wi [ 2 v S e P S A

BAINTEN T, KAHprozy buffer size Flproxy buffers 85 BRI NERIFIX AR/ INRH,

proxy__cache

Bk proxy_cache zone | off [path=path];
E /NN proxy_cache off;
X http, server, location

X TRAFHSEEAGF X, XA DIERLE R 2R, SRERTFER,

off EA M SE R B AR A2 A7

Added in version 1.2.0: PRO

1E Angie PRO H, &R DAEEZ N prory  cache path $8%, EMNIHEZMER keys_zone HLATEL cache
sharding, GNSREIXFEML, 1HIRE path S prozy cache $6%, 5IHI keys_zone:

path=path ZAETESEIRANA N REFNIE, XRREW LB R, S EEm N LR
R &,
QIR MNERAFHIRIGNARL, path DREHIFAL; K, KB Z%AFHINNCRECR B HR
f path EEPREHMNGAFHMIER,
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X FVFEIL A map $5 SN TR B S ImATNA N RIERE B E. — Content-Type /RHAI:

proxy_cache_path /cache/one keys_zone=zone:10m;

proxy_cache_path /cache/two keys_zone=zone;

map $upstream_http_content_type $cache {
~“text/ e;
default two;

server {

location / {

proxy_pass http://backend;

proxy_cache zone path=/cache/$cache;

SRV T /N7 B R — NS RIS T, QISR Content-Type L text/ FF3k, NI/

BAE; AN, RS AN

proxy__cache__background_update

Bk proxy_cache_background_update on | off;
2RIN proxy_cache_background_update off;
4 http, server, location

ARG G TR EHILARN RN, RN IR A7 W ROR [F125 75 7 i

A EE
TBIER, DAV RS BRI 2% 17 M LA T 5858

proxy__cache__bypass

Bk proxy_cache_bypass ..
EONIN —
ETFx http, server, location

T AT WM PR AR NRAF IR (R TFAFHRSEED —MEN NS HAEFET 07, NIRRCKE

2 MG FHARER:
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proxy_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

proxy_cache_bypass $http_pragma $http_authorization;

AP S prozy no cache 85—,

proxy__cache__convert__head

Bk proxy_cache_convert_head on | off;
BRIN proxy_cache_convert_head on;
ETFx http, server, location

JEHEZE R HEAD? 75 iR84 8" GET” DAEAT %7, AZEHEHN, cache key MECE N H

& Srequest_method,

proxy_cache__key

JF2RFS proxy_cache_key string;
LINN proxy_cache_key $scheme$proxy_host$request_uri;
T http, server, location

T RAFHIBE, BN

proxy_cache_key "$host$request_uri $cookie_user";

BIANE T, ZIELHERL T 5T H

[proxy_cache_key $scheme$proxy_hostPuri$is_args$args;

proxy__cache__lock

Bk proxy_cache_lock on | off;
EONIN proxy_cache_lock off;
ETFx http, server, location

ARG, BRI —E KIE T % 1815 R BNIEAR S5 BHE TR B proay cache key FEFRIREIHT
ZAFILR, HMAHEFRZFETRNIERGEREmMN HIERZD, REMFIZTENREVERR, B
Blprozy cache_lock timeout &< B I TE,
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proxy_cache__lock_age

[F22S proxy_cache_lock_age time;
ENIN proxy_cache_lock_age b5s;
Hol5"4 http, server, location

AnRAGIBLE BRI 55 as B B Ja — NI SR DAEFEHT & A7 TC R MV TR SRAETE E I RIR 2R, AT DAFR 55 —
MEREICEARSS %

proxy__cache_lock__timeout

Bk proxy_cache_lock_timeout time;
BRI proxy_cache_lock_timeout 5s;
TR http, server, location

BB prozy cache lock BUEN, HEFRIZIHAR, ERGEIEDCHEARS S, HINASHET.

BiE proxy_cache_max_range_offset iﬂl?;
EINME —
4 http, server, location

NFTEEERE T TR E, MRCEEE ZmE R, WEEIE R LA BERS a4, TN R
EEAT

proxy__cache__methods

Bk proxy_cache_methods GET | HEAD | POST ...;
EIME proxy_cache_methods GET HEAD;
R http, server, location

AR P miE SR T IEE RS S A, WIS % 7, “GET” 1 “HEAD” J5iEMaZisingl3sRk
. REBINERIEEEN]. BIESWprozy no cache $§%
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proxy__cache_min_uses

Bk proxy_cache_min_uses iﬁl?;
FINE proxy_cache_min_uses 1;
Hol5"4 http, server, location

B BN A 17 2 BT SR AR

proxy__cache_path

BiE proxy_cache_path B4 1%  [levels=levels] [use_temp_path=on |  off]
keys_zone=name:size[:file=file] [inactive=time| [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]
[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;

LN —

NS94 http

RERFH BMENEMSE, RAIFBIRFEES . PRSI N MD5 BREHIZS
R

levels EXRGENER: M1 33, BEEZE1L K2

flan, ELANECEA:

[proxy_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRI RN R OR:

[/data/angie/cache/c/29/b7f54b2df7773722d382f4809d65029c

AN B ST NI S, RSB AZIZSC . IRIN SCARRE ] DUBIEAR RIS RSt b, 28T, 1
ER, ERXMENT, XHREM DN R EER], MAZEERNEGARE B, B0
HENINE, ARG SRR H SRIRER — SRS L.
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use_temp_path=on ¥ EImN S H ¥

on

off

keys_zone

INREBE N SEEIE BN on, BHEFNAE location B M prozy temp path $&
LIRS

Il S PF R ELRETRE SR A7 H 3

FCEH =N KRB, DA A TS s R BRI R
—IRFATHIXIRAT DA R 8000 4N

S1E keys_zone TEHANIEZL file I, Angie RTEEHFZIR R X BRI
BEEIE, FE TS BBt Ja, ZAAEMER IR 1%
X, DASCELSE a] 2 AR A AN TR A7 NI A,
GUERE T XBOR/NE L, ZHERIRA T IRASH AR R FBOCERE, Angie
ﬁii%“%%%?ﬂi(failed to restore zone at address),§?£13<§§ﬁfﬁﬁﬁiﬁ§ﬁfﬁi
AL

A IR

THIRCR file BI2AR, HEA Angie FIRAVIEFBIR, RINET LRI
X B R T HTSRAY,

inactive 1E S B E 1IN [ N AR 0] R 75 R B MR T PR ER, TCIC B et anfal,
BRINRE N 10 258,
0 #ix

Added in version 1.2.0: PRO

f£ Angie PRO H1, RFZ N LEMFE keys_zone {HM prozy cache path 162, (E— 1454
A] DA B A I AN, SRR RIES RIS K prozy  cache $62 M path SECRFERKT,

MR A S LA R IR A7 IR RIS F R G R A7 B N AT S R], il ekl
RN, ERMERED> B AR SR DOERRI 77 MR,

max_size
min_free
manager_files

manager_threshol

manager_sleep

BREERN

XU RFAH RN Ee/ o] F 2]
R OE A MR 1T H £
ERINMEN 100
FRAIEE IE R ARSI ]
EIMEN 200 ZFD

Pic B A2 B[R] Y =N R
ERINMER 50 ZFD

1E Angie BEI—7#G, FAR RAAMBGRGHE BRGNS, BB HERGET AR FNEdE, 1R
IXEEAE EINEBIE A X, 2R PUER 77 T, BUOERAEIEH loader_files REAIHRREL
=H, #ARASHEIT 1loader _threshold, R/GHRHE loader_sleep WEMNEE HIRE (2, HAREAL
MR —tEdE, XERRSFEHT, BRI TS A EMAE % E
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loader_files FR B H INER I T H £ &
EIMEDY 100

loader_threshold RR il A R AR O FF B2 (]
EIMEH 200 ZFD

loader_sleep B B A B2 A (I ]
EIMEN 50 ZHD

O ik
N keys_zone ZHIRE file BAZ AN ZFMARAT INEASHIAT N

proxy__cache_revalidate

[F22FS proxy_cache_revalidate on | off;
EIME proxy_cache_revalidate off;
Hol9"4 http, server, location

J& A 7 If-Modified-Since” F1”If-None-Match” SkF BRI &4-1E Sk EE T30 UE i HAZE 17 10,

proxy__cache_use_stale

=275 proxy_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ...

PRINE proxy_cache_use_stale off;

4 http, server, location

2 2 5 BB IR 55 A% @ {5 I, w] DULE (] #0018 00 S 68 F O B /9 2% 12 Wi i, % 4 2 B9 3 8L
5 proxy__next _upstream 52 IS EITEL,

error GUSRTCIRIE A BE SRR AR S5 8, U Ao 1P 68 FH O IR 22 A W
updating BnSEL, REETEEERT, WAVFERITHRZENN, XA T %

T E5E I f /M B A BRI 55 s B 1T )

i it BA B 2% A7 e B A m] DATE M S Sk B RZ S, FEMA R BR S8 2 RURDER A -
o ”Cache-Control” SkFEEER stale-while-revalidate ¥ FVFFE 24 Bij 1E 75 588 A8 FH i HARY 25 12 W 2
e 7Cache-Control” SkEEER stale-if-error ¥ FIFAE H PUEE IR I8 FH 3 BARY 212 0 b,
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O ik
RSP T HERTES S

N T FEEFER A TR N B MO BRERIRSS a8 ), AT LAEER prozy cachelock 6%,

proxy__cache_valid

Bk proxy_cache_valid [fUAS...] I [H];
EIME —
kR http, server, location

NAEE N N AR BB R A7 I H], Blan, DAURHE<

proxy_cache_valid 200 302 10m;
proxy_cache_valid 404 im;

AR ARAS 200 A 302 IRE 10 2EHELE, NN 404 RE 1 5P EE,
U SRAN G E 2% A7 ]

proxy_cache_valid 5m; }

MXELE 200, 301 FI 302 MR,

AL, PIDHERE any SECAGAF (ALY :

proxy_cache_valid 200 302 10m;

proxy_cache_valid 301 ih;
proxy_cache_valid any im;

RAFZHANA] DLE RN K B, XS Tf SR BRI R Z .

o "X-Accel-Expires” SkF B AFY A B R EMA N () AF I (], ZAEEEHNA N 22 1F, WFEDL @ Ak
3k, NWRRE NN (B Epoch BEHRIRED, AR R ATHA R A] AR A

o WNRSLHARE & X-Accel-Expires” FE, RAFSEA] AEExpires” 8(”Cache-Control” SkFEH
A=

o WFRSLAHLE"Set-Cookie” FBx, WIZMARN R AT

o ERKHPRE Vary” FEHERFIREN 7, MIZMRCRE AT, RSP EE " Vary” FEBHEN
HAAE, 2N SR AREAR B T8 KK 7 B TR 17

AU prozy ignore  headers F6EEFXN — N AN IX L0 5 Sk 7 BE AR,
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proxy__connect__timeout

[F22S proxy_connect_timeout HJ[H];
LNz proxy_connect_timeout 60s;
Hol5"4 http, server, location

T SCHPARPEARSS as R RN I (R, FREERRYR, RXVENRE R e 75 ),

proxy__connection_drop

Bk proxy_connection_drop I | on | off;
EIME proxy_connection_drop off;
TR http, server, location

E)EﬁE%ﬁﬁfﬁﬂﬁ%%%%BU\)\@H':F'*zgﬁﬁ?ﬁreresolve sk AP @4 DELETE ﬁﬂﬂjﬂﬂkﬂxﬁﬂiﬁﬁ, K5
HEh T,

AP P R AR S AR N — DI AR, R L,
E NSRBI SR EDY on I, FEREZRIIKTIT,

LI5S

— proxy_cookie_domain off;
proxy_cookie_domain fﬂﬁ%gﬁ%,
« - HiA
— proxy_cookie_domain off;
s - kPX
— http, server, location

BN, HTFEBACHARS SN A “Set-Cookie” SkFERFPAIERE M, RIZICHARSS SR E /)
“Set-Cookie” LFZEMEM N “domain=localhost”, %IES

proxy_cookie_domain localhost example.org;

KZEMEEEN “domain=example.org”,
domain F replacement FAFERI K RAIEIE X HURNE, IEECAX 2 KR/NE,

domain 1 replacement FAFERT] DA S &

proxy_cookie_domain www.$host $host;
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ZAe AT DA IENFRIKIFEE, FEXREN T, domain MPA “~” 5k, ENFRIEAXATAEE
mAMN BT, replacement ] AT IFHEAT:

proxy_cookie_domain ~\.(?P<sl_domain>[-0-9a-z]+\.[a-z]+)$ $sl_domain;

AILAER—BRIGEZ N prozy cookie domain F52:

proxy_cookie_domain localhost example.org;

proxy_cookie_domain ~\.([a-z]+\.[a-z]+)$ $1;

MRZMESA AN AT cookie, NIEFESE—NILEAIIES,
off ZELHUHE T M E—DECER AN AR prozy  cookiedomain 5 HIRR,

proxy__cookie__flags

X proxy_cookie_flags off | cookie [flag ...];
LN proxy_cookie_flags off;
kT http, server, location

79 cookie BB —NEZ MRiE, cookie IfARIE AR, @ NHAS, WEDEE A, L8 kHEHA

AN
Ho

secure ., httponly . samesite=strict . samesite=lax . samesite=none ZEUINIIHEN HIFRE,
nosecure . nohttponly . nosamesite SEFEFRMHMN IARE,

cookie WA AFEFIENIFRIAAFEE, EIXMIEN T, cookie M EA “~7 FFE5H 3k,

A] AFE[A—BL B R AIHEE 2 proxy_cookie_flags 52!

proxy_cookie_flags e httponly;

proxy_cookie_flags ~ nosecure samesite=strict;

MERZMELFT AN AT cookie, MIESEE —NILECHIHES. TERBIN, httponly PREHARINEF cookie
one , MTFATEHEM cookie, ININT samesite=strict s, FHMERT secure bR,

off ZEHUHE T M LE—PNECELANRAR prozy_cookie_flags Ta2 IR

proxy__cookie__path

722 proxy_cookie_path off;
proxy_cookie_path path replacement;

KA proxy_cookie_path off;

ETFX http, server, location
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WE MK, AT ESRRIEEARS M H Set-Cookie SkFEXAIIRIZIE M, IR RIEARSS 2R EIHY “Set-
Cookie” kFEMEMER “path=/two/some/uri/”s &IES

proxy_cookie_path /two/ /;

¥ixEMEE N “path=/some/uri/”,

path K1 replacement FRF A A S &

proxy_cookie_path $uri /some$uri;

1

ZAE AT A A I EMIRIA 2, TERXAEN T, path BLDA “~7 FFSHSLHATIX P AR/NG IERL, BC0A
“H” TFEFSLIITARX S KNS PLED, (ENERIARA] AE S MMM ERMIR, replacement PIASIHE
fi1:

[proxy_cookie_path ~*~/user/(["/1+) /u/$1;

A PAERI—BRIsE 21 proxy__cookie__path 5%

proxy_cookie_path /one/ /;

proxy_cookie_path / /two/;

WERZANMES AT DA AT cookie, MEEESE —NILERIFES .
off ZSEEUH T M E—DMECEPHIAAR) prozy cookie_path FEZ IR

proxy_force_ranges

[E27S proxy_force_ranges off;
EONIN proxy_force_ranges off;
R http, server, location

JE R ARBRAR 55 S AIZRAF IR G A WA 2 7 VR L SR, TS5 BRI EE AR Y “Accept-Ranges” B

proxy__headers__hash_bucket_size

Bk proxy_headers_hash_bucket_size size;
A proxy_headers_hash_bucket_size 64;
kX http, server, location

WBH T prozy hide header Mprozy set header Y82 BIMGTRIMAR /N TaF R E A 1AL Lk
R4,
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proxy__headers__hash__max_size

Bk proxy_headers_hash_max_size size;
ENIN proxy_headers_hash_max_size 512;
Hol5"4 http, server, location

Vx"ﬁﬁﬂ:J:p7‘01‘y7h,ideiheade7‘ ﬂ]p’ro:l:yfsez‘;heade’r BESMIERRNEAKDN, BHRENIEE KR
R,

proxy__hide__header

Bk proxy_hide_header field;
ERIA —
TR http, server, location

BONEM R, Angie 24 “Date”. “Server”. “X-Pad” 1 “X-Accel-...” SkFEX MARHRARSS 25100 B2
RBLEE P, prozy hide_header FE I ERAPULIBHIMINFEL, WRMIR, TEAFEBFE, 7]
PAMER prozy pass header 6%,

proxy__http__version

[E27S proxy_http_version 1.0 | 1.1 | 3;
A proxy_http_version 1.0;
R http, server, location, if in location, limit_except

WEMRHEP HTTP WXRA, BIANER T, EHRAE 1.0, EEARA 1.1 88 @A S keepalive
connections FLEER,

proxy__http3_hq

[F227S proxy_http3_hq on | off;
E NN proxy_http3_hq off;
TR http, server

PIHRA PRI hg-interop PRRIAEIR, ZBXHT QUIC 1Y interop tests, Angie fHiF I,
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proxy__http3_max_concurrent_streams

Bk proxy_http3_max_concurrent_streams number;
ENIN proxy_http3_max_concurrent_streams 128;
Hol5"4 http, server

FlEE HTTP/3 f1 QUIC &8, HREEIEE HI & HTTP/3 1ERMAR AT R, 88 Hkeepalive

connections.

proxy__http3__max_table__capacity

Bk proxy_http3_max_table_capacity number;
EONIN proxy_http3_max_table_capacity 4096;
TR http, server, location

ERHERZD dynamic table &,

O ik

KU http3 maz table capacity 8L AT IRGSEHER, N T HREER, YEHEFERERN, 2H3)
DRI,

proxy__http3_stream_buffer_size

B proxy_http3_stream_buffer_size size;
RN proxy_http3_stream_buffer_size 64k;
Hol9"4 http, server

WE5QUIC streams —#AE IS XA/,

proxy__ignore__client__abort

Bk proxy_ignore_client_abort on | off;
ENIN proxy_ignore_client_abort off;
R http, server, location

WAAE 24 PO PE RS (MR S A TR 0 R OQATEERERN, T2 A3 B K M) 5 (RBRAR 35 AR AR
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proxy_ignore__headers

[F22S proxy_ignore_headers field ...;
L8N —
Hol5"4 http, server, location

SR FER B AIRARSS A B FLeme B Sk 7 By, A DARBS I FEEEHE:  “X-Accel-Redirect” . “X-Accel-
Expires” . “X-Accel-Limit-Rate” . “X-Accel-Buffering” . “X-Accel-Charset” . “Expires” . “Cache-
Control”, “Set-Cookie” 1 “Vary”,

GRERAREER, WXL B A LA DU RICR :
o “X-Accel-Expires”, “Expires”. “Cache-Control”, “Set-Cookie” Fl “Vary” KEMIZ%7F S4K;
«  “X-Accel-Redirect” $AITXHERE URI BIPIHEL EE ),
o “X-Accel-Limit-Rate” & X% Ui S 14 i ) 1o 5 B il
o “X-Accel-Buffering” J&5 FH B FH XA B2 ) 22 15

o “X-Accel-Charset” BN FIHIEFITEE,

proxy__intercept__errors

JF22S proxy_intercept_errors on | off;
ERINME proxy_intercept_errors off;
ol 5"4 http, server, location

TFE 2 75 ML REFE S RS R T BEE T 300 FYAIRIMN AL E25 % F i, IR NAZ#OFEEF] Angie BEHTAL
M {FE/ferror page $68%

proxy_limit_rate

Bk proxy_limit_rate rate;
LOWNIED proxy_limit_rate O;
TR http, server, location

BRI MACERAR S5 85 B S AR, rate AP R NRAEE, A ESEE,

0 25 FH AR R il
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0 #i

FRAZE X MERIZER, FIHAR Angie RINFTHRNS REIRSS SFHDERE, WEAERREZE
TERRBIRIWAE . BREUNAESE F buffering >R EARBEARSS 88 B0 NG 2L

proxy__max_temp__file_size

Bk proxy_max_temp_file_size size;
FINE proxy_max_temp_file_size 1024m;
kTR http, server, location

5 F R B AREEAR S5 2 MR N B buffering B, QNSREENNANIE G H prozy  buffer size Mlprozy buffers
TR ENGZMIX, MIA] DR o3 B AR AZ RGN S, SR E RN SRR R DN B Al
NXARREAR RN prozy temp file writesize 18R B

0 25 FHI M 7 8 o 2 P S A

O ik
IR ANE TR A7 B 7 I e | AR,

proxy__method

Bk proxy_method method;
IRINME —
R http, server, location

TEEAERL 2 4 CBIRSS SRAUTE KR E AR HTTP 757K, MiARE P ImiE R %, S8E DEEE

Ho
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proxy__next__upstream

5RS

AINME
B

proxy_next_upstream error | timeout | invalid_header | http_500 | http_502 |
http_503 | http_504 | http_403 | http_404 | http_429 | non_idempotent | off ...;
proxy_next_upstream error timeout;

http, server, location

FEEAEM AIE O RIERNAR B LS upstream pool FHI R —RSS 28

error
timeout
invalid_header
http_500
http_502
http_503
http_504
http_403
http_404
http_429

non_idempotent

off

TE GRS An TS, (R KR eI By SKIN 2 AR F5 1R ;

TE GRS AT, (RIS E I B SKIN 2 A2 EE I ;

A 5% A IR (9] 23 B TR 7 ;

ARSS ZRIR [EIAAS N 500 HYME R ;

ARS5 2RIR [EIAAS D 502 HME R ;

ARS5 2RIR [EIAASDN 503 HME R ;

A 55 22 [EAAS T 504 FARE R ;

ARSS ZRIR [EIAAS N 403 HYMA A ;

ARSS ZRIR [EIAAS N 404 HIME R ;

ARS5 2RIR [EIAAS DN 429 HIME R ;

JEH, M non-idempotent F7iEMYIEK (POST, LOCK, PATCH) 7E[A] LR FGAs &
RIEREA2MEBLE N — MRS, BHMET R R F = SE K
ERRIE REIRL N — MRS A

O ik

R4iefE, RAERRAERFmAEEMANERNEIS, 740 DEEREBS T MRS . Haie
Wi, GRERAEE R R AR A AR B RN,  MITEIAE S IR,

ZIERIEE LT 5 IR aHEE AR ZAHT T o

error

timeout
invalid_header
http_500
http_502
http_503
http_504
http_429
http_403
http_404

RPN RN K, BEENTIRTERR S e E

{XAESE L HEE B A BRI R 2

MAERA A RIIHT 2K
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R RAGIBLE N — DRSS AR E ] LOE tries Mtime BRI

proxy_next__upstream_timeout

Bk proxy_next_upstream_timeout time;
LOVINIED proxy_next_upstream_timeout O;
X http, server, location

BRI PAEIBLE nert MRS5S EFHTTE KAV A,

0 KA RR ]

proxy__next__upstream__tries

[E27S proxy_next_upstream_tries number;
ENINIED proxy_next_upstream_tries 0;
X http, server, location

BRAIRE G R IL 840 neat MRS5S A8 B AT REZ IR EL,

0 R RR ]

proxy__no__cache

Bk proxy_no_cache string ...;
N —
4 http, server, location

TE XN ABRF BRI WRFIFRSENED —MEPNBHAFT “07, WIS

RTF:

proxy_no_cache $cookie_nocache $arg_nocache$arg_comment;

proxy_no_cache $http_pragma $http_authorization;

AP S prozy cache bypass 8 —EHH,
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proxy__pass
[F22S proxy_pass uri;
HME —
Hol5"4 location, if in location

B HIRSS A ICRIsthhE DU RTIER) URL, DA, BRRGSE]Z URL, ] DUEERIHMA http 8L
https, HIHER]DUHEE MIRAEL 1P ik, ]ttt e v :

proxy_pass http://localhost:8000/uri/;

BAFNTERIR unix JEHEER UNIX BEEFKRZ, HHESHEEX:

proxy_pass http://unix:/tmp/backend.socket:/uri/;

QNIRRT O Z s, PR DA 75 SR AT A X Stttk HeAh, mTRREHIEFEE N server groupo 4R
REHTH, WARRSHEHEEmH; M2, SHNHANE MRS TEEH,

AP DE S &, EXMER R, RMEEE A, WERIRMIRS AT RIZAIR, R
AIRE, WEER resolver BT,

13K URI A& A0 R

o WIRIRE T W URI W proxy pass 5%, MTERKTE R IBLA RS A0, S5 A BICEC normalized
13K URI #&# he 2 H$E €M URIL:

location /name/ {
proxy_pass http://127.0.0.1/remote/;
}

o SRAEE T A URI W prozy_pass, MIER URI K DA F i A IR B R GRTE R BT LB LS IS5
#n, B ECP LAY URI IR MVEIE R URL:

location /some/path/ {
proxy_pass http://127.0.0.1;
}

ERLEENR, BRHNIER URL S0 TCIEME
o M{ERIENFRIERIEE location I, PARTEMAHY locations MR
TEXEENT, MY URL $87E prozy_passo

o MTEMRIEAT location WHIME rewrite 62X URL, F HICHEFECER H TAHIEK (break) :

location /name/ {
rewrite /name/([~/]+) /users?name=$1 break;

proxy_pass http://127.0.0.1;
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TEIXAEOLT, 82 HaER URI B0 2N, SEEREBIER URI ¥HEELIRSS 85,
o YTE prozy_pass RN

location /name/ {

proxy_pass http://127.0.0.1$request_uri;

EIXFEN T, WREFRSHIEE T URIL, NEIZEFEEBARS SR, BiRiGTESR URL
WebSocket RIBFEEIFIRALE,

proxy__pass__header
Bk proxy_pass_header field ...;
LN EN —
4 http, server, location

FRVFRE S IZE R Sk BOMRBR AR S5 2 1R 1452 - il

proxy_ pass_request__body

[F22FS proxy_pass_request_body on | off;
ERIN proxy_pass_request_body on;
Hol5"4 http, server, location

TR R R ARTE SRAME B AR AR 55 45

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_body 5

proxy_set_header Content-Length "";

proxy_pass ...;

HBiEZ Wprozy set _header Mproxy pass request_headers 6%
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proxy_ pass_request__headers

[F22S proxy_pass_request_headers on | off;
ENIN proxy_pass_request_headers on;
Hol5"4 http, server, location

TR R R ARTE SRSk 7 B IB e B BT AR 55

location /x-accel-redirect-here/ {
proxy_method GET;
proxy_pass_request_headers ;

proxy_pass_request_body g

proxy_pass ...;

BIEZ Wprozy set_header Mproxy pass request_body 6%

proxy__pass__trailers

[F227S proxy_pass_trailers on | off;
LN proxy_pass_trailers off;
Holi9"4 http, server, location

FRVFRER B R RSS 23 A R B - BRAL 1B 4525 P Vi
£ HTTP/1.1 H, E#E2 @05 Y,

location / {
proxy_http_version 1.1;
proxy_set_header Connection "te";
proxy_set_header TE "trailers";

proxy_pass_trailers 3

proxy_pass ...;
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proxy__quic__active__connection_id__limit

Bk proxy_quic_active_connection_id_limit number;
ENIN proxy_quic_active_connection_id_limit 2;
Hol5"4 http, server

WHEQUIC active_connection_id_limit fZMISEH, XZE 1RSS4 0] DAEF IR ARTEEL 1442 1D
i,

proxy__quic__gso

Bk proxy_quic_gso on | off;
EONIN proxy_quic_gso off;
TR http, server

PI LA Q UIC AR AR IR B, M (e 7 Bl 20),

proxy__quic__host__key

Bk proxy_quic_host_key file;
LN —
L% http, server

BZE— file, HPEE5QUIC —RERKMEEH, MTE CISEE M hEeIE S BA
B, BREBN AR NRHVEH R HE AR SRR,

proxy__read_timeout

BiE proxy_read_timeout time;
ENIN proxy_read_timeout 60s;
X http, server, location

S SCMNABARER R 5525 152 B L AR I IS ) RN AE P NSRBI Z RN, T NIE T8 B
HfEsa, WERBAERIRSS ds R LLI R RS RAET N, NIERER R,
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https://docs.kernel.org/networking/segmentation-offloads.html#generic-segmentation-offload
https://www.rfc-editor.org/rfc/rfc9000.html#name-stateless-reset
https://www.rfc-editor.org/rfc/rfc9000.html#address-validation
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proxy_redirect

[F22S proxy_redirect default;

proxy_redirect off;

proxy_redirect B [AIFEL;

E'NIN proxy_redirect default;
TR http, server, location

B AP SS 85I R Y " Location” F1”Refresh” Sk B i B B SR,
R AR S5 dR B T Sk B :

Location: http://localhost:8000/two/some/uri/ }
%

proxy_redirect http://localhost:8000/two/ http://frontend/one/; }
RHEZ T AT HEE N

Location: http://frontend/one/some/uri/ }

£ BT A n] DL IS AR 55 A 24

proxy_redirect http://localhost:8000/two/ /; }

2RSS A2 FRAIm I (SRR T 80) RHHHEA.
H default ZEFEEMERNE LM location Fprozy pass FaLHISE. Hitk, THEHMMECEZZFMH:

location /one/ {
proxy_pass http://upstream:port/two/;

proxy_redirect default;

location /one/ {

proxy_pass http://upstream:port/two/;

proxy_redirect http://upstream:port/two/ /one/;

“‘ IJ\)[:\

WSRAE AR A TE T prozy  pass, WA EIASELL

B AR AT M A R
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proxy_redirect http://localhost:8000/ http://$host:$server_port/; ]
HERBA A SR
proxy_redirect http://$proxy_host:8000/ /; ]

IR DMER IENRIERIEE, EIXMER N, EERMNIZ~ FFSIF 3K DU TIX 20 K/ NG I PLAL,
BE DL~ PRSI L DU TR X 0 K/ NG IDLED, ([ENFRIKA] DA & A fMnr Bk, &ien] 5| A
el

proxy_redirect ~~(http://[":]1+):\d+(/.+)$ $1$2;
proxy_redirect ~*/user/([~/1+)/(.+)$ http://$1.example.com/$2;

Al DATE[R — K AIfEE 21 proxy__redirect B

proxy_redirect default;
proxy_redirect http://localhost:8000/ /;

proxy_redirect http://www.example.com/ /;

WA LG 2162 B T o AR SS 2 B ) Sk 7 B, MIPKGEER S8 — NI ECAYHE 2
of f ZEEUH T MICHIBL B D4k A1) proxy__redirect TR IR,
RS, 0T DA ENARI R AR S5 48 A& AR N B g m

proxy_redirect / /; ]

proxy__request__buffering

Bk proxy_request_buffering on | off;
A proxy_request_buffering on;
Ehx http, server, location

J5 P BREE A 25 P 0 1 SRR 220

on FERFE SRR IR B AIEARSS a5 Z T, ST BEDTERIK,
off TR STERIIZ AR BRI ARSS 25 FEXMIEOLT, AR Angie BETT

SRACRIERAK, WHERICTELES N — PR as.

SEEM HTTP/1.1 7B &g A AR A1 KRR, ToIeds a4, 185 RIKECRF$M, BRAE HTTP/
1.1 AT HATAREE,
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proxy_send_lowat

[F22S proxy_send_lowat size;
ENIN proxy_send_lowat O;
Hol5"4 http, server, location

IMRAECRE NIERME, Angie KZIRELEH kqueve T7IEK) NOTE_LOWAT FrR&EHEE R/
SO_SNDLOWAT EFETFIRIKfe/ MU A CHIR 55 A0 A &R E R

O #i

52 1E Linux, Solaris 1 Windows &4 200K,

proxy_send_timeout

TBiE proxy_send_timeout time;
EONIN proxy_send_timeout 60s;
R http, server, location

B A AR SS S (L iE KAV N A, BN AE N MEST NIRIEZRIRE, MAEHTEMEK
HfEs, WERBAERARSS a8 R LU R P RIRIRENE MV,  WERAS O],

proxy_set_body

7227 proxy_set_body value;
E N —
Holi5"4 http, server, location

FRVFEHTE LB WARIRARSS SR RIK, [ERIDAEESOR, R NHAS,

proxy_set__header

BiE proxy_set_header field value;
2RIA proxy_set_header Host $proxy_host;
R http, server, location
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FOVFEEHTE BN 7 BRI SRSk (1 LA RBEARSS 2%, (EHPT AR S AR, ZENHEMAS, R YR
BEHE X prozy set _header 165, MIXLEFFLSMNICRIELE R AR, EBRINEN K, EE XHA
EATH

proxy_set_header Host $proxy_host; }

proxy_set_header Connection close;

WMRBHTEE, JFBTERPSLFER If-Modified-Since”. ”If-Unmodified-Since”. ”If-None-Match”, ”
If-Match”, "Range” Fl”If-Range” TNAZ B IHEARSS 250

AR Host” 183K k7 B A UK FE(E 1 :

proxy_set_header Host $http_host; ]

A, WERF P IE KRR T, WASEREMNE, MBI, REFEHShost L& -
HAHSF T "Host” 1K FBHHHIIRSS ds R, s WRIZ T BONFAE, WM EMRSS a4k

proxy_set_header Host $host; }

AN, RTDAKEAR S a5 A4 PR 5 BB IR 55 A B 0 11—kt A&

proxy_set_header Host $host : $proxy_port; }

SR T BRAVE N AR, W B A SRE B s R AR5 4% -

proxy_set_header Accept-Encoding ""; }

proxy_socket__keepalive

JF22FS proxy_socket_keepalive on | off;
ENIN proxy_socket_keepalive off;
Holi5"4 http, server, location

AL 5 WAREIRSS AR RIS NEFE R TCP keepalive” 17,

0 INBI R, BIERGNIRENERFEN,
on NEEFHRE SO KEEPALIVE EEFIED,

3.2. &I, &% 220



*web
server

RFER. ii# 1.9.0

proxy_ssl__certificate

HIX proxy_ssl_certificate file [file];
L8N —
Hol5"4 http, server, location

HEEHA T BB IESHIE HTTPS ARG589 PEM MSRIUFB X, & e DUFE &,
Added in version 1.2.0.

i—"'lproxg/isslin/tls E'uﬁﬁlﬁ, 12*59%%@4\7‘5?&@1:%_‘/[\, NS DR Iy o

location /proxy {

proxy_ssl_ntls 5

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;
proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy__ssl__certificate__cache

Bk proxy_ssl_certificate_cache off;

proxy_ssl_certificate_cache max=N [inactive=time] [valid=time];

FINE proxy_ssl_certificate_cache off;
o974 http, server, location

X —MNHTFEEL R RRER SSL IET FIRAY] K%,

IR A N2
o max —RERFHITRIRALE, RN, ROEH (LRU) BTRREHFEER,
« inactive —EEMEZKINFIRYIFEBERTR. BIMEN 10 #),

o valid —fEERFTTRPONNEROF ] ELHHRIN R, BOMEDY 60 £, B IRFAE, R

BT N B TR IE,
o off —BEHETF,

NIk
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proxy_ssl_certificate $proxy_ssl_server_name.crt;
proxy_ssl_certificate_key $proxy_ssl_server_name.key;

proxy_ssl_certificate_cache max=1000 inactive=20s valid=1m;

proxy_ssl__certificate__key

[F23FS proxy_ssl_certificate_key file [file];
ERIN —
Holi9"4 http, server, location

BERT SR HTTPS RS 2300 PEM & UM 38~ 1

AJLAESE (H "engine:name:id” fREESCHF, M OpenSSL SIELAFRMBEATEE id FIMEEH, X4
A A A &

Added in version 1.2.0.

Hprozy ssl_ntls AN, ZIEXHERZMPNSEAMAR 1 BANINE B :

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

proxy_ssl_ciphers

[F22FS proxy_ssl_ciphers ciphers;
£/ proxy_ssl_ciphers DEFAULT;
o974 http, server, location

FEER BRI HTTPS ARS548 18 KAVE I Z RS, ZR3LA OpenSSL AT DUERRIME X6 E
FERFIRIR T L EER OpenSSL hkRA, RILUER openssl ciphers i EHTEIEAIK,
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proxy__ssl__conf__command

Bk proxy_ssl_conf_command name value;
ERIN —
Hol5"4 http, server, location

E SR HTTPS MRS e EZERZ BT OpenSSL BLE commands,

O HE
ZIe S HEHF OpenSSL 1.0.2 5L S RASH 32 237 F;

AILAER—E EfEE 2D prozy_ssl_conf _command 52, WRYHEKAEE X
prozy_ssl_conf command 5%, NIXLEAEXEEM E— DAL EER K,

A)
by IJ\IL\

THER, BHEAE OpenSSL AJRER SFBEIMT N,

proxy_ssl_crl

BiE proxy_ssl_crl file;
LN —
T http, server, location

fEE RS WMEHIUES (CRL) B9 PEM F&Sef:, HTRUE $HE HTTPS MRS #FIESS,

proxy_ssl__name

Bk proxy_ssl_name name;
A proxy_ssl_name $proxy_host;
4 http, server, location

VR T H0IE #CHE HTTPS ARSS eHE ARG SR, HES I HTTPS AR5 A E B
BILLIE SNI,

BRINEMTY, ¥ prozy pass URL BIFENLE 7T
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https://www.openssl.org/docs/man1.1.1/man3/SSL_CONF_cmd.html
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proxy_ssl_ntls

Added in version 1.2.0.

Bk proxy_ssl_ntls on | off;
A proxy_ssl_ntls off;
EFx http, server

A% A NTLS BSZH:, i TongSuo

location /proxy {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass https://backend:443;

O HE
i H --with-ntls WESETAE Angie, H4E%ES NTLS BRI SSL &

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password__file

HiE proxy_ssl_password_file file;
LN —
X http, server, location
faE— e, HEEWEmH fEN, S0BEEM G —17, EMBEAN, SMRRERIXEERD,
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https://github.com/Tongsuo-Project/Tongsuo
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proxy_ssl__protocols

% proxy_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME proxy_ssl_protocols TLSv1.2 TLSv1.3;
Hol5"4 http, server, location

1E 1.2.0 fRARAEZEH: TLSv1. 3 SECHMEIZRIAE,
JE X HARER HTTPS ARS8 KA E MM

proxy__ssl_server__name

7237 proxy_ssl_server_name on | off;
LN proxy_ssl_server_name off;
ETFX http, server, location

E‘u)EHﬁ%ﬁﬁﬁﬁpma:yfsslin(mze BES I BIIRS BRAMESHHE HTTPS RS s IERREE R
4%

PR R TLS 8 (SNI, RFC 6066) FIfZIE,

proxy_ssl__session__reuse

72 proxy_ssl_session_reuse on | off;
2KIN proxy_ssl_session_reuse on;
TR http, server, location

MmErASHRERS S TIERNEETLEHR SSL 2 16,
®7SSL3 GET FINISHED:digest check failed”, WEZARZEH 2155,

proxy_ssl__trusted__certificate

R H P

[E2FS proxy_ssl_trusted_certificate file;
EAUN —
X http, server, location

feE— X, HPaESATRIE B3 ATTPS IRFGSHIEBIZEE CA IE, #%28 PEM,
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http://en.wikipedia.org/wiki/Server_Name_Indication
http://en.wikipedia.org/wiki/Server_Name_Indication
https://datatracker.ietf.org/doc/html/rfc6066.html
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proxy_ssl__verify

HIX proxy_ssl_verify on | off;
ENIN proxy_ssl_verify off;
Hol5"4 http, server, location

JE FE S A B ARER HTTPS IRSSERIE RIS IIE,

proxy_ssl__verify__depth

[E27S proxy_ssl_verify_depth number;
EONIN proxy_ssl_verify_depth 1;
TR http, server, location

REHAE HTTPS RS SRIEHHEH AR IR,

proxy_store

=275 proxy_store on | off | string;
E /NN proxy_store off;
4 http, server, location

JERRE ST F R 17 2 AL

on FHR 5485 alias Biroot X MR IRARTE LA
off B SR E

XA DhEd A L B string WINIRE:

proxy_store /data/www$original uri; }

XAFRE N RIARYEULENRY “Last-Modified” MR SkFEHATIRNE, MR & eflE AR S, RE1%
XA E M N SRR ALEGE A DUBAE R FIR SRS . 2RI, ETEE, EXFER TS, X2
TEN PSR GEZ A, T2 A E AR R, B, BB TERIZER location, PRIFHISCHE
M prozy temp path F62 R ERIIGE A B FBAE R — MRS L,

A5 AT T AR S A ] ORI A HBEIA, B4 :

location /images/ {

root /data/www;
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error_page

location /fetch/ {

internal;

proxy_pass
proxy_store

proxy_store_access

404 = /fetch$uri;

http://backend/;
on;

user:rw group:rw all:r;

proxy_temp_path /data/temp;
alias /data/www/;

}

B GO

location /images/ {
root /data/wuw;
error_page 404 = Q@fetch;

location @fetch {

internal;

proxy_pass
proxy_store

proxy_store_access

http://backend;
on;

user:rw group:rw all:r;

proxy_temp_path /data/temp;
root /data/www;
}
proxy__store_access
7227 proxy_store_access I BR...;
ZRIA proxy_store_access user:Irw;
Holi9"4 http, server, location

BB QSRR H SRV RIAXER, - filn:

proxy_store_access user:rw group:rw all:r;

QNERFETE 7T group BL a1l ViMRIAXER, WA DA F P AR :
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proxy_store_access group:rw all:r; ]

proxy__temp_file_write_size

Bk proxy_temp_file_write_size j(/J\;
A proxy_temp_file_write_size 8k|16k;
EFx http, server, location

FR il 75 5 MR F AR 55 28 2] 1Ifs B S22 R I 6 2% s N, 9905 NI BN SC B O B0 K/, BRIAIE I
T, K/NHprozy buffer size Mprozy buffers F5BEE RN X R Hll, 1w N SO BV B R KD
Hprozy max temp file size BN E,

proxy__temp_path

B proxy_temp_path B&12 (2l 1 [Z51 2 (25 9)])
2RI proxy_temp_path proxy_temp; (B2 BT --http-proxy-temp-path FEJ I T
4 http, server, location

EX—NEZ, AT FEMNREARS SRR BER AR S, ] EfEE Hx MEMRZ =21 H
SKIZK, Bilgn, FELANECEH

[proxy_temp_path /spool/angie/proxy_temp 1 2; }

I S AT REAN R R -

[/spool/angie/proxy_temp/7/45/00000123457 }

RHiES R prozy cache path F6LH use_temp_ path Z%L,

http_prozy BERIFFR]FH TAEH prozyset_header F8MIE SN B & :
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$proxy_host

RIFARSS 2RI AFRFING L, Wprozy  pass L HIEEM;

$proxy_port

RIPARSS 2R, Wproxzy pass FaERHFEER, SPMAIELIANRG

$proxy_add_x_forwarded_for

WA Sremote_addr &M “X-Forwarded-For” 2 Fiig KkF B, —HZAIHIES 7R, (RE g
Kk “X-Forwarded-For” FB%, W $proxy add x forwarded for Z2&ET $remote_addr L&,

Random Index
ZIESAE R AR AT (/) S5RAIER, HH1EHFHPRENIES — D SR S I SR AR SS . IS
1E http_index FEHLZ RALTE,

4 MRS, ZEREAN 2P0, 2@ --vith-http_random_index_module FJEIELIA
ZI=Nis

FEM BATR R F MBS T, ZERE S e,

B E R

location / {
random_index

}

B

random_index

=275 random_index on | off.
LONNIED random_index off;
EFx location

JE P B PR A ] Rl 7 AL R A A P
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ReallP

TR R 25 it LAk A RT3 0 11 S 2O e Sk B & IR B A AT B 11
4 MWIRARSHT RN, BRI R, T2 -—with-http_realip_module MEIEIIETT/E .
fERE BN CENUMBEGT, ZEREESEEET,

L B

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;

set_real_ip_from 2001:0db8::/32;
real_ip_header X-Forwarded-For;

real_ip_recursive

B

set_real_ip_from

= set_real_ip_from address | CIDR | unix:;
ENIN —
HSl9"4 http, server, location

S X E AR IEF L F el (F R, Q1SRAEE TRRE unix:, WFTE UNIX SSERTREIE T, AT
& ikt T DUEE ] EWLAA 6

real_ip__header

=275 real_ip_header field | X-Real-IP | X-Forwarded-For | proxy_protocol;
2RIA real_ip_header X-Real-IP;
TR http, server, location

SRR T B, HASRH T8 e stk
R Al L ATE SRR BB A T P i o kA LV ARYE REC 3986 BEATHEE,

proxy_protocol SEUGE F ik EMCHR H PROXY WHsCELAUMIsE, AAUE1E listen 8L E
proxy_ protocol ZHECERHIS LG H PROXY Wl
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https://datatracker.ietf.org/doc/html/rfc3986
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real_ip_recursive

Bk real_ip_recursive on | off;
2N real_ip_recursive off;
Hol5"4 http, server, location

QERFEIER, W5 AlEE > — AR R A S R SR T Beb i real ip header 697E
MR fE— i e, GRS AEIHER, W5 Al E ik — DERCA IR A P ot b 45 1 SR Sk B
e —MERE i

HEE

el

$realip_remote_addr

TR17 A - vtk

$realip_remote_port

TRA7 A i 1

Referer

ZRR TR EATER “Referer” KT BHERIERTMIN R MER, HEAAIEY “Referer” FB
EIERIFHEE S, BIHIZARIE B A2 AR IR SRIE R, TR RH Lk P 88 A IR A R &R
it ENEE, HEERAEROER, FHMNESRMATEENLZIE “Referer” F B,

B E R

valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

if ($invalid_referer) {

return 403;
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B2

referer__hash__bucket__size

1812 referer_hash_bucket_size size;
BRINE referer_hash_bucket_size 64;
X server, location

REAREIHERR R D, AXREERHRINFMAEE, S0,

referer__hash__max__size

Bk referer_hash_max_size size;
PRINE referer_hash_max_size 2048;
T server, location

EARGIHERRRIERKR D, AREERARIFAGER, ESH RIS,

valid_referers

JF22FS valid_referers none | blocked | server_names | string ...;
EINE —
ISl 5"4 server, location

6K FENE Sinvalid _referer ZLEMIZ BN TN “Referer” TENRLFEHE, BN, TERHIL

EHHh 17, IUREERAXIKRNE,

SRR :

none TERLHER D “Referer” FEZ;

blocked HRKHTFLE “Referer” FER, (HHEETHPT ARSI SMER; HKER

AL “nttp://” B “https://” FEREIFAFHR;

server_names “Referer” 15 RKLFEREE— MRS 2RAIT;

arbitrary TN — MRS ZRAFA— D 0[N URI B4k, RSS2 HRA] DAEIT ke as B
string b7 ERERRED, BB “Referer” FEHRIIRSS 2R ;

regular BMFERA Y NIER, REXKES “http://” B “https://” ZIGHISCAR
expression AT ILRC,
GNGIE
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valid_referers none blocked server_names
*.example.com example.* www.example.org/galleries/

~\.google\.;

NELE

$invalid_referer

R “Referer” TEFRKTFBUEPONNR AR B9, MAZEFRFH, G0 “17

Rewrite

EHERA T PCRE IENFOAXTERIER URI, REIEERE, HAKAHIERILE,
breaks ifv returns rewrite Fset FELTELAN M ALHE:
o TE server A EHRE MIMASTER IR SHLITF AT ;
. EEHIT:
— HETFHRK URI #2K location;
— FERRBIMIOL B IR0 T IR E e 2 5
— WSIER URI #ES, WESHER, ENEET 10 (&,

B
break
B break;
FINE —
Holi9"4 server, location, if

{Z IR FGHY http rewrite 6.
WERTE location W?Ei??laﬁ/%\, i KA — AL B AEIX location HHUREE,
ZNIE

if ($slow) {
limit_rate 10k;

break;
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if
% if (condition) { ... }
ERINME —
Hol5"4 server, location

TEERI MBS, WERNE, WPITARIESPIEE RIS, FRIERIELS if FH2NHIECE, if
B4 PIRIC B A SERTAIBC EAIE K

AT DR PUMER —F:
o R WRZBRKENZFRERE0, W,
o =" M7= BRI RS T HREITIUEL

o A~ (KARNFITED) 177 (RX 2 ARVNE L) sRAFR2E R S IENFRIAFGEATITAS, 1
NWFHEA R AL EHER, £ $1.99 ZEAAIDIEE M, M 7 uaBr - fri, gk
MFIEXEEY 807 F07F, RN TR 55BN G 5 H,

o - AL BRI R T

o B RO SRR H R

o FEF-” e SRR, RS R R A1
o B Bl SEERFRAATIGT A,

I

if ($http_user_agent ~ MSIE) {
rewrite ~(.*)$ /msie/$1 break;

}
if ($http_cookie ~* "id=([7;1+)(7:;1$)") {

set $id $1;

if ($request_method = POST) {

return 405;

if ($slow) {
limit_rate 10k;

if ($invalid_referer) {

return 403;
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0 #i

$invalid_referer WEZBIMEHvalid_referers 8 E,

return
X return code [text];
return code URL;
return URL,;
ERINME —
T server, location, if

R IEACHEFFIEHEERT code IRMMILE U, ARARIENNY 444 FEAAIENA N SKEIIE LT RADER

A DMEEEE N URL G TS 301, 302, 303, 307 1 308) MR RSCA O FHARAD) o Wil (452
AFIEER URL A] LR S &, fEARHI, A]DUSEEA URL faE AAIRSS asiUA L URL, 1EXAME
A, EEWNEEN URL RIEERGTR ($scheme) DA server name in redirect Fport in_redirect

ERGI

BESh, FTDUKRES 302 MYIGINTEN URL fERME—S¥URE, BB heep://. https://
5" $scheme” FAFEITk, URL AlDAE &SR,

FiEZMerror page 5%

rewrite
Bk rewrite regex replacement [flag];
ERINME —
kP server, location, if

RRAEE R IENFOE K IERCIE R URIL, W URI ¥4% replacement FAFEHHEEMNTTER, rewrite &
L HEAT R E S Y BRI W F AT, AT DAMEH flags KIE4EHIE— 0, WK replacement
FIFERRA http://. https:// B $scheme” T3k, ACBRAGE 1L FFIR 0] B E (25 F Vil

&R flag SRR R Z —:

last {E IS FIE http_ rewrite 6, HIFMAERR S HRGEH URI PLECHYHT lo-
cation;

break {2 IEAFE Y HGHY httprewrite 1825, WIFE break 6% ;

redirect IR Bl EEE ], RASED A 302; AR replacement FAFER A LA http:// . https:/
/ B $scheme” 3k, NIERZSEL;

permanent IR[EKAEE ], RSN 301,
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SEEAEE R URL fRIBER L ($scheme) PAR server name in redirect Mlport in_redirect 85T

o

I

server {

#
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 last;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra last;

return 403;

J

B2, NRIXLESELHIE" /download/” MBI, last FRENEHA break,
IR[E] 500 FHIR:

EN Angie KEIEIA 10 (I

location /download/ {
rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;
rewrite ~(/download/.*)/audio/(.*)\..*$ $1/mp3/$2.ra Dbreak;

return 403;

J

Q2R replacement FAFHTLEFTHIIERSEL, NISCHTATERSECR AL G, MR E,

A DS TR R EREN S, POBRHIne], #m:

rewrite ~/users/(.*)$ /show?user=$1? last;

IFRIENFRIAAXEE Y 80 F04F, RPN FIEF NI B 5 S ENG S5 H,

rewrite__log

X rewrite_log on | off;
FINE rewrite_log off;
T http, server, location, if

JAREEERRE http_rewrite BRHHRSAIREE RIC T E  errorlog B notice 5,

set
e set $variable value;
LONINIED —
TR server, location, if

MEERERIEE, ZEAIDEEXAR, ZRENIHAS,
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uninitialized__variable__warn

Bk uninitialized_variable_warn on | off;
FINE uninitialized_variable_warn on;
Hol5"4 http, server, location, if

PR ILR R T ARIMA LR BRI E &,

PERSCEE

http_rewrite BTG FEBCERT BRI N NETE S, IXEA5ETRRCHI RIARRE ks 2 — MR
A R FURATL %

fouan, 5%

location /download/ {
if ($forbidden) {
return 403;

if ($slow) {
limit_rate 10k;

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

RN AN B :

variable $forbidden
check against zero
return 403
end of code
variable $slow
check against zero
match of regular expression
copy "/"
copy $1
copy "/mp3/"
copy $2
copy ".mp3"
end of regular expression

end of code

WER, EiRlmit rote IESREES, HNTES http_rewrite BERTEIR, N of BLEIE T —DEIHAYAED
B WRKMHENE, WIERKESBLIACE, HA limit rate FT 10k,
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R

rewrite ~/(download/.*)/media/(.*)\..*$ /$1/mp3/$2.mp3 break;

QSRR IENFOE AP A8 — DRATIAERS S, AT DR — e

rewrite ~(/download/.*)/media/(.*)\..*$ $1/mp3/$2.mp3 break;

UEINAINEERES S IS

match of regular expression
copy $1

copy "/mp3/"

copy $2

copy ".mp3"

end of regular expression

end of code

SCGI

RVFRFIERIZIBL SCGI MRS 25,

[t

location / {
include scgi_params;

scgi_pass localhost:9000;

}

ES

scgi__bind
X scgi_bind address [transparent] | off;
A —
Hol5"4 http, server, location

R SCGI RSS20 N ER N FEE A TP sk (RTiESG ) K, SEUARTABE S AR, RikE
of £ UM MAT—MECEPANIR AR scgi_bind TELHIRER, XAVFRGLE N IECAM 1P AT,

transparent ZEMVF AT SCGI ARG s HBSER NAEAM IP Ml A&, Flan, MEFuGHIESE IP

ik
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scgi_bind $remote_addr transparent;

N HESEER, BEBEELEI T BRIZTT Angie TAEERE, 1£ Linux ENIAREZE, RANUTEE
%€ T transparent %, TAEHESMNEHEY.AK CAP_ NET RAW HE

O HE
H EC B RS B R DA ECR B SCGI RS A M4 i &

scgi__buffer_size

PR scgi_buffer_size size;
2RIN scgi_buffer_size 4k|8k;
TR http, server, location

IRE TR SCGI ARSS S W M B 55— 8 7 Y R X RN IR 78 B B 5 — /NI Rz 3k, BR
BT, X RNET—DNFIE, XZ 4K 50 8K, BARERT 5, BEARR] LR HIZESE /N,

scgi__buffering

Bk scgi_buffering size;
A scgi_buffering on;
kP http, server, location

JE FHERZERI M SCGI ARSS as i 210 By 2% 1,

on Angie RPEM SCGI RS asEEUm N, H ¥ ERE R Hscgi buffer size
Mscgibuffers FaSIR BRI AT, W1 FEE NN TCTE 2B APNAE, TR M
N A] u{%ﬁ;zli”@ﬁﬂjiﬁqte'rerom'ry files gAllﬁHﬁiﬁiﬁscgz;’rrLa:l:ite’rerﬁﬁleisize
Mscgi temp file write size &2l

of f Wey B DA R 25 75 A% i 45 % F o, 372 BIAE 4R U B I A% 3%, Angie A= ZIHM
SCGI %5 as B MU, Angie — R MARSS 25 AT DAFZE WA B AY B R R/
Hiscgi buffer size T8 E,

2% it n] DU 7 X-Accel-Buffering” M Sk B HZ 18 " yes” B "no” K5 HEEEH, LThRER] DAL

Fscgi_ignore_headers $6%EH,
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scgi__buffers

[F22S scgi_buffers number size;
BRIA scgi_buffers 8 4k | 8k;
Hol5"4 http, server, location

BEHT M SCGI ARS5 a2 i B A = h X A BCRFIAR/D, B BN
BIAEI S, WX ANEFEFT—DANFIH, X2 4K 8 8K, BABIRT A,

scgi__busy_ buffers_size

7237 scgi_busy_buffers_size size;
Lo scgi_busy_buffers_size 8k | 16k;
EFRx http, server, location

Hbuffering M SCGI MRS5S ae MRS 5 HII, - BRI AT DA TFRema R A A 458 Fm At XS R, A
IR 7 R R SE AR TR, S IRIIN,  HARAG G DX AT DA TSR BA R, 5 0 S IR 08 0 i 7 2% 1o 2 g
St

BNEOT, KANZscgi buffer size Mlscgi buffers 1615 B BTN XA MRl

scgi__cache
K scgi_cache zone | off;
EUN scgi_cache off;
Ehx http, server, location

X TRAFHIEEAF XIS, MIREIDXIRAT DA 22 M T . SRR RS E R,

off S5 MR —NEC B PRI AR AR B 22 17
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scgi__cache_background_update

[F22S scgi_cache_background_update on | off;
ENIN scgi_cache_background_update off;
Hol5"4 http, server, location

AVERENIIARF IR, JR30)5E 6 116 K AEHNI% & 7 0

A EE
THIERL, T 1E ERTIN A R R A7

scgi__cache_bypass

[E27S scgi_cache_bypass ...;
ENN —
4 http, server, location

TE AN AEHRFREUA N [ 55, SR FITRSENE D —MER N HAET 07, NN A NEF
HRER:

scgi_cache_bypass $cookie_nocache $arg_nocache$arg_comment;

scgi_cache_bypass $http_pragma $http_authorization;

AP S scgino cache 82 —EAHH,

scgi__cache_key

Bk scgi_cache_key string;
EUN —
o4 http, server, location

X RAFHIRE, Blan:

scgi_cache_key localhost:9000$request_uri;
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scgi__cache_lock

Bk scgi_cache_lock on | off;
ENIN scgi_cache_lock off;
Hol5"4 http, server, location

Ja H Hif, BRATF—DNER—RIER EES(:gii(:acheikey B RIR H‘J%ﬁéﬁﬁﬁ:%, 75 152 i SRR
%5 SCGI MRS #n. F—RAZTTRMEAMIE SRR EREN S HINTE R P E R T RN EFERRN, B
@Jscg’liicacheilonkil,imeoul, B2 E IR A 1R,

scgi__cache_lock_age

Bk scgi_cache_lock_age time;
A scgi_cache_lock_age 5s;
EFx http, server, location

ERAZIEL SCGI M55 as T TS RAFTTRIVRSG — MERESEE N AR, Al BAER SCGI
RSS2 H— N TER,

scgi__cache_lock_timeout

181 scgi_cache_lock_timeout ftime;
2RIN scgi_cache_lock_timeout 5s;
R http, server, location

Nscgi_cache_lock BB, HNTRIZEAN, WEREPELIBES SCGI ssas, EMNCRK AW,

scgi__cache_max_range_ offset

Bk scgi_cache_max_range_offset number;
E/UN —
o4 http, server, location

NF IR RIEE T TSR, WRCEEREE, WYEENE R REES SCGT Missds, MNCKE
NEWEAF o
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scgi__cache__methods

FEEs scgi_cache_methods GET | HEAD | POST ...;
ENIN scgi_cache_methods GET HEAD;
Hol5"4 http, server, location

AR P SRTIETE AR S A, MINmRER 7, “GET” M1 “HEAD” JjiEtGZamsmeEz#R+,
REBVIAMIEE EA1. 5B Wscgi no  cache 5%

scgi__cache_min_uses

Bk scgi_cache_min_uses number;
2KIN scgi_cache_min_uses 1;
o4 http, server, location

BB AR AT Z RTHITE KRB

scgi_cache_path

THIX scgi_cache_path  path [Levels=levels] [use_temp_path=on | of f]
keys_zone=name:size [inactive=time] [max_size=size] [min_free=size]
[manager_files=number]  [manager_sleep=time] [manager_threshold=time]

[Loader_files=number| [Loader_sleep=time| [Loader_threshold=timel;
L8N —
Sl 5"4 http

REERFHIREMHEMSEY, RIFBIREE SR, RFHIISXFEARN cache ey R MD5 BREHY
4R,

levels ZEUE X TRAFNZER, M1 F|3, BMEREZE 182, Hlan, ELATRES:

scgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m; }

AT PRI U R ATR

‘/data/angie/Cache/c/29/b7f54b2df7773722d382f4809d65029c }

RAFMINL B ST N — M SF, RIFZSFE Ao 1GNP LE A UBHEAR RIS F RS B 2R
M, WER, EXMELT, XFREM N RGEERIMAREEAEM LR Fit, BEOSTEM
HERINCE, RAFNIF RN SCARRY B SRR R — SR SE L,

G S H SRR FET use_temp_path SEULEM,
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on MRS EBAEMEILEN on, ML NATE location BEWscgi_temp path
H PR E R B 3%,
off (N SCPE I BRI A7 H 3%

IAh, FraTESEAEIR G B EE — DN ENE XN, HAFIA/NH keys_zone SEELE, —
IR X I AT DAFAERZY) 8000 Mk,

£ inactive ZEUIETE M RN M RFZEIRENEZ T HBER, MAE e,
BRINEMR, inactive IEBN 10 735,

—NRIRE A S PLET R A B R R/ MR XU R G BRI IS R], SR/ e T 22
AR, ERBERED B EREE. Bz DA 7T AR,

max_size BRARZFERN

min_free A7 MR Gt bR )N AT A 22 ]

manager_files RRAAE — IS A Z MR AT H £
BIAME: 100

manager_threshol FR—MEFAYHRFELI [H]
BRIME: 200 ZF)

manager_sleep FCE IR Z HE
ZRINE: 50 =P

£ Angie JHBNEHI—7208f, RN BAFMBASHREETG, CRFEEUE RIS R F I BURER
5 RN &7 X I8, At 2 DO 2T,

loader_files R —MNMER A ANE I H £
BRIAME: 100

loader_threshold FRifll—/ MK HIFFELI H]
BIAE: 200 ZF

loader_sleep Bl E IR Z A E
BRIME: 50 ZF)

scgi__cache_revalidate

[=2E scgi_cache_revalidate on | off;
2RIA scgi_cache_revalidate off;
X http, server, location

J& R A "If-Modified-Since” F1”If-None-Match” Sk B 5% 118 SRR EHr 30 kIS A9 2% 177 T,
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scgi__cache_use_stale

[F22S scgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_502 | http_503 | http_504 | http_403 | http_404 | http_429 | off ...;

RN scgi_cache_use_stale off;

kR http, server, location

WELES SCGI MRS #E SN AT DATEfIRiE ol MM AR R AR, 5 RIS S scgi_neat_upstream
T2 RIS EAE LA,

error QUERTCTRIEPEACEIA KA SCGI ARS5ds, WAL FIE R A7 R,
updating WONSEYL, SOV IS AR 2% A Wi S A SR B TEAE T, IX AR VFAE SR R 7 e

S/ IMEXT SCGT ARSS 2877 1],

{5 I HAR 22 A7 M 7t ] DAFEM B Sk BB S, fa@ e B 2R 1S I HAfG e IR &
o "Cache-Control” SkFEH stale-while-revalidate # & F0 A 24 i 45 5 97 iS5 A i BA RO =2 A2 .,
o "Cache-Control” SkFEXHY stale-if-crror ¥ B IVFAE R A AR N5 B i HAR B 1E M0 B,

O ik
RSP T HERTELS S

N T B/ IMUAEEFT R AZ RN SCGI ARSS#T5IR], I PMEH scgi cache lock ¥6%

scgi__cache_valid

HIX scgi_cache_valid [code ...] time;
LN —
TR http, server, location

NATE R B AR BB R A7 N TH], BN, DAR4E<

scgi_cache_valid 200 302 10m;
scgi_cache_valid 404 im;

AR ARAS 200 A 302 IRE 10 2EHIELE, NN 404 KB 1 P EE,
SR 5 e R A7 ]
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scgi_cache_valid 5m;

MYEAE 200, 301 FI 302 MR,

A, ATDHERE any SECAGRAF (LAWY :

scgi_cache_valid 200 302 10m;

scgi_cache_valid 301 1h;
scgi_cache_valid any im;

RAFRIZEAR ] DUEREAE NSRS, IXIL/edm T RS BRI R F I,
o "X-Accel-Expires” SkF B DAFY A B B EMA . (YR AF I (Rl ZAEEEFINA N 92277, AERMEDA @ Ail
SOT3K, WIBCENI R AT REH R AT HIZE XS ISR (B Epoch ERIFVEO.

o QNERSLHF AR E"X-Accel-Expires” FE, WA]PATE Expires” 8¢” Cache-Control” HJSkFEHIRE
ZEZE

o WERSLHIE"Set-Cookie” FB, WZMIR AL TT

o WERSKAREERIIREN T B Vary” FB, NWNZMN A WEAF. IR EEHAER Vary”
FBL Nz R TR R AT SRSk 7 BO T8 A7

R BAMER scgi_ignoreheaders F6F XX MR Sk 7 Bz — B Z M HIMEEE,

scgi__connect__timeout

[F23FS scgi_connect_timeout time;
RN scgi_connect_timeout 60s;
kR http, server, location

X5 SCGI MRS5S ER AT I B, FREERAE, BRI RS REEE 75 £,

scgi__connection_drop

[=2E scgi_connection_drop time | on | off;
2RIA scgi_connection_drop off;
TR http, server, location

TEARPRAR S5 AR RS BR B M reresolve HEFRB A PI %> DELETE AR AKARFI G, JBHZ ISR
fR55 e A A IE R
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FEACERZS P m e B AR SSA A N — D SLEls B, ERER 2R 1L,
B&E time JAFNERLILEN; REN on I, MRS SZRIBMTIT,

scgi__force_ranges

Bk scgi_force_ranges off;
A scgi_force_ranges off;
kX http, server, location

JE XS SCGI ARSIV RAF IR AZ ML 71 VO S RE, T AE XL H " Accept-Ranges” 2B,

scgi__hide__header

BTA scgi_hide_header field;
EONIN —
X http, server, location

BINEOL T, Angie AR SCGI ARSS &=l i H ) Status” 17 X-Accel-...” kFBRE#ELG%E
Ui, :samp:‘scgi_hide_header &R B A SWAL N HAF B, MRFEAVHEILFE, W] DA

H scgi_pass__header B2,

scgi__ignore_client__abort

IBTA scgi_ignore_client_abort on | off;
RN scgi_ignore_client_abort off;
ETFx http, server, location

BAAE 4% I CE S N N O AT, B kM5 SCGI RS Az,

scgi_ignore__headers

Bk scgi_ignore_headers field ...;
E/UN —
T http, server, location

SRR E SCGI ARG AHIFELEm R LBy, 7] DAZIR I Z R4S " X-Accel-Redirect”. ”X-Accel-
Expires”, "X-Accel-Limit-Rate”, "X-Accel-Buffering”. ”X-Accel-Charset”. "Expires”, ”Cache-Control”,
"Set-Cookie” F1”Vary”
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SRR BN, XS B AP A DU AR -
e "X-Accel-Expires”, "Expires”. ”Cache-Control”, ”Set-Cookie” Fl1”Vary” B &N 5% (7 HISEL;
o "X-Accel-Redirect” HUATXHEE URI BIAHES BEA;
o "X-Accel-Limit-Rate” BN &40 E1 % 3 5 (R
o "X-Accel-Buffering” & FIBEER M LAY 2% 1 ;
o "X-Accel-Charset” 1 &M N HIEE 7 1F 45,
- x IBA
* scgi_intercept_errors on | off;
-« BIME
* scgi_intercept_errors off;
~ « EFX
* http, server, location

B RS MIZRARSHATEET 300 1Y SCGI MR {EELE% Fifi, SEEEIFEEME] Angie HTAL
iiil i H error__page 5%

scgi_ limit_rate

Bk scgi_limit_rate rate;
FINE scgi_limit_rate O;
o974 http, server, location

BRAEIM SCGI ARG #5 RN R L, rate ABFYFIT 50, HFHATDARL S,

0 SEFH R BRI
O @ik

FRAETIE R ER, KR Angie FINFTFNNS SCGI ARG A IIERE, NIFERIEZRK 2 ER
HIFIPIRE, IZRHAERH SCGI ARS8 B 1 buffering B R,
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scgi__max_temp_file_size

5RS
BIME
kX

scgi_max_temp_file_size size;
scgi_max_temp_file_size 1024m;

http, server, location

YEH SCGI ARSS AN B buffering B, AIEREEAN N TCIRIE S Hscgi buffer size FMlscgi buffers 8%
BB RGP, ImE L — 8 7 AT PACRAZ BN S rb, ARSI BIRN SRR RN, —IRE Al
N PYEESEOE 6 Sy NaN | scgi__temp_ file_write__size BN E,

2 P e 7 2% 2 S

0 #i

IR ANE F TR AF B B AE R FOMAL AL

scgi__next__upstream

Bk

BME
ol 98

scgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;
scgi_next_upstream error timeout;

http, server, location

TR ELEMAE N NIE R NAEBELS upstream pool FRY R — ARS8

error

timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TES ARG AT IERE . (R IETE KRE SR B Sk IN &2 AR H5 1R ;

TES ARG BRI IR, (R SRS E I B Sk N & A i

AR 55 A B 1 ZS B TCRU IR Y ;

AR 55 AR A TARASES 500 FAMA R ;

55 IR A1 T ARASAS 503 FANA R ;

AR S5 AR B T ARZSED 403 FRINA N ;

S5 2R Bl TARZSHY 404 FANE R ;

AR S5 AR [E] T ARFSES 429 FINA R ;

B, WA RS FERER (POST. LOCK. PATCH) fEM) ARG 2R &IXIE K
EAEIEA T — MRS, B ETBE R o E IS RIE K
HREIEREIBLA T —DRS 28
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0 #i

WER, HAMERARAZE P OSEMAER, ARERIERERES T — DRSS ds. a2k, WRME
i A& i R P A AR IR EGERS, MITEIREATIE R,

IR RIETE X T AN GRS #IBE I ref: TEINZEIX <maz fails>o

error IEEPA NI 2R, BT S T ARIEE
timeout

invalid_header

http_500 IXAEAE S TS E N B A B 221
http_503

http_429

http_403 FKIZAEAR A 221

http_404

RE RGBS N — D IRFF A ATRE R 32 B 2 AL TSR] HIRRH

scgi__next__upstream__timeout

BiE scgi_next_upstream_timeout time;
BRINME scgi_next_upstream_timeout O;
X http, server, location

BRAI AT AMRIBELS T — 1 ARS5asH9IE KA AL,

0 KA RR ]

scgi__next__upstream__tries

Bk scgi_next_upstream_tries number;
BRINE scgi_next_upstream_tries O;
X http, server, location

BRAHIFFER G T RS AT RE =R EL

0 R RR ]
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scgi__no__cache

Bk scgi_no_cache string ...;
HME —
Hol5"4 http, server, location

S SCAEATRE L NI RLRE AN SR RIRAF . WIRFRFERSEHZE D — MENNZEH BAFET 07, M

PG SWLRLE:

scgi_no_cache $cookie_nocache $arg nocache$arg_comment;

scgi_no_cache $http_pragma $http_authorization;

AIPAS scgi cache  bypass F62— S o

scgi__param

L scgi_param parameter value [if_not_emptyl;
EIME —
Hol9"4 http, server, location

RENE#ES SCGI RFG5aISE. EAEESOR, ZREHAS,

scgi_param FEHIEN N E—PECEIGNDA,

IXEARAAE L RPN E X

PrifE CGL IS & WAEN SCGIL ks, 152 W kR BEHY scgi params SfF:

location / {

include scgi_params;

WRFELS if _not_empty —HEE, NWMXHIZSEIMENNEN, A RKZSELBRIRS %

scgi_param HTTPS $https if _not_empty;

scgi__pass
TBiE scgi_pass uri;
ERINME —
X location, if in location, limit_except

&E SCGI fRgsashyittt, sthhbn] DHEE NS4 1P fulik, PAK— > RIERSH I :
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scgi_pass localhost:9000; ]

SR G NEBA] unix ZJEFEH B SHEEORAT UNIX BB 7L

scgi_pass unix:/tmp/scgi.socket; ]

QIR NRB TR Z Dbk, WPR DR 75 e, o, Husikn] DUREE M55 a4l ansRfE
TH, WARESH ST, MR, PRHOHNIE RS EE o

SHEEVT DB S &, TEXFEN R, R E s, NEAERIRRIARSS sed 8 RI%4FE, W
BARERE], WAEH resolver HHE

scgi__pass__header

Bk scgi_pass_header field ...;
EINE —
HSl5"4 http, server, location

FVFRRE SCGI IRS5a:HT & MBS Bk 7 B ARIB L% - it

scgi__pass_request__body

[E2FS scgi_pass_request_body on | off;
LNz scgi_pass_request_body on;
R http, server, location

BB B R ARTE SRIRE 34 SCCI ijRSSe%. H1ES Wscgi pass request _headers 6%

scgi__pass_request__headers

Bk scgi_pass_request_headers on | off;
LOVNIED scgi_pass_request_headers on;
o4 http, server, location

R B R IATE RISKFERALIRLS SCGI IRS548. H1ES Wscgi pass _request_body 6%
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scgi_read_timeout

Bk scgi_read_timeout time;
FINE scgi_read_timeout 60s;
Hol5"4 http, server, location

TE XM SCGI IRS5 as SR R B I 18], I (XL P M E SRR E Z [RIRE, AR E X B AN
Rt AR SCGI RS A FEILIN T NI A R T A, HERERE K,

scgi__request__buffering

[E27S scgi_request_buffering on | off;
EFME scgi_request_buffering on;
TR http, server, location

J& FH A F 2 P 0 SRR 220

on TEIHRRIEE] SCGI RSB R, MR B MERIA,
otf TSRTEBER SLHIROXE] SCGI RS TEIXAMENLT, WIS Angie EETFFHA

RIXERIK, WIERICIEE#BRLS T MRS o

M HTTP /1.1 B Rgmig AOR AT SRR, TCIefe B, TERIAE SR,

scgi__send__timeout

Bk scgi_send_timeout Mf[H];
A scgi_send_timeout 60s;
HSl9"4 http, server, location

B SCGI IRFaEHIERAVERS, B TEM MESN S RIEZRILE, AR X NME KRG
o AR SCGI MRS FEILI A ARIZILENEMNE, MERR A,
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scgi_socket__keepalive

[F22S scgi_socket_keepalive on | off;
ENIN scgi_socket_keepalive off;
Hol5"4 http, server, location

BlE S SCGI RS e H G ERE " TCP keepalive” 174,

n BIANE T, BRIERGHRENERTER,

on NERFIFE SO_KEEPALIVE E#F1E,
scgi__store

Bk scgi_store on | off | F4FH;

2RIN scgi_store off;

EFx http, server, location

JE RS R A7 B

on RIESFe% alias Broot FHX N BIEEAR IS
off BRI

XA OB A R 74 & B E:

scgi_store /data/www$original uri; J

A B E I AR E A " Last-Modified ™ MR Sk BRIZE, MR & Je 5 AR SCF, AJEEMAIZ
1o IR I SRR A AT DUBAE A RSO 2R 58 b SR, TE TR, (RIS T, S RIEM D X RS
Z BRI, A B E B I E AR, IR, BN T8 BB location, (RAFEI SR scgi temp  path
Fe2 B BRI S H AR — U RS L,

IHeFE 2 AT T AR S ] ORI A BEIA, B4 :

location /images/ {
root /data/www;
error_page 404 = /fetch$uri;
}

location /fetch/ {

internal;

3.2. &I, &% 254



*web
server
FAPFiEE, IRE 1.9.0

scgi_pass backend:9000;

scgi_store ;
scgi_store_access user:rw group:rw all:r;

scgi_temp_path /data/temp;

alias /data/www/;

scgi_store_access

Bk scgi_store_access /7 BR...;
E /NN scgi_store_access user:rw;
X http, server, location

B QIR SN H SR BT AR, il :

scgi_store_access user:rw group:rw all:r; }

GRIRFERE THEAT group BX all VIMRIAXER, WA AR AT DAE :

scgi_store_access group:rw all:r; }

scgi__temp_file_write_size

Bk scgi_temp_file_write_size j(/J‘;
BRIN scgi_temp_file_write_size 8k|16k;
HSl5"4 http, server, location

FRAEIES M SCGL AR 55 a% 21 e I ST PR B9 B 2 iy, — o5 A e I S2PF B9 8iE R/, BN TS
DR, R/ANHscgi buffer size Mscgi_buffers 52 BB RPN X BR o 15 I SO Y B R R /DN
Hscgi_maz_ temp_file size B E,
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scgi__temp_path

HIX scgi_temp_path B&1Z [levell [level2 [level5]]];
ENIN scgi_temp_path scgi_temp; (Eﬁféﬁi(ﬁﬂi --http-scgi-temp-path *@@iﬁbﬁ)
Hol5"4 http, server, location

EX—NHEE, ATEEMN SCGI RS as BRGNS F, "] MEFRE B MERRZ =R HXE
Ko BN, fELATECEH

scgi_temp_path /spool/angie/scgi_temp 1 2;

e FF S A AT REFR LR AGIXAE

/spool/angie/scgi_temp/7/45/00000123457

WEZWscgi cache path $62 W use_temp_ path Z%L,

Secure Link

R T RE TR EIN, RIPSIRRS RGN, FHIRFIFER A a6 1,

TR R H SRR ELBE KA 5038 BRI AN E AN 9 SRR AERIIE, a1 R GEEA A IR Az an
W E TR, NZEERA R, XEARE ARSI Ssecure link Z BRI,

I HR AR AR, B AR E S secure link secret 82 B, FITREIE REERZIEL
M PARAR T R IR 0 AR ARG A, 58 R B secure link Mlsecure link_mds ¥8< )8 A, A
T BRI e Y A an JE

Y }‘}\()E{J(EEB*@@N, AR HLERIA A A --with-http_secure_link_module Y RRIETE FH o
R 8 BRI MBS S, SERaSEmED,

B

secure__link

Bk secure_link FRIKT;
ERINME —
X http, server, location

EN—NMIETRENFRSR, T MNP BRI AME R A4 a5 .
FIRAXH A il S51E RAHECEL; 1525 NE R,
MEFFE PRI FIE S B secure  link mds 82 E X FRIENA MD5 WA BT ERER,
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R AIARE], W Ssecure link ZBEPIRB NS FIFE, WRMFAHRE, WIRZE BRI A @ E .

MR A AR GE I BN R EEH, Wesecure link ZREBIZEN 0, G, EHILEN 1, 1HRK
H&IER MD5 M7 {E LA base64ur] Zmfid,

QNS EERE A A BRI AE a1 A, WA R PLE 427 (Thu, 01 Jan 1970 00:00:00 GMT) DCREIFIEGS B, 1%
EAERIEPEE T MDs B2 )5, HLAUES 78R, 1E R A& RS B R P  Ssecure link  expires
BT secure link md5 8%, WRARFGEILIANR ], WEERz B A JCRR A4 ar A A,

secure_link_md>b

Bk secure_link md5 FRIAT;
EINE —
ISl 5"4 http, server, location

EX—MRIXK, H MD5 BAER I EH 51K PSR [EA T AL
RISAM U EHERE BRI BRI I — M. WEREEREA AR Y, RiAEN

& $securelink _expireso
T FI RG], FRIAXAAEE—EXTEPWSIMER, FIa0E kR e gk,
iR

location /s/ {
secure_link $arg md5,$arg_expires;

secure_link_md5 "$secure_link_expires$uri$remote_addr secret";
if ($secure_link = "") {

return 403;

if ($secure_link = "O") {
return 410;

J

827 /s /link?md5=_ e4Nc3iduzkWRm01 TBBN Ywérexpires=2147483647" BRi| 7 X% F i 1P ik
127.0.0.1 87 /s/link” BI7iA], IXPEREMARAIAEmE R, B 2038 451 A 19 H (GMT),

1€ UNIX L, ®JPUES DA RS 3RE md5 1 RS EUE:

echo -n '2147483647/s/1ink127.0.0.1 secret' | \
openssl md5 -binary | openssl base64 | tr +/ -_ | tr -d =
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secure__link__secret

Bk secure_link_secret EAid];
LNz —
Erx location

TE X — R ERR, TR AT SRR B L,
THREEZER5EE URL AR AR:

[/prefix/hash/link

HrP hash S2ONHEEAME BIRNERT H A MD5 IR ATH/NHHIRR, prefix BRARMLAEREFAT
o

WG SREERIE T ESEMARE, W Ssecure link ZEAIZENMMIER URI 2R, S0, Sse-
cure_link ZEBHIR BN T,

zZN /1

location /p/ {

secure_link_secret secret;

if ($secure_link = "") {

return 403;

rewrite ~ /secure/$secure_link;

location /secure/ {

internal;

TR /p/5e814704a28d9bc1914fF19fa0c4a00a,/link” P4 AR E E M /secure/link”,

£ UNIX _b, AIPAE DA R a2 2R B~ 61 10 A e -

echo -n 'linksecret' | openssl md5 -hex
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fein

HEE

$secure_link

HEERERPRAS, BAMEBRTINER SR EE

$secure_link_expires

FEVE R AP B R RER A @ B, U T secure_link_md5 6%,

Slice

ZRPUR — IR, KERIFO N TFIER, D FIERIRERETEE RN, 2 IEAR A T E AR

AR B 2 A7

4 NIRRT, BOAE PSR EFREM --vith-http_slice_module AEIENIH

Mo
fERA BACENEMERS, ZRRCESERE,

B E B

location / {
slice im;
proxy_cache cache;
proxy_cache_key $uri$is_args$args$slice_range;
proxy_set_header Range $slice_range;
proxy_cache_valid 200 206 1h;
proxy_pass http://localhost:8000;

TEMIRBIFR, MR E 1 IKFIT AT R F YA,

g
slice
BiE slice size;
LNz slice 0;
ETFx http, server, location

BB IR FEREER RN 7B T A
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THER, ([EIRATRE S B0 2 AT TR E XX,

N TAEFIERIR BT FRATEE, iR Sslice range ZZ&2/FHN “Range” W RKFBRILIBH IR 3o
GERIBH T 2207, N Sslice_range YIMBNZEAFHE /, FFRHH] XIRZSHEN 206 BIME R AT

NEZE
$slice_range

PLHTTP =it #&SFm i S a/iv R, BN, bytes=0-1048575,

Split Clients

BT A/B I, B228e AT s MR BOR — B0 2 P s B B — IR AR A E, R RF AR
73 B HAbH 7T 7 =

BCERBHI
http {
split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;
*
¥
server {
location / {
index index${variant}.html;
B

split__clients

Bk split_clients string $variable { ... }
EINME —
o974 http

IS string BIE— S$variable; string FHIZE BHIEH, B REER, AEKBAEME N
Svariable FIFFY B,
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WA EREE A MurmurHash2 (32 fi7), HEEAMETERE (0 #] 4294967295) % H BT B M+, &
3 EEERTE TRAIAIR N, TBECHRT (x) PIDAEIRTERRSS; Y& 5 H AT 2 MG 7 (B L5 HoAE 7 HIMES

— N

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

}

EIXH, BEGER $remote_addrAld FRTRIIGHESHIR:
o 1H 0% 21474835 (0.5% BIFEAR) 774 .one
o {H 21474836 | 107374180 (2% MWIFEAR) 774 .two

o {H 107374181 %] 4294967295 (P HA{E) 74 v (—PBFREH)

SSI

RN IRy, AT EEE BN AR SST (IRSS deum i) ad,

BLE R

location / {

ssi

EL
ssi
Bk ssi on | off;
BRINE ssi off;
R http, server, location, if in location

JE FHERZE R R A SST < AIAL P,
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ssi__last__maodified

Bk ssi_last_modified on | off;
FINE ssi_last_modified off;
Hol5"4 http, server, location

FRVFTE SST ALFRIS 2 R B R 4 B H1 ) " Last-Modified” SkE¢,  DAME TR 2217,

BIANEILT, SKFBRIPAEER, ROV A EATE B, ATREE & ah AL TR e 5 R
LIRS RYAE S R

ssi__min_file__chunk

181 ssi_min_file_chunk size;
PRINE ssi_min_file_chunk 1k;
X http, server, location

B EERERL L AIMa R R A RN, IZRINTAR, - sendfile KIXRENTZAE XN,

ssi__silent__errors

Bk ssi_silent_errors on | off;
ERNME ssi_silent_errors off;
TR http, server, location

WEREH, TE SSI AL AR, KNG fan error occurred while processing the directive]”
FrFH,

ssi__types
Bk ssi_types mime-type ...;
EIME ssi_types text/html;
X http, server, location
JE X B RE MIME KRR H SST e SRYAEEE, BRT text/html, HRiFK(E”*” ULEC(EA"] MIME
K
Ko
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ssi__value_length

Bk ssi_value_length length;
FINE ssi_value_length 256;
Hol5"4 http, server, location

E SSI a2 SHIENRA KL,

SSI %%

SSI A HA DA N s A%

<!--# command parameterli=valuel parameter2=value2 ... ——>

KRR

block

XL DRTLMEN include a2 HRIFIREFRIEL, BRATDARL & HAL SSI v, Zm<@ BA U NSE:

name

HRAAFR

N/l

<!--# block name="one" —-->
stub

<!--# endblock —-->

config

EAE SSI ACFRIMIRIE ) —L2 248y, R

errmsg

£ SSI ACERM R & AL BRI B 7T e BRINIEOLT, it DU A7 R

[an error occurred while processing the directive]
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timefmt

&84 stritime() BEAIRSAFATER, MR BRI R, BOABOLS, (RIS
%A, %d-%b-%Y %H:%M:%S %Z”

"%s” K IIE G PARD hy B I TR

echo

M RAME, ZaSRAU NS

1

B AR,

encoding

S 7715, FIREAYEEL4E none. url fl entity,
ERINER entitys

default

— N IENESE, WEEZRARE N HA AR, BOAREH (none), %<

‘<!——# echo wvar="name" default="no" -->
EE VAN 1k
<I--# 4if expr="$name" --><!--# echo var="name" --><!--#

else ——>no<!--# endif -->

if

PITHRAES, XFUTmL:

<!I-—-# 4f expr="..." -=>

<I--# elif expr="..." —=>

<!--# else —-—>

<I--# endif -->
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FPiEM, 4 1.9.0

SHIPGR—BIRE, ZmLAAUT

@
o

expr

RIEHK, RIXAXFTLUZE:
o LRAEEMGE

‘<!——# if expr="$name" -->

o BEESORIHEL:

<I--# if expr="$name = text" -->

<I--# if expr="$name != text" -->

o ZERSIENFEAATHEL:

<I-—# if expr="$name = /text/" -->

<!-—-# if expr="$name != /text/" -->

|

QISR text TSR, WSFHENIAME ENFIENAT AU S A BN an 2R, fiEn] OEd &

fEH, Blan:

<I--# if expr="$name = /(.+)@(?P<domain>.+)/" -->
<!--# echo war="1" -->
<!--# echo war="domain" -->

<!I-—-# endif -->

include

R —MEROEERE SRR A, %

file

e SRS, Bin:

LHIN 2

<!--# include file="footer.html" -->
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virtual

fREEEHIER, Bln:

<!I--# include virtual="/remote/body.php?argument=value” -->

fE—T1 BEEMZ MR, B FastCGI/uwsgi/SCGI/gRPC IRS5 85FHFATAL I, 4n SR 7R 2N AL B,
TWINAER wait ZEL

stub

—MNMERESE, R ETEREE IO EARBIE R B R & A R RN R A B, 4

<!--# block name="one" -->&nbsp;<!/--# endblock -->

<I--# include virtual="/remote/body.php?argument=value"” stub="one" -->

BN AR SR R pAbEE,

wait

—MNMEESEL, FORTEARSE SST AL RIS PR RTEM, Bilan:

<I--# 4nclude virtual="/remote/body.php?argument=value"” wait="yes" -->

set

— P ARRESE, TERRIERCER OIS RT NEE L&, Bildn:

<!--# include virtual="/remote/body.php?arqument=value"” set="one" -->

M 7 ) e R K/ INH subrequestoutput buffer size 18R E :

location /remote/ {

subrequest_output_buffer_size 64k;
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set

RETENHE, ZaCBEEUTNSEC

var

L ERAFR,

value

TEE, MRREPESER, WIBERENE

HEE

el

$date_local

MEIRTE (ARHIEX), ¥3NH config A timefmt SEOLE,

$date_gmt

LHIE (GMT). N config MR timefmt SEOLE,

SSL

24 HTTPS s iR
4 MNIRAHAT R, IREEER AR ; MBS --with-http_ss1l_module MJEEIEINE .
£ BANH PR EMEGR T, 2B S A,

O H%

AR ZL OpenSSL &,

B E B

N T REARMCBR AR T, I
o R LIFIERECE E VAP AR,
o JERRFRER,
o ERE RIRRA,
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o ZEHINE RTRELT,
o FFATREMEANZIE A (BRIA 5 208 :

worker_processes auto;

http {

server {
listen 443 ssl;

keepalive_timeout  70;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5 ;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B2

ssl__buffer_size

[E2FS ssl_buffer_size size;
EIUN ssl_buffer_size 16k;
EFx http, server

BB AIEEHR T A2 X RN,

BINEOUT, ZmIX RN 16k, 200 BT 43X RN RN A B/ NFR . o8 T B/ IMEE R IN T, B
NHMERTRER A 2ERYT, Bilan:

ssl_buffer_size 4k; ]
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ssl__certificate

HIX ssl_certificate file [file];
L8N —
LT http, server

feE A REAUIRSS 420 PEM AR RUEHSCH, WERTE IS HEIES, PR EIUEBIN, MAER—XHFH
HIRCATIF4aE : EULHERT, PEUEHER. A DMER—XHFHRE PEM 0T,

ISR DA IRIEE, PUINECARIZERATIES, B4 RSA F1 ECDSA:

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

# ...
}

A OpenSSL 1.0.2 BCE mRASHF A FIEB A IERHE, ERIHMAT, e H —MEFHE,

O HE
e OpenSSL 1.0.2 BUE mEARANS, AT AT A A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

IR, #HAZERERESR SSL B TFRARRIMBIES, XAIRESXMERE A4 U R,

A DHEEME " data: Svariable” RAVE file, XRMNEBAFMEGES, MIATEMPRSCH, HER, 4
ER TR RTRE R R Z 238, B RAEIES AN S,

O HE

REICERRZ, BT HTTPS MHXHIRA], HTRAREIREERSE, IR SN T~ FEE) 1P
ok,

Added in version 1.2.0: QNS T sslntls, WZFEDPTLAEZ N80 (BARZELE 2 FIINEER 7))
mrE—1:
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listen ... ssl;
ssl_ntls 5

# W NTLS if
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T L5 %M RSA EH — A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__certificate__cache

[E227S ssl_certificate_cache off;

ssl_certificate_cache max=N [inactive=time| [valid=time];

RINME ssl_certificate_cache off;
kR http, server

X —MNAT ST R B E R SSL IET FIRAY] BI%A7.

AR S-Sk 8
o max —IRBERFTITRIBAIE, RGN, ROEH (LRU) KTTREPIEER,
« inactive —EEMEZ KINFIARVIFEHEERICR, BIMED 10 F,

o valid —fEERFILRPONNEROF ] EEMHRIN R, BOIMEN 60 £, @ RRE, R
BTN E T R U

o off —EEH%AF,

B

ssl_certificate $ssl_server_name.crt;
ssl_certificate_key $ssl_server_name.key;

ssl_certificate_cache max=1000 inactive=20s valid=1m;
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ssl__certificate__key

HIX ssl_certificate_key file [file];
L8N —
LT http, server

TEEAE LIRSS 438 PEM FRATHSC A,

O H¥
FEfEM OpenSSL 1.0.2 BUEERRAR, Al DAEX AR 2R,

A] DUEE(H "engine:name:id” R file, IX2MIEER OpenSSL 5 EAFME T HIEE id BIFAEH.

] DB E E " data: $variable” SKARFE file, XML BAINEFAH, MAFM AR, HER, 1Y
R IEE R RES T R 2RR M, FIUSRAHEIES NS 1R H .

Added in version 1.2.0: GHRFH T ssl ntls, WZFEL ] DIEZ N NSE RHANBZ I NS )
mAg—":

listen ... ssl;

ssl_ntls 5

# M NTLS i+
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T\ 5 %A RSA A% — A
ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__ciphers
FaER ssl_ciphers ciphers;
A ssl_ciphers HIGH:!aNULL: !MD5;
P http, server

faE B EREM. BIEM L OpenSSL FEFEEAUMSSEE, Hlan:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP; ]

EHYIRER T B 2K OpenSSL kA, AIPAffF openssl ciphers B H LRI,
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ssl__client__certificate

Bk ssl_client_certificate file;
ZRIA —
LT http, server

fEERTRIE 2P uIEHBF OCSP MN A PEM 2 G CA IEF e, WREH T sl staplings
UEPHRG RIEA R P, WRAFEIXME, AP H sl trusted certificate $6%5

ssl__conf__command

Bk ssl_conf_command name value;
EUN =
T http, server

WEIER OpenSSL & @4,

O HE
FEfEH OpenSSL 1.0.2 BUE miRAN SZRZES

A DATER] — KA _ B EZ S ssl_conf _command 6% :

ssl_conf_command Options PrioritizeChaCha;

ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

MR YETRANEE E X ssl_conf command 6%, MXLEES M E—DECER AN,

2\
oA A )

EHZACE OpenSSL AJRESFEREIMT N,
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ssl__crl
Bk ssl_crl file;
EUN —
Hol5"4 http, server

feE AT 5E 2 P IEH R PEM & MEIEH X (CRL),

ssl_dhparam

BiE ssl_dhparan file;
EAUN —
kX http, server

{6 T DHE EWHEMFN DH SEUF,
MANBER T RIZRESE, FHEAZEH DHE BEHEMF,

ssl_early__data

181 ssl_early_data on | off;
2RIA ssl_early_data off;
R http, server

JEFEZEH TLS 1.3 FLHI%HE,
1ERHREIE R IERIE SR =32 8] S0k I, R T R4 N E R 2 I 28, NAFE FH $sslearly  data

=N
g%o

proxy_set_header Early-Data $ssl_early_data;

O HE

TE#H OpenSSL 1.1.1 BUE R RA AR BoringSSL I XHEHZIES,
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ssl__ecdh_curve

Bk ssl_ecdh_curve curve;
ENIN ssl_ecdh_curve auto;
Hol5"4 http, server

{57 ECDHE HHEMFHIHhLk,

O HE
TEfEH] OpenSSL 1.0.2 B SRRAR, 7 DAEEZ Mgk, Bild:

ssl_ecdh_curve prime256vl:secp384ril; ]

FFPME auto f5/R Angie TEfH OpenSSL 1.0.2 S ShARNHH OpenSSL FENEMNFIFR, sHETER
[HARAHE R prime256v1,

O HE

FEfE OpenSSL 1.0.2 B AR, ZESRENRFT 8 X FFHTHIESIER, Kk, 7T ECDSA ik
PREGIER LIF, EZEAZEAURIERHEHEhZ,

ssl_ntls

Added in version 1.2.0.

Bk ssl_ntls on | off;
2RIA ssl_ntls off;
T http, server

JA FARRSS axuiidt NTLS IscHs, HH TongSuo FE,

listen ... ssl;

ssl_ntls

O fHE
A --with-ntls WERTAGE Angie, FHEREFIEMH NTLS f SSL &,

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

3.2. &S|, &% 274


https://github.com/Tongsuo-Project/Tongsuo

*web
server
FAPFiEE, IRE 1.9.0

ssl__ocsp
=275 ssl_ocsp on | off | leaf;
2RIA ssl_ocsp off;
4 http, server

JE R P UIEREER OCSP ik, :samp:leaf SEUNE R Uik 5058 IE,
HTE OCSP WUEIER TAE, sslverify client $8NIZEN samp:‘on 8L :samp: ‘optional,
BENT OCSP MM NS, resolver MM HETEE,

I

ssl_verify_client ;
ssl_ocsp 8

resolver 127.0.0.53;

ssl__ocsp__cache

HIK ssl_ocsp_cache off | [shared:name:size];
A ssl_ocsp_cache off;
TR http, server

B P IRS DAT OCSP BIERIEFRIBMAA/ N, ZEFENA TR s, A
DATEZ A HEFUIR 55 Hh (8 AR R A PRI 2% A7

off ZRZEILMHMEAT,

ssl_ocsp_responder

[E2FS ssl_ocsp_responder uri;
EINN —
R http, server

HELE "Authority Information Access” UEFY RHFEER OCSP M ER URL, DUHATIVIE 27 UilE
s

{ZH http:// OCSP WA 7 :
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ssl_ocsp_responder http://ocsp.example.com/; ]

ssl__password__file

Bk ss1l_password_file file;
E /NN —
EFx http, server

faE —DMEESEET KU, BRI 1T, EEARPRRIR 2 R TS,

P

http {
ssl_password_file /etc/keys/global.pass;

server {
server_name wwwl.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name www2.example.com;
# WA A 4T R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}

ssl__prefer__server__ciphers

[E227S ssl_prefer_server_ciphers on | off;
A ssl_prefer_server_ciphers off;
EFx http, server

TEEAEEA] SSLv3 1 TLS WM, ARSS Sem i R0 T8 F i & i,
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ssl__protocols

% ssl_protocols [SSLv2| [SSLv3| [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME ssl_protocols TLSv1.2 TLSv1.3;
Hol5"4 http, server

1E 1.2.0 A RAALHE: TLSv1. 3 SEIINBIEINE ST,
JE RHEE BB

O fHE
TLSv1.1 1 TLSv1.2 ZEUXAE#FH OpenSSL 1.0.1 8¢5 S hA B XL,
TLSv1.3 ZEUAEEF OpenSSL 1.1.1 B EhRAR B XL,

ssl_reject__handshake

TBiE ssl_reject_handshake on | off;
2RIA ssl_reject_handshake off;
4 http, server

WEREH, ref:‘server BHY SSL B FRHdE4,
flan, FELATFECES, E4S5RGERBIINIE example.com 1Y SSL 2

server {
listen 443 ssl default_server;

ssl_reject_handshake 5

}

server {
listen 443 ssl;
server_name example.com;
ssl_certificate example.com.crt;
ssl_certificate_key example.com.key;

}
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ssl__session__cache

HIX ssl_session_cache off | none | [ builtin[:size]] [ shared:name:sizel;

ENIN ssl_session_cache none;
Hol5"4 http, server

B FERTE SN RAARIFTIFRN, Gef7 n] DUZ DL MEZRAY:

off FARZRIE R STERAT . Angie IS IRE PR RIS EEE

none RAR VPR XTE%AF: Angle HIRF IR A] AEH], (HSZPR EAERLF
PR RTE S

builtin OpenSSL FRNERIZLF; XH— DT EMRMM, &EFER/DNUASTEN BAIEE,

RARGERD, WEET 20480 i, HHNERFAREFENERF

shared TR LR WA ERRAE, RAERNAF AT ; —IRF 1] DA
fBERZ) 4000 N=1E, NIRRT NA —MERAIR, 7] HEZ PN ELIRS &+
ERMRZIRNET. CXEHT HIER, FENEHRHR TLS RIEEEEH,

FRIEME ssl_session_ticket key 16 EINBELE,

A DARIIS (s A A7 262, fBilan -

ssl_session_cache builtin:1000 shared:SSL:10m;

(B {86 FH L SR R A T A (o0 P P L R 17 3 B A R

ssl__session_ticket__key

Bk ssl_session_ticket_key file;
ENIN —
4 http, server

REMTINENE TLS KUEFEIRAIME R, WSROI Z MRS 8 < AL AR,

e BIAEUT, AR,

GNSAEE T2 ESH, MRS —NMEYRINE TLS XIEEE, XAV ER AR, Hn:

e

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

B 80 BY 48 i RIRENLEE, R LAREA DA <Al :

[openssl rand 80 > ticket.key

RIS RN, ] AES256 (AT 80 FiH]) 80 AES128 (T 48 S ) MEATINE,
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ssl__session__tickets

Bk ssl_session_tickets on | off;
ENIN ssl_session_tickets on;
Hol5"4 http, server

JE FHEEEREIE TLS 215 5HE FIRIEIRE.

ssl__session__timeout

PR ssl_session_timeout time;
2RI ssl_session_timeout b5m;
kX http, server

faE & P Al AR 2GS BN T,

ssl_stapling

[E27S ssl_stapling on | off;
ERIA ssl_stapling off;
4 http, server

Je B ARG #389 OCSP AN [ stapling, 7~ :

ssl_stapling 5
resolver 127.0.0.53;

HTf#E OCSP stapling 2B, ARFEHEBIE EZHINEBN NEH, WHRssl certificate XAFAELEHRIIE
H, MIARSS SRUEB IR & UEF N AE sl trusted certificate XHFHTETE,

A ER
N T fENT OCSP MR # EA4, resolver 162 MM AHEE
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https://datatracker.ietf.org/doc/html/rfc6066#section-8

*web
server
BPiER, R4 1.9.0

ssl__stapling__file

[F22S ssl_stapling_file file;
L8N —
LT http, server

LA, HEY OCSP MIRCKE FEE AR, A EWIRSS SR &R OCSP MR,

NN openssl ocsp mi AR DER #83K,

ssl__stapling__responder

[E2FS ssl_stapling_responder uri;
ENN —
EFx http, server

ESTE "Authority Information Access” UWEFY EHFEER OCSP MR & URL
XS24 http:// OCSP MR :

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

[E27S ssl_stapling_verify on | off;
2RIA ssl_stapling_verify off;
X http, server

JE B EE RS ek OCSP Wil B2 A3 IE

AT ESSUEIE S TAE, IRSSAUEH A & IIE . MRIEBHIPTE R EIE BN AR ssl trusted certificate &
SEEHRALE,

ssl__trusted__certificate

X ssl_trusted_certificate file;
ENN —
ETX http, server

feE TR IE B A uIERH OCSP MR AT PEM MIHIRAEE CA IEH X, GEREM T ssl_stapling.
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5ssl client certificate WBMIERRE, XEEUEBIYFIRAZ K IEL R i,

ssl__verify__client

=275 ssl_verify_client on | off | optional | optional_no_ca;
LOVINIED ssl_verify_client off;
X http, server

JAHE P HUEBRIE, $UEES RAFMETE $ssl_client_verify ZE &,

optional TERE P UmIES, FHEEBAER N HEH TRIE,
optional_no_ca WEREPIES, EAZEREHZETN CA IEBEH, XENTE Angie Z AN
AR S5 P T S BRIE 45 56 UE A e 35

ssl_verify__depth

Bk ssl_verify_depth number;
FINE ssl_verify_depth 1;
Hol9"4 http, server

RER A uIE BRI IR,

IR E

http_ssl B ZFRZ N ERERIRIES, ATHTFEL error page F6HATEIEM]:

495 TE28 PR IE 556U HA A & A A5 ;
496 B I AR BT TR AE S ;
497 W\ HTTPS % & IE T G K,

BHEMIEIE R SE 2T G &4, WIREZREUW Srequest wris $uris $args FEATH,

Fa e BAE B AR 55 a3 M B 3k ) ” Set-Cookie” “FER AR B MEH BB SR, EE TR IR K 52 2 it a1
17, MRS & Srequest uriv Suris $Sargs FIHAMMA & E R,
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HEE

fein

hitp__ssl FEARSTRF N E AL &

$ssl_alpn_protocol

IR[E] SSL 4B FHAR ALPN SEERIHMY, SR A2 F4F E,

$ssl_cipher

IR[E TN SSL SRR E AR,

$ssl_ciphers

R[5 SR R E AR, CRIBEHEEFR SRS, RAR A7 HER, fln:

AES128-SHA:AES256-SHA:0x00£f

O HE

ZAERANAEE OpenSSL 1.0.2 BUE S RAN S22 5R;, EMIARAR, ZZRMEFH IR,
F B EAR S ELT,

$ssl_client_escaped_cert

IR[AIE N SSL AR F k13K PEM #4380 (URL %h5) ;

$ssl_client_fingerprint

IRPIE N SSL ERR F imiE 58T SHAL $54¢;

$ssl_client_i_dn

IREIFRAE RFC 2253 BN SSL JERNRE P WIER” A #E DN” FIrHE;
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$ssl_client_i_dn_legacy

IR[EIE N SSL JER AR FmIE T ML DN FAF R,

$ssl_client_raw_cert

IRPIE Y. SSL ERR P i H PEM #83,

$ssl_client_s_dn

IRERYE RFC 2253 M E &7 SSL JEHEME I uHIEBR” £& DN” ZRF 8,

$ssl_client_s_dn_legacy

IR[AI SN SSL AR F i )" 4K DN” FFH,

$ssl_client_serial

RETE N SSL JERAY R FumiEBRIFES S,

$ssl_client_v_end

IR [E] 75 ok A5 25 R H

$ssl_client_v_remain

IR 7] P S UE S B Al R AL

$ssl_client_v_start

IR 6175 P e 4R H .

$ssl_client_verify

IR A% POIE I IE 45 5 SUCCESS. FAILED:reason fl NONE (AR AHRALIES),
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$ssl_curve

REIT SSL B PSRRI R g, CRIFHZARARSIH, RATE A7 EHER, Fln:

prime256v1

O HE
ZABAEMEH OpenSSL 3.0 BUE MARAN SR, (I IBRRARS, %28 BB N2 77 o

$ssl_curves

IR[AIE 0 SR HIZRAIFR . CRIRTRRE ARSI, ARRIRI DA+ 7S#Ef 2R, Bl :

0x001d:prime256v1:secp521rl:secp384rl

O H¥
ZEB(HEMA OpenSSL 1.0.2 BESARAN S, EHIHRAR, ZZEEER N FRR,

ZARLOS &G A o

$ssl_early_data

GUERAEM TLS 1.3 carly B BARFHARTERR, WHRE"1, HNERE,

$ssl_protocol

IR[E ST SSL ERERITML,

$ssl_server_cert_type

MRAEARSS BRI BN EAHA2EAY BUE RSA. DSA. ECDSA. ED448, ED25519. SM2. RSA-PSS Y unknown,

$ssl_server_name

IR[EET SNT IERATARSS 2844 7K
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$ssl_session_id

IREIE S SSL JERZ A RTEFRIRTT,

$ssl_session_reused

N5 SSL RIEHEM, WHRME r, HAULRE"7,

Stub Status

IR O FACIRF BRI 7L,

4 MRS H *@iﬁﬁﬂ, N AR, NIEd --with-http_stub_status_module FEETUOR f5
o

R E BN EERRAUMBGT, SR EESERET,

B E B

location = /basic_status {
stub_status;

X

MRS AEE T —Ma R, RoREARSEE, W AR

EREESK: 291

&% LB FX
16630948 16630948 31070465
WE: 6 B N: 179 & 48 106

B

stub__status

BiE stub_status;
ERINME —
HSl5"4 server, location

FAIREE B R R ITERL B 7]
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iz

RELINIRSER

TR ERN

HHITEERE PR, WIS EERL,

#

B

PAZHY R P R AL

A7

ACHRRERE D8, @, ZSEUE SR, FRABEEIFELFZIHRS] (B0, worker connections FR
i)

%
BPIR L
eE

A B K RAE AL

CPN

EGNEE- IRk VARS8

FH

RS R SRS SR A i R
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HEE

fein

$connections_active

5 TEERER I ERF ;

$connections_reading

5 SEEIEAR);

$connections_writing

5 5 ARHMEAAR;

$connections_waiting

5 FrRFHEMR,

Sub

AR — NIRRT MEE T RO 55— DT ERRAB A

BN AT *@@Eﬂ‘, R BRI A e T --with-http_sub_module FEVEIETIOR 5 FH o

FERE BAWEFEFERR MG, ZERE A SERR T,

B E B

location / {

sub_filter '<a href="http://127.0.0.1:8080/"

'<a href="https://$host/"';

sub_filter '<img src="http://127.0.0.1:8080/' '<img src="https://$host/';

sub_filter_once ;

}

B5e

sub_filter
Bk sub_filter string replacement;
EFME —
T http, server, location
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B EF A AT A AT E . DRBCER R AT BRI AN X KNG o B ) A BRI AT
R DB EZE, ER—EES ERTDHEEZA sub_filter 16, RATELRIFIIARE X sub_filter 45
LHER T, REHRSA M E—REEEMK,

sub__filter__last_modified

Bk sub_filter_last_modified on | off;
FINE sub_filter_last_modified off;
Holi5"4 http, server, location

VL B (B AR Last-Modified” kB, DUETURZE(E.
BRI, WS A(EA B R B, Sk B IR,

sub_filter__once

7237 sub_filter_once on | off;
EINE sub_filter_once on;
ETFX http, server, location

TR A NESRB N TATE IR,

sub__filter__types

[E27S sub_filter_types mime-type ...;
EIME sub_filter_types text/html;
R http, server, location

TEFRER) MIME ZRBIRGNE N, o S = AF R, BRT text/html, RFFRME™” LALLM MIME 287,

Upstream

ZREHL A T2 X AT DUBIS prozy  pass. fastegi passs uwwsgi_passs scgipasss memcached._pass Tl grpepass
55 RS 284
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B E B

upstream backend {
zone backend 1m;
server backendl.example.com
server backend2.example.com:8080;
server backend3.example.com

server unix:/tmp/backend3;

server backupl.example.com:8080

server backup2.example.com:8080

weight=5;

service=_example.

backup;
backup;

resolver 127.0.0.53 status_zone=resolver;

server {
location / {

proxy_pass http://backend;

_tcp resolve;

B

backup_switch (PRO)

Added in version 1.9.0: PRO

Bk backup_switch permanent” [="time];
ERINE —
X upstream

ZAEL NI E upstream JHH L& MIAE. HIERICIRAE LIRSS Sl FIEERSTas, FHEEMIfE
Mg AR, MREN T ES, SFHAREON Eahdl. JR80E R/ G R RS 8%

4 permanent Y& X HIREIEE time {EHI, —EkEE, BSR4 —BERFHEER, 2 BaIEHIEW, W
KRBT time BRI, BEALEFEERIN FIEIFE 5, EaIRESR@EN, PHdsEirs RS ad, mR

ARS5 asfe e, IDIHE 34,

NGB

upstream my_backend {
server primaryl.example.com;

server primary2.example.com;

server backupl.example.com backup;

server backup2.example.com backup;
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backup_switch permanent=2m;

gniR S e N LIRSS e VR EIsE A, FrEa8aE KK 2 e HnZ&E AL, 2 »ind)E, 7t
BT AR ST T IRSS a8, WERAPIIRSSASGERE, WIEHriRS LRSS ded.

bind_conn (PRO)

Bk bind_conn value;
EININ =
T upstream

4 value PR BENZRTFRFEIFLAAEZE v Hl von ZHMIERS, J5FRIRSS ERIE D E 2% F i

A IR

bind_conn fEHMIETAIRENBIIETTIENIESZEMEM; &N, B TEFEH, RN E
Fsticky, bind_conn MIZHILTE sticky ZJ5o

A EE
SRR, BLEhtp provy BHLARVFRFRER, Fila0:

proxy_http_version 1.1;

proxy_set_header Connection "";

ZAEL R — N IR BR AR NTLM NERERE, A& P e b T aaine ROz g0E 2R 55 a5

map $http_authorization  $ntlm {
~*%"N(?7:TLM|egotiate) 1;
}

upstream ntlm_backend {
server 127.0.0.1:8080;
bind_conn $ntlm;

¥

server {
# ...
location / {
proxy_pass http://ntlm_backend;
proxy_http_version 1.1;
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proxy_set_header Connection ""

# ...

feedback (PRO)

Added in version 1.6.0: PRO

Bk feedback wariable [inverse| [factor=number| [account=condition_variable]
[Last_byte];

E/NN =

X upstream

T R S LR T upstrean, ‘CANATIRABIIMTE, K58 SRR T AR T4
S, AEZ RO ISR variable EOTAN, 2 AT S PRRTHIZ),

B2 LIS
variable RIERIFIVE &, ©NFRRERESURETENR, JF 5 TEEE 1 ek B e At
77 R,
FERRRMTT iU B AR 1% ME, FHARIE inverse Ml factor BN ARHFLY
{H,
inverse MERILE, REBMEB AR, BRIRRER R B IIMEEE,
factor THESESEN RBERNER T, ARUEN 0 2] 99 Z RIEEL, BRIME—90,
R exponential moving average AN HE R i,
78K, HrAUER EMER IR AR EFIRE DY 90, ZEHKEH 90% K
HSERTAE, 1N 10% KRB #HE,
account FERE— DM B N GG R Le e N AT, OSSR E R R
g o I, SEMEA SR RIREF TR,
0 #i
FINER T, REprobes BN AEFEETTEA; K upstream probe B ES
account & AT HL EixLemay, BE R HEERE MR A e R,
last_byte FOVFAERZ IR SERE M A fE A0 R B R IiEARSS et e ist, A2 AER R SLER e
AT,
NI

upstream backend {

zone backend 1m;
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feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com;

server backend2.example.com;

map $upstream_http_custom_score $feedback_value {

"high" 100;
"medium" 75
"low" 50;
default 10;

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";

default Lt e

TX A A T M R Sk S B AR B AR 5 o0 BORE IR 55 2 11 B 70 38 O A R R Bt e ], 9 Hdisin 7 — 4
MSupstream _probe BETHYZEM:, DMNFEERH high_priority PRI B & L2 i i KA R,

hash

X hash key [consistent];
EININ =
LT upstream

F6E RS e A BB 7515, HP R P imfl RS 45 gt 3 Fia A E, BrEE kR, &
REASG, BERE, MWHAPRMSERIRS SR ES SRS HEMS 2 RERS 8. ZHES
Cache::Memcached Perl FEFER o

QISRFEE T consistent 28, MK ketama —BEMAR TR, %I TEMIRERH P AIMSALERIRSS
A, HADBEIPEFIR ARS8 XA TRSRFRFRIRLmHR, LIRS
B 160 ) ketama_ points ZEHY Cache::Memcached::Fast Perl FEFEZ
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ip__hash
[F22S ip_hash;
L8N —
LT upstream

e ML A S M 18, HAIESRIRIE R P TP MUl fEIRSS B Z R0, 2573 TPv4 HulkfaG =4
J\RLF TSNS 1Pve MU PRI firdl, %75 TARTRR A Rl — 2 P I SRR ARIE F Al — IR 55 8%,
PRAFZARSS a8 AAT . fEE—REOLT, B MIEREIRR] S — k558, IRATRE, BRIALRER—R

Eg

AR TR IR — GRS, RN down ZEUHITIRG, DMRFFHAIAIE F it 1P HihkET,

upstream backend {

ip_hash;

server backendl.example.com;
server backend2.example.com;
server backend3.example.com down;

server backend4.example.com;

}

keepalive
Bk keepalive connections;
ERIA —
X upstream

BG5S LIRSS SR RS AF

connections L BN LIEHEFREFERFETRIRAKTSNERRERE, Y@ izgernt, K
wiLE/ME R PER,

O ik

R R EAR AR, keepalive $EFFABRM Angie TAEMERER] DAFTITHY S _LIFEARSS 8500 SRR, %
BSHNIRE N R/ N, DUELE EIRSS ds A BUET R 2 NI,

A EE
keepalive {5 MITERTH IR BREIIE T IRNHE L ZGER; SN, BRAEIEM,
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WHREIZERER memcached EIFAR RIS -

upstream memcached_backend {
server 127.0.0.1:11211;
server 10.0.0.2:11211;

keepalive 32;

}
server {
#...
location /memcached/ {
set $memcached_key $uri;
memcached_pass memcached_backend;
¥
}

XNT HTTP, prozy http_version 8L IEEEN"1.17, FHIEFR”Connection” SkFEL:

upstream http_backend {
server 127.0.0.1:8080;

keepalive 16;

}
server {
#...
location /http/ {
proxy_pass http://http_backend;
proxy_http_version 1.1;
proxy_set_header Connection "";
#
}
}
O ik

B5h, ATLAEIEAE” Connection: Keep-Alive” Sk B &4 LRSS SR MM HTTP/1.0 FAER,
JRUE AR BRI PRI 7 75

XF FastCGI fRS588, TR E fastcgi keep  conn DMELRFFIERE TAE:

upstream fastcgi_backend {
server 127.0.0.1:9000;
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keepalive 8;

server {

#...

location /fastcgi/ {
fastcgi_pass fastcgi_backend;

fastcgi_keep_conn

0 &
SCGI F uwsgi P& REHIEZIINEE,

keepalive_requests

[E227S keepalive_requests number;
RN keepalive_requests 1000;
o974 upstream

B AT DOEE — NMRFRERIRSS R BORTE R, fEIREIRARIEREUE, R KM,

TEWIRAEE R AR, PRSI NEC. BIt, SR mARKIE KA RES S B0 RN
TR, AEEM,

keepalive_time

Bk keepalive_time time;
E/NIN keepalive_time 1h;
4 upstream

BRI AT DA — D RFPE A EIE R AR K AL, IR RS, ki, BEEEHE N —PEK,
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keepalive_timeout

FEEs keepalive_timeout HfHl;
EIME keepalive_timeout 60s;
Hol5"4 upstream

BRI, ARSI i 2 R R RRHE R ORI T T IR

least__conn
{FEaR least_conn;
EINME —
kX upstream

faE —HNIZE A EIIHTTE, KRR A TEaNE RS D RS a8, [RIIN 5 TR S5 SR E.
RAZ DIZFERIIRSS a8, MG ERR 1 Y DR B 75 TR R IR =2

least__time (PRO)

HIK least_time header | last_byte [factor=number] [account=condition_variablel;
ENNEE =
L% upstream

TaE A NAE S 7718, P TN IRSS de i ENE SR AL 5 TR I ) BOS B M oz e R
b, IRFFASREINEIIE R,

header 5/7\{2%@”@52%0
last_byte FE (5 P RR SR Ml 7 B4~ 5 B[]

Added in version 1.7.0: PRO

factor response_time_factor (PRO) BEGHFRER), WRIZENIESE,
account FEE — DA B IR W 60 S AE TR A, P EEE N L ) 55 F 2R B
7EE nn EZ non B;J‘E%?o
O #Hik
FINBOLT, KHEprobes BIMAN ANEFEETES; K Supstream_ probe T ES

account £5 & I AT DAEIAEIXLEN B B E HEPREARFTA IR,

3.2. &S|, &% 296



*web
server
BPiER, R4 1.9.0

MR FME, 29 factor il account JA%E, t{EN header_time fll response_time T/RTEAR
a5 health XZRH, T API HRY LiFHER,

queue (PRO)

Added in version 1.4.0: PRO

=275 queue number [timeout= W H]];
EOME —
X upstream

WMREE —REZHAN LR REARS S ECAE R (Flan, 7558 AR 55 H W1 (8] 52 200 I8
Flmaz conns FRFIN), TERANSHHEL; K, Angie G HHRN AT,

FESH RV E T worker process BIBAFIHIE KA B R EE . WIERIAFI T, £ m%s P ik [E] 502 (Bad

Gateway) %1%,

0 #i

proxy__next__upstream 62 R E MG H T HEAE K Eﬁiﬂélﬁ, ARG RIER T — MRS HET
FRER G, ERATRERIREFIAS .

GHIRAE timeout RERAYIN A PIARIEFARSS AR BEHERNIE R GBRIMEDN 60 #0) , RilA# Pk [E] 502
(Bad Gateway) fHI%. 1RRAISKHIERERIE Fimid RIS MBAFIFFREER; 1EAPT W AIEE ASILIERTIE K
TR

A EE
queue {EUIERTH R BIEIIM TR Z G M, BN, ERICETLE,

random
HIK random [two];
HME —
EFx upstream

faE —HINIZE R BT, HAiERREIBa RN IERERIIRSS 48, [RIIN 5 B AR5 as A,

AIER) two ZHIER Angie BENLEREM MRS a8, V56 MTEE T IRIESE— MRS . BUATTIA
Rleast conn, EXFREREBLTEBNE LRV HIIRSS 48
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response__time__factor (PRO)

Bk response_time_factor number;
FINE response_time_factor 90;
Hol5"4 upstream

WERER least_time (PRO) SEEIBT7IE, RE ** §i ** ERFEETHTER 5802075 2Kt
CRIRR SN

number K, FAEXFEHERIEY]; R number BN 90, FZ5RIEH 90% K EH T ZH1HME, 1X
A 10% KA THE. RVFRITEEDE 0 2] 99 (RL5),

N IF2 5 FI{EEN header_time™ ({X 3k #() #0:samp: response_time™ (% /Nuyfz) 7 f 4 2%
# :samp: “health M RHE/R, T API FY EiFER,

O ik
TR ERINNARN ;A 20 9 AS 5 Y i EE])T‘()ZL"yf next_upstream, fastcgi _next upstream,

uwsgi__next _upstream, scgi_next upstream, memcached_next upstream, il grpc__next__upstream i
RESN, WA, REEE LIRS, header_time AT, HATERKEIREAN A G,

response_time A =,

server
X server address [parameters];
BINME —
Hol5"4 upstream

T X RGF ERHIHbIERI A S, sk n] DS NISA4 80 TP Hiusik, i alidesm 1, BRfEN UNIX &R
BEAE, FEETE unix: AISRIG. QIACRTEEI I, WIEERH 80 ¥, MEHTAZA TP HIlERISA —IKE X2
MRS5S Ao

AIEUE X PA 28

weight=number WEMRS SSHIEEMERN 1,
max_conns=number [RIZIRILIRSS a3 A FRINTESNERE. BIMEN o, FoRBHRM], WHRIK
e N R = AF o, MIRRANE A T8 D LI,

O ik
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GERIBH T2 Wkeepalive YERE, 2 Nworkers FIALZPAILE, NIARPRARSS 8% BITE SHI 2 RIERE Y S L

AIRESE maz conns 1.

max_fails=number —BEMNTE fail timeout VBRSNS BN &A1Y 5 RS #IEE I R 108, DA
KRGS AT SRS TEAE R ARREEIN (8] 5 B I,

A B B9 20K 8 o B proxy__next__upstream, fastcgi_next__upstream, uwsgi__next _upstream,

. A Y
scgi_next _upstream, memcached_next _upstream, M grpc_next _upstream FEPRE Mo

MIKE| max_fails I, peers W upstream probe (PRO) REAAMERE; ERASHERE i K,
HEREERIA B,

0 #it
WR— server 1E_EIFEANTNZA peers, WH max_fails IREGEHTE peero
WRIEMNTITE server 82 )5, XA E— peer, W max_fails B TR ML,

max_fails=1 AR Z I ERIAIREL
max_fails=0 A ZIAA T

fail_timeout= WAl —IXBAE 2 KM AN B A 5 IS5 a5 AU R IREL (max fails) A RERFIRSS
ST, )5, MRS AR ERFERIIN RIS AT A 2 Eil

BN, XWEN 10 ),

0 #i
WER—1 server 7E_LIFENTNZ A peers, NIH fail_timeout WEIGH T peer,
WERAERTFTHE server 16%J5, L XEE— peer, N fail_timeout WENFICRIFHIRME,

backup KRS ARIC N & RS A8, M FEARSG AR AR, RHEIEIFR,
WERABLE T backup switch (PRO), HFEFFHFEHIWN A,
down KRS BRI A KA AT o
drain KRS EAHIK; XERE EIEEBCR B Z i E R STERIEK : sticky. &

UUJ, BT RHEMLIT down,

A)
e IJ\ Iy

S vackup NRES hash. ip_hash Flrandom SAESIE 77 iE—EE (M,
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down f drain JETZE B KR,

Added in version 1.1.0.

resolve JE I SN N TP HIMESIRATE S, B EFERNEILE, ZAEN
ZEMEELENEXE; A, BREE X —"resolver,
service=name Ja FIfEtT DNS SRV I RFF L BIRS 2. N THIZSEER, 1BHEE resolve IR
Feas S8, Ao 58 T
ARARS BIRPEA R, MZBPRRIE RFC FRIETZA: ARSSBFRCA _ NEISE, A
JGTERJETRIN _tepo AL, ARSSHAFR http RN _http. _tcpo
Angie JEIHEGIH RIS BTN SRV L%, FiEid DNS FREAH
BHIIRSE SR, DA EATRE R AR E,
o USSR SRV Id%k (EZER/MUERERIER) BT TR, H
e RN B ARG 28 WIS backup 5 server K H, L& EM SRV
ICSRARMT e iR S5 2%, HAMICSRAR 20,
o WEIHNARSHINER, KBS AR: NERENRSSRSBREZ
HIIE R, WRERIEN server 541 SRV I FKIXEINE, NIEEH server
BRI,

XNRAIEELR _http. _tcp.backend.example.com JE3K:

server backend.example.com service=http resolve;

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

sid=id WEANIIRSG S ID, RSE WA, 1D HIREN 1P HilkFlu a8 UNIX
HBERFHRAN+7S#H MDs IEA{E,

Added in version 1.4.0.

slow_start=time XBtime RIKEIRFE 2N weight H'EEHEH LLAT, 1R A EIBEHround-
robin Bleast conn J5 15
MRKET %E HIRSHEEE XM H B @E #%8na fols
FMupstream_probe (PRO) HIE X, HR55 8% ¥7E 70 Bo A I 8] HE 28 PN 32 1 1k 52
HopaE i,
IMRAREIZME, FUEN T AIARSS SR LB S Hods 7 A E,
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0 #ix
R EFR B — server, slow_start IFTERGHH R,

state (PRO)

Added in version 1.2.0: PRO

Syntaz state file;
Default —
Context upstream

6B T _LIFARSS YRR AN fileo M FRATIEZEERS, SO0 —NMEEM /var/lib/angie/state/
(1£ FreeBSD N /var/db/angie/state/) H%, #mﬁt%ﬁ%ﬁ"ﬁyﬁﬁﬂéﬁﬁ%ﬁ%Xﬁ:, A& R FREE
BRI AR AR

upstream backend {

zone backend 1m;
state /var/lib/angie/state/< X &>;
}

J

ZMR S INRIMEIMUT server, XAHINBTIEELECE APL X /config/http/upstreams/ 53 HH
ARS5 B ATAEAME LN 22 A28, AR Angie 58/ B0AC B B 2N BREY,

)
oA A )

ZE upstream SRHHH state 162, LA RER server 5% ; MEMHAE — M EZENFEXIR (zone).
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sticky

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

Syntax sticky cookie name [attr=value]...;
sticky route $variable...;
sticky learn zone=zone create=$create varl... lookup=8§lookup wvarl... [header]
[timeout=time];
sticky learn zone=zone lookup=$lookup_ varl... remote_action=uri
remote_result=$remote_var [timeout=timel;

Default —

Context upstream

BLER P 5 REARS SR BE RS — MBI ENE, BWEX T sticky MRS AHHEN
1K, WEEserver P drain HETL,

A IR

sticky {ERTERTA B NEIE T IRIESZGHEM; SN, B ANEER WRE N
Fbind_conn (PRO), bind_conn MIZHIITE sticky Z/5.

cookie fET
HAEXEH cookie SRIRFFRTERFAM:, EHIEG TEEMH cookie HITRITHERLIE N,

TEIXH, BFHIER, MAREEUT ARS8, PORERIRIEAL &R B8 77 IEIER RS 88, 1EAh,
Angie BB T — M HAEMHE—{EI cookie RKIRRARSS 250

cookie (4 FR (name) H sticky fa 2R E, fH (value) NN Tsid S8 server 582, EFE, WHRE
B T sticky secret 162, SEIESPEINGT

Bl IR P IESRUTIRELF I cookie, FHAEIH cookie [EFRRIARSS A, BIEGTEEid MRS %, W
IR ARARI,  SPMEARSS A TTIRAL TSR,  WIRRYEED B 1 B 77 IR0 5 — B RS5 #s.
ZHE RV cookie 7T ECIENE; BRINENUT, ME—IREMNEMER path=/, BIEEPHEE T HZENT
FFER, g@ﬁ%_‘/l\ﬁ'lft, A DU HIGE—PNE: attr=, lﬂj, sticky cookie path= 2E—MNEE
path HY cookie,

TEIXH, Angie fll#E—"148 srv_id W cookie, AR N—/NN, PAK—1ZEfEERE:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

3.2. &S|, &% 302



*web
server
FAPFiEE, IRE 1.9.0

sticky cookie srv_id domain=$my_domain max-age=3600;

}

route ﬁﬁ

A P PO SIS FRFRIREF, AIDABRATE URL. cookie BRHEARIEREME A, BRIRIEMERZE, KN
EAHETIUE CRIME, (HARELFEIXAERIARIRTY, WIRTREE &iE.

FEIXE, HACERARSS R IENE RN, B DUOVE P i — N, F A P RIIRSS s ATE T 75 7R
FIHFRIRTT, server 16 W sid ZEEMEDA RS HARIRNT, ETER, WMRRE T sticky secret 162,
SROCZPINET

A B2 I HH R Y S S8 SR AR E iR HBLAE Angie T EHIY A NE SRS 28 & HIUFRIR
ﬁ:, WJZZH, 1E cookie E‘Zrequest arguments =28

ZIERHIN T HTIHNR e &, ZUERRE NG RELZBINIRS SR, FHE-NMEEEE; REE
HEserver $82 W sid SEHATILEL, WHRIERIRS AR, SFTIEARSS BRTCiEC IR KR, WIARERC &R
MBI T EIER S — B RS A

EIXH, Angie 27F route cookie HHEHKIKHFRMREF, RJGTE route IHRSEH:

upstream backend {
server backendl.example.com:8080 "sid=server 1";

server backend2.example.com:8080 "sid=server 2";

sticky route $cookie_route $arg_route;

}

learn &3 (PRO 1.4.0+)

A P B A A R A 2 P SR RO BRI 55 de e Bk, B RIS, RO En] S iiikss a4, £
HENGFXISP GRS, H RN RRIERTER AR 3

TEIXH, 2TEZETREARS SN IR, create M lookup S TR, fERulEH<
EMERIA X, NS 2L

VT RS —MER R RAME, ZERMH create FHE; BN, XATLUZ R B REARSSEFHY cookies

DEFEEHENE X ; HAFRFARNE zone ZHIRE, WRZTETE tineout BERIN HAIARTE
g, WIREHEMIBR, BRAREDY 10 73%h,

i SR P G AR S SR RS HARIRAT, MREHIER lookup fRERARZ RS, REH
ER S HEAFPRSTEATICN, FNERIRS SRR, SmkiRSs SICiRE IR, WRYENC B
T IR — B R5 A%,

header ZEAVFEREI LRSS A AL EEZRIAIE 215, WRREE, RIE(ELEIERGEIE,

B, Angie SIE—NETE, RN AHILE— 14N examplecookie f cookie:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;
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sticky learn
lookup=$cookie_examplecookie

zone=client_sessions:1im;

learn 35 remote_action (PRO 1.8.0+)

remote_action fll remote_result SIS ] UL IZFE SIS NS ECAE BISTE 1D, X H, $t
ENFER Y ARG, MTEFENRNECRTR, Ft, create 2405 remote_action F3%E, FHNE
& ID REAEIEEOE, MRSTETE timeout WEMIN AINLREERTES], NWEWMBR, remote_action
WEAENERN R, BRMEN 10 738,

FHAZRE 1D 462K H lookup; UIRTEAHILZENIZHIREIE, Angie RIRSHIEREIE S IR TFIA,

WRIEARHFAF| L ZTE 1D, Angie DIAIEFE(FIEALILFD FI1EK, remote_action S EITFE 7 1E
f URI, ZFMENACESTEEFGIE, kT
o 'BREZKH lookup HIIE ID AN S M TEREKIIAHIARSS %8 1D, 18 BE Sk BRE H 7T
Ho TE Angie Ui, NILIRME TR MR & Fsticky sessid Fl$sticky sid, fF sticky_sid H1, 40
RGBT sid= 28, MEAHEME; SN, BRIRGSHRAIRN MD5 BAE, RIET upstream P

1 server 5%,
o CREIZETEER 200 MM RN 'E B2 2GRN ERTE MG R R,

o REZRRFMER 409 MV FORILRTE ID CHUHFE, ERXMIEOLT, MMM IE X-Sticky-Sid k¥
B —MEREZTE ID, Angie itk ID fR1F7E remote_result SEIREAZEH,

FEIXNREIA, Angie BIEE— PTG, ] $cookie_bar ZREIENWIASIE ID, FHIFILRREFEMER S
RE1E ID fZHETE $upstream_http_x_sticky_sid H:

http {

upstream ul {

server srvl;

server srv2;

sticky learn zone=sz:1m
lookup=$cookie_bar
remote_action=/remote_session

remote_result=$upstream_http_x_sticky_sid;

zone z 1m;

server {

listen localhost;
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location / {

proxy_pass http://ul/;

location /remote_session {

internal;

proxy_set_header X-Sticky-Sessid $sticky_sessid;

proxy_set_header X-Sticky-Sid $sticky_sid;
proxy_set_header X-Sticky-Last $msec;
proxy_pass http://remote;

sticky__secret

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

HIA sticky_secret string;
LN e —
T upstream

B string TERNEMMEEINE] MD5 WA BREH H T sticky F621E cookie Ml route BN, string 7] LA

SR, W, $remote addr:

upstream backend {
server backendl.example.com:8080;

server backend2.example.com:8080;

sticky cookie cookie_name;

sticky_secret my_secret.$remote_addr;

FRAEHP NI HIME L ZSL R0 UER AL :

$ echo -n "<VALUE><SALT>" | md5sum
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sticky__strict

Added in version 1.2.0: Angie

Added in version 1.1.0-P1: Angie PRO

[=2ES sticky_strict on | off;
ERINME sticky_strict off;
T upstream

JA I, RATEARSS S AR, Angie FRE] HTTP 502 $51RA%K i, A BERA o] RS &
I A frT L AR T FH A AR S5 25

upstream
[=2E upstream name { ... }
LN e —
kR http

TR, IRS5as ] USRS o teoh, AT BARE YT TCP Ml UNIX BRERZ IR &=

IR

upstream backend {
server backendl.example.com weight=5;
server 127.0.0.1:8080 max_fails=3 fail_timeout=30s;

server unix:/tmp/backend3;

server backupl.example.com backup;

}

EONEOL T, 1HRTEARSS a2 [ A 0 P 7T iR i 72 LoRBIh, & 7 MERRHZAII TR
SEE: 5 MERAZZEE] backendl.example.com, N HIE = MRES RS 1 MEK,

WRAES RS SRANEE AR, WERBEBL N DRSS, WIS, ERIFTE A RS SR
ko WIRTCTEMEATARSS 2 RS INANL, & iR IR S e — MRS 2R AIE (S 45 R

3.2. &S|, &% 306




*web
server
FAPFiEE, IRE 1.9.0

zone
HIX zone name [sizel;
BINME —
Hol5"4 upstream

IR XBIBIRMAD, N X R TR B2 AR BN TR, 2 DA B
HEF DX, ERXAELT, AT —RANEIA],

REx

Gl

http_upstream BERSZ R A TN B &

$sticky_sessid

5 remote_action —HC{HFH T sticky; T#iBEM lookup HIRE I WIEA <215 1D,

$sticky_sid

5 remote_action —EfH T sticky; TFEERNS5SIEMHFZBIIARS 28 1D,

$upstream_addr
{r17 LIRSS 2500 IP MbAm 1, B UNIX SEREFRIBRR, REE RAFHBIRELR T2 MRS %8,
BRI IE S b, Hian:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock

WREAEMN— ARG eHE B — DRSS SHMNE E E A, H7X-Accel-Redirect” 8error page &, N
K B A FHM RS asHitt A 8 S500E, #lan:

192.168.1.1:80, 192.168.1.2:80, unix:/tmp/sock : 192.168.10.1:80, 192.168.10.2:80

WRTCIEIEEIR S 3, DB IRE server group I names

$upstream_bytes_received

M EIFIRSS R FT1T8, SR B 2 MERENERIESE S0, FUT Supstream__addr ZE A
j:JJ:O
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$upstream_bytes_sent

KIER| ARG eITF TR, SREZ MMEZENERIESME S92, BT Supstream addr ZZ & HRIHE
HE,

$upstream_cache_status
TRAZ VI RN B R AEITIRAS, JRASPTLASZ MISS. BYPASS, EXPIRED, STALE, UPDATING, REVALIDATED HX
HIT:
o MISS: RAFHARIRBIMAN, TERPEL KD LRSS 5o
 BYPASS: LEI%RAE, W REREKLE LiFARSS .
o EXPIRED: ZAFMIMARLLH, Him LRSS 88 & I&H T A IHTIE K,
o STALE: ZAFMIMARLLH, (ERHRALLER P i E I m M LIRSS 25 SR BE T
o UPDATING: ZRAFHIMARIIEH, (ERHRMLLEE i B2 A (EAEMEA TSR B _LIFEAR S5 25 A B 8T 2 il
o REVALIDATED: ZRAZFMIMANIIHA, (HEMIEHKIEH B AFER A LIRS S0 E#HT,
o HIT: WANZMZEAF AL,
IMRFERGEEFMATIE, MZERERE,

$upstream_connect_time

TR17S LIRSS A N IER T BRI (R]; IR DAZ RN AL, CREFEIRD, XFT SSL, BHHETAL
BRI R, 2 MERIIN R ANE SHE S0, KEUT Supstream addr ZZRFREIHIE,

$upstream_cookie_<name>

H_E 7R S5 287 " Set-Cookie” MR Sk BEH R IXIVFEE name [ cookieo (NIRAF e fG— 1NARSS a3 B -
HJ cookieo

$upstream_header_time

PRAE M\ _E TR 55 d e W 5 SR A€ 2R B (] ;IS TR DAZAD R B s, CREEEIFD, 2 ma v i ] HIE S
ME SR, REIT Supstream  addr ZZ PR HIE,
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$upstream_http_<name>

PRIFARSS M N Sk B, BN, “Server” MR SKFEXR] DUEIE Supstream http server ZE &I, 3k
FRAAFR N & AFRIFIN S LA $http ” BIZRHFSLEVER A, (R TR — 1N ARSS 28 S H A Sk
T

$upstream_queue_time

TRIEIE RTE queue FHEZRININ RITEILERRARSS 88 2 01T 1IN 8] AZRD A i fir, (REAEIFD, 2Nk
BHESMES20E, KT Supstream addr 288 IHIE,

$upstream_response_length

TRAFE M AR S5 2R AR BN S B ;I K DL N L, 2 N K EHIZ SHE S0, K40
T Supstream addr 22 &AL,

$upstream_response_time

PRIFREUCR B _E iR SS a8 00 B FrAE 22 IR RD ;6 fR) DAZZRD R BAE, (REEEIFD, 22/ 7 (A [R) A E
SHE S0, RKOUTF Supstream,_addr 28 & HEIHE,

$upstream_status

TR A7 N L 7 IR 55 4 2K BCA iy B2 B IR S AR RS 2 D M IR SRS HIE ST E S0, KM
T Supstream__addr ZRFPEIHINE, GIFRTCERIERIRSS 48, WXL ERE 502 GRMIR) RS,

$upstream_sticky_status

KT SR APIRAS,
51 %A I3 FREPERTE SR & X3 _E .
NEW BEE RS B RE K,
HIT WA RS BRTE SR B 2 A T 1 5 o
MISS AR MRS BTE SR I H 2 o i i B R 2R Y S i

ZNERNERESIE SR, KT Supstream__addr ZE&HPEIHIIE,

3.2. &S|, &% 309



web
server

RFER. ii# 1.9.0

$upstream_trailer_<name>

TRA7 M L3071 55 s AR HR I B R R Y 7 B

Upstream Probe

ARSI T http upstream B ESIEREFEIR,

B E B

server {

listen ...;

location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=bs
test=$good
essential
fails=3
passes=3
max_body=10m

mode=idle;

B2

upstream_probe (PRO)

Added in version 1.2.0: PRO

&% upstream_probe  name  [uri=address]  [port=number|  [interval=time]
[method=method] [test=condition] [essential [persistent|| [fails=number]
[passes=number| [max_body=number| [mode=always | idle | onfail;

E/NN =

ol 574 location
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FTERANA location b R XXHIEEM prozy pass. uwsgi pass FEWupstream LRI E X — E 3
FEERM, #2 TR, Angie 2 HIMRE HANEC B IS EERI LI RN R

WHIERKIIIEHE T upstream_probe T'é@ﬁ@ﬁﬁﬁ%ﬁ&%, PARAEZTTE location b F3CXF Fiif
R RFEILE proxy_next_upstream Fluwsgi _next upstream TEQ\%, PAK proxy _set _header %) s
T R ERTINE R .

BEHRM, _EFiE — N HENEX (zone)e —4> LA IRCE Z A,

AV &
name PRI 2675 44 R
uri BIRME prozy pass. wwsgi_pass FSEHPRIER URL, BRIME—/,
port RINE KA 5
interval R Z [ETHY [EIRR.  BAIME—5s.
method RME) HTTP 757k, BOME—GET,
test R, B XN — NS B BRFATH, (R EEREE Ry v 8 o, I
R8I
essential MRIRE, TRAPGIRSIEESRGE, FIRAERMNEL AT RSB i
HKo
persistent WS FEE A essential; FEALE EHEL AIBHA SRR persistent Bl
FHGFEWOER, ISR & el R,
fails BT AR IC M RS IARIIR S, BRIAME—1.
passes KT BRI (@ R IE SR RIS, BRME—1,
max_body WA R AR B KN . BRIAE —256k,
mode R, BT R RO -
o always —JCIRTT RURZSAUAERHEATHRIN ;
o idle —IRMIAEERBEAYY ML B B P iR ORI interval Eid
97 R
o onfail —{VERMIEREHIT Ao
%ﬁv\fﬁ—alwayso
il

upstream backend {

zone backend 1m;

server backendl.example.com;

server backend2.example.com;

map $upstream_status $good {

200 nn;
}
server {

listen ...;
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location /backend {

proxy_pass http://backend;

upstream_probe backend_probe
uri=/probe
port=10004
interval=5s
test=$good
essential
persistent
fails=3
passes=3
max_body=10m

mode=idle;

R ERITEAIE R -

o W), 1EIEENHACER AT essential IR ZHT, WRARIEBE P ImIER, 1R B EE
HEAT SR Z BTN, Wk persistent IR, QISIRAIXAEATRM, 5 MBIy 216
JFER,

o WERNVHELER ETIRINAE fails, B RIEE mar foils, WA RPONRAEER, HEA
SRWCE P IRIE K,

o REMERAT AR IEERN, D0V HECER FrERINAZI#E B/ passes; ZJF, &

2FBmax_ fails

el

HNEE

http_upstream PSR A RN E A &
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$upstream_probe (PRO)

MRTEBIEY upstream,_probe B N

$upstream_probe_body (PRO)

E—"MNupstream, probe HHHEZUEIRTY M NAK ;. HK/INH max_body PRl

UserlD

BHUG EIE SR P UmIR AN cookies, HUREIMIFTIZER cookies F] LA N B & Suid got Fl$uid_ set

HATIOR, ZEHLS Apache B mod  uid BEEHEFEA,

B E B

userid H
userid_name uid;
userid_domain example.com;
userid_path /8

userid_expires 365d;

userid_p3p 'policyref="/w3c/p3p.xml", CP="CUR ADM OUR NOR STA NID"';
B
userid

[=2E userid on | vl | log | off;

BRINE userid off;

T http, server, location

Ja e IR E cookies FIICFAZEREIRY cookies:

on JE I EBERA 2 B cookies FIICRIZEWEIA) cookies;
vi JE AR ERRA 1 [ cookies FITEFIEZULENH cookies;
log B E cookies, 1H)3HICFHZEWREIRY cookies;

of f FEHILE cookies FIIEFIZLEIR cookies,
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userid_domain

HIX userid_domain name | none;
FINE userid_domain none;
Hol5"4 http, server, location

TN E cookies MK, SEX none 22K E cookies A,

userid__expires

[E27S userid_expires time | max | off;
EINE userid_expires off;
TR http, server, location

B B8 M AR cookies FITTR], 28 max 255 cookie £ “2037 4E 12 A 31 H 23:55:55 GMT” i

Hl, B ot 298 cookie FENINELIELE UL 1,

userid__flags

Bk userid_flags off | flag ...;
FINE userid_flags off;
kX http, server, location

WRZBEAR off, MEX—PEHZN cookies HIFIIMFRTE: secure,

samesite=lax, samesite=none,

userid_mark

httponly, samesite=strict,

Bk userid_mark letter | digit | = | off;
BRINE userid_mark off;
X http, server, location

MRSEAZE off, NMEH cookie FRICAHLHIFF I EHEMRICAIFRT . XML TIELRERZ P Umbn IR /Y
[N RN R B userid_p3p F1/8L cookies IEHARS[A], #RicA] UBEME TR (KA KNE) ., BFs

“=7 Ay
>

W E TR, M HSEETE cookie IR FUMARIAITN base64 TR H— MAFRTT 5T,
U ENTAILES, MSfERfRERIFRD, SHRER “P3P” KEHTAIX cookie
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userid_name

: 1514 userid_name name;
. — HME
— userid_name uid;
e - kEFX

— http, server, location

&'E cookie Z4FR,

userid__p3p
Bk userid_p3p string | none;
EINE userid_p3p none;
R http, server, location

BERKS cookie —EEKIAR) “P3P” SkFBAIE, WRIEXRENFHRIE none, LN AR A IE

“P3P” %o

userid__path
Bk userid_path path;
FINE userid_path /;
Hol5"4 http, server, location

ENIZ'E cookies HIHEIZ,

userid__service

[E27S userid_service number;
EINE userid_service X% EiHy IP Hiil;
TR http, server, location

MRBZNRSES (RS AZHEFRREFF, R NARSS 2 ECE B OB number PARRTRZF UibR IR I
— M, XFRRA 1 Y cookies, BRIMENZE, MTHA 2 B cookies, ERINENHARS ZHY 1P Hiht AT

ISV MOVANIVAS e NP e 2
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HEE

fein

$uid_got

cookie FHRNIFZENNTE F SbRIATT

$uid_reset

R RIRENEEFRFRANE o, NMFRFIMIRRTHENER, FAKE log KR FBRTHERRRF

FIE R R error logo

$uid_set

cookie ZFRFNRIEMIZ P UHFRIRTT,

uWSGI

RVPRIEREESA uwsgi AR% 4%,

B E R

location / {
include uwsgi_params;

uwsgi_pass localhost:9000;

}

EL

uwsgi__bind
=275 uwsgi_bind H}Il: [transparent] | off
LN —
TR http, server, location

5 uwsgl IRFGERVIMNITIERNFEERIAM 1P HBILAE, FFrlEdsEm 1, SHBETDNEEER, 1
TRME off BUHM E—PNECEFANMAR] uwsgi_bind 5L HIBCR, HRGTA] LIS ECAR 1P HUbEH bR

Ho

transparent SRS uwsgi IRFGAFIIIMNEIER NAEAR/ TP il & #E, Hlan, MNP ERIESS 1P #i

HE:
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‘uwsgi_bind $remote_addr transparent;

T HEZSEER, BEBELVEI T BRIETT Angie TAE#RE, £ Linux EATFE, RNUREE
7 transparent S8, TIEHFEEMNTEIIEY K CAP _NET RAW #E

O HE
DL B A B 2R AR B uwsgi AR5 ARHT ML iR

uwsgi_buffer_size

Bk uwsgi_buffer_size A/
BRIN uwsgi_buffer_size 4k]|8k;
Hol9"4 http, server, location

BB TIRE uwsgi AR5 a2 WM R 5 — 80 BRI IX R/, IERZIE B B S — /IR Sk, B
VBB, RPKRNET DI, XBRT VG, AIRER 4K B0 8K, i, thal AR R EfRSE

/N

uwsgi__buffering

JF22FS uwsgi_buffering K/|N;
E N uwsgi_buffering on;
kX http, server, location

JE SRR R B uwsgi ARSS as AN R A2,

on Angie RN uwsgi RS 2REURL, FH ¥ HAF 082 Huwsgi buffer size
Muwsgi_buffers FELBEBRNRMIXH, WIREA NN TCEERANAE,  WIEE 73 Me
Rz A] AR B AR _E RTINS Hy B AIGIN SCEE B uwsgi_max_temp_file size
Fuwsgi _temp_file write_size a1,

of f Wi N7 2= [R5 N2 BB IR 482 F it Angie NSEIRAM uwsgi ARG S2ECEEME R,
Angie A A—IRBRIIR REBIE & H uwsgi buffer size 182X E,

2% Pt A DAJE 3L 7E” X-Accel-Buffering” Wi i Sk B HHAE 17 yes” B{” no” K8 FHEZE A, ] DAfE

Fuwsgi_ignore_headers Y& 5 HLIIRE,
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uwsgi__buffers

Bk uwsgi_buffers & KN
BRIA uwsgi_buffers 8 4k | 8k;
Hol5"4 http, server, location

BB T M uwsgi ARS5 2550 B2 A X AV BCRATR DS, BER BN E L
BIAER R, ZWXANEFEFT—DWNER, KBRTEE, AJRER 4K 58K,

uwsgi_busy_ buffers__size

Bk uwsgi_busy_buffers_size j(/J\;
Lo uwsgi_busy_buffers_size 8k | 16k;
EFRx http, server, location

LR HZE I, BRAICEN R R S BRI, IEAETT T 1A% P i A 08 M B A e XA SR/ S LRI,
HARMIZEIA X A] DU TR, SRR, n] DR R Wi R R P I N S

BONTEN T, KB uwsgi buffer size Mluwsgi buffers 82 BRI NI X AR,

uwsgi__cache

Bk uwsgi_cache X | off;
2RIA uwsgi_cache off;
X http, server, location

X TRAFHSEEAF XN, MRBIXIRAT DAE 2 M5 . SEEP U SZ R,

off ZHM E— DN ECESHN IR IR AF

uwsgi__cache__background_update

L uwsgi_cache_background_update on | off;
EONN uwsgi_cache_background_update off;
4 http, server, location

FVFEIR A B AZ TR RIS, B 875 & 38 sk DUSE #id AR 2R 17 100,
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A EE
TRIERL, RJCTE i P IE IR 5% A7 Wi . AGE HE T 55T

uwsgi__cache__bypass

Bk uwsgi_cache_bypass ...
LN —
T http, server, location

TE XA LA TN AR MR IR AR FAFERS R D —MEA B HAFT 07, WIRRCRE
A NEAFHIRE:

uwsgi_cache_bypass $cookie_nocache $arg_nocache$arg comment;

uwsgi_cache_bypass $http_pragma $http_authorization;

Al PAS wwsgi_no_cache 85—,

uwsgi_cache_key

Bk uwsgi_cache_key ?ﬁ%;
ERIA —
HSl5"4 http, server, location

X RAFHIEE, Blan:

uwsgi_cache_key localhost:9000$request_uri;

uwsgi__cache__lock

181 uwsgi_cache_lock on | off;
2RIA uwsgi_cache_lock off;
X http, server, location

AR, AT —IR—DNERIBIS G REELS uwsgl ARG ERRIEFER I wwsgi_cache key FERIR
AHFT A7 LR, HAMAE RIS AF T R AT R ERFI S H IR 27 T EUE R R BRI, B

Buwsgi_cache_lock _timeout B E RN,
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uwsgi_cache_lock_age

Bk uwsgi_cache_lock_age MJJH;
ENIN uwsgi_cache_lock_age b5s;
Hol5"4 http, server, location

QUIRARIBL uwsgi IRST A DAMEFEH R A7 T RS TE SREFE N I IR ZE L, AT DA AT uwsgi ARSS

ae i — AR,

uwsgi__cache__lock__timeout

Bk uwsgi_cache_lock_timeout Hf[H];
2RIA uwsgi_cache_lock_timeout 5s;
TR http, server, location

7971,11)59'7;(:(1,01167100147 BN, l_—LiHTJ‘I\Eﬂ@JHﬂ‘, R HUR IR uwsgi Hﬁ%%g, {EI B AR AT

uwsgi__cache_max_range_ offset

Bk uwsgi_cache_max_range_offset iﬂ(?;
E NN —
kX http, server, location

AT IEEIE R E T WS, WATCER WS, KEREIES uwsgi IS5 d, MR ARPET,

uwsgi__cache_methods

[F23FS uwsgi_cache_methods GET | HEAD | POST ...;
LN uwsgi_cache_methods GET HEAD;
EFx http, server, location

NRE P UE R A IEE AR ST AIH, W E 7, "GET” fI"HEAD” FiEa&ismalyigH, ]
EEIHMIEE EN. 5 Wuwsgi _no_ cache 5%,
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uwsgi__cache__min__uses

Bk uwsgi_cache_min_uses iﬁl?;
ENIN uwsgi_cache_min_uses 1;
Hol5"4 http, server, location

BN R A7 I TR SRR

uwsgi_cache__path

Bk uwsgi_cache_path %1%

[Levels=levels]

use_temp_path=on
pP_PpP

off]

keys_zone=name:size [inactive= I [H]] [max_size= K/|N [min_free= K/}

[manager_files= #{5| [manager_sleep= Hf[H]] [manager_threshold=
[Lloader_files= #{F| [Loader_sleep= Hf[H]] [Loader_threshold= IN[H]];

£ NN —
4 http

i

RERFIMEMHMSE, REBIRFEEXXFT, RETFRSUE R R MH MD5 BEHIZ,

%O

The levels ZHUE XL T RFNERIGN: M 1 5 3, BIRAHEZME 1 8¢ 2, Hlan, fELANECEH:

‘uwsgi_cache_path /data/angie/cache levels=1:2 keys_zone=one:10m;

AT PRSP A BER IR :

‘ /data/angie/cache/c/29/b7£54b2df7773722d382£4809d65029¢

1

RAFHINA R B 75 NI S, SRIE SR A 4o RN PRI A7 AT DUBRFE R RIBTSCF RSt B (H
2, WEE, ERXMELS, XHFRERDNXERGZAEH], MARETRAREMARE, FHit, &

BOS TR ERINE, RAFMIIGES SRR H S ERAE R — e R4t L

G S B SR T use_temp_path S E,

on

off

MRS EEIZEN on WE BHEHNEE location

Buwsgi_temp_path 38 ETEER HR,
N S BRI E 27 H &,

BHE

AN, FTETESIERA RBHRHIE BRI L2 NFIX, HAMAR/NE keys_zone ZHALE, —1

JRFT I XA DATERE K2 8000 MEE,
1£ inactive ZEFEE AN RN AR R BAEBIEE NEERMIBR, MAE Hgr e,

BRINELY, inactive LB N 10 775,
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MR Sl B BLaH R NI R R A7 RIS R G R N AT 2R R], 8 RN BT F 22 R
R, BERMPREILR/DEREEEE, B E@id s 07 IR,

max_size BKHY uwsgi cache K/
min_free XM RGN G B NA] 22 ]

manager_files RRA— B A ZEFR AT B 2=
BIMEN 100

manager_threshol PRll—RRAHRELIN A]
BINMEDY 200 ZFD

manager_sleep BLER O 2 [AE 1
BINMEDY 50 ZF)

£ Angie JRafE—0 8, FEIRRY BAFMEBARERBITS, EMSHFRIIHINEZ /T A7 HBERERIE B2
RAF X MR IEL IR AT A TR,

loader_files FR il — RIEAH AN ZR AT I H 8E
FIMEDY 100

loader_threshold [FRill—{RIEAIFFELIH]
BRIAED 200 ZFD

loader_sleep BLE xR B 2 [|HE &
BINMED 50 ZF)

uwsgi__cache__revalidate

[E2FS uwsgi_cache_revalidate on | off;
BRINME uwsgi_cache_revalidate off;
TR http, server, location

JERE A S A R TIS AR A DU BT R, ) QiSRBS0d” F17 AERORIERE Sk,

uwsgi__cache__use_stale

=275 uwsgi_cache_use_stale error | timeout | invalid_header | updating | http_500
| http_503 | http_403 | http_404 | http_429 | off ...;

FINE uwsgi_cache_use_stale off;

kX http, server, location

WEMLESE uwsgi AR5 Z|IEE N, 7] LALE ARG o0 S 68 H ok B89 22 72 e B, $8 S B = 8
= wsgi__next upstream SIS EULEL,
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error ERTCRIE AR KA uwsgi AR5 d%, LVFHE R IR AN,
updating WONSEL, WRLFTELER, NAVFE A HRRERN, JXa] DIHEE TR F

AR MU uwsgi AR5 25HT 1T 1R EL

TEMA N Sk H B2 S 6 O RO R AZ R, ] DATE Me B 28 Dy it B 5 B 46 E RO R«
e 7Cache-Control” SkFZEERY stale-while-revalidate ¥ FOFE 24 Bij 58 57 (58 FH 3 BARY 2 72 M b
o "Cache-Control” SkFZEXHY stale-if-error ¥ IV R AL BRI {5 B i HAR &1 I B,

O ik
XIS T ERTE LSS

T FEHEFTNZAFTCEN /MU uwsgi ARG asBITIRIREL, BT AMEH wwsgi cache  lock 6%

uwsgi__cache_valid

Bk uwsgi_cache_valid [code ] time;
EIME —
ETFX http, server, location

NSRS B AR B B R A7 IN TR, BilaH, DATR4E<

uwsgi_cache_valid 200 302 10m; }

uwsgi_cache_valid 404 im;

AN ARED A 200 A1 302 BN I E 10 BhHRAE, AN ARED A 404 NN IRE 1 28R,
P PEi=yretz2eding ]

uwsgi_cache_valid 5m; }

WAYEEAZ 200, 301 F1 302 MAIRY,

A, FTDMERE any SECARAF (AW Y :

uwsgi_cache_valid 200 302 10m;

uwsgi_cache_valid 301 ih;
uwsgi_cache_valid any im;

ZAFRIZEADA] DUEREAE NSRS, IXIL/edm T ARSI BRI R F I,

3.2. &S|, &% 323


https://datatracker.ietf.org/doc/html/rfc5861#section-3
https://datatracker.ietf.org/doc/html/rfc5861#section-4

*web
server
FAPFiEE, IRE 1.9.0

e "X-Accel-Expires” SkFERDARY N SAALIR BN (R EIN A, FAEZEHMIR 27, GIR(EDL @ |
213K, WIKEHE Epoch BURAVAXSIN TRl (DR EANL), FE LI ALZ BRI AT ARER A7

o QNERSLHAELE " X-Accel-Expires” FE, HfFSEA] PIE Expires” 8”Cache-Control” SkFEH
wHE,

o WAL E"Set-Cookie” FBR, WNZMIRN FF AR

o SRR RLERIRME N B Vary” FB, WNZNARCRE AN 2R AF . IRk S HAERT Vary”
FER,  UPREARHEAE R 1 K Sk B A T L

A DA wwsgi ignore headers ¥&EEFX — N 22 NI Ll i Sk B AL FR,

uwsgi__connect__timeout

Bk uwsgi_connect_timeout time;
ERINME uwsgi_connect_timeout 60s;
T http, server, location

X uwsgl [R5 aFEIERATERN, TEEERE, BEELT, N aEEd 75 #.

uwsgi__connection_drop

[F22FS uwsgi_connection_drop time | on | off;
FINE uwsgi_connection_drop off;
Hol9"4 http, server, location

JE FRAEARPRAR S5 ds M R RERR B reresolve EREELA P 74> DELETE FRICAKANAT G, ZK1ES5H
Bk SS as BIFTH R

AP s B SS A B R — DMREREE NFAER, R IbiERz,
BE time J3FIERLILRGER; RE on I, BERGSZRIINIT,

uwsgi_force_ranges

[E27S uwsgi_force_ranges off;
EINE uwsgi_force_ranges off;
EFx http, server, location

JAFX uwsgi ARG5S A I RAFFIRBZAZ MR Y 7150 SCRE,  ToiBiX LEmm B -1 Accept-Ranges” FEX 4N
A,
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uwsgi__hide__header

Bk uwsgi_hide_header field;
EIME —
Hol5"4 http, server, location

FANTEM R, Angie K uwsgi ARFF AN HHY” Status” F1” X-Accel-..” kFBIZHEE R
Ui wwsgi_hide_header TR BB A EIBIINMFE, RERFELTFEIMEE, WA DAE

Huwsgi _pass _header B4,

uwsgi_ignore__client__abort

Bk uwsgi_ignore_client_abort on | off;
FINE uwsgi_ignore_client_abort off;
EFx http, server, location

BT 24 %5 P O A2 SRR M I N SR AT N, B 2R HA1S uwsgi ARSF AR,

uwsgi__ignore__headers

X uwsgi_ignore_headers field ...;
BINME =
Holi9"4 http, server, location

BHAERE uwsgi IRFSasAYFLema iy Sk By, Al DAZRE AR B 7 X-Accel-Redirect”, 7 X-Accel-
Expires”, "X-Accel-Limit-Rate”, ”X-Accel-Buffering”, ”X-Accel-Charset”, "Expires”, ”"Cache-Control”
”Set-Cookie” 1”Vary”,

QRERARMEER, XS BRAGAC LR ™ A2 DU R RIUR -
o "X-Accel-Expires”, "Expires”, ”Cache-Control”, ”Set-Cookie” Fl1”Vary” & &N %7 SEL;
+ "X-Accel-Redirect” SUTAHERE URI BINHE EE
o "X-Accel-Limit-Rate” B [\ 7 Ui (& Hi e 2 91 5 PR 5
o "X-Accel-Buffering” & FEEE FHm R AY 2% 1

o "X-Accel-Charset” & BN FHARE 715,
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uwsgi_intercept_errors

[F22S uwsgi_intercept_errors on | off;
FINE uwsgi_intercept_errors off;
Hol5"4 http, server, location

PUE B IR AR K T BT 300 1Y uwsgl ARSS BN L0445 P i, IS BEEIFEE T Angie
TR0, ERBEerror page 6%

uwsgi_limit__rate

[E27S uwsgi_limit_rate rate;
LOWINIED uwsgi_limit_rate O;
TR http, server, location

FRAFIM uwsgi ARS5EIERIARFNEE, rate AEMFHEOVRLL, "JDIEEZE,

0 25 FH AR R il

0 #i

FRAZE X MERIZER), KR Angie RTINS uwsgi AR5 dsBERE, NEAERRZ
TEERBIIPIE, BRFNAEDH buffering RITEIL N ERL,

uwsgi__max_temp_file_size

B uwsgi_max_temp_file_size size;
FINE uwsgi_max_temp_file_size 1024m;
Hol9"4 http, server, location

Y aHbuffering B, 0REEANN N AIE S Huwsgi buffer size FMuwsgi buffers ISR BMEMNIX,
AT DURE B 59 e B2 O A7 2 I N SR e 2 B IR I S B R KD B A I S B9 £cdiE K/

Huwsgi _temp_ file _write_size 18R E,

0 B FH e B 2 P e B S 7
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O ik
IR ANE TR B B EI L BRI

uwsgi__modifierl

Bk uwsgi_modifierl size;
LNz uwsgi_modifierl O;
TR http, server, location

E uwsgi packet header 1 modifierl FELHME,

uwsgi__modifier2

Bk uwsgi_modifier2 size;
BRINE uwsgi_modifier2 O;
4 http, server, location

& E uwsgi packet header 1 modifier2 FEXHME,

uwsgi__next__upstream

X uwsgi_next_upstream error | timeout | invalid_header | http_500 | http_503 |
http_403 | http_404 | http_429 | non_idempotent | off ..;

FINE uwsgi_next_upstream error timeout;

R http, server, location

TREAEM A B R IERNALIEL upstream pool IR — RS as:
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error
timeout
invalid_header
http_500
http_503
http_403
http_404
http_429

non_idempotent

off

TR S RSS A HERE, RAERREBLS & B i Sk & A2 H5 IR ;

TR SRS AR AR, ReE SRARIB LA B B I H R Sk % A RN ;

AR S5 AR [ T 2 B TR I S ;

ARS5 R [E T AN 500 AW ;

ARS5 a7 AN 503 HIMAL ;

ARS5 #RE T A 403 BN ;

ARS5 iRl TS 404 BIME)L ;

ARSs AR AN T A 429 (MR ;

ﬁ%?ﬁ, wa nonddcnqxﬁcnt7§%§ﬁgﬁ§ﬂ? (POST. LOCK. PATCH) R B4 ki
MRS58 ZIRTER, WARRERL T — MRS, BHETE R rER =it
KIEKR;

BRRIERIEIBS T — DRSS 5

O ik

RiZicfE, RAEREEMNELESE MBI T, A DIEEREBS N MRS dR. btz
Wi, QSRAEN N AR R RIS R A A IR BN, TEEBEX A,

R LT 2N 5 IR SS A s AE B A i 22

error

timeout
invalid_header
http_500
http_503
http_429
http_403
http_404

SERPN AN ZI, BN IRIETR L HPTEE

{XAEAE L FRaE AN A BRI R 2

AN AR 228

REERAZIBLE T — DIRFFASHIRE AT DABZ 2 21000 RO H) BIRR]

uwsgi__next__upstream_timeout

FECR uwsgi_next_upstream_timeout time;
BRINE uwsgi_next_upstream_timeout O;
R http, server, location
BRAIFERAE R AL T ARS5Eei A E],
0 K A1 BR il
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uwsgi__next_upstream__tries

Bk uwsgi_next_upstream_tries number;
FINE uwsgi_next_upstream_tries O0;
Hol5"4 http, server, location

BRAIFFFERGEL T RS ERHT AT REZ IR IREL,

0 KA I RR ]

uwsgi__no__cache

[F22FS uwsgi_no_cache string ...;
BIME —
Hol9"4 http, server, location

T AT 2550 PN A S PWRF BN R T, MRFFRSEHNED—NMES N EAET “07, W
M A5 A R AT

uwsgi_no_cache $cookie_nocache $arg_nocache$arg_comment;

uwsgi_no_cache $http_pragma $http_authorization;

Al AS wwsgi_cache  bypass 52—,

uwsgi__param

BiE uwsgi_param parameter value [if_not_emptyl;
EIME —
T http, server, location

B NAEIHRS uwsgi ARSS e IS EAE P DAL & SO AR & N HAH & AR Y RS a & X uwsgi_ param
52, NXLEHESK M _E—DECE DR,

FRIE CGT INEAS & NAEN uwsgi SkIRME, ES W0 A HIRIERY vwsgiparams S

location / {

include uwsgi_params;
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RIGLEM T if _not_empty, WIHEHMENNEN, RSHA SWERAIRSTE:

uwsgi_param HTTPS $https if_not_empty; J

uwsgi__pass

=275 uwsgi_pass [protocol:/ /] address;
LN —
EFx location, if in location

WE uwsgi RS ARIIPRIAIME, PARANER URL, DMERALEIE, 7] DEE uvsgi B suwsgi™ (%
AWy :samp: “uwsgi, JEIT SSL MY uwsgi) TENTMN, Hikbn] DIFsE A4k 1P ik, DAAZ I :

uwsgi_pass localhost:9000;
uwsgi_pass uwsgi://localhost:9000;
uwsgi_pass suwsgi://[2001:db8::1]:9090;

AEN UNIX BERFER:

uwsgi_pass unix:/tmp/uwsgi.socket; J

anARIRA AT 2 bk, R DA e, 1A, MR BAPE N server group $EE. AHRMEM T
H, WARESHIEEM O, Mk, BARMONHNATEE MRS SefE g i .

SHEFVEEZE, EXMER T, MR E N84, BEMRNRS SHPERZAIR, TR
ﬂi?ﬂi?ﬂ, W resolver Hi7E

uwsgi__pass__header

Bk uwsgi_pass_header field ...;
LN —
o4 http, server, location

TRV uwsgi AR5 a1 &2 5SS ) Sk B,
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uwsgi__pass__request__body

[F22S uwsgi_pass_request_body on | off;
ERINME uwsgi_pass_request_body on;
Hol5"4 http, server, location

TR AR RIEIE RIRML IR uwsgl MRG58 HIESWuwsgi pass request headers 5%,

uwsgi__pass__request__headers

Bk uwsgi_pass_request_headers on | off;
ERNME uwsgi_pass_request_headers on;
EFx http, server, location

B B R R SL FEBARIR LS uwsgl IR 88. BIES Wuwsgi pass request__body 5%

uwsgi__read__timeout

Bk uwsgi_read_timeout time;
PRINE uwsgi_read_timeout 60s;
R http, server, location

TE SO uwsgi IRS5 a5 52 HE N FROER I IR, RN (UAE OO SR IR IIRE < (IR E, A2 RN A&
o AR uwsgi MRS5AFEILI BIARARRIEMNE, WERR M,

uwsgi__request__buffering

HIE uwsgi_request_buffering on | off;
LONNIED uwsgi_request_buffering on;
4 http, server, location

JE R BB 2 P i 1 SR AR B i,

on TERIE R ZIER] uwsgi IRF #2111, MR Ui H BEME R,
off 1B RINERWE LRI IEE] uwsgi ARS8, EXRMEN T, R Angie EEH A

RIBERIR, WERICEEBS T D%

SEEM HTTP /1.1 B Hgmtd AOR R ARTE SRR, TERUCR R, Toieds a4,
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uwsgi_send__timeout

Bk uwsgi_send_timeout time;
FINE uwsgi_send_timeout 60s;
Hol5"4 http, server, location

RERIEREHE] uwsgi RS AATEN N H, @R {HEMRESLGRIEZRIRE, mMARENMERIE
o AR uwsgi MRSFASTELEI RN RIRENEMNE, WERRRECH,

uwsgi_socket__keepalive

Bk uwsgi_socket_keepalive on | off;
ERINME uwsgi_socket_keepalive off;
Hol9"4 http, server, location

BLES uwsgi RS ARIINEIERZ " TCP keepalive” 174,

o PINEI R, BIERFIXENERTEN,
on NEBFIE SO KEEPALIVE EE59%,

uwsgi_ssl__certificate

[E2FS uwsgi_ssl_certificate file;
LNz —
R http, server, location

TEEM T X242 uwsgi RS 4HEIT HIIER PEM FEFUEH XM, XA AT DA S &,

uwsgi_ ssl__certificate__cache

IBTA uwsgi_ssl_certificate_cache off;

uwsgi_ssl_certificate_cache max=N [inactive=time| [valid=time];

BRINME uwsgi_ssl_certificate_cache off;
TR http, server, location

N AT RIS E R SSL I ARLE 19T,
Vs S I T 28
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o max —ERFHILRIEALE, RPN, fOEH (LRU) BT PFEER,
+ inactive —EEMEZ KINFIARYIFEHERICR, BIAMEN 10 F,

o valid —fEERFITRBONNEROF ] EE MR R, BOMEN 60 75, @ RRE, AR
TN E T R

o off —EH%AF,

B

uwsgi_ssl_certificate $uwsgi_ssl_server_name.crt;
uwsgi_ssl_certificate_key $uwsgi_ssl_server_name.key;

uwsgi_ssl_certificate_cache max=1000 inactive=20s valid=im;

uwsgi__ssl__certificate__key

Bk uwsgi_ssl_certificate_key file;
ERINME —
94 http, server, location

TEER T2 L uwsgi RS AT HIRIER PEM FUEHSCAF,
A DAFEE fHengine:name:id”, PAM OpenSSL 5IEEAFRMBEATEE ID FIEH, XA R PAERZE

=
Ho,

uwsgi__ssl__ciphers

Bk uwsgi_ssl_ciphers ciphers;
ERINME uwsgi_ssl_ciphers DEFAULT;
4 http, server, location

EE 5LAE uwsgl RS #1E RN BHBWEEN, BREAHEH OpenSSL R,
FHFIRIR T L EER OpenSSL hkA, RILUEH openssl ciphers i EHTEEEAIRK,

uwsgi_ssl__conf_command

181 uwsgi_ssl_conf_command name value;
BRINE —
X http, server, location

54 uwsgi RSB IERENIZEMTE OpenSSL BLE commands,
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O HE
LA OpenSSL 1.0.2 B @A N SCFRHZE L,

A DAFER — Rl EHE € 21 wwsgi ssl_conf command 5%, WR Y FTHKF KA E X

uwsgi_ssl_conf _command 5%, NIXLEFERAAH E—MECEDH,

oA A )

THER, BHEACE OpenSSL AJRER FEEIMT N,

uwsgi_ssl_crl

Bk uwsgi_ssl_crl file;
L NN —
X http, server, location

fRE AW MMIES (CRL) Y PEM #RSCF, HTIRIE 24 uwsg MRS aFATIEH,

uwsgi_ssl__name

Bk uwsgi_ssl_name name;
ERINME uwsgi_ssl_name “host from uwsgi_pass;
T http, server, location

ARVFE S TIIE Z2 uwsgl IRFSFUEBRIRF ARG, FHESGLE uwsgi IRFaEERE N IEL SNT

&%,
BRINEHTY, R uwsgi pass URL BIFEHER 5

uwsgi_ssl__password_file

[E2FS uwsgi_ssl_password_file file;
EINE —
TR http, server, location

TEEUEEY EES, SMEMEEI—1T, MBEHANZEN 2,
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uwsgi_ssl__protocols

% uwsgi_ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
LNz uwsgi_ssl_protocols TLSv1.2 TLSv1.3;
R

http, server, location

1E 1.2.0 JRARAEAEH: TLSv1. 3 SEGRMEBIBIAL,
JERS %2 uwsgi IRF5 816 RAHEE P

uwsgi_ ssl_server_name

7237 uwsgi_ssl_server_name on | off;
EINE uwsgi_ssl_server_name off;
EFxX

http, server, location

JA RS EE @IS vwsgi ssl_name FERRENARSARBIME S LA uwsgl MRS A8 ENLEFRERNE 55
YRR TLS 78 (SNI, RFC 6066) #HT&%,

uwsgi_ssl__session__reuse

Bk uwsgi_ssl_session_reuse on \ off;
ERNME uwsgi_ssl_session_reuse on;
EFx

http, server, location

WMEES uwsgi AR S Ay LAEW 2 & af DLE H SSL =i,

R HE B
®7SSL8 GET FINISHED:digest check failed”, EZIREEH 23155 1,

uwsgi_ssl__trusted__certificate

[E2FS uwsgi_ssl_trusted_certificate file;

HME —
P

http, server, location

TEEUERIEE CA IERR PEM A, HTRIE 242 uwsgi RS aHIIES,
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uwsgi_ ssl_ verify

HIX uwsgi_ssl_verify on | off;
FINE uwsgi_ssl_verify off;
Hol5"4 http, server, location

JE SR 22 42 uwsgi ARSS a¥UEF AYSSIE,

uwsgi_ssl__verify__depth

[E27S uwsgi_ssl_verify_depth number;
EINME uwsgi_ssl_verify_depth 1;
TR http, server, location

REZ A uwsgi IRS5AFIETREH IRIERE,

uwsgi__store

=275 uwsgi_store on | off | string;
LONINIED uwsgi_store off;
4 http, server, location
Ja R S B
on RSB AE N B T462 alias Broot
otf SR

AIDMER A Z R string PRI E X4

uwsgi_store /data/www$original uri;

1

SCAFRIE SN TR R AR R Last-Modified” MR Sk BB/, WIR 55 A —Daih < ftF:, Rie
A A IR SCPFRIFE AL AT DURAE AN RSO RSGE b 28T, THER, ERXAEOLS, X
RAEM DRG], MAZE TR EG LR, B, B TEMSER location, RTF

ISR B uwsgi temp  path FELEEBERIIGR XA B RER —MNXHRS L.
A2 P] H T A S A AT B SRR ABE A, Fian:

location /images/ {

root /data/www;
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error_page 404 = /fetch$uri;

location /fetch/ {

internal;

uwsgi_pass backend:9000;

uwsgi_store ;

uwsgi_store_access user:rw group:rw all:r;

uwsgi_temp_path /data/temp;

alias /data/www/;

uwsgi__store__access

Bk uwsgi_store_access users:permissions ...;
A uwsgi_store_access user:rw;
X http, server, location

B QI A SN H SR BT AR, Bl :

‘uwsgi_store_access user:rw group:rw all:r;

WIERAEE 7] group B¢ all ViRIAXER, WIAT DA I FH AR :

‘uwsgi_store_access group:rw all:r;

uwsgi__temp_file_write_size

Bk uwsgi_temp_file_write_size size;
LIVN uwsgi_temp_file_write_size 8k|16k;
Ehx http, server, location

FRAILET M uwsgi IR 55 8% 2l I SCOF B9 B 2% iR, — IR NI I SO B B R/ BRIATR O
N, KWNZuwsgi_buffer_size Muwsgi_buffers 5 BB RPN DXHIRRH, i ST B R KR

Huwsgi _maz_temp_file size BLKE,
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uwsgi_temp_path

HIX uwsgi_temp_path path [levell [level2 [level3]]]’;
ERIN uwsgi_temp_path uwsgi_temp; (%féﬂlg%ﬂ: --http-uwsgi-temp-path *@@iﬁlﬁ)
Hol5"4 http, server, location

EX D EFH TN uwsgi IS5 A ZINEIRTIGI SCPF, AT DAESSE B MERRZ =21 HRE
R4, AN, fEDANECE

‘uwsgi_temp_path /spool/angie/uwsgi_temp 1 2; J

IR S AT RER R AGIXAE:

/spool/angie/uwsgi_temp/7/45/00000123457 J

5 Wuwsgi _cache_path BLn use__temp__path S8

HTTP/2

P HTTP /2 B H.
Y NIRRT R, HAEERBRIA A, MOE --with-http_v2_module MJELEIE .,
1Rk E BACENEMESS, ZEIRaSERES,

B E B

server {

listen 443 ssl;

http2

ssl_certificate server.crt;

ssl_certificate_key server.key;

O HE

EIEE, W TLS #52 HTTP/2 EHEFE “NMAEMRE" (ALPN) TLS # B3, %3XHH
OpenSSL 1.0.2 fRAFEERTH,

WK ssl prefer server ciphers 82BN “on”, Wlciphers MECENTTA RFC 9113, [ A B HFH
B i S o
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B2

http2

Added in version 1.2.0.

7237 http2 on | off;
KA http2 off;
TR http, server

JEH HTTP /2 B,

http2_body__preread_size

[E27S http2_body_preread_size size;
ENN —
X http, server

REFMERIEMNX AN, ETERAETHIEEBERTA] DAE B IE R,

http2_chunk_size

Bk http2_chunk_size size;
A http2_chunk_size 8k;
94 http, server, location

REMNAATI A B RARIA/ N, IR ES SBCESRITH, EmIMESE HOL FH%E MR,

http2__max_ concurrent__pushes

H 1.2.0 AT,

BiE http2_max_concurrent_pushes number;
ENIN http2_max_concurrent_pushes 10;
Hol5"4 http, server

BRAER T R HEE TE SRR AR,
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http2__max_concurrent_streams

Bk http2_max_concurrent_streams number;
ENIN http2_max_concurrent_streams 128;
Hol5"4 http, server

BrEERIFZ HTTP /2 TSRS,

http2_push

H 1.2.0 iRAFEH.
Bk http2_push uri | off;
KA http2_push off;
ETFX http, server, location

FENRIE (HEE) WERENEER wi, FF5EMEFERIN LK HABELNERIMEY URT #54

AL, pilan:

http2_push /static/css/main.css;

uri {HAI AU SR,

TER—BL B LB AT DFEEZ N http2 push 6%, off SEBUEM E—RECE AL http2 push F6H

R,

http2_push_preload

H 1.2.0 lRAFH.

Bk http2_push_preload on | off;
E /NN http2_push_preload off;
4 http, server, location

JERAE “Link” WNSKFBARTEERT WNEGERE Baldon HEX ER,
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http2_recv_ buffer_size

Bk http2_recv_buffer_size size;
ENIN http2_recv_buffer_size 256k;
Hol5"4 http

BEE N worker BIANZPX IR,

http_v2 BABRSCR DL R B AR & :

$http2

PR A PR CAR AR :

h2 AT TLS ki HTTP/2
h2c FFHASC TCP L HTTP/2
n Ay AT e

HTTP/3

&

LHLHE

e proxy_http3 hq

e proxy_http3 mazx_concurrent_streams
e proxy_http3 max_table capacity

e proxy_http3 stream_ buffer size

e proxy_http_wversion

e Proxy_ pass

e proxy_ quic__active__connection__id_ limit
* Proxy_ qUic__gso

e proxy_ quic__host key

R HTTP /3 W& FERRISRE, PSS RIEARSS as FERE SR, IXEARSS A (EH A R http_proxy 1

4 MNIRAHAT R, IREEERIA A, MBI --with-http_v3_module MJEEIELTE .,

fERE BN CERRFUEGRT, ZEREUSERRT,
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B E B

http {
log_format quic '$remote_addr - $remote_user [$time_locall] '
'"$request" $status $body_bytes_sent '

'"$http_referer" "$http_user_agent" "$http3"';

access_log logs/access.log quic;

server {
#ATEFNRES, N
# X http/3 n https €A H %
listen 8443 quic reuseport;

listen 8443 ssl;

ssl_certificate certs/example.com.crt;

ssl_certificate_key certs/example.com.key;

location / {
# BT 5t HTTP/3 7 Fl i
add_header Alt-Svc 'h3=":8443"; ma=86400"';

}
}
}
O m#E
TEIER, #%E TLS M HTTP/3 HEHEFZE TLSv1.3 MR, % FFH OpenSSL A 1.1.1 2
AT,
B<
http3
=275 http3 on | off;
2RIN http3 on;
EFx http, server

JEH HTTP/3 WX,
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http3_hq
[F22S http3_hq on | off;
ERIN http3_hqg off;
LT http, server

JARAE QUIC BN AR HTTP/0.9 WM,

http3_max__concurrent_streams

1%(25 http3_max_concurrent_streams number;
LN http3_max_concurrent_streams 128;
kX http, server

Wit HTTP/3 #1 QUIC ®HE, HFREEZEIFL HTTP/3 i RMNEREE

http3_max__table_capacity

[E27S http3_max_table_capacity number;
2RIA http3_max_table_capacity 4096;
TR http, server

WERSHIERN 18R <https:// www.ietf.org/ archive/ id/ draft-ietf-quic-qpack-20.html#name-

dynamic-table> &,
0 #&ik

KA prozy_hitp3 maz_table_capacity TSR REBEBHITILEE, JBREIR, XS RHEREN
(RIS, SNSRI,

http3_stream_buffer_size

Bk http3_stream_buffer_size size;
ENIN http3_stream_buffer_size 64k;
Hol5"4 http, server

EMTRBME A QUIC A KN,
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quic__active_connection_id__limit

Bk quic_active_connection_id_limit number;
ENIN quic_active_connection_id_limit 2;
Hol5"4 http, server

WE QUIC active_connection_id_limit fEHIZEIME, X2 ] AFETEIRSS a8 LR KRB P uiER: 1D

Bz,

quic_bpf
Bk quic_bpf on | off;
ERIA quic_bpf off;
ETF main

JERER eBPF B QUIC Bt SN, XAVFSHF QUIC ERIEM,

O HE

ZHEME Linux 5.7+ R3¢,

quic__gso
X quic_gso on | off;
ERIN quic_gso off;
NS94 http, server

JE R P o BN L At s s

O HE

MALEIENAESH: UDP_SEGMENT B9 Linux 3%,
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quic__host__key

[F22S quic_host_key file;
L8N —
LT http, server

E AT IS IC S E BN R 2 AR Y fileo BOANBILT, BIREFN LR —DREIHIEH.

{56 P F R A AR A R AN 52

quic_retry
Bk quic_retry on | off;
2RIA quic_retry off;
TR http, server

JAH QUIC HiEIGUE DRk, IXBFETE Retry BHEEE NEW_TOKEN Wi ZIEHSM, HIUELE Indtial

BRI R 2 h

http_v3 FERSCRF DL B AR & :

$http3

PR PSR IR -

h3 FF HTTP/3 ¥
w B 23 P

$quic_connection

QUIC &R S
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XSLT

PR — NS IR, A —PEEZ D XSLT AR XML iRy,
4 MIFACRSATEERS, BN M --with-http_xslt_module MEIETIHHE.
fERATHAE b, ZEERZE HEWEN, HIEI—-1TEN

angie-pro-module-xslt SR VAR5

angie-module-xslt

ak

O HE

IZIEHETE |ihxml2 F libxslt

B E B

location / {

xml_entities /site/dtd/entities.dtd;

xslt_stylesheet /site/xslt/one.xslt param=value;

xslt_stylesheet /site/xslt/two.xslt;

B

xml_entities

Bk xml_entities path;
ERINME —
X http, server, location

TR A FAFSAR R DTD S SRR B R B %o T BORIEIR, i BBIC A fE e BT XML

FRAERARIINIR 4R, RIS, FEER LT IE XRISCrF, S AR XML 254,

TAPSELK, Biln:

TR Y
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<!ENTITY nbsp "€#zaO;">

xslt__last_modified

Bk xslt_last_modified on | off;
FINE xslt_last_modified off;
EFx http, server, location

15 XSLT #e4fR] s ViCR B R 4R i H Y " Last-Modified” SKF2ER, PAE T MR R 2217

BONEILT, SBR[ Ay AR IR B e, AT RERL &8 2L BT 3R B 5 [ AA I
S AN B R ER 70

xslt__param

BiE xslt_param parameter value;
EIANE —
X http, server, location

TE X XSLT FERRINSEL, [EPAN XPath R, EHAIUESEE, BERFERFBEEEAHERE, 7]
PMER zslt string  param $8%

AIDAE 2 aslt_param $6% . WS SRIKANE G E X wslt_param Fasltstring  param 52, WIXLEHE
LM E— DN ECEPNAR K,

xslt__string__param

722 xslt_string_param parameter value;
BIME —
HSl5"4 http, server, location

JE X XSLT HARNFIFERSE, [EPRY XPath RIANAPERE, HATESER,

ApEZ zslt__string__param 52, WMRYFIRANEAEE Maslt_param *H51;5lti.s’t'/"[’n/gipwr’(m 5% , Il
XL R M E— N EL B4R K,
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xslt__stylesheet

HIX xslt_stylesheet stylesheet [parameter=value ...];
BIME —
X location

X XSLT HARLHANES I, HERRAEBCE R B I%,

SR DRMEE, el MER: RRTHE 1T H, MRSEEE 747,
b, libxslt EGEEIE T RTINS E 5 | SEONG | SHERK, flan:

R SN %3A7, It

paraml="'http},3A//www.example.com':param2=value2

W

ikl SR, flan, BASEATRI DM — RS

location / {
xslt_stylesheet /site/xslt/one.xslt
$arg_xslt_params
paraml='$valuel' :param2=value2
param3=value3;

}

A DMEEZ MERR, ENTRHEIEE R R o

xslt__types
Bk xslt_types mime-type ...;
FRINE xslt_types text/xml;
X http, server, location

JEFAHEE MIME RBYNA R TR, BRT text/xml Z b, REFR(E ™" DLELEAT MIME 8%, 4R

g g HTML R, WE MIME 88 E XN text/html,

ol HTTP BURSIIL T HTTP ARSS asAUEEATIRE: MHhE IRSS ath, BCEE RIS AN B, R4

ASARERIIR, BCEEEA, SR keep-alive YERZ AUREFRTE RN 3k,

AT AR T HIRE, (EASRENS RIGECEA UL HTTP fR55 ds DA 2 S5 A7 SR 20K,
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B2

absolute__redirect

Bk absolute_redirect on | off;
LoNIN absolute_redirect on;
EFx http, server, location

GISREEM, Angie & HI AU EEE [APREZAHX Y,

HBiES M server name_in_redirect Mport in_ redirect T8% o

aio
[E27S aio on | off | threads [=pool];
2RI aio off;
X http, server, location

Je FHEEE A FreeBSD 1 Linux B 1/0 (AIO):

location /video/ {
aio ;
output_buffers 1 64k;
}

1£ FreeBSD _E, AIO AJPAM FreeBSD 4.3 Faaf#H ., £ FreeBSD 11.0 ZHil, AIO A DAEFABERERINZ:

options VFS_AIO ]

BE VRN A B PR BB AN :

‘kldload aio ]

£ Linux bk, AIO A PAMNERRA 2.6.22 FFea(# . kAN, @G directio, 5 WIISEECE 2 RHZER

location /video/ {
aio 5
directio 512;
output_buffers 1 128k;
}

J

f£ Linux b, directio HREMTBEIAE 512 FHid5 (80 XFS HY 4K) XIFFHIER, SXAFRIARXS &S A
PHZER B, X F VBRI SRS SK DML B RY FLV SRR fESFRITT A4S 2
BRHCAR N 57 e K /2 B ZER
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MAE Linux _EFH AIO Flsendfile B, AIO FHFKFEFET directio $§2FEERIR/ NI, Tiisendfile

T BN directio HEERII

location /video/ {
sendfile
aio
directio 8m;

}

G, SCHR] DA 2 A8 BB ref: send <sendfile>, TA=REZETERE:

location /video/ {
sendfile

aio threads;

}

RN A0 SR E N EIFE E M pool HIZRREFR, WNERERE pool 47K, MIEMA N default” AIith, it

ARt el DOEd A IR E

aio threads=pool$disk;

J

INEO T, ZEREWEH, RS --with-threads BEBS B, B, Z2L8E N Sepoll « kqueue

Ml eventport TilEFRR, ZEIERIENAE Linux 378,

HiEZ b sendfile F6%

aio__write
Bk aio_write on | off;
2RIA aio_write off;
R http, server, location

GRBA T aio, WEEHZEMTEAX. B, RXMUEMHER aio threads AR, FHHMRTEAM

FREEAR S5 A B BRI N S

alias
Bk alias path;
ENIN —
LT location

EXAEEN BNV . flan, DARNECE:
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location /i/ {
alias /data/w3/images/;
}

TEIEK /i/top.gif B, KRIEXMH /data/wS3/images/top.gifo
path B DAEEZE, R T ref:$document root <v_document_root> F$realpath root,

W ERAE A IE NIRRT E XY location PWE alias, MIZIENFRIARN SR, FH alias N5|HIX
LESAR, BN

location ~ ~/users/(.+\.(7:gif|jpe?glpng))$ {
alias /data/w3/images/$1;
}

Az B VCELHS E e —HB 7 I

location /images/ {
alias /data/w3/images/;
}

U root 185

location /images/ {

root /data/w3;

}

auth_delay
Bk auth_delay time;
A auth_delay Os;
EFx http, server, location

FEIRACBERZFZAATIEK, FFIRE] 401 W ACRY, DAR LRI 50 By IF Rk ES 5 BRA VS R A2 A I TR
ikt

auto__redirect

=275 auto_redirect [on | off | default];
BRIA auto_redirect default;
X http, server, location

AR ATER AL B DARHLES BN A T A 178
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location /prefix/ {

auto_redirect 5

EIXH, XK /prefiv HIFSEHEEME] /prefiz/s

{8 on MRS FHEE M, M off 22T, HIXEN default I, {XfElocation MBEHA apis proxy pass.
fastcgi_pass. wwsgi_pass. scgi_pass. memcached pass Bgrpc_pass BIERE, A JEHEEM,

chunked__transfer_encoding

Bk chunked_transfer_encoding on | off;
ENIN chunked_transfer_encoding on;
Holi9"4 http, server, location

FVFE HTTP/1.1 BRI o B&kmdiit, S E SR A AR RN, IXATRESTRA M, RERNIE
ZORANE,

client_body_ buffer_size

Bk client_body_buffer_size size;
£ NN client_body_buffer_size 8k|16k;
4 http, server, location

BB T IRES s SRR 2 I X RN Gl SRAE SRR R TP X, WEEMNE SRR L TR 5 A ref:
IGI SCE <client_body temp_path>, BRINEWR T, FPX A/ NETHNNGF LM, 7F x86, HAth 32 fi7
FER x86-64 N 8K TEHAM 64 V-5 Bl A 16K,

client_body_in_file_only

[E27S client_body_in_file_only on | clean | off;
ERIN client_body_in_file_only off;
X http, server, location

i€ Angie & & MNKEANR P UG iE RIKRE B SCEFR, 5450 DUFEE A B, sAE(E
F $request_body file 28 BBUEEE Perl i:x->request__body_file <p_r request_body_ file> F7IERMEH,

HIEN on EIN, G SPFEE R E X BMIER,
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on M SRR TR SR AL FE S A = Bl R
clean R FEOE RGBS AR SR

client_body__in_single__buffer

Bk client_body_in_single_buffer on \ off;
2RIA client_body_in_single_buffer off;
4 http, server, location

W7E Angie 25 MCREEENE P IE RIKRIFE— DRI A IS LAEEH Srequest_body L BNHERE
H, AR KR SR e

client_body_temp_path

Bk client_body_temp_path path [levell [level2 [level]]];

RN client_body_temp_path client_body_temp; (B & W R T
--http-proxy-temp-path HJHIZEII)

X http, server, location

T X Tl P iE KA R IR SRR B %, EfEE B TR DMER = B EX, B, £
ANECEH

[client_body_temp_path /spool/angie/client_temp 1 2;

(e SR A2 P REAN T PR -

[/spool/angie/c1ient_temp/7/45/00000123457

client__body__timeout

Bk client_body_timeout time;
LN client_body_timeout 60s;
HSl9"4 http, server, location

T SO P T SRR, EINAAE R OOESL IR e R E, AR AR MERIRHI LR,
GNERE PRAE LN RIS A e T, MNESRREEL 408 OFREN) #HIRZ IR,
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client_header__buffer_size

Bk client_header_buffer_size size;
ENIN client_header_buffer_size 1k;
Hol5"4 http, server

E M TR P iE SRR R X RN M T RZEOER, 1K FHHIERMNXEUET 7, R, WRIE
REEK cookie, BFENRE WAP &3, MATRETCIRIERN 1K, QSRIERATHIE R LFBICTEMA M
X, WEDEGE large clientheader buffers 82 HC BT E KR MIX,

GNERIZAE LA E server N _EAETE, W] DAGE FHBRIARNRSS 83 BUMH, TRAMEEIES IR IR SS 25k % #892,

client_header_timeout

Bk client_header_timeout time;
EONN client_header_timeout 60s;
T http, server

ST SCEHE P R SKHEEIN . QPSR S LI TR AR L RT3k, TIESRORE DA 408 GESKRIEEI) B IER
ik,

client_max_body_size

Bk client_max_body_size size;
RN client_max_body_size 1m;
kR http, server, location

BB P RIE R RSV R/N IRTER PR NETRCEE, WRIRE 413 GEREARR) iR
BE . EER, WYEASTCIA IR TR IR,

0 SRR 2 P SR AR NG
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connection__pool_size

Bk connection_pool_size size;
ENIN connection_pool_size 256 | 512;
Hol5"4 http, server, location

B

FRVFUEMIARE G MERHINAE D EC, %I N PERERTREIER /D, Tl R AR,

BN
256 (F°19) 32 hFa
512 (F7) 64 (iFH

default__type

7237 default_type mime-type;
ENIN default_type text/plain;
EFx http, server, location

S AR MIME 282, S22 97 44 E) MIME SRR IE AT DUEI types 1621 HE.

R=to

directio
Bk directio size | off;
2RIA directio off;
X http, server, location

B AAE R TS TR @ R/ NS O DIRECT ¥Fri& (FreeBSD, Linux). F NOCACHE ¥r
& (macOS) B directio() K%L (Solaris). ZIEL S HANFERNFFEIE KW sendfile (EH, EAERREER

(SREICEENER

directio 4m;

B AF Linux A aio B,
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directio_alignment

[F22S directio_alignment size;
ENIN directio_alignment 512;
Hol5"4 http, server, location

Ndirectio BEMNTT. ERZEIGHT, 512 FHHPNFTHUEH 7o 2R, 1€ Linux B XFS I, &
TN 4K,

disable__symlinks

181 disable_symlinks off;

disable_symlinks on | if_not_owner [from=part];
E/UN disable_symlinks off;
EFx http, server, location

WEAEF T S IR A BT S5 e -

off RFH AR AT SHER. XEIMTHN,
on QSRR AL R R 7 BT S HERE,  WHEZEY RS fF,

if_not_owner ERESR AL AR R AT SHERE, I H R R R MR R BA AFAY
prE#, WHELEG RS

from=part TER AR S HHEN (S8 on F1 if_not_owner), B KA IIFTHHBE
I MTHIMERE from=part ZEL, w] ARG AL HHIIGHR 7 P EIFT S HEE,
FERXAEILR, XMEERNIGETR T Z IR R R 2 H R BT S8, IR
EARBRENEEAIIAE T, MR/ EARIEE S —HETIR
#, WRZESBEDIXFRLE, WSS SR, SRETDESEE,

R~

disable_symlinks from=$document_root; ]

ZIEHEEA openat ) Fl fstatat O FHAMRS LA H, IXLERGEIEIRRART FreeBSD. Linux
1 Solaris,

Vi
¥ on M if_not_owner AN T AEFEFF4,

AN RITITHRRSE L, X ESHERE TN T SR &R H & B A BEBR,
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0 #i

AutoIndex Random Index F1DAV REH Y Fi 2R HFES,

error__page
X error_page code ... [=[response]] uri;
EININ —
HSl5"4 http, server, location, if in location

T SAEAEE RN R EoRAY URL wri [HRT AE SR,

B
error_page 404 /404 .html;
error_page 500 502 503 504 /50x.html;

X2 SFENEEEAENEEN uwri, FHRZFPIRERTEEL N GET” Gt FFR"GET” #I"HEAD” 24t
HIFTETT1%)

AN, BIPMER =response TGN MN A BE RS —A, Flgn:

error_page 404 =200 /empty.gif; }

QERERIRM N FHACBEAR S 888k FastCGI/uwsgi/SCGI/gRPC ARG A, I HiZARSS 25 vl fEIR IR [F Y
M ARES (N, 200, 302, 401 5% 404), AT DA R E R B RS -

[error_page 404 = /404.php; }

NRAE P EREE AR AN TR 8 URI M55, AT DU R PR S B ar A

location / {
error_page 404 = @fallback;
+

location @fallback {
proxy_pass http://backend;

}

O ik
QSR uri AEEESBERR, NHREIZSE FImATIRSHRD N B & A A RIS,

KR DAGE URL B A THI IR AT -
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error_page 403 http://example.com/forbidden.html;
error_page 404 =301 http://example.com/notfound.html;

EXFER R, BRIAMER T, WA 302 BHRIFIAE P, ©RAEESChEEPIRSRIGZ— (301,
302. 303. 307 F1 308).

etag
=275 etag on | off;
%ﬁi}\ etag on;
X http, server, location

JE B ZE R B SR IR A " ETag” MR SK BRI E 3h 4 il

http
% http { ... }
A —
T main

TRt HTTP RS asE L HIBCE XM | R

if_modified_since

EIA if modified_since off | exact | before;
RN if _modified_since exact;
R http, server, location

TR AR S AHE LI T S If-Modified-Since 63K Sk F-ERFR AN RIHEAT L% -

off il B GG LA 9 E B
exact FERADTAC
before e & SRR ST TR NF ST If-Modified-Since T8 KK FEXH AL,
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ignore__invalid__headers

Bk ignore_invalid_headers on | off;
ENIN ignore_invalid_headers on;
Hol5"4 http, server

PRy E LR 1 e N S S S Y AR =S G SR S N - 6 N

(FHunderscores in_headers 851 2HK,

GRIZAELAE server Pl BAERE, W] DAGE A BROIANRSS 28 HIMH

W 745 M1 R]RE HY R 3 &

internal
S internal;
A —
EFx location

feEga e A B HRE THERE K. MTIMNRIER, ROREIZFmER 404 CRIRED, PIERE K EE:

o Herror page. index. random index FMtry files I8 EEMMITENK;

o M LIRSS EREY X-Accel-Redirect Wi Sk BB E [AIHYIE K ;

. E'Elhttpissi AT include virtual 5 hitp__addition *ﬁﬂ%?ﬁ%&authﬁmquest FMmirror 85

AR TIEK;
o Hrewrite 82 BRI K,

zZN /1

error_page 404 /404.html;

location = /404.html {

internal;

}

O ik

redirection cycle 1H B

BMEROANTEZE MRS 10 R, PABGIEFE IER AT ELE H & 2B 15 RACFRIE IR, WA EX R
#ill, FHREIEIR 500 (NERIRS#EEIR) . EXRMER R, FIDAEREIRHEFER rewrite or internal
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keepalive__disable

HIX keepalive_disable none | browser ...;
ERINME keepalive_disable msie6;
Hol5"4 http, server, location

SRS RIAMER TSR IHKIER. browser SEFEE ML WEEHIEZ ZIRMA,

none Jo 5 T I VE A i K%+
msie6 RS HRA MSIE KR, —HIKE| POST &K
safari HE macOS MEPHRIERS LR Safari A2 2SI IERE

keepalive_requests

[E2FS keepalive_requests number;
EIME keepalive_requests 1000;
TR http, server, location

R EEE —MERE ] DRSS R TE R EL, FEIRBIRKITEREUG, HERERRM.,

TE WIS AE R RO ER, IR MERERI N L. (Rl S s oK SREAT RE S BOS =AY
fEfER, AEBOXFER,

keepalive_time

JF22FS keepalive_time time;
ERINME keepalive_time 1h;
HSl9"4 http, server, location

BRAEL — MOIERICEIE R KIS R, FEISZIIEI RS, JERRAE G SLE R E K A,

keepalive_timeout

[E2FS keepalive_timeout timeout [header timeout];
EFINE keepalive_timeout 75s;
EFx http, server, location
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timeout BRI P IMERE RS a8 Im R RT 5 R I TR
0 S RIER R P ImER

Ak * S NS EKE “Keep-Alive: timeout=time” WINKFEXHIE, W NSEATREARIHE,

“Keep-Alive: timeout=time” SkFE# Mozilla Fl Konqueror IR, MSIE KAJ7E 60 /5 B 8% MK
B,

large__client__header__buffers

BiL large_client_header_buffers number size;
LOVNIED large_client_header_buffers 4 8k;
4 http, server

B TR P R KSR R R R X BB, 1 RIT AR — MRPIX AR, SRR
[l 414 (FEKRE) URI ER) HHIRBE U, IERCF BRI — MRXATR/D,  SNPRHRE 400
(BERAVTER) HHRGAE . RMPXAEFRZEN 2L, FAER T, RPXANN 8K ¥, WRIEH
RAUCHES G, RPN KIERRIRE, WX 5% DRI

AIRFE L Eserver A EARTE,  WIAT DA FBRIR 55 85 AU (EL

limit_except

Bk limit_except methodl [method2...] { ... };
BINME —
ol "4 location

FRIEFE ML BN IR HTTP /7%, method B] BAUZRA RZ—: GET. HEAD, POST. PUT. DELETE. MKCOL,
COPY. MOVE. OPTIONS. PROPFIND. PROPPATCH. LOCK. UNLOCK BY PATCH, i GET /5iEtH< /5 HEAD
Jiike FIDAEERI A F1 Auth Basic FEHEHRHES BRI HoAth 77 7240975 1) :

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

O ik
HRBIE RN TR 775895, BR Y GET #1 HEAD,
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limit_rate
Bk limit_rate rate;
FINE limit_rate O;
Hol5"4 http, server, location, if in location

RR I 0725 2 S O M 7 AR iR, SR AR 7 1 N B EE . FHEZAIRIR S, RFEIZ AN IER
AN, FIHnRE PRSI N ER, WEARRR R faE IR,

SRERT DI TR, EREROUT, AlRETR ZMRIERE 45 PR IRAINE R :

map $slow $rate {
1 4k;
2 8k;

limit_rate $rate;

HRRR AT DALE $limit_rate ZEEHIRE, (HAMERLHILT XA

server {

if ($slow) {
set $limit_rate 4k;

J

2R A AT DA TE AR B AR 55 A e B BY O “X-Accel-Limit-Rate” Sk 7 B H & B, W DL ff
HEJ proxy__ignore__headers, fastcgi ignore headers. wwsgi_ignore__headers Fscgi_ignore_headers
FESFEH L TIRE,

limit__rate__after

Bk limit_rate_after size;
FINE limit_rate_after O;
HSl5"4 http, server, location, if in location

W B S F uE N 2 ji R R, SEUER DEEEE,
I

location /flv/ {
flv;
limit_rate_after 500k;
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limit_rate 50k;
}

lingering__close

X lingering_close on | always | off;
EINME lingering_close on;
HSl9"4 http, server, location

P Angie QNRISCHAIE iRz o

on 67 Angie TEERRMNERZRT: 515 HILEL REZ P ImEHINGE, (BXE
JE &G R B i AT REIEAE K208 BB 2 HARRIE L T,

always K FE Angie TAAEREFH A BRI MOE P m R,

off HIF Angie IR Z BHRH LRI AER, IXATNBER TN, EH
BT AER

Bl HTTP/2 ERIKH, 182 BHE server Al LFEE,

lingering__time

X lingering_time time;
EINME lingering_time 30s;
Holi9"4 http, server, location

Hlingering _close 23N, MIELTEE Angie RAACH (BEHCFRME) K B %5 i BN B I AL
itz )E, RMEEEESEE, RIS,

lingering__timeout

[E27S lingering_timeout time;
EIME lingering_timeout 5s;
T http, server, location

Mlingering _close FRAN, ZFGLHEE FFH 2 H P i SR 2 AN B ACH 8], A1 SRAE HEI A AR FEZ R
Bg, WERCREOCH], BN, BHER i ior 20, A5 Angie JFHIARHREREZHE, XD “F5-3%
B2 BB B KA lingering  time $8 FifaE BN [l

3.2. &S|, &% 363



*web
server

RFER. ii# 1.9.0

FEPEHESR AT, (S KOERAE THRE SRS E DIFEE 1ingering_timeout HYMRIIS, 2P i KIERE

g ESEi

listen

HIK listen address[:port] [default_server| [ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred| [bind] [ipv6only=on | off|
[reuseport]| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen port [default_server| |[ssl] [http2 | quic] [proxy_protocol]
[setfib=number] [fastopen=number] [backlog=number] [rcvbuf=size]
[sndbuf=size] [accept_filter=filter] [deferred| [bind] [ipv6only=on | off|
[reuseport]| [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];
listen unix:path [default_server| [ssl] [http2 | quic] [proxy_protocol]
[backlog=number| [rcvbuf=size] [sndbuf=size] [accept_filter=filter] [deferred]
[bind] [so_keepalive=on|off|[keepidle]:[keepintvl]:[keepent]];

EINE listen *:80 | *:8000;

R server

WERWEETN address F port, B THEZIERL UNIX BERTFIIRZ. address AT DUZ

%, Blan:

listen 127.0.0.1:8000;

listen 127.0.0.1;
listen 8000;
listen *:8000;

listen localhost:8000;

PG MUl HUH 745 SRR

listen [::]:8000;
listen [::1];

UNIX HEZZMHH unix: FIRIETE:

listen unix:/var/run/angie.sock;

A]PARINHEE address F1 port, BAXFEE address BY port, UIREMEHLEER Sy, HAT IR
o WRHEE address, NWIHTERIAN 80,

o WIRAUGEE port, Angie WA RTHK IPv4 (BUZJERNE IPv6e) M, TR EE XK
F— server PR BONBIARS %, AFEATERILEL Host SkHIIER,

o RZEEEWZIES, WEBFBEHHPPERE, Angie (] *:80, HMIFEH *:8000,

— % default_server
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« FHE WS EIIARSS BHIE RCNEATE address:port MIVERINIRSS 28 (FE LR — WT
BT,

R A A default_server ZHIES, WITERTIBIARS SR ZECET N IZE
ETFMRFHIE— DRSS o

*x ssl

« VR EAE IR O FREZATE ER N DA SSL MR T/E, XA HTTP M1 HTTPS
TR MIARSS B E 1 S E,

— % http2

« BB DA HTTP /2 B8, 8%, N THHIIE, ERIZIEE ss1 S8, {H Angie th
A DABC EONTEIRE SSL BB 52 HTTP/2 i,

H 1.2.0 AT
E http2 FEHE
— x quic

« BLEI AR QUIC 4%, ZHHMIET, Angie MAUSHIFELEHTTPS i, KHE
quic J&, ZIER]DAEE reuseport, LASHEA]DAMER 21 TR,

— % proxy_protocol
« FRVFIREAE M O LR PTG E RN PROXY HRI

listen H2 0] AN S EZ TN ARG AR EMN NS, XESEO]LELM] listen IH5E2H
BE, ENTLHEN address:port X REEIRTE—IR,

setfib=number — WBEIRES R ERTFRBIIEZR FIB (SO_SETFIB %) . X HA{XAE
FreeBSD B,

fastopen:number ﬂg%ﬂﬁﬁ%?}%‘ﬁﬁ”TCP Fast Open”, #BE%U%*%E‘ZEW\%%E@E%W\?”E@%
REKE,

)
oA A )

PRAEAR 55 o REWE AL T 2 R AR TRIY SYN B, SIIEZ))5 FIEIRE,
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backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred

bind

ipv6only=on | of f

%'E listen() JAHTH backlog 24K, [RHIFFALIIERERAFIFIRARKE, BRIA
MR, FreeBSD. DragonFly BSD #l macOS i backlog &4 -1, HAthF
& LiREN 511,

BT ERTRIREIERIMIX R/ (SO_RCVBUF JETD),

BRI ERFRIAIRZMNIX R/ (S0_SNDBUF &I,

WE T EREFINEZIS IE#E PR (SO_ACCEPTFILTER &) , I IRSRAE K%
NIEFRIBS accept O ZATHATIINE, IXAAE FreeBSD 1 NetBSD 5.0+ &
. PIREMIMESN dataready Fl httpreadys

FE8/RTE Linux B FHZERM accept ()™ (Bf :samp: “TCP_DEFER_ACCEPT E#%F
L)

YR NAER address:port XA TEEMAY bind () FH, XIBEH, FANWERE
2 listen F52 M FHHHRI A FEAR R AL, THEAH— listen 5 RITEAE
port HIFTAHINE (+:port), Angie KX bind() F| *:port, FHLiFEMZE, TE
IXAMEN T, K getsockname () FRGLVE I RHfE HSZ I E R HINE, W1 SRAEFH
T setfib, fastopen. backlog., rcvbuf. sndbuf. accept_filter. deferred.
ipv6only, reuseport 3 so_keepalive %, NIXTLEEM address:port Xf, ¥
YRERIEAT IR bind O T,

SHuEid 1Pve_VeONLY ERFFIEIME T fEmAcHL 2] LY IPve BHF
RO IPv6 Rz, SFINEEZ IPve Al IPv4 JE8E, IWSEBINITE. EX
RETE /S BINIE BE—IX,

reuseport WSEBIERAED TIEEEAE— N BRI T ER T (TE Linux 3.9+ #1 Drag-
onFly BSD _L-f#fl SO_REUSEPORT EZFIEI, S(TE FreeBSD 12+ _Lffif
SO_REUSEPORT_LB) , FRVFPIAIE LIEHREZ MRS NIERE, IHIhRE H Al E
Linux 3.9+, DragonFly BSD # FreeBSD 12+ A%,

oA A )

NG IR RS S L 2R A,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepcnt]’

Bl E IR ERTII"TCP keepalive” 1T N,

on

off

MRAMRHSE, NHMERGIREKEH T ZEET.
NERET IS SO_KEEPALIVE JEI,
NEREF R SO_KEEPALIVE JETH,

Hee e R4 4% TCP_KEEPIDLE. TCP_KEEPINTVL I TCP_KEEPCNT B k4B 7ML E

TCP keepalive 2%,

HEHRZRES E (HAEA Linux 2.44. NetBSD 5+ F FreeBSD 9.0-STABLE), HJ

PM#EF keepidle. keepintvl fll keepent SHGHITECE, 7 ABIE— 1M NS, FEXFEN T, H
N ERE IR RSB E R A2, Hlan,
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so_keepalive=30m::10 ]

KIS IN#ER (TCP_KEEPIDLE) &M 30 7%, BARMIEIE (TCP_KEEPINTVL) fRFAHRS:
PRINE, FEBRNE. (TCP_KEEPCNT) %&HN 10 AR,

ZNIE
listen 127.0.0.1 default_server accept_filter=dataready backlog=1024; }
location

K location ([=|~|~*| "~ ] wri| @name)+ { ... }

I —

HSl5"4 server, location

IRIETER URI 25 SEMITACRIEA TR IZ B E,

PERC R EAMEEIL URT _EHATHY, 1EMRRD DL %XX” GRS HISOAR, A B A2 1 . 5951
PAKRTRER R P BERZ MHBAHT N SR IEHEA T

location W] DAEIL BITER 1 HR Bl IE M FRIETUE Lo
IEMFRIAFGES AT BB :

~* AX 7 R/ANE HIPTAL
~ X7 R/NG R PLED

N THREIGTERICACRINIE, Angie B /LI M HRTS AT HRE CHINE FOVRTRAED . e, 1%
PEVCRC TSR B KA B I 17 6

O =ik

XTI macOS ZRITRX DR NEHRIERS, MR FIFREENX D NG/, AT, A
R T B X

RIE, FETIENFRIEAA BAZ HAERCE AR B A TPl BRI ESE — D ICELA = L,
FEFAHEM AL E, WNRARIREN LA EN AN E, Angie R &N FHENRTRA BN E,

FEHLNIRBIIMEIL T,  location AT DARE,
IEMIFRIAAALE R PUE XAmARA,  FHJ5 AT DS Hofthds & — R,
GURVEACATZRAL B ~~ BT, WIAEE ENZRANAIE,
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AN, = BIRTFN location JE RS URI PLRCAE; NERIKEIRSHRICAS, WIE =k, B, R /i
KIAE, X location =/ RANPRHACEIRE, R NERERMITAALEL, B8, HRVETEES
REMHE,

Bl

location =/ {

#configuration A

location / {

#configuration B

location /documents/ {

#configuration C

location ~~/images/ {

#configuration D

location ~*\.(gifl|jpgljpeg)$ {

#configuration E

o =/ IERITAAE A,

e —/ /index.html JE>RICHCACE B,

« —/ /documents/document .html & RVCACACE C,
e —/) /images/1.gif 15KICECACE D,

e — /documents/1.jpg IHKILACHCE Eo

O ik

WRHIZE Llocation PARMTFERTE R, H Hauto redirect EJ3H, MESKAERNNEN: MiEREEE
BICRRHTE A5 522 VLACRTZEE URL B, KR B IRATAYIER URL Y7KA 301 RS EE
JE Ao

X TSR URI DCECALE, AN EEM:

location /user/ {

proxy_pass http://user.example.com;

}

location =/user {

proxy_pass http://login.example.com;

}
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@ FIZRE X T —" @41 location, WEIEAIEAHTHEMIERKMEH, MR UATIEREER, EfH
REME, AR SRENE,

ZNE SCHFIBLE P location & FSCA] PAUBIE KR A ILBCRIEAIILE — BRI location HHFFHFH R
MCEPIEITESE, XFRN HE locations

BRIZRTHFREIFECE A, D M E & SHAERIECE; &S EMNHE R location:

location =/
~~/images/
~*\. (gif|jpgljpeg)$ {

# —HEE

% location WA] CUBEH G H—E 5

location =/

@named_combined {

2\
oA A )

HE location NREAEVEALFRIRAXM BT Z RIASHE. [EFIZ: location ~*/match(inglesl|
er)$ .. .o

O ik

Hl, 45 location RNRE MBI & prozy pass MIFBIFH A URI ETES, UAREES api 51
alias, FAM, XEEFELR]AEE REFHG M EFRNA B,

log__not__found

181 log_not_found on | off;
2RIA log_not_found on;
X http, server, location

JE B PR AR S RIERIL R B errorlogo
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log__subrequest

[F22S log_subrequest on | off;
E/UN log_subrequest off;
Hol5"4 http, server, location

Ja a2 T iE SR ID %8 access logo

max__headers

Bk max_headers ?ﬁ?,
A max_headers 1000;
kX http, server

B ARVFIZ PG KL BRI R, WRET IR, RHIRME 400 (BR3E %) iR,

HZIE A Eserver FOBCEN, FIRESMHABUARSSSRIE, ARELER, HSIRE LIRSS L &

6}0

max__ranges

72 max_ranges {7,
ERIA —
TR http, server, location

BRI 5TV E A R P ARV RORTE R, @ RREAIE RO U N A a7 e, BUARULR,

VO R A TR
0 SR T EE SR

merge_slashes

7227 merge_slashes on | off;
LN merge_slashes on;
Hol9"4 http, server

JE B URT AR B MHABHIRAT 48 — MR,
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TEER, R N FRIS A BRFIEN RIS B IEMICEC R E R, WA T, //scripts/one. php
TEREE DL

location /scripts/ { }

FERTREBAL B A S S At BRI /scripts/one.php.

QR URL & base64 JntdRI4a R, WIRTRERRZRMIEAE, KN base6q FEPERER] “/” 4%, A1, H
TREHE, RIFERCHEDS,

ISRAE server PORITEELTES, MIA] DA BRINIRSS SRA91H,

msie__padding
HIL msie_padding on | off;
2RIA msie_padding on;
T http, server, location

Ja B sV A IRAS AT 400 FY MSIE & i v gsinieRe, DA N K/ NE| 512 15,

msie__refresh

% msie_refresh on | off;
ENIN msie_refresh off;
Hol9"4 http, server, location

JE FBREE N MSIE % F i A ST A2 B E A

open_file_cache

FECR open_file_cache off;

open_file_cache max=N [inactive=time];
2RIA open_file_cache off;
X http, server, location

FL B — ] DAFIERTZR AT :
o FITTHISAFRRTT. BB NI A ;
o HRGFENEE;
o XHFERENR, Fl AR, “TEBEBURT SF,
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R AT N JEIT open__file__cache__errors L BME A,

max WEBRFTILRNEANE,; ERFmEN, ROEHRTTREEIMER;
inactive S SCAE SIS ] PR AR 15 (R 70 28 MG A7 H RS BRAYIN R ;
EINIRE N 60 F,
off BR%AE,
R
open_file_cache max=1000 inactive=20s;
open_file_cache_valid 30s;

open_file_cache_min_uses 2;

open_file_cache_errors ;

open__file_cache_errors

1Bk open_file_cache_errors on | off;
A open_file_cache_errors off;
TR http, server, location

Je HEREE @ open. file  cache RAFXHFEIREEIR,

open_file__cache_min_uses

BiE open_file_cache_min_uses éﬁ(?,
RN open_file_cache_min_uses 1;
kR http, server, location

B&BAEopen_file_cache 182K inactive ZEECENHARA, XIFMBRFRFFERFH TR 87

Ve SERuIEE

open__file__cache_valid

Bk open_file_cache_valid IN[H];
A open_file_cache_valid 60s;
EFx http, server, location

B open_file cache TGN AR UERIIS ],

3.2. &5l &%

372



*web
server
FAPFiEE, IRE 1.9.0

output__buffers

[F22S output_buffers FFK/);
ENIN output_buffers 2 32k;
Hol5"4 http, server, location

BB T MR SR N BRI XY BT R/

port_in_redirect

[E27S port_in_redirect on | off;
LN port_in_redirect on;
TR http, server, location

JeA R R 22 AR A6 B8 5E [ HHE e i o
HEMPERSBBLMIEHHserver name in redirect $8515 1,

postpone_output

[E27S postpone_output A/
ENIN postpone_output 1460;
R http, server, location

GUIRATRE, FHERE P IREURRER, HERREE0E RAONFIRIEERERIE,

0 SRR B L

read__ahead

Bk read_ahead K/)N;
BRIA read_ahead 0;
X http, server, location

B NAEAC TSN T2 &

£ Linux &, {#H posiz_fadvise(0, 0, 0, POSIX _FADV_SEQUENTIAL) R, KA/ NSEIE
2
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recursive_error__pages

HIX recursive_error_pages on | off;
ENIN recursive_error_pages off;
Hol5"4 http, server, location

JE B error_page $ELHATZ N EEN, HEEEREE MAEERZ AR,

request__pool_size

{FEaR request_pool_size j(/J\;
LN request_pool_size 4k;
kX http, server

FVFRH DN ER I T ECHE T WA RS, e X PERERIRE MR DN, J@H A RLE

reset__timedout__connection

Bk reset_timedout_connection on | off;
2RIA reset_timedout_connection off;
TR http, server, location

Jo B EE FH B B E R AN AEPREACRY 444 SRIARER:, EEMARWT, EXFAERT 2RI, &
BH SO LINGER %W, #EIHEN 0, RAERTEN, MEFmMEIE TCP RST, HBHZEZTS5H
IR N, XA BTl B AN B 7 N HIE R X KB RIGRFE FIN_ WAIT1 IRZS,

O ik
I B PRI X IEH 2R M,

resolver
=275 resolver HUik... [valid= INf[A]] [ipv4=on | off] [ipv6=on | off] [status_zone=zonel;
E /NN —
R http, server, location, upstream

FC B TR L AR 55 g A PR AT Jy Lk RO A4 R S5 o, Bilan:
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resolver 127.0.0.53 [::1]:5353; }

itk Ay DA N sAa R TP Hidik, FFHA A& . RARIEE M, WIEERRE 53, AFRIRSS & DA%
W&,

BIANEIT, ZEEMHMAT TTL HEFESR.

valid AIESE TR 5 52 17 5% B 1A U
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BONTEOUR, ZHEAEMNTIR &L IPv4 M1 IPv6 Hblik,

ipv4=off AR 1Pv4 ik
ipv6=off AR 1Pve Hitik

status_zone S BREEEXIERFIRE DNS ARSS &8 18 KA R AR (/status/ re-

solvers/<zone>)o

O M
itk DNS 83, HINAEE S Z 2R EEA ML HEE DNS R4,

O PR

41E Docker HIZATIN, MAHHENE DNS IRS5astisl, B4 127.0.0.11,

Bk resolver_timeout A[H];
BRIA resolver_timeout 30s;
"4 http, server, location, upstream

NAAVRERT I BN N R, I

resolver_timeout 5s; }
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root
Bk root Eﬁfé;
2N root html;
Hol5"4 http, server, location, if in location

DNEREERE R, Flan, f#EHLNEE

location /i/ {
root /data/w3;
}

/data/w3/i/top.gif SXHIGIEN /i/top.gif TERMIIMRL AL IE,
BAETUEESTE, BRT $document root M $realpath roots

SAFRIEARSOE R URL B0 root EHIENRMIE, IR URI TREPUEK, WINAER alias 162,

satisfy
=27 satisfy all | any;
BRI satisfy all;
T http, server, location

WMRAE (all) HED—A (any) BERAFVIE, ARGV ViR, Auth Basic 8{Auth Requesto

location / {

satisfy any;

allow 192.168.1.0/32;
deny all;

auth_basic "closed site";

auth_basic_user_file conf/htpasswd;
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send__lowat

Bk send_lowat K/];
ENIN send_lowat O;
Hol5"4 http, server, location

MRFELSHRERNIEZE, Angie HFERXBLMHEH NOTE _LOWAT FREW  refikqueue 75 15KBX
SO_SNDLOWAT ERHEFIETRE/MEEFImERET FRRERIER, EXMMER T, EHEEN
Ko

send__timeout

Bk send_timeout IfA];
A send_timeout 60s;
EFx http, server, location

B A2 S AL e S BN IR 1R], I (XE IS S 1R IE 2 RIRCEL, A X R i 5. 4
RE P IREI R A R BTN, RO,

sendfile
Bk sendfile on | off;
LN sendfile off;
R http, server, location, if in location

JAFHEZEER sendfile() B,
aio FJTTUINER sendfile() BIEHRE:

location /video/ {
sendfile
tcp_nopush
aio

}

EECES, sendfile() $ORAMANTA SF_NODISKIO Fri&, XHHEASIEWE 1/0 LIHZE, MRS
FARAENGTY, S, Angie BT B — N1 RGN RS BIEME, 125 —RKILEN, FreeBSD M
BSERTRT 128K T INBEINAFH, RERSIEE L 16K RISINBEHE, XA LUE read ahead
FEOHATHE KL,
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sendfile_max_chunk

Bk sendfile max_chunk K/ 5

ENIN sendfile_max_chunk 2m;

Hol5"4 http, server, location
BRAFT ATE AN sendfile() VA EMMAVEHE R, IRAMREIN, — DGR ATRER 842 b H LIEER,
server

=275 server { ... }

ERIA —

4 http

B REAUIRSS AL B, WX 5T 1P (T 1P #iht) MEFH2FR (BT "Host” WERKTFEB)
UIRSS a8. MR, listen FEHER T NIZIEZ NS s E R AT A HIERISE T, Wserver name $823NH T
T IS5 85 FRo

BIBLBAE Angie ZEFTERATT 0 SO AR AL,

server_name

Bk server_name %7F...;
ENIN server_name "";
o974 server

B LIRSS as AR, Bilan:

server {

server_name example.com www.example.com;

}

F— NIRRT EZ IR ER AR
e BRI LEE— MRS (%) DIERBFREIS — i 0 /e — o

server {

server_name example .com *. example .com WWw. example kS

}

IXFERI A RFROAIBBCAT AR
AR EIRT DA FRA] DA & N —1
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server {

server_name . example .com;

}

W A] DAEARSS e 2 AR R IENIZRIES, AR RS (~7):

server {
server_name ~ www\d+\.example\.com$ www.example.com;

}

AT AR &R, AHJE AT DAEEL s b (i -

server {

server_name ~~ (www\.)?7(.+)$;

location / {
root /sites/$2;

server {

server_name _;

location / {

root /sites/default;

IEMFRIRAK Ak e AL &, M5 r] DAMEH A A :

server {

server_name ~~ (www\.)?(?<domain>.+)$;

location / {

root /sites/$domain;

server {

server_name _;

location / {

root /sites/default;
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0 #&iE
WMRIGS’ B N Shostname, FHF Web IR 2507 FEH 40

SRR DA 225 B 4 (7):

server {

server_name www.example.com ""

}

FEFGAARRL R B DUIRSS ds i, AR MIEIRVCES (F1an, SEECATAIERIZRIAT), Regld PU e
JEPE SR — N ULECHYIZE DT :

o FEHAATR;

PUBBCTIT K HI R AAHR, B *. example . com;
PUBRCTYEE AR AR, B0 mail. «;

B ANCECAENRIXR GRHET), EEA5.

A IR

Fif server_name 5 TLS —Effiff], MFELIE TLS E#, f52UCE HTTP &R Host,
AR F eSO HIE R

server_name__in__redirect

Bk server_name_in_redirect on | off;
ENIN server_name_in_redirect off;
NS94 http, server, location

JEHBEERTE Angie & AN EE A HEH B server name Y88 E N FEARSS 2854 FR,

on FERS AR, Hserver name FELHEE
off " Host” Rk FBAHIIELIR, R IZFBNFEE, NHFHRS M 1P Hislk,

B MmO X port in redirect Fa 1,
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size j(/J‘;
BRIA server_names_hash_bucket_size 32| 64 | 128;
Hol5"4 http

BB IRS S AFRIE T RN BRIMERR T BB FEITIRDN, ARRERRENIEMEE, 5
Z DR SR

server__names__hash_max_size

Bk server_names_hash_max_size K/J);
2RIA server_names_hash_max_size 512;
EFx http

EARSS a2 RIE T RV AR, ARIRERARIFAMGER, 1HS WAME Y,

server__tokens

=275 server_tokens on | off | build | FRFH;
LN server_tokens on;
kX http, server, location

Jo FH B2 FAESEIR DU Server MR SkFE A A Angie fRAS, build 28U & HATERLHR, %45
HAHRY configure ZEORE, PAKARA,

Added in version 1.1.0: PRO

f£ Angie PRO /1, WRIEWEN FAFH, R ITHRIAIEEZE, #HIRTHEN server MM LB
R Z AT R R RAR(EME, MNRIRSS SR, BRANIEARR, 2 FRFEREMNAH server T

status__zone

[=2E status_zone off | zone | key zone=zone[:count|;
ENN —
TR server, location, if in location

DEL— DN HERNFXIBLAKRE / status/ hitp/ location_zones/ <zone> F/ status/ hitp/ server _zones/
<zone> IFER,
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2 server b N CA] DAL R — X DA TEARIRER ; FFR(E of f ZEFTEMRE location HHIELIE
g

BE zone TEIATER —HZNFEXHREGH E I XATETER:

server {

listen 80;

server_name *.example.com;

status_zone single;

# ...

}

BERIBEEHUTSEC

key —MIEERTRR, HERE TIEREXBNNOH, FrEEE a4
[FHERIERE W B —H, REE2EH, WA EFER,

zome = N XIS FR

count (AJiE) W EERHEARRT R R P, AN key (EEILILIRAI, WIRTE zone FRATHH,
BIMEN 1,

E[«X—Fﬂ—?mq:', frE L EHHE $host [HAYTE R HHE host_zone F, B IE—F $host HYFEFRZHL
MEREE, HEIH 10 Metrdl. —HIXFHRH], EIEIMY $host [EIFHELEZTE host_zone I:

server {

listen 80;

sServer_name *.example.com;

status_zone $host zone=host_zone:10;

location / {

proxy_pass http://example.com;

}

[Klt, ARRAGHEPRIE APT Bt e D EHLZ AT,
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subrequest__output__buffer_size

Syntax subrequest_output_buffer_size size;
Default subrequest_output_buffer_size 4k | 8k;
Context http, server, location

BT TE RN AR X RN BOANEOLT, XK NET—DAE I, X2 4K 5L 8K,
BARBRTF G, A, ATPLREIER /N,

O ik
IHFE > OE T IR F B E A PRI FIER, BN, XAy-iEsKR i 551 A,

tcp_nodelay
Syntaz tcp_nodelay on | off;
Default tcp_nodelay on;
Context http, server, location

JAHEZEER TCP_NODELAY &I, 4iEHaH NRRHEIIRSK, ZIETWEH, tyh, 1E SSL iEH:.,
TCEMCHRAN WebSocket 1CHE FRt23 5 FHIZIE TN,

tcp_nopush
Syntax tcp_nopush on | off;
Default tcp_nopush off;
Context http, server, location

JEHEEEH FreeBSD LY TCP_NOPUSH EREFIEE Linux L TCP_CORK EfEFIRII, XL
IR sendfile R o B RIZIEIAT DA

o f£ Linux 1 FreeBSD 4.% XA R AN S A3k — R IEAE — D EdR
o DASEREEE WA A ST,
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try_files
Syntax try_files file ... uri;
try_files file ... =code;
Default —
Context server, location

P& SR ENE, FFRERS — MBS TIE RACEE,; AEPRAE AT B R ehitfT. X
A MR r00t Falias TEMXHZ AR, A DOBEEERFRRBISERIT (BN Suri/) His#E H %
AN, ARIAEREVEMSE, WSETEE MR &G — NS EER wri, HIA0:

location /images/ {
try_files $uri /images/default.gif;
}

location = /images/default.gif {
expires 30s;

}

BJa— NSERTLMHRRS AW location, WTFHUR, &ia—M28thn] U2 RHY:

location / {
try_files $uri $uri/index.html $uri.html =404;
}

LA RRBIH,

location / {
try_files $uri $uri/ @drupal;
}

try_files 18R M T

location / {
error_page 404 = Qdrupal;
log_not_found ;

}

FEIXH,

location ~ \.php$ {
try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
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try_files TERFIERIZHLT FastCGl RS5 A Z BiALE PHP SXIFRIEAENE,

location / {

try_files /system/maintenance.html
$uri $uri/index.html $uri.html

@mongrel;

location @mongrel {

proxy_pass http://mongrel;

location / {

try_files $uri $uri/ @drupal;

location ~ \.php$ {

#
}

try_files $uri @drupal;

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
fastcgi_param SCRIPT_NAME $fastcgi_script_name;

fastcgi_param QUERY_STRING $args;

... Hftt fastcgi_param

location @drupal {

fastcgi_pass ...;
fastcgi_param SCRIPT_FILENAME /path/to/index.php;
fastcgi_param SCRIPT_NAME /index.php;

fastcgi_param QUERY_STRING gq=$uri&$args;

H At fastcgi_param

location / {

try_files $uri $uri/ Qwordpress;

location ~ \.php$ {

try_files $uri Q@wordpress;

3.
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fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to$fastcgi_script_name;
# ... HH fastcgi_param
location @wordpress {

fastcgi_pass ...;

fastcgi_param SCRIPT_FILENAME /path/to/index.php;

# ... HAM fastcgi_param

}

types
Syntax types { ... }
Default types text/html himl; image/qgif gif; image/jpeg jpg;
Context http, server, location

Y2 RS BN N ) MIME 2258, §RATNX KNG, 20N 0] DAL 2| [F —3881
u:

types {
application/octet-stream bin exe dll;
application/octet-stream deb;
application/octet-stream dmg;

}

—MEXN SRR RS Angie — 72K, FIHAE conf/mime.types SCIFHI,
B E AL BN ﬁﬁ%*ﬁtﬂ”applica‘cion/ octet-stream” MIME 2874 m] DA DA RACE :

location /download/ {

types {1
default_type application/octet-stream;
}
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types__hash__bucket_size

Syntaz types_hash_bucket_size size;
Default types_hash_bucket_size 64;
Context http, server, location

RERBIGHRIIMAD, AXRIZERFREAEE,

types__hash_max_size

ES R document,

Syntaz types_hash_max_size size;
Default types_hash_max_size 1024;
Context http, server, location

WE RS RN, ﬁ?&i&ﬁﬂé\%ﬁﬂ’ﬁiéﬁﬂéﬁ, IHZ2 R document,

underscores__in__headers

Syntax underscores_in_headers on | off;
Default underscores_in_headers off;
Context http, server

JE R BEE IR P E SRSk P BU R T Ik, ZERT RIS, SRR 5 FRILAIE R L7 Brfhnid

NI, HZEignore invalid headers 5 HILIH,

RIZAG L server POAHETE, WA AE I BRIAARSS 45 B9(E.

variables__hash_bucket_size

Syntax variables_hash_bucket_size size;
Default variables_hash_bucket_size 64;
Context http

RELRRTHRIMAD. AXREERAHROEAGEE,

ES R M document,
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variables__hash_max_size

Syntaz variables_hash_max_size size;
Default variables_hash_max_size 1024;
Context http

.

WEEBIGHRIVRANDN, AXREEWRHRIFAER, ESRBIRE document,

http_core BRI LHFHFRE Apache IRF5ERLREICIAINEL &, B, XETEFRREFIIERLT
B%, 40 $http_user_agent. $http_cookie FF, ItAh, EHHAMALR:

$angie_version

Angie A

$arg_<name>

THRATHHEE name SEL

$args

THRITHIISEL

$binary_remote_addr

A= IE R B & Fmiiit, 1Pva HUlERE RN 4 79, TPv6 Mkl 16 75

$body_bytes_sent

RIRFNE P78, AR, %8S mod_log config Apache BIRHI"%B” SHGHE
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$bytes_sent

RIXENZ P ImATFEL

$connection

RIS

$connection_requests

R A ) TS SRR

$connection_time

EREI TR (DR B0, AETFEIZRD)

$content_length

"Content-Length” 1K kF B

$content_type

"Content-Type” 1 RKLF B

$cookie_<name>

Y87F name BY cookie

$document_root

METE R root Balias TEHME

$document_uri

5 $uri #H[E]
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$host

AT ERITHBIENAL, "Host” 1R FEAFRI TN, S5 1ERILELAIIRSS 254

$hostname

M4

$http_<name>

ERIFERKTEG name BFEHONVNE . A NRIZE BT SH 7B

$https

GNSREREAE SSL B Na TN on, NN TFATH

$is_args

WERERITHESENDN 2, BN FRFER

$limit_rate

B %A & DUS AN SRR 162 Wlimit_rate

$msec

SaTiS e (CARDA AN, FEHAEIZRD)

$pid

TAEHAER PID

$pipe

QRERTESRZETE LN p, BN
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$proxy_protocol_addr

K H PROXY WMSCLEIZE it ik,

OB TE listen 82 HIEE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_port

KE PROXY WSCKATE s

OB TE listen 52 HIE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_server_addr

K EH PROXY WhSCKAIARSS Attt

OB TE listen 82 HIE prozy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_server_port

K H PROXY WMSCLAIARSS &b o

OB TE listen 82 HIRE proxy_protocol ZECRSE/AH PROXY WM,

$proxy_protocol_tlv_<name>

K EH PROXY thHiSCkAY TLV, name 7] DU TLV BRI HEFH, EEEEN R, ZEN 7],

M LPA 0x NHISR:

$proxy_protocol_tlv_alpn

$proxy_protocol_tlv_0x01

SSL TLV thn] DAt TLV KB FRel A Ei R, A& b ss1_:

$proxy_protocol_tlv_ssl_version

$proxy_protocol_tlv_ssl_0x21

SFELAT TLV KB FR:
alpn (0201) - TEZEREH AR EEPHY
e authority (0x02) - & P uif& ) EALAE

o unique_id (0z05) - WE—i%E$ ID
o netns (0z30) - G4 =3 AR

o ssl (020) - 3l SSL TLV 4544
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XHFFLAT SSL TLV KB4 F5:
o ssl_version (0121) - B umEREHPERAN SSL ARA
o ssl_cn (0122) - SSL UEF5HYIE A4 HR
o ssl_cipher (0x23) - {H FH B FR
o ssl_sig_alg (0224) - A TFEBIUEBREE
o ssl_key alg (0z25) - NEARE
BEAh, SCHFPARRRTR SSL TLV KAIAFR:
o ssl_verify - P SSL IEBIUELER, WREFomiR it TIEBIFRIRIEN D 0, SNAAERME,

B T listen 82 HIRE prozy protocol ZECRIEIAFH PROXY WL,

$query_string

5 $args 1A

$realpath_root

54YHTERI root Balias 62 BIER BLIER 24, FTETFSHERCHNT N HIZ

$remote_addr

Eaabiiibil

$remote_port

& it ]

$remote_user

T IS A By da e LR (A 44
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$request

SEREH IR ARTE RAT

$request_body

THRIE,

A mMEAEIEIL prozy pass. fastegi pass. wwsgi pass Mscgi pass FTEXFERINI BRI, HTERKIKHE
BB & memory buffer I,

$request_body_file

THRARIIE N S5,

SEPREETRIN, T B MIBRIZ ST . BARLRETE RIK TG NS, AR H client_body_in_file_only. AAEARPRIE
KREON FastCGI/uwsgi/SCGI ARG A HIIE R AL IBIGIN SXAFRFRN, 08I prozy  pass request _body
offv fastcgi_pass request_body off< uwsgi_pass_request_body off Bscgi pass_request body off ¥&X
SRS SRR 12,

$request_completion

IR ELE R, 0K, &2 e

$request_filename

EF root Balias 5% AKIER URI B ATIE RS

$request_id

1 16 DREHL T RREIME—TERARIRTF, SRAH7REEIAS

$request_length

FRKE (EREERIT, SKENITERR)
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$request_method

WK%, JEE N GET 3¢ POST

$request_time

TEORACEEMR] (AR B0y, AEWHEIZRD) ; B M I 58 — 57 DR Y EEE N 1)

$request_uri

SERHRIRTER URL (F3E0

$scheme

i%ﬁ?ﬁ%, “http” i “https”

$sent_http_<name>

(ERMARN KT B name BEHONVNG . HI TR RIZERRHT S 17 ERA

$sent_trailer_<name>

TEMA R AR AR ERFB; name BFEHONING . HNRIZERBHTSHFERA

$server_addr

FEEE RIS dsfyttbtit, THRZZEBREEF FE - DRGUAMN. NIRRT, listen FELRIHETE

HusikFEH vind S8

$server_name

FEZTHR AR SS a2 PR
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$server_port

FAZTRR AR S5 a3

$server_protocol

R, @ E"HTTP/1.07, "HTTP/1.1” 8"HTTP/2.0”

$status

M B RS

$time_iso8601

AHIE ], 7FE ISO 8601 FrifERS TR

$time_local

AHUR TR, AF A HEAs

$tcpinfo_rtt, $tcpinfo_rttvar, $tcpinfo_snd_cwnd, $tcpinfo_rcv_space

ARZF P TCP ERERIER,; £ TCP_INFO ERETIETIHI RSt LA H]

$uri

ERAIYET URL, normalized, TEIERACEEIAR], $uri FEPTRES A EZEL, HlIAN{EHATAEREE M
BUEHRTISHR,

AR

Access

AR R VF IR SE £ P i k) 5 )
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=3t

server {

deny 192.168.1.1;
allow 192.168.1.0/24;
allow 10.1.1.0/16;
allow 2001:0db8::/32;
deny all;

J

FINHFZIFA e, BEEREIE DR, fEtnBlh, JE IPv4 4% 10.1.1.0/16 1 192.168.1.0/24
(RGN 192.168.1.1) DA IPv6 WIZ% 2001:0db8::/32 FLYFVi,

B

allow

X allow address | CIDR | unix: | all;
EINME —
R http, server, location, limit_ except

FRVFHEE MR Bt A5 Rl QIERFEE THREAME unix: (1.5.1), WIAVFATA UNIX BERZFHIIH,

deny
Bk deny address | CIDR | unix: | all;
L NN —
X http, server, location, limit_ except

RS E ML BRI TR, QIERFETE THRIRME unix: (1.5.1), WHEZATA UNIX BERZF I,

Geo

SRR 0 TP ik 61 B R F{E 2 &,
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BLERBI

geo $geo {
default 0;
127.0.0.1 28

192.168.1.0/24 1;
10.1.0.0/16 ilg

HE 2;
2001:0db8::/32 1;
}
B5<
geo
Bk geo [$address| $variable { ... }
LN =
R stream

iRt e &EI MR T 2 i 1P Hitlk, BRIAEMS, HHEEE $remote addr A&, {HAHLAT DAEY
B HAhA &, filan:

geo $arg_remote_addr $geo {

}

0 #i

HNZBAEERNAPOTA, FTARERERBFEIN geo LR, HARXIERICEEMRAINT
%O

MR BAMERE—NERAT IP Hikk, WIE#H»255.255.255.255” Hiidk,
Hilk R DAFEE N CIDR FRoniEHRIRTZE (ELEsA M kk) si/ERTER,
X F A Rk S5
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delete IR E B ] 2%
default % P i AN DERCAE TR I N, TREA R R AYME, Hithhk DL CIDR FoRikts
EI, FTAH”0.0.0.0/07 #2270 B defaulte HARIGE default I, ERIMEN
ZERF R,
include BE - NEEHEAER . ATEZMEE,
ranges TRt DEEIE 6 E. WSBNVBIEE L. N TR geo ZEMAYANE, Hilk
R g TR HER
BN
geo $country {
default ZZ;
include conf/geo.conf;
delete 127.0.0.0/16;
proxy 192.168.100.0/24;
proxy 2001:0db8: : /32;
127.0.0.0/24  US;
127.0.0.1/32 RU;
10.1.0.0/16 RU;

192.168.1.0/24 UK;

conf/geo.conf XIFRTREELE DA MT:

10.2.0.0/16 RU;
192.168.2.0/24 RU;

R BARICEC R, D, X T 127.0.0.1 kb, KOAFH(E RU,

MAJE US,

i PR R R -

geo $country {
ranges;
default ZZ;
127.0.0.0-127.0.0.0 Us;
127.0.0.1-127.0.0.1 RU;
127.0.0.2-127.0.0.255 US;
10.1.0.0-10.1.255.255 RU;

192.168.1.0-192.168.1.255 UK;
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GeolP

FERMZRIER) MaxMind #4EZE, RIEE - P ke &,
YRS TPve MUEIEIERS, TPv4 HiESWEIN TPv4 BN TPv6 Hudlk,
1 U\?)ﬁ?ﬁﬁ%*@@ﬁ, AR SRERA Y, 2 --with-stream_geoip_module FEEIETIS F

O m%

AT MaxMind GeolP

B E B

stream {
geoip_country GeoIP.dat;
geoip_city GeoLiteCity.dat;

map $geoip_city_continent_code $nearest_server {

default example.com;
EU eu.example.com;
NA na.example.com;
AS as.example.com;
}
5

geoip__country

X geoip_country file;
BINME =
R stream

TeE TR o 1P ke [ SR AR, 6P I e R A AT DA DA 2R &

$geoip_country_c MFRERMNE, flan, “RU”, “US”,
$geoip_country_c —=FRIERMKAG, Hla, “RUS”, “USA”,
$geoip_country_n [EZRHHK, B4, “Russian Federation”, “United States”
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geoip__city
[F22S geoip_city file;
HME —
Hol5"4 stream

feE TR i 1P Ok IfoE 5, XA OB 2, (o8 FH I B 2R N R DARE A DA R AR

$geoip_city_cont
$geoip_city_coun
$geoip_city_coun
$geoip_city_coun

$geoip_dma_code

$geoip_latitude
$geoip_longitude
$geoip_region

$geoip_region_na

$geoip_city

P REMNACRS, Bilan, “EU”, “NA”,

MFREEZRAES, Blan, “RU”, “US”,

=FREZRMAES, B, “RUS”, “USA”,

%%W, filan, “Russian Federation”, “United States”s

EEK DMA XS (HFy “HEkRiE”), R4 Google AdWords APT HRfY
HIFEE AL,

i,

ZE,

A FRREZR X AR (X, it M A B, Flan, “48”, “DC”
EZRHX PR GIX, L, M. A BIBEHIEE), Fila0, “Moscow City”, “District
of Columbia”

Wi FR, B0, “Moscow”, “Washington”,

$geoip_postal_co HRBZRAL,
geoip_org

JF22FS geoip_org file;

HME —

HSl5"4 stream

T AR i TP Akt LR RS o FH IS i T DA DA 2

$geoip_org

HALFR, B0, “The University of Melbourne”,
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JS

R THE njs SRR —njs /2 JavaScript 15 —PF5,

TERRATHIAAD D IS 2 SIS R HEE I — 444 angie-module-njs B angie-pro-module-njs
EOE U RVASIE a5

B E B

stream {

js_import stream.js;

js_set $bar stream.bar;

js_set $req_line stream.req_line;

server {

listen 12345;

js_preread stream.preread;

return $req_line;
}
server {
listen 12346;
js_access stream.access;
proxy_pass 127.0.0.1:8000;
js_filter stream.header_inject;
}
}
http {
server {
listen 8000;
location / {
return 200 $http_foo\n;
}
}
}

stream. js SRR

var line = '';

function bar(s) {
var v = s.variables;

s.log("hello from bar() handler!");
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return "bar-var" + v.remote_port + "; pid=" + v.pid;

function preread(s) {
s.on('upload', function (data, flags) {
var n = data.index0f('\n');
if (m !'= -1) {
line = data.substr(0, n);

s.done();

B;

function req_line(s) {

return line;

// BB HTTP % KAT.

/K& 'req’ WHTF T, HE
7/ W RATHIEZ B .

// ¥ HTTP Lk NE P 3t K

var my_header = 'Foo: foo';
function header_inject(s) {
var req = '';
s.on('upload', function(data, flags) {
req += data;
var n = req.search('\n');
if (n !'= -1) {
var rest = req.substr(n + 1);

req = req.substr(0, n + 1);

s.send(req + my_header + '\r\n' + rest, flags);

s.off ('upload');

B;

function access(s) {

if (s.remoteAddress.match('~192.x%')) {

s.deny() ;
return;

}

s.allow();

export default {bar, preread, req_line, header_inject, access};
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B<

js__access
BiE js_access function | module.function;
EIME —
X stream, server

BEERAE T RIBT B AR njs K% AT DAS | AR R 5K

ST E IRBT R EL B, PRSI %R DA N S50 A

S stream session Xﬁ%

TEMERT B, RAIDAMEA s.on() 7TiENEMENNEBERRHBITOIAML M EE, BEREAA N IEZ —:
s.done(), s.decline(), s.allow(), —HIEHH TIXEFEZ—, MSECHETHE ~—PN0E:, HHEE

js__fetch_buffer_size

Bk js_fetch_buffer_size size;
L NN js_fetch_buffer_size 16k;
4 stream, server

BB HATIREFIE AN Fetch APT FYZRHIX K/,

js__fetch_ciphers

JF22S js_fetch_ciphers ciphers;
FINE js_fetch_ciphers HIGH:!aNULL: !MD5;
HSl5"4 stream, server

F8E Fetch API Y HTTPS BT EHIMEEN, XEMHEEMLL OpenSSL FEREAIEE,
FERIFIRIUR T CZEEH OpenSSL hRA, RILUMEHR openssl ciphers ¥ &EHTEEAIK,

3.2. &S|, &% 403


https://nginx.org/en/docs/njs/reference.html#stream
https://nginx.org/en/docs/njs/reference.html#s_on
https://nginx.org/en/docs/njs/reference.html#s_done
https://nginx.org/en/docs/njs/reference.html#s_decline
https://nginx.org/en/docs/njs/reference.html#s_allow
https://nginx.org/en/docs/njs/reference.html#s_on
https://nginx.org/en/docs/njs/reference.html#ngx_fetch
https://nginx.org/en/docs/njs/reference.html#ngx_fetch

*web
server

RFER. ii# 1.9.0

js__fetch_max_response_buffer_size

Bk js_fetch_max_response_buffer_size size;
FINE js_fetch_max_response_buffer_size 1m;
Hol5"4 stream, server

BB Fetch APT BRUSIMA B Y e KRN

js__fetch__protocols

=275 js_fetch_protocols [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
EINE js_fetch_protocols TLSvi TLSvi.1 TLSv1.2;
TR stream, server

JAH Fetch API B9 HTTPS &I E N,

js_fetch__timeout

[E27S js_fetch_timeout time;
LONINIED js_fetch_timeout 60s;
TR stream, server

TE X Fetch APT BYBEHRIS NN B, 12BN I R I OOESERT L/ S 1R EZ AN E, TAZE
MR, ANSRTE IR R N7 (e ks, ERER R,

js__fetch__trusted__certificate

[F23FS js_fetch_trusted_certificate file;
EINE —
EFx stream, server

EE—1HEE PEM HRZE CA IERIIXME, HTFMHH Fetch API 5UE HTTPS IEH,
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js__fetch_verify

Bk js_fetch_verify on | off;
ERINME js_fetch_verify on;
Hol5"4 stream, server

JERERZEFE A Fetch APT 3UF HTTPS RS 2SIE T,

js__fetch_verify__depth

[E27S js_fetch_verify_depth number;
IRINME js_fetch_verify_depth 100;
TR stream, server

BE Fetch APT B9 HTTPS RS 28IEPRERI I UFIREE,

js_filter
Bk js_filter function | module.function;
ERINME —
TR stream, server

BB I8, AT LAS AR 2,
ARV AN E I, IR RSB — R, I g aReR & DL S8 A -

S stream session X:J‘%

FERERTEL, FTRAER s.on() FTENEME ARV BEERPATHHACETEMEE, TRAER s.off() 73T

B 452 1 o

O ik

T js_filter SEBERR PR MIELER, R OCR RIS HIE, BRI, ASKRm P8 0E, 21 ngx fetch()

8 setTimeout()o
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js_import
[F22S js_import module.js | export name from module.js;
HME —
Hol5"4 stream, server

S NFE njs HIIA B BRI, export name FVEV AR EIfi 2 2310, QR ATE
T export_name, WIEFHBHRZAFRE R,

js_import stream.js;

FE, BRI stream #7FTE

AIAEEZ A js_import 1655

js__path
[E2FS js_path path;
LN —
X stream, server

IZE njs BEHLAIFT N2,

js__preload__object

Bk js_preload_object name.json | name from file.json;
BINME —
4 stream, server

FERC BN FUNE — DA N R, name FATELE njs RIEAIEEIZARTTRIN R 2RE R4, WHARTE
& name, MWIERASIEH,

js_preload_object map.json;

FELE,  map TEI RTINS S5 FH B A4

AIPAIEEZ N js_preload object 165,
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js__preread
[F22S js_preread function | module.function;
HME —
LT stream, server

BRI B VIR njs PREL, AT DAS | FIBLEL PR 2K,

ARG E RIRB LI P I, PRSI — IR, IR DA NS E0R A

S stream session XTJ‘%

FEIXBTE, A DO RS R EERR AT EE T s.on() 77EEMENE, EREHAMLNEZ
—: s.done(), s.decline(), s.allow()o HFHRXEGEZ—N, MIVERUHRE T~ FrE, I BT
AHY s.on() EARHEF

0 #i

ES ] js__preread %@%ﬁ%\ﬁﬁﬂﬁ@ﬁ?ﬁ%, Pl PLEA Sz 3¢ 1620 [E1A ltt, X Fi% ngx.fetch() =174
setTimeout() IXFER R EE, ik, EMERTE B s.on() EEAPEERPRE,

js_set
7227 js_set $variable function | module.function;
EINE —
LT stream, server

NIEEL R E njs K AT AT | FIRLHLER £,

S G R BN R R BRI AU T 5 AR B XAl AR T T — &5
ARG ICRAE ., BN, R log format F8HFIH, HACHBRKAE HEM B Z AT
PUT. XSS AT DU TAETE R AT T — L TH B,

O ik

KN js_set SEPRERSALBMRAIHEER, FrLAESCRRIPEIE, Fitt, ASRHE ngx fetch() B set-
Timeout() XAEH T B,
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js_shared_dict_zone

HIX js_shared_dict_zone zone=name:size [timeout=time| [type=string | number]
[evict];

EINE —

X stream

REHZAEXERRAFRAIRD, IZXIE TR A = R E 7 0,

type eSS, ARVPBERRERE N number, BRUIAE N, HEFHYE string
YENERFIE
timeout AESEL, BN ERATE =T 2% H
evict AESE, YXIBEAEFERE, BEREIHIEEX
NGB

example.conf:
EEEYSTUTES N TEL LS
# 6OV ED EHRBER

js_shared_dict_zone zone=foo:1M timeout=60s;

# Gl — N S12O TR, HATHE,
# % R R R 98 4 A B BB

js_shared_dict_zone zone=bar:512K timeout=30s evict;

# Al — 32KV KA FH, EART:

js_shared_dict_zone zone=num:32k type=number;

example. js:
function get(r) {
r.return(200, ngx.shared.foo.get(r.args.key));

function set(r) {

r.return(200, ngx.shared.foo.set(r.args.key, r.args.value));

function delete(r) {
r.return(200, ngx.shared.bar.delete(r.args.key));

function increment(r) {

r.return(200, ngx.shared.num.incr(r.args.key, 2));
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js_var
HIX js_var $variable [value];
HME —
LT stream, server

F—A o'y 22, [ErPIRESOR, ZRNHEAS,

SEMREM

B njs EEHRW— NS, W iS00 MR,

Limit Conn

T TR RO, FRAER B B TP sk R,

B E B

stream {

limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

limit_conn_log_level error;

B

limit_conn

Bk limit_conn zone number;
EIUN —
LT stream, server

B Z NAF XA E AR R R RVPERE, SRR, RS ERRHER, flm, 152
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limit_conn_zone $binary_remote_addr zone=addr:10m;

server {

limit_conn addr 1;

NRYGEA TP Hitlk R — 4%,
BIEEZA limit_conn T8N, ATAIHEC B AIRRHIKIE R,
WRYHTHANEE E X limit_conn 8%, NHIXLEFEHE MET—NEC B PR DK,

limit_conn_dry_run

Bk limit_conn_dry_run on | off;
BRI limit_conn_dry_run off;
X stream, server

BT BER, T, ERERER, BRELENGFXE b, SEERNEEASE
WHHE,

limit_conn_log__level

Bk limit_conn_log_level info | notice | warn | error;
RN limit_conn_log_level error;
ETFX stream, server

B EIRSS as PR R N TR A H S =40l

limit_conn_zone

BiA limit_conn_zone key zone = name:size;
ERIA —
EFx stream

RELEAGFXBIISE, ZXERRESAEIIRS, FilE, ISR, #r] s
A, BRENMHASG, BAZRERERAPITE,

ARG
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limit_conn_zone $binary_remote_addr zone=addr:10m;

IXH, & IP ik $binary_remote_addr AEIE,

X IPv4 #itlk, $binary remote addr WIK/INA 4 F775, XF IPve HEIMEWIDN 16 75, 1E 32 A E&
F, TERERIIRSIAR G 32 88 64 =11, 1F 64 HhiEE EEA 64 &,

— IR X AT DARTFKZY 32000 4™ 32 F I APIRASEKZ) 16000 1™ 64 F 1 HPIRAS, WISRIX IS %
FER, MRS eI RIAERE,

HEE

el

$limit_conn_status

RIEPRHIE R B B Y45 5 . PASSED, REJECTED B{ REJECTED_DRY_RUN

Log

R S E RS NS AE R H &,

B E B

log_format basic '$remote_addr [$time_local] '
'$protocol $status $bytes_sent $bytes_received '

'$session_time';

access_log /spool/logs/angie-access.log basic buffer=32k;

B
access__log
=275 access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]|;
access_log off;
A access_log off;
£ stream, server

WEZRMHES AR path, format MACE, 7l AMER—ECEIG HEEZPMHE, BEEE NS+
B "syslog:" HIZ, PILABLEICSRKEsysloge FHRME off BUN Y HTHA LA access_log 5%

WERFER T buffer B gzip S, WIHEG AR,
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2\
oA A )

R X KNS B SAFRIR 75 AR XT FreeBSD, 1%A/NEICIRHIAT,

JE g, BERE A
o MRTATHENESEMX;
o WIRGZMAEHELL flush SEEEERINHEIH;
o HTAEBRRENT T HES I SR,

IREERT gzip Z8L, MRMEEBHRGET NS Z R TR, B0 DORELE 1¢ (R, E40
B B 90 (B8, EHBOREL) 2B, BANERT, ZMXINET 64K 71, EHEPNIREN
1o BT DR 75548, it HESCHa] AR BEEE “2cat” i B,

A

access_log /path/to/log.gz basic gzip flush=b5m;

O HE
N THE gzip RAEARN, Angie HHEH zlib FEFTEE,

X ISR, (HIXEHEA LR
o A TAEEREREN user MIZEATEIZE HEH XA OIS FRIRIR;
o PXFEMEAN;

o BIRHEG NINESSFTIFFIEIH S, S8,  HT 7T DU ARZAE F A SO R 2 AR 22 2,
R TE open log file cache 62 valid SEFEEMINEA, 7] AARSEE AIHS

if ZRJERFAHEILR, MRFAEE N 707 BT 1T, MARILRIZRE,

log_format
X log_format name [escape=default | json none| string ...;
LN =
TR stream, server

5 H Bk

escape ZHNVTELZETILE json B default FRIFE N, ERIMER default #5 X, none [HEEMH N,

YT default X, FHF77. 7\7 PURAE/AINT 32 BURT 126 BYHAMMFERPRABES SO \xXX7 QHERARER
FIZRE, WRIER—EFRF-7,
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XT json ¥, FTATE JSON FAFERHF ALV ECRAACE S 45777 R0\ L SO\ 77 F17\\ 7,
{E/J\ZJ: 32 E@??‘%ﬁ%ﬁi{;)‘(jﬂw\n”\ ”\I‘”\ ”\t”\ ”\b”\ aa\f” E?‘”\UOOXX”O

open_log_ file_cache

=275 open_log_file_cache max = N [inactive=time| [min_uses=N]| [valid=time]l;
2KIA open_log_file_cache off;
o4 stream, server

TEX—NRAE, AT S RAREIREEH H SRS, %52 AU TS

max BB RAREE, WREFCH, WXMARDEH (LRU) kR
inactive B B A IR TFE LIS (8] AR T [R5 S PRI TRl BRIAES 10 B
min_uses BBTE inactive ZHUE I RN, SCHEE R SB/MREL,  PAMELERR R CRAFTE
ZAFHETH; EOMEDN 1
valid BERE 2SR DAH R A AREZERIN Al BROAMEDY 60 #)
off BH%AT
R -

open_log_file_cache max=1000 inactive=20s valid=1m min_uses=2;

Map

RO AR R, AR R T H AR R R,

B E B

map $remote_addr $limit {
127.0.0.1 "
default $binary_remote_addr;

}

limit_conn_zone $limit zone=addr:10m;

limit_conn addr 1;
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ES

map
BiE map string $variable { ... };
LNz —
EFx stream

R, RERBTE IS, @SB rREEELR, fli:

set $varl "foo";

set $var2 "bar";

map $vari$var2 $new_variable {
default "foobar_value";

}

EIXH, 8 $new_variable HMERMFHWNZEE $varl 1 $var2 HAL, SEWRIXLETZERE N, N
(G5 R NINIES

O =ik
W T R(AEE AN A RBORME, BEAAT RER “map” ZLERAA N 1E RKACHIE AFIMI A,

map PRISEEEE FIE S EEREZ RIFIBU R R,
RE AR H B E NIRRT e
FAFRILEERN A X RN,

EMERIKAR L “~" FFSTF R BB TIX P R/ANT BIPLEL, BRBA 7 FFSIT SR BUE T A X 0 ARV NG RIPT
P ENZRIAAR A& an AR BHfER, 5 il LSS R B — e s S EH,

GUSRIRMES N EIARIR RS R — RS, MNP " FFSPENRTS.
SERER ISR, ZRLHAS,
ESCRA NRERS R

default value Qn%ﬂﬁﬁ%?ﬁ%ﬁ@ﬁ%ﬁ%@@ﬂ, NIRELERE, YREE default HﬂL, LN
NG RER AN FERF R,

hostnames e RIEMER] DU A TR sa A8 ENL4, SN EESIR 2 Fifh
EO

filan,
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*.example.com 1;

example. *

[y

PINGEN S

example.com ilg

*.example.com 1;

AIAEFEN:

.example.com 1;

include file wE—A e, EPhESE, TEZ NS,
volatile %E%Q%Kﬁf%fo

GUSRIFMES 22 M EE AR ATCAS, BIAnFER AN ENIZRIATCARILAS, WPRAERES — DITACHIZRR, Liedk
T4 T -

L AR R A A

2. W ATSHERS I R AT R (E,  BI4N” % ezample.com”

3. RSN RKFITERE, Bl mail *”

4. HAIERENZRER GRend B i T )
5. BRINME (default)

map__hash_bucket_size

181 map_hash_bucket_size size;
ERINE map_hash_bucket_size 32|64]128;
kX stream

BB map LEBARIFA D BIAMERR TR EFATRD, AXREEBRENTAGEE, 1§23
DLEAI,

\
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map__hash__max_size

Bk map_hash_max_size size;
FINE map_hash_max_size 2048;
X stream

BB map LEMTHRIVEAKRD. ARIZEMRMRITTFAMER, HS IR,

\

MQTT Preread

JEFMIHEFIRENE S (MQTT) hAH) cONNECT B tlHr4EE P 1D FIH 44 3.1.1 F 5.00

MRS M, BN BT, NIl --with-stream_mqtt_preread_module A4/HIEIH
Ho

ERE BN EERRATEMEGS, SR EESEEET,

B E B

BEE iR 1D & RS

stream {
mqtt_preread
upstream mqtt {

hash $mqtt_preread_clientid;
# ...

B

mqtt__preread

Bk mqtt_preread on | off;
2RIA mqtt_preread off;
X stream, server

PERIFETTEENT EL M cONNECT BRI HhiZIUE R, WIARIEN on, HIAREIR LN SORIEFE LI MR,
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we
server

RFER. ii# 1.9.0

HEE

fein

BHH MQTT fRA 3.1.1 1 5.0 MYEAAMEIE EIE,

$mqtt_preread_clientid

ME—% P 1D,

$mqtt_preread_username

A& 44,

Pass

VPR CRZ R EARERBIEHTTP, Stream B Mail BERHPECE R BT,

B &R B

1E stream BERACFE SSL/TLS & IbJ5, EERGEE LS heep B

http {
server {
listen 8000;
location / {
root html;
}
}
}
stream {
server {
listen 12345 ssl;
ssl_certificate domain.crt;
ssl_certificate_key domain.key;
pass 127.0.0.1:8000;
}
}
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EiAd

pass
Syntaz pass address;
L NN —
Context server

ZAE W E R P I M AL BRI N ARSS 25k, address AT DAPEN TP HAIEATSs 25 H -

‘pass 127.0.0.1:12345;

BHE N UNIX BERTFINEE:

‘pass unix:/tmp/stream.socket;

AN, address AT AR RI%E

[pass $upstream;

Proxy

fYHER TCP. UDP #l UNIX BERREEIRR,

B E B
server {
listen 127.0.0.1:12345;
proxy_pass 127.0.0.1:8080;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 1m;
proxy_pass example.com:12345;
}
server {
listen 53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns.example.com:53;
}
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server {
listen [::1]:12345;

proxy_pass unix:/tmp/stream.socket;

}

E?

proxy__bind
Bk proxy_bind address [transparent| | off;
LN —
o4 stream, server

R IR S 20 09 U IE R NFEE A M 1P sl 2k, SEUEFTAEEZ R, FR(E off BUHM
JERTEC B ABIAEARNT prozy bind FELHIBER, MTIARFRSGH B ECAR 1P Hilik,

transparent ZEUMIFMNAEAM 1P sl i tHuhiZEss, B, MR FUmiESE 1P ik

[proxy_bind $remote_addr transparent;

NTHESEEN, Angie TAEHFRIEE FTELUEIH P NXRIZ1T, 1F Linux b, X246 R
{6 T transparent 2%, TAFHFEKMNEFHEYK CAP_NET RAW BR,

O HE
PR FH R AR BN EOR B FastCGI RS 2RI M4 i &

proxy__buffer_size

Bk proxy_buffer_size size;
EIME proxy_buffer_size 16k;
EFx stream, server

BT MWBAERSS s BEUR AR X KD, IR BB T W PR R R R X RN,
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proxy__connect__timeout

Bk proxy_connect_timeout time;
EIME proxy_connect_timeout 60s;
Hol5"4 stream, server

T X WA S5 A T IE R Y N I TR

proxy__connection_drop

[E27S proxy_connection_drop time | on | off;
LNz proxy_connection_drop off;
TR stream, server

TEBRIERSS S MAH R BRE M reresolve HFEBA PT #74 DELETE ARICHKANRA G, BRHZIE5Z
M55 2RI A =i,

N P I e B AR S5 AR A B N — D BN, RIEWE L,
E time HHXTEZILER; WRIREN on, RIERZAHEF

proxy__download_rate

Bk proxy_download_rate rate;
LONINIED proxy_download_rate O;
X stream, server

BRI MABARERAR S5 2 SRR AR L, rate AR 7N BTG

0 25 FH AR R il

O ik

RAZE X MEREZER), IR Angie RINFTHM MERBIBARIEARSS 45, WIEEAER K215
T BRI P

SRERT N E SRR, EREREMRARGIERIEL T, XX RAM:

3.2. &I, &% 420



*web
server
FAPFiEE, IRE 1.9.0

map $slow $rate {
1 4k;
2 8k;

proxy_download_rate $rate;

proxy__half_close

Bk proxy_half close on | off;
EIME proxy_half_close off;
Holi9"4 stream, server

JE R BREEFRAZ S TCP JERNE N7 (“TCP k™). WREH, TCP KRBLRE:, HFIX
TTERR AR

proxy__next__upstream

BiE proxy_next_upstream on | off;
%ﬁi)\fﬁ proxy_next_upstream on;
X stream, server

HICIREN G BB RS A BRI, DOE R AR 2 P ImE R LSS Bt RN — P IRSSER.
RSB N — DIRSFa AT DASZ R 2= I AR ) A RR A

proxy__next__upstream_timeout

Bk proxy_next_upstream_timeout time;
Ej(l}\fﬁ proxy_next_upstream_timeout O;
L% stream, server

BRAIEEERLE] N AR5 asAINS E]

0 SR I FR
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proxy__next__upstream__tries

[F22S proxy_next_upstream_tries number;
gj(l}\{ﬁ proxy_next_upstream_tries O0;
Hol5"4 stream, server

IRHIR EREAG B 1 IRS5 as B ATRE =KL

0 R A RR
proxy__pass

Bk proxy_pass address;

EINE —

ol server

EBAREARSS d AL, address FIDARE IR EL TP Hiht, DAAZSm I :

proxy_pass localhost:12345; J

AEN UNIX BEREFIER:

proxy_pass unix:/tmp/stream.socket; }

GnERIRA T O 2k, PR DARR IR U T X Stk iHeoh, Btk ] DAFSSE IR 55 Ak
EHTH, WARES ZABEN I ; TR N H IR IRSS as SRR 2 i o

bkt T DA FH AR SR

proxy_pass $upstream; J

FEIXMIEIL R, IRSS as BARRERNRRI RS 42 i TR, AnARIRE], W@ resolver WHRE.

proxy__protocol

TBiE proxy_protocol on | off;
EOME proxy_protocol off;
X stream, server

JE S BB SS # &R PROXY PRI
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proxy__requests

[F22S proxy_requests number;
ERINME proxy_requests 0;
Hol5"4 stream, server

REAEFEFWSEA UDP MK FRIZE I Frak r & i e o, fEiEia e B
fEiR)E, RER—&FAWE T MR R — s, ST & R e e g R 55 2
FUCEITRg A S 2R N, RIE L, BE IREEN I,

proxy__responses

Bk proxy_responses number;
ERINME —
L% stream, server

REAMR UDP PN, USRS A W& P i S A, IZE A RTEE TR,
BOIANEI S, Bl R EE AR,

AREEERAE, WAL, SR, SRS B STEAREEH, WAL BN,

proxy_socket__keepalive

7237 proxy_socket_keepalive on | off;
EIME proxy_socket_keepalive off;
kR stream, server

AL E 5 W ARER IR S5 A5 AT U EFE A" TCP keepalive” 174,

" NBER T, ERFERRERFNLE,
on NEFTIFE SO_KEEPALIVE EfFI%I,
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proxy__ssl
[F22S proxy_ssl on | off;
ERINE proxy_ssl off;
Hol5"4 stream, server

JE 5 BB R S5 43 SSL/TLS #r

proxy__ssl__certificate

[E27S proxy_ssl_certificate file;
EINE —
TR stream, server

6T 5 8RR S5 25 T S0 1IER) PEM #IEB e tf, x4l DUEHZE &,
Added in version 1.2.0.

MEHprozy ssl_ntls N, ZIELEZMNSE, M2, IEBRERLFINEE T :

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__certificate__key

[F23FS proxy_ssl_certificate_key file;
EINE —
Hol9%4 stream, server

8 FINERERS 250 PEM A& NIIRAEA R, X4l DA AR &,
Added in version 1.2.0.

SRR prozy ssl_ntls I, ZIELXHERZMNBE, MAZ D HHNESNINER
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server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;

proxy_ssl__ciphers

[E2FS proxy_ssl_ciphers ciphers;
ERINE proxy_ssl_ciphers DEFAULT;
X stream, server

FEE A EEARSS a3 1 K2 RS D, %S LA OpenSSL & A] FEEAIRS G 7E
FRIBIRIUR T B2 4L OpenSSL MRA, AILUMEHR] openssl ciphers fi¥ & H LYK,

proxy__ssl__conf_command

Bk proxy_ssl_conf_command name value;
BME —
o4 stream, server

TESRIEAR S5 A3 N E RN I B R OpenSSL BLE commands,

O #HH
HFHESTEHFH OpenSSL 1.0.2 B & AN 52 5,

AIDIER —BH LT 2D prozy ssl_conf command 6%, NH HHTERRE R E X
prozy_ssl_conf_command &N, XEFRLSA S E—PNECEIGFIA,

2\
oA A )

WHHER, BfEME OpenSSL AJRESEEIMT N,
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proxy_ssl_crl

[F22S proxy_ssl_crl file;
BINME —
LT stream, server

&€ PEM FRAIHEHIESSCIF (CRL), HTHIE APEARSS SSHTIES.

proxy_ssl__name

BiE proxy_ssl_name name;
EIME proxy_ssl_name $proxy_host;
TR stream, server

AVFE ST RIEARSHIERIARSGS AR, JHES IR S A BB IN BT SNT (&1,
BRINEHTY, - prozy pass HIHERFEALER 7

proxy_ssl_ntls

Added in version 1.2.0.

Bk proxy_ssl_ntls on | off;
BRINE proxy_ssl_ntls off;
R stream, server

JARR AT NTLS fISZHRE, #H TongSuo &,

server {

proxy_ssl_ntls 8

proxy_ssl_certificate sign.crt enc.crt;

proxy_ssl_certificate_key sign.key enc.key;

proxy_ssl_ciphers "ECC-SM2-WITH-SM4-SM3:ECDHE-SM2-WITH-SM4-SM3:RSA";

proxy_pass backend:12345;
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O fHE
fEH --with-ntls ¥ Angie, FFEERETH NTLS B SSL J&E

./configure --with-openssl=../Tongsuo-8.3.0 \
--with-openssl-opt=enable-ntls \
--with-ntls

proxy__ssl__password__file

[E27S proxy_ssl_password_file file;
EINE —
X stream, server

TEE ST BHRSH, SMEMEREI—T, SMEEAN, KRR,

proxy_ssl__protocols

=275 proxy_ssl_protocols [SSLv2| [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ERINME proxy_ssl_protocols TLSv1.2 TLSv1.3;
o4 stream, server

fE 1.2.0 JRARAEAETE: TLSvL.3 SHEIRMEBIBIAE,
JE FRHARERAR 5 21 SR BB E HR

proxy_ssl__server__name

Bk proxy_ssl_server_name on | off;
FINE proxy_ssl_server_name off;
TR stream, server

JE R EZEREE prozy sl name LW EMINIRSS as BARHIEIEIIITL 755 454 FRf57 TLS ¥7/& (SNI,

RFC 6066) 755 RIRARSS 88 L IEHEIN
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http://en.wikipedia.org/wiki/Server_Name_Indication
https://datatracker.ietf.org/doc/html/rfc6066.html
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proxy_ssl__session_reuse

Bk proxy_ssl_session_reuse on \ off;
FINE proxy_ssl_session_reuse on;
Hol5"4 stream, server

EESNKRERSS TIERNZSALLER SSL S 0E, WHR B &P W
®7SSL3 GET FINISHED:digest check failed”, WEEARZEMH 15,

proxy_ssl__trusted__certificate

[E27S proxy_ssl_trusted_certificate file;
HME —
TR http, server, location

faE T IE REARSSERIEBA PEM MXAIZEHE CA MEFSH,

proxy__ssl__verify

Bk proxy_ssl_verify on | off;
FINE proxy_ssl_verify off;
kX stream, server

J& FHERZE A B AR 55 2 UE F A9 S IE

proxy_ssl_verify__depth

[F23FS proxy_ssl_verify_depth number;
EINE proxy_ssl_verify_depth 1;
EFx stream, server

B PRARSS 2 UE B B ISR
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proxy__timeout

[F22S proxy_timeout timeout;
ERINE proxy_timeout 10m;
Hol5"4 stream, server

BRI RS AR L DS S R IE Z RIRVERS . AN SRTEEEI RN A fefmidE, W%
RSN

upstream_probe__timeout (PRO)

Added in version 1.4.0: PRO

Bk upstream_probe_timeout time;
LONINIED upstream_probe_timeout 50s;
X server

BE N ARSI R R RARTE SN 7], F T upstream_probe (PRO) 46 BCERIIRI; 4niRiE
HHIHRRRA, R KM

proxy__upload_rate

BiE proxy_upload_rate rate;
EOME proxy_upload_rate O;
X stream, server

BRI P BRI, rate MG F I EOV AR E.

0 A4 R IR
0 #ik

BRAZE N MERRER, RIRE P ImERTTITN N ERE, NEREAESRR 2 15 BRI,

SRMER ISR, XA TR AR S IRANER A 0 AT RERE A :

map $slow $rate {
1 4k;
2 8k;
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proxy_upload_rate $rate;

RDP Preread

FEfER RDP WSN,  HBABR ARVFAE M S B M SR A SR B T 215 THAIRTE B Cookies

4 MIRACHS AR, HARERIAT A ; T2 -~with-stream_rdp_preread_module MJEIEIIR /S
Mo

£ BN eFEPRIEnsEgTS, ZRREESEmES,

BLE R

HE KRR Cookie HIAR552E

XA T sticky 828 learn Biz:

stream {

rdp_preread

upstream rdp {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

B

rdp__preread

Bk rdp_preread on | off;
ERINME rdp_preread off;
4 stream, server

PERIFETERT . I RDP BMX Cookie FRIEEIE R, WIHRIEN on, HIAREM LT SO SIHFELI N,
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HEE

fein

Cookie {ERTE XHIRT RDP HHZARA,

$rdp_cookie

AN Cookie {Ho

$rdp_cookie_<name>

BAEHEE name B Cookie FEXMIE,

ReallP

TAEHL ] T P I HE A SO E PROXY WSSk A A AR IER S 1, U@ AE listen 162

HIIZE prozy protocol ZECKTSEIEH PROXY #MY,

Y MRS *@@lﬁ, MBI R AR YL, NAEH --with-stream_realip_module ML TR

JERE,
£ B eEPRUMSERS, ZRREMSERE,

[t

listen 12345 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set_real_ip_from

Bk set_real_ip_from address | CIDR | unix: ;
FINE —
T stream, server

T X E R A IEF L f n] S, QIFRAEE THRR(E unix:, WA UNIX BEZRTRHHRIEE,
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HEE

fein

$realip_remote_addr

TR Jstae - i i

$realip_remote_port

PR B S a7 P i 11

Return

IR AVFIAE Fm AR TR E RIE, R RAER,

B E B

server {
listen 12345;

return $time_iso8601;

}

£

return
Bk return value;
LONNE -
R server

TR R ARG E FOmAME, ZER A &SR,

Set

AR AVF N B E—ME,
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B E B

server {

listen 12345;

set $true 1;
}
Be
set
Bk set $variable value;
EME —
ETF server

MR RIRE —ME, ZERTDEEXA, ZRENIHAS,

Split Clients

T A/B R, 228 KA s M FR BOR — i FL B2 s E 2 — DRSS AR BRAC BRI 5, [R)
IPRERIRER 20 5 | S B AT

[t
stream {
# ...
split_clients "${remote_addr}AAA" $upstream {
0.5% feature_testl;
2.0% feature_test2;
* production;
}
server {
# ...
proxy_pass $upstream;
}
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B2

split__clients

Syntax split_clients string $variable { ... }
ERINME —
Context stream

JEIXS string AT ROIEE—D Svariable; string PRI B, SERBGAR, RGN A BT 2]
Svariable FFETFEBR{E,

WA PREUE A MurmurHash2 (32 1), HEEAMEVERE (0 £ 4294967295) % H BT BLST 208G, B
FEOVE TRERIAR N JEECAT (+) ATRAHIIAE RS 5 Va8 H AR 4 A I A7 A5 et 21 5 53 Bie AOMEL,

A

split_clients "${remote_addr}AAA" $variant {
0.5% .one;
2.0% .two;

*

}

X HEGH $remote_addrAAA FRFEEIATEIGU R :
o {HH 0 %] 21474835 (0.5% HIFEAR) 774 .one
o {H} 21474836 B 107374180 (2% HIFEA) 774 .two

o {H 107374181 F| 4294967295 (P HAMUE) 7= v (—PMZFRHEH)

SSL

PR TIRARIEARSS 28 S SSL/TLS MMUAL & TAER BT R,
4 MIFACRDATEES, BRI NAEH --with-stream_ssl_module MJEIEIIE FHE,
£ BN CEPREMEGRT, ZERE SRR,

O m¥

IHAEHFEE OpenSSL &,
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B E B

N T AR T, I
o RETAEIER RYBEIR B VAL HERHIEE,
o ERIE RIRGRA,
o BEHNE X%,
o FFATREMINAIEA Edn A CBRIMED 5 728)

worker_processes auto;

stream {
#..
server {
listen 12345 ssl;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers AES128-SHA : AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5;
ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

B

ssl_alpn

B ssl_alpn protocol ...;
EUN —
LT stream, server

TEE SR ALPN HRAIFR, QISRE Pt ALPN, @0 A — il

map $ssl_alpn_protocol $proxy {

h2 127.0.0.1:8001;
http/1.1 127.0.0.1:8002;
}
server {
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listen 12346;
proxy_pass $proxy;
ssl_alpn h2 http/1.1;

ssl__certificate

[=2E ssl_certificate file [file];
EIUN —
X stream, server

feE S E RS R0 PEM MIUIIER SO, WNRER T FIERINETZSGE R AIES, A% LS AER
—XfEhfEE . FIERERT, AERPREIES. PEM A&XAIRHA] PURAER — X,

FRL R A kg, DUINECARZEIAIES, BI40 RSA F ECDSA:

server {
listen 12345 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;

ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 B @ ASSCREAFIE BRI E 1 RE, fERALIHMARRE, REERH —MEF8E,

O H%E
TEf OpenSSL 1.0.2 BUEERRAN, 4] DU & :
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

THER, FHZREEWEERX SSL BETNERSMBIES, XATRERAERE £ T,
A DHEE(E " data: Svariable” B file, JXAERAIDAMAZBRFFANEGIES, A H RS,
THER, PUEREERARESERERE, PR ATHIEIRS ANHIR H &,

Added in version 1.2.0.

Hssl ntls AR, ZIGLEZN D SEMAR D IEBRIEA I :
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listen ... ssl;

ssl_ntls 5

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# T D5 % MLRSAE H 4 A1 A :

ssl_certificate rsa.crt;

ssl_certificate rsa.key;

ssl__certificate_key

[E227S ssl_certificate_key file [file];
ERIA —
o974 stream, server

faE 4 e MRS58 PEM M XHIFATH ST

O HE
FEfER] OpenSSL 1.0.2 BEERRARS, SCfF4aHa] DAERZE &,

] UFEE(H "engine:name:id” 35 file, X¥GM OpenSSL 5% name MEIEE id BFIFEH,

A] AR E(E " data: $variable” R file, XM EHFIMNERH, mAFEHA RS, EEE, FYEH
HERATRES AL 2RRE, FIUERAEIES NG HE,

Added in version 1.2.0.

Hssl_nitls BRI, ZIEXEZMPMSEIMAR 1 BRI RN

listen ... ssl;

ssl_ntls 5

# dual NTLS certificate
ssl_certificate sign.crt enc.crt;

ssl_certificate_key sign.key enc.key;

# WD\ 5% HRSAEH A E R

ssl_certificate rsa.crt;

ssl_certificate rsa.key;
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ssl__ciphers
Bk ssl_ciphers ciphers;
2N ssl_ciphers HIGH:!aNULL: !MD5;
Hol5"4 stream, server

faE A RS, %69 PA OpenSSL FEFRAIAS G E, BIUn:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP; }

FRIFIRIUR T EZZEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

ssl__client__certificate

1812 ssl_client_certificate file;
E'NIN —
EFx stream, server

FEEM THIE 22 P iiEHF OCSP MR H) PEM A8 NG CA TEHSCH:, sl stapling #U5 Ho
UEBHNFRRKGRIELEE P e RAFREIXFE, AILMEH sl trustedcertificate 5%

ssl__conf_command

Bk ssl_conf_command name value;
ERIN —
LT stream, server

RBTE OpenSSL BLE i,

O HE
LA OpenSSL 1.0.2 BUE AR, SHHZAEL.

A DATER— B EEEZ S ssl_conf _command 6% :

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

MR YT EREE X ssl_conf command 5%, NIXLEFES M _E—NECEIAE K,
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A Y )

BEIEE, HEACE OpenSSL AIRER FEEIMTN,
ssl__crl

Bk ssl_crl file;

E N =

L% stream, server
6 PEM BRI MIHIER X (CRL), HTHIE & miE+,
ssl__dhparam

Bk ssl_dhparam file;

EUN —

TR stream, server
f&E T DHE %4 DH 80t

A Y B

BINE FRIREEMZE, FtA2#H DHE #id,
ssl_early__data

Bk ssl_early_data on | off;

A ssl_early_data off;

T stream, server
JE FHEEERA TLS 1.3 S,

O =R

TEfEA OpenSSL 1.1.1 BUEEMALAK BoringSSL N X FFZFE2
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ssl_ecdh_curve

Bk ssl_ecdh_curve curve;
ENIN ssl_ecdh_curve auto;
Hol5"4 stream, server

f57€ ECDHE BRI HhZR,

O H¥
FEfEM OpenSSL 1.0.2 BUEERRARS, RIDMEE 2 Mgk, Hld0:

[ssl_ecdh_curve prime256vl:secp384ril;

FF9R(E auto fE/~ Angie TEffH OpenSSL 1.0.2 B{E SHRARFH OpenSSL FENEHILAIZR, TE

WIHRRARHHR prime256v1,

O HE

FEfEH] OpenSSL 1.0.2 BREE kAR, 5 EIRSS ds <RI ZS3R, Rk, O 7 ECDSA IiE

PIEH T, A EIERP R,

ssl__handshake__timeout

7227 ssl_handshake_timeout time;
RN ssl_handshake_timeout 60s;
Hol9"4 stream, server

TEAE SSL #1252 A A i s ]

ssl__ocsp
Bk ssl_ocsp on | off | leaf;
2RIA ssl_ocsp off;
R http, server

JE % e R OCSP $iE, leaf ZEUNE A% F Uik HHYIRIE,

FTAHE OCSP JeUETAE, sslverify client $6§MNIEEH on 5L optional,
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NT @K OCSP MR EH144, ENIEE resolver 5%

zZN

ssl_verify_client ;
ssl_ocsp 8

resolver 127.0.0.53;

ssl_ocsp__cache

FENER ssl_ocsp_cache off | [shared:name:size];
2KIA ssl_ocsp_cache off;
kP http, server

B P IRSLAT OCSP WIEMIEFRIAMMAR/ N, ZEFERA TEHE LS, [

DATEZ A HE LR 55-a Hh 8 T B A R IR A4 AR 22 77
off ZHZE LM%,

ssl_ocsp_responder

7237 ssl_ocsp_responder uri;
ENN =
ETFX http, server

B Loalidation B P IIEBIRUEFHTER) 7 Authority Information Access

URL

{NSZHF nttp:// OCSP MR35 :

T UERYT R OCSP Wi R #

ssl_ocsp_responder http://ocsp.example.com/;

ssl_ntls

Added in version 1.2.0.

Syntaz ssl_ntls on | off;
Default ssl_ntls off;
Context stream, server

JE A TongSuo FERIARSS 289 NTLS 28§,
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listen ... ssl;

ssl_ntls 5

O #=HE
#R --with-ntls FEETHE Angie, H5BMH NTLS #) SSL JFERERE,

./configure --with-openssl=../Tongsuo-8.3.0 \

--with-openssl-opt=enable-ntls \
--with-ntls

ssl__password_file

Syntax ssl_password_file file;
Default =
Context stream, server

TEE— M & secret keys BRI, B DEMAERIRA—1T B INEEHAN, ARIRZIXEE,

NGB

stream {

ssl_password_file /etc/keys/global.pass;

server {
listen 127.0.0.1:12345;
ssl_certificate_key /etc/keys/first.key;

}
server {
listen 127.0.0.1:12346;
# W DA A A R AU
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

Syntaz ssl_prefer_server_ciphers on | off;
Default ssl_prefer_server_ciphers off;
Context stream, server

TEEAERER] SSLv3 A1 TLS WIS R A SE 5 A AR 55 s S A 1T A 2 2 P i 2 o

ssl__protocols

Syntaz ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ZRINE ssl_protocols TLSv1.2 TLSv1.3;
TR stream, server

£ 1.2.0 AR RAZET: TLSvL.3 SHERMEIBUAR S,
JE FIEE BT P

B
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 55 SR AS I 2L,

TLSv1.3 ZHXAEfEH OpenSSL 1.1.1 B ERAN AR,

ssl__session__cache

Syntax ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
Default ssl_session_cache none;
Context stream, server

REFHBRTES BB LMD, R DU DA, —:
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off FEASER B STES% (7 Angie BAFfS IRE P ST NREMCEE H o

none IR RVFEH R TEAE: Angie &HIREFIMIER] DAEM, (HER EAES
FHEESIESEL

builtin OpenSSL WEMZAE; (NH— D TIEHEEMEH, ZERKDUASIENRATEE, W
RARGERD, WEET 20480 21, HHNEERFAIRESFEINER

shared TEATE TR R 2 ML ENRAE, RERNUAFTNRAIEE; —IRF T RAA]

DAFEGE 4000 216, BPMEZEREN BAEEAR. BEAEMHRAFRIZEAE AT DAL
ZMRSET R, BT BIER. FEFNE B TLS SIEEREH, R
AEfEH sslsession_ticket key fa<WHHAECE,

A AR (s P A A7 262, fBiln -

[ssl_session_cache builtin: 1000 shared:SSL:10m;

(ELAsE P AL 2 G A T Ao FH PR B 2R A7 I B A R

ssl__session_ticket__key

Syntaz ssl_session_ticket_key file;
Default —
Context stream, server

REMTINENFE TLS KTEERAIME R WEROIEZ MRS S ML= RE R ES, Mi%
TERE, BUNEIR, BRI,

WSAEEZNEH, WOUEHS - DMEPINE TLS XIEFEE. XA ER R, Fln:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

PSR AE S 80 BR 48 i HIBEHLEE, AT DARER DA N an <>

[openssl rand 80 > ticket.key

MRAESCHEARN, EH AES256 GF T 80 FEHH) 5 AES128 (KT 48 FHEEA) AT,
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ssl__session__tickets

Syntax ssl_session_tickets on | off;
Default ssl_session_tickets on;
Context stream, server

JE FHEEEREIE TLS 215 5HE FIRIEIRE.

ssl__session__timeout

Syntaz ssl_session_timeout time;
Default ssl_session_timeout 5m;
Context stream, server

faE & P Al AR 2GS BN T,

ssl_stapling

Syntax ssl_stapling on | off;
Default ssl_stapling off;
Context http, server

JE B ARG 2580 OCSP AR stapling, 7~fl:

ssl_stapling 5
resolver 127.0.0.53;

HTf#E OCSP stapling TAE, ARFEHERMEZEIIERNZEHM, Wk ssl certificate XA E IR
UEFS, NIARSS ZRUEFA & BUE S NAFTE T ssl_trusted_certificate XHFH,

A ER
X+ OCSP MR # EHLAAHIEHT, ENAEE resolver 6
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ssl__stapling__file

Syntax ssl_stapling_file file;
Default =
Context http, server

RZER, KR OCSP MIRLR KR BHEE XM, MARERRS SIEHHTETH OCSP WN#,

BN DER #8358, H openssl ocsp i,

ssl__stapling__responder

Syntax ssl_stapling_responder uri;
Default —
Context http, server

FFAE "Authority Information Access” UEFH BHIEER OCSP NN E URIL

N http:// OCSP My

ssl_stapling_responder http://ocsp.example.com/;

ssl__stapling__verify

Syntax ssl_stapling_verify on | off;
Default ssl_stapling verify off;
Context http, server

JE B EE RS ek OCSP Wil B2 A3 IE

N TRERUETAE, IRSSAFUEBMRERES, ARIEBMFTA P RUES M ssltrusted _certificate 6%
P ENEIE,

ssl__trusted__certificate

Syntaz ssl_trusted_certificate file;
Default —
Context stream, server

fEE—MEE PEM BMRIZEE CA IERIISE, HTverify & miE+,
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5ssl client certificate YaEBUEBLL, IXEUEBRIHRAS KIEL R Ui,

ssl__verify__client

Syntax ssl_verify_client on | off | optional | optional_no_ca;
Default ssl_verify_client off;
Context stream, server

Ja & P e B R LIE, gﬁiﬁ%%ﬁﬁ%ﬁ?$sslfcl7ﬁe77/t77w7”’lzf?} TEP, MREEREFIWIEBERIEIEP &L
IR, BB AR MTFRIES, WIERERK M,

optional TEREFURUES, FHEUEBFEIEN I TRIE,
optional_no_ca WEREPIES, EAZEREHZEEN CA IEFEH, XIEHT Angie MR
ARES PAA T S FRIE F5 56 UE A 1 o

ssl__verify__depth
Bk ssl_verify_depth e
A ssl_verify_depth 1;
EFx stream, server

B P e R IR R

RELTE

stream_ssl B FF DL N &

$ssl_alpn_protocol

IR[EIE SSL 2 TR ALPN RPN, 25 EH ML N IR B2 7

3.2. &g|, &% 447



*web
server
FAPFiEE, IRE 1.9.0

$ssl_cipher

IR[EI TS SSL &R s I A9 B RS A4 R

$ssl_ciphers

IR SRR RS AIRR . CRIRTERS DAAARAIH, ARRIEI DA+ 7SR, il :

AES128-SHA:AES256-SHA :0x00ff

O HE

AR RNIEM A OpenSSL iRA 1.0.2 BUE@RAN ER2H . X TIHRAE, ZEREHXIEHA]
A, B E AR R,

$ssl_client_cert

IREIE N SSL IEZMF P e, KA PEM M3, FRE 175N, SATRIHEHEIN_LHIRAT,

$ssl_client_fingerprint

IREIE N7 SSL R P umiE 509 SHAL $84¢,

$ssl_client_i_dn

RSN SSL AR e “ME#H DN” FAFH, 8 RFC 2253,

$ssl_client_raw_cert

IR E N SSL AR FumiE+s, RA PEM 83K,

$ssl_client_s_dn

IREIE N SSLIERZ MR FumiE R “ 18 DN” 78, 55 RFC 2253,
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$ssl_client_serial

R[AI SN SSL AR F i HHI PSS,

$ssl_client_v_end

IR [ P A5 B 2 H

$ssl_client_v_remain

IR [ P e S E I R A

$ssl_client_v_start

IR [ e A B4R H .

$ssl_client_verify

IR [E % P IE B IE U455 . SUCCESS. FAILED:reason F1 NONE (WISRIEHFIELE),

$ssl_curve

R[EIT SSL P AR HUI AT R I Z, ERIFHZARARSItH, RATELA7EHER, Flan:

prime256v1

O HE
A BAEMH OpenSSL A 3.0 B mARAN SR, MNTIHRA, ZRER N FIFH,

$ssl_curves

IR [E1E P SRR ES R CRIRIHIZR AR ARSI,  ARAA LA/ fl s, fin:

0x001d:prime256v1:secpb21rl:secp384rl

O HE
A BAEMH OpenSSL A 1.0.2 BUE AN SR, X FIHMA, ZRIERNZFIFH,

AR 2T A .
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$ssl_early_data

WRAE TLS 1.3 early HEHARFHARTZAK, WHRE"17, HRERE7,

$ssl_protocol

IRE ST SSL I,

$ssl_server_cert_type

MRAEARSS SR UE BF A2 BUE A RSA. DSA. ECDSA. ED448, ED25519, SM2. RSA-PSS Y unknown,

$ssl_server_name

IR[EEIE SNT 1ERHEIARSS 854 Ko

$ssl_session_id

R E N SSL IERRI R TEFRIAT,

$ssl_session_reused

2R SSL RIEWEH], WHRME r, &HUHRE"7,

SSL Preread

JEFM ClientHello {4 EFFIZEBUE BMIALKIE SSL/TLS, BIAmEd SNI i RINARSS 28 FREE ALPN A
=LA RTINS

Y MIRACHS AR, BRIAE NSRBI, BN %@l --with-stream_ss1_preread_module #4
EETUS F

ERE B ER UGS, SR E S ERET,

B E R

B3R 5528 2Rk Ly

map $ssl_preread_server_name $name {
backend.example.com backend;

default backend?2;
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upstream backend {
server 192.168.0.1:12345;
server 192.168.0.2:12345;

upstream backend2 {
server 192.168.0.3:12345;
server 192.168.0.4:12345;

server {
listen 12346;
proxy_pass $name;

ssl_preread on;

B IR R AR 55 28

map $ssl_preread_alpn_protocols $proxy {

~\bh2\b 127.0.0.1:8001;
~\bhttp/1.1\b 127.0.0.1:8002;
~\bxmpp-client\b 127.0.0.1:8003;
}
server {
listen 9000;
proxy_pass $proxy;
ssl_preread on;
}

B SSL hRA LR 52

map $ssl_preread_protocol $upstream {
" ssh.example.com:22;
"TLSv1.2" new.example.com:443;

default tls.example.com:443;

# ssh F1 https FE[F —3 0

server {
listen 192.168.0.1:443;
proxy_pass $upstream;

ssl_preread on;
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B2

ssl__preread

=275 ssl_preread on | off;
ERIA ssl_preread off;
EFx stream, server

TEVEE FTER R B M ClientHello 1B AEEUE B,

NELE

$ssl_preread_protocol

B SR AR SSLRAR

$ssl_preread_server_name

T SNI 1 RHIARSS 284478

$ssl_preread_alpn_protocols

@l ALPN EENIHNAIR, XEERES 2R,

Upstream

AP T2 AT LAEIS prozy  pass $62 51 IR 2840,

B E B

upstream backend {
hash $remote_addr consistent;

zone backend 1m;

server backendl.example.com:1935 weight=5;
server unix:/tmp/backend3;

server backend3.example.com service=_example._tcp resolve;

server backupl.example.com:1935 backup;

server backup2.example.com:1935 backup;
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resolver 127.0.0.53 status_zone=resolver;

server {
listen 1936;

proxy_pass backend;

}

B

upstream
[=2E upstream name { ... }
BINME —
1ol 94 stream

X —HIRGG A, MRS5as ] AT A RESE . toh, 0T TCP 1 UNIX BERE RIS &l LIRS
(EdAE

R

upstream backend {
server backendl.example.com:1935 weight=5;
server 127.0.0.1:1935 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend2;

server backend3.example.com:1935 resolve;

server backupl.example.com:1935 backup;

}

BRONTEM R, ERIEIRSS 88 2 A6 A 18 3 77 2 T 0Bl 7E_ BT ARG, 7 MERE
U AR 5 MNMEKRKIEF backendl.example.com, Fl FAJIERDHIRIZEZE FE =R 55%

WRAES RS SRIBER AR, ERRHELBE N — MRS, RIS, E2I20E r RS
wA k. WERATEIRSS SRl JCIRIRAR NN, & P o E 5 i e — DRSS e B fE HIEE R

server
K server address [parameters];
LN —
T upstream
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T X ARSS A HE AN Eo A 2%, Hibb ] DURE R B A Fum O A e 1P Hitlk, 50fF unix: RISRIG1E
TEN UNIX BERTIREZE, B A2 1P HlEAYIEE — IR E X2 MRS 5.

A EUE X A28

weight=number WERSAHINEBRIMEN 1.
max_conns=number FRFIZIRERARSS 2800 KRINTESERE, BOMEN o, FoREARS, WRA
FentA AR E N b, MIRRHEA T8 LIEHE,

max_fails=number —XBLE fail timeout F&EMII RIS ARG Al (5 M 208, PMEINNARSS
RAATH; ARG BAE R — N TR B S B I,

AL, DRI TR E 5 RS e AL RN R AL RO B IR BRI

O #iE
IR LR server AT ANZ DNTFEIA, H max_fails WER AN AT MFA,
GERAEMNTSERNE server 162G, LlitP A~ IMHTFA, max_fails IRERICHOFHRBRE,

max_fails=1 ERIA RN 2R
max_fails=0 B AT

fail_timeout=time — I ETEFEE I A1 B N A A B 5 AR 55 #8185 SRR EL (max_ fails) DAMEINIARSS
s AT ARG SR — N B NZRARTH, Z/EHER,

BINBEN 10 #,

O ik
GnSR B server N NZ ISER, H fail timeout BERF BN H T MIEA,
GRAEMNTZEFN A server 182)G, LIFHHRAE—TMIER, fail_timeout WEIFTCRTFHIRM,

backup Rk s aspRic A & RS as. HEMSTas NATHN, RHEEIERGE,
down R S5 A pRic AR AR,

drain (PRO) Rk s s oA IXERE BRI RS sticky FBERIRIGTER, 6
W ERIATHAZEELLT down,

“‘ IJ\ ) [:‘\

backup ZERES hash Mlrandom B T5E—EEM A,
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down f drain JETZE B KR,

Added in version 1.3.0.

resolve JA X 53440 R TP k51 R SR B T i, SRR e JC 7 B I
ZHANAFEELZNEX B BFREE Lresolvers
service=name J& Ff#tT DNS SRV IR I EIRSS # iR, BEHSEARN, THIEE resolve k55
WS, A SR,
WERARS BFRA f, BFREIRIE RFC dREFZRR: ARSZSAFROA _ AHISR, A
JEERUEI E _tepo [Ht, RSP http 2B _http._tcpo
Angie JEIHETERIAIRSS AFRAT EALA RN SRV 105, i@ DNS FREUZ
HEHIARSS 2871 3R S HAR SR AN,
o LR A SRV 0% (BAR/MUESRERIER) T FERSeS, H
e RN B IRS #. WRTE server HIXE T backup, mEfLichM
SRV ok &M IS A, HMICSRH 2N,
o BEFNE B BIERFEARSS A8 1 AR, IEIIESKiEZ, WRH
server 1521 SRV ICRAIRIZENE, NIEEH server K EMIINE,

RS &R _http._tcp.backend.example.com K

server backend.example.com service=http resolve; }

Added in version 1.4.0.

slow_start=time XEIRFSIMMEN LLEIIKE weight BINTH, 1R AEIIME 6 Hround-robin
BKRleast conn Fiiko
WREET ZME, I H MRS S BF XA AR EE (B fols
FMupstream_probe (PRO) EX) , WIARSS %KL 57 B A I [E] N AR5 Pk 2 5
FEE R E,
MRARBEIXE, NAETIAUE I IR SS S L RIR B s A,

0 #iE
R EiFPHRE— server, N slow_start LRI #E 2,
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state (PRO)

Added in version 1.4.0: PRO

Bk state file;
HME —
EFx upstream

fa5E LIRSS B85 IRFF AR fileo M BATRIRZALR, ZOIE—MEAESBIRAIETE /var/1ib/
angie/state/ (/var/db/angie/state/ TE FreeBSD _I) HRREMIXLE M, FHERFEERLEH
ISR A A TR

upstream backend {

zone backend 1m;

state /var/lib/angie/state/<FILE NAME>;

AR 55 2 FI RIS NRAT server, FFHIEIIALE API Xt /config/stream /upstreams/ TR HHIIRSS At
ITHEMUBSN, XN K AEE N SHHTE Angie f5 3/ EAC B 8 HTMEIN 52E

2\
oA A )

PE upstream A state 152, AN E server 5%; MK, BMHME —ITHENEFX

(zone)o

zone
K zone name [sizel;
BINME =
L% upstream

T XAEEAFIXRIZFRFIRD, %P7 X OR BRI BRI TR M = Rs TR, 2 AT
DR — XK, fEIXAMEN R, HEfEE —OOR/NIA,
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feedback (PRO)

Added in version 1.7.0: PRO

K feedback wariable [inverse] [factor=number| [account=condition_variable]
[Last_byte];

LN —

LT upstream

9 upstream o T BRI AEIIEALS], EohRBEAEIIBERE, KN FFARPIE T DIHF
YIRIBE, Z{E3Z variable IR RMEFZN, 32— PDA]EZAIZH,

B2 LS
variable MAIREUR AR &, CENARRMERESRRTEIR, JF NSRRI,
ZAEAE RN RIS I AT UG, FFRYE inverse A factor IEAAIRS)
FEIME,
inverse MEIEE, WIRBHER R MR, BRERIHER R E R TERE,
factor RGHELE T EFEIEN B . BRUERNT 0 1 99 Z RIFEEE, ERIME
H—90,
EHRREER 680550 AU,
RFBK, ESESZFER BN, REFIREDN 90, SREE 90% KL
AIMERIL 10% BIHTE,
account fEE —PNERAZR, ZEEEHUTRIEEMATE, IELFHZEAN N v 5L
nor IR, SPISEA =BT RIBHE,
O #ik
EINBOLT, RERN PmMENRIEETES; &8 Supstream__probe &S
account AJDURFHEUFELER, BE EHEBREAMMATA NE,
il

upstream backend {

zone backend 1m;

feedback $feedback_value factor=80 account=$condition_value;

server backendl.example.com:1935 weight=1;

server backend2.example.com:1935 weight=2;

}

map $protocol $feedback_value {
"TCP" 100;

3.2. &I, &% 457


https://en.wikipedia.org/wiki/Exponential_smoothing

*web
server
FAPFiEE, IRE 1.9.0

"UDP" 75;
default 10;
}

map $upstream_probe $condition_value {
"high_priority" "1";
"low_priority" "O0";

default ",

}

XEARBEAFESIEEHNBEARBICRIRS S XB AR RBEEH, FHEEHRMT —1
MSupstream.probe BRESHIZRAE, {XEE high_priority HRMEHEME i< ih,

hash
Bk hash key [consistent];
ERIA —
4 upstream

e RS AR R T /1%, HP & P in- ARG et B T IA f B e, BEr] ISR, TRNKHAS
(1.11.2), fEHRMA:

hash $remote_addr; }

HERE, BN RIRS %8 0] 68 S EEEHTILGT K Z BB AR ARS8, %5 iEFRA Cache::Memecached
Perl JE,

GHIR4EE T consistent ZH, KM ketama —BUEIGTITIE ZITIEMARMNAE D BOREMR S
RN E R BRI TR BRRIAU AR S5 3%, XA TIRSEFRS BNEFaHR, LITERE
Cache::Memcached::Fast Perl &£, H. ketama,_points ZELE N 160,

least__conn
Bk least_conn;
EUN —
Ehx upstream

faE — PN ER BRI, HAPER QS EESNERBUR VRIS 4, RN EIRSaHNE, 0
FEZDRXFERIRSS S, WS A T 77 R =i,
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least_time (PRO)

HIX least_time connect | first_byte | 1last_byte [factor=number]
[account=condition_variablel;
EINN —
ER upstream

B MBI IR, HA R R BIE SN IR S5 g AR R 55 0 S T 5 A~ P TR BSOS b 5 Wiy 7 P TRV, il
SR EREZ,

connect 18R B IEENEBFTHR I T [,
first_byte %E {68 FH 22 BN R 5 — 7 15 [P I T
last_byte A5 P A W e e B AT 57 I T

Added in version 1.7.0: PRO

factor T Sresponse_time_factor (PRO) MEIEH, HERENES
account fEE ML E R N A SR AP AR &, FIEAEE ?‘H@Rﬁ: =N
nn EZ non H—J‘E%ﬁo
O &1t

HRIANBRT, B0 FREETES; 858 Supstream _probe ZXES account
ATV HBFETEN, BEEHERREAMATE NE,

*Erﬂﬁfzﬁbq:fﬂﬁ, 2254 factor Ml account UEJ?%E, WAEARSS B8 health MR AHEN connect_time,
first_byte_time F last_byte_time EITF API Bstream upstream metrics H,

random
X random [two];
EININ —
LT upstream

faE — MR B TTE, HAERGERILERRIIRSS 4%, [R5 EARSS S AP EE,

&R two SR Angie BENLEREM MRS 8, RJG TR E 5 TRIE R — MRS &5 BOATTIR
KBleast_conn, REVERGIEENHEER LR/ D IR &5
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response__time__factor (PRO)

Bk response_time_factor number;
ENIN response_time_factor 90;
Hol5"4 upstream

B Bleast time (PRO) TEIIMTTERRE T, Y5 fE800E02 115 BIR3K, R fi—AMERTT
CRSSILIVARYETS

FEER number UK, FEX EEMERIEIE )N, tRfEE T 90, WIEGETER 90%, #HHEALY 10%, A
BZETEEM 0 #1199 (&),

MR R P EEAR S5 8810 health X RHMEN connect_time (HENIEZFFMMED) |
first_byte_time (FZULMARIEE— N TATFRINED) 1 last_byte_time (EWCSEEEMIN RN H) 2
T API Wstream upstream metrics A,

O #it

USRI R 245 BAE B, A S SIRINARL F prozy nextupstream L HTE,

sticky

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

JF22S sticky route $variable...;
sticky learn zone=zone create=$create_varl... lookup=$lookup varl... [connect]
[timeout=time];

ENN —

TR upstream

FLEE A R TEHE SRS A IS N T MWENT sticky BIIRSSASHHEZIER, #H drain i%
TAE server HEHA,

A EE
sticky fRDIHERTH B NBIIMTTENTEL 2 G ER,; SURAREIERM,

route ﬁ:_ct

A F FiUE RS IPRIRTE, FTDARA Angie RTDAVIRIRMEATER B, ERRIEMERIK, KN
ERHETIUE HIME, EaFEXERRIRTEAE, WAREEES,
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fEtt, 45 RMARS S EERN, BRI DLAR B — & H, I DOSTT #R AR 77 2R B AR IR
o server 38R MW sid SEIMELFAVERS HFRRTY, TR, WHRKE T sticky_secret 8%, ZSHEW
HHMETS

Ay SR P 10 FR ) 2 o ) JE SRR N L 5 IR S5 A A R BORRIRAY, PR R AT Angie ZERHT,

TELFIH TR TR AR E LR, IEFE NERB MRS &N, EHE M EEZE; REHH
Hserver 16 W sid ZEIHAT LR, WNSRIEREARSS S R M EPMIEIR S5 a5 TOIR &R, WIRYERC B R 114,
P T IR — DRGSR

TELE, Angie fEHE X $route LR EHIRIRLF, LKL EMIssl_preread server name BT (ERRI
JaFlssl_preread):

stream {
map $ssl_preread_server_name $route {
a.example.com a;
b.example.com
default

}

upstream backend {

server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

}

server {

listen 127.0.0.1:8080;

ssl_preread

proxy_pass backend;

}

learn #3( (PRO)

A P B A A R B R P i 5 R (BRI S5 de e Bk, B RIS, RO EEIBR TR iR 48, £
HENF ISR, I3RS TR 7T 3

TR, FEToR B ARBRARSS S AIE B QI X1E, create Al lookup SZEFIHF RUMA A HT 2 THEM &
BRIMAZTERZ R, WDNSEA] AR,

KNEIRIRFT RS — NS RAE, HEEB create f87E; Hl40, XA LRI 2514,
DG EEHENE X HAFRFIKNE zone ZHIRE, WRZTETE tineout BEERIN HALREE
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ANES, WESEMIER. BINE 1 /b,
i B % 2GR R P G SRR B S HARIRAT, TR R AT Lookup fHERIEE L&

Hry H

ER S HEAF PRI RIEICAC, 1SRG RN SS d R I iR 55 a TR RS2 1, WIIRYEHC B Y St

77 RIS — MRS AR
connect SNV E SRR e B IER GV AIOESTE, B0, [EAHEER GRS,
TE™ I, Angie fEFH $rdp  cookie A QI EIR 1S

stream {

upstream backend {

server 127.0.0.1:3390 sid=a;
server 127.0.0.1:3391 sid=b;

sticky learn lookup=$rdp_cookie create=$rdp_cookie zone=sessions:1im;

}

server {
listen 127.0.0.1:3389;
ssl_preread
proxy_pass backend;

}

sticky_ strict

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Syntax sticky_strict on | off;
Default sticky_strict off;
Context upstream

JE AR, ERFrRAIARSS a8 AT, Angie RIAE AR ENERR, MAZEHEAMA] RS &, 1E

an=4 B A AR S d AT IR
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sticky__secret

Added in version 1.6.0: Angie

Added in version 1.6.0: Angie PRO

Syntax sticky_secret string;
Default =
Context upstream

¥ string IRINCN MD5 IGABREIEEE, H T route B NMsticky 5%, string NI AE S &, HlU0

$remote__addr:

upstream backend {
server 127.0.0.1:8081 sid=a;
server 127.0.0.1:8082 sid=b;

sticky route $route;

sticky_secret my_secret.$remote_addr;

EMPIIESIG A AME L, ARSI UEMR AR L] :

[$ echo -n "<VALUE><SALT>" | md5sum

HNEZXE

stream_upstream I ZFF A NN E L &:

$upstream_addr
TR%s LRS54 1P HubERINR 1, 8¢ UNIX SERETHIRSE. GRIETFREFRLIRECR 72 MRS A%,
Hutbht DOES 7008, Bilan:

192.168.1.1:1935, 192.168.1.2:1935, unix: /tmp/sock

WRTCIEIR RS 28, ZER{F server group B names
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$upstream_bytes_received

M BT ARSS AR 7T R, 2 NERMEPUES 7R, BT Supstream  addr 22 & HPRYHiE,

$upstream_bytes_sent

RIRE LIRSS ST, 2 MERRELOES MR, KT Supstream__addr ZZEHRIHIE,

$upstream_connect_time

ERE LIRSS eI B (A DARD R Ay, MEHEIZ R, 2D IEBEEE DUES 2 6E, K
F Supstream addr 22 EARIHIE,

$upstream_first_byte_time

B — N BRI B SR AR R, MBI =R, 2 NEZNEEPUES 3R, K
F Supstream addr ZZEARIHIE,

$upstream_session_time_<name>

SURFREET(E], DARD AR, FERIEIZRD, ZMMERINEIPUES 20E, RIUT Supstream addr ZE&H
FRItIE

$upstream_sticky_status

RE MR AIRES
nn FERZRE H 2| B3 R SRR
NEW ToRG S B RIERE,
HIT SRR R A ERE RS B 2 P AR ) fS it
MISS SRS B A RZ S 2 i T By i BRI E BRI S i

ZMERNELUESFIE S0, KT Supstream_addr 282 AL,
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Upstream Probe

RN stream, upstream SEILF B FEIRE

B E B

server {

listen ...;

# ...
proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=5s
test=$good
essential
fails=3
passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

0 #&iE
R4 RFC 2616 (HTTP/1.1) 1 RFC 9110 (HTTP i&X) K,
(rn) #ATBE, MAREUER no

HTTP kEf#EH CRLF 74

B

upstream_probe (PRO)

Added in version 1.4.0: PRO

X upstream_probe name [port=number| [interval=time] [test=condition]

[essential [persistent|| [fails=number| [passes=number| [max_response=size]

[mode=always | idle | onfail] [udp| [send=string];

2RIA —
ETFx server

%5‘(_‘/[\ﬁ‘5(ﬂkupstream éﬂlj‘]%,‘ﬁﬂ@jfiﬂ{@%ﬁ%t XLHEME location RN XHEI
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upstream_probe {54 Nprozy pass 18E. WJE, Angie ZHRIE HALED B 12 EUE IR AP

BT

Qﬂ%ﬁ%ﬁﬂ@%*ﬁy}, HEEF upstream_probe BT SEOILE DU IEHIFE S location ER
SAER BRI E, G prozy nest upstream Y&, NI sABIERNGEL

NT R, EFROEARZAEXKIR (zone)o —A LA DARCE 2 MR

BRI SE:
name REFRY TR AR
port REHF R A28 R =
interval REE Z BIAY ARG, ERIME—5s,
test REHSRAT, & SONVERTFIRFRR, W R HEE Ry v 8 vor, NIEREH@EIL,
essential MRIRE, WERHEL 2/, RSB P miE K,
persistent REMNSHFLIGH essential; WINNEFEN persistent 7 mTENL EHEHE
ZEIFHBREGER, MR IoiEd iRt
fails {7 MR SRR R, BRIAE—1,
passes il R R R IE @ R, BROME— 1,

max_response

mode

udp

send

Wi R B RINAE RN, AN EZAE, ISR AR, ERIME—256k,
REMRE, BT SRR AR
o always —JCICIRZSAMAIERIITT =
o idle —RMIAMEEEAY AT H EIXEFuiIE R ORE interval AU A,
o onfail —{XIRMAMEEENIT .
FRINE—alvays,
GnSAEE, WER UDP HEGETIRM, BOANEOT, R TCP TR,
AT REREEE; XA U2 A RIS data: FFAFHREIFE BRI X4 (40
FEESAAXN T /usr/local/angie/ HR),

zZN

upstream backend {

zone backend 1m;

server a.example.com;

server b.example.com;

map $upstream_probe_response $good {

~200 "y
default

}

server {
listen ...;
#
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proxy_pass backend;

upstream_probe_timeout 1s;

upstream_probe backend_probe
port=12345
interval=bs
test=$good
essential
persistent
fails=3
passes=3
max_response=512k
mode=onfail

"send=data:GET / HTTP/1.0\r\n\r\n";

}
REHR LT
o WM, TRIEEE AHCER FTf essential REFZHTASIERE FUIE R, WIRACEHERIT
B SR Z B R R, WPk persistent #REF, WA IXFERIRE:, WA T 2
TR,
o WY RECER EAHREHAR] fails B8O RIKE max fails, MW RPONZMEEN, T2
R FiiE K,
o T AEAMERER T REHABON D RN, N HECER) TR OAUAEIE B passes; 25, IE
2FRmax_fails
NELTE

stream_upstream BT F A TN B &

$upstream_probe (PRO)

MENES N upstream probe HIEFR,

$upstream_probe_response (PRO)

TEH upstream__probe BLE B F SRR FZULE AR B N

ORI T AL FE TCP #1 UDP BRI EATRE | X WHEE IRSS ek, s is b, BCE G, SSL/
TLS X#f, DUREBATRARS QEdEE. DNS fMHEMET TCP 1 UDP #EMH0) B%ER

AT AR H AR T I IRE,  (EASRENS R B UL FTIR 55 a8 DA 2 S AT ST R

4 NIRRT, HESRBOA AR, BROEIT --vith-stream HENETUS H, 7E5RH A CRE
AU PFRANE S, IR E B ST,
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B E B

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
stream {
upstream backend {
hash $remote_addr consistent;
server backendl.example.com:12345 weight=5;
server 127.0.0.1:12345 max_fails=3 fail_timeout=30s;
server unix:/tmp/backend3;
}
upstream dns {
server 192.168.0.1:53535;
server dns.example.com:53;
}
server {
listen 12345;
proxy_connect_timeout 1s;
proxy_timeout 3s;
proxy_pass backend;
}
server {
listen 127.0.0.1:53 udp reuseport;
proxy_timeout 20s;
proxy_pass dns;
}
server {
listen [::1]:12345;
proxy_pass unix:/tmp/stream.socket;
}
}

3.2. &5l &%
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B2

listen

BiE listen  address[:port] [ssl] [udp] [proxy_protocol] [setfib=number]
[fastopen=number] [backlog=number] [rcvbuf=size] [sndbuf=size]
[accept_filter=filter] [deferred] [bind] [ipv6only=on | off] [reuseport]
so_keepalive=on|off|[keepidle]:[keepintvl]:[keepcnt]];

EININ =

R server

RERS B EZIEENEETN address 1 port, ] LMFERE port, MHE Ang
IPv4 (DARJERNE IPv6) #E0, Hulbthrl DU F4144, Hlan:

ie R W AT A EY

listen 127.0.0.1:12345;

listen *:12345;

listen 12345; # [F] *:12345
listen localhost:12345;

IPv6 ik 775 S5 7E :

listen [::1]:12345;
listen [::]:12345;

UNIX HEZFH uix: §IREE:

[listen unix:/var/run/angie.sock;

Uit 1Y L 36— AR5 — D 715 0 b -

listen 127.0.0.1:12345-12399;
listen 12345-12399;

O =%
ARIRIARSS 25U R address:port A&

ssl FRVFHEE AITE FE I 1 _ERESZ AR M AE SSL B TR,
udp AL B T BRI I BT, N TR —STEHACERR B R — bk A O

AR, ENIEE reuseport ZEL,
proxy_protocol  AVFEEMETEI I FEZAIERENEH PROXY Wl

listen 16 FI A JLN S ERTHRIRGE A RIS,
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setfib=number

fastopen=number

MIEERTHER IR E R R, FIB (BJ SO_SETFIB J%&W), IIEEH il
NFE FreeBSD LHRL

MW ERET R TCP Pd T, FHIRHIH AR TS =IRIE FHNEREASI R R K
K& <https://datatracker.ietf.org/doc/html/rfc74134#tsection-5.1>,

Y
“‘ IJ\ Iy

section-6.1> %(7\,

FRIEAR S B3 REMB AL B EZAHEI Y SYN EHEfL <https://datatracker.ietf.org/doc/html/rfc74134#
A NTENE S FH I IRE,

backlog=number

rcvbuf=size
sndbuf=size

accept_filter=fill

deferred
bind

ipv6only=on | off

’E listen) AT backlog S, BRHIFFOIIEE AR SARKE, BOA
IHM T, TE FreeBSD. DragonFly BSD #l macOS I, backlog BN -1, fEH
fibr- 5 LR EN 511,

WE R ERTRHERE X K/ () S0_RCVBUF I£TR),
WERTERTZRRRZMX K/ (I So_SNDBUF i£IR),

WE BRI ERTNEPOL RSS2 FR (B SO_ACCEPTFILTER JEIR), TEKHE NIERE
RIB4 accept O ZANIIEEAN T, HINEEIAE FreeBSD 1 NetBSD 5.0+ EHZK,
AJ$52EY dataready I httpready,

F6/R1E Linux BfERZEIR accept () (Bl TCP_DEFER_ACCEPT EHEFIEIN),
HSEEETR NG TEN address:port HEWATHEIMA bind O VW, Lhr L, WIRE
Z N listen 15 EAMRR port (BARIRME, 7 HHA— listen F8ONATE
i BRI R A HIE (*:port), W Angie fNEX *port 1T bind O, TR EFEEIE,
TERXRENL N, KA getsockname O FRGEYH FH DA FE R HIbE, 12R
fEH T setfib, fastopen, backlog. rcvbuf, sndbuf.,accept_filter,deferred.
ipv6only. reuseport 59 so_keepalive S8, WINTEHERN address:port HE
RHRZHEAT IR bind O

WS¥EfE (81 1PVv6_VeONLY EREFIEIN) IPve B Iri@hictuit /) F2a&
(%2 IPv6 JEREERIINEER 1Pv6 Fil IPv4 Rz, WSEIRINTE. EHREER
N IEE—IX,

reuseport WSEFE TR AN TAEROE — MR A IRIT &S (fE Linux 3.9+ 1 Drag-
onFly BSD _L-f#f SO_REUSEPORT EfZFIEI, S(TE FreeBSD 12+ _Lffif
SO_REUSEPORT_LB), TRV PRXTE LAFERE < Bl Bofe NiEHE, IHIIRE H AiT{XAE
Linux 3.94. DragonFly BSD 1 FreeBSD 12+ EHR,

oA A )

AL IR RER R L 2R A,

so_keepalive=on | off | [“keepidle]:[keepintvl]:[keepent] BLEMEWTEREFH"TCP REHESN” 1T,
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. WRABMRHSE, NN ERTAEVBRERARINE,

on NERFIVE SO KEEPALIVE %I,
of f NERF I SO _KEEPALIVE %,

FUe R E R G #5(4iH] TCP_KEEPIDLE. TCP_KEEPINTVL 1 TCP_KEEPCNT EfEFikTifE & NEZ I
fitt Ei% & TCP {RFEFHENSE EIRAS E (HAT, Linux 2.4+, NetBSD 54 F FreeBSD 9.0-STABLE),
A DA A keepidle, keepintvl 1 keepent ZEGHITHCE, AJAEME—DEIN NS, EXRERT, £

XHRH R BB I I RGO IR E
foan,

so_keepalive=30m::10

1

KAESINEN (TCP_KEEPIDLE) ¥EH 30 7380, FRMIEE (TCP_KEEPINTVL) tREFHNFRSEIN

8, FIHRMIEL (TCP_KEEPCNT) %E8 10 IREEM,

preread__buffer_size

Bk preread_buffer_size size;
2RIA preread_buffer_size 16k;
X stream, server

8 preread FMPX IR/ N,

preread_timeout

[F22FS preread_timeout timeout;
A preread_timeout 30s;
TR stream, server

Y8E preread [TEXHIFERT,

proxy__protocol_timeout

EIA proxy_protocol_timeout timeout;
ENIN proxy_protocol_timeout 30s;
R stream, server

TEE B PROXY WMSCKBATERA) timeout, WNERTEMEIN A PAIAREHEIEN K, WIERRR ],
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resolver

HIX resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];

LN —

ERx stream, server, upstream

LB TR Ll AR S5 ds A4 PR A ik B A AR AR S5 4, 4

resolver 127.0.0.53 [::1]:5353; J

Huhlm] DS ISA4 80 TP Hiutik, FFalidesisiem . ARRTEE O, WA 53, ARARSS s DATE
7T A,

BINEOUT, Angie SEHMERE) TTL (HEAFE R, AIER valid Z2RAFESE:

valid A& valid SENFE %75 HIANM,
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BONBEUT, Angie EENTIN &R TPv4 F IPv6 Hifik,

ipvé4=off 2 1Pv4 HihERIEK,
ipv6=off 2 1Pve Ml &K,

status_zone AESE; RATEREXBRFUE DNS RS a5iE RFMINFEFR (/status/ re-

solvers/<zone>)o

O i
i1k DNS H(%, BHAEE 4 2 2R ZEEA MM HECE DNS ARSS a8,

O ¥R

MIE Docker HIBTTH, EFEPIER DNS RS asHbbl, #ian 127.0.0.11,
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resolver__timeout

Bk resolver_timeout Mf[H];
ENIN resolver_timeout 30s;
Hol5"4 stream, server, upstream

BRI R, Flan:

resolver_timeout 5s;

server
Bk server { ... }
£ N —
X stream
EARSS AR IIBCE,
server_name
B server_name name ...;
A server_name "";
EFx server

R B LIRSS 2B AR,

A IR

£ stream BiH, server_name ffi T Server Name Indication (SNI) 3 HAUEMH T TLS &, &
FHE, BHACE TLS &1k SAEMEMNE server LHEH TLS FizEL,

RIECE

server {

listen 443 ssl;

sServer_name example .Com WWw. example .com;

ssl_certificate /etc/angie/cert.pem;

ssl_certificate_key /etc/angie/key.pem;
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B NRIRRE O LIRSS 232K
MRFaAIRATAEE RS (%), HT BRI E R

server {

server_name example.com *.example.com www.example.*;

¥

IXEEL AR IEBCAF AR (wildcard names),

MERT DATERR S5 SR A AR IEMFOAS, TTIRRERFRATIN LGRS (~):

server {

server_name www.example.com ~ www\d+\.example\.com$;

}

TE 2T DA S ARAEL, XS REEL T DA T E

server {

server_name ~ " (www\.)?7(.+)$;

proxy_pass www.$2:12345;
}

IEMIFRIA A an Ak = O 28 i n] DAfE HoAthfis & (A -

server {

server_name ~~ (www\.)?(?<domain>.+)$;

proxy_pass www.$domain:12345;

}

MR CHIZEILE D $hostname, WIFHANLERHI EH,

RIS HAREBURUIRST a8, QRIS Z e 2R AT ES (140 (R 2 3@ ELAF 44 o e 2k

L), FRHEIR U MESES0RsE s — NI A
o FEWATR
DA SIF LI KIBACT 24K, BIAN, *. example. com
« DESEHRNRKIEATZIR, B0 nail.
S PMLELAIEN A (P4 IERCE SR )

A TR
XF TLS #EH, E/EHSSL Preread BHE,
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server__names__hash__bucket_size

Bk server_names_hash_bucket_size size;
BRIA server_names_hash_bucket_size 32|64]|128;
X stream

R EIRF ARG RARE AN BRNMEBIR TG R AFATHIR ),

server__names__hash_max_size

Bk server_names_hash_max_size size;
LN server_names_hash_max_size 512;
TR stream

BB SS SR ARG R AR AR,

status_zone
Bk status_zone zone | key zone=zone[:count);
LN —
ol 94 server

DN EZ AN XIB AR /status /stream /server zones/<zone> BIFEHT.
£ server b NICAT DAL= R — XA TEHRE ISR
BH zone IBIEZRH BT XHIFTA PR S IR — DML EAFXE:

server {

listen 80;

server_name *. example .com;

status_zone single;

# ...

BRIBIEEH AT SEC
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key UELRBNFAFE, HERE TEREXSTIIH, ARG EEREE

ANERR I N —H, RIS RN, WAEH R,

zone HENE XA FR,

count  (AJi) W ERARPRA B R 0 B, AN key (HET IR, NWAHRFENTAN zone T

BIMED 1o

ELANRHIF, FrE =M $server_addr {HAEREH /7 E] host_zone Ho XN FHMHE—H
$server_addr EREFFEFR, EENAF| 10 NMebrd, —HIAFHIREI, (EMEIMNY $server_addr {EH¥

BWEETE server_zone N

stream {

upstream backend {
server 192.168.0.1:3306;
server 192.168.0.2:3306;

# ...
}
server {

listen 3306;

proxy_pass backend;

status_zone $server_addr zone=server_zone:10;
}

K, BERRIFEPRTE APT e MRS 8 < TRl Ed.

stream
Bk stream { ... }
EONIN —
EFx main

TRHECESF B, EHATEERRSS 2.
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tcp_nodelay
[F22S tcp_nodelay on | off;
ERIN tcp_nodelay on;
Hol5"4 stream, server

JEEZER TCP_NODELAY &I, ZIEWON 25 P A AER AR 55 8 105 )5 .

variables__hash_bucket_size

PR variables_hash_bucket_size size;
2RIN variables_hash bucket_size 64;
kX stream
ELBIBRRIMAA ) ERHRIEAE EAE IR SR g ft,

variables__hash__max_size

Bk variables_hash_max_size size;
2RIA variables_hash _max_size 1024;
4 stream

BB RIRAKRN EMARIENE B ERMAY SR i,

—y
N

3

Bx

el

stream core BRIRZ LI TN &

$angie_version

Angie fRA
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$binary_remote_addr

AP AR B Fmtiil, 1Pva HUBEREREIRZON 4 777, TPve Mol 16 17

$bytes_received

M PN T 8

$bytes_sent

RIRBZ P Im ) T 8

$connection

EREPYS

$hostname

FEH4

$msec

SN R (AR ERAL, FETREIZRD)
$pid

TAEERER PID

$protocol

5% P @ EE AP TP 8¢ uDP
$proxy_protocol_addr

KH PROXY WMSCEKIIE P b A AUEILTE listen Y62 HIEE proxvy_protocol ZHEKIAH PROXY
W
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$proxy_protocol_port

KB PROXY WHSCEkAYE P it [ A UE IS E listen 82 I E prozy_protocol ZECKGH PROXY

o

$proxy_protocol_server_addr

KB PROXY WHSCkAIARSS ds b s U@ 1L listen F52HIRE prozy_protocol ZECKIEH PROXY

B

$proxy_protocol_server_port

K H PROXY tSCEKATARSS g it A UEIS E listen 82 HIRE proxy protocol ZECEKAH PROXY

Wo

$proxy_protocol_tlv_<name>

KH PROXY #HCKIY TLV, name AILAUZE TLV KRsHEEE, EEHEEOT, (EAH/HEHIF
PA 0z NRHTER:

$proxy_ protocol_tlv__alpn $proxy_ protocol_tlv_ 0x01
SSL TLV tr] D@ TLV KRIAFRSH B EHIR], MEHARA ssl NHTEL:

$proxy_ protocol_tlv_ssl_version $proxy_ protocol_tlv_ssl_0x21

XEPAN TLV KBEF5:

alpn (0z01) - EEFEH AR _EZETRY
authority (0x02) - % F & IEH FAHLSIE
unique_id (0205) - We—i%4% 1D

netns (030) - w442 EI B FR

ssl (0x20) - — Bl SSL TLV &5ty

FTHPAR SSL TLV KAk

ssl_version (0z21) - B UEREH AT SSL iRA
ssl_cn (0x22) - SSL UEF5 1718 F 2%

ssl_cipher (0123) - (RS AR

ssl_sig_alg (0v24) - A TREBIERIETL

ssl_key alg (0225) - NEAREIE

AN, SZHDURERiR SSL TLV K74 FK
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o ssl_verify - P SSL IEBRIELER, 0 Fong it TIERHRIRIE, FFRREMBEL,

OB TE listen 82 HIRE prozy protocol ZECRIAH PROXY ¥,

$remote_addr

2 v ik

$remote_port

& it ]

$server_addr

BRI IRSG st BN T B EEE FE—RRG T, A TRRRFEE, listen 820G E
HusikFEH vind S8

$server_port

PAZERERINRSS dsvin

$session_time

RUGRSE TR (DR By, AEIAEIZRD)

$status

REIRE, ATDLRA R Z—:

200 XIERRINTERK

400 % PR TCIE T, Blan, PROXY Whisck

403 Vil Lk, BN, Y4 R BRI SE e P v i
500 NHRARSS e tE iR

502 FIRAIMISE, Blan, WnSICIEERRE TR LRSS A
503 ARSSARTH, Blan, YRSz ez RS

3.2. &S|, &% 480



*web
server
BPiER, R4 1.9.0

$time_iso8601

ISO 8601 FRAERS A A 5]

$time_local

DL H A S AN )

HBHFARIR

Auth HTTP

f5e

auth_http

722 auth_http uri;
LN —
94 mail, server

%E HTTP INEARSS 281 URL. WRNHIRW F 2,

auth__http__header

Bk auth_http_header header value;
EINME —
ETFX mail, server

Y62 B LR N B & IB LN IEAR S AR HTE SR, S RT AR ESL =24, DARIETE SR 2 5K B Angie,
filan:

auth_http_header X-Auth-Key "secret_string";
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auth_http__pass__client__cert

Bk auth_http_pass_client_cert on | off;
FINE auth_http_pass_client_cert off;
Hol5"4 mail, server

Fe” Auth-SSL-Cert” Sk#BS PEM 830 (urlencoded) AU i UEFHTANEN A AL INIEIRSS a5 A1 K 4,

auth_http_timeout

[E27S auth_http_timeout time;
LNz auth_http_timeout 60s;
TR mail, server

R B S IANUERSS 2185 B I A

HTTP TS5 INEMRSS #9815, WK R R, ELMEIRER,

& oK FoofE Kz R 61 -
1EK:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain # plain/apop/cram-md5/external
Auth-User: user

Auth-Pass: password

Auth-Protocol: imap # imap/pop3/smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

Bzl A

HTTP/1.0 200 0K
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

SR .
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HTTP/1.0 200 OK
Auth-Status: Invalid login or password

Auth-Wait: 3

WIERTZA " Auth-Wait” SKEB, RHREIFEIRIFRMIER:, YaiSEHABONEZIR B NF. N IUES
TEE IR, Rtk RASTERBTCRONEZ IR R B A BRI —AE 10-20 IREZR)G, MRS58 2600
AN Auth-Wait” Sk (Z2URETE” Auth-Login- Attempt” SkEBH{E )

L APOP 8. CRAM-MD5 I, & RImN a0 RFR:

GET /auth HTTP/1.0

Host: localhost

Auth-Method: apop

Auth-User: user

Auth-Salt: <238188073.1163692009@mail.example.com>
Auth-Pass: auth_response

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org

BRI

HTTP/1.0 200 OK
Auth-Status: 0K
Auth-Server: 198.51.100.1
Auth-Port: 143

Auth-Pass: plain-text-pass

GRERWA . FRAFTE” Auth-User” SkHR, 'BERAE &M T 5 5 IAERTH - 44,

AT SMTP, WARGE 2418 Auth-Error-Code” Skif—MIRHEE, CHFAES IR TR (RE. 7
i, 535 5.7.0 RSB IIE]” Auth-Status” kb,

fgn, anSRMIAIENR S5 &S HCE DA R :

HTTP/1.0 200 OK

Auth-Status: Temporary server problem, try again later
Auth-Error-Code: 451 4.3.0

Auth-Wait: 3

W SMTP 7% iR Y 5 1R

‘451 4.3.0 Temporary server problem, try again later J

GRERACHEE SMTP AFEIAE, TE KR RAR:

GET /auth HTTP/1.0
Host: localhost
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Auth-Method: none

Auth-User:

Auth-Pass:

Auth-Protocol: smtp
Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Client-Host: client.example.org
Auth-SMTP-Helo: client.example.org
Auth-SMTP-From: MAIL FROM: <>

Auth-SMTP-To: RCPT TO: <postmaster@mail.example.com>

X SSL/TLS & F Ui, ¥iN” Auth-SSL” k¥, 7 H” Auth-SSL-Verify” ¥ & & F ik 5 IER
SEE UNBLJSH]: SUCCESS, FAILED:reason, PANANSRIZHIEHNIA NONE,

MEEER P mIE BN, HIEgE R AN ISR LERZIE : ” Auth-SSL-Subject”, ” Auth-SSL-Issuer”, ”
Auth-SSL-Serial”, #1” Auth-SSL-Fingerprint” WSS T auth _http pass client cert, NEFAR B4 I@IL”
Auth-SSL-Cert” Sk#Bf&id, TENIERRIPIHIERRIEE” Auth-SSL-Protocol” 17 Auth-SSL-Cipher”
KRB, HRRAN IR

GET /auth HTTP/1.0

Host: localhost

Auth-Method: plain

Auth-User: user

Auth-Pass: password

Auth-Protocol: imap

Auth-Login-Attempt: 1

Client-IP: 192.0.2.42

Auth-SSL: on

Auth-SSL-Protocol: TLSv1.3
Auth-SSL-Cipher: TLS_AES_256_GCM_SHA384
Auth-SSL-Verify: SUCCESS
Auth-SSL-Subject: /CN=example.com
Auth-SSL-Issuer: /CN=example.com
Auth-SSL-Serial: CO7AD56B846B5BFF
Auth-SSL-Fingerprint: 29d6a80a123d13355ed16b4b04605e29cb55abad

MR PROX Y VMY I, HIEAE B PR iR L EB% 1% : "Proxy-Protocol-Addr”, "Proxy-Protocol-
Port”, "Proxy-Protocol-Server-Addr”, 1”Proxy-Protocol-Server-Port”,
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IMAP

<

imap_auth
Bk imap_auth method ...;
ERINME imap_auth plain;
EFx mail, server

E IMAP FPUmAFHI S IR R, XKRHITTTEA:

plain LOGIN, AUTH=PLAIN
login AUTH=LOGIN

cram-md5 AUTH=CRAM-MD5, N T FIRIER TIE, BRI N XEE,
external AUTH=EXTERNAL

P B IE 7775 (LOGIN @34, AUTH=PLAIN, Fl AUTH=LOGIN) #4AZ&E M, REWIRA & SCE 5%
J5i%, AUTH=PLAIN 1 AUTH=LOGIN B A=HINE S Eimap  capabilities H,

imap__capabilities

Bk imap_capabilities extension ...;
ERNME imap_capabilities IMAP4 IMAP4revi UIDPLUS;
EFx mail, server

WEAENN, CAPABILITY & WZEAZ U IMAP I ¥ RAIR, WiEstarttls 82 HIME,
imap__auth T8 HPFEEN S HEIEFTTERM STARTTLS 2 B sz s,

6 IMAP iR RB AR R, a2 omioE Ry kS B RIEE A
MR, X4 Angie EIAHLRE R P i R BRI ) o

imap__client__buffer

Bk imap_client_buffer size;
BRINE imap_client_buffer 4k|8k;
ETFX mail, server

EH T IMAP ay SHIZRMIX R/, BRNEOL S, ZmMX KR NET—PMAFET, X2 4K 5 8K, R
RBRTF A,
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POP3

<

pop3_auth
Bk pop3_auth method ...;
E/NIN ipop3_auth plain;
EFx mail, server

RE ARV POP3 i SRk iik, SRR

plain USER/PASS, AUTH PLAIN, AUTH LOGIN

apop APOP, N THEMTTFAER, B EARINEG X,

cram-md5 AUTH=CRAM-MD5, AT MITIEAR, HHEHMERINEREZE,
external AUTH=EXTERNAL

FH B3 iE 777 (USER/PASS, AUTH PLAIN Al AUTH LOGIN) MGG M, REWRILEIEE plain /7
1%, AUTH PLAIN Ml AUTH LOGIN A HINELEEpops  capabilities H

pop3__capabilities

TBiE pop3_capabilities extension ...;
ENIN pop3_capabilities TOP USER UIDL;
EFx mail, server

EEALENIN, CAPA a2 &% F i) POP3 WY ¥R, WEstaritls 18 SHIE, pops_auth
LHTEER S RIETT % (SASL ¥R 1 STLS & HahimmEs&+,

167 POP3 Jaum >R B AR XY, XEEimEE i QR ANy RS 5 O R iEE R
MR, 3 Angie BHIHURE % Pz RER R 5NN ) o

Proxy

B
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proxy__buffer

[F22S proxy_buffer size;
FINE proxy_buffer 4k|8k;
Hol5"4 mail, server

BT RERZM AN, BINELT, ZHXARNETF PN RIEFAERAR, B 4K 52
8K,

proxy__pass__error_message

Bk proxy_pass_error_message on | off;
EFME proxy_pass_error_message off;
EFx mail, server

Ta R R e E S I i IS R RIS BB R TH AR IR 28 2 F Ui

HH, WRIE Angie HEMBIERY), WEwmTRREIHIR, WRETRIRERHER, WEKRERET —
LLNERER, ERXMENT, EmHEREE S TN B RaR P miEE. A, X THLE POP3 RSy
e, IEWEEAERMNIZIERIT N, ERXAEIS, MERZIEL,

proxy__protocol

7237 proxy_protocol on | off;
EINME proxy_protocol off;
kR mail, server

NG JEmEIERE R PROXY P,

proxy_smtp__auth

TBiE proxy_smtp_auth on | off;
LOWNIED proxy_smtp_auth off;
X mail, server

JEHEEERMH AUTH a3<7E SMTP JasmdE T H P S5,

MR XCLIENT WS, W XCLIENT @i ¥AE K% LOGIN S5,
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proxy__timeout

[F22S proxy_timeout time;
ERINME proxy_timeout 24h;
Hol5"4 mail, server

BB I VAR 5 2R < (R N IESL B S AR, QSR M R ARG R AT s,
PR,

xclient
Bk xclient on | off;
LOWINIED xclient on;
TR mail, server

JE R B FHAEIE RS SMTP Jeumi&isH A% i S8 XCLIENT 634,
/] XCLIENT, HEfFEHMABEERREumE R T AHE, FHARIEIX LR R A R RR
NSRJE A XCLIENT, WITEEHZZIEUN Angie EIBLARH2:

o EHLO 555854475

+ XCLIENT

« EHLO BY HELO, N&FImFi{&iE

WA R o 1P bk RE 2R ImE EIHEE, WI'E2AE XCLIENT S i) NAME S0, sk
AZNELHR, femARRERHbE, SRS E N &8, WILE NAME 250 {£1% [UNAVAILABLE], UHSR{EMEHTIE
A AR, WIHEA [TEMPUNAVAIL] {H,

AIREEFA XCLIENT, WIFEIERZE U, WRE P imfEE T EHLO, Angie =554 41 — (&1 EHLO
e, SNE5RSEHRAH—RE&E HELO,

ReallP

IZIEH TR P i AT B SO TE PROXY WRSCKHR & ik Rtk Rt (T, AU TE listen $65
HIE proxy_ protocol ZECRIEHTEH PROXY #Hil,
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B E B

listen 110 proxy_protocol;

set_real_ip_from 192.168.1.0/24;
set_real_ip_from 192.168.2.1;
set_real_ip_from 2001:0db8::/32;

B

set__real_ip_from

Syntax set_real_ip_from address | CIDR | unix:;
Default —
Context mail, server

T L CHIARIREM bt A2 FE L, QRFEE TRRE unix:, WA UNIX BERTHREHIE

T

SMTP

B

smtp_auth

Bk smtp_auth method ...;
BRINME smtp_auth plain login;
kX mail, server

BE SMTP &R VFRY SASL INIE Fiik. KRN 204

plain AUTH PLAIN

login AUTH LOGIN

cram-md5 AUTH CRAM-MD5, A TEHTFIRER T, L ARINENEEE,
external AUTH EXTERNAL

none AEREINIE

BHSCIALETT i (AUTH PLAIN F1 AUTH LOGIN) 46285, (HANSRASGEHSCRIE 7%, W AUTH PLAIN

A0 AUTH LOGIN BA=HINEEZEsmip  capabilities o
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smtp__capabilities

Bk smtp_capabilities extension ...;
BINME —
Hol5"4 mail, server

BN EHLO an I &i#2a% Fumf SMTP My eyIZR, MR startils F§0ME, smip_auth 16
LHHERNIETTEM STARTTLS 2 HEhE M| a4,

FEE MTA Py 2 AR, DUERZ P omCEEE] MTA (WX LEY @ 5N (8 <A
K, M Angie BRI F Ui QR EUHN) o

smtp__client__buffer

Bk smtp_client_buffer size;
PRINE smtp_client_buffer 4k|8k;
EFx mail, server

WEH T SMTP 2 EMX AN, BRINER T, ZPXKNETF—INHFH, RIEEERE,
XiEHE 2 4K B¢ 8K,

smtp__greeting__delay

Bk smtp_greeting_delay time;
EINME smtp_greeting_delay O;
kR mail, server

RVFERIR SMTP [AIfEIE 2 AR EER, DHE4ERIR SMTP < Z B RAESFFRF Mg A0 F i,

SSL

TRBLAERSTR, DAEHSPFAERAR S5 8RRERS 5 SSL/TLS Wl —E T ff,
FE TR AR, IZBERBONTE I N A S PR MBI --with-mail_ss1_module MJEETIEHIE.,
FERE BN CERRFUEGT, ZERE SRS,

O HE

AR ZL OpenSSL &,
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B E B

N T AR T, I
o R LOEHERECE BN S EEREEAME,
o ERIE RIRGRA,
o BEHNE X%,
o FFATREM NG A E ] GBRIATEOL RN 5 208 :

mail {
server {

listen 993 ssl;

ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers AES128-SHA: AES256-SHA : RC4-SHA : DES-CBC3-SHA : RC4-MD5

ssl_certificate /usr/local/angie/conf/cert.pem;

ssl_certificate_key /usr/local/angie/conf/cert.key;

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;

J

B2

ssl__certificate

HIX ssl_certificate file;
HME —
o974 mail, server

feEAENRSS 4 PEM A RUEFSCfF, WERGEAETIUEB ZIMEE R RIESS, W% PA R 7 £ R —
XfErpfEE: BUERAER, RERPREIER. PEM ARXEIES AT DURAER —3C .,

e R ARG, DAMBAFEIZERIAIIES, B0 RSA 1 ECDSA:

server {
listen 993 ssl;
ssl_certificate example.com.rsa.crt;

ssl_certificate_key example.com.rsa.key;
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ssl_certificate example.com.ecdsa.crt;

ssl_certificate_key example.com.ecdsa.key;

A OpenSSL 1.0.2 BCE mRASHF A FIEB A ESIERHE, X TIHMA, H

REfE I — MIET8E,

O m%E
e OpenSSL 1.0.2 B mARANS, 7] AEC A A &
ssl_certificate $ssl_server_name.crt;

ssl_certificate_key $ssl_server_name.key;

B, #AZEFERESR SSL BFHSMBIED, XA REX PERE L TR,

FIDMEEME “data:certificate” KA £ile, IXMNEEAT A H RIS
HER, PUEMERARES TR L 2RE, s HsdEs NS,

ssl__certificate__key

Bk ssl_certificate_key file;
EIME —
LT mail, server

faE 4 E IS5 251 PEM AU S

O HE
FEfEH OpenSSL 1.0.2 BCE mRAR, A DAEXFAFRERZ R,

A DEEME “engine:name:id” KA file, XM OpenSSL 5% name MEFEE id HIHH,
TD@E%@ “datakey” RAVE file, XSMEEHAMAEHPBESC, HER, NUMEHIEERTRE

Rz 2RE, FIIREREES NS
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ssl__ciphers
Bk ssl_ciphers ciphers;
LNz ssl_ciphers HIGH:!aNULL: !MD5;
Hol5"4 mail, server

feE B IR, R AR NN OpenSSL EFTBMERIASZK, Bi4n:

ssl_ciphers ALL:!aNULL: !EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+L0OW:+SSLv2:+EXP;

FRIFIRIUR T EZZEM OpenSSL HRA, AILUMEHR] openssl ciphers i & H LYK,

ssl__client__certificate

1812 ssl_client_certificate file;
BRINE —
EFx mail, server

feERTRIE BFSIEBR PEM #3205 CA IEB .
UEBHNFRRKGRIELEE P e RAFREIXFE, AILMEH sl trustedcertificate 5%

ssl__conf_command

Bk ssl_conf_command name value;
EINME —
LT mail, server

WBTE OpenSSL ALE @M% .

O HE
LA OpenSSL 1.0.2 BUE AR, SHHZAEL.

A DATER— B EEEZ S ssl_conf _command 6% :

ssl_conf_command Options PrioritizeChaCha;
ssl_conf_command Ciphersuites TLS_CHACHA20_POLY1305_SHA256;

XEAE ALY FIEIIE E X ssl_conf _command 18LH, MET—MECEEHA K,
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A Y )

BEIEE, HEACE OpenSSL AIRER FEEIMTN,
ssl__crl

Bk ssl_crl file;

HME —

R mail, server
f6E PEM M MEIES (CRL) ~¢fF, AFRIE & ik,
ssl__dhparam

7237 ss1l_dhparan file;

EINE —

TR mail, server
f&€ DHE %% DH S8,

A Y B

INEL TRIREZSE, KL A~26/H DHE %,
ssl__ecdh_curve

Bk ssl_ecdh_curve curve;

LNz ssl_ecdh_curve auto;

T mail, server
{8 ECDHE #H3#hZL,

O =R

L fEH OpenSSL 1.0.2 BCEEMAR, A]EEZ Mgk, Hlan:
[ssl_ecdh_curve prime256vl:secp384ril;
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FFRME auto 8/~ Angie fE# ] OpenSSL 1.0.2 B8 EhAK#H OpenSSL FENBIRIZLYIE, SAE

[H A e prime256v1,

O m%

BIEHE T, HENRESIERHEHITHZ,

S OpenSSL 1.0.2 BUERRAR, A5 ENRSS a3 KHRHIHILSIER, Flit, T ECDSA ik

ssl__password__file

Bk ssl_password_file file;
LNz —
kX mail, server

TEE— X, HPuSEy] EY, SOEMRM—1T, SNEEHN, Z7 =,

I

mail {

ssl_password_file /etc/keys/global.pass;

server {
server_name maill.example.com;

ssl_certificate_key /etc/keys/first.key;

}
server {
server_name mail2.example.com;
# W LR A B R
ssl_password_file /etc/keys/fifo;
ssl_certificate_key /etc/keys/second.key;
}
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ssl__prefer__server__ciphers

Bk ssl_prefer_server_ciphers on | off;
FINE ssl_prefer_server_ciphers off;
Hol5"4 mail, server

TEEAERER] SSLv3 A1 TLS WM, NAUTCE IR SS a5 & h A2 2 - i .

ssl__protocols

=275 ssl_protocols [SSLv2] [SSLv3] [TLSv1] [TLSv1.1] [TLSv1.2] [TLSv1.3];
ZRINE ssl_protocols TLSv1.2 TLSv1.3;
kX mail, server

£ 1.2.0 A RAZETH: TLSvL. 3 SEEIRMEIBIAL,
JE FIEE BT P

B
TLSv1.1 1 TLSv1.2 ZEUXAEM ] OpenSSL 1.0.1 55 SR AS I 2L,

TLSv1.3 ZHXAEfEH OpenSSL 1.1.1 B ERAN AR,

ssl__session__cache

HIX ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
ERNME ssl_session_cache none;
TR mail, server

BB EXTESRNRFRIFEURARAN &7 7] DUZ A B AR g faf—Ff:
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off FERSEE L STERAF: Angie BHFIE RS G STE T EEE .

none IR RVFEH R TEAE: Angie &HIREFIMIER] DAEM, (HER EAES
FHEESIESEL

builtin OpenSSL WERIZFE; (NH— D TIEHEEMEH, RERDUSITE AL, WRK
AR/, WEET 20480 DM21E, HHNERFATRER SFEINER

shared TEATE TAE R 2 M ZENRE, RERDUFT AL, —IKFETRAF PAFE

fi 4000 DMRIE, BPIHEERENAAEEAN. BAMERSHRIZEFR PAEIL
MRS AT, BICHT B4R, FEFERRE TLS 21EERHH, FRIE
RARA{E F sslsession ticket key S HBLE.

A AR (s P A A7 262, fBiln -

[ssl_session_cache builtin: 1000 shared:SSL:10m;

(ELAsE P AL 2 G A T Ao FH PR B 2R A7 I B A R

ssl__session_ticket__key

7237 ssl_session_ticket_key file;
EINE —
ETFX mail, server

RE—IXF, HPUEHTINENRE TLS JIEEEET, ZIa0E2S MRS 2 HFRZ =/
EHANEOEN, FINET, AN REH,

SRR EZNEH, WEHE —DEFRINE TLS 2GR, XA EF R, fl:

ssl_session_ticket_key current.key;

ssl_session_ticket_key previous.key;

PSR AE S 80 BR 48 i HIBEHLEE, AT DARER DA N an <>

[openssl rand 80 > ticket.key

MRAESCHEARDN, fEF AES256 (BEXT 80 F i EEH) 5k AES128 (Bt} 48 FHaEA) AT,
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ssl__session__tickets

Bk ssl_session_tickets on | off;
FINE ssl_session_tickets on;
Hol5"4 mail, server

JE FHEEEREIE TLS 215 5HE FIRIEIRE.

ssl__session__timeout

[E27S ssl_session_timeout time;
BRINME ssl_session_timeout b5m;
kX mail, server

faE & P Al AR 2GS BN T,

ssl__trusted__certificate

[E27S ssl_trusted_certificate file;
LN —
kP mail, server

feE— A xt:, BEPaEHTRIE FPIEBN2ZEF CA IER, %1 PEM,
sl client certificate W BERUERAME, XEEUERIIFRAS K IEL R Ui,

ssl__verify__client

Bk ssl_verify_client on | off | optional | optional_no_ca;
ERINME ssl_verify_client off;
L% mail, server

JE AR UE BRI, BIEs R IEI AL 153K M” Auth-SSL-Verify” k&%,
optional TEREFURUES, FFEUEBEIEN 1 TRE,

optional_no_ca 1%7}2%?%1&#, EAREREHZEEN CA IEBEH, XIEHTINFIRS T
KFRIERRAERE N, IEBRINA R DOEIT K& IX BINERRSS 25 i1,
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ssl_verify__depth

[F22S ssl_verify_depth number;
LNz ssl_verify_depth 1;
Hol5"4 mail, server

B A IE R AR IERE,

starttls
=275 starttls on | off | only;
FME starttls off;
EFx mail, server

E R P e RE PR IEIRE,

on ARYFER POP3 HJ STLS i F1 IMAP 1 SMTP ) STARTTLS @2 ;
of f fE4afEH STLS 1 STARTTLS fid;
only SORMEATASER TLS #e#t,

RO ARSI T IR AR AR ST Ao AR AT RE . AUFESCHE SMTP, IMAP H1 POP3 Wi, BCEMSS %
B HRPEIERES . FHPINIERAR SSL/TLS 3K AR IR R4

AT AR H AR T I IRE,  (EASREDS R HAC AT PE IR S5 A% DA 2 B M7 = AN K

M TR AR, BOMBOL AR ENIZIEY ——vith-mail MEETUE M. f£RE &
MEeFERREUMEEGS, ZERESERRT,

W=kt

worker_processes auto;

error_log /var/log/angie/error.log info;

events {

worker_connections 1024;

}
mail {
server_name mail .example.com;
auth_http localhost:9000/cgi-bin/auth.cgi;
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imap_capabilities IMAP4revl UIDPLUS IDLE LITERAL+ QUOTA;

pop3_auth plain apop cram-md5;
pop3_capabilities LAST TOP USER PIPELINING UIDL;

smtp_auth login plain cram-md5;
smtp_capabilities "SIZE 10485760" ENHANCEDSTATUSCODES 8BITMIME DSN;

xclient ;

server {
listen 25;

protocol smtp;

}
server {
listen 110;
protocol pop3;
proxy_pass_error_message oOn;
}
server {
listen 143;
protocol imap;
}
server {
listen 587;
protocol smtp;
}
¥
B
listen
(=275 listen address:port] [ssl] [proxy_protocol]| [backlog=number| [rcvbuf=size|
[sndbuf=size] [bind] [ipvBonly=on | off] [reuseport] [so_keepalive=on|
off|[keepidle]:[keepintvl):[keepent]];
EINN —
ol "4 server

WEIRS A EZE RIER T address F port, A]LMFEE port, MK Angie ¥ EHTATE R]HAY IPv4
(PAN S IR TPve) 10, Hihbthe] DUR EN14, Flan:

listen 127.0.0.1:110;

listen *:110;

listen 110; # same as *:110
listen localhost:110;
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L

IPv6 Mtk 775 S4eE:

listen [::1]:110;
listen [::]1:110;

UNIX HEZEZMHA unix: HIRIETE:

listen unix:/var/run/angie.sock; }

O HE
AR AR 2D IEARFE address:port X _E W,

ssl FVFFEETE M BRI RN AL T SSL A5,
proxy_protocol FVFFEEAE MG O R EEZ AT ERE N PROXY hi, KRG ESZIH
BINEARSS 8%, FFrTH T R F imibit,

listen 164 Al ABA LN 5 ERETHRRI RGO R INZ 4,

backlog=number RE listen() W] backlog S, FRMIFFEBLERZIIRARIIICE, BRIATE
'K, FreeBSD. DragonFly BSD #l macOS MY backlog IXE N -1, miHAM
B EREN 511,

rcvbuf=size WE R ERE TR X K/ (SO_RCVBUF JETT),
sndbuf=size WEBRITERETINRIEZMX K/ (SO_SNDBUF J£IT),
bind WSEFER AL TEN address:port XHATEMM bind () A, FEE, IREZ

Plisten 162 BAMFN) port HARAIHIE, MHA—5 1isten f5FELE I
A _EIRArAT AL (+:port), Angie ¥X bind () F| *:port, FTEITEMNZ, 1EIX
FEOLT, RAH getsockname () FRGUYHFH DARE FE2 R ML, QIREER T
backlog. rcvbuf., sndbuf. ipv6only. reuseport 1% so_keepalive ZH, W
MNTLEER address:port NHEFIGLHAT RIRAT bind O VA,

ipv6only=on | off WWSHIEL IPV6 _VE6ONLY EFEFIENHE EBECA ML /o) FISITH IPv6
EETRAIUER 1Pv6 &, 2RINESZ IPve M IPv4 R, BIAEITE
RS E, e REEERNINEE X,

so_keepalive=on | off | [ keepidle]:[keepintvl]:[keepent] FLE MATERETHI"TCP keepalive” 174,

. RAMISE, NRIERGEBERNERFAERL

on NEFEFIBM SO _KEEPALIVE ¥,
off NWERFEM SO KEEPALIVE %I,

FLERRE R G454 ] TCP_KEEPIDLE. TCP_KEEPINTVL Fl TCP_KEEPCNT EFikI{r & NER T Fi%

3.2. &S|, &% 501



*web
server

RFER. ii# 1.9.0

B TCP keepalive 2%, fEKR% | (HA, Linux 2.44. NetBSD 54 Fl FreeBSD 9.0-STABLE), AJ
PM#EF keepidle. keepintvl Fl keepent SEGHITECE, 1] AEME— DR NSE, AN EREFIEDT

RGN B R AR
o,

so_keepalive=30m::10

1

B N8R (TCP_KEEPIDLE) W& 30 7380, (REFHRNMIAEIRG (TCP_KEEPINTVL) NRFZEKIA,

HRM$ (TCP__KEEPCNT) BN 10 AR,

mail
% mail { ... }
A —
LT main

TRBLHE PR AR S de e T RIBC E S | RS

max_commands

Added in version 1.7.0.

[E237S max_commands number;
2N max_commands 1000;
X mail, server

REES IR B RRa R, PSRN DoS i IR,

max__errors

[E2FS max_errors number;
2RIA max_errors 5;
EFx mail, server

B R AR R R AN R AT
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protocol
Bk protocol imap | pop3 | smip;
ZRIA —
Hol5"4 server

WERIERSARITNN, XFITE IMAP, POPS F1SMTP,
WRARILEIZES, WA DHRYE 1isten 82 A8 ERIAI4 R 1 B s IIHNY :

imap: 143, 993
pop3: 110, 995
smtp: 25, 587, 465

MIFEARRS A 2B, AT DA --without-mail_imap_module. --without-mail_pop3_module A/l
--without-mail_smtp_module MV AR FH A N B A

resolver
=275 resolver address ... [valid=time] [ipv4=on | off] [ipv6=on | off]
[status_zone=zone];
KIA resolver off;
TR mail, server

FCE M T EERE P i TR AR IR &, ORI INIEAR S5 %, DAURAERER SMTP NI XCLIENT

e, filan:

resolver 127.0.0.53 [::1]:5353; J

Huhk R DS NISA4 80 TP sk, A &R e QNASRTEEm I, WIERR I 53, ZFRARS & PA%E
W&,

BN, Angie fEFHMAR ) TTL EHEFE SR, FIER valid SEAFERE:

valid AIE valid ZENFE R RF 5 HIANE
resolver 127.0.0.53 [::1]:5353 valid=30s; }

BINTEM T, Angie TEMENTIPE SR TPv4 £ IPv6 Hidik,
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ipvd=off 2 1Pv4 HilEI &K,
ipv6=off 2 1Pv6 HilkAYA R,
status_zone Eﬁfﬁ’?‘iﬂl, Eﬂﬂ%’é%lﬁﬁﬁ@éfﬁiﬂ&%

O M
itk DNS 8, ST Y 2 2R EEA MM HEE DNS R4,

0 PR

UFE Docker HIBTTHY, ERAEMNER DNS Irgsasiutt, #lan 127.0.0.11,

resolver__timeout

7227 resolver_timeout time;
RN resolver_timeout 30s;
ETFX mail, server

% E DNS #RIERER I, .

resolver_timeout b5s; J
server

1Bk server { ... }

E /NN —

Y4 mail
WEARS AL E,
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server__name

[F22S server_name name;
ZRIA server_name hostname;
LT mail, server

BB MRS A PRAIE -

o TEWIEH POP3/SMTP RSSe%AEH

o fE SASL CRAM-MD5 &3 uFHARIFER(E A ;

o TEEREF| SMTP E¥miN Y EHLO i, WREH T XCOLIENT i HIfgiE,

WRAfEEZAES, WEHVLIESM hostnames

timeout
Bk timeout time;
LOWN timeout 60s;
EFx mail, server

B AEIT AR IR E 5 v < 7l 68 FH AR I 1]

Google PerfTools

IR EE Google TERE A JAH Angie TAFMRAIPERE DT, ZBIR S TEN Angie TR A RIS,
FRVHATEL IR RN, CPU (A S H MM REASTEAR AT AN WLARR AT A LA R 55 s PR RE.

IR AR, A RERA g, i (A --with-google_perftools_module Fa IR IR

E)EHO

O HE
BREHFEE gperftools &,
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B E B

[google_perftools_profiles /var/log/angie/perftools;

BLE SR A7 /var/log/angie/perftools.<worker PID> S ff,

B

google_ perftools__profiles

Bk google_perftools_profiles X HFAHIEK;
EME —
kR main

REMH T Angie TAERRBRMEREDITE BAICIFZATS, TR ID KMEATARE, HURS
k@, Blan: /var/log/angie/perftools.1234,

WASM #&th

WAMR

YRR S WebAssembly Micro Runtime AL, PABAT WASM 115, FEMlwasm  modules £ R
M2 NREE TIB1 T B4 2

AR ET, ZBHUE SRR, FHEN— 140 angie-nodule-wamr HIIHIZE A HIE L,

B E B

wasm_modules {

wamr_heap_size 16k;

wamr_stack_size 16k;

load fft_transform.wasm id=fft;
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B2

wamr__heap_size

[REEE wamr_heap_size size;
2RIN wamr_heap_size 8k;
EFx wasm__modules

N BRI EHE AN

wamr__global_heap_size

Bk wamr_global_heap_size size;
2RIA wamr_global_heap_size 1m;
ETx wasm_ modules

NEEA WAMR BTN EHE N,

wamr_stack__size

Bk wamr_stack_size size;
ENIN wamr_stack_size 8k;
T wasm__modules

N B RS BIE BAR A )

Wasmtime

BRI TR S Wasmtime 21T IR, PABUT WASM B3, FHMlwasm  modules b NSO T —LE
FiE Tiaf T BgH62,

FERATHRE S, IZARPUR DL g7 R, N — 1440 angie-module-wasmtime HYHIHE
fefit,
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B E B

wasm_modules {

wasmtime_stack_size 8k;

wasmtime_enable_wasi

load fft_transform.wasm id=fft;

B

wasmtime_enable_ wasi

% wasmtime_enable_wasi on | off;
FINE wasmtime_enable_wasi on;
LT wasm__modules

JaFEiZE A WebAssembly System Interface API B, XLt API NFE Angie FIZ1TH) WASM itk

PR T HEAR POSIX 2EI6E,

O ik
AIBAfE load 62 REFFERT Angie APT SIAH4 5,

wasmtime_stack__size

Bk wasmtime_stack_size size;
INE wasmtime_stack_size 8k;
L% wasm__modules

B max wasm_ stack HIEEBENERIEM size, MTIFRHITAIT WASM ARSI AT B A B R HERR 2 [,
BOOMEPLSEEL T Angie HRYEEAR WASM DhE: X EHESFMEFZ ST WASM Bk, DUKECEE

{RENESRERIES N

AT AR AR T IRE, (EAERENS RIGECE M UL RN KT WASM Rk,
RN ET, ZERAEN 38, FEN— 4N angie-module-wasm HYHIZ ML,
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=3t

# X FE A I HAL L T B

load_module modules/ngx_wasm_module.so;

load_module modules/ngx_wasm_core_module.so;

load_module modules/ngx_wasmtime_module.so;

# A AN AR E : https://git.angie.software/web-server/angie-wasm
load_module modules/ngx_http_wasm_host_module.so;

load_module modules/ngx_http_wasm_content_module.so;

load_module modules/ngx_http_wasm_vars_module.so;

events {

wasm_modules {

#use wasmtime;

load ngx_http_handler.wasm id=handler;

load ngx_http_vars.wasm id=vars type=reactor;

}
http {
wasm_var vars "ngx:wasi/var-utils#sum-entry" $rvar $arg_a $arg b $arg_c $arg_d;
server {
listen *:8080;
location / {
return 200 "sum('$arg_a','$arg b','$arg _c','$arg_d')=$rvar\n";
}
location /wasm {
client_max_body_size 20M;
wasm_content handler "ngx:wasi/http-handler-entry#handle-request";
}
}
}
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B

load
[E2FS load file id=id [fs=host_path:guest path]... [api=api]... [type=command | reactor]
EAUN —
EFx wasm__modules

MHEEEL file BRI NHIIEE—A id  COFR) . EMEIIREF, R UERER DA R e n] PASEBIE,

ZIEL HA U NS

fs FVFREVIFENL LR E R, rTEONAFER E R ZIRTEE.
api AT APT 5 B 4% SRR EIXEE AP, USRI I 5Z R

APT (BIRTEREFIN), KAOR[E “REEF| APT” F51%,
BONEOUT, BHATDAVIFETAE APL
type o il D A R ) A T B
o 1f command BT, MLEHSIT—IFEPITIEHBIIRES,
o 1F reactor B T, MIEFARHICIRIIZTT, RFZRREHIIT, XFEF
HNFFER: R AREERR, TR R4 NTEIR,

wasm_modules

BT wasm_modules { ... };
ENN —
B main

—NIRGR G SRt T BCE S B NS H AR E WASM 15, BRI & INE WASM BERAIHE <
FIRC Eis TN E IR B,

B IR

Core  SAGUEERIRSS XMF, MMM Angie BER,
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HTTP &k
HTTP RO HTTP IERFM N A0 E06E, S HTTP RS 2S. EEMES X,
Access EF 1P 1 CIDR & BRI R,
ACME fiEH ACME WM H#FRE SSL k45,
Addition TN B AR 2 BT 2 JE A TIUE X HIARES F B
API RESTful HTTP M, AT LA JSON #&IREE X Web kS5 as M HA I ERNEREE, Bl

Auth Basic
Auth Request
AutoIndex

Browser (E3H)

Charset
DAV
Empty GIF
FastCGI
FLV

Geo

GeolP
gRPC
GunZIP
GZip

GZip Static
Headers
HTTP2
HTTPS
Image Filter
Index

JS

Limit Conn
Limit Req
Log

Map
Memcached
Mirror
MPy

Perl
Prometheus
Proxy
Random Index
ReallP
Referer
Rewrite

SCGI

ETHPZMEBIEAR HTTP 5L,

JEIEASME HTTP ARSS I F I8 RIFATIRANL

HhHRAIER, THRRTIXMH,

BT User-Agent SLAT B S A

M 17 2w L Y B T 46

ffiF WebDAV WHHATARSS 2% BRI S E B,
REE—DNIBER—5 R GIF,

FIE SRR FastCGI RS 8%,

Flash #40 (FLV) SRR U,

¥ TP HuskFEH N PIUE AT B A,

fF MaxMind GeolP ¥4 @IS I E AR 1P il %4,
RS gRPC ARS5 2R

fRIEAE 46 GZip MR, DARE T8 SCERAE 2% P it A S He R 4B I B 0 o
i GZip J7iEE4ENm R PAT & i o

R GZip JTEMSC R4 ERS X

1B 4z 7 Sk 7 B o

fiif HTTP/2 iR,

i HTTP/3 thibEiE R,

BG4,

BLERG [, DA A RERAT (/) BER,

PV RIIRERAC AR, JEIEAE njs (—Ff JavaScript B S FHE) LI NZEE,
R AER (EshER) WEE, DARiidss,

FRAITE SRR, DA 13 B0 2 A5,

BB 1E K H A8 DABRER R IR R, AT I/ 247,
MRAETE S BB A &,

M Memcached ARZS 282NN,

FIE RGN H RS 28

MP4 AR AR UL i

P RIIRERAC AR T, JEIETE Perl &S H LB MIZ 4,

PA Prometheus FAM SRR 25f6bR, DUMERT RIS I,
FIE R AR H A HTTP %548,
REALZEREH A R EARAL (/) RERIIRG [,

5 — MRERS S EIBTHR, A% itk FIgG O,
Referer SLHIGUE,

M URIL B2, HER, LREENEER,

FIE SRR SCGI AR5 A%
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R1-#EEQ

Secure Link
Slice

Split Clients
SSI

SSL

Stub Status (EFFH)

Sub

Upstream
Upstream Probe
UserID

Ol 2 25k, FFRENERREIT; ]I A,

BRI NZADTIENR, DUEEFAE KB RY,

M A/B IR, B22ERM. 5 FHMFTFZE LGS HN S R AR,
SEFERI AR SST (IRSSaRim Bl ) s,

SSL/TLS Ft & PAXLEE HTTPS 1H3K,

PASCAAE AR ML 22 Jm RN I SR ITHEES

TEARSS da i 7 Hh 8 AT A Ry B

Hic B T B8 R R AR S5 28 4.

Bie T RERAR S5 AR L O BRI

RATHIAE I ME—Z& FURFRIRRF cookie, FFIHIREFAI M7,

uWSGI SRR wWSGI RS B
XSLT fif XSLT HFET XML ¥,
AR R
Stream HATIRS 282088, BT L4 453 TCP A1 UDP i,
Access FF IP 1 CIDR JEREIRY 7 R $E i,
Geo 1P Huhk BN TIUE S HAE #E,
GeoIP i H MaxMind GeolP ¥ il HIFE kR 1P il #dfE,
JS PV RRIIRERVACIERESY, IBIITE njs (—Hf JavaScript TSI TFE) LI I,
Limit Conn R EER (EahER) EE, DRkt E,
Log Bo B IE R HAE DABRER G IR VTR,  DUEREAT I F 0504,
Map MR TIE S BB N S A &,

MQTT Preread
Pass

Proxy

RDP Preread
ReallP
Return

Set

Split Clients
SSL

SSL Preread
Upstream

Upstream Probe

M BRI IR Z A, M MQTT 3R ISR bR IR AT AL 1 440
Bo B S B B R LR R E W R T BT

Fic B AP S H A AR S5 25

TEM R B RE Z A, M RDP JEHEHIE cookie,

15— MRS A S 121 THY,  IRBIE P R T
RN I P U AR E(E, AT HE— 2,
WEWUE & (H,

7 A/B IR, 2k, o MEMFZE LA 2 H T ROl ET &,
#E SSL/TLS 1 DTLS ¥,

TERH AR R 2 R, M ClientHello JHEFIEBUEE, MALIE SSL/TLS.
Hic B T R B B AR 55 2R 4.

Hic B TACBRAR S5 #8 4H A fE B
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HR R IR
Mail BB AIRARSS AR IRE
Auth HTTP  FFP S5 RIEAESAIRR RS AERE, B HTTP 1ERENIMNTEARS 45
IMAP X IMAP YIS FE,
POP3 X POP3 WX ISHE,
Proxy Ao E MBI H MRS S,
ReallP A —MMIEARSS 28 EIBT TIN,  IRBIZE - Ui kAT 3 1
SMTP X SMTP WX HE,
SSL % SSL/TLS F StartTLS WHXIZ .

Google PerfTools {&iR

Google PerfTools 5 Google 1ERE T HESEL, T N AR 73 HHIERE 2 HT,

WASM {&thk

WASM B WASM WiRE, PAMEAE Angie 134T WASM 118,
WAMR 5 WebAssembly Micro Runtime 5%,
Wasmtime 5 Wasmtime BT Ko

322 PHETE

HTTP &1k il CEES

$acme_cert _key <name>

$acme__cert _<name>
Sancient _browser
Sangie__version Sangie__version
$arg <name>
Sargs
$binary__remote__addr $binary__remote__addr
$body__bytes__sent

Sbytes _received
$bytes_sent $bytes_sent
$connection $connection
$connection_requests

$connection time

2
X
b
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R2-&EW

HTTP &R

ARR

$connections active
$connections_reading
$connections__writing
$connections__waiting
$content_length
$content_type
$cookie  <name>
$date local
$date__gmit
$document root
$document uri
$fastcgi__script_name
$fastcgi__path__info
$gzip__ratio

$host

$hostname

Shttp2

Shttps

Shttp  <name>
Shttps
Sinvalid_referer
$is_args

$limit _conn_ status
S$limit_rate
$limit_req status
$memcached_key

$modern_ browser

$msec

$msie

$p8s_walue

$pid

$pipe
$proxy__add_x_forwarded_ for
$Sproxy _host

$proxy__port

$proxy__protocol _addr
$proxy__protocol_port

$proxy protocol _server _addr

S$hostname

$limit _conn _status

$maqtt_preread_clientid
$mqtt__preread__username

$msec

$pid

$protocol
$proxy__protocol _addr
$proxy__protocol_port

$proxy_protocol__server__addr

ZTn
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R2-&EW

HTTP &R

ARR

$proxy_protocol__server _port
$proxy__protocol tly_<name>
$Squery_string

$quic__connection

$realip _remote__addr
$realip _remote port
$realpath__root
$remote _addr
$remote__port
$remote_user
Srequest
$request__body
$request_body_ file
$request__completion
$request_filename
Srequest_id
Srequest__length
$request _method
Srequest__time
$request__uri

$scheme

$secure link
$secure_link _expires
$sent__http <name>
$sent trailer <name>
$server addr

$server name
$server__port

$server _protocol

$slice__range
$ssl__alpn__protocol
$ssl__cipher
$ssl__ciphers

$ssl_client__escaped_ cert

$ssl_client_ fingerprint
$ssl_client i dn
$ssl__client_1_dn__legacy

$ssl_client_raw cert

Sproxy_protocol__server _port

$proxy_protocol tlhy_<name>

$rdp__cookie, $rdp _cookie <name>
$realip__remote__addr

$realip__remote__port

$remote addr

$remote__port

$server addr
$server_port

$session time
$ssl__alpn__protocol
$ssl__cipher
$ssl__ciphers
$ssl_client cert
$ssl__client_fingerprint

$ssl_client i dn

$ssl_client _raw cert

ZTn
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R2-&EW

HTTP &R

ARR

$ssl_client s dn
$ssl_client_s_dn__legacy
$ssl_client serial
$ssl_client v _end
$ssl_client v remain
$ssl_client v start
$ssl_client_verify
$sslcurve

$ssl_curves

$ssl_early data

$ssl__protocol
$ssl_server name
$ssl_server__cert_type
$sslsession id
$ssl_session  reused
$status
$time__is08601
$time_ local
$tepinfo_ rit,
$tepinfo__snd__cwnd, $tepinfo _rcv_space
Suid__got

Suid reset

$uid  set

Supstream__addr

$tepinfo_rttvar,

Supstream__bytes__received
Supstream__bytes sent
$upst7“eam7 cache_ status
Supstream_connect time

Supstream__cookie <name>

Supstream__header _time
Supstream,__http <name>
Supstream__probe (PRO)
Supstream__probe_body (PRO)

Supstream__response__length

Supstream__response_time

$ssl_client s dn

$sslclient serial
$ssl_client v _end
$ssl_client v _remain
$ssl_client v start
$ssl__client__verify
$ssl_curve

$ssl_curves

$ssl_early data
$ssl_preread__alpn__protocols
$ssl_preread__protocol
$ssl_preread__server _name
$ssl_protocol

$ssl_server mame
$ssl_server__cert_type
$sslsession id
$ssl_session reused
$status

$time__is08601

S$time_ local

Supstream__addr
Supstream__bytes__received
Supstream__bytes sent

Supstream_connect time

Supstream__first_byte_time

Supstream__probe (PRO)

Supstream__probe__response (PRO)

Supstream__session_time <name>

ZTn
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R2-#EEQ
HTTP &R ARR
Supstream__status
$upst7’eam75tickyfstatus $upstreamistickyistatus

Supstream__trailer <name>
Supstream__queue__time

Suri

AT A https://angie.ws/en/ BIFETEREARSS, PROESIHS MELOMAER:

3.2.3 BREihE Angie IEXTILE

AT DAUEIE BAT TR R RERZ AR SS https://angie.ws /en/ PIRVIRITA Angie F5LMZREIISY, MIILTIE
Wl FHRR, BRI TN RS, R AP T

HTTP fifiE<

L core settings FNHTTP modules NHFEER /h/ #iZ (Bl http 485 ),
— LRI

e listen: https://angie.ws/en/h/listen

e server: https://angie.ws/en/h/server

e worker_connections: https://angie.ws/en/h/worker connections

F%,

0 #i

Upstream t&HH W server $ALT https://angie.ws/en/hu/servero

HTTP LiE<S

1E Upstream BERPEFESMHEH /hu/ 78K (B http upstream S ), 1l:
o keepalive _requests: https://angie.ws/en/hu/keepalive_requests
o keepalive time: https://angie.ws/en/hu/keepalive time
o keepalive timeout: https://angie.ws/en/hu/keepalive timeout
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nEL

£ Stream BRHPHIFESMER /s/ B (B stream M4E5):
o listen: https://angie.ws/en/s/listen
e map: https://angie.ws/en/s/map
o server: https://angie.ws/en/s/server

0 it

Upstream FEH ] server #82ALT https://angie.ws/en/su/server,

wLIFES

1E Upstream FRARIFESAER /su/ HiZK (Bl stream upstream 45 :
o upstream: https://angie.ws/en/su/upstream
o server: https://angie.ws/en/su/server
o state (PRO): https://angie.ws/en/su/state

F%,

x

i

A5 B A R Y AT 57T 5o
HTTP Z& (/b/ Bi%):

o Sangie_version: https://angie.ws/en/h/\protect\TU\textdollarangie version

o Supstream__status: https://angie.ws/en/h/\protect\TU\textdollarupstream__ status
nEs (/s/ 7% :

o Sangie_version: https://angie.ws/en/s/\protect\TU\textdollarangie version

o Supstream__session__time__<name>:  https://angie.ws/en/s/\protect\TU\textdollarupstream__

session_ time

X F HAFEE R, U $http_<HEADER> BX $cookie_<NAME>, TH{HM NEIZLZAIMIATLR: https://angie.
ws/en/h/\protect\ TU\textdollarhttp,
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https://angie.ws/en/s/\protect \TU\textdollar upstream_session_time
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9'.
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HibE=

R AT A T Hepth 2

HEFBE

HAERE
BBk A

Fi &

e

FiL B S BT IR
s I B 4
=S
TERAFR R IMIX
I HE

K AR S5 45
HTTPS FlE
HTTPS 1k
B TP 1 HTTPS
HTTP &1
it
fLEEE

H &0

77 g
[GEZIACS

REAE
RELE URL
i

IR

21T CLI I

55 T+ 4%
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https://angie.ws/en/certificate_chaining
https://angie.ws/en/combined_locations
https://angie.ws/en/compact_server
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https://angie.ws/en/configfile_reloading
https://angie.ws/en/control_config_change
https://angie.ws/en/control_signals
https://angie.ws/en/cyclic_memory_buffer
https://angie.ws/en/debug_logging
https://angie.ws/en/dummy_server
https://angie.ws/en/https_configuration
https://angie.ws/en/https_optimization
https://angie.ws/en/https_separate_ips
https://angie.ws/en/http_sessions
https://angie.ws/en/inheritance
https://angie.ws/en/load_balancing
https://angie.ws/en/location_redirect
https://angie.ws/en/log_rotation
https://angie.ws/en/methods_use
https://angie.ws/en/named_location
https://angie.ws/en/paths
https://angie.ws/en/pick_location
https://angie.ws/en/proxy_pass_uri
https://angie.ws/en/proxying
https://angie.ws/en/request_processing
https://angie.ws/en/runtime_cli_options
https://angie.ws/en/service_upgrade
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o« SNI (JIR55as44FRfER)
o JRRGERE

o SSL FHIR{URS

o MATH

. 1HTA

e Syslog Hi&

o FEFUUIRSS dvides®

e WebSocket {CHH

3.3 R{FiEM

AL TR T A RECE Angie FIRFE T HEIEI UL,

3.3.1 n{a M\ nginx T3 E Angie

NARIEIETEM nginx VIS Angie, 288! BATEMES T —fEm,

BER, ZIEMENKE Angie WAGERANEARZ 7 R E S ESIN, WREEFELH ref: A28
<docker _images>., FERMW. BHENIIZE ref: B <install-dynamicmodules>, &I EM N HIEITIA

%,
=% Angie

FBATVEER AT CEFRE FREE; ESRERERFENZEETAAZEE Angie, (BIELPRIES]
ZHiEE L, MR, 1817 sudo angie -V AR —VIIEH :

$ sudo angie -V

Angie version: Angie/1.9.0
nginx version: nginx/1.27.4

built by gcc 11.4.0

configure arguments: --prefix=/etc/angie --conf-path=/etc/angie/angie.conf ...

BN HFTR, 2 Angie WERIFEZ23ER], BUE (LT /etc/angie/ o
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E# Angie 0B

Angie JAH FEMNEW nginx Bl E TR/ NIEHL,
1. BB nginx BB EHIF] /etc/angie/:

[$ sudo rsync -a --no-links /etc/nginx/ /etc/angie/

AU nginx K HECEFHELE /etc/nginx/ F; WREMBIZAE, HEESE,
2. 1% Angie HHEERY /7 N E 4 THLE XM

[$ sudo mv /etc/angie/nginx.conf /etc/angie/angie.conf

3. EHEAD Angie FLEFPRIIE, MERCEXAITME, ATTRIE nginx B2 AMARAH, HE
DT R AN

fEFEFA] /etc/nginx/ FHinclude B&1Z:

# include /etc/nginz/conf.d/*.conf;

# include /etc/nginz/default.d/*.conf;
# include /etc/nginz/http.d/*.conf;

# include /etc/nginz/stream.d/*.conf;
include /etc/angie/conf.d/*.conf;
include /etc/angie/default.d/*.conf;
include /etc/angie/http.d/*.conf;

include /etc/angie/stream.d/*.conf;

# include /etc/nginz/sites-enabled/*;

include /etc/angie/sites-enabled/*;

# include /etc/nginz/modules—enabled/*;

include /etc/angie/modules-enabled/*;

# include /etc/nginz/mime.types;

include /etc/angie/mime.types;

XF Angie HERREBREREE N PID XAF:

# pid /var/run/nginc.pid;
# -— B --

# pid /run/nginz.pid;

pid /run/angie.pid;

B&Ja, Vil HE MR HE:

# access_log /var/log/nginz/access.log;

access_log /var/log/angie/access.log;

3.3. #1EiEm 521



*web
server

RFER. ii# 1.9.0

{# error_log /var/log/nginz/error.log;

error_log /var/log/angie/error.log;

FE#EH

NERFEHIZEML sites-enabled/ HYHSFRE ST, HEHE:

# include /etc/nginz/sites—enabled/*;

include /etc/angie/sites-enabled/*;

BERR, EHOEE /etc/angie/sites—enabled/ FHIRFSHERE DA HE T4,
HIH R AL NS, filan:

$ 1s -1 /etc/nginx/sites-enabled/

default -> /etc/nginx/sites-available/default

TERENERRAE; X, B2 /etc/nginx/sites-available/,

WRIEZ AT AR ENEHE] /etc/angie/ T, BEEHIEN]:

‘$ sudo rsync -a /etc/nginx/sites-available/ /etc/angie/sites-available/

e, BERIEEMTSHER:

$ sudo 1n -s /etc/angie/sites-available/default \
/etc/angie/sites-enabled/default

SRR

BRI ZAEFTATE nginx BCEF SIS Angie XS, Fl0:

$ sudo nginx -T | grep load_module

load_module modules/ngx_http_geoip2_module.so;

load_module modules/ngx_stream_geoip2_module.so;

X BTHRELEL angie-module-geoip2 MR, FHEE,
AMRRATH T PR S sh S E -
/usr/share/nginx/modules/

WHIEIL /usr/share/nginx/modules/ ELE AR, HHEKIE:

3.3. RiEfe@m
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# s SR, E S5 W /usr/share/doc/nginz/README. dynamic.

# include /usr/share/nginz/modules/*.conf;

include /usr/share/angie/modules/*.conf;

TR, SHRELRECE S

‘$ sudo rsync -a /usr/share/nginx/modules/ /usr/share/angie/modules/

w&JE, BREN R load module HiZ:

# load_module "/usr/1i1b64/nginz/modules/ngx_http_geoip2 module.so";
load_module "/usr/lib64/angie/modules/ngx_http_geoip2_module.so";

/etc/nginx/modules-enabled/

WERMEH /etc/nginx/modules-enabled/ HIRRELZENAMBIHE, 15 HEHELR:

# include /etc/nginz/modules—enabled/*.conf;

include /etc/angie/modules-enabled/*.conf;

BRR, EHHOIEE /etc/angie/modules—enabled/ RIFFS8ERE DA H TIE,
Hl|H R GAE R B S, oA :

$ 1s -1 /etc/nginx/modules-enabled/

mod-http-geoip2.conf -> /usr/share/nginx/modules-available/mod-http-geoip2.conf

ERENEMIE; fFIXE, B /usr/share/nginx/modules-available/

K EMERIF] /usr/share/angie/ B

‘$ sudo rsync -a /usr/share/nginx/modules-available/ /usr/share/angie/modules-available/

wa, EHARGNMTSHEHE:

$ sudo 1n -s /usr/share/angie/modules-available/mod-http-geoip2.conf \
/etc/angie/modules-enabled/mod-http-geoip2.conf

REZR (k)

W root 525 I HFKEIEMLL /usr/share/nginx/html/ 1Y, &0 PLKHEKNHEA Angie,
S ERHEH Angie BLEFH root IXE:

$ sudo rsync -a /usr/share/nginx/html/ /usr/share/angie/html/
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# root /usr/share/nginz/html;

root /usr/share/angie/html;

RAPf4E (eIE)

BIRA] AR E user 1822, (EIERTDAFER Angie BYHHIK P DAIRISEE 2 R G,
FH Angie BLEHMY user RHE:

# user www-data www-data;

user angie angie;

BRR, HM* i ¢ BRI A#, ©45 /usr/share/angie/ NI, Bil4N:

$ sudo chown -R angie:angie /etc/angie/

$ sudo chown -R angie:angie /usr/share/angie/

QISR Angie FLEE X T root 5%, BE BN HXIFTEH, Hlan:

‘$ sudo chown -R angie:angie /var/www/html/

BY

NTHRREEABRINEMNE, EHFFBE Angie BLETFIARAT nginx HI:

$ grep -rn --include='*.conf' 'nginx' /etc/angie/

i 5 i

PEARET T Angie BLE, T RIIEHIEZR AR Angie SEhR ERTDUERE, REHUTYHL, N
Angie 275 A] DUBTT EHTHIACE :

$ sudo angie -t

AL B IR &R 1L Angie EBHIRIE; BE AL EHIET,
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=1k nginx, J{3j Angie

N T RHALHUN I FER AR, TEEF 1L nginx JEIZHVEE] Ange:

[$ sudo systemctl stop nginx && sudo systemctl start angie

AliEsh, JEM Angie IS5 MEREREENE:

‘$ sudo systemctl enable angie

IR SER! WU, [EIRME,
#H nginx

Ja, HEEWHE Angie IBITIRAIN, TR SEIZ nginx DUBTIPSR,

3
ZE/D IR DA RS -

$ sudo systemctl disable nginx

ECE Angie FiSMIIRE

A DMRAEIEE TR R AR AR, AN 2AE]E—, BLE 2 Angie fl Angic PRO f£ nginx Z
AR BERIT AT RENE?

3.3.2 ACME E¢&

Angie FRIACME HEHEERIEIS ACME F1Y BEMREUES, ACME MMGZRAAMIEIGIETT % (HAh
“BAIE); WEIRSSILT HTTP 35Uk, DNS $olE FES T3 FAY5GIE, T8 B E IMBIRSS .

RELR

JE REFE R A H R 3R

o fE:samp:‘http PHECE ACME %P, M acme client 165, 18EME—RIE P imA PRI
=%k, FIDAECE Z 1D ACME % F i,

o FEREWERIEFNIN: X TEMEHHaocme B server oA server name T8 FIHMTE I, ¥
ME—NE—EIES, fEAE— ACME &,

o BEFEREIN ACME Ml : 20 FRIESRATA U2 TRH, BB R R SR IE T %
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Fik =3k E$
HTTP $&1iF FEX ACME RS 2RIFEEIER (Bl A FHARCAFIE .
V) AEH MR, FRVFIA 2 3B0IE 15,
Angie IRZSHHT 80 Uit AL
DNS %k TEAHRE ACME IRSSHEVFEE SRR 2 BA1E R IR+,

DNS #if] ([E),
TEREMSEEX DNS K%,
Angie ik %5 &% & 7 FF
acme__dns_port B2 EMN
i 1 GBRIAGZ 53)6

BT FHRIE SRS —MMEARSS, Angle 52 SCHRAUR ZATERLATIE S,
IR
2 AN R S5 L BRSNS DNS B
HTTP AR35 8%
AMER DNS 8% HTTP ARSS 2SIk
5 _EIRHHR = TR,

o ERAIGANIESMEPINCE SSL: IEBMEHIE VL & AT H, Al DU T E B3 ssl certificate
Flssl_certificate_keyo

B SSL KB, 1ES Wiref:ssl_configo

SIS

B EHMIET DA PEM 4if fZEfEH --http-acme-client-path MEIETE &R H &M 7 H %

$ 1s /var/lib/angie/acme/example/

account.key certificate.pem private.key

ACME %R EAE CA IRS5a: LA —1IKS, MR (account.key) MEATHEH, WNREAEH, N
TERBIIN AR, &P i IS CA IRS5as LIEMNZIK S,

0 #i

WMREEEE—DNIKESEH, BEFPmNTFHRFREE, MEEBHINERZKS, 555, A
- acme_client Y account_key SEFEEZEH,

& FmIEE ] — D IR E Y (private.key) HITIEHREAIER (CSR) . HRFE, WHQIE
Ho 1EEBIN, P miEid 4 H AR HER FrE R CSR IEKRIEHE] CA R554s.

CA IR LR HTTP B DNS Kol SREGUEIFT AR HWURUES, ZIEBIRIEEAM (certificate. pem)s

GURETANIR, —MEBMER— ACME FHmEMHNTAN, FrAEESRrIYIRA] eI 28
FHAIE (SAN) FEHikE], ZELRPRE]FE:
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‘$ openssl x509 -in certificate.pem -noout -text | grep -A5 "Subject Alternative Name"

]

MUER R R s R RN, B URTESHTY CSR, CA IRSSESAEMURHIEH 2 7 & E R A

o

EhC & f FREEYIE B R H N N M H A8 T AT R ESacme cert <name>
M $acme cert _key <name> Yibl CATTHERME N XN, B 5 ssl_certificate Flssl_certificate_key

F i, Blan:

server {

listen 443 ssl;

sServer_name example.com www.example.com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

HTTP I8iF

R UE2 BN, R &2 ACME RS54, TEWEEKSG, ML /. well-known/acme-challenge/
<TOKEN> JEId HTTP M2Rk L2 . ACME b B a2 E A FR I 2RiF Rk, MIREIH A IEFNE

AT RN, ACME ARZ5 25 iiA ST A 1L

B E B

FEHREIF, 48 example B ACME & i E H example.com Fl www.example.com FJIEH (EEE,

HTTP JiEAZRHEEAT) :

http {
resolver 127.0.0.53; # acme_clientds4 fr &
acme_client example https://acme-v02.api.letsencrypt.org/directory;
server {
listen 80; # F f L T 1 [Fl W 'server'H W
# BA A B &

# NEELH

listen 443 ssl;

server_name example.com www.example.com;
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acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

J

GNEGRTR, 80 i AT ALLEER B ACME W HTTP [EA, A1, ARGIFTR, B i listen
152 P DUBEBAE — D BIRE server BRAP, IRREFAER RS IIE SRR, ATDIOIE — MR T ACME
[ET AR HTER:

server {

listen 80;
return 444; # LW, HHEXH
}

J

N LIXFEAE R SRR R RS BRI B R IRSS a8 B rewrite Fllocation FE2 Z HITHEEL
X /.well-known/acme-challenge/<TOKEN> FYIENK, N5 <TOKEN> AU(E S 4 E IR FUSHE LA, T
SEFRRFEGE R, AEBUTERVIR; BEHTEREITE K,

DNS I&iiE
RUER B AACERR, fEARFEIEFIE R, ACME MRS #A IEFERIERIAY _acme-challenge. FHUT
Rk DNS &) . — BIREIHUHINE R, ACME IRS5 2SS A AL,

ACME i H 3 RERFIAL BRI TE R, ATfE 2R DNS IR EIEWACE, ¥ Angie IRFBIEEN
_acme-challenge. TR A FRARSS 75

flan, ZEA 1P Hilik 93.184.215.14 Y Angie ARG5S ZREUER example. com, EMYIEH DNS BLE N
S FIRR:

IN
IN

NS
A

_acme-challenge.example.com. 60 ns.example.com.

ns.example.com. 60 93.184.215.14

AL E R DNS i@ Z4E4, _acme-challenge.example.com £ ns.example. com, ffiffA] DUEITE 1P b
3k (93.184.215.14) /j[A] ns.example. com,

T EARVFERIEEFHES, BIUTEZE «. example. com FETE EHFHAFR (SAN) R, ZEBHH
ERENFHEAVIER, B0 :samp:www. ezample.com, FEAFER _EIR T BAMIGIEZ 715,

A EE
M7 SR IS A PEAEAR R AR L HR T-5RY DNS R BERTHYRE ST, FELEAR AERT A R VF KA E,
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B E B

ZELEERE S — YRR RGN, EF HTITP REIRE; MR, fEaeme client 1ELHIRE

challenge=dns,

TEHREIF, 479 example B ACME & Ui B example.com 1 *.example.com FYIES:

http {

resolver 127.0.0.53;

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

server_name exa.mple .com *. example .com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

ETHFHRIE

SR ERR, IR EMIMISE T, ACME IREePITIRED TTP 5UE 8 DONS 5iE, {HAZ
BH#5 Angie RS HE, TS H Angie RSB T (acme_hook) EHRIINTIRSS HATIBG, %
ARSSECE T — D) DNS 88 HTTP RS %%, ACME RS #EH P LIEIERK,

—H ACME AR55#8 MBCE N DNS 3¢ HTTP ARSGSAUINEITHHAmMA, ARG AL,

MTEELE ACME MR HUTIERSLITIE, Angie SVAFAMBARSS. & RFNEHEIEIL U fastegi pass.
scgi_pass FIELRIEF| FastCGL, SCGI R LIIRSS A5

SRS AURE] 2xx IRASW, AIPUEIE Status Sk&RIX, (EMHAMCRDECR AN ERTR, IEPLLIT Rt
{1k MR S5 HOH e 2 R

BB Rl
FEIRHIH, ACME &' example BCE AMEHET DNS MIIRIE, J@Iid acme_client IHSHI
challenge=dns SR,

— server &M T AT example. com AT (4, *. example. com), il ACME % F'¥ifi example
KEFIEH, W acme $ELATHEE,

—DNZH] location B E DIACFHAMNIIRSS ) DNS $UFMH, acme_hook 6 KRS #85 ACME
%l example JEH%, 1EKIEIL fastcgi_pass HEIEBITE 9000 i [ HYAM FastCGI ARSS 2%,
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fastcgi_param f§ K AKX ACME &/, 4, PRECEAL, I, SRR R L840 SN

%O

acme_client example https://acme-v02.api.letsencrypt.org/directory

challenge=dns;

server {

listen 80;

server_name *. example .com;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

location @acme_hook_location {
acme_hook example;
fastcgi_pass localhost:9000;
fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_HOOK $acme_hook_name;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;
fastcgi_param ACME_DOMAIN $acme_hook_domain;
fastcgi_param ACME_TOKEN $acme_hook_token;

fastcgi_param ACME_KEYAUTH $acme_hook_keyauth;

include fastcgi.conf;

PATNHY Perl BIATE/R T — MA BRRIAMTE FastCGI RS :

#!/usr/bin/perl

use strict; use warnings;

use FCGI;

my $socket = FCGI::OpenSocket(":9000", 5);
my $request = FCGI::Request(\*STDIN, \*STDOUT, \*STDERR, \/ENV, $socket);

while ($request->Accept() >= 0) {

print "\r\n";

my $client = $ENV{ACME_CLIENT};
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my $hook = $ENV{ACME_HOOK} ;

my $challenge = $ENV{ACME_CHALLENGE};
my $domain = $ENV{ACME_DOMAIN};
my $token = $ENV{ACME_TOKEN};

my $keyauth =  $ENV{ACME_KEYAUTH};

if ($hook eq 'add') {

DNS_set_TXT_record("_acme-challenge.$domain.", $keyauth);

} elsif ($hook eq 'remove') {

DNS_clear_TXT_record("_acme-challenge.$domain.") ;

i

FCGI::CloseSocket ($socket);

IXHH) DNS_set_TXT_record() Fl DNS_clear_TXT_record() @& TESME DNS ARS8 HIEC E H
INIIAIMNER TXT iEsRAVEREL, ACME IRFSHSETIMIXEILR, XEIDFOMEEH Angie ARG aRTEML
IEEE, DAARVFRINRIE, JMUT DNS Soik FRRE AR IR, HSRDRERY BARSCERA il th T A S AIYE
FEl; folgn, el DUBIEIESR URI LSS5

location @acme_hook_location {

acme_hook example uri=/acme_hook/$acme_hook_name?domain=$acme_hook_domain&key=$acme_hook_

—keyauth;
fastcgi_pass localhost:9000;
fastcgi_param REQUEST_URI $request_uri;
fastcgi_param ACME_CLIENT $acme_hook_client;
fastcgi_param ACME_CHALLENGE $acme_hook_challenge;

fastcgi_param ACME_TOKEN $acme_hook_token;

include fastcgi.conf;
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M certbot 32

AERAE Z R certbot M Let’s Encrypt REURIS21T SSL IEFBFHHFH nginx, IR NS BITREE
i ACME #&5t,

(RRIBE A e AT e FH DA e HC B IE 3

$ sudo certbot --nginx -d example.com -d www.example.com

certbot HENOIEIBLEIEH AL T /etc/nginx/sites—available/example.conf, FHEERKAEUT:

server {

listen 80;
server_name example.com www.example.com;

return 301 https://$host$request_uri;

}
server {
listen 443 ssl;
server_name example.com www.example.com;
root /var/www/example;
index index.html;
ssl_certificate /etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/example.com/privkey.pem;
include /etc/letsencrypt/options-ssl-nginx.conf;
ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem;
location / {
try_files $uri $uri/ =404;
}
}

1 _EHEIRREIR, R BRI TIE M, RIBERE A RLF, #H ACME SEECE 1T TP 56F
BLDNS $:iF,

RN Angie BLE PTREGN FA7R:

http {

resolver 127.0.0.53;

acme_client example https://acme-v02.api.letsencrypt.org/directory;

server {
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listen 80;
return 444;

server {

listen 443 ssl;

server_name example.com Www.example.com;

root /var/www/example;

index index.html;

acme example;

ssl_certificate $acme_cert_example;

ssl_certificate_key $acme_cert_key_example;

location / {

try_files $uri $uri/ =404;

IR A TN E -

[$ sudo

kill -HUP $(cat /run/angie.pid)

—HHE BSRIRIE, &R DUHER certbot IEH,

Bk certbot:

HARAEEEAMT M, w] DOEFESA s 2

$ sudo

sudo

sudo

sudo

sudo

¥ &

sudo

rm -rf /etc/letsencrypt

systemctl stop certbot.timer
systemctl disable certbot.timer
H -

rm /etc/cron.d/certbot

apt remove certbot
% —-

dnf remove certbot
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3.3.3 INfaixE ModSecurity IR

TEZEET ModSecurity B2 J5, EFREATAINTILE,

1. FEEAECE R load module Y825 F BLZ23ER 5L

Listing 1: /etc/angie/angie.conf

[1oad_module modules/ngx_http_modsecurity_module.so; }

2. EIEMM_E XA modsecurity Al modsecurity_rules_file 8%, filUll server:

Listing 2: /etc/angie/http.d/default.conf

server {
modsecurity 8
modsecurity_rules_file /etc/angie/modsecurity/rules.conf;

# ...

3. ¥ OWASP ModSecurity Core Rule Set (CRS) E#filF] /var/lib/angie/modsecurity/:

$ cd /var/lib/angie/modsecurity/
$ sudo git clone -b v4.1.0 https://github.com/coreruleset/coreruleset

O s

EXEEREHFHAMRA S https://github.com/coreruleset /coreruleset /releases

4. RO H S, SfilR/NMAER) ModSecurity FLERH:

e R

$ sudo cp coreruleset/crs-setup.conf.example coreruleset/crs-setup.conf

$ sudo cp coreruleset/rules/REQUEST-900-EXCLUSION-RULES-BEFORE-CRS.conf.example \
coreruleset/rules/REQUEST-900-EXCLUSION-RULES-BEFORE-CRS. conf

$ sudo cp coreruleset/rules/RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf.example \
coreruleset/rules/RESPONSE-999-EXCLUSION-RULES-AFTER-CRS. conf

5. 1€ /etc/angie/modsecurity/rules.conf HEIHFRELAR Include ¥5%:

Include /var/lib/angie/modsecurity/coreruleset/crs-setup.conf

Include /var/lib/angie/modsecurity/coreruleset/rules/*.conf

6. BEHINE Angie FCE AN FHHEIK:

$ sudo angie -t && sudo service angie reload
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3.3.4 SSL &

ZRCE HTTPS i55as, AU Eserver REVIRITEREY LM ssl 28, I HRZEEERFHIEB RN
HRIRIE

server {
listen 443 ssl;
server_name WWw.example.com;
ssl_certificate WWW.example.com.crt;

ssl_certificate_key www.example.com.key;
ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: '!'aNULL: !MD5;

J

MRS EFUEF R — D RHIUR, ERRIEAFMERIIRFHNE P, AR D RESUE, NAFIEE
VITRSZIRAISCAE A (BB Angie AYTREREA] 2, RV AT DASIEBAERETER] — DS,

ssl_certificate www.example.com.cert; }

ssl_certificate_key www.example.com.cert;

FEIXMIEOLT, ARV AR B A2 2R, BIEIEB S A EE — P, AAIEpakikeS
B i

$6%ssl_protocols Mssl_ciphers Al FTIRGERE, (NS SSL/TLS HISRRAF %1, BRIATEM T, Angie
M

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH:'!aNULL: !MD5;

Fit, EEATRZREEEN],

HTTPS R38R 1L

SSL #/EIHFEMYMY CPU B, EZMMERRARS L, NIBTTZ MNworker processes, ¥EARED Tl H
f CPU #0038 &FE CPU RU#RIERZ SSL #BF. BB MR P imA X R ERE AW IE: B
A keepalive 4%, TR —MNMERAIXEZMER, F_AMEEM SSL 16558, DUBRIHITGEELE
BN SSL 18 F. SIE1FEMEE—Hssl session  cache TESHLBERLE SSL £1E5EFH, 1MB BIEIEKR
21 4000 DiE, BINEFBINH 5 %8, ATLMER sl session timeout F82HM, PLRE—NE
XEA 10MB £E2XTERFENZRAGIHIRCE R A :

worker_processes auto;

http {
ssl_session_cache shared:SSL:10m;

ssl_session_timeout 10m;
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server {
listen 443
server_name WWW

keepalive_timeout  70;

ssl_certificate WWW.

ssl_certificate_key www.

ssl;

.example.com;

example.com.crt;

example.com.key;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers HIGH: !'aNULL: !MD5;

5

LT SR AT RE 200 RN IE B AU B HNE R H &, mHAN A TN =, K2R A

WU 7 — /N RNE AR E B R SS SR UE+S, i RIEFH AR MR E

I3 R BRI A2 EAEIE

FAHIRNER S, EXMERT, DRHGTREE 7 —HEES, XEIEHN 52 HIRSS a3 e+ &

RTE—td, IRSS SR IEH e & A A TR IE B 2 71 :

$ cat www.example.com.crt bundle.crt > www.example.com.chained.crt

AR SR S sl certificate 82 —EE T :

server {
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate WwWw.example.com.chained.crt;

ssl_certificate_key www.example.com.key;

ANERARSS AR IEBARGRIE BRI EZ IR, Angie HAERIIFERERER:

SSL__ CTX__use_ PrivateKey_ file(” ... /www.example.com.key”) failed
(SSL: error:0B080074:x509 certificate routines: X509 _check private key:key values

mismatch)

H Angie ZHAMFIRZRIEH RIS — MEFB AR A IET R ERRLH,

T ERIE R 2 AAE NS R B2 EEN BRI R RES, KSR R R s al sE C A T
RIFRRRES, FFHAREN SN AR EXRERINBANIEBIRHE S, O THRIRSS a8 R 2B HE8E, o]

PAM#EF openssl @17 LHE,

$ openssl s_client -connect www.godaddy.com:443

i 4

0 s:/C=US/ST=Arizona/L=Scottsdale/1.3.6.1.4.1.311.60.2.1.3=US
/1.3.6.1.4.1.311.60.2.1.2=AZ/0=GoDaddy.com, Inc

/0U=MIS Department/CN=www.GoDaddy.com
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/serialNumber=0796928-7/2.5.4.15=V1.0, Clause 5. (b)
i:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
1 s:/C=US/ST=Arizona/L=Scottsdale/0=GoDaddy.com, Inc.
/0U=http://certificates.godaddy.com/repository
/CN=Go Daddy Secure Certification Authority
/serialNumber=07969287
i:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
2 s:/C=US/0=The Go Daddy Group, Inc.
/0U=Go Daddy Class 2 Certification Authority
i:/L=ValiCert Validation Network/0O=ValiCert, Inc.
/0U=ValiCert Class 2 Policy Validation Authority

/CN=http://www.valicert.com//emailAddress=info@valicert.com

52 5]
ERRHSNT MIXACER, EENEEEE -servername 1E, RN openssl BRINAMER SNIL,

TERXMIFH, www.GoDaddy.com ARFG#IUET #0 FEE (7s”) H—MMEHE (7i7) &8, ZmEHE
AEBUEH #1 WEH, ZEPHE—MIEESE, ZMEKERGBIEP #2 T8, ZMA & B4
MA#HE ValiCert, Inc. %38, HIE B EAEN TSN EIEBEAH,

WERIEAHBIMERINGE, JARFEHIED #0 HXExR,

BAHTTP/HTTPS PR%3E

Al DABCE — D FEIACFE HT'TP 1 HTTPS 1R A IRSS 28 :

server {
listen 80;
listen 443 ssl;
server_name WWW.example.com;
ssl_certificate WWW.example.com.crt;

ssl_certificate_key www.example.com.key;

3.3. #1EiEm 537




*web
server
BPiER, R4 1.9.0

BT 2389 HTTPS fR5528

FCEMN DS Z MERA TP Mtk BT HTTPS MRSy, = HBLHE WA :

server {
listen 443 ssl;
server_name WWW . example . com;

ssl_certificate www.example.com.crt;

#..

}

server {
listen 443 ssl;
server_name WWW.example.org;

ssl_certificate www.example.org.crt;

J

LA E, W8 PEREIEOARSSSSHNES, B www.ezample.com , TERTHKRIIIRF a4 FZH 20
XIEH SSL HSATMIERAT, SSL EREAEN A& 1L HTTP K ZATEN, 1M Angie FHARIEERE
fRo5as Bk, ik, ©HRERAEBIARSSERATIES,

ORI PR A B o H AR 7T TR 2 D HTTPS RSG5 as 0B — ML) 1P ik

server {
listen 192.168.1.1:443 ssl;
server_name www.example.com;

ssl_certificate www.example.com.crt;

#..

}

server {
listen 192.168.1.2:443 ssl;
server_name www.example.org;

ssl_certificate www.example.org.crt;

RRS1 &8 SSL iE$H

A HARTT 50 DHE 2 HTTPS IRS5 a2 RIF = —A 1P itttk 2810, EANT#A 25 B BBk — M52
1L SubjectAltName IEFHFERHPHEZ NEIRANIES, BIUN wwv. example. com Fl www.example.org
o {HJE, SubjectAltName FEXMIKEEHEIRA,

55— Kb 7 R B AT FRITIE S, 141 * . example . org, JAELAFIEBARAPHEEINATE T, HAUR
ﬂ:—‘ﬁ\QQ%UOﬁZﬁE43EE@EWww.example.org,ﬂiz:ggﬁﬂexample.orgﬂ{lwww.sub.example.orgotiﬁﬁﬁ$fi
IEWAT UGS ER . IEF AT DATE SubjectAltName FBH L EFEHAAARFNERCAT 4K, B4 example.org

1 *.example.org,
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BAFRBA 2 DN ZRRAIE S S S EFAA S IRAE hetp BLEIY, DUMELERTA MRS S5k R ENIHH

—NAFEIA:

ssl_certificate

ssl_certificate_key

server {
listen

Server_name

server {
listen

sServer_name

common.crt;

common.key;

443 ssl;

www.example.com;

443 ssl;

www.example.org;

IR 523 BFRIET

TEA TP itk BIZ1T21> HTTPS ARSS A8 @ F 10 75 02 TLS RS s frtany & (SNI, RFC
6066), &I AN EASTE SSL 12 FHARMEEIE R IVARSS AR, Kk, ARSS e HIE © M6 A A
WEP TR, SNI HEi# RZ I 28 s, (H—LE[HRYBR RS i n] REN = H

© ey

AT LATE SNI Hrf&iisias; JRTm, —LERI%

SRS TP Hiudik, KA RARHS

AIRERTEIRHIK IR SS 3R 6 IP Ml fEoh HALFRIZIE,

QSR Angie SR SNI SCRAEERY, WITEMER] -v JTRISITHY, Angie ¥ EoRILER:

$ angie -V

TLS SNI support enabled

SR, WISREA SNI 1Y Angie s8R EA SNI ZH#1Y OpenSSL J&, Angie ¥ ER &5

Angie was built with SNI support, however, now it is linked

dynamically to an OpenSSL library which has no tlsext support,

therefore SNI is not available
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3.3.5 Console Light P& MSiZEHR

4

Angie AL 7T BRI E TAERIRTREYE; BR T metrics APT flhttpprometheus BN, SEIER] DA
TAAE RS a5 A AT 5

Console Light /2 — M EIRAISCINTERN IS, ook irIiRSS astERETER. 12Hl 55T Angie BYAPI
ifig; TSR R RN SR I, AN, GNIR APT ARG RMLHIIRE, 5 AR FENAEN Angie
L=

EEBAEC BRI GRHE: https://console.angie.software/

k258
7N b-Zir =k TERNR
1.7.2 07.04.2025 fE”HTTP/TCP/UDP Upstreams” U1 I & 2512 Hll a1
WY “busy (ZEIT)” JEIL,
1.7.1 04.04.2025 BE T "HTTP X3 TWHEH”"HTTP/Location X" #i%
AR IERR{ES
1.7.0 2025 4 4 H 2
Fan2R o FUFRBRMEI DLF15 0 BN TR RS HR A £ &
o Gith APT Hd B3 Y “busy (BIT)” IRE, Fon
%1 i EIAFH max_conns 1ETAC B HERE LR,
o [BE T SCRSGER
1.6.1 2025 £ 1 H 23
FIABHE g semn
o [BEIF A/ BRI E AL 2 in]
1.6.0 2025 £E 1 H 23
FLA2H o ININERRMESRE, SHFIES: en. rTu
o RIS EERLYI6E
o H5DL pebibytes (PiB) BN AYEEE &
o« BEETWHHTTP Upstreams AHHEEIRAMETTEL
o BAETEHTTP Upstreams TLIHIHP IEFAEEFHERNEEN
MR _E R sC
1.5.0 RATFFRAT
1.4.0 2024 £ 8 H 8 H WUl favicon EIFRETHE IEFIRAS BoRIGE
1.3.0 2024 F 4 H 28 H  1E kil BRSBTS R RS A5 VT2 draining IRASHITIRE
1.2.1 2023 4 12 A 26 1F Stream b NI F a2 I RE
H
1.2.0 2023 4F 12 H 25 1E Stream b FXXHRM_EgmiELNAE
H
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RENEE

Console Light PA angie-console-1light (Angie) fl angie-pro-console-1light (Angie PRO) BB %
fite BAHIEREES, AT DAMBEMH A E R At rT DUNEATTRI MG~ 2R B GitHub, 41
RRAZ 1.4.0

TG, BIIAERE I WM server RNERINTLA Rlocation RELEIEHIE (FEEIER)

location /console/ {

# R A P
allow 127.0.0.1;
deny all;

auto_redirect on;
alias /usr/share/angie-console-light/html/;
# & | T FreeBSD:
# alias /usr/local/www/angie-console-light/html/;
index index.html;
location /console/api/ {
api /status/;
# EHERBIEEERESEREY THE (KR PRO)

location /console/api/config/ {

auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

api /config/;

RERIC N A B REHIRLE :

$ sudo angie -t && sudo service angie reload ]

2 Ja, BH ¥ E server BHEEMMRSS 28 LT H, BE12TE location H5E; LIRRRIFZIZEN /console/s
o EFIFGR, TR APL 3050 )8 FH B3 E, #ilan:

location /console/server_zones/ {
auth_basic "Protected site";

auth_basic_user_file conf/htpasswd;

FIE AT ARR I BRI & Location fEEFFAIVIM, Hil4n:
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location /console/api/resolvers/ {

deny all;

S|

EHl RN, U 4NENR, SMEMREEL BRI

O ¥R

FETNHBE D, FRETTRMNEEIG R,

Angie ®IR+<

m (Y HTTP Zones (V) HTTP Upstreams (V) TCP/UDP Zones  (v) TCP/UDP Upstreams Caches  Shared Zones (V) Resolvers

1.6.1 Configuration Connections Accepted: 13122

Address:  10.21.20.17

Last reload: 11d4h 25 m Current Accepted/s Active Idle Dropped
3 10 2 1 0
HTTP Zones @ HTTP Upstreams @ TCP/UDP Zones @ TCP/UDP Upstrea... @ Caches Resolvers @
Bcero Mpo6nem Bcero  Mpo6nem Conn total: 0 Bcero  lMpo6nem Bcero Mpeaynpexa. Bcero  Mpo6nem
Conn current: 0 mn

65 / [0 (VAN O | 2/ 1/ 17 [

o o Conn/s: 0 o o
Traffic Servers Traffic Servers State Traffic
In: 0 Total: 2 / Active: 2 In: 0 Total: 4/ Active: 4 Warm: 11 Reg/s: 0
Out: 0 Problems: 0 Out: 0 Problems: 0 # Cold: 0 Resp/s: 0

XEFEIE, TRETZN API M EHER 1% Angie MAEHET.

KT/t

B/R Angie fRAS, FHEBEIRCSOSERTRERE, ARG R AR e — O S I T

AN, GERE T api_config_files $6%, BCEBERRHTITIRSS & LRI ESCFAIR, BASCHERAT
DAE SRR, HiAIEAR S,

B/

TR /status/connections/ APT #7342 BRH B AR SS s iE R Ge T B -
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1] M HERE

sz IO HEREL

)| TG BE R

sl SRR

EF EFNNERZEL

R H:

= H _ERARSS 28 5 i DRI Z 1) SRR

HTTP Rig/Map#F

A EE
Z/ VTR AL server BY location b RXXHIEE status zone 85,

TIRM /status/http/server zones/ APT B4R http b RN XA ATZ XIS H45dE -

ISNay B X I

7] A A XK

iD= JEVR AT 7
HTTP Lis/NaBiF

A EE

izlj\glgﬁ;%%gﬁ http J:—FY':F'iﬁﬁupstream T'Elﬁ/?\o

SIRM /status/hitp /upstreams/ AP #87ME AT hetp b NS LifEGEHEE:

Bt IS aklii4
(7] A A L
fR55 s RS HIIR S A gttt
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TCP/UDP Rig/N&R s

A TER

BN IR E AT RS :
e status_zone TE server Bstream T
e limit_conn fEserver Bstream L TNXH
o limit _conn zone {E stream bk FXH

R

stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;

server {

# ...

limit_conn limit-conn-stream 1;

status_zone foo;

IRM /status/stream/server zones/ APT ¥R AERKHYT stream b NSCHYHZ XIS LR :

ERESEL B R

(SYURURER GROYRC IR EREEL
TCP/UDP LiiINeRis

A TR

BN TEELE stream b NXHIRB upstream 655,

TIRM /status/stream /upstreams/ APT #7342 stream b RNICHY LGt THHEWE

ISyay I aklji4
IF] A A L
RS54 RS HIIR S Aottt
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HTTP RigiEm-+

A IR

ZIETEFEELE server B location b RXXHIEE status zone 85,

AR 3528 X 53R 53

Server Zones

I Zone Requests Responses Traffic SSL.

Current Total  Regls  Txx 2xx 3xx axx 5xx Total Sent/s Rovdss Sent Rovd  Handshaked  Reuses  Timedout  Failed
Brazil 1 1518366 3 0 1336935 2452 4880 1518189 108 KiB 2888 41.1GiB 84.4MiB 784 0 0 0
mw Russia 4 1382189 5 0 1373385 2504 5017 1279 1382010 61.4KiB 2288 421 GiB 73.7MiB 836 0 0 0
= India 4 1426856 4 0 1417678 2619 5266 1289 1426654 133KiB 2238 435GiB 77.1 MiB 742 0 0 0
i China 8 781161 2 0 729192 1375 3072 780711 117 KiB 2278 224GiB 41.9 MiB 521 0 0 0
#= South Africa 5 1401366 6 0 1392465 2478 5113 1305 1401198 130 KiB 2628 427 GiB 85.4 MiB 760 0 0 0
== Argentina 4 1478295 7 0 1468815 2753 5449 1274 1478107 243KiB 498 8B 45.1 GiB 87.5MiB 846 0 0 0
= Egypt 2 1409034 3 0 1399957 2588 5155 1408853 266 KiB 3318 429 GiB 743 MiB 756 0 0 0
I Ethiopia 2 1287945 5 0 1279661 2426 4676 1180 1287767 211 KiB 3588 39.2GiB 74.1 MiB 718 0 0 0
=lran 6 1414692 10 0 1405419 2564 5350 1353 1414478 391 KiB 7548 43.1GiB 73.0MiB 830 0 0 0
& Saudi Arabia 4 1469922 9 0 1460600 2605 5401 1312 1469717 367 KiB 6178 448 GiB 87.0MiB 818 0 0 0
= UAE 1 1459720 2 0 1450440 2705 5258 1316 1459506 50.8 KiB 106 B 44.5GiB 74.5MiB 838 0 0 0

BEE T M /status/hittp/server_zones/ AP1 #7342 http £ FCH server b MY NEX
PO EdE, e KR A DL N EE:

X2 XA R

0 PR

By XIRGFIORTHETSK, Al DAHZ BRI BC B X0 THE

HK THREBAS ARG R AL

M 2 FEIRZSHBG I 73 BRI S ES, - AR M 7 s 2

iD=+ HARER, UAHARERE

SSL ARG - BT SSL BT - EMIRY SSL =1, - @RI HIRy SSL #2F;
- RAEIH) SSL BT
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i B X1 AR5y

Location Zones

| Zone Requests Responses Traffic
Total Req/s xx 2xx 3xx axx 5xx Total Sent/s Rovdl/s Sent Rovd
| Brasilia &3 308043 0 0 271399 509 955 35180 308005 38.9KiB 57.08 8.33GiB 17.0 miB
| Diadema 302843 0 0 266569 501 997 34776 302812 58.9 KiB 56.08 8.20GiB 16.4 MiB
| Porto Alegre 298320 2 0 262673 462 974 298284 40.7 KiB 1848 8.07 GiB 17.6 MiB
| Salvador &3 303063 0 0 266622 487 954 m 303026 0 0 8.18 GiB 16.7 MiB
1 Vitoria 306162 0 0 269732 493 1000 34937 306128 0 0 8.28 GiB 16.6 MiB
1 Lipetsk mm 280321 0 0 278579 502 978 262 280292 53.6 KiB 56.0B 8.54 GiB 15.2 MiB
| Moscow mw 274972 0 0 273224 479 1028 24 274935 15.6 KiB 55.08 8.38 GiB 14.7 MiB
| Omsk mw 271726 0 0 270024 510 943 249 271688 0 0 8.29 GiB 14.0 MiB
| Sevastopol ms 275881 0 0 274075 497 1047 262 275852 0 0 8.40 GiB 15.8 MiB
Ufa mm 279348 2 0 277546 516 1021 265 279306 132KiB 1578 8.52 GiB 14.1 MiB

BGE T M /status/http /location_zones/ APT #i53AERHY http £ XH location L NXHHENIEX
RS THEEE, A XEER A L N EEE:

X1 XA FR

O PR

By XIERGFORTHETSK, AT DAHZ e BRI Be B o X0 THE T

TER TR E R AN A RDIR SR &K
M 2 FRIRSHBG I 73 BOWe S22, AR i 7 s 2
iD= HARER, UAHARELR

EREPREIER S

Limit Conn
Zone Passed Rejected Exhausted Skipped
[~/ limit-conn-http 1345660 172873 0 0

SIRM /status/http /limit_conns/ AP #4534 RHY http L RCHHY 1imit_conn XIEG IR, A
DR AR 2l

X1 XIRAFR
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O $n

i XEEFIARER, DETTEERHE S DA ERRIE R,

ipu ISYRWE U3

ik JSE{ELUREE

FER H T XA R R 257 A S F
B SRR (BN FERT 255 F°11)
TR BRI ER 5

Limit Req

Zone Passed Delayed Rejected Exhausted Skipped

|~ limit-req-http 36790 697690 46865

SR /status/hittp /limit__reqs/ API #8734 http £ R CHH 1imit_reqs XIBGA IR, NED
X IEd it DT85 -

[X f5k XS4 R
O PR

i XIBSFIARERR, DATITEERAIEE DU R E R,

liibul JSERwLEE S

JEIR RIEIR R

B4 JSEELEbER

FER F T XIS iR R 2557 ) S R
B TR EERE (BT BT 255 F71)
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HTTP L%~
~
IANGIE| (D HTTPUpstreams  shared Zones () Resolvers
HTTP Upstreams  showupstreams st Failed only
backend Showall v
Peer  Requests  Responses Conns  Traffic rver checl
Name o s e
5.25¢ 0
778

A FEE
BRI R FELE http £ R SCHRIEE upstream 52

BEIETI-RSEE T M /status /hitp /upstreams/ APL BRI ERH hetp b N SR b fgt i 4diE,
o TR BIPIFAGHIYI B, B RIS B SS Ay R
o PETRRIMTT RN (ST A A1 i ) E A
o ZmEEHEEH ({XPR Angie PRO) Yt L S,
o B LRGN TR RAVHEEST IR & (EH, KK, &S, T,
XA L, BRTHAFRNSE R A KA R, IER 4N EdE:

55 % B AR AS AR, AL RIRIA R
O $n

Bt S5 amIETSk, A] DAZIRAS eBC B X ik 55 st A THER .
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R
M J572
U
iD=

55 dete

Rl ({XBR Angie
PRO)

T RN SR A S

FEARAS AR 73 M )37 25

TG BERE KRR (k&)

HARER, URBARELSE

IRBNARSS BRI B 2RI AR IR 55 B AR el IR S (APT HREY
health Xf%)

AR S5 AR RSB, AN BRI R B A R 5 Je — R T s ]

miR L

X Angie PRO, B RIFSH0HE —MREIEH, Hdi/E S HInm 5 2425
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Gt b PRI IRSS 2. ARVFIRINIREMRSSASHI LA N 2H: weight (E),

maz__conns (BRAIEFEIRGD) , maz_fails (KRS SR AT AT B R R IR

RED, fail_timeout (max_fails FIRERE ), state (JAFHEZEER) .

max_fails fail_timeout

Remove

ELieva ]|
& AT DARMBRIZE R AR 55 28
Edit servers "backend"
Selected servers
127.0.0.0:80 127.0.0.2:80
weight max_conns
Setstate O Up O Down
Save Cancel
N IMARSS 2%

6] _LIF AR SS 8%, VBB LN SE: address (ML), backup (B

1), weight (FXE), maz_conns (FKRIEERRH), maz_fails CKEARSS 2N
AR RRBORELD ,  fail_timeout (maz_fails FIRILEFIE ), state

(EHEERD,

Add server to "backend"
Server address
127.0.0.1:80

[J Add as backup server

weight max_conns

setstate O Up O Down

max_fails fail_timeout

Add Cancel
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TCP/UDP X%+

A TER

BIRTT R FEIRBE LIRS :
e status_zone TE server Bstream T
e limit_conn fEserver Bstream L TNXH
o limit _conn zone {E stream bk FXH

R

stream {

# ...

limit_conn_zone $connection zone=limit-conn-stream:10m;

server {

# ...
limit_conn limit-conn-stream 1;

status_zone foo;

TCP/UDP XiFEp 4>

TCP/UDP Zones
Zone Connections Sessions Traffic
Current Total Conn/s 2xx  4xx  5xx  Total Sent/s Revd/s Sent Revd
3 920 0 845 0o 72 917 0 0 11.8 GiB 17.4 MiB

sing_chorus

SSL

Handshakes Handshakes ~ Session

848 0 416

Verify

Failed Reuses Failures

0

BEET M /status/stream/server _zones/ API #873E Y] stream | FXXH server [ NZYHZNAEX

USSR, B ISR DA TR

XI5k XA AR

U HRTAUEERRL, DU R

=E RSB RI 2TER, R RTEEE
ik HARER, UAHARERR

SSL

NI HARY SSL 125,

FHHEC - RIIH SSL BT - AR SSL 4B TF; - MY SSL &14; -
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EFEPRFIER S

Limit Conn

Zone Passed Rejected Exhausted Skipped

|~ limit-conn-stream 920 0 0 0

TIRM /status /stream /limit_conns/ APT §h73rA ) stream - NSCHHY 1imit_conn XIH&EIHHEHE,
A XIR A N

X2 XIRAFR
0 PR

i XESFORER, DETIFSCCHE & DU EhRRIE R,

i1 JSERSEEERE2
Sk JSEELIRERE2.
FER H T DI AR R T 7 A S AL
Bid A )RR GOV FECRT 255 )
TCP/UDP LT+
TCP/UDP Upgtreamg Show upstreams list Failed only
upstream-arioso Showall v
‘ ‘ Server Connection Traffic Server checks
‘ ‘ Name oT w  Total Conn/s  Active Lmit ~ Sent/s  Rovdis
10.19.127.1:80 0ms 1 0 0 0 © 0 0 0 0 0 0
10.19.127.2:80 Oms 1 0 0 0 © 0 0 0 0 0 0
A ER

IR R BB stream N X E upstream 155

RIS EE T M /status /stream /upstreams/ APT #72EBREY stream b N CHY B IE ST T4,
o TR BIFPIFAGH UM B, SoRA AR AR SS Ay RO,
o ETRRITT RN (ST A A1 ) H S
o GBI (YR Angie PRO) YJH ifdmt S,
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o B EFRAGNE TR RAVHEREST RS & (EF, KK, &S, T,
MR B, BR T HATRAI 2 17 DI RSN, IETE LA N

k55 % B ARG ASHIAAFR, ASHLN RIRIR R
O $n

Bt S5 ass5iamIESk, A] DAZIRAS e BC B X il 55 st A THER .

R TH SR A S E5ORT A FE R

M 2 FEIRAS ARG RISy i R

R TE BNV REEO HR KRR (A &)

dih= HARER, UEHARRER

ARSS Bt s IR FN AR S5 A A BRI 2R B DA R IR 55 2 AR R ] F RS (APT Hi
health X{%)

smiE L

XT Angie PRO, 84D LiFs5I0H — ML, Bdia MM E S :
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Gt b PRI IRSS 2. ARVFIRINIREMRSSASHI LA N 2H: weight (E),

maz__conns (BRAIEFEIRGD) , maz_fails (KRS SR AT AT B R R IR

RED, fail_timeout (max_fails FIRERE ), state (JAFHEZEER) .

max_fails fail_timeout

Remove

ELieva ]|
& AT DARMBRIZE R AR 55 28
Edit servers "backend"
Selected servers
127.0.0.0:80 127.0.0.2:80
weight max_conns
Setstate O Up O Down
Save Cancel
N IMARSS 2%

6] _LIF AR SS 8%, VBB LN SE: address (ML), backup (B

1), weight (FXE), maz_conns (FKRIEERRH), maz_fails CKEARSS 2N
AR RRBORELD ,  fail_timeout (maz_fails FIRILEFIE ), state

(EHEERD,

Add server to "backend"
Server address
127.0.0.1:80

[J Add as backup server

weight max_conns

setstate O Up O Down

max_fails fail_timeout

Add Cancel
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»,
ZFERBLF
BIEE (¥) HTTP Zones (¥) HTTP Upstreams  (9) TCP/UDP Zones () TCP/UDP Upstreams Caches  SharedZones  (9) Resolvers
Caches
Memory usage M ed ” i
wwwwwwwwwwwww
.............. T o e I 16
cccccccccccc D %6
ed Kk usag

t1i

A FE

HIETMFFREE http L FXHIEEprory  cache path 1§52

BEE T M /status/hitp /caches/ APT Z83 AT http £ R CH proxy_cache KIII RS 1 4dE, A&
X IRFR AL LA 8

X 5 XA FR
-7 N

i XESFANE, DTIFEERAE BA 2 A B shard 513K,

RES ZFINE: % CuldemErh) sk GoidEemE)

N7 fiti P72

BRRAR/ BRI RN

[SREJE [SREDEE D[P NAN

FhEE FREEEA P 2R

i MEGFERITER, T AR E A SEE R 7R A A&

[ELiES ZfFmhR (WNERFEmMOTRSSEHG), EREPRERNNRED
"

ERNFEAXIBER 70k, WEsbRic B S8 0F B T hdlER:
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B I IR B R

S SARES: % GEEdRmEr) s GEEdE )

BRI CONSIININ

EfEH EAEFIIIPITE A/

R RE TSR 2R
HERBETF

Shared Zones

Zone

cache-argentina
cache-brazil
cache-china

cache-egypt

IR ESS TRTE _ERSCH o BT e SR A DRI ST TR, v XIS ER 3 AN R

Total memory pages Used memory pages Memory usage

2544 49 [ 2"
2544 30 [ 11
2544 19 f%
2544 24 | K

X5

XA R

O PR

Bl DXIEFIARTRG Sk, AT DAOR/ N B XSO THER?

SYEEY
BN
EERE I

JSYAEE
BB A7 DU L
DXIHI A7 A
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fRtTEET R

[ANGIE] ® HrTpzones @ TP Upsreams (@) TCPIUDP Zones (@) TCPIUDP Upsireams

Resolvers
eeeeeeeeeeeeeeeee
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

sssssssssssss

A TER
ZIETRFRETE http L X E resolver $5%,

REET M /status/resolvers/ APT BRIMERA) DNS HENFEXIRP A E RS EdE, NN XIEREE DL
E:

X5k XA AR
O $R

Bl XIEFIARTRGk, AT DRSS B XSO THER

1HK A F1 AAAA. SRV B¢ PTR i&R%K
My FAR AL R MR 2 (RS UEER. ARSSAeila, SRS, ARSEF. 18
#n%%)

3.3. B1EiERE 557



web
server

FPiEM, 4 1.9.0

RE /MR

Options

Update every - 1 - s

4xx warnings threshold 30 %
Calculate hit ratio for the past 300 s
Resolver errors threshold 3 %

Language English ~

FRVFIERC BT & RS ERTIR, (8 G S WU EAR MRS AR 0 B 4o ISBUEELR, A
NATHREZFMPRINEED (GHR) FERT LR R ERE,

EHl SR

FIPRIETTRAE DU e R AR — DRI A AAS, HAp AW NZHL, TIEHZ S S s EH Rk e API
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AORCHE SERT, TR AR L ST (I Fevr T2l SR R

3.3.6 fit& Prometheus {{ T

BAE Grafana FECE Angie [ Prometheus Y 5%M, 1HEIZIEPAT D HRHEIE:
1. i Prometheus #8R, TEACE SCMF B http AN Ninclude 452

http {

include prometheus_all.conf;

# ...

PARAE— M FAETE 1P kAN 240 & 1 5 server HLHIY location NIRIIAHRL prometheus

5%, Blan:

server {
listen 192.168.1.100:80;
location = /p8s {

prometheus all;

}

}

L

BANFE location FEEMNG A LA Prometheus NS H Angie FEhR,

2. ¥ DA TNECEANIE] Prometheus W1, FEETERTHI BPILER server B IP HsikAIS 1

scrape_configs:

- job_name: "angie"
scrape_interval: 15s
metrics_path: "/p8s"
static_configs:

- targets: ["192.168.1.100:80"]

.

CRE 15 HUBER— KGR, BERTEE—PHECER /p8s Hift.

0 &
RS scrape_interval HHE R KT AL HIE,

3. B Angie 1Y Prometheus {¥F%H § AZ| Grafana H,

3.3. RiEfe@m
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ik
<t
~

BB HERR

WERABRIEIRNE, F+ HAEHME I AZIMRRTTR, WEE HXIEIA 8 Telegram JiiE L4,
B EORS R
o https://support.angie.software

e support@angie.software

4.1 HiABE

TEHT B RIS Wi B R VO T E 2 A, MR AR H &
ik, EMEHA SRR H SRR PRI TXEIZTT Angie:
Linux

£ Linux Y WM EH, angie-debug X2/ HE IR HEMEM:

$ 1s -1 /usr/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug
-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug
-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

B EIZAT angie-debug:

$ sudo 1n -fs angie-debug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade
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FoEer
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R JE B SE I AT AT S T
JAIRE ZRE 2 H AR T S

$ sudo 1n -fs angie-nodebug /usr/sbin/angie

$ sudo angie -t && sudo service angie upgrade

FreeBSD

£ FreeBSD 1 Wik EEH, angie-debug X2/ AR HEMER:

$ 1s -1 /usr/local/sbin/ | grep angie

lrwxrwxrwx 1 root root 13 Sep 21 18:58 angie -> angie-nodebug

-rwxr-xr-x 1 root root 1561224 Sep 21 18:58 angie-debug

-rwxr-xr-x 1 root root 1426056 Sep 21 18:58 angie-nodebug

BLEIZ1T angie-debug:

$ sudo 1n -fs angie-debug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

XK JR B SN A AT ST
A R E 2 LRI AT S

$ sudo 1n -fs angie-nodebug /usr/local/sbin/angie

$ sudo angie -t && sudo service angie upgrade

ML 7
S MIFFTE Angie B, ZwiEnl 5 A TEIR:

$ ./configure --with-debug ...

2455, fEH] angie -V AILASIEZ /S M T HE:

$ angie -V

configure arguments: --with-debug ...

0 #it

{58 B A SRR R T T ST rTRE R I AR RE ;5 A 1A H AT RE
2 [AIfE

R AR N

B HEAHE, BEEREFRER error log $821%E debug 951:

4.1. @ARXBE
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error_log /path/to/log debug;

FEHTINEACE

‘$ sudo angie -t && sudo service angie reload

O ik

Qﬂ%@Jﬁ%ﬂﬂiﬁ)ﬂﬁﬁiﬁiﬁ“ﬂ'ﬂﬂmﬁ’i1¢, @Tfemm;log 6 IRH debug ?&%U, Angie # LA info

FANeFEEH,

FEBRCEE S error_log TIAMEE debug FAIREERIAIHE, AL, Eserver B R HESNAD

MRS e A H s

error_log /path/to/log debug;

http {
server {
error_log /path/to/log;
# ...

TR RIZAME DL, EBERE R error_log HITT,

RAEHPRE debug 2l

error_log /path/to/log debug;

http {
server {
error_log /path/to/log debug;
#

4.1.1 iERFE U

TSR] MO EE 2 P m il o R H &

error_log /path/to/log;

events {
debug_connection 192.168.1.1;
debug_connection 192.168.10.0/24;
}

4.1. @ARXBE
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4.1.2 FEIANTFEEHEX

YA H AT DA AN TEPANAF 22 R IX

[error_log memory:32m debug;

£ debug JIE AW EMX RMEE & AE N A BEEMMERE, EXAMENTS, APAEH GDB il
ARTEWHE, Bl:

set $log = ngx_cycle->log
while $log->writer != ngx_log_memory_writer
set $log = $log—>next

end

set $buf = (ngx_log_memory_buf_t *) $log->wdata

dump binary memory debug_log.txt $buf->start $buf->end

4.1. FRBE 563
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BAFF= i Angie PRO HISURS/Z Web Server, LLC HYHTRF R, IZ SRS RAERERAF /75l Nginx SCRET
B (BT JaelEn,
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A

absolute_redirect (http), 349
accept_mutex (core), 21
accept_mutex_delay (core), 21
access_log (http), 150
access_log (stream), 411

acme (http), 35

acme_client (http), 35
acme_dns_port (htip), 37
acme_hook (http), 37
add_after_body (htlp), 38
add_before_body (http), 38
add_header (http), 130
add_trailer (http), 130
addition_types (http), 39

aio (http), 349

aio_write (hitp), 350

alias (http), 350

allow (http), 32

allow (stream), 396
ancient_browser (http), 82

ancient_browser_value (hitp), 82

api (http), 39
api_config_files (http), 41
auth_basic (http), 77

auth_basic_user_file (hitp), 78

auth_delay (hitp), 351
auth_http, 481
auth_http_header, 481

auth_http_pass_client_cert, 481

auth_http_timeout, 482
auth_request (http), 79
auth_request_set (http), 79

auto_redirect (http), 351
autoindex (hitp), 80
autoindex_exact_size (http), 80
autoindex_format (http), 80
autoindex_localtime (http), 80

B

backup_switch (hitp), 289
bind_conn (hitp), 290
break (hitp), 233

C

charset (hitp), 84

charset_map (hitp), 84

charset_types (http), 85
chunked_transfer_encoding (http), 352
client_body_buffer_size (http), 352
client_body_in_file_only (hitp), 352
client_body_in_single_buffer (hitp), 353
client_body_temp_path (hitp), 353
client_body_timeout (hitp), 353
client_header_buffer_size (hitp), 353
client_header_timeout (http), 354
client_max_body_size (http), 354
connection_pool_size (http), 354

create_full_put_path (http), 87

D

daemon (core), 21
dav_access (http), 87
dav_methods (hitp), 87
debug_connection (core), 22
debug_points (core), 22
default_type (http), 355

565
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deny (http), 32

deny (stream), 396

directio (hitp), 355
directio_alignment (http), 355
disable_symlinks (http), 356

E

empty_gif (hitp), 88
env (core), 23
error_log (core), 23
error_page (http), 357
etag (http), 358
events (core), 24
expires (hitp), 131

F

fastcgi_bind (hitp), 89
fastcgi_buffer_size (htip), 89
fastcgi_buffering (http), 90
fastcgi_buffers (hitp), 90
fastcgi_busy_buffers_size (htip), 90
fastcgi_cache (http), 91
fastcgi_cache_background_update (http), 91
fastcgi_cache_bypass (hitp), 91
fastcgi_cache_key (hilp), 92
fastcgi_cache_lock (http), 92
fastcgi_cache_lock_age (hitp), 92
fastcgi_cache_lock_timeout (http), 92
fastcgi_cache_max_range_offset (htip), 93
fastcgi_cache_methods (hitp), 93
fastcgi_cache_min_uses (hitp), 93
fastcgi_cache_path (http), 93
fastcgi_cache_revalidate (hitp), 95
fastcgi_cache_use_stale (hilp), 95
fastcgi_cache_valid (http), 96
fastcgi_catch_stderr (http), 97
fastcgi_connect_timeout (http), 97
fastcgi_connection_drop (hilp), 97
fastcgi_force_ranges (http), 98
fastcgi_hide_header (http), 98
fastcgi_ignore_client_abort (http), 98
fastcgi_ignore_headers (http), 98
fastcgi_index (http), 99
fastcgi_intercept_errors (http), 99
fastcgi_keep_conn (http), 100

fastcgi_limit_rate (hitp), 100
fastcgi_max_temp_file_size (http), 100
fastcgi_next_upstream (http), 101
fastcgi_next_upstream_timeout (hilp), 102
fastcgi_next_upstream_tries (hitp), 102
fastcgi_no_cache (http), 102
fastcgi_param (hitp), 103

fastcgi_pass (http), 104
fastcgi_pass_header (http), 104
fastcgi_pass_request_body (http), 104
fastcgi_pass_request_headers (http), 104
fastcgi_read_timeout (hittp), 105
fastcgi_request_buffering (hitp), 105
fastcgi_send_lowat (hitp), 105
fastcgi_send_timeout (http), 106
fastcgi_socket_keepalive (hitp), 106
fastcgi_split_path_info (hitp), 106
fastcgi_store (http), 107
fastcgi_store_access (hitp), 107
fastcgi_temp_file_write_size (http), 108
fastcgi_temp_path (hitp), 108

feedback (http), 291

feedback (stream), 456

flv (http), 110

G

geo (http), 110

geo (stream), 397

geoip_city (http), 113

geoip_city (stream), 399
geoip_country (http), 113
geoip_country (stream), 399
geoip_org (hittp), 113

geoip_org (stream), 400
geoip_proxy (hitp), 114
geoip_proxy_recursive (hitp), 114
google_perftools_profiles, 506
grpc_bind (htip), 115
grpc_buffer_size (http), 115
grpc_connect_timeout (hitp), 116
grpc_connection_drop (http), 116
grpc_hide_header (hitp), 116
grpc_ignore_headers (hitp), 116
grpc_intercept_errors (http), 117
grpc_next_upstreanm (http), 117

gL ]
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grpc_next_upstream_timeout (http), 118
grpc_next_upstream_tries (http), 119
grpc_pass (http), 119
grpc_pass_header (hitp), 119
grpc_read_timeout (http), 120
grpc_send_timeout (http), 120
grpc_set_header (http), 120
grpc_socket_keepalive (http), 120
grpc_ssl_certificate (http), 121
grpc_ssl_certificate_cache (hitp), 121
grpc_ssl_certificate_key (http), 122
grpc_ssl_ciphers (hitp), 122
grpc_ssl_conf_command (hitp), 122
grpc_ssl_crl (hitp), 123
grpc_ssl_name (hitp), 123
grpc_ssl_password_file (hitp), 123
grpc_ssl_protocols (http), 123
grpc_ssl_server_name (http), 124
grpc_ssl_session_reuse (hitp), 124
grpc_ssl_trusted_certificate (http), 124
grpc_ssl_verify (hittp), 124
grpc_ssl_verify_depth (http), 125
gunzip (http), 125

gunzip_buffers (hitp), 126

gzip (http), 126

gzip_buffers (hitp), 126
gzip_comp_level (http), 127
gzip_disable (hitp), 127
gzip_http_version (http), 127
gzip_min_length (http), 127
gzip_proxied (hitp), 128

gzip_static (http), 129

gzip_types (hitp), 128

gzip_vary (http), 128

H

hash (http), 292

hash (stream), 458

http (hitp), 358

http2 (hitp), 339
http2_body_preread_size (http), 339
http2_chunk_size (hitp), 339
http2_max_concurrent_pushes (hitp), 339
http2_max_concurrent_streams (hitp), 339
http2_push (http), 340

http2_push_preload (http), 340
http2_recv_buffer_size (http), 340

http3 (hitp), 342

http3_hq (hitp), 342
http3_max_concurrent_streams (hilp), 343
http3_max_table_capacity (hitp), 343
http3_stream_buffer_size (hitp), 343

|

if (http), 233

if_modified_since (hittp), 358
ignore_invalid_headers (http), 358
image_filter (hitp), 132
image_filter_buffer (hitp), 133
image_filter_interlace (hitp), 133
image_filter_jpeg_quality (http), 133
image_filter_sharpen (hitp), 134
image_filter_transparency (hitp), 134
image_filter_webp_quality (hitp), 134
imap_auth, 485

imap_capabilities, 485
imap_client_buffer, 485

include (core), 24

index (http), 135

internal (http), 359

ip_hash (http), 292

J

js_access (stream), 403

js_body_filter (hitp), 138

js_content (http), 138

js_fetch_buffer_size (http), 139

js_fetch_buffer_size (stream), 403

js_fetch_ciphers (hitp), 139

js_fetch_ciphers (stream), 403

js_fetch_max_response_buffer_size (http), 139

js_fetch_max_response_buffer_size (stream),
403

js_fetch_protocols (hitp), 139

js_fetch_protocols (stream), 404

js_fetch_timeout (http), 140

js_fetch_timeout (stream), 404

js_fetch_trusted_certificate (http), 140

js_fetch_trusted_certificate (stream), 404

js_fetch_verify (hitp), 140

gL ]
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js_fetch_verify (stream), 404
js_fetch_verify_depth (http), 140
js_fetch_verify_depth (stream), 405
js_filter (stream), 405
js_header_filter (http), 141
js_import (http), 141

js_import (stream), 405

js_path (http), 141

js_path (stream), 406
js_preload_object (http), 142
js_preload_object (stream), 406
js_preread (stream), 406

js_set (hitp), 142

js_set (stream), 407
js_shared_dict_zone (hitp), 142
js_shared_dict_zone (stream), 407
js_var (hitp), 143

js_var (stream), 408

K

keepalive (http), 293
keepalive_disable (hitp), 359
keepalive_requests (htitp), 295, 360
keepalive_time (http), 295, 360
keepalive_timeout (http), 295, 360

L

large_client_header_buffers (hitp), 361
least_conn (hitp), 296

least_conn (stream), 458

(http), 296

(

(

stream), 458
limit_conn (http), 144

limit_conn (stream), 409

least_time

least_time

limit_conn_dry_run (hitp), 145
limit_conn_dry_run (stream), 410
limit_conn_log_level (hitp), 145
limit_conn_log_level (stream), 410
limit_conn_status (hitp), 146
limit_conn_zone (hitp), 146
limit_conn_zone (stream), 410
limit_except (hitp), 361
limit_rate (http), 361
limit_rate_after (hitp), 362
limit_req (hitp), 147

limit_req_dry_run (hitp), 148
limit_req_log_level (hitp), 148
limit_req_status (hitp), 148
limit_req_zone (hitp), 149
lingering_close (hitp), 363
lingering_time (hitp), 363
lingering_timeout (hitp), 363
listen, 500

listen (hitp), 364

listen (stream), 469

load, 510

load_module (core), 24
location (http), 367
lock_file (core), 25
log_format (http), 151
log_format (stream), 412
log_not_found (http), 369
log_subrequest (http), 369

M

mail, 502

map (hitp), 153

map (stream), 414
map_hash_bucket_size (http), 155
map_hash_bucket_size (stream), 415
map_hash_max_size (hitp), 155
map_hash_max_size (stream), 415
master_process (core), 25
max_commands, 502

max_errors, 502

max_headers (http), 370

max_ranges (hitp), 370
memcached_bind (http), 156
memcached_buffer_size (hitp), 156
memcached_connect_timeout (http), 156
memcached_gzip_flag (hitp), 156

memcached_next_upstream (http), 157

memcached_next_upstream_timeout (http), 157

memcached_next_upstream_tries (http), 158

memcached_pass (hitp), 158
memcached_read_timeout (http), 158
memcached_send_timeout (hitp), 159
memcached_socket_keepalive (http), 159
merge_slashes (hitp), 370
min_delete_depth (http), 87

gL ]
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mirror (http), 160
mirror_request_body (hitp), 160
modern_browser (http), 82
modern_browser_value (hitp), 83
mp4 (hitp), 162

mp4_buffer_size (http), 162
mp4_limit_rate (hitp), 163
mp4_limit_rate_after (hittp), 163
mp4_max_buffer_size (hitp), 162
mp4_start_key_frame (http), 163
mqtt_preread (stream), 416
msie_padding (http), 371
msie_refresh (hilp), 371
(

multi_accept (core), 25

0]

open_file_cache (http), 371
open_file_cache_errors (http), 372
open_file_cache_min_uses (hitp), 372
open_file_cache_valid (hittp), 372
open_log_file_cache (hittp), 152
open_log_file_cache (stream), 413
output_buffers (hitp), 372

override_charset (http), 85

P

pass (stream), 418

pcre_jit (core), 26

perl (http), 166

perl_modules (hittp), 166
perl_require (hitp), 166
perl_set (hitp), 166

pid (core), 26

pop3_auth, 486
pop3_capabilities, 486
port_in_redirect (hitp), 373
postpone_output (hitp), 373
preread_buffer_size (stream), 471
preread_timeout (stream), 471
prometheus (http), 191
prometheus_template (http), 191
protocol, 502

proxy_bind (http), 194
proxy_bind (stream), 419
proxy_buffer, 486

proxy_buffer_size (http), 195
proxy_buffer_size (stream), 419
proxy_buffering (hitp), 195
proxy_buffers (hitp), 195
proxy_busy_buffers_size (hitp), 196
proxy_cache (http), 196
proxy_cache_background_update (http), 197
proxy_cache_bypass (http), 197
proxy_cache_convert_head (hitp), 198
proxy_cache_key (http), 198
proxy_cache_lock (hitp), 198
proxy_cache_lock_age (http), 198
proxy_cache_lock_timeout (hitp), 199
proxy_cache_max_range_offset (hitp), 199
proxy_cache_methods (hitp), 199
proxy_cache_min_uses (http), 199
proxy_cache_path (http), 200
proxy_cache_revalidate (http), 202
proxy_cache_use_stale (hitp), 202
proxy_cache_valid (hitp), 203
proxy_connect_timeout (hitp), 203
proxy_connect_timeout (stream), 419
proxy_connection_drop (http), 204
proxy_connection_drop (stream), 420
proxy_cookie_domain (http), 204
proxy_cookie_flags (http), 205
proxy_cookie_path (http), 205
proxy_download_rate (stream), 420
proxy_force_ranges (http), 206
proxy_half_close (stream), 421
proxy_headers_hash_bucket_size (http), 206
proxy_headers_hash_max_size (http), 206
proxy_hide_header (http), 207
proxy_http3_hq (http), 207

proxy_http3_max_concurrent_streams  (hitp),

207
proxy_http3_max_table_capacity (hitp), 208
proxy_http3_stream_buffer_size (hitp), 208
proxy_http_version (hittp), 207
proxy_ignore_client_abort (hitp), 208
proxy_ignore_headers (http), 208
proxy_intercept_errors (hitp), 209
proxy_limit_rate (http), 209
proxy_max_temp_file_size (hitp), 210
proxy_method (hittp), 210

gL ]
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proxy_next_upstream (http), 210
proxy_next_upstream (stream), 421
proxy_next_upstream_timeout (http), 212
proxy_next_upstream_timeout (stream), 421
proxy_next_upstream_tries (hitp), 212
proxy_next_upstream_tries (stream), 421
proxy_no_cache (http), 212
proxy_pass (hitp), 212
proxy_pass (stream), 422
proxy_pass_error_message, 487
proxy_pass_header (hitp), 214
proxy_pass_request_body (http), 214
proxy_pass_request_headers (hitp), 214
proxy_pass_trailers (http), 215
proxy_protocol, 487
proxy_protocol (stream), 422
proxy_protocol_timeout (stream), 471
proxy_quic_active_connection_id_limit
(http), 215
proxy_quic_gso (http), 216
proxy_quic_host_key (http), 216
proxy_read_timeout (http), 216
proxy_redirect (http), 216
proxy_request_buffering (hitp), 218
proxy_requests (stream), 422
proxy_responses (stream), 423
proxy_send_lowat (http), 218
proxy_send_timeout (hitp), 219
proxy_set_body (http), 219
proxy_set_header (http), 219
proxy_smtp_auth, 487
proxy_socket_keepalive (hitp), 220
proxy_socket_keepalive (stream), 423
proxy_ssl (stream), 423
proxy_ssl_certificate (hitp), 220
proxy_ssl_certificate (stream), 424
proxy_ssl_certificate_cache (hilp), 221
proxy_ssl_certificate_key (hitp), 222
proxy_ssl_certificate_key (stream), 424
proxy_ssl_ciphers (hitp), 222
proxy_ssl_ciphers (stream), 425
proxy_ssl_conf_command (http), 222
proxy_ssl_conf_command (stream), 425
proxy_ssl_crl (hitp), 223

proxy_ssl_crl (stream), 425

proxy_ssl_name (hitp), 223
proxy_ssl_name (stream), 4126
proxy_ssl_ntls (http), 223
proxy_ssl_ntls (stream), 426
proxy_ssl_password_file (hitp), 224
proxy_ssl_password_file (stream), 427
proxy_ssl_protocols (http), 224
proxy_ssl_protocols (stream), 427
proxy_ssl_server_name (hitp), 225
proxy_ssl_server_name (stream), 427
proxy_ssl_session_reuse (hitp), 225
proxy_ssl_session_reuse (stream), 427

proxy_ssl_trusted_certificate (hitp), 225

proxy_ssl_trusted_certificate (stream), 428

proxy_ssl_verify (hitp), 225
proxy_ssl_verify (stream), 428
proxy_ssl_verify_depth (hitp), 226
proxy_ssl_verify_depth (stream), 428
proxy_store (hitp), 226
proxy_store_access (hitp), 227
proxy_temp_file_write_size (hitp), 228
proxy_temp_path (http), 228
proxy_timeout, 487

proxy_timeout (stream), 428

proxy_upload_rate (stream), 429

Q

queue (hitp), 297

quic_active_connection_id_limit (http), 343

quic_bpf (http), 344
quic_gso (http), 344
quic_host_key (http), 344
quic_retry (hitp), 345

R

random (http), 297

random (stream), 459

random_index (hitp), 229

rdp_preread (stream), 430
read_ahead (hitp), 373
real_ip_header (hitp), 230
real_ip_recursive (hitp), 230
recursive_error_pages (hitp), 373
referer_hash_bucket_size (htip), 232
referer_hash_max_size (hitp), 232

gL ]
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request_pool_size (http), 374
reset_timedout_connection (http), 374
resolver, 503

resolver (hitp), 374

resolver (stream), 471
resolver_timeout, 504
resolver_timeout (hitp), 375
resolver_timeout (stream), 472
response_time_factor (http), 297
response_time_factor (stream), 459
return (http), 235

return (stream), 432

rewrite (hitp), 235

rewrite_log (hitp), 236

root (hittp), 375

S

satisfy (http), 376

scgi_bind (hitp), 238
scgi_buffer_size (http), 239
scgi_buffering (hitp), 239
scgi_buffers (hitp), 239
scgi_busy_buffers_size (hitp), 240
scgi_cache (hitp), 240

scgi_cache_background_update (hitp), 240

scgi_cache_bypass (http), 241
scgi_cache_key (http), 241
scgi_cache_lock (http), 241
scgi_cache_lock_age (hitp), 242
scgi_cache_lock_timeout (hitp), 242

scgi_cache_max_range_offset (hitp), 242

scgi_cache_methods (hitp), 242
scgi_cache_min_uses (hitp), 243
scgi_cache_path (hitp), 243
scgi_cache_revalidate (hitp), 244
scgi_cache_use_stale (http), 244
scgi_cache_valid (http), 245
scgi_connect_timeout (hitp), 246
scgi_connection_drop (hitp), 246
scgi_force_ranges (hilp), 247
scgi_hide_header (hitp), 247
scgi_ignore_client_abort (hitp), 247
scgi_ignore_headers (http), 247
scgi_limit_rate (hilp), 248
scgi_max_temp_file_size (hitp), 248

scgi_next_upstream (hitp), 249
scgi_next_upstream_timeout (http), 250
scgi_next_upstream_tries (hitp), 250
scgi_no_cache (hitp), 250

scgi_param (http), 251

scgi_pass (http), 251
scgi_pass_header (hitp), 252
scgi_pass_request_body (http), 252
scgi_pass_request_headers (hitp), 252
scgi_read_timeout (http), 252
scgi_request_buffering (hitp), 253
scgi_send_timeout (hitp), 253
scgi_socket_keepalive (hitp), 253
scgi_store (http), 254
scgi_store_access (hitp), 255
scgi_temp_file_write_size (http), 255
scgi_temp_path (http), 255
secure_link (http), 256
secure_link_md5 (hitp), 257
secure_link_secret (http), 257
send_lowat (hitp), 376

send_timeout (http), 377

sendfile (hittp), 377
sendfile_max_chunk (http), 377
server, 504

server (hitp), 298, 378

server (stream), 453, 473

server_name, 504

server_name (http), 378

server_name (stream), 473

server_name_in_redirect (hittp), 380

server_names_hash_bucket_size (http), 380

server_names_hash_bucket_size (stream), 474

server_names_hash_max_size (http), 381

server_names_hash_max_size (stream), 475

server_tokens (http), 381

set (hitp), 236

set (stream), 433
set_real_ip_from, 489
set_real_ip_from (hitp), 230
set_real_ip_from (stream), 431
slice (http), 259

smtp_auth, 489
smtp_capabilities, 489
smtp_client_buffer, 490

gL ]
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smtp_greeting_delay, 490
source_charset (http), 86
split_clients (hitp), 260
split_clients (stream), 434

ssi (hitp), 261

ssi_last_modified (http), 261
ssi_min_file_chunk (hitp), 262
ssi_silent_errors (hitp), 262
ssi_types (hitp), 262
ssi_value_length (hitp), 262
ssl_alpn (stream), 435
ssl_buffer_size (hitp), 268
ssl_certificate, 491
ssl_certificate (hitp), 268
ssl_certificate (stream), 436
ssl_certificate_cache (http), 270
ssl_certificate_key, 492
ssl_certificate_key (hitp), 270
ssl_certificate_key (stream), 437
ssl_ciphers, 492

ssl_ciphers (hitip), 271
ssl_ciphers (stream), 437
ssl_client_certificate, 493
ssl_client_certificate (http), 271
ssl_client_certificate (stream), 438
ssl_conf_command, 493
ssl_conf_command (hitp), 272
ssl_conf_command (stream), 438
ssl_crl, 494

ssl_crl (http), 272

ssl_crl (stream), 439
ssl_dhparam, 494

ssl_dhparam (http), 273
ssl_dhparam (stream), 439
ssl_early_data (http), 273
ssl_early_data (stream), 439
ssl_ecdh_curve, 494
ssl_ecdh_curve (http), 273
ssl_ecdh_curve (stream), 439
ssl_engine (core), 26
ssl_handshake_timeout (stream), 440
ssl_ntls (http), 274

ssl_ntls (stream), 441
ssl_object_cache_inheritable (core), 27
ssl_ocsp (hitp), 275

ssl_ocsp (stream), 440
ssl_ocsp_cache (http), 275
ssl_ocsp_cache (stream), 441
ssl_ocsp_responder (hitp), 275, 441
ssl_password_file, 495
ssl_password_file (http), 276
ssl_password_file (stream), 442
ssl_prefer_server_ciphers, 495
ssl_prefer_server_ciphers (hitp), 276
ssl_prefer_server_ciphers (stream), 442
ssl_preread (stream), 452
ssl_protocols, 496

ssl_protocols (hitp), 276
ssl_protocols (stream), 443
ssl_reject_handshake (http), 277
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